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Abstract

It is common to hear organizations-big or small are moving to cloud computing for its
scalability and cost savings. But, how do you decide which cloud provider to trust?
Trust is a vital factor, especially for service oriented systems in the area of
Information Technology and Security. Severa issues have been raised by enterprises
and individuals concerning the reliability of the cloud resources. In cloud computing,
trust helps the consumer to choose the service of a cloud provider for storing and
processing their sensitive information. In this thesis, a trust model is proposed which
uses Quality of Service parameters (QoS) to evaluate trust. The fuzzy nature of trust
has encouraged us to use fuzzy logic to calculate trust value of a provider in a cloud
environment, thus increasing the effectiveness of the system. QoS parameters such as

turnaround time, availability and reliability are taken for trust evaluation.

The proposed model has been smulated using CloudSim and NetBeans IDE.
Experimental analysis of the proposed approach has proved the better efficiency of
the system. A comparison of the proposed model and weighted model is also
presented.
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Chapter 1

| ntroduction

The developments of storage and processing tecfiesl®iave made the computing
resources cheaper and easily available. In pasyéans, the technology has made the
lives of people very easy by making the servicegsgible anytime and anywhere. So
many profitable and educational institutions haveden large systems from

commodity computers, storage disks, and networkmase the hardware easy to

manage and use.

1.1 Cloud Computing

Cloud Computing [1] connects huge number of syst@ma network: private or
public. It gives us highly scalable framework fooreng data and applications. After
arrival of this kind of computing, the price of cpuating power, web hosting, data and
delivery reduced remarkably. Cloud computing presidirect price profits and it has
the ability to convert a data center from an invesit-intensive setting to a variable
priced setting.

The notion of cloud computing is dependent on ay velementary principal of
“reusability of IT resources”. The difference thdobud computing has brought in
comparison to conventional notions of grid, disitdadl and utility computing is to
widen horizons across organizational limitationeud computing divides the role of
cloud service providers in two categories: the less that organize the platforms
and rent their resources such as memory, Vm, baltkdveitc. according to pay-per-
use model of pricing, and the service providers tbase their cloud resource from
various cloud providers to end users. Computing baen transformed into
commodities which are delivered alike to serviceshsas water supply, house
electricity, gas, and telecommunication. In thisckof model [2], customers or cloud
users access cloud service applications basedeanrtéed without considering the
location and method of delivery of these servidesiumber of computing standard
have assured to bring this Utility Computing idewl ahese include Grid computing,
and now-a-days Cloud computing

Cloud computing helps businesses and users toloigé applications from anyplace
on demand. So the computing world is swiftly chaggiowards emerging software
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applications for millions to use as an applicat@nvice, rather than running on their
personal computers. These days it is usual to acdesa across the Internet
autonomously without reference to the basic hoshifrgstructure. This infrastructure
consists of monitored and maintained data centeendoy data providers. It is an
extension of this idea in which the abilities ojpapations involved in business are
computing services that are accessed over a network

Though, since cloud applications may be importarthe core business operations of
the clients, it is necessary that the customer lggaarantees of service delivery by
providers. SLAs provide this guarantee betweenrs#reice providers and customers.
Some service Providers such as Amazon, Dimensita) @oogle, Salesforce, IBM,
iWeb, Microsoft, and Sun Microsystems have stattethunch new data centers for
hosting applications of cloud computing in differdacations around the world to
offer redundancy and guarantee reliability in cafsgite failures.

As the requirements of cloud services are variableature, service provider's needs
to guarantee that they are flexible in deliveryedource services while protecting the
users from the underlying infrastructure. Latesvaatements in microprocessor
technology and application software have led toitizeeasing capability of service
hardware to execute applications within Virtual Miaes in efficient way.

VMs permit both the isolation of cloud applicaticineam device hardware and other
VMs. Providers depict applications running withintwval machines, or give access to
VMs themselves as a cloud service and allowingntdigo install their personal
applications. The use of VMs increases additiomabanters such as the intelligent
resource allocation of physical cloud resourcesrianaging demands for competing
resource of the users.

Regardless of the quick development of Infrastnecas-a-Service (laaS,) techniques
such as Amazon EC2 1 service, Microsoft Azure iser and services offered by
RackSpace 3 and other services, laaS servicesaerd be beset by vulnerabilities
at many levels of software stack, also to leakafjenformation, to collocated
malware infected VM instances. The need for pretkctloud storage has been
recalled on many occasions.

For example, in [3] the author has cited industegision takers to highlight the fact
that security concern is one of the major factbit prevent business entities from
deploying their organization’s data and computaiddeneral reasons are deficiency

of knowledge of the status of the data and compuaigorithms and procedures as
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soon as it is in the cloud setup, as well as carscabout cloud provider liquidation
and successive unclearness and recognized prosenfutata safety and retrieval.
The reasons for this include both practical, e.gptress of data leakage, data
infringement and data modification as well as oig@tional, such as destroying
reputation. In this condition, a danger is therattthe economic profit obtained
through the fast pace adoption of cloud servicéretogies will in some cases be
rewarded or even over compensated by data lossekimg from unpredicted lack of

accessibility as well as theft and destructionatad

1.1.1 Cloud computing Evolution

The concept of Cloud Computingas introduced in 1950 along with application of

mainframe computers, available via static cloudrtk.

Mainframe Rise of PC ( llen‘t ServeL Hosted . ¢ louq
architecture Environment Computing
¢ Riskin
Demand of ¢ Emergence of
¢ Provided ¢ Qutsource the ‘Pay per use’
Personal 3 . "
o Tnformation e Virtual Private management Policy
: Network of IT Start of TaaS,
Phase o Decentralized . .
Beginnin comoutin ¢ High infrastructure PaaS, SaaS
ginning Puting Bandwidth Enhances Introduced
¢ Local environment . o, :
. Requirement utilization of Collaborative
Architecture o Start of S . .
Information ¢ Revolutionize Virtual Computing
dot com Network Utility based
Technology .
X on computing
services
. Beyond
1950 1960 2
1990 2000 2010

/

Figure 1.1 Evolution of Cloud Computing

Since then, this type of computing has been pregefrom fixed clients to dynamic
clients and from computing software to computingviees. The figure 1.1 has

explained the progress of cloud computing till now.

1.2 Architecture of Cloud Computing

This segment defines various models of cloud comgutelated architecture,

business and operational [4].
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1.2.1 Layersof cloud computing

The structural design of cloud computing is desadiin 4 layers: the hardware layer,

the infrastructure layer, platform layer, and tpplacation layer, as shown in Fig.1.2.

The description of each of them is as follows:

The Hardware Layer: The main responsibility of this layer is to manage
physical assets of cloud which includes physicaladand application data
servers, network routers, connecting devices, p®earce and cooling systems.
Practically, the hardware layer works on datacenteA datacenter typically
comprises of thousands of cloud servers structurstielves and connected with
each other through network switches, network reuter other connecting
material. Come time consuming and complex issueghia layer are the
configuration of hardware, fault tolerance, datfic control, power utilization
and managing cooling source.

The Platform Layer: It is the third layer from bottom; the platfornmyé&a consists
of application frameworks and operating systensfilehe task of this layer is to
reduce the trouble of application deployment in \¢bhtainers presented in the
cloud. For example, Google App Engine (GAE) runstlois layer to provide
support for APIs for implementing storing, storagad business logic of
distinctive web applications.

The Application Layer: This layer resides on top of the architecture. Téy®r
contains actual applications of cloud. Differerdnfr conventional applications,
the applications resides on cloud controls theraat@-scaling aspect to achieve
increasing performance, accessibility and lower gasaost for resources
provided. The design of cloud computing is moriike than the traditional
cloud hosting settings such as dedicated data @pictation server farms.

Every layer is loosely united with the layers exasiove and below it, and by
doing so it allows every cloud layer to progresstidctly. This is similar to the
model of the OSI network protocol model. The amttiiral flexibility allows
cloud computing to support a broad range of aptdinarequirements while
minimizing management and maintenance overheaukafytstem.

Infrastructure layer: It is also called virtualization layer; the cloudrastructure

layer makes large storage space and cloud resohycesparating the physical
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cloud resources by using virtualization technigsash as VMware, Zen and

many others.

Business Applications, Web applications,
SaaS Multimedia applications

(Application)

Software Framework such as Java, Python, .Net
PaaS Storage Framework such as DB and File

(Platform)

Virtual Machine and Storage blocks in memory
(Infrastructure)

[aaS

Processor, Memory unit, Hard Disk, Network
Bandwidth

(Hardware)

Figure 1.2 A layered modeling architecture of cl@oedhputing
The infrastructure layer provides many importaneass, such as dynamic

resource allocation which are only made accessismg virtualization

technologies.

1.3 Characteristics of Cloud Computing

Various outstanding aspects that are different freaonventional computing
technologies are summarized below:

e Multi-Tenancy: The cloud services provided by different cloudvers are
located on one datacenter server. The service rdrakiructure provider shares
performance, efficiency and management issues exfetlservices. The layered
structure of cloud offers a regular partition ofvéee responsibilities: the owner
of every layer only needs to concentrate on theiBpebjectives related with
this layer. On the other hand, multiple tenanciéso aface problems in

understanding and handling the communications lextwigferent investors.
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Resource Pooling Facility: The cloud providerallocate the resources which can
be employed to different cloud users in dynamic walkis facility lets the
provider to give extra flexibility. It facilitatethe provider to manage to create
resource utilization and cost of operation. Farsilfation, an laaS provider can
influence VM relocation technology to accomplishitée server consolidation,
thereby maximizing utilization of resource whilecdegasing cost such as cooling
and power utilization.

Universal Access. Such computing provides universal access on tieenet and
us the features of internet to deliver the servioedifferent users. Many devices
connect with the cloud system such as mobile photadsdets, and laptops to
access its services. To get better network effagieand performance, data
centers are located on network on different geddcap locations. Cloud
providers enhance service utilization using theslita.

Service Oriented: Being a service-driven network model, Cloud computi
focuses more on management of services providebid. Every layer of Icoud
computing provides its services in accordance with SLA generated between
two parties. This is a reason of cloud providerirggvmore important to SLA
document.

Dynamic Resource Provisioning: An important property of cloud computing is
that cloud resources are accessed and freed oflythen comparison to the
conventional model that supplies computing resareecording to high
demands of users; this mechanism allows serviceigers to gain on-demand,
which significantly lowers the cost of operation.

Self-Organizing: As resources are allocated according to user’s dénservice
providers can manage the consumption of resourdts respect to their own
requirements. Additionally, the automatic resoumt@nagement aspect of cloud
computing gives high quickness that facilitatesudloservice providers to
respond rapidly to frequent changes in cloud serdemand i.e. the effect of
flash crowd.

Pricing based on Utility: The cloud computing uses pay-per-use model for
pricing resources. The precise pricing scheme sdran service to service for
different cloud providers. For instance, the servictovider can charge for any

resource it provides to any cloud user on per hiasis. This feature of cloud
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computing offers better service operating rateal$b imposes complexities to

control the cost of operating a service.

1.4 Cloud Computing Models

Cloud Computing follows a service based businesslainavhich means that the
hardware and platform level cloud resources areigea by the cloud provider as
services. Conceptually, each layer of this architecis employed as a service of
cloud to the layer above it. Conversely, each laygrerceived as a user of the layer
below.
141 ServiceModels
Though, in practice, cloud offers three categoonéservices which are explained
below:
a) Infrastructure asa Service (laaS)
This model facilitates the costumer with the aypilib provision processing,
storage space, networks, and other elementary domgpresources, and allows
the end user to set up and run random softwarechmtomprises of operating

systems and applications.

SaaS || Electronic mail , ERP, CRM
(softwar'e of as (USE IT)
Service)
PaaS Develop Application, Decision
(Platformasa making
Service) (CONSTRUCT ON IT)
laaS Caching , Network Management, 9‘%‘%
(Infrastructure as as Security Management, File p 1)
Service) (MIGRATE TO IT) n

Figure 1.3 Service Models of Cloud

The end user has regulation over computer operatystems, storage, mounted

applications, and limited control of particular gooments of networking.
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b)

Examples of cloud infrastructure providers are AamaEC2, Dimension Data,

GoGrid and Flexiscale.

Platform as a Service (PaaS)

It facilitates the customer to set up onto the asfiructure of cloud, the
applications developed or acquired by user, pradluegth programming
languages and application building tools suppoligdhe cloud provider. The
end user does not control or handle the core clofidstructure including
network, data servers, operating systems, andgempace, but has regulation
over the deployed cloud applications and possipplieation that hosts. Google
App Engine (GAE), Microsoft Windows Azure (MWA) ariebrce.com are few
examples of PaaS providers.

Software as a Service (SaaS)

This type of service model provides on-demand appbns anywhere on
Internet. Salesforce.com, Rackspace3 and SAP Bissibg Design are a few
examples of SaaS providers. The cloud business Insdepicted by Figure 1.3.
According to the cloud design, it is absolutely ibke in cloud that a PaaS
service provider executes its cloud above laaSs Ehreason that the PaaS and
laaS providers are repeatedly called the PlatforoviBers and infrastructure

providers.

1.4.2 Deployment Models

Different cloud models are explained below:

a)

b)

Public Clouds: In this kind of deployment model, the resourcesvjgted by the
service providers are in the form of services. Rulslouds provide many
important benefits to the providers which include starting cost on service
infrastructure and passing of threats to infrastmec cloud providers.
Nevertheless, public clouds don’'t provide completatrol over information,
protection and privacy settings that restrict thediiciency in various business
scenarios.

Private Clouds: Private clouds are internal clouds; these aregdesl exclusively
for single organization. This type of cloud candmmstructed and coped by the

provider party. A private cloud control performancaiability and security.

8|Page



d)

Virtual
Private

Private
Cloud

Figure 1.4 Deployment Models in Cloud

Hybrid Clouds: A hybrid cloud combines public and private typesl dries to
express limitations of both. In a hybrid cloud, vate clouds runs service
infrastructure while the other parts run by puldiouds. This cloud is more
flexible than the private and public cloud.

Virtual Private Cloud: It is an alternate solution to deal with the shamamgs of
both public and private clouds. It is implementedtioe top level. Such model is
effective in architectural model because it catuailize the application servers.
VPC is principally a extra effective in design besa it virtualizes servers and
applications. This model has the feature to unbwakansition in cloud network
which gives better performance. It lets the prorsd® delop their personalized
topology and network settings related to seculitgan also customize firewall

settings.

1.5 Cloud Computing Risks
Although Cloud Computing is the fastest growinghtemlogy in computing world,

there also exists some disadvantage or cons ofl domputing [1]. Some of them are

explained below:

Security and Privacy

The biggest problem in cloud computing is the ségwaf data stored on cloud.
The reason is that the data control and infragstrects provided by the third
party. The involvement of third entity creates trsk of data theft and security

loopholes. While the provider of cloud resourcesuasd extra security and
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authentication methods, any indication of violatimnsecurity would lead to
decreased number of cloud clients.

e Lock-In
The switching between one cloud providers to tieois not an easy task.
It is not easy for the clients to switch from on8F3o the other. It makes the
clients dependent upon a specific CSP for a service

» Failureof isolation
This risk consists of the breakdown of isolationchemism which separates

storage space, memory, routing technique betwdtareatit occupiers.

* Management Interface
Public cloud providers provides interface whicladgessible through internet.

* Unsafe Deletion of Data
It is likely that the data which the user has dedeaihfor removal may not get
removed. It happens because of two reasons; egpee< of cloud data are
stored but not existing and second that the stodigje destroyed also stores

user’s data from other consumers.

1.6 Trust in Cloud

Trust comprises of three factors; Expectancy, belre willingness to take risks.
Trust in cloud computing is a measure of reputabbrhe specific cloud provider
which has some set of resources for users. Trugdoid plays a vital role to make the
cloud business grow and the provider can get mooéitpTo make the provider

trustable, some criteria is needed to help the inssglecting a provider.

1.6.1 Trust Semantics

Trust is frequently utilized in the writings on Btun cloud, often as a common term
for “privacy” and “security” [5]. What is the mearg of the term “trust™? It is a
multifaceted social phenomenon. Based on soci&nsei trust, we have used the
following definition:

It is a state of mind comprising:

(1) Expectancy - It is the expectation of one party from anothartigipating party

(such as providing legal content or efficientlyfpeming cooperative procedures);
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(2) Belief - the trustor considers that the behavior he hasategewould occur,
dependent on the information evidence of capabditythe trustee, reliability, and
helpfulness;

(3) Willingness of Risk taking - for that belief the trustor is prepared to tais&.r

It is essential to note that the trustor cannotrobrihe expected behavior of trustee;
the trustor’s faith in those predictable actiongrastee is dependent on the ability of
trustee, capability, and integrity. The truthfulesesf the trustee provides the trustor
assurance with reference to the expectedness ofrtiseee’s behavior. In cloud
computing two kinds of trust have been identifiedsed on the expectancy of trustor:
thetrust in performance tells about performance of the trustee, but,tthst in belief

is trust comprised of trustee’s belief. The perfante of trustee could be what the
trustee claim or the successfulness trustee’srectibrust in performance and trust in
belief are related to each other.

Trust in belief is transitive in naturetrust in performance is not; thoughtrust in
performance is broadcasted throughust in belief [6, 7]. From the above definition,
the trustor's belief depends upon the evidencetaélao the trustee’s capability,
truthfulness, and concern. This leads to ratiotractures of interpretation from belief
in proof to faith in expectancy. This is the basiea behind trust in cloud computing.

Now, we will discuss about different categoriedrast in Cloud computing.

1.6.1 Typesof Trust
1) Basic Categories of Trust
a) Direct Trust
Direct trust comes into picture when an entityraate for another based on
previous experiences.
b) Indirect Trust
Indirect trust is the trust in which one entitydr@nother entity based on the
recommendation of any third entity.
) Classifications of Trust
The trust in cloud computing is divided into twdegories explained below:
a) Reputation Based Trust in Cloud
Reputation and trust are related to each otheralsotdifferent. Fundamentally,

trust is between two parties; but the status cératity is the collected estimation
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of public towards that entity. Generally, many widuals in that community
trust an entity that has high reputation; an entitigich is required to build trust
decision on a trustee, uses the reputation to cenpuapproximate the trust
level of the trustee. These systems are commonpliemp and utilized in
electronic commerce and Peer-to-Peer networksrdjaation of cloud affects
the selection process of services on cloud; thezefdoud service providers try
to construct and preserve higher reputation. Ldlgicaeputation-based trust
move into the idea of making trust decision in d@emputing system.
Reputation is classically characterized by a bnwadk reflecting the complete
outlook, or a lesser quantity of marks on variousemost aspects of
performance. It is not a good solution to enquitarge group of users to give
rating to a cloud service in opposition to a hugé & fine-grained criteria.
Repute is useful when initially choosing a cloudvem, but is not completely
enough subsequently. Specifically, when the uses uke service of a cloud
provider then it gains some experience and trushanprovider.

b) SLA Verification based Trust

To deal with relationships between user and clawdigers, there must be trust
and verification between both the parties. Aftamiehing the preliminary trust
technique and accessing a cloud facility, the closer is required to validate
and re-examine the trust value. An SLA is a lavdgteement between the two
communicating parties, the user and the providéerdfore, monitoring the
Quality of service (QoS) and verification of SLAalonent are essential source
of trust management in cloud computing scenario.

Some prototypes that obtain trust from SLA documemnification have been
suggested. A most important matter is that SLA giveportance to “visible”
cloud components of cloud computing service pertorce, and does not
concentrate on “invisible” ones such as privacy security. Another problem is
that several cloud users lack the potential to doekently grained QoS
monitoring process and SLA verification; a thirdowdl provider party is
required to provide these types of services.

A cloud broker is there, which is trustworthy inetltonfidence area of the
private cloud; therefore, the cloud user gets sufdcility. A cloud user inside a
private cloud might still depend upon the trusthauty of private cloud to

accomplish Quality of Service observing process &1idA confirmation;
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conversely, cloud users and some low sized orgtmiza without technical
competence may use a commercial certified clouiyeas their trust broker, in
a public cloud.

c) Policy-based Trust

In cloud computing, it is required to constructfarfal”. In a related area, PKI
(Public Key Infrastructure) is an extensively usesiablished technoique that
utilizes “formal” trust methodologies to support ykeertification, digital
signature, and validation. It also supports datmibate certification and
validation.

As PKI is currently used in practice, in this tlrast in a CA (certification
authority) is dependent on the CA’s confirmationthwidefinite certificate
policies. It is taken w.r.t to delivering and reiiaig public key certificates which
are validated. License guidelines are main rolePidl trust. Such trust
mechanism is called gmlicy-based trust. Some policy must be imposed on the
participants.

d) Evidence-based Trust

A belief of trustor in the predictable behaviortaistee entity is based on the
proof about attributes of adeptness, helpfulnesy] &onesty, w.r.t that

expectation evidence-based trust is expressedlag/$o

believe(c, attrbl(sh, avl))A... A believe(c, attrbn(sb, amn)) — trust_ * (c, sb, X,
ct)

which states that if a cloud useconsiders a subjesb has attributettrbl with
value &1, ..., attributeattrbn with value an, thenu trusts (it is eithetrust in
belief or other one) bs w.r.t x, the performance ab or information believed by
sb, in a particulacontextct.

€) Societal Trust

Societal trust consists of any individual and a pany. Just as in society, each
individual has to maintain trust in some importpatts of the social entities; In
cloud also each entity must be trusted. In Inforomasecurity service sector,
trust plays a vital role between the supplier amal d¢lient to help the business

grow.
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1.7 Fuzzy Logic

Fuzzy logic was introduced by researcher Zade®Bb18]. Since then; it has been
used in various classification fields and contrpplecations. Fuzzy set consists of

following components and procedures:-

o Crispset
In a crisp fuzzy set, any data element either gxisthe set or not. It is a real
value or variable. For example, a jelly bean betohg food class which is
known as candy. But, mashed potatoes do not belbng.taken as an input

variable for fuzzification process.

*  Fuzzy sets

Fuzzy sets permit elements tofmetially in a set of elements. Every element is
specified as an extent of fuzzy membership in a $hats value of fuzzy
membership ranges from “zero (0)” (non-member effiiezy set) to “one (1)”
(member of the fuzzy set). It is visible that iftexme membership value of O

and 1 then that would be called as crisp set.

* Membership Function in Fuzzy

A Fuzzy membership function is the association ketwthe values of an
existing element in the set and its membershipetegr a set. The sets are large,
medium, small, and near zero in nature. The valueepresents the amount of

fuzzy membership in the set. Membership functies In the range 0 and 1.

Ha(x) € [0, 1]
0, if xOX
Ma)= 11 otherwise

It is the method of altering a real value into aziyiset value. This is done with

For crisp sets,

¢ Fuzzification

the help of different types dfizzifiers (also called membership functions).

» Defuzzification
It is the reverse process of fuzzification. It getes crisp values form fuzzy
sets. This process is used to find crisp valuenzy logic.
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* RuleBased System in Fuzzy
A fuzzy rule based system is defined a collectibproportions which contains
linguistic variables and the rules are represeimtéde form of: If X is A, Xz is
As...... ,and X, A>thenY is B.

1.8 Structureof Thesis

The structure of the thesis is planned as follows:

Chapter 2: This chapter includes the literature survey whictolves evolution of
Trust models in different computing techniqueshds also contained the work of

many researchers in the area of cloud computinguzay logic.

Chapter 3: Thesis background, problem statememd objectives of proposed work

are explained here.

Chapter 4: It consists of the proposed work which involves thezy based trust

model using Quality of Service parameters.

Chapter 5: This chapter consists of the evaluation parametedshe results obtained

via simulation and its comparison with other works.

Chapter 6: It includes the conclusion, summary and future scop the work

proposed in this thesis.
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Chapter 2

State of Art

In this chapter trust management and its technefogre discussed. Trust models in
grid, cloud and ad-hoc networks are discussed. yFlgic and models based on

fuzzy are also discussed.

2.1 Trust and Trust Management
Firdouset al. [9] and Hanet al. [10] have studied that the status and trust have
originated from society which studies the pattefrhoman behavior. Zaobiat al.
[11] have explained the relationship among variensties of social network in trust
management system. Trust is analyzed by examinerarious fields such as human
psychology, sociology and business economics. Mgitnand Chervany [12] have
elaborated that trust is a mental outlook whichugss on the effects of trusting and
not trusting someone. Trust is a social relationdietween people in the society.
Paoliet al.[13] and Akhoondet al.[14] have explained that the social outline of trus
is commonly used in multi user systems and soa&lvorking. Economic experts
recognize trust with regard to usefulness. Huangal. [15] and Mui [16] have
explained that the scientists in information tedbgg have utilized the advantages of
all these research as they offer critical vision hmfman mind. The computing
technology researchers have studied trust in varields such as distributed systems
(public e-commerce), open, peer to peer networkiotpud computing , semantic
web technology, cloud computing, web services, rmothile networks. Though there
has been various studies done on trust; it hasiradseased the complexity of trust in
several areas of computing. The thought behind ighithat there is no common
description of trust in cloud computing such asdfg| outlook, possibilities, expected
behavior, honest quotient and so on.
Some common descriptions of trust are:

- Trust comes into picture indecisive and risky eowment.

- Trust is based on past decision made during diffesguations.

- Trust can be developed on the basis of previousresqce and prior-facts.

- Trust is a subjective which is opinion dependent.
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- Trust varies according to time and new entriesaotd while practice will have
overruling control over the old knowledge.

- Trust is dependent on context w.r.t system.

- Trust is multi-talented.

McKnight and Chervany [12] have recognized 16 atspefttrust which are classified
as follows

- proficiency; capable, skilled, dynamic

- expectedness; predictable

- generosity; first-class (or moral), caring, respeas

- reliability; truthful, plausible, consistent, loyal

- Other; direct, cautious, common understanding,qreiéy smart .

De Oliveira and Maziero have categorized relatiggsif trust into social networks,
hierarchical trust, and social groups. Zhagigal. [17], have divided trust into

following categories.

- Rank-based vs. Threshold-based
- Complete information vs. Local information
- Transaction-based vs. Opinion-based

- Subjective trust vs. Objective trust

2.1.1 Trust Management Requirement

In this section, prerequisite of an efficient trosinagement system are given.

a) Accuracy of Information

Chonget al. [18] have explained that precision of facts arfdnmation is known as
accuracy of trust which means that the computatifoinust is accurate at estimation
time. There is no power on correctness of the valugust provided by the trust
management system. So much of information wasetesal evaluate the value of
trust in a network system. This set of informatmuld be misleading or false in
nature to make us trust the service provider. Corealculation of trust was
important because it has enhanced the relatiorstipeen service provider and its
consumers. It has also helped to improve the bssiné e-commerce websites in
which trust is the crucial factor. Also, the inamt information has led to false
business conclusions which results in low qualgydict and outcomes. Trust has

been improvised by sharing the experience of uabmut the quality of service
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offered by different providers. This was why theeuseeded the guarantee of the
information validness to trust that particular pdmr. The issue in providing
accurate trust to users was that the data of wastexcessively common. It did not
indicate the required trust information by the uset it gave a single value as a trust
value. Transactions have taken as applicable whepating trust value related to a
new transaction. For instance, a service providagy be excellent in one service but
not so good in other service. Hence the earliersketion was taken as one of the
parameter in evaluating trust. Trust computatioedsemuch information such as
trust value of different services provider by diffet service providers. E-commerce
also has faced the problem of consistency of tewstiuation system. False and
biased ratings may affect trust evaluation. Theopse of false rating is to increase
or decrease a supplier’s reputation. False feedbay affect the reliability of the
trust system and level of trust of service providdost vulnerable system to false
ratings is e-commerce where anybody can tempernaiihgs.

For instance, the cause of bad quality of trustlleould even be a small amount of
false information. Hence the overall reputatiorthed provider will get affected and
trust system becomes unreliable. As it is impratiie to anticipate all ranking
providers to supply genuine assessments in an @ierosphere such as e-
Commerce, it is essential to have an approach ishatoficient to identify false
ratings to defend the truthfulness of the trusttesys Hence a process is needed
which can identify and check the false ratings wddoan efficient trust evaluation
technique. As the worth of such trust evaluatiostey is relied on the accuracy of
ratings gathered as input, thus efficient secudagainst inequitable ratings is
fundamental requirement of trust computation system

b) Information Security

Security is shield of data in online transactiond & considered as a basic factor in
e-commerce as it led to some new security threlte. acceptance of security
systems is required for trust management. Whenriggdaophole occurs then the
trust management system must act in quick manndessen the level of threat,
operational effects and the day to day business. mkthod must be competent
enough to support mixture of response ratings flange number of users. To
provision high service availability, the cloud trusnanagement service, all

previously recorded data managed become availablevialuations of trust. It also
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bears the utilization of diverse trust evaluatiamdtions by distinct clients over
similar rating taken from an entirely distributezbenmerce users.

Additionally as the communication about diversev®es raises, the request for trust
information may increase and boost its complicatbrthe system to acquire data.
The trust maintenance system must have the albdityary dynamically in several
distinct ways which could have an effect on theugadf trust of multiple users with
no communication details. The websites which ingslenline transaction also relies
on trust models that support integrity, availapiltteliability and secrecy of the data
and information.

The user cannot do a transaction of some produtiowi revealing their personal
details, address to ship the product, bill detalspriority of the item. The service
users might be not interested in providing thedaildef they have trust issues with
the provider. Online shopping websites are requttednake sure that their trust
system is safe and reliable to users and it cark wal in dealing with sensitive
information also. Efficient prevention procedurebodld be considered and
flawlessly incorporated with the plan of trust adrsiration systems. For example,
using control to supervise traffic and sustain mekw connection during an

interruption and restricting the outcome and lefed risk or attack.

2.2 Trust Management Framework

Framework of trust management system should be #bléacilitate the cloud
providers to allow the users to calculate and decrdlues related to potential
transactions. The techniques which can provide ratewalue for trustworthiness is
needed for trust administration system. It combithesfundamental safety procedures

and trust assessment components that can filiagsat

2.3 Trust Modd
2.3.1 Trust Model Definition

Fosteret al. [19] have explained that the trust model is defias the scale of trust
among two parties on each other. The idea of tuast taken from the relationship
between customer and cloud provider. Such reldtasisome scope defined which is
security threats. When the service provider mositbe actions of cloud system, the

user or the clients generate ratings.
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There are two outlooks to define a trust modelamputing world:
Customer’s outlook what security does the service provider have?

Provider’s outlook- what type of customer does it have?

The clients must be informed about the securitjt$aand vulnerabilities that exists in
the system or that have the possibilities. Trusdehas nothing but some set of
protocols which are to be followed by the servia®vpmer and their users or

customers. Users also have the facility to provsdene rules to overpower the
activities on cloud according to their choices. Byatax of the protocol must be in
understandable and standard form. It must be abilatérpret into instructions every
time the user made a request. The continuous megtof the activities happening in

the cloud helps the users or clients and providehdve the information about the
threats breaching the security of the cloud netw®dhe rating provided by the clients
does not add much to the trust management systers. detter to make list of

expectations from the cloud user’s activities sat the provider will know about his

expectations form the user. Also it tells about hbe provider can manage the cloud
instances. If there is an increase in the countladd instances within same time
phase every year then the provider will allocai tdsources automatically thereby

increasing satisfaction.
2.3.2Typesof Trust Models

Trust models are classified as follows:

* Centralized trust management - Afmme transaction completion the
client report rating to the trusted party
* Decentralized trust management - A peer to pgstem

* Distributed trust management - Data is shred among different brokers

Another category is based on flow of a transaction:

* Static trust management - Rules are defined by trust administration
system

» Dynamic trust management - Profiles are aust model engine that
defines
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Static trust model have a predefined design and @6 the process of transaction.
The model worked according to the design definethatstarting. A dynamic model
works with future activities and unidentified preseflow. The static model works
according to system manner but dynamic model adyitkt different parameters and

progress based on the previous cached data stoeedata store.

2.4 Various Trust Modelsin Networ k

e Various Modesin Network

Liu et al. [20] have elaborated a ubiquitous model to redsm®e limitations and
introduced a trust model which worked on distrilbugvironment. This model has

prevented the system from various attacks.

Spitz and T'uchelmann [21] have reported a new Inadeich manage the
momentarily idle members and evaluate the compmutadf trust which is context
dependent as well as status dependent. It resultsuth telling property of the
provider. This model has worked for both centrald adistributed network

environment.

Wu et al. [22] have suggested a model which calculates tvased on reputation.
Trust was computed based on seven parameters smatatulated on the basis of

direct communication as well as peer’s decisions.

Chhabreet al. [23] has introduced a model called supP2Prepighodel with some

changes were required. Problem of polling onlyagard of trust has encouraged the
author to add the perspective of distrust for ih& fime. This model has offered an
efficient approach to avoid various security intonsattacks. It also has resolved the

issue occurs when a new peer enters the system.

Hu et al. [24] have proposed a trust model for p2p environmehnich works on

feedback credibility and improve the terrace-basethod of storage. It has given the
mathematical study and execution strategy. The lation and experimental has
showed that this model worked better than globasttrmodels. This model has
prevented the network system from various maliciagsvities from peers and

resulted enhancement in message operating cost.
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Li et al. [25] have suggested a method comprised of twoalnitust development
models for network data system which were analyreticompared at logical as well
as practical level. The first one was introducedvnKnight, Choudhury and Kacmar
in 2002 in electronic commerce environment. And seeond was developed to
calculate individual trust in NID. It has worked treory of organized behavior and
theory of reasoned activities. This model has wankere efficiently in evaluating a
client’s trust in information system. The autholsoahave done the analysis study to
compare the above specified models in the perseofiuser’s trust computation. It

has explained proper understanding of trust in IS.

Wenet al.[26] have concluded several trust models by snglyinem and introduced
a new model which contains direct as well as imditaust factors. In this model the
direct trust has more weighting value than therewtione. In that way the indirect
computation has less value. The author has follalwvegphenomenon of slow rise and
quick declination for trust. Additionally, the imety of other experienced user
opinions also taken into consideration to evaluatirect trust. It has led to the
objective nature of indirect trust. The procedurgansfer of reliability has also taken
for estimation of indirect trust. Integrity assegsinis the base of removing lesser

credibility and enhancing trust estimation.

Yanget al. [27] have elaborated a trust model rely on algetnaing to solve basic
trust circulation and implication of trust in graphrhe authors have also reported a
trust implication method and trust assessment digorusing algebra. As the nature
of trust is uncertain, the author gave informatilegails to measure the quantity of
trust. The authors have proved the betterment isftthst model in comparison to
other trust models and it's a common for distirmihputing atmospheres or platforms

reason being the abstraction of algebra.

Dorri et al.[28] have reported a trust model in which the quantificeof vagueness
is done based on confidence time intervals in peytdrust models and simulating
environment find their parameters. The simulatiesutts have shown the qualities
and improbability of HMM (Hidden Markov Model) trusnodel. Additionally, an
uncertain approach is introduced that decreasedahger implicated in trust model

with respect to ambiguity.
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Manuel [29] has elaborated the preparation of $erlievel Agreement (SLA) by
incorporating QoS requirements of cloud user arafigpencies of cloud providers.
These requirements are turnaround Time, Cost, Bgcluevel, and Computing
Power, Networking speed. It has explained the ¢aflicun of trust value based on

these requirements.

Guo et al. [30] have proposed a model name ETEC, which cbrefisa broad
estimation method which is time-varient to exprdsect trust method and a space-
variant estimation method for computing recommeiodattrust. This model

effectively and reasonably calculated trust valsiagian algorithm.

Li and Du [31] have presented a better trust modeloud for evaluating the quality
of cloud service. In this model two varieties ofaptive modeling tools were
combined and productively employed to trust systdmta mining and knowledge

discovery.

Guizaniet al. [32] have proposed a trust model named Efficierstributed Trust
Model EDTM. Direct trust, recommendation trust amdirect trust were discussed in

this paper.

* Trust Modelsin Grid computing

Manuelet al.[33] have introduced a trust model which comptiesresources of grid
and cloud by cloud broker. In heterogeneous atnergptine cloud broker selects the
suitable resources on the basis of individual usénss model was executed with
Kerberos authentication and PERMIS authorizationmprove the broker’'s belief.
This trust model has estimated the value of trasted on identity based trust and
behavioral trust. The introduced method took patarsefor both grid and cloud

entities.

Varalakshmilet al.[34] havereported a trust model which is based on a remuntaif

a cloud provider. This model has used intermedkatédies and brokers. This design
depends on several brokers in every sphere. Theesnare linked with various
brokers. The entities are shared among differeakdys, with each entities linked
with two or more brokers. This increases the pmobtd redundant data managed at

broker. This has also enhanced the network passageker’s site and side by side
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handles client’'s requests. The issues related thithmaintenance of brokers were

resolved using this model.

e Trust Mode in Mobilead-Hoc

Theodorakopoulos and Baras [35] have introducedsd imodel to compute the trust
proofs in ad-hoc networks. The evidences of trustemunsure and partial. The
process was considered as path problem existingyécted graphs where points are
entities and connection links are relations. Thehigectural issues and other
important requirements are discussed. The authmshawed the indirect relation of
trust with no direct interaction. This semi-ringaistiard has worked efficiently to

convey trust model. This model better has workecirey malicious attacks

implicated by the attackers.

Luo et al. [36] have described a trust model, RFSTrust, fobie ad-hoc networks
based on fuzzy. It has shown that RFSTrust hastity @entification and inhibition

ability in synergies cheating and promotes dat&eaorwarding between nodes.

e Trust Modd in Cloud

Abawajy [37] has presented a distributed standaaititas enabled client and provider
communication via trust based model. This methosl éfficiently controlled false
ratings. It has diluted the effects of wrong rasir@pnsequences and giving accurate

and quality assessment of cloud services.

Zhanget al. [38] haveproposed a model which works on neutral factor¢rudted
environment. This model is consistent and trustimods it has used the TCCP model

which has moved from third party trust to trustéatfporm of laaS.

Hwanget al. [39] have proposed an approach to integrate Vidlusters, cloud data
centers, and trusted data accessibility accordingeputed systems. A peer to peer
cloud system was introduced for security of cloadd data storage area at scope of
system. It has protected an entity objects at decwnaccessibility level. Some
computing technology organization such as Amazoopdi, and IBM employ
protective solutions to give safety to service miede cloud i.e. laaS, PaaS, and
SaasS.
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Zhang [40] have suggested that trusted computinivates clients to use sharable
resources and application services provided byptbeider. Trust is the main factor
in choosing a cloud service provider from the tstuse the services. When the
customer wants a service, he first checks if treviger meets all the requirements.
Then he checks two things. First, the present chijped of the provider and second is
the past credentials of the provider. Past credisntiefine the former reputation of
provider and records of services provided by thevider. It consists of different

factors i.e. reliability, availability, and turnanod time and data integrity. Present
capabilities illustrate about the services providedgresent. It comprises of factors
like speed of processor, average throughput, hestd chpacity, RAM size, network

bandwidth, latency of the given resource

Pearson [41] has elaborated the theoretical baokgrand provided a basic view of
how cloud computing not only impacted informati@ctinology (IT) budgeting but
also affected conventional mechanisms. In this @raghe author has explained

different issues related to security, trust anggay in a cloud.

Zissis and Lekkas [42] have proposed the solutibased upon cryptography,
specifically Public Key Infrastructure operatingdoordination with LDAP and SSO,
to make sure that the system authentication, ityegnd data confidentiality of
storage and communications. The generic desigestiia cloud environment were
identified in this paper which originated from timecessity to control important

vulnerabilities and threats.

Firdous et al. [43] have elaborated a complete survey on thectapithe trust
management systems which is implemented on disétbcomputing systems with a
special focus cloud computing.

Huang and Nicol [44] has suggested that trust oualcomputing relies on the
reputation of the provider and self-estimation ledit services. Trust is comprised of
expectation, belief, willingness to take risk. Tiris reputation based which is an
aggregate opinion of a community, SLA verificatibased trust which focuses on
visible elements, Trust as a Service, which incbu@&ud Trust Authority (CTA) to

give a single point for organizing security of dalogervices from different cloud

providers, Policy based, Evidence-based trust.
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* Fuzzy Logic based Trust Model in Cloud

Chang etl. [45] have elaborated a subjective trust managemarehitecture based on
fuzzy set theory in cloud computing which was based in-depth research on

forgoing studies.

Gu et al. [46] have introduced virtual machines based trustdeh for cloud
computing considering two aspects. The timelinessteyyy was used to ensure the
response time and idle time of servers was minidhiZée trust values for each cloud

provider are calculated using fuzzy theory to getcessful response.

Xia et al. [47] have introduced a trust evaluation model withltiple trust decision
parameters which are based on fuzzy set theory.flliy AHP theory was used

which is based on entropy weight mechanism.

Wagnget al. [48] have suggested that the current strategieshwhiere based on
probability and fuzzy set theory didn't give sui@int importance to ambiguity. To
eliminate this problem, the authors have proposeguantifiable subjective trust
evaluation approach. This approach has used pedjeetiue and hyper-entropy of the

particular cloud to compute the reputation of trlgects.

2.5 Fuzzy Logic Review

Burhan Tiirkgen [49] has introduced an organizedicttire of fuzzy logic. The

organized structure was accomplished by extricabbrthe membership function
assignment with the fuzzy sets and the truth witbppsitions. There are several
classes of classical as well as fuzzy logic theory.

Ramotet al. [50] have explained that the originality of comptg in fuzzy logic is

that the sets in the process of reasoning are @nfpkzy sets, which are done by
membership function includes complex set value® rfEmge in classical fuzzy set is
from O to 1 but in this complex fuzzy set the ramgen unit circle. It has provided a
procedure to explain membership sets in complex fof sets. Some theoretic
functions available in this paper are complex umdrfuzzy sets, relation between

complex fuzzy sets, composition, intersection, aggregation of vectors.
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John Yen[51] has elaborated that initially fuzzy logic was usked artificial
intelligence to manage vagueness. But nowadays fiagic is utilized for mapping
standard.

Lee and Hong [52] have introduced a method to aatwally derive fuzzy
membership functions. A fuzzy if-then rules is ded from training examples to
construct a prototype fuzzy based expert systene dhthor has applied fuzzy
inference procedure based on the expert system.

Pedrycz [53] has shown a study of triangular mestbprfunction and concluded that
under some assumptions these fuzzy sets comply wattlebook and gives
satisfaction of no-error criteria

Wang [54] has elaborated that the centroid deficatibn is a general method used to
rank fuzzy numbers and require membership functidre author has derived two
formulas assuming that the membership functionpisr@aximated with the help of

piecewise linear functions. this function is basadalpha level sets.
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Chapter 3

Problem Statement

3.1 Barriersin Previous Work

Trust is an essential in case of decentralized dsis¢s and the cloud resources are
shared among a large number of hosts, which isife@dly a fact in a cloud
computing environment. The main issue with clousnpating nowadays is the
security requirement. The biggest and necessargecorof cloud users is that “ if the
data they have shared is also being shared witlecoenelse on the same resource?”
Controlling and possession is also a difficult esstihe clients don’'t use a system
when he has no power over the properties providedhbm. For instance, when
people withdraw some cash from ATM machine, thegttthat the accurate amount
of cash will be given to them because the devieaender their control. But this is not
the case when we deposit money via ATM becausehbeg no control on the cash
they deposited. In the same way, the cloud prosideust provide control over the
data to clients. The two leveled variable trusatieh is formed between the provider
and the client when the enterprise stores or delhadr data to the resources provider.
The enterprise trust on the provider and the usafr’that enterprise also trust the
cloud provider. The services which are based onddaare so common nowadays.

Threats on security and privacy of user’s dategarte a big distress.

Some problems may occur, such as legal issuesjastiisLA’s because the cloud
provider is a self-regulating firm. Security becatihe main concern for protecting the
cloud services from service failures and refiningt in cloud. The cloud provider has
to deliver differentiated services to distinct comers, which lead to safety issues in a
virtual cloud atmosphere. In a virtual environmesame of the privacy issues are
identification management, data loss due to shaahgesources, usage control,
virtualization hardware safety, user’'s content @cton, and malware attacks. The
cloud user’s mindset is that a cloud is not mudk #aan local system. If good level
of transparency is provided by the cloud resounmider then it would result in
secure cloud system. The data located on cloudbtsactually presented at single
location but located across all over the virtugteleof cloud network.
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The problems related to transparency are physicality of the data and protection
profiles of the data processing sites. Set up asserbetween the provider and the
consumer entity is very important. The reputatiértloud provider is becoming the
obstacle for the user to employ cloud servicesu@loroviders face some difficulty in
making their own reputation because the SaaS (aoétas a service) mechanism is
new to everyone. When there is less clarity forruabout why their private
information is being asked for, or who is goingpimcess their data? , this lack of
command and lack of observance of the cloud suppileresult in doubt or distrust.

There exist a security concern about the dataogeptred or not. Consequently the
cloud users may hesitate from utilizing the servieailable by cloud providers.
They worry about their sensitive information beisbared all over the network
without their consent. Some fake provider's usestamer’s data and make profit out
of it without getting noticed by the users. A Idtrsk is involved in sharing the data
on different cloud storage locations, especiallyryprivate content or confidential
information. But the problem is the lack of starm$amprovided by trust models

available in cloud infrastructure.

3.2 Problem Statement

There are several cloud trust models introduced vhayious researchers and
organizations with their best parameters and efficy. Security becomes most
important criteria for the clients to choose onéhef available cloud resources. When
the user wants to choose a specific service, thenwhl need some ranking
application to evaluate the quality of cloud seevié standard which assesses the
reliability of cloud resources is the requiremehtioud clients to choose a service.

This thesis focuses on making such a frameworklfard environment.

The main focus of this thesis is constructing sactiramework. This kind of
framework must be able to discover the mechanisnpifoviding safety in a cloud
atmosphere to be evaluated and ranked. So a towhwielps us to rely on the
services of a cloud is the essential demand otkned computing network. Here a
model to compute the trust value for different dotesources is proposed. It
calculates the strength of the services providethbycloud. The Model must contain

factors to wrap all the security features.
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An evaluation approach is constructed to calcutabst value. Identification of
parameters and estimation of formulae is done loulze the trust for a particular
cloud service provider. The result of this reseaixhthe trust model for cloud
resources. The values given by the trust modelstaBc in nature. Trust rate is
affected, on the basis of user feedback and tramdéfeata during a span of time.
Simulation and experimental results of these tuadties will be also required. The
model is verified and its accuracy is validatedhwegards to cloud services. The trust
value computed by the model provides the trusséovices considering various levels
of security measures. The services and resourcebeastimated for trust values.
The trust model rank the services provided by tbadccprovider and so that the user
can select the provider who satisfies the demandsef and whose trust value is
better. It can be utlized as a standard to imptgntee cloud service security.
Following are few research questions which needbéoaddressed in order to

implement a robust trust model in cloud computing:

1. How accurately can a trust model compute the in&dion gathered from
multiple heterogeneous information sources?
How to bring consensus by modeling multiple atti#suof cloud computing?
3. How to use accurately, the trust values in a gigentext which has been
computed in a different context?
4. How trust model improves the cloud resource utiiore?
The complexity of cloud computing makes us consioeth the physical security
parameters and architectural configurations. THgestive characteristic of trust is
appropriate for acquiring the complexity of clouBome of the trust models are

presented in the state of art in this thesis.

3.3 Objectives of Proposed Work

The objectives of the research are:

* To study existing trust model and what are theeddiiit trust evaluation
parameters.

* To model a less complex and reliable trust modetoud computing
environment.

* To estimate the performance of the proposed trostem
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Chapter 4

Proposed Solution

The problem statement and objective of the propoaserk is defined in previous
chapter describing the way to lead the work. Thiapter includes the solution of
problem statement defined in previous chapter &edarchitecture of the proposed

work. Also the used algorithm and technique is alstorated.

4.1 Proposed Model

The proposed work is combining the QoS based tmgtlel with fuzzy logic
mappings to construct a novel trust based modetwprovides strong policy to

select required cloud resources from a pool ofuess available on the cloud.

4.1.1 Architecture Proposed Model

The architecture of the proposed model is showfigiure 4.1. This model consists of
three main modules and other general modules. Hapomodules are System
Manager, SLA Manager Module, and Trust ManagemeuduVe.

Other components are Authorization & Authenticatiddser Interface, Cloud
Directory, and Scheduler. User Interface is usethkycloud user to interact with the

cloud provider.
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Figure 4.1 Architecture of a Trust Model
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The brief description of all the components of pneposed model is given below:

e Cloud user: The cloud users are the users which have theistezgd account
with the available cloud service providers. Thetooeer or the end user request
for a resource available on the cloud service plavyithen the authentication of
this user is checked by the cloud provider. If @®P verifies that the user is a
valid user then the access is given to him elsesscdenied.

» Cloud resources:The resources available on the cloud can be ardwaae or
the software which is accessed and used by theroess. The resources which
are available on cloud must be of good quality satisfies the eligibility
requirements of Quality of service (QoS) parametéhe QoS parameters are
specified in the service level agreement descrilbyd the provider for
negotiating.

* Pricing & Tracking Module: While communicating to the cloud provider, the
user checks for illegal actions or malicious bebavirhis module tracks and
observes all the processes implemented by the gsoce

e SLA monitoring module: Service level agreement Module prepares an
agreement between the user and the provider whiokead to assure the quality
of service of the resources. This module checksthnethe efficiency of the
resources are in accordance with SLA document. agreement collects the
information when processes interact with user @amdice providers.

« Authorization Process: Authorization is the process in which the cloudruse
and providers are authenticated and their idergitserified. The trust values for
user are also calculated using trust parametersefify the authenticity of user
Authorization module checks the details of a userifies them on the basis of
some checks and let them choose a provider amoligt af cloud service
providers available in the database.

e Trust Management Module (TMM): This module evaluates the value of direct
trust by taking values from different parameterglofid computing. Parameters
used are turnaround time, data integrity, avaitgbil' his module applies all the
fuzzy logic evaluation technique on these parameterd estimates the final
trust value.

» Trust repository: Trust repository contains trust values of resoumeslable

on different cloud providers. It updates the védiuge by time based on the user
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behavior and cloud provider quality. If the qualigts lower then the value will

be updated in this repository because it contaembpnance based trust values.

* Scheduler: This module schedule the resources selected bydteaccording

to some scheduling policy.

» Cloud directory: It contains all the information about the existprgviders and

users registered on the cloud network.

4.2 Fuzzy based Trust Management Module

Trust management module is the main componentecétbhitecture.

Data Repository

Normalization

v

Fuzzification

Iy

Inference Rules

Y

Defuzzification

%\'f _ _,ﬂﬁ’:‘i‘

Rule base

Trust Repository

Figure 4.2 Architecture of trust Management Module

Figure 4.2 shows the trust management module csegprof many small-small

modules. These small modules process the parantetexaluate the trust value of a

particular resource of cloud providers. TMM workghacloud service providers to

observe the behavior of the cloud user and quafithe services availed by the cloud

provider. This module processes the data receind the cloud clients, broker and

the service provider. This process includes varicakulations and phases for

computation of trust.

Components of TMM are elaborated below:

* Normalization Module

This module scales the values generated by the dSiou Simulation

environment. If the range of values is high thenhaee to normalize the values

in a scale of 1-10 or 1-100 so that the fuzzy sats be generated. The fuzzy

sets are generated with the help of fuzzy membefsiniction.
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Fuzzification Module

This module converts the value of different parargeinto fuzzy sets using
fuzzy membership functions and then the value ipped to Low, Avg or High
fuzzy set. The input to this module is the crisjugaand output will be the fuzzy
set value. The Triangular membership function edu® convert the crisp value
of parameters into fuzzy linguistic variables.

Defuzzification Module

This module converts the fuzzy sets into crisp @slusing fuzzy logic formula
for defuzzification. The defuzzification is doneing the Centroid method
defuzzification. Input to this module is the fuzzgt value (low, avg, or high).
The outputs of the module is the crisp value ofttfior a particular resource
availed by the cloud provider.

Inference Engine Module

This module maps the fuzzy set values to crisp eslusing some set or
protocols or rules which are also known as infeeendes. Inference rules are
defined using different cases (low, avg or high)atifthe factors which can
occur during usage of the model. Based on thesesctd® implications are
defined which represents the output of trust value.

Update Module

This module updates the value of trust for varieesources of cloud time by
time based on their performance. The quality ofises is checked regularly
and user feedback value is also taken as a panatoetpdate this value.

Data Repository

This repository contains the raw value of differeatameters calculated using
CloudSim and the fuzzy range of all of them. Thevpers of different cloud
resources store the QoS parameter values of #smurces in this database. The
fuzzification process takes value from this repwgit Fuzzy range will help in
estimating the fuzzy set of different parameters.

CloudSim

It is a simulation and analysis tool for cloud cartipg, which gives an interface
to create a cloud network and analyze differenoraigm on the resources of

cloud. It lets us create hosts, virtual machindsudiets, and datacenters on
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cloud. It is a Graphical User Interface (GUI) whisheasy to use and learn the

functionalities of cloud and network.

4.3 Execution Flow of the a Trust Model

Following are the steps used by the proposed model:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Step 10

The cloud users register themselwveditberent cloud providers and

their credentials are stored in a database.

The cloud user specifies the namihefresource, Quality of Service
requirements and a list of available cloud prowdef that specific

resource to this model.
These lists are given to the Systeanadder.

System Manager checks from the dgtasitory if these resources are
available or not.

System Manager forwards this listuser requirements and cloud
providers to SLA Manager.

SLA manager checks the trust vafaeghese providers from Trust

repository provided by Trust Management Module (TMM

After that, Service Level AgreemitA) is prepared by the model,
between the user and the cloud provider.

SLA Manager forwards this SLA doemtnto System Manager.
Simultaneously resource allocagiod billing is done.

Also the trust repository gets updafter use of resources.

4.4 Resource Selection

A cloud resource is chosen based on the followitigra:

1) Turnaround Time- Time interval between the job submission andvegl of a

task.

2) Cost— subscription fee for a resource

3) Network Bandwidtk The rate at which data transform
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4) Latency- The delay in time between the reason and comseguof any type of
physical variation in the computer or network syste

Let us assume that the cloud systemHKa$oud resource or service providéts P,
Ps ...... R who meets the above requirements. The cloud usstrsurrenders the
cloud provider’s list along with the QoS essentidtieria to the system manag&hen
the system manager passes on this list to the ShAager. Afterwards the list is
sorted by SLA manager on the basis of trust vabfedifferent resources received
from Trust Management Module. Let us take a scenafia user and two cloud
providers. The user specifies the required QoSnpater values in table 4.1. Two
cloud providers ¢and Galso has given their QoS values of their resound@sh is

shown in table 4.2.

Table 4.1 Requirements of User A

QoS parameters QoS requirement by user A
Processor Speed 2GHz Clock Speed, 8 MB Cache, Nie24Bus Speed
Turnaround Time 150 min
Cost 2300 $
Security LDAP
Networking Speed Bandwidth — 9 Gbit/s, 4 ms (nek.$

Table 4.2 Availability by Provider,G& Cy

QoS QoS requirement by | Availability on Cy Availability on Cy

parameters | user A TRUST VALUE - 0.42 TRUST VALUE - 0.95
Clock Speed -2GHz | Clock Speed - 3GHz| Clock speed - 2GHz

Processor | Bus Speed - 850 MHzCache - 9MB Cache - 6MB

Speed Cache -9 MB Bus Speed - 1000 | Bus Speed - 880

MHz MHz

Turnaround . _ .

Time 150 min 160 min 170 min

Cost 2300 $ 2300 $ 2500 $

Security LDAP LDAP LDAP

Networking | Bandwidth — 9 Gbit/s| Bandwidth- 11 Gbit/s| Bandwidth - 12 Gbit/s

Speed Latency - 4 ms Latency — 3.5 ms Latency — 4.7 ms
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C, is more capable thad, but the trust value dCy is less tharC,. Let us assume that
C, is selected by the user A. Then the SLA managepages an agreement between
user A and the provider through system managem aftene negotiation and
compromises. After that the provider executes tiegiven by user according to the

SLA. Following is the SLA parameter value agreedwieen the user and the

provider:
Table 4.3 SLA between User and Cloud Provider
QoS Factors QoS agreed by both the parties
Turnaround Time (min) 130 min
Cost (in dollars) 2500 $
Security Level LDAP authentication

2GHz Clock Speed, 8MB Cache

Computing Power
800MHz Bus Speed

Network Speed N/W Bandwidth — 9 Gbit/s, Latencyms4

4.5 Trust Evaluation
The evaluation of trust is done using quality ofve® parameters which are the

measure of performance and efficiency of the systamzy logic is applied on these

parameters.

4.5.1 Trust Evaluation Parameters

Trust values are calculated from attributes of wes® provider, such as resource

reliability, service and resource availability, amdnaround time and data integrity.

Availability- divide the total number of jobs accepted by thmber of jobs submitted

to compute availability of a resource [33].

total _number_ of_ jobs accepte
total _ jobs_ submitted

Availability = 1)
Reliability is measured by the number of successfully conglgibs given by the
cloud provider resource [33].

number_ of _ jobs complete

Reliability = : (2)
number_ of  jobs acceptel
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Turnaround Time (TE): Turnaround time the time duration from when the job is
submitted to when it is delivered to the user [33].

Turnaround time = Delivery time - Job submissiondi 3)

4.5.2 Fuzzification

A fuzzy logic is described as the method of mapg@rdata to a scalar data as output.
This system consists of fuzzification, inferencdesy decision component, and
defuzzification. Figure 4.3 shows the componentiipty systems. The Crisp values
are provided as input to this fuzzification systend these values are transformed to a
fuzzy logic set using linguistic set variablespnterand fuzzy membership functions.
This process is termed &szzification After fuzzification, Fuzzy inference rules are
used to get the fuzzy outcome validefuzzificationis done by mapping the fuzzy

outcome to the crisp value.

: TS Cris
Crisp - —  Fyzification ! Rules ! Defuzzification [* "
input oo . output
v
» Decision
Fuzzyinputsets Fuzzvoutputsets

Figure 4.3 Fuzzification Process

4.5.3 Trust Evaluation Strategy

In this thesis, trust is evaluated using Fuzzy tabieory. First the fuzzification is
done on the crisp values of data and then Inferentes are applied to get the
category of trust values. Defuzzification is apglie get the Crisp trust value for the

cloud provider.

Trust can to some extent belong to a fuzzy setsehdnembership function is used to
representit. Leb = {951, 9...... , §} Is the domain set whesds the elements of the

setandi=1,2,3 ...... ,n.r’s €S andScan be represented by

S— [0, 1], ua (s)€ [0, 1]
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In cloud computing, the trust can be describedhaslegree or level of membership of
fuzzy sets in S which represents different levelsrast. Three fuzzy logic sets are

used to express trust which is as follows:
T1 = “Low trust”
T2="Average trust”
T3= “high trust”

The values of these parameters are calculated @mglSim Tool by creating virtual
machines and cloudlets. After taking these valtie=y logicis applied on it. After

analyzing the value of T, anyone can easily in&rpine reputation and quality of
resources of a particular cloud provider. Theseofachelp both the provider and

cloud user.

4.5.4 Fuzzy Membership Function

The proposed model is using a triangular membershition [53] shown in
equation (4) to map crisp values to fuzzy setss Timction consists of a vector d, and
is dependent upon three arguments |, m, and n waiehscalar in nature. Now,
Values for turnaround time are calculated usingu@®im and Netbeans IDE and
used in plotting the membership function graph.

(0, ds<l |
d - |
, I =d<sm
. m — |
triangle(d; |, m, n) = < -
n-d
, m< d<n 4)
n-m
0, n<d

Define the range for all the three levels (Low, Awand High). For example, for

turnaround time, the values for I, m and n are:
For Low, I=1, m=17.5, n=35.
For Average, I=30, m=47.5, n=65.

For High, 1=60, m=80, n=100.
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4.5.5 Trust Range of parameters

Range of trust parameters (Turnaround time, Avditgpband reliability) are shown
in tables 4.4, 4.5 and 4.6.

Table 4.4 Range of Turnaround Time

Class Name Turnaround Time Symbol
Low 0-35 L
Avg 30-65 Avg
High 60-100 H

Table 4.5 Range of Availability
Class Name Availability Symbol
Low 0-4 L
Avg 3.5-7 Avg
High 6.5-10 H
Table 4.6 Range of Reliability

Class Name Avalilability Symbol
Low 0-4 L
Avg 3.5-7 Avg
High 6.5-10 H

4.5.6 Trust Range

The values for the Trust is calculated by passhmg fuzzy sets described above
through fuzzy inference rules. By drawing the trustues using thelriangular
membership functigra graph can be generated for Trust T as shoviigure 4.4. It

is also classified into three categories. Here X-deisotes the trust values.

Table 4.7 Range of Trust

Class Name Trust Range Value Symbols
Low 0-3.5 LT
Avg 3-6.5 AvgT
High 6-10 HT
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Figure 4.4 Membership function of Trust Value

4.5.7 Fuzzy Inference Rules

Inference rules are the steps used to map a gnut value to an output fuzzified
value. Such mapping strategy is used to make desisor fuzzy patterns. There are
two concepts: - Linguistic Fuzzy rules and if-thelge rule. In linguistic approach, the
values comprises of English words and some sergerg®d in If-Then-Else rules
have two parts; the antecedents and consequenh wbitsists of linguistic variables

propositions.

Rqg: IFxePrand...... andxe P, THEN Yy € g;.

Where g = 1, 2,.....w.W is the number of rules. P and T are the fuzzayevdor
parameters and Trust respectively. According to thies discussed above, the
proposed model is preceded. There are 3x3x3=27 fuges in our extension model.
For example, one of the inference rule lisAvailability is low, Turnaround Time is
low, and Reliability is low then the final Trusttoame is loW. According to these

rules the fuzzy value for Trust can be generated.

4.5.8 Defuzzification

After Fuzzification, the next task is to do defdixation to get crisp values using any
mathematical method. Centroid method of defuzzifica[54] in the equation (5) is
used in the proposed model, which is also very [as@nd used mostly. The equation

used:-

[ 1g(2) 2dz
zF =
[ 1o (2)d2 ©

wherey, (z) is the fuzzy membership function.
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4.6 Flow Diagrams

Flow Chart of Trust Model is shown below:

( Start )

User requests for the
Resources

resources are o

Inform user about
the waiting time

Cancel User’s
request

End

Authentication &
authorization
v
System Manager
User’s Requests are checks for N Cloud Trust
forwarded to System |- Reiouffe Directory Reposito
Manager availability o
Trust
System Management
csourcessvaiable Y e Managerask |- Module check
——— g for Trust Value for Trust
Values

f the Trust Value for
Requested Resource

exist?

TMM calculates the
trust value

Yesj

TMM forwards the
trust value to
System Manager

Figure 4.5 Flow diagram of Trust Model (part a)
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Figure 4.6 Flow diagram of Trust Model (Part b)
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Flow diagram of Fuzzy based Trust Management Module

Take values of
different parameters
from data repository

v

Give ranges to Triangular
Membership Function
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Specify Ranges

v
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Inference
Apply Inference Rules Rules
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a
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v

Figure 4.7 Flow Diagram of Trust Management Module
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Chapter 5

Simulation & Results

In this chapter, the simulation and result analgses discussed using Graphical User

Interfaces and result Graphs.

5.1 Experimental Setup
A virtual cloud setup is created in CloudSim toidefcomputing resources. A virtual
cloud environment is created in which the resourckglifferent capabilities are
defined. First the user submits their quality afvgge requirements such as security,
computing power, and networking speed to the clpravider. We implement our
proposed model using the following platform:

e CloudSim

* NetBeans IDE

5.1.1 CloudSim

CloudSim is a widely used software framework fomdastrating and simulation of
Cloud Computing environments. CloudSim is a platfoto create simulation
environment using virtual machines, cloudlets, cetters, hosts, etc. It is a java
based entity which makes it highly scalable. Scheduolicies, network topologies,
VM migration, power management and much more, tegddatures of CloudSim.
5.1.2 NetBeans | DE

Netbeans is a sophisticated tool which is useduitd any kind of application for
official as well as personal purpose. It providegyghical User Interface (GUI) and
runs on different Linux, Mac, OS, Unix, Windows xigta/7/8/10, and Solaris. It
supports multiple languages such as Java, C , Gwml,and CSS. It has following

features:

» Swing GUI builder — build GUI using swing component
» Profiler - monitor speed and memory usage.
» Platform - NetBeans platform facilitates user toralep application easily

using APIs.
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5.2 Model Smulation & Results

5.2.1 Simulation Parameters

Simulation is done using CloudSim and NetBeans [Dist value is evaluated using
QoS parameters such as Turnaround Time, availghalitd Reliability. The values of
all these parameters are calculated using the awesbEBOE with CloudSim toolkit.

Following are the Trust Evaluation parameters:

* Avalilability
* Reliability

¢ Turnaround Time
5.2.2 GUI and Results Obtained

Figure 5.1 and 5.2 shows the interface of the tochlculate trust values for different

cloud providers.

=)
Trust

Configuration :

Virtual Machine Cloudlets Host

No. of VM's : No of Cloudlets Hostid
10 10 0

Size Length RAM
1024 100 512

RAM Filesize Storage
512 300 1024

MIPS OutputSize Bandwidth

100 300 100

Bandwidth PeS Number
100 1

No. of CPU’'s
1 Calcualte Trust

-

Figure 5.1 Trust Evaluation Interface

This interface is generated using NetBeans JFramgpanent. Figure 5.1 shows the
interface to enter system configuration, numbeclo@idlets, and number of VM and
its configurations. The figure 5.2 shows the resaitile showing the different values

of QoS parameters and the calculated value of. trust
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TRUST VALUE

, No. of VM's No. ofCIoudIets: Availability Reliability V Turnaroun Time:Normalized T,Ti..; Trust Value |
110 [10 08 0.8 |40 |4 5.34

1100 [10 0.6 0.75 (60 |6 [5.36

11000 [10 0.3 0.6 290 [29 |3.49

12000 [10 [0.05 05 |786 78 [15

SHOW RESET CANCEL

Figure 5.2 Calculated Trust Values

The value of the above said parameters is calcubatd stored in a table 5.1, 5.2 and
5.3 using this model. Table 5.1 shows the calcdlaaad normalized value for
turnaround time. The range of turnaround time way Yigh, so we have normalized

those values to a range of [1-100].

Table 5.1 Calculated Turnaround Time Values

Mapped Value Mapped . Mapped
L ow Avg High _
(Low) Valug(Avg) Value(High)
0 0 30 0 60 0
2.5 0.09 31.2 0.068 63.5 0.175
6 0.3 35.5 0.314 66.9 0.345
8 0.48 39 0.514 70.1 0.5
155 0.87 42.6 0.72 73.4 0.67
17.5 1 47.5 1 80 1
20 0.85 51.7 0.75 80.5 0.97
25 0.57 57.4 0.43 83.9 0.8
26.7 0.47 59.2 0.33 89.4 0.52
30.4 0.26 63.9 0.06 95.6 0.22
35 0 65 0 100 0
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Turnaround time is divided into three categoriesvL(@®-35), Average (30-65), and

High (60-100).

Table 5.2 Calculated Availability Values

M apped Mapped Mapped
o e | M| vaee | | Ve
0 0 3.5 0 6.5 0
0.5 0.25 3.7 0.11 6.8 0.17
1 0.5 4.3 0.45 7.4 0.51
1.7 0.85 4.9 0.8 8.1 0.91
2 1 5.25 1 8.25 1
2.5 0.75 5.7 0.74 8.7 0.74
2.8 0.6 6.1 0.51 9.1 0.51
3.7 0.149 6.8 0.11 9.7 0.17
4 0 7 0 10 0

The calculated value is taken on the x-axis andyfumembership value is evaluated
and written in the column y-axis. The fuzzy setueal are calculated using triangular
membership function that maps the float valuehefgarameters to a fuzzy set value

which lies between 0 and 1.

X-axis takes the value of parameter turnaround tmmeano-seconds and y-axis value
is calculated using the triangular membership fiencgiven in equation (4). For
example, when turnaround time value is 15.5 ns (kamge), then the fuzzy value
calculated using equation (4) is 0.87. Some ofgeerated values are shown in table
5.1 (Range 1-100).

S 1.% ™
N /\ /\ /\ L
5 932 7\ 7\ o
L 207 /—\ /—\ Avg
T =06 / \ / \
o398 7/ \ / \ ,
8~ 02 / N/ \ High
© 0.3 J \_/ \
s 0 7/ \/ \
02 \/ \
0.1 7 \ —
O T LI L TT T T Trr T T T LI T T T LI L LILJ T TT TT7T TT T N
0.1 5510 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95100105
\_ Turnaround Time Deviation Y,

Figure 5.3 Membership Function for Turnaround Time
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Figure 5.5 Membership Function for Reliability

Then the membership function graph is plotted asvshin Figure 5.3 using the
values of table 5.1. Similarly the graph for Availdy and Reliability is plotted using

calculated values as shown in Figure 5.4 and File

5.2.3 Implication Process

The first task before the implication is to fincgetfuzzy set’s value for each parameter
and plot them on a graph as shown in figure 5.@ ifiput value to this process is a
numeric value and output is a fuzzy set value. Thasp value is calculated for trust

using equation (5). Map that value according tdetdis8.

For example, if the turnaround time is low (0.4kliRbility is average (0.6) and
Availability (0.4) value is high then value of ttus average (4.94). From figure 5.9,
It can be seen that Turnaround time is low (0-3lidbility is average (3-6) and
Avalilability is high (7-10). Then the graph of @liree parameters is integrated into
one. Then the value of trust is calculated fdrcase of table 5.1 in the following

ways:
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Figure 5.9 Trust Value Calculations
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So trust lies in the average membership set. Hethee, Trust is average for that

provider. So this is how the crisp value of trisstalculated. Trust manager calculates
trust values for each cloud provider and then thedees are forwarded to the SLA

manager. Similarly, trust values are computed tbeovalues as shown in table 5.3.
These values can be viewed using fuzzy toolkitlalkte in MATLAB. Rule Viewer

is a GUI which shows all the values generated uiegCentroid Method. Any value

within the range can be passed as an input toidveey.

Table 5.3 Calculated Trust Values

Turnaround Time Availability Reliability Trust Value
40 (low) 3(low) 0.3(low) 3.51(low)
70(high) 2(low) 0.5(avg) 5.24(AvQ)

72.9(high) 6.33(avQ) 0.669(avg) 6.4(AvQ)
80(high) 7(high) 0.9(high) 8.27(high)
37.95(low) 6.325(avg) 0.668(high) 5.25(avg)
50(avg) 7.0(avg) 0.8(high) 5.24(avQ)
47(avg) 3.0(low) 0.65(avg) 5.24(avg)

5.24. Experimental Resultsof rulebase:

Fuzzy Inference System (FIS) is implemented usingtlAlb. The Triangular
membership function is selected to define fuzzyg sétall the three parameters and
Centroid method of defuzzification is selected gdime Matlab fuzzy tool. The range
of values for all the parameters is given usingrttenmbership function editor tool in
Matlab. Trimf function is selected to plot a graph. The figura05shows the
membership function editor having range and paramselector. After that the

Inference rules are defined using rule option ih e@&nu item.
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Figure 5.10 Membership Value of Trust

5.2.5 Fuzzy Inference Rules:

Fuzzy Inference Rules are defined below:

Rule

Rule

Rule

Rule

Rule

Rule

Rule

-1: If Turnaround time is Low and Availability Low and Reliability is Low

then Trustis Low.

-2: If Turnaround time is Low and Availability Low and Reliability is Avg

then Trust is Avg.

-3: If Turnaround time is Low and Availability Avg and Reliability is Low
then Trust is Low.

-4: If Turnaround time is Low and Availabilitg Avg and Reliability is Avg
then Trust is Avg.

-5: If Turnaround time is Avg and Availabilitg Low and Reliability is Low

then Trust is Low.

-6: If Turnaround time is Avg and Availabylits Low and Reliability is Avg
then Trust is Avg.

-7: If Turnaround time is Avg and Availabilitg Avg and Reliability is Low
then Trust is Avg.
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Rule -8: If Turnaround time is Avg and Availabilitg Avg and Reliability is Avg
then Trust is Avg.

Rule -9: If Turnaround time is High and Availabjlits Low and Reliability is Low

then Trust is Low.

Rule -10: If Turnaround time is High and Availatylis Low and Reliability is Avg
then Trust is Avg.

Rule -11: If Turnaround time is High and Availatylis Avg and Reliability is Low
then Trust is Avg.

Rule -12: If Turnaround time is High and Availabilis Avg and Reliability is Avg
then Trust is Avg.

Rule -13: If Turnaround time is Low and Availabylits High and Reliability is Low
then Trust is Avg.

Rule -14: If Turnaround time is Low and Availabylis High and Reliability is Avg
then Trust is Avg.

Rule -15: If Turnaround time is Avg and Availabjliis High and Reliability is Low
then Trust is Avg.

Rule -16: If Turnaround time is Avg and Availabyjliis High and Reliability is Avg
then Trust is Avg.

Rule -17: If Turnaround time is Low and Availabylits Low and Reliability is High
then Trust is Low.

Rule -18: If Turnaround time is Low and Availabjlis Avg and Reliability is High
then Trust is Avg.

Rule -19: If Turnaround time is Avg and Availabjliis Low and Reliability is High
then Trust is Avg.

Rule -20: If Turnaround time is Avg and Availabylis Avg and Reliability is High

then Trust is Avg.

53| Page



Rule -21: If Turnaround time is High and Availabjlis High and Reliability is Low
then Trust is Avg.

Rule -22: If Turnaround time is High and Availatylis High and Reliability is Avg
then Trust is High.

Rule -23: If Turnaround time is Low and Availabylis High and Reliability is High
then Trust is Avg.

Rule -24: If Turnaround time is low and Availabjliis Low and Reliability is Low

then Trust is Low.

Rule -25: If Turnaround time is High and Availabjlis High and Reliability is High
then Trust is High.

Rule -26: If Turnaround time is High and Availabjlis Low and Reliability is High
then Trust is Avg.

Rule -27: If Turnaround time is High and Availatylis Avg and Reliability is High
then Trust is Avg.
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Figure 5.11 Values of QoS Parameters and Trust
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The above rules are defined using fuzzy toolkit aaded it in .fis file. Go to View
and select rule to see Rule Viewer. The figure SAhdws Rule Viewer. Calculated

Trust value is also shown and membership also preden the figure.
5.2.6 FISAnalysis

The Figure 5.12 shows the variation of trust widspect to Reliability and
Turnaround time. The figure shows that when TuraadoTime and Reliability goes
in low range, the value of trust also goes dowrusfris maximized when the

Reliability and Availability is in high range.

TunaroundTme 0 0 Reiatity EEy Ve W
Figure 5.12 Variation of Trust w.r.t. Figure 5.13 Variation of Trust w.r.t
Reliability and Turnaround Time Availability and Turnaround time

Similarly, Surface graph is shown for trust w.rx¥aability and Turnaround time in
figure 5.13 and Figure 5.14 shows the variationtroist w.r.t Reliability and
Availability.

Reliability 0 o

Availability

Figure 5.14 Variation of Trust w.r.t Reliability @vailability
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5.2.7 Simulation Analysis:

The graphs given below show the variation of Qo&up@ters w.r.t number of virtual
machines, cloudlets and other system configuratibhe Reliability of the system is
estimated using CloudSim. The figure 5.15 showstti@variation of reliability w.r.t
to number of virtual machines. Reliability of thgstem is first decrease, but after a

threshold value the reliability value becomes canist

Reliability
4
=3 O ———————
9>
T == Reliability
r 1
O T T T T T T T T T T T 1
O O O & & & & & & & &
N L LLLEL LSO
»\9%0%0@@@,@%0%0\90
No. of Virtual Machines

Figure 5.15 Variation of Reliability w.r.t No. ofifual Machines

for Fuzzy Based Approach and Weightegrapch

Availability

o o
0 = N
| 1

== Availability

o
>

Avaialbility
o

o
[N}

o

1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
No. of virtual Machines

Figure 5.16 Variation of Availability w.r.t No. afirtual Machines
for Fuzzy Based Approach and Weigltpdroach

The figure shows that Turnaround time increase$ witreasing number virtual
machines. The values are calculated using CloudSioudSim takes time to create a
number of virtual machines on Datacentres andtifme increases when the quantity

of the virtual machines increases.
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Turnaround Time

$=Turnaround Time
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Figure 5.17 variation of Turnaround Time w.r.t 6 Virtual Machines
For Fuzzy Based Approach and Weightedréach
5.3 Comparison with Weighted Approach

This section presents the comparison between thgoped model and the weighted
model, in which the trust is calculated by assigniveights to different parameters
without fuzzy logic.The figure5.18 shows the comparative graphs by taking into
account the number of successful transactions ih thee models. Our model has a
better successful rate than the weighted modelnwha@icious requests are added to
the system. In case of malicious requests, the waise becomes low and the user

will not rely on that provider.

100%
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70%
60%
50%
40%
30%
20%
10%

0%

M Fuzzy based
i Weighted approach

5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Figure 5.18 Compariosn of Successful Rate between

Fuzzy Based Model and Weighted Trust Model
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Chapter 6

Conclusion & Future Scope

6.1 Conclusion

Trust model in cloud computing is the most in-detharechanism to provide security in
cloud computing. In this thesis, a novel modeldalculating trust is introduced for cloud
computing. The trust value of homogeneous resouragailable on the cloud, is

calculated on the basis of QoS parameters usingzy 1ogic system.

The simulation and results have shown how the systeeliability is decreased when
some malicious task are performed by any user.sltalso shown that different
configurations and number of cloudlets has an eftec reliability, availability and

turnaround time. Finally a comparison is done betweur model and Weighted Trust

Model by presenting the completed transactionaateaccuracy of output.

6.2 Thesis contribution
In this thesis, the following contributions are geated:
» Different strategies for evaluating trust in clatdhosphere have been discussed in
this thesis.
* A novel trust model is presented which estimatevtiae of trust using Fuzzy Logic
on Quality of Service (Qo0S) parameters.
» Inference Rules are generated to create a RulefBatiee fuzzy module.
* Both linguistic and real values of trust are getestaising this model.
e Trust variation with the QoS parameter is generatadg Matlab.
» Variation of QoS parameter with increasing numberitual machines is analyzed.
» This trust model is compared with the weighted apph and it has given a better
performance in terms of trust values.
6.3 Futurework
* In the future, we can widen this work to employ nmultiple domain cloud

atmosphere.
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* We can introduce a non-centralized model that waubtk for a homogeneous
set of cloud providers.

* We can employ some other security features to ptethe system from different
attacks using separate techniques.

» There are some other parameters to involve in oggested model in future for
optimizing the rules. These parameters are Pricapaoison, allocation rate,
Probability of selection, and security.
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Video Presentation

Video Presentation Link = https://youtu.be/E4cCNFSx1uXI
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