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Abstract

Adhoc networks have been a curious research domain since their inception with the initial
adhoc network research focusing on effective routing of data among the nodes. As the adhoc
networks do not have any infrastructural device for centralized management and operations,
each adhoc node has to fulfil the functionality of an administering node like a router and
an end node itself. This setup resulted in the evolution of mobile adhoc networks in which
multiple autonomous mobile nodes communicate and exchange data among each other using
adhoc routing protocols to fulfil a specific task. With the evolution of UAVs, the mobile ad-
hoc networks got extended into the flying adhoc networks in which multiple autonomously
flying nodes communicate with each other independently exchanging data to fulfil the func-
tionality of multiple applications. The primary issue with flying adhoc networks is handling
the dynamicity of autonomously flying nodes to effectively exchange data among them. Due
the frequent topology changes, varying node speeds, and varying node density, the flying
adhoc network exhibit link breakages resulting in packet loss impacting throughput of the
network. Also the route recovery process takes time to identify alternative route for packet
delivery among nodes. This results in increased end to end delay for packet deliveries. To
address these challenges , an efficient Quality of Service Aware Routing Protocol has been
proposed for flying adhoc networks. The protocol takes into consideration the dynamic char-
acteristics of flying adhoc networks to formulate a routing mechanism which can effectively
route data among the flying nodes. The proposed QARP protocol focuses on identifying the
most optimal nodes for forwarding the data to the destination and minimizing the delay in
the data delivery. To fulfil these objectives, the proposed QARP adopts the heuristics of na-
ture inspired firefly algorithm to perform the route discovery in which the neighbour nodes
with least delay towards the destination are identified for each node in the network. Then the

heuristic of gaussian quantum particle swarm optimization algorithm is used to identify the

XV



least delay packet forwarding nodes for data delivery to the destination. The usage of this
hybrid approach resulted in achieving efficiency and optimization in terms of packet delivery
ratio, delay, throughput, routing overhead, and energy efficiency for delivering packets when
compared with other routing protocols like MDRMA, MA-DP-AODYV, and MDA-AODV.
The comparative analysis has been carried out through the simulation using NS-2.35 simu-
lator. The evaluation of the protocols has been done in three different scenarios of varying
node density, varying number of connections, and varying packet transmission rate. In all the
three scenarios, the proposed routing protocol performed better in comparison to its counter
parts with respect to different performance evaluation parameters. The comparative analy-
sis of the proposed protocol clearly showed its effectiveness in the efficient delivery of data
among the flying nodes by reducing the delay, minimizing routing overhead, improving the

packet delivery ratio, and increasing the throughput.

xXvi



Chapter 1

Introduction

Flying Adhoc Networks (FANETS) consist of a group of flying Unmanned Arial Vehicles
(UAV) communicating and coordinating with each other to accomplish a designated task
without any human involvement. UAVs have realized diversified applications in the form
of search and destroy missions, border monitoring, traffic monitoring, remote surveillance,
etc., due to which, communication among flying UAV's becomes a subject of interest. Like
every other type of adhoc network, FANETSs have evolved gradually starting from a single
large-sized UAV performing the assigned task to a group of small-sized UAVs collectively
operating to fulfill a particular purpose. Using multiple UAV's simplifies the completion of a
particular task in contrast to using single UAV as if one of the UAV's becomes dysfunctional,
the rest of UAVs can take over the responsibility. Moreover, the involvement of multiple
UAVs allows for flexibility in task assignment, coordinated working approach, and failure
tolerant collaborative operation. So, multi-UAV systems eliminate the drawback of single-
handed operation where if the only node experiences any kind of malfunction, the whole
mission is voided.

Flying Adhoc Network (FANET) has emerged as an extension to conventional adhoc

networks and have attained a lot of popularity in the recent past due to their ability to provide
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network connectivity to flying devices in an adhoc mode autonomously. Several applications
of FANETS have been identified in [1][2][3], highlighting different spheres of their usages,
but routing of data has been a matter of prime concern for FANETS to operate effectively in
any of the application scenarios. Data routing in FANETS has been a challenging task as they
have further extended some of the challenges faced by Mobile Adhoc Networks (MANETS)
and Vehicular Adhoc Networks (VANETS) [4]. Researchers have experimented with the
existing routing protocols of MANETSs and VANETS in order to evaluate their suitability for
FANETs [, (6, [7, 18, 9]. Figure [I.T] depicts a typical scenario of FANETSs in which flying

nodes communicate autonomously in varied operational environments.

Ay
@é@
e

(@ | ((v

Figure 1.1: Flying UAVs communicating in adhoc mode



Chapter 1 Introduction 3

1.1 Difference between FANETs, VANETSs, and MANETSs

FANETS could be distinctly identified from existing adhoc networks based on their util-

ity, application, connection among nodes and application objectives. The following dis-

cussion highlights some key differentiating factors among FANETSs and existing adhoc net-

works.

1.

1l.

iil.

1v.

The degree of mobility in case of FANETS is considerably more in comparison to
MANETSs and VANET:S as the nodes in FANETs are flying UAVs and node speeds can

go as high as several hundred kilometers per hour.

Corresponding to mobility speed, change in topology is also considerably faster as com-

pared to MANETs and VANETs.

Node density in case of FANETS is considerably less as compared to MANETSs and
VANETSs as UAVs have to be significantly distant apart to avoid any chances of a colli-

sion in the air.

In FANETS, the nodes remain in a line of sight for the communication majority of the

time, but this may not be the case for MANETSs and VANETS.

Computational processing and storage capability of FANETS is larger in comparison to

MANETSs and VANETS.

FANETS exhibit quite dynamic characteristics as compared to other types of adhoc net-

works due to the inherent differences in their functionality. Due to these distinct characteris-

tics, FANETSs have been treated as a separate type of adhoc networks. The following points

highlight the key characteristics of FANETSs.

i.

Flying adhoc networks exhibit a high degree of mobility as a result of high travelling

speed of flying nodes.
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ii. The location changes happening for the nodes are very frequent in FANETSs due to high

mobility.

iii. The topology changes occurring for FANETS are also quite high because of frequent

location changes happening for nodes.
iv. The density of nodes varies rapidly due to the rapid topology changes.

v. The power consumption required by nodes is high since FANETSs have to execute com-

plex tasks collaboratively.

Table [I.1] presents some major differences between MANET, VANET and FANET in a

concise manner.

Table 1.1: Difference between MANET, VANET and FANET

Characteristics MANET | VANET | FANET
Degree of mobility Low Medium | High
Location changes Low Medium | High
Topology changes Low Medium | High
Variation in node density Low Medium | High
Power consumption Low Medium | High

1.2 Evolution of FANET routing protocols

Since the emergence of adhoc networks, the researchers have tried to establish an effec-
tive communication among the mobile nodes without the requirement of infrastructural set
up. The first of its kind adhoc network came into existence in the form of Mobile Adhoc
Networks (MANETSs) which focused on exchanging the packets among the freely moving
mobile nodes in the ground. The MANETSs then evolved into Vehicular Adhoc Networks

(VANETSs) which focused on establishing communication among the moving vehicles on
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| MANET Evolution || VANET Evolution || FANET Evolution |
The Internet AODYV and [EEE IEEE 1609 Initial research | Development of
Engineering DSR protocols | [initialised the | standard for on UAV adhoc | [FANET specific
Task Force were development of | fwireless access | metworks protocols
(IETF) formed | [introduced, 802.11p in vehicular started with started
MANET which became | standard environments is| focus on addressing the
working group | [the designed for developed to applications challenges of
to develop foundational wireless access | provide basis | [like high mobility,
standardized protocols for in vehicular for vehicular surveillance, node
protocols VANET. environments. | communication| |disaster movement, and
pratocols management, directional
and delivery changes,
services,

Figure 1.2: Evolution of MANET, VANET, and FANET

roads. With the advent of UAVs, the VANETSs got evolved into Flying Adhoc networks
(FANETSs) which focused on exchanging the data packets among the autonomously flying
UAVs. Figure[1.2)depicts the evolution of MANETS, VANETS, and FANETS.

In FANETS, the researchers tried to use existing routing mechanisms for mobile adhoc
networks (MANETS) to route data among nodes in FANETSs. The existing proactive or ta-
ble driven routing protocols like Destination Sequenced Distance Vector routing (DSDV)
[10] and Optimized Link State Routing (OLSR) [11]] had been used for data routing with
FANETS. The reactive or on-demand routing protocols such as Adhoc On-demand Distance
Vector routing (AODV) [12], Dynamic Source Routing (DSR) and Temporally Ordered
Routing Algorithm (TORA) [[14] had also been experimented for FANET routing. And the
hybrid routing protocols such as Zone Routing Protocol (ZRP) [15] had been used for exper-
imentation to test their suitability with FANETs. However, due to the inherent difference in
the characteristics of FANET and MANET, the protocols underperformed for the new kind

of adhoc network. In [6], Cheng et al. compared AODV, OLSR, and OSPF-MDR [16] rout-
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ing protocols for their performances. In [17]], Balandin ef al. compared the performances of
AODYV, OLSR, and HWMP [18]] protocols. In [8], Singh et al. have carried out an experi-
mental analysis for AODV, DSDV, and OLSR protocols. In [S]], Hyland et al. have evaluated
the performances of AODV, GPSR [19], and OLSR protocols for UAV swarms and in [7],
Maxa et al. have evaluated the performance of AODV, DSR, and OLSR routing protocols
for FANETs.

Along with the experimentation of existing MANET routing protocols, routing proto-
cols specifically suited to the requirements of FANETS also started coming into existence.
To the best of our knowledge, the first routing protocol specific to FANETSs came into ex-
istence in the year 2006 in the name of Adhoc Routing Protocol for Aeronautical Mobile
Adhoc Network (ARPAM) [20]. The protocol primarily used reactive route identification in
combination with node position information to select optimal routes for flying UAVs. In the
year 2008, a cluster based mechanism for UAV networking [21] was proposed in order to
to enhance UAV cluster formation resulting in an optimal node communication. The cluster
formation happened on the ground using the path plan and then the cluster rearrangement
occurred in the air as per the status and requirements of inter-UAV communication.

An improved communication protocol the UAV Search Mission Protocol (USMP) [22]
was proposed in the year 2009, which used a combination of updated location information
and waypoint conflict resolution for nodes, in order to optimize the performance of UAVs for
searching missions. In the year 2010, the Directional Optimized Link State Routing Protocol
(DOLSR) [23] was introduced as an extension to existing OLSR protocol. The protocol tried
to minimize the MPRs by using directional antennas for routing data as well as control in-
formation among the nodes. A Mobility Prediction Clustering Algorithm for UAVs (MPCA)
[24] was developed in the year 2011, which used a dictionary trie structure prediction algo-

rithm to optimize the formation of UAV clusters and accommodate their high mobility. A
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Reactive Greedy Reactive Routing Protocol (RGR) [25] for UAV adhoc network had been
proposed in the 2012, which utilised the position information of the nodes along with an
on-demand routing procedure based on AODV protocol to optimize routing performance for
inter-UAV communication. Also, two more routing protocols namely Geographic Position
Mobility Oriented Routing (GPMOR) [26] and Geographical Routing Protocol for Hetero-
geneous Aircraft Adhoc Networks (GRHAA) [27] were proposed in 2012 . The GPMOR
protocol used a mobility prediction function in order to calculate the position of neighbour
nodes and the destination and then used a prediction based metric namely metric to con-
nect to identify feasible neighbours to connect and route packets. The GRHAA protocol is
an extended form of location aided routing protocol [28] which used predetermined routes
available with UAVs to establish a preliminary routing path. The protocol then optimized the
established path by predicting the node movements through the utilization of location infor-
mation of the nodes periodically provided to them using HELLO packets. A diagrammatic

representation of the evolution of routing protocols for FANETSs has been given in Figure

1.3 Routing Protocols for FANETSs

Routing protocols provide a method to identify feasible routes among nodes to deliver
data to the destination. A taxonomical view of the existing protocols as shown in Figure [I.4]
depicts their categorization based on core routing mechanism. Firstly, a basic classification
of protocols based on single path and multipath routing has been done. Single path routing
mechanisms identify a single feasible route to deliver data to the destination. Multipath rout-
ing mechanisms identify multiple parallel routes to efficiently deliver data in a distributive

manner. Further, single path and multipath routing protocols have been categorized based on
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their core route identification mechanism into proactive, reactive, geographical and hierar-

chical routing protocols. Basic details of each of these core route identification mechanisms

have been mentioned in the following points.

.

1l.

Proactive routing protocols: Prominently known as table-driven routing protocols, the
proactive protocols store routing information of the entire network in routing table prior
to initialization of data routing. The routing table is updated periodically or on the
occurrence of a network change. These protocols provide the latest routing information
of a network, at the cost of significant routing overhead, which leads to constrained
bandwidth usage. As a result, the protocols are not suitable for networks containing a
large number of nodes, exhibiting a high degree of mobility in their native form [4]].
Table driven protocols as an example include Destination Sequenced Distance Vector

Routing (DSDV) [10] and Optimized Link State Routing (OLSR) [11].

To minimize the shortcomings of conventional adhoc routing protocols, additional func-
tionality has been included into them like position awareness and grid positioning, which
allowed the routing protocols to identify the instantaneous status of nodes in the network

[29] [30] . Some examples are P-OLSR [31] and ML-OLSR [32].

Reactive routing protocols: Prominently referred to as on-demand routing protocols, the
route identification mechanism is initiated as and when required by a source node for
packet routing. On the contrary, the routing table of the nodes is vacant, as the routing
table is not stored by the nodes when no communication is required among the nodes.
This means that nodes only save the route for the current communicating nodes. Since,
the protocols do not allow for the periodic exchange of control messages, it leads to
conserving the bandwidth for effective communication. However, the reactive route dis-

covery increases the communication delay, before the inter-node communication could
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iii.

initiate [33}134]]. Such protocols could be suitable in the scenarios of less dense FANETSs
operating for delay tolerant applications. Reactive routing protocols include Dynamic
Source Routing (DSR) [[13]] and Adhoc On-demand Distance Vector Routing (AODV)

[12].

The reactive routing protocols have been extended to include added functionality such
as location assistance and nature inspired behaviour of biological creatures. Location
assistance allows routing mechanisms to track the current location of fast flying nodes
in order to make routing decisions efficiently [35 36]. Example of such protocols is

Modified-RGR [37].

Nature inspired algorithms incorporate the biological behavioral characteristics of any
naturally existing entity like insects, birds or animals. These algorithms serve by pro-
viding optimized data input to conventional routing mechanisms for producing routing
decisions. However, their operational capabilities bring along with them some draw-
backs in the form of communication latencies and network overheads. Examples of
nature inspired routing protocols are AntHocNet [38], BeeAdhoc [39], and BR-AODV

[40].

Geographic/Position based Routing Protocols: Position based or geographic routing
protocols utilize the physical position information of the nodes to perform routing op-
erations within the network. These protocols require each node may be equipped with
hardware that can provide information about their current location, which will become
the base for the route calculation. The protocols work by first estimating the position of
the destination node using the information provided by positioning hardware or location
prediction technique, and then based on that information, use any appropriate basic rout-
ing approach to deliver packets to the destination. Example of position based routing is

Greedy Perimeter Stateless Routing (GPSR) [19].
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The functionality of position based routing protocols has been augmented by the use of
infrastructural devices like ground control systems, in order to take routing decisions
centrally and convey them to all the nodes [41]. Example of such routing protocol is

GCS-Routing [42].

iv. Hierarchical Routing Protocols: In hierarchical routing protocols, the level of hierarchy
becomes the decisive factor for whether to incorporate a proactive approach or reactive
approach for performing the routing decisions. Most of the times, the primary routing
decisions are delivered using proactively identified routes and thereafter, a reactive ap-
proach is used at a higher level of the hierarchy to issue route requests by the nodes.
These protocols experience drawbacks in terms of the complexity they offer for routing
operations and addressing scheme used for inter-node communication, which ultimately
influences the related factors for communication within the network. An example of

hierarchical routing protocol is Fisheye State Routing (FSR) [43].

For FANETS, cluster based hierarchical arrangement of nodes has been used to manage
routing in the scenarios of high node density. The clustering helps in distributively
managing the routing operations by dividing large number of nodes into smaller groups
and then performing routing among them. For inter-cluster routing, one node from
each cluster holds the responsibility of communicating with other clusters in a particular

direction [44]. Example of one such routing protocol is ECRNET [45]

1.4 Design Considerations

Since, FANETS are considered as a separate class of adhoc networks, the differentiating
factors among FANETSs and other types of adhoc networks have created a need to re-address

their existing design considerations. On the other hand, there are some distinct design con-
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siderations for FANETSs which have been presented in the following points.

.

il.

iii.

1v.

A flexible and scalable network is always preferred for collaborative task accomplish-
ment. Multi-UAV communication simplifies the completion of a particular assignment
by using the distributive work approach [46, 4/, 48]. For this kind of communication,
efficient FANET routing protocols should be designed to allow numerous UAVs to com-

municate together with minimal overhead[49].

Adaptiveness is always preferred whenever there is a high possibility of changes in the
operational parameters of nodes operating within the network [50} 51]. With a highly
dynamic behavior, FANETS require a significant level of adaptiveness to accommodate
highly mobile nodes with varying routes and variable inter-distance. To neutralize the
inherent dynamicity, FANETSs require adaptive physical layer and network layer proto-

cols.

A fail-safe network is always preferred whenever the nodes are operating in an adhoc
mode [52, 53]]. With a high degree of mobility and autonomous flying characteristics of
nodes, there are significant chances of failure due to any kind of hardware or software
fault. Alternatively, any kind of network attack against the nodes could also lead to
node failure. Environmental conditions such as unexpected weather changes could also
lead to deterioration of data links. So, to cater to a fail-safe network, FANETS require

adaptive transport layer, network layer, and physical layer protocols [54].

One of the major design considerations for FANETSs is latency. Latency becomes an
issue whenever we are dealing with time-sensitive FANET applications such as real-
time monitoring. For such kind of applications, delayed delivery of data packets could
lead to disastrous consequences. Low latency delay sensitive FANET routing protocols

are required to be developed to mitigate such issues.
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v. For multi-UAV operated FANETS, collecting data from the environment and ground as
in the case of search and rescue operations could be a prominent task. During such
operations, the flying nodes require relaying the data either in the form of images or
videos to the ground stations typically termed as command and control centers. Such
kind of communication requires a significant amount of bandwidth with very stringent
delay constraints. Moreover, multiple coordinated UAV operations require some amount
of bandwidth for primitive communication among nodes for collaboration and control.

Also, there are some constraints for bandwidth usage in FANETS such as:

e Communication channel capacity

UAV speed

Susceptibility of wireless links to error

* Broadcast communication with minimalistic security

So, there is a requirement for the development of protocols which can satisfy the band-

width demands of FANETS

vi. Implementation of FANETS requires the deployment of FANET hardware on the UAVs.
The weight of the hardware is a point of concern as most of the UAVs are lightweight
and have a limited weight lifting capability. Also, UAVs are expected to perform a
variety of tasks, for which, they are equipped with a variety of sensors. For small sized
UAVs, installing FANET hardware in combination with different sensors could become

challenging as available space for the installation of such hardware could be limited.

All the discussed design considerations lead a pathway for the development of efficient,
scalable, adaptive and dynamic FANETSs. Developing communication protocols focusing on

these design considerations will help in optimizing inter-node communication and allow-
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ing disrupted networks to converge quickly and start communicating with the least possible

delay.

1.5 Research Gaps

The literature reviewed in Chapter [2] has given an insight into the numerous existing
routing techniques for forwarding data among the flying nodes in FANETs. Some of the
protocols have been adapted to be used with FANETs while some other were newly devel-
oped routing solutions. Each routing method has its own benefits and drawbacks. Some
techniques were able to provide a significant level of effective communication among the
flying nodes, while the others were merely getting a feasible route to communicate with
the destination [55], in a highly dynamic environment. In an effort to identify and address
the shortcomings in the existing routing techniques, the following discussion highlights the

issues observed during the literature review:

1. Infeasible usage of Proactive and Reactive routing approaches for highly dynamic
environment: Proactive and reactive routing approaches have been the primitive rout-
ing mechanisms suitable for routing data in adhoc environment, where the proactive
approach tends to initially gather the complete network information for routing pur-
pose, the reactive approach tries to identify a route as and when required. But both of
these approaches could not effectively provide efficient data delivery to flying nodes
in an adhoc environment. Proactive routing fails to keep the routing table updated
with the exact route to all the frequently location changing high speed flying nodes
[31][17][42], reactive routing struggles to identify a feasible route to deliver the data
in a highly dynamic environment with scarce number of nodes [S6/[17][S7][S8][35].

Both of these routing approaches have underperformed in providing acceptable packet
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delivery ratio, end to end delay and routing overheads. Although some variations of
these protocols have been developed, which could enhance the routing performance to
a certain extent but still could not provide a reliable communication among the nodes

where node density was lesser [39].

2. Issues with geographic routing approaches: Geographic routing approaches tend to
exploit the location information of the nodes to track the frequently changing node
position. For this purpose, they need to exchange extensive amount of control packets
at regular intervals, which result in increased network overhead. Although many varia-
tion of geographic routing protocols have been developed in [60][61][62][63][26][27][64][22],
but were ineffective in sparsely populated FANETS, introduced significant routing
overhead and consumed high energy, which revealed their inappropriateness for use

in real time applications.

3. Issues with hierarchical and hybrid routing approaches: Hierarchical routing is
specifically suited to networks with high node density, where the routing effort could
be simplified by dividing larger network into smaller clusters and then defining sepa-
rate routing instances for intra-cluster and inter-cluster routing. Hierarchical routing
protocols used for FANETS [65]][24][21] showed reasonable performance in delivering
data among the flying nodes thereby providing lesser delay and better packet delivery
ratio, but consumed extensive time duration for calculating optimal route to the desti-
nation, which could lead to routing failure for a highly mobile scenario.

On the other hand, hybrid routing protocols have also been tested for FANET routing
in [17] where it outperformed proactive and reactive protocols in terms of efficient
data delivery but was not comfortable in handling high mobility and frequent topology

changes for nodes.
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4. Issues with nature inspired routing approaches: Many nature inspired routing ap-
proaches have been discussed based upon ant colony optimization algorithm [66]][67][68]
and bee colony optimization algorithm [68][69], which were specifically tailored to
adapt to varied characteristics of FANET for effectively routing data among nodes.
The routing techniques were able to efficiently deliver data with better throughput and
lower delays in case of lower node density. But with increased node density, the tech-
niques become inefficient by introducing high routing overheads, lower throughput

and high end to end delay resulting in a communication denied network.

Considering the issues identified in the discussion above [54]], there is a stringent re-
quirement to develop a feasible technique for routing data among the flying nodes in
an effective and efficient manner without incurring any significant network overhead.
Due to increasing utilization of self flying UAVs for replacing conventional human
involvement like goods delivery, surveillance, search and destroy military operations,
agricultural implementations, geographical surveys and mapping etc., development of
an optimal FANET routing mechanism will aid in delivering enhanced performance
in terms of packet delivery ratio, throughput, routing overhead, and end to end delay.

Also, it will result in quality task achievements with significantly reduced effort.

1.6 Research Objectives
The objectives of the proposed research work are as follows.

1. To explore and analyse the existing techniques for routing in FANETS.
2. To design and develop a QOS aware routing protocol for FANETS.

3. To validate the functionality of the proposed routing protocol through extensive simu-
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lations and implementation in a practical scenario.

1.7 Research Methodology

In order to achieve the objectives listed in the previous section, the methodology followed
is presented below:

Objective 1: To explore and analyse the existing techniques for routing in FANETS.

To understand the functional variations and characteristics of routing in FANETS, differ-
ent routing algorithms have been studied, in order to gain in depth knowledge of them and
understand the precise requirements for an optimal routing mechanism to be designed for
FANETSs. During this activity, routing mechanisms exhibiting different routing strategies,
namely, proactive routing, reactive routing, geographic routing, multipath routing, hybrid
routing, and nature inspired routing have been studied and analysed to understand different
shortcomings and drawbacks of the existing routing techniques. Various quality of service
parameter like throughput, packet delivery ratio, jitter, routing overhead, end to end delay
have been used to observe and interpret the routing performance of various routing mech-
anisms. The inferences have been concluded in a collective manner so that a base for a
favourable efficient routing solution could be formulated which supported in the develop-
ment of proposed Quality of Service Aware Routing Protocol (QARP) for FANET.

Objective 2: To design and develop a QOS aware routing protocol for FANETSs.

To fulfil the second objective, an efficient QOS aware routing protocol (QARP) for
FANETS has been proposed, which incorporates the concept of geographic on-demand na-
ture inspired delay aware routing mechanism. The protocol focuses towards reducing the
transmission delay primarily by formulating a stable route with least delay for packet deliv-

ery, which has resulted in lesser bandwidth utilization in terms of routing overhead, leading
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to availability of bandwidth for actual data transmission. This factor has helped in achieving
better packet delivery ratio, throughput, and energy efficiency.

The routing mechanism incorporates nature inspired characteristics of firefly algorithm
to optimize the route discovery process in a highly mobile environment with frequent link
breakages. Further, to optimize the route establishment process, the Gaussian behaved par-
ticle swarm optimization has been incorporated so as to provide stable routes for efficient
packet delivery. This has resulted in higher throughput and lower delay in packet delivery.

Objective 3: To validate the functionality of the proposed routing protocol through
extensive simulations and implementation in a practical scenario.

To achieve the third objective, the proposed routing mechanism has been simulated using
Network Simulator-2 (NS2) for the purpose of evaluating its performance. Three different
scenarios have been considered as per the behavioural characteristics of FANETSs for the
purposed of the experimentation. In the first scenario, the proposed routing protocol has
been evaluated for its performance in the situation of varying node density. In the second
scenario, the proposed routing protocol’s performance evaluated in terms of varying number
of connections among nodes. In the third scenario, the proposed protocol has been evaluated
in terms of varying transmission rate. For all these scenarios, a common set of quality service
parameters, namely, delay, packet delivery ratio, routing overhead, throughput, and energy
consumption have been used to prove the efficiency of the proposed routing protocol in

comparison to existing routing protocols.

1.8 Research Contribution

The major contribution of this thesis is to develop a quality of service aware routing

protocol for flying adhoc networks. The excerpts of the contribution are as follows:
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* A comprehensive literature review has been carried out to understand the function-
ality of the state of the art adhoc network routing protocols for FANETS in order to

understand the performance issues impacting the data delivery in adhoc networks.

* The quality of service metrics affecting the protocols’ performance have been identi-

fied so as to quantify the performance of proposed routing mechanism.

* A detailed analysis of the different routing mechanisms has been done focusing upon
their core data routing functionality and their performance of delivering the packets in

a dynamically varying network.

* The nature inspired optimization algorithms have been explored further due to their in-
herent capability to provide an optimal solution to complex problems. The algorithms

suitable for optimizing the adhoc routing problems have been identified.

* A geography aware on-demand nature inspired delay aware routing mechanism has
been proposed which has the capability to provide optimal routes to dynamically mov-
ing path changing nodes. The routing mechanism incorporated the heuristics of firefly
algorithm into the route discovery mechanism to identify least delay neighbour nodes
for data delivery. Then the Gaussian behaved particle swarm optimization has been

used to decide upon an optimal route for packet delivery.

* The proposed mechanism has been implemented in NS-2 for the purpose of experi-

mentation in exhaustive scenarios.

* A comparative analysis of the proposed protocol’s performance is done for evaluating

its efficiency in routing the packets against other FANET routing protocols.
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1.9 Thesis Organization

This thesis has been arranged into six chapters. An overview of the chapters is given
below.

Chapter 1 provide the introduction to flying adhoc networks (FANETSs) in which the
discussion focuses upon the functional characteristics uniquely identifying the FANETSs from
other types of adhoc networks. The chapter explains the design considerations, and the
routing protocols used to route data for FANETSs. Then the discussion elaborates the research
gaps, research objectives, research methodology, research contribution, thesis organization,
and chapter summary.

Chapter 2 discusses the literature published on the development of routing protocols for
FANETSs. The literature includes routing protocols belonging to various categories namely
proactive routing, reactive routing, geographic routing, multipath routing, hybrid routing,
and nature inspired routing. The literature review highlights the salient features, characteris-
tics, strengths, and weaknesses of various routing protocols in different adhoc communica-
tion scenarios. Based upon the analysis of performance evaluation quality of service metrics,
effectiveness of different routing protocols in different scenarios has been evaluated.

Chapter 3 discusses the simulation based performance analysis of existing MANET
routing protocols used for FANET routing. To analyse the performance of various rout-
ing mechanisms, exhaustive simulations have been performed using Network Simulator-2
(NS-2), a discrete event simulator. The protocols tested in the experimentation have been
Adhoc On-demand Distance Vector (AODV), Adhoc On-demand Multipath Distance Vector
(AOMDYV), Optimised Link State Routing (OLSR), and Zone Routing Protocol (ZRP). The
protocols have been simulated using the scenarios with variations in node speed and number
of nodes. The evaluation of the protocols has been done using the parameters namely packet

delivery ratio, normalized routing load, average end to end delay, and throughput.
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Chapter 4 discusses the proposed Quality of Service Aware Routing Protocol (QARP)for
FANETSs. Firstly,a network model depicting a scenario has been discussed in which the
proposed FANET routing protocol could be implemented for effective data delivery in an
adhoc mode. Next, the assumptions required for effective execution of the proposed routing
protocol have been discussed. Subsequent part of the chapter discusses the methodology
of the proposed FANET routing protocol which describes the functionality of the protocol
getting optimized in two different phases. In the first phase of route discovery, the nature
inspired Firefly algorithm optimizes the position of the nodes to allow the identification of
prospective nodes for effective data delivery. In the second phase, the modified Gaussian
Quantum Particle Swarm Optimization algorithm identifies the least delay nodes for packet
delivery. In this way the delay awareness in the route discovery and route establishment
allows for optimal data delivery to the destination in the network of UAVs.

Chapter 5 discusses the performance evaluation of the proposed FANET routing pro-
tocol in comparison to the other existing routing protocols. The simulation scenarios in-
cluded varied number of nodes, varied number of links, and varied packet transmission rates
in order to evaluate the performance of the proposed routing protocol against the existing
protocols exhaustively. The protocols have been evaluated for their performance in terms
of delay, packet delivery ratio, routing overhead, throughput, and energy consumed with
respect to number of connections, packet transmission rate, and number of nodes. The pro-
posed routing protocol outperformed the rest of the protocols in terms of all the performance
parameters.

Chapter 6 concludes the research work presented in this thesis and presents the future
implications. It has been concluded that the results given by the proposed protocol are very
promising as the experimental implementation reflects an optimal routing performance of

data routing among the flying nodes as compared to the other routing protocols. The future
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directions for this research could be the inclusion of multi-path load balancing in designing

a routing protocol for FANETsS.

1.10 Chapter Summary

This chapter discusses the routing mechanisms of various FANET routing protocols op-
erating in varied routing scenarios. The chapter discusses the differences between FANETS,
VANETSs, and MANETS highlighting their distinct features and characteristics. The evolu-
tion of FANET routing has been discussed for the protocols which existed over a period of
time starting from year 2006. Further a discussion on different types of existing FANET
routing protocols has been done mentioning their salient features. The design considerations
required for the development of an efficient FANET routing protocol have been discussed.
The chapter further discusses the research gaps present in the existing literature which are
required to be addressed in the future research. Based on the research gaps, the research
objectives of this research have been formulated. Corresponding to the research gaps, the re-
search methodology has been devised which has been followed to accomplish this research.
The chapter further discusses the research contribution of this research work mentioning the
contributions towards filling the research gap. And finally the thesis organization and chapter

summary has been discussed



Chapter 2

Literature Review

This chapter discusses the literature related to the existing routing protocols for FANETS.
There has been a significant development of routing mechanisms in the recent past and those
protocols have used many different routing methodologies to find feasible routes to destina-
tion. The protocols in this discussion have been divided into two basic types of single path
routing protocols and multipath routing protocols. Each of these types have further been
classified into proactive, reactive, position based, and hierarchical routing protocols. All the
routing protocols have been reviewed in-depth by understanding their routing mechanisms
and identifying their salient features and characteristics, strengths, weaknesses, and quality

of service parameters based on which they have been tested for their performance.

2.1 Single Path Routing Protocols

Single path routing protocols are the basic category of routing protocols in which the
routing mechanism identify a single feasible route to the destination for data delivery. The
route identification mechanism depends upon the type of routing algorithm incorporated

within the routing protocol. There are different routing mechanisms used for routing data

25
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among flying nodes having their own unique characteristics which affect the route iden-
tification, data delivery and route maintenance procedures. The proceeding literature has
presented a categorization of FANET routing protocols into proactive, reactive, geographic,
and hierarchical routing based upon the routing mechanism incorporated within them briefly

describing their functionality and highlighting their features and operational characteristics.

2.1.1 Proactive routing protocols

Proactive routing protocols pre-compute paths to all the destinations in the network in
order for the nodes to start data delivery immediately to the destinations. The following
literature discusses various protocols proposed by researchers which exhibit proactive route
identification characteristics for FANETs.

Rosati et al. [31] proposed Predictive OLSR protocol for FANETs. The protocol used
GPS information of the nodes to take routing decisions dynamically. The protocol evalu-
ated the expected transmission count (ETX) by considering the corresponding speeds of two
flying nodes to improve the routing decisions. The standard OLSR implementation used
link quality extension to learn about a particular link’s quality and advertised it. The inclu-
sion of location information further augmented the link quality extension to quickly analyse
the link breakage characteristic within the network. The researchers further evaluated the
performance of proposed protocol in [70]], against OLSR protocol using a UAV test bed.

Jiang et al. [32] proposed Mobility and Load Aware OLSR protocol for FANET. The pro-
tocol included two algorithms to enable enhanced routing decisions. The protocol utilized the
location information of nodes to carry out route calculations. One of the algorithms, namely,
mobility aware algorithm calculated the degree of stability for the nodes by using a statistical
estimation of communication links. A reachability degree was calculated for nodes by as-

signing weights to neighbouring nodes. The other algorithm, namely, load-aware algorithm
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considered packets queued at communication interface of nodes and degree of interference
of neighbouring links to identify nodes for route selection. The protocol performed better as
compared to OLSR in terms of end-to-end delay and packet delivery ratio.

Lin et al. [29] proposed a Shortest Path Algorithm based on grid position for unmanned
aerial systems . The routing mechanism used grid distance to reduce the sensitivity of swiftly
moving UAVs. It used Dijkstra algorithm to identify the shortest route to the destination, and
established adjacency relationship and topology structure with the help of perception and up-
dating algorithm. Also, a regional reconstruction strategy had been designed for optimizing
the routes dynamically. The protocol was tested for its validity against DSDV and DREAM
routing protocols using MATLAB.

Xie et al. [30] proposed an enhanced OLSR routing protocol which considered the ex-
piration time of links and residual energy of nodes for the scenario of ocean FANETs. The
enhanced protocol used speed and relative location of UAVs for calculating the Link Expira-
tion Time (LET), which was further used for the calculation of new Expected Transmission
Count (ETX) value. For the purpose of Multi Point Relay (MPR) selection, the new ETX
value and the remaining node energy were considered such that the value of residual energy
should be greater than a certain threshold. The authors simulated the enhanced protocol
against OLSR-ETX protocol in NS3 simulator for packet delivery ratio, end-to-end delay,
and routing overhead, which proved the effectiveness of the enhanced protocol against the
latter. Another modification of the OLSR protocol had been proposed by Ali et al. [71]
in which the authors had incorporated the greedy forwarding strategy which identified the
farthest node from the source to the destination. The identification of node continued till the
destination was in the range of the forwarding node. Zhu et al. proposed an optimal rout-
ing protocol with reduced control overhead for FANETsS [72]. The protocol enhanced the

HELLO message mechanism by transmitting the incremental topology change information
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to the affected nodes. This resulted in reduced routing overhead for the overall network and
provided more stable links for packet exchange. The protocol showed improved performance
in terms of packet delivery, routing load, and delay.

To summarize the discussion, Table[2.T|highlights the salient features, Table[2.2]pinpoints
the strengths and weaknesses and Table 2.3|provides information about the QoS parameters,
namely, packet delivery ratio, packet loss ratio, end to end delay, throughput, routing over-

head, and link stability used for evaluating the protocols.

Table 2.1: Salient features of proactive routing protocols

Protocol Salient Features of Routing Protocol

Name

P-OLSR [31]] e Used GPS information to extend Link Quality Extension mechanism

e Used relative velocity between the UAVs to estimate quality of link .

ML-OLSR e Introduced mobility aware routing mechanism that identified the sta-
[32] bility degree of nodes by using weighted communication links, and
calculated reachability degree of UAVs by assigning weights to them,
which was utilised to get stable links and stable nodes for route estab-
lishment

e Introduced a load aware algorithm, which used nodes’ interface
queued packets and interference degree among neighbouring commu-

nication links to identify load factor.

GPNC-SP e Used logical grid distance to reduce the fast-moving nodes’ sensitivity
[29] e Used perception and updating algorithm to identify and sustain adja-
cency relationship and topology structure

e Used regional reconstruction algorithm for route optimization.
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Improved e Used node speed and relative location of nodes to calculate link expi-
OLSR-ETX ration time
[30] e Improved the ETX calculation by considering the LET in order to se-
lect a link with long duration of connectivity
e The MPR selection was improved due to the inclusion of improved
ETX and residual energy as the deciding factors.
G-OLSR [71]] | e Avoidance of dissemination loops for improved data delivery
e Performance aware self adaptive routing with ability to handle unpre-
dictable dynamicity in topological changes.
LCO-OLSR e Modified the topology control packet to identify the stable link nodes
[72]] for packet delivery
e Used modified HELLO messages to disseminate incremental neigh-
bour information.

Table 2.2: Strengths and weaknesses of proactive routing protocols

Protocol Strengths Weaknesses
Name
P-OLSR [31] | e Quick response to topology changes e Datagram loss rate in-
e Lesser average network outage time creased with increase in
inter-node distance.
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ML-OLSR e Reduced MPR selection calculation time, | e Increased node mobil-
[32]] path disconnections and routing table recal- | ity reduced packet deliv-

culation by introducing stability degree of | ery ratio.
nodes and reachability degree of nodes for
MPR selection mechanism.

GPNC-SP e Reduced network overhead by allowing | e Grids with larger width
[29] nodes to broadcast their position informa- | required more route up-
tion only when they moved from one grid | dations.

to another. e The protocol identified
routes with larger com-
munication distance.
Improved e Ensured longer node connectivity due to | @ Incorrect GPS infor-
OLSR-ETX the selection of nodes using enhanced LET | mation could lead to er-
[130] calculation roneous LET calculation
e Improved MPR selection resulted in re- | and incorrect MPR selec-
duction of topology control message propa- | tion.
gation within the network thereby reducing
the routing overhead
G-OLSR [71] | e Improved neighbour discovery through | e Routing control packets
the use of greedy forwarding resulting in | increased with increase in
lesser delays the nodes in the network.
e Avoidance of loops by denying the trans-
mission of nodes that can cause loops in the
network
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LCO-OLSR e Reduced control overhead with the use of | @ Control overhead in-
[72] incremental HELLO messages creased with increased
e Increased packet delivery by identifying | number of nodes and
link stable nodes with the help of modified | node speed.
topology control messages.
Table 2.3: QoS metrics used for proactive routing protocols
Protocol Packet Packet| End Throughput | Routing Link Sta-
Name Delivery | Loss | to  End Overhead | bility
Ratio Ratio | Delay
P-OLSR [31] | X v X X X X
ML-OLSR v X |V X X X
(32]
GPNC-SP X X | X X v v
[29]
Improved v X v X v X
OLSR-ETX
(30]
G-OLSR [71] | v X v v v X
LCO-OLSR |V X |V X v X
[72]
Note. v : used, X Not used
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2.1.2 Reactive routing protocols

Reactive routing protocols identify on-demand routes to the destinations thereby provid-
ing latest routing information to the nodes for delivering the data. The following discussion
presents reactive single path routing protocols available for FANETs.

Lei et al. [S7] proposed a Link Availability Estimation based Reliable routing (LEBR) for
aeronautical adhoc networks. A Semi-Markov Smooth mobility model had been proposed
in this protocol to imitate the movement of UAVs in the sky. Using the mobility model, a
probability density function of the relative speeds of two nodes was calculated and based
on that, an estimation of link lifetime between the nodes was derived. This calculated link
lifetime was used in the proposed link availability estimation based routing. LEBR is based
on AODV protocol [12], but instead of hop count, it uses link availability value to identify a
reliable path to the destination.

Biomo et al. [37] proposed a Modified-Reactive Greedy Reactive Routing (RGR) pro-
tocol, which employed the concept of reliable distance calculation in order to identify an
optimal route to deliver packets to the destination. For identifying reliable distance, the
source node recorded its current location, direction, velocity and time stamp from GPS and
saved that information in RREQ packet and then, forwarded it to the destination. The desti-
nation node after receiving RREQ calculated its current location as well as the source node’s
current location and compared them in order to identify whether nodes were moving in the
opposite or same direction. In case the nodes were moving in the same direction, Route Re-
quest (RREQ) was forwarded or Route Reply (RREP) was generated. Then reliable distance

r was calculated using formula given in (2.1).

r:R—w*Vl’)S (2.1)
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here, R is the transmission range of the node, w is a constant and V) is a projection of
relative velocity between source and destination.

Qingwen et al. [62] proposed an Adaptive Forwarding Protocol (AFP) for FANETSs. The
protocol used forwarding zone criteria based on forwarding probability to adaptively forward
packets. Before forwarding a packet, any intermediate node calculated its forwarding zone
criterion to verify its presence in the forwarding zone and if in forwarding zone, the packets
were forwarded using forwarding probability, else packets were dropped. The nodes selected
in the forwarding zone were required to have a larger distance to the last hop forwarder and
closer to the destination, due to which the protocol reduced unnecessary rebroadcasts.

Yin et al. [35] proposed a Fountain-code based Greedy Queue and Position Assisted
routing protocol (FGQPA) in which, first a Power Allocation and Routing (PAR) policy had
been designed to minimize the impact of node queue backlog on packet forwarding delay.
Then, a nearest-span routing policy had been defined within the PAR policy to minimize
the packet forwarding delay further. For the experimental analysis purpose, the proposed
protocol had been compared with Fountain-code based Greedy Position-Assisted (FGPA)
routing protocol [73].

Luo et al. [[74] proposed a Multiple Quality of Service Parameters based Routing Proto-
col (MQSPR) for FANETSs. The protocol maintained sustained link connectivity and avail-
ability, resulting in a balanced link load and reduced end-to-end delay to provide a favourable
network communication for civil aviation. In order to optimize these parameters, firstly, a
mobility model had been proposed, which divided the aircraft movement into three phases,
namely, speed up phase, middle smooth phase and slow down phase. Based on flight tra-
jectory, flight schedule and node speed, it governed node movement in the air. For routing
purpose, the protocol used route selection metrics as path availability period, residual path

load capacity and path latency. In addition, route discovery advertisement broadcasting had
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been optimized in order to reduce network overhead. The performance of the protocol had
been tested through comparative simulations against the routing protocols AODV and GPSR.

Zheng et al. [75] proposed an Adaptive Density-based Routing Protocol (ADRP) for
flying Adhoc networks. The researchers extended AODV protocol to optimize its route dis-
covery process by deriving route freshness information about the reverse path to source and
the status of freshness information of the path to destination from destination sequence num-
ber included in RREQ. Authors further calculated the rebroadcast probability for RREQ
rebroadcast by nodes based upon their number of neighbours. The mechanism allowed for a
reduction in end-to-end delay and excessive rebroadcasts, and increased throughput.

Nour et al. [40] proposed a Bio-inspired On-demand Routing Protocol for Unmanned
Aerial Vehicles. The protocol modified AODV routing protocol to include Boids of Reynolds,
a method to virtually model the mobility pattern of a flock of birds and animals to depict the
movement of UAVs in the air. The proposed protocols used three rules, namely separa-
tion (keeping minimal distance between neighbours to avoid collision), alignment (stay in
common direction of movement by synchronizing speed with neighbours) and cohesion (ap-
proach center of the swarm by keeping close to neighbours), in order to keep nodes connected
in the network.

Zheng et al. [36] formulated a Stable Ant-based Routing Protocol (SARP) in which the
authors had used ant colony optimization to enhance the route discovery process and next hop
selection. The authors had used stable value, link energy, and pheromone to select the next
hop for packet forwarding, which resulted in the optimization of route discovery process.
The stable value had been calculated using the inter-node distance between the current node
and next hop nodes, and transmission range of the node. The pheromone deposition had
been achieved using backward ANT (BANT) messages and forward ANT (FANT) messages,

which are acting as route response and route request messages. To obtain neighbouring node
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information, a periodic hello message broadcast had been done. The simulations done using
NS2 against AODV protocol showed that the proposed routing protocol performed better
for the performance parameters namely packet delivery ratio, throughput, and normalised
routing load.

Liu et al. proposed a Q-learning based routing protocol [76] in which the mechanism
identified the optimal routes to the destination considering the minimum delay and energy
consumption. The authors proposed a new exploration and exploitation procedure to enhance
the routing performance. Nodes exchanged Hello packets periodically with neighbours to
know the location, energy, arrival time, speed, and direction of movement. This information
was kept in the neighbour table of each node and was used to know the network condition.
For selecting the next hop, the neighbour associated with a link that satisfies the velocity
condition is identified and the neighbour with maximum k-weighted Q-value is selected to
form a route to the destination. Da Costa ef al. proposed an improved Q-learning based
routing protocol [77]] in which they incorporated a reinforcement learning based Q-learning
mechanism that considered the state and weight of the links for routing decision making.
The newer the state, the higher the weight. Also, the mechanism considered the transmis-
sion quality of the link by considering the signal interference to noise ratio. It resulted in
selecting the links with minimum noise levels. Peng et al. [/8] in their research formulated
a location aware routing mechanism which took into consideration the location, trajectory,
and movement information of UAVs. The future position of the nodes was identified based
on the trajectory information. This resulted in identifying the whole topology of the network
in advance. For routing, if the source and the destination nodes were within the communica-
tion range of one another through intermediate nodes then Dijkstra’s algorithm was used to
compute the shortest path. Otherwise, future positions of the nodes were calculated which

provided the delay of hypothetical links in the future. The node with the least delay value



36 Chapter 2 Literature Review

was considered as closest to the destination. Liang et al. proposed a path reliability and
link monitoring repair [[/9]] based routing in which the protocol calculated the weight val-
ues of all the communicating links to a node based on the link delay. The link with the
maximum weight was chosen for data delivery. The mechanism continuously monitored the
links for failure and if detected, it queried the neighbouring nodes for link availability to
the destination. Zhang et al. proposed a packet arrival prediction routing [80] which fo-
cused on improving the reliability of transmission links. The protocol implemented the long
short term memory (LSTM) model to estimate the packet arrival at UAVs. The routing de-
cisions were optimized by the constraints based sorting approach which enabled fast routing
decisions for packet transmissions. A topology-aware routing protocol [81/] had been pro-
posed by Arafat Muhammad Yeasir and Moh Sangman in which the researchers used two
hop neighbour based topology control to establish a routing path considering the metrics of
delay, node speed, location information, and energy. The inclusion of adaptive Q-learning
allowed the protocol to adapt to rapid topology changes to allow sustained packet delivery
among the nodes. Muthukumar et al. proposed a reduced latency routing protocol named
Stability-based Energy- Efficient Link-State Hybrid Routing (S-ELHR) for FANETSs [82].
The mechanism used a stability metric that considered the node energy usage, connection
duration, and node degree to identify prospective nodes for data delivery between the source
and the destination. The proposed protocol displayed better performance against OLSR and
Energy Enhanced OLSR (EE-OLSR) routing protocols in terms of packet delivery, energy
consumed, and delay parameters.

To present a summarized view of the discussed reactive routing protocols for FANETS,
Table highlights the salient features of the discussed reactive routing protocols, Table
[2.5] pinpoints the strengths and weaknesses of discussed protocols and Table [2.6] provides

information about the QoS parameters, namely, packet delivery ratio, packet loss ratio, end
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to end delay, throughput, routing overhead, and energy consumption used to evaluate the

discussed protocols.

Table 2.4: Salient features of reactive routing protocols

Protocol Name

Salient Features of Reactive Routing Protocol

LEBR [57]

e Used link lifetime estimation of link availability among nodes from
the calculation of probability density function of nodes’ speed, to

identify reliable links

Modified-RGR

[37]

e Used modified RREQ packet to include current location, direction,
velocity and timestamp of the source node that is further used by the
destination node to verify that both the nodes are displacing in the

common direction and then calculate reliable distance

AFP [62]

e Used adaptive forwarding probability based dynamic forwarding
zone to deliver packets to the destination
e Identified intermediate nodes with larger distance to last hop for-

warder and closer to the destination

FGQPA [35]

e Used power allocation and routing mechanism to equalize queue
backlog

e Used nearest span routing to allow nodes with lesser queue backlog
and nearer to the destination to receive packets from other nodes and
forward them to next hop when available

e Utilised node’s future position to support the routing process
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MQSPR [/74]

e Used an improved mechanism for route discovery called forward
the best advertisement (FBADV) that forwarded the best packets se-
lectively in the network

e Used a route selection mechanism which embedded QoS metrics
namely path availability period, residual path load capacity and path

latency in order to select an optimal route

ADRP [73]

e Modified the RREQ packet of AODV to include number of neigh-
bours of source or forwarder in order to identify nodes with a lesser
number of neighbours

e Used source sequence number contained in RREQ in order to iden-
tify fresh information about the reverse path to source

e Used destination sequence number in order to get the status of
freshness information about the route to the destination so that the

identified route could be accepted by source

BR-AODV

[40]

e Introduced a control module named boids of reynolds into AODV
protocol, for nodes to check their participation in one or more active
paths and their displacement planning, in order to avoid path discon-
nection

e Introduced an automatic ground base stations discovery mecha-
nism in order to provide proactive associations to drones, and ground
networks to serve real-time applications

e Introduced UAV to UAV routing in a reactive manner and UAV to

ground base station routing in a proactive manner
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SARP [36]

e Introduced a stable next hop selection mechanism by including
stable value, link energy and pheromone to elect the optimal next
hop

e The pheromone update helped in using the best path to deliver data

to the destination

QMR [776]

e Utilized Q-learning to optimize delay and energy utilization of
nodes through multi objective based optimization

e Adjusted the learning rate of links and discount factor of nodes as
per the nodes mobility in the network

e Re-estimated neighbour relationships due to node mobility for op-

timal route calculations

Q-FANET [/7]

e Used HELLO packets to update location information of nodes to
keep the routing tables updated

e Used greedy policy to maintain a balance between the exploration
and exploitation for selection of the best path

e Used improved Q-learning+ and Q-Noise+ mechnisms for better
mobility consideration of nodes and channel quality for data trans-

mission

FNTAR [78]

e Used location and trajectory information to identify the future po-
sition of the nodes
e Used N-copy scheme to forward packets to link stable neighbour

nodes
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DSR-PM [79]

e The link monitoring mechanism ensured reporting of any path
break along the communication route to allow swifter route repair
e The route repair mechanism immediately identify a feasible alter-
native route from the nearby nodes to continue packet transmission.

If not found, the source node initiates a route discovery again

PAPR [80)]

e Used long short term memory to predict network load on UAV
links in order to select links with lesser load
e Routing decision factor allowed selecting an optimal path for data

routing considering multiple factors

QTAR [81]

e The routing mechanism included Q-learning based decision mak-
ing mechanism resulting in reliable communication

e The two hop neighbour discovery mechanism recorded multiple
node parameters to estimate node condition

e Estimation of link duration resulted identifying link lifetime

S-ELHR [82]

e Topology discovery mechanism selected the relay nodes and a re-
lay update message had been broadcasted to convey this information
to all the nodes int he network

e Source routing mechanism had been used for packet delivery which

did not require maintaining routing table with any intermediate node
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Table 2.5: Strengths and weaknesses of reactive routing protocols

Protocol Strengths Weaknesses
Name
LEBR [57] e Used link availability factor as optimal | ¢  End-to-end  delay
route selection metric to increase through- | increased as  nodes
put increased in the network
e Reduced frequent link breakages in a
highly dynamic environment
Modified- e Reduced routing load and delay by re- | ¢ Excessive RREQ dis-
RGR [37]] stricting the scope of RREQ flooding carding and increased
route identification at-
tempts could be observed
if the reliable distance
taken is too short, which
would lead to increased
routing overhead
AFP [62] e Adaptive forwarding probability based dy- | ¢ Energy consumption
namic forwarding zone criterion increased | per received packet in-
the packet delivery ratio of the network by | creased as node den-
decreasing packet collision between neigh- | sity increased, due to a
bours and reducing unnecessary rebroad- | greater number of nodes
casts participating in the for-
warding process
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FGQPA [35] | e Power allocation and routing reduced cu- | e At lower transmission
mulative network delay caused by queue | rate, transmission delay
backlog increased
e Promiscuous mode helped in minimizing
network overhead by eavesdropping neigh-
bours to gather required information

MQSPR[74]] | « FBADV process reduced the excessive | @ A relatively weak

route discovery advertisements flooding

e The route selection mechanism reduced
route congestion, end-to-end delay and
packet loss rate by selecting stable and load
balanced paths between nodes and ground

station

ground connectivity is
observed as the node
density decreased due
to  stringent internet
gateway advertisement
(IGWADV) forwarding
policies, which imposed
difficulties in path set up
e With increased nodes
in the network, routing
overhead increased due
to which, the packet

delivery ratio decreased

for the protocol
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ADRP [75]

e Used adaptive forwarding probability to
optimize route discovery efficiency

e Used preferred retransmissions by nodes
having lesser number of neighbours, in or-
der to reduce end-to-end delay and mini-

mize excessive broadcasts

e A periodic exchange of
Hello packets among the
neighbouring nodes had
been incorporated in the
protocol which could re-
sult in unnecessary en-

ergy utilization

BR-AODV

[40]

e Mobility control module reduced down
the attempts to discover new routes and al-
lowed longer active path life maintenance

for packet transmissions

e Packet drop rate in-
creased with increase in
background traffic per

node

SARP [36]

e Ant colony optimization based next hop
selection helped in avoiding collisions and
contentions thereby increasing the data de-
livery

e Reduced unnecessary rebroadcasting of

route requests

e Routing overhead in-
creased with increasing

node density

QMR [76]

e Dynamic learning rate adjusted the Q-
value quickly for optimizing delay and en-
ergy consumption of network

e Optimal neighbour selection provided link

stable packet delivery

Delay increased with in-
creased data interval and

node speed
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Q-FANET e Q-learning+ mechanism reduced network | e Increased data inter-
[[7°7]] delays by selecting neighbour nodes in a | val increased the delay of

mobility aware manner transmission slightly
e Q-Noise+ improved network transmission
by considering signal to interference plus
noise ratio for the channel quality of the net-
work
FNTAR [78] | e GPS assisted motion sensing and position- | e With increasing nodes,
ing allowed improved future position calcu- | the delay among nodes
lation increased
e Link stability due to location awareness
allowed sustained connectivity with destina-
tion for data delivery
DSR-PM e Continuous link monitoring by nodes al- | # Network overhead in-
[79] lowed quick recovery of broken links result- | creased with increasing
ing in effective data delivery among nodes | node speed
e The route repair mechanism used link
montioring information to effectively repair
the broken links and reduced route reidenti-
fication from the source node
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PAPR [80]

e The link prediction allowed selection of
links with lesser traffic load for better data
delivery

e The optimization of routing selections us-
ing routing decision factor allowed selecting
the most optimal route for effective data de-

livery

e With the increasing
number of nodes, the
packet delivery ratio de-
creased while delay in-

creased

QTAR [81]

e The neighbour information maintained
within every node helped in constructing
a two hop neighbour based topology table
providing the current status of nodes for se-
lection as a route node for data forwarding

e (Q-learning mechanism dynamically ad-
justed itself with the dynamically changing
UAVs resulting in a sustained route for data

delivery

e With increased number
of nodes, packet delivery

ratio decreased

e A stability metric is used which consisted
of link connectivity index, energy, and de-
gree weight to estimate a stable link

e Another factor named willingness has
been used to decide upon readiness of a

node for forwarding the data

e With increasing num-
ber of nodes, the routing
overhead increased corre-

spondingly
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Table 2.6: QoS metrics used for reactive routing protocols

Protocol Name | Packet | Packet| End Throughput | Routing | Energy
De- Loss |to End Over- | Consump-
livery | Ratio | Delay head | tion
Ratio

LEBR [57] X X |V v v X

Modified-RGR | X X v X v X

[37]

AFP [62] v X v X X v

FGQPA [33] X X v X X X

MQSPR [74] |V X |V X v X

ADRP [73] v X v v v X

BR-AODV [40] | X A v X X

SARP [36] v X | X v v X

QMR [76] v X v X X v

Q-FANET[77] | vV X v X X X

FNTAR [78] |V X |V X v X

DSR-PM [79] | X v v v v X

PAPR [80] v X |V X X X

QTAR [81] v X v X v v

S-ELHR [82] |V X | X X v v

Note. v: used, X Not used
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2.1.3 Geographic/Position based routing protocols

Geographic routing protocols keep track of location information of nodes to record their
location changes for effective delivery of data to the destinations. The following discussion
provides description of geographic single path routing protocols for FANETSs.

Wang et al. [63] proposed A-GR, a novel geographic routing protocol for FANETS.
The protocol made use of the position and mobility information of the UAVs supplied by
the Automatic Dependent Surveillance-Broadcast (ADS-B) system, to populate neighbour
table and elect the next hop. Based on this information, the packets were forwarded to the
destination. Each UAV consisted of an ADS-B unit on board for exchanging the node state
information using a separate transceiver, which resulted in eliminating the network overhead
for the actual transmission bandwidth of the adhoc network.

Lee et al. [42] proposed GCS-routing, a Ground Control System (GCS) controlled rout-
ing protocol. It followed a centralized routing approach where the deployment of UAVs,
routing table calculation, routing information propagation among UAVs and routing infor-
mation maintenance and updating was taken care of by GCS. For this purpose, the protocol
used the geographic information and flight schedule of individual UAVs. This prevented
UAVs from sending any kind of control information among them, saving the bandwidth. In
addition, location prediction for the drones was easier for GCS due to the availability of the
flight schedule in advance.

Gankhuyag et al. [83] proposed a novel directional routing scheme for flying adhoc net-
works. Based on AODV protocol, the proposed protocol utilized omnidirectional as well
as directional transmissions by exploiting the location information of nodes, in the form of
unicast and geocast routing. The RREQ packet was modified to contain the sender’s posi-
tion information, movement vector, minimum expected connection time and maximum risk

value. On reception of RREQ packets at the destination, a utility value is calculated for each
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packet using path utility function and the packet with the highest value is selected, rest are
discarded. Each node maintained a backward table for RREQ packet received from each
previous node and used to send RREP packet back to the source using directional transmis-
sion. On receiving RREP, nodes store sender’s information in their forwarding table so that
it could be used to forward data to the destination.

Gankhuyag et al. [60] proposed a Robust and Reliable Predictive Routing Strategy for
Flying Ad-hoc Networks, which used a combination of unicast and geocast routing by uti-
lizing the trajectory and location information to route the data. In order to avoid unnecessary
data loss and collision, the protocol incorporated the use of an omnidirectional and direc-
tional antenna in combination with dynamic angle adjustment for data transmission. The
protocol also included a three-dimensional estimation method for predicting the location of
intermediate nodes and then used directional transmission approach to forward data to them.

Bujari et al. [84] formulated a Location-aware Waypoint based Routing Protocol Geo-
Saw, for air borne delay tolerant networks (DTN) in which the authors used location predic-
tion of UAVs by exploiting their waypoint locations and current locations. For neighbour
discovery, the protocol used local Hello message broadcast to keep a track of active neigh-
bours. The waypoint information helped the protocol in predicting the future location of
the nodes and the time when they reach that location. So, the sender node could wait for
a particular node to reach the predicted location and then transmit the packets to it. The
authors evaluated the performance of proposed protocol using The Opportunistic Network
Environment (The One) simulation software. The performance metrics used for evaluation
were packet delivery ratio, overhead ratio, and latency. The authors firstly compared the pro-
posed protocol with existing DTN routing protocols namely Epidemic [85], Spray and Wait
[86], First Contact [87], MaxProp [88]] and the simulation results reflected that the proposed

GeoSaw protocol achieved 100 percent average packet delivery ratio, similar to that of Epi-
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demic and MaxProp routing protocols. Also, GeoSaw protocol reflected minimum overhead
ratio as compared to other protocols with increasing number of nodes, whereas, in case of
latency, GeoSaw performed second to Epidemic protocol. In the second case of performance
evaluation, authors experiment with the protocol parameters namely allowed packet copies
ranging from 1 to 3, and permission to retain or remove the packet copy in the sending node
after packet forwarding. A total of six configuration combinations were formulated for the
performance evaluation. Protocol showed promising results for packet delivery ratio for all
the combinations except for single packet case. The overhead ratio increased with increase
in the number of nodes for all the combinations except one copy with packet deletion con-
figuration, while for latency, the protocol showed acceptable performance for all the cases
except for copy with deletion combination. The authors mentioned the future scope as using
some time to destination criteria for dynamic calculation of number of replicas in order to
dynamically adapt the protocol’s behaviour.

choi et al. [41] had presented a Geolocation-based Routing Protocol for FANETSs in
which the location information, direction of movement, and speed of UAVs were broadcasted
over the network and the UAVs receiving this information stored it in their neighbour table.
Based on this information, a neighbour closest to the destination was selected in a greedy
manner for forwarding the packets. Moreover, for the selection of next hop forwarder node,
the location prediction of the nodes was done using their direction of movement, speed, and
time information. The researchers implemented the proposed protocol over the Internet Pro-
tocol (IP) layer in a test bed and demonstrated the execution of the protocol for multiple
flying UAVs exchanging data and control information with each other, being controlled with
help of commands issued by GCS for mission execution. In the task-adaptive framework-
based routing [89]] Chu et al. proposed a multi center election and member control method-

ology in which the mechanism elected master nodes that identified the skeleton of its cluster
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and then every master node shared this information among each other to converge the net-

work. Based on this cluster information, the links were established among the nodes for data

transmission.

To sum up the discussion about geographic routing protocols, Table [2.7]summarizes their

salient features, Table [2.8] pinpoints their strengths and weaknesses and Table [2.9] provides

information about the QoS parameters used to evaluate the discussed protocols.

Table 2.7: Salient features of geographic routing protocols

Protocol Name

Salient Features of Routing Protocol

A-GR [63]

e Used ADS-B system to get neighbour information such as node
ID, position, velocity and altitude

e Computed instantaneous flight time (IFT) using node position
and mobility information in order to select next hop

e Nodes available in the neighbour table were scanned to identify

data forwarding node with best IFT value

GCS-Routing

[42]

e Centralized routing mechanism controlled by ground control
stations (GCS)

e GCS fleet management module was used to track node position
and movement schedule, and generate flight commands to nodes

e Routing table management module initialized link cost for
nodes and generated a combined routing table using Dijkstra’s
algorithm, to be distributed among nodes and maintained routing

changes by tracking changes in node positions
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DRS [83]

e Based on AODV, the RREQ packet was modified to include
sender’s location information, movement vector, minimum ex-
pected connection time and maximum risk value

e For RREQ packets received at the destination, a utility value was
calculated using path utility function, which used minimum ex-
pected connection time, hop count and risk value, and the packet
with highest utility value was selected

e RREP was sent back to the sender using backward table main-
tained by each node forwarding RRREQ

e Route maintenance was done by using an omnidirectional trans-
mission for node from which ACK was not received. If still ACK
was not received, then a route error message was sent to the source

and route discovery was re-initiated

GeoSaw [|84]

e Used local Hello message broadcast to announce the presence
of nodes in the neighbourhood

e Used current location and path waypoints of nodes to predict
their future location, and the time to reach that location, resulting

in delivering the data to the nodes after reaching at that location

GRP [41]

e Used location information, node speed and direction of move-
ment to prevent collision among UAVs, identify neighbour nodes,
and next data forwarding neighbour in a greedy manner

e Performed selection of next hop by predicting the location based

on node speed, direction of movement, and time information.
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RARP [60]

e Used modified RREQ packets to include sender’s three-
dimensional location trajectory information, movement vector,
minimum expected connection time of RREQ path and maximum
risk value

e For next hop selection, utility information was calculated for all
the RREQs received at the node and the RREQ with the best util-
ity value was selected to be forwarded

e Expected connection time was calculated for a link between the
sender and the receiver from the information contained in their
respective RREQs

e An adaptive antenna with dynamic angle adjustment was used

in order to mitigate near node and far node problem

SRS [89]

e Master nodes gathered the skeleton information of the network
region which consisted of node position and cluster information
e Skeleton information packets were used to update the skeleton
information among the nodes in the network

e The skeleton information helped in populating the routing table
by identifying the most relevant gateway node for the intercom-
munication of nodes in different clusters and direct communica-

tion of nodes in case the nodes had been in the same cluster
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Table 2.8: Strengths and weaknesses of geographic routing protocols

Protocol

Name

Strengths

Weaknesses

A-GR [63]

e Reduced routing overhead by eliminating
periodic hello beacon broadcasts and using
different antennas to transmit data packets

and ADS-B data

e Packet delivery ratio
degraded when number
of nodes increase beyond

50 nodes

GCS-
Routing

[42]

e Centrally managed ground control stations
could estimate link cost from node location
information, thus eliminating the require-
ment of any periodic control message broad-
cast, leading to reduced routing overhead

e Ground control station kept a record of
nodes’ mobility schedules to be able to pre-
dict topology changes and link disconnec-
tions, thereby instantly reacting to reinstate
them, in order to reduce route convergence

time

e Failure in link estima-
tions could be observed
due to the presence of ob-
stacles between the nodes
e A momentary forma-
tion of transient loops
could be observed during
route updating process as
the updated routing infor-
mation could have been
received by root node but
its child nodes were yet to

receive it
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DRS [83] e Used combined omnidirectional and direc- | ® Very frequent di-
tional transmissions, in order to reduce num- | rectional changes by
ber of nodes involved in data transmission nodes could lead to
e A utility function, responsible to calcu- | greater route failures, in
late utility values for RREQ considered min- | case of directional data
imum expected connection time to select a | transmissions
node that could exhibit sustained connection
for a longer duration, hop count to select
lesser number of intermediate nodes, and
risk value to select nodes with least proba-
bility of failure during data transmission

RARP [60] | e Use of the adaptive antenna with dynamic | e Very significant amount

angle adjustment ensured successful data
transmission majority of times

e Alternate path set up maintained an al-
ternate path before the expiry of the min-
imum expected connection time, to ensure
sustained connectivity between sender and
receiver

e Local path repair mechanism ensured con-
nectivity with all the nodes by using a com-
bination of omnidirectional and directional
transmissions in order to reduce service dis-

ruption time

of control packets used to
set up and maintain back-
ward and forward tables

e Increased node speed
resulted in decreased av-

erage path lifetime
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GeoSaw

[84]

e Prediction of node location and time of
reaching that location ensured successful de-
livery of data to that node for further relay-
ing

e Due to the precise node prediction of re-
laying nodes, GeoSaw showed 100 percent
average packet delivery ratio, and acceptable

values of overhead and latency

e With an increase in
the number of nodes, the
routing delay increased
resulting in a deteriorated
performance of the proto-

col

GRP [41]

e Selection of forwarding neighbour node in
a greedy method allowed for the selection of
most closest neighbour to the destination

e Location prediction of next hop node
helped in optimal forwarding of packets to
the destination

e Avoided local minima problem by issuing
a route search message in a region towards
the direction of the destination so that a node

closer to the destination could be found

e The protocol could
pose significant routing
overhead to the network
in case of highly dense
FANETs due to broad-
casting of the control in-

formation by the nodes
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SRS [89] e Dissemination of node position informa- | @ Throughput and packet
tion through skeleton packets helped in iden- | delivery ratio decreased
tifying the most relevant nodes for packet de- | with increased number of
livery to destination nodes
e The updation of skeleton information re-
sulted in direct communication of source and
destination nodes present within a cluster

Table 2.9: QoS metrics used for geographic routing protocols
Protocol Packet| Route | End | Throughput | Routing | Network | Route | Average
Name De- Up- to Over- Discon- | Setup Path
livery | date | End head nection | Suc- Life
Ratio | Time | De- Time cess Time
lay Rate
A-GR v ol X VX v X X X
(63]
GCS- X v | X |V X v X X
Routing
(42]
DRS[R3] | X | X | X | X X X v v
RARP o X X X X v v v

(60]
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GeoSaw v X v X v X X X

(84
GRP [41] | X X X | X v X X X
SRS [89] | v/ X X |/ v X X X

Note. v: used, X Not used

2.1.4 Hierarchical routing protocols

Hierarchical routing protocols allow efficient management of densely populated net-
works by forming hierarchies or clusters of nodes in order to distribute communication load
thereby providing effective routing of data within the network. The following discussion
provides details of hierarchical single path routing protocols for FANETsS.

Aadil et al. [45] proposed an Energy-aware Cluster based Routing (ECRNET) in fly-
ing adhoc networks. The authors proposed an energy-aware link-based clustering (EALC)
model, which used k-means density clustering algorithm for selecting cluster heads. The
model used a degree of the neighbourhood, energy level and distance to neighbours to select
an optimal cluster head. A fitness value was defined for each node in the network and then
sorted in reducing order. The node with the highest fitness value was elected as a cluster
head and remaining nodes in its range were made its cluster members. For the rest of the
nodes, again this procedure was repeated until all the nodes became a member of a cluster.

Khelifi et al. [90] proposed a Localization and Energy Efficient Data routing protocol
(IMRL) for unmanned aerial vehicles. To initiate communication, the nodes communicated
with their neighbours by sending communication requests. The anchor nodes receiving the
requests replied with messages containing their own location and identification information.

The nodes receiving replies identified Received Signal Strength Indicator (RSSI) values of
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replying nodes and selected three closest nodes with best RSSI values, and used an edge
weight estimation mechanism to identify the weight of edges. These values were further
used to calculate node location using the weighted centroid localization algorithm. Next, a
cluster head was selected in two rounds. Firstly, a node with remaining energy higher than
a threshold was selected as a cluster head. In the second round, utility function values were
calculated for all the nodes and the one with the highest utility function value was selected
as a cluster head. Finally, data from cluster members was delivered to the base station by
cluster head.

Khan et al. [44] proposed a Bio-inspired Clustering Scheme for FANETs (BICSF) in
which the authors used Glow worm swarm optimization technique to form energy aware
clusters. The technique used residual energy and luciferin level of nodes to calculate fitness
values and the node with the highest fitness value was elected as cluster head and the rest
of the nodes become cluster members. Next, a Krill Herd inspired cluster management
technique had been used in which the location of each node was updated in accordance with
the location of cluster head and then a path detection function was used to find an optimal
route for data delivery resulting in energy conservation of nodes. For cluster maintenance,
a threshold energy had been defined for the cluster and the nodes whose residual energies
were greater than equal to threshold energy were continued as cluster members, rest were
declared dead. The performance evaluations of the proposed routing scheme were done using
MATLAB against ant colony optimization and glow worm optimization, which revealed that
BICSF performed better for cluster building time, cluster life time, energy consumption, and
probability of successful delivery. Wu et al. [91] proposed a mobility prediction protocol in
which a software defined network (SDN) based architecture had been proposed which used
the Extended Kalman Filter (EKF) for estimation and prediction of node mobility. Then they

proposed a directional particle swarm optimization algorithm to solve the FANET routing
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problems.
To end up the discussion about hierarchical routing protocols, Table summarizes
their salient features, Table highlights their strengths and weaknesses and Table [2.12

provides information about the QoS parameters used to evaluate them.

Table 2.10: Salient features of hierarchical routing protocols

Protocol Salient Features of Routing Protocol

Name

ECRNET [45] | e Introduced an energy-aware link-based clustering (EALC) model
which used k-means density clustering algorithm for optimal cluster
head selection

e Fitness values were calculated and sorted for each node, and node
with maximum fitness value was elected as cluster head and nodes
within its range were elected as cluster members

o If the cluster head’s fitness value falls below the threshold value,

then all the nodes of that cluster were unclustered

IMRL [90] e Node location estimation was done using weighted centroid local-
ization algorithm

e Cluster head was elected by using utility function calculation of
nodes and the highest valued node was elected as cluster head

e Next cluster head selection helped in optimizing the energy con-

sumption by nodes in case the sink location was far away
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BICSF [44]

e Used glow worm swarm optimization for cluster building which
considered residual energy, and luciferin level of UAVs to calculate
their fitness which allowed for electing cluster head and cluster mem-
bers

e Used krill herd inspired cluster management which used genetic
operators namely cross over and mutation for optimal positioning of
UAVs in cluster

e Cluster management done in an efficient way by repetitive screen-
ing of UAVs for their remaining energies and the UAVs with energies

below the threshold values were declared dead.

DPSO [91]

e Used Extended Kalman Filter to estimate and predict the mobility
of nodes

e Directional particle swarm optimization algorithm had been used

to take the optimal routing decisions for efficient packet delivery

Table 2.11: Strengths and weaknesses of hierarchical routing protocols

Protocol

Name

Strengths

Weaknesses

DPSO [91]

e Better mobility estimation of nodes due to
the use of extended Kalman filter

e The optimal routing decisions of direc-
tional particle swarm algorithm resulted in
better values of throughput and packet de-

livery ratio

e Increased number
of UAVs impacted the
performance of protocol
negatively in terms of
packet delivery ratio and

throughput
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allowed for precise location estimation of
nodes

e Utility function value elected a cluster
head with maximum surplus energy result-
ing in increased network lifetime

e Selection of next cluster head optimized

energy dissipation among nodes

ECRNET e EALC enhanced the cluster lifetime and | e Erroneous transmission
[45]] the energy consumption by selecting clus- | power adjustment of
ter heads based on energy level, distance to | nodes could lead to
neighbours and degree of neighbourhood faster energy depletion of
e EALC reduced the energy consumption of | cluster head
nodes by adjusting the transmission power
of nodes as per operational requirements
IMRL [90] e Weighted centroid localization algorithm | ¢ With an increase in

network lifetime, the en-
ergy consumption of the
proposed technique in-
creased, as compared to

existing techniques
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BICSF [44]]

e Glow worm swarm optimization intro-
duced efficiency into the protocol by opti-
mizing the cluster formation

e Kirill herd inspired cluster management
ensured minimal dislocation of nodes from
the cluster

e Efficient cluster maintenance mechanism
ensured adaptive cluster adjustments due
to environmental changes and mobility of

nodes

With increased node den-
sity of nodes, the clus-
ter lifetime decreased due
to frequently occurring

topology changes

Table 2.12: QoS metrics used for hierarchical routing protocols

Protocol Packet De- | Cluster | Cluster | Energy Con- | Throughput | Average

Name livery Ratio | Building | Life- sumption Path
Time time Lifetime

ECRNET | X v v v X X

[45]

IMRL [90] | v/ X X v X v

BICSF [44] | v/ v v v X X

DPSO [91] | v X X X v X

Note. v: used, X: Not used
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2.2 Multipath routing protocols for FANETsSs

Multipath routing is known for its reliable route identification and parallel data delivery
enabling optimum utilization of resources thereby fulfilling the quality of service and qual-
ity of experience requirements for the traffic flows. It has helped the backbone networks in
providing resilient communication by using diverse paths and splitting the traffic for sponta-
neous delivery of data to destinations. Due to the certain characteristics of multipath routing
protocols like load balancing, congestion control, reliable communication, and maximum
network resource utilization, it has become a prominent choice for high bandwidth con-
suming applications [92]. Not only in wired networks but the multipath routing has also
shown its effectiveness for data delivery in wireless networks as well. In Network Coding
based Multipath Cooperative Routing(NCMCR) [93]], the protocol had exploited the multi-
path packet forwarding capability for delivering data in batches for low earth orbit satellite
communications. Two algorithms were incorporated into the protocol, namely, source-based
and destination-based multipath cooperative routing algorithms, which manage the traffic de-
livery in a dynamic and cooperative manner. A No-Stop-Wait acknowledgement mechanism
had been devised to handle the acknowledgements in an efficient way thereby increasing the
network throughput. The experimental analysis of the protocol proved its efficiency against
the existing routing protocols. Further efforts have been made to enhance the multipath
routing algorithms to adapt to inherent characteristics of wireless networks for efficient data
delivery like network utility maximization mechanism had been formulated in [94] in which
the authors had developed a hop by hop rate control algorithm for multipath routing in com-
munication networks. They proved the effectiveness of routing mechanism in terms of total
effective rate and aggregate effective utility over the conventional hop-by-hop rate control
and end-to-end rate control with multipath networks. In another study [93], the authors had

surveyed network utility maximization framework based on congestion control for multi-
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path transmission networks. Here, firstly a detailed description of cross-layer design and
optimisation based resource assignment had been presented focusing on congestion control
and then congestion control frameworks had been discussed focusing on elastic and inelas-
tic traffic. Finally, cross-layer multipath congestion control algorithms had been discussed
focusing upon flow control and energy reduction.

Extending the advancements in multipath routing techniques, similar kind of routing so-
lutions have emerged for FANETSs as well. The following discussion describes multipath
routing protocols available for FANETSs by dividing them categorically based upon their
routing mechanism into proactive routing, geographic routing, and reactive routing proto-
cols, describing their features, characteristics which affect their route identification, data

delivery and route maintenance procedures.

2.2.1 Proactive routing protocols

Proactive multipath routing protocols for FANETSs have modified their basic table driven
route identification mechanism to accommodate multipath identification feature in order to
provide fail safe and resilient data delivery among the highly dynamic flying nodes. The
following discussion provides insight into recently developed proactive multipath routing
protocols for FANETS.

Yin et al. [96] had proposed a Network Coding based OLSR Multipath transmission
scheme for FANETS in which the authors had used Random Linear Network Coding (RLNC)
to encode multiple data blocks into packets and then forwarding them to next nodes which
further follow the same procedure. The MPR selection method of OLSR had been improved
to use greedy algorithm which used recent time stamps values of Hello messages received
from nodes for the selection of MPRs. Route calculation took place when a route request got

transmitted between nodes and then using the node-disjoint method, multipath routes were
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constructed out of it. If multipath calculation was not possible using node-disjoint method
then link-disjoint method was used and if the same happened for link-disjoint method then
joint multipath routing was used. The performance of the proposed protocol was tested for
parameters namely successful delivery ratio, end to end delay, and normalised transmission
overhead, for which the routing mechanism displayed better performance as compared to its
peers.

Secinti et al. [97] proposed a UAV Network Management Protocol in which the inter-
connected UAVs had been deployed as OpenFlow switches managed by a centralised con-
troller operated from a remote location using the OpenFlow v1.5 southbound protocol. Ini-
tially, Experimenter messages were used to acquire the 3D position and channel availability
information of UAVs to know about their network topology. Then an estimated transmission
time (ETT) was calculated for each link using packet error rate and data rate of the commu-
nication channel. Afterward, these ETT values were used by disjoint Dijkstra algorithm with
vertex splitting method to identify all the possible path between UAVs. Then these identified
paths were conveyed by OpenFlow controller to the UAVs using modify state message which
populated the flow tables and configured group action buckets. In case of link breakage, the
instructions were issued by the controller to the UAV to refer to a different action bucket for
selecting an alternate route. To eliminate any possibility of signal jamming, a y value had
been used as a multiplier value which was defined as a natural exponential function of inter-
secting signal ranges of UAVs on separate paths. This ¥ value was multiplied to the UAVs
having intersecting links so as to increase their ETT values in order to avoid their selection
as a potential communication link so as to avoid any jamming attacks from disrupting the
communication. The protocol’s performance tests revealed its efficiency in terms of average
outage rate but the performance got degraded for average end to end delay because of its

efforts of eliminating the intersecting UAV links.
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To summarize the discussion, Table [2.13] highlights the salient features, Table [2.14] pin-
points the strengths and weaknesses and Table provides information about the QoS

parameters used for evaluating the protocols.

Table 2.13: Salient features of proactive routing protocols

Protocol Salient Features of Routing Protocol

Name

NC-OLSR e Used RLNC to encode multiple data blocks into packets

[96]] e Optimised MPR selection mechanism by selecting MPRs with recent

Hello message time stamp
e Performed multipath calculation using three different methods with a

priority of node-disjoint method > link-disjoint method > joint multi-

path routing
SD-UAVA e Used experimenter message to acquire information about 3D node
[97] location, channel availability and topology information

e Used estimated transmission time by Dijkstra algorithm to identify
multiple routes between UAVs

e Selected UAVs with disjoint links in order to avoid link intersection
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Table 2.14: Strengths and weaknesses of proactive routing protocols

Protocol

Name

Strengths

Weaknesses

NC-OLSR

[96]

e Use of network coding enhanced the re-
liability of data transmission over wireless
channel by increasing the throughput

e Reduced multiple route discovery at-
tempts by identifying multiple routes in a
single route discovery attempt

e Improved MPR selection ensured longer

availability of MPRs for communication

e Routing load of NC-
OLSR increased in case
of lowest node velocity
due to increased values of
network coding operation

co-efficients

SD-UAVA

[97]

e Experimenter messages helped in tracking
the exact situation of nodes to be elected in
the routing process

e Availability of disjoint paths in the action
buckets allowed for quick route recovery

e Link intersection avoidance mechanism
resulted in prevention of possibility of sig-

nal jamming attack

e Average end-to-end de-
lay increased while re-
moving intersecting links

of UAVs
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Table 2.15: QoS metrics used for proactive routing protocols

Protocol | Packet Packet End Throughput | Routing Link Sta-

Name Delivery | Loss to End Overhead | bility
Ratio Ratio Delay

NC- v X v X v X

OLSR

[96]

SD- X v v X X X

UAVA

[97]

Note. v: used, X Not used

2.2.2 Reactive routing protocols

Reactive routing protocols have adapted themselves to identify multiple on demand routes
to the destination for reliable delivery of data with lesser network outage times. The follow-
ing discussion describes reactive multipath routing protocols for FANETs.

Zhai et al. [98] proposed a Rapid Re-establish Temporally Ordered Routing Algorithm
(RTORA). The researchers extended the link reversal mechanism of TORA [14] by using a
height mechanism with it, in order to reduce control overhead and reinstate the broken route
quickly. The mechanism allows only source nodes to update a broken route. After a UPD or
CLR is received by the nodes, the link-status list and the height list of neighbours is updated.
In case of the existence of a downlink, nothing is done. Else, the link reversal mechanism is
executed to identify a feasible route. The experimental evaluation of the protocol displayed

improved performance for average end-to-end delay and routing overhead.
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Another protocol named Link Stability Estimation-based Preemptive Routing (LEPR)
protocol [99] had been proposed in which the authors had used GPS information to formu-
late a link stability metric which included link quality (ratio of forward and reverse delivery
of packets among pair of nodes), safety degree (closeness of nodes i,j in terms of commu-
nication range and euclidean distance), and mobility prediction factor (using instantaneous
relative speed and direction of movement between nodes 1,j) to decide upon disjoint paths
for data delivery. The protocol showed reliable performance against AODV and DSR in NS3
simulator when tested for packet delivery ratio, end to end delay, route discovery frequency,
and routing overhead.

Pu [100] had proposed a Jamming Resilient Multipath Routing Protocol JarmRout which
aimed at preventing any jamming attack, network disruptions, and localized failures.The
protocol utilised three factors namely estimation of link quality, estimation of traffic load
and spatial distance measurement to find neighbour node links with best link quality, least
traffic load and sufficiently separated in terms of spatial distance. The route identification
process initiated with finding an already stored route in the routing table and if not available,
an RREQ packet was broadcasted. The neighbours processed and forwarded the packets by
replacing the node id, position coordinates, quality of link and network load values if the
received packets’ link quality, traffic load and position coordinates were inferior to itself.
Otherwise the received RREQ was forwarded as it is. And once all the requests had reached
the destination, the destination node selected two distinct paths to reach the source node
with optimal parametric values. The performance of the protocol was tested by changing
the number of nodes and jammers for parameters namely packet delivery ratio, data delivery
latency, communication outage rate, and energy consumed. The protocol performed well
for all the performance metrics except for energy consumed because of the control packet

transmissions for multiple paths.
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To present a summarized view of the discussed reactive routing protocols for FANETS,
Table highlights the salient features of the discussed reactive routing protocols, Table
2.17| pinpoints the strengths and weaknesses of discussed protocols and Table [2.18| provides

information about the QoS parameters used to evaluate the discussed protocols.

Table 2.16: Salient features of reactive routing protocols

Protocol Name | Salient Features of Reactive Routing Protocol

RTORA [98]] e Used height mechanism and link reversal mechanism to reinstate
lost routes
e The height mechanism allowed only source node to perform link

reversal

LEPR [99] e Used GPS information to track the location of nodes
e Used the quality of link, degree of safety, and movement prediction

to evaluate link stability of nodes

JarmRout e Used link quality estimation, traffic load estimation and spatial dis-
[100] tance measurement metrics to identify best neighbours for route dis-
covery

e Destination used two different paths to send reply to the source

node in order to avoid any jamming attack
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Table 2.17: Strengths and weaknesses of reactive routing protocols

Protocol Strengths Weaknesses
Name
LEPR [99] e Used link stability metric to ensure a reli- | ¢ End-to-end delay and
able route discovery route  discovery  fre-
e Used semi proactive route maintenance | quency increased with
mechanism to identify an alternative path | increase in node speed
proactively before the primary path could go
down
RTORA [98] | e Reduced routing overhead by allowing | ¢ Due to the high dy-
only source node to perform route updates | namicity of nodes, delay
e Reduced network delay by avoiding con- | could be introduced into
gestion due to control packet flooding route  re-establishment
process due to pure
reactive nature of the
protocol
JarmRout e Used spatially disjoint multiple paths so as | @ High energy consump-
[100] to avoid probability of disruption, leading to | tion was recorded due to
greater data delivery the transmission of pack-
e Spatially disjoint paths avoided the sce- | ets over two paths
narios of contention between neighbouring
nodes for channel access
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Table 2.18: QoS metrics used for reactive routing protocols

Protocol Packet | Packet | End Throughput | Routing Energy
Name De- Loss to End Overhead | Consump-
livery Ratio | Delay tion
Ratio
RTORA [98] | X X v X v X
LEPR [99] v X v X v X
JarmRout v v v X X v

[100]

Note. v: used, X: Not used

2.2.3 Geographic/Position based routing protocols

Location aided routing protocols have exploited the location information of flying nodes
to identify multiple paths to the destination, providing efficient data delivery in the scenarios
of high node mobility. The following literature describes the geographic multipath routing
mechanisms for FANETs.

A Cross-layer Link quality and Geographical-aware beaconless opportunistic routing
protocol (XLinGO) [101]] had focused on enhancing simultaneous multiple video transmis-
sion over FANETSs. The protocol worked using contention based forwarding in which the
source UAV used broadcasting to send video packets to its neighbouring nodes. The video
packet header included the location information of source node. The neighbour nodes di-
vided the forwarding region into negative progress area (NPA) and positive progress area
(PPA). PPA was the area with neighbour nodes nearer to the destination than source. For de-

ciding which neighbour node would forward data, every node in PPA calculated a dynamic
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forwarding delay (DFD) and threshold energy and the node with least DFD value and en-
ergy sufficiently above threshold energy would forward the packet. The relay nodes were
selected based on the metrics namely link quality, progress value (number of nodes till the
destination) and queue length (packets stored in interface queue) and the node with best val-
ues of these metrics was selected for packet relaying. The protocol’s performance had been
evaluated using OMNET++ simulator [102] for the parameters structural similarity of video
vs. link quality, structural similarity of video vs. frame recovery, and structural similarity vs.
mobility, which revealed better performance for XLinGO as compared to other protocols.
To sum up the discussion about geographic routing protocols, Table summarizes
their salient features, Table [2.20] pinpoints their strengths and weaknesses and Table [2.21]

provides information about the QoS parameters used to evaluate the discussed protocols.

Table 2.19: Salient features of geographic routing protocols

Protocol Name Salient Features of Routing Protocol

XLinGO [101] e Used broadcasting based packet forwarding to the source node

e Divided the data forwarding area into negative progress area and
positive progress area in order to find nodes closer to the destina-
tion

e Selected nodes with least values of dynamic forwarding delay

and higher values of threshold energy to forward packets
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Table 2.20: Strengths and weaknesses of geographic routing protocols

Protocol Strengths Weaknesses

Name

XLinGO e Selecting forwarding nodes with least dy- | e Contention based for-
[101] namic forwarding delay and higher thresh- | warding mechanism of
old energy ensured successful forwarding of | source nodes could result
packets in delayed availability of
e Selecting relay nodes with better values | communication channel

of link quality, progress value, and queue

length metrics ensured successful packet re-

laying

Table 2.21: QoS metrics used for geographic routing protocols

Protocol | Packet | Route | End to | Throughput| Routing| Network| Route | Average

Name De- Up- End Over- | Dis- Setup | Path
livery | date | Delay head con- Suc- Life
Ratio | Time nection | cess Time

Time Rate

XLinGO | v/ X | X X X X X X

[101]

Note. v used, X: Not used

Apart from the discussion done above for the routing protocols of FANETS, there have
been other correlated advancements noticed in the domain. Anicho et al. [|103] in their

paper had discussed how UAV routing protocols and UAV autonomy algorithms exhibited
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conflicting characteristics for their operation in adhoc mode as well as infrastructure opera-
tional mode. The authors had at first discussed how topology changes affect the routing in
autonomous and multi-UAV cooperative networks. Then the authors talked about the UAV
autonomy algorithms and their conflicting behaviour with respect to routing algorithms. The
authors had proposed an integration interface for UAV routing and autonomy algorithm in
which the routing algorithm shared link status information with UAV autonomy algorithm in
order to adjust UAV movements for sustained connectivity and data transmissions. Bujari et
al. [104] had presented a comparison of topology based and location based routing over 3D
Internet of Things (I0T) involving drones, other moving vehicles, and sensors. The authors
selected the popular topology based routing protocols namely DSDV, AODV, and DSR and
compared them with position based protocols namely Greedy-Face-Greedy (GFG) [105],
Greedy-Random-Greedy (GRG) [106], and Depth First Search (DFS) [[107] for their perfor-
mance evaluation using the parameters of delivery ratio, path dilation and delivery time. The
simulation results revealed that DSDV and GFG are not favourable choices for data delivery
in IoT applications. AODV and DSR showed good data delivery rates but they exhibited a
high level of delay. So, they are not favourable for real-time data delivery in IoT applications.

Finally, to summarize the findings discovered from the in-depth study of existing liter-
ature, a comparative analysis of the protocols has been tabulated in Table [2.22] highlighting
their differences in route identification mechanisms, packet forwarding techniques, methods

of storing routing information and any supporting information required for routing.



Table 2.22: Comparative analysis of FANET routing protocols

Characteristics of FANET Routing Protocols

Routing Protocols | P1 | P2 | P3 | P4 | P5 | P6 | P7 | P8 | P9 | P10 | P11 |PI2 | P13 | Pl4 |PI5
P-OLSR [31] VX VXXX XXX X XXX
ML-OLSR[32] |V | X | X |V [ X | X | X |V | X | X |V | X | X | X | X
GPNC-SP[29] |V | X | X |V | X |\ X | X |V | X | X |V | X | X [ X | X
Improved OLSR- | v/ | X | X | X | X | X | X |V | X | X |V | X | X | X | X
ETX [30]

LEBR [57] VXV X XXX XXV | X | X | X | X | X
Modified-RGR | v/ | X [ X | X |V | X |V |V | X |V | X | X | X | X | X
(371

AFP[62] VXX | XX\ XX XX XXX
FGQPA [33] VINX X |\ XXV XX XXX XX
MQSPR [74] VX XX XV X VIV X X XXX
ADRP [75] VX XX XV X XXV | X | X | X | X | X

9L

MITAIY 2ImeIar] g 1o1dey)
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VX XXX | XX X\ X XXX
VXXX XXX X\ XV XXV XX
VXX XX | XXX X VXX XX
VXX |\ XX | XXV VXXX XX

VXXX XXX VXXX XXX

VXWX XX XXX XXX

VXXV XXX XX XX XXX

VXX |\VIX XXX XXX XX

VX VX XX XX XXX

VX XXX | XX VXXX XX

VI XXX XXX VXX XXX

XV X|X|X XXX X|X |V | X | X | X | X

X |V XX | XX X\ V|V |X |V [ X | X | X | X

X |V X X | X | X XXX |V | X | X | X | X | X

BR-AODV [40]
SARP [36]
A-GR [63]
GCS-Routing

[42]

DRS [83]

RARP [60]

GeoSaw [|84]

GRP [41]

IMRL [90]

ECRNET [45]

BICSF [44]

NC-OLSR [96]

SD-UAVA [97]

RTORA [98]
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X |V XX |V X XV XV (X (X | X | X | X

XV XX | X XXX XV | X | X | X | X | X

XV X|X| X XXV X|V XXX XX

VXX |\ XXXV VXX XX XX

VXXX XXX XXX |V X XXX

VI XXX XXX VXXX XXX

VX | XXX | XX VXXX XXX

VX XV XXX XXX XXX

VX XXX | XX VXXX XXX

VX | XXX | XXX\ X |V | X | X | X | X | X

VI X | XXX | XX X\ XV XX XXX
VI X | XXX | XX X\ XV XX XXX
VI XXX XXX VXXX XXX
VXXX XXX VXXX XX
VXXX XXX XXV XX XXX

LEPR [99]

JarmRout [[100]

XLinGO [101]

G-OLSR [71]

LCO-OLSR [72]

QMR [76]

Q-FANET [77]

FNTAR [78]

RLPR [108]

DSR-PM [[79]

S-ELHR [82]

DPSO [91]
PAPR (0]
QTAR [B]]
SRS [89]
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In Table [2.22] the column labels P1 denotes Single path Forwarding, P2 denotes Multi
Path Forwarding, P3 denotes Link Prediction, P4 denotes Location Prediction, PS denotes
Mobility Prediction, P6 denotes Selective Forwarding, P7 denotes Greedy Forwarding, P8
denotes Location Aided, P9 denotes Infrastructure Based, P10 denotes On demand Route
Discovery, P11 denotes Table Driven Route Discovery, P12 denotes Swarm Intelligence,
P13 denotes Nature Inspired, P14 denotes Cluster Based, P15 denotes Fuzzy Logic Based.

The labels v’ denotes used, and Xdenotes Not used.

2.2.4 Chapter Summary

This chapter discusses the existing research done by various researchers in the field of
adhoc routing in FANETS. The chapter arranges routing protocols under different categories.
For each category, the chapter discusses respective routing mechanisms associated with the
core functionality of FANET routing protocols. The discussion attempts to provide insights
into the salient features of each routing mechanism, strengths and weaknesses of each routing
mechanism, and the QoS metrics based on which the performance of routing protocols have
been evaluated. Finally, an exhaustive comparison of all the routing protocols has been
summarized in the tabular form highlighting the various route identification mechanisms
adopted by the protocols to find and recover routes for flying nodes communicating in adhoc
manner. The chapter provides in-depth insights into the kind of routing protocol suitable for
various routing scenarios and the drawbacks and performance issues impacting the routing

performance of the protocols.



Chapter 3

Evaluation of Existing Routing Protocols

for FANETSs

The evolution of flying adhoc networks happened as an extension to the existing mo-
bile adhoc network routing protocols. The existing MANET routing protocols were used
for routing of UAVs in FANETs. The shortcomings in MANET routing protocols led to
the development of improved routing protocols for FANETs. For the purpose of identi-
fying a MANET routing protocol with the best performance for routing in FANETS, this
chapter discusses the simulation based evaluation of existing routing protocols for FANET
routing. To test the performance of various existing routing mechanisms, routing protocols
exhibiting different categories of route identification mechanisms have been selected so as
to exhaustively evaluate the data delivery capability and efficiency of these protocols. The
first protocol selected for the evaluation is the Adhoc On-demand Distance Vector (AODV)
routing protocol. AODV is a reactive routing protocol which uses the on-demand route dis-
covery mechanism to identify the routes when needed. The mechanism uses route request
and route reply packets for exchanging the control information related to route identification

and route recovery. The second protocol considered for evaluation is the Optimised Link

80
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State Routing (OLSR) protocol. OLSR is a proactive routing protocol in which every node
stores the network information for all the nodes with itself and keeps on updating it at regu-
lar intervals. The route identification is supported by the multi point relays and link states in
order to select the best route for packet delivery. Its table driven routing mechanism allows
it to route the data in an efficient manner. The next routing protocol used for the evaluation
is the Adhoc On-demand Multipath Distance Vector (AOMDV )routing. AOMDV is a mul-
tipath routing protocol which ensures identifying multiple feasible paths for delivering the
packets. The next protocol considered for evaluation is the Zone Routing Protocol (ZRP).
ZRP is a hybrid routing protocol which utilizes both proactive routing and reactive routing
schemes for effective packet delivery. The protocol divides the routing region into multi-
ple zones where the intra-zone routing is done in a proactive manner while the inter-zone
routing is done in a reactive manner. The protocols under evaluation have been simulated
to analyse their performance in terms of various Quality of Service (QoS) metrics such as
Packet Delivery Ratio (PDR), Average End to End Delay (EED), average throughput, and
normalized routing load (NRL). These metrics help in analysing the effectiveness of existing

routing protocols for routing packets in FANETSs.

3.1 Simulation and Analysis

Evaluating the performance of different routing protocols with varied routing decision
making mechanisms can allow for identifying a routing mechanism with acceptable packet
delivery in FANETs. To analyse the performance of various routing mechanisms, exhaus-
tive simulations have been performed using Network Simulator-2 (NS-2), a discrete event
simulator. NS-2 is a network simulator developed primarily to support simulations of adhoc

networks and has all the major adhoc routing protocols implemented in it. So, this simulator
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becomes a suitable choice for experimenting with adhoc routing protocols for data routing.
The protocols have been simulated using the scenarios with variations in node speed and
number of nodes. Table enlists the simulation parameters used for the evaluation of

MANET protocols for routing in FANETS.

Table 3.1: Simulation parameters for the evaluation of existing routing protocols

Parameter Value
Number of UAV nodes 10,20,30,40,50,60,70,80,90,100
Simulation area 2000 x 2000 x 2000
Mobility model 3D Random Waypoint Mobility Model
Minimum node speed Sm/s
Maximum node speed 10m/s
Traffic type Constant bit rate
Antenna type Omnidirectional
Simulation time 600 sec.

In the first performance analysis, the protocols under consideration have been evaluated
for packet delivery ratio in terms of node density. The simulations revealed that with increas-
ing number of nodes, the packet delivery ratio increased initially but after a certain increase
in node density, the packet delivery ratio started decreasing due to packet loss happening
as a result of frequent link breakages. Out of the compared protocols, the AODV protocol
outperformed the rest of the protocols despite an increase in the node density as shown in
Figure

In the performance analysis of protocols for routing load versus node density, initially
the routing load was moderate as the protocols identified the routes for lesser number of
nodes. As the node density increased in the scenario, the routing load for the protocols
started increasing gradually. It is evident from Figure [3.2] that AOMDYV and ZRP exhibited
maximum routing load while OLSR exhibited minimum routing load. AODV produced
moderate level of routing load even with increasing node density.

In the analysis of end to end delay versus node density, AOMDYV and OLSR exhibited
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Packet Delivery Ratio vs Node Density
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Figure 3.1: Analysis of packet delivery ratio in terms of node density.
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Figure 3.2: Analysis of normalized routing load in terms of node density.
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lesser delay for the initial number of nodes but the delay values for AOMDV increased
drastically after a marker of 60 nodes while OLSR continued its efficiency in keeping lower
delay values. While ZRP exhibited the second highest delay in delivering the data, AODV

experienced moderate levels of delay even with increased number of nodes as shown in

Figure (3.3
Average End to End Delay vs Node Density
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Figure 3.3: Analysis of average end to end delay in terms of node density.

The analysis of throughput versus node density reflected the better efficiency of AODV
routing protocol in terms of successful packet delivery as compared to other routing proto-
cols. While the initial throughput values were similar for AODV, AOMDYV, and ZRP, the
OLSR showed weaker throughput with lesser number of nodes. With increasing number for
nodes, the throughput values for all the protocols increased gradually but AODV showed the
best throughput efficiency as shown in Figure [3.4]

From the analysis, it has been evident that the reactive on demand AODV protocol proved
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Average Throughput vs Node Density
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Figure 3.4: Analysis of throughput in terms of node density.

its effectiveness in providing the maximum throughput and packet delivery ratio with rea-
sonable values of end to end delay and routing load. The link state OLSR protocol has been
able to reduce the average end to end delay and normalized routing load to the minimum
level. This analysis has been instrumental in deciding upon a type of routing mechanism to

choose for further research work.

3.2 Chapter Summary

This chapter discusses the simulation based performance analysis of existing MANET
routing protocols used for FANET routing. To analyse the performance of various rout-
ing mechanisms, exhaustive simulations have been performed using Network Simulator-2
(NS-2), a discrete event simulator. The protocols tested in the experimentation have been

Adhoc On-demand Distance Vector (AODV), Adhoc On-demand Multipath Distance Vector
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(AOMDYV), Optimised Link State Routing (OLSR), and Zone Routing Protocol (ZRP). The
protocols have been simulated using the scenarios with variations in node speed and number
of nodes. The evaluation of the protocols has been done using the parameters, namely, packet
delivery ratio, normalized routing load, average end to end delay, and average throughput.
The analysis revealed the effectiveness of the reactive on demand AODV protocol in provid-
ing the maximum throughput and packet delivery ratio while the link state OLSR protocol
has been able to reduce the average end to end delay and normalized routing load to the
minimum level. This analysis has been instrumental in deciding upon a type of routing

mechanism to choose for further research work.



Chapter 4

Proposed Quality of Service Aware

Routing Protocol (QARP) for FANETSs

This chapter provides the details of the proposed Quality of Service Aware Routing Pro-
tocol for FANETs. The proposed QARP protocol incorporates the functionality of firefly
algorithm in the route discovery process to identify least delay incurring neighbour nodes
for packet delivery to the destination. The Gaussian Quantum Particle Swarm Optimization
(GQPSO) algorithm has been incorporated to identify a least delay route for packet delivery.
A suitable network scenario has been depicted in which the proposed protocol could be a fea-
sible solution for data routing among the UAVs in adhoc mode. Then a detailed discussion

on the methodology of the proposed QARP protocol has been done.

87
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4.1 Network Model for the Proposed FANET Routing Pro-
tocol

Flying adhoc networks have evolved to be used in various application scenarios where the
human reachability is quite difficult. FANETs have shown their effective implementations
in the scenarios like border surveillance, traffic monitoring, crop monitoring etc. where the
tasks have been completed effectively with least effort by the autonomously flying UAVs.
Routing protocols have been instrumental in the successful execution of the tasks by the
FANETSs. To evaluate the performance of the proposed routing protocol, a scenario of an
agriculture field has been considered in which the UAVs have been deployed to monitor
and analyse the status of the crop like plant condition and soil condition parameters. The
information related to different parameters is recorded using the cameras mounted on the
UAVs. The captured information is transmitted among the autonomous randomly flying
UAVs using omni directional antennas so that it can finally reach the destination node. The
proposed protocol is focusing on optimizing the exchange of data among the flying nodes
so that a near to real time transmission of information could take place and the farmers
can take action for the benefit of crops based upon the data received from the UAV adhoc
network. For the experimentation, let’s consider a set of UAVs N; = Ni,N,, N3, ..., N, where
n is the total number of UAVs deployed within a scenario of area = X x Y x Zm3. The
UAVs move randomly and communicate with each other thereby exchanging the control
information packets and data packets among themselves while flying within their respective
communication ranges. All the UAVs exchange data using node disjoint links in full duplex
mode. A scenario depicting the same has been visualized in Figure @.1]

The network model prominently consists of a network of UAV nodes flying over the field

and communicating among themselves using the wireless communication links represented
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Sin]

Figure 4.1: A group of UAVs monitoring the crops over a field.

as

G=(U,L), @.1)

where G represents a network of UAVs communicating in adhoc mode, U is a set of
UAVs, and L is the wireless links established among the UAVs.

For transmitting a data packet from source node Ul to the destination node U2 where
Ul1,U2 € U, a communication path is required to be established using a set of links between

Ul and U2. The path containing the set of links could be defined as

Path(U1,U2) = (U1,ry,r2y...., 1y, U2), 4.2)

where r, is the relay node (ry,ry,....,r,€ U), and the wireless communication between
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two adjacent nodes is represented by the link /y,1l,,...,[,€L.

The FANET considered in this scenario consists of UAV's flying and moving dynamically
due to which the communication links among them change frequently over time. So the
FANET in this scenario could be considered as a time varying network as represented in

equation 4.3

G(1) = (U(),L(1)) (4.3)

where t denotes the time, G(t) denotes a network of UAVs as a function of time, U(t)
denotes set of UAVs operating as a function of time, and L(t) denotes the wireless links
operating as a function of time.

The network model also includes some assumptions and relevant notations which have

been used to mathematically formulate the proposed protocol as discussed further.

4.1.1 Assumptions

The following assumptions are considered while executing the proposed protocol within

a FANET.

1. All the autonomously flying UAVs are of the same or similar type in terms of their

form factor and flying capabilities.

2. All the UAVs have uniform resource availability and same communication range for

inter-UAV communication.

3. All the UAVs communicate using IEEE 802.11 wireless network technology in full
duplex mode and are equipped with Global Positioning Systems (GPS) for location

awareness.
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4.1.2 Notations

Tabled.T|provides information about the notations used in the proposed routing protocol.
These notations have been used in the various mathematical functions and algorithms to
denote specific terminologies.

Table 4.1: Notations used in the proposed routing protocol

N Number of UAVs
i Node number
] Node number
n Maximum iterations

Node_delay | Delay of communication among UAVs

t Iteration counter

X! Position of node; at t'"* iteration

Xinew New position of node

Bo Attraction constant
Y Absorption coefficient

a Randomness strength 0-1 (highly random)

Ny Node delay

Npi Node position

Niinew Updated node delay
pbest_i Personal best (one hop neighbour of a node with least delay)
gbest Glopal l.)est.(global bf:St delay values of all the nodes in the direction of
destination in ascending order.)

La Local attractor
0 Adaptive shrinkage factor
o Random number generated out of normal distribution in the range 0,1
G Random number taken from the range 1,3

4.2 Methodology of the Proposed Quality of Service Aware
Routing Protocol for FANET

Nature inspired meta heuristic algorithms have shown their efficiency in solving complex

problems with inherent dynamicity. These algorithms are able to optimize the adaptation of
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freely moving communicating nodes within a network. To develop a delay aware efficient
routing protocol, a nature inspired firefly algorithm has been incorporated into the route
discovery mechanism of the QARP protocol. The basic principle of the algorithm lies in
the concept of adapting the placement of fireflies closer to the one with the highest bright-
ness. Based on this principle, the proposed algorithm utilizes the minimum delay among the
neighbouring nodes with respect to a reference node to decide upon the candidate nodes con-
sidered for route discovery. The functioning of the delay aware routing protocol is briefed as

follows.

1. In the initialization phase, for each one hop neighbour of a node, the transmission

delay and position information is identified.

2. The firefly algorithm is used to optimize the position of the nodes to minimize the one

hop delay.
3. For each node, the least delay one hop neighbour is identified.

4. Then using the modified Gaussian Quantum Particle Swarm Optimization algorithm,

the nodes’ delay is optimized by adjusting the position of the nodes.
5. Finally, the least delay nodes are used for delivering the data to the destination.

6. In case of route failure, an alternate node is identified for the node causing the route
failure from the list of least delay neighbours in the direction of the destination. If no

alternate node is available, then the route discovery is started from the point of failure.

4.2.1 Delay Awareness in Route Discovery

In the initialization of the proposed routing mechanism, each node identifies its one hop

neighbours through the exchange of hello messages. The hello message contains the location
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information of the node. In this way, each node comes to know about the current location
and delay of its one hop neighbour. Due to the on-demand execution of the protocol, the
route discovery initiates as and when a route is required to be established. For this purpose,
a Route Request (RREQ) packet is broadcasted to every one hop neighbour of each node to
cover the whole network with RREQ packets. Every subsequent node receiving an RREQ
packet will either forward the packet to the next nodes if it does not have a direct route to
the destination, or it will respond with a Route Reply (RREP) if it is the neighbour of the
destination node. The firefly algorithm optimizes the location of each one hop neighbour of

a node to identify a node with the least delay to the destination using equation {4.4{[109].

X = X{ oo KX)o )

where X! represents the updated position of node i, X;’ represents the current node
position, t is iteration counter, ﬁoefyrizf represents attractiveness constant which is defined
by the brightness values of two fireflies with respect to each other, f is the attraction factor,
X ]t — X! is the distance between node j and i, o is a constant parameter with the value ranging
from 0 < ¢ <1, and & is a random number drawn from uniform distribution at time t.

The pseudo code for the route discovery process is given in Algorithm|I]

The route discovery process mentioned in Algorithm [I] discusses the execution of the

procedure as explained below.
1. In the step 1, each UAV node N; initializes itself.

2. In the step 2, each node N; identifies the transmission delay and node position of its

one hop neighbour by exchanging the HELLO packets.

3. In step 3, the route discovery procedure initiates. The source node transmits RREQ



94

Chapter 4 Proposed Quality of Service Aware Routing Protocol (QARP) for FANETs

Algorithm 1 Pseudo code for route discovery procedure of quality of service aware routing
protocol

1:
2:

10:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

D A A

Initialize the UAV nodes N; = 1,2,3,...,n
For each node N; identify the transmission delay and position of each one hop neighbour
by exchanging the HELLO packets
Initiate Route Discovery by sending RREQ packets from a source node to its one hop
neighbours
For every packet received at a node
while Iteration <n do
if Source_address, Packet_id found in the route cache then
Drop RREQ packet
else
if Node_address==Destination_address then
Send an RREP packet containing node position and delay back to the source
using the reverse route
else
Forward the packet to its one hop neighbours
end if
end if
for All the one hop neighbours of a node N; with a route to destination do
if Node_delay; > Node_delay; then
Update node position using equation 4.4]
end if
Rank nodes based upon node delay Ny; and node position N,
end for
end while

packets to its one hop neighbours. The neighbours subsequently forward the RREQ

packets to their one hop neighbours and so on.

. In steps 4 to 7, for every RREQ packet received by a node, If a node is receiving a
duplicate RREQ which is identified by matching the Source_address and Packet_id,

then the RREQ packet is dropped.

. In steps 8 to 10, If a node receiving the RREQ packet is the destination itself, then
the node creates an RREP packet which contains the destination node position and
transmission delay to reach the source and the packet is forwarded towards the source

using the upstream path.



Chapter 4 Proposed Quality of Service Aware Routing Protocol (QARP) for FANETs 95

6. In steps 11 to 14, if the node receiving the RREQ is not the destination node then
the packet is forwarded from one node to its one hop neighbours and so on until the
destination is reached. The forwarded RREQ packet contains the node position and

transmission delay of the forwarding node.

7. In the steps 15 to 16, for all the one hop neighbours of a node with route to the desti-

nation, compare the data delivery delay of the nodes among each other.

8. In step 17 to 18, update the positions of one hop neighbours using equation 4.4 to

optimize the data delivery delays to the destination.

9. Insteps 19 to 21, rank the nodes based on the least data delivery delay to the destination

Finally, the mechanism provides a list of nodes capable of delivering data to the destina-

tion with the least delay. A flow chart depicting the flow of instructions is shown in Figure

4.2.2 Delay Awareness in Route Establishment

After the route discovery process completes successfully, the proposed routing protocol
initiates the optimal route establishment process in which the mechanism attempts to identify
the route with the least delay to deliver the data. The optimal route is identified by optimizing
the node positions which further helps in identifying the intermediate nodes with the least
delay for end to end delivery of data. The pseudo code defining the route establishment
process is given in Algorithm

The stepwise explanation of the route establishment process is given below.

1. In step 1, the route establishment procedure receives the list of nodes with the least
delay Ny; and their corresponding node positions N,; for each node from the route

discovery procedure.
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Figure 4.2: Flow of instructions in route discovery process.

2. Step 2 initializes the value of the personal best variable pbest; for a node as N;.

3. Step 3 initializes the value of the global best variable gbest as min(N;).

4. In steps 4 to 5, for all one hop neighbours of a node in the direction of the destination,
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Algorithm 2 Pseudocode for route establishment procedure of quality of service aware rout-
ing protocol

1:

6
7
8:
9

10:
11:
12:
13:
14:
15:
16:

From the route discovery procedure, get node delay Ny; and node position Np;
Initialize pbest_1 = Ny;
Initialize gbest = min(Ny;)
while Iteration < n do
For all one hop neighbours of a node in the direction of the destination, calculate the
new position of node Xjp,,, towards the destination using equation 4.5|
Calculate the new delay Njy.,, of data delivery to the destination.
if Ngipew < Ny; then
update Nai = Ndinew
pbest; = Ny;
Calculate min(N;)
if min(N,;) < gbest then
Update gbest = min(Ny;)
end if
end if
Using gbest populate routing table and start data transmission
end while

10.

calculate the new position of node Xj,,,, towards the destination using equation [4.5]

. In steps 6 to 7, Identify the new delay of nodes for data delivery to the destination.
compare the newly calculated delay Ny;,.,, With the older one N;; and check whether

it is less than the older delay or not.

. In step 8, if the newer delay Ny, 1s less than the older delay Ny; then update the value

of Ny; with Nygjner-
. In step 9, update the pbest; with Ny;.
. In step 10 calculate the minimum of N;; as min(N;).

. In steps 11 to 13, compare the min(N,g;) with gbest. If min(Ny;) is less than gbest then

update the gbest with min(N;).

In step 15, using gbest populate the routing table and start data transmission.
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The pbest primarily defines the personal best delay value of one hop neighbours of a
node in the direction of the destination and gbest defines the global best delay values of
all the nodes in the direction of the destination in ascending order. The GQPSO algorithm
calculates the optimized position Xj,,, of the nodes using the location update equation 4.3

[L10].

1
Xinew = La; — 8|mbest — X;|log (6) (4.5)

Here, La; is the local attractor which is defined in equation[4.6] & is the adaptive shrinkage
factor used to optimize the convergence of the algorithm as defined in equation [4.10} This
factor affects the searching and convergence of the algorithm as a smaller value of o will
result in a local convergence and a larger value of 6 will result in delayed convergence of
the algorithm, mbest is the mean of personal best and its mathematical relation is defined
in equation 4.11] This parameter is used to enhance the global searching ability among the
flying nodes, X; is the previous position of the node, and G is an absolute random number

generated from a normal distribution out of a range of (0,1) as defined in equation 4.12]

La; = (C} X ¢; X pbest;+Cy x (1 — @;) x gbest (4.6)

here, C; and C; are the social and cognitive constants, pbest_i is the personal best vari-
able which is defined in equation and gbest is the global best value which is defined

mathematically in equation4.8] ¢ is defined in equation[4.9|as an absolute value of a random
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number derived from the normal distribution in the range of 0,1.
pbest; = Ny; 4.7

here, Ny; is defined as the one hop neighbours of a node with the least delay towards the

destination.
gbest = min(Ny;) (4.8)

here, min(Ny;) is defined as a set of nodes with the least delay towards the destination

forming an end to end route for data delivery.

¢ = abs(rand(0,1)) (4.9)

5=(wz—w1)< (4.10)

itermax — iter
—— |+ o
itermax

here, ®; and @, are constants whose values are 0.5 and 1. iter and itermax refer to the

current iteration and maximum iterations.

n

1
mbest = — Z pbest; 4.11)
izl

here pbest; is the personal best value of the node.

G = abs(rand(0,1)) (4.12)
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After the positions of the nodes are updated, the one hop neighbours with the least delay
Nyinew to a node in the direction of the destination are again identified and compared with
existing delay value Ny;. If the new value is lesser than the previous one, the node with least
delay replaces the previous node. Thus for every node in the direction of the destination, a list
of one hop neighbour nodes with the least delay in the direction of the destination is formed.
The routing procedure can choose a set of nodes with the least delay towards destination and

start delivering the data. Figure [4.3|depicts a flowchart representing the same.

From route discovery procedure,
get node delay Ng; and node
position Np;

l

Initialize pbest = Ng; ]

l

Initialize gbest = min(N ;)

No Iteration <=n Ye

—

For all one hop neighbours of a node in the direction
of destination, calculate new position X;,, .,
of the node towards destination using equation 4.5

———————No

Update Ng; = Ndinew
pbest = Ngy;

Calculate min(Ng;

)
N min(Ng;) < gbest Yes
Update gbest = min(V ;)

Using gbest populate routing table and start data transmission

Figure 4.3: Flow of instructions in the route establishment process.

The combination of two heuristic algorithms provide effective routing among the flying
nodes by ensuring the least delay incurring routes for packet delivery. Both, the firefly algo-

rithm and GQPSO algorithms have shown their efficiency in solving similar kind of problems
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due to which they became suitable for proposing this routing protocol. Also, the location in-
formation aids in the identification of the currently available optimal nodes for forming the

subsequent routes.

4.3 Chapter Summary

This chapter proposes an efficient quality of service aware routing protocol for FANETS.
The protocol uses a combination of firefly algorithm and GQPSO algorithm to provide ef-
fective least delay packet delivery to the destination. The assumptions have been consid-
ered for the execution of this proposed protocol. To mathematically formulate the proposed
protocol, the mathematical notations have been defined. The chapter further discusses the
methodology of the proposed FANET routing protocol which describes the functionality of
the protocol getting optimized in two different phases. In the first phase of route discovery,
the nature inspired Firefly algorithm optimizes the position of the nodes to allow the iden-
tification of prospective nodes for effective data delivery to the destination. In the second
phase, the modified Gaussian Quantum Particle Swarm Optimization algorithm identifies
the least delay incurring nodes to the destination out of the nodes identified in the previous
phase and chooses intermediate nodes with least delay in data delivery to the destination. So,
the delay awareness in the route discovery and route establishment allows for optimal packet

transmission to the destination in the network of UAVs.
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Results and Discussion

This chapter discusses the performance evaluation of the proposed QARP protocol. The
performance evaluation provides insights into the effectiveness of the proposed routing pro-
tocol for packet delivery in terms different quality of service parameters. The performance
evaluation helps in identifying the efficiency of the protocol for optimal utilization of the
resources. The proposed QARP protocol has been compared with other existing routing
protocols namely MA-DP-AODV [111]], MDA-AODV [112]], MDRMA [113]].The baseline
for selecting these protocols for experimental evaluation is that the AODV protocol and its
optimized variants have been proven to perform efficiently in the highly dynamic environ-
ment of mobile nodes. Selecting these optimized variants of AODV protocol will allow us

to exhaustively test our proposed routing mechanism for various performance metrics.

5.1 Performance Evaluation Metrics

The simulation based performance evaluation of the proposed protocol has been done
in order to evaluate its efficiency and effectiveness for packet delivery in terms of various

performance evaluation metrics, namely, packet delivery ratio, delay, throughput, routing

102



Chapter 5 Results and Discussion 103

overhead, and energy consumed. The definition of the performance evaluation metrics has

been provided below.

» Packet Delivery Ratio: This metrics identifies the ratio of the total number of suc-
cessfully received packets in comparison to the total number of sent packets. The

mathematical relation used for the calculation of packet delivery ratio is defined in

equation

n

N
PDR=Y
i=1 NVps

(5.1

where N, is the number of packets successfully received at the destination and N is

the number of packets sent by the source and n is the total number of packets.

* Delay: This metric tells the amount of delay incurred in transmitting the packets from
source to the destination. The delay includes the processing delay, propagation delay,

and queuing delay. The mathematical relation used to calculate delay is defined in

equation

— Dpr+Dpg+Dy

Delay =
L™ A

(5.2)

where D), is the processing delay, D, is the propagation delay, D, is the queuing

delay, and N, is the total number of successfully received packets.

* Throughput: This metric determines the number successfully received packets at the

destination per unit time. The throughput value is represented in kilobits per second
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(kbps). The mathematical relation for the same is defined in equation[5.3]

T hroughput = i Npr
1 Tr - TS‘

(5.3)

i=
where N, is the total number of successfully received packets at the destination, 7; is
the time when the packet is received at the destination, and 7 is the time when packet

left the source.

* Routing Overhead: This metric defines a ratio of total number routing packets sent to
the total number of successfully received packets. The mathematical relation for this

metric is defined in equation

n

N,
RoutingOverhead = Z e
i=1"'pr

(5.4)

where N,,, is the total of routing control packets and N, is the total number packets

successfully received at the destination.

* Energy Consumed: This metric defines the amount of energy consumed for the de-
livery of packets from the source to the destination. The mathematical relation for this

metric is defined in equation [5.5]

E —E,

n
EnergyConsumed = Z
i=1

(5.5)

where E; is the energy of the node at the time of transmission of packet, E, is the
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energy value of the node when the packet is successfully received at the destination,

and N, is the total packets successfully received at the destination.

These performance metrics helped in evaluating the capability of proposed routing pro-

tocol for delivering packets in FANETS.

5.2 Simulation Results

The exhaustive simulations have been performed to comprehensively analyse the be-
haviour of the proposed protocol through the variation of different parameters namely node
density, packet transmission rate, and number of connections for data transmission. The met-
rics used for performance evaluation are delay, routing overhead, throughput, packet deliv-
ery ratio, and energy consumed. For simulation purpose, a discrete event simulator Network
Simulator-2.35 has been used which is an open source network simulator freely available
for use under the GNU GPL license. The simulation parameters used for the evaluation and
comparison of the protocols are listed in Table [5.1]

Table 5.1: Simulation parameters.

Parameter Value

Number of UAV nodes 100, 125, 150, 175, 200
Number of active data connections 20,25,30,35,40
Packet transmission rate 4,8,12,16,20 packets/sec.
Mobility model 3D Random Waypoint mobility model
Traffic type Constant bit rate traffic
Packet Size 500 bytes
Minimum node speed 0 m/s
Maximum node speed 50 m/s
Interface queue Priority queue
Simulation area 4000 x 4000 x 4000 m?

Simulation time 600 seconds
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5.2.1 Performance Evaluation in Terms of Varying Node Density

Let’s discuss the effect of varying node density on the performance of the proposed pro-
tocol. An increase in the number of nodes in a dynamically changing adhoc network results
in slow convergence of the network that leads to an increased delay in delivering the packets.
Our proposed protocol has attempted to cater to this issue by using the nature inspired firefly
algorithm. The algorithm identifies the least delay one hop neighbours of a node in the di-
rection of the destination. This helps in identifying the nodes with the least delay to deliver
the packets to the destination. The heuristic of the algorithm is further augmented by using
the GQPSO algorithm which takes the nodes identified by the firefly algorithm, applies its
location optimization to them, and then evaluates the delay. Finally, the nodes with the least
delay in delivering packets to the destination are identified and data delivery is initiated. As
shown in Figure it is evident that the delay incurred by the proposed QARP protocol is

significantly lesser than the rest of the protocols.
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Figure 5.1: Impact of node density on delay
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The increase in node density has also impacted the packet delivery ratio of the proto-
cols under evaluation. With the increased number of nodes entering into a dynamic adhoc
network the possibility of path formations increases due to the ample availability of nodes.
The proposed QARP protocol in Figure[5.2lhas shown a similar behaviour where with an in-
creasing number of nodes the packet delivery ratio increased gradually showing a significant

improvement over the rest of the protocols in comparison.
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Figure 5.2: Impact of node density on packet delivery ratio.

While evaluating the effect of node density on the routing overhead, it is observed that
the increased node density adds to the routing overhead. As could be seen in Figure[5.3] the
routing overhead has increased with the increase in the number of nodes. Still, the proposed
QARP protocol has managed to perform well. Although, with the increase in the number
of nodes, the routing overhead has increased for every protocol but the proposed QARP

protocol has incurred the least routing overhead among all.
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Increased node density has also shown its impact on the throughput of the network. With
increased node density, more number nodes were involved in the successful transmission of
packets to the destination. As seen in Figure[5.4]the increasing number of nodes results in in-
creased throughput of all the routing mechanisms. Although the increment in the throughput
for the other routing mechanisms varied marginally, our proposed QARP protocol showed
significantly better performance.

Energy consumption has also been a major challenge for efficient routing of data among
the flying nodes. Increased node density has shown its impact on the energy utilization by
the routing mechanisms to find the feasible routes for data delivery. The proposed routing
mechanism utilised its nature inspired heuristics to efficiently consume energy of nodes for
effective packet delivery. As seen in Figure [5.5] the energy utilization for other routing pro-
tocols increased linearly while the proposed routing mechanism consumed the least amount

of energy for efficient packet delivery among nodes.
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Figure 5.4: Impact of node density on throughput.
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5.2.2 Performance Evaluation in Terms of Varying Data Flows

A discussion on the impact of data flow on the performance of FANET routing is done
here. The increased number of data connections among the nodes increases the flow of
packets within the network. This results in the network being more sensitive to performance
degradations due to node movements and path breaks. The dynamic location changes, flying
speed variation, and change in the direction of movement of nodes affect the data delivery
performance of the network. To reduce the effect of these factors, the proposed QARP
protocol utilizes the dynamic adapting ability of nodes introduced by the hybrid operation
of firefly and GQPSO algorithms which select the most optimal nodes for data delivery with
the sustained probability of packet transmission to the destination. As shown in Figure [5.6]
the proposed QARP protocol has shown significant improvements in the transmission delay
of packets to achieve increased data flows in the network. Although the delay has increased
with the increase in data flows but the nodes have been delivering packets to the destinations

without affecting the actual communication.
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The packet delivery ratio of the network is also influenced by the increase in data flow
in the network. The proposed QARP protocol has shown its effectiveness in handling the
increased packet flows by adjusting the UAV nodes to provide continuous delivery of data
to the destination nodes. As shown in Figure the QARP protocol has shown significant
improvement in terms of packet delivery ratio delivering enhanced packet throughput for

UAV adhoc network as compared to other UAV adhoc routing protocols.
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Figure 5.7: Impact of the number of data flows on packet delivery ratio.

The increased data flow in the UAV adhoc network also alters the routing overhead in-
duced by the routing protocols. The frequency of UAV nodes dynamically entering and exit-
ing the data delivery route forces the routing protocol to utilize the route discovery packets to
reinstate the data transmission. The proposed QARP protocol takes care of this constraint as
the hybrid nature inspired heuristic based algorithms promptly patches the missing node and

the network continues with data transmission. As shown in Figure the proposed QARP
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introduced minimal routing overhead in the network with the increasing data flows thereby

allowing for effective utilization of bandwidth for actual data communication.
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Figure 5.8: Impact of the number of data flows on routing overhead.

The increased data flow has also impacted the throughput of the routing protocols. As
seen in Figure the throughput of the proposed protocol is significantly higher as com-
pared to the existing protocols. The delay aware meta heuristics of QARP have succeeded in
providing the least delay nodes to deliver the data in a highly dynamic environment.

Increased data flow has also showed its impact on the energy consumption of nodes for
packet delivery. As seen in Figure [5.10} the proposed routing mechanism has optimised
the utilization of node energy by consuming the minimum possible amount of energy for
delivering data over multiple data connection among the nodes. The delay awareness in
the route discovery and routing table population has allowed the usage of minimum delay

incurring routes for packet delivery resulting in reduced energy consumption by nodes.
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5.2.3 Performance Evaluation in Terms of Varying Packet Flows

A discussion on the effect of varying packet flow on the dynamically moving UAVs in
the adhoc network is done. The dynamicity of the network results in frequent path changes.
In the case of reactive routing protocols, the characteristic of on-demand route discovery of
a broken link can cause the packets to be accumulated in the nodes’ interface queues waiting
for a feasible link to continue data transmission. This results in the network getting congested
leading to a drop in the network performance. The proposed protocol has attempted to take
care of this drawback by using the location information and the delay information of nodes
forming inter-node links to identify the most sustainable links for delivering the data to the
destination. As shown in Figure the proposed QARP protocol performed reasonably
by keeping the delay values lower as the packet transmission rate increased in the network

as compared to other protocols.
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The packet transmission rate can also impact the performance of the network in terms
of packet delivery ratio. With an increased packet transmission rate, the network delivers
more data to the destination which results in increased throughput and packet delivery ratio.
As shown in Figure [5.12] as the packet transmission rate is increasing, the packet delivery
ratio for the proposed QARP routing protocol is increasing. Due to the inclusion of nature
inspired heuristics in the data routing decision making, the proposed protocol has shown
significant improvement in performance as compared to MA-DP-AODV, MDA-AODYV, and

MDRMA routing protocols.
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Figure 5.12: Impact of packet transmission rate on packet delivery ratio.

The higher packet transmission rate could increase routing overhead in case of frequent
route failures as the broken routes for different destinations are required to be reidentified and
reinstated. By the time routes are reidentified, the packets waiting to be delivered are accu-

mulated in the interface queues of intermediate nodes. As shown in Figure[S.13|the proposed
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routing protocol QARP has kept the routing overhead lower by quickly adapting the network
to route breakages since the GQPSO algorithm can identify the alternate nearest nodes to the

destinations efficiently thereby allowing the data to be delivered to the destination nodes.
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Figure 5.13: Impact of packet transmission rate on routing overhead.

The variation of the packet transmission rate has also impacted the throughput of the
network. With an increased packet transmission rate, the throughput of the network in-
creased. Due to the inclusion of meta heuristic behaviours, the proposed QARP protocol
outperformed the remaining protocols under tests as seen in Figure

The varying packet transmission rate has also shown its impact on the energy consump-
tion of the nodes in a time varying network. As seen in Figure the energy consumption
is increasing for all the routing protocols with increasing packet transmission rate while the
proposed QARP consumed the minimum amount of energy among all the routing mecha-

nisms showing an optimal performance for packet delivery among flying nodes. The opti-
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mization could be attributed to the nature inspired heuristics catering to the dynamicity of

the FANETS.
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Figure 5.14: Impact of packet transmission rate on throughput.
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5.3 Chapter Summary

This chapter discusses the performance evaluation of the proposed QARP routing proto-
col in comparison to the other existing routing protocols. For the purpose of experimentation,
the discrete event simulator Network Simulator-2.35 has been used. The simulation param-
eters included varied number of nodes, varied number of links, varied packet transmission
rates, and varying node speeds in order to evaluate the performance of the proposed routing
protocol against the existing protocols exhaustively. The protocols have been evaluated for
their performance in terms of delay, packet delivery ratio, routing overhead, throughput, and
energy consumed with respect to number of connections, packet transmission rate, and num-
ber of nodes. The proposed routing protocol outperformed the rest of the protocols in terms

of all the performance parameters.



Chapter 6

Conclusions and Future Scope

6.1 Conclusions

This thesis has been composed on the theme of proposing an optimal routing protocol
for flying adhoc networks considering the quality of service parameters. The initial part of
the thesis introduces the concept of adhoc networks and adhoc routing in a detailed man-
ner. A detailed discussion on the characteristics and features of FANETSs has been done so
as to differentiate them from the MANETs and VANETSs. To study the problem domain, a
detailed discussion on the existing routing protocols for FANETS has been done highlight-
ing their salient features, strengths, weaknesses, and quality of service parameters used for
their evaluation. A simulation based evaluation of existing adhoc routing protocols namely
AODV, AOMDYV, OLSR, and ZRP has been done considering the scenarios of varying node
speed and node density. The simulation results identified AODV as a routing scheme ex-
hibiting optimal data delivery with reasonable values of delay and overhead. This analysis
provided a direction to develop an optimal routing mechanism for FANETSs. Also, the con-
clusion drawn from the detailed literature review helped in identifying the research gaps to

be considered for further research. Based on the identified research gaps, the development of
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Quality of Service Aware Routing Protocol for FANETSs has been done considering the re-
duction of communication delays and overhead as its primary goal. A network model for the
proposed QARP protocol has been discussed mentioning the nodes’ arrangement and nodes’
communication in the adhoc network. Considering some limited assumptions, a detailed
methodology of the proposed QARP protocol has been discussed explaining its neighbour
discovery and route identification mechanism. The proposed QARP protocol incorporates
the heuristics of nature inspired Firefly algorithm to optimize the route discovery process
by identifying the least delay incurring neighbour nodes in the direction of the destination
which serve as input for optimizing the route establishment process. A delay aware route
establishment process further augments the delay optimization by selecting the least delay
incurring intermediate nodes to deliver the packets from source to destination by utilizing
the heuristics of Gaussian Quantum Particle Swarm Optimization algorithm. This heuristic
based routing mechanism has handled the FANET dynamics really well by showing opti-
mal performance in terms of packet delivery ratio, routing overhead, throughput, delay, and
energy consumed for different simulation scenarios of varied node density, varied packet
transmission rates, and a varied number of connections. The proposed QARP protocol out
performed the existing routing protocols for all the performance metrics as its efficient delay
aware routing mechanism has been able to effectively deliver the packets to the destinations

with least delay.

6.2 Future Scope

Quality of service guarantees for a highly dynamic adhoc network is challenging to fulfil.
Due to frequent topology changes, node position changes, link breakages, and node discon-

nections, providing reliable routing paths for data delivery are difficult for adhoc routing
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protocols. In an attempt to address this issue, a Quality of Service aware routing protocol
has been proposed in this thesis. Although the proposed QARP protocol tried to address the
prominent challenges in the delivery of packets among the flying UAVs but due to the inher-
ent dynamicity of FANETS, framing a perfect solution for data routing among adhoc flying
nodes is challenging. The future directions for this research could be the inclusion of multi-
path load balancing in designing a routing protocol for FANETs. The usage of machine
learning algorithms could also be a feasible choice for packet delivery in FANETSs provided
that the learning mechanism can adapt to the changing dynamics of the network quickly. The
usage of effective route prediction and node position prediction mechanisms can also help in
optimizing packet delivery in FANETSs as handling the frequent location changes, topology

changes, and travel speed changes is a challenge.
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