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Abstract

Z (pronounced Zed!) is a Formal Specification language that works at a high level of
abstraction so that even complex behaviors can be described precisely and concisely,
which is also used to specify the functional requirement of the system. A functional
specification is a formal document used to describe in details for software developers a

product's intended capabilities, appearance, and interactions with users.

The Z notation is a strongly typed, mathematical, specification language. It is not an
executable notation; it cannot be interpreted or compiled into a running program. The Z
notation is a model-based specification language based on set theory and first-order
predicate logic. It provides rich data structures and facilities to define operations on them.

An abstract Z specification of an Automated Teller Machine (ATM) environment is
defined in this thesis. This specification is used to represent the state of the world and the
operations defined on it. The Z schemas are written by using Z/Word tool, supports all
types of notations which are used in Z language. Then, attempt to ensure that some
constraints on this system are not violated. For this, converted the Z specification into an
Alloy model that can be put into the Alloy Analyzer for fully automatic analysis. Alloy is
a formal language deeply rooted in Z. Alloy's writing mechanisms are designed to have

the flexibility of Z's schema calculus, but are based on different idioms.

Combining Z specification to C++ code to provide a prototyping facility by integrating
the execution of code into the interpretation of a specification. That is, it is not aimed as a
code generation system, but kind of a tool for analyzing specification (including syntax,
semantic and type checking) and for helping a software developer in obtaining code from

specification.
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Chapter 1
Introduction

Computer-based systems are increasingly integrated into day-to-day life. They either
control or provide platforms for communication networks, transportation facilities,
economic markets, health-care systems, and safety and security facilities. One of the
most challenging tasks in software development is to assure reliability of systems
being designed and constructed. This becomes even more important as the use of
software increases dramatically in embedded systems within life-critical environments
such as medicine, air traffic control and other transportation systems, spacecraft
control, and national defence weapons deployment and activation. With the increasing
complexity of these systems, effective design and development of high quality
systems that conform to their requirements are extremely challenging and the costs of
design faults and system failures are high. Proper understanding of the requirements,
exact design decisions, and effectively communicating such decisions with the
domain experts as early as possible will play an important roles in the design of
complex systems. These challenges call for acceptance of proper engineering methods

and tools and have motivated the use of formal methods in software engineering.

Formal methods provide a framework within which people can specify, develop and
verify systems in a systematic rather than ad hoc manner. They give us techniques to
formally specify the functionality of a system, to verify its correctness or to develop
the system gradually from an abstract specification to its implementation. All these

aspects are important when designing safety-critical systems.
1.1 Formal Methods

Formal methods refer to mathematically based techniques for the specification,
development and verification of software and hardware systems [30]. Formal methods

may be applied at a number of levels:

Formal Specification: A mathematical description of the desired behaviour of a
software system specifying in abstract terms what a system should do and not how to
do it. During the formal specification phase, the engineer strictly defines a system
using a modelling language. Modelling languages are fixed grammars which allow



users to model complex structures out of predefined types. This process of formal
specification is similar to the process of converting a word problem into algebraic

notation.

Formal development and verification: A formal development process involves
iteratively refining a formal specification to produce the finished system. Formal
Methods differ from other specification systems by their heavy emphasis on
provability and correctness. By building a system using a formal specification, the
designer is actually developing a set of theorems about his system. By proving these
theorems correct, the formal methods ensures the correctness of the system. The
process of proving or disproving properties of the software system against a formal

specification is known as formal verification.

Implementation: Once the model has been specified and verified, it is implemented
by converting the specification into code. As the difference between software and
hardware design grows narrower, formal methods for developing embedded systems
have been developed.

1.1.1 Formal specification languages

Formal specification languages almost invariably use mathematically based syntax.
This allows the user to create a high-level model of the system using mathematical
structures such as sets, propositions and mappings. The mathematical notation
provides a well-defined and well-known semantics, which help to prevent the
vagueness and ambiguities which may arise in a more informal requirements
gathering phase. Another advantage of using mathematical notation is the ability to
apply logical inference rules for automatically validating the internal consistency of a

model.

The expressiveness of mathematical notation allows a high level of abstraction
allowing the user to focus on the core functionality of the system without prematurely

worrying about implementation details.

A considerable number of formal specification languages are available, some of them

are:



e Z- Pronounced “zed’. Based on Zermelo-Frankel set theory, Lambda Calculus
and First Order Predicate Logic. Developed in 1977 by Jean-Raymond Abrail,
Steve Schuman and Betrand Meyer it was later further developed at the
programming research group at Oxford University.

e B- The B Method is based on Abstract Machine Notation. Developed by Jean-
Raymond Abrail it allows easier refinement to code (compared to Z). A tool
set is available supporting specification, design, proof and code generation
[31].

e RAISE - Rigorous Approach to Industrial Software Engineering. Developed
by Dines Bjorner as part of the European ESPRIT Il LaCoS project in the
1990s. The methods consist of a set of tools based on RSL, the Raise
Specification Language [34].

e Alloy- Developed in 1997 by the Software Design Group at M.L.T. Alloy is a
declarative formal specification language designed specifically for automatic
analysis. The toolkit includes a model finder/ checker which convert the model

to a Boolean formula which can then be checked using a SAT solver [35].

1.2 Thesis Roadmap

Chapter 1 gives introduction to Formal Methods and Formal Specification Languages.
Chapter 2 gives the brief description about Z language, the various types of operators
available in Z and what are the difficulties with it. Definition of duration calculus
concepts as they apply to specification in Z and how it can be represented along with
the schemas is given. Chapter 3 gives the introduction to the problems statement and
the objectives of this thesis. In Chapter 4, An Automated Teller Machine (ATM) is a
safety-critical and real time system is taken as a case study. The conceptual model of
the ATM and corresponding Formal Model of ATM are defined. Special attention to
find errors and solutions for those errors are done Chapter 5. In Chapter 5,
introduction to the Alloy model, how Alloy is related to the Z, Alloy main features
and solution for the errors are defined. Chapter 6 provides how the Z specification can
be combined to Code. This basic idea will be helpful for the code generation process.

Chapter 7 concludes the work done in this thesis.



Chapter 2
Literature Review and Related Work

2.1 Literature Review

The Z language is a state based, formal specification language that is based on
Zermelo Frénkel axiomatic set theory and first order predicate logic. The Z notation
[9, 10] is a strongly typed, mathematical, specification language. It is not an
executable notation; it cannot be interpreted or compiled into a running program.
There are some tools for checking Z texts for syntax and type errors in much the same
way that a compiler checks code in an executable programming language. Z is a
model-based notation. One of the other main ingredients in Z is a way of
decomposing a specification into small pieces called schemas. The schema is the
feature that most distinguishes Z from other formal notations. In Z, schemas are used
to describe both static and dynamic aspects of a system. In [15], proposal to a
structured-expandable format of a use case is given, which is expressed in Z notation
and then represented visually using an Entity-Relationship diagram, which has
become a literal industry standard for capturing requirements with Z notation and
again represent it visually using ER diagram. Comparing the different specification
methods theoretically and address their differences by designing a particular part of
the ABM system using each method [7], the authors has confirmed that it is important
to combine prototyping technique and formal methods for development of large scale
systems. The Z specification describes the data model, system state and operations of
the system. Importantly, it can serve as a single, reliable reference point for those
who investigate the needs, those who implement programs to satisfy those needs,
those who test the results, and those who write instruction manuals for the system
[10].

A fuzzy logic tool kit has been developed for the formal specification language Z. It
permits the incorporation of fuzzy concepts into the language while retaining the
precision of any Z specification [17]. A framework for the specification of parallel
and distributed real-time systems is presented by using the formal specification
language Z [18]. This paper proposes a practical and systematic approach for the
specification of real-time systems in Z. Many critical control systems are developed

using formal methods. A method to safety-critical railway signalling systems for the



formal requirement specification using Z and analyzed the specification results [19].
The key components of Network Security Policy Model are formalized in order to be
sharp, precise and prevent their multiple interpretations, represented the model using
the well known formal notation, Z [20] . Z also helps in refinement towards an
implementation by mathematically relating the abstract and concrete states. In the
journal article “Formal Specification and Documentation of Microprocessor
Instruction Sets” [22], author discusses the use of Z to define a microprocessor based
system. Z is being used by a wide variety of companies for many different
applications. Many institutions use Z because they choose to, rather than because it is

mandated by a defence or security related client [22].
2.2 Brief Introduction to Z

In the Z notation there are two languages: the Mathematical Language and the
Schema Language. The mathematical language is used to describe various aspects of
a design: objects, and the relationships between them. The schema language is used to
structure and compose descriptions: collating pieces of information, encapsulating

them, and naming them for reuse.
2.2.1. The Mathematical Language
2.2.1.1 Propositions of Algebra logic

A logical language based upon traditional propositional calculus which is part of the
logical language of Z. Each component of the language is presented alongside rules
that explain when it may be introduced or eliminated. Collected together, these rules
form a system of natural deduction: they state what may be derived from a

proposition, and under what conditions that proposition may be concluded.

i) Propositional logic: Propositional logic deals with the statement of said facts
which must be either true or false, but not both. Statements or verb assertions will
denote by the letters p, q, I, s....etc (with or without subscripts). Some statements are

composite, that is composed of sub statements and various connectives.

Examplel: “Roses are red and violets are blue” is a composite statement with sub

statements “Roses are red” and “violets are blue”.

Example2: “where are you going?” is not a statement since it is neither true nor false.

5



In logical language, propositions may be connected in various ways. The following
table describes five propositional connectives, arranged in descending order of
operator precedence:

Table 2.1: Logical propositional connectives.

Operator Meaning Value
- Negation Not
A Conjunction And
\% Disjunction Or
= Conditional Implies
& Biconditional If and only if

Table 2.2: The truth table for the propositions.

P Q PAQ PVQ P=Q P&Q -p
T T T T T T F
T F F T F F F
F T F T T F T
F F F F T T T

2.2.1.2 Predicate Logic

The propositional logic is not powerful enough to represent all types of assertions that
are used in computer science and mathematics, or to express certain types of
relationship between propositions such as equivalence.

For example, the assertion "x is greater than 1", where x is a variable, is not a
proposition because we cannot tell whether it is true or false unless you know the

value of x. Thus the propositional logic cannot deal with such sentences. Also the



pattern involved in the following logical equivalences cannot be captured by the
propositional logic:
"Not all birds fly" is equivalent to "Some birds don't fly".

"Not all integers are even" is equivalent to "Some integers are not even".

A predicate is a verb phrase template that describes a property of objects, or a
relationship among objects represented by the variables. There are two logical

constants in predicate logic, namely true and false.

Examplel: "The sky is blue", and "The cover of this book is blue" come from the
template "is blue" by placing an appropriate noun/noun phrase in front of it. The

phrase "is blue™ is a predicate and it describes the property of being blue.

i) Quantification: Full predicate logic augments propositional logic with
quantification over a list of variables X, including type information in the case of Z
[23]:

= Universal quantification: vV X @ q is only true when the predicate q is true for all
possible values of X.

= Existential quantification 3 X ® q is true if there is any (at least one) set of
values for X possible which make g true. There may be more than one value;
indeed all possible values, as required for universal quantification, would still be
valid.

= Unique existential quantification 3; X ® q is a special but useful case of the more
general existential quantification which only allows X to take a single value, not

an arbitrary (non-zero) number of values.

The scope of the variables listed in X is bounded by the clause g in the examples
above. Thus the same names may be reused outside the clause to stand for different

variables if desired.

i) Laws: There is a rich set of algebraic laws for transforming predicates when

performing proofs about specifications. A good selection of these is presented in [24].



2.2.1.3 Sets and Relations

In the Z notation, there are several ways of defining an object. Simply declare, may be
define by abbreviation, or may define by axiom. In addition, there are special

mechanisms for free types and schemas, discussed later.

1) Declarations: The simplest way to define an object is to declare it. If the object is a
given set, or basic type, then we does this by writing its name between brackets: for

example, the declaration

[Typel.

Introduces a new basic type called Type. Z is a typed language; that is to say, every
variable in Z has a particular type (i.e., set from which it is drawn) associated with it

which must match appropriately when it is combined with other variables.

The question arises, why fuss about types? They introduce a lot of extra complexity to

a specification. However this proves to be well worthwhile for the following reasons:

1. It helps to structure specifications. Specify the set of possible values from which a
variable can be drawn, and then further constrain the variable using a predicate if
required. For example in the (English) statement: X is a path of least cost from A
to B could be given X a type: X: Path (A~ B).

2. It helps avoid meaninglessness specifications.

The use of types means the specification can more easily be checked for consistency,
either manually by human inspection, or automatically using the machine assistance

of a type-checker.

i) Set: A fundamental concept of in all branches of mathematics is that of a set. A set
is any well defined list, collection or class of objects. The objects in sets can be any
thing: numbers, peoples, letters, rivers, etc. These objects are called the elements or

members of the set.

P-Power set: which is the set of all subsets of a set. The set of all finite subsets is a

subset of the power set.



Table 2.3: List of operators on Sets.

Notation Name Definition

{I: X|p} set comprehension | elements i of X such that they should

satisfy p, by axiom of Separation

{iz: X5 i set comprehension | {w:W |3iy: Xy ...;in: X, @ w=X}
XneX}
X1 U Xy union {i:W]ieX1V ieX}
X1 N X, intersection {i: Xy |i€e Xy}
X1\ Xz difference {i: X1|ie X}
UA Generalized union | VA:P(P X )eUA={x: X|(3S:AexecS)}
NA Generalized VA PP X )®NA={x:X|(VS:AexecS)}

intersection

X1 € X, Subset V X1 Xo:PXe(X1EXo& (VX XOXeX =
X € Xz))

X1 C X Proper subset V X1, Xo:PX®(X1CXy & (XS XA
X1# Xa)

X1 =Xz Equality VX1, Xo X3 X1 =Xo & (VX1 X, ®X

EXQ)/\ (Vy:XQOyexl)

X1 # Xz Inequality VXY X ®X£Y & (X=Y)
P, Non-empty subsets PX=={S:PX|S £0}
a1 empty set {i: X |false }

le} singleton set {i: X|i=e}

Sets will usually be denoted by capital letters A, B, C ...X, Y, Z. Define a particular

set by actually listing its members, for example, let A consist of members 1, 3, 5, 7.



Then A = {1, 3,5, 7}. That is, the elements are separated by commas and enclosed in

brackets {}. This is called tabular form of a set.

Defining a particular set by stating properties which its elements must satisfy, for
example, let B is the set of all even numbers, then use usually X, to represent an
arbitrary element and write B={x | x is even or (x/2==0)} Which reads as “B is the set

of numbers x such that x is even”. This is called the builder’s form of a set.

{Z} # . It is important to understand that the set containing the empty set is not the

same as the empty set itself. It is a set containing one element (namely, the empty set).

iii) Relations: A relation is defined to be a set of Cartesian pairs. There are several
operations involving relations, which are given equivalences in Table 2.4. If X and Y
are sets, then X <Y denotes the set of all relations between X and Y. The relation
symbol may be defined by generic abbreviation: X «<» Y == P(X x Y). Any element
of X <> Y is a set of ordered pairs in which the first element is drawn from X, and the
second from Y: that is, a subset of the Cartesian product set X xY. The simplest
examples are the domain and range functions, ‘dom’ and ‘ran’. If R is a relation of
type X < Y, then the domain of R is the set of elements in X related to something in

Y. The range of R is the set of elements of Y to which some element of X is related.
In a relation R, first R: first (e, €;) = e1; second R: second (ey, €2) = €.

Table 2.4: Relation operators in Z language.

Notation Name Definition
id f identity function Aiifeij
dom f domain {i:fefirsti}
f~ relational inversion {i:fesecondi}
i< f, domain restriction {i:fy|firstie fi}
fi> 1, range restriction {i: fi|secondie f,}
fiaf, domain subtraction {i:fy|firstiefiy
f1(f2) relational image {i:fy|firsti e f, ®secondi}
fref, relational overriding ((domf,)<«fiufy)

10



2.2.1.4 Functions

Table 2.5: Functions in Z language.

Notation Name Definition

X—+Y Partial function | {f:X<«+=Y |(VX: Xy, V2:Y ®(X+—
YDEfA(X =Yy )ef=(y1=y2)}

XY Partial injections | { f: X — Y | (V X1, X2: domf @ f (x; ) =

f(x2)=Xx1=%2)}

X —+» Y | Partial surjections {f:X—+=Y|ranf=Y}

X—Y Total functions {f:X—+Y|domf=X}
X—Y Total injections X+=Y) N X —Y)
X —Y Total surjection X-+Y)NX—Y)
XY Bijections X—=Y)NX—Y)

Description: If X and Y are sets, X —Y is the set of partial functions from X to Y.
These are relations which relate each member x of X to at most one member of Y.
This member of Y, if it exists, is written f(x). The set X— Y is the set of total
functions from X to Y. These are partial functions whose domain is the whole of X;

they relate each member of X to exactly one member of Y.

The arrows —+, ~—, and > with barbed tails make sets of functions that are
injective. (X >+Y) is the set of partial injections from X to Y. These are partial
functions from X to Y which map different elements of their domain to different
elements of their range. X >—Y is the set of total injections from X to Y, the partial
injections that are also total functions. The arrows —+», —», and > with double heads
make sets of functions that are subjective. X —+Y is the set of partial surjections from
X to Y. These are partial functions from X to Y which have the whole of Y as their
range. X — Y is the set of total surjection’s from X to Y, the functions which have
the whole of X as their domain and the whole of Y as their range. The set X Y is

the set of bijection’s from X to Y. These map the elements of X onto the elements of
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those total functions that are both injective and surjective.

Y in a one-to-one correspondence. As suggested by its shape, X =Y contains exactly

Table 2.6: Brief description about domain and range of functions.

Name Symbol Dom f 1-to- 1 Ran f
Total function — =X cY
Partial function —+> cX cyY
Total injection — =X Yes cY
Partial injection > cX Yes cY
Total surjection — =X =Y
Partial surjection —— cX =Y
(Total) Bijection o =X Yes =Y
Finite partial function R e (FX) cY
Finite partial injection e e (FX) Yes cyY

2.2.1.5 Sequences

A sequence is a particular form of function, where the domain elements are all the

natural numbers from 1 to the length of the sequence.

Table 2.7: List of sequence notations in Z.

Notation Name Definition
seq X Finite sequences {fN—+X|dn:Nedomf=1..n}
seq; X Non-empty finite sequences {f:seq X |#f>0}
Iseq X Injective sequences Seq X N (N >+ X)
T an ) Sequence {1~ a,..,n—an}
Disjoint e Disjointness Ve ,e:domelee.elne.e=9
- Concatenation (a,b,cy " ,efy==(,b,c,def)
-/ DistributedConcatenation “[{a,b,c),(d,e)(f,gn==¢,b,c,d,e,f,g)

Filter

(a,b,c,d,e,d,c,b,a)ady==1,d,d a).
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2.2.1.6 Bags

Table 2.8: List of Bags operators in Z.

Notation Name Definition

bag X Bag X —> Ng

n® B Bag scaling vn:N;B:bag X;x: X® (n®B) #x=n (B #X)
= Bag membership | Vx: X; B: B: bag X ® (x = B< x € dom B)

C Sub-bag relation | VB,C:bag X @ BEC&(V x: X @B # x< C # X)
t Bag union VB,C:bag X; X :Xe(BWC) x=B # x+C # x

S Bag difference VB,C: bag X;x:X®(BUC) #x=max{B#x—C# x,0}

A sequence stores information about the multiplicity and ordering of its elements. If
wish to record multiplicities, but not ordering, then represent a collection of objects as
a bag. Then write [ a, a, b, b, ¢, ¢ ] to denote the bag containing two copies of a, two

copies of b, and two copies of c.
2.2.2 The Schema Language

The mathematical language of Z is powerful enough to describe most aspects of
system behaviour. However, the unstructured application of mathematics soon results
in descriptions that are difficult to understand. To avoid this, must present
mathematical descriptions in a sympathetic fashion, explaining small parts in the
simplest possible context, and then showing how to fit the pieces together to make the
whole. The process of combining declarations and predicates into structures called
schemas. Schemas are used to describe both static and dynamic aspects of a system.
The Static Aspects are the state can occupy by the system and invariant relationships
that are maintained as the system moves from state to state. Dynamic Aspects like
operations that are possible, relationship between their inputs and outputs and change

of state that happen during run time of the system.

13




Type Definitions
;ﬂ;xiomatic Definitions
E:—;tate Schemas
-C)peration Schemas
initialization Schema

System Predicate (Schema Calculus Expressions)
Figure 2.1: Structure of a Z Specification [23].
2.2.2.1 Basic type definitions

[Ident,... ,1dent], Any types which are not defined elsewhere must be declared before
the first schema in the above form. A basic type definition introduces one or more
basic types. These names must not have a previous global declaration, and their scope
extends from the definition to the end of the specification. The names become part of
the global vocabulary of basic types. Example [NAME, DATE].

2.2.2.2 Axiomatic Descriptions

‘ Var / Const : Type

‘ Predicate; . ..; Predicate

An axiomatic description introduces one or more global variables, and optionally
specifies a constraint on their values. These variables must not have a previous global
declaration, and their scope extends from their declaration to the end of the
specification. The variables become part of the global signature of the specification.
The predicates relate the values of the new variables to each other and to the values of
variables that have been declared previously, and they become part of the global
property. An example of an axiomatic description is the following definition of the

function square:

‘ square : N — N

‘ Vv n:N @ square(n) =n *n.
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2.2.2.3 Constraints

Suppose that the state of a system is modelled by a schema State with two

components a and b, and that these are introduced under a constraint P.

_state
a:A:;b:B

p

Each object of schema type State represents a valid state: a binding of a and b in
which predicate P is satisfied. We say that P forms part of the state invariant for the

system: a constraint that must always be satisfied.
2.2.2.4 Schema definitions

_SchemaName
Symbol Declarations

Constraining Predicates

These forms introduce a new schema name. The word heading the box or appearing
on the left of the definition sign becomes associated with the schema which is the
contents of the box or appears to the right of the definition sign. It must not have
appeared previously in the specification, and from this point to the end of the
specification it is a schema name. Again, if the predicate part in the vertical form is
absent, the default is true. The right-hand side of the horizontal form of schema
definition is a schema expression, so new schemas may be defined by combining old
ones with the operations of the schema calculus. The vertical form is equivalent to the

horizontal form S = [Symbol Declarations | Constraining Predicates].
State schema makes overall statements about the system being specified.

_State schema
StateVar : Type

Operation schema describes the effect of certain operations which change the state or
data in the system by applying pre and post-conditions. Example adding a new

customer for the bank, remove the whole queue of vehicles waiting for the ferry.
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2.3 Difficulties with Z

o Cannot do concurrency.

o Timing aspects.

o Algorithmic aspects and programming constraints.
o Sequencing operations.

However, there was an admiration that Z wasn’t intended to do everything. Remarks
here included ‘cannot do concurrency in Z, but then it isn’t intended for that’. The

timing problem with real-time system can be studied under three headings [26]:

System response: The real-time system is to keep performance within promptness
requirements. This can be a matter of algorithms, as well as a matter of physical

limitations of the underlying hardware.

Event processing: The real-time system is to detect frequency variable in the external
environment. This response mechanism of the real time system will depend on the
frequency of occurrence of the events, the maximal number of events to be buffered

and the worst case average rate.

State processing: The real-time system is to maintain an adequate sampling rate to
determine the amplitude variation in the environment. The system can operate in

cycles of self- timed or periodic manner.

Time measurement has to do with a numeric notion of time. As most real-time
properties hold in specific intervals in a computation, a calculus of such properties can
be embedded in an appropriate interval temporal. Several things can be investigated in

the context of time measurement such as:

= How should time elements be represented? Should it be mentioned explicitly

in the syntax of the language or implicitly in the semantics of the language?

= How should measured be presented? Should it be additive by turning the time

domain into a group or metric by adding a distance function like in topology?

=  How is time measurement calibrated? Should be it absolute or relative?

16



As most real-time properties hold in specific intervals in a computation, a calculus of
such properties can be embedded in an appropriate interval temporal. Recently, Zhou
Chaochen et al [1] shown that many of the requirements of time-critical system can be
expressed and reasoned about very effectively in a calculus of durations based on an

interval temporal logic.

An interval is a pair [t, tz] such that ty, t,eR. [ty, t, ] is a strict interval if t; <t2 . [ty, t2]
is a non-strict interval if t; <t,. [t1, t2] is not an interval if t; > t,. Intervals of the form

[t1, t1] are called point intervals.

If S is a composite state then [ S, the duration of S, denotes a real-valued interval
function. For a given interval [t;, t;] of a given computation, the value of /'S is

t2

L, S(Hdt= 2 S(t)dt

The point interval and duration formula are defined as follows:

o iftl == t2.
w2
jﬂ Stidt= 4l Al=0 iftl < t2.
undefined iftl = t2.

For a given interval [t, to], the duration formula holds if t;< t, and the value of V te
[t1, t2]® S (t) =1. Let | be the set of all bounded and closed intervals of real numbers

{[t1, t2]: 1< t2 A tg, t,€R}. 1 is special temporal variable denoting the interval length

and f([tl, tz]) =t 1.

dt

S(t)

0 : :
. t1 t2

Figure 2.2: Graph of time duration formula.

Distance function maps two time points into a value in metric domain. A metric or

distance function is a function which defines a distance between elements of a set. A
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set with a metric is called a metric space. A metric induces a topology on a set but not
all topologies can be generated by a metric. A metric on a set X is a function (called

the distance function or simply distance) d: X x X — R

(M1) vV x, y € X = d(x,y) = 0. (Non-negative)

(M2)V X,y e X, x=y & d(X, y) =0 (identity of indiscernible).

(M3) V x,y € X, d(x, y) =d(y, X) (Ssymmetry).

(M4) V x,y,ze X, d(x, z) <d(x, y) + d(y, z) (sub-additive | triangle inequality).
The discrete metric: if x =y then d(x,y) = 0. Otherwise, d(x,y) = 1.

In the Euclidean space R", the distance between two points is usually given by the
Euclidean distance (2-norm distance).

1-norm distance = — i |z — wil
i=1
2-norm distance (S~ |4, — yﬂ_|2) v
-

Captures the abstract state machine underlying a given Z specification as defined in
[13]. Using a discrete time model, the variables for time range over the natural
numbers N. It is worth mentioning, that instead of N can be used any infinite, discrete
time scale. In [13], that each process has a state space that can be divided into three
components: input variables, output variables and internal variables. Working with Z
this means that there exist schemas Input, Output and Intern with the declaration of

the corresponding variables. The whole state space is then given in Z by

State = Intern A Input A Output. In order to express time dependencies add Time

as a fourth component State = Intern A Input A Output A Time.

_ohate
= autpudt, ®inter,Minpat, & Time,

' =t+ stutperiod

Definition of duration calculus concepts as they apply to specification in Z is given,
this produces a brief notation for expressing temporal requirements in Z
specifications.
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Chapter 3
Problem Statement

All projects begin with a statement of requirements; it may be difficult to find the
"right" definition of a requirement. Determining the characteristics of a given
requirement enables the product team to understand nature of a requirement.
Correspondingly, allocation of a requirement (or assignment of a relationship to a
requirement in a database) enables the product team to visualize and understand the

interactive and mutually beneficial nature of balanced requirements set.
3.1 Introduction

A requirement is:

= A statement identifying a capability, physical characteristic, or quality factor
that bounds a product or process need for which a solution is to be pursued.

= A clear documentation of the customer's expression of need so as to be
directly usable in the design process.

The most common reasons for project failures are not technical. The problems fall

into three main categories:

= Requirements — either poorly organized, poorly expressed, weakly related to
stakeholders, changing too rapidly or unnecessary; unrealistic expectations.

= Management problems of resources — failure to have enough money, and lack
of support or failure to impose proper discipline and planning; many of these
arise from poor requirements control.

= Politics— which contributes to the first two problems.

Every Software engineering methodology is based on a recommended development

process proceeding through several phases:

>> Analysis, Specification, Design, Coding, Unit Testing, Integration and System

Testing, Maintenance.

Quality can be achieved through better and precise understanding of model and

implementation, better written software, error detection and correction, test case
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generation, and deductive verification. The existence of the formal methods accurse at

very early stages of software development process. Formal methods can:
» Be a foundation for describing complex systems in precise way.
» Be a foundation for reasoning about systems.
» Provide support for program development.

Formal methods are system design techniques that use strictly specified mathematical
models to built software and hard ware system, uses mathematical proofs as
complement to system testing in order to ensure correct behavior. Better
understanding of formal methods leads to better software development.

Z is a Formal Specification language that works at a high level of abstraction so that
even complex behaviours can be described precisely and concisely, which is also used
to specify the functional requirement of the system. The other main ingredient in Z is
a way of decomposing a specification into small pieces called schemas. A schema
represents a system's state. Schemas are used to describe both static and dynamic
aspects of a system. A specification written in Z describes the names of components

of the system and expresses the constraints between those components.

3.2 Objectives of Thesis

» Study the importance of formal language Z.

» To find the limitations of Z, which are types of requirements are difficult to
specify using the Z language.

» Pay the special attention to finding and correcting errors in the Z specification.

» Overcoming the limitations and correcting the identified errors by using Alloy
model (a subset of Z language).

» Implementing the all above objectives using a case study.

» Combining Z with C++ code is also required to convert directly specifications
written in Z language to C++ and then verification for the same case study.
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Chapter 4
CASE STUDY

An Automated Teller Machine (ATM) is a safety-critical and real time system is
taken as a case study. According to requirements of ATM system there are different
machine state status, and four different operations: Withdrawal, Deposit, Transfer,
and Inquiry. A key part of early design phases are specifications, which span from
requirement, to functional, to design, specifications. This chapter describes the
conceptual and formal models of the ATM. The formal model of the ATM is
specified by using formal specification language. The proper specification language
i.e. Z notation, is used to ensure the correctness, reliability and consistency at analysis
and design stage, before start the actual implementation of the software system. Z
notation is based on set theory and first order predicate logic. A formal model at
abstract level has been developed in Z specification language. Z/word tool is used for
writing the Z-schemas and the notations. Which support almost all Z symbols are on
the Z-Palette. This model is finally checked using Z/EVES toolset.

4.1 Introduction

When developing software systems, the main objective of a requirement specification
is to express the user requirements clearly and precisely. The benefits of formal

methods and in particular formal specification technigque are well documented [12].

A general framework for the specification of concurrent and reactive systems in the
formal specification language Z has been presented in [4, 13]. Specification and
verification of real-time systems are important research topics that have practical
implications. A popular approach for specifying real-time systems relies on the
graphical notation Timed Automata [2, 14].

Here ATM system is taken for the application of formal methods. As mentioned
earlier ATM is a safety critical system because its incorrect functioning may lead to
large scale economic loss. As formal methods are a promising way of giving
increased confidence in safety critical systems that is why the system under
development is modelled using formal approaches. Due to its safety critical nature
many researchers have been contributing in modelling of the system.
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Martin Giese et al. [6] build a semi formal model of the withdraw use case of ATM
System with the help of UML and OCL. Yingxu Wang et al. [11] presented the
formal model of ATM system using Real Time Process Algebra (RTPA) in order to
ensure correctness and dependability. Static and dynamic aspects relating to ATM

System functionality are covered in this paper.

Maritta Heisel et al. [5] model some aspects of ATM system in Z notation. The model
is not the representation of full ATM system and also the safety critical issues have
not been addressed in it. This model reflects real world requirements and is the
enhancement to the work already presented in [11]. Main problem with informal
specification is the inherent ambiguity of textual description. Mathematics can
eliminate such ambiguity as it is concise and complex properties can be expressed
succinctly. To get the benefits of formal methods, one doesnt need to be
mathematically sophisticated. One can use formal methods at any level of
sophistication from light weight formal methods to heavy duty formal methods [3].
For the purpose of formal specification, Z notation is used in this thesis for the
specification of ATM system. Z is powerful as it can structure large specifications
into chunks which can be read and validated easily. Type definition at specification

level is also another power full aspect of Z.
4.1.1 Conceptual Model of the ATM

This section describes the conceptual model of the ATM. An Automated Teller
Machine is an electronic computerized device that allows customers to directly use a
secure method to access their bank accounts, order or make cash withdrawals and
check their account balances without the need for a personal cashier. Many ATMs
also allow customers to deposit cash or cheques, exchange currency and transfer
money between their bank accounts. ATM system is a safety critical system because

its malfunctioning may lead someone to great economic loss.
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Figure4.1: Conceptual model of ATM.

4.1.2 Requirements Analysis

Banking institution is one of the most important institutions in today’s society. The

ATM system under consideration provides following services.

1. Card Authorization: The initial step of all customer interactions is to verify the
customer's as authorised customer. After this a menu of options is presented on
the display which the customer selects by pressing appropriate keys on the
keypad. These options lead to other displays and requests for further input.

2. Display account Balance (on screen or printout): Every debit card holder can
check his balance.

3. Cash Withdrawal (with or without receipt): The system should allow customers

(Debit and Credit customers) to withdraw money from their current accounts.
4. Deposit Money: Every debit card holder can deposit money through ATM.

4.2 Z-specification (Formal model of ATM)

In this section preferred to use an abstract definition, which does not define the
necessary data structures, rather than an implementable concrete design. The

preconditions and post conditions of each schema, and how the state of the world
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evolves are provided within these declarations. If the users of the system call the
operations appropriately, unexpected situations cannot happen. Error reports are

produced for those situations when the preconditions are not met.

The proposed formal model of ATM system, which is developed by using Z notation.
The main advantage of Z notation is that the large specification can be divided in
chunks called schemas [8]. By dividing the specification into schemas we can focus
and understand the system piece by piece. In Z notation, schemas are used to describe

static and dynamic aspects of a system.
4.2.1 Type Declarations

Start of the formalizing process for the system by defining the basic types of the
specification. Customer represents whether a credit card holder or debit card holder is
while account is a unique account number. Card represents a unique customer card

pin number and account number.
[Account, Card].

Below are some values that other types can take in the system. T_state stands for an
transaction state event name, C_type is a free type for representing currency, T_limit
stands for single transaction limit, T_date is transaction date, R_amount is requested
amount, and W_amount is defined for the total withdrawal amount in one day.
Transaction_ok and Withdrawl ok are consisting of account number, T_date,

R_amount and current balance. REPORT is defined for error handling.
T_state ::= Complete | In Progress | Awaiting For Long | Cancelled.
Action ::= Retain Card | Eject Card | Take Card.

transaction_ok = Account number | Transaction date | Requested Amount |

Current Balance.

REPORT := ATM Funds Insufficient | Loan Funds Insufficient | Amount
Requested Too High | Invalid Card | Invalid Thumb Impression | Have Made Max
Withdraw Today | Have Already Made Some Withdrawal Today.

RESPONCE::= success | failure.
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RECEIPT::= Balance enquiry | Transaction ok | Withdrawal ok | Deposit.

RESULT::= authentication_ok | prompt for re-enter | transaction ok.

Card = [name: CNAME; pin_no: N; account_id: N; exp_date: Date].

C_Type::= Rupees | Pounds | Dollar | Yen | Mark | Euor | Riyal | Dhiram....etc.
4.2.2 State Specification

Corresponding to the given ATM in Fig 4.1, The ATM system encompasses static
behaviours, such as system welcome, verify thumb, check amount, verify account
balance, verify cash availability, dispensed cash, and eject card. Each of these
static behaviours can be described as a process of the ATM. For instance, the

Card can be specified as shown

_Card
codedpin : CodedPIN ; cardid :CARDID
lastday :DATE: lastamt AMOUNT ; MaxAmount: AMOUNT

lastamt >0
lastamt sMaxAmount
codedpin =ran NV

The schema language allows the description of different facets of system. Example,
one schema can describe the behaviour of system when it receives the correct input

and other schema can describe the system when it receives the wrong input.

The Card Reader (and thumb reader) receives the customer's card and retrieves the
PIN and account number stored on it. This information is transmitted to the software
system which enables the Customer Keypad and initiates the thumb verification

procedure.
Cardreader ::= boolean | T=card inserted V f.
keypadstatus ::= boolean | T=activatedted Vv f = not.

thumbreaderstate ::= boolean | T = activated V f = not.
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_CardReader
card? : P Card

cardno : N ; T :Cardreader ; T: keypadstatus

T : thumbreaderstate

syatem.Cardreader = T = system.keypadstatuse = T A

system. thumbreaderstate = T

Starting from the authentication process ok, ATM reads the card and thumb details

from the user, and checks them whether they are available in the database. For this

card authentication schema uses the other schema details of Card Data Base. Every

card presented in Card Data Base should Has a one-one relation with bank Account.

_CardDataBase
Known_card : P Card

Cardno : N (seq Card) ; Has : Card — Account

Known_card = dom(Has)

_AlreadyKnownCard
= CardDataBase

Result! : RESULT ; Card? : Card

Has : Card —» Account

Card? € Known_Card [ or dom (Has) ]

Result! = ok | already_known | welcome

If inputted card is existing in the Known Card list then the result is Ok or displays the

welcome screen. The next is Thumb authentication process. Similarly, Thumb

authentication schema uses the other schema details of Thumb Data Base. Every

Thumb presented in Thumb Data Base should Has a one-one relation with Card.

’ Count: N

‘ ¥V card? € Has; card?eCount =0
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_ThumbDatabase
Alreadypresent : PThumbImpression

Thumb : seq ThumImpression

Hasl: Thumb —s Card

Alreadypresent = dom(Hasl)

_ThumbAuthentication
= ThumbDatabase

Result! : RESULT ; Count, Count’: N

Thumb? : ThumbImpression ; Hasl : Thumb >— Card

Thumb ? € Alreadypresent [or dom (Hasl1)] A Count <3

Result! = ok or already known or welcome A Count’=0

Bank: Bank maintains the details of customer, account type, ATM critical amount
value, account critical value, loan critical value and status of the customer. Based on
the account type, account critical value, loan critical value and ATM critical level, the
bank maintains the status of the customer. There are only two values adequate and

inadequate for fund status which is declared as a free type.

For every card in data base the withdrawal limit from ATM is Rs.60, 000 per day and
can be withdrawal or deposit the amount of 20,000 in single transaction. Initially for
all cards the withdrawal amount is set be zero for each day. In bank schema
D_C Holder and C_C_Holder stands debit card holder and credit card holder
respectively. C_card is Current Card, A_Amount is Available amount, and A_balance

is account balance.
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_Bank[Accountld,Customer]
Cards : P Card

Accounts : P Account

Has : Card «— Account ; Has3 : Account — AccountType

C_Card? : PCard

A balance, T_limt, A_Amount, Max_deposit , W_amount : N
Acc_critical_value , Loan_critical value , Atm_critical_level : N
AtmFunds,LoanFunds,LoanFunds’ : N ; FundStatus ::= adeque V inadeque
Today? : Date; Accid? : Accoun; Acctype? : AccountType

D_C_Holder, C_C_Holder : Customer

VAccount : (Accid?, Acctype?) € Has3 A Accid?®A_Balance > Acc_critical_level.
C_C_Holder(Accid?,Acctype?)®FundStatus=adequate <

( AtmFunds AAtm_critical_level) A ( LoanFunds A Loan_critical_value).
Accid?(Accid?, Acctype?)®FundStatus=adequate <

( AtmFunds AAtm_critical_level) A (AccountBalance AAcc_critical_value).
C_Card?eT_limit = 20000 ; vC_Card? € dom(Has).
Today?®C_Card?eAvailableAmountt = 60000 ; VC_Card? € dom(Has).
Today?eC_Card?® W_amount =0 ; VC_Card? € dom(Has).

Automated Teller Machine (ATM): ATM has two states Active or Inactive. ATM
reads the current card, thumb, amount from the user, and checks the maximum
withdrawn from the account. And also allows the user to withdraw various types of
currency. The maximum with drawl for an account throw ATM is Rs 60,000. When
card is inserted, ATM generates a serial number and uses as a receipt number. If two
cards have the same number then both are same cards. If the account balance of
current customer is less than the account critical value then ATM restrict that
customer and don’t allow retrieving the amount. The system requires that the Card

Reader is able to receive the following commands:
ENABLE: Makes the Card Reader ready to receive a card.

DISABLE: Prevents the Card Reader from accepting a card.
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When a card is detected in the Card Reader, Input is received initially from the Card
Reader and then directly from the customer via the Customer Keypad. The customer
receives output from the Customer Display, the Printout Dispenser and the Cash
Dispenser. The initial step of all customer interactions is to verify the authentication.
After this a menu of options is presented on the display which the customer selects by
pressing appropriate keys on the keypad. These options lead to other displays and
requests for further input. Some options require account details which are retrieved
from the Accounts Database and may also involve updating the database. During the
final stage of all customer interactions the Card Reader is instructed to either return or

confiscate the card. The ATM main schema is

_ATM
ABank

Status ::={boolean | T= Atmactive V F = customermode }
Cardreaderstatus ::={ boolean | T=enable Vv F = disable }
CardEjectstatus ::={boolean | T=Eject v F=NoAction}
Sr_no, Acc_critical_value,Balance : seq N ; C_Card? : Card
today? : Date; T_limit: N ; Retrivies ::= boolean

Restrict ::={boolean | T=DontAllow v F=Allow}

C: Card; CeSr_no=ranN

System.status = T = system.Cardreaderstatus = T

System.status = F = system.Cardreaderstatus = F
C_Card?e®Restrict=F = Atmestatus=T

C_Card?eBalance = Acc_critical value = C_Card?®Retries=0
C_Card?eRestrict=T = C_Card?®Retries=0

C1,C2:Card; C1®Sr_no==C2® Sr no = C1 ==C2

4.2.3 Error Handling

Errors that break the constraints of the system, below are some schemas that report
errors based on whether the known card, or the transaction limit, or the sufficient
amount funds. Note also that they do not change the state but simply quit the

application with an appropriate message.
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When the customer chooses a transaction type from a menu of options, customer will
be asked to furnish appropriate details (e.g. account(s) involved, amount). The
transaction will be sent to the bank, along with information from the customer's card
and the customer thumb details.

If the bank reports that the customer's details are invalid, the Invalid extension will be
performed and then an attempt will be made to continue the transaction. If the
customer's card is retained due to too many invalid trials, the transaction will be

aborted, and the customer will not be offered the option of doing another.

_UnKnownCard
= CardDataBase

card? : Card ; report! : REPORT

Has : Card «— Account

card? ¢ dom (Has ) =

report! = “invalid card | *“ un known card”

_Invalidate
= CardDataBase

=ThumbDataBase ; card? : Card
thumb? : ThumbImpression

report! : REPORT

card? ¢ dom ( Has ) v thumb? ¢ ( Hasl ) =

report! = “invalid card " | *“ un known thumb impression ”

After the authentication the system will displays the various options like balance
enquiry, withdraw amount, deposit amount and mini statement ....etc. For withdraw
the system will checks the amount. If the amount is large or currency type is less than
the requested amount then the system should generates the amount is too high. The

below schema displays the report “Requested amount is too high”.
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_AmountTooHigh
=EATM

R_ Amount, A_Amount : N; Card? : PCard
Type :C_Type ; Report! : REPORT

Card?®R_Amount > T_limit Vv ((type * R_Amount) + W_Amount ) >
Card?eA_Amount =

Report! = Requested Amount is Too High

Some time the requested amount may be more than the amount available in ATM or
the requested type of currency may not available or ATM funds may not available.
Such cases ATM generate the insufficient funds report.

_InsufficientATMfunds
=ZBank

EATM

R_amount , A_Amount: N
Type : C_Type ; card? : Card
report! : REPORT

card? € dom (Hasl); card?®R_ amount >ATMe® A_Amount V Type ¢ C_Type

= Report ! = Insufficient Amount

The schema by taking the today date and account number verifies whether transaction
limit is exceeded or equal to the withdrawal amount. If that is the case then system
displays the message as maximum transaction has been made for today. Otherwise it
adds the requested amount to the maximum withdrawal and generates the total
withdrawal amount report. This schema uses another three schemas named ATM,

Bank and TransactionID.
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_TransactionLimitExceed

=ZATM

EBank

ETransactionlD

Today?, T_Date : Date

T _Limit, R_amount, AvailableAmount, W_amount , W_amount ' : N
card? : Card ; Thisaccount? : Account

Report! : REPORT

If [(Today? = =T_Date) A
( Today?e (card?, Thisaccount?)®W_amount = = (card?, Thisaccount?)e®

A_Amount ] = Report! = “Already made the maximum withdraw for today. ”
If [Today?e® (card?, Thisaccount?)®W amount + R_amount <

(card?, Thisaccount?)® A_Amount] =

[Today?e(card?,Thisaccount?)® W_amount = Today?®(card?, Thisaccount?)e

W_amount + Today?e (card?, Thisaccount?)®R_amount]]

4.2.4 Event Handling

If requested amount is sufficient then ATM generates the transaction report.
Transaction of ATM includes transaction date, account number, requested amount,
and pin_no. Transaction date is of type date, R_amount is of type natural number,
account no is of type Account Id which is already defined. Transaction Id schema is

_Transactionld
=Bank ; EATM

T _date : Date ; R_amount,Balance, Pin_no : N

Report! : RESULT ; card? : Card

Result = Transaction_ok
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Whenever a transaction occurs, its account number, transaction date, pin_no, and

transaction amount should be stored in Transactionld schema.

The balance enquiry schema includes serial number, T date, serial number and

current balance.

_BalanceEnquery
EBank

Thumb? : Thumblmpression
Balance : R

Sr_no:N

Today? : Date ; Card? : Card
Report! : REPORT

Receipt! : RECEIPT

Card? e dom(Has)
Result! = transaction
Receipt! = Sr_no

Receipt! = Balance Enquiry

A withdrawal transaction asks the customer to choose a type of account to withdraw
from (e.g. checking) a menu of possible accounts, and to choose a dollar amount from
a menu of possible amounts. The system verifies that it has sufficient money on hand
to satisfy the request before sending the transaction to the bank. (If not, the customer
is informed and asked to enter a different amount.). If the transaction is approved by
the bank, the appropriate amount of cash is dispensed by the machine before it issues

a receipt. (The dispensing of cash is also recorded in the ATM's log.)

A withdrawal transaction can be cancelled by the customer pressing the Cancel key

any time prior to choosing the dollar amount.

33



_WithDraw
ABank ;: AATM

EThumbDataBase ; ZCardDataBase

C_Card? : Card ; Accld? : AccountlD

Thumb? : ThumbIimpression ; Today? , T_date? : Date
R_Amount? , W_amount , W_amount " : N

Balance, Balnce’: R

Result! : RESULT ; Responce! : RESPONCE ; Receipt! : RECEIPT

{((Card?, Thumb?) € Hasl) A ((C_Card?®R_Amount) < (C_Card?eT_limit))
A ((Today?eC_Card?eW_Amount + C_Card?®R_amount)

< (C_Card?eA_Amount))
A ((C_Card?eR_Amount) < (C_Card?e Balance)) A
((C_Card?eR_Amount) < (ATM e Balance ) ) }
= { ((Accld(Card? , Thumb?)®Balance ') =
(Accld(Card? , Thumb?)eBalance) — (C_Card?®R_Amount)) A
((Accld(Card? , Thumb?)®W_amount ") =
(Accld(Card? , Thumb?)®W_amount ) + (C_Card?®R_Amount))
((ATMeBalance ' ) =( ATMe®Balance) — (CurrenCard?®R_Amount)) }
Responce! = Success.
T _date? = Today?
Result! = Transfer_ok

Report! = WithDrawl_ok

A deposit transaction asks the customer to choose a type of account to deposit to (e.g.

checking) from a menu of possible accounts, and to type in a dollar amount on the

keyboard. The transaction is initially sent to the bank to verify that the ATM can

accept a deposit from this customer to this account. If the transaction is approved, the

machine accepts an envelope from the customer containing cash and/or checks before

it issues a receipt. Once the envelope has been received, a second message is sent to

the bank, to confirm that the bank can credit the customer’'s account contingent on
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manual verification of the deposit envelope contents by an operator later. (The receipt

of an envelope is also recorded in the ATM's log.) .

A deposit transaction can be cancelled by the customer pressing the Cancel key any
time prior to inserting the envelope containing the deposit. The transaction is
automatically cancelled if the customer fails to insert the envelope containing the

deposit within a reasonable period of time after being asked to do so.

_Deposit
ABank ; ZATM; EThumbDataBase ; =CardDataBase

To_AccountNO? : AccountlD

Acctype? , To_acctype? : AccountType

Name? : CustomerID ; C_Card? : Card

Thumb? : ThumbImpression ; HAS4 : AccounlD «— CutomerID
balance ,balance ', R_amount? , A_Amount ,T_limit: N

Report! : REPORT ; Result! : RESULT ; Receipt! : RECEIPT

{C_Card? € (Has ) A C_Card?eAcctype? = = debit card holder A
C_Card?ebalance ( C_Card?, Acctype? ) > R_amount? A
C_Card?eR_amount + Today?eC_Card?®W_amount
< C_Card?eA_Amount A
C_Card?eR_amount < C_Card?eT_limit }
=
{ C_Card?ebalance’ ( card? , Account) =
Currentc_Card?ebalance ( C_Card? , Acctype? ) @
{ C_Card?ebalance (C_Card?, Thumb?) — C_Card?®R_amount }
To_AccountNO?ebalance’ ( To_AccountNO? , To_acctype? ) =
To_AccountNO?®balance @
{(To_AccountNO? , Name? ) — To_AccountNO? ® balance +
C_Card?eR_amount }
C_Card?(Card? , Thumb?)®W_amount ') =
(C_Card? (Card? , Thumb?)®W_amount ) + (C_Card?®R_Amount) }
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4.3 Verification

To type check a document clicks the fuzz button in Z/Word tool. The results are

displayed in a dialog box.

Results lihj
Line | Error Descripkion Click on line number to jump to error position in document
a
775 "final + thesis satish.tex", line 157 Syntax error at symbol "@" J
788 “final + thesis satish.tex", line 169: Closing parenthesis expected at
symbol "="
795 "final + thesis satish.tex", line 177; Syntax error at swmbol
"handlin”
S18 "final + thesis satish.tex", line 196: Syntax error at symbol "@"
533 "final + thesis satish.tex", line 208 Closing parenthesis expected at
symbol "in"
248 "final + thesis satish.tex", line 223: Syntax error at symbol "{" —
-

Figure 4.2: Type checking the Z specifications.

After type checking Z/Word tool generates a .tex file, which is used as input for

the Z/Eves tool.

g‘ Z/EVES = | B [
File  Edit Window Browser |
P+ 7 /EVES (Z/LaTeX madle) = R[5

Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking

Error NoType (line 1) [Type checker]: can't infer type of rel-chain operand

file C:~Uszers*Sathish>\Dlesktop reepot™bank . tex
schena BankChecking given sets Card, Account
schema Bank

theoren BankkPredicate

schema InitBankk

theoren InitIsOK

schena Deposite

theoren DepositelsHonest

theoren known

schema Balance

schema AddThenFind

theoren AddFind

schema Remindl

schema Remind

free type REPORT

schema Success

zchema AlreadvEnown

m

Figure 4.3: Verification of Z specification.

Special attention is paid to finding and correcting errors in the Z specification that we

are modelling and bugs in the Alloy model itself [chap 5]. The following

specifications are difficult to model in the Z language:
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1. Pin number measurement or any constant is not modelled.
2. Invalid Thumb Extension.

3. The maximum number of trials for invalid thumb extension is 3.
4. Add thumb and thumb authentication should be inherited from the thumb data base.

5. Allow transaction should be combination of both card and thumb authentication

processes.
6. NO card should be both credit and debit.
7. Every card presented in the data base should be mapped with at most one thumb.

8. The card authentication schema should extend card data base schema and thumb
authentication schema should extend thumb database, and both should extend bank

schema.

9. When authentication succeeded the menu of option is displayed. If customer

selected one option then it should not match with other.

10. Each Deposit, Withdrawal and Balance enquiries are should be extension of
ATM.

These specifications are represented using an Alloy Model for ATM and are discussed

in next chapter.
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Chapter 5
Alloy Model

5.1 Motivation For Using Alloy

Alloy is a formal language deeply rooted in Z. It was developed by Daniel Jackson,
currently at MIT. A recently developed notation, strongly influenced by Z and similar
to the OCL notation, is Alloy. Alloy is an ASCII-based first order logic modelling
language supported by a tool for fully automated syntactic and semantic analysis. For

a full introduction to the language syntax and its semantics refer to [27].
How is Alloy related to Z?

Z was a major influence on Alloy. Very roughly, Alloy can be viewed as a subset of
Z. Unlike Z, Alloy is first order, which makes it analyzable (but also less expressive).
Alloy's writing mechanisms are designed to have the flexibility of Z's schema
calculus, but are based on different idioms: extension by addition of fields, similar to
inheritance in an object-oriented language, and reuse of formulas by explicit
parameterization, similar to functions in a functional programming language. Alloy is

a pure ASCII notation and doesn't require special typesetting tools.

This section aims to explain why the Alloy language was chosen to be part of the
proposed approach. It presents Alloy’s main features and some basic knowledge on

Alloy, required for understanding the further abstraction analysis.
5.1.1 Alloy Main Features

Alloy [25] is a modelling language based on first order logic, used for expressing
complex structural constraints and behaviour. With the underlying idea that code is
a poor medium for exploring abstractions , the Alloy language provides

declarative high level descriptions (or models) allied with lightweight formalism.

The Alloy Analyzer is a constraint solver that provides fully automatic simulation and
checking of Alloy models. It translates constraints to be solved from Alloy into
Boolean constraints, which are then fed to an off-the-shelf SAT solver. All problems
are solved within a user specified scope that bounds the size of the domains, and thus
renders the problem finite (and reducible to a Boolean formula).
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What makes Alloy distinct from other languages used for specification is that
models in Alloy are both declarative, analyzable, support complex structural
states (instead of complexity due to event sequencing) and are usually much smaller
than their respective implementations. None of these features is new in themselves.
Formal specifications in Z are declarative and structural, and model checking

languages such as SMV are analyzable [25].
5.2 Basic Notions

This chapter introduces the mathematical constructing blocks in Alloy. In comparison
to a standard presentation of first order logic and basic set theory.

Alloy = logic + language + analysis.

The Logic: At the core of Alloy is a relational logic that combines relational algebra
with first order predicate logic. Structures are composed of atoms and relations.
Atoms represent typed, immutable structures that are un interpreted and can be related
through relations. A relation is a set of tuples each being an atom and can have

arbitrary arity. Relations are combined with operators to form expressions.

The Language: In addition to the logic, Alloy provides some language constructs to
help organize a model. A model in Alloy may consist of signatures (sig), facts (fact),

functions (fun), predicates (pred), and assertions (assert).

The Analysis: The Alloy Analyzer (AA) [35] is an automated tool for analyzing
models written in Alloy. Two kinds of analysis are enabled by AA, based on
commands. The first is simulation (using run command) whereby the validity of a
predicate or function is verified by showing a snapshot of the system for which the
predicate is valid. The second analysis technique is checking (using check command),

where by an assertion is tested and AA tries to find a counter example.
5.2.1 Logic: Set, Unary, Boolean, Cardinality Operators and Quantifiers

In Alloy, every expression denotes a relation. Relations can be of any arity. Sets of
atoms are represented by unary relations and scalars by singleton unary relations. So
depending on the type and arity of the given arguments, the operators will yield a

(singleton) unary, binary or n-ary relation.
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Table 5.1: The logic set operators in Alloy.

Set Operator Meaning
+ Union
& Intersection
- Difference
= Equality
in Membership
-> Cross product

The standard quantifiers are:
all x: e | F// universal: F is true for every x in e.
some X: e | F // existential: F is true for some x in e.

all disj x, y: e | F says that F holds whenever x and y are given different values drawn

from e.

Table 5.2: List of Boolean operators.

Boolean operators Meaning
IF negation: not F
F&&G conjunction: Fand G
FIIG disjunction: F or G
F=>G implication: F implies G
, for alternative, or separation
F<=>G bi-implication: F when G

In addition, Alloy provides the following quantifiers:
nox:e|F//Fistruefornoxine.
sole x: e | F /I Fis true for at most one x in e.

one x: e | F// F is true for exactly one x in e.
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The basic format for a quantifier is quantifier variable: type | formula. Where the

formula may includes references to the quantifier variable.

Multiple variables can be used in the same quantifier, like:

guantifier variable: type, variable': type' | formula.
Examples: every file is in some directory.
all f:File | some d:Dir | f.parent = d.

Table 5.3: Unary operators.

Unary operators

Meaning

—

for product

[

dot join, box join

for transpose

for transitive closure

for reflexive transitive closure

5.2.2 Language: Module, Signatures, Facts, Functions, Predicates, and
Assertions

5.2.2.1 Signature

A declaration of the form sig S {...} introduces a signature S, consisting of a basic
type and a set of atoms drawn from that type. An unspecified type (apart from integer)
becomes an empty signature. For example, sig person {} introduces person as a un
interpreted type (or a set of indivisible atoms). The declaration sig S {f: E} sig E {}
declares a basic type S and a relation f of type E. If some x has the type S, the
expression x.f will have the type E.

Signatures may be extended by using the extend keyword. A signature declared as an
extension is a sub signature and creates only a set constant along with a constraint
making it as a subset of each super signature listed in the extension clause. The sub
signature takes on the type of the super signature. However, a sub signature can’t

declare a field whose name is the same as the name of a field of its super signature.
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Thus a sub signature can’t override the fields of a super signature. For example, sig

man, women extends person {}.

Abstract signature has no elements except those belonging to its extensions. For

example:
abstract sig A { f: set B} {--constraints go here}
abstract sig B {}; sig Al extends A {}; sig A2 extends A {}

An enumerated (free) type becomes signatures and its elements extend it: Colour ==
Red | Green | Blue.

sig Colour {} ; sig Blue, Red, Yellow extends Colour {}.
5.2.2.2 Facts

A fact is simply a constraint that is assumed always to hold, and hence needs not be
explicitly invoked. Facts usually describe global model constraints. The facts and the
signature constraints thus constitute a complete set of structural constraints over the

model. Syntax for fact statements
fact [name] { [list of constraints]

[Multiple constraints are implicitly conjoined]}.
Facts do not need to have names, and are never referred to by name. However, good
names improve clarity tremendously. For example
sig Person {name: Name, pets: set Pet}
sig Pet {name: Name}
fact {all p: Person | no p.name & p.pets.name}

In the body of the fact, the first occurrence of the identifier name refers to the name
relation of Person, and the second refers to the name relation of Pet. It says that

persons don’t share names with their pets.

When Alloy searches for examples, it discards any which violate any fact. Thus, if the
fact is trivially false, then you will simply get no examples of file systems, even if the
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assertion you are checking has counterexamples. It will appear the same as if the

model were bug free and the assertion you are checking is correct [35].
5.2.2.3 Functions

A function, declared with fun, is a named reusable expression that can be invoked
within the model. A function takes zero or more arguments and returns either a
true/false or a relational value. A function is just a binary relation with the property

that it maps each atom in the left set to at most one atom in the right set.

A function (fun) is a parameterized formula that can be “invoked” elsewhere. For

example, the function f declared as:

fun f(pe: To, oo Prs To) { ... }

have n parameters: py, ..., pn Of types Ty, ..., T, respectively.
all result: D | f (a, result, ay, ..., a, ) => F [result/e]

Where D is the right-hand side of the declaration of the (second) missing argument,
and F [result/e] is F with the fresh variable result substituted for the application
expression E. The application of f in this elaborated formula is now a formula, and is

treated simply as an in lining of the formula off.

5.2.2.4 Module Header

Alloy models are divided into modules. The first non-comment of an Alloy model is
module. Every Alloy model must begin with a module declaration.

module path/model Name.

The module statement specifies the location of the package that the model belongs to.
The path is relative to the "models” directory in the Alloy distribution. The text of the
model should be in a file named "modelName.als" at the location specified by the

path.

It is possible to put entire model in a single module. Some models or model fragments
are used repeatedly in other models. To make reuse convenient, and to allow
structuring of large models, Alloy allows a model to incorporate the contents of other

modules. Alloy’s module system is a simplified version of Java’s package system.
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Each element in a module—that is, signature, fact, function or assertion—has a qualified
name obtained by prefixing the element’s name with the module name. To refer to an
element in the same module, use the qualified name, or just the element’s declared

name.

A model named ord can be imported into any other model by writing
open std / ord.

In this case, std/ord is the path where ord is stored, relative to the "models"” directory
in the Alloy distribution. std is a folder containing standard packages provided with
Alloy.

This is equivalent to preopening the contents of the ord model to any model.
Consequently, careful about name conflicts. In general, to write entire model in one
module (one file), Open is primarily for importing utilities, such as the ord module
(which provides a way to do ordered state). To be able to make reference at all to an
element from a different module, must import the module explicitly at the top of the
file. An import declaration with the key word used to makes the elements of the
module available; and additionally, allows them to be referred to by their unqualified

names.
5.2.2.5 Predicates

A predicate, declared with pred, is a named reusable constraint that can be invoked.
A predicate takes zero or more arguments. The named formula with declaration
parameters are predicates that return a value of “acceptable” or “not acceptable”.

Syntax for pred (predicate) statements

pred name (parameterl, parameter2) {

[List of constraints -- each must evaluate to true or false]

[Multiple constraints are implicitly conjoined]}.
If the inputs satisfy all of the constraints listed in the body, then the predicate
evaluates to true. Otherwise it evaluates to false. One reflection of this is that
predicates in Alloy only ever evaluate to true or false, while function may evaluate to

relations.
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5.2.2.6 Assertions

Assertions, declared with assert, is a named constraint that is intended to follow from
the model’s facts. Assertions take no arguments and are usually checked by the Alloy
Analyzer. Assertions constraint intended to follow from facts of the model. While a
fact is used to force something to be true of the model, an assert is a claim that
something must already be true due to the rest of the model. Assertions are verified
(or falsified) using a check statement.

assert name-of-assertion { //list of constraints }.

Example: assert acyclic {no d: Dir | d in d."contents }.

Assertions must be names (unlike facts), since they will need to refer to them by name

in check statements.

5.2.3 The Analysis: Check and Run Commands

5.2.3.1 Check command

With Alloy, automatically verify (up to a specified scope) or falsify (with a counter
example) an assert statement, by using a check command.

check name-of-assert for integer.
It is possible to check only one assertion at a time. To check multiple assertions at
once, write and check a new assertion that combines them. The integer defines the
scope of the maximum size of each set in the model that will be considered.
Specifically, it is the maximum size of the top-level signatures (sets).

Larger scopes take longer to solve, and often result in more complicated examples.
Thus it is good practice to reduce the scope as low as it can go but still get a solution,

before trying to visualize solutions.

check acyclic for 5 but 1 file System, 7 Object. Alloy will examine all file systems
with up to 5 Objects, and try to find one that violates the acyclic assertion. In general,
saying "for 5", means that Alloy will examine all examples whose top level signatures
(those that don't extend other signatures) have up to 5 instances. The but command
specify exceptions to the main scope. In this case, Alloy will only examine 1 file

system, up to 7 file system objects, and up to 5 of any other set.
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5.2.3.2 Run command

The run command generates sample solutions to the given model.
run pred-name for # but # sig-name, exactly # sig-name

run pred-name for # sig-name, sig-name, sig-name, # sig-name.

If no default is given (the first # in the first of the two templates shown above, then it
is assumed to be 3). One benefit of using the run is that it will increase the confidence
that the model is not under constrained. Doing runs to periodically check up on
system to helps identify over constrained; if Alloy is unable to find any solutions
when it should have, then the model is surely over constrained.

5.3 Converting the Z specification into Alloy

Table 5.4: Converting the Z specification into Alloy.

Z specification of a Bank Alloy specification of a Bank
Basic types of the Z specification: Basic Alloy signatures:
[CUSTOMER, ACCOUNTS]. sig CUSTOMER{}

sig ACCOUNT {}.
Schema for state space of the system, A bank has three fields: Customer,
Customers is the set of Customer a set of customer names, Account
name, Accounts is the set of account is the set of accounts and Has, a
numbers and Has is a function which, function from  Customer to
when applied to certain names, gives Accounts:

the account is associated with them

_Bank sig Bank {

Customers . P Cstamer Customer: set Customer
Avcounts P Accoumnt

A nts : A n
Has  Chistomer «— Accoint ccounts : set Account

Has: Customer -> Account

}

Chustomers = dom Har

Operation to deposit maney, the The operation Deposit adds the

declaration ABank (account) describes

46



a state change. The Deposit function amount to the customer account if

adds the amount to the customer there is an association between
account if there is a map between customer and account number. The
customer and account number and > symbol indicates a state change
displays transaction ok. for the Bank account:
_Depasit Fun Deposit
ABank(accoun) (c: Customer, a: Account,
ami?t, acc?, balance, balance' I
m|: Report amt,bal: Int)
de: custaomer, o Accoint 8 {
cnumbar=ace? A (¢, a) e Has A ace.bal’ = ace.bal++

@ balanee' = a balance &
[{e, Aee? )= Aece? @ balance + amt?

Aml = transaction ok, }

{acc.bal(c->a) add amt }

This section describes steps to convert Z specification into an Alloy model. Goal in
writing this model is to describe some aspects of the system (but not the entire
system), to constrain it to exclude ill-formed examples, and automatically check
properties about it. A special attention is given to finding and correcting errors in the
Z specification that are modelling and bugs in the Alloy model itself. Proposed Alloy
model directly followed Z specification with the following medications:

1. NO card should be both credit and debit.

module Unique_Card ; sig Card, Account, Customer {}

sig Bank { card : set Card; account : set Accounts; bal, acc_critical _val : N
Has: Card one -> Account one
loan_critical_value, loan funds, atm_funds, atm_critical_value : N
debit_card_holder, credit_card_holder : Card }.

sig credit_card_holder, debit_card_holder extends Card {}

fact { all t : Card | no credit_card_holder.t & debit_card_holder.t }.

run {some Bank} expect 8.
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| £ (Unique card) Run run$1 expect 1 o |

File Instance Theme Window

(5; E E h_E E E E Projection: none

Wiz Dot ¥ML Tree | Theme Magic Layout Evaluator Mext

credit_card_holder: 1

Bank

\
credity_card_holder
\-‘.IeL‘-it_-:a|'-'.I_h-:-|-'.|e|'

Card1 CardD Accountd Accountt Customer0

debit_card_holder: 1

Customert

Figure 5.1: Visualization view of NO card should be both credit and debit.

In diagram produced by the Alloy Analyzer shown in Figure 5.1, cardO and cardl are
two cards having different accounts and customers. The above figure 5.1 shows that
they are two different types debit card and credit card with different accounts. This
visualization solution is generated by the Alloy Analyzer. It also provides deferent

views like document view, XML view and Tree view. By clicking on next button it
will generates the new solution as shown in below figure

|2 (Unique card) Run run$1 expect 1 o |

File Instance Theme Window

|/ (Unique card) Run runf1 expect 1 =HIENC X

File Instance Theme Window

A A

= A= A= = @ l

= = h: @ @ E E Projection: none = = h: @ @ E Prajected aver Custamer

Wiz Dot WML Tree  Theme Magic Layout Evaluator Next Uiz Dot HML Tree  Theme Magic Layout Evalustor hex ;
Show the next solution

credit_card_holder: 1 credit_card_holder: 1
debit_card_holder; 1 debit_card_holder: 1

crec\h@a\ d_holder

T

debit_card_holder
W Accountd Account]

CustomerQ Customert

1 ]

b <2 Cugtomer) v

Figure 5.2: Next solution of NO card should be both credit and debit.
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2| (Unique card) Run run 31 expect 1 e o= ) |
ce e

=l- CalsersiSathishAappDatalLocalTempialloydtmpa0-Sathishimpil 4756510 cnfsml --= -
=alloy builddate="2009/03/19 02:02 EDT"=

=instance bitwidth="4" rmaxseg="4" cormmand="Run run$1 expect 1" filenarme="Calsers\SathishDesktopisathish
desktopip evduckim P wstdnique card.als'=

=sig label="seq/Int’ ID="0" parentlD="1" buillin="yes"=
=rsio=

n,

=sig label="Int" ID="1" parentD="2" builtin="yes"=
=isig=

=sig label="String" ID="3" parentiD="2" builtin="yes">
=rsio=

=sig label="this/credil_card_holder’ ID="4" parentiD="5"=
=rsig=

=sig label="this/debit_card_holder" ID="6" parentlD="5"~
=rsio=

=sig label="this/Card” ID="5" parentiD="2"=
=atorm label="Card$0"=
mlabel="Card$1">=

a=

=sig label="thisfAccount’ ID="7" parentiD="2"=
=rsio=

=sig label="thisiCustarmer ID="8" parentiD="2"=
=isig=

Figure 5.3: XML view of NO card should be both credit and debit.

i |£| (Unique card) Run run$1 expect 1 o B

File Instance Theme Window

A== @ @&

Wiz Dot XML Tres Ewaluator  Mext

(Unique card) Run run$1 expect 1
—I - sig Account
L e Acounto
L Account§l
I sig Bank
= Bank$o
—--field credit_card_holder

----- sig credit_card_holder
—I-sig Custormer

- Custorner§o

~- Customer§i
sig debit_card_holder
- sig Int

‘- sig String

Figure 5.4: Tree view of NO card should be both credit and debit.

For every customer there are only two types of possible based on some conditions.
They have only two values adequate and inadequate for fund status which is declared
as a free type. The constraints for the customer status

sig fund_status {}

sig adequate, inadequate extends fund_status {}

fact constraint_customer { all t : Account | t.status = = adequate &

{ (t.atm_funds & t.atm_critical_value) & (t.loan_funds & t.loan_critical_value) ||

(t.atm_funds & t.atm_critical value) & (t.bal & t.acc_critical value)}}.
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2. The maximum number of trials for invalid thumb extension is 3.

module Thumb_Extension_Module/invar
open util/ordering[ ThumbreenterState] as so
open util/integer as integer
sig ThumbreenterState { count: Int, // integer variable }
funinc [n: Int]: Int { add [n,Int[1]] }
pred init { let fs = so/first | { fs.count = Int[0] }}
pred extend [pre, post: ThumbreenterState]
{ some X: Int | pre.count = X and post.count = inc[X] }
fact createThumbreenterStates { init all s: ThumbreenterState - so/last | let s' =
so/next[s] | extend[s,s] }
run {} for exactly 3 ThumbreenterState, 3 int.

Figure 5.5, shows the different state change for the thumb authentication. In first trail
the count is 0 and if authentication is not succeeded then it extend to re enter thumb

state. When count becomes 3 it does not allow the customer to retrying the process.

|£| (Thumb_Extension_Module) Run run$1 for 5 int, exactly 4 ThumbreenterState SHREN X

File Instance Theme Window

o’§b AE= AE= h_E @ @ @ Projection: none

iz Dot ¥ML Tree | Theme Magic Layout Evaluator Mext

$extend_X: 3

count: 4

ThumbreenterStated

Thumbreenterstate?

Thumbreenterstate2

ThumhbreenterState3

{]IE-:uunt

ﬁﬂerx

|

Eu:-UM

‘ etend_x

|

E-:ILmt

‘ Bextend_x

Figure 5.5: Visualization view for invalid thumb extension is 3.
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3. Every card presented in the data base should be mapped with at most one
thumb.
module Unique Thumb
sig thumbimpression, card{ }
sig thumbdatabase { hasl:thumbimpression one ->one card }
pred show [b: thumbdatabase] { #b.has1 > 1}
run show for 6 but 1 thumbdatabase.

| 4| (thubextensin to dbase) Run show for 6 but 1 thumbdatabase o | ] [l

File Instance Theme Window

d§b AE= AE= h_E @ % @ Prajection: nane

iz Dot WML Tree  Theme Magic Layvout Evalustor Mext

has: 3 ‘ thumbdatabase

(Bshow_b)

/ \as {thumbimpression2]

card2 card cardD thumbimpressiond thumbimpressiont thumbimpression2

Figure 5.6: Uniqueness representation for Card-Thumb mapping.

4. When authentication succeeded the menu of option is displayed. If customer
selected one option then it should not match with other.
Module menu
Open util/ordering [menu_state] as org
One sig menu {}
Sig menu_state { done, balance, withdraw, deposit, exit : set menu}
Fact exclusive {no m;, m; : menu | m; = menu && m; = menu && disj [m1, m]}.
/I Initially the transaction log file did not contains the any option.
Fact initial_menu_state { so = ord | first | no so.done && (so.balance =
menu && so.deposit = menu && so.withdraw
= menu && so.exit = menu)}.
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| (Untitled 1) Run exclusive =B [ |

File Instance Theme Window

EEE

Viz Dot ML Tree | Theme Magic Layout Evaluator Mext

halance: 1

menu_state1
done: 1

|
done
I:IILIGHI:E
v
menu_stated

menu (Firsh) menu_state2

<< orgidrd x| EE

Figure 5.7: One menu option did not match with other.

After the authentication the ATM displays the menu of options, from that options the
customer has choice to select any option or cancel the selected one or cancel the
selected one and selects a new choice from the menu. When the customer chooses an
option from the menu ATM adds that choice to menu cart for further process. If the
customer makes a choice of cancelling it then ATM removes that option from the
process. If the customer reselects any option then it replaces the selected option in the
cart. So, every time ATM performs at most one operation among (add, move or
remove) them from the cart. Adding an option

sig State { contains: menu -> Option}
fun add_menu_option (disj s, s’ : State, disj op1,01 : Option)
{(op1->o01!in s.contains) && (s’.contains = s.contains + op;->01)}.

Here, 0; represents the option to be added to a menu op; in the after state s’. This
relationship did not exist in the before state which is expressed as op;->0; lin
s.contains. The frame condition s’.contains = s.contains + op3->01 ensures that every
other relation remains the same and that the option is added. The keyword disj
indicates that any two options are disjoint. It can be argued that the precondition op;-
>0, !in s.contains is not needed and whether the && (and) symbol should be replaced
by an implication. Note further, that s and s’ have no defined meaning in Alloy unlike,

for example, s’ would have in a notation like Z [10].
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run add_menu_option for 4 but 2 State.

// Removing an option.

fun remove _menu_option (disj s, s’ : State, disj op1,01 : Option)
{op;->0; in s.contains && (s’.contains = s.contains - 0p1->01)}.

/I as a third operation the moving of a selected operation between two menu options

I/ can be specified as follows

fun move menu_option (disj s, s’ : State, disj 01,0p1,0p2 : Option)
{(op1->01 in s.contains && op,->0; lin s.contains) &&
(s’.contains = s.contains - 0p;->0; + 0p2->01)}.

However, the above operation may not be required since the elementary operations of
removing and adding objects can be composed to model the moving of an object
between management menus. A sequence of menu operations expressed as an explicit
signature

sig State_Sequence {disj first, last : State, next: (State - last) !->! (State - first)}

{//Constraints on the signature

all s : State | s in first.*next

all states : State - last | some s = states | some s’ = states.next |

(some op : Option | some d1,d2 : menu |

add_menu_option (s, s’, op, d1) (//add an object) || //or

remove menu_option (s, s’, op, d1) (//remove an object) || //or
move_menu_option (s, s’, obj, d1, d2) (//move an object) ) }.

5. Add thumb and thumb authentication should be inherited from the thumb
data base.
module add_thumb
sig thumbimpression, card{ }
sig thumbdatabase {has:thumbimpression one ->one card}

pred add [b, b": thumbdatabase, n: thumbimpression, a: card]
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{ b'.has =b.has + n->a }

pred showAdd[b, b": thumbdatabase, n: thumbimpression, a: card]
{add [b, b', n, a]

#thumbimpression.(b'.has) > 1}

run showAdd for 3 but 2 thumbdatabase.

|| tadd thumb to data base) Run showidd for 6 but 2 thumbdatabase = | ] ||
File Instance Theme Window
A— A= w—
‘*‘ = = hE @ E @ Frojection: none
viz Dok KWL Tree | Theme Magic Lawout Ewslustor Mext
|has: + thumbdatabase1 thumbdatabasen
(showAdd_k) (EshowAdd_b7
jhas [thumbimpressioni]
card1 - . thumbimpression1
Figure 5.8: Map relation between card and thumb in the data basel.
i |£: fadd thumb to data base) Run showAdd for 6 but 2 thumbdatabaze = | (S| — ]

File Instance Theme Window

(Fshowhdd_hb)

($showAdd_b7

A= A— =
d;h = = h: @ E @ Projection: none
Wiz Dot HML Tree Thems Magic Layout Ewaluator Hext
|M thumbdatabase1 thumbdatabase0

has thumbimpressiont]

thumbimpressionO

card1
(Fshowadd_a)

thumbimpression
(Fshowadd_n)

Figure 5.9: Map relation between card and thumb in the data base2.

Suppose there are two thumb data bases. So adding of thumb data can be done in any
data base. From the above figures (5.8, 5.9) it shows that there two cards and two
thumb impressions. In the both data bases that card; has a relation with only one

thumb impressiony,

Thus, all specifications of ATM system are modelled here successfully using Alloy.
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Chapter 6
Combining Z specification to C++ code

This approach enables to analyze the combination of specification and
implementation. By combining code and specification, main intention is to provide a
prototyping facility by integrating the execution of code into the interpretation of a
specification. The mapping transforms schemas of Z specification into classes (more
precisely, class interfaces) of C++ such as data members and headers of member
functions. Therefore, distinguish between the specification level, which refers to the
Toolbox, and the code level which relates to the integration of code for the execution.
That is, it is not aimed as a code generation system, but kind of a tool for analyzing
specification (including syntax, semantic and type checking) and for helping a
software developer in obtaining code from specification.

The combining of C++ code and specification in the Z language and its basic idea
are shown in figure 6.1. In figure 6.1, there are two different levels. One is dashed
boxes and second is bold face boxes. The dashed boxes represent the different
levels, the Z specification tool box represents the specification level and the code
level corresponds to the code units. These code units are represented as “dynamic

linked libraries™ to the interpreter process.

Z specificafion foolbox

frmplermentaiion
modle

frnplernentalion
ot le

1
I
| |
’ |
! i
! I
l Z mroTrile |
I
I
1 1
|
I
I I
! 1
I |

LrpE Convaersion
frurnctians

EPPe CamvaErsian
furctions

=== =-=- |
1
|

C ++ code

library of C++)

|

H |
! |
) |
: 1
| |
" |

1 (e.g. standard O ++ codle |
! |
1 I
1

j |
i |

dynamic linked library dynamic linked library J

Figure 6.1: Basic idea of combining code and specification in the
Toolbox[28].
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The bold face boxes show the parts which the user has to develop additionally in
order to combine code and Z specification. For every unit of code, which may
consist of one or more C++ files, an interface at the specification level as well as an
interface at the code level must be developed by the user of the toolbox. At the
specification level a new kind of module, called implementation module, needs to
be introduced. The module concept of the specification language provides a facility
for the combination of multiple modules, which has been used for this approach.

The type information corresponding for every definition of the C++ code to be
integrated with the Z specification is held in an implementation module at the code
level. The implementation modules have to be imported by every module which

access a function or value defined in code.

As there are two different levels having different representations for the Z
specifications and C++ code for their types, a function should be established
between them. They are known as type conversion functions. This function takes as
argument values of the translator process and converts these to values required by

integrated code.

6.1 Basic Class

In order to implement the idea, need to define the structure of Z module which is
used as a class to describe specification models. The structure of the class consists
of several parts (Figure 6.2):

Class name: is the name of the main schema which should be structurally map,
includes precondition, post condition and invariant functions.

Type definitions: schema variables declaration.

Functions: These are the A notation in operation schemas (which indicates the
change of values of states by the operation); i. e includes the schema names which
change the state of the main (class) schema.

State variables: These are the schemas which contains only the declaration of the
Variables and Predicates.

Global variables: It is a schema without the schema name which contains the

declaration of variables and some constant values, and available for all schemas.
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— Class name
tvpe deflmation

M }- Global variables

predicate

State variable:

=

State variables

predicate

Tt
initial state

=

initial states

—Operation___

i State variable
‘mput? : type }"
output! : type

Fanctons

predicate

Figure 6.2: Z module specification [23].

6.2 C++

The programming language C++ is an extension of C, and many language
features mainly related to object-oriented paradigm are added [32]. There are
three parts in the members of a class of C++ concerning accessibility to these from
outside: public, protected and private. And also, one can control the accessibility in
a derived class when inheriting the members of a base class, using the same

keywords public, protected and private. And it also has a friend feature.

6.3 Structural Mapping
6.3.1 Basic rules

1. Global variables, state variables and constants in a Z module class are mapped
into the protected part of a C++ class.

2. All schemas which change the state (inheritances) in Z module are mapped to
public inheritances of C++.

3. Functions in Z module classes are mapped to virtual functions in C++. The
return values of the functions are of type void, and their parameters are passed by

reference.
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4. For each class of C++, a null constructor, a copy constructor, a destructor, an
assignment operator, and invariants for constants are always supplied.

5. All member functions (corresponding to Z operations) are declared as virtual
functions in C++.

6. Constructors for types of constants are always supplied.

7. In the Z module (fig 6.2) the main class considered as base class and the schemas
which are changing the state of the main schema are considered as derived classes
(functions). Similarly identify the multiple inheritances.

8. Z operators related to power sets and partial functions are prepared as Classes
Power and PFun (templates) in C++ respectively.

In basic rule 1 the intention is that data members of a C++ class be encapsulated
from outside, but in some cases it would be more preferable to map constant and

state variables of an Z module class to the public part of a C++ class.

6.3.2 Type Conversion

To assist with conversion of types, develop a class library that implements some of
the standard types of the Z mathematical tool Kkit. This library provides
implementation of the set, sequence, relation and function type. The
implementation is in the form of generic classes. But generosity itself can be
realized in C++ by the template construct. The generic symbol of power set and
partial functions are realized as a predefined class in C++, as template <class

name> object and template <setl, set2>function name respectively.

For example, the definition power <NODE> Nodes; is a generic class
corresponding to the Z definition Nodes: P NODE. Thus, solution for realizing
these type construction methods in C++ is simple; map each of these type
constructions directly to a (template) class of C++. There are many ramifications
of actually realizing these classes in C++, which differ to each other in simplicity

and efficiency [33].
6.4 Architecture of Z-C++

The Architecture of Z-C++ is illustrated in Figure 6.3 .The figure illustrates how
the Z toolbox and C++ are connected as well as the flow of data between the tools.

Starting at the lower left corner of the figure 6.3, it shows how a set of Z files (in
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Latex format) are parsed and added to the class repository of the Z toolbox. The
link translates the Z specification into an intermediate representation capturing the
parts of Z module relevant in C ++. In the same way, by accessing the class
repository of C++, the class model is translated to the intermediate representation.
The two intermediate representations are “compatible” and can thus be compared
or merged. Merging the two models into one common model, and subsequently
propagate this model to the class repository in C++ and the Z specification files,
will synchronizes the Z and C++ model. If there is no intermediate representation
resulting from C++ or if one chooses to ignore such a representation, the merger
will result in a full translation from Z to C++. Parallel, if there is no intermediate
representation resulting from the Z toolbox or if one chooses to ignore such a
representation, the result is a full translation from C++ to Z.

Z Tool box

Intermediate
Repository

Intermediafte
Repository

1l

Intermediate
Repository

[T

Model files
Z moflues

Figure 6.3: The architecture of the structural mapping of Z-C++ [29].

6.4.1 An example of mapping

As an illustration of structural mapping, here gives an example of a Z specification
and its corresponding C++ code of declarations generated by mapping system.
Figure 6.4 shows the specification of a Bank system. The main functions are
Balance enquiry, Cash Withdrawal, Deposit Money. A schema of Bank is
introduced which contains a state schema and three operation schemas, is mapped
to a C++ class, consisting of class interfaces, i.e. declarations of data members and
headers of member functions of the class. Note that the suffixes “-i” and “-0” of the
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parameters of the operations Deposit and the others. They correspond to the

“'7,

decorations “?”” and “!” of variables in operation schemas of Z module.

_ Bank

ciestomears P Curlomer
adecoiia | PAccoist
Has  Chstomer «— dccount

Chistomers = dom Has.

it

crslomers =2
~Deposit
& Bk
ami?, ace?, balonce | balowce' Rl

wml . Repart

Ao customer, a: Accownt W
camber=aee? A (e, @) e Has n
a balance’ = @ balnce + ami? A m| = transaction_ak.

WithDraw
MBank

amt?, acc?, balance | balance' R

ml: Repart

e Custamers , o Accoustw
crumber=ace? Ao, @) e Has A
@ balarrs’ = a balpee - amt? A m| =lransaction_ok

Balance Bngusry
=Bank
ace? balance

ml . Report

de: Chstomers , o Accoimt B
c.rumber=acc? A (o, @) e Has Aml=a balance.

Figure 6.4: Bank module.

The result of the mapping specification into code:

#include “GlobalDefs.h”

class Bank {

protected: //Declaration Part

Power< Customer > customers;

PFun< Customer, Account > Has;

Public: Bank (); // Null constructor.

Bank (Bank& the-Bank); //copy constructor.
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Virtual ~Bank (); // Destructor.

Bank& operator = ( Bank& the_Bank); // Assignment Operator.

Virtual void Deposit (Account& acc-i, Amount& amt-i, Report& r-0);
Virtual void Balance Enquiry (Account& acc-i, Report& r-o);

Virtual void Withdraw (Account& acc-i, Amount& amt-i, Report& r-o);

6.5 Implementation of a Mapping System

6.5.1 LaTeX mark-up

The mathematical representation of Z is what one would write with pen, pencil,
chalk, etc. Instructing a computer to produce the same appearance currently
requires the use of a mark-up language. There are many different mark-up
languages, tailored to different circumstances, such as particular typesetting
software. Specifications of Z for a mapping system must be in a machine readable

format.

LaTeX is a document mark up language and document preparation system for the
TeX typesetting program. The term LaTeX refers only to the language in which
documents are written, not to the editor used to write those documents. In order to
create a document in LaTeX, a .tex file must be created using some form of text
editor. While most text editors can be used to create a LaTeX document, a number
of editors have been created specifically for working with LaTeX. All LaTex mark
up needs to be terminated by a \ character: this is to try and ensure that it the
characters are entered in the correct font and style. The LaTex source code for the
bank and the deposit schema is:

\begin{schema}{Bank}

Customers~:~\power~Customer\\

Accounts~:~\power~Account\\

Has~:~Customer~\rel~Account\\ \where

Customers~=~\dom~Has\\ \end{schema}

\begin{schema}{Deposit}

\Delta Bank\\

amt?~,~acc?~,~balance~,~balance'~:~\nat\\

m!~:~Report\\ \where

\exists~~c:~customer~,~a~:~Account~@\\
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c.number~=~acc?~\land~(~c~,~a~)~\in~Has~\land\\

a.balance'~=~a.balance~+~amt?~\land~m!~=~transaction\_ok.\\ \end {schema}.

LaTeX marlc-up

P

Litigate and Scaning

L

Lexing And Parsing

L

MMappmg from 7 to C++

L

class Banl: {

%

Figure 6.5: Mapping.
6.5.2 Litigate and Scanning

As litigating for mapping, some parts in input specifications are removed, which are

the following.

1. LaTeX commands such as \documentstyle {} and \begin (document).

2. Informal verbal explanations other than Z specification. In LaTeX form they are
the parts that are not within environments such as \begin {class} .. .\end
{class} and \begin {zed} ... \end {zed}.

3. Comments within specifications. They are in \comment {. . .}, \comment *{. .},

and \begin {z par} ... \end {z par}.

4. Newline symbols (\\) that specifies infix operators.

The structure of the name table is as in Fig 6.6. All the names appearing in an input
specification in Z specification are recorded in the name table. First identify the global
variables. These global names (particularly class names) are maintained in a linear list
in the order they have appear in the source specification. Purpose is to check the scope
of the names. The global names can be accessed in both ways by linear list and by
hashing. Local names in z specification and schemas are considered as attributes of a
global name of a class or a schema they belong to, and are linked in a list starting
from a global name. There are several kinds of entries (class names, state names,

operation names, . . .) in the name table [figure 6.6, 6.7].
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names —
v ) l !

local names

Figure 6.6: structure of name table.

Char’ Name

List base classes

List type def and enums

Constants

List of states

List of operation schema

Figure 6.7: Structure of Class Attributes.

6.5.3 Lexing and Parsing

Lexing is the translation of a specification’s sequence of Z characters to a
corresponding sequence of tokens. The schema (SCH) definition paragraph SCH i t

END introduces the global name i, associating it with the schema that is the value of t.
SCHitEND = AX [i==t] END

The paragraph is semantically equivalent to the axiomatic (AX) description paragraph
whose sole declaration associates the schema’s name with the expression resulting
from syntactic transformation of the schema text. Where t denotes a Schema Text
phrase (t for text) and i denotes identifier of schema. Associated with the tokens
NAME and NUMERAL are the original names and numerals. In figure 6.8 on the left
is the sequence of tokens corresponding to the extract from the birthday book, and on
the right is the same sequence but revealing the underlying spelling of the name

tokens.
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[NAME, NAME] END [NAME , DATE | END

SCH NAME SCH ButhdayBook

NAME : P NAME INL knovm : P INAME INL
NAME : NAWME I NANME bithday : NAME —++ DATE
NANME = NANME NAME knovwn = dom birthday
END END

Figure 6.8: Translation of a specification’s [16].

Parsing is the process of analyzing a text, made of a sequence of tokens (for example,
words), to determine its grammatical structure with respect to a given (more or less)
formal grammar. In computing, a parser is one of the components in an interpreter or
compiler, which checks for correct syntax and builds a data structure (often some kind
of parse tree, abstract syntax tree or other hierarchical structure) implicit in the input
tokens. Parsers may be programmed by hand or may be (semi-)automatically
generated (in some programming languages) by a tool (such as Yacc or Lex) from a
grammar written in Backus-Naur form (BNF). A BNF specification is a set of

derivation rules, written as <symbol> ::= expression.

Where <symbol> is a nonterminal, and the expression consists of one or more
sequences of symbols; more sequences are separated by the vertical bar, '|', indicating
a choice, the whole being a possible substitution for the symbol on the left. Symbols
that never appear on a left side are terminals. On the other hand, symbols that appear

on a left side are non terminals and are always enclosed between the pair <>.

Source |

"Parser"

Lexical Analysis
[Create Tokens)

Syntactic Analysis

[Create Trea)

Figure 6.9: Overview of parser process [21].
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The first stage (figure 6.9) is the token generation, or lexical analysis, by which the
input character stream is split into meaningful symbols defined by a grammar of
regular expressions. For example, a calculator program would look at an input such as
"12x (3+4) ~2" and split it into the tokens 12, *, (, 3, +, 4,), ~, and 2, each of which is
a meaningful symbol in the context of an arithmetic expression. The lexer would
contain rules to tell it that the characters =, +, ~, (and) mark the start of a new token,
so meaningless tokens like "12+" or " (3" will not be generated. The next stage is
parsing or syntactic analysis, which is checking that the tokens form an allowable

expression. The syntax rules of Z are taken from the [10].
6.5.4 Mapping

The meaning of a Z specification is established by relating it to a reading in a

semantic world. Syntax for the mapping class as follows
Specification = {Section}, NAME , Parents
| SCH,AX, Schema Text , Expression, END
| {Paragraph}.. ......... ;

An example in mathematics, a rather liberal notation is used for writing down

2

polynomials in x, such as x® — 2x% The following grammar describes such

polynomials:

Poly = Term
| Plustninus Term
| Pely Plustninus Term .

Term = Mattnm "x" Exponent
| Ilatnuen
| "#" Ezxponent .
Exponent = "™ MNatmm
| &

Plusrmuz = "+ |

A prototype version of a mapping system from specification to code is a useful tool,

when checking and analyzing specification and rewriting specifications to code.
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Chapter 7
Conclusion and Future work

7.1 Conclusion

Following conclusions are drawn all the basis of work done in this thesis:

» Zis one of the numbers of specification languages which are being developed

around the world. Z can be used to compactly specify real systems (ATM). Z
has various collection of library (Mathematical Toolkit), which supports user
to specify the requirements without any ambiguity.

Large specifications are achievable in Z, using the schema notation for
structuring. Also it is possible to produce hierarchical specifications. A part of
a system is specified in isolation, and then put into a global context.

By applying formal method in terms of Z notation, it is observed that it does
not require a high level of mathematics rather it requires knowledge of basic

set theory and first order logic for the analysis of a complete system.

Difficulties with Z are cannot do concurrency, Timing aspects, Algorithmic
aspects and programming constraints, and Sequencing operations. Definition
of duration calculus concepts as they apply to specification in Z is given. In
this thesis Alloy model is used for handling inefficiency of Z language. Alloy
is a first-order logic modelling language with tool support for fully automated
syntactic and semantic analysis, which generates an example of an under

constrained model.

» It is possible that the schemas of Z specification can be transformed into

classes (more precisely, class interfaces) of C++.

7.2 Future Work

» Investigating formal refinement techniques for Real-Time Systems.

» Some of various features of Z are not implemented to C++ library. These are

relational symbols, predefined functions and sequence (like concatenation)

should be mapped into the C++ class library.
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