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Abstract 

 
Verification is the step of aligning a design with the given specifications as per the product 

requirements. Its primary goal is to ensure that the design of every produced component meets 

the exact needs of the client. Errors in this process are inherently taken, originating from 

various modules within the SoC or modules at any time are important to addressing the 

discrepancies. The IP, as well as its verification process, are presented in this study. The 

current project on which verification work is done is “Safety IP". This IP works as a source for 

generating secure pathways and passing them to external ports. The safety IP core module is a 

unit that controls access to target regions based on configuration access permissions. It 

interacts with the control unit, a NOC hardware unit that is instantiated within links to 

interconnected blocks. Taking it as a reference, environment setup is done for AXI/APB 

protocols using python scripts. 

 

As designs become more complex and scale down to the nanometer scale, the problem of 

debugging becomes more difficult. When the simulation regression is complete, it should fix the 

reported failures. The process of analyzing and debugging these failures is manual and used 

more resources. This approach helps automatically classify failures based on their 

characteristics. It then automated the triangulation which determines if failures are in the design 

or test bench. It uses the dataset to identify errors and divide them into different bins. It then 

uses these bins to train models to detect and identify errors due to actions that do not 

complement the original and to trace the root cause of failure in a particular container. The 

learning model is based on CNN with several abstraction layers and tools used are Cadence 

Xcelium, Vmanager. It gets the debugging coverage result of 91.9%. Aspects covered are 

register test cases and repetitive checkers functional test cases. 
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Physical Design 

Architecture Design System Specifications 

      Chapter 1 

INTRODUCTION 

Verification involves the process of meticulously checking and validating the functional 

accuracy of a design against its given specifications. Its primary objective is to ascertain the 

operational integrity of the proposed design [13]. 

 
 

 
 

 Physical Verification 

  

 
 

 
 
 

Fig. 1.1 Design Cycle 

 
 

Fig 1.1 illustrates the key stages of the design cycle. Initially, the design cycle includes defining 

system specifications, establishing architecture, detailed specifications and simulating 

functionalities, creating circuit schematics, designing the physical layout, and verifying the 

design to check for the specifications as per the requirements [3, 24]. Functional verification 

validates the operation of the design. At this stage, the RTL and verification teams collaborate 

with each other as a design and verification engineer to ensure the validity of the RTL code of 

design and  work on assertions and coverage metrics for the process towards the final chip tape 

out [5]. 

Chip Tape out 

Circuit Design Functional Design 
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1.1 Intellectual Property (IP) 

IP serves as the main component of SoC development. IC design works by consolidates 

numerous specific functions as per the block guide into a single chip, where pre-designed IP is 

crucial to enhance architectural complexity [5,42]. This is facilitated by the adoption of 

standard CPU and functionalities of particular IP as an interface like switch, clock, reset across 

the SoC which are passing through NOC so that these      IPs can be efficiently reused. 

 

 

Fig. 1.2: Usability of IP in SoC 

 
 

1.2 Verification and levels of Verification 

The process of verification standards presents numerous verification challenges that can be 

effectively addressed through advanced methodologies and optimizing reusability [7]. 

Verification occurs at multiple levels: 

i. IP Level: The primary goal for the IP verification teams is to validate each specifications and 

user     blocks of the IP and its functionalities to ensure the accuracy of its design [30]. 

ii. Subsystem Level: At this stage, the focus is on verifying all essential subsystems like 

connectives among blocks and modules before their integration into the main SoC [24]. 

iii. SoC Level: Peripheral IPs and other non-critical components are integrated into a single RTL 

code to make proper connections in the chip, to be verified by SoC verification team [38]. 

 
1.3 Types of IP Level Verification 
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The semiconductor verification cycle involves planning for comprehensive testing coverage, 

multiple debugging to ensure correct operation detailing specifications, implementing test 

simulations, multiple times debugging to ensure correct operation, validating behaviors with 

assertions, process of documenting methodologies and results, and achieving verification closure 

through writing formal assertions and functional test cases before advancing in development 

[3,29]. 

Documentation and Results 

Code and Functional Coverage 

Debugging and Optimizations 

Simulations 

Test bench Development 

RTL Design and Coding 

Specifications and Planning 

 
 

i. Direct: This verification process involves understanding the IP block guide and specification 

list and developing targeted test cases based on the verification plan to verify the IP's 

functionality. [14,20]. 

ii. Constraint Random: This process involves utilizing randomly generated seed values from 

the various constraints used simulator to conduct tests. Each test iteration sets various variables 

according to the seed value, ensuring different values are tested each time [39]. 

iii. Formal: In this verification approach, the tools automatically generate input stimuli, and the 

properties are verified by written SV assertions [8]. Debugging these assertions can be 

challenging, especially in complex architecture. Functional based verification only evaluates the 

design using a limited set of test cases but formal verification deeply examines all possible 

states assertions of the architecture [16,12]. This exhaustive analysis ensures that the design 

meets the specifications under every possible condition. 

 
1.4 Verification Cycle 

Fig. 1.3: VLSI Verification Cycle 
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1.5 Verification Challenges 

Engineers face increasing workload to deliver complex projects quickly, this is due to the 

rising complexity and high client product demands. Key challenges include: 

i. Execution: Managing execution of projects efficiently using block level design techniques to 

boost productivity for both design and validation teams [25]. 

ii. Efficiency: Decrease the manual intervention while doing design verification to enhance 

efficiency and accuracy [24]. 

iii. Reuse: Increase the reuse of verification objects and components across new projects 

through defined structures and its effective documentation [40]. 

iv. Comprehensiveness: Ensuring verification covers all design functionalities by optimizing 

productivity and reuse efforts which is supported by the specialized verification team and 

standard tools [33]. 

 
These challenges occur due to the complex verification flow after getting specifications from 

the client and then RTL is designed as per the specifications, which is then functionally 

verified by the verification team [11,34]. Synthesis is done for placement of blocks and then 

adjust these blocks as per the internal structure known as routing after which tape out process 

in fabrication units needs to be done. 

 

 

Fig. 1.4: IP Verification Flow 
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1.6 Design Verification Approaches 

For years, studies have shown that the percentage of time and resources devoted to verification 

has increased for each new chip generation. Thus, overall, verification is growing faster than 

other stages of semiconductor chip development and client projects [38]. 

 
This chips industry faces a critical challenge in managing the increasing design complexity 

caused by growing process flow and reducing chip manufacturing time. Traditional methods for 

these tasks are uses more resources [2]. In spite of this, some data based trained model 

methodologies as AI provide automated solutions for handling integration of design and its 

testing. Automated error debugging techniques reduces the efforts needed at the abstraction 

level, leading to improved chip manufacturing productivity [29,33]. 

 

 
 

 

Fig. 1.5: Debugging Approach 
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Studies suggest that the amount of time and resources devoted to testing increases with each new 

chip, as chip development and projects progress more rapidly [16]. A major challenge for the 

manufacturing industry is developing ways to reduce design complexity due to evolving flow 

changes [25,35]. AI provides an automated approach to overcome this manual way to debug 

and find the root cause of originating bugs [17]. Initially, the test bench is developed for 

simulation purposes after which regression runs. If the test case fails, then debugging is 

required to find its root cause and then correct the error for new regression else test cases 

check-in to the regression database for the corrected circuit. 

 
To better understand how this approach helps, consider a chip inspection flow. The architecture 

team builds chip models to analyze system performance and RTL models are developed by the 

design team to fetch the coding errors [3,40]. The error-checking process is initiated at the 

same time, the test bench is designed, and tests are simulated according to the test plan. The 

simulation results are corrected, and the regression is rerun until the validation goal is achieved. 

 
This debugging system automatically detects and finds the root cause of the regression error by 

using AI. It identifies and analyze raw regression and the root causes of design and testing 

platform errors by identifying the relationships among the simulation log failures based on 

their features [6,15]. Extraction includes analyzing and clustering simulation log failures of the 

same issue type into the same groups, and waive rules enable users to exclude specific error 

messages that are deemed insignificant or vice versa using this model [21]. Create error solutions 

or root cause tags to identify compilation errors and possible solutions for the same. This pre- 

trained model generates a report that consists of an analysis for all the failure clusters and then 

sends the report to the user. 
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Chapter 2 

Literature Survey 

Contemporary designs incorporate a complex ecosystem of owner and third party developed IP 

design blocks. These SoC integrate protocols, specifications based specific functions and 

contributions from multiple teams, resulting in a system that is highly intricate and challenging 

to verify and debug. To debug these failures there are some existing approaches, this chapter 

introduces the research work done by various scholars in the functional and formal design 

verification and automation. 

 
A. Rezaei Aderiani et al. [1] aimed to optimize the geometrical quality of verification 

assemblies by simulating and adjusting the design corner cases address locations using the 

concept of twinning process. Not able to relocate addresses to optimize for the formal 

assertions. 

 
A. Wiemann [2] proposed standardized approaches in formal and functional verification of RTL. 

Worked on generating standard checkers unit and corner cases to make it more reusable in IP 

verification. It worked only for the corner scenarios test cases. 

 
Ahmed Wahba et al. [3] proposed a method for handling growing complexity of digital circuits 

for debugging failures using context based failure root cause. Hence automating any stage 

specifically at the stage of finding the root cause has a significant effect on reducing the 

manufacturing time.  

 
Ali et al. [4] proposed a random verification strategy using defined constraints from bi 

directional set of expressions that enables the scenario-based testing to validate diverse 

operational scenarios of the chip, thereby enhancing the thoroughness of the verification 

process. 

 
Amr Hany et al.[5] introduced an approach for functional verification of the design flow within 

designed RTL by generating valid coverage assertions properties to narrow down the 
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efficiency  and reliability of designs. 

Ankitha and D. Aradhya [6] identified the application of scripting in design verification for the 

automation technology integrating SV with the help of Cocotb application. The focus was to 

make effective design simulations and test cases. 

 
Arpitha O. et al.[7] optimized integration of multiple blocks of IP’s in a SoC and to  ensure the 

functionality of IP cores and connection of interconnects using NOC based signal topologies 

within complex digital architecture. 

 
Ashima Kukkar et al. [8] conducted a Deep learning based classification methodology for 

failures of a SoC architecture for preprocessing and duplicate bugs modules. Extract relevant 

features which was required to debug from these modules and give analysis but only for the 

duplicate bugs. 

 
Ashok B. Mehta [9] proposed constrained random validation techniques for verifying the digital 

IC. The focus was on generating the effective randomization through multiple constraints that 

enhance reliability and functionality in the specifications provided. 

 
Binod Kumar et al.[10] identified post-silicon error detection through strategic selection of 

signal line to get the enhanced system reliability. It has the limitation  that it worked only for the 

protocols signals with limited internal signals observability. 

 
Brian Keng and Andreas Veneri [11] introduced algorithms for design debugging that use 

directed process to analyze the errors in an environment framework, effectively managing 

excessive errors. It reduced the read only memory region of debugging while checking the 

incomplete results of recent used memory. 

 
D. Craigen et al.[12] analyzed formal methods and their implementation in the verification of 

the design. Used formal properties of assertions methods generated from the object assignment 

in the script and also stated the ways to make it more reusable. 
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Daeseo Cha et al.[13] introduced automated test bench generation technique using metadata of 

design specifications created from chip-level structural test bench for verification of registers 

and inter connectivity among the multiple blocks. 

 
Djordje Maksimovic et al. [14] identified regression with many similar root cause in particular 

run, and to rank them and expedite debugging. Utilized classifier ML technique along with 

historical data set result of the functional debugging. Aimed to rank regression test cases based 

on their analysis of log based regression results. 

 
E. Mankolli and V. Guliashki [15] introduced an aggregation technique for object detection and 

recognition through the unsupervised learning with an auto language processing technique. This 

electronic design automation framework reduced the design effort for RTL verification in digital 

circuits while also considering performance. 

 
El-Ashry and S. Adel [16] emphasized the RAL as a critical component of the verification 

environment, provided access to registers via frontdoor and backdoor paths which creates 

reference model. This reference model within this environment plays a pivotal role in 

validating training data consistency and overall functionality. 

 
Eman El Mandouh and Amr G. Wassal [17] introduced deep model training, which permitted 

to bypass objective functions, basically a strategy for handling combinatorial problems. Aimed to 

detect defects by using K-means clustering algorithm with fault injecting into the netlist and 

compared the result until it matches  the defined clusters.  

 
Eman El Mandouh et al. [18] worked on debugging framework that provide regression based 

clustering and visualization techniques to navigate towards failure. They are designed to 

primarily handle RTL debugging issues but drastically limit their ability to handle complex 

functional debugging efficiently as for the SoC test cases. 

 

Ganapathy Parthasarathy and Aabid Rushdi [19] introduced an approach from running 

regression to get the extracted failures from the complete set of clustered  test cases. To estimate 
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 the possibility that a test will carry bug or not, model learns the features of both RTL code and 

tests bench which are introduced by the design modification. 

 
Gaurav Sharma et al. [20] proposed a framework to automate the validation of complex IP 

with access to different fields. The RAL model frontdoor values justifies the coverage of 

multiple blocks when compared to backdoor values. This finds and validated bugs only for the 

register test cases. 

 
Gopal Sharma et al. [21] derived a test intent on a UVM RAL environment to generate 

automated test cases. It improved functional coverage metric through a bug expose algorithm. 

It saves the manual effort of writing test cases and improves the functional coverage closure in 

less number of transactions. 

 
Goldie A. Smith et al. [22] proposed a method of Boolean satisfiability for diagnosis the root 

cause of bugs through systematic logical evaluations of defined contexts, provided efficient 

address localization and  automated capabilities in digital systems. 

 
Harshita B. et al. [23] proposed test case scenarios developed for test bench extracted for each 

features of the controller unit of environment, automating their execution using UVM within an 

electronic design automation using cadence tool. 

 
Hussien, K.Bier et al. [24] presented a UVM verification method centered on a comprehensive 

verification environment comprising of agents. Each agent represents a specific data protocol 

connected to the DUT through interfaces, facilitating the communication within the 

verification environment. It did not supports external modules and supports only limited built-

in macros. 

 
J. R. Goldberg [25] studied the verification and validation work in the register access methods 

for the UVM environment and created standard register access fields and bits reassignment in 

these registers fields. It was limited only for register test cases. 

 



11  

Joon-Sung Yang and Nur A. Touba [26] presented an approach to select signals to be observed 

for pre detection of digital design issues. Determined the propagation in combinational circuits 

by bypass the signals created possible errors but not able to find the root cause of a bug. 

 
Liang K. Wu et al. [27] designed an associative memory controller and conducted functional 

simulations for coverages using cadence simulator. While the simulations captured typical 

functional behaviors, it was found that comprehensive code coverage statistics were not 

reported. 

 
Mustafa Efendioglu et al. [28] aimed to localize complex system C model errors. Extract 

features from the model for checkers and properties of large SoC designs to debug its illegal 

access among design. This model identifies a list of signals responsible for the illegal violation. 

 
Priyanshi Gaur et al. [29] proposed a ML based solution for failures using multiple constraint 

randomization. It involved ML model training using clustering method to predict the 

probability of the output even when it had little information of digital set of the architecture. It 

had limitation that the model trained with limited sets of dataset. 

 
R. Cheng et al.[30] proposed an efficient gradient technique used for  standard cell placement, 

effectively integrating this technique into the module pipeline. This was to update the earliest 

design debugging methods which were based on the related fault diagnosis techniques. It has 

limitation that it only finds faults localization of bugs. 

 
R. W. Brennan et al. [31] proposed the process of integration of components and objects to 

enhance embedded verification. Focuses on methodologies that are aimed to improve the 

exiting responsiveness of the automotive SoC electronics design. 

 

S. Safarpour et al.[32] aimed to enhance the accuracy of observable Boolean functions for the 

digital circuits through the concept of satisfiability of undefined scopes in the  test cases. This 

approach not able to worked for combinational circuits having multiple vectors test cases. 
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Samhita Varambally B. [33] proposed a ML method to improve bug-catching efficiency and 

verification by doing the assertions coverage. It used supervised learning with artificial neural 

networks on an open-source platform to detect the bugs. It was observed that it finds bugs only 

at the core level. 

 
Sebastian Siegfried Prebake et al. [34] identified challenges in doing formal and functional 

debugging due to its complexity. Worked to handle these functional debugging using a graph 

based model transformations but not able to finds architectural bugs. 

 
Sherif Honsy [35] proposed a method where the reference model generated using standard test 

bench critically verifies the logic of all the blocks connected with the firmware driver by cross-

referencing data with the expected results of scoreboard  during the random test phase. 

 
Srinivasan A. [36] identified historical progress of ML and its impact through new innovations 

on future developments. Stated that the evolution of deep learning methods required a random-

decision based system that integrated into the design systems for effective verification. 

Validation is done by using ML cocotb technique in design verification through scripting 

language. 

 
Varghese M P et al.[37] introduced a ML methodology that increased the layers for circuit’s 

simulations based on neural network models and provided the techniques to improve results for 

working on datasets. This approach made it challenging to develop classifiers with imbalances 

found in training model. 

 

Wang et al. [38] highlighted UVM used in simulation verification, leveraging features such as 

the sequencer processed items for reusable stimulus generation, objection process for the 

simulation control. These features contribute significantly to the efficiency of verification 

across digital circuit designs. 

 
Yugeshwari Nemade and Prathmesh Pawar [39] developed an automated test bench that reduced  
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the time required to design a test bench. It was made for the APB architecture. Generated Test 

bench is compared with the test bench generated by the Quest sim, where Quest sim generated 

test bench gives better accuracy. 

 

Yugeshwari Nemade [40] proposed a UVM based design verification test bench for the APB 

bus architecture which was created using scripting language. For validation purposes, the same 

test bench was only generated using the system software. The scripting created template was 

compared with the software created test bench, resulting in the scripting created template being 

more efficient. 

 
Yu-Shen Yang et al.[41] aimed to automate debug properties along with their bugs that emerged 

due to trace buffered coding scenarios RTL by introducing an automated setup to show how 

these bugs are different from non-traceable bugs. 

 

Zhou et al. [42] introduced a test bench environment that omits an object from referenced         

component. This test bench targets core level verification, specifically focusing on 

functionalities of particular core within each block, without incorporating formal properties 

and methodologies. 

 
2.1 Motivation and Problem Formulation: 

The differences involved in the adjustment process makes it difficult, and the results are often 

unpredictable. Initially, a test run against the RTL to test whether the model behaves as 

expected as a bug that needs to be resolved. If the error is in the design, sometimes it is needed 

to run a few simulation cycles else changes in the test bench are required. This is often helpful 

when running simulations for millions of cycles to find strong corner pockets embedded in the 

design. 

 

The size of the chip is a factor, but the performance of the chip has more influence on the 

debugging process. The design requires thousands of parallel processes to simulate a certain 

situation. To identify the faulty branch, one needs to inspect parallel events. The complexity is 
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proportional to its size. The final implementation of the chip is also necessary. Consider 

debugging C code and RTL in processor design. The debugger must be smart enough to 

understand how the gate or transistor works to measure each             impedance. 

 

The variances involved in the debugging process make it painstaking, and the results are often 

unpredictable. Initially, run the stimulus against RTL to verify that the model behaves as 

expected or tagged as an error to be debugged. If an error is determined in the test bench, then 

rewrite this else check-in and raise the defects against design team. Most of the time, error is in 

the design, hence running multiple simulation cycles is very important. Often, it would help to 

debug multiple test cases which are failing for the same  root cause. 

 

In this, discussion is about what makes debugging so tricky and what features of a debug tool 

can help ease the process. Driven by application areas like ML, chips are growing more 

extensive, making the debugging effort much complicated. Chip size is one factor, but chip 

functionality is even more impactful on the debug process. A design needs thousands of 

transactions in parallel to simulate a specific condition. To isolate the bug, one must check 

parallel events to find which branch is the culprit. Today, it is as much about the exposed bug's 

complexity as its size. 

 

Consider debugging C compile code with RTL in processor design. In power designs, it is 

recommended to add separate lines or other energy saving devices that are not used during the 

design process. Debugging tool is able to understand the operation of gates or transistors for 

reducing the gauge errors. Detailed debugging is especially important for applications where 

safety compliance is essential, such as automobiles. 

 

2.2 Challenges: 

To clarify the above mentioned issues in section 2.1, there are some significant issues facing by 

the design and verification team while designing core modules. The fundamental problems of 

bug detection of faults in design elements is the best practice for delivering quality designs.  
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Complexity issues reduced by these initial design verification before doing exact modules 

design approached to reduce architecture errors. Maintaining good architecture creates 

challenges later. This means that efficiency is hard to achieve and gets far away from RTL 

code, with the risk of complexity, associated errors and cost. Today, a modern and efficient   

method is used to create a virtual prototype that runs actual software and exact I/O data. 

 
At this level of abstraction, it is very important to explore real state decisions and analyze the 

possibilities and strength of the proposed approach. As hardware designers begin to generate 

RTL code during the development cycle, it is helpful to use the program to ensure that the RTL 

is designed right. Over the past two decades, constrained stochastic methods such as UVM have 

become essential in RTL simulation, making these methods helpful in designing and 

implementing diagnostic tools. 

 
Computer hardware and simulation engines have improved efficiency and decision-making 

capabilities over the past decade. At the same time, legal writing functions and validation models 

have become as complete and efficient as ever with error-hunting techniques. Suppose dynamic 

simulation and static data are needed to solve a problem, in that case, it is required to quickly 

move our problem to a dynamic platform, which allows actual software to run on a few 

megabytes of system or chip level. Mistakes at this stage will be more complicated, if any of 

these remain then they will cause problems. 

 

Studies have shown that debugging is more complicated while doing verification process of IP 

designs. In general, designers are involved in correction, this usually involves some level of 

waveform and code analysis. Engineers are most excited for the process of fixing and testing 

errors. The testing team needs availability and consistency of debugging features and 

experience with different set of test platforms as simulation acceleration. The infinite search of 

debugging root cause should be measurable, which can only be competed through proper 

planning and execution of planned test cases. 

 
Work or scope requires the complete concept plan based on engineering knowledge and design 
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 knowledge along with the effective planning and quality control standards. Evidence is an 

important task to find and doing analysis of test errors, as the team must organize, analyze, and 

imagine multiple sources to build relationships and agree on the necessary approval and 

validation processes. 

 
2.3 Analysis: 

Improving accuracy, speed, and overall debugging is a critical challenge. Therefore, the time it 

takes to get an answer can vary greatly depending on the localization of the error and the line of 

code involved. Many new architectures are specific to the registers that must be able to 

understand the transistor methods to perform proper testing to debug the device. Evidence 

based verification methods help to cross-check target behavior and have the advantage of 

improving stability and low-level performance to catch more errors faster and more efficiently. 

Supports bug hunting at multiple levels of the hardware development lifecycle, reduces the 

workload of verification engineers. By this analysis it can be stated that there is a requirement 

for an automatic debugging system. At the other end of the development lifecycle, the way is 

to carry out power analysis and to fix power bugs while running actual hardware and also 

maintaining high-performance. 

 
To complete transition between simulations and prototyping environments, integration of bug 

analysis with several automated debug platforms is required, which allow us to debug bugs 

across all scenarios and at different levels to increase debug efficiency. For bug absence during 

tape out stage, complete test plan and coverage analysis of code and branches are done which 

allowing one to plan, execute and sign off after getting coverage goals. Therefore, the 

challenges of bug reduction when detecting and debugging errors in complex hardware are 

apparent to detect errors efficiently and effectively. Hence there is a requirement of a 

debugging technique which debug the bugs and also the possible errors root of cause and also 

to enable the bug predictions based on the previous regression results. This is for quick and 

effective debugging to do the analysis when encountering bugs.  Although these challenges 

getting worse when the size of cores and modules increases, hence verification tools and 

advanced techniques are needed to meet client product demands.  
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2.4 Objectives: 

From analysis, the following objectives have been drawn: 

i. To review and analyze ML method to automatically identify and classify design/test bench 

bugs. 

ii. To develop a ML model to streamline the debugging process for optimization overall chip 

development productivity. 

iii. To improve the accuracy for manual bugs analysis by automating the repetitive tasks or 

debugging related tasks. 
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Chapter 3 

Proposed Methodology 

After reviewing the various approaches present in literature, there is a requirement to develop 

the model which has a dataset with an effective training phase for the accurate prediction of 

bugs. Proposed scheme saves the time and efforts to manually find the failures of the same root 

cause for the case of IP and SoC verification. 

 
3.1 Methodology: 

Employing automation for debugging errors is required at the abstraction levels. It is well 

understood that verification and debugging take much time and are the most challenging parts 

of chip development. Every time a regression fails, the verification team must examine the 

reports and debug the causes of the failures. Simulation regressions are run countless times 

during a project. Because RTL and test bench code constantly changes as bugs are fixed and 

new features are added and tested, recurring bugs occur daily. Manually handling log 

regression errors is a heavy burden for the teams therefore introduction of debugging system is 

required which automatically detects and finds the root cause of the regression error. It also uses 

AI to identify and analyze raw regression results and then find the root causes of design and 

testing platform errors. 

 

AI has proven helpful ways for many applications, providing intelligence and speed to see 

insights from multiple devices. Another helpful feature of the debugging tool is the ability to 

reuse test bench setups in different environments, thus speeding up time. Now with this 

efficient debugging and integration technique, time and can be saved and hence debugging is 

easily implemented for all design and analysis processes. It extracted patterns and with these 

patterns, dataset is generated which typically reduces debugging time to focus on more 

productive    tasks. AI helps find the root cause of design failures as being able to identify the 

exact fault is very difficult because there are so many clues that need to be identified and 

understood. It would help if anyone run multiple simulations and tests to validate the design 

without a debugging tool with all the necessary capabilities. It is divided into two mode phases, 
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Dataset Generation Extracted Patterns 

Model Generation 

Prediction Values 

Model Accuracy 

Actual Values 

which are the training phase and the testing phase. In the training phase, dataset generated from 

extracted patterns to train models to predict values and in testing phase logs are extracted and 

validate the bins and compare with the actual values. In testing phase unknown patterns are 

extracting log errors and validated the respective bins to find out the model accuracy. This 

means that all the data that must be analyzed has zero errors. 

 
 

Training Phase 

 

 
 
 

 

 
Testing Phase 

 

 
 
 

 

 

 

Fig. 3.1 Working of ML Model 

Validation of Clustered 
Bins 

Train AI Model 

Extract Log Errors Unknown Patterns 



20  

Based on 

Root 

cause 

Tags 

Clustered 

Test cases 

 

 

Diff 

from 

Gener 

ated 

Model 

 

Based on 

Context 

Fields 

 
Based on 

Features 

First Failure 

First Failure 

Module 

First Failure 

Description 

Specific Tags 

 

 
 

Stop 

 

Result 

Analysis 

Initially, test cases are checked in the database by using commands to launch the regression, it 

gets results of test cases where failing test cases are only supposed to get dealt with. All the 

failing test cases have failure logs, initially open these log files by giving directories paths in 

the configuration file. Using these log files, features such as errors, user defined patterns or 

keywords are extracted to deal with the model. Based on this dataset, make use of the ML k-

means clustering algorithm to list the similarities and differences of failures or other inputs the 

user provides. This is clustered into multiple bins, these are used to analyze results for the 

following regression and to train a model to predict the subsequent failures. 
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Fig. 3.2 Verification Environment Setup 

 

 

3.2 Proposed Work: 

The last step of the verification process is debugging, which is very close to simulation. The 

warning message must be debugged once the simulated regression run is complete. New bugs 

are constantly created as code evolves to fix bugs or add functionality. This method divides the 

failures into multiple error boxes based on error characteristics, which will help debugging 
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easier. These errors are considered to determine whether the error is from the design or the test 

bench by finding the failures context. 

 
This method is used to troubleshoot the faults. It uses the dataset to identify errors and divide 

them into different bins. It then uses these bins to train models to detect and identify errors. 

While reducing time to debug, it is also recommended to avoid getting debug   failure which is 

required to understand the cause and to fix the errors. This framework optimizes the regression 

errors analysis for debugging, which involves collecting and analyzing messages from the 

simulation log file. Initially, running regression is required after the standalone test case gets 

completed, it generates the report on the tool, which is exported as a CSV file. This CSV file is 

used to extract the required data to generate a dataset for training our AI model. Data is 

collected with multiple columns with information such as test case names, sequences, error 

types, and first errors. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Fig. 3.3: AI model generation flow 
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Identify relationships among the simulation log failures based on their feature extraction. It 

also added the feature of waive specific contexts which enables users to exclude specific error 

messages. Create error solutions/root cause tags to identify compilation errors and its 

possible solutions. Initially, the user must fill a configuration file for path directories, 

specific tags, and known errors. After regression launched, the failing tests have generated the 

log files. From these log files feature extraction is done as module names, failure descriptions 

and specific tags need to be covered. This extraction is done by using export data from the 

vmanager tool. After extraction, clustering is done using ML algorithms on the tool, by            writing a 

python script. It will generate the multiple clustered test cases bins based on root cause tags, 

context fields and listed features. It will also classify whether the error is from design or test 

bench. It will match with the already listed defect, then do the functionality checks by taking 

differences from the results. 

 
3.3 Flowchart: 

 

Merging Errors 

 

Fig. 3.4: Flowchart 
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3.4 Verification Methodology 

Due to the intricate nature of modern chip architectures and the evolving demands of industry, 

there is a need of advancements in the verification process. Various approaches are employed 

to address these challenges, including UVM based and assertion based methodologies. 

 
3.4.1 SV- UVM Based Methodology 

 
 

 

Fig. 3.5: UVM Based Methodology 

 
 

SV integrated with the new verification methodologies using object and components oriented 

concepts, significantly increasing the efficiency of the verification process. It facilitates an 

environment taking classes and randomization constraints. Within this framework, DUT is 

linked to the agent and monitors with its sequencer. Other key components include drivers, 
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monitors, agents, and top-level modules are also there where each of these components and its 

objects are doing their specific roles as per the specifications. 

 
UVM is generally used due to its reusable test bench environments which are created with the 

help of predefined classes. This is a basic standard of industry written with the help of SV to 

create an efficient verification environment. UVM uses a predefined class with the factory 

mechanism without altering any other file of the test bench, only the classes and objects are 

registered and gets whenever needed. 

 
3.4.2 Assertion based Methodology 

Assertions serve as critical tools in verifying whether a design adheres to specified conditions. 

When an assertion fails, it indicates a deviation from expected behavior, required further 

investigation into the underlying causes. 

Two types of assertions statements are used, which are as follows: 

i. Immediate Assertions: It is used to check different conditions at current time. 

Example: a_eq_v: assert (a ==v) else $error (“a not equal v”); 

ii. Concurrent Assertions: It examines sequence of events over the multiple cycle that 

focus on evaluating the occurrence of specific sequences of events across multiple 

clock cycles. 

Example: p_eq_q: assert property ((@posedge clk) c |=> (p == q)); 

 
 

3.5 IP Interfaces 

In high speed data compression, there are several interfaces used for functionalities and the 

clock reset unit for the blocks used at 400 MHz target frequency. 

 
3.5.1 APB Interface 

This technology relies on the AMBA which is standard for managing register field bits of 

internal register. It offers an efficient way to integrate protocols that minimizes power 

consumption.             This interface uses defined protocols to connect low bandwidth peripheral with 

assigned masters. Bigger devices are connected with the interfaces like AHB and the small 
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operating              peripherals are connected with the interfaces APB. 

 

 

 

 

 

 

  

 
AHB 

Transfer 

Controller 

 

 

 
Interrupts 

 

 
 

 
AHB Master 

Interface 

 

 

AHB 

Fig. 3.6: APB to AHB bridge flow 
 

 

The operating states of APB protocol are as follows. 

i. IDLE: This is the initial state of APB protocol. In this state the reset condition is set up. This 

is the default state for APB where no transition occurs. 

ii. SETUP: When the setup phase starts, the transition occurs when a transfer is initiated and the 

PSELx signal is asserted. This phase lasts for a single clock cycle, after which the state transitions 

to the next phase during setup at the first rising edge of the clock. 

iii.ACCESS: During the access phase, the PENABLE signal is asserted, indicating the 

readiness for data transfer. It is crucial that signals such as data, and address remain stable as 

the system transitions from the setup phase. If PREADY remains low, the bus stays in the 

access state and if the PREADY signal asserted then the bus goes to the idle state if no transfer 

is required. If interrupt occurs then bus goes to stop the execution process. 
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Handshaking mechanisms utilize the ATVALID and ATREADY signals to fetch the data by 

asserting the ATVALID signal. If the slave is ready to accept data, it responds with the 

ALREADY signal else the ATREADY signal remains low. Hence this communication 

protocol involves the master asserting the ATVALID signal to indicate data availability, and 

the slave responding with the ALREADY signal when it receives the incoming data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
 

 

 

Fig. 3.7: APB State Diagram 
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Now if the signal ATREADY is low and ATVALID is high in a cycle, then the signal 

ATDATA has some value and in case ATVALID is low in a cycle then the condition of 

ATREADY doesn’t provide any effects. There are many times when    it is imperative to remove 

remaining data from the buffer, this process is called flushing. 

 
The number of pipeline stages is generally fixed in the master. Whenever a trace is generated, 

it is stored in a data locations and data is coming out from the FIFO. 

 
 

Fig. 3.8: Different ATB Signals 
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As shown in the waveform in figure 3.9, ATDATA is 32 bit and its byte value is 2 BITS and the 

bit values are taken as per the requirement of the protocol. The below waveform gives the 

analysis of single state. 

 

 
 

 
Fig 3.9 Waveform analysis for single state 

 
 

At T1 clock cycle ATREADY is not accessed, at T2 clock cycle value B is asserted and 

ATREADY is de-asserted, at T3, B value is asserted and at T4 clock cycle both  A and B are de-

asserted. Data stream is associated with a unique ID that distinguishes it among different 

sources and finds components with its objects for similar requirements. Signals such as 

ATBYTES and ATDATA share a relationship defined by the values in ATDATA[m] and 

ATBYTES[n]. 

 

 
Fig. 3.10: Waveform Analysis for multiple States 
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Based on the waveform analysis for multiple states as shown in figure 3.10, it has been 

observed that AFREADY becomes high when all the trace data generated while ATREADY 

and AFVALID is asserted and data transferred. The assertion of AFREADY imply that the 

data processing running in background. ATVALID asserts high during the complete cycle after 

the generation of data in T2 cycle. The trace data generated after AFVALID is asserted in the 

FIFO and de-asserted when AFREADY becomes active. 

 

Trace data which is generated after the assertion of AFVALID signal is stored and then 

AFREADY is asserted. At TI-T2 clock cycle, flush is requested and values are held in the 

FIFO. Now at clock T2 flushing starts and at T3-T5 clock stalls but data transfer is still 

possible and at T6 clock flushes out and AFVALID signal becomes low which makes asserting 

high of AFREADY signal just before one cycle. 

 
Major advantages of using RAL are: 

i. Reusability: They are able to be reused in other environments and also enable users to write 

sequences to access field registers and regions of memory. 

ii. Uniformity: Across the semiconductor industry the set of pre-defined rules on register access 

are common. 

 
The process of generating the RAL model follows a certain process which is command based 

and automated using standard tools. Initially, the design team provides a XML file containing 

register descriptions of a register file which is intended for use the specifications in the RTL 

design. This XML file is then placed using fetching commands into the RAL model generation 

tool and it generates the RAL blocks model having register fields. These essential register 

fields tasks are encoded into RAL sequences, facilitating standard verification across all the 

RAL models. 

 

This approach narrow down the process, allowing for register read/write test cases to be 

executed and analyzed. It is easier to access registers with the help of RAL model as it 

classifies the bits into multiple register fields which creates the bit access of  particular register 
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values. The RAL model sequences automate the register field verification tasks ensuring 

efficient validation of registers functionality. 

 

 

Fig. 3.11: RAL Model 

 

 

3.6 UVM Component 

A UVM is consists of a component that are connected as an elements and used by test bench for 

verifying IPs . These components are layered to handle different aspects of the verification 

process, such as signal displaying. The main UVM components includes “uvm_test,” which 
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configures the verification environment, “uvm_env” which defines the overall test bench 

architecture, “uvm_agent”, responsible for doing the protocol tasks, and “uvm_driver” and 

“uvm_monitor,” which generate test stimuli and observe the outputs of the DUT.  

Figures marked with an asterisk (*) contain restricted data related to module names and are 

subject to company confidentiality. 

 

3.6.1 UVM Sequence and Sequence item 

The sequences are implemented using the UVM sequence class, to stimulate the DUT, sequence 

items are designed with data fields that model the test scenarios. Custom items are derived   from 

the UVM sequence item class which are useful for carrying functions contains specific items 

as per the specifications which streamline debugging processes. It generated the data fields as 

per the verification plans developed by the verification teams. These data fields are typically 

randomized with some useful constraints to make test conditions, and to the randomized nature 

of the test bench environment.  

 

Randomization is done to make the bit fields like address and data more variable with the help 

of constraints defined for specific functions as inline, soft, solve-before, bidirectional as per the 

requirements of the fields. 

 
 

 
 

Fig. 3.12: Sequence 
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3.6.2 UVM Sequencer 

The sequencer is created by extending the UVM sequencer class with the item as a parameter. It 

generates and returns data items in response to the driver's commands. Using randomization, a 

sequencer follows the present condition of the DUT and generates specific conditions 

sequences which contain more valuable data items. 

 

 

Fig. 3.13: Sequencer 

 
 

3.6.3 UVM Driver 

The driver in semiconductor testing acts as an intermediary between the test environment and 

the DUT. The driver which operates in two modes is specifically designed to create 

customizable drivers. This parameterized class incorporates functions for sequence items to 

define the types of data sent to the DUT during testing. 

 

Fig. 3.14: Driver 
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3.6.4 UVM Monitor 

This component operates independently to monitor all interactions between the DUT and the 

test bench. It forwards signals to other modules like scoreboard, if communication deviates from 

the protocols, the monitor flags errors else it translates signal level data into sequence item 

format from transmitting data to the scoreboard. 

 

 
Fig. 3.15*: Monitor 

 
 

3.6.5 UVM Agent 

The UVM agent, is used by user-defined protocols in the test environment. It consolidates 

essential elements like drivers, sequencers, and monitors. Multiple agents exist within a single 

UVC, catering to various protocols in SoC designs. The agent connects through stages to 

interconnect components which are distinct from the running phase. Agents operate actively or 

passively based on their requirements. 

 
 

Fig. 3.16: Agent 
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3.6.6 UVM Scoreboard 

A scoreboard in verification ensures the correct operation of the DUT by monitoring the flow of 

data into and out of it. It compares the inputs entering the test environment with the outputs 

produced by the DUT. The scoreboard collects data from multiple sources, processes it 

independently, and compares data with the expected results to validate the DUT. 

 

 

Fig. 3.17*: Scoreboard 

 
 

3.6.7 UVM Environment 

At the top level, this component acts as a central hub for managing multiple agents. Built upon 

the UVM component base class, it coordinates diverse verification tasks. It includes 

functionality such as scoreboards for validating data flows and comparing outcomes to 

reference models. Furthermore, the component integrates previously verified block-level 

environments into larger subsystems or SoC architectures. 

 
 

Fig. 3.18*: Environment 
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3.6.8 UVM Test 

Test generates the test bench scenarios by carrying out the sequencer to define sequences 

generation for a particular run allowing the data items to transmit to the DUT based on their 

requirements. Test is written as per the basic specifications given by the design team and 

verification plans made by the verification teams. They are written to check the specific 

scenarios of particular IP/SoC where SoC handshaking process of C and SV is done to make a 

verification of functionalization of the test. 

 
3.6.9 UVM Top 

It is the block where DUT and test bench instances are built and connects the DUT to the test 

bench using the virtual interface as a handshaking process. It contains the SV files for various 

components, UVM packages, and sometimes certain assertion definitions. 

 

Fig. 3.19*: Top Module 

 

 

3.7. Safety IP 

The Safety IP core module is a unit which controls access to target regions based on configure 

access permission. It interacts with the control unit, a NOC hardware unit that is instantiated 

within the interconnects of NOC. They can be in a range of a single bridge component to a 

complex architecture for specified protocol bridge which consists of multiple masters and 

slaves used to transfer the signal from interface to the specified modules of the blocks. 
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The protection mechanism is based on the use of software defined protection regions that enable 

fine-grained access control at the target based on the following attributes of each request 

transaction. This is divided into checks based on below attributes: as memory type, master type, 

Initiator address, Initiator master ID access type (Read/Write/Exec) access qualifier. It supports 

an APB4 interface for the hardware configurability. 

 

Fig. 3.20: Safety IP top-level block diagram 

 
 

3.7.1 Key features 

Safety IP has some features for easy access to the regions in the architecture. It has a mechanism 

to control access to multiple partitions of the IP. The key features of safety IP are as follows: 

      i. Possibility to enable/disable the Safety IP checks.  

      ii. Read/Write/execute access permissions of each Initiator for protection region. 

iii. Support communication between virtual machines using the shared memory. 

     iv. Shareable attribute per region for access checks. 

v.All regions are parametrized and can go up to the maximum of 32 bits. 
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3.7.2 Configuring the Safety IP 

The process begins by define the specifying bus protocols, widths and establishing master-

slave connectivity matrices. Designers set up the connectivity topology in the top 

implementation view. The tool graphical interface allows for selecting specifications such as 

buffer depths and register settings with their configuration options. 

 
Designing an IP involves navigating complexity to ensure a bug-free outcome, making defect 

raised which is critical in semiconductor design. Verification states the design's functional 

accuracy against specified requirements and this functional verification begins by validating 

the design's behavior. RTL designers collaborate with verification teams using test benches 

and coverage metrics to validate the code. Key metrics include expression and other 

coverage, aimed to achieve coverage range through  code-based assertions verification. 

 

3.7.3 Environment Setup for IP Verification 

Once the register test cases are planned by the architecture team, the verification team first set 

up the environment for IP verification. In this situation, a dedicated data transmission is crucial 

at the SoC level to effectively handle data reception to ensure its comprehensive functionality. 

Verification IPs are reusable components that are integral to the test bench framework and 

sourced either through in-house or third-party developed, the current IP verification test bench 

utilizes wrapper APB VIPs, which are essential components in our verification methodologies. 

Verification of RTL requires building an elaborate environment set-up for running tests, 

identifying regressions and arranging results from test-runs. Creating this environment for 

every RTL is a manual task for each team member and it may take weeks of effort. The 

abstraction of the register model closely resembles the structure for RAL register definitions. 

This abstraction serves as a pivotal reference point for verification teams, and design teams. The 

critical aspect is the accuracy of this model to effectively validate the design. 

 

This model, subsequently used for accessing DUT registers, unifies efforts across different teams 

and ensures thorough verification of the IP designer. Repeating the above steps is a mundane, 

repetitive task, which is carried out manually and is prone to human errors. The Environment 
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setup is to generate a test bench environment for a specific protocol. It takes input from a 

configuration file and generates a test bench directory with all the basic files. It also connects the 

DUT to the test bench. It fetches signals and other information from XML and uses that 

information to automate setup. It also generates standard register verification test cases. 
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Chapter 4 

Results and Discussion 

The outcome enhances the efficiency of regression testing by maximizing its utilization, 

directing manual effort towards genuine debugging tasks rather than other tasks. This approach 

also reduces the time for the debugging process in regression testing for chip projects. It leads to 

significant increase in productivity for each debugged test, thereby reducing the number of 

overall tests to be developed. 

 

 

Fig: 4.1 Convolution Layer Generation 

 
 

Fig. 4.1 shows the generation of the Convolution layer. It comprises of a set of filters, where 

each filter's parameters used neural network and layers are adjusted to optimize the 

performance. These filters convolve across the dimensions of the input layers at its each spatial 

position. This operation generates activation maps that highlight specific features across the 

input matrix. 

 
Sigmoid function can be mathematically represented as σ(k) = 1/((1+e)¯k) (4.1) 

where σ(k) is sigmoid function k is the number of input values 

ReLU function can be mathematically represented as ƒ(r)=max (0,r) (4.2) 

where f(r) is ReLU function r is the number of input values 
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This layer generation process works by initially extracting the features from the developed 

matrix followed by building a decoder to decode the extracted features into multiple layers. 

Initially, the input convolutional layer along with different activation functions like Relu and 

sigmoid function are normalized. The use of the sigmoid function is to convert all the negative 

values to positive values using the equation 4.1 so that mapping can be done for the dataset 

properly and the Relu activation function is used to get the linearity of the function using the 

equation 4.2. Hence, the initial layer as shown in figure 4.1, “conv5” and “conv6” uses the 

activation function ReLU and the last layer “conv7” uses the activation function sigmoid. In the 

last layer, decoded values are generated and structure is mapped for required dimensions of 

length and width (3, 3) respectively. The “conv7” layer is required to send flat data to a neural 

connected layer. In this layer, data is transformed into the variable classes to get a fully 

connected network. For the index value of 1 and with size 3*3, a layer is generated for the 

compilation. 

 
Categorized autocross entropy uses the calculated mean square error by taking the model 

optimizer value to reduce the overfitting. Sampling is done in the training data for our model by 

considering the batch size of 128, it means that it takes 128 values at once and this process is 

repeated until all the fetched parameters are not satisfied. 

 
Fig. 4.2 shows model training by building an encoder and a decoder using convolutional layers. 

It is a function that constructs the decoder part of a convolutional encoder. The decoder is 

basically used for construction of input matrix which is responsible for generation of results 

using input data. In the training model, the layer named as “input_1” has been created with the 

length, width and layer index that is (28, 28, 1) respectively. 

 
First, second and third parameter values (128, 128, 256) are considered as the value of the height, 

width and number of output channels. Output filters of 32 bit are taken for a (3, 3) feature 

extraction. Padding used is "same", which processes only the even padding for the input shape 

of (128, 3, 3). The max-pooling layer is used for the pool size of (7, 7) that defines the pooling 

window. Training data is sampled for 12 epochs initially it means 12 times it processed the 
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model training. In the “input_1” layer when 32 filters of size (3 * 3) are applied then the output 

shape becomes (28, 28,1). 

 
Convolutional layers are used with the filters of size 3x3, ReLU activation, and batch 

normalization methods. These layers are designed to perform features extraction. A 

convolutional layer with a single filter is used to reconstruct the original input data. 

 
New parameters value is calculated with the following equations: 

new_Param = old_Param - (learning_rate * gradient of Param#) (4.3) 

 
 

 

Fig. 4.2 Model Training 

 
 

The sigmoid activation is often suitable for training purpose with it functions to place 

normalization of inputs in the suitable format to convert the batches into defined matrix for 

accuracy calculation. It gives model accuracy of 91.9 percent which is normalized by the loss of 

0.3 percent as shown in Fig. 4.3. 
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Fig. 4.3 Model Accuracy Result 

 
 

The model is trained using the K-means algorithm over several epochs. To ensure accuracy, the 

dataset is divided into multiple sets, with 80% assigned to train purpose and 20% to testing 

purpose. 

 
The test set acts as a subset to evaluate the model's performance after training. A predefined 

threshold of 75% accuracy is set to guide the training process, ensuring the model continues 

training until this desired level of accuracy is achieved. Confusion matrix provides a detailed 

breakdown of the model's accuracy by displaying the counts of true negatives and also false 

positives and negatives.  

 

 

Bins Testcases Context Field Severity Actual 

debug 

% Accuracy 

1 26 RCU_fault High 19 75 

2 21 ACU_fault High 20 96 

3 8 CCR_mismatch High 13 62 

4 12 Timeout Errors Low 12 100 

 

Table. 4.1 Bins Accuracy Result 
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Table. 4.1 compares the multiple bins test cases with the actual test cases failures that are failed 

due to the same root cause contexts. It shows the accuracy of failing test cases with the actual 

test cases debugged by the verification team. It gives a 100% result for the low severity errors 

such as timeout errors. For the high and medium severity errors, the accuracy ranges from 60 to 

90 percent. For faults categorized into the bins as per the given context field the number of test 

cases lies in the range of 10 to 25 test cases. 

 

 

 

    Fig. 4.4 Bins Accuracy Comparison 

 
 

Fig. 4.4 represents the graphical form of test cases clustered in multiple bins as given in the 

above table. It compares test cases with the actual test cases that failed due to the same root cause 

contexts. The accuracy of bins is compared, revealing that bin 1 has the highest number of failing 

test cases, exceeding 25, while bin 3 exhibits the lowest with fewer than 10 failing cases. 

 

This analysis clearly indicates that bins associated with higher severity contexts have a lower 

likelihood of achieving accuracy, whereas bins linked to lower severity contexts are more likely 

to meet accuracy standards. 

 

Fig. 4.5 depicts the accuracy achieved in the testing phases. Before testing a model, raw data 

undergoes initial analysis and preprocessing to simplify the model- training process and handle 

any unclustered data effectively. The accuracy levels observed during the testing phases 
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significantly influence the final score. The parameter Win specifies the slices involved in the 

operation and epochs are measured for accurate values with threshold value defined in the 

model. It calculate the accuracy within the function of referenced model but error propagations 

can occur during generation of accuracy.  

 

 

Fig. 4.5 Model Accuracy vs Wn Values 

 
 

Fig. 4.6 shows the output file having multiple bins with its test failures. It categorized the testcase 

into multiple bins using failure names, error severity, failure description, and modules. It also 

includes context fields or specific tags found given by the user. 

 

 

Fig. 4.6 Bins Failures Output 
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Parameters 

The output is generated in a CSV file format to analyze this output for debugging purposes. It 

saves significant time and effort for every debugged failing test while significantly reducing the 

number of such tests. 

 

Fig. 4.7 Distribution of Samples 

 
 

Fig. 4.7 shows the distribution of samples concerning failure names, error severity, failure 

description, and modules. The majority of samples fall within the range of 2 to 4 features, 

suggesting that samples with 2 to 4 common features are distributed in a classified manner. 

Therefore, it can be conclude that samples containing more features are effectively clustered. It 

also indicates that as the number of features increases, the distribution becomes less random, 

and clusters move closer together. This demonstrates a decrease in the gap between testing and 

training samples, suggesting improved alignment and similarity between the datasets used for 

testing and training purposes. 

 
4.1 Comparison of Results with existing Debugging Systems 

This comparison evaluates the performance of existing debugging techniques, such as those 

using ML and bug analysis with proposed debugging systems. Parameters are focused on 

accuracy, bug type, design complexity and description level to assess these advancements offer 

significant improvements over existing methods. 
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Authors Eman El 

Mandouh 

et al. [18] 

Mustafa 

Efendiog 

et al. [28] 

Djordje 

Maksimovi 

c et al. [14] 

Ashima 

Kukkar 

et al. [8] 

Proposed 

Approach 

Parameters 

Accuracy 81% 96% 80-85% 85-99% 91.9% 

Type of 

bugs 

Similar 

Features 

Bugs 

Core level 

Bugs 

Register 

and 

Functional 

level Bugs 

Duplicate 

Bugs only 

Register, 

Functional, 

Core Level 

Bugs 

Design 

complexity 

Block 

Level 

Single 

Core 

Level 

IP level SoC Level SoC level 

Description 

level 

Logical and 

architecture 

Logical Logical and 

architecture 

Logical Logical and 

architecture 

 

Table. 4.2 Comparison Results from existing approaches 

Table 4.2 show the experimental results of proposed bug analysis approach and are compared 

with the existing systems based on similar data sets. These systems are proposed by Eman El 

Mandouh et al., Mustafa Efendioglu et al., Djordje Maksimovic et al. and Ashima Kukkar et al., 

[18], [28], [14], [8]. Eman El Mandouh et al. [18] optimize debugging for similar features bugs 

types for a block level at both logical and architecture levels with a accuracy of 81%. Mustafa 

Efendiog et al. [28] developed bug detection system using the combination of modeling and 

information retrieval process with 96% accuracy which is higher the our proposed system but it 

limits only for core level bugs. Djordje Maksimovic et al. [14] determines both functional and 

register bugs at IP level with a accuracy of 80-85% and Ashima Kukkar et al. [8] developed 

deep learning based system which able to detect duplicate bugs only with a accuracy of 85-99% 

at SoC level. 
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Hence, it can be summarized as proposed approach improves the debugging process significantly 

rather than other existing approaches considering accuracy and types of bugs along with its 

complexity. 

 
4.2  IP Verification Results 

Waveform analysis is used in verifying the correct implementation of the APB protocol. By 

capturing and analyzing the waveforms of APB transactions, it ensures that the protocol 

operates correctly and efficiently. The methodology and results demonstrate the effectiveness 

of waveform analysis in identifying and addressing potential issues in APB implementations. 

 

The signals encompassed in the testing include APB protocols and functional test cases, which 

verify both protocol adherence and specific IP signals such as reset, clock, read data, configure 

registers, write data, and specification selection states. Upon observing the waveform in figure 

4.8, at address 0x100 and time-stamp as marked in red, it has noted that when “PWrite” and 

“PSel” are enabled, then “Enable” signal asserts high, indicating the proper writing of data onto 

the registers. This observation confirms that register read and write operations are functioning 

correctly according to the defined specifications. 

 

 

 

Fig. 4.8: Simulation result-1 Waveform Analysis 
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Signals numbered 11 to 15 from the top in the above waveform, “fg_reg [1:0]”, “fg_sel”, 

“wdata_q [1:0]”, and “write_q” serve the purpose of verifying the functionality of the IP. It is 

observed that when “fg_reg [1:0]” is in state 3 and “fg_sel” is asserted high, “write_q” also 

asserts high. Additionally, the red-marked signal in the above waveform, “f_cfg_reg [1:0]”, 

remains at state 3. These findings indicate that the safety configuration aligns with the expected 

functionality of the IP. This verification step confirms that the IP operates correctly according 

to its specified functional requirements under stated conditions. 

 
Waveform analysis as shown in Fig. 4.9 confirmed that the APB transactions adhered to the 

protocol specifications. The signal transitions occurred as expected by the RTL. The “enable” 

and   “ready” signals were correctly synchronized, ensuring proper data transfer. Additionally, 

the analysis highlighted potential areas for optimization, such as reducing the latency of certain 

transactions and improving the timing margins for critical signals. 

 

 

Fig. 4.9: Simulation result-2 Coverage Analysis 

 
 

Coverage analysis is essential for ensuring the thorough verification of the APB protocol. By 

measuring toggle coverage, it ensures that all aspects of the protocol are exercised and 

validated. The results of this analysis demonstrate a high level of verification completeness, 

with identified gaps addressed through additional testing. 

i. High Code Coverage: The goal is to achieve 100% statement coverage, branch coverage and 

path coverage. The insignificant uncovered areas are mostly related to error-handling paths not 

frequently exercised. 

ii. Comprehensive Functional Coverage: Most functional scenarios were covered, including 
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normal and edge cases. A few edge cases related to rare timing scenarios required test cases. 

 

Coverage analysis as shown in Fig 4.9 indicates that the top module, highlighted in blue, 

achieved a 100% status, confirming that all assertion properties validating the IP specifications 

are valid. A total of 185,810 properties were written to verify the RTL specifications, all of which 

passed successfully. Similarly, the core module had 185,571 properties written, and all these 

also passed validation. The combined verification results from both the core and top modules 

affirm that the IP has been comprehensively and functionally verified, meeting all specified 

criteria and ensuring its reliability for deployment. 

 
The analysis highlighted some gaps in coverage, particularly in error conditions and certain edge 

cases. Additional test scenarios were developed to address these gaps to ensure comprehensive 

verification of the APB protocol. 

 

 

Fig. 4.10: Simulation result-3 Regression Analysis 

 
 

Regression analysis is essential for maintaining the integrity of the APB protocol 

implementation. After running multiple regressions tests it was found  that failing test cases are 

getting passed. The results of this regression analysis demonstrate the effectiveness of the 

testing framework and provides roadmap for verification process. 

 
The IP underwent functional testing with 54 test cases primarily focusing on ID violations, 

partition mismatches, register verifications, and secure gateways. Initially, only 37 test cases 

passed, contingent upon the "all state access" parameter being set. However, with the 

introduction of new regression tests, the number of failing test cases steadily decreased while 
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the count of passing test cases increased. Ultimately, after all regressions were completed, all 54 

test cases passed, indicating comprehensive verification of the IP across all contexts. This final 

state confirms that the IP has been internally validated and is reliable for access. The IP 

verification encompassed all aspects, including connection integrity, block functionalities, and 

adherence to specifications. 

 
The testing highlighted several areas of concern, particularly regarding partition violations, ID 

mismatches, and unauthorized access across multiple partitions within the IP. Despite initial 

challenges, continuous regression testing showed a progressive decrease in failing test cases and 

an increase in passing ones affirming thorough validation across every context. This ensures 

that IP is ready for deployment to the verification closure. 
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                 Chapter 5 

 Conclusion and Future Scope 

Automation using ML finds many applications daily in wafer production and verification 

processes. For verification, it speeds up verification failure, increases the efficiency of 

verification, makes simulation more practical, improves integration, and makes debugging 

simulation faster and easier. This work plan enables debugging by dividing errors into boxes 

according to their characteristics. It also analyzes the raw regression parameters and identifies 

the root causes of errors in design. It reduces the time and improves the overall debugging 

approach with less effort. The implemented project gives coverage result analysis and ML model 

accuracy of 91.9% by covering aspects of register and functional test cases. 

 
This automation technique which is scripting based debug optimization reduces the effort 

required to verify the complex designs. Considering the overall analysis, it can be concluded 

that debugging process is optimized for the verification process. Furthermore, there is potential 

for future enhancement by extending its application to other ML models which are decision 

based for comparative analysis. Introducing parameters specific to particular failures would 

enable the model to automatically analyze root causes. Additionally, enhancing the depth of 

epochs could render the process more dynamic. Furthermore, substituting deep learning models 

could potentially improve accuracy further. Reusability can also be added for the multiple 

function sequences. These steps collectively suggest avenues for advancing and refining the 

debugging framework to enhance its effectiveness in verifying complex systems. 

 
Safety IP is verified at IP level with full code coverage and functional coverage. This IP is also 

verified for multiple interconnect scenarios of blocks at SoC level verification using C based test 

cases. It gives the overall coverage grade of 100% at SoC level, it verifies that all the NOC 

Connections are interlinked properly to other components. The VIPs environment of AXI and 

APB protocols have been developed and verified by the virtue of protocols. The code coverage 

proves the efficiency of the VIPs in providing the path to achieve the coverage goal. 
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