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ABSTRACT

In Internet-based communication, various types of attacks have been evolved. Hence,
attacker easily breaches the securities. Traditional techniques of intrusion detection have
failed to observe these attacks and thus hefty systems are required to remove these
attacks before uncovering of the entire network by attacks. The power of artificial
intelligence systems is used, to make high computational speed, boost fault tolerance and
error resistance against turbulent data. Therefore, fuzzy-PSO (particle swarm
optimization) based hybrid approach is designed. The fuzzy logic based on the degree of
truth whereas PSO algorithm depends on stochastic technique that helps in learning from
the scenario, thus their combination increases the toughness of intrusion detection
system. The proposed network intrusion detection system will be able to classify normal
as well as anomalism behavior in the network. DARPA-KDD99 dataset examined on
this system to address the behavior of each connection on the network and compared
with an existing system. This approach improves the result on the aspects of precision,

recall, and F1-score.
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Chapter 1 Introduction

1.1 Intrusion

In modern days, use of the Internet has expanded greatly. Its adoption has escalation
to the core of most of the trades. The connectedness it contributes, grants enterprises
to broaden their action and boost productiveness. After all, the internet advanced by
swift degree, its scope expanded enormously. Nowadays, access to the internet is very
easy, and considerably at low prices. It describes that anyone can get access of it and
approach anybody over the network virtually. This luxury of openness created an
unusual type of misbehaviour: virtual-misbehave [1]. This kind of misbehave matured
aggressively from past twenty years, primarily by reason of the democratize of the
internet [2]. Intrusion is an action attempting to break into or misuse one’s system in
violation of an established policy like remote root compromise, distribution of pirated
software etc. There are two threats to the security of any system first one is malware
and second is the intruder. Intruders, who are spread across the Internet, have become
a major threat in the world. It is important to resolve this issue as soon as possible.
Hence for its solution, a count of techniques such as firewall, encryption to
prevent such penetration and to protect the infrastructure of computers are
implemented, but with this, the intruders managed to penetrate the computers. In this
chapter, we discuss the intrusion detection system (IDS). This is used to protect or
prevent various penetration and inner structure of computers. This system consists of
many hardware and software which are used to determine unexpected events which
are going to give an indication like the attack is going to happen, attack is happening
in the system or attack is happened in the system. These are such indication given by
the IDS. It can be classified as its working type of the system like it warns before the
attack or it can warn while the attack is in the process or it warns after the attack.

There are three component of intrusion detection system.

e Sensor: - it is used to generate events and to sense the traffic network or
activity of the system.

e Console: - It is used to control sensor, events, and alerts.



e Detection Engine: - It issued for generation of alerts after receiving variation
from security events and also used to maintain the data of sensors’ events in

any database.
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Figure 1.1 Intrusion Detection System

Andersons studied on intrusion detection system and concluded that the task of
detecting a misfeasor was more difficult, in that the uniqueness between abnormal and
normal behavior might be small. It also gave a differentiation between masquerade

and the legitimate users were detected by observing past history.
e Types of Intrusion Detection System

There are three types of intrusion detection system:
Network based Intrusion Detection System: - Snort is the best example of
network intrusion detection system. These systems used to observe network
traffic and to control multiple hosts. There is a development in the execution of
this system by using a technique where traffic networks are connected to the hub,

network tap.
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Figure 1.2 Network-based IDS System



Host based Intrusion Detection System: - This system detects the intrusion with
the help of analyses of system calls, application logs, modification in file-system
(binaries, a file having passwords etc.). All these detections are possible due to an
agent in a host which is the key component of the host-based intrusion detection
system. As the name indicates, this system is really based on the host for the

purpose of detection.
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Figure 1.3 Host -based IDS System
Hybrid Intrusion Detection System: - Itis a combination of two or more
systems. Here it is a combination of above two systems. To frame a
comprehensive view of the network, there is a combination of agent attached to

the host with network information. The common example of hybrid IDS is

prelude.
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1.2 Network Attack

Network attack is usually defined as an intrusion on the network infrastructure that
will first analyze the traffic on network and collect information in order to exploit the
existing open ports or vulnerabilities as well as do unauthorized access to particular
resources of the tenants. In such cases where the purpose of the attack is only to learn
and get some information from particular system but the system resources are not
altered or disabled in any way, known as passive attack. The active attack occurs
where the perpetrator accesses and either alter, disables or destroys the resources or
data. An attack can be performed either from outside of the organization by
unauthorized entity (outside attack) or from within the company by an insider that

already has certain access to the network (inside attack).

e Types of attack

A useful meaning of classifying security attack is in terms of active attack and passive
attack. A passive attack attempts to monitor the information from the system but does
not affect system resources. Active attack attempts to harm system resources and their
operations. Classes of attack might include passive monitoring of communications,
active network attacks, close-in attacks, exploitation by insiders, and attacks through
the service provider. Information systems and networks offer attractive targets for
exploitation.

[ Attacks ]

Passive Attack ] [ Active Attack

Figure 1.5 Types of Attacks
Passive attacks: - Passive attacks include traffic analysis, eavesdropping or
monitoring of unprotected communications, decrypting weakly encrypted
traffic, and capturing authentication information such as passwords. Passive

interception of network operations enables adversaries to see upcoming
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actions. It results in the disclosure of information or data files to an attacker
without the consent or knowledge of the user.

Active attack: - It involves some modification of the data Stream or creation
of the false stream. The attacker tries to bypass or break into secured systems.
This can be done through stealth, viruses, worms, or Trojan horses. Active
attacks include attempts to circumvent or break protection features, to
introduce malicious code, to steal or modify information. These attacks are
mounted against a network backbone, exploit information in transit,
electronically penetrate an enclave, or attack an authorized remote user during
an attempt to connect to an enclave. Active attacks subdivided into four
categories; masquerade, replay, modification of message, and denial of
service.

Distributed attack: - It requires the adversary introduce code, such as a Trojan
horse or back-door program to a trusted component or software that will later
be distributed to many other companies and users. Distribution attacks focus
on the malicious modification of hardware or software at the factory or during
distribution. These attacks introduce malicious code such as a backdoor to a
product to gain unauthorized access to information or to a system function at a
later date.

Insider attacks: - These are the most difficult to detect and prevent. It
involves someone from the inside, such as a disloyal employee, attacking the
network. Insider attacks can be malicious or no malicious. Malicious insiders
intentionally eavesdrop, steal, or damage information; use information in a
fraudulent manner; or deny access to other authorized users. No malicious
attacks typically result from carelessness, lack of knowledge, or intentional
circumvention of security for such reasons as performing a task.

Hijack attack: - In a hijack attack, a hacker takes over a session between
tenants and disconnects the one tenant from other and hacker participate in the
communication. Individual believe that communication is with the original
party and may send private information to the hacker by accident.

Spoof attack: - In a spoof attack, the hacker tries to access the network’s IP
address. After gaining access to the network with a valid IP address, the

attacker can modify, reroute, or delete the data.



Buffer overflow: - A buffer overflow attack happens when the attacker sends
more data to system than expected. A buffer overflow attack usually results in
the attacker gaining administrative access to the system through a command
prompt or shell.

Exploit attack: - In exploit attack, the attacker knows about the security
problem within an operating system or a piece of software and leverages that
knowledge by exploiting the vulnerability.

Password attack: - An attacker tries to crack the passwords stored in a
network account database or a password-protected file. There are three major
types of password attacks: a dictionary attack, a brute-force attack, and a
hybrid attack.

Security Goals

In order to maintain a secure networking environment, below goals of security should

be there.
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Figure 1.6 Security Goals

Authentication: - In order to have a secure system, authentication is must. The
prime focus of this service is to ensure the sender and the receiver that the
corresponding user is authentic and not the fake user. Authentication can be
done by giving a user name, or a password to individual users or by using
cryptographic techniques.

Confidentially: - In it, the data is send in an unreadable form for unauthorized
users. By doing this if some unauthorized user wants to read the data then user

must know the key. So data should be converted in non-readable form by



1.3

using cryptographic techniques. Confidentiality makes the backbone of
security function.

Integrity: - The goal of integrity is to make sure that the data is not altered
during transmission. For this, service should be provided using cryptographic
techniques. Data should be encrypted, in non-readable form while transferring
to the other user. This survive forms a very important part of network security.
Availability: - The goal of it is to make sure that the next hop should always
be available to the source user when required. In case, when the desired hop or
destination is not available then the information will be lost and hence the
security will be compromised.

Non-repudiation: - The main purpose of it is to make sure that a particular
message is sent by a particular system and an individual should not refuse that
the message is not send by them. These kind of problems can be remove with
the help of digital signatures or with the help of private encryption key.

Access Control: - This security goal depends on authentication. The whole
point of access control is that some unwanted user or unauthorized user cannot
access to the system and cannot use the services provided by the network. This
can be done by assigning user name and password to individual authorized or

authentic users.

Fuzzy Logic

Fuzzy logic approach has been proposed in 1965 by Zadeh by using the fuzzy rule

concept. It has been used in various fields for classification and control applications.

Following processes and concept are occurred in the fuzzy system: -

Crisp Set: - These set represents the binary case i.e. either 0 (False) or 1
(True) implication, that the element is either belongs to a crisp set, or not to
crisp set. This value is used for variable as input for fuzzification process.
Fuzzy Sets: - It is multivalent logic that permit to hold values in range of 0 to
1 which shows the individual's reasoning. After the fuzzification process, crisp
sets are converted to fuzzy sets.

Membership Function: - It gives the measure of degree of sameness of an

elements in the universe's disclosure to a fuzzy set. It isn't same as the



probability however shows the participation in an enigmatically defined set. It
is showed by p,(x)
For sets, the membership function scope comes in range of 0-1.

ta(x) €[0,1]
For crisp sets,

0 ifxeX }
1, otherwise

pa(x) = {

Fuzzification: - The procedure of changing over crisp set into fuzzy set by
utilizing participation work is called fuzzification which is lying in the vicinity
of 0 and 1.

De-fuzzification: - The way toward changing over the fuzzy sets aback to
crisp qualities or set is called defuzzification.

Fuzzy rule based system: - It is a gathering of propositions containing

linguistics variable and the rules are described as X1 is Al then Y is B1.

Fuzzy Inference Engine

Fu:zzy_Rnl; Base

Input joutput

Fuzzification
Interface

Defuzzification

—>
>

F-uzzy sd;l
Database

e 7

Figure 1.7 Fuzzy System

1.4 Fuzzy System

The rule based on fuzzy framework or systems are comprises of fuzzy if-then rules and
have been utilized as a part of different sample classification problems [3]. It comprises

of following parts.

e Learning Base: - The Learning Base is additionally separated into two sorts.



Rule Base: -It comprise of set of rules or standards. The principles can be

described in various ways. Here the rule is of the accompanying form-
RE- If X, is AX and ..so on X,, is Ak then class has C¥ with CDX.

where each input variable X; has an incentive from set of linguistic labels
AY[L! orl?....orLi],CKrepresents the ensuing class and CDX is the

confidence degree or certainty (CDX € 0,1 ) . Certainty, or sureness degree
define how adequately a fuzzy rule identifier allocates a pattern of an input to

a class's label [8].

CDr _ Bclass hr (Rj)_B (1)

2%:1 Bclass hyr (Rj)

Where Bcass h, (Rj) shows the membership function's aggregation for training

pattern in class h and B shows the aggregate of membership function of

training pattern that don't have a place with class h.

Database: -The fuzzy set identified with linguistic terms which are utilized as
a part of Rule Base is characterized in Database (DB). Hence the quantity of
linguistic marks (I;) for every factor X;and the fuzzy set deals with linguistic
terms with membership function are indicated. Here every factor has been
referring five linguistic marks (i.e. very low, low, medium, high, exceptionally
high) and every factor definition interval has been consistently divided under

triangular fuzzy sets as appeared in below figure.

Membership function (p(x))
A
1.0
Very Very
Low Low Medium High High
(LY (L?) (L?) (L9 (L)
0.0 1.0 L
Attribute value (x)

Figure 1.8 Triangular Membership Functions of Fuzzy Sets



e Fuzzy Inference Engine: - It is an analysis method that determines analysis
or inference from fuzzy if-then rules. Here the input pattern is coordinated
with the predecessors of rules and the pattern is classified by the rule that
show subsequent by using the maximum matching property.

So to classify an unlabeled pattern, X, = {Xp1, Xp2,..... Xpn} from a given
set of rule, the pattern of rule with the rule set is coordinated and the

accompanying methodology is used.

The class of the undefined particles is controlled by the accompanying

conditions: -
C = MmaxXp=1,2..c (tn) 2)
where
T = MaxXr=1.N {HAr(xp).CDr} 3
Cre

In this manner, the effective rule is the one which has maximum T, but having

more than one class has maximum t;, or if T, = 0 then that rule is rejected.

Thus, a rule set is created and the unrecognized particles are categorized into their

particular classes according to their sureness or certainty degree.

Henceforth, fuzzy rule based system give a best platform to manage boisterous or

loose data and accomplish two objectives: precision and interpretability.

1.5 Particle Swarm Optimization

Numerous optimization procedures exist. There are deterministic procedures for
optimization, for example, interim optimization [4], branch-and-bound [5], and
algebraic systems [6]. Further, there are stochastic improvement methods, for
example, simulated annealing [7], Monte Carlo sampling of dataset [8], stochastic-
tunneling [9], and parallel-tempering [10]. Moreover, there are techniques for
heuristic and metaheuristic improvement, for example, genetic optimization [11],
developmental techniques [12], transformative programming [13], PSO [14], colony

optimization [15], memetic calculations [16] and cuckoo seek [17]

PSO was presented by Kennedy and Eberhart [14]. The conduct of PSO can be

imagined by comparing it with bird swarm search, looking for ideal sustenance
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sources, where the course in which a bird moves is impacted by its present movement,
and the best sustenance source any bird in the swarm at any point experienced. It also
can be described as that birds are driven by their inertia, their personal experience,
and the learning of the swarm. As far as PSO, the particle’s movement is impacted by
their inertia, its personal best position, and the global best position.

PSO has various particles, and each particle comprises of its present target value, its
position, its velocity, its personal best value, that is the best target value the particle at
any experienced, also, its personal best position, with the help of this position, an
individual's best value has been construct. Along with this, PSO keeps up the value
for global best, that is the best target value has experienced by any particle, and the
global best position, with the help of this position, value for global best has been

construct. PSO [28] utilizes the accompanying emphasis to move the particles:
xOm +1) = xXOn)+vP®m+1),n=0,12....,N—1, (4)

where x® represents the position of particle i,n represents the iteration, n = 0
alludes to the initialization, N is the total count of iterations, and v® is the particle's
velocity i. In established PSO, the velocity of the particle is resolved utilizing the

accompanying iterations:
vOm+1) = wv®m) + clrf) (n) [xs) (n) —x® (n)] + czrgi) () [xg(n) — xD ()],
n=0123...,N—1, (5)

The inertia weight w are the velocity weights, the individual best weight c1, and the

global best weight c2.

1.6 Hybrid Fuzzy PSO System

The framework of PSO with fuzzy logic is a fuzzy system expanded with stochastic
technique to expand the learning limit of the framework or system, hence producing
powerful search abilities in a complex environment. The principle work is to learn
from scenario which can consequently produce /plan learning base and this way help
in search and improvement issues. The following segment plainly clarifies how the

PSO based on learning scenario helps in learning process.

11
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Chapter 2 State of Art

2.1 Origin of Intrusion Detection System

An intrusion is characterized as an infringement to a human's security or
organization's imperative data. Previously different regular strategies, for example,
firewall, encryption strategies have been utilized to keep the PC frameworks from
unapproved use. In any case, these systems were not sufficiently enough to prevent
the interruption or intrusion as attacker and hacker grew effectively and could
discover vulnerabilities in the system, subsequently breaching PC security policies.
Thus, an additional tool i.e. intrusion detection system was set up and it turned into a
most important component in the field of security infrastructure. The basic intrusion
detection model had given by Denning in 1987 [18]. From that point, numerous
intrusion detection models have been built to decide the conduct of the system

precisely and in an effective way.

Porras et al. [19] proposed three measures to assess the working of intrusion detection

frameworks. These are: -

e Efficiency: - The interruptions must be appropriately identified with no
false alerts i.e. they must not be misclassified or mistreated.

e Integrity: - It shows the capacity to recognize all the interruptions. Hence,
the intrusions detection system should continue to refreshing itself and
should have detailed information about the interruptions.

e Performance: - It shows the rate of handling of audit information. For

real-time recognition, performance of the IDS should be high.

The IDS has been categorized into different classes by Debar et.al. [20, 21] as
described in figure 2.1.

13
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Figure 2.1 Classification of IDS

Following is the concise detail of each class of IDS-

Detection Method: -The attributes or the properties of the identifier or the detector is

shown in this strategy. It comprises of two strategies: -

a) which fetch the data about the intrusion from the database and generate an
alert when vulnerability is discovered such as misuse-detection.
b) when the control of normal behavior has kept and any anomaly from the

control is identified as a malicious movement such as anomaly detection.

Behavior Detection: - It describes the conduct or reaction of the intrusion detection
framework or system. When alerts have activated and corresponding to it no action
has made, then the IDS considered to be passive but when a few countermeasures to

destroy or control these interruption has taken, known as active.

Area of Audit Source: - The input data is analyzed and on the premise of which the
interruption detection system is categorized or classified. The data can be in the form

of system packet, host log information, or application log records.

Usage of Frequency: - It infers the analysis of the time of the interruption detection
system in a specific situation. Continuous observing performs a continuous time
analysis to get information about the ongoing activities while the periodic

examination or analysis alludes to examining the exercises on a periodic basis.

Detection Paradigm: - It explains the technique used to recognize the interruptions in
IDS. It can be either state base or changes with respect to the basis of transition from

one state to another.
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Afterwards, different artificial intelligent, machine learning and mathematical
procedures were practiced on different interruption detection models to get exact
outcomes while encountering different issues, for example, loose data, traffic on

network, continuous adaption to evolving environment.

2.2 Dataset for Intrusion Detection System

For assessing the performance of interruption detection models, datasets have been
needed which can definitely indicate whether the Intrusion Detection System can
agree with the rules or not. The information can be gathered from different sources,
for example information packets, log records, sequences of commands and so forth.
To the great extent publically accessible and most utilized, two datasets are: -
DARPA 98 Lincoln and KDD 99 dataset. KDD99 dataset was inherited from
network-traffic dataset i.e. DARPA98 by ACM SIG-KDD in 1999. It contains TCP
oriented links or connections as well as has datasets of nine weeks for training and
two weeks’ datasets for testing to detect intrusion and every single connection

contains 41 attributes.

2.3 Analysis of Fuzzy Rule-based System

Fuzzy system has the logical capability to produce better accuracy and precision to
build the real world systems. They are in view of fuzzy rule and predicates which
incorporates the knowledge of human specialists furthermore, strengthen symbolic

and numerical representation of information.

The framework which was introduced by madami known as mamdani fuzzy rule-
based framework, comprises of two sections i.e fuzzy information base and fuzzy
inference framework. Fuzzy rule-based framework in which a fuzzy rule structure is
coordinated against the patterns and corresponding to it a class and a distinct value is
given as a consequent proposed by Ishibuchi. The fuzzy rule-based categorized
framework can be differentiated based on certainty factor or the confidence

association to the class in the consequent in the accompanying ways: -

e Based on class name.
e Based on class name with the confidence factor.

e Based on only confidence factor.

15



The major disadvantage of Mamdani Fuzzy rule-based framework is absence of
precision in case of high dimensional, complex dataset because of lack of adaptability
in linguistic variables. Consequently, different augmentations were given with a
specific goal to increase the accuracy of Mamdani fuzzy rule-based framework. Some
of them incorporate with scatter fuzzy partitions, disjunctive typical frame, weighted

rules or standards, and so forth.

A completely educated PSO had presented in [22]. The paper recommended to group
particles into k bunches based on their position after initialization. The neighbors’
size was expanded as the calculation proceeds, trying to accomplish a completely
connected swarm, i.e., one bunch or cluster, after 80% of the total count of iterations
N. The local best PSO studied comparisons with the weight factor free standard PSO
and completely educated PSO for various topologies; i.e., neighborhood sizes, and
neighborhood structures, in [23]. Weight factor free standard PSO was not utilized
any weights; i.e., no inertia weight, no individual best weight, and no global best
weight. The paper demonstrated that extensive neighborhoods involved in

convergence, while little neighborhoods involved in diversity [24].

The co-operative combinatorial PSO [22] produced solutions for mix-integer and
combinatorial optimization issues. Co-operative combinatorial PSO utilized different
swarms to enhanced the diverse parts of the problem by moving particles towards the
global best position of their swarm, and the global best position of neighboring

swarms [25].

Hybridization of PSO strategy described combination of PSO with at least one
optimization technique. The mimetic PSO consolidated with linear search procedures
with PSO [26]. Essentially, fuzzy adaptive Neldermead PSO utilizes fuzzy adaptive
PSO as a global search method and applies a Neldermead simplex search to the global

best position after each iteration [22].

With the collaboration of fuzzy logic and genetic algorithm based system, an effective
approach created to observe R2L and U2R intrusions with immense recall value while
existing approaches flopped to do because there was less number of connections in

training dataset proposed by Chadha [27].
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2.4

Computational-intelligence for Intrusion Detection

Bezdeck [28] described computational intelligence and he laid out it as: A

computationally intelligent framework is the one which is deal with low level

information, consolidate constituents of reorganization of patterns, and does not use a

knowledge in the artificial intelligence sense; and shows main characteristics' which

are given below: -

computational-adaptability
rate of errors that is practically close to human performance
fault tolerance of computations

speed similarity turnaround like humans

Computational Intelligence comprises of four fundamental ideal models as shown in

figure 2.2: -
Computational
Intelligence
\ 4 v v v
Artificial Evolutionary Swarm Fuzzy Systems
Neural Network Computing Intelligence

Figure 2.2 Computational Intelligence Models

Artificial Neural Network: - It is a data processing model encouraged from
the biological neurons. It is an interconnected gathering of artificial neurons
working as one to take care of complex issues. It is considered as the weighted
coordinated diagram in which the hubs portray the neurons while the edges
shows the interconnections between the neurons. Counterfeit neural systems
are largely utilized because of their capacity to adjust, display adaptation to
non-critical failure, real time operation, and self-organization.

Evolutionary Computing: - The evolutionary calculation depends on the
components of genetic qualities and natural-selection is utilized as a part of
examine and improvement issues. It utilizes an iterative approach where a
populace is chosen from arbitrary space and diverse activities are connected to

get a desired outcome. It comprises of genetic programming given by Koza,
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development methodologies given by Rechen berg, transformative
programming recommended by Fogel and genetic calculations given by
Holland.

Swarm Intelligence: - Swarm intelligence is neighbor based framework
encouraged from natural living beings where simple specialists show
intelligence to solve of complex problems of neighbor.

Fuzzy Systems: - Fuzzy frameworks are based on fuzzy-logic and deals with
noisy and inaccurate information to get enhanced outcomes. Mostly, They are

used for control and characterization or classification problems.

Various techniques are proposed to assess KDD 99 dataset based on computational
knowledge and give a productive and anomaly tolerant interruption detection

framework.

Liao and Vumeri [29] proposed k-closest neighbor technique for selection of features
in KDD99 dataset. Jiang et al., Zhang [30] researched in artificial neuron system on
KDD-99 dataset and demonstrated that back-propagation as a piece of detection for
misuse anomalism has a slightly better performance over Radial Basis Function for
recognition of anomalism in terms of detection rate however more training time is

needed

Hofman et al. [31] gave transformative wrapper approach (joining radial premise
function with genetic calculation) and determined a similar conclusion on DARPA-98
dataset. The wrapper approach utilizes genetic calculation for feature-selection while
functions based on radial system are used for optimization and this approach gives

better rules for classification.

The 41 attributes carried out by KDD99 dataset were organized by Mukkamala and
Sung [32] through vector-support machines(SVM). They again consolidated SVM
with network of neurons in [33] to organize the attributes but the time-complexity of

the entire framework increased and the classification was not precise.

Selection of features are form on fuzzy set to process feature-selection, and genetic
calculation to make ideal subsets was presented by Wang in [34]. The calculation was

explored for utilizing SVM classifier for the assessment of performance.
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A multilayered Self Organizing Map was created by Rhodes [35], and Sarasamma et
al. making determination that distinctive feature subsets were sufficiently proficient to

distinguish distinctive intrusion.

Decision-trees, associative rules and fuzzy significance table were utilized to produce
fuzzy logics. The combine effort of Hidden Markov Model and fuzzy-inference
framework was constructed by Cho [36] to distinguish typical associations or
connections. Fuzzy C-Medoids and Fuzzy C-Means calculations were two grouping
approaches, used to recognize unusual conduct through the idea of exceptions. Gomez

et al. [37] showed the work of fuzzy classifiers on intrusion detection system.

Parvat [38] proposed the approach to recognize payload traffic using Deep Packet
Inspection(DPI) and improved security of network, quality of service (QoS) and
privacy. It improved the performance of IDS using in/out based attributes of records.
Aggarwal et al. [39] proposed an idea that intrusion detection method depend on the
data, used for the detection because the quality of data was also a major concern for
improvising the execution of offline interruption detection. An analysis had been done
on the four factors of IDS that were basic, content, traffic, and host for detection rate

and false alarm Rate.

Tavallaee et al. [40] compared the existing approaches and found most frequent issues
in the space of anomaly based mistreatment detection that needed to be resolved.
Chou et al. [41] conferred an information hypothetic feature selection rule on each
low and high dimension feature areas with analysis of correlation to verified accuracy
of the IDS employing a combination of Damper-Shafer theory, nearest neighbor of k
and fuzzy cluster. A hybrid fuzzy firm primarily based on parallel genetic rule
approach was taken into account to deal with the necessary features in construction of
IDS was considered by Mahmud [42].

Patra et al. [43] gave the powerful approach named as hybrid clustering for
improvising of mistreatment of COBWEB and Fast Fourier Transform (FFT) cluster
used in detection of various intrusions. Wang et al. [44] implemented a brand new
meta learner with collaboration of fuzzy aggregation approach for mistreatment
detection by usage of artificial neural networks (ANNS) along with fuzzy clump and
claimed that proposed approach provide stability and higher detection rate as
compared to back propagation neural network, naive bayes and decision tree.
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Panda [45] used a hybrid naive bayesian decision tree (NBDT) along with adaboost
approach for production of the most effective rate of detection and false positive rate
for implementation of IDS. An intelligent method of automatic teller agglomeration
and filtration in analysis of intrusion tellers was conferred by Siraj et al. [46] in two
aspects i.e processing time and efficiency in classification.

Guo proposed the distance sum along with support vector machine (DSSVM)
approach for effective detection of attacks and also introduced sum of distance,
correlation between the samples and clusters centers to detect pattern reorganization
problems [47]. Ghanem introduced a hybrid approach for massive scale dataset using
multi-start meta heuristic methodology based intrusion detector and genetic
algorithms to remove duplicate detections and thus, to decrease the time taken for

abnormal detection for live connections [48].

Ahmed et al. [49] represented that the optimal feature subset selection was used to
improvise the execution of mistreatment unmasking over the network. For optimal
feature, principal component analysis (PCA) and genetic algorithm (GA) were used,
GA was used to catch the genetic principal components that provided a subgroup of
features with the highest discriminatory potential and excellent sensitivity and better
performance for detection of intruder's connections and able to minimize count of

features and boost rate of revelation.

Erfani et al. [50] implemented an unsupervised anomaly detection method for high-
dimensional massive unlabelled datasets. The method was a combination of a
dimensionality reduction algorithm and one-class support vector machine(SVM)

which offered an effective, scalable and accurate anomaly detection rate.

Pateria et al. [51] suggested that in network-based IDS, agent based systems hold a
distributed processing architecture to collect information from various components
over the network to avoid the upcoming network traffic, boost fault tolerance. With
the collaboration of fuzzy logic and genetic algorithm based system, an effective
approach was created to observe R2L and U2R intrusions with immense recall value
while existing approaches flopped to do because there were less number of

connections in training dataset proposed by Chadha [27].
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Desai et al. [52] implemented a hybrid intrusion detection system to identify internal
and external attacks. The internal attacks were examined by using signature matching
algorithms while the external attacks examined using fuzzy genetic algorithm. The
proposed hybrid system was compatible in online as well as offline environment and

improved accuracy and recall value.

Ravale et al. [53] proposed a hybrid approach of data mining, having K-mean
clustering algorithm combined with the RBF kernel function which belongs to the
SVM classification method to reduce the number of the related attribute with each

data and results in better performance and provide good accuracy rate.

Bamakan et al. [54] proposed a new method for intrusion detection which has based
on the linear programming and particle swarm optimization (PSO) to enhance the
accuracy of attack detection. Linear programming method based on the mathematical
programming which solves the data mining problems. PSO has easy to implement and
gives the better performance with multiple criteria linear programming classifiers, and

results in high detection rate.
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Chapter 3 Problem Statement

3.1 Gap Analysis

The KDD-99 dataset composes of 5 primary classes. Yet, two of five classes
especially R2L and U2R classes count are limited for training dataset. Hence, these
two classes aren't accurately trained to achieve precise outcomes and perform
inadequately in testing datasets which comprises of eleven kinds of attacks. These
intrusions are extremely hard to recognized also which leads to a big disadvantage in

existing IDS.

Wu et al. proposed diverse methodologies and demonstrated that soft computing
procedures perform superior to other procedures. The computational intelligence
approach performed superior to decision trees. The developed classification rules did
not perform well when overlying happens, the information can't be isolated into two
different classes. Additionally, it is simpler to capture the fuzzy standards or rules

alone.

Self-constructed maps got experienced from problems, for example, higher discovery
rates having false positives, high dimensionality, and computational overhead.
Evolutionary processing strategies don't have reasonable termination criteria and have
not produce precise outcomes about when the information distribution is not

balanced.

Swarm Intelligence methods are principally used to learn groups and classification
rules yet turn out to be a limitation in high dimensional system and can't separate

dissimilar items.

In this manner, cooperation of different soft computing procedures is required which
have capacity to learn in an ambiguous and uncertain network. It encases all the
integral features of various strategies and constructs a powerful and fault tolerant

framework.

3.2 Problem Statement

The system having computational intelligence can adjust, resilience of faults against
loose data, show adaptation to internal failure, and high computational speed. The

fuzzy rules develop accurate and adaptable patterns while the particle swarm
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optimization based on stochastic calculation helps in accomplishing an optimal
solution, hence their coordinated effort will build powerful intrusion detection system.
By this reason, hybrid swarm fuzzy logic based system have been proposed. The
proposed IDS will have the capacity to classify TCP connections according to their

behaviour over the network.

The system based on fuzzy rules, performs well in a dubious and uncertain condition,
builds up more compact and malleable patterns which improves the modification
capacity and strength of the intrusion detection system and perform classification for

every connection, either in normal or in abnormal behaviour accurately.

3.3  Objectives of the Proposed Work

The fundamental objective behind the proposed work is to construct a model which
has high detection rate and low or negligible false alert rate. It must be precise and
have capability to classify each attacks in their actual classes and should show the
property of high flexibility i.e. the capacity to modify as indicated by changing
conduct of the clients over the network and altering itself for proper working.

By this reason, the main objectives of the proposed IDS are

e To generate classification rules using fuzzy rules or logic.
e To optimized rules using PSO

e To validate proposed model with existing one.
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Chapter 4 Implementation

The presented approach is combination of the fuzzy system with swarm optimization
build a hybridized swarm fuzzy rule-based system which gives vigorous platform to
distinguish interruptions existing in the network distinctively and classify them into
normal and distinctive types of attacks as per their marks. The proposed work is
performed on KDD-99 data set which is a standard dataset used to recognize

interruptions in the system.

4.1 Evaluation of KDD-99 Dataset

The KDD-1999 IDS dataset utilizes a form of database that was composed in 1998
DARPA Intrusion Detection Evaluation Program to assess their exploration in
interruption recognition. It comprised of nine weeks of crude TCP dump connections
(data) as training dataset and two weeks of testing dataset. The KDD-99 dataset was
utilized as a part of Third International Knowledge Discovery and Data Mining Tools
Contest to set up an interruption identifier which can distinguish normal or abnormal
links (connections) [56]. This dataset contains standard review information including

a huge count of intrusion.

The dataset comprises of connections and every connection is a grouping of TCP
packets. Every connection contains 41 attributes and labeled with either normal or
type of attack. In proposed research, 10% of the KDD-1999 dataset is utilized to

assess the entire procedure.

The 10% KDD dataset comprises of 4,94,021 connections /records for training
dataset. Training dataset comprises of various types of 24 training attacks which
comes under 4 main classes of attacks while the testing dataset comprises of 14 more
attacks to distinguish numerous signatures and check whether these variations are

caught or not to increase proficiency.

The following is the table which comprises of classes in which the entire training

dataset is categorizing and related to each class the subclasses are specified.
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Table 4.1 Classification of Classes

S.No Class Label Sub Classes
1 Denial of zervice land, smurf, neptune back, pod, teardrop
(DoS)
2 Femote to User phispy.guess passwd fip write imap,
(R2L) warezimaster, warezclient,
3 User to Foot (U2R) loadmodule, multihop, rootlit perl,

buffer overflow,

4 Probe ipsweep portsweep, satan, Nmap

L]

Mormal MNA

The attributes of KDD-99 dataset as characterized by Stolfo et al. [55] are classified

into following classes

Essential Attributes: - This classification includes all the basic properties that
can be recovered from an individual TCP connection which include 9
attributes.

Time Based Traffic Attributes: - It incorporates features which are computed
on the premise of time-interval and is subdivided into two kinds: -

a) Same Host Attributes: - It analyzes only the connections in the
previous two seconds that have an indistinguishable destination host as
the present connection.

b) Same Service Attributes: - It inspects only the connections in the
previous two seconds that have an indistinguishable service from the
present connection.

Host Based Traffic Attributes: - In it, attributes are created by utilizing a
window of 100 connections with a similar host rather than a period window of
2 seconds.

Content Based Attributes: -It comprises of 13 attributes that are extricated
from domain information and are utilized to show suspicious conduct in the

system or unstructured information bytes in the packets.
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Table 4.2 depicts the 41 attributes of the KDD-Cup 99 dataset and indicates whether

the attributes is of continuous type or of symbolic type.

Table 4.2 KDD-99 CUP Dataset

S.No Attributes Type

1 Duration Continuous
2 Protocol_type Symbolic

3 Service Symbolic

4 Flag Symbolic

5 Src_bytes Continuous
6 Dst_bytes Continuous
7 Land Continuous
8 Wrong_fragment Continuous
9 Urgent Continuous
10 Hot Continuous
11 Num_failed_logins Continuous
12 Logged_in Symbolic

13 Num_compromised Continuous
14 Root_shell Continuous
15 Su_attempted Continuous
16 Num_root Continuous
17 Num_file_creations Continuous
18 Num_shells Continuous
19 Num_access_files Continuous
20 Num_outbound_cmds Continuous
21 Is_host_login Continuous
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22 Is_guest_login Continuous
23 Count Symbolic

24 Srv_count Continuous
25 Serror_rate Continuous
26 Srv_serror_rate Continuous
27 Rerror_rate Continuous
28 Srv_rerror_rate Continuous
29 Same_srv_rate Continuous
30 Diff_srv_rate Continuous
31 Srv_diff_host_rate Continuous
32 Dst_host_count Continuous
33 Dst_host_srv_count Continuous
34 Dst_host_same_srv_rate Continuous
35 Dst_host_diff_srv_rate Continuous
36 Dst_host_same_src_port_rate Continuous
37 Dst_host_srv_diff_host_rate Continuous
38 Dst_host_serror_rate Continuous
39 Dst_host_srv_serror_rate Continuous
40 Dst_host_rerror_rate Continuous
41 Dst_host_srv_rerror_rate Continuous

These 41 attributes give the descriptive information about each connection. With the

help of these attributes, identification of type of attack is possible.
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4.2  Fuzzy Rule Based System
In the presented work, there are three major components- fuzzy rule-based systems,
particle swarm optimization and computational model. In this segment the fuzzy rule-

based system to identify interruptions is examined.

Step 1-Representation of data

The training dataset of 10% KDD-99 dataset comprises of 4, 94,021 records or
connections. 750 random samples are considered and each connection contains 41
attributes. In this manner, fuzzy rule-based system has m i.e. 750 labeled patterns

having n=41 dimensionality, therefore every pattern is described as

Xp = {Xp1:Xp2»Xp3,Xp4,Xp5,Xp6 .................. Xp39,Xp40,Xp4-1}

where p represents training dataset i.e p = 1,2....,m and every pattern is desired to
be characterized into main c classes i.e. 5 classes. The attributes whose type are

continuous, considered for further handling.

Five linguistic variables (Li) for each attribute, or features are considered (i.e. Low,
Low, Medium, High, and Very High). Each attribute definition interim is consistently

partitioned by utilizing triangular fuzzy sets.

Accordingly the total count of fuzzy if then rules produced is 5™ where n defines the
pattern of n dimensions. In this case, count of attributes is high (n =41), it is
difficult to create 54! rules. By this reason, heuristic approach is used to generate

fuzzy if-then rules.
Step2-Normalization of data

Since the area of pattern considered is [0,1]™, hence the value of attributes of every
pattern is normalized in the scope of [0,1] i.e.X,,; € [0,1] where the normalization

formula is described by:-

X —min

- @ 6
Y max —min (6)

Where x defines the actual value of attribute, min defines the lower limit value i.e. 0,

max defines the upper limit value i.e. 1 and y defines normalized valuei.e. 0 <y <1.
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Step3-Calculating membership function

After normalization of the dataset, the membership function of each training pattern is
calculated by the accompanying equation: -

|x — %]
Wj(x) = max {0,1 - } (7

\'%

where x defines every attribute's normalized value,

Xj = 5 (8)
wherej = 1,2,3,....L,
and
V= L 9
L—-1

where L defines the count of linguistic labels and changes from 1-5 that helps in

calculation of membership function of each feature or attribute.
Step4-Determining every training pattern's compatibility

Every training pattern's compatibility x,, is computed with the help of fuzzy if-then

rules R; by using the accompanying formula:-

w (xp) =TTy i (%pi) (10)
where p represents training pattern, p = 1,2....,mand uﬁ(xpl-) is the membership

function of the i*" feature of pt" pattern.
Step5- Computing compatibility of every class

After getting the compatibility of every training pattern, relative sum of all
compatibility grades of the training patterns having rule R;, used for each class is

computed which is given by:-

Batassn(Ry) = =il (an

Nclassh
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where Bclassh(Rj) defines the mean sum of compatibility grades in Class h with

fuzzy if-then rule, N¢iqss n rEPresents the count of training patterns are used relating to
each class h and h =1,2,... ..,c. where ¢=5. Here five major classes i.e normal, u2r

attacks, dos attacks, r2l attacks and probe attacks.
Step6-Selection fuzzy if-then rule for a specific class

The rules based on fuzzy if-then are chosen by the given training patterns. The

subsequent class C; for the stated R; computed as below:

Bclass h(Rj) = MmaxXp=1, c (BClass h(Rj)) (12)

The maximal value of BClassh(Rj) is calculated and the one having maximal value is
thought to be the class of the fuzzy if-then rule R;. If maximal value get out as valid
or true for more than one class, at that point the resulting class C; can't be decided

particularly and is taken as ¢ and the relating rule is rejected.
Step7-Assessing the confidence degree CD;

The certainty, or confidence degree alludes to how exactly an input pattern is
categorized by the fuzzy rule-based framework i.e. deciding the genuineness of the

class with a specific certainty value. It is computed by the below formula: -

_ ﬁClass hj(Rj) - .8_

CDj Bl Zfz:l ﬁClaSS hy (Rj) (13)
where

= Z * ass R;

5 hhrfc_llh( i) (19

The confidence degree comes in the interval [0, 1]. If subsequent class C; is ¢ , at that
point the certainty is likewise ¢, this decides the absence of legitimacy of that class in

the specific rule.

The estimation of CD; = 1 shows high certainty which indicates that the rule belongs

with the particular class.
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Step8-Generation of fuzzy if-then rules
Hence, fuzzy if-then rules has been created in the below way: -

Rule R; = Ifx; is Aj; and X, is Aj; and X3 is Aj; and ..., X, is Aj,, then class is C; with CD;,j =

1,2,3.....N

where Rjis the name or label of the jt fuzzy if-then rule or logic, means the
Aj1, Ajz, Ajz  represents predecessor fuzzy sets, C; shows the resulting class, CD;

alludes to the confidence degree or certainty in the class name or label and N is the

count of rules.

For instance- If protocol value is 1.0,............ , and dst_host_srv_count value is
1.0, , and dst_host srv_diff host rate value is 0.92,.......... and
dst_host_srv_rerror_rate value is 1.0 , at that point the class determined is r2l attack

with confidence degree =1.0.

4.3 Particle Swarm Optimization

Particle swarm algorithm is outstanding in optimization and search problems. This

algorithm imposes on recorded data to extract optimized outcome.

e Formulation
In the present work, researcher reduces the feature set by feature selection and feature

extraction with the help of Fuzzy logic and PSO. In this work author solves the
problem related to feature selection which is not based on the information gain and
correlation. That’s why in previous methods of feature selection is not able to provide

knowledge of different types of intrusion.

e To reduce the feature set by feature selection by Fuzzy logic and Particle
swarm optimization.

e To implement linear classifier on given feature of dataset.

e To analyze the classifier models on the basis of accuracy, precision, recall and

F1-score.

e Algorithm
1: Generate the Fuzzy rules and then input them as a particle in PSO
2: In PSO model for each particle i in S do
3: for each dimension d in D do
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4: //initialize each particle’s position and velocity
5: Xi,d =Rnd (X, Xmin)

6: v; g =Rnd(—Vmax 13, Vimax!3)

7: end for

8: //initialize particle’s best position and velocity
vi(k+1) =v;(k) +v1;(p; —xi(K)) + v2:(G-x;(K))
New velocity

xi(k+1) =x ; (k) +v; (k+1)

Where

iI- particle index

k- discrete time index

vi —velocity of i particle

Xi— position of i particle

P;- best position found by i particle (personal best)
G- best position found by swarm (global best, best of personal bests)
G (1,2i- random number on the interval[0,1]applied to the i" particle
9: pb;=x;

10: // update global best position

11:if f(pb:) < f(gb)

12: gb = pb;

13: end if

14: end for

Initialization: In this work, firstly initial fuzzy rules are generated and given

as input to the PSO. PSO initialize the location and velocity of the particles

and then calculates the fitness value of each particle.

Processing: Check the current fitness value is better than Pbest if yes then

keeps it otherwise assign the current fitness as new fitness.

a) After this assign the best particle P nest t0 G nest and calculate the

velocity of each particle. The velocity value of particle is used for

updation.

b) Replace the population with new rule and apply heuristics. After this

construct the math vertical model for new rule.
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4.4  Mathematical Model

After execution all the above steps, to acquire more optimized and accurate outcomes,
a mathematical model is implemented. The main focus is on that the created rules
cover-up all the samples of training dataset.

Here are the following parameters and sets are accessible based on which more
patterns will be covert in the fuzzy if-then rules and accuracy will be augmented as
given by [36]: -

e C - defines set of classes

e F-set of attributes

e S- defines set of samples

e R- defines set of rules

e u.- defines membership function of sample s for rule r.
e a,- defines accuracy value for rule r.

e (- represents the label of class for sample s.

e M- avery huge number

Variables for decision are represented by:-

_ ( 1lifrulerisselected
I {O else } (15)
1if sample s is classified as class ¢
= 1
Yse {0 else} (16)

The model is given by: -

Stepl-Classification of samples

More count of samples would be classified effectively. In this manner samples should
be classified into their right class else ways any attack could be misclassified as
normal and may represent a genuine danger to the network and this is completed by

boosting the count of correct classification.

Maximize Z = ZseS,CEC,CS=c Ysc (17)

while satisfying the accompanying conditions :-

ZrER:Cr=c Xr =1vceC (18)
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which defines that no less than one rule is chosen from each class and the value of
x, ={0,1}VreR

ZCEC Vsc < 1Vs€eS (19)

Equation 19 examines that each sample must be classified exactly in one class and

must not show ambivalent behavior.
To get the value of y,. steps2 and step3 are taken.
Step2-Calculating accuracy of the rule

To get the accuracy of each chosen rule, the accuracy is figured as:-

Accuracys = Y rer.c =c Msr@rXy VS € S,Vc € C (20)
where Accuracys = 0Vs € S is an constraint.
Step3-Assurance of right class for each sample

Below equation guarantees that for each rule, the correspondent class chosen is

correct.

1

Voe <1 — (E) (Accuracysc — YreR:C,, usrarxr) Vs €S, VceC (21)

For the chosen class, Accuracysc — Yreric, Hsr®Xr = 0,and ygc < 1.

Yet, for the unselected class, Accuracysc — Xrer:c,. MsrOrXr = 0. Subsequently,
Vsc < 1. By the integrality constrainty,. = {0,1}Vs € S,Vc € C, therefore for the

unselected rule, y. = 0 and for the chosen rule y,. = 1.

The requirement y,. < (ZrER:Cr=C xr) Vs € S,Vc € C keeps the classification of

unselected rule for each class.

Subsequently the primary target is to escalates Z and cover up all training sample.
Hence, the possibility of acquiring the best set of rule will be amplified which will
enhance the classification of attacks in testing dataset as more attributes will be

accessible for classification.
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The overall working of system is given in the accompanying flowchart in Figure 4.1.
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Figure 4.1 Flow Chart of Hybrid Fuzzy PSO System
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Chapter 5 Results and Discussion

The analysis has been set down on KDD-99 dataset to set up an intrusion detection
system and was implemented in Python 3.6. This dataset contains standard review
information including a huge count of intrusion. In this proposed approach, 10% of
the KDD99 dataset has been utilized i.e. the total count of records are 494,021. The
proposed hybrid swarm fuzzy rule based system comprises of rules, or standard which
are created by using training dataset while the tests are performed on testing dataset to

approve the performance of the rules.

In the given practice, 750 samples were randomly selected from the training dataset
furthermore, the value of each feature was normalized and standardized in the unit
interval [0,1]. Fuzzy if-then rules were created of a specific size as an initial
population and after that different swarm operations were executed to acquire the best
standards or rules. The procedure proceeds until a end condition is fulfilled. The rules
are examined randomly chosen testing connections and the conclusions were drawn
about the feasibility of the swarm fuzzy interruption detection framework through

different parameters.

5.1 Evaluation Parameters

The IDS is essentially assessed through the confusion matrix or possibility table
which was given by Kohavi and Provost. The matrix contains data about the predicted
and actual classification done by the system. It comprises of the accompanying

records: -

e True Negative (TN) — It alludes to the count of right events which anticipated
them as true associations or connections.

e False Positive (FN) — It infers the count of wrong predictions which analyzed
bona fide events as phony events.

e False Negative (FN) — The count of wrong predictions which assessed false
connections as true connections.

e True Positive (TP) — It alludes to the count of true predictions which foresee

that the connection is fake or peculiar.

Here is the confusion matrix which certainly determines the results.
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Table 5.1 Confusion Matrix

Predicted Classes

Negative Positive
Actual Classes | Negative TN FP
Positive FN TP

Thusly for this confusion matrix, different norms have been assessed to measure the

performance of IDS.

Accuracy- It is depicted as the ratio of total count of connections that are

correct and is given by the formula: -

TN + TP
TN + FP + FN + TP

Accuracy = (22)

True Negative Rate- It is characterized as the ratio of false or negative
connections that are classified precisely. It is also known as specificity and is

computed as: -

TNR = ™ 23
" TN + FP (23)

True Positive Rate- It is the ratio of actual events that are classified correctly.
It is otherwise called as discovery rate or sensitivity or recall. It is given as: -

TPR = i 24
" TP + FN 24

False Positive Rate- It is the proportion of authentic events that are
misclassified in another class. It is additionally alluded to as False Alarm Rate

and is figured as: -

FPR = il (25)
" TN + FP
Or
FPR = 1 — TNR (26)
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e False Negative Rate-It is the ratio of fake connections that were mistakenly

classified as normal events and is indicated by: -

FNR = EN 27

" TP + FN 27)
Or

FNR = 1 — TPR (28)

5.2 Results

The proposed approach is created and applied on testing dataset to test and analyze the
accuracy and robustness of the hybrid Fuzzy-PSO IDS.

Following are the results obtained from the confusion matrix: -

Table 5. 2 Confusion Matrix of the Proposed Approach

Actual Predicted Class
Class Normal | DoS | U2R | R2L | Probe Total
Normal 2263 8799 0 12 86 11160
Dos 1662 6350 0 9 52 8073
U2R 1 2 5 0 4 12
R2L 5 14 0 14185 0 14204
Probe 67 284 0 0 1123 1474

The obtained results are analyzed for different classes based on various parameters
and are given as: -

Table 5. 3 Outcomes of Different Parameters for VVarious Classes

Classes TPR TNR FPR FNR Accuracy

Normal 95.98 97.23 2.3 4.01 96.38
DoS 98.91 99.78 0.21 1.08 97.19
U2R 90.54 99.75 0.24 9.45 99.75
R2L 96.98 99.33 0.66 3.01 99.12
Probe 97.54 98.45 1.54 245 98.76
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By applying the proposed approach, recall or detection rate for every class has better
results, especially for the DoS, R2L and Probe than existing approaches. The false
positive rate, or false alarm rate is not exceeding 2.3. Hence, it gives more accuracy

and less misclassification of connections.

The precision for each class of IDS has been evaluated using 10,000 randomly
selected records or connections of the training dataset. The results of existing
approaches are compared with the current approach and validated to check whether
the outcomes are more accurate and better than existing IDS. Following is the graph
which represents precision on each class of existing and proposed approaches.
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Normal DoS
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Figure 5.1 Precision on Each Class of Existing and Proposed Approach

Figure 5.1 depicts the result of precision of five different classes that are Normal,
DoS, U2R, R2L and Probe classes of existing and proposed approach. The value of
DoS has been improved from 98.60 to 99.79, R2L has been evaluated with better
precision 99.32 i.e. higher than existing approach where precision for R2L is 98.4, the
recall value for Probe class is slightly improved from 97.3 to 98.45 with the help of

current approach.
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Figure 5.2 Comparisons of recall values for Existing and Proposed Approach

The Figure 5.2 shows the results on different classes of existing and proposed IDS on
the basis of recall value. The value of DoS has been improved from 97.1 to 98.92,
R2L has been evaluated with better recall value 96.99 i.e. higher than existing
approach where recall for R2L is 91.7, the recall value for Probe class is slightly
improved from 94.6 to 97.55 with the help of current approach.

The below Figure 5.3 depicts the results on different classes of existing and proposed
IDS on the basis of F1-Score value.
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Figure 5.3 F1-Score on Each Class of Existing and Proposed Approach
The value of DoS has been improved from 97.1 to 98.92, R2L has been evaluated
with better F1-Score 96.99 i.e. higher than existing approach where F1-score for R2L
is 91.7, the F1-score for Probe class is slightly improved from 94.6 to 97.55 with the
help of current approach.
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Chapter 6 Conclusion and Future Scope

6.1 Conclusion

The system based on hybridization of fuzzy logic with particle swarm algorithm, a
potent method is created for detection of attacks in an effectual way and compared
with genetic algorithm.

This approach is capable in detection of DoS, R2L and probe intrusions with best F1-
score, recall value and precision value while the existing approaches fail to do because
training dataset has less number of records as shown in Figure 5.3, 5.2, 5.1.

Due to successful implementation of computational model, best logics and rules are
preserved. Hence, providing a better approach for detection of attacks. The rules
based on classification are capable to differentiate normal and anomaly behavior of
traffic over the network with better accuracy is shown in Table 5.3.

The swarm operators ensure significant particle, as the class of produced rules is
matched with their parent class. If they are same, at that point created rule is
acknowledged, else it is rejected and the entire procedure is repeated. This approach
reduces misclassification of rules and accordingly increase accuracy.

The swarm calculations are proceeded for some specific particles which give greater
validity and accuracy to the rules. The fuzzy if-then else rules perform exceedingly
well on loose and uncertain information, therefore the system is fault tolerant.

As the rules continuously updating themselves in the database with the changing
connections, hence, the intrusion detection system has the property of high
adaptability.

In this way, the classification rules have ability to classify the normal and anomaly
behavior in the system with high accuracy, thus leaving less loopholes for the

misinterpretation.

6.2 Summary

The proposed approach hybrid the features of fuzzy rule based system and particle
approach to construct a strong and powerful intrusion detection system.

The fuzzy if-then rules fetch attributes or features even from such small and uncertain
dataset to extract significant features which will help in further classification. The
particle swarm algorithm helps in acquiring optimized rules because of their ability in
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exploiting historical data and yielding better outcomes.

The swarm fuzzy rule-based system can work in high dimensional system and can
deal with large amount of audit data. KDD-99 data set is a high dimensional dataset
with 41 attributes or features containing more than 4, 00, 000 records of connections.
So the IDS have the capacity to deal with huge amount of information easily.

Swarm calculations are utilized as a part of blend with fuzzy if-then rules to prevent
overlapping and thusly every variable is unique. For every connection of dataset,
compatibility factor is calculated at the phase of velocity updation and afterward is
classified into particular class which has higher compatibility factor.

Additionally, the mathematical model tries to cover each sample of the training

dataset by classifying them through rule set, thus boosting accuracy.

6.3 Future Scope

Reducing the false identification rate and generously increasing the recall is one of the
major concerns of any effective and successful intrusion detection system. The
proposed approach has a high detection rate yet a little higher false alert rate of around
1.27%, so the primary aim would be decrementing the false alert rate to avoid
misclassification of connections.

The count of rules to be considered and kept in the database has not yet been assessed.
Hence the scope of this work can be extended by working on creating compact and
concise rules. In this manner, it would help in maximum classification in least count
of rules.

This approach can also be improved more successfully by using better local search
algorithms to produce more minimized and precise rules as these algorithms would
look more into local optima, consequently yielding different local optimal solutions

which would maintain diversity and validity in rules.
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