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Abstract

Cloud computing is the latest evolution in the distributed computing paradigm and is being
widely adopted by enterprises and organizations. The inherent benefits like instant scala-
bility, pay for use, rapid elasticity, cost effectiveness, self-manageable service delivery and
broader network access makes cloud computing the preferred platform’ for deploying ap-
plications and services. However, the cloud technology being in nascent stage needs to be
proven. The biggest challenge confronting cloud service providers is related to efficient pro-
visioning and scheduling of cloud resources. The resources are dynamically pooled in or
pooled out as per the application workload representing the elastic model of cloud comput-
ing. Henceforth, in such a subscription based cloud computing environment, cloud service
providers must perform efficient and cost-effective scheduling of cloud resources so that cloud
users may reap the benefits of this technology.

QoS based resource scheduling is thus a challenging task in a dynamic cloud environ-
ment. To achieve the set objectives of addressing cloud resource scheduling challenges, a
comprehensive literature review on cloud resource provisioning and scheduling has been
done. Prevalent approaches of resource provisioning and scheduling have been explored and
a comparative study of cloud schedulers is accomplished to identify their inherent limita-
tions. Further, existing research in cloud computing and its applications has been carried
out with special focus on cloud based health care services. Based on the literature survey, it
is apparent that biggest challenge confronting cloud service providers is related to QoS based
resource scheduling that needs to be addressed. To address the diverse challenges of cloud
resource scheduling, a QoS based resource Scheduling Framework (QSF )has been proposed in
this work. The proposed framework considers execution of heterogeneous applications com-
prising of multi-tier web applications corresponding to the transactional workloads and the
compute intensive HPC jobs. QSF accomplishes scheduling as a two step process- resource
provisioning followed by resource scheduling.

To cater to the provisioning needs of transactional applications, QSF takes into account
the transient behavior of applications arising due to varying workloads and uncertain per-
formance characteristics of cloud resources. The framework interacts with the user through

workload analyzer that fetches applications and user specific parameters for execution of



cloud applications. Further, QoS Mapper component of the framework extracts the infor-
mation from workload analyzer to perform mapping of application specific QoS attributes to
resource specific attributes. The mapping operation is accomplished by facilitating scheduler

with the behavior analysis information retrieved from behavior analyzer components.

The behavior analysis is accomplished at two levels- Application centric and Resource
centric. For the application centric behavior analyzer, the system is modeled as a closed form
queuing network model. Mean Value Analysis (MVA) algorithm is executed underneath to
predict the response time and utilization values with respect to changing workload mix.
The operation of resource centric behavior analyzer is based on the observation that any
application executing on cloud infrastructure follows a resource usage pattern.For derivation
of the patterns, a pattern predictor component of the framework comes into action. It utilizes
the state-of-the-art statistical prediction techniques to forecast the future resource usage
needs of different applications. The execution of behavior analyzers thus enables resource
scheduler to estimate the resource requirement of applications for performing scheduling on

the provisioned resources.

A QoS based Scheduler (QoS-Sched) is accountable for performing the scheduling oper-
ations. It creates a pool of resources from the already provisioned machines for scheduling
HPC jobs. New user requests are accommodated by proportionally allocating the tasks to
the low utilized machines based on user priority and enunciated QoS criteria. The scheduler
estimates the attainable values of QoS parameters from the cloud environment and compares
with the user specified values to compute QoS deviation value. In case a violation in service
is expected, a discounted-price policy has been presented to encourage customers to post-
pone their requests. This eventuates to higher profits with minimum QoS violations while
retaining the customer base. Thus, the framework successfully accomplishes the resource

scheduling operations.

The enforcement of the proposed framework has been carried out with a real multi-
tier SaaS application namely ’Cloud Based Intelligent Health Care Service (CBIHCS)’. The
said application has been proposed, designed and further deployed on Amazon EC2 cloud
environment for providing cloud based health care service solution. CBIHCS advocates the use

of cloud technologies for the creation and management of health care services by integrating



wireless sensor technologies and mobile computing with cloud based services. In this specific
implementation, CBIHCS performs real time monitoring of user health data for diagnosis
of chronic illness such as diabetes. It assimilates user health specific details and stores
in cloud based storage repositories for efficient retrieval and quick updates. Techniques of
data mining have been utilized for classification of user as Diabetic or Non-Diabetic. The
functionalities supported by CBIHCS have further been exploited for creation of multiple test
plans and subsequent generation of heterogeneous workloads.In particular,the login session of
an anonymous user such as government agency for the purposes of fetching heath records of
users for survey purposes corresponds to the transactional workload while the classification
of users as Diabetic or Non-Diabetic involving complex data mining operations represents
compute intensive independent jobs. The workload data has been extracted using JMeter
and Amazon Cloud Watch utilities for evaluation of the proposed scheduling policy.

For verification of the proposed framework, performance evaluation and result compar-
isons have been accomplished using the CloudSim toolkit. Multiple runs for the simulation
experiments have been performed to analyze the effect on QoS parameters. The QoS based
evaluation parameters include resource utilizations, total cost and number of SLA viola-
tions along with the computation of number of user requests completed with discounted
price policy and without discounted price policy. Finally, the framework has been compared
with existing scheduling frameworks to validate the outcomes. The results show that the
proposed QoS based resource scheduling framework efficaciously addresses the challenges of

cloud resource scheduling.






Chapter 1

Introduction

Distributed computing combines multiple computers, geographically dispersed in a cost ef-
fective way and presents a single unified resource to the end user with huge storage and
computational power. In the past few years, many overlying concepts of distributed comput-
g eminently cluster, grid and cloud computing have appeared.

Cloud computing is the latest evolution of the distributed computing paradigm. It utilizes
internet as a transport and communication medium to perform aggregation and sharing of
resources at a larger scale. The vision of cloud computing dates back to 1960 when com-
puting pioneer John McCarthy predicted that computation may someday be organized as a
public utility. Cloud computing is the result of the technological processes and business model
transition. It is considered as another means of using the wheel without reinventing it. It
presents to the user a single, cost effective solution for their computing needs utilizing the
best features of existing technologies such as grid computing, virtualization, service oriented
architectures and utility computing.

This chapter provides a high level view of the thesis. It discusses the evolution of cloud
computing and unfolds its close alliance with other underpinning technologies. In addition,
it provides an overview of the fundamentals of cloud computing while identifying the key
impediments to its successful adoption. It further provides motivation to propose resource
scheduling framework for cloud environment. The chapter culminates with the cognizance of

the organization of the rest of the thesis along with its contributions.



1.1. Cloud Computing : An Overview

1.1 Cloud Computing : An Overview

The advancements in technology, higher bandwidth and reduced costs have facilitated peo-
ple to work collaboratively in distributed environments. Cloud computing has steered the
promise of distributed computing by bringing people to internet ubiquity but still there is
no agreement on a common definition of cloud computing [2][3]. The generic terms that sur-
round every definition are virtualization, elasticity, scalability, internet centric and pay for
use [4]. Based on these, cloud computing can thus be described as a distributed computing
paradigm allowing virtualized applications, software, platforms, computation and storage to
be rapidly provisioned, scaled and released instantly through the use of self -manageable
services.

The term Cloud in the past decade was adopted as a metaphor for internet based services.

Six distinct phases of this paradigm shift from early mainframes to the cloud computing

L ED*——'@ EQ,

- - .1 Mainframe
. - =
= Qevd computing
o Dovd computing %
&z
User Logiup ~ Grid computing
@d
\nﬁ Brid

Figure 1.1: Distinct Phases of the Computer Paradigm Shift [1].

have been identified and shown in Figure In Phase 1, users used their dumb terminals
to connect to mainframes shared by multiple users. These dumb terminals were replaced
by powerful PCs in phase 2 and thus eliminated the need to share mainframes. Phase 3

paved the way for computer networks to connect multiple computers allowing users to share



Chapter 1. Introduction

resources across local networks. Phase 4 utilizes internet to create global network connecting
multiple local networks. Phase 5 brought in the concept of grid computing allowing people
to share computing power and resources in a transparent way. Phase 6 is the era of cloud
computing.

Cloud computing is often thought like a 'return’ to the original mainframe paradigm in
which PC’s similar to lightweight terminals allow users to utilize the cloud but significant
differences exist between the two paradigms in terms of computing power and capacity
[1]. Clouds exploit all possible resources on the internet and thus have infinite computing
power and capacity whereas a mainframe is only a physical machine with finite computing
power. Similarly, a terminal in mainframe is just a dumb terminal deployed to provide a user
interface. In contrast, a PC in the cloud possesses significant computing power and provides
a certain degree of local computing and caching support.

Cloud computing allows its users to consume the services provided by the cloud service
providers in a location independent way. Cloud services are abstracted and may be hosted
on the service providers own infrastructure or on a third party cloud infrastructure providers.
These services are accessible to cloud consumers using easy web interfaces [5]. Cloud con-
sumers are benefitted, as they can rent the resources from cloud service providers eliminating
the need of making huge capital investments. Service providers thus earn their profits by
charging consumers for the amount and duration of the services accessed; shifting the cost
of businesses from capital expenditure (CAPEX) to operational expenditure (OPEX). The
immense flexibility and affordability offered by this novel technology aims to speed up the
development and execution of business operations with immediate scaling and lucrative cost
savings.

After an overview of cloud computing, the next section entails its evolution and its

emergence from clusters and grids.

1.1.1 Evolution of Cloud Computing

Various distributed technologies as depicted in Figure currently exist but the changes in
technology, usage and implementation over the past so many years have led to the contextual

overlap of these systems. A cluster presents to the user a single unified resource located in
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Figure 1.2: Evolution of Distributed Computing Paradigms.

close proximity under a single administrative domain enhancing the overall system perfor-
mance [6]. As the computing needs for high performance scientific applications grew there
was a need to develop an infrastructure that combined the resources from multiple orga-
nizations, presenting a single virtualized and abstracted computer equivalent in power to
a large supercomputer. This infrastructure termed as grid; analogous to the electric grid
allowed automatic allocation of resources to users as per their demand [7][8]. A three point
checklist for grids has been defined [9]. Grids became successful with the open initiatives like
Seti@QHome that provided an opportunity for common people to contribute for research by
pooling their idle machine cycles. The use of grids is thus mainly confined to provide massive
computational resources to complex scientific applications and hence it is also referred to as

the computing infrastructure for e-science [10].

The underlying goal of grids is similar to clouds: to reduce the cost of computing, increase
reliability and increase flexibility by transforming computers from something that we buy
and operate ourselves to something that is operated by a third party [11]. Although both the
technologies flourished to allow consumers to obtain computing power on demand [12] but
still grid computing is genuinely lacking in standard and general purpose applications. Grids

thus could not actualize to offer computing as a utility to consumers. The possible reason for

4



Chapter 1. Introduction

Table 1.1: Key Attributes differentiating Clusters, Grids and Clouds.

Key Attributes

Computing Technology

Cluster Computing

Grid Computing

Cloud Computing

Resource Location | Close proximity Close/Geographically Geographically dis-
dispersed persed

Means of resource | Harvest idle processor | Harvest idle processor | Run virtual operating

utilization cycles cycles systems (Windows,

Linux, Mac OS) on the
same physical machine

Administrative En- | Single Multiple Single/Multiple
tity
Heterogeneity and | No Yes Yes

Multi-tenancy

Resource Coupling

Tightly Coupled

Loosely Coupled

Loosely Coupled

Virtualization Sup- | No Yes Yes

port

SLA Driven No Yes Yes

Elasticity Limited Limited Unlimited

Service Oriented No Yes Yes

Utility Pricing No, wused for internal | Limited, often open for | Yes, billed based on us-
purposes public age

Performance High Throughput, Low | High Throughput, High | High Throughput, Low
latency Latency Latency
Driving Force and | Academia, Industry Academia Industry

Assistance

Robustness

Limited, failed tasks are
restarted

Limited, failed tasks are
restarted

Strong, easy migration
of VMs

Application Suitabil-
ity

Scientific, Commercial

Usually HPC and scien-
tific

Commercial,
content delivery

legacy,

this difference is the design approach. Grids are designed bottom up i.e. they emerged by
combining existing heterogeneous resources to create additional abstraction layers that allow
the definition of new and complex services by aggregation. This results in a low level grid
interface exposing complete set of system capabilities (semantics) to users. Clouds in contrast
are designed top down. Their interfaces are designed to provide specific functionality [I3].
Significant tradeoff exists between the flexibility and complexity of interfaces. Grid interface
requires coding of all configuration aspects which is very time-consuming and sometimes
unnecessary. Lack in flexibility and customization resulted in hindrance for development of
grid applications. The control required on these huge details for development and deployment
of grid applications, outcast general public to use grid applications. Clusters, grids and clouds

can be differentiated on the basis of certain key attributes as summarized in Table [1.1]
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With this background, the next section discusses the cloud architecture.

1.1.2 Cloud Architecture

Cloud computing is using information technology as a service over the network. The services
are encapsulated, have an API and are available on the network [I4]. Cloud computing
intends to provide its users with Everything as a Service (XaaS) model. Based on the
resource focus, cloud architecture can be modeled as a set of three layers, where each layer
provides a specific service. Figure [I.3] shows the layered architecture of cloud computing.
The layers in cloud architecture are eminently Software as a Service (SaaS), Platform as a
Service (PaaS) and Infrastructure as a Service (IaaS). However, other services like storage
as a service, desktop as a service, and data center as a service can also be considered as part

of the cloud service model.

Software As a Service (SaaS)

- Salesforce.com CRM application
- Google Apps

Platform As a Service (Paas)

wiRal - Force.com (Salesforce development Platform)

fi Infrastructure As a Service (laasS)
¥

-

Network -
ey - Amazon EC2

"n - Amazon SimpleDB , Amazon 53

Figure 1.3: Cloud Architecture

e Software as a Service (SaaS): It gives consumers the capability to use the applica-
tions running on the cloud provided by the cloud provider without worrying about
the underlying infrastructure. A single instance of the software runs on the cloud and
serves multiple end users and client organizations. Such applications could be accessed

through standard mechanisms from a variety of devices like PDAs, laptops, mobile
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phones etc. Some pioneer providers in this category like Salesforce.com [15] offers its

CRM application and Microsoft [16] offers Live Mesh services to consumers.

e Platform as a Service (PaaS): It is a high level integrated environment to build, test
and deploy custom applications. It acts as a middleware for creation and implemen-
tation of application environment on top of the underlying resource infrastructure.
Consumers are allowed to create applications using the programming languages and
tools rendered by the cloud provider to support the entire application development
life cycle. Examples of the cloud PaaS providers are Microsoft Azure [17] and Google
AppEngine [1§].

o Infrastructure as a Service (IaaS): This model gives capability to the consumers to
provision computing resources to deploy and run any arbitrary software including op-
erating systems and applications. Businesses can rent these resources rather than
spend money to buy dedicated servers and networking equipment. Examples include

Amazon Web Services [19], Rackspace [20] and GoGrid cloud [21].

The applications could be deployed on any of the deployment model based on the or-
ganizations considerations. The four deployment models for clouds as defined by NIST are

[22]:

e Private clouds: Private clouds are implemented in the enterprise data center, managed
by the internal resources and are under the control of the legal and contractual umbrella
of the organization. It requires high capital and operational expenditure as well as
highly skilled labor to meet the organizations business needs. Permanent applications
requiring high control over data, security and QoS requirements are best suited for

private clouds.

o Community clouds: This infrastructure is shared by several organizations which sup-
port a specific community with shared concerns like mission, security requirements,
policies or compliance considerations. It is managed by the organization or any third

party and can exist inside or outside the premises.

7
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o Public clouds: These are run by third parties and billed based on usage reducing the
customers risk of investing in an infrastructure. A major disadvantage is the hosting of
data away from the customers premises and outside the legal and contractual umbrella
of the organization. An application required rarely could be deployed on a public cloud

thus avoiding the need to purchase equipment [14].

e Hybrid clouds: It includes the benefits of public and private approaches and is devel-
oped to combine both clouds into a unified solution but the implementation requires
additional coordination between the public and private service management system.
Hybrid clouds are often utilized for surge computing by augmenting private clouds

with the resources of public cloud so as to accommodate high workload spikes [14].

Cloud architecture establishes itself on certain key characteristics as enlisted in the sub-

sequent section.

1.1.3 Cloud Characteristics

Cloud computing finds its origin in the distributed computing and hence shares trivial char-
acteristics of the distributed computing inclusive of heterogeneity, adaptability, scalability,
resource sharing, dynamic and security. Besides these common characteristics, the essential
characteristics of clouds that distinguish them from other computing paradigms are enlisted

below [22][8]:

e On demand self-service: Cloud computing allows its consumers to provision the com-
puting capabilities themselves. Consumers can use easy web interfaces to provision
network storage, server time as per their requirements without the service provider

interaction.

e DBroad network access: Cloud capabilities can be accessed from anywhere over the

network using any thin or thick client platforms.

e Resource pooling: Cloud providers offer resources to consumers in an abstract manner.
These resources may be the actual physical resources or the virtual resources. The re-

sources are dynamically pooled to serve the consumers needs in a location independent
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way.

e Rapid elasticity: Resources are rapidly provisioned to meet the consumers needs. Cloud
computing users need not plan ahead for provisioning. Users are relieved from the risks
associated with over provisioning or under provisioning of resources which otherwise

leads to underutilization or saturation of resources respectively.

e Pay for use: Cloud services are metered services. Users pay only for what they use
and for the time they use the resources. Resource usage can be monitored, controlled

and managed providing transparency to both service providers and consumers.

After discussing the cloud characteristics, next section presents the underpinning tech-

nologies of cloud computing.

1.1.4 The Underpinning Technologies

Cloud computing leverage internet or intranet to provide users with the requested resources
in an abstract way as per their demand. Existing technologies can be used with modifications

as required. The two key enabling technologies as identified in [5] are:

1.1.4.1 Service Oriented Architecture

A service in Service Oriented Architecture (SOA) represents a discrete chunk of functional-
ity, adheres to a published contract and is loosely coupled, independent and standard based.
These services publish themselves in public registries, discover peer services and bind to the
latter services to form service compositions using standardized protocols [23]. The compo-
sition in SOA refers to invoking services in a particular sequence so as to represent complex
business process flow. The notion of service in cloud is much broader than that of SOA. It
intends to make the cloud computing platform flexible, extensible and reusable. With service
orientation, cloud computing can realize the business value from asset reusability, composite

applications and Mashup services. Two major types of common reusable services [5] are:

o Cloud Horizontal Business Services: It consists of various platform services hiding the

complexities of middleware, database and tools plus some common utilities such as
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provisioning, monitoring or cross industry services like CRM or ERP.

o Cloud Vertical Business Services: It consists of all domain specific or industry specific

utility services such as shipping and payment services.

1.1.4.2 Virtualization

Virtualization enables to dynamically adjust the underutilized resources deployed in IT in-
frastructures as per the need of organization. The resources can be aggregated, expanded or
pulled back as the application requirements for computations, storage or bandwidth change.
It implies a level of automation with respect to resource sharing, scaling and new deploy-
ments. Organizations can dynamically create copies of existing environments in a short time.
This results in significant cost savings as these environments can coexist on same server uti-
lizing few resources. There are two approaches to virtualization in the cloud computing

environment [5]:

o Hardware virtualization: It allows users to manage hardware equipment in a plug and

play manner without affecting the normal operations of other equipments in the system.
o Software Virtualization: This can be achieved in two ways:

— Software image management: Users specify the software profile of a system, which
is stored as a unique image file. This image file consists of software systems
including operating system, middleware and applications resulting in software

reusability.

— Software code virtualization technology: It allows users to dynamically assemble
and execute code. Code elements are dynamically copied from repositories and

pasted in right places as per the business logic.

With virtualization, the only costs involved are the computing and memory overhead
to run the operating systems as a guest process and the bandwidth consumed to download
the image file or code elements. It is envisioned in future, as the bandwidth growth curve

increase; a complete virtual grid operating system can be downloaded and emulated [10].

10
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Cloud computing utilizes the best features of existing technologies as summarized in Ta-

ble [I.2] After reviewing the fundamentals of cloud computing such as cloud evolution, its

Table 1.2: Existing Technologies and Key Features.

Existing Technologies Key Features

Grid Computing A single unified infrastructure exploiting heterogeneous resources

across multiple administrative domain.
Virtualization Approach to Decouple operating systems from the physical hard-
ware.
Service Oriented Architectures | Availability of key business processes as online web services.

Utility Computing A business model implemented using other computing infrastruc-

tures and offering resources as metered services.

architecture, key characteristics and the underpinning technologies, the next section expli-
cates the basic concepts and terminology related to cloud applications and the underlying

resource infrastructure.

1.2 Basic Concepts and Terminology

Cloud environment promises the potential of successfully executing any type of application
which prevalently executed on traditional distributed computing environment. Despite the
varying application architectures, context and execution environment; the fundamental unit
in each application is termed as task. A task is an atomic unit of execution that may perform
some computation or communicate with other tasks to realize the application functionality.
Users often request the execution of a group of tasks for performing some activity. This high
level composition of tasks is referred to as job in the computational terminology.

Jobs execute on cloud resource infrastructure comprising of the computational, storage
and communication equipment owned by an organization for handing the data processing
and storage operations. The physical location that houses these resources is called as Data
Center. Datacenters often have ample amount of resources that are left unused. These un-
derutilized resources can consequently be utilized for hosting third-party applications and
accommodate workloads. The workload in the simplest terms refers to the amount of com-

putational work that computing resources are expected to accomplish in a given period of

11
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time. In other words, workload is the stimulus applied to a system, application, or compo-
nent to simulate a usage pattern, in regard to concurrency and/or data inputs. The workload
includes the total number of users, concurrent active users, data volumes, and transaction
volumes, along with the transaction mix [24]. A workload model for any application must
contain information about the sequence of tasks to be executed, the timing information
associated with each task and the execution environment.

Furthermore, the resource infrastructure used to execute user’s workload and host user
data without requiring users to own the infrastructure is known as hosting platform. A
hosting platform can be a shared hosting, dedicated hosted or cloud hosted platform. In
shared hosted platform multiple users share the resources and explicitly perform tasks by
themselves. For example, the occurrence of high workload on a smaller machine demands
from user to explicitly stop the current execution and switch to a machine with higher
configuration and restart the tasks on the newly acquired machine. Dedicated hosting, in
contrast works on the fundamental principle of resource reservation rather than resource
sharing as in case of shared hosting. Resources leased to clients are perpetually allocated
to the user with root level privileges for the reserved time period. Users pay as per the
leased time period of resources regardless of the actual usage time of resources. Cloud
Hosted platform refers to the computational infrastructure in which number of servers work
together and are accessible to users as one single machine in a transparent manner. Unlike
dedicated hosting, cloud resources are not permanently allocated to the client. Rather, the
resources are dynamically pooled in or pooled out as per the changing load and the users are
charged in a pay-for use manner representing rapid elasticity. Also, unlike dedicated hosting,
the cloud hosting platform bills the users on a pay per use manner.

After reviewing the basic concepts pertinent to cloud applications and the resource in-

frastructure, next section portrays the key entities of the cloud ecosystem.

1.2.1 Cloud Ecosystem

Cloud ecosystem comprises of the cloud entities executing multifarious cloud applications
on the underlying resource infrastructure. Three primitive entities identified in the cloud

computing environment on the basis of three layer cloud computing model(SaaS, PaaS and

12
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laaS layer) are cloud users, cloud aggregators and cloud resource providers as depicted in

Figure [1.4] and described below:

Cloud
Resource
Providers

Cloud
Aggregators

Figure 1.4: Cloud Entities.

e Cloud Users: Cloud users correspond to the customers of cloud services. They may
be the end users using the cloud hosted software services or may be the application
providers requesting infrastructure services for hosting cloud applications. With a pay-
for-use pricing model, customers seeking different type of cloud services are billed by the
service provider as per the usage terms. In addition, cloud users agree to the service

providers performance delivery specification as stated in a Service Level Agreement

(SLA).

e Cloud Aggregators: Cloud aggregators serve as intermediary between the cloud users
and cloud resource providers. They interact with the cloud service provider on behalf
of cloud users. Cloud aggregators may request services from multiple service providers
and manages the integration and delivery of diverse services to cloud users. They act
as brokers to negotiate the service level agreements with the cloud resource providers

in support of cloud users.
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e (Cloud Resource providers: Cloud resource providers are the sellers of cloud resources.
The resources are packed in several configurations as virtual machine instance types.
Each VM instance type differs from others in terms of computation, memory and stor-
age allocations. Subsequently, a resource cost is also associated with VM instance type.
Users are charged per unit of time subjected to the number of resource allocations. Re-
source allocations vary during the lifecycle of application execution. The resources are

created on fly when the demand rises and terminated in case of low usage.

After a brief introduction to the cloud entities, the subsequent section presents subtle

differences existing between the traditional applications and cloud applications.

1.2.2 Traditional Applications versus Cloud Applications

Business applications have changed substantially throughout the years. Cloud computing
is an ideal solution to rapidly design, deploy and execute business applications. It brings
a significant change in the traditional application lifecycle resulting in more efficient use of
enterprise resources with minimal management effort. Cloud applications share the design
objectives of Distributed applications. These objectives abbreviated as IDEAS refer to the
Interoperability, Distributed scale out, Extensibility, Adaptivity and Simplicity aspects of
distributed applications [13] .

Cloud applications act as a hybrid between the desktop applications and traditional web
applications. They like the desktop applications provide a rich user experience with minimum
response time. However, similar to web applications, cloud apps need not be installed on
the local machine. Associated data is stored in the cloud, managed by the service provider
and can be updated any time by uploading its newer version [25]. Thus, a variation in the
traditional application life cycle phases as shown in Figure is required to architect cloud

applications.

1.2.2.1 Application Design

Traditional applications are designed to follow an enterprise architecture model. It calls for

one or more Web server systems that interact through a middle-tier software framework and
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ultimately interacts with a database [26]. These applications are designed to meet a stable
demand rather than fluctuating loads. Cloud applications, in contrast, should be designed in
a way to use the underlying computing infrastructure only when needed; resources (compute,
storage, network bandwidth) are scaled up and down as per the application demand, specific

job functions are performed and unneeded resources are relinquished after the job is done

[19].

Application
Design

>

7 Deployment

Application

Execution

Figure 1.5: Cloud Application Life Cycle.

1.2.2.2 Application Deployment

Traditional applications are deployed manually or using automated scripts. Manual de-
ployment usually consists of a series of steps: i) physical installation of server hardware ii)
establishment of network and storage assignments iii) installation of operating system and
associated drivers iv) optimization of operating system and system files for best performance
and v)installation and customization of the application stack.

Manual deployment is thus very time consuming and requires huge human effort. In
contrast, automated scripts are faster than manual deployment and offer reduced operational
costs. It is most suitable for smaller workloads but as the workload complexity increases,

it becomes extremely difficult to write and update scripts. A huge set of machines and
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constantly changing workloads comprise the cloud environments. So neither the manual
deployment nor scripted deployments would suffice [27].

A better approach for Cloud application deployment is Image Based deployment. In
this, sophisticated software copies the complete image of the software stack on to the target
system and then boots it up. The images can then be scaled instantly to accommodate

workloads that move across the internal servers and cloud servers.

1.2.2.3 Application Execution

Execution of traditional applications requires the exposure of jobs to the scheduling system
and is assigned to be executed at a later stage. In contrast, cloud applications are not exposed
to the scheduling system. Application execution consists of requesting an instantiation of
virtual machine which is assigned by the user or the middleware [28][13].

This section highlights the disparity existing between the traditional applications and
cloud applications in context of application design, deployment and execution. The next
section elucidates the crucial challenges that lie in the way of successful adoption of cloud

technology.

1.3 Cloud Computing Adoption Challenges

Cloud computing holds a lot of promise and is being adopted by the enterprises. But like
other emerging technologies, it also presents certain challenges that need to be addressed to
make the idea technically and commercially viable. Several obstacles related to growth and

adoption of cloud computing are [2] [29] [30]:

e Resource Provisioning and Scheduling: Cloud computing provides its resources on
subscription basis in a pay-as-you-go manner. It is necessary for the service provider
to optimally provision available resources as per the application needs. The resources

should scale down as quickly as they scale up with minimum disruption to the systems

21 [3].
o Service Reliability and Availability: High reliability and availability is expected from
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cloud services but cloud servers like the company’s resident servers are also prone
to failures. Service unavailability costs huge to customers so an alternative is Service
level Agreement (SLA) [11][31]. But even the service level agreements do not guarantee
downtime, it simply acts as insurance. SLA’s implementation and compliance must be

assured to avoid violations and loss of profits.

e Service Lock-in: APIs for cloud computing are proprietary and have not been stan-
dardized yet. So customers cannot easily extract their data and applications from one
provider and move to another [30][32]. This results in a lock-in scenario, which is at-
tractive to cloud providers making the users vulnerable to increase in prices, or if the
provider is not able to keep up with the changing needs. Standardization of APIs will

mitigate these problems resulting in better portability and choice.

e Privacy and Security: Data inside the cloud should be secured ensuring its proper
access and use while maintaining its integrity [33] [34]. Moreover, cloud computing is
predicated on the concept of borderless global village but many national laws prohibit
the details of its citizens to be stored outside their countries. So harmonization of laws

is required.

e Data transfer bottlenecks: Over the past decade, the cost of wide area network band-
width has fallen at a much slower rate than the cost of computation and storage capac-
ity. Since the applications are more data intensive in nature, the amount of data that
needs to be transferred into and out of cloud can become a major issue prohibiting the
adoption of cloud computing. The cloud providers should use compression algorithms

or other ways to overcome the bottleneck [2][35].

o Performance unpredictability: With cloud computing consumers are unaware of the
entity handling its precious data. Performance would be significantly affected if the
processing module is not close to the data it is acting upon. Moreover, in virtual
environments, CPU and main memory are shared well by multiple virtual machines
but input-output sharing is still problematic leading to unpredictability in performance.

So architectures and operating systems should be improved to efficiently virtualize the
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interrupts and 1/0O channels [30][36].

Software licensing: Current model of software licensing is not a good match for cloud
computing [§]. Since the current software licenses restrict the computers on which the
software can be installed, so cloud providers relied on open source software. Commer-

cial software vendors should device a better licensing model for the cloud [2].

Cloud System Management: Clouds consist of number of discrete components called
cloudlets [37] that contain the universal server images of the cloud. At run time
cloudlets run on a dynamically changing set of machines. One machine can host parts
of multiple cloudlets and multiple cloudlets can be part of one machine. To efficiently
utilize the resources and achieve high performance (low latency and high throughput)
mapping mechanisms between the cloudlets and the actual physical resources should

be developed.

Green Computing: Green Computing involves usage of energy efficient computing
equipment like switches, routers and computers. Cloud resources being highly available
are assumed to be always-on. Till now little attention has been given to make energy
efficient distributed resources spread across heterogeneous environments. Techniques
of virtualization should be explored to enable power aware resource provisioning that

incurs minimum cost to service providers and maintains the SLA [38][39].

This section summarizes the dominant issues in the way of Cloud adoption. The following

section describes resource scheduling in the cloud environment, which has been chosen as

the area of research for this thesis.

1.4 Resource Scheduling in Cloud: The Research Mo-

tivation

QoS based resource scheduling is considered as a challenging task in a dynamic cloud en-

vironment. The dynamism in the cloud is attributed to the multitude of application types

offering multidimensionality of resource usage. Furthermore, an application might execute
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in stages with varying resource requirement for each stage. It thus necessitates the identi-
fication of application stages and their resource needs for performing dynamic QoS based
resource scheduling at run time.

Efficient resource scheduling requires efficacious resource allocations underneath. There
is an inherent need to exploit the heterogeneities existing in the resources and applications
in cloud environment. This raises the concerns of cloud service providers to schedule cloud
applications for effective execution as per the provisioning and budgeting needs of cloud
consumers. In addition, other issues associated with the resource scheduling problem also

come to the surface. These issues are summarized below:

e A resource scheduling system must take into account the conflicting resource require-
ments of different applications and guarantee that the computing infrastructure elasti-

cally scales up as quickly as it scales down with least interruption to the cloud system.

e [t becomes necessary to accommodate the uncertainties and spikes in the resource

usage demands of applications at varied instant of time.

e Cloud resource scheduling system must be able to handle the cases when the saturation
of underlying resource infrastructure takes place so that the new resources may be

provisioned and subsequently scheduled to meet QoS criteria.

e Cloud resource scheduling system must preserve the interest of cloud users as well as
cloud resource providers. A scheduler must assist cloud service providers in offering a
righteous combination of computing resources so that the individual resources may be

utilized to its pinnacle while minimizing the overall service costs.

e Apart from the application-specific QoS requirements, resource scheduling system must
consider the priority of users for deciding the number of resource allocations for user

applications.

e In addition, negotiation mechanisms must be available that allow service providers
to present some discounts to consumers in case of expected service violation. This
eventuates to higher level of service compliance by encouraging customers to postpone

their requests.
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Due to the factors outlined above, QoS based resource scheduling for Cloud environment
has been the motivation behind this work. The following section details the organization of

the thesis.

1.5 Thesis Organization

The introduction to the thesis presented in Chapter 1 is partially derived from:

e Kaur P.D., Chana I. (2010).Unfolding the Distributed Computing Paradigms. Inter-
national Conference on Advances in Computer Engineering (ACE), ace, pp.339 - 342,
2010.

The remainder of the thesis is structured as follows:

Chapter 2 Literature Review: This chapter presents literature survey on the heteroge-
neous applications executing on cloud infrastructures. Categorization of applications on the
basis of computational requirements, communication patterns, programming models and
task dependency relationships has been performed. Furthermore, metrics relevant to the
QoS measurement of cloud applications have been ascertained and services of five major
cloud providers are compared for fundamental differences in their offerings. In addition, an
extensive survey of the work related to QoS-based resource provisioning and scheduling has
been discussed. The state-of-the-art techniques and related approaches in the context of
cloud resource provisioning and scheduling have been presented. More specifically, heuristics
techniques for cloud resource scheduling have been analyzed. Existing frameworks pertinent
for performing resource scheduling tasks have been discussed. Based on the findings of the
available literature, the chapter concludes with the Problem Formulation. Chapter 2 derives

from:

e Kaur P.D., Chana 1.(2011). Evaluating Cloud Platforms An Application Perspective.
Information Technology and Mobile Communication, CCIS, 2011, Volume 147, Part 3,
pp. 449 - 453, Springer-Verlag Berlin Heidelberg.

e Kaur P.D., Chana I. (2011). Enhancing Grid Resource Scheduling Algorithms for
Cloud Environments. High Performance Architecture and Grid Computing, CCIS,

20



Chapter 1. Introduction

2011, Volume 169, pp. 140 - 144, Springer-Verlag Berlin Heidelberg.

e Kaur P.D., Chanal. (2014). Behavior Analysis of Multifarious Cloud Applications.Fourth
IEEE International Conference on Advances in Computing and Communications (ICACC),

pp.175 - 178, 27-29 Aug.

Chapter 3 Proposed QoS based Resource Scheduling Framework: This chapter gives
the description of the proposed QoS based Scheduling Framework and the goals it tends
to achieve. It elaborates its key requirements inclusive of the QoS requirements and the
functional requirements. The functional requirements have been analyzed and validated
through Uniform Modelling Language (UML) diagrams encompassing use case diagrams
and sequence diagrams. Furthermore, the chapter details the constituent components of
the proposed framework and their interactions to achieve the designated functionalities for

accomplishing the resource scheduling tasks. Chapter 3 is partially derived from:

e Kaur P.D., Chana I. (2014). A resource elasticity framework for QoS-aware execution
of cloud applications. Future Generation Computer Systems (FGCS), Elsevier, Vol 37,
July 2014, pp.14 - 25. http://dx.doi.org/10.1016/j.future.2014.02.018, Impact factor:
2.639.

Chapter 4 QoS based Resource Scheduler: This chapter presents the QoS based resource
scheduling policy that is accountable for performing the resource scheduling operations. The
proposed policy takes into account the priority of users, varied resource needs and enunciated
QoS criteria to schedule heterogeneous applications on cloud resources. Time and cost have
been considered as the two important QoS parameters for resource scheduling. The proposed
policy tries to minimize the costs by optimally utilizing existing resources and creating a pool
of resources from the low utilized machines to accommodate new user requests. Also, in case
of expected service violation, a discounted-price policy is presented to encourage customers
to postpone their requests. This eventuates to higher profits with minimum QoS violations

while retaining the customer base. This chapter derives from:

e Kaur P.D., Chana I. (2014).QoS-based Scheduler for Multifarious Cloud Applications.
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In Proceedings of the 2nd International Conference on Emerging Research in Comput-
ing, Information, Communication and Applications, ERCICA 2014, Elsevier Publica-
tions, Vol 3, pp.711 - 716.

Chapter 5 CBIHCS: Implementation of the proposed framework: This chapter discusses
the realization of the framework using a case study dedicated to the usage of cloud computing
for the creation and management of health care services. As a representative application, a
Cloud Based Intelligent Health Care Service (CBIHCS) has been designed and deployed in
a cloud environment for generation of heterogeneous workloads. The workloads correspond
to the transactional applications and the compute intensive HPC workloads. Further, the
functionality of CBIHCS has been exposed that elucidates the process of accumulating the
user health data for diagnosis of chronic illness such as diabetes. Techniques of data mining
have been utilized and security mechanisms at multiple levels have been implemented to

accomplish the intended operations. Chapter 5 partially derives from:

e Kaur P.D., Chana I. (2014). Cloud based intelligent system for delivering health care
as a service, Computer Methods and Programs in Biomedicine, Vol 113, Issue 1, Jan-
uary 2014, pp.346 359. http://dx.doi.org/10.1016/j.cmpb.2013.09.013, Impact factor:
1.555.

Chapter 6 Verification and Validation of the Proposed Framework: This chapter illus-
trates the deployment of the framework with the help of CBIHCS elaborated in chapter 5. It
presents the experimental results obtained after enforcement of the framework in cloud envi-
ronment. The framework has been validated by deploying the target application on Amazon
EC2 cloud infrastructure and conducting load tests for the performance model using JMe-
ter. Multiple workloads have been created and the data generated as part of load tests
is exploited by the CloudSim toolkit for evaluation of the proposed QoS-based scheduling

policy. The content of chapter 6 derives from:

e Kaur P.D., Chana I. (2014). Cloud based intelligent system for delivering health care
as a service, Computer Methods and Programs in Biomedicine, Vol 113, Issue 1, Jan-
uary 2014, pp.346 359. http://dx.doi.org/10.1016/j.cmpb.2013.09.013, Impact factor:
1.555.
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e Kaur P.D., Chana I. (2014). A resource elasticity framework for QoS-aware execution
of cloud applications. Future Generation Computer Systems (FGCS), Elsevier, Vol 37,
July 2014, pp.14 - 25. http://dx.doi.org/10.1016/j.future.2014.02.018, Impact factor:
2.639.

e Kaur P.D.; Chana I. (2014).QoS-based Scheduler for Multifarious Cloud Applications.
In Proceedings of the 2nd International Conference on Emerging Research in Comput-
ing, Information, Communication and Applications, ERCICA 2014, Elsevier Publica-
tions, Vol 3, pp.711 - 716.

Chapter 7 Conclusion and Future Scope: This chapter concludes the thesis and discusses

the future scope of the work.

1.6 Thesis Contributions

This thesis contributes in the following ways:

e A comprehensive study of the multifarious applications executing in cloud environ-
ments is carried out along with the presentation of a uniform terminology representing

cloud applications, resource infrastructures and QoS criteria.

e Cloud environments have been extensively explored and the services of major cloud
computing market players have been compared for fundamental differences in their

offerings.

e The state-of-art approaches in cloud resource provisioning and scheduling have been
discussed and existing research in cloud computing and its applications has been per-

formed with special focus on cloud based health care services.

e A QoS based resource scheduling framework has been proposed that dynamically maps
the application-specific attributes to infrastructure provider resource specific attributes

and henceforth performs scheduling based on the QoS parameters.
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e State-of-the-art statistical prediction techniques have been utilized that allow deriva-
tion of resource usage patterns for different applications by approximating the resource

usage needs of applications in advance based on the past resource utilization patterns.

e Performance models 'MT-PerfMod’ and "M T-ResElas’ have been proposed that exploit
closed form queuing network models to allow provisioning of resources to applications
after analyzing their behavior and estimation of QoS values in a dynamic cloud envi-

ronment.

e The proposed models have been validated by conducting the load tests using Amazon
EC2 cloud infrastructure. The impact of the proposed model in comparison to other
related approaches has also been performed from three perspectives: i) Number of vir-
tual machines provisioned, ii)Scaling time of VMs corresponding to dynamic workload

iii) Cost of cloud service provider.

e A novel resource scheduling policy has been proposed that schedules heterogeneous ap-
plications for execution in a cloud environment. The proposed policy considers priority
of users, varied resource needs and enunciated QoS criteria to schedule applications on
a pool of low utilized cloud resources. Also, in case of expected service violation,
a discounted-price policy has been proposed that encourages customers to postpone
their requests. This eventuates to higher profits with minimum QoS violations while

retaining the customer base.

e A real time application ’Cloud Based Intelligent Health Care Service (CBIHCS)’ has
been proposed,designed, implemented and deployed on Amazon EC2 cloud infrastruc-
ture for validation of the proposed framework. The said application realizes the con-
vergence of cloud computing with health care services for assimilating user health data

for identification of chronic diseases.

e A specific case study,’Diabetes Mellitus-the chronic disease’ has been implemented as
part of CBIHCS for processing, analysis and classification of patients as Diabetic or
Non-Diabetic using data mining techniques available as part of Weka toolkit.The func-

tionalities supported by CBIHCS have been exploited for generation of heterogeneous
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workloads.

e The cloud applications workload data has been extracted and used in the simulated
environment using CloudSim toolkit for validation of the proposed QoS based schedul-

ing policy that offers negotiation mechanisms to users by presenting a discounted price

policy.

e The experimental results demonstrate the effectiveness of the proposed policy in all
respects such as resource utilization efficiency, total cost and number of SLA violations

with and without discounted price policy.

25



Chapter 2

Literature Survey

In the 'Era of Tera’ when data sizes are continuously escalating and traffic patterns have
become unpredictable; Cloud is a viable alternative for enterprises to serve their consumers
with quicker response times. The businesses can rely on service providers to host their ap-
plications and can thus focus on their core competencies. The biggest challenge confronting
service providers is effective provisioning and scheduling of cloud services to consumers lever-
aging the cost benefits of this computing paradigm.

Clouds being an outgrowth of previous distributed systems require novelty in resource
management capabilities. This chapter conducts an extensive analysis of the heterogenous
cloud applications to identify the key concerns for cloud resource management. Existing
literature has been surveyed to accomplish the resource provisioning and scheduling tasks in
an efficient manner. Efficiency of resource scheduling directly relates to the compliance with
the user specified Quality of Service (QoS) criteria. Henceforth, development of new methods
and techniques is essential for performing resource scheduling based on the QoS parameters.

This chapter describes the multifarious applications executing on cloud infrastructures
along with their associated QoS criteria. The services of major cloud computing market
players have been compared for fundamental differences in their offerings. Further, the state-
of art approaches in cloud resource provisioning and scheduling have been discussed. Existing
research in cloud computing and its applications has been performed with special focus on
cloud based health care services. Finally, the concluding section chalks down the limitations

of the existing approaches and outlines the objectives of the thesis.
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2.1 Multifarious Cloud Applications

Cloud environment promises the potential of successfully executing any type of applica-

tion which prevalently executed on traditional distributed computing environment. Existing

applications can be categorized in multiple ways as depicted in Figure below:

Cloud Applications

E‘:Dm&r;?:z:;l Communication Programming Task
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Figure 2.1: Multifarious Cloud Applications.

Application categorization has been performed on the basis of computational require-

ments, communication patterns, programming models and tasks-dependency relationship.

The description of each category has been discussed below:

2.1.1 Computational Requirements based Applications

e High Throughput Computing Applications (HTC): They require huge computational

power to execute large number of shorter independent jobs and the focus is on efficient

utilization of shared resources allocated for application execution [40]. The perfor-

mance of HT'C applications is usually measured in terms of number of tasks per month
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(TPM) without any time compulsions for result delivery.

e High Performance Computing Applications (HPC): These applications demand tremen-
dous computational power over short time periods such as seconds and minutes [41]
and are more focused on attaining the system peak performance while executing on
dedicated resources. Timing constraints are imposed for result delivery and the per-

formance is measured in terms of the number of Floating Point OPerations per second

(FLOPS).

e Many Tasks Computing Applications (MTC): It refers to the applications that comprise
large number of computational tasks requiring resources for a short period of time to
complete its execution [42]. The tasks encompassing the MTC may be homogenous or
heterogeneous in nature and execution may follow a parallel or a sequential execution
pattern depending on the application logic. Also, the computational resources may be

shared or dedicated in nature.

2.1.2 Communication Patterns based Applications

The subtasks constituting an application communicate with each other and pass through a
cycle of computation and communication [43]. Based on the frequency of communication
and computation occurring between the subtasks of an application, applications can be

categorized as:

e Fine-grained parallel applications: The subtasks of such applications exhibit more com-

munication to computation ratio.

e Coarse-grained parallel applications:The subtasks of such applications exhibit more

computation to communication ratio.

o Embarrassingly parallel applications: The subtasks of such applications rarely or do

not communicate at all.
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2.1.3 Programming Models based Applications

The design of an application usually follows some programming model. Although there is
no standardized definition of a programming model, yet most often it refers to the definition
of abstractions and the concepts that programmers develop and use. The most common
programming models used for application development and deployment is depicted in Figure

2.2 and categorized as below:

e Message Passing Interface: Message Passing Interface (MPI) [44] is used in scenarios
when the number of tasks comprising the applications is low; input data size is small
and tight coupling exists between the tasks. The tasks which may be homogeneous
or heterogeneous are executed concurrently in a one task per processor (core) manner.
During the initialization phase, user specifies the number of tasks which is usually
fixed along with some arguments. These arguments contain information related to the
placement of MPI tasks and other run-time parameters such as network affinity that

is utilized by schedulers for application execution.

e Map Reduce Model: Map-Reduce is a newer programing model for data intensive appli-
cations [45] that adheres to the functional programming paradigm allowing programmer
to define Mapper and Reducer tasks. In this, the input data is read from the files and
served to the mapper tasks which in turn produce intermediate results that are stored
in shared memory. These results are then processed by the reducer tasks that collate
the results from two or more map functions. The final output from the application
is obtained by combining the outputs from the reducer tasks as shown in Figure 2.2
(b). To implement Map-Reduce pattern, specialized file systems such as Hadoop Dis-
tributed File System (HDFS) [46] are exploited that allows storage and fine-grained

access to huge data files concurrently.

e Service Oriented Architectures: Service oriented architectures allow distinct functional
components to be packaged as independent modules called as services. The services are
provided by service providers to be used by service consumers. Service providers reg-

ister their services in service registry that uses Universal Description, Definition, and
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Integration (UDDI) standard to maintain the registered services. SOA services are
described in platform-independent XML documents using Web Services Description
Language (WSDL) and communicate amongst themselves in form of messages defined
in XML Schema (also called as XSD). The communication protocols are described by
the SOAP protocol [47]. The key characteristics of SOA as compared to other pro-
gramming models are i) loose coupling between the service components ii) separation

of service interfaces and their implementation.

e Workflow Model: In an abstract terminology, workflow, refers to a business process,
specification of a process, software that implements and automates a process, or soft-
ware that simply supports the coordination and collaboration of people that implement
a process [48]. An application following the workflow model consists of number of tasks
with task dependencies existing between the set of tasks. The tasks and their depen-
dency relationship is exhibited by a Directed Acyclic Graph (DAG) where the nodes of
the graph correspond to the tasks and the arcs depict the dependency (control/data)
relationship existing between the tasks. The input, output and execution of tasks de-
pends on the execution of other tasks which are part of the workflow and data exchange

between the tasks usually happens along the edges of the graph.

2.1.4 Task Dependency Relationship based Applications

Depending on the dependency relationship existing between tasks, applications can be cat-
egorized as i) Independent-tasks integrated applications ii) Dependent-tasks integrated ap-

plications.

e [ndependent-tasks integrated applications: These applications include a collection of
tasks with no dependency relationship existing between the tasks. Such applications
usually include high throughput computing applications from the scientific domain.
Examples include Bag of Tasks (BoT) applications, Parameter Sweep Applications
(PSA) ete.

e Dependent-tasks integrated applications: These applications include a collection of

tasks with dependency relationship existing between the tasks. The execution of a
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task involves the execution of all tasks on which the current task is dependent. Exam-

ples include multi-tier web applications, workflow applications etc.
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Figure 2.2: Programming Models : a) Message Passing Interface b) Map Reduce Model c)
Service Oriented Architecture d) Workflow Model

Despite the varying application types, Quality of Service (QoS) remains an essential
aspect for application execution. The next section discusses QoS requirements of users

application that becomes critical for service providers to oblige.

2.2 QoS in Clouds

QoS is a significant element in a business driven cloud computing environment in which
service requirements are explicitly stated in a SLA. The QoS requirements in cloud envi-
ronments differ largely from the traditional computing paradigms. The various metrics that

collectively contribute to the QoS measurement of cloud services are described below:

e Timing Constraint: The timing constraint for cloud applications specify the acceptable

time limit for the execution of users applications. This specification can be in terms
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of deadlines, advance reservations or best-effort. Applications with deadline constraint
must be scheduled in such a way that the initiation time of constituent jobs must
lie between the maximum start time specified by the client and the time when the
job becomes ready for execution. In case of advance reservation, the initiation time
of job execution is prefixed and the job is scheduled to follow the already defined
timings. The specification of best-effort timing constrained applications by the system

administrators provides no guarantees of the constituent jobs initiation.

Performance: Application performance is an abstract term and is usually described in
terms of throughput, service time, waiting time, response time and slowdown. Through-
put is defined as the number of jobs/transactions completed per unit of time. In case of
web applications, throughput is often abbreviated as TPS (Transactions per second).
Service time/FErxecution time is defined as the time required by the computational re-
source to service end user requests. Waiting time includes the time spent by the task
waiting in the queue before a resource is allocated. Response time represents the time
elapsed since the request is submitted and the results are obtained. It is often mea-
sured as the sum of service time and waiting time. Slowdown quantifies the impact
of the tasks waiting time onto the task turnaround time. Slowdown for a job 7j’ is

represented as in equation below:

, Waitingtime + ProcessingTime
Slowdown(j) = ProcessingTime =

In case of n-tier web applications, slowdown ’s’ is defined for the user sessions as
the relative ratio of the total queuing delay ’d; ;” of the session requests and the total
processing time 'p; ;’of the session requests [49] and is represented as:

6 — Z?:l Z;nzl dij
D i1 i Pij

where,'m’ is the number of requests per session and 'n’ is the number of tiers of the

multi-tier application.

Reliability: Reliability of a resource (software or a hardware component) is defined

as the ability of a system to perform its intended function in a given period of time
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under some pre-stated conditions. Cloud datacenters host thousands of servers that
coordinate tasks to deliver cloud computing services. At such a large scale, hardware
component failure is a norm rather than an exception [50]. Reliability thus contributes
as an important QoS metric in resource scheduling. Reliability of a component is often
measured in terms of Mean Time Between Failures (MTBF). MTBF is the average of

the time that a component functions correctly without any failures.
Reliability = e~ w157 [5]]

. where, "T" is the time period for the component to deal with user requests and e is

the exponential function.

o Awailability: Availability is defined as the degree to which a system or component is
operational and accessible when required for use. Availability is expressed in terms
of Mean Time Between Failure (MTBF) and Mean Time To Repair (MTTR). MTTR
indicates the expected time to repair a system when a failure occurs. It includes the
time to identify the failed component and the time to bring the component back into

working state.

MTBF
MTBF + MTTR

Availability = [52]

e (ost: Cost is an important QoS criterion and is computed in terms of resource acquisi-
tion and utilization levels for a pay-for-use cloud service model. Resources considered
are primarily CPU, memory, disk I/O or network I/O which has a fixed acquisition cost
and a variable usage cost. The usage cost is measured in terms of the resource utiliza-
tion levels. Resource utilization is defined as the percentage of the time a resource is
busy servicing user requests excluding idle time (if any) and resource-utilization levels

indicate the consumption level of the cloud based resources by the consumer users [24].

e Energy Efficiency: Energy efficiency is increasingly emerging as a key metric in resource
scheduling for cloud environments. It enables service providers to reduce the total cost
of ownership while increasing the overall return in investments [52]. Energy efficiency is

usually stimulated by switching on/off the idle machines, virtual machine consolidation
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or Dynamic Voltage and Frequency Scaling (DVFS) mechanisms. Most often, the
energy is calculated as an integral of the power consumption by the system node over

a specific time period (t1 —¢2 ) and is represented as:

t2
Erode = / Pnode(t)-dt [53}
t

1

Security: Cloud computing environment is prone to the traditional threats of security
such as confidentiality, integrity, availability and privacy along with some additional
risks arising due to resource amortization and multi-user accessibility of cloud services
[54]. Cloud service providers are completely unaware of the intent of the users accessing
their services. It thus becomes the responsibility of the cloud service provider to
ensure that the chances of security breaches are minimal. In addition, users of the
cloud services perceive cloud as a black box with no knowledge about the intricacies
involved in the internal working of cloud. To bridge this gap, often a trust value is
associated with the cloud service provider. This trust value is computed based on
the past experience of the service provider and acts as a significant parameter while
associating with any service provider. Higher trust value entails more confidence in

users to opt for the services of a specific service provider.

After identifying the key metrics defining Quality of Service (QoS) requirements for cloud

applications, the next section highlight the application areas of cloud computing.

2.3 Cloud Computing Applications:State-of-the-art

Cloud computing finds its implementation in number of areas including education, technology

hardware manufacturing, banking and financial institutions, telecommunications, healthcare

services, media and entertainment. Researchers are working to find ways for a gradual

transformation from on-premise applications to cloud based services. This section surveys

existing research in cloud computing and its applications in allied areas.
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2.3.1 Cloud Computing in Education

It has been explored that the cash-strapped educational establishments can exploit the op-
portunities provided by the cloud computing technology to address the issues of ICT in Ed-
ucation as identified by Balasundaram et al. [55]. Sultan [56] in his work demonstrated the
usage of cloud computing for serving the needs of students, developers, admin staff, lecturers
and researchers of a university system. It has been emphasized that education institutions
can squeeze the capabilities of cloud computing for providing students with the upgraded
software and hardware infrastructure at affordable prices. They can thus keep pace with
the technology developments and enhance their user base. Furthermore, the universities can
cut down their costs by shifting the responsibility of software and hardware infrastructure
management to external providers. In another work by Ercan [57] cloud computing is iden-
tified as a significant alternative from the educational perspective. It offers more powerful
functional capabilities while reducing the organizational expenses. Boja et al. [58] analyzed
the impact of cloud computing in implementing e-learning systems. Their work conducted a
SWOT analysis on a real scenario in which a standard university I'T infrastructure is moved
into cloud. Evaluating the impact of technology on educational services, they proposed an
architecture that maximizes the benefits for the institution and for students. The challenges
of e-learning and the potential of cloud computing to improve management of e-learning
system from administration, technical and economical point of view has been examined by

Elamir et al.[59]. They proposed a framework for programming education as a cloud service.

2.3.2 Cloud based Manufacturing

Manufacturing industry also views cloud computing as its key enabler technology. Tradi-
tional manufacturing business model can be transformed allowing cloud users to access all
stages of a product life cycle (including product design, manufacturing, testing and man-
agement) as cloud services [60]. Cloud Manufacturing (CMfg) platform can analyze and
divide users requests for automatic searching of suitable information, available manufactur-
ing devices, and computing resources. The said information is then intelligently integrated

and provided to users [61]. He et al. [62] surveyed the state-of-the-art in the area of cloud
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manufacturing, identifying recent research directions, and discussing potential research op-
portunities. Xu [60] suggested two types of cloud computing adoptions in the manufactur-
ing sector- manufacturing with direct adoption of cloud computing technologies and cloud
manufacturing. Laili et al. [61] addressed the problem of optimal allocation of computing
resources in the cloud manufacturing. A comprehensive model considering computation,
communication and reliability constraints is proposed. The applications of cloud computing
(CC) and the Internet of Things (IoT) technologies has been investigated in the work of Tao
et al.[63]. They integrated the two technologies and proposed a CC and IoT-based cloud
manufacturing (CMfg) service system (i.e.,CCIoT-CMfg), thus realizing the transformation

from production-oriented manufacturing to service-oriented manufacturing.

2.3.3 Telecommunications, Mobile and Business Applications

Number of works suggested the usage of cloud computing in telecommunications, mobile
industry and web based business applications. Heo et al. [64] proposed techniques for pre-
dicting the demands of smartphone users executing cloud based applications. They utilized
log data to analyze the application usage patterns and use this information to forecast time
and average volume of transmitted application data. In other work by Kolici et al.[65] mo-
bile and web applications are seen as the candidate applications for small and medium size
enterprises. The authors analyzed these applications from several real time scenarios such
as intelligent advertising, customer profiling and loyalty, collective intelligence and collabo-
rative teamwork. The authors in [41] identified the potential of executing high performance
computing applications on public clouds. Their work was centered around creating a hybrid
cloud infrastructure by deploying Aneka private cloud on the Amazon EC2 infrastructure.
They executed a scientific workflow and performed classification of gene expression data. In
another work by Kousiouris et al. [66] legacy applications are identified to have a promising
solution in cloud based environments. They highlight the challenges when porting these
applications on cloud infrastructures and also presented solutions to overcome the corre-
sponding limitations. The authors in [67] proposed the use of cloud computing for hosting
business intelligence platform. Compared to traditional BI platform, cloud environments

survive the complexities arising out of tremendous volume of data, high time and space
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complexity of algorithms and the incompatibilities in the integration to the BI tools. Farber
et al. in [68] recommended the use of cloud computing to store, search, mine, and distribute
massive amounts of data. They demonstrated the analytical transformation driven by the

cloud computing technologies using massively parallel and distributed IT systems.

2.3.4 Cloud Computing and Health Care Industry

Tremendous efforts are undertaken by the researchers from the academia and industry to
provide computer assisted health care solutions. Different solutions have been proposed for
providing e-health care [69] [70] [71]. The solutions lack a comprehensive integration with
its intended environment and needs adaptation to specific infrastructure. The success of
Web 2.0 and increasing trend towards social networking has resulted in number of health
applications such as PatientsLikeMe [72], SugarStats [73], CureTogether [74], TUDiabetes
[75] that allow patients to maintain their own health and seek advice. These applications are
basically focused on sharing information and substantially lack medical diagnosis or disease
treatment [76].

Furthermore, sedentary life style, aging population and rising medical expenditures de-
mand an economically viable personalized health care service solution. Despite the increase
in development and implementation of computer based patient health care systems, medical
errors arising due to faulty process of information entry and retrieval impede its successful
adoption [77]. Numerous articles and resources report successful integration of Wireless Sen-
sor Networks (WSN) and Body Area Networks (BAN) to automate the process of individual
health care by allowing continuous monitoring and analysis of health data [78] [79] [80] [81].
These networks, however, face significant challenges in terms of inadequate storage and pro-
cessing capabilities,cache invalidation, constrained network and limited battery life [82].

Health care applications being real time applications require robust I'T infrastructure to
generate high level of responsiveness. To address such concerns, researchers have investi-
gated the use of grid computing for the resource infrastructure needs. Number of biomedical
research projects were initiated that exploited grid resources to perform number of parallel
computations [83] [84] [85] [86]. Grid based e-health initiatives are mainly targeted for the

research community needs that require massive computational power to analyze huge data
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Table 2.1: Comparative Table distinguishing the Cloud PaaS Industry Giants.

Metrics

Microsoft Azure

Google AppEngine

Service Launched

Feb 2010

Beta Version April 2008

Application Environment

Offers a .NET based framework
that scales transparently. Server
sizes vary with number of CPU
cores, memory and local disk

space.

Offers a component based frame-
work. Applications run within
Java or Python runtime environ-
ment. No specification of server
sizes.

Virtualization Technology

Modified Hyper-V hypervisor

Undisclosed

Data Storage

Blob, Tables, Queues, SQL Azure

Google BigTable, GQL, Mem-
Cache

Computation

Web Role, Worker Role

Undisclosed

Communication

Azure Storage Queues

Task Queues

Prog. Lang support

.NET, PHP,Python, Ruby,Java

Java, Python,Go, PHP

Underlying Operating sys-
tem

64-bit Windows Server 2008

Linux, Windows, Mac OS

Pricing

Resources(Unit)
Bandwidth Out(GB)

Bandwidth In (GB)
CPU-small instance (Hours)

Compute time is charged based
on the amount of time an in-
stance is processing transactions.

First 5 GB Free/month rest
chargeable based on consump-
tion.
Free

$0.09,/hr.

Compute time is charged based
on the amount of time an in-
stance is deployed.

1GB Free/day rest chargeable at
$0.12 / GB.

Free
28 instance hours free/day rest
chargeable at $0.05/instance/
hour.

Storage(GB) $0.024 per GB for LRS. 5 GB free/day rest chargeable at
$0.026/ GB/ month.
Free Usage Yes, Free 1 month trial worth | Yes, Free quota per app per day.

$200.

Service Availability

99.9% availability of the Azure
Active Directory Premium ser-
vice.

Minimum 99.9% per month.

Data Replication

Locally , Zone, Geographically,
Read access Geographically Re-
dundant Storage.

Defines data location  (pri-
mary, alternate)and Read policy
(strong or eventual consistent).

Security:User  Authentica-
tion And Authorization

Windows Live ID, AppFabric Ac-
cess Control Services.

Google Accounts and associated
URL paths.
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for research purposes such as development of new drugs. Although, the infrastructural re-
quirements for the researchers are realized from the grid resources yet the inherent limitations
of grid technology impede its successful adoption by individual patients. Cloud computing,
sharing the same underlying goals of grid computing, provides on-demand computing access

to resources with better usability and accessibility options for the targeted user base.

Although Kuo et al. [87] suggested numerous opportunities of cloud computing to im-
prove health care services yet very few works from academia are reported on cloud based
health care. One such work is described by Pandey et al.[88] that utilized Aneka [89] frame-
work to create an autonomic cloud environment for hosting ECG data analysis services. They
proposed the use of simple heuristics to provide elastic infrastructure for ECG processing

service and considered response time as the only Quality of Service (QoS) factor.

After presenting the existing research in cloud computing applications, the next section

evaluates the commercial cloud platforms that host application components.

2.4 Evaluation Metrics for Cloud Market Players

A large number of cloud platforms are available in the global market. The runtime manage-
ment services act as a key differentiator for various cloud platforms. In this section, some
metrics are used to evaluate cloud platforms and a comparative study of the cloud offerings
provided by the five major industry giants eminently Amazon Web Services (AWS) [19],
Google App Engine (GAE) [18], Microsoft Azure [17], Rackspace [20] and GoGrid [21]are
summarized in Table 2.1l and Table 2.2

Despite the offerings of the commercial cloud market players, it is envisaged that resource
provisioning and scheduling remains a crucial challenge for the cloud service providers. The
next section describes the work done in the area of resource provisioning and scheduling for

cloud computing.
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Table 2.2: Comparative Table distinguishing the Cloud IaaS Industry Giants.

Metrics Amazon Web Ser- | Rackspace GoGrid
vices
Service Launched 2002 June 2009 March 2008

Application Environ-
ment

Delivers empty virtual
machine.  Server sizes
vary with the amount of
CPU,memory and stor-
age capacity.

Allows choosing operat-
ing system and server
size based on physical
memory.

Allows choosing operat-
ing system and server
size based on RAM al-
locations.

Virtualization Tech-
nology

Xen

Xen

Xen

Data Storage

Amazon S3, EBS, Sim-

Uses network attached

Cloud Storage.

ple DB, RDS. storage devices.

Computation Elastic Compute | Rackspace Cloud | GoGrid Cloud servers,
Cloud,Elastic Map | Servers. Dedicated servers.
Reduce.

Communication Simple Queuing Service | Undisclosed Undisclosed

Prog. Lang support PHP, Java, .NET, | .NET, Perl, PHP, | Java, .NET, Perl, PHP,

Python, Ruby

Python, Ruby on Rails

Python, Ruby on Rails

Underlying Operat-
ing system

Red Hat Linux, Win-
dows Server 2003/2008,
Open Solaris, open-
SUSE, Fedora, Gentoo

Linux.

64-bit Linux Distribu-
tions or Windows Server
2008 , Windows Server
2003.

Linux, Microsoft Win-
dows, CentOS and Red
Hat Enterprise.

Pricing

Resources(Unit)

Prices vary with in-
stance types and re-
gions. Charges are cal-
culated from the time an
instance is launched un-
til it is terminated.

Prices vary with the
amount of  physical
memory reserved. Com-
pute time calculated
based on deployed time
and not utilization.

Server usage calculated
by RAM hour ie. to-
tal amount of RAM de-
ployed multiplied by the
total number of hours it
has been deployed.

Bandwidth Out(GB) | Free 1 GB per month af- | Chargeable Free 1 GB per month af-
ter that chargeable. ter that chargeable.

Bandwidth In (GB) | Free Free Free

CPU-small instance | $0.026 Linux/Unix | $0.032 Linux  $0.084 | $0.03.

(Hours) $0.036 Windows. Windows.

Storage(GB) $0.025 per hour for | $0.48 per hour for | Free 10GB per month
ml.Large EBS opti- | servers with perfor- | rest chargeable.
mized instance. mance level 2 — 15.

Free Usage 750 hours of free usage | Offers vol- | No free tier.
each month for one year. | ume,commitment and

prepayment discounts.

Service Availability 99.95% 100% availability,100% | 100% uptime, 10,000%
availability,99.9% uptime. service credits for SLA
uptime. violations.

Data Replication Multiple Availability | Three data copies across | Content delivery Net-
Zones. logical zones. work (CDN).

Security:User Au-
thentication And
Authorization

AWS Account ID Ac-
cess Control List (ACL).

User 1D, API access
key, session authentica-
tion token .

GSI
Im-

GoGrid  partner
(GoGrid  Server
ages).
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2.5 Resource Provisioning in Cloud Computing

Significant work has been done by number of researchers to perform resource provisioning,
scheduling and load balancing in cloud environments. The application domain considered
includes high performance scientific computing applications, workflow applications or multi-
tier web applications. Each application domain has its own quality of service goals which
may either be oriented towards users or service provider. Further, a variety of approaches
have been used by researchers to obtain better results. In this section, an extensive survey
of the work related to QoS based resource provisioning has been performed considering the

state of art techniques and related approaches as shown in Figure 2.3

2.5.1 Policy Based Approach

Many commercial market players such as Amazon EC2 [19] employ a policy based approach
that defines a set of policies to manage the amount of resources allocated to an application.
The policies take into account the upper and lower limit of QoS metrics and take corre-
sponding actions when the limit bounds are crossed. The action can be either initiation or
termination of virtual machines depending on the policy rule. RightScale [90] complements
the policy based approach with its auto-scaling algorithm based on the voting process. It
allows clients to set up multiple metrics values for triggering the scale up or scale down
decisions. Virtual machines that are part of voting server pool are configured to issue alerts
indicating the growing or shrinking of virtual machines. A fixed time period called calm
time is set that indicates the time period of inaction after a scaling decision is made. This
ensures a minimum life for a virtual machine instance that itself takes about 5 — 15 minutes
to initiate.

The authors in [91] also used a policy based approach in their work. They propose In-
tegrated and Autonomic Cloud Resource Scaler (IACRS) that allows clients to set policies
for resource allocation based on four threshold values including the upper threshold (ThrU),
little below the upper threshold (ThrbU), lower threshold (ThrL) and little above the lower
threshold (ThroL). QoS metrics considered in their work include compute, network and

storage resources to perform auto scaling decisions. In another work of Grewal et al. [92]
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a rule based approach is used for resource scaling for cloud applications in a hybrid cloud
environment. Their solution is geared towards cloud applications processing requirements
considering security as the QoS attribute. Although a policy based approach is simple to
implement yet the major drawback relates to the configuration of threshold values which
directly affects the policy set. A little misappropriation in setting up the bounds on thresh-
olds may adversely affect the QoS values and thus generate erroneous results. Also, a policy
based approach is a purely reactive approach. Execution of predefined policies is triggered
only after the violations occur. Henceforth, it incurs more costs as penalties are imposed for

the violations that emanate resulting in a hike of the overall costs.

Policy Based Approach

ising

Control Theoretic
Approach

Time Series and Machine
Learning Approach

7y ]
=
=
oo
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Figure 2.3: Resource Provisioning Approaches.

2.5.2 Control Theoretic Approach

Many researchers have exploited the concepts from control theory to perform resource scaling
tasks while maintaining the performance attributes of the target system. Lim et al. [93]
designed an automated controller for scaling the database tier of a multi-tier web applications
executing on cloud infrastructures. They utilized integral control technique and presented

policies for elastic scaling of storage tier. Hadoop Distributed file System (HDFS) is exploited
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in their work to analyze the adaptation of dynamic web 2.0 workloads while maintaing the
performance objectives. The performance objectives considered in their work include CPU
utilization and response time measures. Adaptive control techniques have been designed by
Patikirikorala et al. [94] to make an appropriation of the multi-model nature of software
systems. They propose a framework called Multi-Model Switching and Tuning (MMST) for
the performance management of softwares exhibiting multi-model behavior.

In another work by Padala et al.[95] multi-input, multi-output resource controller is pre-
sented to estimate the resource allocations for the applications executing in shared virtualized
infrastructures as per the service level objectives. The resource attributes considered in their
work include CPU and disk utilization measures. Bodik et al. [96] enhanced the classical
closed-loop control framework with statistical machine learning techniques to estimate the
workload performance relationships for the internet applications executing in datacenters.
Control theoretic approach has thus shown significant advantages in literature but a major
drawback lies in the accuracy of the approach at the time of gain parameters setting. It is
a tedious task which may cause oscillations to occur in resource allocations if not properly

chosen.

2.5.3 Time Series and Machine Learning Approach

Time series or machine learning based approaches are strictly proactive in nature. These
techniques involves analysis, training and prediction of metrics based on the past data values.
In [97], Islam et al. proposed a prediction framework that exploited neural networks and
linear regression along with sliding window based technique for on demand resource allocation
in the cloud. For training purposes, they utilized the data generated by executing the
TPC-W benchmark in Amazon EC2 cloud. Furthermore, they validated their models using
Mean Absolute Percentage Error (MAPE), PRED(25), Root Mean Squared Error (RMSE)
and R2 Prediction Accuracy to conclude that a neural network based approach performs
better than the linear regression technique. A similar work is done by Bankole et al. in
[98] that evaluated the performance of three machine learning techniques, namely, Support
Vector Machine (SVM), Neural Networks (NN) and Linear Regression (LR) for TPC-W

benchmark web application. Considering response time and throughput as the SLA metric
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their prediction model provided robust scaling decision.In another work by Guo et al. [99]
a machine learning approach combined with reinforcement learning is utilized to determine
optimal resource allocation for a multi-tier application. The authors propose V-Cache that
uses a genetic algorithm for seggregating the incoming user requests that may benefit from
the cache proxy placed in front of the application.

Number of authors have explored the standard time series techniques such as auto-
regression, moving average and exponential smoothing to perform proactive resource scaling
decisions. Herbst et al. [100] surveyed established methods of time series analysis for per-
forming proactive resource provisioning. They compared the most common forecasting ap-
proaches while highlighting their requirements, advantages and disadvantages. The authors
in [I01] applied Brown’s quadratic exponential smoothing combined with genetic algorithm
to perform resource prediction and auto-reconfiguration of virtual machines in internet data
centers. Their approach allows turning off the excessive physical machines so as to conserve
energy and power. Further, the work of Huang et al. [102] performed reservation based
and on-demand resource provisioning using double exponential smoothing considering the
present and past resource status. Auto-regression based approach is applied in [103] to derive
the performance model using application and resource level parameters. Effect of applica-
tion level parameters including login rate and connection count was studied on CPU usage
and power consumption to perform resource provisioning and load balancing. Despite the
fact that time series and machine learning approaches are simpler to implement still their

performance varies with the data values used for training and prediction.

2.5.4 Queuing Theoretic Approach

Queuing theoretic approach is applied in number of works to estimate the performance pa-
rameters for internet applications. Igbal et al. in [104] presented a methodology and a
prototype system for performing adaptive resource provisioning for multi-tier applications
in the cloud. However, their work focused on read intensive workloads without considering
heterogeneous workload mix. In another work by Zhang et al. [I05] nonlinear integer op-
timization technique is applied to calculate the number of computing resources required at

each tier of a multi-tier application. In another work by Singh et al.[I06] K-means clustering
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technique is utilized to model dynamicity of multi-tier web workloads. They utilized Ama-
zon EC2 infrastructure to compute the required number of machine instances corresponding
to the workload for web server and application tiers without considering the multiplicity
of database tier. Furthermore, the work of [107] focused on utilizing heuristic-based ap-
proaches for capacity planning of data centers. The authors in [I08] proposed generation
of adaptation policies for multi-tier applications executable in virtualized data centers. The
proposed policies calculated the optimal configuration of an application in response to the
given workload. Although their model is able to determine the number of per-tier replicas
yet they failed to take into account the Quality of Service attributes.

After the analysis of resource provisioning approaches, it has been analysed that it is bet-
ter to combine the benefits of proactive and reactive strategies. Queuing theoretic approach
may be enhanced with policy based rules so that the resulting technique is easier to imple-
ment. The integrated approach is relatively untroublesome to execute as the complexities
involved in maintaining the quality of training data (as in case of time series and machine
learning) are eliminated. Furthermore, it allows for timely adaptation of resource elasticity
levels without worrying about the time lag in convergence of parameter estimates to actual
values as in case of control theoretic approach.

Once the resources are provisioned for application execution, next step bothering service
providers is scheduling of resources to cloud applications so that job execution may be per-
formed on the provisioned resources. The subsequent section discusses the cloud scheduling

methods in existing literature.

2.6 Resource Scheduling in Cloud Computing

Resource scheduling is an indispensable component of cloud environment. A scheduler must
schedule the jobs in a manner so that resource utilization is minimized and QoS metrics
defined for the submitted jobs are complied. Existing approaches for resource scheduling
are broadly categorized as Static and Dynamic. Static scheduling computes the schedule
ahead of time for all the jobs present in the system. It thus requires information about

the resources and the jobs so that incoming job requests can be allocated to the underlying
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resources in a befitted manner. Jobs once scheduled execute on the predetermined resources
without considering the newly arrived jobs and the updated resource information. Dynamic
scheduling, in contrast, considers the current system scenario while computing schedule for
the job requests. Scheduling decision is taken afresh for every incoming job request so that
the computed schedule adheres well to the system and job requirements.

Resource scheduling is investigated as an NP complete problem [109][I10] in literature
and the solution of the same is difficult to obtain in polynomial time [ITI]. The complexity
of the problem further worsens due to the presence of multitude of cloud applications, users,
QoS criteria and resource usage scenario. Many researchers are working to circumvent the
problem of cloud resource scheduling. However, the focus of their research is mainly targeted
towards either a single application type (HPC, batch application or transactional workloads)
or addressing a specific resource type (bandwidth, CPU or memory) with a single QoS metric
(deadline for HPC and response time for transactional applications) mentioned in SLA. Few
of the scheduling techniques prevalent in cloud environments have been identified as part of

literature survey are discussed in this section.

o Algebraic Scheduling (T1): Tumanov et al.[I12] proposed and implemented an alge-
braic scheduler alsched that accommodates soft as well as hard constraints along with
general machine heterogeneity. Resource request associated with every submitted job
is expressed as utility function in the form of algebraic expression. The algebraic ex-
pressions capture hard and soft constraints and are flexible enough to specify resource
types via set of attributes. Alshed searches for the appropriate resources as per the
algebraic expressions so that an optimal placement may be made while maximizing the

utility.

o Constrained Mazx-Min Fairness (T2): Constrained Max-Min Fairness (CMMF) as pro-
posed by Ghodsi et al. [I13] is an extension to max-min fairness that supports hardware
and software requirements defined in terms of hard task placement constraints. CMMF
incentivizes users to pool resources and recursively maximizes the allocation of the user
with the lowest share, then of the user with the second-lowest share and so on until all

user constraints are satisfied.
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e Berger Model (T3): Xu et. al.[I14] performed scheduling of jobs based on the Berger
model of distributive justice. User tasks are first classified considering completion
times and bandwidth as the QoS parameters. They defined two justice functions at
the task level and system level to ensure fair allocation of resources to individual tasks

or system as a whole.

e Swapping and Backfilling (T4): Scheduling algorithms for deadline sensitive applica-
tions for TaaS clouds are proposed by Nathani et. al.[IT5]. They utilized the concept
of swapping and backfilling in combination with preemption to reschedule the already
executing leases for accommodating new leases. Their proposed algorithm locates mul-
tiple slots for scheduling the deadline sensitive application rather than just relying on

one single slot.

e Global Resource Flowing (T5): Song et. al. in [I16] performed on demand resource
allocation among the software services. They designed a multi-tiered resource schedul-
ing framework that utilizes a global resource flowing algorithm to optimally allocate
the resources among the competing services. Simplex method from the optimization

theory is employed to ensure global optimization.

e [Fconomic based Scheduling (T6): Popovici et. al. [I17] designed economic based
scheduling policies for handling jobs of different types (uniprocessor or multiprocessor).
They proposed admission control algorithms that address the uncertainties prevailing
in resource availability. The focus of their work was oriented more towards service

providers side without considering the user level service attributes.

e Reinforcement Learning (T7): Vengerov et. al. [I18] performed scheduling of data
intensive multiprocessor jobs for completion considering CPU and local storage as the
computational resources. Their work utilized the reinforcement learning methodology
to learn a utility function that may be used to evaluate different scheduling policies for
managing local storage and computation power required for job execution. The solution

of Vengerov et al. was geared towards maximizing the profits of laaS providers.

e Meta-heuristic approach (T8): Scheduling of parallel workloads is performed by Garg
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et.al.[I19] using a meta-heuristic approach. They considered time and cost as the
conflicting user requirements to find an optimal trade-off between the two constraints
for scheduling parallel applications in minimum time. The work of Garg et al. failed to

consider the application oriented dynamic customer demands for scheduling decisions.

In addition, several heuristics based grid scheduling techniques can be enhanced for cloud

environments as discussed below:

e Genetic algorithms (GA):GA is a typical branch of evolutionary algorithms inspired
by evolutionary biology such as inheritance, mutation, selection, and crossover [120].
It operates on a population of potential solutions, applying the principle of survival of
the fittest to produce exact or approximate solutions to the given problems. GA at
first randomly selects an initial population of chromosomes on which genetic operators
(selection, crossover and mutation) are applied to generate new offspring. Each of the
chromosomes in the population is evaluated in terms of fitness expressed by the fitness
function to carry over the selected fittest individuals over to the next generation. The

algorithm terminates after some pre-specified stopping criterion is reached.

e Particle Swarm Optimization (PSO): PSO is a swarm based intelligence algorithm
influenced by the social behavior of animals such as flock of birds looking for a food
source. A particle in PSO is analogous to a bird fling through a search space. The
movement of each particle is coordinated by a velocity which has both magnitude
and direction. Each particle position at any instance of time is influenced by its best
position and the position of best particle in the problem space. The performance of

particle is measured by a fitness value which is problem specific [121] [122].

o Simulated annealing algorithm (SA): SA is a probabilistic heuristic for the optimization
problems [123]. It aims to merely find an acceptably good solution in a fixed amount
of time rather than the best possible solution. The input of the algorithm is an initial
solution which is constructed by assigning a resource to each task at random. For
solving a minimization problem, in each iteration the current solution X is given a small

randomly generated perturbation, yielding a new solution X’. The resulting change in
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the objective function value say Af = f(X') — f(X) is calculated. If Af < 0, the
resulting change is accepted but if Af > 0 the new solution is not straight away
rejected but accepted with probability P=e(~2//K/) This acceptance criterion implies
that uphill moves are occasionally acceptable, small uphill excursions are more likely
to be accepted than larger ones. When ’f” is large i.e. objective value is away from the
optimal value, most of the uphill moves are accepted and as ’f’ approaches zero i.e.

objective function approaches optimality, most of the uphill moves are rejected.

o Tabu search algorithm (TS): Tabu uses a local or neighbourhood search procedure to
iteratively move from a solution to another solution in the neighborhood of until some
stopping criterions have been satisfied. To explore regions of the search space that
would be left unexplored by the local search procedure, tabu modifies the neighbor-
hood structure of each solution as the search progresses. The new neighborhoods are
determined through the use of memory structures. The most important type of mem-
ory structure used to determine the solutions admitted to the neighborhood of is the
tabu list. In its simplest form, a tabu list is a short-term memory which contains the

solutions that have been visited recently [124] [125].

Many researchers have explored the above stated techniques in context of scheduling for
cloud environments. Zhao et al. [126] proposed an optimized algorithm based on genetic
algorithm to schedule independent and divisible tasks adapting to different computation and
memory requirements. They considered heterogeneous systems, where resources (including
CPUs) exhibit computational and communication heterogeneity. In another work by Ge
and Wei [127], a genetic algorithm based scheduler is designed for implementing MapReduce
applications. The proposed scheduler makes a scheduling decision by evaluating the entire
group of tasks in the job queue. Considering makespan as the QoS parameters, they evaluated
the performance of their approach by comparing the results obtained from FIFO and delay
scheduling policies. Javanmardi et al.[128] presented a hybrid scheduling approach to solve
the load balancing problem in cloud computing environment.They exploited fuzzy theory
to reduce the iteration of population creation in standard genetic algorithm. The proposed

approach enhances the system performance by reducing total execution time and cost.
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Pandey et al.[122] suggested the use of PSO based scheduling heuristic for execution of
data intensive applications in cloud environments. They considered computation cost, trans-
mission cost and execution time as the scheduling parameters for performing task resource
mapping. They observed significant cost savings using their proposed approach which have
been validated by comparing the results obtained with Best Resource Scheduling (BRS)
heuristic. Further, Wu et al. [129] enhanced the standard PSO heuristic and proposed
a Revised Discrete Particle Swarm Optimization (RDPSO) to schedule cloud applications.
RDPSO takes into account the cost arising from data transfers between resources as well
as the execution costs. They experimented with workflow applications and compared their
approach with standard PSO and BRS algorithm for better performance on makespan and
cost optimization. Zhan and Huo [130] proposed a mixed scheduling algorithm combining
the characteristics of PSO and Simulated Annealing (SA) heuristic. The global fast conver-
gence of simulated annealing algorithm is utilized in each iteration of the PSO algorithm to
enhance the convergence rate and improve the overall efficiency. Their proposed approach

reduces the task average running time and increases the availability rate of resources.

Allahverdi and Anzi [I31] in their work addressed the two-stage assembly flowshop
scheduling problem with a bicriteria comprising of weighted sum of makespan and mean
completion time criteria. They proposed and compared the performance of three heuristics
i.e. simulated annealing (SA), ant colony optimization (ACO), and self-adaptive differen-
tial evolution (SDE) and observed that SA turns out to be the best heuristic in terms of
performance and CPU time. Further, Torabzadeh and Zandieh [132] proposed the use of
Cloud theory-a membership function in fuzzy theory to enhance the simulated annealing
algorithm. They solved the two-stage assembly flowshop problems using the proposed cloud
theory-based simulated annealing algorithm (CSA) considering weighted sum of makespan
and mean completion time as the objective for minimization. Their work revealed that CSA

outperforms the SA algorithm in [I31].

Yi et al. in [133] utilized Tabu search based heuristic to solve joint resource allocation
and task scheduling problem in grid/cloud networks. They examined the performance of the
proposed method by analyzing the results and comparing with the Best-Fit method. The

authors considered traffic blocking rate as the metric for evaluation of different scheduling
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policies. In another work by Anzi and Allahverdi [I34], a two-stage assembly flowshop
scheduling problem has been solved using three proposed heuristics, specifically, a simulated
annealing heuristic, a tabu search heuristic, and a hybrid tabu search heuristic. The hybrid
tabu search heuristic has been allowed to accept exchanges that are not in the tabu list.
The proposed heuristics have been compared for CPU time and error rate. The scheduling
techniques can be aided with other service components to enable cloud providers to make
efficient resource scheduling decisions. Selvi et al. [I35] proposed and developed a Cloud
Monitoring and Discovery Service (CMDS) that extracts cloud resource information from
external information providers. The information enables resource discovery for creation of
virtual machines and execution of applications.

After an extensive review of the available techniques of cloud resource scheduling, a good
picture of the work done in the area of cloud resource scheduling is obtained. The above
discussed techniques have been analyzed and the result of the analysis is tabulated in Table
6.3

This section presented an extensive survey of the cloud scheduling techniques, next section
discusses existing frameworks that address resource scheduling problem in a cloud computing

environment.

2.7 Existing Frameworks

Resource Management is a significant issue in a cloud computing environment and effective
schemes are required for acquisition, management and release of resources for execution of
user applications. A number of frameworks for cloud computing systems have been devel-
oped. This section surveys the following frameworks after considering their vital features
and functionalities:

a) Distributed Scheduling Framework: This framework exploits the concept of game
theory and autonomous agents for effective management of job execution and virtual ma-
chine placement requests in a distributed manner. The agents communicate with one another
through P2P overlay organizations and are driven by optimum social welfare criteria towards

a Nash equilibrium solution. It thus eliminates the need of any centralized coordination and
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control facility to perform multi-user task scheduling in a federated cloud. For scheduling
purposes, the framework relies on time-slotted advance reservation paradigm and assumes
that the resource (computing/storage) requirements and execution time limits/ranges of de-
mands are known prior. The user request is represented as a 4 — tuple,r = (p, q, s, €) where
p and q are respectively its computing and storage requirements, and s and e are the start-
ing and ending time of its scheduling window. If the required resources are available, they
are extracted from the available resource pool for scheduling the user requests and remain
unavailable until the completion of associated request. This aggressive reservation results
in non-availability of resources to other user requests and henceforth leads to high rejection
rate. It is concluded that the framework does not offer any negotiation mechanisms for
retaining the user requests nor it focuses on simultaneous execution of user jobs with de-
pendency relationship existing between the jobs. Furthermore, from the resource utilization
perspective, resources are allocated in full for purposes of job execution. Once the resources
are allocated, they remain confined to the user jobs regardless of the percentage utilization

of those resources.

b) Multi-Objective Workflow Scheduling Framework: This framework addresses the
scheduling needs of data analytics workflow applications using a meta-heuristics approach.
The authors in their framework allocate tasks comprising the workflow into appropriate re-
sources by addressing multiple conflicting objectives. Users of the workflow system may
require seeking a workflow execution schedule with shortest possible execution time, most
inexpensive execution cost, or the optimized throughput. Henceforth, for scheduling pur-
poses, these conflicting objectives have been resolved using Pareto analysis and an Artificial
Bee Colony technique has been employed to generate an optimal schedule. Performance of
the proposed approach had been ascertained by comparing with HEFT and HEFT/LOSS

scheduling algorithms.

¢) Energy-aware fault tolerant Scheduling Framework: The energy-aware scheduling
framework leverages reliability, performance and energy as three core QoS perspectives for
performing scheduling operations. Reliability has been defined in terms of soft error re-

siliency and henceforth the impact of error detection and fault tolerant techniques have been

93



2.8. Problem Formulation

analyzed for prediction of faults or errors. The authors in their work considered a multi-
user cloud environment for scheduling of deadline constrained tasks. Scheduling has been
performed as a two-step process. The first step is static scheduling phase that operates on
task graph based workload inputs prior to execution, and in the second step, a light-weight
dynamic scheduler is executed that migrates tasks during execution in case of excessive re-
executions. This entails service providers to achieve high error coverage and fault tolerance
confidence while minimizing global energy costs under user deadline constraints.

d) Trusted Dynamic Scheduling Framework: Trusted dynamic scheduling framework
integrates traditional dynamic level scheduling algorithm with a bayesian method based
cognitive trust model to perform scheduling of the task on the most trustworthy resource.
Trust degree of a node is obtained as recommendations from other nodes that evaluate its
co-partner based on its behavior. Further, the authors in their approach measured direct
trust degree and recommendation trust degree for computation of the global trust degree.
Direct trust degree is obtained, in case, direct interactions exists between the two nodes
while recommendation trust degree is obtained when an intermediate node exists between
the two computing nodes. This global trust degree is utilized by the scheduling algorithm for
scheduling tasks on nodes with minimum execution time and max trust degree. The frame-
work thus ensures that the failure probability of the task assignments is reduced to minimum
and task execution is accomplished with minimum time in a secure cloud environment.

Based on the findings of the available literature, subsequent section formulates the prob-

lem for this research work.

2.8 Problem Formulation

It is apparent from the literature survey that resource scheduling is inherently a challeng-
ing task in a dynamic cloud environment. The problem of resource management becomes
complicated in clouds due to the prevalence of multiple cloud users executing multifarious
cloud applications on multitude resource infrastructures. Further, the virtual environments
created in Cloud infrastructures provide a large pool of resources as compared to the limited

number of actual physical cloud resources. This necessitates development of mechanisms
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so that cloud resources may be optimally provisioned to applications allowing the service

consumers as well as service providers to gain maximum profits.

In the existing Cloud platforms such as Amazon Elastic Compute Cloud (EC2) users
can configure virtual machine images with customized operating systems and installed user
applications that are stored in the Cloud infrastructure. On request, such a virtual machine
is booted on a physical host in the infrastructure and may be used like a dedicated physical
host shortly after the request[I9]. Depending on the requested configuration parameters
such as the number of processing cores, memory, storage and location of the data centers
applications are mapped to resources. Resources that meet the aforementioned requirements
are allocated in a First Come First Serve (FCFS) basis without taking into account other
factors such as application behavior, meeting QoS requirements, response time and budget
constraining [136].

Application and resource awareness are necessary to exploit the heterogeneities of re-
sources and applications in Cloud environment [I37]. The demand and supply patterns of
the cloud applications results in varying patterns of resource usage [136]. Several patterns
like the request arrival pattern, network usage, I/O system behavior exists in cloud applica-
tions. These patterns may help to predict the resource requirement (computation, storage,
bandwidth requirements) of an application [I138]. It aids the providers in optimizing the
resource access cost with focus on improving profits.

Cloud consumers expect just-in-time, highly reliable and available cloud services incurring
minimum cost. The cloud service providers perspective is to gain maximum profits by
optimizing the usage of available resources and minimizing the penalties involved in SLA
violations [139]. However, none of them provides support for application specific, QoS based,
economic driven resource provisioning and scheduling necessary for clouds.

The gaps analyzed above necessitate devising a framework that provides Cloud specific
functionalities such as support for on-demand, QoS based, application specific, economic

driven resource scheduling for clouds. The main objectives of the proposed work are:

a) To analyze the application behavior and resource usage modes in Cloud Environments so

as to derive resource usage patterns.
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b) To develop mechanisms for forecasting the resource requirement of different applications

with a desired QoS as per the SLA of the user.
¢) To design and develop QoS based scheduling technique for Cloud Computing.

d) To test and validate the above technique in a Cloud environment.

2.9 Conclusion

This chapter focused on exploring the existing literature for QoS based resource scheduling
in cloud computing. It presented multifarious cloud applications and their associated QoS
criteria. Further, the chapter analyzed the existing works on resource provisioning and
scheduling in clouds exploring multiple application areas. Based on the literature survey,
research problem has been formulated.

The next chapter presents a solution to the research problem by proposing a framework
for performing QoS based resource scheduling in cloud computing. The proposed framework
addresses the issues identified in problem formulation and accomplishes the objectives of this

research work.
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Proposed QoS based Resource
Scheduling Framework

Resource Scheduling allows mapping of applications to appropriate resources so as to obtain
the finest task-resource pair for application execution. It has been surveyed in the previous
chapter that the researchers are more oriented towards scheduling of either a single ap-
plication type (HPC, batch application or transactional workloads) or addressing a specific
resource type (bandwidth, CPU or memory) with a single QoS metric (deadline for HPC and

response time for transactional applications) mentioned in SLA.

This chapter focuses on the scheduling aspects of heterogeneous applications executing on
cloud infrastructures with varied QoS criteria. More specifically, a QoS based Scheduling
Framework (QSF) is proposed that considers the scheduling of compute intensive HPC work-
loads along with the transactional applications. The proposed framework analytically models
the application behavior to compute the resource demand for applications based on the arrival
pattern of user requests and performance requirements. The resources are thus ascertained
for provisioning and subsequent scheduling is performed by the scheduler based on the user

defined QQoS parameters.

This chapter initially presents the objectives, requirements and characteristics of the pro-
posed framework. Further, it describes the key requirements followed by the description of

components and a detailed elaboration of the architecture of QSF.
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3.1 Objectives of the Proposed Framework

Cloud environment allows hosting of large number of diverse applications including trans-
actional applications, legacy applications and enterprise web applications from the business
and social domains. In addition, HPC applications from the scientific community are gaining
significant attention from the cloud arena. To accomplish the objectives laid down for this
research, the proposed framework considers scheduling of the multi-tier web applications
along with the compute intensive HPC workloads. The primary objectives of the proposed

framework are outlined below:

e The framework preserves the interests of user entities specifically cloud users (including
end users and application providers), cloud aggregators and cloud resource providers

while respecting their agreed QoS criteria.

e [t allows service providers to take into account the heterogeneity existing in the be-

havior of users, applications and system resources while ensuring the compliance with

SLA.

e The deployment of the framework facilitates users to make an assessment of application
behavior and develop mechanisms that enable dynamic scalability of cloud resources

hosting the application components.

e [t provides efficient and effective QoS based resource scheduling for cloud computing

environments.

The next section presents the key characteristics of the proposed framework.

3.1.1 Characteristics of QSF

The proposed QoS based Scheduling Framework (QSF) aspires to perform resource schedul-
ing for cloud hosted multifarious applications. The key characteristics of QSF are enlisted

below:

e The framework takes into account the transient behavior of applications in cloud envi-

ronments arising due to varying workloads and uncertain performance characteristics
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of cloud resources.

e [t enables application providers to make an estimate of the amount of computational
resources required for application execution resulting in better understanding of the

application workload needs.

e [t earnestly maps the QoS requirements of application providers and computes elastic-

ity levels of the resources so as to maximize the resource utilizations.

e The framework schedules the applications on the provisioned resources in a manner
so as to attain the utilization value of resources to their maximum and minimize the

deviations from the Quality of service criterion.

After presenting the characteristics of QSF, the subsequent section focuses on the QoS

requirements addressed by the proposed framework.

3.1.2 Framework QoS Requirements

Application providers express and communicate the QoS requirements of end users to the
cloud infrastructure providers in SLA. An SLA clearly states the bounds on the QoS re-
quirements and the negotiated penalties for cloud providers in case of service violations.
Cloud providers must ensure that an application is always allocated sufficient amount of
resources so that the performance demands of users are fulfilled and violations are reduced
to minimum. This affirms cloud providers that their customer base is retained and no loss
of revenues occurs.

In this research work, following QoS parameters have been considered:

e Time: Time is an important metric that specifies the acceptable limit of time for
execution of user applications. Completion time is considered as the QoS parameter
for HPC workload while response time is taken into account by the multi-tier web

applications.

e (lost: Cost is a significant element in Quality of Service criteria. Cost comprises of the
actual application execution cost plus cost incurred to the service providers for service

violations.
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After an overview of the objectives, characteristics and QoS requirements of the proposed
QoS based Scheduling framework, the following section describes the application models and

associated QoS metrics considered by QSF.

3.1.3 QSF speculated Application Models and QoS criteria

The proposed QSF can execute numerous applications but in this research work QSF caters
to the scheduling needs of compute intensive HPC applications and transactional applications
specifically. The description of the applications and their associated QoS parameters is briefly

described below:

3.1.3.1 Compute Intensive HPC Workloads

High Performance computing applications comprise of complex science and engineering prob-
lems that require tremendous computational power for problem solving. These applications
often look for obtaining dedicated infrastructures for execution and are more focused on
attaining the system peak performance. Tasks encompassing the HPC applications are usu-
ally independent with no or very little communications existing between the tasks. Bag of
Tasks (BoT) applications and Parameter Sweep Applications (PSA) are examples of HPC
applications.

The most important QoS constraint for HPC applications is the execution time. Users
wish to execute their applications within an acceptable time limit without any delays. Hence-
forth, the timing specifications for HPC applications can be expressed in terms of deadlines,
advance reservations or best-effort. The timing constraints are indicated by the relationships
given in equations [3.1} [3.3}

Deadline Constraint:

JObReadyT S JObInit S JObMaxT (31)
Advance Reservation:
JOb[m't = JObExpT (32)
Best Effort:
JObReadyT S JOb[mtﬂ ~ QOSZ (33)

60



Chapter 3. Proposed QoS based Resource Scheduling Framework

where, Jobreqayr is the time when Job gets ready for execution,Joby,;; is the time for job
initiation, Jobsq,r is the maximum time limit defined by the client for job execution,Jobg,,r
are the expected timings of job initiation already defined by the system administrator and

QoS; is the i" QoS attribute requested by the user.

3.1.3.2 Transactional Applications

Transactional applications consist of interactive applications that accepts request from users
and are based on the requested information return response to the users as per the application
logic. Such applications consist of a collection of tasks with dependency relationship existing
between the subtasks. Multiple tasks as per their supported functionality are segregated
into tiers as shown in Figure |3.1l The first tier, called as presentation tier or web tier,
is responsible for interacting with the users of the application. The second tier, called as
business tier or application tier, holds the entire business logic and commonly resides at
the server machines. It accepts the user requests from the web tier, performs necessary
computations and forwards them to the third tier (if required). The last tier is the database
tier that holds the user specific application data. It serves responses to the web tier requests
and is responsible for maintaining the persistence of database. The execution of a task

involves the execution of all tasks on which the current task is dependent. Throughput

A—Response
User
Reqguest
Fresenlation !
Web tier Lonanad Application atabase

Balamcoer Tier Tier
Figure 3.1: A Multi-tier Web Application Model.

and Response time are the prominent QoS constraints for the performance measurement of
transactional applications. Throughput identifies the number of jobs/transactions completed

per unit of time. In case of web applications, throughput is often abbreviated as TPS
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(Transactions per Second). Response Time represents the time elapsed since the user request
is received and the response is delivered.
After discussing the application models and associated QoS criteria, the next section

elaborates the design of the QoS based scheduling framework.

3.2 Proposed QoS based Scheduling Framework

This section presents the key components and the functional requirements actuated from the
framework. Further, the mode of operation of the proposed QoS based scheduling framework

is elaborated in detail.

3.2.1 Components of the Proposed Framework

The enforcement of the QoS based scheduling framework is carried out using the following
system components: i) Workload Analyzer ii) QoS Mapper iii) Pattern Predictor iv) Resource
centric behavior analyzer v) Application centric behavior Analyzer vi) Elasticity controller
vii) Performance Database viii) QoS based Scheduler ix) Cloud laaS Layer described as

follows:

o Workload Analyzer interacts with the users of the cloud applications through a por-
tal. It gathers information about the users and their submitted applications. The
applications that have been considered in this work include compute intensive HPC

applications and multi-tier web applications.

e (QoS Mapper is the decision making component for user requests. It computes the
expected values of QoS parameters for application components and compares with
user specified QoS values for admission decision. Based on the outcome of decision, it

accepts, rejects or negotiates a user request.

e Pattern predictor is the component responsible for forecasting the future resource usage
needs based on the resource usage information extracted from the cloud TaaS layer. It
enables to predict the amount of underlying resources required for the application

execution.
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Figure 3.2: QoS based Scheduling Framework for Cloud Computing.

e Resource centric behavior analyzer works in conjunction with pattern predictor that
in turn exploits the resource usage patterns derived by the pattern predictor and com-

municate it to the QoS based Scheduler for scheduling purposes.

e Another related component called Application centric behavior analyzer holds the re-
sponsibility of analyzing the behavior of applications with respect to changing arrival
rate. It analytically models the application behavior by executing a performance model

MT-PerfMod proposed and described in the next chapter.
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e Flasticity Controller is accountable for instantiation or termination of virtual machines
on top of the physical machines hosted in a cloud environment. It executes the MT-
ResElas algorithm as proposed and described in the next chapter to estimate the
number of virtual machines required at each tier of the transactional application for

its successful execution.

e Performance Database stores the performance data and associated values of QoS at-
tributes for the applications that successfully executed on cloud resources. The data
values once stored are subsequently utilized by the QoS based Scheduler for scheduling

identical applications with similar QoS criteria.

o A QoS based scheduler A QoS based scheduler is the heart of the framework. It inter-
acts with other components including QoS-Mapper, Behavior Analyzers (Application-
centric and Resource-centric) and elasticity controller for scheduling heterogeneous
cloud applications as per their specified QoS criteria.It executes a QoS based schedul-
ing policy underneath that takes into account the priority of users, varied resource
needs and enunciated QoS criteria to schedule applications on cloud resources.The

detailed working of the scheduler has been described in Chapter 4.

o Cloud IaaS Layer hosts the cloud Infrastructure consisting of a set of physical machines
which encompass a hypervisor executing on the bare metal. The hypervisor acts as
the Virtual Machine Monitor and includes functionalities for dynamic creation, deploy-
ment, monitoring and destruction of virtual machines. Each machine is identified as

V My;n representing a virtual machine M’ hosted on a Physical Machine 'N’.

After an overview of the components of the proposed QoS based scheduling framework,

the next section illustrates the functional requirements realized from the framework.

3.2.2 Functional Requirements

Requirement analysis has been identified as the most significant part of the system and
application development [I40]. The intended behavior of the system is captured by functional

requirements that explicitly express the user expectations from system functioning. The
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detailed functional requirements of the system have been modeled graphically using Unified
Modelling Language (UML) that enables requirement elicitation, analysis, specification and
validation [147].

Requirement Analysis:

The proposed QoS based scheduling framework exhibits the following functionality:

Authentication of the user.

Application submission and specification of QoS parameters by the user.

Analyzing the behavior of application and underlying resources.

Admission decision (Acceptance, Rejection or Negotiation)

Scheduling the application based on QoS parameters.

Execution of user applications and result aggregation.

Use Case Diagrams and Sequence Diagrams from UML have been utilized as a means to

analyze the above stated functional requirements.

i) Authentication of the User: User of the proposed system needs to be authenticated
before interacting with the system. This functionality of the system is demonstrated by
a Use Case Diagram that captures the actors, use cases and the relationship between
them. In this use case, a user is allowed to register with the system. A successful
registration is confirmed by the administrator after which a user may login to the system
to submit his application along with QoS parameters. This use case is depicted in Figure

0.0,

ii) Execution of user applications: An authenticated user may submit his application to
the system for possible execution. Once an application is submitted, Behavior Analyzer
will analyze the behavior of application and underlying resources. Based on the analysis
information, a QoS based scheduler schedules the application so that execution may take

place. The said use case is shown in Figure 3.4

65



3.2. Proposed QoS based Scheduling Framework
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Figure 3.3: Use Case Diagram for Authenticating a User.
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Figure 3.4: Use Case Diagram for Execution of User Applications.
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iii)

iv)

Sequence Diagram for successful execution of new user requests: As shown in Figure
3.5, sequence diagrams have been used to document and validate the system logic. An
authenticated user submits his application, user priority and QoS parameters to the
Workload Analyzer which in turn consults QoS Mapper. QoS mapper checks for the
previous entry of similar user request in the Performance Database.If the entry is not
found, then it asks the scheduler for computing the new schedule. The scheduler takes
the help of behavior analyzers (Application centric, Resource centric) to figure out the
expected values of QoS parameter values. If the computed values comply with the user

specified QoS values, the user requests are successfully executed.

Sequence Diagram for execution of existing user requests: As depicted in Figure ,
after a user successfully logins into the system, Workload Analyzer obtains the parameter
values of user submitted applications and communicates it to QoS mapper. QoS mapper
consults the performance database to identify a previous entry similar to the current
user request. After an entry is found, the QoS parameter values are extracted. The
compliance with the user expected parameter values results in direct execution of user
applications with scheduler scheduling the application on resources provisioned by the

elasticity controller.

Sequence Diagram for rejection/negotiation of user requests: The non-compliance of
the user expected QoS values with the system computed QoS values results in rejection
/negotiation of user requests. The flow of system in case of rejection of user requests is
shown in Figure while Figure depicts the system behavior when user negotiates

with the system for application based on QoS parameters.

After explicit elicitation, analysis and validation of the framework requirements, the next

section details the mode of operation of the QoS based Scheduling framework.

3.2.3 QSF-Mode of Operation

The proposed QoS based Scheduling Framework supports scheduling of multiple applications

from varied user base as there may be millions of users around the globe that may be
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using the resources of cloud service provider. Furthermore, the prevailing heterogeneities in
users, resources and QoS criteria must also be accommodated by QSF. To realize the said

functionalities, QSF executes requests in the following manner:

e The users of the cloud environment interact with the framework through a web portal
that authenticates the users and authorizes them to avail the functionalities supported

by QSF.

e After successful authentication and authorization, user submits the user-specific and
application-specific parameters to the workload analyzer in a SLA. The user-specific
parameters include user priority while the application-specific parameters include the

QoS values associated with the application components.

e Workload Analyzer extracts the information from SLA and submits it to the Sched-
uler component through QoS mapper. The scheduler checks for SLA compliance by

computing an estimate of the user specified QoS values.

e The scheduler schedules the application components only if the resources can be provi-

sioned and scheduled within the bounds specified by the user for the QoS parameters.

e Otherwise, the QoS deviations are computed after comparison with the SLA contained
QoS values. The resulting measurements are communicated to user and based on user

response, requests are rejected or negotiated.

3.3 Conclusion

This chapter thus exhibits how resource scheduling is done by the proposed QoS based
Scheduling framework. It illustrates the key objectives followed by the characteristics and the
QoS requirements of QSF. Furthermore, the functionalities attained using the components
of QSF are detailed.

The next chapter presents the resource scheduling policy and discusses in detail the usage

of pattern predictor and behavior analyzers for accomplishing the scheduling operations of

QSF.
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Chapter 4

QoS based Resource Scheduler

The previous chapter elaborated the design of a QoS based resource scheduling framework
and the components used underneath to achieve resource scheduling for cloud applications.
In this chapter, the resource scheduling policy as part of QoS based Scheduler has been formu-
lated to cater the scheduling needs of heterogeneous cloud applications. The execution of the
proposed policy s accomplished using the output received from other components of frame-
work namely behavior analyzers and the pattern predictor. The behavior analyzer executes
the performance model proposed as part of this chapter to analytically model the applica-
tion behavior and estimate the values of QoS parameters. In addition, state-of-art statistical
prediction techniques are utilized and mechanisms are developed for forecasting the resource
needs of different applications. The information derived from the associated components is
exploited by the QoS based scheduler which takes into account the priority of users, varied
resource needs and enunciated QQoS criteria to perform scheduling of resources in an efficient
manner.

This chapter elaborates the implementation of QoS based scheduler inclusive of the perfor-
mance models proposed for execution of behavior analyzers and the forecasting mechanisms
being effectuated by the pattern predictor. Finally, the chapter concludes with the formulation

of the resource scheduling policy.
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4.1 QoS based Scheduler (QoS-Sched)

The usual practice of application execution involves allocation of separate dedicated infras-
tructures to individual applications as per their computational needs. Nevertheless, this
static approach often leads to formation of independent resource pools with resources left
under-utilized in one application domain while the saturation of resources may be observed
in another application domain. In order to circumvent this problem, a QoS based sched-
uler (QoS-Sched) has been proposed that uses dynamic strategies to schedule heterogeneous
applications executing on shared cloud infrastructures. The QoS-Sched is elaborated from

the proposed framework and the architecture of the same is shown in Figure It is ascer-
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Figure 4.1: Resource Scheduling Architecture.

tained that the QoS-Sched interacts with other components of the framework for performing
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resource scheduling operations. The detailed working of the pattern predictor and the fore-

casting mechanisms used beneath are illustrated in the next section.

4.1.1 Forecasting Mechanisms for Resource Usage Pattern Pre-
diction

One of the most innovative part of the proposed framework is to perform prediction of the
resource usage patterns based on the resource usage information collected from the IaaS
layer. In particular, state-of-the-art statistical prediction techniques [142][143] have been
utilized to forecast the future resource usage needs that subsequently help to determine the
amount of underlying resources required for the application. As CPU is considered to be the
bottleneck resource, so three types of usage patterns for CPU utilization indicated in Table

[4.1] are primarily taken into account. The timeline has been divided into n number of fixed

Table 4.1: Patterns of CPU Utilization.

Case Pattern | Description

1 Steady Same amount of CPU usage is observed in
a specific time range.
2 Linear The demand for CPU usually increases over

a specific time range.
3 Repetitive | A repetitive pattern of CPU utilization is
observed periodically.

time intervals. Let "T” be the current time at which the CPU usage prediction is performed;
Vr is the data associated with time interval "T”; d represents the number of intervals in
advance after which the forecast has to be calculated; Fr,, indicates the forecasted data
value at time "T" + d’. It is assumed that the prediction is performed one period in advance
i.e. d = 1. Further, the patterns of resource utilization may resemble one of the following
cases as described below:

Casel (Steady Pattern): This case considers the steady rate of CPU utilization over
a specific time frame. Three approaches for forecasting the CPU usage value have been

considered.

a) Preliminary Technique: The preliminary technique assumes the value at the next time
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interval is equal to the value at the current time interval as in equation [4.1}

FT+1 = VT (41)

Moving Average: The moving average technique predicts the future values by taking the
average over the last k intervals of the available data values as expressed in equation [4.2}

o (Vo)

- (4.2)

FT+1 =

Ezxponential Smoothing: This technique predicts the future value by taking into account
all past values rather than just k past values as in Moving Average. However, only the
most recent forecasted value needs to be stored to calculate the next value. The expression

of exponential smoothing is given in equation
FT+1 = O{VT + (]_ - O[)FT (43)

where V7 is the most recent observation, Fr is the last forecast and « is the smoothing

factor, 0 < a < 1, usually 0.1 or 0.2.

Case 2 (Linear Pattern): This case assumes that the rate of CPU utilization increases

linearly over a specific time range. Considering St as the current estimate of the intercept

and Gr as the current estimate of the slope; forecast for time d into the future ’ F:’F( ) can

generally be expressed as in equation [4.4]

where d = 1,2

Four approaches have been examined for computation of S and G and and consequently

calculating the forecasted value of the user access request as described below:

a)

Preliminary Technique: Using this technique, the values of S and G are computed as
in equation [4.5}

ST == VT; GT = VT — VT—l (45)
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b) Linear Regression: This technique computes Gp and Sr using equation and

respectively assuming m last data values as described below:

m—1 m—1 m—1
G B _( 5 ) k=0 VT_K + zk:o ]{Z.VT_K (4 6)
= m(m—1)2 _ m(m=1)(2m-1) )
4 6

"o Vi + Gpa=l)

m

Sr =

(4.7)

¢) Moving Average: The moving average computes 77, o7 using equation to obtain the
values of Sy and Gr as in equation [4.9)[4.10}

3
3

-1
Vr k|

Yr = ;O = oK (4.8)
m m
k=0 k=0
ST = 2% Yr — 5T (49)
2

d) Double Exponential Smoothing Technique: The advantage is that as the construction
of a forecast model begins, one can quickly revise the slope and signal constituents with
separate smoothing coefficients. The values of St and G are computed by setting S; = V4

and G; = 0 as in equation |4.11}

ST = O{.VT + (1 — Oé)(ST_l -+ GT—l); GT = B(ST — ST—l) + (1 — 5)GT_1 (411)

Case 3 (Repetitive Pattern): This case assumes that a pattern of CPU utilization
repeats itself periodically. Let 'R’ be the length of period for which the pattern of CPU
utilization repeats itself. For the repetitive patterns, the preliminary technique as well as

the Triple Exponential method has been evaluated as described below:

a) Preliminary Technique: This technique assumes that the forecast for time d into the

future 'Fr(d)’ with 'R’ as the length of period can generally be expressed as in equation

412
Fr(d + k.R) = Viyaoir (4.12)

where d =1,2,...R;k=1,2, ...

78



Chapter 4. QoS based Resource Scheduler

b) Triple Exponential Smoothing: The method is so called as it requires three smoothing
constants; first for the signal, second for the trend and third for seasonal factors. It is
commonly known as Holts-Winters method after the name of its inventors and is expressed
as in equation [4.13}

Fr(d+k.R)=Sr+Gr+d+ Criqr (4.13)

where d = 1,2, ....R; St is the 'intercept’ of the demand ; G is the trend slope component
of the demand; C7, 4 kg is seasonal component for time of interest. The values for S, Gr

and Cp can be computed by setting the initial values as in equation and substituting

in equation [4.15]- .17}

Sp = Vi G = W;Cdzvr (Vi 4+ Gr(d—1)) (4.14)
where d = 1,2, ....R;
St =a(Vr = Cr—p) + (1 = a)(Sr-1 + Gr-1); (4.15)
G = B(Sr — Sr—1) + (1 = B)Gr_1; (4.16)
Cr=06(Ve — Sp)+ (1—8)Cr_g (4.17)

So a simple heuristic that observes the past pattern of CPU utilization has been exercised
that selects the best available technique for the specific pattern to calculate the future value
as shown in Figure[4.2] The computed values are used to estimate the initial level of machine

elasticity which serves as input to the performance model described in next section.

4.1.2 Analytical Modeling for Performance Estimation

Seeing the benefits of cloud technology, large number of application providers opt to host
their applications on cloud based service infrastructures. Heterogeneous applications sup-
porting diverse user base tend towards different metrics values for the associated QoS cri-
teria. It becomes extremely tedious for the cloud infrastructure provider to choose the best
resource configuration for a given application at minimum costs. Furthermore, executing

an application once on every possible system configuration and measuring its performance
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characteristics is very tiresome. In such a scenario, analytical model is best suited to over-
come the above mentioned difficulties. It allows service providers to make an estimate of
the performance characteristics of applications before actual execution on the resource in-

frastructure.
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Figure 4.2: Flowchart for Implementing the Dynamic Resource Elasticity.

The proposed QoS based scheduling framework relies that end users accessing the func-
tionalities of the cloud hosted web applications may be demographically located and thus

may interact with the application components at different times of the day. It thus results in
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different arrival rate, service rates and the corresponding resource demands. Determining the
elasticity level of machines for every tier of the multi-tier application thus becomes manda-
tory for provisioning and subsequent scheduling of cloud resources. Resource Elasticity is
thus referred to as the process of allocating sufficient amount of computational resources
to the application so that the QoS requirements are always met in response to the chang-
ing user load. Once the elasticity level of resources for web applications is determined, the
framework provisions the resources for execution of user requests. Further, the HPC jobs
are scheduled for execution by the QoS based Scheduler ’QoS-Sched’. 'QoS-Sched’ utilizes
the unused capacity of the already provisioned machines or instantiates new machines as per

the QoS criteria for executing of HPC workloads.

To accomplish the designated functionality, the proposed system is modeled as a closed
form queuing network model. The notations and the symbols used in the proposed framework
are abbreviated in Table [4.2l Workload Analyzer gathers information about the users and
their submitted applications such as user priority, job size, number of tasks and task length.
For the web applications, users may perform different types of tasks such as CRUD (Create,
Read, Update, Delete) which has been classified in terms of Task Classes. More precisely,
task class refers to the collection of tasks with identical service demand on resources. The
resources comprise of the virtual machines hosted at every tier of the multi-tier application.
The incoming user requests are segregated into one of the task class t by the Workload
Analyzer. For every incoming request belonging to task class 't’ (1 <t < T), there exists a

separate queue that buffers the incoming user requests belonging to that task class.

The Workload Analyzer after parsing the incoming user requests consults the QoS map-
per for admission decision . The requests once accepted are put into an appropriate queue
for buffering. \; is assumed as the request arrival rate of i** task class that comply with
Poisson’s distribution. This assumption is based on the work of [I44] and [145] that charac-
terizes modern day internet traffic to follow Poissons distribution. Also, the time between
two consecutive Poisson arrival tasks follows an exponential distribution and each of these
inter-arrival times is assumed to be independent of other inter-arrival times. Therefore, the

workload 'L’ of an application is represented as the aggregate task arrival rates of all the
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tasks belonging to different task classes as below:

T
L=> X\ (4.18)
=1

Multi-tier Task Ezecution: The execution of tasks comprising the workload needs access
to few application components for its successful execution. The components may belong to

one among the several tiers (1,2,..K) of the web application.

Table 4.2: Notations used in QSF Framework.

Notation | Description
K Number of tiers in an application
T Number of Task Classes in an application
A Request arrival rate of i*" task class
Z User Think time
Vi User visit rate at tier i
S; Service rate at tier i
R; Response Time at tier i
R, X System Response Time and Throughput
E; Elasticity of machines at tier i.
M, N Number of Virtual machines and Physical machines
V M;; Virtual Machine i on physical machine j.
REgap SLA defined expected Response Time
UBap SLA defined expected Resource Utilization

Application Centric Behavior Analyzer analyzes the behavior of application with respect
to the changing arrival rate and workload mix ’I.’. It holds the responsibility of predicting
the arrival rate of different task classes for the next time interval. Once the arrival rate
is predicted, a new workload mix is formed. For each workload mix, Mean Value Analysis
(MVA) algorithm is executed that takes as input the number of application tiers (K), user’s
think time (Z), visit ratio per tier (Vi, Vs, Vi) and service times per tier (Si,Ss, Sg). It
thus determines the system response time and utilization values. Resource Centric Behavior
Analyzer obtains the current resource usage information from the resource usage information
module. A number of Linux based system utilities or the monitoring tools provided by
the cloud infrastructure providers can be used to obtain the recent updated cloud resource
information usage.

A QoS mapper component is placed between the two behavior analyzing components

to map the application specific QoS requirements to resource specific allocations. Once
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updated with the current system scenario, QoS mapper consults the Performance Database
to check for any previous entry corresponding to the workload mix and QoS attributes. If
an entry exists, it directly retrieves the optimal system configuration. Otherwise it obtains
the resource utilization parameters from Resource Centric Behavior Analyzer which in turn
obtains an initial estimate of the number of virtual machines from the Pattern Predictor.
Further, the elasticity level of machines is refined by taking into account the expected arrival
rate of an application to compute the optimal number of virtual machines desired at each
tier of the multi-tier application.

Elasticity Controller receives the directions from QoS mapper regarding the per-tier
virtual machine requirement for creation and destruction of virtual machines on the fly.

As part of this research work, performance models have been proposed to derive the
performance characteristics of multi-tier web application and corresponding per-tier resource
elasticity levels for individual tiers of the multi-tier application. The proposed models Multi-
tier Performance Model "MT-PerfMod’ and Multi-tier Resource Elasiticity 'MT-ResElas’

have been described below:

4.1.2.1 Multi-tier Performance Model

Multi-tier Performance Model "MT-PerfMod’ executes Mean Value Analysis (MVA) algo-
rithm [146] underneath to analyze the product form closed queuing networks. A queuing
network is said to be closed if either a constant number of customers circulate indefinitely
in the system or a network in which the number of customers leaving the network will be
replaced instantly by a new customer [147].

MVA algorithm uses a recursive procedure to compute the mean values for Queue lengths,
Response Time, Throughput and Utilization measures. It itself is based on arrival theorem
that states that for a new arriving customer in a closed product form queuing network
consisting of N customers, the system appears to be in a steady state as with (N — 1)
customers [148].

"MT-PerfMod’ takes as input the workload 'L’ representing the number of users that are
present in the system at any instant of time. A user issues multiple requests for accessing the

functionalities supported by a multi-tier application consisting of 'k’ tiers. A request issued
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at tier i’ may either be forwarded to next tier "i+1’ for further processing or may be returned
back to tier ‘s — 1’ if serviced. Henceforth, a request moves between multiple queues back
and forth until the response is returned back to the client. The number of times a request
visits each queue 'Q)} during the course of processing is termed as visit ratio represented as
(Vi, Vo, V). Also, the service times per tier denoted as (57, S2, Sk) serves as input to the
"MT-PerfMod’. A user after issuing a request waits until the response to the previous request
is received. The time elapsed since the previous response is received and the next request is
sent by the client is called as user think time denoted as Z’. The elasticity of machines refers
to the initial allocation of machines as estimated from the pattern predictor. For each tier i’,

machine elasticity is denoted as (F1, Fy, Ex). At the preliminary stage, queuing centers at

Algorithm 1: Multi-tier Performance Model MT-PerfMod
Input:L,Z, K, V;, S;, E;
Initialize: X =0
Output:R: System Response Time;
U: Utilization

Begin
For i=1to K do
Set @Q; =0 (Initialize all queuing centers to empty)
Set D; =V, *S;, | E; (Computation of Service Demand per tier)
[End For]

(Start with n=1 customer and gradually introduce customers until the target workload is reached)
For n=1to L do
For i=1to K do

Set R;= D;. (1+Q;) (Response time per tier)
[End For]
Set X= ﬁ (Computation of System Throughput)

(Using Littles law to compute new queue length)
For i=1to K do

[End For]
[End For]
Set R:Zle R; (Computation of system response time)
Set U=X.Y"_ R, (Utilization Law)

End

each tier are initialized to empty and service demand per tier 'D; is computed as the product
of visit ratio and service time. Also, as the elasticity of machines directly effects the service
time per tier, therefore service time is divided by the current allocation of machines (elasticity

level) to compute the effective service demand for each tier i.e. D; =V, x S;/E;. Further,
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the workload is introduced in the system. The algorithm starts with N = 1 customer and
iterates itself until the target workload 'L’ is reached. For every new arriving customer,
response time per tier 'R, can be measured iteratively using the queue length for n — 1 users
in the system. The computed values of Response Time ’'R; are aggregated to measure the
total response time 'R’. System Throughput 'X’ is then calculated using 'R’ and the user
think time 'Z’ values. Furthermore, using the Little’s Law new queue length for n users
in the system is computed as the product of System Throughput(X) and Response time at
each tier (R;). At last, the Utilization Law is applied to obtain the resource utilization value
from the system throughput and aggregate service time per tier. The performance values,
specifically, the Response time (R) and the resource utilization (U) measures obtained from
the '"MT-PerfMod’ serve as input to the '"MT-ResElas’ algorithm to calculate the number of

machines required at every tier of the application.

4.1.2.2 Multi-tier Resource Elasticity

Multi-tier Resource Elasticity 'MT-ResElas’ algorithm accepts as input the performance
values obtained from the analytical model to estimate the elasticity level of machines at
every tier for the successful execution of an application. It detects violations in SLA based
on the user specified performance metric values for a given resource allocation.

At the initial phase, violations in response time and utilization (Ryieiations Uviolation) are
measured and a new virtual machine on each tier is initiated until the expected values of
performance constraints are attained. Resulting system configuration contains the maxi-
mum number of virtual machines that may be allocated to a tier to satisfy the performance
constraints.

Furthermore, to compute the optimal number of virtual machines that minimizes the re-
sources at each layer, a binary search tree (BST') based technique has been employed. A BST
based search technique uses recursive procedure to compute the output set E that contains
an ideal value of machine allocation at each tier while complying with the user expected re-
sponse time and utilization values (Reypecteds Uepectea). Henceforth, the algorithm computes
the optimal level of virtual machines required at every tier for attaining the performance

goals.
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Algorithm 2: Per-tier Resource Elasticity 'MT-ResElas’
Input:R, U, N, K, Rgxp, Ugxp
Output:E: Optimum Per-tier Elasticity Level

Rviolation — (R Z Rempected) ? true : false
Uviolation — (U > Ue:vpected) ? true : false
While ( Rviolation”Uviolation) do
For i=1to K do
Set B; = E; +1 (Increment the number of machines at each tier of the application)
[End For]
End While
For i=1to K do
Set NewE,; = E; /2
Obtain (R, U) + MT-PerfMod (N, NewE; )
Set Rviolatian — (R > Rempected) ? true : false
Set Uyiotation = (U > Uecgpectea) 7 true : false
If (Rviolation ||Uviolation) do

Obtain optimum value of tier Elasticity E’ in the range [E;/s.......... Ej]
else
Obtain optimum value of tier Elasticity E’ in the range [1............. E; )]
End If
End For
Output : E' = (E], Eg, .cccovenee. E7)

The pseudo code of the 'MT-PerfMod’ and "MT-ResElas’ algorithms has been presented
in Algorithm 1 and Algorithm 2.

Thus, this section addresses the execution of behavior analyzers components for per-
forming resource provisioning tasks. Omnce the resources are provisioned, a QoS-Sched
comes into play. The next section discusses the working of QoS-Sched analyzing its re-

quirements,objectives it tends to achieve and the QoS based resource scheduling policy.

4.2 QoS-Sched: Requirement Analysis

"QoS-Sched’ preserves the interests of cloud stakeholders i.e. Cloud users, Cloud Aggregators
and Cloud Resource Providers as shown in Figure for scheduling applications on cloud
infrastructures. With a pay-for-use pricing model, customers seeking different type of cloud
services intent to execute their applications with minimum cost and maximum efficiency.
Cloud Aggregators act as brokers to negotiate the service level agreements with the cloud

resource providers on behalf of cloud users. Once the provisioning and budgeting needs of
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Figure 4.3: Cloud Stakeholders.

cloud customers for executing cloud applications is understood, cloud aggregators compute
user priority. The user may fall into high, medium or low priority group based on the
urgency of application workload execution and the cost constraint of cloud users. Cloud
aggregators work in cooperation with cloud scheduler to schedule cloud applications for
effective execution.

Cloud service providers strive to overcome the practical constraints arising in application
deployment including i) provisioning of guaranteed quality of service and ii) diminishing
the cost of application execution to the minimum while enhancing the overall customer

satisfaction.

4.2.1 Objectives of QoS-Sched

The prime objective of QoS-Sched is to perform scheduling of datacenter resources in an
efficient manner. It performs scheduling of cloud resources based on the resource scheduling
policy. The proposed resource scheduling policy take into account the QoS parameters to
ensure that the scheduling process is productive and profitable. The QoS Sched offers the

following functionalities:

i) Ascertain the QoS expectations of cloud users and perform negotiations so as to satisfy

the needs and constraints of cloud users as well as cloud resource providers.

ii) Schedule the resources in an appropriate manner so that the cloud users experience the

best and the reputation of cloud resource providers is enhanced.

iii) For scheduling purposes, estimate the deliverable values of QoS parameters so that

deviations from the user expected QoS values may be computed in advance.
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iv) Inform the users about the current cloud system scenario and take appropriate actions
in advance so that the outcome of resource scheduling process is consistent as per the

user requirements.

v) In case, a violation of SLA is expected, some discounts may be offered to users so that
the users may be inhibited from switching to another service provider and the existing

customer base is retained.

After presenting the requirements and objectives of QoS based Scheduler, the next section

details the QoS based resource scheduling policy used by the QoS-Sched.

4.2.2 QoS based Resource Scheduling Policy

"QoS-Sched’ is responsible for managing simultaneous execution of HPC workloads with
already executing transactional applications workload. For the transactional applications,
Multi-tier Performance Model "M T-PerfMod’ and Multi-tier Resource Elasticity 'MT-ResElas’
algorithm are executed as described in previous sections. The said algorithms analytically
model the application behavior using closed queuing networks to compute an estimate of
the Response Time, Throughput and Resource Utilization measures and henceforth make
an assessment of the number of machines required at every tier of the application. The
resulting measurements conform to the provisioning needs of cloud applications. Once the
resources are provisioned for execution of transactional workloads, the ’QoS-Sched’ tries to
utilize the unused capacity of already initiated virtual machines for scheduling HPC jobs.
For the said purpose, it aggregates the unused capacity of virtual machines to form a pool of
low utilized machines for task deployment and execution. The unused capacity of machine
'y’ is computed using equation [4.19}

_ MIPS(used)

= 4.19
7 Total MIPS ( )

The scheduler makes an estimate of the completion time for computing the deviations
from the user specified QoS values and subsequently scheduling of HPC jobs. An estimate

of the completion time of job i’ on resource ’j’ is computed as in equation [4.20}

‘ - S TL;
T _ _Zu=1t i 4.2
Zm@c’ompEst(Zﬂ J) Z;n:l ]\/[[PSJ- ( 0)
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where, T'L; represents the task length of i*" job consisting of k tasks; 'm’ represents
the total number of machines; the computing capacity of machine ’j’ is given by MIPS;
specifying Million of Instructions Per Second.

Furthermore, regardless of the application type, cost remains an important QoS criterion
in cloud environment. Cost comprises of the actual execution cost of task i’ on resource ’j’

plus the cost incurred to the service provider in case of deviation from the user expected

QoS criteria as expressed in equations - 423

TotalCost = ExecCost(i, j) + QoS DeviationCost * py, (4.21)
EzecCost(i,j) = TL; x C; (4.22)
QoS DeviationCost = Timegpe. — T'ime,s (4.23)

where T'L; represents the length of task i’ and C} is the cost per instruction on resource
j. Also, in computation of QoS deviation cost, estimated time of completion (Time,s) is
subtracted from the user specified time (Timegp.. ) to compute the time deviation. This
computed value is multiplied by the user priority level k to determine the QoS Deviation
Cost.

It is ensured that the new solution must be designed in a manner so that the resource
scheduling process becomes robust and tolerant towards the inaccuracies arising due to user
specifications or the computations realized from other associated components such as behav-
ior analyzers, pattern predictor or elasticity controller. To perform its intended operations,
the ’QoS-Sched’ executes a resource scheduling policy underneath. The key steps used by
the QoS-Scheduler are outlined below:

i Allocate the optimal number of VMs per tier as computed from the analytical model

designed for web applications as explained in Chapter 4.

ii Compute the unused capacity of the virtual machines executing web applications using
equation [£.19

iii If the unused capacity of a single VM ’j’ is sufficient to accommodate the HPC job i’
within the estimated completion time "T'imecomprst (4, j) as computed from equation m,

then schedule job ’i’ on resource ’j’.
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Otherwise, create a virtual pool of low utilized machines to proportionally allocate the
tasks comprising the HPC job on low utilized machines. For total of 'm’ running VMs,
compute the aggregate unused capacity as given in equation [4.24pelow:
AggU = U; (4.24)
j=1

The computed capacity allows formation of a pool of low utilized machines.

Compute the proportional weights of all VMs ’j’ that are part of the low utilized pool as

given in equation below:
U,

W, =— 4.25
Schedule the tasks comprising the HPC job on VMs as per their computed proportional

weights as T'L; x W;.
Compute the application execution cost 'Total Cost’ using equations - [4.23,

If "Total Cost’ computed in previous step exceeds the user specified budgetary cost
"Cyudget’ then offer a discounted price policy. If the user agrees to the offer then the
discounted price is computed as in equation The discounted price 'D” must have
an upper bound ’D,,ax’ that indicates a user cannot be offered more discount then the

previously decided ’D,,,ax’. Computation of D is performed as below:

D = f(QoSDeviationCost, py,) (4.26)

n min(a.QoS DeviationCost + .pg, Dmaz) if TotalCost > Cpydget
0 otherwise

where «,[ are the weights chosen to reflect the contribution of QoS Deviation Cost and

the user priority 'px’.

In case, the user does not agrees to the discounted price offer policy, instantiate a new

virtual machine for executing HPC workload.

This section thus explains the operations of ’QoS-Sched’ in addition to the negotiation

mechanisms offered to customers for agreeing to the discounted-price policy. The intent of

"QoS-Sched’ is to appease customers in case of expected service violations and retain the

customer base.
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4.3 Conclusion

This chapter presents the design of a QoS based scheduler illustrating its interactions with
behavior analyzers and pattern predictor. Furthermore, QoS based scheduling policy has
been proposed that preserves the interests of cloud users and resource providers. Cloud
users have been offered with a discounted price policy that enables them to relax their
specified criteria. Also, the costs are minimized by optimally utilizing the existing resources
and creating a pool of resources from the low utilized machines to accommodate new user
requests. This eventuates to higher profits with minimum QoS violations while retaining the
customer base.

The next chapter discusses the enforcement of the proposed QoS based Scheduling Frame-
work with the help of a real application- Cloud based Intelligent System for delivering Health

Care as a Service.
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CBIHCS- Implementation of the

Proposed Framework

The previous chapter explicated the design and operations of a QoS-Sched in conjunction
with the performance models for application behavior analysis and performance estimation
so as to realize resource provisioning and scheduling requirements.

This chapter is dedicated towards implementation of the framework with the help of a
proposed application Cloud Based Intelligent Health Care Service (CBIHCS) that performs
monitoring of user health data for diagnosis of chronic illness such as Diabetes. The said
application utilizes advance body sensor components to gather user specific health data and
store in cloud based storage repositories for efficient retrieval, updates and quick transfers as
and when required. The data has been subsequently analyzed using data mining techniques to
wdentify patients with diabetes by closely monitoring their vital statistics. The aforementioned
functionalities of CBIHCS are implemented for generation of heterogeneous workload data.

At the outset, this chapter outlines briefly the effectiveness of Cloud computing to address
health care and the technical challenges faced in designing a cloud based health care service
solution. It presents the architecture of proposed CBIHCS illustrating its functional and
security aspects. Further, the realization of QSF from CBIHCS has been illustrated. In
addition, a case study Diabetes Mellitus- the chronic disease has been introduced followed by

the presentation of experimental results specific to the application implementation.
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5.1 Cloud Computing and e-Health Care

The promising potential of Cloud computing and its convergence with technologies such as
mobile computing, wireless networks, sensor technologies allows for creation and delivery of
newer type of cloud services. The motivation for design and implementation of proposed
CBIHCS stems from the fact that although significant efforts have been done to utilize
traditional Information and Communication Technology (ICT) infrastructures to provide e-
health care service solutions yet these solutions become insufficient to retain patient data
for long periods of time due to limited set of constrained resources[149] . Furthermore, ICTs
infrastructures are usually confined to a limited user base within a geographic region and
thus result in increased cost of processing, storage and energy requirements [150]. Clouds, in
contrast, relieves consumers from the need to own their physical computing infrastructures
and gives them the liberty to use the best technology on a rental basis. It allows for wide
accessibility and provides access to huge amount of computational and storage resources as
per the requirements of users limited by the available infrastructure at IaaS provider end
[151].

After a brief discussion about the effectiveness/ competence of cloud computing to address
health care industry, next section presents the technical challenges in designing a cloud based

health care solution.

5.1.1 Technical Challenges

Accurate, well-timed and precise information is a pre-requisite of an efficient health care
service, especially if the service is hosted on large scale distributed infrastructure such as
clouds and grids. The key challenges in designing such a cloud based health care system are

outlined as follows:

e Data heterogeneity: Patients may use variety of health monitoring tools such as glucose
meters, weight scales, blood pressure monitors or other wireless devices available in the
market to monitor their health data. The collected data often have missing values and

may arrive in different formats making it difficult to process in a uniform way.
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e Data size: Monitoring, processing and transfers of user health data can go up to 24
hours a day, 7 days a week and 365 days a year depending on the individual configura-
tion settings. These huge gigantic health data sets requires to be stored and retained

for longer time periods for subsequent analysis with increased efficiency.

e Data costs: Cost reduction is an important challenge for health care service providers
to increase its user base. However, the cost should not trade off with the performance
of our health care web service. Performance characteristics of applications must be
maintained while lowering down the costs associated with the underlying infrastructure.
Lack of desired performance, however, steadily decreases the providers profit with
consumers shifting to other providers Henceforth, efficient mechanisms are required
that predict the service usage demand of users and scales the underlying resources in

response to the changing load of user’s access requests.

e Data Security: Security is an important concern for cloud environments where the
data resides within the vicinity of service providers. The problem becomes even more

challenging when the infrastructure is used to host the data of personal medical nature.

After an overview of the challenges faced in designing a cloud based health care solution,

the subsequent section presents the proposed cloud based health care web service.

5.2 Proposed Cloud Based Health Care Web Service

CBIHCS is designed and implemented using a multi-tier SaaS application called cloud based
health care web service. The architectural overview of the proposed CBIHCS is explained

below:

5.2.1 CBIHCS- Architectural Overview

The objective of CBIHCS is to design and implement an application that performs real
time monitoring of user health data for identification of chronic illness such as diabetes.

The proposed system is generic enough to accommodate diagnosis and detection of multiple
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diseases by analyzing the user health data stored in cloud repositories. However, as part
of this specific implementation, only one use case is targeted, namely, identifying users as
"Diabetic” or ”Non-Diabetic”. The architectural overview of the proposed system is depicted
in Figure . As shown, the system is composed of two subsystems i) User Subsystem ii)
Cloud Subsystem
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Figure 5.1: Detailed Architecture of CBIHCS.

5.2.1.1 User Subsystem

The user subsystem provides patients with personalized and intelligent monitoring of their
health data in real time eliminating the need for patients to visit hospitals to get their vital
statistics read. It integrates number of wireless health monitoring devices such as Blood
Pressure monitors, Peak Flow meters, Glucose monitor, Body weight scale, ECG monitors
etc. with a Cloud Based Intelligent Health Care Service (CBIHCS). These devices are out-
fitted on patients body that requires to be remotely monitored. The readings received from
the devices are automatically forwarded to a preconfigured mobile device (Mobile phones,
PDAs, Laptops etc.) via Bluetooth through a self-formed network. It thus requires no IT
expertise of the patient and allows for secure and accurate transmission of patient’s health

data to CBIHCS without the user intervention.
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5.2.1.2 Cloud Subsystem

The Cloud Subsystem is composed of CBIHCS hosted on a cloud computing based software
stack. The web service consists of a user interface that allows patients to submit their per-
sonal details such as Patient name, age, height, gender, sleep time, family history of disease,
habitual physical inactivity, smoking and drinking habits etc. These details are stored in a
cloud based storage repository indexed by patient id which is automatically generated by
the web service. Furthermore, the monitoring and analysis of data is accomplished based
on the individual preferences such as every hour, after every meal or some fixed time in-
tervals during the day. The analysis process involves several computations on stored data
that primarily consist of data preprocessing, attribute selection and classification as shown
in Figure 5.1l The user data in the storage repository is then classified with an indication of
potential health problem or disease. This information is then relayed wirelessly to doctors,
paramedics and patients mobile devices for final validation and clinical diagnosis.

After presenting an overview of the architecture of CBIHCS, the next section explicates

in detail the functionalities supported by CBIHCS.

5.2.2 Functional Aspects of CBIHCS

The multiple functionalities provided by CBIHCS are identified as tasks classes for the pur-
pose of application behavior analysis. The process flow diagram of CBIHCS has been repre-
sented in Figure[5.2] The proposed web service allows users to create their profile once they
subscribe to CBIHCS. The create profile task presents a user interface that allows patients
to submit their personal details. The task named store data is responsible for storing the
patient details in a cloud based storage repository indexed by patient id (which is automati-
cally generated by our web service). The patient may choose to observe and analyze his data
every hour, after every meal or some fixed time intervals during the day. The analysis of the
patient data is accomplished by analyze task. The analysis process involves several compu-
tations on stored data that primarily consist of data preprocessing, attribute selection and
classification. Once the analysis is complete the information can then be relayed wirelessly

to doctors, paramedics and patients mobile devices for final validation and clinical diagnosis.

96



Chapter 5. CBIHCS- Implementation of the Proposed Framework

Mg TF
(Create TF
Delote TR
Muodify TRy

Y

TPe

Classification

Transmit
Dats

& Diats
Preprocessing
Analyzo j [ q‘“m""’lm ]

Figure 5.2: Process Flow Diagram of Cloud Based Intelligent Health Care Service Delivery.

The task named transmit data is accountable for transmitting data so that validation can be
performed. After the data is approved, the doctors may recommend medication and save in

user accessible cloud storage. The task Validate and store provides the said functionality.

5.2.3 Security Aspects of CBIHCS

To address the security challenges in a cloud hosted health care application, security mech-
anisms are implemented at multiple levels. Further, role based access control has been
provided to ensure the protection of critical medical data of patients. CBIHCS defines two

types of user roles as i) Owner ii) Trusted Partner. The patient whose medical data resides in
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CBIHCS is designated as the Owner 'O’ of data. Additionally, at times, the owner may wish
to share his personal medical data with a group of people for consultation or other purposes.
Such people are distinguished as Trusted Partners of the owner. The task performed by
data owner for creation, modification and deletion of trusted partners is labeled as MngTP.
CBIHCS defines three types of trusted partners as: i) Reader ii) Editor iii) Anonymous. A
Trusted Partner designated as Reader "T'Pgr’ is allowed to access a read only copy of the
patient record such as family members of patient. Trusted partner with an Editor role "T'Pg
is allowed to read the owners data and also make limited modifications. For example, a
physician of the owner is designated as an Editor who may view the patients record and
prescribe new set of medications by writing to the patients database. Anonymous Trusted
Partners "T'P,’ includes anyone who is allowed to read patient data in a pseudonymized
manner. Examples include a government body or a research firm that may need access to
enormous records of patients medical data for development of new drug or medicine. It is
mandatory that the firm is listed as a Trusted Partner for the patient and the proposed web
service ensures that data supplied to the anonymous Trusted Partner is made de-identifiable

by excluding Patient Id, Name and Address.

For implementation of security mechanisms, integration of symmetric cryptosystems for
authentication and role based access control (RBAC) mechanisms for authorization is pro-
posed. Users of CBIHCS are identified by a unique user name and password. Rather than
storing the user password in plain text on cloud based storage, the password has been en-
crypted with a Private Key ’P;’ issued by a Trusted Third Party (TTP). A TTP is an
entity that assures the security support for data and communications exchanged between
the relying customer parties. In addition, it ensures that only legitimate users who are reg-
istered with CBIHCS can access its functionalities while preventing fake users (who may
be infrastructure owners or users with administrator privileges) to access the data of other

users.

Once the users are authenticated based on the credentials, the authorization is imple-
mented based on the user roles. The authorization roles associated with user id allows for
execution of tasks and workflows. Every data owner is provided with a functionality to

create number of Trusted Partners and assign different authorizations to them labeled as
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(T PR, TPg’, "TPy’). Further, a single key ’ X}’ issued by TTP is shared between the Data
Owner 'O’ and all the TPs under him. This key "X}’ is used to encrypt the patient data
before storing it on cloud. Therefore, any user who has access to "X}’ can decrypt the pa-
tient data and access it based on the assigned authorization level ("O’,’T'Pg’,T' Pg’, 'TPy’).
The use of multiple level symmetric cryptosystems in this work successfully addresses the
security concerns of CBIHCS.

After a description of the functionalities supported by CBIHCS, next section precisely
portrays the realization of proposed framework from CBIHCS.

5.3 Realization of QSF from CBIHCS

The enforcement of QSF is carried out by implementing CBIHCS in a cloud environment

as shown in Figure It is evident from Figure [5.3] that user interactions with CBIHCS

CBIHCS User Profile User User Generation of
Home page Creation Authentication || Authorization transactional workload

Health data User Equipment
(Smelsslnn) ( Search )[ Shopping Sﬂﬂs |3y9l'

Data Attribute Data
Proprocessing _’_’ Classification

Ganeration of HPC
workload

Elastivity
Controller

Figure 5.3: Enforcement of QSF with CBIHCS.

are part of the SaaS layer of cloud model. These interactions represent a request-response
relationship and henceforth are used for the generation of transactional workload. Further,

user data containing the health specific information has been stored in a cloud based storage
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repository located at the laaS layer. CBIHCS retrieves these details from the cloud resources

to diagnose users as Diabetic or Non-Diabetic.

Classification of user (Diabetic or Non-Diabetic) involves huge data processing and the
techniques of data mining are employed for performing computations on data. This cor-
responds to the workload of HPC jobs and the resulting dataset is generated to workload

analyzer for carrying out the resource scheduling tasks as per the flow of proposed framework.

After elaborating the usage of CBIHCS in realizing the proposed framework, next section

explains the case study: Diabetes Mellitus-The Chronic Disease.

5.4 Case Study:Diabetes Mellitus-the Chronic Disease

Cloud computing can transform the way healthcare is practiced by empowering professionals
to deliver better services in effective management of chronic illness such as Diabetes Mellitus,
often mentioned simply as diabetes. Diabetes is a metabolic disorder characterized by high
levels of blood glucose in the human body that originates from the defects in the insulin
production, insulin usage or both. The insulin hormone secreted by pancreatic beta cells
regulates the uptake of the glucose from the blood into most cells of human body [152]. The
inability of the human body to produce or properly use the generated insulin hormone results
in increased level of blood glucose which eventually leads to many health complications such
as damage of heart and stroke; high blood pressure; retinopathy with severe vision loss or

blindness and many more [153] [154].

There are three prominent classes of diabetes eminently Type 1 diabetes or Insulin-
Dependent diabetes mellitus (IDDM), Type 2 diabetes or Non-Insulin-Dependent diabetes
mellitus (NIDDM) and Gestational diabetes. Type 1 diabetes results from the body failure
to produce insulin and therefore requires the person to inject insulin for survival. Type 2
diabetes arises from the inability of the body to efficiently utilize the insulin. It is the most
prevalent form of diabetes in adults and accounts for about 90 to 95percent of all diagnosed
cases of diabetes. The third class of diabetes is Gestational diabetes, a form of glucose

intolerance diagnosed during pregnancy [155].
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5.4.1 Diabetes Identification:A Detailed Methodology

CBIHCS allows users to automatically upload data from different meters using modern health
care devices and classifies them as Diabetic or Non-Diabetic. The subtasks comprising this
identification process are Data Pre-processing, Attribute Extraction and Data Classification

as described in the subsequent sections.

5.4.1.1 Data Preprocessing

Modern health care devices come equipped with variety of tools that allow patients to auto-
matically upload data from different meters. However, such data might contain some noise
components or missing samples necessitating the execution of preprocessing steps. Data
preprocessing comprises of thorough examination of raw data followed by subsequent data
integrations, transformations and reduction for formal analysis. Distorted values or missing
readings often become misleading in the formal analysis. Henceforth, sufficient number of
quality samples must be collected and analyzed to allow for critical evaluation.

With a cloud based web service, the monitoring interval of health data is scheduled as per
the user preference settings. Nevertheless, it is still possible that the user might require to
upload his data for dynamic analysis in response to certain unforeseen complications arising
due to hypoglycaemia or hyperglycaemia [I56][I57]. For example, excessive exercising or
prolonged delays in meal reduces the blood sugar in human body and an intake of insulin in
such times may worsen the patient situation causing nervousness, severe headaches, loss of
consciousness and even coma in acute cases. Also, some measurement problems may result in
missing values. Hence, to deal with such situations data interpolation techniques are utilized
for conversion of infrequent or non-uniformly monitored data to a uniform sampled data.
Based on the assumption that blood glucose profiles at the same time on different days are
usually similar to each other, missing values are interpolated using the Shepard interpolation
[158]. Missing values are computed as the weighted sum of blood glucose readings made at
the same time on adjacent days. Weights of supportive readings are inversely proportional
to the time elapsed between the day they were recorded and the day where missing data are

to be estimated.
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To account for variable data formats, a uniform attribute array for formal analysis [159]
is constructed. Let n be the number of attributes submitted by p users. To ensure the
reliability of collected data, s snapshots are sampled per user. This eventually results in 'p’
number of two dimensional arrays (called data matrices 'D’) corresponding to each user i,
where (i = 1,2, 3..p). Thus, each data matrix D’ contains data values of attributes collected
from p users and every element d; « represents the value of attribute j for snapshot k belonging

touseri, where 1 <i<p, 1<j<nandl1<k<s.

1 1 1 2 2 2 /4 4 4
dl,l d1,2 dl,s dl,l d1,2 dl,s dl,l d1,2 dl,s
ds, db ds Az, d? d> &, &b b
2,1 2,2 2,8 2,1 22 2 2,1 2,2 2,s
D' = D*=| & o ot D? =
1 1 1 2 2 2 4 4 D
dn,l dn,2 dn,s dn,l dn,2 dn,s dn,l dn,2 dn,s

To facilitate data analysis, each matrix D' is reorganized into a column matrix d* with

dimensions (n x s) such that

n,s

d' = (dh diy ... d ) where 1<i<p.

dlz (dl dl dl >Td2: <d2 d2 d2 >T dP = (dp dp dp )T
11 %12 - Bp 1,1 Q1o e Opg ] o 11 Qio - dyg

Finally, a single large matrix is constructed using matrix d* as expressed above that contains

the data values of all the attributes of users as:
D(nXs)Xp - <d1 d2 dp)

The resulting conversion of a multi -way matrix to a single large matrix thus allows easy
extraction of appropriate attributes for disease identification as expressed in the following

section.

5.4.1.2 Attribute Extraction

Real life data often records more attribute variables than are strictly necessary for the clas-

sification task. As already stated, CBIHCS is generic enough to accommodate storage of
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numerous attributes information specific to user in cloud repositories. It thus allows for diag-
nosis and detection of several diseases. However, in this specific use case, only a small number
of attributes are actually utilized to identify users as Diabetic or Non-Diabetic. Considering
all these attributes as relevant attributes, attribute extraction is employed to transform the
attribute space in a low-dimensional subspace. Specifically, Principal Component Analysis
(PCA) from data mining is utilized to identify the most discriminative attribute variables
so that minimum correlation exists between them. The stored data is thus transformed into

new space such that the resultant data becomes easier to be separated into different classes.

PCA is a useful statistical technique for analyzing the data for determining key variables
in a high dimensional data set by reducing the number of dimensions without any loss of
information [I59]. Mathematically, PCA is defined as an orthogonal linear transformation
that transforms the data to a new coordinate system such that the greatest variance by
any projection of the data comes to lie on the first coordinate (called the first principal
component), the second greatest variance on the second coordinate, and so on. PCA is thus
capable of transforming a number of possibly correlated variables into a smaller number of

uncorrelated variables called as principal components.

In this use case, multiple attributes containing user specific health information are gath-
ered using electronic equipment or obtained using manual submission by users using CBI-
HCS. Each recorded attribute value is expressed in different units of measurement as in-
dicated in Table [5.1] For example, the HDL Cholestrol of user is usually a large number
less than 200 and is expressed in mg/dL while the physical activity status is expressed as a
discrete value in the scale 1 to 5. The value '1’ for the physical activity indicates no exercise
at all while the value '5" depicts heavy exercise level of the user. Henceforth, it becomes nec-
essary to transform the data matrix into a uniform format. To do so, at first normalization
is applied that transforms the data values for the attributes present in the data matrix D to
obtain newer matrix D. The new values in D are obtained in a uniform scale ranging from

0.0 to 1.0.

Before applying PCA, the normalized data matrix D is adjusted to D such that its
columns have zero mean. Zero mean ensures Mean Square Error (MSE) of data approx-

imation in finding a principal component basis remains minimum [160]. Each column of
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Table 5.1: Health Attributes of Users collected by CBIHCS.

S.No | Attribute Description

1. Age Age of user in years.

2. Gender Whether the user is a Male or Female
(M/F)(0/1)

3. Weight Weight of user in Kgs

4. BMI Body Mass Index of user (Kg/m?)

5. BPSystolic Systolic Blood Pressure (mmHg)

6. BPDiastolic Diastolic Blood Pressure (mmHg)

7. Total Cholestrol Total Cholestrol level of user (mg/dl)

8. Triglycerides Triglycerides presence level in user (mg/dl)

9. HDL Cholestrol High-Density lipoprotein cholesterol (mg/dl)

10. | LDL Cholestrol Low-Density lipoprotein cholesterol (mg/dl)

11. Hemoglobin Alc Glycated hemoglobin Alc of user (%)

12. Family History Whether a patient has family history of
diabetes(Y/N)(0/1)

13. Smoking Status Whether a person smokes (scale 1 — 5)

14. | Drinking Habits Whether a person takes drink (scale 1 — 5)

15. Physical Inactivity Whether a person performs regular exercise
(scale 1 —5)

16. History of Vascular Disease Whether a person has previous history of being
suffering from vascular disease (Y/N) (0/1)

17. Belonging to high- risk ethnic or racial group | Whether a person belongs to high risk ethnic
group (e.g. African-American, Hispanic, Na-
tive American, Asian-American and Pacific Is-
landers) (Y/N) (0/1)

the resultant matrix D thus corresponds to the distinct users of our web service while the
row values contain the values of the health attributes of users. PCA is now applied on the
adjusted zero mean matrix D. A Covariance matriz, C, is computed from the transformed
data matrix D using equation below that treats each column as the data point in the
region (n X s) as:

1
C = ]:D”.D”T (5.1)

Subsequently, the eigen values Ay, A2, ., A\, and the corresponding Eigen vectors E;, Es,.
Ep are computed from the covariance matrix C. The computed eigen values are sorted
in the decreasing order as A\ > Ao, > A3, > ... > Aymess- The it principal component
corresponding to eigen value \; is computed using equation by projecting each data

point of d; € region (n x s) into a data point y; € region u.

y; = Er'.d  where i=1,2,3.p. (5.2)
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Since most of the variation in the data is concentrated in the first few principal components,
so only first few eigen vectors are required to be calculated . The number of eigen vectors

that satisfy the equation [5.3] are chosen:

M+ A+ A3+ A
A+ A+ A3+ Anxs
where u < n x s and k > TH (a certain predefined threshold value).

k::

x 100% (5.3)

After extraction of attributes using PCA, the next section characterizes the heath data

for classification purposes.

5.4.1.3 User Health Status Classification

The final step is to classify the health status of users based on the extracted data of the
principal components. In this implementation, two well-known classification techniques are
investigated as i) K- Nearest Neighbor (K-NN) and ii) Naive Bayes Classifier. These clas-
sifiers are utilized by CBIHCS to determine the categorical class labels of users. In the
following subsections, a brief description of the techniques utilized in the experiments is

presented.

i) K-Nearest Neighbor: K-Nearest Neighbor (KNN) is the most commonly used instance
based supervised machine learning technique. It utilizes training data to classify un-
known instances [161] [162]. The instances included in the training data set include all

possible cases with similar properties and known class labels.

To classify an unknown instance, the distance (using some distance measure) is calcu-
lated from that instance to every other training instance. The k smallest distances are
identified, and the most represented class in these k classes is considered as the out-
put class label. To break the ties the value of k is usually chosen as an odd number.
The pseudo-code of the K-NN technique is described in Algorithm 1 . K-NN does not
have any training phase and all the training data is utilized during the testing phase.
It is therefore considered as a lazy learning algorithm as it defers computation until

classification is performed.

ii) Nave Bayes Classifier: Nave Bayes classifier [163][164] is considered to be one of the most

powerful probabilistic classification technique that classifies high dimensional input data.
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Algorithm 1. K-NN outline

Learning;:

Construct the set of training instances "T".
Classification:

For each unknown instance y;

{

1. Find yq4, s, -...., Yk, the k most nearest instances
from T nearest to y; using the distance metric where
Ya, Ybs -----s Yk, are the data points in the region u.

2. Set class label=most frequent class label of the k nearest in-
stances.

3. Return class label.

}

The method strongly assumes independence of attributes to each other and henceforth is
named nave. It utilizes Bayesian theorem to calculate the probability that an unknown
instance Y is classified as class "C’ among a set of possible outcomes C' = C4, Cy, C3, Cp.
This probability is known as posterior probability and is expressed using the Bayes rule

as in equation [5.4}
P(Y|C).P(C)
P(Y)

Since nave bayes assumes the conditional probabilities of the independent variables

P(C|Y) = (5.4)

Algorithm 2. NB outline
Learning:
Given the set of training instances 'T’.
{
1. For each target value of class ¢;(c1, ¢2,, 1) ,
Estimate P(C = ¢;) with examples in T.
2. For every data value yjk)(j = 1,2,.,n;k = 1,2,,s) of
the data point Y ,
Estimate P(Y = y;1|C = ¢;) with examples in T;
3. Construct Conditional Probability tables. }
Classification:
For each unknown instance y;
{
1. Traverse probability tables to assign class ¢* to Y; if
P (5] ¢ ) P (3 )] P () >
[P (il ) Pyl c) P (c)
where ¢ # ¢*, ¢ = (¢1, ¢2,,cL)-
2. Return ¢* as the class label.

}

are statistically independent the likelihood P(Y'|C') can be decomposed to a product of
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terms as in equation [5.5

P(Y|C) x ﬁp(mC) = P(Y|C) x P(Y4|C) X ..... x P(Y,]C) (5.5)

i=1
where y1, 4o, ...., ¥, are the data points in the region u corresponding to n features with s
snapshots of each. Therefore, the posterior probability of equation can be rewritten
using equation [5.5] as in equation [5.6}

P(CY) = P(C). ﬁ P(Y;|C) (5.6)

i=1
An unknown instance Y can thus be labeled using equation as belonging to class
C; that achieves the highest posterior probability. The pseudo-code of the Nave Bayes
(NB) classifier is described in Algorithm 2.

This section, thus illustrates the technical aspects of CBIHCS to classify individuals
as Diabetic or Non-Diabetic. The accuracy of the proposed methods is investigated by
deploying CBIHCS in a cloud environment. The next section entails the implementation

details of CBIHCS on Amazon EC2 cloud infrastructure.

5.5 Implementation of CBIHCS

Cloud Based Intelligent Health Care Service (CBIHCS) is a three-tier web application that
makes use of Apache at the web server tier, Tomcat at the application tier with MySQL
as the database server. WEKA [165] toolkit is used for the data mining operations. For
replication and scalability, Mod_Jk Tomcat connector has been used that speeds up the
communication between Tomcat servers and the Apache Web Server. Apart from that, it
also helps to maintain session-affinity so that once a session is created on a particular virtual
machine instance; all subsequent requests that are part of the session are directed to the
same virtual instance.

In this implementation, CBIHCS is wrapped into a set of service components according
to the Web Service Resource Framework (WSRF) [166] standards. This adaption allows the
web service application to be easily deployed on a third party cloud computing environment

such as Amazon EC2. Amazon EC2 is an TaaS cloud provider that offers numerous types
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of machine instances. Amazon EC2 default instance type 'ml.small’ with Amazon Machine
Image (AMI) running CentOS 5.3 with a Linux 2.6.18 Xen kernel has been used. Also, 3
and 75 have been specified as the minimum and the maximum number of Amazon Machine
Image (AMI) instances respectively. Also, us-east-la is selected as the availability zone for
launching instances in the experiments. The snapshots of the functionalities supported by

CBIHCS are presented in Figure [5.4] - [5.8]

5.5.1 Data Acquisition

For the diabetic case study, user health status is classified based on the training data collected
from 65 subjects including 35 males and 30 females. The subjects range in the age of 18 — 85
years and the mean age is 52 years with a standard deviation of7.5. Users personal data
is recorded one time by the web service interface and subsequent health data values are
recorded continuously every hour for a period of 7 days using electronic health devices.
After the seventh day, the recorded values are saved to a file and utilized in the experiments.
Out of the total 65 subjects, 40 subjects are ” Diabetic” and 25 are ”Non-Diabetic”. Data of
23 diabetic subjects is selected for training and remaining 17 subjects are used as test set.
For Non-diabetic use case, data of 14 subjects is utilized for training while the remaining 11
subjects are chosen for testing. The true diagnosis is verified under the supervision of expert
endocrinologist who has special training and experience in treating people with diabetes.
Table details the statistical analysis of the electronically recorded attributes along with

the mean and standard deviations.

Table 5.2: Statistical Analysis of Electronically Recorded Attributes.

S.No | Attribute Mean S.D.
1 Weight 75.68 8.48
2 BMI 29.21 6.69
3 BPSystolic 138.54 15.22
4 BPDiastolic 72.35 4.64
5 Total Cholestrol | 169.52 15.32
6 Triglycerides 104.81 72.13
7 HDL Cholestrol 60.41 10.91
8 LDL Cholestrol 80.10 10.42
9 Hemoglobin Alc | 8.63 1.87
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5.5.2 Preprocessing

After dealing with noisy and missing data values, the attribute data values are first normal-
ized to ensure that all the values lie in the interval [0.0 — 1.0]. Thereafter, PCA algorithm
is used to reduce the dimension of the user health attributes. Specifically, the number of
attributes is reduced from 17 to 7 using PCA. Further, in application of the proposed system,
Euclidean distance is used as the distance metric between the two data points y, € region s

and y, € region s as in equation [5.7}

n

D(yaayb) = Z Yayi — ybz (57)
i=1

5.5.3 Evaluation Criteria

CBIHCS must correctly identify the patients as diabetic (Type-1 or Type-2) or non-diabetic.
To evaluate the performance of classifier, classification accuracy along with sensitivity and
specificity measures as metrics in the experiments [I67].The evaluation criteria is explained

as below:

a Classification Accuracy: The classification accuracy of a classifier is measured as the ratio
of the number of subjects correctly classified to the total number of subjects. It is evaluated
by the equation

CA— %.100 (5.8)

where t. is the number of correctly classified subjects and n is the total number of

subjects cases.

b Sensitivity and Specificity: These two measures are widely used to evaluate the perfor-
mance of a two-class classifier. Sensitivity specifies the proportion of actual diabetic users,
which are correctly classified whereas Specificity is the proportion of non-diabetic users
which are correctly identified. The relation among the terms is depicted in Table [5.3| The
measures are calculated using the equations , as given below:

TP

TP+ FN (5.9)

Sensitivity =
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TN

—_— 1
FP+TN (5.10)

Speci ficity =

where

False Positives (FP):  Users labeled as diabetic but diagnosed as non-
diabetic by the expert.

False Negatives (FN): Users labeled as non-diabetic but diagnosed as dia-
betic by the expert.

True Positives (TP):  Users labeled as diabetic and also diagnosed as dia-
betic by the expert.

True Negatives (TN):  Users labeled as non-diabetic and diagnosed as non-
diabetic by the expert.

Table 5.3: Sensitivity and Specificity.
Actual Class
Classified Class  Diabetic  Non-Diabetic
Diabetic TP FP
Non-Diabetic FN TN
Sensitivity Specificity

5.5.4 Experimental Results for CBIHCS

Experiments are conducted to classify individuals as Diabetic or Non-diabetic. For each
experiment, multiple runs are executed and the results obtained are shown thereafter.

In the experiments, classification of the individuals is performed using K-NN and Nave
Bayes classifier. At first, the experiments are repeated for different values of k. The selection
of the k value is tricky and application dependent. The prototype system is classified by
altering the value of £k = 3,5,7,9,11. At k = 5, maximum correct classification accuracy is
obtained as shown in Table 5.4 Further, the classification accuracy and the sensitivity and
specificity measures of the two classifiers, K-NN and NB testing results are given in Table
B.ol

It is analyzed from the above results that two diabetic patients were classified incorrectly
by the K-NN, whereas three diabetic patients were classified incorrectly by the Nave Bayes.
The classification accuracy of 92.59 % is obtained for K-NN whereas for NB, the classification
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Table 5.4: Error % for Different Values of K in K-NN.

Value of k Correct (%) Error %

1

© J Ot W

85.93
87.23
92.59
90.12
87.89

14.07
12.77
7.41
9.88
12.11

Table 5.5: Classification Accuracy and Sensitivity and Specificity Measures of the Classifiers.

Classifier Diabetic Non-Diabetic Total Accuracy % Sensitivity /Specificity
TP=15 FpP=2 17 88.23
K-NN FN=0 TN=11 11 100.0 1.00/0.84
Total 15 13 28 92.59
NB TP=14 FP=4 17 82.35
FN=1 TN=10 11 90.90 0.93/0.76
Total 15 13 28 85.71

accuracy is 85.71%. Also, the sensitivity and specificity measures of K-NN ensure better

performance of K-NN as compared to NB.

5.6 Conclusion

This chapter thus illustrates in detail how a Cloud based Intelligent Health Care Service

(CBIHCS) performs real time monitoring of user health data collected from various wireless

sensory health care equipment. It discusses the design, implementation and functionalities

of CBIHCS to realize the proposed QoS based Scheduling framework.

The next chapter presents the experimental results obtained for validating the proposed

solution.

111



5.6. Conclusion

Figure 5.4: Home Page of CBIHCS.

CLOUD BASED INTELLIGENT HEALTH CARE

FRYICES

Figure 5.5: Shopping Page of CBIHCS.
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CLOUD BASED INTELLIGENT HEALTH CARE

Figure 5.6: Web Page for Performing Collective Search.
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Figure 5.7: Web page for Registering New User with CBIHCS.
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CLOUD BASED INTELLIGENT HEALTH CARE
il wlln

Figure 5.8: Web Page for Analyzing the Health Data of a Specific User.
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Chapter 6

Verification and Validation of the

Proposed Framework

The previous chapter presented the design and implementation details of (CBIHCS) in a
cloud environment. It depicted the realization of the proposed framework using a cloud based
health care web service.

This chapter is targeted towards verification and validation of the proposed QSF. The
functionalities exposed by CBIHCS have been drained for creation of multiple test plans and
henceforth generation of heterogeneous workloads. Further, load tests have been conducted
to evaluate the performance of proposed models inclusive of MT-PerfMod and MT-ResElas.
The data generated as part of load tests is exploited by the CloudSim toolkit for assessing the
proficiency of the proposed (QoS-based scheduling policy. It thus entails with the framework
verification. For validation purposes, QSF is compared with other existing frameworks such
as distributed scheduling, multi-objective workflow scheduling etc.

At first, this chapter explicates the creation of test bed and generation of heterogeneous
workloads for QSF wverification. Then, the accuracy of proposed forecasting mechanisms
has been assessed followed by the evaluation of performance models. The results obtained
have been compared with other related approaches such as policy based, control theoretic and
neural networks techniques. Further, the implementation of the scheduling policy has been
performed and its effect on resource utilization efficiency, total cost and other perspectives

has been discussed. Finally, the chapter concludes with validation of QQSF.
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6.1. Experimental Scenario

6.1 Experimental Scenario

The verification of proposed framework has been accomplished by the initial creation of test

bed and generation of workloads as described below:

6.1.1 Test Bed Design and Load Tests

As stated in the implementation details of Chapter 5, Amazon EC2 cloud infrastructure is
utilized for hosting the CBIHCS application components and subsequent experimentation.
The three tiers (web server, application server and database) of the application are hosted
inside three individual virtual machines of Amazon Cloud infrastructure as shown in Figure
[6.1] In addition to the resources of the EC2 cloud, three machines located at the Center of
Excellence for Grid Computing, Thapar University, Patiala have been configured for execu-

tion of load tests using JMeter [168]. Machines located inside TU are accountable for hosting

Cantar of Excallence for Grid
Computing, TU.

JMeter Slave Maching

ﬁ"f

JMlatar Master Maching

+ Amazon Cloud Walch T

Jieter Slan: Machine

Figure 6.1: Testbed Design.

the JMeter components. One machine acts as the JMeter Master machine that executes the
JMeter GUI to initiate the test on JMeter slave machines. JMeter slave machines are the
ones that accept commands from JMeter master and send request to the target application
hosted on EC2 infrastructure. Two slave machines have been used instead of one so as to
assure that the slaves dont get saturated with session requests generation.

The set of HT'TP requests have been generated to the CBIHCS application to facilitate
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generation of heterogeneous workloads as explained in the following section.

6.1.2 Generation of Heterogeneous Workloads

For the generation of heterogeneous workload, multiple test plans have been created that
include tasks so as to throng the individual tiers with user requests. The application is

accessed in a manner dictated by the workflow represented in Figure [6.2]

Visit Home .
O~ page [+ lodn ’—‘
‘Workload A _ . _— | Display search
Caollactive Saarch Critaria = Fatch Records Results -\

Workload B . . Display patiant @

= Search Specilic Patient - Analyze - datails
Workload | Wisit Haalth Monitoring | | Sekect Product _ | Display product 4

"| Equipment Shopping page - detalls

Figure 6.2: Test Plans.

Workload A has been created to exploit the database tier. It corresponds to the visit of an
anonymous trusted partner such as government body or some research firm that may require
access to patients data for development of new drug or medicine. Henceforth, excluding the
personal identifiable details such as patient id, name and address all other health attributes
such as age, gender, weight, BMI, cholesterol level (HDL, LDL), BP (systolic, diastolic) etc.
of all the patients are accessed in a pseudonymized manner. This results in a significant load
on the database tier with retrieval of huge number of data records. Another workload B
has been designed to fully squeeze the capabilities of application tier. It refers to the login
session of a registered user of CBIHCS who may wish to get his health data analyzed for
identification of possible disease. After submitting the user id, search process begins followed
by data analysis and subsequent display of results. Analysis process involves extensive data
processing that involves preprocessing, attribute extraction and data classification tasks.
The tasks have been performed using the WEKA toolkit [165].

A third workload C has also been created that stresses the web tier. It refers to the

visit of a random user who may visit CBIHCS for shopping the wireless health monitoring
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equipment. The shopping page contains large number of product images which may be
selected by the user for detailed display of product specifications.

The target application executing on EC2 is stressed by receiving requests in a distributed
fashion. JMeter records the set of generated HTTP requests for subsequent replay of load
test. The intended workload as depicted in Table has been simulated. Task classes have
been created by dividing the total workload as per their resource demands on individual
tiers. Task Classl simulate requests intended for the resources at the web tier while the

Task Class 2 and Task Class 3 correspond to the user request service needs at the database

and the application server tier respectively.

Table 6.1: User Requests Composition.

‘Workload Task Class 1 Task Class 2 Task Class 3
A 20% 50% 30%
B 25% 30% 45%
C 65% 20% 15%

After accomplishing with the test bed construction, load tests and generation of heteroge-
neous workloads, next section investigates the accuracy of Pattern predictor for performing

elastic scaling.

6.2 Verification of QoS based Scheduling Framework

QoS based Scheduling framework is composed of number of sub components that needs to
be evaluated separately for overall verification of the framework. This subsection describes
the evaluation of pattern predictor and the behavior analyzers that makes use of proposed

forecasting mechanisms and the performance models ("MT-PerfMod’,’MT-ResElas’).

6.2.1 Resource Usage Pattern Predictor and Elastic Scaling

For evaluation of pattern predictor, CPU utilization for CBIHCS has been taken into account
for varied user demand. In specific, Amazon CloudWatch has been utilized to collect the CPU

utilization samples. At the beginning of the experiment, a steady load of 80 emulated users is
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submitted and CPU usage is monitored. The user requests were then increased progressively
up to 1200 emulated users and lastly the user request demand is reduced symmetrically to
the original 80 users. For each of the user demand scenario, the CPU usage of the nodes is

gathered.

The information is utilized by the Pattern predictor that executes 'Best Pattern Policy’
to determine the specific pattern of CPU utilization and calculate the future value. The
predicted future value is then compared with a CPU usage threshold value. The maximum
and the minimum limits for CPU usage thresholds are predefined. If the predicted value
of future CPU usage is above the maximum threshold, then it indicates that the virtual
machines are overloaded and a new virtual machine needs to be created. However, if the
predicted value falls below the minimum CPU threshold indicating under-utilization of the

virtual machines, an instance of the virtual machine is destroyed.

Table 6.2: Performance Evaluation of Pattern Policies.

Pattern Approach MAPE
Preliminary Technique 9.94
Steady Moving Average 10.45

Exponential Smoothing 9.75
Preliminary Technique 21.34

Linear Linear Regression 17.21
Moving Average 19.87
Double Exponential | 18.56
Smoothing
.. Preliminary Technique 36.21
Repetitive Triple : Exponential | 25.96
Smoothing

The performance of the various approaches for specific CPU usage patterns is shown in

Table [6.2) and the CPU usage trace against the workload is depicted in Figure [6.3]-

Thus, predicting the future CPU usage, the prototype system is able to maintain the
performance of the proposed CBIHCS application in response to the changing user request
load. The forecasted value of CPU usage allows VMs to be dynamically created and destroyed

in response to the changing user load.
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Figure 6.3: CPU Usage Trace of CBIHCS for Varying Workload.
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Figure 6.4: CPU Usage Trace of CBIHCS for Steady Workload.

6.2.2 Verification of the Proposed Models : "MT-PerfMod’ and
"MT-ResElas’

For Performance model execution and subsequent verification, the number of users have been
varied from 10 to 500 in increments of 50. A think time of 35 milli seconds has also been
introduced for every user request. From the JMeter load tests, Response Time (seconds)
and the utilization level of machines have been measured. In addition, EC2 monitoring tools

specifically Amazon Cloud Watch has been used to calculate the percentage utilization of

resources.
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Figure 6.5: CPU Usage Trace of CBIHCS for Linear Workload.
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Figure 6.6: CPU Usage Trace of CBIHCS for Repetitive Workload.

For execution of the performance models, the service time of various application com-
ponents was required as input. As high quality input data ensures better results, so the
service times have been determined from the server logs of Apache, Tomcat and MySQL.
Performance characteristics obtained as output from 'MT-PerfMod’ were compared with
the results obtained from the load tests to compute relative percentage error. The average
percentage error for these experiments was found to 7% which was fairly acceptable. The
comparative results of response time and utilization corresponding to concurrency level of
users with per-tier configuration < 1,1,1 > has been depicted in Figure . Figure
shows the accuracy of the proposed 'MT-PerfMod’ with the load test values. The re-
sults clearly indicate that the proposed 'MT-PerfMod’ is accurate enough to capture the

user workload and predict response time and utilization percentage with an average relative
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Figure 6.7: Comparative Results of Response Time for Modeled vs. Load Test for User
Requests.

error less than 5%. The experiments have been repeated with the same concurrency level
of users but with different per-tier configuration as < 2,3,1 >. This new set of experiments
also validated the accuracy of the proposed model. However, due to space limitations, the

corresponding graphs have not been included in this work.

For evaluation of the ‘"M T-ResElas’, SLA parameters for Response Time and Utilization
levels have been defined as (Response Time < 5 sec) and (Utilization % > 80%). Figure
shows the arrival rate of client requests with respect to time and the corresponding Response
Time violations for the three predefined workload classes. It has been observed that as the
arrival rate increases, response time violations start occurring as indicated in Figure
and [6.10] The effectiveness of resource elasticity algorithm "MT-ResElas’ as per the resource
demands imposed at individual tiers is illustrated through Figure[6.12)-[6.14] It is apparent
from Figure that the proposed framework precisely allocates virtual machines at each
tier as per the resource demands received for CBIHCS. Since the three workloads possess
identical session request arrival rate, hence the number of virtual machines allocated for
the three workloads is approximately equivalent. Further, the number of virtual machines
designated for each tier corresponding to workload A is shown in Figure [6.12] It clearly
depicts more number of virtual machine allocations at the database tier for workload A
which places significant load on the database tier as it includes tasks to fetch enormous

records of patients from the database. Futher, workload B being composed of processing
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Figure 6.8: Comparative Results of Throughput for Modeled vs. Load Test for User Re-
quests.

intensive tasks impose more resource demands at the application tier as evident from Figure
[6.13] Also, workload C has been created to stress the web tier by including tasks for page
navigation that comprise of large image files displaying the health monitoring equipments.
The effect is visible in Figure with more number of virtual machine allocations at the

web tier.

6.2.3 Validation of Models

For validation purposes, the effectiveness of the proposed approach has been evaluated and
comparisons have been performed with other related approaches mentioned in Chapter 2.
These approaches include Policy based approach (PB), Control theoretic approach (CT) and
Neural Networks (NN) from the machine learning domain.

At first, a dynamic workload has been created as shown in Figure [6.15 The workload
is composed of aggregation of user requests from the three predefined workloads (A,B,C) in
a random manner. The arrival rate of user requests has been altered vigorously to exhibit
fluctuating demand. The variation in user requests arrival rate is visible in Figure [6.15| when
it rises to 300 requests at 1200 sec interval and falls to 150 at time = 1800 sec. A spike in
number of user requests is again seen at time = 2400 sec which falls steadily to 100 requests

at teme = 3000 sec.
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Figure 6.9: Users Request Arrival Rate for the Three Workload Classes.

Figure[6.16]-[6.18| displays the comparative results of the scaling algorithms corresponding
to the dynamic workload. Initially, a resource scaling algorithm has been employed that
scales the underlying resources based on a set of predefined policy rules (PB) [90] [19]. The
policy rules states that a new virtual machine be initiated when the monitored resource
utilization exceeds 80%. Furthermore, each time the monitored value of the computing
resource falls below 25%, a virtual machine is terminated to avoid resource underutilization.
Next, an adaptive integral control policy based scaling algorithm is employed to evaluate the
impact of control theoretic approach (CT) [93] - [06]. In particular, the CT based scaling
algorithm computes the required number of virtual machines at the beginning of control

interval 'k’ for each tier by utilizing the control law as in equation [6.1
Upeq(k) = Ureq(k — 1) + K % (Yrey — y(k — 1)) (6.1)

where uge,(k) is the new value for the required number of virtual machines and uge,(k—1)
is the current level of virtual machine allocation. The integral gain parameter K has been
estimated empirically and is set as K = —0.5. At last, to make an assessment of the time
series and machine learning approaches [97] - [I03], neural networks (NN) from the machine
learning domain has been applied. Number of virtual machines required at each tier of the

multi-tier application has been predicted to obtain the target response time of less than 5
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Figure 6.10: Response Time Violations for the Three Workload Classes.

seconds.

Impact of the proposed models as compared to other related approaches is illustrated in

Figure - This comparison is performed from three perspectives:

o Number of Virtual Machines:Figure [6.16| shows the number of virtual machines al-
located to the multi-tier application corresponding to the dynamic workload. It has
been observed that as the arrival rate of user requests increases, more number of vir-
tual machines is required. The decline in the request rate lowers down the demand of
resources which result in termination of virtual machines. The PB scaling algorithm
instantiates new virtual machines at each tier as the existing machines violate the
QoS goals and become insufficient to fulfill the resource needs. Further, it is observed
in control theoretic (CT) scaling that the assignment of virtual servers continuously
oscillates. It fluctuates the value of resource assignment within short time durations
leading to more unpredictability. Next, NN based scaling exhibits optimum value of
resource assignment only in scenarios when the previous data existed. As seen from the
Figure , NN based scaling is unable to accommodate the workload at time = 1200
and time = 2400 sec when a high spike in user requests is observed. In contrast,
'MT-ResElas’ algorithm is capable of achieving the QoS goals with fewer amount of

resources corresponding to the dynamic workload.
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Figure 6.11: Total Number of Virtual Machines for the Three Workloads.
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Figure 6.12: Per-tier Virtual Machine Assignment Corresponding to Workload A.

e Time to scale: The effect of scaling time of virtual machines associated with the
dynamic workload is displayed in Figure [6.17. During the course of the experiment,
scaling decision is actuated four times at tzme = 1200, 1800, 2400 and 3000 sec. It
has been noted that monitoring interval significantly affects the performance of the
scaling algorithm. Small units of monitoring time incur more overhead in determining
the resource needs. In contrast, longer durations of monitoring time intervals lead to
deferred scaling decisions which may adversely affect the QoS guarantees. For executing

the trial, the monitoring interval length has been set to 90 sec.

As noticeable in Figure[6.17, PB scaling reactively responds to the workload needs and
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Figure 6.14: Per-tier Virtual Machine Assignment Corresponding to Workload C.

henceforth takes more time to scale with scaling action performed in increments of one
unit at a time. CT based scaling approach has been observed to be very expensive in
terms of scaling time. Oscillations occurring in determining the resource needs lead to
short-term unpredictability resulting in successive initiation and termination of virtual
machines and hence more time to scale. NN based scaling has been expensive in initial
execution of the trial. But once the quality of training data is maintained, the results
of the scaling approach are comparable to the proposed approach. In the whole course
of trial, the proposed approach takes least time to scale as it proactively determines

the optimal number of virtual machines using a BST based approach rather than
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Figure 6.15: A Dynamic Workload.
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Figure 6.16: Comparative Results of the Scaling Approaches Considering Total Number of
Virtual Machines.

incrementing the number of virtual servers one at a time during the trial. "MT-ResElas’
thus proceeds with minimum scaling time. An exception is seen at time = 1200 sec
where '"MT-ResElas’ makes a delayed decision in determining the workload needs and

takes more time to scale.

e (ost: Cost of the cloud service provider is measured in terms of number of virtual
machine assignments, and penalties imposed for violation of QoS goals. It is observable
from the experimental results as in Figure [6.18|that the overall costs are minimum with
'MT-ResElas’. However, at time = 1200 sec 'MT-ResElas’ approach takes sufficient
time to scale resulting in more number of QoS violations. This results in the overall
costs to rise as the penalties are now added to the actual execution cost. The proposed
approach deploys least number of virtual machines for the fluctuating load and the

decision to scale is taken in a timely manner resulting in very few SLA penalities.
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Figure 6.18: Comparative Results of the Scaling Approaches Considering Cost.

Henceforth, the overall costs are minimum with "MT-ResElas’ approach.

6.3 Performance Evaluation of QoS based Scheduling

Policy

In this section, the performance of the proposed scheduling policy 'QoS-Sched’ has been

evaluated in a simulated cloud environment. Simulation based approach has been preferred

over real cloud environment so as to obtain similar set of environmental conditions for per-

forming multiple set of experiments. In this work, a broad range of experiments have been

performed using CloudSim [136] toolkit that contains comprehensive set of performance re-

sults.
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scheduler that performs resource scheduling based on static allocations. The effect on Total
Cost, Resource utilizations and number of SLA violations has been observed using the pro-
posed 'QoS-Sched’. The results further show that higher level of application performance is
achievable with ’QoS-Sched’ as compared to an arbitrary scheduler.

In the following sub-sections, the simulation setup and configuration for the workload
data has been described. Subsequently, QoS-based evaluation metrics have been presented
followed by result analysis demonstrating the impact of the proposed scheduling policy on

the QoS parameters.

6.3.1 Simulation Set up and Workload Configuration Data

For the simulation experiments, 100 physical nodes with quad core processor, 8 GB RAM
and 1 TB of storage capacity has been utilized. The performance efficiency of a quad core
processor is comparable to 4000 Million Instructions per Second (MIPS). On the top of these
physical machines, virtual machines of different sizes identical to the Amazon EC2 instances
have been created. Each VM instance size is associated with a cost that specifies the machine
cost for obtaining virtual machine on lease.

The evaluation of the ’QoS-Sched’ is carried out by utilizing the heterogeneous workload
data extracted from CBIHCS, specifically transactional applications corresponding to work-
load A’ and the compute intensive HPC workloads drained from workload 'B’ as explained

in previous sections.

6.3.2 QoS-based Evaluation Metrics

Multiple runs for the simulation experiments have been performed for performance evalua-
tion of the proposed scheduling policy. 'QoS-Sched’” has been compared with an arbitrary
scheduler that performs constant allocation of the application components on the compu-
tational resources. The computational resources are the virtual machines hosted on top
of the physical machines in a cloud data center. With an arbitrary scheduler, application
component once allocated to a virtual machine executes completely until its lifecycle ends.

QoS-based evaluation parameters include resource utilizations, total cost and number of SLA

130



Chapter 6. Verification and Validation of the Proposed Framework

violations along with the computation of number of user requests completed with discounted

price policy and without discounted price policy.

6.3.3 Result Analysis

In this section, the vital results obtained by varying the parameters of simulation experiments
have been presented. The total cost has been evaluated by using VMs of different sizes
considering response time and completion time as the QoS parameters for web applications
and HPC workloads respectively. The deviations of the QoS values are computed by using
the values obtained from the pattern predictor and the performance models ("M T-PerfMod’,
'MT-ResElas’).

Corresponding values of a and 3 are set to 0.5 and 0.5 respectively reflecting equal
contribution of user priority and QoS deviation cost in computation of the discounted price.
The results obtained are outlined in Figure - Following test cases have been
framed:

Case 1: Resource Utilization Efficiency
The foremost important objective of cloud service providers is to maximize the utiliza-
tion percentage of cloud resources. By using the low utilized machine pool, the proposed
"QoS-Sched’ uses fewer number of machines to accomplish the processing requirements of
heterogeneous workloads within their specified time (Completion time/ Response time). In
contrast, an arbitrary scheduler requires more number of machines corresponding to the
same workload. The reason for this is attributed to the fact that an arbitrary scheduler once
finds an increased workload, initiates more number of virtual machines without considering
the resource usage patterns of the already running machines. The machines once initiated
remain in a power on state until the application lifecycle completes. The resource usage
scenario corresponding to the two scheduling policies is depicted in Figure [6.19

Case 2: Effect on Total Cost
To evaluate the impact of total cost, the workload of HPC jobs has been altered with different
job sizes. Three jobs i.e. Jobl, Job2 and Job 3 have been created that comprises of 200, 70
and 120 tasks respectively. The HPC jobs are co-executed with the transactional workload.

The job deadline is varied from (20 to 60) and the priority level of users is altered in the
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Figure 6.19: Resource Utilization Efficiency.

range (1 to 3) with 1 representing the high priority users and 3 corresponding to the least

priority user. The performance results obtained are depicted in Figure [6.20

0000
T0000
60000

50000

& 40000 e
o T ——005-Sched
B

30000

-Arb-Sched
20000
10000

1]
200 600 900 1200 1500 1800 2100 2400 2700

Time

Figure 6.20: Effect on Total Cost.

Case 3: Number of SLA Violations with discounted price policy
Number of SLA violations directly corresponds to the number of QoS-deviations. As the
QoS metrics for the user’s application workload deviates from the expected value, an SLA
violation is said to have occurred. With an arbitrary scheduler, very few SLA violations
occur. The reason for this low number of SLA violations is attributed to the fact that "Arb-
Sched’ instantly creates new virtual machines without considering the cost and the resource
utilization percentage. In contrast, ’QoS-Sched’ although results in more number of SLA
violations but the savings achieved in cost and resource utilizations are quite substantial.
To accommodate the user satisfaction level for SLA violations, our discounted price policy

tries to makes the users experience pleasant by offering application execution at low cost.
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This encourages customers to postpone their requests and the existing customer base is also
retained. The effect on the number of SLA violations using the two scheduling strategies is

depicted in Figure [6.21}
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Figure 6.21: Effect on Number of SLA Violations.

Case 4: Number of SLA Violations without discounted price policy
This case occurs when the user of the cloud system does not agree to the negotiations and
rejects the discounted price policy. In such a scenario, Cloud service provider try to minimize
the number of SLA violations without worrying about the cost. The results obtained are
depicted in Figure It can be observed from the results that the performance of QoS-
Sched’ is comparable to "Arb-Sched’ and in some cases better than the ’Arb-Sched’. QoS-
Sched’ similar to ’Arb-Sched’ instantiates new virtual machines for job execution; in case
violations in SLA is expected to occur. But, however, being based on the principle of utilizing
the already initiated virtual machines it culminates with better resource utilizations at the
service provider end.

Case 5: Percentage of User Requests Completed with and without discounted
price policy
As the users of the cloud system accepts the discounted price policy for bearing the devia-
tions from the specified values of QoS attributes, the percentage completion of user requests
increases substantially and hence more number of users remain attached to the cloud service
provider. Considering the long term benefits, it has been observed that although number of
SLA violations do occur with discounted price policy but a substantial effect is visible on

the number of users attached to the system and the total cost borne by them.

133



6.3. Performance Evaluation of QoS based Scheduling Policy

90
@ /\'\.«N
70 A\\ I\/_(/
60 N
‘ \‘_./\d/ . —|—Qos-Sched

g = Arby-Sched

% User requests Completed
w
=

300 600 900 1200 1500 1800 2100 2400 2700
Time

Figure 6.22: Effect on Percentage of User Requests Completed with Discounted Price Policy.

% SLA Violations
- b
[ tn Ny in

(=]
n

illlrh =

300 600 900 1200 1500 1800 2100 2400 2700
Time

k=

Figure 6.23: Effect on Number of SLA Violations without Discounted Price Policy.

In another case, users of a cloud computing system may be stringent towards realizing
their specified values of QoS criteria. However, in a dynamic cloud environment situations
may arise when the service provider becomes incompetent to comply with the SLA terms. In
such cases, violations of QoS terms leads to more number of unsatisfied users who may opt to
leave the service provider without agreeing to the discounted price policy offered by users. In
the experiments, it is assumed that users with priority level ‘1" are stringent users who do not
agree to the service providers negotiation terms. Thus, the occurrence of service violations
implies users leaving the system and henceforth the completion percentage of users requests

decline. The results obtained from the said experiments are displayed in Figure [6.24]
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6.4 Validation of Proposed QoS based Scheduling Frame-

work

QSF performs scheduling of multifarious applications based on the parameter information
supplied by users. This includes user priority and the application specific QoS attributes. It
uses a novel approach for scheduling HPC workload by creating a pool of unused resources
from the already provisioned machines for executing transactional workload. Furthermore,
negotiation mechanisms and the discounted price policy add to the novelty of scheduler which
has not been considered traditionally. Figures associated with the experimental evaluation
demonstrate the efficiency of QSF in scheduling decisions. The proposed QSF has been
validated by comparing against the features of existing frameworks as depicted in Table 6.2

below:
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6.5 Conclusion

This chapter thus validates the proposed QoS based Scheduling framework with a real time
application named ’Cloud Based Intelligent system for delivering Health Care as a Service’
executing on cloud infrastructure. The proposed framework dynamically maps the appli-
cation specific QoS attributes to infrastructure provider resource specific attributes. The
underlying performance models use a proactive technique to estimate the elasticity level of
machines required at every tier based on the output received analytically from the Multi-tier
performance model "MT-PerfMod’. Considering the VM creation and start up time, the
algorithm can be executed in advance (5 - 15 min) to acquire the desired level of resources
before the violation of QoS constraints occurs. This ensures a stable level of application
performance on service provider’s infrastructure is ensured regardless of the service usage
demand. Further, the performance of QoS based Resource Scheduling Policy 'QoS-Sched’
is evaluated for scheduling multifarious cloud applications coming from users with different
priority and QoS criteria. CloudSim toolkit is used for experimentation and the results are
discussed from various perspectives such as resource utilization efficiency, effect on total cost

and number of SLA violations.
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Chapter 7

Conclusions and Future Scope

Resource management remains a fundamental problem in the cloud computing environment
with service providers striving hard to effectively plan, provision and schedule resources for
application execution. The complexity of the problem further worsens due to the presence
of multifarious application types demanding multitude of resources at disparate instants of
time.

This research work set out to investigate the behavior of cloud applications executing on
cloud resources so as to derive the resource usage patterns and based on the pattern informa-
tion, derive useful mechanisms for forecasting the resource needs so as to perform efficient
and effective scheduling of resources based on the user specified Quality of Service crite-
ria. This thesis efficaciously addresses the resource scheduling problem in cloud computing
based on the user and application-specific QoS criteria. It proposes a QoS based scheduling
framework augmented by forecasting mechanisms and resource scheduling policy for schedul-
ing heterogeneous applications with varied resource needs

In this final chapter, concluding remarks on this research work have been given by de-
scribing the advancement made towards the objectives of the research in terms of development
of a QoS based scheduling framework for scheduling heterogeneous applications on cloud re-
sources. The chapter details the outcome of each chapter and later highlights the contributions
of the QoS based scheduling framework. Furthermore, it discusses the directions for future

research.
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7.1 Conclusion

The aim of this research work has been to design and develop a QoS based Scheduling tech-
nique for cloud computing which has been addressed by the proposed QoS based Scheduling

Framework for Cloud Computing.

It has been demonstrated as part of Literature Review in Chapter 2 that resource schedul-
ing is an indispensable part of the cloud environment for handling applications ranging from
traditional applications such as transactional and web applications to the resource-intensive
applications such as High Performance Computing (HPC) and multimedia streaming appli-
cations. Furthermore, service providers are always confronted with the resource scheduling
issues to support cost-effective execution of heterogeneous applications with distinct resource
requirements and Quality of Service (QoS) constraints. After an extensive survey of the ex-
isting approaches related to resource provisioning and scheduling, the chapter figures out
their limitations and a QoS based scheduling framework has been proposed in Chapter 3.
The key objectives and requirements of the proposed framework have been discussed in detail
followed by a description of the characteristics, architecture, components and the functional

approach of the QoS based scheduling framework.

This framework considers execution of transactional web applications with unpredictable
bursts in workloads along with compute intensive HPC workloads. To cater to the resource
provisioning and scheduling needs of the said applications, the framework analytically models
the application behavior with respect to changing workloads. Arrival pattern of user requests
along with application specific QoS requirements are considered to ascertain the resource
demand for applications. Further, the mechanisms are proposed to derive the performance
characteristics of cloud hosted applications and computing the resource elasticity levels.
Once the resources are provisioned for the web applications, the challenge is to schedule

HPC tasks along with the already executing web workloads.

This scheduling problem is identified as an NP complete problem. The complexity of the
problem further worsens due to the presence of multitude of cloud applications, users, QoS
criteria and resource usage scenario. To address the scheduling needs in a dynamic cloud

environment, a novel resource scheduler has been proposed in Chapter 4. The QoS based
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scheduler effectively maps the application-specific user requirements to resource-specific at-
tributes. Priority of users is taken into account while computing the schedule of applica-
tions. Resource utilization, time and cost are considered as the important QoS parameters for
scheduling purposes. The proposed policy minimizes the costs by optimally utilizing existing
resources and creating a pool of resources from the low utilized machines to accommodate
new user requests. Also, in case of expected service violation, a discounted price policy
has been introduced to encourage customers to postpone their requests. This eventuates to
higher profits with minimum QoS violations while retaining the customer base.

The framework has been implemented through a case study as detailed in Chapter 5. The
potential of cloud computing has been exploited for convergence with other related technolo-
gies such as wireless sensor networks and mobile computing for creation and delivery of newer
type of cloud services. The case study advocates the use of cloud computing in health care
industry and develops a solution Cloud Based Intelligent System for delivering Health Care
as a Service (CBIHCS) for identifying patients with chronic illness such as diabetes. Hence-
forth, it depicts the usage of cloud computing for delivering health care as a service. The
enforcement of the framework with the help of case study facilitated creation of multiple test
plans for generating heterogeneous workloads as per the functionalities supported by CBI-
HCS. The framework has been deployed on Amazon EC2 infrastructure. Chapter 6 provides
the implementation details and shows the experimental results obtained for validating the
framework with load tests. Further, the verification of the proposed QoS based scheduling
policy has been carried out through extensive simulations and has been presented in Chapter
6. The impact of the proposed policy has been evaluated on the basis of total cost, resource
utilization efficiency and number of SLA violations. The results obtained are included in

this chapter. The contributions of this thesis are listed below:

e An exhaustive review of the applications suitable for cloud computing environment

along with an identification of the key Quality of Service (QoS) metrics.

e Exploration of implementation of cloud computing in number of areas including edu-
cation, manufacturing, telecommunications and mobile computing with special focus

on cloud based health care services.
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QoS based resource scheduling framework supports cost-effective execution of hetero-
geneous applications with distinct resource requirements and quality of service con-

straints.

e Analysis of the behavior of cloud applications for derivation of resource usage pat-
terns and subsequent forecasting mechanisms for predicting the resource usage needs

of applications.

e A novel resource scheduling policy that takes into account the priority of users, varied

resource needs and enunciated QoS criteria.

e The design, development and implementation of the framework has been presented in

the thesis and its applicability in the cloud environment has been presented.

7.2 Future Research

The QoS based scheduling framework proposed in this thesis can be enhanced for future

research. Some of the research directions are outlined below:

e The framework can be enhanced to support execution of other application types with
disparate programming models such as Message Passing Interface (MPI) and Map

Reduce Model.

e It would be interesting to explore the applicability of framework in other innovative

application areas such as transportation, manufacturing, energy and utilities.

e The proposed framework addresses the resource provisioning and scheduling issues in
cloud computing. As part of future research, other resource management issues such
as resource monitoring and auditing can be considered as significant challenges in a

business driven cloud computing environment.

e Another possibility would be to explore the scheduling strategy in a federated cloud
environment while considering other QoS attributes such as energy efficiency, fault

tolerance and reliability.
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e Security, privacy and compliance management remains an important issue in a dis-
tributed computing environment. The framework can be augmented to support these

attributes.

e Internet of Things (IoT) is emerging as another upcoming technology. It would be
stimulating to examine the possible integration of cloud computing with the Internet

of Things technology and address the resource provisioning and scheduling issues.
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