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Abstract

Cloud computing has become a buzzword of today. Cloud computing is not a completely
new concept; it has intricate connection to the established Grid Computing paradigm, and
other relevant technologies such as utility computing, cluster computing and distributed
systems in general. The term “cloud” is used as a metaphor for the Internet, based on how
Internet is depicted in computer network diagrams.

Cloud computing promises to cut operational and capital costs and, more importantly, let
IT departments focus on strategic projects instead of keeping the datacenters running.
Cloud computing is much more than the simple Internet. It is a construct that allows user
to access applications that actually reside at a location other than user’s own computer or
other Internet-connected devices, most often of a distant datacenter. There are numerous
benefits of this construct. For instance, some other company hosts user application. This
implies that they handle the cost of servers, they manage the software updates, and
depending on contract, user pays less i.e. for the service only. People can simply log in
and use their applications wherever they are, therefore cloud computing is convenient for
telecommuters and travelling remote workers too. Cloud computing is becoming
increasingly relevant, as it will enable companies involved in spreading this technology
to open the doors to Web3.0.

Cloud Computing has progressed a lot but still challenges like data security, data
location, regulatory compliance, privileged user access etc need to be addressed.
Amongst these, security and trust issues are major issues, since the user’s data has to be
released to the Cloud and thus leaves the protection sphere of the data owner. In this
thesis, security issues for Clouds have been analyzed. A user security policy has been
designed. Further, a Cloud environment has been setup using Hadoop & the user

authentication policy has been verified in this environment.
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Chapter 1
Introduction

This chapter introduces cloud computing. It explains the various related technologies
like distributed computing and Grid computing, and also the benefits of cloud

environment.

1.1 Background
The term “Grid” was coined in the mid-1990s to denote a proposed distributed

computing infrastructure for advanced science and engineering. Considerable
progress has since been made on the construction of such an infrastructure, but the
term “Grid” has also been conflated, at least in popular perception, to embrace
everything from advanced networking to artificial intelligence [5]. The growth of the
Internet, along with the availability of power computers and high-speed networks as
low cost commodity components, is changing the way scientists and an engineer’s do
computing, and is also changing how society in general manages information and
information services. These new technologies have enabled the clustering of a wide
variety of geographically distributed resources, such as supercomputers, storage
systems, data sources, special devices and services [14].

Grid computing and the utilization of the global grid infrastructure has presented
significant challenges at all levels including conceptual and implementation models,
application formulation and development, programming systems infrastructures and
services, and resource management.

One of the most valuable aspects of all Grid Computing systems is that they attract
the business they are intended to address. In an on-demand scenario, these Grid
Computing environments are the result of autonomic provisioning of a multitude of
resources and capabilities, typically demonstrating increased computing resource
Utilization, access to specialized computer systems, cost sharing, and improved

management capabilities [10].

1.2 Cloud Computing
The term ‘Cloud’ first appeared in the early 1990s, referring mainly to large ATM

networks. Cloud computing began in earnest at the beginning of this century, just a

short eight years ago with the advent of Amazon’s web-based services. Less than two
1



years ago, Yahoo and Google announced plans to provide cloud computing services
to some country’s largest universities: Carnegie Mellon, University of Washington,
Stanford, and MIT. The IBM quickly announced plans to offer cloud computing
technologies. More recent entries into the encounter include well- known companies:
Sun, Intel, Oracle, SAS, and Adobe. All of these companies invested mightily in
cloud computing infrastructure to provide vendor-based cloud services to the masses
[13].

Cloud computing has become a buzzword of today. Cloud computing is not a
completely new concept; it has intricate connection to the established Grid
Computing paradigm, and other relevant technologies such as utility computing,
cluster computing, and distributed systems in general[12]. The term “cloud” is used
as a metaphor for the internet, based on how internet is depicted in computer network
diagrams [2]. There has been a computing paradigm shift over the last half century,
as illustrated in Figure 1.1 [11]:

Mainframe

e -,
e o /
(P, fainfrome

—— - Coud computing

Figure 1.1: Computing paradigm shift. (Over six distinct phases, computers have
evolved from dummy terminals to grids and clouds) [11].
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Cloud Computing is a concept of computing in which dynamically scalable and often
virtualized resources are provided as a service over the Internet. Cloud Computing
consists of hardware and software resources made available on the Internet as
managed by third-party services. These services typically provide access to advanced
software applications and high-end networks of server computers [13].

To get Cloud Computing to work, three things are required: thin clients (or clients
with a thick-thin switch), grid computing, and utility computing. Grid computing
links disparate computers to form one large infrastructure, harnessing unused
resources. Utility computing is paying for what users use on shared servers like
consumers pay for a public utility such as electricity, gas, and so on[9].

1.3 Characteristics of Clouds

e Cloud Computing customers do not generally own the physical infrastructure
serving as host to the software platform in question[9]

e Capital expenditure is reduced by renting usage from a third-party provider

e Customers consume resources as a service and pay only for resources that
they use.

e Sharing "perishable and intangible” computing power can improve utilization
rates, as servers are not unnecessarily left idle (which can reduce costs
significantly while increasing the speed of application development).

e Agility improves with users able to rapidly and inexpensively re-provision
technological infrastructure resources.

e Cost is greatly reduced and capital expenditure is converted to operational
expenditure.

e This enables users to access systems using a web browser regardless of their
location or what device they are using (e.g. PC, mobile).

e |t enables sharing of resources and costs across a large pool of users.

e Reliability improves through the use of multiple redundant sites.



e Scalability via dynamic provisioning of resources on a fine-grained, self-
service basis near real-time, without users having to engineer for peak.

e Security typically improves due to centralization of data.

e Sustainability comes about through improved resource utilization, and more
efficient systems

1.4 Organization of Thesis

The chapters in thesis are organized as follows:

Chapter 2 This chapter describes in detail the literature survey, what is Cloud
Computing is, various kinds of Clouds, based on the kind of services they provide,
survey of security issues & benefits in Clouds.

Chapter 3 This Chapter describes the requirement analysis of security policy,
design of security policy, UML diagrams, and comparative analysis of existing tools.
Chapter 4 describes in detail the design of the security policy, design alternatives
approach in cloud.

Chapter 5 This chapter focuses on implementation of proposed design of security

policy on hadoop in Cloud environment and experimental results of this approach.



Chapter 2

Literature Survey

This chapter describes in detail the literature survey, what is Cloud Computing, various

kinds of Clouds, based on the kind of services they provide, survey of security issues &

benefits in Clouds.

2.1 Cloud Computing Services
Cloud Computing provides different services like Software as a service (SaaS),

Platform as a service (PaaS), and Infrastructure as a service (laaS) etc. Each service

has its security issues. The Cloud computing concept generally incorporates

combinations of the following:

Infrastructure as a Service - Traditional computing resources such as servers,
storage, and other forms of low level network and hardware resources offered
in a virtual, on demand fashion over the Internet. laaS in a general sense
provides the ability to call for resources in specific configurations at will and
delivers value similar to what one might find in a traditional data centre. laaS

power lies in its massive on-the-fly flexibility and configurability [9].
Platform as a Service - A runtime-system and application framework that

presents itself as an execution environment and computing platform available
over the Internet with the sole purpose of acting as a host to application
software Generally, PaaS focuses on enabling SaaS applications, so many
well-expected core concepts, such as abstracting away multi-tenancy issues,
are expected of any reasonable PaaS offering. Another key concept for PaaS is
that needs to run semi-arbitrary instructions [9].

Software as a Service - Specialized software functionality delivered over the
Internet to users who intend to use the set of delivered functionality to
augment or replace real world processes. Generally speaking, users within the
SaaS space are aggregated into tenants or bodies of one or more categorically

related users [9].
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Figure 2.1: Cloud Computing Services [11]



Infrastructure as a Service - Traditional computing resources such as servers,
storage, and other forms of low level network and hardware resources offered
in a virtual, on demand fashion over the Internet. 1aaS in a general sense
provides the ability to call for resources in specific configurations at will and
delivers value similar to what one might find in a traditional data centre. 1aaS
power lies in its massive on-the-fly flexibility and configurability [9].

Platform as a Service - A runtime-system and application framework that

presents itself as an execution environment and computing platform available
over the Internet with the sole purpose of acting as a host to application
software Generally, PaaS focuses on enabling SaaS applications, so many
well-expected core concepts, such as abstracting away multi-tenancy issues,
are expected of any reasonable PaaS offering. Another key concept for PaaS is
that needs to run semi-arbitrary instructions [9].

Software as a Service - Specialized software functionality delivered over the
Internet to users who intend to use the set of delivered functionality to
augment or replace real world processes. Generally speaking, users within the
SaaS space are aggregated into tenants or bodies of one or more categorically
related users [9].

Data-as-a-Service- Data-as-a-Service offering as one that facilitates the
consumption and distribution of live data and business functionality over the
Web. The live data feeds are available on a paid subscription basis, though
there is also a free trial period, which companies such as D&B have long been
in the business of providing information directly to customers [10].

Network as a Service -Network as a Service concept seeks to deliver
innovation to customers' businesses by leveraging the power of network-
enabled IT utilization based on an integrated services platform comprising
computers. It is networks and other IT resources, security technologies such as
personal authentication, and an array of programs and interfaces for rapid
business deployment. The services platform will be created through a

combination of Fujitsu's dramatically enhanced FENICS value-added multi-
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carrier network service and a soon-to-be-announced new SaaS (Software as a
Service) platform, which will enable network delivery of advanced
applications and content [10].

Human as a Service - Some services rely on massive-scale aggregation and
extraction of information from crowds of people. Each individual in the crowd
may use whatever technology or tools he or she sees fit to solve the task. This
top-most layer in our stack is called Human as a Service (HuaaS). In some
cases human intelligence is used to contribute arbitrary services, such as
newsworthy video streams, or on demand subtask solutions. Some human
intelligence aggregation services are more controlled and more targeted at

predicting events or promoting popular ideas [11].

2.2 Types of Clouds

Cloud Computing can be classified as suggested by Univa UD in [8] as follows -

Public Cloud: Public Cloud or external Cloud describes Cloud Computing in
the traditional mainstream sense, whereby resources are dynamically
provisioned on a fine-grained, self-service basis over the Internet, via web
applications/web services, from an off-site third-party provider who shares
resources and bills on a fine-grained utility computing basis.

Hybrid Cloud: Hybrid Cloud environment in which external services are
leveraged to extend or supplement the internal Cloud simply put a mixture of
both private and public Cloud [8].

Community Cloud: A Community Cloud is controlled and used by a group of
organizations that have shared interests, such as specific security requirements
or a common mission. The members of the community share access to the
data and applications in the Cloud.

Private Cloud: Private Cloud and Internal Cloud are neologisms that some
vendors have recently used to describe offerings that emulate cloud
computing on private networks. These (typically virtualization automation)

products claim to deliver some benefits of Cloud Computing without the
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pitfalls, capitalizing on data security, corporate governance, and reliability
concerns. They have been criticized on the basis that users still have to buy,
build, and manage them and as such do not benefit from lower up-front
capital costs and less hands-on management, essentially the economic model
that makes Cloud Computing such an intriguing concept [7].

2.3 Cloud Security Issues and Benefits
Many new companies often lack the protection measures to weather off an attack on

their servers due to the shortage of resources poor programming that explores
software vulnerabilities (PHP, JavaScript, etc) open ports to firewalls. For this reason,
new companies are encouraged to pursue cloud computing as the alternative to
supporting their own hardware backbone. However, Cloud Computing does not come
without its pitfalls. A cloud is a single point of failure for multiple resources. Even
though network carriers such as AT&T believe a distributed cloud structure is the
right implementation, it faces major challenges in finding the optimal approach for
low power transmission and high network availability [1]. Some people believe that
major corporations will retire away from implementing cloud solutions in the near
future due to ineffective security policies. One problem comes from the fact that
different cloud providers have different ways to store data, so creating a distributed
cloud implies more challenges to be solved between vendors. Cloud computing has
unique attributes that require risk assessment in areas such as data integrity, recovery,
and privacy, and an evaluation of legal issues in areas such as e-discovery, regulatory
compliance, and auditing [17].

Amazon's EC2 service and Google's Google App Engine are examples of cloud
computing, which defines as a type of computing in which massively scalable IT-
enabled capabilities are delivered as a service to external customers using Internet
technologies .

Customers must demand transparency, avoiding vendors that refuse to provide
detailed information on security programs. Ask questions related to the qualifications
of policy makers, architects, coders and operators; risk-control processes and

technical mechanisms; and the level of testing that's been done to verify that service

9



and control processes are functioning as intended, and that vendors can identify
unanticipated vulnerabilities.

There are seven specific security issues. Customers should rise with vendors before
selecting a cloud vendor [5], while addressing these issues:

2.3.1 Privileged User Access

Sensitive data processed outside the enterprise brings with it an inherent level of risk,
because outsourced services bypass the physical, logical and personnel controls IT
shops exert over in-house programs. Get as much information as user can about the
people who manage user data. Ask providers to supply specific information on the
hiring and oversight of privileged administrators, and the controls over their access.
2.3.2 Regulatory Compliance

Customers are ultimately responsible for the security and integrity of their own data,
even when it is held by a service provider. Traditional service providers are subjected
to external audits and security certifications. Cloud Computing providers who refuse
to undergo this scrutiny are signaling that customers can only use them for the most
trivial functions [5].

2.3.3 Data Location

When user uses the cloud, User probably won't know exactly where data is hosted. In
fact, User might not even know what country it will be stored in. Ask providers if
they will commit to storing and processing data in specific jurisdictions, and whether
they will make a contractual commitment to obey local privacy requirements on
behalf of their customers [5].

2.3.4 Data Security

Security refers to confidentiality, integrity and availability, which pose major issues
for cloud vendors. Confidentiality refers to who stores the encryption keys data from
company A, stored in an encrypted Format at company B must be kept secure from
employees of B; thus, the client company should own the encryption keys. Integrity
refers to the face that no common policies exist for approved data exchanges; the
industry has various protocols used to push different software images or jobs. One

way to maintain data security on the client side is the use of thin clients that run with

10



as few resources as possible and do not store any user data, so passwords cannot be
stolen. The concept seems to be impervious to attacks based on capturing this data.
However, companies have implemented systems with unpublished APIs, claiming
that it improves security [3].

2.3.5 Data Segregation

Data in the Cloud is typically in a shared environment alongside data from other
customers. Encryption is effective but isn't a cure-all. The cloud provider should
provide evidence that encryption schemes were designed and tested by experienced
specialists. Encryption accidents can make data totally unusable, and even normal
encryption can complicate availability [5].

2.3.6 Data Recovery

Even if user doesn't know where the data is, a Cloud provider should tell user what
will happen to data and service in case of a disaster. Any offering that does not
replicate the data and application infrastructure across multiple sites is vulnerable to a
total failure. Ask user provider if it has the ability to do a complete restoration, and
how long it will take [5].

2.3.7 Investigative Support

Investigating inappropriate or illegal activity may be impossible in Cloud Computing.
Cloud Services are especially difficult to investigate, because logging and data for
multiple customers may be co-located and may also be spread across an ever-
changing set of hosts and data centers. If user cannot get a contractual commitment to
support specific forms of investigation, along with evidence that the vendor has
already successfully supported such activities, then user is only safe assumption is

that investigation and discovery requests will be impossible [5].

2.4 Cloud Security Benefits

There are definitely a lot of concerns regarding the inability to trust cloud computing
due to its security issues. All kinds of security measures are cheaper when
implemented on a larger scale. Therefore the same amount of investment in security
buys better protection. This includes all kinds of defensive measures such as filtering;

patch management, hardening of virtual machine instances and hypervisors, etc.
11



Other benefits of scale include: multiple locations, edge networks timeliness of
response, to incidents, threat management mentioned by [2].

e Security is a priority concern for many Cloud customers; many of them will
make buying choices on the basis of the reputation for confidentiality,
integrity and resilience of, and the security services offered by, a provider.
This is a strong driver for Cloud providers to improve security practices [12].

e Large Cloud providers can offer a standardized, open interface to managed
security services providers. This creates a more open and readily available

market for security services.

e The ability of the Cloud provider to dynamically reallocate resources for
filtering, traffic shaping, authentication, encryption, etc to defensive measures

has obvious advantages for resilience.

e Cloud Computing (when using virtualization) can provide dedicated, pay-per-
use forensic images of virtual machines which are accessible without taking
infrastructure off-line, leading to less down-time for forensic analysis. It can
also provide more cost-effective storage for logs allowing more

comprehensive logging without compromising performance.

e Default virtual machine images and software modules used by customers can
be pre-hardened and updated with the latest patches and security settings
according to fine-tuned processes, laaS cloud service APIs also allow
snapshots of virtual infrastructure to be taken regularly and compared with a
baseline. Updates can be rolled out many times more rapidly across a
homogenous platform than in traditional client-based systems that rely on the

patching model [15].
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This chapter presented in detailed what Cloud Computing is along with a detailed,
various kinds of Clouds based on the kind of services they provide, survey of security
issues & benefits in Clouds.

Next Chapter will focus on the requirement analysis of security policy, software
specification requirement, U M L diagrams, and comparative analysis of existing
tools.

13



Chapter 3

Cloud Security: Requirement Analysis

This chapter describes the requirement analysis of security policy, design of security
issues policy, UML diagrams, and comparative analysis of existing tools for Cloud
environment. All the requirements for setting up a secure Cloud have been gathered
from literature survey & presented in SRS described in below:

3.1 Software Requirement Specification

This SRS describes functional & non-functional requirements for secure Cloud.

3.1.1 Introduction
This introduction to Virtual Public Cloud is intended to give a high-level
overview Cloud security issues. This document highlights the capabilities and
requirements that need to be standardized in a cloud environment to ensure
interoperability, security, ease of integration and portability. Cloud
Computing must evolve as an open environment, minimizing vendor lock-in
and increasing customer choice.
e Purpose

The main objective of this document is to illustrate the requirement of virtual
public Cloud. This document gives the detailed description of both the

functional and non-functional requirements proposed by vendor.

e Scope
Cloud Computing technology that provides organizational abilities to access
software and hardware resources from a virtual space. User can use any
manner of small applications/programmers/software can be used to edit
images, video, power points, excel sheets, etc. which might not be available
on local machines. Cloud Computing is unlimited by the availability of
internet. It is very useful for remote areas. People can use all sorts of computer
applications and manage data without being shifted to metros. It can be even
in a small town. This technology facilitates delivery of common business

applications online that are accessed from the Internet.
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e Definition:
A compiled definition of public Cloud or internal Cloud is based on an
environment which is capable of running and implementing characteristics of
cloud computing like virtualization and layered services over the network but
at the same time also applies stricter polices and requirements like security,
latencies, SLAs and also usage of existing data enter resources. An existing
cloud user may have been familiar with Amazon EC2, Amazon S3, Google
APP Engine, Apache Hadoop, Cloud era and other products from companies

providing cloud infrastructure or cloud-based software and service.

e References
[1] http://groups.google.com/group/cloud-computing-use-cases.
[2] Cloud Computing Use Cases Whitepaper. http://www.scribd.com/doc/17929394/
Cloud-Computing-Use-Cases-Whitepaper. Cloud Computing Use Case Discussion
group 2009-08.
[3] Cloud Computing :A practical approach ,Anthony T. Velte ,Toby J. Velte ,Robert
Elsenpeter ,TATA McGRAW-HILL EDITTION-2010

3.1.2 Overall Description

e Product Perspective
The proposed Cloud model which is designed is a security aware cloud model. This
model will provide security and scalability .Cloud ready services will be online that
can be accessed from thin client or web browser, while the software and data are
stored on the servers. These services and servers run in a collaborative environment
through the combination of private and public Cloud. Security concerns the barrier
for large scale adoption of cloud computing.

e Cloud Computing Interface
There is a needed for a standard interface for dynamic infrastructure provisioning for
cloud.

e SLA-aware cloud infrastructure using SLA.

e Service Manger to control the life cycle of Services.
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o Interoperability across cloud infrastructure using open source tool.
o AJAX web front-end directly calling API.

¢ Single technical integration to support multiple service providers.
e Automated business Continuity and Disaster Recovery.

e Manage Cloud resources from a Centralized dashboard.

e Wrapping EC2 in CCI.

e Hardware Requirements for Generic Public Cloud
» For one user Cloud:
Memory: 2.0 GB

Storage: 160 GB
Platform: 32-bits

For Four users Cloud:
Memory: 8.0 GB
Storage: 850 GB
Platform: 64-bits

For eight users Cloud:
Memory: 16 GB
Storage: 1,690 GB

Platform: 64-bits

3.1.3 Functional Requirements
Virtual Machine Description. A means to add non-functional constraints on

functional attributes. Virtual Machine should be described consistently across cloud
providers using a slim set of indispensable attributes, such as:

e Memory: Amount of RAM needed by the Virtual Machine.
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CPU: Number of CPUs needed by the Virtual Machine.

Disk: Disks that will be conform the basic file system and possibly others for
the Virtual Machine.

Virtual Machine Management: All parameters in the request should be
monitor —able and verifiable. Full control of resources allocated required, a
minimum: start, stop, suspend resume.

DEPLOY: Launch the Virtual Machine.

SHUTDOWN: Shutdown the Virtual Machine.

CANCEL: Cancels the virtual Machine in case of failure, or destroys if it is
running.

CHECKPOINT: Creates a snapshot of the virtual machine.

SAVE: Creates a snapshot of the virtual machine and suspends it.

RESTORE: Resumes a virtual Machine from a previous snapshot.

ROLL.: Retrieves information about virtual machine state and consumption
attributes (percentages of memory, CPU, used, bytes transferred, and so on).
Storage Management: Simple mount points, resume storage SaaS offerings.
Geographical Restrictions: Locations where the VM can / cannot be
deployed.

Migration Allowed (yes/no): If migration is supported by the infrastructure,
this flag sets .if it is allowed for the VM.

Error Messages: If a Virtual Machine cloud not be created, or an image cloud
not be uploaded, etc. The platform should return an error message carrying a
detailed description of the reason.

Network Management: API should expose functionality to

Create private Virtual Networks.
Attach public IP to Virtual Machine.

Identity: The cloud service must authenticate the end user.

17



3.1.3 Non -Functional Requirements

Security: Transport and user level security.

Scheduling Information: When a particular resource is to be run. Also in
which order should a collection of resources be run in this case that one
resource is dependent on another.

Quality of Service: Part of services offering from infrastructure provider
e.g. security QoS, isolation levels.

Syntax: A simple JSON syntax for the APl will make the AJAX interfaces
much simpler to implement.

Availability: Availability of service request.

Scalability: The cloud refers to unlimited scalability to user.
Interoperability: Because more than one enterprise is involved,
interoperability between the enterprises is essential.

Location awareness: A way of identifying the location of the Physical
machine hosting the cloud infrastructure is an absolute requirement for
many government regulations.

Completeness: APIs must be containing complete set of calls to
completely specify and control cloud.

Uptake: Standardized laaS API needs strong uptake in by both cloud
providers and cloud ecosystem.

Usability: This should be allowing to user to easily see what actions can

be performed for each resources.

Search ability: The ability to request lists of resources must allow an

optional filter that can specify a category

18



3.2U M L Diagram

Use case diagram shows the functionality provided by a system in terms of user,
administrator their goals represented as use cases, and any dependencies among those
use cases. In this work, focus is on security policy & specifically on user
authentication. Therefore, following UML diagram have been drawn. As part of UML
(as shown in Figure 3.1) are used to capture the requirements for required user
authentication.

Use Case Diagram: Use case diagram has been shown in fig 3.1.

//ﬁ“" d<in0|Ude>>

|
==include ==

B

Account Information

Operatar

Change Password zeincludass

Customer Register

Customer

Browse Catalog

Summit Question

Figure 3.1: Use Case Diagram for Customer Account for Login.
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Sequence Diagram: sequence diagram has been shown in Fig3.2.

Lser

operator (identity Administator
pravider]
yisits
Login page

LIsing openlD identifier

Feguest Authentication

potential user

Lser interaction

F---- 1

user is authenticated

Authentication Response

Figure 3.2: Sequence Diagram for Login
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e Activity Diagram: Activity diagram has been shown in Fig 3.3

yes

1 login successful
Change password

Figure 3.3 Activity Diagram for Login
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3.2 Categorization of Security Issues

[ Software as a service

Communication security

iszues

Application security

izzues

service

[ Infrastructure asa

Ethical security issues

-~

Data security issues

Subversion of
hypervisors

Transparency of

security compliance

Security impact of
accidental

-

WM Mis-configuration

{ Platform as a service

Figure 3.4: Categorization of Security Issues
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Figure 3.5: Categorization of Security Issues

3.3 Comparative Analysis of Open Sources Tools

This comparison has been shown in Table 1.
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Numerous tools are available for Cloud Computing. The 11 popular tools available
till date have been surveyed and compared on the basis of following parameters such

as flexibility, scalability, security, availability, language platform, extensibility etc.



Table 1: Comparison top 11 Open Source Tools for Cloud Computing
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Globus Tes | Tas 28 |y | ves Cloud vas Python(2.3.)D | Vs
Nimbus cloud Amzzon EC; HCPD java
(1.3:)bash
Reservor | Tes | Ve Public | yes | Vs Amaron EC; | Vel Servies ves
cloud, ofisntad
private computme,
cloud, web 2
hybnid platiorm
cloud
Opsn ves | ves Federa | yes | Security IBM yes Xen KVM The cloud
Nebulz tion of mzchmes vitualization | servics lows
clouds forsafe platfom new cloud
1o deplovment mtarface
smgle and
clouds relocation
of virtuzl
machines

This chapter mainly discussed on requirement analysis, UML diagrams, and

comparative analysis of existing tools for setting up Cloud environment.

Next chapter will focus on design of security policy, design alternatives approaches.
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Chapter 4
Design of Security Policy

Security policy can be defined as rules that regulate how an organization manages
and protects its information and computing resources. The policy tells the users, staff,
managers what they can do, what they cannot do, what they must do. The vast
majority of organizations fail to proactively safeguard sensitive business information
that is being stored in the cloud. In this thesis, user recommend a policy development
approach that is consistent with industry best practice standards such as I1SO
177992/27001 format.

4.1 Design of security policy (ISO 17799/27001 Format)

Cloud Security Policies are the combination of objects and access rights. They are
individual items that can be applied to any piece of the system - content types, pages,
discussions, users, administrator, third party, and authorization & authentication
policy for user. Following security policies has been design for public Cloud.

4.1.1 User Access Control Policy: An access control policy established,

documented and periodically reviewed is based on business needs and
external requirements. Access control policy should take account of:
e Security issues for particular data systems, given business needs, anticipated
threats and vulnerabilities.
e Security issues for particular types of data, given business needs, anticipated
threats and vulnerabilities.
o Allrelevant legislative, regulatory and certificatory requirements.
e Relevant contractual obligations or service level agreements.
« Other organizational policies for information access, use and disclosure.
o Consistency among such policies across the organization's systems and

networks.

i) User Password Management Policy: Allocation of passwords should be

control through a formal management process. It includes:
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» Requiring users to sign a statement indicating they will keep their individual
passwords confidential and, if applicable, any group passwords solely within
the group.

» Secure methods for creating and distributing temporary, initial-use passwords.

e Forcing users to change any temporary, initial-use password.

o Development of procedures to verify a user's identity prior to providing a
replacement password (password reset).

e Prohibiting loaning of passwords.

« Prohibiting storage of passwords on computer systems in unprotected form.

e Prohibiting use of default vendor passwords, where applicable.

i) User Access Token Management Policy: Allocation of access tokens, such
as key-cards, should be controlled through a formal management process. It
includes:

e Requiring users to sign a statement indicating they will keep their access
tokens secure.

e Secure methods for creating and distributing tokens.

e Use of two-factor tokens (token plus PIN) where appropriate and technically
feasible.

o Development of procedures to verify a user's identity prior to providing a

replacement token.

iii) Review of User Access Rights Policy: Each user's access rights should be
periodically reviewed using a formal process. It includes:
e Review at regular intervals, and after any status change (promotion, demotion,
transfer, termination).

« More frequent review of privileged (super user) access rights.

iv) Password Use Policy: Users should follow good security practices in the
selection and use of passwords. It includes advising/requiring users to:

o Keep passwords confidential and not share them.
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e Avoid keeping a paper or electronic record of passwords, unless this can be
done securely.

e Change a password when there is any suspicion that it has been compromised,
and report the suspicion.

e Select strong passwords that are resistant to dictionary, brute force or other
standard attacks.

e Change passwords periodically.

e Change a temporary password on first log-on.

e Avoid storing passwords in automated log-on processes.

o Not use the same password for business and non-business purposes.

e Use the same password for multiple systems/services only where a reasonable
level of security can be assured for each.

User Identification and Authentication Policy: All data system users should
have a unique identifier (user-ID) for their personal use only. Suitable
authentication technique knowledge, token should be chosen to authenticate
the user. It includes:

e Shared user-1Ds are employed only in exceptional circumstances, where there
is a clear justification.

e Generic user-IDs are employed only where no individual-user audit
is required and limited access privileges otherwise justify the practice.

« Strength of the identification and authentication method (e.g., use of multiple
authentication factors) are suitable to the sensitivity of the information being
accessed.

e Regular user activities are not performed from privileged accounts.

4.1.2 User Account Policy

User Account Policy is a document which outlines the requirements for
requesting and maintaining an account on computer systems or networks, within

an organization. It is very important for large sites where users typically have
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accounts on many systems. Some sites have users read and sign an Account

Policy as part of the account request process. It includes following polices:

Should state who has the authority to approve account requests.

Should state who is allowed to use the resources (e.g. employees or
students only).

Should state any citizenship/resident requirements.

Should state if users are allowed to share accounts or if users are allowed
to have multiple accounts on a single host.

Should state the user’s rights and responsibilities.

Should state when the account should be disabled and archived.

Should state how long the account can remain inactive before it is
disabled.

Should state password construction and aging rules.

4.1.3 User Authentication Policy

The user authentication Policy requires traceability of users of the organization

computing facilities in most circumstances. This will normally be achieved by them

logging on before they can use the facilities, with security provided by the use of a

password known only to the user concerned. It includes:

e Passwords shall be no less than 6 characters in length, and must be changed at

least every 3 months.

e It is forbidden to reveal a password to anyone else. Procedures for user

support shall be designed such that it is never necessary for anyone to know

someone else’s password after initial assignment.

e For access to highly secure systems , user authentication should use different

ids and passwords to those used by the same individual for access to less

secure systems

e For user who needs access to secure systems, a physical token shall be

required in addition to username and password.
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4.1.4 User Data Access Security policy

Security Firewalls are installed to prevent unauthorized access to the network.
Group policies in place for accessing PCs and workstations for authorized
access.

Access to important files and directories is given only to specific personnel.
All email and web servers are located at an independent internet data center.
GFS Backup policy in place. Monthly backups are stored at an off-site
location and removable backups are kept safe with logs duly maintained.
Daily backup are stored in fire-proof safe.

External security audits are enforced to assess any breach with multi level
security management in control.

By default, all ports (USB, Serial, Parallel) are disabled on PCs. Enabling of
the required ports is done only on specific requests by the client.

Physical security ensures no CDs, Pen-drives; movable media goes in and out

of the facility without written permission from the management.

4.1.5 Cloud Service level Agreement Policy

This Service Level Agreement is a policy governing the use of the Cloud service

under the Cloud Terms of Service between On2 Technologies, Inc. The SLA is

subject to the terms of the Cloud Agreement. Terms not otherwise defined herein will

have the meaning given to them in the Flix Cloud Agreement.

Term and Termination: This Agreement is effective when user accepts the
terms and conditions of the Agreement and will continue in effect until
terminated by user. Either You or On2 may terminate this agreement effective
immediately upon written notice to the other for any reason.

Ownership: All data that user submits to administrator and all output files
that user creates in its use of the Services remain user data. On2 makes no
claim of ownership in user Data.

Redundancy: Data backup and recovery best practices dictate that you should

always keep a second copy of your backup’s offsite. Outsourcing data backup
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does not change that basic rule even though the backups are actually stored

elsewhere; user SLA should include a clear description of how your backup

data is protected from hardware failure or media loss.

Response Time: Response time must be clearly articulated in a service-level

agreement. This should include not only the time it takes to acknowledge a

request for restore but also the time to process initiation.

Disaster Recovery and Cloud Data Backup

User service provider must clearly demonstrate their ability to completely

recover and in a timely fashion should disaster strike their facility. The

service-level agreement must also be associated with user own disaster
recovery requirements. The service levels must meet user recovery time
objectives and recovery point objectives.

Client’s Responsibilities

Client shall be responsible for:

o all of their users' compliance with this Agreement,

e Be solely responsible for the accuracy, quality, integrity and legality of
Client's data and of the means by which Client acquired the data.

e Use commercially reasonable efforts to prevent unauthorized access to or
use of the purchase services, and notify Cyber View promptly of any such
unauthorized access or use.

e Use of Cyber View services only in accordance with the User Guide and

applicable laws and government regulations.

4.2 Selection of Cloud Environment

Various open source software for cloud computing were explored and compared as

mentioned in see Table 1. Following is a brief description of the popular tools

commonly utilized for creating Cloud environment.

4.2.1 Globus Nimbus

Globus Nimbus is an open source toolkit that allows us to turn our cluster into an

Infrastructure-as-a-Service (laaS) cloud.
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Feature highlights include:

Two sets of Web Service interfaces: Amazon EC2 WSDLs and Grid
community WSRF

Implementation based on the Xen hypervisor (KVM coming soon)

Can be configured to use familiar schedulers like PBS or SGE to schedule
virtual machines

Launches self-configuring virtual clusters with one click

Defines an extensible architecture that allows us to customize the software to
the needs of our project

Science Clouds

Science Clouds provide compute cycles in the cloud for scientific communities
using Nimbus.

The Nimbus cloud client allows us to provision customized compute nodes (that
we call "workspaces™) that we have full control over using a leasing model
based on the Amazon's EC2 service.

The Science Clouds have two objectives:

To make it easy for scientific and educational projects to experiment with cloud

To enable us to learn how to make cloud computing a useful tool for the

scientific community.

Available Science clouds

Nimbus @ University of Chicago
Stratus @ University of Florida
Wispy @ Purdue University

Kupa @ Masaryk University
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4.2.2 Eucalyptus
"EUCALYPTUS - Elastic Utility Computing Architecture for Linking Your
Programs To Useful Systems is an open-source software infrastructure for
implementing Cloud Computing' on clusters.
The current interface to EUCALYPTUS is compatible with Amazon's EC2 interface,
but the infrastructure is designed to support multiple client-side interfaces.
EUCALYPTUS is implemented using commonly-available Linux tools and basic
Web-service technologies making it easy to install and maintain."
Some of the key features of Eucalyptus are:
e |t installs automatically as part of a Rocks 5 installation.
e |t is modular and extensible, implemented entirely using open-source web
service tools.
® Itis interface-compatible with Amazon EC2 and uses the EC2 tools directly.
e Version 1.0 implements the EC2 features with the exception of static IPs
address (planned for a later release).
At the moment, Eucalyptus depends on an open source cluster management software
package called Rocks. Rocks are to clusters what Debian, Red Hat, Ubuntu, etc. are
to individual Linux machines.
It's a packaging and deployment tool. So to use it (or at least to use it according to
our documentation) we need to be using Rocks to manage the software on our
clusters.
e Version 1.0 of Eucalyptus, downloadable now, is a feature-limited binary-only
beta at this point.
e FEucalyptus was publicly demonstrated at the Open Source Grid and Cluster

conference on May 14th.

4.2.3 Hadoop

e The Apache Hadoop project develops open-source software for reliable,
scalable, distributed computing.
e Hadoop Distributed File System (HDFS) is the primary storage system used

by Hadoop applications. HDFS creates multiple replicas of data blocks and
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distributes them on compute nodes throughout a cluster to enable reliable,
extremely rapid computations.
® Itis available both for Linux & Windows platform.
e For Cloud setup Hadoop for windows has been selected.
This chapter mainly described design of security issues policy, design alternatives
approaches based on this study, Hadoop has been chosen setting up cloud

environment.

Next chapter will discuss the technology and implementation details for the thesis
work.
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Chapter 5

Experimental Results

This chapter focuses on implementation of proposed design of security policy on
hadoop in Cloud environment and experimental results of this approach.

5.1 Installation of Hadoop on Windows
The aim was to make a simplified version of Hadoop cluster that would run locally on
the developer’s machine. The first step was to install java 1.6 and Eclipse Europa

3.3.2 on the system as these are the pre-requisites for the Hadoop installation.

5.1.1Installation of java 1.6

Java was downloaded from http://java.sun.com/ and installed on the system. The
screenshots for java installation are as follows: We need to login as a user to
download java using sun download manager.

Log In with your Sun Online Account or Create a New Account to
receive member benefits including access to

« Your download transaction history online
+ Alerts and updates for downloaded software
+ Future offers including white papers and training discounts

User Name  simgil36@gmail.com

Passwoid  eesesens|

BN e LT Meed Login Help?

» Create a New Sun Online Account
» SKip this Step

& Internet | Protected Mode: On

Figure 5.1: Log in page for Downloading Java
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Download Java SE Development Kit 6u20 for Windows, Multi-language - Windows Internct Explorer

/INTERSHOP enfinil

USD/ViewFilteredProduc

gleVariationTypeFilter; v 0

x ! -

@™ |Web Search

M ~EMail ~ @My Yahoo! ~ | EJ Answers ~ [ Anti Spy~ [Z Bookmarks + () Messenger~ ([, Movies ~ @ Sports ~ EpNews ~ » | x

U Favorites | <5

/& Download Java SE Development Kit 6u20 for Win...

v B v m v Pagew Sefety~ Toolsv @

» Sun Studio -

There is more inf on the ilable files for d. load on the Si
System C page. Download Resources
Download complete =) fwtSes| b Faqs
Instructions: Select the files » Download History
Manager” (SDW) button belo L
directly on file names to down| |/ Donnsad Complet Sun Download Manager
required.) =~ e » Download Center
Customer Service
.6322777030-integrated jnip from cds.sun.com
Related
Downloaded 125KBin 2 sec | rmErE Ml
Download to: C\Users\ \12763227770304ntegrated jnip
e 44 bytes/Sec W Solaris Developer Center
] Close this dialog box when download completes » JavaFx
J‘ava SE Development Kit » Web Developer Resource
* gk Bu20-windows-i528 Cenier
[L_Open | [(Open Foider | [ ciose » Developer Senvices
s » JavaOne Online
: Download Selected with Su b Sun Student Devel
1| SmattSereen Fiter checked this dowrload and did not repart any TSI ER AR 3
/| threats. Report an unsafe download. FRIE
Notes: » SunSolve

+ For download problems or questions, please see the Download Center FAQ.

+ Ifyou logged in first, you can complete this download any time in the next 30 days. Justvisit your

Download History.
+ For Customer Senice, contact Download Center Customer Service

» Sun Microsystems Press

» Sun Parner Advantage
Pragram for ISVs

Communities:

» OpenJDK
» Mobile & Embedded
» GlassFish
» NelBeans

FEEDBAGK

» iava nat

elopers.sun.com/solaris/

T ——
Download Jova SED.. || £

€ Internet | Protected Mode: On -

Google Talk

oad complete

Figure 5.2 Download of Java in progress

5.1.2 Installing Eclipse Europa 3.3.2

Eclipse was downloaded from www.eclipse.org as shown in Fig 5.3

19% of ..pp-europa-winter-win32_zip from archive.eclipse....l- = | (S| e S—]

=

Dowenload to:
Transfer rate:

Estimated time left:

cpp-europa-winter-win32.zip from archive.eclipse.org

T3 9KBSSec

threats. Beport an unsafe download.

[ Close this dialog box when download completes

10 min 30 sec {(11.0MB of &0 .0MEBE copied)
Cllse . eclipsecppeumpa-winter-~in32.zip

Open Open Folder [ Cancel ]
] Smant Screen Fiker checked this download and did not report army

Figure 5.3: Download in Progress
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We need to uncompress the downloaded eclipse-cpp-europa-winter-win32.zip and
then run the eclipse.exe file.

» -
eclipse

Europa

Loading Workbench

& <C/C++> - Edlipse Platform
File Edit Refactor Navigate Search Project Run Window Help

=k LB B0 Q- S I IE A e & )
[ Project Explorer £3 =g = O [ 5= Outline 32 =8
=] <§> - An outline is not available.

e
4

0
]

£l Problems 52 & Tasks| Bl Console| I Properties|

0 errors, 0 warnings, 0 infos

Description Resource  Path Location

% o = B "®Google Talk T cht.doc [Compatibi.. | W eclipse W eclipse W eclipse > Echipse.. < M W& 1358

Figure 5.5: Eclipse Worksheet
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Eclipse worksheet is opened after running the launcher.

5.1.3 Installing Cygwin:

After installing the prerequisite software, the next step is to install the Cygwin
environment.
Cygwin is a set of UNIX packages ported to Microsoft Windows. It is needed to run
the scripts supplied with Hadoop because they are all written for the UNIX platform.
To install the Cygwin environment following steps used:

1. Download Cygwin installer from http://www.cygwin.com.
2. Run the downloaded file.
e Running the Cygwin installer
1. Click on the "Install Cygwin now" icon at right. Save the link (setup.exe) to your
desktop, and then double-click on the saved icon.
2. A window titled Cygwin Net Release Setup Program appears. Click Next to get
started.

Cygwin Net Release Setup Program

Thiz setup program iz used For the initial installation of the
Cygwin environment as well az all subzequent updatesz. kMake
sure ko remember where pou zaved it.

The pages that follovs will guide vou through the inztallation.
Flease note that Cygwin consizsts of a large number of
packages spanning a wide variety of purpozes. “We only
install a baze zet of packages by default. You can always run
thiz program at angy time in the future to add. remoswe, or
upgrade packages az necessany.

C

Setup. exe werzsion 2637
Copyright 2000-2070

hitbpe A vy, coguesin, com.”

I Mt = ] [ Cancel ]

Figure 5.6: Cygwin Net Release Setup Program
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Choose A Download Source: Accept the default ("Install from Internet™) and click
next.

Choosing the default "Install from Internet"” causes the files you will choose in a later
step to be downloaded first and then validated and installed. The other choices allow

you to perform this procedure in two steps.

Select Root Install Directory: Accept the defaults ("C:/cygwin", All Users, and
UNIX) and click next.

= Cygwin Setup - Choose Installation Directory

Select the directorny where you want to inztall Cygwin, Also choose a few
installation parameters.

R oot Dlirectony

Browsze. .

Inztall For
(& Al Users (RECOMMEMNDED]
Cugwin will be available to all uzers of the system.

o dust Me
Cwgwin will ztill be awailable to all users, but Desktop [conz, Cegwin Menu Entries, and
impartant Installer infarmation are only available to the current user. Only select this if
you lack Adrniniztrator privileges or if you have specific heeds.

Select RBoot Install Directory C

[ < Back ” [ emt = ] [ Cancel

J

Figure 5.7: Choose Installation Directory

Select Local Package Directory: Accept the default or change it to any temporary

directory of your choice, but make a note of it.

Select Your Internet Connection: The default should be correct for most users.

Change it only if you encounter problems.

39




Choose A Download Site: Select a nearby mirror site from which to download the

Cygwin packages. Speeds may vary considerably from site to site.

Choose A Download Site
Zhoose a sike From this lisk, or add wour own sites ko Ehe lisk

Available Download Sikes:

htkp: ffvawews, gtlib, gakech, edu
http: ffkambing. ui.edu

Fepe fimirror.cs. vk edu

http: ffmirrar . cs. wk.edu

&

htkp: ffmirror . mcs. anl, gow

Fep: fimirror. averse ., nek

htkp: ffmirror, averse,. net

feps fifkp.daum. net

http: fiFEp. . daum. net

Ftp: JIFEp. epix. net

Fep: JifEp.esak. net

htkp: fiftp.esat.net ;I

User LIRL: I odd

= Back I Mext = I Cancel I

Figure 5.8 Choose a Download Site

Select Packages: If we wish to do a full installation, click on the rotating selector
next to "All" (at the top of the Category list) so that the indicator to its right changes

from "Default” to "Install". Click Next.

Select Packagex
Seleck packages ta install
i [4=1=T=] L Presw e CLIPE L Exp pha =10 I Cakegory
Caktegory | [ =T | I | Size | Package —
= all £ De=Fault
Accessibility &% Default

Aadrmin ¢ DefFaule
Archive &% Default
Aundio &% Default
EBase ¥ Default
Database & Default
Dewvel &% Default

Cioc &% DieFault ~
4| [ >

I’ Hide obsolete packages

FEHEEEHEEHE

= Back I Mexk = I —ancel

Figure 5.9: Select Packages to Install
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1. If we wish to do a custom installation, click the View button so that the

indicator to its right changes from "Category" to Full.

2. We may resize the dialog box as needed until the package names are visible.

3. To select a package for installation, click on its rotating selector (in the New

column) to cycle through the available choices until a version number appears.

Usually the first alternative offered.

Select Packages

Select packages to instal

C

Cokeep C Prev @ Cunr O Exp  Wiew | Ful

=) | Ein? | Src? | Categaries Size Package ﬂ
&¥Skip N N Games 26k sudoky; Console based sudoku

&¥skip nia o on Met 15k suite3270: 3270 Emulator Suite

&¥3kip nm  nim Libs, Math 2,060k SuiteSparse: SuiteSparse

&¥skip nim  nm o Libs 205k, sunrpc: Sun RPC (ONCIRPC) libraries and utilities,

&¥5kip nin  nla Devel, Interpreters 2,132k SWI-Prolog: Prolog Interpreter

&¥skip nin  nfm Devel 946k, swigs C/C++ wrapper generator

&5kip nim ni Graphics, €11 19k sxpm: %.0rg & Pixmap wtilities iy
&¥3kip n oo Admin 873k syslog-ng: Mext generation system logging dasmon

-@lskip niaon Syskem 59k s'fsxiinit: & Syskem-Y Init Clone _Ij
4 ]

¥ Hide obsolete packages

= Back I Mext = I

Cancel |

Figure 5.10: Select Packages

The Cygwin installer will automatically download any additional packages needed to

satisfy dependencies of those you select. When you have completed your selections,

click next. The downloading process begins once the packages have been selected.

The installer indicates its progress.
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Once all selected package files have been downloaded and checked, they are
unpacked into the Cygwin root install directory.

Progress
This page displawv=s the progre=ss of the dovenload or installation.

In=tallimg
gcc-g+—+-5. 4. 4-939
Jusrflibfgoccfiass-poc-cwguwindS. 4. 4fincludefc++ fbiks skl __sktack.h

Progress: [
Total: [
Disk: ]

= Back I ek = I

| Cancel I

Figure 5.11: Installing Progress of gcc-g++3.4.4-999

Create Icons: Unless these icons already exist from a previous Cygwin installation,

make sure the boxes are checked and click Finish.

Create Icons

Tell setup iF wou wank ik to creake a Few icons For convenient access to the
Cwgein environmenk.

v create icon on Dieskiop

I+ addicon ko Skark Menu

Installation Status
Installation Complete

= Back I Finish I

Zancel I

Fig 5.12: Installation Status
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5.2 Set Environment Variables
The next step is to set up the PATH environment variables, so that eclipse IDE could

access Cygwin commands.

To set environment variables follow these steps.

1. Find "My Computer" icon either on the desktop or in the start menu, right click on
it, and select Properties item from the menu.

2. When you see the properties dialog box, click on the Environment Variables

button as shown below.

3. When Environment Variables dialog shows up, click on the Path variable located
in the System Variables box and click the Edit button.

4. When Edit dialog appears append the following text to the end of variable value
field:

5. L:\cygwin\bin;L:\cygwin\usr\bin

Close all three dialog boxes by pressing OK button of each dialog box.

5.4 Setup SSH Daemon
Both hadoop scripts and eclipse plug-in need password less ssh to operate. This

section describes how to set it up in the Cygwin environment.

5.4.1 Configure SSh Daemon:
1. Open Cygwin command prompt.

2. Execute the following command.
ssh-host-config
1. When asked if privilege separation should be used, answer no.
2. When asked if sshd should be installed as a service, answer yes.
3. When asked about the value of CYGWIN environment variable enter ntsec.

4. Here is the example session of this command, note that the input typed by the

user is shown in pink and output from the system is shown in gray.
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Generating setcssszh_hozst_key

Generating Asetcsssh_host_rsa_key

Generating setcsssh_host_d=za_key

Generating Asetcsssh_config file

Privilege szeparation iz set to yez by defauwlt since OpenSS5H 3_.3.
Howewver, this requires a non—privileged account called *sshd’.

For more info on privilege separation read Susrsshavresdoc-openssh-R

Should privilege separation be wsed? {yessnol
Generating setcsszhd_config file
Added =sh to CSWIHDOWS“sustemdZ2sdrivers“etchservices

Warning: The following functions require administrator privilegest

Do wou want to install szhd as sewrvice?
CSay "no" if it's already installed as service) CYyessno} yes

Which value showld the environment variable CYGWIH have when
starts? It's recommended to set at least “'ntsec'" to he

able to change wser context without password.

Default is "“ntsec'. CYGWIN=ntsec

The szervice has been installed under LocalSystem account.
To start the service, call "net start sshd’ or “cygrunsrv —5

Hozt configuration finished. Have fun?

7 -

Figure 5.13: Configure ssh daemon

5.4.2 Start SSH Daemon
1. Find my computer icon either on your desktop or in the start-up menu, right-click

on it and select Manage from the context menu.

2. Open Services and Applications in the left-hand panel then select the Services
item.

3 Find the CYGWIN sshd item in the main section and right-click on it.

4 Select Start from the context menu.
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Figure 5.14: Start ssh daemon
3. A small window should pop-up indicating the progress of the service start-up.

After that window disappears the status of CYGWIN sshd service should change
to Started.

5.4.3 Setup Authorization keys
Eclipse plug-in and hadoop scripts require ssh authentication to be performed through

authorization keys rather than through passwords. To enable key based authorization
you have to setup authorization keys. The following steps describe how to do it.

1. Open cygwin command prompt.

2. Execute the following command to generate keys.
ssh-keygen

3. When prompted for filenames and pass phrases press ENTER to accept default
values.

4. After command has finished generating they key, enter the following command to
change into your .ssh directory.

cd .ssh

5. Check if the keys where indeed generated by executing the following command.
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Is -l

You should see two file id_rsa.pub and id_rsa with the recent creation dates. These
files contain authorization keys.

6. To register the new authorization keys enter the following command. Note that

double brackets, they are very important.
cat id_rsa.pub >> authorized_keys

7. Now check if the keys where set-up correctly by executing the following command.
ssh localhost

Since it is a new ssh installation you warned that authenticity of the host could not be
established and will be prompted whether you really want to connect, answer yes and
press ENTER. You should see the cygwin prompt again, which means that you have

successfully connected.

8. Now execute the command again.
ssh localhost

This time you should not be prompted for anything.
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Fig 5.15: Setting up Authorization keys

5.5 Download, Copy and Unpack:

The next step is to download and unpack the hadoop distribution.

1. Download hadoop 0.19.2 and place in some folder on your computer such as
L:\Java.

2. Open Cygwin command prompt.
3. Execute the following command.

cd.
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4. Then execute the following command to get your home directory folder shown in
the Windows Explorer window.

explorer .

Figure 5.16: Unpack Hadoop

5.6 Unpack Hadoop Installation

The next step is to unpack the downloaded and copied package

1. Open the new cygwin window.

2. After new cygwin window appears, execute the following command:
3. tar —-xzf hadoop-0.19.1.tar.gz
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This will start the process of unpacking the Hadoop distribution. After several
minutes you should see a new CYGWIN prompt again. As shown on the
screenshot below.

[ [=] ]

Figure 5.17: Unpack Hadoop Installation Commands
3. When you see the new prompt execute the following command:
1ls -1

This command will list the contents of your home directory. You should see a newly
created directory called hadoop-0.19.2.

4. Next execute the following commands.

cd hadoop-0.19.2
1s -1
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5.7Implementation and working of the system

We have developed the database in MS Access, and Graphical User Interface with
Net Beans platform. For providing the output in Java application, we have used
Unicode driver in MS Access and stored data in Java application itself. Here, we
describe the functionalities of the designed system in three parts [27].

i) Login

i) Change password

iii) New user

Username

Password

| Login ‘ ‘ Change Password |

Figure 5.18: User interface of Java Application on hadoop.
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i) Login
e User provides input in the form of username & password.

e For authentication, password should be more than 6 words.

& s

% ssh—kegen
hazsh: szh—kegen: command not found

% ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key < homerjarrars.sshsid_rsad:
Ahome s jarrars.sshsid_rsa already exists.

Ouverwrite (y/n2>7 n

% cd .ssh

Username

Password ITTITT

Login Change Passwori New User

VALID USERNAME AND PASSWORD

OK

Figure 5.19: User Authentication page in Java Application
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Change Password: User can change username and password.

h-kegen
: ssh

5 ss
(hash kegen- command not found

ssh-keygen
[§Generating puhllc/p} ivate rsa key pair.
Username abc Enter file in which to save the key (/home/jarrars/.ssh/id_rsad:
“home /jarrar/.ssh/id_rsa already exists.
Queruwrite Cy/n2? n

i Old Password LTI
;a New Password LTI ¢ cd .ssh
3 Retype Password L L]

! ] Mone 1212 2818-86-21 14 42 authnvlued _keys
g 13 MNone

] Mone i N
None 391 2818-85-38 13 33 knnun hngtg
Conform

% cat id_rsa.pub >» authorized_keys

B> ssh localhost
Last login: Thu Jun 24 12:28:16 2818 from localhost

= l_i L‘] _J .00000000G0000600300G0000L_
.9QQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQ__
920040000400004000090000900099QQG -~
2000400009900099Q0099Q0QqQQF =
20004900Q== ==f

00000000 !
Q0000000 H
Q0000000 i
Username ane qqqqqqqg H
JAlm i The Hippo says: Welcome to
Q0000000 _{jjjjjdd i _
Q0000000 L H >
Password sesesese Q0QQQ00QQ H
Q0000000 i
Q00000000L H
000000000000000G30000000000L___ i
4QQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQ_ i
¢=00000000000000000000000000000 !
Login Change Password New User (3Q0039900099000990009QQqF = H
ection - < »
essage
m_E : Output 2!
wting -
IButon W | jarrar runy x | arrar o #2 = I ) PASSWORD CHANGED
JButton W
.abel BUILD SUCCESSFUL (total tir 0K
.abel @
o

Figure 5.20: Change password page in Java Application

New user: When user click on new user button, system generate a new user form for

user. User Password allowed is as per security policy only as shown in Fig 5.17.
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|2
Username ahr
Password wesnener
Login Change Password

B
First Name ahc
Last Name ahc
Email ID alamjarrar@armal
Country India A
Gender ® Male Female
Username Jarrar rana
Password eenrenen
Confirm Password [l hebtebd

Register

- [2]X]

h_localh
login: Thu Jun 24 12:28:16 2818 from localhost

. 0030007000006000099900G30L _

9999G9GG
9999099041,

0000900G090000000G0000000G9L___

400000060000000000000000000G00000___

€=0006G3G4099006G0G9099006GGqq
<00GRGGHA0G000G30G009000GGF =

cd

tar —xzf hadoop-0.19.2.tar.gz

e+ 1

cd hadoop-8.

e e e e e e N
e x

jarrar
Jarrar

19.2

Jarrar
Jarrar
Jarrar
Jarrar
Jarrar
Jarrar
Jarrar

Ja

Jarrar
Jarrar
Jarrar

e
5682657

None

388997
11358

@ 2010-86-21 12:56 author

@ 2009-86-38 2
? 2018-85-31 1
8 26016-86-21 1

2009-06-38
2009-06-38
20809-06-38

2009-06-38
a

2016-07-87

2009-06-38
a

2009-06-38

2009-06-38

1
2009-06-38

2089-86-30

a
2009-06-30

2009-06-38
2010-07-87
2018-07-87
2010
2010
2009

Figure 5.21: New User Registration Page

hadooy
hadoop-8.
input

CHANGES . txt
LICENSE. txt
NOTICE. txt
READHE. txt

in
huild.xml
ctt

19.
19
19.
19.
hadoop—8.1%.

1 lih
libhdfs

librecordio

2-tools. jar

This chapter focused on implementation of design of security issues policy on

Hadoop in cloud environment.

The next chapter summarizes this thesis work and suggests features that can be

incorporated in future for in enhanced security issues policy in cloud environment.
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Chapter 6
Conclusions and Future Scope

This chapter discusses the conclusions of work presented in this thesis. The chapter
ends with a discussion of the future direction which thesis work will take.

6.1 Conclusions

In this thesis, security issues and challenges involved in cloud computing have been
addressed. In this work requirements analysis, design of security policy for user,
categorization of security issues, comparison of open source tools for implementation
in Cloud in environment have been done & presented in thesis. A Cloud environment
has been setup using Hadoop.

By developing Java applications on Hadoop in Cloud environment, there is no need to
brother about setting up of any servers. The cloud vendor takes care of all the data
storage. The user doesn’t have to bother about data security. The provider takes care
of everything. In this thesis, GUI has been developed for user authentication. Further,
Hadoop generates an authentication key for user to login in Java application.

6.2 Thesis Contributions

a) Open source tools have been compared.

b) Merits of Cloud environment have been discussed.

c) Security policy has been designed for Public Cloud.

d) Cloud environment has been setup.

e) Use of Cloud through user authentication policy has been demonstrated.

6.3 Future Research

a) Cloud is a new technology. It can be explored further by developing more complex
applications.

b) Applications can be developed to explore areas like cloud security issues.

c) Applications can be developed to explore web page in cloud environment.

d) User can even set up their own private Cloud environment by using Hadoop.

e) Entire security policy can be implemented and validated in Cloud environment.
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