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ABSTRACT

This thesis sums up problems associated with trivial Arnold cat map and 2D Cellular
automata scrambling technique. An exploratory study is performed over scrambling
of gray scale image using Arnold cat map and 2D Cellular automata’s both variants
i.e. Moore neighborhood and Vonneumann neighborhood. Firstly, we scramble the
gray scale image using both techniques i.e. Arnold transform and 2D Cellular
automata and then make a comparative study about effectiveness of scrambling by
both the mentioned techniques, we conclude which technique scrambles image with
high scrambling degree measured by scrambling degree parameters GDD and
Correlation Coefficient. Later, we focused on improving scrambling degree by using
combination of both techniques i.e. Arnold and 2D Cellular automata. For combined
technique of scrambling we first scramble image with one of the variant of 2D
Cellular automata and then we scramble through Arnold cat map. Further a
comparison between individual Arnold and 2D Cellular automata with combined
scrambling technique’s performance is obtained. A conclusion is drawn about
scrambling degree of this combined technique whether it improves scrambling degree
parameters i.e. GDD and Correlation Coefficient than previous methods or not. Apart
from improving scrambling degree this combined technique ensures that this
scrambling technique doesn’t possess periodicity property even after using Arnold

transform while scrambling.
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CHAPTER 1
INTRODUCTION

With huge growth in internet, multimedia has become a great carrier of information.
The multimedia can be edited, replicated easily by spreading over internet or by some
other medium [18, 26], which causes problem of not being able to give even any copy
right proof if once it is pirated. So copyright is legally not protected [22]. Trivial
encryption is done over multimedia contents for their secure transmission but with
improvement in speed of computer and with use of parallel processing they can be
easily deciphered by algorithms [29]. Images are one of a kind of multimedia
technology, as far as understandability or expressive world is concerned images play
best role at that. Images are quite intuitive for believing or seeing and they are
informative too. We need to provide secured way of transmitting images like any
other multimedia. Due to lack of guaranteed secure transmission of images by
traditional encryption schemes, transmission of image has become very big problem
so, two encryption methods i.e. digital watermarks and digital scrambling is proposed
as a solution. Digital image scrambling means creating confusion in image elements
to make it non informative for sake of protecting it from theft, manipulation of
content and privacy measures. At present there are many technologies for scrambling
images like Arnold Cat Map, Hilbert curve transform, Josephus traversing and chaos
sequence, 2D cellular automata’s Game of Life [8, 33]. Images means collection of
atomic units called pixel, which represents some color value. Images can be thought
of as a matrix containing pixel values of each pixel of whole image. Primarily the
basic idea behind scrambling of image is to change position of pixels of image
through matrix transformation working according to formula of proposed algorithm.
In this way high quality of confusion is created in image within few evolutions or we
can say rounds [7]. Scrambling is used to create a non intelligible image which
prevents human or computer vision system from recognizing the true content. First
image is scrambled or we can say encrypted in a way to transmit it securely i.e.
distortion is created, and then it is descrambled to get back actual image by using
descrambling algorithm of proposed scheme. Only authorized person is capable of
descrambling the scrambled image as only he/she will be given all possible keys used
while scrambling. One cannot find any difference between original and descrambled

image which we finally get. Scrambling is not only used for encrypted transmission of
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electronic media but also for preprocessing and/or post processing for watermarked
images [24, 27]. Image scrambling has attracted researchers in recent years. Different
scrambling scheme produces different results of same image and which performs
better is difficult issue to analyze.

1.1 Scrambling Techniques

There are dozens of scrambling schemes present today and we have focused on
Arnold transform and 2D cellular automata transform for our research.

1.1.1 2D Arnold Cat Map

This is a classical scheme of scrambling images proposed by Russian mathematician
Vladimir 1. Arnold in the 1960s. It changes position of pixels in image and hence
breaks relationship of adjacent pixels of image and creates chaos all over the image so
the image doesn’t remain what it was originally. A mathematical equation is used for
producing noise all over image that is given by Eq. (1.1) and Eq. (1.2) [14].

Xn + 1 = [Xn + a * Yn]mod(N). (1.1)
Yn+1=[b*Xn+ (a*xb+ 1)Yn]mod(N). (1.2)
Here Xn, Yn is current position of a pixel, Xn+1, Yn+1 is new positions of same
pixel after application of above mathematical formula a particular number of time. N
is dimension of image, as Arnold Cat Map is only applicable on square images, a and
b are controlling parameters they work as keys. Other than a, b number of time we
apply the rule to image is too a key for proposed scrambling scheme. Any algebraic
equation can be written in terms of matrix, so the matrix representation of Arnold Cat
Map is shown in Eq. (1.3) [10, 12, 23].The general form of Arnold Cat Map can be

given by the transformation- F:T? — T? from torus T to itself.

v = (1 %) ($)(mod N) (1.3)

Modified Arnold’s transform can be represented by Eq. (1.4) or Eq. (1.5) [15].

)= (%1 D @modn (1.4)
OR

()= (i 1 J; 1) (%)(mod N) (1.5)

Here, 1€ (1,2,3.....,N-1). X’, Y’ is new position of pixel and X, Y is current position
of pixel, and N is dimension of image. Arnold’s Cat Map shows periodic behavior so,
after particular iteration from scrambled image original image is recovered [15].

1.1.1.1 Demerits of Arnold Cat Map



1. It has periodic behavior i.e. after particular iterations it comes back to original
image. So, anyone can use its periodic feature to extract actual information [13].
2. Arnold’s Cat Map works only on square images. It cannot work upon any
rectangular image which is a major disadvantage [19, 23].
3. It is less secure as controlling parameters are very few so it can be invaded
easily [19, 30].
Hence, it is less secure and not very robust against attacks.
1.1.2 2D Cellular Automata (Game of Life)
The universe of Game of Life is a two dimensional cellular automata devised by J. H.
Conway in 1970 called as Conway’s Game Of Life is actually an infinite orthogonal
grid which is of cells each of which is either dead or alive. A dead cell is denoted by a
‘0’ and a live cell by ‘1°. Game of Life is an example of uniform and synchronous
cellular automata having local state transition functions. The neighborhood consists of
either Von Neumann type or Moore type as mentioned above. Initially we just need to
provide initial state to each cell and further no input is required to see how it evolves.
There are some rules regarding Game of Life and those rules are applied to all
pixels/cells of infinite grid and same rules are applied to all of them and they change
their state simultaneously according to applied rule. The rules are applied for many
evolutions and for each evolution change in state of cells are noticed. Each cell’s next
state depends upon current state of its neighbors.
1.1.2.1 Different Types of Neighborhood of 2D Cellular Automata
In our experiment the image is considered as rectangular grid. Each cell of that grid
represents a pixel of image. Before we scramble the image using cellular automata we
need to know the status of neighbors of a particular cell. The structure of neighbors
includes Von Neumann and Moore neighborhood [2, 28], as discussed below.
A. Von Neumann Neighborhood
This neighborhood is a diamond shaped neighborhood around the cell (xqy,) and
can be defined as Eq. (1.6) [6].
NY (X0,¥0) = {(xy): [x = %ol + |y —yol <1 (1.6)
Here (x, y) are possible neighbors of current cell (xy,y,) and r is the radius which
represents neighborhood’s dimension. If r=1 this implies only immediate vicinity of
current cell is taken as neighbors belonging to it, i.e. top, bottom, left, right cells

around current cell as seen in Figure (1.1).



Figure 1.1: Vonneumann neighborhood

B. Moore Neighborhood

This is square neighborhood around current cell (xg,y,) and its definition can be
seen by Eq. (1.7) [6].

N™ (%0,¥0) = {(x,y): [x —=%o| <1,y —yol <1} (1.7)
(X, y) are possible neighborhood current cell, r is the radius representing dimension
of neighborhood. Moore neighborhood also include cells at top-right, top-left,
bottom-left, bottom-right. In Moore neighborhood diagonal cells to current cell are
also considered, hence it is a bit different than Von Neumann neighborhood that can

be seen by Figure (1.2).

Figure 1.2: Moore neighborhood

We have used both types of neighborhood for our research i.e. Moore neighborhood
and Vonneumann neighborhood for scrambling image. Moore neighborhood
includes more number of neighbors than Vonneumann neighborhood by including
diagonal cell too around current cell. Evolution of cells for radius=1 is shown in
Figure 1.1 and Figure 1.2. A cell at one time alive becomes other time dead and a
dead cell becomes alive. This transition happens with help of rules defined for Game

of Life which is discussed below.



1.1.2.2 Rules of Game of Life [14]

Table 1.2 Rules of Game of Life

Status of cell Status of cell States of neighbors at time
at time (t) at time (t+1) (t)
Birth Dead Alive Exactly 3 neighbors alive
Death by Alive Dead Four or more neighbors alive
overcrowding
Death by Alive Dead One or none neighbor alive
exposure
Survival Alive Alive Two neighbors alive

1.1.2.3 Application Areas of Game of Life [9]

Pattern Generation-Many different types of patterns can be generated by Game
of Life such as still lives (the eaters), oscillators, patterns that translate
themselves across the board. We require patterns for simulation of forest fire
problem, simulation of traffic signal handling, simulation of biological process,
simulation of cancer cells growth, simulation of social movements and many
more it is a very active area of research.

Video Games- For entertainment purpose some games are developed by Game
of Life. Such game is, live cells have one of two colors, and a player wins when
all cells of opponent's color are eliminated. When a dead cell has three live
neighbors, it becomes live in the same color as the majority of its neighbors, as
in the aforementioned immigration.

Music- While composing music Game of Life is used for techniques especially
in MIDI sequencing. Sounds are created by using patterns generated by Game of
Life.

Images- Rules of Game of Life are used for watermarking in images or for
scrambling an image for encryption purpose.

Modeling Fluid Flow-One of the most important application of Game of Life in
today’s science is modeling fluid flow. Simulating fluid flow is very difficult
because of its basic equation the Naiver-stocks differential equation. Game of

Life’s model for fluid flow is a lattice gas model.



e Self Organized Critical Phenomenon- Large scale events that occur

rarely like earthquake, avalanche or a stock market crash. In these cases

Game of Life deals with trying to understand the latter variety of these

incidences which are triggered by some strong forces.
1.1.2.4 Merits of Game of Life
Game of life works excellent for complex sophisticated systems. Areas where
complex equations are used and are hard to simulate Game of Life can handle those
areas nicely and produces desired result [18, 31]. For complex and very sensitive
systems Game of Life works better than Arnold Cat Map. It drastically simplified Von
Neumann's ideas, unlike Von Neumann, who created an extraordinarily complex
system of states and rules, Conway wanted to achieve a similar “life like” result with
the simplest set of rules [2]. Unlike Arnold Cat Map it can work upon rectangular
images too for scrambling technique. In Game of Life each cell will have a bigger
neighborhood, and that will open up the door to a range of possible applications.
Arnold Cat Map is less secure as by repeating the scrambling algorithm a particular
number of time the original information can be retrieved but in Game of Life without
knowing secret key and descrambling technique no one will be able to recover
original message. For these merits of Game of Life we are comparing scrambling
technique of 2D cellular automata with classical scrambling technique i.e. Arnold Cat
Map, whether it performs better or a way closer to it for good results.
Objective of Thesis: The objective of this research is to find out how good cellular
automata performs for scrambling images against classical method of Arnold Cat
Map scrambling technique. To analyze performances of both scheme scrambling
degree measurement parameters like gray difference and gray degree (GDD) and
correlation coefficient is used. A new technique is introduced to improve effects of
scrambling where, image is scrambled with a combined application of both the
scrambling scheme i.e. Arnold and 2D cellular automata which improves scrambling
performance. In our research we try to find out a better way of scrambling by
combination of Arnold and 2D cellular automata. A comparison is made among all
techniques to conclude how good this new technique performs against trivial methods.
Thesis Plan: This thesis contains six chapters. Chapter-2 is Literature Review,
chapter-3 is Problem Statement, chapter-4 is Proposed Solution, chapter-5 is

Experimental Results and chapter 6 is Conclusion.



CHAPTER 2
LITERATURE REVIEW

Many discussions have been carried out previously on image encryption. There was a
security issue with traditional encryption schemes so another way of encryption taken
place that is called scrambling. This chapter provides an immediate look on
significant research work on image scrambling using different approaches their
methodology experimental effect and conclusions. Among several approaches,
scrambling work based on Arnold Cat Map and 2D cellular automata’s Game of Life
has given special privilege.

Guodong Ye et al. [8] performed double scrambling scheme which scrambles
positions and gray scrambling of pixel with help of two keys. Matrix element
corresponding to image is converted to its ASCII code, then it is being converted to
binary matrix. These binary numbers scrambles themselves. Reverse scrambling like
Josephus or chaos sequence is used on previously got matrix, and another binary
matrix is obtained. Then after, all binary numbers of matrix is converted to decimal
numbers and final matrix is got. They have applied same procedure again on image
and encrypted message is obtained. GDD (Gray difference and Gray degree) is used
to evaluate scrambling degree of proposed technique which concludes that this
scheme gives better security, its restoration is simple because of reversible property of
this algorithm, it is suitable to any size gray scale image and it can be extended to
multi color image.

Ruisong Ye et al. [24] proposed a watermarking scheme based on cellular automata
where, a cellular automata lattice is divided into 2™ parts and then approximated box
dimension of evolving configurations of cellular automata is computed by formula
defined for it for some iterations then approximation box and chaotic map is obtained
is obtained at those iterations. This way the given image is scrambled, after this image
is watermarked. This scrambled image is used for pre and post treatment for
watermarking. GDD (gray difference and gray degree) is used to evaluate scrambling
degree of proposed scheme.

Reema Rhine et al. [22] proposed an image scrambling technique for image hiding
where, Rubik’s cubic algorithm is applied for scrambling the image and then data
hiding is performed. Rubik’s cube possesses 6 faces and it can be divided into 54

elements i.e. 6 faces each of 3x3 for scrambling process, then it explores property of
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Arnold Cat Map and a comparative analysis is made between both of them. Hidden
information is first scrambled by applying Rubik’s cubic algorithm an encipher
system is applied to encrypt hidden data and stego image is obtained. Here, Rubik’s
cubic is combined with encipher system for data hiding. A comparison between
Arnold Cat Map and this scheme concludes that Rubik’s cubic algorithm possess
benefits of reversibility, it can work on any shape of image , works on pixels or
blocks of pixels, good visual quality, better security.

Prashan Premaratne [21] proposed key based scrambling on image where, a key of
length 10 to 100 is obtained which leads to very secure scrambling effect which has
probability of less than 5x1073%° to be descrambled by an invader. User defined
pseudorandom integer is generated of key length, This integer is used for row and
column wise shuffling of image pixel. For bigger image bigger sequence is required
so, periodically user defined sequence is inserted and each sequence is incremented
by one to get longer sequence. Once all rows are switched using key sequence,
columns are switched using same sequence. After this circular shifting of rows and
columns is done using key sequence. This algorithm doesn’t affect pixel value of
image. This is highly secured position scrambling technique with simple effort.
Saurabh Chandra et al. [25] presented data hiding technique by pixel scrambling
using cellular automata. For this purpose R-prime shuffling is used to encrypt the
image. Two different R-prime numbers for rows and columns are considered. 2D/3D
M-sequence transform is used to scramble 2D/3D image. Rows and columns
coefficient matrices are calculated by choosing security keys shift parameter r and
distance parameter p. Scrambling done on 2D/3D image by one time. Inverse M-
sequence transform is used for descrambling. Compression ratio, peak signal to noise
ratio (PSNR) is used to evaluate effectiveness of compression technique.

Md. Moniruzzaman et al. [14] presented a watermarking scheme based on Game of
Life of cellular automata. Watermarking is done on a gray scale image with help of
Arnold Cat Map, Logistic Map and Game of Life automata. Scrambling on original
image is done by Arnold Cat Map, initial random configuration for Game of Life is
developed with help of logistic map, and Game of Life is finally used to scramble
watermarked image. Scrambled watermarked image is embedded into LSB (least
significant bit) plane of original image. After performing inverse Arnold Cat Map,

final cat map, logistic map, Game of Life respectively. Using multiple keys ensures



high security and this scheme provides low mean square error and high peak signal to
noise which is need for effective watermarking technique.

Omar Adwan et al. [18] presented a watermarking scheme by 2D cellular automata
on gray scale image. This scheme is implemented in spatial domain. Gray value of
two least significant bit (LSB) of pixel is added with gray value of two least
significant bit (LSB) of pixel of host image. Proposed scheme is secured enough to
resist attacks because of use of different keys.

Aimam M. Ayyal Awwad et al. [2] proposed a color watermarking scheme based on
Conway Game of 2D cellular automata. A gray watermarked image is embedded into
blue component of color host image with help of 2D cellular automata on periodic and
closed boundary, where two least significant bit (LSB) of pixel of gray watermark
image 1s added to  blue  value of two least significant
(LSB) of pixels of blue band of host image. Similarity between host and watermarked
image is measured by peak signal to noise ratio (PSNR), mean square error (MSE),
normalized correlation. Results on these parameters ensure about low visible
distortion in host image and robustness against various image processing techniques.
Fasal Qadir et al. [6] proposed a digital image scrambling based on 2D cellular
automata on gray scale image for periodic and without boundary then gray difference
degree (GDD) is used for both scheme and compared. Proposed algorithm provides
better scrambling effect than conventional ones and works for any size image.

Abdel Latif et al. [1] proposed an algorithm on various gray scale images and are
scrambled with help of 2D cellular automata, then on basis of gray difference degree
(GDD) they are compared which concludes that highest GDD corresponds to Moore
neighborhood and periodic boundary, while lowest GDD corresponds to Von
Neumann and closed boundary. A comparison is made with Ye and Li proposed
algorithm to scramble the image and ensures high security and better scrambling
effect.

Minati Mishra et al. [15] presented image steganography with modified Arnold Cat
Map, where spatial domain least significant bit substitution on 1 bit, 2 bit, 3 bit, 4 bit
plane for information embedding is applied. Arnold Cat Map in two different phases
is applied twice to ensure security. This is done over 20 different gray scale images. A
comparison between least significant bit (LSB) substitution and simple Arnold
transform is applied. The research proves that distortion of original image is

minimized against the unscrambled three bit substitution method. This method is not
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robust against noise because of being spatial domain method but having high security
and imperceptibility.

Pawan N. Khade et al. [20] presented paper on 3D Arnold Cat Map and its
scrambling effect on colored image, which was proposed by two different authors. R,
G, B component’s scrambling effect is presented. A histogram comparison between
2D and 3D Arnold Cat Map is presented, then after inverse Arnold transform is
presented. This paper concludes that 3D Arnold Cat Map is more secure than 2D and
possess uniform scrambling effects.

Min Li et al. [16] presented a new encryption algorithm which improves security of
image during transmission. A multi region scrambling technique is presented which
splits non square image to multiple square regions and scrambles each region. This
new way improves security and can work upon any size image.

Gabreil Peterson [7] discusses and explores properties of Arnold Cat Map. Arnold
Cat Map transformation is understood in terms of shear in X and Y planes. Image of
earth is successfully scrambled and output at different iterations is shown. A relation
between period of an image and its number of rows and columns are established.
Jianghong Bao et al. [10] presented work on period of discrete Arnold cat map and
formulae for calculation of minimal period when modulo is prime and when modulo
is composite is developed. A relation between period of discrete Cat Map and its
modulo for different parameters are developed.

Pan Tian-Gong et al. [19] presented paper with an algorithm of image encryption
based on 3D Arnold Cat Map and chaotic map. Image scrambled by 3D Arnold Cat
Map and initial value of logistic produces a sequence using math transformation to get
keys. Histograms are developed before and after scrambling of image, which
concludes that this scheme develops strong keys and faster effects.

Mao Yu Huang et al. [13] has presented a paper that provides an algorithm for image
encryption based on Arnold Cat Map and logistic map to improve security. Arnold
Cat Map along with chaotic map is being applied on image. Logistic map shuffles
image then it is being passed to Arnold Cat Map. This improves security largely.
Concludes that this approach has higher security than applying only Arnold Cat Map.
Xiaoqiang Zhang et al. [30] presented paper on two dimensional Arnold transform.
A program of collecting sample data is designed by regression analysis of relationship

between the order of image and its corresponding period of Arnold transform. This is
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done by fitting a regression equation that can be seen as accurate estimation of Arnold
transformation period. This estimation is much better than previously proposed ones.
Lingling Wu et al. [12] presented a paper that emphasizes a new anti Arnold
transformation algorithm against using periodicity to get anti Arnold transformation
algorithm which wastes a lot of time. Contra matrix is used in this approach to get anti
Arnold transform. This can work on MxN image too. In this approach there is no need
to compute period of image.

Ruisong Ye [23] presented image scrambling along with watermarking scheme based
on orbits of Arnold transformation. In this paper each pixel position is disordered by
orbit of Arnold transform. With help of chaotic map, initial position of orbit of
transform is got. Chaotic map shuffles pixel position of image and scrambled image is
used to disorder host image in watermarking to ensure high security. Experiments
show that this approach possesses good scrambling effect. Gray difference and Gray
degree (GDD) is calculated that evaluates scrambling degree of concerned image.
Compared to traditional one good scrambling degree is achieved and watermarking
image is robust against attacks as well

Zhenwei Shang et al. [33] team presented an improved Arnold transformation by
adding two parameters a, b with help of logistic map to generate parameter sequences.
First digital image is made blocked then Arnold transformation is applied with
different parameters on each image block. This way it achieves good scrambling
effect and has large key space. Correlation analyses of adjacent pixels are
implemented to analyze scrambling effect.

Congli Wang et al. [3] presented an evaluation method of image scrambling degree
based on adjacent pixels where, formula for gray difference and block uniformity
analysis is proposed on a 256x256 gray scale image. Arnold transform is applied and
a correlation plot of two adjacent pixels in horizontal direction is provided to analyze
distribution of pixels before and after scrambling. Afterwards gray difference and
mean square deviation of block uniformity is obtained and scrambling degree graph
for 2D Arnold transform, 3D Arnold transform and BLP is plotted and concluded that
3D Arnold produces better scrambling effects than 2D Arnold transform. One biggest
advantage of these new methods is that it can be carried out by only using a small part
of cipher image’s data without any knowledge about plain image.

Xiongjun Li [32] presented a paper on measurement of image scrambling degree

based on gray level difference and information entropy where, a new normalized
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measure on image scrambling degree based on gray level difference and general
entropy is provided. Image is scrambled by Arnold transform and sub affine transform
and a compound scrambling method based on chaotic maps shows that new measure
has better consistency. A more effective image scrambling degree measure based on
these two parameters are shown on different gray scale images, and scrambling
degree curve for Arnold transform, Sub affine transform is provided, and concludes
that it represents more effective normalized measure of image scrambling degree,
based on gray level difference and general entropy which combines three aspects of
an image i.e. the discreteness, uniformity in discreteness, scrambling randomness in
statistical distribution of image.

Tan Yongjie et al. [27] presented a paper on evaluating scrambling degree based on
gray relation where, a new evaluation method of image scrambling is proposed. The
definition and features of ideal image scrambling are discussed and then scrambling
image is divided into sub images to make some histogram sequences. Finally, gray
relevancy of every two sequences are calculated using gray relation analysis. Magic,
Arnold, Hilbert, BitXor transforms are used for scrambling and scrambling factor, by
the proposed method and SNR methods are presented and compared. Further, a
conclusion is made about this proposed scheme that compared to method based on
SNR the method proposed is not only efficient, flexible, running without involving
original image but also produces better scrambling effects.

While understanding biological evolution and self reproduction, Von Neumann
decided to create model for a self-reproducing machine. It is a theoretical machine
consisting of cells (homogeneous). Each cell has a state among number of possible
states. Each cell’s state at next time step is a function of states of its neighbors at
current. Cellular automata’s cells evolve in discrete time steps according to applied
rule [5,17]. Each cell consists of a D-FLIP FLOP (storage element) and combinational
logic (CL) which implements next state function. Most fundamental is one
dimensional cellular automata in which only horizontal neighbors are concerned but
in 2-D cellular automata horizontal as well as vertical neighbors are concerned, 3-D
cellular automata takes 3D Cartesian plane. Till now human couldn’t go more than

three dimensional planes [11]. Figure 2.1 shows a cell of cellular automata [4].
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Figure 2.1: A cell of cellular automata

Cellular automata is an infinite array of dimension d, which consists of identical cells
identical cells pointed out by Z¢. Each cell belongs to a Finite State Machine (F.S.M)
P=(S,)9).
Where :- S is a set representing finite states.

0 1s a mapping which represents-

o: S*Sh “h” 1s number of neighbors of each cell.

Cellular automata is a regular lattice of infinite dimension consisting of finite state
machine which changes their states synchronously (with time), as per a local rule that
corresponds to new state of every cell being updated based on previous states of their
neighbors and also itself sometimes. On 1D array which consists of C consecutive
cells, each cell i (i =1, 2,. . . ,C) can take a particular number of states that is finite
i.e. C. At every time step ¢, upcoming state of a cell is being calculated based on its
present state as well as local neighbor’s present state. In general, state ¢i is a function
at time ¢ + 1 based on its 2*k + 1 neighbors here it means & cells are on the left of cell
into consideration and k cells are on right of it. Here k represents radius of cell’s
neighborhood. The total number of possible permutations for m finite states having a
radius of k is p = m*(2*k+1), so to calculate state of cells at next time step with
number of all possible rules is m*p, which is generally quite big value. Basically,
cell’s next state at next time step is a function of state of its neighbors, the function
can be either linear or of nonlinear type. Subclass of possible rules exists if we talk
about cellular automata, as per those rules new state of cells are dependent on sum of
the states in their neighborhood only. In this sort of updating rules, for considering m
states the number of probable permutation for 2*k + 1 neighbors is m*(2*k + 1),
hence, number of total possible rules that can be configured will be m*m*(2*k+1).

For example if we input m=35 and k = 2, then here number of possible rules will come
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out to be 515 = 3.05 x 1010, which is very less as compared to 5125. This way it
represents subclass of totalistic rule or sub-rule which is especially important in
famous cellular automaton like Conway’s Game of Life, and in the cellular automaton
based on partial differential equations (P.D.E). This Game-of-Life is most widely
known amongst them which was introduced by John Conway. It is a two-dimensional
cellular automata where, each cell is thought of as a square with two possible states,
“alive” or “dead”, if alive then represented by white square box otherwise for dead
black square box. According to local update rule it is being asked from each cell their
present state and state of their eight neighbor cells. For a live cell it stays alive
(survives) if and only if it has two or three alive neighbors, otherwise it is dead
because of loneliness or overcrowding. A dead cell becomes alive if and only if it has
exactly three live neighbors. This rule is applied simultaneously to each cell. As the
process is repeated over and over again, a dynamical system is obtained that persists
amazingly complex behavior. There are different sort of cellular automat to ease the
designing and modeling of complex systems.

If cellular automata rules involve using XOR logic only then it is called linear rules. A
cellular automata having all cells linear is called linear cellular automata. In linear
cellular automata, next state rule applied to each cell uses operation of Galois field
GF. A linear cellular automata is also called as GF (q) cellular automata where q is a
prime number. If cellular automata rule evolves using only XNOR logic then it is
called Complement rules. A cellular automaton having all cells Complement rules is
called Complement cellular automata. A cellular automata with combination of XOR
and XNOR logics in its rules is called Additive cellular automata. They produce
algebraic tools that characterize Additive cellular automata and helps in developing
applications in VLSI testing field. Additive cellular automata are based on easily
testable FSM, bit-error correcting code, byte error correcting code, and
characterization of 2D cellular automata. Additive cellular automata are also used in
universal pattern generation, data encryption, and synthesis of easily testable
combinational logic. Additive cellular automata based tools are used for fault
diagnosis, and a large variety of applications to solve real-life problems. A cellular
automata is said to be Programmable cellular automata if it employs control signals.
With specification of values of control signal time, programmable cellular automata
can explore various functions dynamically. A cellular automata is reversible cellular

automata in the way that the cellular automata will return to its initial state always.
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Interesting thing about being reversible that means that not only forward but reverse
iteration is also possible. Using Reversible rule it is always possible to return to an
initial state of cellular automata at any point. One Rule is used for iteration and
another rule, reversible to the first one, is used for backward iteration. This type of
cellular automata is used in cryptography. In non linear cellular automata we use
cellular automata with all possible logic. Apart from this a non linear cellular
automata is a powerful pattern recognizer. It is special type of cellular automata,
referred as GMACA (Generalized Multiple Attractor Cellular Automata), is
implemented for the design. The desired cellular automata model, evolved through an
efficient implementation of genetic algorithm, is found to be at the edge of chaos.
Cellular automata are mathematical idealizations of complex systems in discrete space
and time A Fuzzy cellular automata means cellular automata using fuzzy logics.
Application area of fuzzy cellular automata is pattern recognition. It is a special class
of cellular automata referred to as Fuzzy cellular automata (FCA) is employed to
design the pattern classifier. In simple, cellular automata can handle only the Binary
Patterns. In Fuzzy cellular automata, each cell assumes a state and a Rational Value in
[0, 1]. If we develop Hybrid System using cellular automata then it is the combination
of cellular automata, neural network and fuzzy set or the combination of cellular
automata, Fuzzy set and Rough set. A Uniform cellular automata is one that if all cells
follow same rule, then the cellular automata is called a Uniform cellular automata.

A Hybrid cellular automata is one that if all cells follow different rules, then the
cellular automata is said to be a Hybrid cellular automata The hybrid cellular
automata is been especially applied in a linear/additive cellular automata in which the
rule set can be analyzed through matrix algebra [4, 17].

A cellular automata is called a null boundary cellular automata if both the left and
right neighbors of the leftmost and rightmost terminal cells are connected to logic 0.
One-dimensional (1D) cellular automata (CA) over finite fields are studied in which
each interior (local) cell is updated to contain the sum of the previous values of its two
nearest (left & right) neighbors along with its own cell value. Boundary cells are
updated as per Null boundary rule. In Periodic Boundary cellular automata the
rightmost cell behaves as the left neighbor of leftmost cell. Similarly, the leftmost cell
behaves as the right neighbor of rightmost cell. So, it is like a circular linked list data
structure cellular automata and for 2D other than left and right neighbors top and

bottom cells also considered. Here, the bottom cell behaves as neighbor of top cell
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and top cell as neighbor of bottom. So it becomes something like a toroid. In
Reflective Boundary cellular automata the boundary values reflect same value as that
of left most cells and right most cells in 1D cellular automata but in 2D cellular
automata other than left and right, top and bottom cells are also considered so for
them, top cells of boundary reflects values of top most cells and cells of bottom
boundary reflects values of bottom most cells. In this way the cells states at the
extremities are repeated in order to provide neighboring cell values for them. A Fixed
Boundary cellular automata is used where we require boundary values to be fixed
values such as while modeling a problem in heat conduction. Thus values along

boundary remain constant throughout the simulation in fixed boundary condition [11].
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CHAPTER 3
PROBLEM STATEMENT

3.1 Encryption

In the earlier part we have discussed that in this computer era most of the data or
information is transferred between distributed systems or within in a network using
internet. So here the security of data is primary concern. There are lot of technologies
which are used to secure the data between one end to other end like MD-5, ECC
algorithm and RSA algorithm using cryptography. Images are great carrier of
information for information interchange over internet, with its continuous growth. For
sake of secure transmission of any multimedia encryption technologies are used
widely. Conventional encryption techniques have many disadvantages such as the
structure complexity, the secret key singleness and the slow encryption speed, other
than this it is difficult to meet all security measures for images that consist of lots of
data. So we can see, for today’s world where invading data is very easy while
transmitting it for communication purposes [20, 21].

Traditional encryption has following pitfalls which makes it less efficient.

e (Conventional encryption scheme is good as far as safety is concerned but not
excellent and effect of encryption is not good. It is now possible to decipher
encryption algorithm easily because the conventional cipher algorithm only
encrypts image by simply treating their information and data stream as usual
data stream. So, they can be broken very easily and actual information will be
leaked. If it is a confidential data it must be provided strict security. Hence, it
does not satisfy people’s normal requirement [29].

e The traditional encryption scheme is quite time consuming and costly.

e Some encryption programs are too complicated for the everyday user and they
may end up using them incorrectly. This could lead to securing data which they

did not wish to encrypt or failing to encode data which they did wish to protect.
3.2 Types of Encryption

There are two types of encryption techniques one is Symmetric key encryption and
other is Asymmetric key encryption, which is described below. Both schemes uses

key at sending and receiving end to protect data.
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3.2.1 Asymmetric Key Encryption

Asymmetric key encryption takes data encrypts it and decrypts it at other end but, at
both ends it uses different keys. It encrypts using public key and decrypts using
private key. Public key is shared but private key is kept protected. Figure 3.1 shows

asymmetric encryption technique.
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Figure 3.1: Asymmetric encryption technique

3.2.2 Symmetric Key Encryption

Symmetric key encryption takes data encrypts it and decrypts it at other end by using
same key for encrypting and decrypting. The key is a string of data if, it is random it
performs better. It is faster method. We have used Symmetric key encryption also

called as scrambling. Figure 3.2 shows symmetric encryption technique.

Figure 3.2: Symmetric Key Encryption
3.2.2.1 Arnold Cat Map

It changes position of pixels in image and hence breaks relationship of adjacent pixels
of image and creates chaos all over the image so the image doesn’t remain what it was
originally. A matrix transform is used for producing noise all over image using

modified Arnold Cat Map that is given by Eq. (3.1) [15].

18



(%)= (i 1) (*)(mod N) 3.1)

Here, (X,Y) is current position of a pixel,(X’,Y') is new positions of same pixel after
application of above mathematical formula for a particular number of time. N is
dimension of image

3.2.2.1.1 Disadvantages of Arnold Cat Map

e Arnold Cat Map is restricted only to square images i.e. they can’t be used on
rectangular images as per the algorithm. We today require an algorithm that can
work upon any shape and size of images, in which Arnold Cat Map is a failure
[16].

e Arnold Cat Map has a disadvantage of being periodic in nature. After certain
number of rounds it comes to its original state i.e. what original meaningful
information was. So it is very easy for anyone to take advantage of this property
and just by repeating number of iterations they may invade the scrambled
information. We need an algorithm for scrambling our information that is secure
from being periodic in nature and hard to be descrambled [20].

Due to some limitations associated with Arnold Cat Map another technique is

required which doesn’t possess these demerits and other than this, performs more

effectively on scrambling than Arnold Cat Map.
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CHAPTER 4
PROPOSED SOLUTION

“Some typical image encryption methods can’t meet demands of high security because
of lack of security measures. This imposes some action to be taken to provide a
secured way of sending images to other person as they may contain confidential
information or some private contents. To provide a solution for above problem we
send scrambled images from sender to receiver rather original image. With help of
different scrambling techniques different scrambling effects can be created and at
receiving end descrambling is performed and actual meaningful image is retrieved.
For better security, a scrambling technique can be combined with any traditional
encryption methods. So before encrypting, images are first scrambled and then
encrypted with encryption algorithms. Here, we are using two different types of
scrambling techniques i.e. Arnold Cat Map scrambling and scrambling by Conway’s
Game of Life algorithm, regarding both an algorithm is provided in this section as
well as we provide different scrambling parameters that evaluates degree of
scrambling to evaluate which method performs better on these parameters, they are
actually some mathematical functions to evaluate effectiveness of scrambling and
analyze the results based on them.

4.1 Scrambling

Scrambling is a technique of creating chaos in image and let it not be what it used to
appear originally [16, 25]. Positions of all pixels of an image are disturbed and they
are displaced to some other position than their current location with help of some
mathematical transformations. In this way we send disturbed format of image rather
than actual image for secured transmission [23, 29]. Here we work on two different
type of scrambling techniques and compare their effectiveness with help of some
parameters. Below we present algorithm for scrambling and descrambling by Arnold
Cat Map and 2D Cellular Automata (Conway’s Game of Life) proposed by other
authors and then we present an algorithm for combining these two scrambling
techniques that improves performance parameters and overcomes demerits associated
with above two methods. Figure 4.1 shows scrambling and descrambling procedure of
an image where symmetric encryption is used and same key is used at sender and

receiver ends.
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4.1.

SCRAMEBLED
IMAGE

Figure 4.1: Process of scrambling and descrambling in image

1 Arnold Cat Map Scrambling and Descrambling Algorithm

Algorithm for scrambling and descrambling proposed by Gabriel Peterson [7]

is as

1.

A.

follow.
First read the NxN image and convert it to gray scale image IMG. For a
particular number of rounds that works as key repeat until transformed image
become equivalent to original image that we have taken.

Calculate the new positions of each and every pixel of image IMG by

modified formula of Arnold transform given by Eq. (4.1).

xn _ (2 1\ (x
Here, 1€ (1, 2, 3.....). X’, Y’ is new position of pixel and X, Y are current

position of pixel, N is dimension of image.

. Put current pixel at new position calculated, in a new matrix vector for it and

do it for all pixels of entire image IMG.

If numbers of rounds become equal to that number for which we want to
perform scrambling on image, then show the transformed image at this point of
time, this is our scrambled image.

Increment number of rounds each time by 1.
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2. When transformed image becomes equivalent to original image at that point of
time stop processing. This time number of rounds will give the period of our
image for which scrambled image becomes equivalent to original image.

3. Show the transformed image now it will be our descrambled image IMG'.

We have used the periodic nature of Arnold Cat Map here, to get the descrambled
image although inverse matrix transform is another method to get the descramble
image. Arnold Cat Map is periodic in nature after some iterations called period of
image it comes to its original status and each pixel automatically comes to its proper
position as in original image, so by using periodic nature of Arnold’s transform we
can descramble our image after scrambling as after some evolutions it automatically
comes to originality.

4.1.2 Game of Life Scrambling and Descrambling Algorithm

Scrambling with Game of Life overcomes problem associated with Arnold Cat Map
like it doesn’t has periodicity property and it can work on square as well as
rectangular images too. Further, for sophisticated system Game of Life has performed
so well previously so complex systems where Arnold Cat Map may fail Game of Life
of 2D Cellular Automata will perform well.

To scramble by Game of Life proposed algorithm is given by Mr. Fasal Qadir [6] we
scramble and descramble by Moore and Vonneumann both with help of following
algorithm.

1. First read an MxN image that is to be scrambled and then convert it to gray scale
as we have to perform experiment on gray scale image.

2. Create a random array of rows and columns respectively M and N, which stores
random binary values in it call it BIN INIT this is used to produce an initial state
of each and every pixel at time t=0.

3. For a particular number of rounds for which we want to apply scrambling
algorithm repeat.

A. Apply Moore neighborhood or Vonneumann neighborhood formula to
calculate sum of current states of neighbors of current pixel.

B. Check this sum according to Game of Life’s rule, if sum is greater than 1 or
less than 4 the next state of current pixel will be 1 i.e. live cell remains live, if
sum is exactly 3 a dead cell becomes alive, otherwise a live cell becomes dead.

C. Store next state of each cell in a 1D binary array NEXT STATE.
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D. Now for all live cells having value 1 take out their gray value and store
sequentially in a separate array and same for cells having value 0 put it in
another array.

E. Concatenate both arrays now this is our scrambled image.

4. To descramble the image reverse steps of scrambling technique is applied.
This way we scrambled and descrambled by both Moore and Vonneumann
neighborhood and further we have compared all these above scrambling techniques
that, which is better for which scrambling degree measurement parameter. Graphs and
tables for observation obtained are plotted and provided in next chapter.

4.2 Scrambling Degree Measurement Parameters

Image scrambling techniques are studied in large extent these days. Currently image
scrambling is not only used for encryption purposes but also used while pre
processing and post processing for watermarked images. A great number of research
is employed to achieve good encryption techniques, but study of ways to evaluate
scrambling degree to ensure effectiveness of scrambling is somewhat lagging behind
comparatively. To evaluate effectiveness of scrambling we use some parameters in
this research paper. Scrambling degree is used to evaluate advantages and
disadvantages of scrambling techniques. Generally, if the scrambling degree of
scrambled/encrypted image is high this simply means higher security. So, scrambling
degree measure is therefore is of great importance. Here, we are focusing on gray
difference degree (GDD) and correlation coefficient. In our research a comparative
study between Arnold Cat Map and cellular automata’s Game of Life is carried out.
4.2.1 Gray Difference and Degree (GDD)

Gray difference and degree is combination of gray difference and gray degree. First
we calculate gray difference for each pixel of image then we use it to calculate gray
degree of image. Gray difference of an image is calculated by Eq.(2)

GD(ij) = 1/4%;[G(1)) — G(, )] (4.2)
Where, GD(j, j) is gray difference of current pixel (i, j). G(1, j) is gray value of current
pixel (i, j) and G (i,j') is gray values of neighbor pixels (i-1, j), (i+1, j), (i, j+1),(i, j-1)
of current pixel (i, j).After computing gray difference of each and every pixel in
image except pixel’s of boundary we can calculate an average gray difference for

entire image by summing and then averaging by formula given by Eq.(3).

. )) — yYM-1yN-1__ GD(@))
E(GD(,j)) = TM; =2 (M-2)(N-2) >
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E(GD(j, j)) is average gray difference of whole image of dimension MxN and GD(4, j)
is gray difference of current pixel (i, j). Now we need to calculate gray degree of
image by using two formulas mentioned above. The gray degree is defined by
Eq.(4.4).

(E'(GD(i,)))—E(GD(i,j)))
GDD = — 4.4
(E'(GD(i,))+E(GD(i,}))) (4.4

Where E'(GD(i,j)) is average gray difference of scrambled image and E(GD(j, j)) is
average gray difference of original image [1, 8]. GDD is a parameter to evaluate
scrambling effect and it lies in [-1, 1] and a GDD close to ‘1’ represents better
scrambling effects. As we have used gray value of pixels while calculating GDD let’s
define gray value of a pixel [24].

4.2.1.1 Gray Value of a Pixel

Each pixel of an image represents a value which describes how bright that pixel is i.e.
intensity of a pixel. For gray scale image pixel value is an integer value that represents
brightness of a pixel. For most of the images gray value ranges from 0(Black) to
255(white). Maximum gray value of an image depends upon depth of image. For 8 bit
image it is 255.

4.2.1.2 GDD Significance

e (Greater the value of GDD (gray difference and degree) implies effective
scrambling. More it is closer to ‘1’ more it tends toward ideality. So if we are
comparing two scrambling techniques the one with greater value of GDD
represents better way of scrambling comparatively. Effective scrambling implies
security, robustness and makes it hard to be descrambled. GDD (gray difference
and gray degree) varies between [-1, 1].

e It provides measures for uniformity of a scrambling technique. In any
meaningful image the pixel values of neighbors are correlated i.e. their
difference will be small but if we scramble the image then in a good scrambling
mechanism the difference of pixel values with its neighbors will be high as they
were not originally their neighbors. This way we can evaluate uniformity of
scrambling technique using GDD.

4.2.2 Correlation Coefficient
Correlation coefficient is an important parameter of evaluating scrambling degree. It
is based on gray value of adjacent pixels of current pixel. It tests gray relation of

adjacent pixels in cipher image. In any meaningful image correlation of adjacent
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pixels will be high but this strong correlation will be broken when image is scrambled
[3]. More the value of correlation is closer to ‘0’ between original and scrambled
image implies more effective scrambling is done. Correlation coefficient equal to ‘0’
is ideal scrambling condition between scrambled and original images. Range of
correlation coefficient varies in [-1, 1]. Here, a (+1) implies that scrambled image is
very similar to original one. A (-1) implies that scrambled image is a negative to
original image and just by inverting it we can get original image. A ‘0’ implies there
is no relation between scrambled and original image and they are not at all correlated
[1]. How a correlation coefficient is measured can be understood by Eq. (4.5).

= Im 2:n(Amn_A’)(an_B’)
R VEm 2n(Amn—A")Z (Bmn-B')? (4.5)

Here, R is correlation coefficient, mxn is size of image, Amn, B,,,, are gray value of
original and scrambled images respectively of pixel position at m, n. A’, B’ are mean
gray value of original and scrambled images respectively. If we apply correlation
coefficient between original and descrambled image then it will give us a glimpse of
how much distortion is employed in descrambled image compared to original image.
Here, no noise is introduced in image so, correlation between original and

descrambled Image will be ‘1°.
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Figure 4.2: Applying scrambling degree parameters between original and scrambled image
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4.3 Algorithm of Arnold Concatenated With Game of Life Transform

Here, we present an algorithm for combining Arnold and 2D cellular automata for

scrambling and descrambling of image for better scrambling effect.

1.

2.

3.

Take an NxN grayscale image IMG and apply Rules of Game of Life by
considering Moore neighborhood for one experiment and also by considering
Vonneumann neighborhood for other experiment. Apply algorithm of
scrambling image by Game of Life provided by Mr. Fasal Qadir [6] once which
gives scramble image IMG'.

For a particular number of key specified, mostly taken as input by user, for how

many times they want to scramble the image do the following.

A. Scramble the image IMG’, iteratively for a particular value of key by Arnold

Cat Map algorithm provided by Gabriel Peterson [7]. This finally is our

scrambled image IMG . This is actual, final scrambled image.

. Repeat step A until we get the same scrambled image we input after applying

Game of Life scrambling technique once.

. If we get condition B, this implies that we have descrambled our image form

Arnold Cat Map.
Apply reverse of scrambling technique by Game of Life once.

4. This image is our finally descrambled image.

4.3.1 Merits of Combined Technique

After combining Arnold Cat Map and Game of life technique the demerit
involved with periodic nature of Arnold Cat Map is removed that even after
applying Arnold Cat Map for particular number of iterations one will never be
able to get original information just by repeating the algorithm.

Scrambling degree parameter of this technique rises high and performs better as
far as GDD is concerned. We have applied Game of Life just once and for
specific number of iterations we used Arnold Cat Map, still GDD rose higher
than the method where we applied Game of Life for many iterations. As Game
of Life performs much better than Arnold transform still by applying Game of
Life just once and Arnold transform for a particular number of iteration, the

combination performs better than Game of Life alone.
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Figure 4.3: 2D cellular automata concatenated with Arnold

This way we have produced combined effect of scrambling by using combination of
Arnold Cat Map and Game of Life transform for both type of neighborhood i.e.
Moore and Vonneumann. Combined effect of both neighborhoods along with Arnold
transform is compared that which combination is more effective and they are
compared to the one technique that was best while scrambling individually by Game
of Life’s both variants and Arnold transforms. Graphs and tables regarding

scrambling parameters are provided in next chapter.
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CHAPTER S
EXPERIMENTAL OBSERVATION

5.1 Arnold Cat Map
Various scrambling techniques have been proposed till now among them Arnold Cat
map is widely accepted for its simplicity. We have applied Arnold scrambling

algorithm on a 172x172 gray scale arbitrary image. First scrambling of original image

is done which gives output as shown in Figure 5.1 for different iterations and graphs
for scrambling degree parameters like GDD and correlation coefficient are presented

in Figure: 5.2 and Figure: 5.3 for Arnold.

Soamided Inagz

A. Original image B. After 1 iteration C. After 25 iterations

Corarbl, . .
Scramiied Image Descramiled Image

D. After 130 iterations E. After 132 iterations

Figure 5.1: Results of scrambling and descrambling by Arnold cat map

We can see that in Arnold scrambling technique after iterating scrambled image for
132 iterations original image is obtained as this transform has periodic property which
is a security risk. To solve this problem associated with Arnold transform we have

taken 2D cellular automata to perform scrambling.
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Figure 5.3: Graph of Correlation Coefficient for Arnold cat map

Here, we can clearly see by above outputs that with each number of iteration a
different sort of scrambled image is obtained which doesn’t give glimpse of actual
image. Hence, no one can guess by observing scrambled image what it actually
consists of, which certainly promises increased security than encryption. We can also

observe the periodic nature of Arnold Cat Map that the period of this image is 132 so,

as the number of iteration is coming closer to its period scrambled image comes
closer to original image as iteration 130 shows. On number of iteration 132 because of
periodic nature of Arnold Cat Map the scrambled image comes to its originality and
becomes exactly equivalent to original image which is our descrambled image. To
descramble the image only an authorized person is liable to do so and if given
descrambling algorithm and keys then, he will be able to get the original image. The

keys here are, number of iterations and constants of Arnold transform. Arnold
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transform has some limitations as discussed in chapter 1 so we need a better and more
secured way of scrambling, for that purpose we are using 2D cellular automata to

scramble and descramble images.
5.2 2D Cellular Automata (Game of Life)

Cellular automata is used here for scrambling and descrambling the image on same
image which was used for Arnold Cat Map because of its amazing results for complex
systems and it works perfectly for images as well. The results of scrambling and
descrambling by 2D cellular automata(Conway’s Game of Life) for periodic boundary
and for both its variants i.e. Moore neighborhood and Vonneumann neighborhood is

as follows along with graphs of GDD, correlation coefficient.

(gl e Scramived Image Scramiied Image

A. Original image B. After 1 iteration of Moore C. After 25 iterations of Moore

Scrambled image o
Dezcrambled Image

D. After 130 iterations of Moore E. After descrambling

Figure 5.4: Results of scrambling and descrambling by Moore neighborhood
Figure 5.4 and shows that 2D cellular automata is free from periodicity property and

just by iterating scrambled image we do not get original image. For descrambling we
need a descrambling algorithm and all keys applied in the algorithm. In this way 2D
cellular automata is better than Arnold Cat Map and ensures security while

scrambling.
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Figure 5.6: Correlation Coefficient of Moore neighborhood

Figure 5.5 shows that Moore scrambling is uniform as approximately parallel line to

X- axis is obtained. Obtaining a parallel line to X-axis with Y axis value of 1 is ideal

condition of scrambling.

(Oning! Image Scrambled image Scremtled Image

A. Original image B. After 1 iteration of Vonneumann C. After 25 iterations

of Vonneumann
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Serembled Image Descramiled Image

D.After 130 iterations of Vonneumann E.After descrambling

Figure 5.7: Results of scrambling and descrambling by Vonneumann neighborhood
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Figure 5.9: Correlation Coefficient of Vonneumann neighborhood

From Figure 5.7 results it is obvious that unlike Arnold Cat Map, Game of life’s
Vonneumann too doesn’t possess periodic nature and as number of iteration comes

closer to period of image i.e. 132 the scrambled image do not show closeness to
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original image this solved one of the problem associated with Arnold and increases
security. Both Moore and Vonneumann scrambles image quite similarly but still in a
different way. Here, key is number of iteration.

5.3 Comparative Study of Parameters

Here, we present graphs and table for GDD, correlation coefficient for scrambling by
each of the above techniques mentioned, for each iteration and compare what are the
effects of which scrambling technique.

5.3.1 Comparative Study of GDD (Gray Difference and Degree)

Table 5.1 is presented for GDD obtained after experiment performed for 131

iterations, which majorly consists of those outputs which make some conclusions

about research performed.

Table 5.1: GDD of Arnold, Moore, and Vonneumann scrambling techniques.

S.No. Number Arnold Cat Map | Moore Vonneumann
of Neighborhood Neighborhood
Iterations with Periodic with Periodic
Boundary Boundary

1 2 0.0234 0.4792 0.4768

2 3 0.3077 0.4844 0.4862

3 8 0.3793 0.5055 0.5065

4 10 0.3793 0.5066 0.5070

5 16 0.3793 0.5124 0.5132

6 18 0.3898 0.5128 0.5143

7 20 0.3684 0.5132 0.5145

8 30 0.3793 0.5148 0.5152

9 39 0.3333 0.5150 0.5154

10 43 0.3793 0.5147 0.5157*

11 45 0.3793 0.5154 0.5153

12 51 0.3898 0.5142 0.5147

13 54 0.3793 0.5143 0.5151

14 61 0.3793 0.5142 0.5152

15 71 0.3684 0.5139 0.5143

16 85 0.3793 0.5154 0.5151
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17 &9 0.3793 0.5150 0.5153
18 90 0.3455 0.5110 0.5155
19 111 0.3793 0.5147 0.5152
20 115 0.3898 0.5154 0.5148
21 122 0.3793 0.5143 0.5150
22 128 0.3455 0.5142 0.5153
23 131 0.1220 0.5147 0.5145

Graph of GDD for all three above mentioned techniques is shown in Figure 5.10.
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Figure 5.10: Comparative graph of GDD for Arnold, Moore and Vonneumann

We can clearly see by Figure 5.10 that GDD of Moore and Vonneumann is almost
closer to each other and they possess a remarkably greater GDD than Arnold Cat
Map although Vonneumann performs a bit better than Moore as far as GDD is
concerned. For better scrambling greater GDD is required, that we get by 2D cellular
automata. Game of Life has uniformity in scrambling while Arnold Cat Map has

abrupt effects and it is not uniform. Moore reaches to 0.5154 at iterations 45, 85,115

while Vonneumann reaches 0.5157 at iteration 43 for GDD. So. it is clear that

Vonneumann performs better for GDD amongst these three. As we know ideal GDD

for scrambled image is ‘1°.
5.3.2 Comparative Study of Correlation Coefficient

Table for Correlation Coefficient obtained after experiment for 131 observations are

given by Table 5.2 which, majorly concerns those outputs which make some
conclusions. We are considering closeness to ideality and deviation from ideality too

to conclude which technique possess better correlation coefficient.
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Table 5.2 Correlation Coefficient of Arnold, Moore, and Vonneumann scrambling techniques

S.No. Number Arnold Cat Map | Moore Neighborhood | Vonneumann
of with Periodic with Periodic Neighborhood with
Iteration Boundary Boundary Periodic Boundary

1 1 -0.0520 -0.0011 -0.1320

2 5 -0.0009 0.0184 0.000806

3 6 0.0016 -0.0006 -0.0028

4 1 3.0000e%5 -0.0132 -0.0067

5 13 -0.0009 -0.0002 0.0103

6 19 -0.0016 -4.0000e %5 -0.0071

7 24 0.0024 0.0012 -0.0084

8 34 0.0012 6.1000e%* 0.0149

9 40 0.0011 -4.2000e %4 0.0038

10 44 0.0139 0.0089 0.0089

11 66 -0.184* -0.0029 -0.0015

12 67 0.0222 0.0022 3.6e705*

13 71 0.0027 -0.0011 0.0042

14 90 0.0009 4.8800e 794 0.0040

15 97 -0.0011 -2.5000e %4 -0.0048

16 112 0.0016 -3.8000e %4 -0.0012

17 121 3.0000e-% -0.0125 -0.0046

18 130 0.0609 0.0032 -2.6000e %4

19 131 -0.0520 -0.0043 0.0042

Graph of correlation coefficient for all three above mentioned techniques i.e. Arnold
transform, Vonneumann, Moore are plotted in Figure 5.11 to provide a comparative
study to be made and derive some conclusions about their performances. Among them
who ever performs best on a paticular scrambling degree parameter will be further
comapared to new scrambling methodology’s performance presented in this research
work to find out whether new technique gives better performance than these trivial

techniques or not.
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Correlation Coefficient should ideally be closer to ‘0’ and varies between [-1, 1].
From Figure 5.11 it is obvious that Arnold Cat Map has suffered big deviations from

ideality. At iteration 66 correlation coefficient goes to 0.184 and at iteration 130 it

goes to 0.06 while maximum deviation from ideality in case of Moore neighborhood
is at iteration 5 where correlation goes to 0.0184 which is remarkably lesser than
Arnold’s. Arnold and Moore both performs similar when matter of closer to ideality
1.e. at iteration 11, 121 Arnold’s correlation goes to 0.00003 while at iteration 19
Moore’s correlation goes to -0.00004 which are approximately closer to each other.
Here, most deviated and non uniform results of correlation is of Arnold which attains
highest peaks as shown in above graph so we can say Moore performed with
uniformity and most of the time its correlation lied below 0.0184 so overall Moore
performed well on correlation than Arnold. Between Moore and Vonneumann, they
both performed closer to each other when matter of deviation from ideality comes.
Vonneumann at iteration 34 given correlation of 0.0149 against 0.0184 of Moore and,

Moore attains closer to ideality (i.e. 0) as -0.00004, Vonneumann attains closeness to

’0’at_iteration 67 as 0.000036. So, overall Vonneumann has performed better by

considering all points than Arnold and Moore. It is least deviated from ideality as well
as closer to ideality i.e. ‘0’.

5.4 Concatenating Game of Life and Arnold Cat Map

We have applied Game of Life once on image and then Arnold Cat Map is used for

scrambling the image for a particular number of rounds. This improves scrambling
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effect and performs even better than the case where Game of Life was applied for
many iterations.

5.4.1 Arnold Concatenated with Moore Neighborhood

Here, Game of Life’s Moore neighborhood is applied once on image for scrambling
and then scrambled image is input to Arnold transform for a particular number of
rounds called key and produces finally scrambled image IMG". Output of this
combined effect is shown by Figure 5.12.

Drignal image Sczambled Inzge from gotam Stramied mag2 fum giacn

A. Original image B. After 1 iteration of C. After 25 iterations of
(Moore with Arnold) (Moore with Arnold)

Scrambied Image fom gokacm Die-scramiled Imags

D.After 130 iterations of E. Descrambled image
(Moore with Arnold)

Figure 5.12: Results of scrambling and descrambling by Moore concatenated with Arnold

Figure 5.12 shows that this technique is free from periodicity property of scrambling
technique and hence, just by iterating scrambled image original will not be obtained.
This technique scrambles image with two methodologies so even if by iterating
scrambled image if we are out of Arnold scrambling i.e. on its period, it is still
scrambled with Moore scrambling technique so no one can decode the original
information of image that we have to transmit. Here, by doing so we will see in

upcoming section of this chapter that performance of Arnold improves because of
using Moore in combination and it performs even better than 2D cellular automata
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alone. GDD and correlation coefficient both gets improved than previously discussed
methods.
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Figure 5.13: GDD of Moore concatenated with Arnold
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Figure 5.14: Correlation coefficient of Moore concatenated with Arnold

5.4.2 Arnold Concatenated with Vonneumann Neighborhood

Here, Game of Life’s Vonneumann neighborhood is applied once on image for
scrambling and then scrambled image is input to Arnold transform for a particular
number of iteration called as key and produces finally scrambled image IMG". This
technique of firstly scrambling through Vonneumann created a better randomness in
image and then Arnold is applied for particular number of times, which eventually
increases performance and provides better security that now by just iterating
scrambled image no one is capable of descrambling it. This technique is not only
away from periodicity property but performs best for correlation coefficient and
improves it remarkably than other techniques discussed in this research work. After

scrambling, descrambling of image is also done and scrambling degree parameters
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are computed on scrambled image to determine scrambling effects. Output of this

combined effect is shown by Figure 5.15.

Ongmnal Image Strambied lmae fom gok e Scramiked krage fom goltacm

A. Original Image B. After 1 iteration of C. After 25 iterations of

(Vonnemann with Arnold) (Vonneumann with Arnold)

Seramibled image fom gatarm De-scramiled Image

D.After 130 iterations of E. Descrambled image
(Vonneumann with Arnold)
Figure 5.15: Results of scrambling and descrambling by Vonneumann concatenated with

Arnold
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Figure 5.16: GDD of Vonneumann concatenated with Arnold
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Figure 5.17: Correlation coefficient of Vonneumann concatenated with Arnold

5.4.3 Comparative Study of Parameters for Combined Technique

Here, we present graphs and tables for GDD, correlation coefficient for scrambling,
by each of the combined technique i.e. Moore combined with Arnold and
Vonneumann combined with Arnold transform. Both experimental results are
compared with result of that individual technique (Arnold, Moore, and Vonneumann)
which performed better for that scrambling degree parameter.

5.4.3.1 Comparative Study of GDD (Gray Difference and Degree)

Table of GDD for results of combined technique obtained after experimenting for 131

iterations are given by Table 5.3, which majorly concerns those outputs which make
some conclusions about research performed.

Table 5.3 GDD of Vonneumann, Vonneumann with Arnold and Moore with Arnold

S.No. | Number of Moore with Vonneumann Vonneumann
Iterations Arnold with Arnold
1 2 0.4953 0.4919 0.4819
2 4 0.5200 0.5177 0.4912
3 10 0.5196 0.5121 0.5070
4 19 0.5194 0.5166 0.5136
5 25 0.5209 0.5179 0.5144
6 29 0.5204 0.5177 0.5147
7 37 0.5206 0.5171 0.5139
8 40 0.5214* 0.5175 0.5147
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9 43 0.5160 0.5158 0.5157
10 49 0.5206 0.5159 0.5151
11 51 0.5178 0.5201 0.5144
12 53 0.5193 0.5159 0.5149
13 56 0.5210 0.5171 0.5150
14 72 0.5203 0.5182 0.5145
15 82 0.5200 0.5163 0.5146
16 103 0.5207 0.5164 0.5143
17 116 0.5152 0.5188 0.5148
18 121 0.5152 0.5095 0.5150
19 130 0.5149 0.4947 0.5148
20 131 0.5149 0.4601 0.5145

Graph of GDD for combined technique by both type of Game of Life’s neighborhood
are provided and compared by Vonneumann scrambling technique as it performed
better as far as GDD is concerned amongst Arnold, Moore and Vonneumann

scrambling technique.
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Figure 5.18: GDD of Moore with Arnold vs. Vonneumann with Arnold vs. Vonneumann

Figure 5.18 shows that from above graph it is obvious that by combining Arnold with
Moore and Vonneumann there is a remarkable gain in GDD. Among all three trivial
methods considered Vonneumann performed better but, here a plot between
Vonneumann and combined method is presented which shows that GDD has
increased even far ahead than Vonneumann’s performance. Moore combined with
Arnold attains its maximum GDD as 0.5214 at iteration 40 against GDD of 0.5157 of

Vonneumann.
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Similarly, maximum GDD of Vonneumann combined with Arnold is 0.5201 as

against Vonneumann’s 0.5157. So, both combined methods increase GDD and

perform better than Vonneumann alone and amongst them best GDD is obtained by

Moore combined with Arnold and values 0.5214. Hence, Moore combined with

Arnold performs best amongst all techniques we considered till now.
5.4.3.2 Comparative Study of Correlation Coefficient

Table for Correlation Coefficient for combined technique obtained after experiment

for 131 iterations is shown by Table 5.4 given below, which majorly concerns those

outputs which make some conclusions.

Table 5.4: Correlation Coefficient of Vonneumann, Vonneumann with Arnold and Moore

with Arnold
S.No. | Number of Moore with | Vonneuman with Vonneumann
Iterations Arnold Arnold
1 3 -0.0077 -0.0014 -7.5752¢794
2 5 0.0019 0.0012 8.0628e %%
3 19 0.0034 -0.0027 0.0071
4 23 0.0013 1.3459¢~04 -3.3895¢ 704
5 29 0.0035 2.1200e 04 3.2024e7%4
6 31 1.0700e %4 0.0016 0.0045
7 38 0.0012 -4.1360e %4 -0.0013
8 43 0.0029 -2.4555¢704 0.0017
9 65 0.0183 0.0408 0.0037
10 66 -0.0323 0.0175 -0.0015
11 67 -0.0092 -0.0148 3.6e7%
12 79 0.0056 0.0024 0.0099
13 83 -0.0053 3.8240e706+ -0.0030
14 91 -0.0070 3.7132¢70%4 -0.0024
15 96 -0.0016 -6.9800e %4 -0.0105
16 103 0.0033 6.9300e %4 -0.0056
17 113 0.0055 4.2823¢704 -0.0026
19 131 0.0032 0.0051 0.0042
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Figure 5.19: Correlation Coefficient of Moore with Arnold vs. Vonneumann with Arnold vs.

Vonneumann

As among all three trivial methods taken Vonneumann performed better so a graph
comparing Vonneumann and other two combined method’s correlation is plotted.
Here, all three Vonneumann combined with Arnold, Moore combined with Arnold
and Vonneumann alone performs approximately similar to one another as far as

numbers of iterations are concerned. Vonneumann with Arnold reaches its maximum

closeness to ideality i.e. ‘0’ at iteration 83 as 0.000003824 for correlation against

0.000036 of Vonneumann and 0.00003 of Arnold Cat Map which means it performs

best for closeness to ideality compared to any methodology till now and reaches
3.824e7°¢ which is remarkable achievement. As far as deviation from ideality is
concerned Vonneumann with Arnold is more deviated than Moore combined with
Arnold as at iteration 65 correlation coefficient reaches 0.0408 against 0.0323
correlation coefficient at iteration 66 for Moore combined with Arnold. Although it is
lesser than Arnold alone which reaches 0.18. Here, by combining Arnold with
Vonneumann we get remarkable achievement of correlation as 0.000003824 and

correlation gets better and closer to ideality.
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CHAPTER 6
CONCLUSION AND FUTURE SCOPE

6.1 Conclusion
For secured transmission of images we need approaches that guarantee robustness.

Encryption is among one of those approaches but, it can be easily invaded now a
days, scrambling solves this issue and proven to be more robust than encrypting
images. Arnold Cat Map is widely used scrambling technique and very popular for its
simplicity but it possess some demerits as described in chapterl as less secured
because of its periodic nature and condition to work upon square images only,
imposes a way to find out alternate technique of scrambling that overcomes these
issues. 2D Cellular automata is an interesting and capable way of solving problems
associated, unlike Arnold transform it doesn’t possess periodic nature and can work
upon rectangular images too. We prove by our experiment that 2D Cellular automata
not only overcomes above problem associated with Arnold transform but performs
better scrambling effect as parameters for measuring degree of scrambling like
GDD(Gray difference and Degree) and Correlation Coefficient are better in case of
2D Cellular automata than Arnold transform. After comparing we succeeded in
raising degree of scrambling for both parameters i.e. GDD and correlation coefficient
remarkably by a combined effect of concatenating Arnold Cat Map and 2D cellular
automata. This technique overcomes the periodic property of Arnold transform too
and provides a more secured and robust way of scrambling images.

6.2 Future Scope

In our research work we have worked on a new technique for improving scrambling
degree by applying a combined effect of Arnold transform and 2D cellular automata
but many possibilities of improving it further is possible, as there is always a way for
betterment.

e This research work can be extended further to improve scrambling degree by
applying rules of Game of Life to scramble not only row wise but column wise
too to make better chaos.

e Using a chaotic map, which performs better than Arnold transform for

scrambling with 2D cellular automata may increase scrambling degree further.
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We may use the proposed combined scrambling technique to see what
improvements are achieved as far as security and distortion are concerned by
using it while watermarking the image.

This technique can be used in combination with traditional Encryption scheme
i.e. before encrypting image by traditional scheme we can scramble it with
proposed scrambling scheme and see how security and noise measures are

improved.
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VIDEO PRESENTATION

The video presentation for the topic “Image Encryption using 2D Cellular
Automata” is available on Youtube at following url:

e https://youtu.be/Tvl4ylINsel
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