Model Based Intrusion Detection System

Thesis submitted in partial fulfillment of the requiremdotsthe award
of degree of

Master of Engineering

in

Computer Science and Engineering

Submitted By
Jyotsna Goyal

(801632018)

Under the supervision of

Dr. Ajay Kumar
Associate Professor

tl

lH/\PARl\S[IlUll
||\x\|1|1\ ¢ TECHNOLOGY
ed to be l (y

COMPUTER SCIENCE AND ENGINEERING DEPARTMENT

THAPAR INSTITUTE OF ENGINEERING AND TECHNOLOGY
PATIALA 147004, PUNJAB, INDIA
June 2018






CERTIFICATE

1 hereby certify that the work which is being presented in the thesis entitled, Model
Based Intrusion Detection System , in partial fulfillment of the requirements for the
award of degree of Master of Engineering submitted in Computer Science and Engi-
neering Department of Thapar Institute of Engineering and Technology, Patiala, is an
authentic record of my own work carried out under (te supervision of Dr. Ajay Kumar
and refers other researchers work which are duly listed in the reference section. The
matter presented in the thesis has not been submitted for award of any other degree of

this or any other University.
Signature: WM&

(Jyotsna Goyal)

This is to certify that the above statement made by the candidate is correct and true

to the best of my knowledge.
ﬂ 0‘7

Dr. Ajay Kumar
Associate Professor

Signature:




Acknowledgement

[ would like to use this opportunity (o express my gratitude towards thosc who provided
me with the possibility to complete this research. without whose kind support and help
it would have not been possible. A special thanks to my supervisor Dr. Ajay Kumar for
providing necessary information regarding the project and also for his help and support
in completing the project. Without his unfailing support and belief in me. this thesis
would have not been possible.

Furthermore. I would also like to appreciate the crucial role of the staff of Thapar
University and the organisation Oracle India Pvt. 1.td. where | worked as an Intern
alongside. who gave me the permission to use all required cquipment and the neeessary
‘material to complete the research on my research topic Model Based Intrusion De-
tection System. | would also like to express my gratitude to our llcad of Department
Dr. Maninder Singh and Dean of Academic Affairs Dr. SS Bhatia for theiv constant
motivation and encouragement.

Finally. I would like to express my sincere and deep gratitude to my tamily members

for their love, encouragement, care and support.

Submitred By

Jyotsna Goyal



Abstract

The technological advances have to lead to a more digitizetthwhere data is handled
through machines rather than paper. Every day a huge ambdataband information
is generated and this needs to be stored for further refesesed analysis. With this
growth in production and storage of information, the isstisexurity vulnerabilities
also rise. The attack on this critical information and datid We intention of misusing
itis called intrusion. These intrusions pose a great thoetite data stored, like tamper-
ing with the stored information or loss of information whictakes the database and the
repositories insecure. Therefore, detection of theseites is the need of the hour as it
is very important to secure the data especially the userfadataany unwanted criminal
activity, as misuse of data can lead to serious issues amdhees in the system. The
detection of these unwanted activities is called intrusietection.

An intrusion detection model is built using the data miniegitniques and the intru-
sion detection dataset. The NSL-KDD dataset is used foctietewhich is an intrusion
detection database. The dataset is divided into two paegraining set and testing set.
The training set is at the time of model creation and testtgssused to test the model.
Various classification and clustering techniques are uséldstering techniques like
K-means clustering and classification techniques like Cdabve Bayes, random for-
est, Ripper K-nearest neighbours are used for building theem Further two types of
model are built which are classification models and hybridiet®. The classification
model is built using a classification algorithm and the hgbriodel is built by using
both classification and clustering algorithms.

The model detects three types of intrusions which are mibased, anomaly-based
and hybrid intrusions. Misuse based intrusions are thosehathe system had already
encountered and so are already present in the databaséeBerattacks models gener-
ally, give high true positive rates. Anomaly-based attaanesnew attacks or unknown
attacks which the system has not seen earlier and so areasanin the database and
therefore difficult to detect. The third one is the hybrichaks which can lead to both
types of attacks in the system.

A comparison is done between the prediction results of thdetsduilt using the
above techniques. Ripper algorithm gave the highest acgarad a good true positive
rate for the classification algorithm. C4.5 tree algorithithvkK-means gave the best
accuracy with a good true positive rate among hybrid modehe Results show that
hybrid models which are used to detect both types of attasifzeoform other models
and classification models as well.
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Chapter 1
Introduction

With the advances in technology, the data prevention arrdgtaechniques have also
emerged widely. From physical paper records to digital r@sand database reposito-
ries, the data storage practices have changed. But thiszdigon of records have also
posed threats to data and made systems vulnerable to attagksave lead to serious
security breaches. Computer viruses and unwanted attasksdiways been a threat
for important confidential data. The threats include serioumes like hacking and
forgery, theft of confidential data by criminals, vulnelalds in the system. The main
purpose of these hackers or attackers is to steal importeortation, to make money
related transactions or frauds, to change or destroy sugbriant information.

As the number of users and technological advances is inoges@ is the data and so
does the chances of attacks and the threats posed to thesyi$te customer and users
data is very confidential and the lost of its loss or accegs fitee illegitimate user is
very costly and can not be tolerated. The user data contaerspersonal information
and account information which is very much vulnerable, ieglof this information
can lead to loss of customer assets. The attacks and thretits oonfidential data will
go on if not monitored and so need to be slowed down. Competairgy is much
required for securing the systems from these dangerouskattarhese threats have
made the researchers move towards intrusion detectionramdrgion as it has become
an important issue.

Intrusion detection is a security mechanism which dete@bcus activities oc-
curring at vulnerable places. The detection of these dietsvallows timely action to-
wards an issue, for example, stop an ongoing attack. Everyriiéions and tons of
information are sent and received by the connected nodeshwhbuld be accessed by
an illegitimate user and so must be protected from unwaritadks. The intrusion de-
tection systems(IDS) are the systems which can definitdfyihehe detection of these
threats. Intrusion detection includes collecting infotim@which could be conferred as
an intrusion by monitoring the system and saving logs in yis¢esn and then analyzing
the output. The data is then characterized as either iotmusi normal behaviour.

1.1 Types of Intrusions

There are three main types of attacks which need to be ddtaeat® can be external
attacks (attacks which happen due to access from an elemesid®the organization)



and internal attacks (attacks from one among the users obrtjenization). These
attacks are further divided as misuse-based, anomalydas® hybrid attacks. The
Figure 1.1 shows the different types of attacks.

Attacks
( Internal or External )

[ |
Misuse-based
(Signature based)

Anomaly-based Hybnd

Figure 1.1: Types of Attacks

Each attacks have there further detection techniques anekatained ahead.

1.1.1 Misuse Based Attacks

Misuse based or signature-based intrusions are those Wiedystem had already en-
countered that is they are known attacks. These are alreadgm in the database.
For these attacks models generally, give high true pogsisites. Misuse detection tech-
nique is used to detect these type of attacks. Misuse datestia technique in which
known attacks (attacks already recorded in the databaseheaetected as they are
already present in the database. This technique works onlpdse attacks present in
the database so are unable to detect any new attacks i.edagmttacks. Although,
they do not generate high false alarm rates yet they recueréatabase to be updated
frequently along with the revision of all of the rules andrsitures.

1.1.2 Anomaly Based Attacks

Anomaly-based attacks are new attacks or unknown attaclchwime system has not
seen earlier and so are not present in the database. Thebe@fere difficult to de-
tect. The anomaly-based detection technique is used tatdétese type of attacks.
Anomaly-based techniques build a model using the normadetr and detect at-
tacks by identifying the deviation from the modelled norin@haviour. This approach
performs better as it can detect any new malicious attackiwikinot already present in
the database. Moreover, the data generated by detectingttasis can be used as in-
formation for misuse based attacks and can be stored in tabakse to define signatures
for misuse-based techniques. But anomaly based technigsel in high false posi-
tive rates(FPR) because unknown but normal system behravioay be categorized as
attacks.



1.1.3 Hybrid Attacks

The third one is the hybrid attacks which can lead to bothgygfeattacks in the sys-
tem. These attacks, therefore, need the hybrid type of tgebs. Hybrid techniques
combine misuse and anomaly detection methods as anomalgtidet technique can
work as a learning element for misuse detection as the reddrehaviours can be used
to enhance the signatures so can use advantages of botrstemsy Hybrid methods
decrease the rate of false positives and detect unknowckattetter.

1.2 Key Research Area

Intrusion detection models are mainly built using data mgnand machine learning
methods. Data mining is extracting useful data and pattieoms the previously un-
known data by applying some specific algorithms. Machinenieg, on the other hand,
is making the model to learn and then lets to predict the nawailos based on known
characteristics of the data on which it is built. There isegaily an overlap between
the two terms, in the broader sense data mining is extracseful information from
unlabeled and unprocessed data and machine learning gsthsiextracted information
to build a learned model for making new predictions. Dataingns divided into two
categories which are as follows.

1.2.1 Supervised learning

Supervised learning is a class of data mining techniquelwltnas origins from machine
learning. These methods are mainly used where the dataset tv@defined class on
which the data is to classified and the model is constructetyubis pre-classified
dataset. The dataset has some input variable or vectortoféseand an output variable
generally known as the class variable on which the datasetis classified. The class
attribute divides each data point into different sets oss#s and new data points are
classifieds into different sets to which they should belomthe basis of some similarity
measure.

1.2.2 Unsupervised learning

Unsupervised learning is methods which are applied to tkeesdés which are not pre-
classified, so the classification is done on the basis ofarlugt. Clustering is distribut-
ing the data among different clusters where each clustesiakar types of data points.
The clusters differ from each other depending on some paeam& he data points are
classified into different clusters on the basis of similabetween the data points and
the mean points for each cluster. The new data points arecthssified into different



clusters to which they most appropriately belong. Clustetechniques are used for
datasets which do not have a class attribute.

Sometimes both supervised and unsupervised learning adeidombined for de-
tecting both known and unknown attacks which are achievembbybing classification
and clustering known as classification via clustering. Tésearch mainly focuses on
building a model using the data mining techniques so thatvknand unknown intru-
sions can be detected and the system can then be used seEarelgtecting unknown
intrusions clustering methods are used and for detectiog/knntrusions classification
methods are used. These methods are combined to creatdearsodgl called hybrid
models so that the system can be detected over both typetradions. Models are
created using different techniques and a comparison is asing the machine learning
evaluation parameters to find the best models among them.mbadels which gave
better true positive rate, lower false positive rate ang thetter accuracy are termed the
best models of all. Models are also evaluated on other paeaswhich are explained
in further sections. The hybrid models perform better tHasgification models as they
detect unknown attacks also along with known attacks, ifiesson models can only
detect known attacks and they ignore unknown instancesngake system more vul-
nerable to intrusions. The objective is to select those itsoakich reduce false alarm
rate so that the resources are not wasted in calling thosatiastattacks which were
otherwise normal.



Chapter 2

LiteratureReview

This chapter explains the work is done and the ongoing wotkeénfield of intrusion
detection. The whole work in the field of intrusion detectismot explained here as it
is not possible but some of the remarkable works in this fisd¢dd@scribed.

2.1 Research Advances

The intrusion detection is said to be started in the early0EIy Anderson’s worKi]
or Denning workg]. But the work came in force in the late 1990’s with the bontag
of a huge number of research papers and relevant researchgeéitime started to be
spent in this field for detection.

The first model of IDS was developed in 1984 which monitoresl ter activi-
ties and stored them in a database for further anaBjsigffter this the work in this
field came across many hurdles and at a point in time was adsowmlinued as at that
time there were not much intrusion activities. The attacksewery less when com-
pared with data storage systems. The cost was also muchrtirfgheignoring these
intrusions than to install intrusion detection systemsisBiso made a decrease in the
research in this area. But the need for intrusion detectsrbeen increasing with time
which has diverted the attention of researchers to this area

MIT Lincolon Laboratories created a dataset DARPA usindiB8eAIR BASE STA-
TION data. This data contained the air traffic over differieatiuencies and the intru-
sions of an outsider over these frequencies to decode theages of the US Navy. The
change in frequencies or any unknown suspicious frequenadee taken as a sign of
intrusion. They created a 9-week dataset using TCP dumpvdatd was a simula-
tion of the US Navy air traffic. The IDS created was tested giine two weeks traffic
which not included the normal US navy traffic but the traffieated by automatic ma-
chine as well. The traffic fed also contained human creatdfidias it was not feasible
to write so many large scripts for automatic generadpB]. They used Receiver Op-
erator Metric(ROC) for the system evaluation, ROC is a go@duation metric. Their
results show that there were positive false rates whileigtied. These results surely
advised not to use their research criteria as a while but w@ik gave much guidance
in the field of intrusion detection.

Canadian Institute of Security (CIS) have created IDS201® I®S2017 dataset
which contain all the possible cyber attacks and are workimgybersecurity from these



attacks. They created a complete topology of networks whidhded routers, switches
and other network devices for simulating the real world eystp]. The dataset is
an addition to the earlier dataset including the 1998 dataRee dataset contains the
most common and up to date attacks. The system also triggefsd@wall penetrating
attacks. The work is still going on and aims at tackling madfecdlt and new attacks
with efficiency.

2.2 Distributed IDS

These type of systems deploy the intrusion detection systemthe distributed net-
work. The distributed system is a network in which the coremufrom different net-
works are connected with each other and they communicaleaaith other by passing
messages. But this heterogeneous network is much vulesi@httacks because these
systems need to monitor a large number of systems at a time.nfdkes an attacker
more liable for intrusion into the system and access to mdogmation. These systems
also make it difficult to manage the resources by a singleisian detector as it also
needs to monitor which resource is given to which computarpatrticular interval. The
continuous monitoring and switching of the analyzing systenake them a commodity
of higher risk. The data collected is also huge and redunddhese types of networks
so IDS with redundancy removal capacity need to be deployed.

For these type of intrusion detection system, the data ieaded from different
computers distributed over the network. This collecte@dsthen reduced and stored
in a centralized database. The reduction is done using LAMitds and individual
hosts which remove the redundancy in ddta[The system where all the gathering
and analysis of data is done is called the expert system. filaey used C2 or higher
rated computers which means that computers connected akiéraniform audit logs.
Uniform here means that while connected to different tydesmologies and working
on the different operating system will have C2 rated audjslorhe expert system uses
rule-based learners for prediction purposes. A NID (nekwb)which is a unique 1D
is generated every time a user login the system. This newgguelD and the user ID
of the user are matched at regular and constant intervasaliy point in time there is
any discrepancy then it is detected as an intrusion.

EMERALD, is said to be the most advanced distributed Inomsletection system
and is developed byg] Sri International Laboratories. This id uses both sigratu
based expert system as mathematical constructs for degeaitacks. This DIDS has
a well-formed architecture with adept application prognaing interfacef] lest the
architecture and hardware constructs are left undefined.system works by creating
a subscription ticket at each node login and maintains anators it throughout.

IFIP international surveyed CARDS, a distributed intrissidetection systerf]



which helped in tackling with the problem of attacks ocaugridue to no coordina-
tion in the network. These systems also tackled the issugsdig the selection of
a portion of the data to be analyzed and then how to relatartfésmation collected
from different sources. They used signature-based teakritpr detection of the data
centralized at the central server and then the detectiomasrdralized.

2.3 Host Based IDS

Host-based intrusion detection system is capable of deterttrusion in a system as
well as over the network in a way similar to the network intonsdetection systems.
The intrusions are detected by monitoring of files, Log fieesalyzing connections and
intrusion detection at the kernel level. In file monitorinige new files are compared
with the already saved files. The files are compared on the lbasize, editing etc.
Analysis can also be done on the basis of recorded log filesnétwork packets ac-
tivities, type of connection used also forms a base for nooimig. In kernel-based, the
kernel is liable for detection and prevention of unwanteiil/aes.

Don Bosco University created a HIDS which can detect misssea as anomaly
based intrusiondl]. They have used decision tree algorithm and Support vexter
chine algorithm for implementation of the intrusion deteetsystem. Ying yan yang
proposed a model which monitors a model using the log fileslamapplied BP neural
networks which are good at detecting anomaly-based deteciiheir system detects
both types of intrusions.

Ng et al. [L1] presents a tool which is used for detecting both anomalyatiein and
a signature-based detection using a log file to detect patteat may be considered an
unauthorized activity. If the pattern is considered as tachit is stored in the database
for future use. The tools keep on learning and get more palyetie new attacks
are detected and classified using clustering which inclgdesping similar activities
together based on popular trends. The concept of reocgumatches with the DoS
attack which enables detection of possible password gugssi

Zhu et al. L2] intrusions are detected by first recording host logs and itieusions
are detected using methods like ARIMA time series, Apri@saciation algorithm.
Then, intrusion detection methods which are misuse-basg¢d@omaly-based methods
are integrated and applied to the host system and throughtki@ system security is
enhanced. The system is unable or has some issues for dgtenknown or zero-day
attacks but the detecting of data from logs is done with asyurTheir methods also
coped with the rapid increase in the size of log files thus owmg the system stability.



2.4 Network Based IDS

Network intrusion detectors detect the intrusions ovemiésvork mainly over the in-
ternet. These systems control the unwanted access of thenkgiackets sent and also
control the tempering of the crucial information sent over het. They need to control
attacks like denial of service where the attacker bombdrelsnternet making the re-
source inaccessible by the user. They also need to detecbatrdl man in the middle
attacks.

Taiwan university proposed a network intrusion detecticdel WRS[L3] which
uses active network technology with programming abilitigisIsystem can stop attacks
at the time of arrival only by detecting and preventing theusions at the time of
occurrence so that the damage to the data can be reduced. haveysed Support
vector technology as an additional functionality for entethresults.

Sultana et al. I4] contributed to the detection of network intrusion usingefage
one-dependence estimators (AODE) which according to gesareh is an improvement
over the nave Bayes algorithm. This model first creates s@tmaa&tors and then aver-
ages the results produced. This algorithm helps in degdiffierent types of attacks
and gave efficient results. Zhao et d5] presented work which analyzes the audit data
by extracting the properties deeply and then these intnusharacteristics of the net-
work are analyzed and then combined intrusion detectidmigoes along with human
intervention to establish a rule base using the C.45 alyoritThis paper used optimal
pattern matching algorithm so that the detection rate campeoved.

2.5 Automata Based IDS

In automata based Intrusion detection system the methaarsiiqy is used. The pattern
matching methods are used as they can overcome the proldeetsiiy Definite finite
automata(DFA) as well as Non-deterministic finite autorfMiiz-A)[16]. DFA is inef-
ficient in terms of memory and NDFA are very slow while parsirigrge string. These
parsers take payload or packet data as input and comparentilenegular expressions
already constructed. If the pattern matches then an aléres. To detect the type
of attack, a finite automaton is created for the correspanddgular expression. The
packet data is then given as input, and the attack types arelfout. If the input data
is a normal behaviour then it is passed on, otherwise terrmaa attack and stored for
future use.

Becchi et al.1 7] tried to reduce the memory related problem in DFA as thevyireq
more memory for storing states as compared to NDFA. Therdiksistates of the DFA
are marked and then are merged with similar states usingttataure implemented by
them. Jiekun Zhang et al§] have also proposed a system for the similar problem but



have tried to reduce state transitions rather than statesy; 0sed the data state merging
algorithm for merging the state transitions.

Gerald Tripp[L9) devised a high-speed pattern matching algorithm. A Xikield
Programmable gate array(FGPA) with automata implememaind compresses some
of the input patterns that are posed similar by the autom@te FPGA contains the
hardware design of this system and is tested using the dionslaThe regular ex-
pression rules are first created using a software and theledoiato the circuit. The
expressions can be modified without posing any harm to thieelev

Xu et al.20] proposed a new automaton for regular expressions calledila Fi-
nite automata(TFA). TFA eliminates the problem of DFA andM#stated earlier. TFA
allows more than one state to be active at a time, therefosyiag the need of lesser
number states. TFA allows bounding of a number of statea plloposed factor. TFA
is used for pattern matching and intrusion detection.

2.6 Model Based IDS

Model-based intrusion detectors create a model for degatitrusions. These model
are created using different techniques. The techniquaterkto the domain of machine
learning, data mining etc can be used. Hybrid models candsent as well which can
detect signature based as well as anomaly based attacks.

Sri International Laboratories built a host detection magled IDESP1] used
pattern recognition method to determine the behaviour acivity. The system also
includes an expert system that detects the unknown belravémd classifies them as
an attack or normal. If classified as an attack, then thedersgsstore these activities in
the database. They also built a model which could protectH#CAetworkspP2] using
the similar type of procedures but used network monitoriregqrols instead for detec-
tion purposes. Puthran et aRJ has used different data mining methods to detect and
analyze different attacks using methods like classificatind clustering. They have
mainly focused on the attacks prevailing in the network. yTbencluded that attacks
are detected accurately when using both types of mininghtquks. Shahadat et al.
[24] used decision Table to detect intrusions. The decisiole teba rule-based min-
ing technique. This algorithm gave better performance acdracy over the existing
models. To select important features they used a new tegrglled Dropout (DP).
which does a sequential search and drops out all non-rel&atares keeping only the
important features. Kathleen et a9 used a model formed by using Nave Bayes,
decision trees and SVM as base classifiers This model shogkabcuracy while re-
ducing false positive rates. Firstly, they used SVM to diviie dataset into normal
and attack, then attack points are fed to a decision tree ancMayes which is used
to classify these attacks. Gupta et &6][used techniques like K-Means Clustering,



Linear Regression generates rules automatically and tdetegsions based on these
rules. Singh et al.47] used different data mining algorithm for finding correcttpans

of an attack.
There are a lot more fields where intrusion detection systembeing implemented

and more research is carried out.
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Chapter 3

Problem Statement

Over the years there is the rapid increase in the usage ohetteechnology along with
the emergence of, new applications areas for computer mietwdVith the tremen-
dous increase in network usage and technology advancetiheniser data has become
vulnerable to a great extent. There is a continuous thretdigalata either over the
network i.e. while data communication or at the host systgradme insidious mali-
cious users or masqueraders. So there is an urgent needrfmiom detection. The
existing work includes detecting intrusion using audit ostlogs. The log files contain
and preserve the intrusions occurred till date. Many othedes of creating logs like
key press inputs, commands, application logs are there birtlynetwork related in-
teractions and activities or system based host logs are U$ede log files are mainly
stored somewhere either indefinitely or during the proogssime only. This leads to
huge volumes of data collection which exceeds overtimefibnesng many researchers
to develop some log data reduction methods or find differeaytsito intrusion detec-
tion. Currently, research is going on not only for deteciimgusions but also giving a
response at the same time so that intrusions can be handleglhwith that. Log-based
detection not only faces problem-related to a large an@asing volume of log files but
also from intruders who wish to access the log files so that¢he know what type of
attacks remain undetected. Model-based intrusion detesyistems are less vulnerable
to detecting the normal behaviour as an intrusion as theyraireed machine learning
models which improve overtime on the other hand log baseectien works by find-
ing patterns from the log files once they are stored. Theeafoodel based intrusion
detectors are more in trend.

3.1 Objectives

The aim of our work is to detect any unwanted activity which t& categorized as
illegitimate, in the system. The detection of these unwaaitgivities called intrusions
is important as they pose a great threat to the informatioredtwhich is very much
confidential. The main objectives are as follows:

i. To detect any unwanted and abnormal activity in the sydigrdistinguishing it
from the normal.

ii. To make an efficient model which can not only detect atsaakeady present in
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the database but also the unknown attacks which are new ttetbetion system.

iii. To protect the confidential data from illegal accesshés data is leaked can result
in a very dangerous situation for the organisation resjpa$or keeping the data
safe as well as for the person to whom the data is related tthebe situations,
whole responsibility comes on the organisation keepingrtftemation.

iv. To decrease the chances of false alarms or false posdtigdhat is the detection
system should not categorize a normal activity as an attack.

v. To make the detection system such effective that it caactiétue attacks with
accuracy.

3.2 Research Approach

The research work described in coming sections involvegémeration of a model
based intrusion detector using different data mining teqpies. The NSL-KDD dataset
has both training and test sets which are used for buildimgvatidating the model.
K-fold cross validation method is used for first creating 10 folds of the dataset and
then using these folds as input to build models so that theamnee in the data can be
reduced and this method also enhances the performance@étsifier. The technique
is used for dividing the dataset into 10 folds and then the eh@ltrained over the
nine models and tested over the remaining fold. Then the msded with the test
dataset for evaluating the model over different and knowacks. The model which
provides the best performance evaluated using differesuation parameters is the
model which outperforms and provides the best intrusioeat&n capabilities. The
model can detect known attacks accurately and learns mesftr detecting unknown
attacks by storing those attacks for future reference. Towk e done using the tool
WEKA[28].

3.3 Dataset Description

The NSL-KDD dataset is used for preparing intrusion detectnodel which is a re-

fined version of KDDcupp99 dataset. The work includes diffeértools and techniques
used to develop an effective intrusion detection model enlNBL-KDD dataset. This

dataset consists of training and testing dataset. Theetaterdudes 41 attributes and a
label class which suggests the attack type is either norntad@of the attacks. The first
nine features are basic features of network connectiorokeuxt thirteen features are
content features of network connection vector, and nex ane time based network
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traffic features and rest i.e. the last ten are host basedrletvaffic features. The
dataset is as described in the table 3.1.

Table 3.1: Dataset Description

No. | Feature Name Description Type

1. | Duration Time for which connection was on Numeric

2. | Protocoltype Protocol used for establishing a connection Nominal

3. | Service Service to establish connection at destinatiofominal

4. | Flag Connection Status Nominal

5. | Srchytes Data Bytes number in a connection fromNumeric
source to destination

6. | Dstbytes Data Bytes number in a connection from desNumeric
tination to source

7. | Land If IP addresses and port numbers are equaumeric
then 1 else 0

8. | Wrongfragment If packets fragmented wrongly Numeric

9. | Urgent Packets with urgent flag bit on Numeric

10. | Hot Number of indicators in the system Numeric

11. | Num.failed.logins Number of login in the system failed Numeric

12. | Loggedin Status bit 1 if user is logged in Numeric

13. | Num.compromised Conditions in which connection was comprpNumeric
mised

14. | Rootshell If shell was attacked then 1 else 0 Numeric

15. | Suattempted If surootcommand was used to get shell acNumeric
cess

16. | Num.root Number of timegoot accessed Numeric

17. | Numfile_creations Number of the file creations Numeric

18. | Numshells Number of shell prompts Numeric

19. | Num.accesdiles Operations on access control files Numeric

20. | Num.outboundcmds Outbound commands in an ftp connection | Numeric

21. | Is_hotlogin 1 if login from hot (admin or root) else 0 Numeric

22. | Is_guestlogin 1 if guestlogin else 0 Numeric

23. | Count Connections to the same destination Numeric

24. | Srv_count Connections to the same service(port numbeRumeric

25. | Serrotrate Connections that have activated the flagdumeric
s0,s1,s2 or s3

26. | Srv_serrorrate Percentage of connections that contributg fdumeric
Srv_serrocrate

27. | Rerrorrate Number of connections that activated the flajjumeric
REJ

to be cont'd on next page
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Table 3.1: Dataset Description (Cont.)

No. | Feature Name Description Type

28. | Srv_rerrorrate Percentage of connections that contributed tdumeric
Rerrorrate

29. | Samestrv_rate Connections to same service from the conneblumeric
tions in count(23)

30. | Diff _srv_rate The number of connections that were to difNumeric
ferent services, among the connections|in
count(23)

31. | Srv_diff _hostrate Percentage of connections to different destNumeric
nation machines

32. | Dst hostcount Connections with same destination host |IRlumeric
address

33. | Dst.hostsrv_count Connections with same port number Numeric

34. | Dsthostsamesrv_rate Percentage of connections to same service Numeric

35. | Dsthostdiff _srv_rate Percentage of connections to different serveldumeric

36. | Dsthostsamesrcportrate | Percentage of connections that were to sanNumeric
source port

37. | Dsthostsrv_diff_hostrate Percentage of connections to different destNumeric
nation machines

38. | Dsthostseerrorrate Connections that activated the flag Numeric

39. | Dsthostsrv_serrorrate Connections that activated the flags Numeric

40. | Dst hostrerrorrate Percentage of connections that activated [tidumeric
flag REJ

41. | Dsthostsrv_rerrorrate Percentage of connections that activated [tidumeric

other flags

The attack class present in the NSL-KDD training datasetritirie to four type of
attacksp9]:

1. DOS: Denial of service is a type of attack in which an attackersttie make a

network or any resource unavailable to the users which aregitimate users.

This is done by disrupting the services of a host or a nodelwiBiconnected to

the Internet temporarily so that the legitimate requestsotiget fulfilled e.g.
flooding the targeted machine or resource.

. Probe: Probe is a type of attack in which the attacker aims at aaogdbke in-

formation about the remote system or tries to know the ndtstate -e.g. A user

trying to send an empty e-mail just to check if the person Iseror to know the
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target person’s usage patterns.

. U2R: U2ZR is any unwanted access to exploit the vulnerabilitiethevictim’s
system by accessing its local account to get the root/admiiigges of the sys-
tem, mainly in an organisation e.g. kernel level attacks

. R2L: R2L is any unwanted access from a remote machine to a locdlinegfcemote
to local). In this type of attack, the attacker tries to géd ia remote machine to
gain local access to the victim machine. E.g. remotely loggnto a system by
knowing its username and password.

The normal class label tells that the activity does not aotéor any of the at-
tacks. The test set contains many other attacks which angresént in the train-
ing dataset.
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Chapter 4

Proposed Solution

The NSL-KDD dataset is an intrusion detection dataset wis@n improvement over
the KDDcup99 dataset. The NSL-KDD dataset contains 4lbates and the last at-
tribute is a class attribute which classifies the data intorabactivity or an attack. The
NSL-KDD dataset is further divided into two datasets:

1. Training Dataset: The training dataset is used to build the model. The dataset
contains 125973 instances which are classified as eitharalpu2r, r2l, probe,
dos.

2. Testing Dataset The testing dataset is used to test the model that how aetyra
it can perform predictions on the new set. The test datasghos 22543 in-
stances with 3750 instances having attack type not preséme itraining dataset.

The figure 4.1 shows the steps followed to create an intrusgbdection model and
is as below.

MNSL-KDD
Train Dataset

l

Data Preprocessing
& feature selection

|

Model Building NSL-KDD
Technigue Test Dataset

| |

Data
Preprocessing

Maodel o—

Prediction

Figure 4.1: Basic Work Approach
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4.1 Preprocessing

The raw data is comprised of data with varying scales. Namingl the dataset will give
a boost to the performance of the classifiers. The datasetigrpcessed by normaliz-
ing to a range 0-1, that means the highest value of the atribich is normalized is
1 and the lowest value is 0. The normalization of the datemebe done using feature
scaling, z-score and many other techniques. The datasetdeormalized using Fea-
ture scaling which gave better results than z-score andeild o®re by researchers as
compared to z-score

4.1.1 Feature Scaling

Feature scaling method is used for getting the range of sadfielata on a common
scale. The reason for using this method over standardiz&ithat it gives smaller
standard deviations, which can nullify the outliers.

o \/M (4.1)

n—1

where,
vis the standard deviation a sample,
$1,52.....5, are the observed values of the sample items,
‘sis the mean value of these observations,
nis the number of observations in the sample

The reason the most classifiers do not perform well on datatwkinot normalized
is that the learners calculate the distance between tworesets by Euclidean distance.
If one of the features has a larger value, then the value ofdbeltant distance will
mostly be around the feature with a higher value. To make &sathire approximately
proportionately to the final distance, the range of all feeduneed to be on the same
scale. There are different methods for preprocessing wdneh

4.1.1.1 Rescaling

Rescaling or min-max scaling is the most simple method odadl here the values of
the features are converted to a scale of [0, 1] or [1, 1]. Thereaf the data is used as
a decision parameter for choosing one of the two scales. 8$ealing technique can
be applied as:

I f B mm(f)
P = () = min()

(4.2)

where,
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f is an original value,
f’ is the normalized value
4.1.1.2 Mean normalization

It is similar to rescaling with the difference that raw sc@eubtracted with mean of
the population instead of the minimum raw score.

r_ f_f
mazx(f) —min(f)

(4.3)

where,
f is an original value,
f’ is the normalized value

4.1.1.3 Standardization

In this method, each feature value is converted in a way shatttlie mean of each fea-
ture is zero and the variance is one. Standardization filisifs the mean and variance
of each feature. Next, the calculated mean is subtracted éach feature. Then this
value is divided by the standard deviation.

-7

g

f (4.4)
where,

f is the original feature vector,

f is the mean of that feature vector,

o is its standard deviation.

4.1.1.4 Scaling to unit length

This method first scales each term of the feature vector sahiedength of the final
vector is one. For this each term is divided by the Euclideagth of the vector:

f

f'= (4.5)

4.1.2 Z-Score

z-score is calculated as the difference between the sample and the mean value
by the variance of that point. z-score of the values in thegd@amore than mean are
positive, while values with lower mean have negative z-s@md is a dimensionless
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guantity. The Z-score can be calculated as

z — score = f—n (4.6)

where,
1 is the mean of the population,
o is the standard deviation of the population

This formula requires the population mean and the populagtandard deviation
which is many a time unrealistic to know. In that case, z-sam@n be estimated by
using the sample mean and variance as:

|
|

(4.7)

zZ — Score =

(Q ‘

where,
f is the mean of the sample.
Sis the standard deviation of the sample.

Here, Feature scaling method is used over z-score methaorteatize the dataset
as the standard score requires the whole population meavesiadce rather than a set
of sample elements, therefore, making it complex to get trealized values for such
a huge dataset. z-score are mainly used for data which fa@loarmal distribution or
are nearly bell-shaped and The NSL-KDD dataset is not ndyrdatributed over the
mean.

4.2 Feature Selection

Then, feature selection is done as itis required for dinmeradity reduction and removal

of unimportant features which in turn also improves the emcyand other parameters
related to the outcome. The feature selection technigkesGFS subset evaluation
with greedy search, Pearson correlation, Info gain atteilmvaluation and Info gain

with filter method techniques were used and are describesvbel

4.2.1 Correlation Feature selection(CFS) Subset Evaluatn

CFS first creates a subset of features and then evaluate sagh rgther than adding
one by one to the set. CFS uses both Wrapper and Filter method¢rapper meth-
ods, a search algorithm is used to select appropriate tessator each feature subset and
then each subset is made to execute on a model. Wrapper raettedenerally very
expensive and can cause overfitting. These methods can hedread and very time
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consuming if the dataset is huge. Filters methods on the b#red also do searching,
but instead, the subset is evaluated on a more simple fitidiltdr methods, each fea-
ture has a defined score and on the basis of that score thesfeate added or removed.
This method further uses heuristic methods like hill clinthiwhich first create a subset
of features and add the new subset of features created iirtippve the model perfor-
mance over the older subset. Sometimes large datasetsackto lexhaust the memory,
S0 in such cases, a stopping point is generally applied. Titexia are stopped when
the subset gives the highest score over a model and addinguieset does not con-
tribute for any more good. Alternative search-based teghes can be Best first, Greedy
forward selection, Greedy backward elimination and aréh@asiame describes.

This method uses a hypothesis to evaluate a feature whi¢ls®od feature sub-
sets contain features highly correlated with the classifinayet uncorrelated to each
other”. To get a more meaningful estimate of the worth of thgot generated by an
attribute selection scheme measures like merit are caézlila he following equation
gives the merit of a feature subset C consisting of n features

_ nTes
Vn+n(n —1)z5;

Mg, (4.8)

Here,
"z Is the average value of correlation and feature values leaémifrom the features,
"z ¢y Is the average value of correlations between features

The Subset evaluation criterion can be calculated as:

CFS = max Tepy + Tepy + 0+ Loy,
Co | /N4 2(xpp 4+ -+ app, + FTpp)

(4.9)

where,
Ty andzy, ;, variables are correlations

4.2.2 Person Correlation

The Pearson correlation coefficient is a measure of therlio@aelation between two
variables A and B having a value between +1 arig where 1 is the total positive linear
correlation, O is no linear correlation, and 1 is the totaateve linear correlation. The
coefficient for population is represented by the Greekietded rho and is calculated
as:

pap = ———" (4.10)

where,

20



o 4 is the variance of A,
op is the variance of B

cov(A,Bj)s calculated as,

cov(A, B) = E[(A — ua)(B — pg) (4.11)

where,

114 IS the mean of A,
1 is the mean of B,
E is the expectation

Pearson’s correlation coefficient for a sample is mostlyesgnted by the letter r
and can be derived by using the values of one datdset,xncontaining n values and
another datassfl,...,yncontaining n values:

. >ici(ai —a) (b — b) (4.12)

Z?ﬂ(ai —a)? Z?:l(bi - 5)2

where,

n is size of the sample,

a;,b; are the individual sample values,
sample mean is,

a =

i a; (4.13)

The above formula can also be written as,

SN

* More is the size of sample than the population distributadnally then the sam-
ple is the best estimate of the population and therefore moearate prediction
can not be made.

* If population is not normally distributed and sample sigehuge then also the
coefficient is not biased but is not an appropriate predictio

4.2.3 Info Gain Evaluation Feature Selection

The InfoGain is an implementation of a feature selectionhoety using information
gain theory. It measures the information gained througheaifip attribute for predic-
tion of a class variable after the value for a feature is olekrThis technique is mainly
used to reduce the bias towards multi-valued attributeendnrbluating an attribute. In-

21



formation gain for a sample S using attribute R can be catedlas:

Gain(S7R)zlizv€values(R)(%Ii) (414)

where,

| and/; is the information before and after the split over the atiiieh,
t; is the number of instancesin

sis the total number of instanceskh

The intrinsic value ford*" feature is:

V=1 —_ Z {x € S|value(z,r)}| og, (\{:c € S|value(x,r)}|)
vevalues(R) ‘S‘ ‘S‘
(4.15)
The ratio between information gain and the intrinsic valiedlled Gain Ratio and
is,
Gain(S, R)

GRS, R) = IV (S, R)

(4.16)

After applying these techniques for feature selectionfelature set is passed through a
decision table algorithm to check the accuracy of the evatligeature set and thus se-
lecting the best feature set among them. A decision tablésishaique in which a table
is formed which is called a decision table containing theditboons and corresponding
rules which are to be followed to reach the actions to be pexd. For feature selec-
tion four techniques are used namely Co-related featurseswdvaluation with greedy
approach, Pearson Correlation, Info gain Evaluation. CEghad creates subsets and
then find correlated features using greedy approach. Reawseelation is finding the
interdependence between features and thus finding therdsatith lowest standard
deviation. Info Gain evaluation is selecting the featuragig the highest information
gain. The techniques and results are as shown in the table 4.1

Table 4.1: Feature Selection Techniques

Selection Technique| No.  of | Features Selected Accuracy with
Features Decision Table
CFS+greedy search| 11 3,4,5,6,12,14,26,29,30, | 98.82%
37,38,42
Pearson Correlation| 12 3,4,5,6,12,14,26,29,30, | 98.81%
37,38,14,42

to be cont'd on next page
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Table 4.1: Feature Selection Techniques (Cont.)

26,29,30,31,32,33,34,35
36,37,38,39,40,42

Selection Technique| No.  of | Features Selected Accuracy with
Features Decision Table
Info gain evaluation | 30 1,2,3,4,5,6,8,10,12,22, | 98.26%
23,24,25,26,27,28,29,30
31,32,33,34,35,36,37,38
39,40,41,42
Our approach 23 2,3,4,5,6,12,23,24,25, 98.27%

The last approach includes applying a filtering technigunéoinfo gain attribute
evaluation technique until the accuracy improves thusaeduthe feature set tremen-
dously. Here, the first feature selection technique givedg#st accuracy so the features
of the first approach will be used for further evaluation. Bedected features are as

shown in the table 4.2.

Table 4.2: New Feature Set

Feature No. | Feature Name
1. Service
2. Flag
3. Src bytes
4, Dst bytes
5. Loggedin
6. Rootshell
7. Srv_serrorrate
8. Samesrv_rate
9. Diff _srv_rate
10. Dst hostsrv_diff _hostrate
11. Dst hostserrorrate
12. Class( normal or attack )

23




4.3 Model Building Techniques

After the training dataset is refined and is ready for usage,used as a basis to build
the model for making the predictions and evaluating the rhasiag various evaluation
parameters.

4.3.1 Classification Algorithm

The model built using classification techniques are more@pfate in detecting signature-
based attacks i.e. attacks which are already present irathbake, they are not as ef-
ficient in detecting novel attacks. So, models built usirgsthalgorithms are helpful

in environments where the intrusion to be detected are mé&ioin known sources or
the database used as a base is very powerful and highly wellageed. In these kinds

of situations, these model give low false positive ratese fipure 4.2 shows the steps
used to build classification model.

Dataset Dimensionality

Train Dataset |~ " . ™ Reduction/Feature
Preprocessing
Selection

Classification

Algorithm
NSL-KDD /
Test Dataset Preprocessed L ] Model

dataset
Prediction

Figure 4.2: Work Mechanism for classification model

h

4.3.2 Hybrid Algorithm

The model is built using both supervised and unsupervisauthileg i.e. classification
as well as clustering methods. Many new types of attacks ireomadetected using
classification techniques so the new type of attacks arelédngding clustered data and
the signature attacks are detected and classified usindab&fication data. Hybrid
algorithms combine both misuse and anomaly-based detestithat they can preserve
the quality of high detection rate using misuse detectiahedficient classification of a
new type of attack using anomaly-based detection methols.figjure 4.3 shows the
steps used to build hybrid model.
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Dimensionality

" Dataset Clustering
Train Dataset |— > > .
Preprocessing Reduction/Feature Algorithm
Selection
Clustered
Dataset
NSL-KDD . = Classification
Test Dataset TEpIesed % ‘ Hybrid Model fl«—— | apqorithm
dataset

I

Figure 4.3: Work Mechanism for hybrid model

4.4 Performance Evaluation

True Positive Rate (TPR), False Positive Rate (FPR), RoegiRecall, Mathews Cor-
relation Coefficient (MCC) and accuracy are used as evalug@rameters which are
derived using confusion matrix. The matrix is as shown intéide 4.3.

Table 4.3: Confusion Matrix

Normal | Intrusion

Normal TP FP
Intrusion FN TN

Where,
TN - Instances correctly predicted as not being intrusions.
FN - Instances wrongly predicted as not being intrusions.
FP - Instances wrongly predicted as intrusions.
TP - Instances correctly predicted as intrusions.

NumberofSamplescorrectlyclassi fied

) _ 4.17
ceuracy Totalnumbero f samplesintestdata ( )
TruePositive Rate(TPR) — ——- (4.18)

ruer ositrverare TP+ FN '
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FP

FalsePositiveRate(FPR) = TPITN (4.19)
TP

Precision = ———— 4.20

recision = PP ( )

VOO — TP X TN —-FP X FN (4.21)
/(TP + FP)(TP+ FN)(TN + FP)(TN + FN)
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Chapter 5

Implementation

The model is implemented using various data mining algorshThe models can de-
tect misuse based attacks (known attacks) as well as anatatks (unknown attacks).
The model is implemented using classification and hybridrigms. The model im-

plemented using the classification model detects misusslmtacks efficiently but is
not as much efficient in detecting unknown or anomaly attadkss problem is ad-

dressed by models built using hybrid algorithms that is tb&y detect both types of
attacks aptly. The hybrid algorithms are constructed ugiegcombination of classifi-
cation and clustering algorithms.

5.1 Classification Algorithms

These algorithms are best suitable for detecting misusedbasrusions i.e. intru-
sions which are already present in the database. Thesathigsrare applied using
the WEKA tool [30].

5.1.1 C45

C4.5 is a supervised learning algorithm and is used to genardecision tree which
is an improvement over the earlier decision tree algoritb®. IThe C4.5 algorithm is
a statistical classifier which classifies the nodes on theagnof information gain as
in section4.2.3 C4.5 generates a tree and select each attribute by firstlathg the
information gain of an attribute over the parent attribute the node with the maximum
information gain is selected as the next parent nddb4 In these tree structures, leaves
nodes are the class labels which if reached gives the clasktathe test sample and
thus a prediction occurs, and branches are features thmirhihding and traversing to
the leaf or class label for the test point. Information gaifEntropy is as:

H(E) = Ip(p1,pa, - pn) = — Y _ pilog, pi (5.1)
=1

where,pq, ps, ... are fractions that sum up equal to one
The information gained through a particular attribute foediction can be calcu-
lated by,
IG(E,r)=H(E)—H(T|r) (5.2)
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where,

IG(E,r) is information gained for a particular attribute r on thesslattribute E,
H(E) is the entropy of the class attribute and is calculated aguaton5.1,

nis the no. of attributes further dividing that particularisute,

H(E|r) is calculated as,

n

H(E|r) = Zp Z —Pr(i|r)log, Pr(i|r) (5.3)

The attribute which has the lowest entropy and thus the Bigh&rmation gain is
selected as the next split attribute. To make the decisianttie next node should be
selected or not is done by estimating the error rates. Tloenrdtion gain of a particular
attribute needs to be calculated as after that only the ideci$ a particular node to be
selected or rejected will be established.

C4.5 Algorithm works by taking the set of instances to reaathenode and then
for each of this possibility calculate certain errors inat@ag to that node. This gives
certain errors E, out of total number of instances3l|.[The formula can be derived
using a given confidence level and estimating the confidenutslas,

r—t

where,

N is the number of samples,

r = E/N is the observed error rate,

tis the true error rate

The formula leads to an upper confidence limit for t. Estinfatehe error rate e can

be calculated as,
22 r 72 72
€:T+W+Z NN T ane (5.5)

142

The node with the least error rate is chosen until the leaknedeached. The
confidence level is generally taken as c=25%.

5.1.2 K-nearest neighbors(KNN)

KNN is a supervised learning algorithm which is also callddzy learner. When a lot
of training samples are fed into the learner then it storesathole dataset in memory
or rather plots the dataset over n-dimensional data spaten\We test sample is fed
to this model then it plots whole test sample into n-dimenaispace and then finds
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the k-nearest neighbours using any of the distance mea@ikeedManhattan distance,
Euclidean distance) from the training plot or sample. Tlaerler does this whenever it
needs to predict for a test sample and it goes through thedirling dataset every time
for this step, so it is called a lazy learner.

The distance measures can be calculated as,

* Manhattan Distance: N

dy(p,q) = Z \pi — (5.6)

=1

N
dp(p,q) =Y \/p} — (5.7)
i=1
where,

p,gare instances composedMfieatures, such that=p, ..., py,.9=q1, ..., qn

* Euclidean Distance:

Given a test point s for which the attack class is to be found, & data seT =
t1, c1..t,, Wheret, is thei' element and; is the label, the algorithm will find a subset
m=my,ly...m, such thatn € T and)_{ d(s, m,) is minimal. Y thus is set of k points
which are neighbours and the closest to the test point. Wheré&e class label and is
L= f(lh...lg).

The main obstacle while using the k-nearest neighboursei€hioice of the value
of k. If the value of k chosen is too large then the neighboadhwill contain many
irrelevant points leading to difficulty in predicting withigeision and if taken too small
will lead to the wrong number of points.

5.1.3 Ripper

Ripper or Repeated Incremental Pruning to Produce Errou&xh is a rule-based
learner which creates a set of rules for classifying the leraband reduces the error.
An error is the number of misclassified samples occurredeMnsing these rules to
evaluate a model. The learner does not make any a priori ggurs to reach the final
concept rather it works on the assumption that the data ochwhis trained is similar in
away as the unseen data. Ripper creates association rtthagdiiced pruning. Firstly,
an initial rule set is created and new rules are added usimg $euristic method, which
is called the growing phase. Then pruning is applied to #ngd dataset and is applied
to that rule which is least effective. The pruning is stoppdeen further application
leads to growth in error rate. The algorithm is applied as:

1. The rules are added greedily to the rule set R= till the folmed is optimum.
The value of each feature is evaluated and the conditioniwgiiies the highest
information conferring to information gain is selected.
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2. Then the rule set is pruned inclemently pruning each he. pruning metric is,

m=—2 (5.8)

where,
p and n are positives and negatives of the predicted rules

3. After the generation of initial rule sk, two more variants of each rule are gener-
ated, one from the empty rule set and another by appendirtguies to the rule
set R. The pruning is done by using the formula of accuracy &quatiord.17
Then the smallest DL(description length) for each rule isudated. The condi-
tion with the smallest DL is selected. If there are still m@sidual positives then
the whole procedure is followed again.

5.1.4 Naive Bayes

Naive Bayes algorithm comes under the class of probalilegorithms. The nave
Bayes algorithm use probability theory and the Bayes thedis prediction. Here,
the probability of each category is calculated for a givem@gla and then the sample
is classified based on the highest one. In the Bayes theohenprobability of each
feature is calculated by using the previous knowledge ogiven conditions that might
be related to that feature.

For atestinstand=(t4, ..., t,,) having n features, instance probabilitiegp(t:, ...., t,)
are assigned for each M outcomes or clagsgs But this theorem performs problem-
atically for large datasets as biasing such models usinggibtty theory is infeasible.
Therefore Bayes’ Theorem make it more in tactable and thiegtitity is estimated as,

p(Zm)p(t | Zon) (5.9)

However, the denominator is always constant as the valugsatiret; do not de-
pend on Z and the is always provided. Therefore the above equation can battewr
as,

D(Zsta, o tn) = p(Z) H p(t; | Z) (5.10)

The independence of attributes from each other is assum#e wging this classifier.
These methods vary of errors and can generally handle rgisalnes
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5.1.5 Random Forest

Random forest algorithm creates a forest of a number of foredassifying the prob-
lem. If the trees are more in number, then better is the acgurbn random forest
instead of choosing the root node by using the Gini index fmrmation gain, the root
node and the further nodes will be chosen randomly. Thisleilin the creation of
different decision trees and then these trees will contieiboithe random forest. These
are ensemble learning techniques for classification oessgon models. ID3 and deci-
sion tree classifiers are used as base learners in this raiodest algorithm. Decision
trees are mostly used when talking about tree algorithmgeieral, trees that are very
large or go to the depth learn much about the problem and ayeeficient and but
sometimes overfit that is very high variance between thetpoifo they average the
outcomes of these huge trees which are trained on differamns pf the dataset thus
reducing variance. This comes a little bit expensive butegalty boosts the model.
They apply the bootstrap aggregating, or bagging, to sebtoe learners.The test set
S=(s1, ..., s,) produce tree results=(t¢4, ..., t,,) after applying bagging. Then a sample
is selected randomly with replacement and each tree is fittele selected sample
i.e training a classification treg, on S, T, where b is the times for which bagging is
performed. The test samples or unseen queries can be ¢attak

P= ) fald) (5.11)

where,
N is the number of times bagging performed,
X' is the sample in the data set

and for classification trees use the majority vote principlagging results in good
outcomes and high performance because the variance lagsegshis algorithm. Cre-
ating many trees from the same training set give trees havhigh correlation.

5.1.6 Random Subspace

Random subspace or feature bagging method uses ensentirigtexs for generating
a model. The technique used is bagging. In Bagging technigdéitional data is
produced from the original dataset which decreases thatievithus resulting in an
effective prediction. Rather, in random subspace, thaifeatare randomly selected
with replacement and then fed to a learner which helps imir@frg from the selection
of feature with higher importance every time. The individearners are combined by
using majority voting or posterior probabilitie3d)].

For the selection of base learner, any good learner can lkfum® among the
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explained earlier. AdaBoostis used as a base learner heére AdaBoost algorithm has
the ability to combine many weak classifiers into one strdagsifier thus enhancing
the prediction results. Moreover, an equal voting weighesee does not work as most
classifiers may contain noisy features so, this algorithes asvariable weight scheme
for each classifier and thus performs well as compared.

Let the dataset to be classified be.....t,, wheret; be the samples and weak
classifiers, ....c; that classify these samples which produce outputs;@s) having
value between 1 and -1. Then the classifier is as:

R(n) (tz) = ki (tl) + -+ kncn(ti) (512)

where,
k; is constant value produced for a given classifier,
nis the number of weak classifiers

The difference between random forest and random subspahbatisandom sub-
space does the splitting of the node in top-down fashionaoantyl whereas random
forest use information theory for choosing the way of a 8ptitof an attribute.

5.2 Hybrid Algorithms

These algorithms apply both clustering and classificatppr@aches for intrusion de-
tection and can detect misuse as well as anomaly basediamsud he techniques are
implemented using WEKA tool. K-means algorithm is used ascthstering algorithm

in all the combinations used ahead to create hybrid modelisghe most widely used

algorithm and has good prediction characteristics. K-raeara clustering technique
which lets then instances to be grouped in different clgsterthe basis of similarity.

Here k denotes the number of clusters which are areas diftine each other as much
as possible for better clustering of data. The optimal valiule need to be chosen an
thus is calculated from the given data. This algorithm heipsinimizing the variance

between each cluster formed. The k-means algorithm is asvbel

1. In each step k data points are chosen as the centre.

2. The distance of other points from these k centroids isutaed using one of the
distance measures (Euclidean distance here) and thenitits pce clustered to
the centroid with least distance.

3. At each step value of the data points in each cluster isageer and then it is
chosen as the new centroid.
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4. The process continues till the value of cluster centréelsp changing. Then
finally the data is clustered into k clusters.

Let, x4, ..., x,, be the number of instances in a dataset, from them k numbesintsp

are chosen as centroid for each cluster. Then each instamesubtracted from every
centroidc; to know to which center it is the closest. Then these insace put in

the respective clusters. This algorithm continues as egalan above algorithm. The
KOmeans clustering uses the following objective functiod & as:

k n

0=> > It)el? (5.13)

j=1 i=1

where,0 is the objective function,
n andk are the number of instances and clusters respectively,
tY) thei instancel|t)¢,||? is the distance function

In this method value of k need to be chosen efficiently for thedbeget clustered
well. Anyhow there no practical or theoretical formulati@mn choosing k, one way is
to use hit and trial method that is based on some criteriasgngome values of k and
for each value form the clusters to choose the best one.

52.1 Kmeans+ C4.5

K-means is an unsupervised clustering algorithm and C4absgpervised algorithm
that is it has a set of predefined classes. First K-means igedgp the dataset and
then, the C4.5 algorithm is applied to the clustered datsekplained in sectioPr?.

5.2.2 K-means + Naive Bayes

Firstly, the K-means algorithm is applied on the datasetchlig applied in the same
way as above and then the naive Bayes algorithm as explairszttion?? is applied
on the clustered dataset.

5.2.3 K-means + Ripper

The dataset is firstly passed through the K-means clustalggyithm and then the
Ripper classification algorithm as explained in sec6n

5.2.4 K-means + Random Forest

After applying K-means algorithm to the dataset, the randiorest classifies the in-
stances into respective class. Random Forest is implech@antbe same way on the
clustered dataset as explained in secidn5

33



Chapter 6

Results and Analysis

6.1 Classification Algorithms

Table 6.1: Performance Evaluation of Classification Altoris

Classification Algorithm / Per- | TPR | FPR | Precision| MCC | Accuracy
formance Measure

C4.5 0.855| 0.113| 0.859 0.750 | 85.54%
KNN 0.843| 0.117| 0.858 0.735 | 84.27%
Ripper 0.857| 0.136| 0.881 0.732 | 85.67%
Naive Bayes 0.787] 0.183| 0.803 0.646 | 78.72%
Random Forest 0.839| 0.137| 0.843 0.711 | 83.89%
Random Subspace 0.837| 0.141| 0.905 | 0.5864| 83.70%

The performance evaluation of various parameters as iratile 6.1 shows that Ripper
and C4.5 outperform among all the techniques giving a goedracy score with the
former giving highest true positive rate and latter givihg towest false positive rate.
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BC45 EKNN  ERipper % Ndive Beyes M Random forest B fandom Subspace

Figure 6.1: Analysis of Classification Algorithms for difént class labels over True
Positive Rate

From the figure 6.1 it can be visualized that KNN is giving betesults for the
attacks U2R and R2L as compared but these attacks constéytdesser part of the
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complete data set which nullifies the effect of giving theth@sformance for these
attacks thus Ripper and C4.5 outperforms among all and caedrefrom the table as

well as figure above.

6.2 Hybrid Algorithms

Table 6.2: Performance Evaluation of Hybrid Algorithms

Hybrid Algorithm/ Per- | TPR | FPR | Precision | MCC | Accuracy
formance Measure

K-means+C4.5 0.859| 0.130| 0.854 | 0.743| 85.11%
K-means+Naive Bayes | 0.845| 0.087| 0.890 | 0.779| 84.51%
K-means+Ripper 0.848| 0.146| 0.887 | 0.778| 84.81%
K-means+Random For-| 0.827| 0.143| 0.831 | 0.682| 82.73%
est

The performance evaluation of various parameters as shotte itable 6.2 shows that
all the techniques give fairly comparative result and giwedaccuracy on unknown
data also. K-means with C4.5 gives the highest true posititee and K-means with

Nave Bayes gives the lowest false positive rate.
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Figure 6.2: Analysis of Hybrid Algorithms for different da labels over True Positive

Rate

The figure 6.2 depicts that K-means with Naive Bayes impradkedrue positive

rate of every attack and also gives a good accuracy. Howdtlier three techniques
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still give better results as U2R and R2L contribute to vepsé part of the dataset and
these techniques have a higher true positive rate as cothate-means with Naive
Bayes for other more likely attacks.
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Chapter 7
Conclusion

7.1 Conclusions

i. From the results of classification models and hybrid medéektan be concluded
that hybrid models perform much better as they detect neastgpattacks(unknown)
whereas, the classification algorithm ignore the new astack

ii. Hybrid models give better true positive rate and lowdsdgositive rate compared
to classification models.

iii. Hybrid models use the advantage of classification atgor by maintaining lower
false positive rate for known attacks as they are implenteuaseng classification
algorithms as well.

iv. On comparing the results of classification models it cardncluded that among
all the classification models C4.5 model has given the besbipeance.

v. On comparing the results of hybrid models it can be coregiiutiat among all the
hybrid models, K-means + C4.5 model has given the best pedioce.

vi. C4.5 classification model has given an accuracy of 85.84%K-means + C4.5
hybrid model has given an accuracy of 85.11% as shown in bies#.1 and 6.2.

vii. Rest of the models have also shown a good performancambe seen from
Table 4 and Table 5 and, figure 5 and figure 6.

7.2 Future Scope

i. The dimensionality reduction of a dataset using prinlagoaponent analysis can
be achieved for better results and better data visualizatio

ii. More advanced algorithms like neural networks can belusenodel the system
for better detection rate.

iii. The system can be made to respond to intrusions aloniy thé detection with
lesser false alarms.
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