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ABSTRACT

With the increase in demand of identification of authenticity of the digital images, researchers are widely
studying the image forgery detection techniques. Copy-move forgery is amongst the commonly used
forgery, which is performed by copying a part of image and then pasting it on the same or different
image. This results in concealing of image content. Most of the existing copy-move forgery detection
techniques are subjected to degradation in results, under the effect of geometric transformations. In this
work, a Discrete Cosine Transformation (DCT) and Singular Value Decomposition (SVD) based
technique is proposed to detect the copy-move image forgery. DCT is used to transform the image from
spatial domain to frequency domain and SVD is used to reduce the feature vector dimension.
Combination of DCT and SVD makes the proposed scheme robust against compression, geometric
transformations and noise. For classification of images as forged or authentic, Support Vector Machine
(SVM) classifier is used on the feature set. Once the image is detected as forged, then for the localization
of forged region, K-means clustering is used on the feature vector. According to distance threshold,
similar blocks are identified and marked. The application of SVD provides the stability and invariance
from geometric transformations. SVM classifier classifies the images as forged or authentic. Evaluation
of the proposed scheme is done with and without post-processing operations on the images, both at pixel
level and image level. Pixel level analysis shows the accuracy of proposed scheme in detecting forgery
within an image. Image level analysis shows the accuracy of proposed scheme in image classification
whether it is forged or original. The proposed scheme outperforms the various state-of-the-art techniques
of Copy-Move Forgery Detection (CMFD) in terms of accuracy, precision, recall and Fi parameters.
Moreover, the proposed scheme also provides better results against various attacks such as rotation,

scaling, noise addition and JPEG compression.
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CHAPTER 1
INTRODUCTION

Revolution of digital techniques has provided ease of availability of related software. People of every age
group frequently use them in their day to day life. Digital cameras and image editing software are also
one of them. Purpose of using this software may vary from person to person. Someone may use this to
improve or enhance the information, whereas others may use it to alter data. Nowadays, digital media has
become an important part of our life, as we encounter with thousands of images in our daily life. Images
play an important role in delivering useful information in various fields. So, one must be sure about the
authenticity of these images. Misinterpretation of image data may lead to serious conflicts and disastrous
results. Image forensics field handles the issues related to the image forgery. A Passive, popular and
tampering dependent technique is copy-move forgery, which can misinterpret data. So, there is a need to

explore this field [1].

1.1 IMAGE FORGERY DETECTION METHODS

Digital Signature

—]

ACTIVE Copy_Move
Digital Watermark
Dependent
Image forgery
detection Tampering Splicing
Independent
PASSIVE Compression
Sourcle Device Re-Sampling
| |
Optical Regulators Sensor Regularities Inconsistencies

Figure 1.1: Classification of Image forgery Detection techniques [1]



1.1.1 Classification of Passive Image Forgery Detection Methods
A. Pixel Based Techniques
Pixel based techniques are based on detecting the statistical abnormalities which are introduced at the
pixel level when images are being forged. Analysis of the pixel level correlation is done in order to

detect forgery in the spatial or transformed domain.

B. Format Based Techniques
For efficient storage and transmission, every image undergoes compression at least once during its life
cycle. Doctored images are also compressed after the tampering. This compression leaves many

traces, which may reveal the tampering. JPEG is one of the widespread used compression technique.

C. Camera Based Technique
Every camera adds some artifacts in the captured image. Camera based techniques detect the traces of
any modification at various stages of image processing by using color filter array, chromatic

aberration, sensor noise and camera response.

D. Source Camera ldentification Based Techniques
In this technique, the specifications of a camera are used for detection of tampered images by
analyzing the CFA, lens aberration and sensor noise etc.

E. Physics Based Techniques
Matching the lighting conditions of the different images is a difficult task. The variations in lighting

conditions of the captured image can reveal the tampering of the image.

F. Geometric Based Techniques

Every image has a principle point at its center, which shifts when these images are modified by copy
move or splicing. With the help of projective geometry principles, forgery detection method can be
designed [2].

As we know, forgery detection in images can be of Active and Passive class. Copy-move forgery is
among the passive ones. Copy-move forgery resulted from copying-pasting of one or more than one,
small or large area of images. This type of forgery is easy to perform and is very common. The main
motive behind this type of activity is to hide something from an image or to manipulate the information

contained by the image. In order to make this forged image undetectable by naked eyes, many conditions



are taken into consideration. lllumination and the temperature of the colors and lighting conditions should

be properly matched [1]. Work process of copy-move forgery is shown in Figure 1.2.

Pre-Processing Visualization

A

Feature
Extraction

Matching

A\ 4
A 4

Figure 1.2: Work process of Copy-Move Forgery Detection Technique [1]

Copy-move forgery commonly consists of four stages as shown in Figure 1.2. Preprocessing is the
optional one, where an improvement in the image is done by removing distortions and enhancement of
important features contained by the it. Colored images are converted to gray scale image, which reduces
the dimension of image data and makes the features distinct. Processing speed also increases. Most of the
techniques also used block division process. Blocks help in formation of a simple algorithm for the
feature matching process. Once image is transformed into blocks, features are taken out of each block,
which is known as feature extraction. The features contain unique information which is also useful.
Features chosen should be less affected by post-processing operations done on the tampered image.
Sometimes invariant features are given more importance like as key point based, texture and intensity.
After the features are extracted, then matching procedure is started on those extracted features. Similar
features in the image are find out. Feature matching techniques are classified as block matching and key
point matching schemes. In block matching technique, features of every block is matched with the
features of another block and similar features are kept together. Whereas in key point matching technique,

key points are matched in the whole image and matching points are joined by lines [1].

1.1.2 Types of Digital Image Forging

Addition of something to the image which is unwanted is called forgery. At present time we are
surrounded with the digital images. Many of these images are suffered from forgery. Mainly following

types of digital image forgeries are encountered in the images [3]:



Cloned: It is the easiest way of performing copy-move forgery but it is not easy to detect because of post-
processing operations performed on the image.

Figure 1.3: Example of cloning used for hiding the real content of the image

Spliced: It is a procedure of making a forged image with the help of two or more than two images.
Borders of the different used images are hidden in the forged image using some operations, in order to

make it non-detectable.

Figure 1.4: Example of splicing used for manipulating the content of images where data from the other

image is inserted into an image to make it forged.

Retouched: With the help of special dyes or digital retouching we can remove, repair and enhance
features in the target image.



Figure 1.5: Example of Retouching used for changing the features of the original image

Morphed: Conversion of one image to other digitally is called as morphing. Features of one image are
mixed with the features of another image slowly.

Figure 1.6: Morphed image formed by converting a human face into an alien doll

Enhanced: It is done for enhancement of the image features like contrast and edges, which is a very

common practice in image processing.

Figure 1.7: Example of color, brightness, contrast and blurriness enhancement

Computer Generated: Computer software can be used to create a forged image and can perform post-

processing operations too in order to hide the manipulated areas.



Figure 1.8: Example of computer generated image

1.1.3 Types of Copied Regions

Mainly there are four categories of the images that datasets usually contained namely Background,
Object, Creature, Letter etc. Copied regions can also be classified as following on the basis of content

they contained as shown in Figure 1.9:

Types of Copied Regions

Background Object Creature Letter
Scene Architecture Animal Word
Nature Art Human Text

Texture Shape/Line
Color Plant

Figure 1.9: Types of copied regions [1]

1.2 BLOCK BASED COPY MOVE FORGERY DETECTION METHODS

These methods make division of image into the equal size of over-lap or nonoverlapping blocks. Features
are taken out of every block and then blocks with similar features are searched. These schemes are very
simple and well known. Most of the techniques also used block division process. Blocks help in the

formation of a simple algorithm for feature matching process. After block division, features are extracted



from each block, which is known as feature extraction. Features contain unique information, which is also

useful. Feature extraction for a block based scheme can be done in following ways [1]:

Texture and Intensity Frequency Transform

Moment Invariants Log-Polar Transform Dimension reduction

Figure 1.10: Methods of feature extraction

Copy-Move tampered image can be treated by a block basis forgery detection method by the series of
steps like, preprocessing on input image and division of image into blocks for driving features out as
shown in Figure 1.11.

Input image

v
Preprocessing

A
Divide image into blocks

y

Extract features from each
block

A 4
Compare the extracted
features

A 4
Forgery detection

\ 4

Post-processing

Figure 1.11: Workflow of Block based copy-move forgery detection methods [5]



Frequency Transform

It is the famous and frequently used feature extraction method. It does the best separation between the

rotational component and translational one [1]. Frequency transform methods are more robust to noise

and are shown as follows:

o Discrete Cosine Transform (DCT)
o Discrete Wavelet Transform (DWT)
e Dyadic Wavelet Transform (DyWT)

e Wiener Filter Wavelet

Out of above-mentioned techniques, DCT is most commonly and frequently used technique. DCT based

technique is noise robust and simple to use. We can decrease the size of features in order to lower the

processing time and complexity.

Table 1.1 Frequency Transform based feature Extraction method [1]

Technique Methods Advantages Limitations
DCT e Mismatch of DCT grid and | Effective and robust to | Complex computations.
block artifacts are detected. | compression.

e Higher frequency | Feature dimension is | Works only for small
coefficients of DCT are | reduced. duplicate region.
truncated.

e Circular blocks are used | Multiple regions can be | Only works with post-
instead of square. detected. processing.

e SVD is applied on blocks | Robust to blurring and | Works well with post-
after DCT. compression processing.

FWHT Fast Walsh Hadamard Transform is | Accurate and fast. Affected by
used due to simplicity. transformations.
DWT Used low frequency subbands. Less complex. Location dependent.
DywT Comparison between LL band and | Shift and jpeg | Tested with
HH band is done. compression invariant. compression and
rotation only.
Wiener Wiener filter is applied on image to | Robust to compression, | Unable to self
Filter extract features. scaling, rotation and | adjustments.
noise.




Moments Invariant

Some set of features are invariable to a different type of transformation like transition, rotation and
scaling. Examples of some moment invariant techniques are Zernike moment and exponential moment.
Zernike moments are unaffected by rotations than moment. Exponential moments are more robust to

noise and smooth distortion conditions [2].

Texture and Intensity
Natural scenes including grass, clouds, trees and ground contain similarity in texture and intensity which
can be used as a feature to find out the forged area. There are different types of standard texture

descriptors which are named as Intensity, Pattern and Color.

Log-Polar Transform
Log-Polar consists of techniques which are rotation and scaling invariant [2]. These techniques project the
points from Cartesian plane to Log polarized plane. Log-Polar Fourier Transform (LPFT) has more

robustness against rotation.

Dimension reduction
These methods are used to minimize the dimension of image. Mainly used dimension reduction
techniques are LLE and SVD.

1.2.1 Block Based Matching Techniques

After the extraction of features, blocks with similar features are searched. Similar blocks are kept adjacent
in a matrix. Various algorithms are designed for block matching purpose. Some of them are given here,
which detect the similar blocks on the basis of distance criteria or on basis of the correlation between the
blocks [1].

Sorting is a method of arranging a matrix or array in a certain manner. In the matching process of block
based technique, sorting helps in matching the feature vectors. Blocks having similar features come in the

neighborhood of each other in a sorted matrix. Various sorting techniques are as follows [1]:

e Lexicographical: Sorting on the alphabets basis of feature values.

o Kd-Tree: It is a data structural scheme that searches for the nearest neighbor.



e Radix: For a non comparative integer, radix sorting is performed, where the individual digit is

sorted out.

Out of all above three techniques, the lexicographical technique is most widely and commonly used
technique. The efficiency of this technique depends upon its usage. Kd-tree is a tree-based sorting
technique that divides the blocks array into two parts and neighborhood is compared with a threshold.

Hash can detect any modification in data using hash functions. Similar features have same hash value.
Counting Bloom Filters (CBF) and Locally Sensitive Hashing (LSH) use hash functions to detect any sort
of modifications. Nearest neighbor algorithm searches for features that have same hash values. Small hash
values result in speeding up of searching operation. Hash functions are used for mapping a large size data
to a fixed size. These functions are mainly used in searching operations where they find similar values in

large files [1].

Correlation is finding the relation between two variables which helps in detection of duplicated region.
This is done usually after sorting but can be used before also. Normally used correlation is phase

correlation. Correlation peaks which are higher than the threshold value are detected [1].

Euclidean distance is the distance calculated between the two vectors. It is also calculated after the
sorting process. Similar blocks are at the neighboring position. If the distance between them is greater
than threshold decided for Euclidean distance, then they are called forged region. For a two dimensional

geometry, Euclidean distance between two points, c= (c,c,) and d= (d,, d,)) is defined by Equation (1.1)
as [1]:

D(c,d) = J(dx — )%+ (dy —cy)? (1.1)

1.3 KEY POINT BASED COPY MOVE FORGERY DETECTION

Key point based techniques do not divide an image into blocks. Distinct features extraction is done for the
image. Some commonly used features are corners, edges, blobs etc. Descriptors are searched out around
the feature region in order to increase their reliability against any sort of transformation. Together the
feature and descriptors are matched and define a tampered region [7]. Some methods work on block

matching techniques to decrease load of computations. They performed the block matching in the spatial

10



domain. Use of GPU and integral images enhanced the copy-move forgery detection techniques in a
method. Sometimes images are expressed in bit plane form, then ASCII codes may assign to them for
forgery detection. Sometimes images are segmented into patches and SIFT key points are used to describe
the image features which are matched for forgery detection. For matching the Key points, Expectation
and Maximization algorithm is used. Workflow of key point based techniques is as follows:

Input Image

A 4
Preprocessing

A 4

Identify key points

A 4
Extract features around
these key points

A 4
Key point Matching

A 4
Forgery Detection

A 4
Post-processing

Figure 1.12: Workflow of Key point based Image Forgery [7]

Key point based feature extraction techniques: SIFT, SURF and Harris corner detector are discussed here.

SIFT: It works on local image statistical features. These features are matched in the image to detect
duplicated region. These features are robust to scaling, rotation, noise, compression and any other
geometric transformation. SIFT with hierarchal clustering detects multiple copied region. SIFT with

Euclidean distance give better performance and is robust to scaling and rotation [7].

11



Harris Corner Detector: The first technique used in key point matching is Harris corner detector. It is
named after Chris Harris. It calculates the differential of corner score and can easily distinguish between
the edges and corners. Earlier Kanade- Lucas- Tomasi (KLT) and Harris operator were used for capturing
corners. Harris corner gives better results, which are robust to illumination change and rotation. Its

algorithm is as follows [7]:

o Colored image is changed to grayscale then spatial derivative is calculated.
e Structure tensor is set up.
e Harris response is calculated.

e Nonmaximum suppression is found out.

SURF: It was an improvement to SIFT in processing time and dimension reduction of features. SURF is
invariant to post-processing operations and geometric transformation. The drawback of SURF is that it
does not give response to copied region which is small in size. SURF descriptor and detector are made by

finding key points using Fast Hessian Detector [7].

1.4 EVALUATION CRITERIA

There are various criteria on the basis of which a number of copy-move tampering detection schemes are
evaluated and compared with each other. Some of them are accuracy, precision, recall, F1 score and
computational time. Accuracy is defined by True Positive Ratio (TPR) and False Positive Ratio (FPR)
values. TPR, FPR, True Negative Ratio (TNR), False Negative Ratio (FNR), Precision, Recall, F, score

can be calculated by ahead mentioned formulas [1]:

TP

TPR =15 FN (1-2)
FPR= o (1.3)
FNR = ——— (1.4)
TNR = s (1.5

12



TP (L6)

Precision ratio =

TP + FP
. TP (L.7)
Recall ratio = TP L FN
Precision ratio. Recall ratio (1.8)

F, = 2.
1 Precision ratio + Recall ratio

where, TP is True Positive, TN is True Negative, FP is False Positive, FN is False Negative

Accuracy is determined as a factor that determines the number of correctly detected images to the total
number of images. Accuracy can be calculated from the ROC curve. Area under Curve (AUC) gives the
measure of detection accuracy of a classifier. In order to increase the detection accuracy of a classifier,
AUC should be maximized in the ROC curve. Precision determines ratio of truly forged images to the
sum of detected forged images. Recall is the ratio of truly forged images to the total number of images.
Recall is also called as measure of sensitivity. F1 score is defined as an average of Precision ratio and

Recall ratio with specified weights of both [1].

1.5 CONTRIBUTION

Presently, copy-move image forgery detection methods are able to find any sort of tampering in the
images with a good precision, recall and F1 score, in the case of copy-move forgery detection without any
post processing operations. But most of the existing techniques do not provide satisfactory results against
post-processing operations. In the case of post-processing operations, images undergo various attacks
after they are forged, like scaling, JPEG compression, rotation and noise addition. The proposed scheme
takes the advantage of SVD which is scaling and rotation invariant. Hence, the proposed scheme performs

better even in the presence of various attacks.

1.6 ORGANIZATION OF THESIS

Chapter 1 contains the introduction of image forgery detection techniques. Types of digital image
forgeries are discussed in this chapter and main concentration is given on the copy-move forgery

detection technique and their classification as Block based and key point.

Chapter 2 provides the literature survey of CMFD techniques. Observations drawn from the study of

existing CMFD techniques and gaps are discussed in this chapter. Objectives selected for the proposed
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work are also discussed in this chapter. The methodology of proposed scheme is also briefly discussed at

the end of the chapter.

Chapter 3 contains the detailed description of the proposed scheme. Workflow of the proposed scheme
and pseudo code is also described in this chapter. A detailed description of SVD, SVM and K-mean

clustering is given in this chapter. Summary of the chapter is given at the end.

Chapter 4 contains the results of our proposed CMFD scheme and their discussion. Detection results are
discussed for CMFD on the given datasets at pixel level and image level and their comparison is done
with the existing copy-move forgery techniques with and without post-processing operations. Value of K
used for clustering is varied and its effect on the detection results is discussed. The proposed technique is
compared with other existing techniques both at pixel and at image level. At pixel level, geometric
transformations are performed on the detection techniques and their results are compared.

Chapter 5 provides conclusion and future scope of the proposed work.
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CHAPTER 2
LITERATURE REVIEW AND PROBLEM DEFINITION

This chapter contains a brief detail of work done by various researchers in the field of copy-move image
forgery detection. From the literature survey, various observations and objectives have been drawn that

are listed at the end of the chapter.

2.1 LITERATURE SURVEY

From the blocks of images, features are taken out and in order to reduce their dimension any of the
dimension reduction algorithms like PCA, SVD can be used. Sorting of extracted features is done in order
to decrease the time complexity and matching loads. On the basis of certain predefined thresholds, similar
blocks are matched and forgery is detected. In frequency based methods, DCT is used as feature
extraction method. DCT is applied on the images and the resulted coefficients are taken as a feature which
represents that image or that particular block. Some methods [8] used quantized DCT as a feature
extraction technique. Extracted features undergo sorting and blocks are compared on the basis of certain
predefined threshold values, which may be its shift vector. Similar blocks are detected and this method
performs well under noise and compression also but not to rotation and scaling. Another method [9] used
FMT to make its feature vector which was superior to the previous method in case of rotation and scaling.

This method does not use any kind of sorting and is faster than previous one.

Figure 2.1: CMFD using SVD and DCT method [11]
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Instead of DCT, some methods used DWT on the images to extract their features. Distance thresholds are
used to detect the forged regions. DWT is affected by rotation and scaling type geometrical operations.
Therefore, it is not useful in some cases so, method [10] used dyadic wavelet transform instead of DCT.
This method is superior to the DWT methods. In [11] after applying DCT to the blocks, every block
undergoes singular value decomposition which reduces its feature vector dimension. Combination of
DCT and SVD provide robustness against noise and compression but is only applicable to post-
processing operations. Some papers used above feature extraction schemes along with feature dimension
reduction techniques such as [12] used DWT along with Kernel PCA. These methods give us the
advantage of two combined techniques in a single method. Kernel PCA helps in improvement of
technique with noise and compression presence. Sometimes SVD is also used to obtain features which are
robust to geometric transformations [13]. Sorting of Blocks are done according to Chebyshev distance
between them. This method performs well under blurriness, noise and compression. DWT is also used as
feature dimension reduction in some methods [14]. SVD is used on DWT coefficients and sorting of the

resulted vector is done.

Figure 2.2: FMT based copy-move forgery detection technique on GIRP Database [9]
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Figure 2.3: Original image and tampered image detected by DWT-SVD based method [14]

Some texture based forgery detection techniques like Local binary pattern (LBP) are used in some
methods [15]. In method [15] images are passed from low pass filter and then circular blocks are
extracted from these images. This method performed well under the effect of noise, compression, blurring
and rotation. Method [16] used multi resolution local binary pattern feature which use various types of
operators. K-d tree and lexicographical methods are used for sorting of blocks which reduced the time
complexity. Hessian points are unaffected for geometrical transformations so, they are combined with
LBP [17].

Figure 2.4: Detection of Forgery using LBP features and DWT decomposition of image [15]

Steerable Pyramid Transform (SPT) is used to extract the color content of images and then LBP can be

applied to extract the features from every SPT sub-band [18]. The feature vector is given to the SVM
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classifier which classifies the image as forged or unforged [19]. Some methods [20] used LBP after
applying DCT on the image. LBP extract chrominance component from the image, which is later
converted to frequency domain by DCT. With the help of standard deviations, the feature vector is formed
from DCT coefficients and is given to SVM classifier.

There exist some texture based feature extraction techniques like in method [21], which extracts texture
feature from each block that is precise and better for small forged areas. Gabor filter is also used to make
a feature vector from each block using different scaling factors and rotation angles [22]. Also, a different
frequency is used for filtering purpose. Method [23] used an average of gray values of images as a feature
vector. Method [24] used statistical features, taken out by using HOG on every block. The Sorting of
features is done and then similar blocks are searched for forgery detection. Some methods take the help of
classifiers such as Extreme learning machine, which concatenate all the feature points of each block and
then take it as input for classification of image as forged [25]. These methods are faster but affected by
rotation, scaling and compression. Features such as moment invariant are unaffected by the geometrical
transformations. Method [26] used the blur moment invariant method to create a 72-dimensional feature.
Size of the feature vector is decreased and K-d tree can be used for matching of similar blocks.

Zernike moment is also invariant to geometric transformations such as rotation. The magnitude of Zernike
moment is taken as a feature which represents that particular block [27]. This method used pixel level and
image level analysis as its evaluation criteria. At pixel level, ability to correctly locate the tampered
regions is confirmed and at image level, ability to correctly recognize whether an image has been
tampered or not is confirmed. This method has better results at image level as compared to pixel level
with precision ratio of 99.41%. PCT is also used as feature extraction method where similar blocks are
identified by nearest neighbor search and hash functions [28]. This method detects faster than method
[27]. Quaternion Exponent Moment (QEM) [29] is invariant to various transformations and scaling so, it
can be used as a feature descriptor. Instead of rectangular blocks, the image is divided into circular one
and this is performed on the colored image. This method applies QEM on every block and used Euclidean
and hash functions for block matching. Polar Complex Exponential Transform (PCET) method is robust
to rotational transformations [30]. This method suffers from time complexity. Some methods work on
block matching techniques to reduce the computational complexity [31]. They performed block matching
in the spatial domain. Use of GPU and integral images enhanced the CMFD techniques in a method [32].
Sometimes images are expressed in bit plane form and ASCII codes are assigned to them for forgery

detection [33]. Sometimes images are segmented into patches and SIFT key points are used to describe
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the image features which are matched for forgery detection [34]. For matching the Key points,

Expectation and Maximization algorithm is used.

Method [8] suggested a DCT based method that converts the image into blocks mainly overlapping and
convert pixel values to the frequency domain with the help of DCT. Sorting is performed on the blocks to
detect manipulated regions. Use of PCA [35] on the image blocks helps in dimension reduction with the
help of eigen vectors and eigen values, unique features are extracted from each block. This method
performs well under the effect of noise and compression. Method [36] used DWT along with DCT
technique which is also called as Quantization Coefficient Decomposition (QCD) for CMFD. In [37] used
visual clues are used to find the copy-move forgery. This method used window function which distributes
the image blocks into further sub-blocks and used VAM (Visual Attention Model) for feature extraction.
This method searches for fixation points in image sub-blocks and makes a feature vector corresponding to
each sub-block. Dimension reduction methods can be used to reduce the length of the feature vector.
Method [38] used SIFT features and correlation map for the localization of copied region. Method [39]
used clustering technique for localization of forged region and Random Sample Consensus (RANSAC)
method for detection of any sort of geometric transformations. Zernike moments are also used as a feature
in some copy-move detection techniques [39-40]. To make detection scheme rotation invariant, patch
matching algorithm is used. Some techniques performed segmentation on the image for improvement in
detection technique. Irregularly shaped patches are extracted from the images [41]. Hybrid features are
formed from the combination of KAZE and SIFT. Filtering is also done to reduce the false detection rate
[42]. This method performed well in case of rotation, scaling and noise. Method [43] used correlation

coefficient of Fourier transform for matching of blocks.

Classification on the basis of pre-processing techniques is done on the color component of the given
image. Gray scale converters merge the RGB components of the image into a single component. Some
methods convert the RGB component to the Y, Chb, Cr color space to obtain luminance or chrominance
information [44-47]. Some methods [48-51] combine the effect of the chrominance, luminance and RGB
component both. Resizing of image also helps in reduction of the time required to process the image.
Some other methods to reduce the image content are: low pass filtering [52-54], mean filtering, Gaussian

pyramid, degraded palette, integral image [55-58].
After extracting the circular or square blocks from an image, of different sizes; small size of block results
in large computational time. Large size of blocks results in false detection of forged region in the case

where forgery is done in small part of image only. So, size of blocks should be chosen carefully according
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to the application. Most of the methods used square blocks for division of the image whereas, some
methods prefer to use the circular blocks instead of the square [50, 58]. Some approaches directly work
on blocks of images. These methods suffer from computational complexity so; there is a requirement of

dimensional reduction method.

Method [59] used Curvelet based Transform method for extracting features from the images. This method
is used to form sub-band and from each sub-band, mean value is calculated for every level scaling.
Method [60] used Fast Walsh Hadamard Transform on blocks for feature extraction. Ridgelet transform
and Radon transform with predefined angles are used for feature extraction [61-62]. Dual-tree Complex
Wavelet Transform applied three levels Continous Wavelet Transform (CWT) on each block and extracts
energies from each sub-band. The magnitude of those energies is taken as a feature [63]. Detection of
forgery on the basis of single criteria is not always sufficient so, we need a number of other criteria to
reduce false matches in the cases where the images have large homogeneous area. Some examples of such
methods are discussed ahead. Method [64-65] used Same Affine Transformation Selection (SATS) and
method [60] used Multi-Hop Jump (MHJ) technique. Method [64] has recall ratio higher at image level
than at pixel level with the recall ratio of 79.17%. Method [68] used SIFT based technique for forgery
detection and transformation recovery. This method has higher value of F; score at image level than at
pixel level with a F; ratio of 74.15%. Method [69] used SURF based CMFD technique and has better
precision ratio of 84.50% at pixel level. Method [70-74] used Euclidean distance alone as a criterion for
detecting the similar blocks, their spatial location and max norm distance should also be used. Method
[71] used adaptive over segmentation and feature point matching for CMFD. In the proposed scheme,
DCT and SVD are used to make a feature vector. SVM classifies images and is used to classify the
images as forged or authentic. Localization of forged image is done by K-means clustering algorithm.

Figure 2.5: SIFT and RANSAC based Cluster matching copy-move forgery detection [39]
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For CMFD, various datasets have been used by researchers. Most of the techniques used CMFD
benchmark dataset [41] for evaluation of their detection scheme. This dataset contains 48 original images
and their forged images. This dataset contains images with and without any post-processing. The
proposed technique used the CMFD benchmark dataset [41] and Columbia image splicing dataset [66]
images. Columbia image splicing dataset [66] contains fixed size images of 128x128. In the literature,
methods [27], [42], [64], [68], [69], [70], [71], [73] and [74] used pixel level and image level analysis for
their performance testing. Most of the techniques used common criteria for evaluation on the basis of

precision, recall and F; parameters.

2.2 OBSERVATIONS

From the above section, few observations have been drawn that are discussed here:

e Block based CMFD techniques are most popular with high matching performance.

e Frequency domain based feature extraction methods do not perform well with post-processing
operations.

e Use of PCA, DWT, and SVD in block based CMFD methods lead to reduction of feature vector
dimension, thus reducing the computational time.

e Log-polar and Moments based CMFD techniques perform well under geometric transformations.

o Key point based methods suffer degradation in performance in case of uniform or smooth image
area.

e Most of the existing CMFD techniques used pixel level and image level analysis for their

performance testing.

2.3 GAPS AND PROBLEM FORMULATION
From the above observation, following gaps have been drawn:

e Existing Block based CMFD not perform well in presence of geometric transformations, noise
and compression.

e Block based CMFD techniques suffers from the problem of high computational time.
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2.4 OBJECTIVES
After considering the observations and gaps, following objectives have been drawn:

e To study and analyze the various existing copy-move forgery detection techniques.

e To propose an improved block based copy-move forgery detection technique based on DCT and
SVD.

e To confirm the capability of proposed scheme against various attacks such as rotation, scaling,

noise and JPEG compression.

2.5 RESEARCH METHODOLOGY

The basic idea used in this work is to make a DCT and SVD based CMFD technique that detects the
copy-move forgery efficiently and provide robustness against rotation, scaling, noise and JPEG
compression. DCT is used to make the features and SVD is applied to reduce the feature vector
dimension. SVD provides stability and invariance from geometric transformations. SVM used to classify
the image into forged or authentic. Once the images are detected as forged, K-means clustering is applied
on them for the detection of the forged area. Forged areas are marked in the resulted image. All the
experiments were performed with MATLAB R2016a. For evaluation of proposed detection scheme;
Precision, Recall and F1 score parameters are compared with the existing CMFD techniques both at pixel,
image level on the CMFD benchmark dataset [41] and Columbia image splicing dataset [66].
Performance of the proposed scheme is also analyzed under the post-processing operations such as

rotation, scaling, noise addition and JPEG compression.
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CHAPTER 3
PROPOSED COPY-MOVE FORGERY DETECTION SCHEME

In block based CMFD schemes, images are firstly divided into overlapping or non overlapping blocks,
then feature extraction is performed on each block. In order to reduce the dimension, size reduction
algorithm like PCA, SVD are used. On the basis of certain predefined thresholds, similar blocks are
matched and forgery is detected. In frequency based methods, DCT is used as a feature extraction
method. DCT is applied on the images and the resulted coefficients are taken as a feature which
represents that image or that particular block. Whole detection process of the proposed scheme is
discussed here. After dividing the gray scaled version of image into overlapping blocks of fixed size of
8x8, DCT is performed on each block. DCT is a method of conversion of an image pixel to the frequency
domain. DCT has an ability to contain most of the energy of the pixels, which is very useful in presence

of noise. Two-dimensional DCT of P x Q block matrix can be calculated as in following [11]:

— < 7p+ Dr 7w(2q+ 1)s
Dys = a0t 22 pq COS P cos 20 (3.1
where, 0<r<P-l1land 0<s<Q-1
1 1 —
%,T—O \/Q s=0
ay = \/2 as = \/2 (3.2)
,1<r<P-1 ,1<s<Q-1

After applying DCT on blocks, quantization is performed on each coefficient by dividing every
coefficient with quantization factor and then round off operation is done as follows [11]:

D = round (%) where, m,n € {0,1,2 ...,7} (3.3)

mn

After the DCT operation, images undergo SVD dimension reduction method. SVD is unique value for a
matrix and used to reduce the dimension of a feature vector [5]. Given image matrix A can be

decomposed using SVD by the following method [11]:

A= UZ VT (3.4)

For A to be a P x Q matrix, U is a P X P matrix containing eigenvectors of AAT as its column values and

V is Q x Q matrix of eigenvectors of AT A. Matrix V is a rotation of the corresponding column of a matrix
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to Cartesian coordinates. Then ) does scaling on them and contains singular values which are the square
root of eigen values of AATas shown in Equation (3.5) [11].

y = [20" 8] (3.5)

Yk is a square diagonal matrix with positive values. U transforms the scaled vectors to the original
coordinates. SVD represents a linear transformation. It shows that every linear transformation contains a
series of operations which are rotation, scaling and again rotation. Geometrical representation of SVD

decomposition of a matrix is shown in Figure 3.1 as follows:

»

]/

Figure 3.1: Transformation of matrix A by the composition of rotation, scaling and rotation.
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In our proposed scheme we apply SVD on each block by creating sub-blocks of size 2x2 and then select
the max SVD value corresponding to each sub-block. Thus as a total, we get 16 SVD values from one
block of 8x8. A feature vector of dimension 1x64 is reduced to 1x16 by the use of SVD [11]. From the
total no. of blocks of images, we construct one feature vector of dimension 1x16 for a single image as

shown in Figure 3.2.

Figure 3.2: SVD decomposition of a matrix [11]

We construct a feature vector matrix for n no. of images of training data, where every row represents an
image and every column represents a feature vector corresponding to that particular image. This features
matrix is given as an input to SVM classifier for training on given set of images. Make another set of
completely different images for testing purpose and extract the features matrix from them. SVM classifier
separates the two-class datasets by making a decision boundary that separates them as far as possible.
SVM classifier will predict that whether the image is forged or authentic with higher accuracy. If
classifier classifies the input forged image as forged then it is called as True Negative (TN) event and if it
classifies the input original image as original then it is called as True Positive (TP). If classifier classifies
the input forged image as original then it is called as False Positive (FP) event and if it classifies the input
original image as forged then it is called as False Negative (FN) event [1]. We can draw confusion matrix
from these values and then ROC curve can be plotted. Other parameters that can be obtained from these
values are sensitivity, recall, hit rate and precision. Figure 3.3 shows the workflow of proposed CMFD

technique.
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Figure 3.3: Workflow of the proposed detection scheme




3.1 PSEUDO CODE OF THE PROPOSED SCHEME

Input: Forged image; |
Output: Detected forged images, Forged region
for v= 1 to number of images
[rcn]=size ()
if n>1
im = RGB to gray conversion of |
else
im=1
end
Block size bxb
Block = Block divisions (im, Block size) % total no. of blocks are (P-b+1)x(Q-b+1)
for a= 1 to number of blocks
block’ = DCT (blocks)
block matrix = Quantization (blocks”)
for sz=1 to size of block matrix
s = SVD (block matrix) %SVD is used to dimension reduction
end

v
end

features set = s of image

\J
end

SVM classifier = feature of training images % input the feature set of training images to SVM
Detection result = Prediction of SVM on test images % Detection result contains no. of images detected

as forged as well as original.

%% For Localization of Forged region in an image
for n= 1 to number of forged images
Apply K-means clustering on Feature matrix corresponding to each block of image.
Calculate the Correlation and Distance Threshold.
if threshold criteria is satisfied
Mark the detected regions.

end

Y
end

Resulted image = copied and pasted parts are marked in forged image.
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For detection of forged region in an image, detection result of SVM classifier is taken under
consideration. SVM classifier separates two-class datasets by making a decision boundary that separates
them as far as possible as shown in Figure 3.4. SVM classifier will predict that whether the image is
forged or authentic with higher accuracy.

Support vectors

Maximum margin
Decision B

hyperplane

\Maximized Margin

Figure 3.4: Classification of data-points using SVM

3.2 K-MEANS CLUSTERING ALGORITHM

Once the images are declared as forged by the classifier, K-means clustering is performed on the feature
set related to every block in an image. K-means clustering is an unsupervised learning method which
classifies a given data into K number of clusters. First of all centers for each cluster is find out as far as
possible from each other. Data is assigned to each cluster on the basis of minimum distance between the
centroid and data point. On the consideration of assigned points to a cluster, its center is recalculated and
data is reassigned to each cluster. This loop ends where center points and data points assigned becomes

almost invariant. K-means clustering method tries to minimize the squared error function as [23]:

K Ki

Jo) = ZZ”Xi —y|° (3.6)

i=1j=1
|| X; — ¥;|| is Euclidean distance between X; and ¥;, K is number of clusters, K; is number of data points in

Ky, cluster.
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On the basis of feature set blocks are clustered into K number of classes where K is no. of clusters, which
are predefined by the user. Grouping is done on the basis of minimum sum of square distances between

the cluster centroid and data point. Figure 3.5 shows the flowchart of K-means clustering algorithm.

Start

A\ 4
Number of
clusters K

\ 4
Centroid

v No data

Distance of points from point End
centroids changed
group

A 4
Grouping based on
minimum distance

Figure 3.5: Flowchart of K-means clustering [23]

Explanation of flowchart of K-means clustering is as follows:

1. Select the centers C of the clusters randomly.
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2. Calculate the distance between the cluster center and each point from the dataset.
Assign the points to the centers of clusters accordingly to minimum distance criteria.

4. Calculate the new centers of the clusters from the assigned points using the Equation (3.7) as
[23]:

= (Kil) Z X, (3.7)

where, K; is number of points in K, cluster.
5. Recalculate the distance between new cluster’s centers and data points.

6. If no new point is assigned then stop, else go to step 3.

For each class, Block features are radix sorted. Let us assume that sorted matrix is stored in Gs, then each
row of Gs; is compared with Gs;,,. After the blocks are sorted, Correlation can be calculated by the
Equation (3.8) as [23]:
n —70). —a-
corr — 2i=1(qx — qx)- @y — qy) 38)
— _3\2
\/Z?=1(Qx - Qx)z 'Zlnzl(qy - qJ/)

where, q,,q, are the block DCT coefficients of i and (i + 1)t" blocks respectively, 7y, q,, are their

mean values, n is the total number of coefficients of a block. If the value of corr found from above
Equation (3.8) is greater than our decided threshold Th, then the two blocks are declared to be similar. To
reduce false matches, distance threshold is also calculated for similar bocks by the Equation (3.9) as [23]:

D =/((a; —az)? + (b, — b3)?) (3.9)

where, (a1, by ), (a5,b,) are coordinates of similar blocks. If D is greater than the predefined threshold

then corresponding blocks in the image are marked as forged.

3.3 SUMMARY

Proposed scheme is a DCT and SVD based CMFD scheme, that detects the copy-move forgery in the
images efficiently and provide robustness against transformations. DCT is used to drive the features and
then SVD is applied to reduce the feature vector dimension. SVM classifies the image as forged or
original. Once the images are detected as forged, K-means clustering is applied on them for the detection
of forged area. K-means clustering is an unsupervised learning method which classifies a given data into

K number of clusters.
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CHAPTER 4
RESULTS AND DISCUSSIONS

For evaluation of the proposed technique, we have performed the experiments on CMFD benchmark
dataset [41] and Columbia image splicing dataset [66] at both image level and pixel level. CMFD
benchmark dataset has been used in most of the copy-move forgery discovering techniques. This dataset
contains 48 original images and their forged versions. Ground truth images are also provided in this
dataset, which shows copied and pasted regions in the forged image. Columbia image splicing dataset
contains 1845 images of fixed size of 128x128 and is easily available. For experimentation, images are
divided into block size of 8x8. Number of clusters used are 20, correlation threshold is chosen in between
0 to 1 and distance threshold is taken near about 16. All the experimentation was done on a desktop
computer with processor of Intel (R) Core™ i5-4210U CPU, 4 GB RAM, Windows 8.1 and 64-bit OS
with MATLAB R2016a.

4.1 DATASET AND SETTINGS

For image forgery detection, various datasets have been used by researchers. Some of them are CMFD
benchmark dataset [41], Columbia image splicing dataset [66], CASIA dataset [75], MICC F220 and
MICC F2000 [76], GRIP dataset [77], Coverage dataset [78] and COMOFOD dataset [79]. Out of these
datasets, CMFD benchmark dataset [41] is used by most of the copy-move forgery detection techniques.
Columbia image splicing datasets [66] contains fixed size images and is easily available. So, for the
evaluation of proposed technique, we have used two datasets: CMFD benchmark dataset [41] and
Columbia image splicing dataset [66]. Both datasets contain original as well as forged images. CMFD
benchmark dataset [41] contains 48 high resolution PNG images with their ground truth images as well as
forged images. These images are uncompressed with an average size of 1500x1500. This dataset also
contain the images with post-processing operations applied on them. Images of this dataset are
categorized on the basis of objects they contained and on the basis of their texture. Nature, man-made and
living things are the different categories on the object basis. On the basis of texture, images can be
classified as rough, smooth and structured images. We have presented the results on the complete dataset
in this work. Columbia image splicing dataset [66] contains a total of 1845 images with same number of
original and tampered images. Size of images is 128x128 and all are Bitmap images. For the experiments,
we have created two sets from each dataset. One set contains images for training purpose, whereas other
one is for testing. Both the sets should not contain the similar images because training and testing should
be done on completely different images. Two sets are created from the dataset, which contains both

original as well as forged images. Feature matrix is extracted from the both testing and training images.
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All the images are classified into two types of labels. If they are forged, their label value will be one and
if they are original their label value will be zero. Classifier learns about the forged and original images
from this given training set. Similarly feature matrix is extracted from the testing images and is given to
the SVM classifier for prediction of their labels. Evaluation of the proposed CMFD is done for copy-
move tampering in the absence of any post-processing attacks such as geometric transformations. After
that detection results of the proposed scheme with the varying number of clusters is shown. Comparative
analysis of proposed scheme is discussed at pixel level and image level, which is followed by detection
results of proposed scheme and various existing CMFD techniques under different attacks. Figure 4.1

shows the flowchart of organization of work discussed in this chapter.

Evaluation of proposed
technique for CMFD

\ 4
Detection results of K-means

clustering with varying
niimher of clisters

\4 v
Comparative analysis of Comparative analysis of
proposed scheme at pixel level proposed scheme at image
level

\ 4

Detection results of CMFD

techniques under different
attacks

Figure 4.1: Organization of work
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4.2 EVALUATION OF THE PROPOSED TECHNIQUE FOR CMFD

In this section, we are considering the copy-move forgery which does not suffers from post-processing
attacks. For forgery creation, an arbitrary portion of any image is cropped and is pasted over the same
image in an unpredictable manner. In our proposed method first of all, SVM classifier detects that
whether an image is forged or not, if it is then K-means clustering method detects the forged region and
marked it. Figure 4.2 contains the detection results of our proposed scheme on CMFD benchmark dataset
[41]. CMFD benchmark dataset [41] contains 48 high resolution PNG images with their ground truth
images as well as forged images. These images are uncompressed with an average size of 1500x1500.
First column of Figure 4.2 is of original images; second column is of forged images and the third column
is ground truth of forgery region in images, which tells about the exact forged region, Fourth column is of
detection result of our proposed scheme, which shows the original and detected regions marked with
yellow and blue color. Figure 4.3 contains the detection results of our proposed scheme on Columbia
image splicing dataset images. First column of Figure 4.3 is of original images, second column is of
forged images, third column is of detected forged images, in which copied parts and pasted parts are
detected and marked with blue and yellow colors respectively.

(i) | (i) | (iii) (iv)

Figure 4.2: Forgery detection results on CMFD benchmark dataset: (i) original images (ii) forged images

(iii) ground truth of forgery images (iv) detected copied and pasted regions (contd.)
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(i) (i) (iii) (iv)

Figure 4.2: Forgery detection results on CMFD benchmark dataset: (i) original images (ii) forged images

(iii) ground truth of forgery images (iv) detected copied and pasted regions

Figure 4.3 contains detection results of our proposed copy-move forgery detection scheme on Columbia
image splicing dataset [66]. Columbia image splicing dataset contains a total of 1845 images with same
number of original and tampered images. Size of images is 128x128 and all are Bitmap images. First
column of Figure 4.3 contains original images; our second column is of forged images; and our third
column of the figure represents detected copy-move forgery in the images. Copied part is marked in the
detected image with blue color and where it is pasted is marked with the yellow color. In order to create
forgery, an arbitrary portion of an original image is cropped and is paste down over the same or maybe
different image in an unpredictable manner. In our proposed method first of all, SVM classifier detects
that whether an image is forged or not, if it is then K-means clustering method detects the forged region

and marked it.
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(i) (i) (iii)

Figure 4.3: Forgery detection results on Columbia image splicing dataset: (i) original images (ii) forged

images (iii) detected copied and pasted regions
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Some false detections done by our classifier are also shown here in Figure 4.4 for CMFD benchmark
dataset, where original image given as input is classified as forged and vice versa.

(i) (i) (iii) (iv)

Figure 4.4: Forgery detection results on CMFD benchmark dataset: (i) original images (ii) forged images

(iii) ground truth of forgery images (iv) false detection done by the classifier

For the experiments, we have created two sets from each dataset. One set contains images for training
purpose, whereas other one is for testing. Both the sets should not contain the similar images because
training and testing should be done on completely different images. Two sets are created from the dataset,
which contains both original as well as forged images. Feature matrix is extracted from the both testing
and training images. All the images are classified into two types of labels as shown in Table 4.1 for
CMFD benchmark dataset [41]. If they are forged, their label value will be one and if they are original
their label value will be zero. Feature matrix of the training set images along with their labels is fed to the
classifier. Classifier learns about the forged and original images from this given training set. Classifier

predicts label for every image that whether the given image is original or forged.
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Table 4.1 Training images given to the classifier

Training Images | Dimension | Format Size Classification of images
Barrier 1944x1296 PNG | 3.02MB Original
Beach wood 1632x1224 PNG | 3.07MB Original
Berries 1520x1007 PNG | 2.14 MB Original
Bricks 1944x12961 | PNG | 3.87 MB Original
Cattle 640x427 PNG 505 KB Original
Central-park 1632x1224 PNG | 3.53MB Original
Christmas hedge | 1520x1007 PNG | 212 MB Original
Clean walls 512x377 PNG 339 KB Original
Dark and bright 1944x1296 PNG | 3.85 MB Original
Disconnected 1296x1944 PNG |3.71MB Original
Mask 1007x1520 PNG | 2.35MB Forged
Motorcycle 1632x1224 PNG |3.75MB Forged
Mykene 1936%1296 PNG | 4.47 MB Forged
No beach 1944x1296 PNG | 3.61MB Forged
Noise pattern 1944x1296 PNG | 3.93MB Forged
Port 1632x1224 PNG | 3.83MB Forged
Red tower 1632x1224 PNG | 3.25MB Forged
Sailing 1306x1950 PNG | 4.29 MB Forged
Sails 1944x1296 PNG | 4.02MB Forged
Scotland 1152x1536 PNG | 2.08 MB Forged
Giraffe 400x266 PNG | 215KB Original
Hedge 1632x1224 PNG | 2.29 MB Original
Horses 1520x1007 PNG | 2.43MB Original
Japan tower 1632x1224 PNG | 3.67 MB Original
Jellyfish chaos 1944x1296 PNG | 2.70 MB Original
Stone ghost 400x266 PNG | 214KB Original
Supermarket 1632x1224 PNG | 3.52 MB Original
Swan 1944x1296 PNG | 4.10 MB Original
Sweets 1520x1007 PNG | 3.10MB Original
Tree 512x512 PNG | 282 KB Original
Egyptian 1520x1007 PNG | 2.61 MB Forged
Extension 1944x1296 PNG |4.33MB Forged
Fisherman 1632x1224 PNG | 3.85 MB Forged
Fountain 1632x1224 PNG | 2.99 MB Forged
Four babies 1504x1000 PNG |2.16 MB Forged
Knight moves 720x720 PNG | 850 KB Forged
Kore 1936x1296 PNG |4.01 MB Forged
Lone cat 1520x1007 PNG | 2.89 MB Forged
Malawi 1536x1152 PNG | 3.04 MB Forged
Statue 1330x1052 PNG | 2.11MB Forged
Ship number 1632x1224 PNG |3.36 MB Original
Tapestry 1632x1224 PNG |3.09 MB Original
Three hundred 1181x790 PNG |1.86 MB Original
Wading 1944%1296 PNG |341MB Original
White 1520x1007 PNG | 2.74 MB Original
Window 1520x1007 PNG | 258 MB Original
Wood carvings 1296x1944 PNG | 4.60 MB Original
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Table 4.2 Detection Result of classifier on testing images

Test Images Dimension | Format Size Classification | Detection results
Egyptian 1520x1007 PNG | 2.61 MB Original Original
Extension 1944x1296 PNG | 4.33MB Original Original
Fisherman 1632x1224 PNG | 3.85MB Original Original
Fountain 1632x1224 PNG | 2.99 MB Original Original
Four babies 1504x1000 PNG | 2.16 MB Original Original
Giraffe 400%266 PNG 215 KB Forged Forged
Hedge 1632x1224 PNG | 2.29 MB Forged Forged
Horses 1520x1007 PNG | 243 MB Forged Forged
Japan tower 1632x1224 PNG | 3.67 MB Forged Original
Jellyfish chaos 1944x1296 PNG | 2.70 MB Forged Forged
Knight moves 720%x720 PNG 850 KB Original Original
Kore 1936x1296 PNG | 4.01 MB Original Original
Lone cat 1520%1007 PNG | 2.89 MB Original Original
Malawi 1536%1152 PNG | 3.04 MB Original Original
Statue 1330%x1052 PNG | 2.11 MB Original Forged
Stone ghost 400%266 PNG 214 KB Forged Forged
Supermarket 1632x1224 PNG | 3.52 MB Forged Forged
Swan 1944x1296 PNG | 410 MB Forged Forged
Sweets 1520x1007 PNG | 3.10MB Forged Forged
Tree 512x512 PNG 282 KB Forged Forged
Mask 1007x1520 PNG | 2.35 MB Original Original
Motorcycle 1632x1224 PNG | 3.75MB Original Original
Mykene 1936%1296 PNG | 447 MB Original Original
No beach 1944x1296 PNG | 3.61 MB Original Original
Noise pattern 1944x1296 PNG | 3.93MB Original Original
Barrier 1944x1296 PNG | 3.02MB Forged Original
Beach wood 1632x1224 PNG | 3.07 MB Forged Forged
Berries 1520x1007 PNG | 2.14 MB Forged Forged
Bricks 1944x12961 | PNG | 3.87 MB Forged Forged
Cattle 640x427 PNG 505 KB Forged Forged
Port 1632x1224 PNG | 3.83MB Forged Forged
Red tower 1632x1224 PNG | 3.25 MB Forged Forged
Sailing 1306%1950 PNG | 429 MB Forged Forged
Sails 1944x1296 PNG | 4.02 MB Forged Forged
Scotland 1152x1536 PNG | 2.08 MB Forged Forged
Central-park 1632x1224 PNG | 3.53 MB Forged Forged
Christmas hedge | 1520x1007 PNG | 2.12MB Forged Forged
Clean walls 512x377 PNG 339 KB Forged Forged
Dark and bright | 1944x1296 PNG | 3.85MB Forged Forged
Disconnected 1296%1944 PNG | 3.71MB Forged Forged
Ship number 1632x1224 PNG | 3.36 MB Original Original
Tapestry 1632x1224 PNG | 3.09 MB Original Original
Three hundred 1181x790 PNG | 1.86 MB Original Original
Wading 1944x1296 PNG | 3.41MB Original Original
White 1520%1007 PNG | 2.74 MB Original Original
Window 1520x1007 PNG | 258 MB Forged Forged
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Table 4.2 shows the results of classifier on testing image set of CMFD benchmark dataset [41]. It shows
that out of 48 images given for testing; only three images (underlined) are falsely detected. Detection
result for these three images is shown in Figure 4.4, where it is shown that when original image is given
as an input to the detection algorithm, it is classified as forged and vice versa. Thus the accuracy for the
given sets of images is about 93%. For the calculation of parameters: Accuracy, Recall, Precision and Fi,
we have given the complete dataset to the classifier by dividing half of the number of images into training
set and another half into testing set. Results obtained for both the datasets are discussed here in Table 4.3
and Table 4.4. Table 4.3 shows the parameters obtained for CMFD benchmark dataset [41] and Table 4.4

shows the parameters obtained for Columbia image splicing dataset [66].

Table 4.3 Parameters obtained for CMFD benchmark dataset [41]

Parameters Values (%)
AUC 93.00
Precision 91.42
Recall 83.30
F1 86.81

Table 4.4 Parameters obtained for Columbia image splicing dataset [66]

Parameters Values (%)
AUC 90.03
Precision 93.08
Recall 85.24
Fi 87.58

From the accuracy point of view, our proposed copy-move detection method has about 93% accuracy on
CMFD benchmark dataset [41] and 90% Accuracy on Columbia image splicing dataset [66] as shown in
Figure 4.5 and Figure 4.6 for copy-move forgery detection. Accuracy has been calculated from ROC
curve on the basis of FPR and TPR values. Where TPR value is correctly detected forged images from the
total input forged images to the classifier and FPR is incorrectly detected forged images when input
images were the original one. AUC determines the accuracy of a classifier on a particular dataset. So,

AUC should be as maximum as possible.
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Figure 4.5: 93 % accuracy achieved with the proposed method on the CMFD benchmark Dataset [41]
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Figure 4.6: 90 % accuracy achieved by proposed method on Columbia image splicing Dataset [66]
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4.3 DETECTION RESULTS OF K-MEANS CLUSTERING ALGORITHM WITH
VARYING NUMBER OF CLUSTERS

In our proposed scheme we use clustering for detection of forged region in an image. K is the number of
clusters taken by the method. The correct choice of K depends upon number, shape and distribution of
data points [72]. As we increase the number of clusters, false detection reduces. K-means clustering is a
method of clustering the data points into given number of clusters. On the basis of distance between the
cluster centroid and data points, points are assigned to each cluster. In our experiment, we have varied the
number of clusters as K= 3, 4, 10 and 20, and their results are shown in Figure [4.7-4.10]. Figure 4.7
shows the detection results of our proposed technique for number of clusters, K=3. Column (i) of Figure
4.7 is of original images, column (ii) is of forged images, column (iii) is of clustered images, obtained
after applying K-means clustering, column (iv) is of detected forged image.

nd

0) (if) (iii) (iv)
Figure 4.7: For K=3: (i) Original images (ii) Forged images (iii) Clustered images (iv) Detected forged

images
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Above shown results are for K=3 which means number of clusters used are 3. From the above results, we
can say that detection accuracy is very poor as there are many false matches in the resulted image and
detection scheme is not able to detect the forged region properly. Figure 4.8 shows the detection results
for K=4. Column (i) of Figure 4.8 is of original images, column (ii) is of forged images, column (iii) is of

clustered images, obtained after applying K-means clustering, column (iv) is of detected forged image.

(i) (ii) (iii) (iv)
Figure 4.8: For K=4: (i) Original images (ii) Forged images (iii) Clustered images (iv) Detected forged

images
Above shown results are for K=4 which means number of clusters used are 4. From the above results, we

can say that detection accuracy is poor but there is some improvement than K=3, as there are less false

matches in the resulted image. Figure 4.9 shows the detection results for K=10. Column (i) of Figure 4.9
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is of original images, column (ii) is of forged images, column (iii) is of clustered images, column (iv) is of
detected forged image.

gl=
(i) (i) (iii) (iv)
Figure 4.9: For K=10: (i) Original images (ii) Forged images (iii) Clustered images (iv) Detected forged

images

Above shown results are for K=10 which means number of clusters used are 10. From the above results,
we can say that detection accuracy is better than K=3 and K=4, as there are few false matches in the
resulted image. Detected copied and pasted regions are shown by rectangular boxes of color blue and red.
For false matches, they dislocate from their actual position and split in other parts of the figure, where
forgery has not been performed. We can see that number of dislocated rectangular boxes shown in the
resultant figure of K=10 is less than in the case of K=3 and K=4. Figure 4.10 shows the detection results
for K=20. Column (i) of Figure 4.10 is of original images, column (ii) is of forged images, column (iii) is
of clustered images, obtained after applying K-means clustering, column (iv) is of detected forged image.
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From the Figure 4.10, we can say that as the number of clusters increase, number of dislocated square

boxes decreases. So, accuracy of forgery detection scheme increases with the increase in value of K.

(i) (i) (iii) (iv)
Figure 4.10: For K=20: (i) Original images (ii) Forged images (iii) Clustered images (iv) Detected

forged images

From the experiments conducted for various values of number of clusters in clustering algorithm, we
concluded that for K= 20, we got better results and minimum error in forged area detection as shown
above. Numbers of false matches are less than K=3, 4 and 10. Also at K= 20, the proposed technique is
able to detect and localize the forged region properly in the detected image. Thus, with the increase in

number of clusters used, detection accuracy improves.
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4.4 COMPARISON OF PROPOSED DETECTION TECHNIQUE WITH THE EXISTING
TECHNIQUES

For testing of any forgery detection technique two levels are considered: Pixel level and Image level. In
case of image level, we check whether the method is able to detect the image as forged or tampered
correctly or not. In case of pixel level, we check whether a method can correctly detect the forged region
inside a forged image or not. Parameters like precision, recall and F; score can be calculated on the basis
of both pixel level and image level. In this work, we have calculated the above mentioned parameters on
both pixel level and image level and the results of proposed technique are compared with the various
other existing techniques. Precision determines truly forged images ratio to the sum of detected forged
images. Recall is ratio of truly forged images to the total number of images. Recall is also called as
measure of sensitivity. F1 score is defined as average with specified weights of both precision ratio and
recall ratio [1]. Detection results of various techniques for copy-move detection on CMFD benchmark
dataset are compared at pixel level and are shown below in Table 4.5, which shows that proposed scheme
has better Precision ratio than [68], [69], [70], [71] and [42]. Recall ratio and F; score ratio of proposed
scheme is better than all other existing CMFD schemes [64], [68], [69], [27], [70], [71], [42].

Table 4.5 Comparison of copy-move forgery detection techniques at pixel level on CMFD benchmark
dataset [41]

Method Precision (%0) Recall (%) F1score (%0)
Bravo et al. (2011) [64] 99.82 32.58 49.12
(SIFT) Amerin et al. (2011) [68] 82.17 65.66 72.99
(SURF) Baboo et al. (2011) [69] 84.50 44.83 58.58
(Zernike) Ryu et al. (2013) [27] 99.41 68.76 81.29
Cozzolino et al. (2014) [70] 82.17 56.78 85.40
Pun et al. (2015) [71] 84.08 74.83 79.73
Yang et al. (2017) [42] 90.27 78.61 84.04
Proposed 91.42 83.30 86.81

For this case, considered copy-move forgery detection techniques are free from any kind of post-
processing attacks, which include rotation, scaling, noise addition and JPEG compression. Table 4.5

shows that method proposed by Bravo [64] has highest precision ratio of 99.82%, after that precison ratio
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of Zernike based method of Ryu [27] is highest with ratio 99.41%. Recall ratio of SURF based method
[69] is lowest. F1 score of method proposed by Bravo is 49.12% which is lowest. F1 score of methods [42]
and [70] is better after our proposed scheme. Table 4.6 shows the comparison of proposed detection
technique with the other existing CMFD techniques at image level on CMFD benchmark dataset.

Table 4.6 Comparison of copy-move forgery detection techniques at image level on CMFD benchmark
dataset [41]

Method Precision (%0) Recall (%0) F1 score (%0)
Bravo et al. (2011) [64] 92.68 79.17 85.39
(SIFT) Amerin et al. (2011) [68] 80.49 68.75 74.15
(SURF) Baboo et al. (2011) [69] 77.27 70.83 73.90
(Zernike) Ryu et al. (2013) [27] 88.46 95.83 91.99
Cozzolino et al. (2014) [70] 81.32 71.64 83.21
Pun et al. (2015) [71] 89.28 79.61 89.73
Yang et al. (2017) [42] 78.33 96.92 87.04
Proposed 90.03 97.12 93.00

Table 4.6 shows the comparison of CMFD techniques at image level without any post-processing. At
image level, techniques are tested on the basis of their ability of detecting a forged image. At image level,
whether the detection scheme is able to detect the forgery or not is checked. Since, our detection scheme
is able to classify the images with a high accuracy, so our parameters: Precision, Recall and F1 are having
high value for image level than pixel level. So, from Table 4.6 we can infer that precision ratio of
techniques [64] is 92.68% which is better than our proposed technique whereas technique proposed by
method [69] has the lowest precision ratio with ratio 77.27%. Recall ratio and F; score values of our
proposed detection method are 97.12% and 93% respectively, which are better than all existing
techniques. Method [68] has lowest recall ratio which is 68.75% and method [69] has a lowest F; score
with ratio 73.90%. Thus, from Table 4.5 and 4.6, we can conclude that both at image level and pixel level,
our detection technique has highest recall and precision ratio than the techniques [64], [68], [27], [70],
[71] and [42]. Precision ratio of our detection scheme is also higher than the most of existing techniques
but is lower than a few of them. Table 4.7 shows the comparison of proposed technique with the existing
CMFD techniques at pixel level without any post-processing on Columbia image splicing dataset [66].

Precision ratio of our proposed schme at pixel level for second dataset is lower than the method [74] but
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higher than the method [73]. Recall ratio of our method is high. F; score ratio of proposed scheme is
higher than method [73] but lower than method [74].

Table 4.7 Comparison of copy-move detection techniques at pixel level on Columbia image splicing

dataset [66]
Method Precision (%0) Recall (%) F, score (%0)
R.C. (2011) [73] 80 75 73
Lynch G. (2013) [74] 97 95 94
Proposed 90.70 95 92

Table 4.8 shows the comparison of CMFD techniques at image level without any post-processing. At
image level techniques are tested on the basis of their detection accuracy of detecting an image as a
forged or original.

Table 4.8 Comparison of copy-move detection techniques at image level on Columbia image splicing
dataset [66]

Method Precision (%0) Recall (%0) F1 score (%0)
R.C. (2011) [73] 79 72 74
Lynch G. (2013) [74] 94 92 93
Proposed 91 95 94

From the above tables it is clear that precision ratio of our proposed scheme is not highest among the

existing CMFD techniques but the other two parameters are having better values.

45 DETECTION RESULTS OF CMFD TECHNIQUES WITH VARIOUS
TRANSFORMATIONS AT PIXEL LEVEL

The proposed scheme is also tested under the effect of various geometric transformations and
compression etc. Comparison of the proposed technique is also done with the existing forgery detection
techniques, under the effect of geometric transformations at pixel level. For this purpose, forged images
undergoes scaling, rotation, compression and noise addition. To check the performance of detection
techniques in the presence of all these parameters, we have taken the images from the CMFD benchmark

dataset [41] that have undergone post-processing opertions. For evaluation of proposed scheme under
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these attacks, values of Precision, Recall and F: score are analysed. Figure 4.11 to 4.14 are the results of

detection schemes with rotation, scaling, noise addition and JPEG compression.

4.5.1 Performance of CMFD techniques under the effect of Rotation

In case of rotation, forged part in the image is rotated at some angle in order to make the forgery
unpredictable. Rotation affects the forgery detection scheme performance. Features selected form the
images for forgery detection should be less affected by rotation. In our proposed technigue, we have taken
DCT and SVD based features. SVD is rotation invariant. So, our detection scheme is less affected by
rotation and perform well under the effect of rotation. For testing of the performance of techniques under
rotation effect, we have rotated the forged region with number of rotation angles. Figure 4.11 shows the
effect of change of rotation angles on the precision ratio, recall ratio and F; score ratio with the change in

rotation angles from 0 degree to 10 degrees at the step length of 2 degrees.
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Figure 4.11: (a) Precision ratio with change in rotation angels (b) Recall ratio with change in rotation
angles (c) F1 score with change in rotation angles (contd.)
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Figure 4.11: (a) Precision ratio with change in rotation angels (b) Recall ratio with change in rotation
angles (c) F1 score with change in rotation angles
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Figure 4.11 (a) shows the precision ratio of the forgery detection techniques with the change in rotation
angles. Precision ratio of proposed technique is 95% and is higher than SIFT [68], SURF [69] and Yang
[42] methods. Precison ratio of Zernike [27] and Bravo [64] methods is higher than our proposed scheme
because their extracted features provide better rotation invariance. Figure 4.11 (b) shows the effect of
rotation on the recall ratio of forgery detection techniques from which it is clear that recall ratio of
proposed method is between 80 to 90% and is better than all existing techniques even under the effect of
rotation on the forged images. Recall ratio of Bravo [64] is worst ( 30% or lower) with the change in
rotation angles. Figure 4.11 (c) shows the effect of rotation on the F; score of forgery detection
techniques. We observed that with the variation in rotation angles, F1 score of our proposed scheme is
always greater than 85% which shows that, it is better than methods [64], [68], [69], [42] and [27]. F1

score of Zernike [27] is worst (50% or lower) with the change of rotation angles.

4.5.2 Performance of CMFD techniques under the effect of Scaling

For testing the performance of forgery detection techniques under scaling effect, we have rescaled the
forged region with scale factors from 91% to 103% with the step length of 2%. Figure 4.12 shows the
effect of change of scaling factors on the precision ratio, recall ratio and F; score ratio.
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Figure 4.12: (a) Precision with variation in scaling factor (b) Recall with variation in scaling factor (c) F:

score with variation in scaling factor (contd.)

50



80 T T [ p— h———ﬁ T
& o ik Rt S et
_* *—
- ’ -
60 _ - -
l /’ -
50T ~ 1
— »
N 7’
é 40 » 4
% t 4
8 307 R 1
7 B, \
i _- B = ey |
20 a- - = — 4 SIFT
- SURF
— —ﬂ"
10 = &= 'Yang
i = %= :Zernike
0 = B 'Bravo
10 . . . . . = &= Proposed
92 94 96 98 100 102 104
Scale (%)
(b)
90 T T T T T T
%0 :ﬁ:==‘--g::¢.’t-!——-0
S m T e %= - %
70 % 4
| o -
/
60 » 1
& (’ = 4= :SIFT
=50 SURF R T
i = @& 'Yang 7 A
40 F = %= :Zernike i
= @ :Bravo -~ /d b— - g
= & Proposed Py - ¢
30 B -~ 4
-7 ol
20 PN ¢ 8
-
10? 1 1 1 1 1 1
92 94 96 98 100 102 104
Scale (%)
(c)

Figure 4.12: (a) Precision with variation in scaling factor (b) Recall with variation in scaling factor (c) F:

score with variation in scaling factor
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Figure 4.12 (a) shows the precision ratio of the forgery detection techniques with the change in scaling
factors. Precision ratio of proposed technique is 93% and is higher than SIFT [68], SURF [69] and Yang
[42] methods. Precison ratio of Zernike [27] and Bravo [64] methods is higher than our proposed scheme
because their extracted features provide better scaling invariance. Figure 4.12 (b) shows the effect of
scaling on the recall ratio of forgery detection techniques from which it is clear that recall ratio of
proposed method is in between 70 to 80% and is better than all existing techniques even under the effect
of scaling on the forged images. Recall ratio of Bravo [64] is worst ( 10 to 30%) with the change in
scaling factors. Figure 4.12 (c) shows the effect of scaling on the F; score of forgery detection techniques.
We observed that with the variation in scaling factor, F; score of our proposed scheme is always greater
than 80%, which shows that it is better than methods [64], [68], [69], [42] and [27]. F1 score of Bravo
[64] is worst (10 to 50 %) under the scaling factors.

4.5.3 Performance of CMFD techniques under the effect of added Noise

For testing the performance of forgery detection techniques under noise effect, we have added the noise to
the forged region with varying sd. Addition of noise to the forged image makes the forgery undetectable
and hence affect the forgery detection techniques. Figure 4.13 shows the effect of change of standard

deviation of added noise on the precision ratio, recall ratio and F; score ratio.
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Figure 4.13: (a) Precision with variation in noise (b) Recall with variation in noise (c) F1 score with

variation in noise (contd.)
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Figure 4.13: (a) Precision with variation in noise (b) Recall with variation in noise (c) F1 score with

variation in noise
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Figure 4.13 (a) shows the precision ratio of the forgery detection techniques with the change in noise
added. Precision ratio of proposed technique is 85% and is higher than SIFT [68], SURF [69], Bravo
[64] and Yang [42] methods. Precison ratio of Zernike [27] method is higher than our proposed scheme.
Figure 4.13 (b) shows the effect of noise on the recall ratio of forgery detection techniques from which it
is clear that recall ratio of proposed method is between 70 to 80% and is better than all existing
techniques even under the effect of noise on the forged images. Recall ratio of Bravo [64] is worst (30%
or lower) with the change in added noise amount. Figure 4.13 (c) shows the effect of noise on the F; score
of forgery detection techniques. We have observed that with the variation in noise, F1 score of our
proposed scheme is 75 to 80% which shows that it better than methods [64], [68], [69], [42] and [27]. F1

score of Bravo [64] is worst less than 50 % under the effect of added noise.

4.5.4 Performance of CMFD techniques under the effect of JPEG Compression

For testing the performance of forgery detection techniques under JPEG compression effect, we have
compressed the forged image with various quality factors varying from 20 to 100% at the step size of 10
%. Figure 4.14 shows the effect of change of compression factor on the precision ratio, recall ratio and F;

score ratio.
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Figure 4.14: (a) Precision ratio with variation in JPEG compression (b) Recall ratio with variation in

JPEG compression (c) F1 score with variations in JPEG compression (contd.)

54



80

-9 -4 0~ -
= = = - ST i
09 = @~ < F\ ’ _
- =
60 _ oxm - -
50 o
il |
S | s |
= 409 E
Q
&
30 f{= 4= :SIFT .
SURF F
20 H= o= -Yang /-
= %= Zernike /
= @ 'Bravo
10 1 = & Proposed _ /l:( |
-8 -8--0--p -8 ~9
20 40 60 80 100
JPEG Compression
(b)
90 T T T
08 2 g2 3 mgr =8 7St pm
- ~ 7 v —
70 B x -— - = m
-
»
60r 7 _
28 |
g 50T .
40 t )
= 4= SIFT 4
30 SURF /-
= @ 'Yang /
20 F|= %= :Zernikre A .
= @ 'Bravo 4
10 L= @~ Proposed -ﬂ/ i
-
?--a—-a--n——n-"a'
0 1 1 1
20 40 60 80 100
JPEG Compression
(©
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JPEG compression of forged image makes the forgery undetectable as with low quality compression,
image data becomes unclear and hence affect the forgery detection techniques. JPEG compression also
introduce artifacts to the forged images, which can act as clue for forgery detection. Figure 4.14 (a) shows
the precision ratio of the forgery detection techniques with the change in quality factor of JPEG
compression. Precision ratio of the proposed technique is 90% and is higher than SIFT [68], SURF [69]
and Yang [42] methods. Precison ratio of Zernike [27], Bravo [64] methods are higher than our proposed
scheme. Figure 4.14 (b) shows the effect of JPEG compression on the recall ratio of forgery detection
techniques, from which it is clear that recall ratio of the proposed method is about 70% and is better than
all existing techniques even under the effect of JPEG compression of the forged images. Recall ratio of
Bravo [64] is worst (2 to 25%) with the change in quality factor of JPEG compression. Figure 4.14 (c)
shows the effect of JPEG compression on the F; score of forgery detection techniques. Fi score of our
proposed scheme is 80% or higher with the change in compression factor. F; score of Bravo is worst (5

to 40 %) under the effect of JPEG compression.

Precision determines how much precise our detection algorithm is, in locating forged region in an image.
Whereas, recall determines how much correct our detection scheme is, in classification of image as forged
or original. In our proposed detection scheme, SVM classifier classifies the image as forged or original.
So, recall ratio depends upon SVM classification. K-means clustering algorithm locates the forged area in
an image. So, precision ratio depends upon K-means clustering algorithm. Inappropriate clustering or non

optimal threshold values can be the reasons for lower precision ratio of the proposed scheme.

4.6 SUMMARY

In this chapter, we have evaluated our proposed image forgery detection scheme on CMFD benchmark
dataset [41] and Columbia image splicing dataset [66] and their results are discussed for copy-move
forgery without any post processing operations performed on the forged image. For comparison of
detection techniques of copy-move forgery, results are compared at pixel, image level. At the pixel level,
our proposed technique has highest recall ratio and F; score but precision ratio is lower than the Bravo
[64] and Zernike [27]. At image level, our proposed scheme has highest recall ratio and F; score.

Precision ratio at image level is higher than many of existing techniques but lower than Bravo [64].

Then at pixel level, proposed scheme is evaluated with various post-processing operations along with
other existing CMFD techniques with the same operations applied on them. Considering all the

transformation parameters; the precision ratio of our proposed scheme is higher than SIFT [68], SURF
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[69] and Yang [42] but lower than Zernike [27] and Bravo [64]. Recall ratio and F; ratio of our proposed
technique is higher than all of the existing techniques. Bravo [64] and Zernike [27] has lowest Recall ratio
and F; score. Hence, overall our proposed scheme is better than the existing image copy-move forgery

detection techniques.
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CHAPTER 5
CONCLUSION AND FUTURE SCOPE OF RESEARCH

5.1 CONCLUSION

In the proposed block based scheme, a DCT and SVD based technique is used to detect the copy-move
image forgery. Feature set is generated by dividing an image into blocks and then applying DCT on it.
Afterwards, SVD is used to reduce the feature vector dimension. The proposed technique is efficient in
CMFD and provides robustness against transformations. The datasets used for the evaluation of the
proposed scheme are CMFD benchmark dataset [41] and Columbia image splicing dataset [66]. The
proposed scheme used DCT for feature extraction and SVD for feature dimension reduction. SVM
classifier is used for classification of images and for localization of forged region, K-means clustering is
used. Evaluation and comparison of the proposed scheme is done at pixel level and image level.
Comeparison of the proposed scheme and existing CMFD techniques is done for copy move forgery with
post-processing operations applied on images and without it.

The proposed technique has highest recall ratio and F; score but precision ratio is lower than the Bravo
[64] and Zernike [27] at pixel level. At image level, our proposed scheme has highest recall ratio and F;
score. Precision ratio at image level is higher than many of existing techniques but lower than Bravo [64].
Then at pixel level, the proposed scheme is evaluated with various post-processing operations along with
other existing CMFD techniques with the same operations applied on them. Considering all the
transformation parameters: rotation, scaling, noise and JPEG compression; the precision ratio of our
proposed scheme is higher than SIFT [68], SURF [69] and Yang [42] but lower than Zernike [27] and
Bravo [64]. Recall ratio and F; score of our proposed technique is higher than all of the existing
techniques. Bravo [64] and Zernike [27] has lowest Recall ratio and Fi score. The proposed detection
scheme has precision ratio lower than one or two of the discussed techniques. Possible reason for the
lower ratio of precision can be the inappropriate clustering done by K-means clustering algorithm or non
optimal threshold values. Largest ratio of our recall parameter shows that our proposed scheme can
correctly classify an image into one of the two classes. F1 score is average ratio of both precision and
recall. Hence, overall our proposed scheme is better than the existing image copy-move forgery detection

techniques.
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5.2 FUTURE SCOPE OF RESEARCH

Even though our proposed scheme performed better than many existing techniques and following issues
can be considered for future work:
e The proposed scheme can be made more effective for the detection in case of multiple forgery
attacks.
e The proposed work is only restricted to the forgery detection in the images only and it can be
done for audios and videos also.
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