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Abstract 

 

Vehicular Ad Hoc Networks (VANETs) are used for communication between 

vehicles and have a large number of applications such as road safety, entertainment 

and traffic control. VANETs provide information to the drivers regarding safety alerts 

on time. 

 Security is one of the major concerns in VANETs as nodes in VANETs have 

high mobility. So, it is a challenging task to design an efficient solution for secure 

communication in VANETs due to high mobility of nodes.  

 In literature, many authentication protocols have been proposed for secure 

communication in VANETs using Session Initiation Protocol (SIP). SIP is widely 

used for signalling, and establishing communication between different nodes in 

VANETs. SIP uses the concept of Voice over Internet Protocol (VoIP) for 

communication between vehicles. It uses Hypertext Transfer Protocol (HTTP) digest 

for identity authentication between different vehicles during communication. In this 

dissertation a SIP authentication protocol for various vehicles is proposed to address 

these issues. The proposed scheme is secure from various types of attacks. The 

security and performance analysis of the proposed scheme confirms the effectiveness 

of the scheme. 
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Chapter 1 

Introduction 

 

1.1 Wireless networks 

Wireless Networks are the network between the two nodes or any communication 

devices that uses the radio waves to communicate as shown in Figure 1.1. As the 

growth in technology, the use of portable and small network devices is increasing day 

by day. The need of wireless network has also increased. In early times wired network 

was considered more secure and fast, but with the evolution of technology wireless 

network became more popular. 

 

 

Figure 1.1 Wireless networks 

 

1.2 Advantages of wireless networks 

Wireless networks due to their properties of ease of access and infrastructural 

flexibility; find many uses in small and large industries. They being: 

 

 Flexibility: A wireless network is a flexible network. It is very easy to access 

network in devices from the nearest network converge area. 
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 Increased mobility: As there is no requirement of wires so user can easily 

access network from anywhere. In a wireless network, there is no longer 

bondage to the desk. 

 Cost effective: As there is no requirement of wire so the wireless network is 

more cost effective than wired networks. In a wireless network, the labor and 

maintenance cost is also less.  

 Easy setup: The wireless network can be installed quickly because wires are 

not required for the installation. The configuration of wireless network is 

easier than wired networks. 

  Expandable: The wireless network can be easily expanded whenever 

required with the existing equipments. But in wired networks, there is scope of 

extra wires for expansions. 

  

1.3 Types of wireless networks 

There are different types of wireless network as shown in Table 1.1. Which are 

mentioned below: 

 

 Wireless Personal Area Network (WPAN): WPAN is used for the network 

in personal area like in the room. The range WPAN is expandable within area 

of 10 meters. In this network, the devices should be very close to each other 

for better communication. For example, connectivity between the printer and 

computer. WPAN creates the ad-hoc network between the participating 

devices. 

 Wireless Local Area Network (WLAN): WLAN provides the network in a 

particular finite area like a college campus or an office building. WLAN uses 

the radio or infrared waves for the communication. 

 Wireless Mesh Network (WMN): WMN is a network which uses a mesh 

topology for the communication between the radio nodes. The message can be 

forwarded by node on the behalf of another node. WMN is also called self re-

routing network because of “self- heal” property of it. 
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 Wireless Metropolitan Area Network (WMAN): WMAN are used for 

network connectivity in a particular city or metropolitan area. In this network, 

the different building of the city communicates through this network. 

 Wireless Wide Area Network (WWAN):- WWAN is a worldwide network, 

which provides network between the two different countries via multiple 

satellites. These satellites communicate through an Internet Service Provider 

(ISP). 

 

Table 1.1 Comparison between different types of wireless networks 

Type Coverage Performance Technology 

 

WPAN 

 

Small Network/Within 

reach of person 

 

Moderate 

 

 

Bluetooth, IrDA, 

IEEE 802.15 

 

WLAN 

 

 

Within the reach of 

university campus/ 

building 

 

High 

 

IEEE 802.11 and 

Wi-Fi 

 

WMN 

 

 

In mesh cloud  

 

High 

 

IEEE 802.11, 

802.15, 802.16 

 

WMAN 

 

 

Within city 

 

High 

 

IEEE 802.16 and 

WIMAX 

 

WWAN 

 

 

World wide 

 

Low 

CDPD, TDMA, 

Cellular 2G, 2.5G 

and 3G 

 

1.4 MANETs 

Due to the growth of industry and technology, the requirement of new wireless 

devices has increased in communication. There is one class of network, which is self-

configuring, called Mobile Ad-hoc Networks (MANETs) [1]. MANETs are 

infrastructure-less networks. In MANETs, there is no requirement of base station for 
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each node. A wireless link is required for the communication of mobile devices. A 

node which is in the range of other node communicates directly and shares data with 

each other. When nodes are not in the range, in that case intermediate node acts as a 

router and select the route for communication. MANETs have a large number of 

applications such as relevance in disaster management. Applications of MANETs 

include the disaster management, ad-hoc classroom, in the field of battle and civilian 

application like outdoor meeting etc. 

 

1.5 VANETs 

Due to the growth of technology, the road traffic also increases. But the absence of 

safety in road traffic is the reason for increasing accident rates. In addition, there is 

wastage of energy and resources. Even pollution also increases. According to 

National Highway Traffic Safety Administration (NHTSA), figures of recent road 

accidents are: 

  Millions of accidents every year. 

 Nearly 1.3 million people due to road accidents every year. 

 20-50 million are injured. 

 

 For safety, one can use precautions like airbags and seat belts for the safety. 

But these cannot provide proper security. On the highway, one vehicle cannot predict 

speed of other vehicle. But Vehicular Ad-hoc Networks (VANETs) can predict the 

speed of other vehicles. The message can be sent to vehicle by using this network and 

chances of an accident can be reduced. So VANETs can be used for enhancing road 

safety. 

 VANETs are used for communication between vehicles for the different kind 

of application such as road safety, entertainment, traffic control, etc. VANETs 

provide information timely to drivers and required authorities to provide safety to 

users. In VANETs, there are two kinds of communication. One is peer-to-peer (P2P) 

known as V2V communication as shown in Figure 1.2. V2V communication occurs 

between vehicles. Second is the Vehicle-to-roadside unit (RSU) which is known as 

V2R, which occurs between vehicle and RSU. In V2R communication, a vehicle 

communicates with the most nearest RSU. The required message is sent by RSU if 
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and only if vehicles are in the range of those RSU. Otherwise, RSU sends a message 

to the neighbor RSU for communication.  

 One more type of VANETs is available which is called intelligent VANETs. 

In these networks, multiple technologies are integrated for better and intelligent 

communication. These network technologies are Wireless Access in Vehicular 

Network (WAVE) IEEE 1609, Bluetooth, Wi-Fi IEEE 802.11p, WiMAX IEEE 

802.16 and ZigBee as described in Figure 1.3. VANETs are considered under the 

category of intelligent transport systems (ITS). There are two kinds of communication 

in ITS. One is V2V, which occurs between vehicles. Second is V2R, which occurs 

between vehicle and RSU. VANETs are a current topic for the various researches in 

wireless communications. The main issues in wireless network are energy 

consumption and security of the network. VANETs are implemented by using the 

technology Dedicated Short Range Communication (DSRC) which is one kind of Wi-

Fi. There are other wireless technologies like WiMAX, cellular, etc. 

 

 

Figure 1.2 Basic VANET scenarios 
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Figure 1.3 VANETs communication according to range 

 

1.6 VANETs vs. MANETs  

Basically, VANETs are the part of MANETs, but still there is difference between 

these networks. There are following difference between MANETs and VANETs 

shown in Table 1.2. 

 

Table 1.2 VANETs vs. MANETs 

Properties VANETs MANETs 

Node’s mobility 

 

 

 

Well defined mobility of 

nodes in vehicular ad-hoc 

network because of 

roadways. 

Random mobility of node 

in mobile ad-hoc network. 

Energy Constraint 

 

 

 

Continuous energy is 

provided by vehicle. So 

there is no issue of energy 

conservation. 

Energy conservation is 

issue because batteries are 

used for energy. 

Connectivity 

 

 

Disconnected network 

because of high dynamic 

nature. 

No issue of connectivity. 

Network Size 

 

 

Large network can be 

available by using 

extended network. 

Network size is limited. 
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1.7 Applications of VANETs 

RSU acts as a buffer point or router. Data is stored in RSU and gives the data to the 

user whenever required [2]. Vehicles either upload or download the data. Applications 

of VANETs depends upon type of communication occurred, i.e. V2V communication, 

V2R communication, vehicle to building communication and routing based 

application. The classifications of these applications are: 

 

 Convenience oriented 

 Safety oriented 

 Productive applications   

 Commercial oriented 

 

 Convenience oriented applications: - This application is used to enhance 

traffic efficiency. By this application, traffic can be managed and degree of 

convenience for drivers can be increased. The classification of this application 

is: 

 Parking availability: In metro cities, a parking space in parking lots 

can be easily searched using this application. 

 Electronic toll collection: This application can be used for the toll 

collection. Payment can be done electronically shown in Figure 1.4.  

On Board Unit (OBU) should be readable by toll collection point. This 

application is beneficial for drivers as well as for toll operators. 

 

 

Figure 1.4 Electronic toll collections [3] 
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 Active prediction:  By using this application, it is easy to predict the 

topography of the roads. Moreover it helps driver to adjust vehicles 

speed and optimize their fuel usage [4].  

 Route diversions: This application can be used in the planning of 

routes in the case of road congestions.  

 

 Safety oriented applications:  This application is used for safety purpose. 

These applications include road safety, surface of the road, diversions on roads 

and vehicle communication etc. The application can be classified as follows: 

 Cooperative collision warning: It gives the warning to the drivers 

about the crash route. Thus, drivers can act accordingly [5]. 

 Post crash notification: If the accident occurs, the vehicles which are   

involved in that accident will broadcast warning message to the other 

vehicles on the road. So that, other vehicles can take decisions on right 

time. The whole scenario is Figure 1.5. 

 

 

Figure 1.5 Emergency situations notification. 
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 Traffic vigilance: A camera is installed at the RSUs. The camera acts 

as monitoring device for vigilance on the traffic. Traffic rules violation 

can be checked by using this camera [6]. 

 Real-time traffic:  RSU acts as buffer point. All real-time traffic is 

stored in RSU and can be used whenever required. This is important 

application of VANET. By using this application, one can avoid 

accidents, traffic jams etc. 

 Road hazard control notification: One vehicle communicates with 

other vehicle to tell the road conditions like road curve, landslide on 

road, sudden downhill etc.  

 

Productive applications: Types of Productive applications are discussed 

below and described in Figure 1.6.  

 

 

Figure 1.6 Productive applications of VANETs  
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 Fuel saving: using the electronic toll, time and fuel can be saved. 

There is no need to stop at every toll booth. Hence, efficiency of 

engine increases and 3% fuel can be saved. 

 Time utilization: By using this application, one can utilize time 

whenever stuck in the traffic jam. This application Provides facility to 

download email. The internet facility can be used when someone is 

waiting for a friend or relative in the vehicle.  

 Environmental benefits: Applications for the Environment Research 

(AERIS) program [7] works on environment friendly real-time 

transportation. This research program works with V2V 

communications for the better research and results. By connecting with 

this research they get to know about the negative effects of vehicle 

communication in the environment. So they can mitigate these effects 

and makes a “green” environment.  

 

 Commercial oriented applications: Applications used for Commercial 

purpose by the driver or travelers are known as commercial applications of 

VANETs. This application provides entertaining services like web access or 

music, etc. The classification of this application is:  

 Internet access: RSU acts as a router. The driver can use the internet 

through RSU.  

 Real-Time video relay: Videos, on-demand movies etc. can be played 

inside the vehicle. This application provides us facility of real-time 

video relay.  

 Remote vehicle personalization/ diagnostics: By using this 

application, personalized vehicle setting can be downloaded. This also 

helps uploading of vehicle diagnostics from/to RSU.  

 Value-added advertisement: This application can provide the 

information about stores, restaurants etc. to the vehicles. If the traveler 

wants some information it will be convenient for him/her. This 

application is used by service providers. For this application, no 

Internet is required. 
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 Digital map downloading: Before starting journey, user can 

download the map for that region. Hence it can help in travel guidance. 

By using this application, user can conveniently reach their destination. 

 

1.8 Challenges in VANETs 

VANET seems simple and straight forward networks. But, designing and 

implementation of vehicular network is not easy. For the implementation of these 

networks, there are some technical as well as economical challenges [8]. The 

technical challenges are Message Authentication Code (MAC) design, congestion and 

collision control, network management, security issues and environmental impacts. 

As in VANETs, it is easy for adversary to still data, so security is major challenge in 

VANETs. Hence, in VANETs messages should be secured so that only legitimate 

user can access it. In addition, during the deployment of VANETs social and 

economic challenges are faced. It is quite difficult to convince manufacturers for the 

construction of such system which conveys the message during the traffic rules 

violation. This system is quite costly also, as such systems have high resource 

requirement.  

 

1.9 Motivation 

In VANETs, security is a serious issue. The message sent by RSU/OBU should be 

secured. These messages contain important information and critical data. A message 

is sent by vehicle to other vehicle. It should not be modified or deleted by an attacker. 

In VANETs, there is human life at stake, where wrong messages may cause an 

accident. So the security of VANETs is important as its concerns human lives.  

Information between the two vehicles should be exchanged securely and timely. 

Driver privacy should be there for secure VANETs communication. 

 For resolving the security issue, VANETs uses a protocol called Session 

Initiation Protocol (SIP) for secure communication. SIP is a communication protocol, 

which is used to establish, change and terminate multimedia sessions [9]. SIP uses the 

concept of Voice over Internet Protocol (VoIP) for communication between vehicles 

or any entity. So, SIP is used frequently in VoIP communication. SIP provides the 
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integrity, authentication etc. So by using the concept of SIP, security of VANETs is 

enhanced in this dissertation. 

 MAPS
TM

 is used for the simulation of the SIP protocol. MAPS
TM

 is the 

simulator which is used for the security protocol of VANETs. Implementation of 

proposed scheme is done using this simulator and various tests are performed. 

Proposed scheme is compared with existing schemes. After the comparison, proposed 

protocol gives the better result than pervious protocols. 

 

1.10 Thesis outline 

There are 6 chapters in this thesis. Which are described as follows: 

 In chapter 1, introduction about wireless networks, comparison between 

VANETs and MANETs, various applications and challenges are illustrated. 

 Chapter 2 describes the survey of various existing schemes.  

 In chapter 3, the proposed scheme of the SIP protocol is given. 

 In chapter 4, Implementation and simulation of SIP are provided. 

 Simulation results and discussion are shown in chapter 5. 

 Finally, in chapter 6, the conclusion of proposed scheme with future scope is 

given. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



13 

 

Chapter 2 

Literature Review 

 

2.1 VANET overview 

VANETs are part of MANETs, which has come into existence due to growth in 

wireless networks. VANETs are the network, which are used for communication 

between the vehicle and near objects for various applications like traffic congestion 

control and accident control. The importance of VANETs is increasing day by day. 

Many countries deploy VANETs for the daily application. In Japan, the spectrum of 

5.8GHZ is allotted to the electronic toll collection deployment. The Federal 

Communications Commission (FCC) of the USA gives 75MHz of licensed spectrum 

for VANETs. European communities give a 5875-5905MHz spectrum for the road 

safety applications in Europe. 

 

2.2 VANET architecture 

For the implementation of VANETs, user can do integration with different 

organizations, service provider and governmental authority. 

 

 

Figure 2.1 C2C-CC reference VANETs architecture [10] 
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 In VANETs architecture, there should be communication between vehicles as 

well as between fixed RSUs. There is one kind of architecture called Car-to-Car 

(C2C-CC) [10]. Figure 2.1 explains this architecture. There are two types of units 

available in the vehicle, according to this architecture: 

 Application Unit(AU) and  

 OBU. 

 

 AU runs set of applications on vehicles. OBU is used for the communication 

capabilities. OBU is used for DSRC as well as road safety. User can use portable 

device for AU. It can be easily attached or detach from OBU. OBU communicate with 

RSU and form an ad hoc network domain. Infrastructure network and RSU are 

connected to each other, by which they can attach to the Internet. With the help of 

RSUs and OBUs, users can access the infrastructure as well as internet. 

 

2.3 Standards, regulations & layered architecture 

For VANETs, there should be common standard. These standards should be agreed by 

all participating organizations and authorities. A set of rules and regulation is called 

standard. This is followed in the equipments of VANETs, developed by different 

groups like SAE and IEEE. There is one common standard given by IEEE, which is 

IEEE 802.11p [12].  This standard is variant to the IEEE standard 802.11a. IEEE 

802.11a covers the wireless network but IEEE 802.11p covers the specific properties 

of vehicular networks. There is one more IEEE 1609 group which is working on 

vehicular networks and provided the necessary services required for VANETs. This 

group uses the payload of IEEE 802.11p. 

 The WAVE is divided into DSRC. FCC of the USA gives 75MHz of licensed 

spectrum for DSRC communication in VANETs. This spectrum supports both safety 

and non-safety applications [13]. In this spectrum, there are seven 10MHz channels 

and 5MHz guard bands. DSRC provides the communication to RSUs as well as 

OBUs. IEEE 1609 and IEEE 802.11p are the standard followed by DSRC. In Figure 

2.2, there is a complete architecture of DSRC. IEEE 1609 group overview of this 

architecture is given below: 
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 IEEE 1609.1: This is the standard that allows the multiple applications, when 

RSUs communicate with OBUs. This works on the application layer [13]. 

 IEEE 1609.2: This standard provides the security services for the 

communication [13]. For example the encryption of message and device 

authentication. 

 IEEE 1609.3: This is the standard that gives the networking services, which 

are included WSM protocol and Specific stack for WSMP [13]. 

 IEEE 1609.4: This is the standard uses for the IEEE 802.11p enhancements. It 

also supports the multi-channel operation [14]. 

 

 

Figure 2.2 IEEE layered architecture [14] 

 

2.4 SIP for VANETs  

SIP is an application layer Protocol. SIP is a communication protocol, which is used 

for establishing, change and terminates multimedia sessions. [9]. SIP uses the concept 

of VoIP for communication between vehicles or any entity. So, SIP is used frequently 
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in VoIP communication. SIP provides the integrity, authentication, etc. According to 

RFC2617 [15], SIP uses the Hypertext Transfer Protocol (HTTP) digest for the 

identity authentication. 

 HTTP is a vulnerable protocol. It cannot resist various attacks, i.e. off-line 

password guessing attack [16, 17, 18]. For communication between the user and the 

remote server, authentication is required. User and server check the legality of each 

other. In existing protocol SIP, there is an issue of authentication because of HTTP 

digest. In SIP protocol, there are register servers, redirect servers, proxy servers and 

user agents. The request and response communication is occurring in SIP. These are 

following steps: 

 

 Firstly, client registers themselves with register server using the register 

message. This message is stored by the registered server. Then the client 

communicates with the server. 

 After the communication gets started between client and server, then the client 

sends the invite message to a proxy server.  

 The proxy server checks the server address through Domain Name Server 

(DNS) by using the redirect server.  

 After receiving the server address, the message is sent to the server by the 

proxy server. 

 After the successful acceptance of message from server. The OK (200) 

message is sent to the user by the proxy server. 

 

 Client and server can terminate their call by using simple BYE message. If one 

sends the BYE message, the other will terminate the call by sending the OK message. 

 SIP is used for the authentication between the vehicles and server. Firstly, 

there is a connection establishment between the server and RSU. After the 

establishment of a connection between the server and RSU, server gives all values of 

a smart card to the RSU as shown in Figure 2.3. Due to communication, there is a 

registration between the server and RSU using the smart card. Now, vehicles are 

ready for V2V and V2R communication with authentication.  
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Figure 2.3 SIP Authentication Protocol 

 

2.5 ECC Based authentication protocol for SIP 

Elliptic curve cryptography (ECC) based authentication protocol in VANETs 

provides the secure authentication. SIP uses ECC for the secure authentication. This 

scheme is better than other cryptography algorithms. Firstly, ECC is discussed, then 

ECC is implemented in SIP for the better authentication protocol. 

 

2.5.1 Elliptic Curve Cryptography 

ECC is a new cryptography technique, and considered as an excellent method because 

of the small size of key for the user. It is difficult to break. An attacker needs more 

time to exploit the key. ECC, with the size of 160-bit key provides better security than 

the conventional cryptography RSA [19] with a size of 1024-bit. ECC provides the 

more security to the message. The key size is small, which gives the fast 

cryptographic procedures, running on extra compact software’s. For the ECC, the 
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hardware implementation is also compact due to a small key size. It is a sufficient 

cryptography system for wireless networks. Because it provides the bandwidth saving. 

ECC was introduced by V. Miller [20] and Neal Koblitz [21]. ECC is a more secure 

algorithm; it cannot be easily breached by the intruder. 

 When there is a choice of elliptic curve it should rely on its domain 

parameters, the finite field representation, elliptic arc algorithms for field arithmetic 

[22] as well as elliptic curve arithmetic. In the ECC, there is public key as well as a 

private key.  Private Key is the hidden key of the algorithm. In the concept of 

symmetric key cryptography, there is only single key used for encryption and 

decryption. In asymmetric key cryptography, public key is used for message 

encryption. Public Key is distributed publicly and known to everyone. ECC has used 

asymmetric key cryptography scheme for encryption and decryption.  

 The ECC is used in huge application. ECC can give better security with small 

key size than other algorithms. By using the ECC, speed can be enhanced. This can 

enhance the bandwidth, and storage that are the fundamental limitations of resource-

constrained devices. The Elliptic curve Discrete Logarithm Problem (ECDLP) 

(Hankerson et al., 2004) is the impossible computational problem for Elliptic curve.  

In Figure 2.4, Elliptic curve whose point at infinity far to the top and bottom of graph. 

 

Y
2
=x

3
+ax+b.…………………………….. (2.1) 

 

 

Figure 2.4 Elliptic curve 
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 The Elliptic curve is applied to Abelian group. In Figure 2.5, P and Q are 

represented on curve for group law and line was drawn from P to Q until the line hit 

the curve again. It makes the point on the curve. Then, line was drawn from that point. 

The line was intersected on a curve, which makes the other point on the curve which 

is R=P+Q.  

 

 

Figure 2.5 Group law on elliptic curve 
[23] 

 

2.6 Related work 

For communication between the user and the remote server, authentication is 

required. User and server check their authenticity. In existing protocol SIP, there is an 

issue of authentication due to HTTP digest. Analysis of all the vulnerabilities in 

existing research is done. Various researchers give different methods for the 

enhancement on SIP protocol and tried to enhance the security and integrity of the SIP 

protocol.  

 Yang et al. [24] proved that SIP cannot resist off-line password guessing 

attack. Yang et al. [24] proposed a scheme by using the concept of the key exchange 

protocol Diffie-Hellman [25] to solve the SIP authentication. Diffie-Hellman key 

exchange protocol uses the concept of Discrete Logarithmic Problem (DLP). The 

server gives the large prime as well as generator. Firstly, client and server authenticate 

each other then the password is shared. After the authentication, they can share 

resources with each other. There are still some flaws in this scheme. Security issue of 

SIP protocol is still in this scheme.  
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 Huang et al. [26] proposed a protocol to improve the weakness of Yang et al. 

[24] protocol. Because Huang et al. [26] proved that Yang et al. [24] protocol is 

vulnerable to offline password attack by the cryptanalysis of Yang et al. [24] protocol. 

SIP was proposed by Huang et al. [26].This scheme is more efficient than Yang et al. 

[24] scheme. Huang et al. [26] uses more random number than the previous scheme. 

But Huang et al. scheme is still vulnerable to offline password guessing attack. Jo et 

al. [27] found that Huang et al. [26] still cannot withstand offline password guessing 

attack.  

 Then Durlanik et al. [28] proposed an authentication protocol. Durlanik et al. 

[28] used the concept of ECC for the SIP protocol. ECC is a new cryptography 

technique, and considered as an excellent method because of the small size of key for 

the user. It is difficult to break. The similar security level is provided by ECC with 

small key size as of RSA. For the ECC, less memory and low bandwidth is required. 

In Durlanik et al. scheme, Password is already shared with the SIP server by the SIP 

client. They authorize each other. Two keys are with server and client. Using the 

properties of ECC, the protocol is designed for SIP.  

 Wu et al. [29] also proposed a scheme using the concept of ECC. By the use 

of ECC, Wu et al. [29] finds the solution to authenticate key agreement problem in 

existing SIP. Wu et al. [29] scheme provides the mutual authentication by using the 

key agreement protocol. It gives the security like CK (Canetti-Krawczyk) security 

model. Later on, Yoon et al. [30] demonstrated that Durlanik et al. [28] and Wu et al. 

[29] protocol is not secure and cannot resist various attacks. 

 Yoon et al. [30] proposed a scheme by using the concept of ECC to improve 

the security of the SIP protocol. Yoon et al. [30] protocol is based on password based 

protocol. In Yoon et al. [30] scheme, there is enrollment phase, which is better than 

Wu et al. [29] scheme. So the Yoon et al. [30] scheme provides better security. In this 

scheme, key is established before the communication. Password is protected in this 

scheme, so it difficult by a notorious password attacker to guess the password. It is 

said that it is password protected based key agreement protocol in which mutual 

authentication is also there.  

  But Gokhroo et al. [31] and Pu [32] proved that Yoon et al. [30] protocol still 

cannot resist replay attack. Pu proved that offline password attack is possible in Yoon 

et al. [30] scheme. By using the dictionary attack, the attacker can guess the password 
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by single message transcript. So this scheme is not secure even thought it uses ECC. 

In this scheme, the session key can be easily derived from capturing the message 

exchanged between client and server 

 Tsai et al. [33] proposed a scheme for SIP using nonce-based authentication. 

Tsai et al. proved that Yang et al. [24] scheme has a high computational cost and the 

same issue with Durlanik et al. [28] scheme. Then Tsai et al. [33] proposed a scheme, 

which works on low power equipment. Computational cost of Tsai et al. [33] scheme 

is low. Tsai et al. [33] used the nonce-based authentication. In this scheme, client and 

server authenticate each other before the communication. Firstly the session key is 

shared and then authentication occurs. This scheme resists various attacks. But this 

scheme also fails to resist Denning-Sacco attacks and off-line password guessing 

attacks.  

 Yoon et al. [34] proposed a new scheme to overcome the issue of Tsai et al. 

scheme. Yoon et al. [34] proposed a scheme for SIP using DLP on elliptic curves. But 

Yoon et al. [34] protocol is still vulnerable proved by Xie [35]. Xie proved that Yoon 

et al. scheme cannot withstands stolen verifier attack and offline password guessing 

attack. Xie also proposed a scheme, which is more secure and efficient. In Xie 

scheme, password is encrypted by using a symmetric encryption algorithm. For the 

authentication of the client, Xie used the Diffie–Hellman key exchange value. For the 

server authentication, server signature is used.  So, this scheme is more secure.  

 Arshad et al. [36] proved that Tsai et al. [33] scheme is not secure and 

proposed a new scheme using ECC. Arshad et al. [36] proved that Tsai et al. scheme 

does not provide perfect forward secrecy. To provide prefect forward secrecy, Arshad 

et al. [36] proposed a scheme by using ECC. In this scheme, mutual authentication is 

also there. Arshad et al. [36] used the DLP property of ECC and gives a novel 

scheme. Arshad et al. [36] scheme resists various attacks and also provides better 

security. Arshad et al. scheme is a faster algorithm than its previous counterparts. 

 After that, He et al. [37] proved that Arshad et al. [36] protocol cannot resist 

various attacks. In Arshad et al. [36] scheme, offline password guessing attack is 

possible by attacker. He et al. [37] proposed enhanced scheme than Arshad et al. 

scheme. He et al. [37] also used ECC. He et al. [37] scheme provides better security. 

This scheme is more efficient than Arshad et al. [36] scheme.  
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 Tang et al. [38] proposed a SIP protocol which is efficient and flexible. Tang 

et al. [38] used the password authentication key agreement protocol. By using this 

protocol mutual authentication occurs in SIP. Tang et al. [38] scheme provides the 

mutual authentication as well as a session key agreement. In this scheme, updation of 

password can be easily done and there is no need to maintain a verification table. This 

scheme is more efficient because the password table is not required for verification. 

 But Tang et al. cannot resist an impersonation attack as was specified by Tu et 

al. [39]. Tu et al. [39] proposed a new scheme to resist impersonation attack. Tu et al. 

used the additional calculation and improved the algorithm. The computational 

overhead is increased and overall security also increased. Tu et al. [39] scheme gave 

the mutual authentication and was fast, as compared to other algorithms. Tu et al. [39] 

proposed efficient scheme for SIP by using smart card. 

 Wang et al. [40] proposed a new scheme using the concept of two-variant 

hashing operation. Security level increased but with the use of two-variant hashing 

computational cost increased as well. So this overhead can be ignored. As in this 

scheme, there is no requirement to maintain a verification table. So this scheme is 

more fast and efficient. 

 Chen et al. [41] proved that Wang et al. [40] scheme was not secure from 

parallel session attack. Then Chen et al. [41] proposed a protocol which withstands a 

parallel session attack as well as a verifier impersonation attack. Chen et al. improved 

the scheme of Wang et al. [40] In this scheme various hash functions are used and 

verifier table was not required, but the Chen et al. [41] protocol was still weak. 

 Yeh et al. [42] proposed a more efficient scheme. SIP needs the efficient 

method for the mutual authentication in unfavorable environments. Yeh et al.  [42] 

used the ECC in smart cards. In this scheme, DH- based authentication is used. It is 

more efficient than other scheme. But Yeh et al. [42] scheme had some issues. Mutual 

authentication in Yeh et al. [42] scheme is weak and could not resist the stolen 

verifier attack.  

 To solve all these issues in this dissertation, a scheme is proposed which is 

more secure and efficient by using the ECC and smart cards for SIP. By using this 

scheme, various attacks in VANETs can be resisted. The computational overhead 

increased, which can be ignored. Overall security is enhanced in this scheme. 
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Table 2.1 Existing SIP scheme comparison 

Schemes Techniques Vulnerabilities (attacks) Key Management 

Yang et al. [24] 

 

HTTP Digest Offline Password Guessing DH Key Exchange 

Huang et al. [26] 

 

One-way Hash Offline Password Guessing DH Key Exchange 

Durlanik et al. 

[28] 

ECC (ECDH) Denning-Sacco, Stolen 

Verifier 

Public Key 

Wu et al. [29] ECC Denning-Sacco, Stolen 

Verifier 

Public Key 

Yoon et al. [30] ECC Relay attack, Offline 

Password Guessing 

Public Key 

Tsai [33] Nonce Denning-Sacco, Offline 

Password Guessing 

Public Key 

Xie [35] 

 

ECDH Denning-Sacco Symmetric Key 

Arshad et al. [36] 

 

ECDLP Offline Password Guessing Public Key 

He et al. [37] 

 

ECC Denning-Sacco Public Key 

Tang et al. [38] 

 

Smart Card Impersonation attack DH Key Exchange 

Tu et al. [39] 

 

Smart Card Stolen Verifier attack Public Key 

Wang et al. [40] 

 

Smart Card Parallel Session attack Public Key 

Chen et al. [41] 

 

Smart Card Impersonation attack Public Key 

Yeh et al. [42] 

 

ECC Stolen Verifier attack Public Key 
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2.7 Problem statement 

VANETs fascinated many research institutes to do work on vehicular network 

applications. Even many automotive industries are working on it. With the growth in 

technology, the use of portable and small network devices is increasing day by day. 

The need of VANETs also increased. There are technical, social and economic 

challenges in VANETs communication. Security is the main technical issue of 

VANETs. During VANETs communication, message should be secured so that an 

attacker cannot reveal it. VANETs give us road safety. VANETs message should be 

secured and only legitimate user can only access it.   

 A security efficient algorithm should be designed for VANETs. There should 

be proper protocol followed for security. So, smart card is used for SIP protocol of 

VANETs. Existing algorithms have issue of security and these algorithms are 

vulnerable to various attacks. Improved scheme provides better result of security. 

 MAPS
TM

 [43] simulator is used for implementation in a simulation 

environment. Security enhancement of proposed protocol was checked by using the 

graph of a particular area. Then, security and performance analysis of proposed 

algorithm is done with existing algorithm.  

 

2.8 Objective 

The primary objective of thesis is to improve the security of SIP for VANETs.  It used 

a realistic model for VANETs communication. Extra parameters are added in 

algorithms to improve the security. 
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Chapter 3 

Proposed Solution 

 

3.1 Proposed authentication protocol 

In this authentication protocol, ECC based secured authentication protocol has been 

proposed. The different notation used in this scheme is described in the Table 3.1. 

Phases of this scheme are:  

 System setup phase 

 Registration phase 

 Vehicle to RSU authentication phase 

 Password change phase 

 

Table 3.1 Notation used in the proposed scheme 

Symbols Definition 

|| String contention operation 

Gk Cyclic group of prime order n of k 

h(.) Secure one-way hash:(0,1)  (0,1) 

K Large prime generator of group 

H1(.) Secure one-way hash of GK 

N Order of Elliptic Curve 

⊕ Exclusive operation 

P(X) Random polynomial 

Pri Private key of system 

Ppu Server public key 

Y Shared session key between A and B 

× scalar multiplication of Elliptic Curve 

Sr Secret key of user 

T Timestamp 

H2(.) Secure one-way hash of Z
*
K 

A Client 

B Server 

Usr Username of user 

Pwd Password of user 

H3(.) Secure one-way hash of Z
*
K 

Fk Finite prime field 

EK(a, b) Elliptic curve over a field FK (finite) 

Macm,t message authentication code of m at t 
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3.1.1 System setup phase 

There are various formulas for the key generation. In this scheme, system parameters 

are set up by the client and the server. Then the client and server choose an elliptic 

curve of order n over ),( baEk  generated by K . riP  is a private key of the system is 

randomly selected. Point multiplication is used for computation of authentication 

key kZ . Finally, all values are stored in a smart card, i.e. 

(.))(.),(.),(.),,,( 321 HHHhDC AA on the server side. 

 

3.1.2 Registration phase 

 In this phase, all values are set up in a smart card for the client and then the client 

register to the remote server. All these values stored in a smart card are kept secret. In 

this scheme, there are three hash computations and three exclusive OR operations as 

shown in Figure 3.1. Firstly, )( iaP (eq. 3.1) is chosen from the polynomial:  

......................................)( 0
1

1
21

1 2
pxpxpxpxpXP n

n
n

n  
  equation of degree n. 

Choose all the parameters from the equation, i.e. .,,.,........., 0121 ppppp nn   

                                            



n

i
ii paP

0

)(
…………………..……………… (3.1) 

 

 Step 1: ),( wdPidBA : To compute wdP , the user enters his/her id and puP and 

obtain ))(( ipuwd aPPhP   where )( iaP  is a random number chosen from 

polynomial. id  and wdP  verified the identity of user and server. To register the 

user to the server, id  and wdP  was sent to a remote server. Then, user was 

eligible for communication. 

 Step 2: The server computed krir GidHPS  )(  and authenticates the user. 

The server calculated )( wdA PidhC   and )| || |( 1tidPhD wdA  . In AD , 

Timestamp was applied to provide the integrity. After that, all values provided 

to a smart card and stored in it and keep it secret and these values sent to the 

user. 

 Step 3:  A smart card is sent by the server to the user. Then user store the 

random number )( iaP  in a smart card and these values remained secret in 

smart card, i.e. (.))(.),(.),),((.),,,( 321 HHHaPhDC iAA . 
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Figure 3.1 Registration phase of proposed protocol 
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These are stored by the user on a smart card. 

 

3.1.3 Vehicle to RSU authentication 

In Vehicle to RSU authentication phase, client communicated with the remote server. 

For this, client user-name and password was required. 

 

 Step 1: BA : Request ),,,,( 3,2 tmAA macRNTUsr :  Firstly, the user computed 

))(( ipuwd aPPhP   and )('
wdA PidhC  . Then checked AC  was equal to '

AC  

or not. If they were equal, then calculated the )| |( idPhV wd  and )( VDS Ar  . 

After this, the user took a random point AR  on curve ),( baEK . At the 

timestamp 2T , the user calculated ),( 2222 rAA StRNTHt   and KRR x
AA * . 

Then user computed the 3,tmmac , for the message m  and sent it to the remote 

server with his/her id and wdP . 

 Step 2: AB  : Challenge ),,,( 4 YB NNTrealm : After the request received from 

the client, the server computed IDAU  by transforming into )(1 idH  which is 

one-way hash digest. Then the server computed IDAriAA UtPNR  2
'  . The 

Server verified that, whether *
AR  is equal to KR X

A 
'

 or not. If they were equal, 

then a point was chosen by server, i.e. BR . Then calculated NB, Y and NY at 

timestamp T4. After that, it verified the MAC [11]. If they were equal, then 

authenticated the user otherwise rejects it. Finally, the server sent challenge 

message to the user. 

 Step 3: The user received the challenge message from the server. User 

computed the value of rBB StNR  4
' , in which )( 424 THt  . Then the user 

computed ** , YNY and verified YN is equal to *
YN or not. If they were equal, then 

server was authenticated, otherwise rejects the request. 

 Step 4: Response )| || |(,,( YrealmUsrhUsrrealm : User calculated )| || |( YrealmUsrh  

and response message was sent to server.  

 Step 5: After the authentication of the server, the response message was sent 

by the client and received by the server. Then server B computed response
*
 

and check whether response
*
 = response. If they were equal, then the 
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connection was accepted. Server sent the invite message as shown in 

Figure.3.2. 

 

3.1.4 Password change phase 

 

 Step 1: Value of password can be changed by the user after giving the new 

value of Usr  and *
puP . Then client calculated )(( *

ipuwd aPPP  and updated in 

a smart card. 

 Step 2: When the server got the demand for password change. 

)( **
wdA PidC  , rwdA StidPhD  )| || |( 1

*  is computed by server and new value is 

stored in server smart card.  

 

In password change phase, the smart card changes the value of AA DC , with ** , AA DC  

without informing the server. 
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Figure 3.2 Vehicle to RSU authentication phase
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Chapter 4 

Implementation and Simulation 

 

4.1 Implementation 

In this chapter, implementation model of proposed algorithm is given. For the 

implementation, Message Automation and Protocol Simulation (MAPS
TM

) [43] 

simulator is used with real map of the city. In previous chapter, proposed 

authentication protocol is in algorithmic form.  

 

4.2 Simulator 

According to Shannon [44], simulation is “the process of designing a model of a real 

system and conducting experiments with this model for the purpose of understanding 

the behavior of the system and/or evaluating various strategies for the operation of the 

system.” 

 To test the proposed protocol, MAPS
TM

 simulator is used. The first step of 

VANETs implementation is a simulation of the protocol. There are many network 

simulators available for network protocols like NS-2[45], OMNET++ [46], MAPS
TM 

[43]. These simulators are used for micro and macro both levels of transportation. 

During the simulation of VANETs, the important parameter is node mobility. In this 

dissertation, real world node model is used for correct results.  

 MAPS
TM 

[43] is used to generate the SIP protocol communication. In this 

dissertation, different test cases were used for the SIP protocol. By using this 

simulator, proposed scheme is compared with existing schemes. Brief introduction 

about MAPS
TM

 simulator as follows: 

 

4.2.1 MAPS
TM 

 

This simulator is designed for the SIP. MAPS™ is used for simulations of user 

agents. By using this, protocol conformance testing is performed. MAPS™ is of two 

types:  

 MAPS™ SIP Protocol Test Tool  

 MAPS™ SIP Conformance Test Suite  
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 VoIP is also simulated by MAPS™. MAPS
TM

 can act as SIP entity as well as 

generate any SIP message. MAPS
TM

 is powerful simulator. This simulator supports 

various traffic events like call etc., features of MAPS™ simulator: 

 

 IP packet Spoofing 

 RTP Extended Header 

 INVITE message with ‘Priority’ and ‘Subject’ of headers 

 MAPS™ SIP used for different simulation  

 MAPS™ SIP uses different parameter for calling purpose 

 Generation R2S-KeepAlive packets 

 

 MAPS™ SIP used for online captured packet analyzing, and also checks the 

SIP signaling by using real-time environment. The MAPS™ HD [43] simulator is 

used for high volume traffic.  

 

 

Figure 4.1 MAPS
TM

 Scenario 

 

4.2.2 Main features 

 Supports peer to peer gateway testing 

 Real time environment for all messages can be used for simulation 

 TCP and UDP both are supported by MAPS
TM

 

 It provides the voice feature for next generation traffic 

 VoIP implementation is supported by this simulator 

 Simulate SIP header as well as full message of SIP 

 If any instant message is supported by MAPS
TM

 simulator 

http://www.gl.com/maps-hd-high-density-call-simulator.html
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 Automatic call and generation script is supported by it 

 It handles the as many retransmissions 

 When there is request through proxy. It handles the strict as well as loose 

routing 

 Media can be created before call establishment by using this simulator 

 

Other notable features include 

 Support for SIP conformance testing 

 Interfaces to Portable VoIP and T1/E1 

 Multi-protocol call trace for VoIP 

 

Table 4.1 Standards of supported protocols 

 

 

4.3 Simulation setup & implementation  

In this dissertation, MAPS
TM

 simulator was used simulation. Parameters used for 

MAPS
TM

 simulator as described in Table 4.2.  

 

Table 4.2 Simulation setup 

Types Parameters 

Data packet size  512 bytes 

Scenario  Urban 

Channel Type   Wireless Channel 

Bandwidth 2Mbps 

Traffic Type TCP 

MAC type  IEEE 802.11p 

 

Firstly, client server system was setup in this simulator as shown in Figure 4.2. While 

proxies test, MAPS
TM 

can act as User Agent Client (UAC) and User Agent Server 

(UAS). UAC (MAPS
TM

) received the message. UAC sends the unmodified messages 
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to the UAS. Client server system is configured after all these requests. System is 

ready for call generation after the system setup. 

 

 

Figure 4.2 System setup phase in MAPS
TM

 simulator 

 

 After the system setup, SIP calls were generated. Then, Communication was 

possible between client and server shown in Figure 4.3.  

 

 

Figure 4.3 Call generation during system setup phase  
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 By using call Generation phase in the simulator, outgoing communication as 

well as control communication was simulated. After call generation of 

communication, client and server were registered as shown in Figure 4.4. Then, 

authentication was occurred between client and server. 

 

 

Figure 4.4 Registration phase during simulation 

 

 After the registration between client and server, calls can be sent and received. 

Call reception between client and server as shown in Figure 4.5.  

 

 

Figure 4.5 Successfully call reception 
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MAPS
TM

 checks the incoming message by using ‘recv’ instruction. 

 After all the phases, a successful connection is established between client and 

server as shown in Figure 4.6. Now user can communicate by sending ‘recv’ message 

or can terminate a connection by using ‘terminate’ message. 

 

 

Figure 4.6 Successfully connection between client and server 
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Chapter 5 

Results and Discussion 

 

5.1 Results 

The Results of the simulation are shown in this chapter. A local area map loaded with 

traffic is used for simulation as shown in Figure 5.1. All parameter is analyzed by 

using traffic of this map. Yeh et al. [42] scheme is compared with proposed scheme 

using this urban area map.  

 

 

Figure 5.1 Local area google map 

 

 

Figure 5.2 Active SIP calls 
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 Firstly, the Simulator sends SIP active calls as shown in Figure 5.2 to the local 

urban area. All active calls to checks the communication of VANETs. 

 After sending the active SIP calls to the all vehicles, the end to end delay is 

computed using parameters. In Figure 5.3, proposed scheme takes less delay. End to 

end delay of proposed scheme is .04 and Yeh et al. scheme is 0.12 after the 

computation.  
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Figure 5.3 End to end delay comparison 

 

average (Voice Jitter)

0

0.000000005

0.00000001

0.000000015

0.00000002

0.000000025

0.00000003

0.000000035

0.00000004

0.000000045

0 2 4 6 8

Time (sec)

V
o
ic

e
 J

itt
e
r

Proposed Scheme

Yeh et al. Scheme

 

Figure 5.4 Voice jitter comparison 
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Voice jitter of proposed scheme is slightly less Yeh et al. scheme as shown in Figure 

5.4. Computation cost of proposed scheme is slightly less that of Yeh et al.  

 

5.2 Security analysis 

Proposed scheme provides P2P communication as well as mutual authentication. 

Proposed scheme provides security from various attacks, i.e. masquerade attack, 

replay attack, stolen verifier attack etc. Security analysis of proposed scheme is shown 

below: 

 

5.2.1 Masquerade attack resistant  

The attacker should know puP , which is the user’s password for the verification of 

identity in the login phase to perform this attack. Since ))(( ipuwd aPPhP  , 

)( wdA PidhC  , rAA StRN  2 and KRA 
* . All these parameters are calculated by 

using scalar multiplication and one-way hash function. It is impossible for the intruder 

to masquerade as the legitimate user without the client id i.e. puP and )( iaP . One 

legitimate user can’t behave as the other legitimate user without having the password 

of user. 

 

5.2.2 Parallel session attack resistant  

Server gave the cipher message code for *, AA RN  etc., which are instances of 

authentication protocol in scheme. In this dissertation, timestamp was used for 

random point AR  calculation. So, that it resists the parallel session attack. 

 

5.2.3 Insider attack resistant  

In proposed authentication protocol, the registration of the user has happened using 

the ))(( ipuwd aPPhP   over a secure channel. The value of )( iaP is generated 

randomly. So that risk of insider attack is avoided. 

 

5.2.4 Password guessing attack resistant  

In proposed authentication protocol, password is computed by using 

))(( ipuwd aPPhP   randomly selected from the elliptic curve and then one way hash 
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with a secret key. Its value stored in the smart card. So while transmitting the SIP 

message, it is impossible to guess the password by the attacker. In this, ECDLP is 

used in of *
AR  and KRA 

* of and )( *
BRY   of )( *

BRY  times K . So it is impossible to get 

the session key. Whenever there are changes in user’s password, the values in smart 

card are also changes. 

 

5.2.5 Stolen Verifier attack resistant  

In proposed authentication protocol, there is no requirement of maintaining any 

verifier table for the user password. Only the server master key Y is required. So the 

attacker fails if he/she tries for verifier table. So the stolen verifier attack is not 

possible.  

 

5.2.6 Replay attack resistant  

In proposed scheme, *, AA RN  is randomly chosen in the secret key cipher, which is not 

same in each authentication session. Time-stamping is also used in this scheme. 

Attacker fails if he/she tries to replay the same message. The validity of the user is 

also there, which is authenticated by the server. So, the attacker fails to be a legitimate 

user. 

 

Table 5.1 Security analysis with referenced scheme 

Attack Types Yeh et al. Scheme [42] Proposed Scheme 

Masquerade attack resistant Yes Yes 

Insider attack resistant Yes Yes 

Parallel session attack resistant Yes Yes 

Password guessing attack resistant Yes Yes 

Replay attack resistant Yes Yes 

Stolen Verifier attack resistant No Yes 

Mutual authentication Provided but weak Provided and strong 

P2P communication No Yes 
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5.2.7 Mutual authentication 

In proposed scheme, there is mutual authentication between the user and server by 

using the key exchange protocol Elliptic Curve Diffie-Hellman (ECDH). In this 

dissertation, MAC scheme is used for the mutual authentication of a message. When 

the server receives the challenge from the client, server sends the correct response if 

and only if the server’s identity is authenticated. If *
AR  is equal to KRA 

* . 

 

5.2.8 P2P communication 

In proposed scheme, concept of timestamp is used. At a particular time t , when the 

message is sent and alive. This scheme provides P2P communication at that particular 

time t . Then the time overhead decreases during communication. 

 

5.2 Performance analysis 

Proposed scheme is compared with the referenced scheme in performance analysis. 

Communication cost, security and vulnerability are discussed. It enhances the security 

and preserving the integrity of SIP. In Table 5.1; various attacks are listed. In 

proposed scheme, time overhead increased because of extra calculation of time-stamp 

and MAC.  

 The Complexity of this scheme is more because, Polynomial is used for the 

generation of public key. But, overall security increased in this proposed scheme. This 

scheme is more efficient than existing schemes. Let Tesm, Th, Tmac, Teca and Tecp 

denotes the time for the elliptic curve scalar operation, one-way hash, the message 

authentication code, elliptic curve addition and elliptic curve polynomial operation 

separately. The executing time for hash function operation, elliptical curve operation 

and MAC operations are  0.0005s, 0.0087s and 0.0004s respectively [47]. The 

computation cost of proposed scheme 1Th and 1Teca + 2Th of user and server 

respectively in the registration phase. In vehicle to RSU authentication phase, the 

computation cost of my scheme 1Tecp + 7Th + 2Teca + 4Tesm + 1Tmac and 1Tecp + 5Th 

+ 1Teca + 2Tesm + 1Tmac of user and server respectively. In this phase, Tmac time was 

additional, which increased the time overhead. But enhance the security and integrity 

of the algorithm. In Table 5.2, Yeh et al. [42] scheme is compared with proposed 

scheme authentication scheme and conclude that my scheme is more efficient. 
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Table 5.2 Computational compression with referenced scheme 

Phase  Yeh et al. Scheme [42] Proposed Scheme 

Registration Phase User Side 1Th 

 ≈ 0.0005s 

1Th  

≈ 0.0005s 

 Server Side 1Teca + 2Th 

 ≈ 0.0097s 

1Teca + 2Th 

 ≈ 0.0097s 

V2R authentication 

Phase 

User Side 1Tecp + 7Th + 

2Teca+4Tesm  

≈ 0.0644s 

1Tecp + 7Th + 

2Teca+4Tesm+ 1 Tmac 

≈ 0.0648s 

 Server Side 1Tecp + 5Th + 

1Teca+2Tesm  

≈ 0.0373s 

1Tecp + 5Th + 

1Teca+2Tesm + 1Tmac 

≈ 0.0377s 
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Chapter 6 

Conclusion and Future Scope 

 

6.1 Conclusion 

In this dissertation, security flaw of Yeh et al. [42] authentication scheme for SIP is 

analyzed. Yeh et al. [42] scheme can’t withstand the stolen verifier attack and P2P 

communication is not available. In proposed improved scheme, all these weakness are 

removed. By using the MAPS
TM

 simulator, proposed authentication protocol is 

implemented. In which, end-to-end delay of proposed scheme is analyzed. Proposed 

protocol end-to-end delay is compared with Yeh et al. [42] scheme. End-to-end delay 

of proposed scheme is less. According to security analysis, proposed scheme 

withstands the stolen verifier attack and P2P communication is also available. 

According to performance analysis, proposed scheme gives the time overhead. But 

integrity and security is increased. This factor can be ignored. Proposed scheme is 

more efficient.  

 

6.2 Future Scope 

I would like to extend the current work in vehicular cloud computing. Time overhead 

should be reduced in proposed scheme to increase the efficiency. The detail to this 

work is the future of this thesis.  
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