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Abstract 

Outlier detection is an important aspect of data mining which discovers the unusual events 

that occurs in data. Big data has large volume of unseen knowledge and many perceptions 

which have raised significant challenges in knowledge discovery. In certain kinds of data, the 

association among the different attributes is of much more significance than the information 

itself. Hence, in such datasets before detecting outliers these associations needs to be 

extracted. The associations can be mined by analyzing correlation among various attributes. 

However, it is very challenging to acquire ample benefits from the large amount of complex 

data. To overcome these issues, various methods for analyzing correlation are studied. Also, 

various existing approaches for outlier detection based on supervised and unsupervised 

learning models are studied. In recent times, these approaches have become an indispensable 

tool for detecting anomalous events in various domains.  

With the advancement in sensor technologies, a lot of data is being generated by wireless 

sensors in various application domains. In this study, the main concern is on data generated 

from wireless body sensor networks. As caretaker may not be always available to monitor 

physiological parameters so, different sensors are attached with the body of patient to 

remotely monitor the health of the patient. Outlier detection in this domain detects the 

anomalous activities based on the sensor measurements and differentiates the sensor fault 

from true medical condition.  

This thesis carried out research work in the field of outlier detection in wireless body area 

sensor networks. The key objective of the research is to explore the profits of using 

distributed map reduce framework for outlier detection. An approach is proposed to detect 

outliers based on the assumption that data attributes are linearly related to each other. 



xiv 

Further, as it is seen that in real application scenarios none of the sensors exhibit a truly 

linear relationship. Hence, to deal with non-linear aspect of data the proposed approach is 

further enhanced so that it can be able to detect outliers in dataset where data attributes are 

linearly or non-linearly correlated. The results of both the proposed approaches are proved to 

be effective than other competent approaches in terms of processing time and accuracy of 

outlier detection. The approaches are also tested for scalability by forming a multinode 

Hadoop cluster of eight nodes.  

Furthermore, an integrated framework for outlier detection is proposed that is based on data 

compression, data clustering, and cluster refinement. The clustering algorithm in the 

proposed framework works on the principle of clonal selection algorithm and uses the 

objective function of fuzzy clustering. It is seen that the clusters formed by proposed 

clustering algorithm have more optimal structures than state of art clustering algorithms. The 

formed clusters are further refined using cluster refinement algorithm to increase accuracy of 

outlier detection. The results of the proposed framework show that it outperforms the 

competent algorithms in various aspects of processing time and detection rate.  

It is suggested that the utilization of correlation between attributes detects discriminate and 

significant events, which can help in accurate classification of events and also reduce false 

alarms which can further aid in better utilization of resources. 
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CHAPTER 1 

INTRODUCTION 

With tremendous increase in the users of digital devices, the volume of data has also been 

increased to many folds. The expected increase in the data volume in 2020 is around 44 folds of 

the volume in 2009 [1]. The volume of data is increasing exponentially with respect to time. This 

leads to big data come into picture. Due to high complexity and variability in big data, it cannot 

be handled by traditional databases. Hence, there is a need for techniques and tools that can 

efficiently analyze information from such a large amount of data. Big data trend occurs due to 

large amount of hidden information in big datasets. Doug Laney [2] explained big data in terms 

of three V’s i.e. volume, velocity and variety. Mark van Rijmenam redefined big data with four 

more v’s that are variability, veracity, visualization and value.  

Data plays a crucial role in various applications like business analytics, social network analysis, 

healthcare etc. New government policies are also being implemented based on social media 

analytics to discover new ideas or schemes that can facilitate their infrastructures. Apart from 

aforementioned applications of data analytics, e-commerce service providers also keep track of 

their customers purchasing history to predict future sales and provide special offers based on 

customer’s interests. Hence, with the help of data analytics future prediction of market analysis is 

possible. 

Outlier detection is an important aspect of data analytics which aims at detecting the objects that 

behave differently from other objects. Outlier detection is not a well-expressed issue, hence 
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requires a lot of attention in various areas like fraud detection, fault detection, disease detection, 

terrorism, novelty detection etc. With the advancement in sensor technologies, wireless sensor 

networks are pervasive and are generating tons of data every second in various application 

domains like communication networks, healthcare monitoring, weather forecasting etc. So, there 

is the need for big data analytics and outlier detection in wireless sensor networks. Outlier in a 

wireless sensor network is either due to an anomaly in the actual application scenario or due to 

some sensor fault. Hence, there is the need of techniques that detect outliers in WSNs and the 

cause of the occurrence of anomalous situation. The general reasons of outliers in a data set are 

[3]: 

 Errors during the data entry caused by human mistakes 

 Errors due to instrument fault 

 Errors occurred during experimental analysis 

 Any unusual event occurred in a dataset 

 Deliberate outliers to test any method 

 Outliers occurred due to data processing 

 Outliers occurred while combining data from different sources 

 Uniqueness or novelty in data 

1.1 Need for Outlier Detection 

 Outlier detection is a subpart of data mining which refers to identification of data items or 

events which are deviated from normal behavior [4]. These deviated data items are referred to as 
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anomalies or outliers. Nowadays, huge amount of data is being produced every second and it is 

not possible to analyze every single piece of information. Most of the useful information remains 

unknown until we require that information or that information causes harm to the system. 

Therefore, to detect critical, malicious or new information, outlier detection came into picture 

which tells the data administrator about what is inside the data without having knowledge of the 

event.  

1.2 Classification of Outlier Detection Approaches 

Detecting anomalous events in the huge amount of data poses various processing challenges 

because of increase in storage and time overhead. Discovering hidden information from such 

frenzied data cannot be easily obtained without using appropriate methods. One way to analyze 

hidden information is to cluster the data based on some criteria with the help of which anomalous 

events can be identified. Various other popular approaches for outlier detection are data 

classification, nearest neighbor based, statistical based, information theoretic and spectral based. 

The classification of outlier detection approaches is given in Figure 1.1.  

Outlier Detection

Classification 

based
Clustering based

Nearest 

Neighbour based
Statistical

Information 

Theoritic
Spectral

Fuzzy 

Clustering

Hard 

Clustering

 

Figure 1.1: Classification of outlier detection approaches 
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The main focus of this research is on clustering and classification based approaches for outlier 

detection. The detailed explanation of various approaches is as follows: 

Classification based techniques for outlier detection 

In classification based techniques for outlier detection a model is trained based on the labeled 

data which is then used to classify the test instances [5, 6]. These techniques works in two 

phases: In the first phase a classifier is trained based on the existing labeled data, in the second 

phase a data instance is tested and classified as normal or outlier using the trained classifier 

model. Classification based techniques for detecting outliers is broadly divided into two 

categories: multi-class outlier detection and one-class outlier detection. In multi-class outlier 

detection techniques the labeled data consists of multiple normal classes as shown in Figure 

1.1(a). Red data instances in the Figure 1.1 are outliers. The aim of multi-class classifier is to 

correctly identify the class of a data instance. In multi-class classifier there are multiple normal 

and multiple anomalous classes [7, 8]. In one-class outlier detection techniques there is a clear 

boundary outside the normal data instances as shown in Figure 1.1(b).  

 

          a) Multi-class outliers          b) One-class outliers 

Figure 1.2: Categorization of classification based techniques 
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Various examples of one-class classification are one-class support vector machines [9] Kernel 

Fisher Discriminants [10, 11] etc. In one-class classifiers any data instance outside the trained 

boundary for normal instances is classified as anomalous. 

Nearest neighbor based techniques for outlier detection 

Various outlier detection techniques are based on the idea of nearest neighbor exploration. These 

techniques are based on the assumption that normal data occur in dense regions, whereas outliers 

occur far away from their nearest neighbors. A distance measure between the two data points 

need to be defined in nearest neighbor based outlier detection. Eucledian distance measure is 

generally used for continuous feature space [5] and simple matching coefficient is more often 

used for categorical features [12].  Outlier detection techniques based on nearest neighbor can be 

classified into two categories:  

 Techniques in which outlier score is calculated based on the distance of a data point from its 

nearest neighbor. 

 Techniques in which outlier score is calculated based on the relative density of the data point. 

Clustering based techniques for outlier detection  

Clustering is an unsupervised learning technique to group similar data instances based on some 

criteria [13]. Although clustering is based on unsupervised learning model but currently 

clustering based on semi supervised learning is also explored [14]. Even though clustering and 

outlier detection seem to be basically different from one another, there are various clustering 

based outlier detection techniques. There exist three categories of clustering based outlier 

detection techniques: 
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 The first category is based on the assumption that outliers in a dataset do not belong to any 

cluster. Various existing clustering algorithms for outlier detection based on this assumption 

are DBSCAN, FindOut, ROCK, WaveCluster and SNN clustering [15-19]. The drawback of 

these algorithms is that the main goal is to find clusters so these algorithms are not efficient 

to find outliers. 

 The second category is based on the assumption that normal data points lie near to the 

nearest cluster centroid, whereas outliers are far-off from the nearest cluster centroid. The 

approaches based on this assumption comprise of two phases: in the first phase, the data 

points are clustered and in the second phase, based on the distance of each data point from 

its nearest cluster centroid an outlier score is calculated.  Various existing clustering 

algorithms that follow this two phase approach are: Self Organizing Maps that is based on 

semi supervised model, K-means clustering that is based on unsupervised learning, 

Expectation Maximization etc. [20-28]. In this category of algorithms if the training data 

consists of multiple classes then, to improve cluster quality semi-supervised clustering 

model can be used [29-30].  

 A drawback with previous category of techniques is that it is not able to detect outliers if 

outliers in the dataset form a cluster. To deal with this issue another category of techniques 

is formed that is based on assumption that normal data belongs to dense clusters whereas 

outliers belongs to sparse clusters. Various existing approaches based on this assumption are 

FindCBLOF, k-d trees, CD-trees etc. [31-32].  

Statistical techniques for outlier detection 

The fundamental belief of a statistical outlier detection approach is that: ―An outlier is a data 

instance which is assumed of being irrelevant since it is not created by the expected stochastic 
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model‖ [33]. The assumption on which stastical outlier detection techniques are based on is that 

the normal data points lie in high probability areas of a stochastic model whereas outliers occur 

in low probability areas. In statistics based techniques based on the available data a stastical 

model is fitted and then an inference test is applied on the test data to check whether the data 

instance belongs to model or not. The data instances having low probability of creation are 

considered as anomalies. Both parametric [34] and non-parametric [35] approaches are applied 

for fitting of a statistical model.  

Information theoretic techniques for outlier detection 

In information theoretic techniques for outlier detection the information is analyzed with the help 

of various information theoretic measures. The assumption in this technique is that outliers in a 

dataset cause irregularities in the data.  The information theoretic measures used in these 

techniques are Kolomogorov complexity, size of data file, size of the regular expression, relative 

uncertainty etc. [36-41]. The basic idea behind these techniques is dual optimization that is to 

decrease the size of subset and also to reduce the complexity of the dataset.  Information 

theoretic methods are used for naturally arranged sequential and spatial data. Initially the data is 

divided into pieces of sequences then using an information theoretic technique a subsequence S 

is detected such that C(D) − C(D − S) is maximum. Here C(D) is complexity of dataset D. The 

main issue with these approaches is to detect the optimal subsequence with the help of which 

outliers can be detected. 

Spectral techniques for outlier detection 

The spectral techniques for outlier detection are generally applied to high dimensional datasets. 

The main assumption in these approaches is that data can be projected to low dimensional 
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subspace where there is significant difference between outliers and normal data instances. Thus, 

the main aim of any spectral technique is to find such embedding or projections in which outliers 

can be effortlessly identified [42]. Most of the existing spectral techniques for outlier detection 

are based on Principal Component Analysis (PCA) for reducing dimensionality of the dataset 

[43-46]. A spectral technique is proposed by Dutta et al. [47] for outlier detection in astronomy 

catalogs. Ide and Kashima [48] suggested a spectral technique for outlier detection in time series 

graph datasets. Fujimaki et al. [49] proposed an approach to detect outliers in space craft 

components. 

1.3 Outlier Detection in Sensor Networks 

Outlier detection is an evolving area in the field of data mining and analytics [5]. It is broadly 

applicable in various medical and scientific applications such as Cyber-Intrusion Detection, 

Fraud Detection, Medical Anomaly Detection, Fault Detection, Industrial Damage Detection, 

Image Processing, Textual Anomaly Detection, Sensor Networks etc. [50-57]. With the 

advancement in sensor technologies, sensor networks are an important area of research. There is 

a need for data analytics in sensor networks as the data collected from various wireless sensors 

has several unique characteristics. Outlier detection is a crucial step in data analytics to identify 

unusual events in different application domains. Various techniques for outlier detection in 

wireless sensor networks are proposed in the literature [5]. An outlier in sensor networks is either 

due to faulty sensors or due to unique or abnormal events that are important for analysis. Hence, 

outlier detection in wireless sensors can detect sensor fault detection or intrusion detection or 

both. Outlier detection in sensor networks poses a set of unique challenges. The outlier detection 

techniques need to be light because of sensor resource constraints. Another challenge is that in 

wireless sensor networks a distributed approach for analysis is required as data collection is done 
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in a distributed fashion [58]. Additionally, the noise in the data collected from the sensor makes 

outlier detection more challenging. In this study, the main concern is on wireless body sensor 

networks. As caretaker may not be always available to monitor physiological parameters so, 

different sensors are attached with the body of patient to monitor values of these parameters. 

Various medical sensors available nowadays are MICAZ, TelosB, IRIS etc. [59-61].  

1.4 Outlier Detection in Medical Sensor Data   

Outlier detection in the medical and public health domains typically work with patient records. 

The data can have outliers due to several reasons such as abnormal patient condition, 

instrumentation errors or recording errors. Several techniques have also focused on detecting 

disease outbreaks in a specific area [62]. Thus the outlier detection is considered to be very 

critical problem in this domain and requires high degree of accuracy. The data typically consists 

of records which may have several different types of features such as patient age, blood group, 

weight etc. The data might also have temporal as well as spatial aspect to it. Most of the current 

outlier detection techniques in this domain aim at detecting anomalous records (point anomalies). 

Typically, the labeled data belongs to healthy patients; hence most of the techniques adopt semi-

supervised approach. Another form of data handled by outlier detection techniques in this 

domain is time series data, such as Electrocardiograms (ECG) and Electroencephalograms 

(EEG). Collective anomaly detection techniques have been applied to detect anomalies in case of 

such data [63]. The most challenging aspect of the outlier detection problem in this domain is 

that the cost of classifying an anomaly as normal can be very high. 

1.5 Challenges of Outlier Detection in Big Sensor Networks 
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 Most of the existing techniques though are efficient but do not provide scalability that is they 

do not fit in the scenario of big data. Also the existing work in the field of outlier detection is 

based on the shared memory model which restricts their ability to manage very large volume 

of data.  

 Existing techniques for outlier analysis in high dimensional datasets process all the 

dimensions for finding outliers but many of the features have no significant impact on 

detection of outlier. Therefore, in high dimensional data, analysis can be performed more 

efficiently using techniques of data reduction. 

 Data instances are temporary in a data stream that is considered for a particular period of 

time but most of outlier detection techniques compare this data with all the previous data sets 

stored earlier. Because data in data streams are continuous therefore, it is not possible to store 

all the data. 

 Most of the existing techniques detect a specific type of outlier, a point outlier or contextual 

outlier, thus there is need for a unified framework that can detect all kind of outliers. 

 Existing methods for outlier detection are based on specific application domains. There is no 

such method that can detect all types of outliers in various domains. So, a generalized 

technique is required that can be applied to different domains.  

 The existing methods for discovering outliers using machine learning are mostly focused on 

attributes or entities but, ignore relationships among them. 
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In the recent years, with the unprecedented growth of digital data in various domains, there is a 

surge for designing scalable, consistent and precise algorithms. Thus, distributed solutions which 

can deal with large amount of data with accuracy are in high demand. 

1.6 Research Contribution 

The main emphasis of the research in this thesis is designing and development of efficient 

algorithms for outlier detection. The key contributions of the research are as follows: 

 A detailed review of the outlier detection approaches is provided. Special emphasis is given 

on outlier detection approaches in wireless sensor networks. 

 The issue of outlier detection is discussed in detail and various proposed solutions of the 

problem are enlisted. 

 Scalable outlier detection approaches for large datasets using different methods are proposed. 

The proposed approaches are: 

1. A scalable and efficient approach for outlier detection for finding outliers in linearly 

correlated datasets is proposed. The proposed approach uses Sequential Minimal 

Optimization Regression for finding point outliers. After finding point outliers, the 

contextual outliers are found using linear correlation among attributes. The proposed 

approach performs better than similar existing approach for outlier detection in terms of 

classification accuracy and time efficiency. 

2. The above proposed approach is further enhanced for detecting outliers in non-linearly 

correlated datasets as well. 

3. A parallel fuzzy c-means clustering algorithm based on clonal selection principle is 

proposed. 
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4. An integrated framework for detection of outliers using the proposed clonal selection 

based fuzzy c means algorithm is proposed. In the proposed framework, after clustering, 

clusters are further refined using the cluster refinement algorithm. 

1.7 Thesis Organization 

The organization of thesis is as follows: 

Chapter 1: Introduction 

This chapter introduces the concept of data mining in large datasets, describing it as a 

computational problem. It discusses various data mining techniques based on different machine 

learning models. Then, it moves on to describe the significance of outlier detection in data 

mining, laying a foundation for the introduction of the concept of outlier detection in big data. 

The problem of outlier detection is stated, and various solutions to the problem are also enlisted. 

This chapter also discusses the challenges faced while dealing with outlier detection in large 

datasets, and in distributed environment. In a nutshell, the chapter explains the basic concepts of 

data mining, and how it coincides with the concept of outlier detection. This chapter partially 

addresses Objective 1. 

Chapter 2: Background and Related Work 

This chapter contains a detailed review of the literature on data mining and outlier detection, 

with special emphasis on outlier detection in wireless sensor networks. It discusses use of 

various classification and clustering based approaches for outlier detection. There is a list of case 

studies, which show that finding correlation between data objects is the best way to deal with the 

problem of detecting anomalous events in ever increasing data. A segment on related research 

discusses the existing surveys on this topic. A significant portion of this chapter consists of an 
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extensive list of outlier detection for big data mining. In-depth discussion on outlier detection in 

wireless sensor networks is also presented. This chapter touches other approaches that are being 

used frequently by researchers and developers while finding outliers in big data. Finally, this 

chapter contains a few comparative studies highlighting the advantages and drawbacks of the 

discussed approaches. It accomplishes Objective 1. 

Chapter 3: Problem Formulation 

This chapter lists the research gaps that are identified initially, while proposing the research 

objectives. These gaps identify the issues that exist in the existing outlier detection approaches. 

Also, there is need for developing approaches for outlier detection in large datasets that cannot fit 

in the memory of single system. These approaches will be useful for developing applications that 

needs scalability. Based on the research gaps, the four research objectives are formulated which 

are addressed in different chapters of this thesis. This chapter partly addresses the Objective 2. 

Chapter 4: Classification based Outlier Detection Approaches 

In this chapter, two approaches for outlier detection are proposed. The first approach is based on 

SMO regression and linear correlation among attributes of the data which is implemented by 

amending the proposed approach in the distributed environment. The Hadoop based map-reduce 

model is used to design the proposed approach in the distributed setting. The second approach is 

proposed to overcome the issues present in the previous approach. The second approach handles 

outliers in both linearly and non-linearly related attributes. The approach is based on non-linear 

kernel function and detects non-linearly related attributes using continuous analysis of variance. 

This chapter also includes the details of the experiments performed on real and synthetic data 

sets, to validate the proposed approaches. The first phase of experimentation is testing the 
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performance of proposed classification based algorithms and comparing it with the existing 

classification based approaches. Standard parameters are used to evaluate the performance of the 

proposed approach. The next phase is to check the scalability of the proposed approach using 

distributed computing platform. This chapter partially accomplishes Objective 2, 3 and 4. 

Chapter 5: Clustering based Framework for Outlier Detection 

In this chapter, a clonal selection principle based parallel fuzzy clustering algorithm for data 

clustering is proposed. The proposed algorithm works on the principle of clonal selection 

algorithm and uses objective function of fuzzy clustering. The algorithm is implemented using 

distributed map reduce framework. An integrated framework for outlier detection is proposed 

based on the suggested algorithm. The working of the proposed framework is discussed in this 

chapter. The experiments are performed on real and synthetic data sets, to validate the proposed 

approaches. The first phase of experimentation is performed on testing the proposed clustering 

algorithm and comparing it with the existing state-of-art clustering algorithms. Standard 

parameters are used to evaluate the performance of the proposed algorithm. The next phase is to 

check the scalability and performance of the proposed framework using distributed computing 

platform. It accomplishes Objective 2, 3 and 4. 

Chapter 6: Conclusion and Future Directions 

This chapter concludes the thesis by providing a brief overview of the proposed approaches and 

framework for outlier detection. The insights about the future scope of work are also provided in 

the chapter. Sensor networks are an evolving field, and this chapter brings to light the huge 

amount of scope for developing outlier detection approaches and applications in this domain. It 
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highlights the contributions made by our work and enlists the points that need to be worked upon 

in the future. 

1.8 Chapter Summary 

In this chapter the meaning of outlier detection and what is the need of detecting outliers in a 

dataset is discussed in detail. Further, various types of techniques on the basis of which one can 

classify an outlier detection technique are explained. The light on the significance of outlier 

detection in remote health monitoring and various issues that occurs during remote monitoring is 

provided. A brief introduction of the approaches proposed in this research is also given. Finally 

the organization of thesis is discussed. In the next chapter various existing clustering and 

classification based approaches for outlier detection will be discussed in detail.  
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CHAPTER 2 

BACKGROUND AND RELATED WORK  

The aim of this chapter is three fold: initially, the metrics for outlier detection are discussed. 

Then, a detailed review of the related existing research works on outlier detection is presented. 

The literature review includes works specifically related to classification based and clustering 

based approaches for outlier detection. Finally various applications of outlier detection in 

different application domains are discussed. Section 2.1 discusses various outlier detection 

metrics. Section 2.2 discusses the literature review which is further divided into two subsections: 

Subsection 2.2.1 contains the review of existing classification based approaches for detecting 

outliers and subsection 2.2.2 gives the review of existing clustering based approaches for 

detecting outliers. Section 2.3 mentions various applications of outlier detection in wireless 

sensor networks.  

2.1 Outlier Detection Metrics 

Outlier detection is a process of identifying data instances that deviate drastically from the given 

dataset. Outlier detection approaches can be broadly classified by three characteristics: type of 

input data, presence of labeled data (anomalous vs. normal), and application specific constraints 

[64]. The main concern in an outlier detection approach based on input data is the number of 

features available and the type of values that a specific feature contains. The input data can be 
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univariate or multivariate depending on the number of features available. The values present in 

the features can also be categorized into three types that are categorical, continuous, and binary.  

             Outlier

All these

 follow a sequence

                  Axis can be anything
 

Figure 2.1: Outlier identification 

In Figure 2.1, a data point is identified as outlier because it does not follow the pattern followed 

by other data points in dataset. An additional concern in input data is that there exist 

relationships within the features of data itself. Some applications assume the point outlier 

scenario that is they presume that no relationships are present between the features.  Other 

applications assume that relationships may be present; these types of outliers are called 

contextual outliers. Based on the availability or non-availability of data labels the algorithms for 

outlier detection is categorized into supervised learning algorithm or unsupervised learning 

algorithm.  

If there is apriori knowledge of data labels then the algorithm is referred as supervised learning 

algorithm. If the labeled data for normal and anomalous records are not available then the 
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algorithm is referred as unsupervised learning algorithm. Further, if labeled data of only normal 

instances are available, then the algorithm is categorized as semi-supervised learning algorithm 

[65]. 

Outlier Detection 

Metrics

Application domain

Data labelling
Type of data

Social 

networking

Unsupervised

No. of 

features

Data 

Relationship 

Data type Semi 

Supervised
Supervised

Education
E-commerce

Healthcare

 

Figure 2.2: Outlier detection metrics 

These types of algorithms presume that the occurrence of outliers in a dataset is very rare so, 

there is no labeled data available for model training. Also, the anomalous activities are dynamic 

that is it is very challenging to detect all types of anomalous events in a dataset [66]. The metrics 
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also depends on the type of application in which outlier needs to be detected. As in some 

applications only point outliers need to be detected however, in some other applications 

consideration of context between features plays a significant role. The different metrics on which 

any outlier detection approach is dependent is shown in the Figure 2.2. 

2.1.1 Performance Metrics 

This chapter also introduces concepts related to some metrics used in the contribution and 

evaluation chapters: Chapter 4 and Chapter 5 respectively. Firstly, concepts related to sensitivity 

and specificity [67] is given. These are the metrics used within classification tests to determine 

how well a classifier performs in classifying the correct versus incorrect errors. Sensitivity of an 

approach is referred as true positive rate or detection rate which is defined as: 

    
  

     
 

where, TP is true positives that are the count of instances which are correctly identified as 

anomalous by the approach, FN is false negatives that are the count of instances which are 

misclassified as non-anomalous by the approach.  

Specificity refers to true negative rate which calculates the total no. of negatives which are 

correctly identified. Specificity is calculated using false positive rate (FPR), which is defined as: 

      
  

     
 

where, FP is false positives that are the count of instances which are misclassified as anomalous, 

TN is true negatives that are the count of instances which are correctly classified as non-
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anomalous. TP, FP, TN, FN are shown in the Table 2.1. The numeric value 1 in the table 

represents anomalous instance and 0 represents instance non-anomalous. 

Table 2.1: Confusion Matrix 

 TP FP TN FN 

Actual 1 0 0 1 

Output 1 1 0 0 

2.2 Literature Review 

With the advancement in sensor technologies, there is the need for data analytics in various 

application domains such as communication networks, healthcare monitoring, weather 

monitoring, intelligent transport systems etc. [68, 69]. Outlier detection is a subpart of data 

mining [70] and is vital for effective utilization of these applications. Various techniques for 

outlier detection in wireless sensor networks are proposed in the literature [5, 71]. In this study, 

the main concern is on wireless body sensor networks. There is a need of healthcare monitoring 

using wireless sensors for intensive care unit patients, as the doctor may not be present twenty 

four hours in a day for monitoring of physiological parameters. Hence, different sensors are 

attached with the body of patient to monitor the values of these parameters. Various medical 

sensors available nowadays are MICAZ, TelosB, IRIS etc. [59-61]. 

Outliers in wireless body sensor networks can be broadly classified into two categories. The first 

category involves hardware failures caused by faulty sensor nodes or due to loss of connection 

between sensor and body. The second category contains the anomalous data due to actual 

medical emergency [72]. An Outlier caused by sensor fault generates false alarms due to which 
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there is wastage of human resources in healthcare centers. So, there is a need of techniques that 

can differentiate this type of anomalies from the actual medical emergency condition.  

Monitored

Patient

Physiological

Anomaly

(PA)

Sensor

Fault

(SF)

Predicted

normalNormal

Predicted

SF

Predicted

PA

T

T

T

FA

FA

     FA

FA

 

FA    FA

 

Figure 2.3: Different states of the patient in healthcare monitoring using WBSNs 

Figure 2.3 shows various possible states of a patient in a healthcare monitoring application. Here, 

T signifies that the application identifies true state of the patient and FA denotes a false alarm 

showing that the predicted state is not actual state of the patient and connected to the probable 

true state with the dotted line. 

The outliers in any domain are broadly classified into two categories that are point outliers and 

contextual outliers. If a single record is considered to be abnormal with respect to the other 

records in the dataset then that record is considered as point outlier.  A record is anomalous 

within a specific context. For example, a sensor reading may only be considered anomalous 
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when evaluated in the context of temporal and spatial information otherwise it is non-anomalous. 

The case of point outlier is shown in Figure 2.1 and case of contextual outlier is shown in Figure 

2.4. As our domain of study is body area wireless sensor networks, hence in this research work, 

we referred point outliers as sensor faults and used contextual outliers for detecting true medical 

condition.  

 

Figure 2.4: Outlier in temperature depiction 

In sensor networks, point outliers are the points in which anomaly is present in a sensor node 

when considered independently. However, in real applications various sensor nodes in a network 

are related to each other so there is need of contextual outlier detection. Contextual outlier exists 

in correlated datasets where multiple sensor nodes are related to each other and the observations 

of one sensor also affect the readings of another sensor. 

In this chapter, classification and clustering based approaches for outlier detection are discussed. 

The classification based approaches are discussed in Section 2.2.1 and clustering based 

approaches are surveyed in Section 2.2.2. 
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2.2.1 Supervised Learning for Outlier Detection 

In this section, various Classification based outlier detection techniques are given. In particular, 

the pros and cons of each approach are discussed. Further, this section serves as a basis for why 

the algorithms for the contribution are selected in Chapter 4. There are some challenges in 

existing approaches for outlier detection in sensor networks. Therefore, the proposed approaches 

in this research worked on some of the short comings of existing approaches.  

In supervised learning there is a predefined set of classes. The incoming data is classified using 

the labels assigned to different set of classes. The aim of supervised learning approaches is to 

train a model based on already labeled data that will help in identification of labels of novel data 

objects [73].  

As we previously discussed outlier detection algorithms can be broadly classified into point 

outlier detection and context-aware outlier detection. Contextual anomalies are found in datasets 

where multiple attributes are related to each other based on some context. For example, medical 

sensors generally indicate the sensor reading of various physiological parameters. However, if 

different sensors are attached to the same patient, variation in the value of one sensor leads to 

change in values of other sensor also. Many existing anomaly detection algorithms in the sensor 

field target on using the time series information of the sensor reading to predict the next possible 

value and then compare this value to the actual reading.  

Hill et al. [74] proposed an approach for outlier detection in environmental sensor data. In their 

work, they predict sensors value based on sliding window from historical data and compare them 

to actual sensed value to detect sensor faults. But, this data-driven approach detects only point 

anomalies, as no focus is given to correlation among sensor nodes. Mahalanobis distance–based 
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approach for outlier detection is proposed by Liu et al. [75] which considers correlation among 

different sensor nodes. This method uses sliding window concept for dynamic threshold 

calculation. The problem with this approach is that it assumes that neighboring sensor nodes 

always collect the same type of data that might not be possible in case of medical sensor data. 

Srivastava et al. [76] proposed an approach that takes into account both functional and contextual 

aspects of the data for anomaly detection. However, their approach requires dimensionality 

reduction to flatten data, which compromises accuracy and is not scalable to big sensor data. For 

anomaly detection in time series data, Yao et al. [77] proposed an algorithm using piecewise 

linear models. However, correlation among attributes is not considered in this approach, which 

leads to high false positive rate. 

Salem et al. [53, 78, 79] developed 3 methods for anomaly detection in WSNs. In the first 

approach, abnormal instances are detected using linear SVM (support vector machine) model. 

The challenge with this method is that it is based on fixed threshold and also it uses linear 

regression, [80] which is not an efficient method for prediction. In the second approach, Salem et 

al. used linear regression and decision tree [81] J48 for detection of anomalies. The approach 

takes into account the correlation among attributes, but the window used in this approach is 

static. By combining Mahalanobis distance and kernel density estimator, Salem et al. proposed 

another algorithm for detecting outliers. However, predefined threshold still remains a challenge. 

Shilton et al. [82] proposed a classification based approach for outlier detection in WSNs. The 

issue with this approach is setting values of parameters, as with increase in parameter value false 

negatives also increases. Most of the approaches previously discussed are not scalable to big data 

due to lack of distributed framework. 
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An approach for anomaly detection in big sensor data has been proposed by Hayes et al. [83]. In 

this approach, contextual anomaly detection is used over point anomaly detection. Also the 

approach is scalable to big data requirements. The challenge with this approach is that it 

considers only one type of data that is tall datasets. Another technique for anomaly detection has 

been proposed by Haque et al. [84] to detect false alarms in medical sensor networks. The 

challenge with this approach is that it gives equal importance to all the sensors and thus it lacks 

weighted correlation among various sensors, which is not the case in real scenario. The above 

reviewed approaches considered two existing issues in existing approaches that are scalability to 

large amount of data and context aware outlier detection. Hence considering these two issues an 

approach based on linear correlation and using distributed framework is proposed in Section 4.2 

of Chapter 4. 

 However, apart from linear, various other types of correlations also exist in real world. Thus, 

various approaches for anomaly detection [85, 86] are also studied by considering the type of 

correlation that exists among attributes.  Lee et al. [87] proposed an approach by leveraging the 

capabilities of Hadoop, which is an open-source distributed framework to detect network 

anomalies. As network data are very large, so this approach typically addresses concerns related 

to outlier detection in big data. Recent work on data analytics has shown that outlier detection is 

an essential part of data driven and prediction based techniques for wireless sensor networks [88, 

89]. The effectiveness of a technique depends on that whether the outlier detection approach 

accurately identifies the data that do not validate the estimated system behavior.  The 

effectiveness of an outlier detection technique depends on various factors like data size, 

dimensionality of a dataset, statistical characteristics, machine learning technique, etc. For 
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instance, auto-regression is an efficient technique for linearly related datasets whereas for 

periodically repeated features cross correlation gives better results [5, 91].  

Zhong et al. [92] proposed a correlation based approach for anomaly detection. In their approach, 

correlation coefficient among different sensor nodes are analyzed and converted into a vector. 

Then based on that correlation vector and the probabilistic model anomalous data has been 

identified. The challenge with the approach is its dimensionality problem when the number of 

sensors is large, thus is not scalable to big data. Saneja et al. [93] formalized an outlier detection 

method for WBSNs which handles both point and contextual outliers. The point anomalous 

sensors are detected using prediction based detection algorithm. The linear correlation among 

sensor nodes are analyzed and based on that contextual outliers are detected among point 

outliers. The approach is scalable to big data however in the approach only linearly related 

attributes are taken into consideration.  

A distance based detection approach for outliers is proposed by Liu et al. [74]. Although the 

correlation among sensors is considered in the approach but, the hypothesis for the approach is 

that the neighboring sensors collect the same type of data which might not be the case in 

healthcare monitoring applications. The approach is also not scalable to big data. A piecewise 

linear model based approach for anomaly detection is proposed by Yao et al. [76]. The proposed 

approach has high false alarm rate as correlation among various attributes of the data is not taken 

into consideration. Salem et al. [78] discussed a distance based detection technique for outliers. 

The correlation between attributes is taken into account in their work however; the predefined 

threshold still remains the challenge. An approach for contextual anomaly detection in sensor 

data is proposed by Hayes et al. [83].  
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The approach is scalable to big data however it is only applicable to large datasets. Zhang et al. 

suggested a fault diagnosis method based on Bayesian network model [94]. The proposed model 

considers both spatial and temporal correlation in wireless body sensor networks. The model is 

not scalable to big data however by considering correlation there is a significant reduction in the 

number of errors. Various other methods have also been proposed for outlier detection in body 

sensor networks using spatial and temporal correlation. Kim et al. formalized an anomaly 

detection method for motion fault detection using nine motion sensors [95]. In their work, they 

proposed various history and non-history based fault detection strategies.  

A linear regression based method for outlier detection is proposed by Salem et al. [53]. The 

spatial correlation among various attributes is used for prediction of next value. The challenges 

with the approach are that it considers only linear relationship among attributes and also it 

practices linear regression which is not an efficient method for prediction. In literature various 

other regression methods for prediction has been applied in different application domains and it 

is observed that performance of SMOReg (Sequential Minimal Optimization based Regression) 

is better than various other regression methods [96, 97]. 

 In [98] Salem et al. proposed another approach for fault detection in Wireless Sensor Networks 

(WSNs). The proposed method predicts values of the current window of a signal with the help of 

a non-seasonal forecasting algorithm. The algorithm is based on exponential function which 

follows a linear trend. Naseem et al. [99] detects anomalous data using Gaussian mixture model. 

In their approach for detection of classification rules ant colony algorithm is used. Further, in 

order to detect true medical condition and sensor fault spatial correlation among data is 

considered. However, the approach is not scalable to large datasets.  
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From the above literature survey, it can be summarized that the challenges in the existing 

techniques can be attributed to following grounds. A key assumption in existing approaches is 

that the various attributes in the dataset are linearly related however in most of the real 

application scenarios the features extracted are far more complex and might be non-linearly 

correlated. Also, the monitored sensor data is temporal however various existing techniques do 

not take into consideration the temporal aspect of data hence may not be able to detect trend 

anomalies. Lastly, nowadays as sensors are used in various applications thus the data is growing 

tremendously but the existing techniques are also not scalable to big data. To address the above 

issues we therefore proposed a scalable approach for outlier detection in Section 4.4 of Chapter 4 

that considers both linear and non-linear aspects of correlation among attributes. 

In summary, though a lot of research has been done in the area of wireless body sensor networks. 

But, there is a need to increase efficiency, reliability and performance in various healthcare 

monitoring applications [100]. A brief comparison of existing classification based techniques of 

outlier detection based on various parameters is illustrated in Table 2.1. 

2.2.2 Unsupervised Learning for Outlier Detection 

Unsupervised learning is in contrast to supervised learning. In case of unsupervised learning 

there is no predefined set of class labels. Therefore, the objective in unsupervised learning is to 

decide which objects should be grouped together. Hence, the class labels are formed by learner 

itself. Of course, the success of classification learning is heavily dependent on the quality of the 

data provided for training. If the data is inadequate or irrelevant then the concept descriptions 

will reflect this and misclassification will result when they are applied to new data.  
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Table 2.2: Classification based approaches for outlier detection grounded on various parameters 

Authors Approach Dataset Outlier Type Threshold 

selection 

Programming 

Model 

Correlation 

Hill et al. 

[73] 

Auto regression Environmen-

tal sensors 

Point Static Centralized No 

Liu et al. 

[74] 

Mahalanobis 

distance 

Simulated Point Static Centralized Spatial 

Srivastava et 

al. [75] 

Univariate + 

Multivariate 

stastical 

hypothesis 

Electrical 

power 

systems 

Point 

Contextual 

Static Centralized Inverse 

Yao et al. 

[76] 

SSA + Rule 

based 

Environ-

mental 

sensors 

Point 

Contextual 

Static Distributed Linear 

Salem et al. 

[78] 

Linear SVM Medical 

wireless 

sensors 

Point Static Centralized No 

Salem et al. 

[79] 

Mahalanobis 

Distance + 

Kernel density 

estimator 

Medical 

wireless 

sensors 

Point 

Contextual 

Static Centralized Majority 

voting 

Hayes et al. 

[83] 

Univariate and 

multivariate 

guassian 

predictor 

Electricity 

sensors 

Point 

Contextual 

Static Distributed No 

Haque et al. 

[84] 

SMO Regression Medical 

wireless 

sensors 

Point 

contextual 

Dynamic Centralized Majority 

voting 

Zhong et al. 

[88] 

LCAD Simulated Point Static Centralized Latent 

Naseem et 

al. [99] 

Gaussian 

decomposition + 

Ant colony 

classifier 

Real data Point 

Contextual 

- Centralized Spatial 
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In this section, various existing clustering based techniques will be discussed. In particular, the 

pros and cons of each approach will be discussed. Further, this section will serve as a basis for 

why the algorithm for the contribution is selected in Chapter 5. There are some challenges in 

existing approaches for outlier detection in sensor networks. Therefore, the proposed approaches 

worked on some of the short comings of existing approaches. The clustering techniques are 

broadly classified into two types that are hard/crisp clustering and soft/fuzzy clustering.  

a) Hard Clustering 

Clustering algorithms which group data into disjoint clusters are known as hard clustering 

algorithms. Most of the existing research focuses on finding disjoint clusters from the data. The 

most popular hard clustering algorithm is K-Means. Many modifications have been done on K-

means to improve its performance [101-103]. The distributed improved version of K-Means was 

also introduced in literature [104]. Some other hard clustering algorithms were also proposed 

recently for graph datasets [105, 106]. But most of them lack consistency in results that is they 

produce different results each time the algorithm is executed. Also, in real life scenario most of 

the data in a dataset does not belong to a cluster completely. So there is need of fuzzy clustering 

approaches in which data partially belongs to a cluster based on its membership value.  

b) Fuzzy Clustering 

Fuzzy clustering may result in overlapping clusters, such that one data point can lie in multiple 

clusters. Fuzzy C-means (FCM) clustering is most popularly used algorithm that can find 

overlapping clusters. Dunn [107] developed this algorithm and further Bezdek [108] improved it 

by adding some more features. Random initialization of cluster center is one of the major 
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limitations of traditional FCM. Many researchers [109-110] have tried to remove this limitation 

of FCM by modifying objective function.   

Several machine learning approaches were considered to improve the performance of FCM in 

several applications such as time-series data forecasting, Information retrieval [111-112] etc. 

Vertex similarity [113] and Euclidean distance [114] measures are also used in literature for 

fuzzy clustering. Apart from these aforementioned algorithms several other clustering algorithms 

were also proposed in literature [115, 116].  

The concept of fuzziness is exploited in various other problem domains also, but the proposed 

approaches works on centralized systems [117-118]. However with the introduction of big data, 

there is requirement of distributed and parallel fuzzy clustering. Very few techniques have been 

proposed in literature for distributed clustering. An incremental multiple medoids based fuzzy 

clustering was proposed in literature for managing complex network data that is not well parted 

[119]. Ludwig [120] proposed the distributed clustering technique using map-reduce framework. 

Parallel Fuzzy Minimal (PFM), parallel fuzzy minimal clustering algorithm [121] are two of the 

parallel clustering algorithms.  

Till date, various methods have been studied in the literature for detection of outliers based on 

data clustering [5]. Hence, to understand the literature of outlier detection some of the relevant 

techniques have been reviewed in this section. A network data mining technique for anomaly 

detection has been proposed in [122] based on k-means clustering for classification of anomalous 

and non-anomalous traffic. Kiss et al. [123] suggested a technique for detection of anomalies in 

industrial systems using a clustering approach which is the combination of k-means and 

subtractive clustering. An immune system mechanism that is negative selection algorithm based 
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anomaly detection was proposed by Dasgupta and Forest in [124]. In this approach, data was 

categorized as self and non-self where self refers to non-anomalous data and anomalous patterns 

was referred as non-self. Izakian and pedrycz proposed a unified algorithm in [125] for detecting 

amplitude and shape anomalies. The detection of anomalous and non-anomalous data was done 

using fuzzy c-means clustering. To detect amplitude anomalies actual time series data was taken 

whereas for detection of anomalies in shape the autocorrelation representation of data was 

considered. A support vector machine (SVM) and s-transform based anomaly detection 

algorithm was suggested by bhargava and raghuvanshi in [126]. S-transform was used for data 

reduction whereas SVM was used for classification of data. Guo et al. [127] proposed an 

algorithm for anomaly detection based on data reduction and improved k-means clustering. 

Piecewise aggregate approximation (PAA) was employed for data reduction. Then, on 

compressed data classification of anomalies was performed by means of improved k-means 

clustering. Zhang et al. [118] proposed a pruning approach based clustering algorithm to improve 

the robustness of hard, fuzzy and deterministic annealing c-means clustering. The approach is 

based on the centralized framework. A fuzzy inference based anomaly detection approach was 

proposed by Hoang et al. [128]. The proposed scheme was integration of ordinary database 

detection engine and Hidden Markov Model.  

An online network anomaly detection method was proposed by Su in [129]. The method 

combines the genetic weighted KNN classifier and unsupervised clustering algorithm for 

anomaly detection. As temporal data is growing tremendously in the last decade, most of the 

existing methods do not take into consideration the issue of data overhead. Also, most of the 

above discussed algorithms are based on hard clustering techniques. For summarizing the 

literature survey, comparative analysis of various techniques based on different parameters is 
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demonstrated in Table 2.3. To resolve the problem of data overhead while considering fuzzy 

nature of data and ensuring high detection accuracy, an outlier detection framework has been 

proposed in this thesis based on data reduction and fuzzy clustering using distributed map reduce 

framework. The detailied explanation of the proposed algorithm is given in Chapter 5. 

Table 2.3: Clustering based outlier detection approaches based on different parameters 

Authors Approach Dataset Outlier 

Type 

Handles 

Overlap 

Programming 

model 

Cluster 

Refinement 

Clusters 

Kiss et al. 

 [123] 

K-means Gas 

compressor 

stations 

Point No Distributed No Crisp 

Izakian et 

al. [125] 

FCM Weather 

sensor data 

Point 

Contextual 

Yes Centralized No Fuzzy 

Guo et al. 

 [127] 

K-means Synthetic 

and real 

Point No Centralized No Crisp 

Munz et al. 

[122] 

K-means Traffic data Point No Centralized No Crisp 

Rajasegarar 

et al. [82] 

Fixed width Real data Point No Distributed No Crisp 

Moshtaghi 

et al. [90] 

Hierarchical IBRL Point No Distributed No Crisp 

 

2.3 Applications of WSNs 
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With the innovation of sensors and their incorporation into WSNs has boosted the research in the 

field of various key research domains such as healthcare, agriculture, military, etc. These sensors 

have ability to capture environmental conditions such as wind speed, wind direction, 

temperature, pressure, speed, light, noise, stress etc. This data helps in developing various 

monitoring, security & intelligence, health, climate, weather related applications. Figure 2.5 

shows the areas in which WSN can help to develop research applications [130]. Some of the 

applications of WSNs are explained below: 

Military

Industrial

Home

Health

Environmental

Wireless Sensor Networks 

Applications

Agriculture

 

Fig 2.5: Applications of Wireless Sensor Networks 

2.3.1 Military Applications [131] 
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WSNs are widely used in military monitoring, computing, surveillance, intelligence, 

investigation and targeting systems. These applications help in remote surveillance in military 

operations and target the enemy remotely. WSNs can reach into those areas where human access 

and reachability is not possible.     

 

Figure 2.6: Sniper Detection System 

 Smart Dust [132]: It is a WSNs application system that works in hostile environments 

where human access is dangerous. The small cubic millimeter sized sensors have been 

used to monitor, detect and track activities.  

 Sniper Detection System [133]: It is used by military and law-enforcement agencies. The 

working is shown in Figure 2.6 [105]. 

 VigilNet [134]: It is WSN based target tracking surveillance network. 

2.3.2 Environmental Applications [135, 136] 
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WSNs are also widely used in environmental monitoring, tracking, detection, and environmental 

research applications. Habitat selection of seabirds in Maine is also observed under different 

environmental conditions and forecasting of temperature, salinity, velocity and depth of water 

along with wind is done using environmental observation and forecasting system (EOFS) known 

as CORIE 

 The Great Duck Island is a WSN project which aim to measure the residency of nesting 

burrows 

 Flood recognition and forecasting system: It was developed by MIT and was tested in 

Honduras.  

 ZebraNet system:  It was deployed in Kenya for the tracking of two species of thirteen 

zebras. 

 Volcano observation: WSN applications were used to observe the volcanos of ―Volcán 

Tangurahua‖ in Ecuador in 2004-2005. So that timely action can be taken in case of any 

anomalous scenario. 

2.3.3 Health Monitoring [137]  

WSN applications have also provided benefits to health industry. Some of the applications help 

in monitoring, diagnosis, administration, tracking of different activities in hospitals and 

elsewhere. Some of the applications of WSN in health industry are following:  

 Artificial Retina project benefits the visually impaired people by curing retinitis pigmentosa 

(RP) and age-related muscular degeneration (AMD). 



37 
 

 Code Blue project helps to monitor heart and muscles activity, pulse rate, blood oxygen. 14 

different body sensors are used to measure these observations. This information can be 

submitted to doctor online and remote prescriptions can be asked.   

2.3.4 Home Applications [138] 

WSNs can be integrated in the devices used at home such as Air-Conditioners, refrigerators, 

ovens, Geysers, TVs etc. These devices can not only be monitored but can also be controlled by 

WSNs through remote places. One of the examples is the Nonintrusive Autonomous Water 

Monitoring System (NAWMS). It is detection and monitoring system for the water usage at 

homes. 

2.3.5 Industrial Applications [139] 

WSNs are also used in industrial automation and civil structure monitoring. Earlier wired 

monitoring was performed which had several drawbacks such as non-portability, wear and tear. 

So WSN helps in efficient, cost effective and accurate diagnosis, tracking of construction 

progress. Data is collected and analyzed to figure out the current situation.  Following are the 

two applications of WSN:  

 Industrial Automation [140]: Wireless sensors are replacing lead wires and helps in 

developing cost effective systems such as observing the strength for wind turbines, health 

care and location based services, environmental monitoring, and measure gaps in rubber 

seals.  

 Civil Structure Monitoring [141]: Ben Franklin Bridge is deployed using wireless sensors 

over the bridge. Strain of the bridge is measured using these wireless sensors when a train 
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crosses the bridge. When the train reaches on the bridge, the strain waveform is recorded 

using sensor nodes. 

2.4 Chapter Summary 

In this chapter an overview of different outlier detection metrics is given. Also the detailed 

survey of various outlier detection techniques based on supervised and unsupervised machine 

learning models are provided. Finally, various application areas of wireless sensor networks 

where there is need of outlier detection are discussed. In the next chapter based on the literature 

survey of this chapter various research gaps in existing techniques will be identified. Further 

based on the research gaps various research objectives will be formulated. 
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CHAPTER 3 

PROBLEM FORMULATION 

This chapter lists the research gaps, which are identified initially while proposing the research 

objectives. These gaps recognize the issues with the existing outlier detection approaches. They 

identified the fact that there is a need to develop approaches for detection of anomalous events 

that consider the relationships among data attributes and detect outliers from datasets. Also, there 

is a need to work on developing approaches that detect outliers from big datasets, that is the 

datasets that are not able to fit in the memory space available in a single system, and applying the 

approaches for evolving applications that require scalability. Based on the research gaps 

discussed in this chapter, the four research objectives are formulated which are addressed in 

different chapters of the thesis. 

3.1 Research Gaps 

After the broad literature survey, the research gaps identified are as follows: 

 Most of the existing techniques though efficient do not provide scalability that is they do not 

fit in the scenario of big data. Also, the existing work in the field of outlier detection is based 

on the shared memory model which restricts their ability to manage very large volume of 

data.  

 Existing techniques for identification of outliers in high dimensional datasets process all the 

dimensions for finding outliers. However, many of the features have no significant impact on 
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detection of outlier. Therefore, in high dimensional data, analysis can be performed more 

efficiently using techniques of data reduction. 

 Data instances are temporary in a data stream that is considered for a particular period of 

time but, most of outlier detection techniques compare this current data with all the previous 

data sets stored earlier. Because data in data streams are dynamic therefore, it is not possible 

to store all the data. 

 Most of the existing techniques detect a specific type of outlier, it may be point outlier or 

contextual outlier thus there is need for a unified framework that can detect all kind of 

anomalies. 

 Existing methods for outlier detection are based on specific application domains based on the 

nature of existing outliers. Hence, a generalized technique is required that can be applied to 

different domains.  

 Most existing techniques use static threshold for outlier detection which is efficient for fixed 

datasets but, for scalable data dynamic threshold must be used that need to be updated based 

on values in the dataset. 

 Today most of the data is time evolving but, most of the existing techniques for outlier 

detection do not consider temporal aspect of data. 

 Also, the existing methods for discovering anomalies using machine learning are mostly 

focused on attributes or entities but, ignore relationships among them. 

3.2 Research Objectives 

The objectives of the proposed research work are as follows: 

1. To understand and analyse various concepts, techniques and tools available for detection of 

outliers. 
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2. To propose an efficient approach for outlier detection in big data. 

3. To implement the proposed methodology using real life data. 

4. To verify and validate the proposed methodology. 

3.3 Research Methodology 

To accomplish our research objectives a certain set of steps has been followed, the workflow of 

which is demonstrated in the Figure 3.1. The methodology to achieve each objective is as 

follows: 

Objective 1: 

 Identified the techniques for outlier detection and data mining based on different machine 

learning models. 

 A broad review of various outlier detection techniques and algorithms used for detecting 

outliers is done. There advantages and limitations are identified. 

 Identified the big data analysis platforms and tools through which large data can be handled. 

Objective 2: 

 Proposed an efficient technique for outlier detection which identifies outliers in linearly 

correlated datasets. The technique finds outliers on the top of Hadoop so that it can 

efficiently handle large datasets. 

 Further, the proposed technique is enhanced for outlier detection in linearly as well as non-

linearly correlated datasets. The technique handles both linearly and non-linearly correlated 

datasets so the classification accuracy is further enhanced. 

 Proposed a framework for detecting outliers based on unsupervised machine learning model. 

The framework considers the classical fuzzy c-Means algorithm as basis and proposed 
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parallel fuzzy c-means algorithm based on clonal selection principle for detection of outliers 

in large datasets. The results are further refined using the cluster refinement algorithm. 

 

Study and Analysis of Outlier Detection Approaches

Survey of Data mining and Outlier detection approaches 

for Big Data

Development of Outlier detection approaches for Big 

Data

Proposed a classification based approach for 

outlier detection in linearly correlated 

datasets

Proposed a parallel evolutionary clustering 

algorithm for mining big data

Enhanced the proposed approach for outlier 

detection in both linear and non linear 

correlated datasets

Proposed an outlier detection framework 

based on the proposed clustering algorithm 

Validate the proposed approaches using real-life datasets

Comparison of Proposed approaches with the respective

state-of-art algorithms

Testing the Scalability of Proposed approaches using the

Distributed Framework
 

Figure 3.1: Workflow of the research methodology 
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Objective 3: 

 The implementation of the proposed approaches are done on dell machines forming a 

Hadoop cluster of eight nodes, each node is having 8GB of RAM, 1 TB hard disk, and 

Ubuntu Linux Operating System installed. The nodes in the cluster are connected by means 

of a gigabyte network. One node in the cluster works as the master node, and the rest of the 

nodes are slave nodes. 

 The proposed approaches are implemented using the map reduce framework on the top of 

Hadoop. The language used for implementation of the approaches is Java. 

 The proposed approaches are implemented using real life and synthetic datasets of medical 

wireless sensors taken from Physionet library. 

Objective 4: 

 The efficiency of the proposed classification based algorithms for outlier detection is verified 

by comparing their performance with existing comparable algorithms. 

 The efficiency of the clustering technique is proved by comparing its performance with state-

of-art clustering algorithms. 

 Tested the algorithms using different datasets and performance is evaluated in terms of true 

positive rate and false positive rate. 

 The scalability of the proposed algorithms is confirmed by considering datasets of different 

sizes and is tested in terms of Speed-up by changing the data size and by varying the number 

of worker nodes. 
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3.4 Chapter Summary 

In this chapter on the basis of literature survey the identified research gaps are discussed. To 

overcome the research gaps various research objectives are formulated. Further to achieve each 

of the objectives a research methodology is designed which is discussed in the last section of the 

chapter. In the next chapter, the proposed approaches for outlier detection based on correlation 

will be discussed in detail. 
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CHAPTER 4 

CLASSIFICATION BASED OUTLIER DETECTION 

APPROACHES 

In this chapter, the approaches proposed for outlier detection based on classification are 

explained. The existing algorithms for outlier detection lack scalability and consistency. First, 

the background and preliminaries are discussed in Section 4.1 of the chapter. Then, the working 

of the proposed algorithm for outlier detection in linearly correlated datasets is given in Section 

4.2. The experimental evaluation of the proposed algorithm is explained in Section 4.3. Further, 

the proposed approach is enhanced to detect outliers in linearly as well as non-linearly correlated 

datasets which is discussed in Section 4.4. The performance evaluation of the improved proposed 

algorithm is explained in Section 4.5. Standard parameters are used to evaluate the performance 

of the proposed approaches. The scalability of approaches is tested using distributed computing 

platform. 

4.1 Background 

Outlier detection is one of the prominent research domains in the field of data mining and big 

data analytics. Nowadays, most of the data in healthcare centers is remotely monitored and is 

generated from different wireless sensors. The core objective of outlier detection in this domain 

is the recognition of the true physiologically anomalous data and the anomalies due to faulty 

sensors. In real healthcare monitoring scenario, various sensors are related to each other. So, 
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while detecting outliers in Wireless Body Sensor Networks (WBSNs), correlation among 

different sensor nodes is of major concern. Most of the existing outlier detection techniques do 

not consider the relationship among data attributes. Also, there exists various approaches for data 

mining that are scalable to big data [142] but, the traditional techniques for outlier detection are 

not scalable to big data. To address the above issues, in this chapter we propose an approach for 

outlier detection which is scalable to big data and considers linear relationships among data 

attributes. The technique is further enhanced to detect outliers in both linearly as well as non-

linearly correlated attributes. The proposed approaches are implemented on Hadoop map reduce 

framework for the rapid processing of big data. The evaluation results are validated using the 

dataset of WBSNs taken from the Physionet library and simulated it for different cases. The 

results are compared with various existing outlier detection approaches and it is demonstrated 

that the proposed approaches are more effective in spotting the physiological outliers and sensor 

anomalies accurately. The various existing methods for finding correlation and data classification 

which are taken as background of the proposed approaches are discussed as follows: 

4.1.1 SMO Regression 

A support vector machine (SVM) is an optimized model to reduce prediction error and model 

complexity simultaneously [143]. Despite having several commendable traits, research in the 

field of SVMs has been hampered due to the fact that quadratic programming (QP) solvers were 

the providers of the sole known training algorithms for years. 

In the year 1997, Osuna et al. [144] proved that subdividing a large QP problem into multiple 

smaller QP subproblems can optimize the SVMs. The optimization of each subproblem leads to 

minimization of the original QP problem. Once a stage is achieved where no further progress can 

be made with respect to the each of the smaller subproblems, the parent QP problem is optimized 
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and solved.  Optimization of the QP problem via decomposition can be carried out with a defined 

size or linear memory footprint, since each of the subproblems can have fixed size. Moreover, 

several experimental results show that decomposition can be much quicker than QP. More 

recently, the sequential minimal optimization algorithm (SMO) was introduced [97, 145] as an 

extreme example of decomposition. Because, SMO is based on a subproblem of size two with 

each subproblem having an analytical solution. 

Consider a set of data points, {(X1, Y1), (X2, Y2) . . .  (Xn, Yn)}, such that Xi ∈ Rn denotes an 

input, Yi refers to a target output, and is the total number of exemplars. The weighted sum of 

kernel function outputs gives the SVM model result. The kernel function outputs can be an inner 

product, polynomial, Gaussian basis function, or any other function following Mercer’s 

condition. 

Thus, the result of an SVM model can either be a linear function of the inputs or a linear function 

of the kernel outputs. Because of the generalization of SVM models, they can take shape that 

seems similar to nonlinear regression, multilayer perceptron or radial basis function networks. 

The support vector machines and these methods are differentiated on the basis of the objective 

functions that they use to optimize and the optimization procedures used to achieve the 

minimization of these objective functions. 

In the linear, noise-free case for classification, with yi ∈ {−1, 1}, the output of an SVM is 

denoted as  

g (x, w, b) = x · w + b, 

 The optimization problem is defined as: 

minimize  
 

 
‖ ‖  

subject to: yi(x · w + b) ≥ 1 ∀i 
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Inherently, this objective function represents the idea that one should find the model that is 

simplest to explain the data. The generalized SVM framework includes slack variables to 

consider miss-classifications, nonlinear kernel functions, regression, as well as other extensions 

for various other problem areas.  

4.1.2 Pearson’s Correlation Coefficient 

In statistics, the Pearson correlation coefficient (PCC) [146] measures the linear correlation 

between two variables, X and Y. It is also called as Pearson's r, the bivariate correlation or the 

Pearson product-moment correlation coefficient (PPMCC). As per the Cauchy–Schwarz 

inequality, it takes up values in the range of +1 to −1, where the condition  with its value as 1 is  

called as total positive linear correlation, when the value is 0 it is referred to as no linear 

correlation, and −1 is said to be total negative linear correlation. It was developed by the 

researcher named Karl Pearson based on a related theory given by another researcher Francis 

Galton in the 1880s and for which the mathematical formula was derived. The significance and 

identification of the Pearson’s correlation coefficient is thus an example of the Stigler's Law. 

The Pearson's correlation coefficient is mathematically defined as the covariance of two 

variables divided by the product of the standard deviations of the variables. This form of the 

definition has a "product moment", which is defined as the mean (the first moment about the 

origin) of the product of the mean-adjusted random variables; hence justifying the modifier 

product-moment in its name. 

 

                        (   )  
          (   )

                  ( )                     ( )
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4.1.3 CANOVA 

In Continuous Analysis Of Variance (CANOVA), [147] firstly we define a neighborhood with 

respect to each data point as per its X value, and then compute the variance of the Y value in the 

defined neighborhood. Finally, a permutation test for significance of the detected ―within 

neighborhood variance‖ is performed. Given X and Y two random variables, where Xi and Yi 

stand for the i
th

 observation. The sum square statistics within the neighborhood is defined as: 

  ∑(     )
 

   

     |     (  )      (  )|     

Where, k denotes the integer constant given by the user. |    (  )      (  )|    represents 

the dataset’s neighborhood structure. The assumption of CANOVA is that ―analogous/neighbor 

X values lead to similar Y values‖. Thus, when X and Y are correlated, the W statistics have a 

tendency to be lesser than random expectation. A permutation test is performed to compute the 

significance of the observed W [148]. When X has same values (the tie condition), the rank of the 

tied X values is randomly shuffled in each permutation. In a tie condition, say, with the data:  

X = [2, 2, 3, 4]; 

Y = [3, 2, 8, 5]; 

Since X has two twice, the sorting of data points does not come out to be unique. The algorithm 

randomly selects any of the following sorting sequences:  

X = [2, 2, 3, 4]; Y = [3, 2, 8, 5] 

X = [2, 2, 3, 4]; Y = [2, 3, 8, 5] 

The algorithm is implemented using the CANOVA software available online as a project at 

https://sourceforge.net/projects/CANOVA/. The pseudo code of the CANOVA algorithm is 

presented in the shortened form as follows: 
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Sort data based on value of x 

for (i=0; i < tie_shuffle; i++) 

Shuffle y to tied x values 

find observed Wi using observed Y 

i ++ 

Sum = 0; 

Observe w = avg(Wi) 

for (i=0; i < no. of permutations; i++) 

 find random W by shuffling Y randomly 

 if (random W ≤ observed W) 

 Sum ++ 

Correlation_coefficient = Sum / no. of permutations 

While calculating W, we exploit the fact that Xi is in a sorted sequence. Therefore, the algorithm 

complexity comes out to be in terms of O(nlogn + np), where n stands for the size of the sample  

and p stands for the number of permutations. During performing the testing of multiple X 

variables against one Y variable, we need to perform just a single permutation of Y and the results 

of the permutation for all X variables can be reused. 

4.2 Linear Correlation Based Approach for Outlier Detection 

In the proposed approach for outlier detection based on linear correlation it is assumed that the 

correlation among the attributes in the dataset is linear. The proposed approach is composed of 

three different phases: correlation phase, prediction phase, and parallel computation phase.  
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Figure 4.1: Workflow of the proposed approach 

 

As a case study, a medical scenario is considered where a large number of wireless sensors are 

attached to the patient. The prediction phase is used to find out point anomalies in individual 

sensors that is detection of anomalous sensor reading. The correlation phase is designed to find 

out highly correlated sensors which are then used to find contextually anomalous data. By 
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identifying contextual anomalies we can then differentiate between the true medical emergency 

and sensor fault. The parallel computation phase is based on distributed map reduce framework 

and is executed on multiple nodes simultaneously hence reduces the time complexity and makes 

the proposed approach scalable to handle the large amount of data. The workflow of proposed 

approach is shown in Figure 4.1. 

4.2.1 Correlation Phase 

In the correlation phase values of correlation coefficient among different sensors are calculated. 

These coefficient values are represented in the form of a correlation matrix.  In this scenario, N 

sensors collect values of different physiological parameters from the subjects. The dataset used 

in the correlation phase is an nm matrix represented by Y. 

Y = [yij]     where 1≤ i ≤ n 

                                                 and   1≤ j ≤ m 

where, i corresponds to the number of sensors attached to a particular subject and j corresponds 

to the number of non-anomalous measurements which are used to build the correlation matrix. 

  [   ]   

[
 
 
 
 
  
  
 
 
  ]
 
 
 
 

 

In matrix Y, the i
th

 row is the i
th

 sensor profile across m measurements. For correlation matrix we 

find correlations among various sensors. Thus, for N sensors an n  n correlation matrix C
nn

 is 

generated which is given as: 
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Correlation between two sensors is calculated using Pearson's correlation coefficient and is 

represented as r. 

      (      )   

∑      
∑  ∑  

 ⁄

√(∑  
   

(∑  ) 

 )(∑  
   

(∑  ) 

 )

 

 

Algorithm 4.1: Finding pairs of highly correlated sensors 

Input: Data of m measurements for each of N sensors (Y). 

Output: Pairs of strongly correlated sensors (p, q). 

// Calculates correlation coefficient between i & j sensors 

1. for i= 1 to n    

2.          for j= 1 to n  

a.              calculate Cij = corr(yi, yj) 

3.         end 

4. end 

5. Store correlation coefficient in n x n matrix Cpq. 

6. // Finds strongly correlated sensors 

7. for p = 1 to n             // Cpq is correlation matrix 

8.          for q=1 to n 

9.                 while(p!=q) 

10.                    calculate max = max(Cpq) 

11.                 if 0.75≤max≤1 then 

12.                     return (p, q) 

13.         end 

14. end 

 

When two sensors are strongly correlated, the value of correlation coefficient lies in range (0.75 

– 1.0). For instance, if y1 and y2 are strongly correlated then 0.75 ≤ corr(y1, y2) ≤ 1. Based on the 
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correlation matrix the pairs of strongly correlated sensor nodes are identified, which are then 

used to find contextual sensor anomalies to reduce false positive rate. Algorithm 4.1 illustrates 

the procedure for finding pairs of highly correlated sensors. 

4.2.2 Prediction Phase 

Prediction phase is in particular used for point anomaly detection that is the detection of 

anomalies in individual sensors. In proposed technique, we used Sequential Minimal 

Optimization Regression algorithm (SMOReg) for building prediction model. SMOReg is used 

for prediction over other regression models such as Linear SVM, Univariate Gaussian predictor, 

linear regression etc. As time taken for analysis and average percentage error calculation is 

lowest in case of SMOReg in comparison to other regression models. In our approach, SMOReg 

works as a univariate predictor as it predicts values of each sensor independently based on its 

historical data. Suppose, we have training data from N sensors and each sensor has m sampled 

measurements defined as: 

[(x1, y1), (x2, y2),……………….., (xm, ym)] ∈ X x R 

The goal of the regression model is to estimate a function f(x) having least deviation from actual 

training data. 

f(x) = <w, w> + b where, w ∈ X and b ∈ R 

         
 

 
‖ ‖  

Subject to:                yi - <w, w> -b ≤ Ɛ 

<w, w> + b – yi ≤ Ɛ 
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where, b is bias, w is kernel function and Ɛ represents the error. Hence, SMOReg becomes a 

convex optimization problem. If error is lesser than the threshold then, sensor node is assumed 

non-anomalous otherwise it is anomalous. 

4.2.2.1 Dynamic Prediction 

 For better accuracy, prediction is done using sliding window, where next value is predicted 

using the values present in the last window. Thus, for prediction of (n+1)
th

 value SMOReg 

function is evaluated using last n values, where n is size of sliding window. 

  

         Pn+1 

  

         Pn+2 

 

Here, Pn+1 and Pn+2 are predicted values of (n+1)
th

 and
 
 (n+2)

th 
measurements respectively. 

4.2.2.2 Dynamic Threshold 

The threshold value for a particular sensor may vary from one patient to another based on 

different factors such as age, sex, lifestyle etc. The threshold value for the same subject may also 

vary based on its physiological condition. Therefore, by taking the fixed threshold error accuracy 

is compromised at various instances of time. Thus, it is important to adjust threshold value 

depending on different physiological conditions. 

In the proposed approach threshold value (Td) at a particular instance is the standard deviation 

which is computed as follows: 

 

   √
 

 
∑(     ) 
 

   

 

X1 X2   Xn  

 X2 X3  Xn Xn+1 
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Here, µ is the mean of all xi’s. For finding dynamic threshold, the standard deviation is 

calculated on the same sliding window as used in dynamic prediction for a particular instance 

and compares the (Ɛ) error with the threshold value (Td). 

 

If Ɛ > Td then the sensor is assumed to be faulty otherwise there is no sensor fault. Algorithm 4.2 

illustrates the procedure for finding point anomalous sensor nodes using dynamic regression and 

threshold. 

4.2.3 Parallel Computation Phase 

In this phase, Hadoop framework is used for contextual anomaly detection from point anomalous 

data. The map-reduce programming model is used as it is inherently parallel and is efficient for 

Algorithm 4.2: Point anomaly detection algorithm 

Input: Size of sliding window(n), Number of sensors(N), Actual sensor data(Sa) 

Output: Sensor fault(sf), No sensor fault(snf) 

1. for i= 1 to N               // iterates for each sensor node 

 2.         for each sliding window 

 3.              Calculate predicted value Sn+1 

 4.               Calculate error in prediction Ɛ=Sa-Sp 

 5.               Calculate threshold (standard deviation) of that particular window (Td).  

6.          end 

7.          if (Td< Ɛ)  then 

8.                return Sf 

9.          else  

10.            return Snf 

11.       Update sliding window   

 12. end 
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large scale data analysis. The model is implemented using multi node Hadoop cluster. The output 

of correlation phase and point anomaly detection is given as input to map-reduce.  

Suppose we have N sensors attached to a particular subject then at any time instance t the input 

to the mapper is pairs of highly correlated sensors and  <t, s1, s2, s3, ………….., sn>. 

 

Algorithm 4.3: Contextual anomaly detection using correlation 

Input: Pairs of highly correlated sensors, output of point anomaly detection algorithm < t, s1, 

s2, s3, ………….. , sn >. 

Output: Analysis of a particular subject at a particular time that is whether the sensors are 

faulty, true medical condition or normal condition. 

1. for key= 0 to t 

2.         for each (i, j)         //(i, j) taken from correlation phase 

3.               if Si.value = =1 then 

4.                    if Sj.value = = 1 then 

5.    Si.value=t and Sj.value=t   

6.    // true medical condition          

7.                    else 

8.                         Si.value=s      //sensor fault 

9.       end 

10. end 

11. for key= 0 to t 

12.         if count(t) ≥1 then 

13.              return (key, t)             // true medical condition 

14.         else if count(s)≥1 then 

15.               return (key, s)         // sensor anomaly 

16.        else 

17.               return (key, 0)         //  normal condition 

18. end 
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where, sn belongs to either 0 or 1, 0 represents non-anomalous sensor and 1 represents a faulty 

sensor. As map reduce framework works in key-value pairs. Thereby, time instance represents 

key for a particular input and corresponding sensor values represents value for map function. 

The correlation matrix is used in the map-reduce framework to detect contextually anomalous 

sensor nodes. If both highly correlated sensor nodes are anomalous then it is true medical 

condition otherwise the sensor node is faulty. The output of reducer is a key-value pair where 

key represents a particular time instance and value represents whether the sensor is anomalous or 

there is a true medical condition or there is no fault in the system. Algorithm 4.3 illustrates the 

detailed procedure for finding contextual anomalies. 

4.3 Experimental Evaluation 

The fundamental evaluation of the proposed work is done on datasets taken from MIMIC II 

(Multiple Intelligent Monitoring in Intensive care) database of Physionet [149]. To validate our 

approach for wide data, the dataset having multiple attributes is taken and to validate data on 

distributed framework, the dataset with size greater than default chunk size of a single node in a 

Hadoop cluster is considered. Also, very few anomalous instances are present in actual 

application situation. So, to test the robustness of our approach we deliberately added anomalous 

instances to original data. 

4.3.1 Dataset Used 

The Physiobank is the large archive of data and contains physiological signals to be used for 

biomedical research. It currently includes data of healthy subjects and of patients with various 

health implications such as heart failure, respiratory failure, neurological disorders, brain 

injuries, Post op liver resection etc. For experimental evaluation, five datasets of intensive care 
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patients from MIMICDB of physionet are taken. The big data can be distinguished from 

traditional data using one or more of the four V’s that are Volume, Velocity, Variety and 

variability. In the considered scenario a new data instance was generated every 10 ms from the 

sensor nodes attached to the patient which attributes towards the velocity of data. Also, the data 

is created from different sensor nodes hence generates varied data. Variability refers to 

inconsistency in data which can be seen in body sensor networks as many times an instance or 

two might get skipped due to loose contact of sensor with body. In order to efficiently handle the 

millions of data instances the experimental evaluation is performed on a Hadoop cluster with 

multiple nodes.  

 

Figure 4.2: Sensor values for dataset D1 

Table 4.1: Datasets used 

Datasets Number of 

Instances 

Data Source 

D1 18 K http://www.physionet.org/physiobank/database/mimicdb/ 

D2 2 Lakhs http://www.physionet.org/physiobank/database/mimicdb/ 

D3 1 Million http://www.physionet.org/physiobank/database/mimicdb/ 

D4 2 Million http://www.physionet.org/physiobank/database/mimicdb/ 

D5 2.5 Million http://www.physionet.org/physiobank/database/mimicdb/ 
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Table 4.2: Sensor readings for dataset D1 #221 

RESP Spo2 HR PULSE 

23 99 75 75 

23 99 76 75 

22 99 76 76 

22 99 76 76 

20 99 76 75 

20 98 75 75 

20 99 75 74 

23 99 74 73 

Table 4.3: Sensor readings for D2 #276 

PULSE ABP CVP PAWP Spo2 ST2 C.O. Tblood ST1 ST3 HR PAP 

109 82  124  

61 

12 14 98 -0.2 4.6 36.8 -0.1 -0.4 127 31  40  

25 

119 84  125  

61 

12 14 98 -0.2 4.6 36.8 -0.1 -0.4 127 29  38  

22 

120 83  124  

62 

12 14 98 -0.2 4.6 36.8 -0.1 -0.4 119 29  38  

22 

130 83  123  

62 

12 14 98 -0.2 4.6 36.8 -0.1 -0.4 119 29  40  

22 

132 83  123  

62 

12 14 98 -0.2 4.6 36.8 -0.1 -0.4 120 29  39  

22  

134 82  122  

62 

12 14 98 -0.2 4.6 36.8 -0.1 -0.4 123 30  39  

24 

132 79  118  

60 

12 14 98 -0.1 4.6 36.9 -0.1 -0.2 123 28  36  

21 

133 79  117  

60 

11 14 98 -0.1 4.6 36.9 -0.1 -0.2 128 30  39  

24 
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4.3.2 Experimental Results 

Experiments are performed on Dell Workstations T-5600 with INTEL Xeon e5 processor and 8 

GB RAM. Java API of Weka is used for prediction, and parallel computation is done using multi 

node Hadoop cluster. The next value of each sensor node is predicted using dynamic SMO 

regression using a sliding window. Point anomalous nodes are detected by comparing error in 

prediction with the threshold value. To reduce false alarms, the output of point anomaly 

detection is again analyzed in map-reduce framework using Pearson's correlation coefficient. If 

both highly correlated sensors are anomalous then it is a case of true medical condition 

otherwise, it may be a case of sensor fault.  

 

Figure 4.3: Output Dataset D1 

The output of outlier analysis for dataset D1 is shown in Figure 4.3. In the figure, -1 represents 

the sensor fault, true medical condition is shown by 1, and 0 represents normal data. The dataset 

D1 consists of around 18k instances hence, the results of analysis are not clearly perceived. To 

understand the result analysis, the output of first 100 instances of dataset D1 is shown in Figure 

4.4 with more clarity. From the Figure 4.4, it is observed that the first anomalous condition in D1 

occurs near 30th instance which is identified as a sensor fault. After few instances the true 
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anomalous medical condition is detected. Datasets D2 and D3 are taken for validation of our 

approach on wide and big data. 

 

Figure 4.4: Dataset D1 (1-100 instances) 

4.3.2.1 Scalability for Big Data 

In order to validate the proposed approach on big data, a dataset having size greater than the 

default block size of Hadoop is considered. The proposed approach is implemented for all the 

datasets and is compared with existing approach given by Haque et al. [84] as shown in Figure 

4.5.  From the Figure 4.5, it is observed that for smaller data size (D1 and D2) existing approach 

performs slightly well in comparison to proposed approach as multinode Hadoop cluster takes 

time to fragment data into chunks, whereas when the size of data is increased (D3) the proposed 

approach takes a significant less amount of time in comparison to existing approach. The time is 

further decreased in case of dataset D4 and D5 as processing is done on Hadoop cluster with four 

nodes. The approach takes huge amount of time to process data in case of centralized framework 

which can be perceived from Figure 4.6. 

The proposed approach is also analyzed by varying the number of worker nodes. For map-reduce 

processing each dataset is divided into chunks. If the dataset size is larger than the block size of 
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Hadoop then the dataset is divided into multiple chunks and each chunk is given to different 

mapper for data processing. 

 

 

Figure 4.5: Comparison with existing approach 

 

Figure 4.6: Run time with varying number of workers 
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Thus, datasets D1 and D2 are not segmented whereas, dataset D3 is divided into two chunks 

which can be processed using two worker nodes. It is clear from the Figure 4.6 that for datasets 

D1 and D2 time remains same for different number of worker nodes. For dataset D3 time taken 

remains same after two worker nodes and is not affected by increasing number of worker nodes. 

However, in case of D4 and D5 the time taken further reduces by using three nodes. Thus, as the 

data size increases the time taken for processing will be reduced by using more worker nodes. 

So, the proposed approach is scalable and efficiently handles big data with comparable execution 

time. 

 

Figure 4.7: Detection rate in case of multiple runs 

The consistency of the approach is shown in terms of detection rate during multiple executions. 

It is seen from the Figure 4.7 that for different datasets the detection rate during multiple runs 

remains consistent. 

4.3.2.2 Performance Analysis 

The performance is evaluated by comparing proposed approach with the existing technique given 

by Haque et al. [84] on the basis of two parameters that is detection rate and false positive rate. 
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Table 4.4: Performance Analysis 

Approach  Anomalous 

instances 

FN TP DR FPR 

Haque et al. 

[84] 

468 15 453 0.97 0.0002 

Proposed 468 3 465 0.99 0.0002 

 

 

Figure 4.8: Performance Analysis 

The proposed approach identifies false alarms and true medical conditions more accurately. In 

dataset D2 the sensor values are taken from twelve different sensors and at any instance of time 

in the dataset five correlated sensors become faulty. This is a situation of a true medical 

emergency. The existing approach considers it as a sensor fault only. Because in existing 

approach, for the occurrence of a true medical condition the number of faulty sensors must be 

larger than the average number of sensors. Comparative analysis of both the approaches is shown 

in Table 4.4. As FP and TN for both the approaches are same thus, FPR is also equal. From the 

Figure 4.8 it is clear that  the proposed approach shows  better detection rate in comparison to 
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existing approach by Haque et al. [84]. Therefore, the proposed approach can efficiently handle 

wider datasets having comparatively large number of attributes. 

In the considered datasets, the sensor measurements are available from monitoring system and it 

is assumed that only linear correlation exists among various parameters. But, there exists certain 

application areas where these measurements cannot be presented linearly. For example, power 

law relationships, synthetic aperture radar data, hyper spectral sensor data, power demand 

prediction data etc. However, existing approaches for outlier detection considering non-linear 

relationships are not scalable to big data. So, the proposed work is further enhanced for outlier 

detection from large datasets having non-linear relationships. Correlation among the non-linear 

attributes can be measured using Randomized dependence coefficient, Kendall's tau coefficient, 

Spearman's rank correlation coefficient, continuous analysis of variance etc. The enhanced 

approach is discussed in the next section. 

4.4 Non-Linear Correlation Based Approach for Outlier Detection 

The enhanced approach for outlier detection in WBSNs is composed of correlation evaluator, 

prediction based outlier detector, and global integrated outlier checker. Again, as a case study, 

the healthcare monitoring scenario is considered in which various different sensors are attached 

to a patient. To evade dimensionality problem and for accurate detection of outliers in the first 

phase a correlation evaluator is designed that extracts the sets of sensor nodes which are strongly 

related to each other either linearly or non-linearly. Further, in prediction based outlier detector 

the currently observed data of every sensor is compared with its predicted value from past 

recorded data window based on a non linear kernel function. Further, based on the error in 

prediction point anomalous sensor nodes are detected. Finally, in the next phase the results are 

further refined for more accuracy by detecting contextual outliers using global integrated outlier 
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checker. Figure 4.9 presents the conceptual design of proposed outlier detection approach. The 

approach is implemented using distributed Hadoop map reduce framework with multiple nodes 

to make the approach scalable to big data. The detailed explanation of different phases of the 

proposed approach is given as follows: 

Temporal 

Sensor Data

Phase II

Physiological 

Outlier

Sensor Fault

Correlation 

Evaluator

Prediction 

based Outlier 

Detector

Global Integrated 

Outlier Checker

Phase I

 

Figure 4.9: Conceptual design of the proposed technique 

4.4.1 Correlation Evaluator 

In a complex body network to monitor health of a person multiple sensors are attached with the 

body to gather different physiological attributes. Based on the sensor measurements of these 

attributes the anomalous instances in the health monitoring can be identified. Most of the 

conventional techniques for outlier detection based on correlation treat all the attributes equally 

and assume them to be linearly related. In view of this assumption, while dealing with multiple 

features it becomes challenging to identify the root cause of anomalous data. Also, in real life 

applications of sensors the nodes are linearly as well as non-linearly related. Hence, in the first 

phase of proposed approach a correlation evaluator is designed which mines both linearly 

correlated and non-linearly correlated sensor nodes. The working of correlation evaluator is 

shown in Figure 4.10. 
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Temporal Sensor Data

Linear Correlation Non-linear Correlation

Pearson Correlation CANOVA

Feature extraction

Sets of correlated attributes

If Cc > Tv

 

Figure 4.10: Correlation evaluator 

Table 4.5: Correlation coefficient using different methods 

Approach   

Association  

Pearson Spearman Kendall Hoeffdig MIC CorGC Maximal CANOVA 

Linear 0.99 0.97 0.96 0.95 0.98 0.97 0.97 0.88 

Square 0.96 0.96 0.95 0.95 0.63 0.97 0.98 0.90 

Cubic 0.61 0.69 0.93 0.94 0.65 0.98 0.98 0.92 

Exponential 0.70 0.98 0.94 0.91 0.81 0.94 0.93 0.91 

Periodic 0.33 0.31 0.75 0.56 0.61 0.49 0.91 0.86 

Sine 0.31 0.32 0.32 0.40 0.57 0.38 0.76 0.88 

Cosine 0.05 0.04 0.04 0.10 0.54 0.46 0.63 0.89 

 

The most familiar measure for analyzing correlation among various nodes is with the help of 

correlation coefficient. Correlation coefficients using various techniques are evaluated on 

different linear and non-linear functions which are illustrated in Table 4.5. It can be perceived 
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from the table that for linear association the Pearson correlation coefficient performs well and for 

non-linear functions the performance of CANOVA [147] is more significant than the other 

methods. Hence, in the proposed technique the Pearson’s correlation is used for detecting 

linearly correlated nodes and CANOVA is used for identification of non-linearly correlated 

nodes. 

4.4.1.1 Linear Correlation 

 In the correlation evaluator phase for finding linear association, Pearson correlation coefficient 

is used on every pair of sensor node. Let the array of m observations of two sensors A and B be 

A = {a1,…,am} and B = {b1,…,bm} then, the linear correlation between two sensors A and B are 

calculated with the help of following function: 

       (   )   

∑    
∑ ∑ 

 ⁄

√(∑    
(∑ ) 

 
)(∑    

(∑ ) 

 
)

 

Here, r is correlation coefficient whose value lies in between -1 and 1. The sensors having |r| 

value near or equal to 1 are strongly correlated.  

Let us consider the two arrays X and Y: 

X = [8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19] and 

Y = [4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15] 

The value of correlation coefficient (r) is calculated using the above equation for finding linear 

correlation and it comes out to be 1. Hence, it can be said that there is a strong linear correlation 

between the two arrays. It is further analyzed that the arrays are actually related to each other by 

function X = Y + 4. 

4.4.1.2 Non-linear Correlation 
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Non-linear association is also widely used statistical relationship that is seen in healthcare 

monitoring applications. Continuous Analysis Of Variance (CANOVA) is applied to the dataset 

for detecting pairs of non-linearly correlated sensor nodes. CANOVA works in a similar manner 

like ANOVA but, it firstly finds within x neighborhood distance using a user defined constant k 

(rank(xi) – rank(xj) ≤ k) then within that locality calculates variance of y neighborhood. To apply 

CANOVA on the above sensors A and B we have to first sort observations according to one 

sensor let it be A. Then, the observations of sensor B are shuffled to tied values of sensor A in 

multiple permutations and calculate the w as follows: 

   ∑(      )
 

   

 

Subject to: j < i and (rank (ai) – rank (aj)) ≤ k 

If random w is lesser than the observed w during every permutation then, the two sensors are 

considered as highly correlated. The pseudo code of non-linear correlation calculation function is 

summarized as follows: 

NLCorr(A, B) 

{ 

Sort data of A sensor 

for (i = 0; i<tie_values; i++) 

Shuffle values of sensor B to tied A values 

Calculate Wi; 

Final W = average (Wi) 

Count = 0; 

for (i=0; i<permutations; i++) 

Calculate random w 
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If (random w ≤ observed w) 

Count ++ 

Return Cc = count/permutations 

} 

Let us consider another example of two arrays:  

X = [-0.76, -0.96, -0.3, 0.65, 0.99, 0.41, -0.54, -0.99, -0.54, 0.42, 0.99, 0.65]  

Y = [4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15] 

In this scenario the value of r calculated using the linear correlation equation comes out to be 

0.42 so it can be said that the arrays are not related linearly. The arrays are further checked for 

non-linear correlation using CANOVA. As from the arrays it is seen that for same x value there 

are multiple y values so permutations has been used while finding correlation. The correlation 

between the arrays is calculated with the help of an R package ―CANOVA‖. The Pseudo code 

for finding correlation is given using function NLCorr(A, B). The correlation is calculated by 

setting parameter values of k, permutations and tie_values. Here, k is the neighborhood structure 

of X values, permutations is the number of permutations and tie_values is the number of random 

shuffle times when there are ties in X.  The correlation coefficient value of the above two arrays 

comes out to be 0.87 which signifies a strong non-linear correlation among the arrays. It is 

further analyzed that the arrays are related to each other with sine function. 

4.4.1.3 Selection of Threshold Value for Strong Correlation 

After the computation of correlation coefficients by both the methods, the sets of strongly 

correlated features are extracted based on their correlation coefficient value. The two arrays are 

considered as strongly correlated if they have correlation coefficient between 0.75 and 1. We 

have varied the correlation between 0.75 and 1 which is demonstrated in the Table 4.6. It is seen  
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Algorithm 4.4: Correlation Evaluator 

Input: Data of m measurements for each of N sensors (YN) 

Output: Set of highly correlated sensors S [] 

1. Calculate linear and non-linear correlation coefficient between i
th

 and j
th

 sensor; 

2.  for i ← 1 to n do 

3.       for j ← 1 to n do 

4.              C1 ← LCorr(yi, yj);                     // linear correlation 

5.              C2 ← NLCorr(yi, yj);                   // non-linear correlation 

6.              if C1 > C2 then 

7.                   Store C1 in Cij where C is n×n matrix; 

8.             else  

9.                 Store C2 in Cij where C is n×n matrix; 

10.        end 

11. end 

12. Find sets of strongly correlated sensors; 

13. for p ← 1 to n do 

14.       for q ← 1 to n do 

15.            k=1  

16.           while p != q and k<n do 

17.                 S1[1] = p    

18.                 k++ 

19.                 if Cpq > 0.85 then                   // p and q sensor are strongly correlated 

20.                       S1[k] ← [q]  

21.               end 

22.     end 

23.     S[ ] = S1 

24. end 

25. return S; 
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that for the considered dataset the strongly correlated attributes have correlation coefficient 

above 0.85. Hence, the threshold value for the strong correlation in the proposed approach is set 

to 0.85. The sets having value greater than the threshold are considered highly correlated. It is 

seen from the table that if we further increase threshold to 0.9 then some of the strongly 

correlated functions that is cosine and polynomial might get excluded. So, we have taken the 

maximum value of threshold where all the correlated features can be extracted in the considered 

dataset. The threshold value can be set based on the dataset used or it can be generalized to be 

0.75 for strong correlation. The detailed procedure of correlation evaluator is illustrated in 

Algorithm 4.4. 

Table 4.6: Effect of varying threshold value on finding strongly correlated functions. 

Threshold 

Value 
Linear Cosine Exponential Polynomial Sine 

0.75      

0.80      

0.85      

0.90      

0.95      

4.4.2 Prediction based Outlier Detector 

The prediction based outlier detector is used for detection of point outliers that is anomalies 

occurred in sensors taken independently. In the proposed approach modified SMOReg 

(Sequential minimal optimization based regression) [96] is used for prediction of next values. 

The reason for using SMOReg is that it is time efficient than other regression algorithms like 

linear regression, SVM, Gaussian regression etc. 
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The aim of the regression is to find a function that predicts values which have the least deviation 

from actual values. The next sensor value Ev is predicted using SMOReg function of weka used 

in default settings. Further, module for predicting next sensor value is implemented in java. The 

module predicts the next value using the SMO regression function applied to last n values inside 

the sliding window. The Complexity parameter is set to 1 as with value 0 no violations of margin 

is possible.  The Polynomial Kernel is used as it will fit the data using a curved line, so it will fit 

the non- linear as well as linear training data accurately. The flowchart of the prediction based 

outlier detector is shown in Figure 4.11.  

 

Original Data

Modified 

SMOReg

Predicted Data

-
Non-anomalous 

Data

Anomalous Data

Tv < ℇ 

   Error
  

    No

    

   Yes

 

Figure 4.11: Prediction based outlier detector 

 

For a sensor to be anomalous, error must be greater than a certain threshold. In modified 

SMOReg, two things are modified; the first is that prediction is done dynamically using a sliding 

window over last n recorded values. As the window size shrinks the accuracy of prediction 

decreases. However, by enhancing the size of window the accuracy increases but computational 

overhead also increases. In the proposed approach window size is taken as 25 because beyond 

that there is no significant increase in prediction accuracy which is shown in Figure 4.12. 
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Figure 4.12: Variation in prediction accuracy with change of sliding window size 

 

Algorithm 4.5: Prediction based Point Outlier Detection 

Input: Window size (Ws), count of sensors (Ns), observed sensor value (Ov) 

Output: Anomalous data (Ad), Non-anomalous data (Nd) 

1. for i ← 1 to Ns do 

2.      for each sliding window do 

3.       Calculate Ev              // predict sensor value 

4.  ℇ = Ov − Ev               // error calculation 

5.            Calculate Tv 

6.                   if Tv < ℇ then            // threshold check 

7.                       return Ad;  

8.                  else 

9.                        return Nd; 

10.      end 

11.      update window 

12. end 
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The error threshold for a particular sensor node is also evaluated dynamically by using sliding 

window over n instances. The threshold is basically the value of standard deviation over n 

instances and calculated as: 

       √
 

 
∑(     ̅) 
 

   

 

Here, Tv is the error threshold value and ℇ is the error in prediction that is the difference between 

the actual and predicted sensor data. In Algorithm 4.5 the complete procedure of point outlier 

detection based on prediction is illustrated. 

4.4.3 Global Integrated Outlier Checker 

Global aggregated checker is used for detection of contextual outliers with the help of which we 

can distinguish between physiological anomalies and sensor faults. The output of point outlier 

detector acts as input to global outlier checker.  

Set of strongly correlated sensors

Contextually

anomalous
Point anomalous sensor data

Physiological 

anomaly

Sensor Fault

Yes

No

Outlier 

present

Healthy Person

No

Yes

Figure 4.13: Global aggregated outlier checker 

If in a set of correlated sensors, multiple sensors at a given time are point anomalous then, it is a 

case of the true medical condition. However, if the value of one sensor in a correlated set is 
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anomalous and other is not then it might be the case of sensor fault which can lead to false alarm 

if not handled accurately. The functionality of global integrated outlier checker is shown in 

Figure 4.13 and the procedure of contextual outlier detection is illustrated in Algorithm 4.6. 

 

Algorithm 4.6: Global integrated outlier checker for contextual outliers 

Input : Set of strongly correlated sensors, output of prediction based outlier detector 

            (t, S1, S2, S3, . . . , SN ) 

Output : Physiological outlier (Po), Sensor Fault (Sf), Healthy individual (H) 

1. for key ← 0 to t do                            // t is time instance of sensor reading 

2.     for each array in set S[i] do           // S is set of arrays of correlated sensors 

3.           for each element in set 

4.                  count = 0 

5.                  if Si.value == Ad then 

6.                       count++ 

7.            end 

8.              if count>1 then 

9.                       return Po;                            // Physiological outlier 

10.              else if count == 1 

11.                       return Sf;                            // Faulty sensor 

12.              else if count == 0 

13.             for each sensor  

14.                   if Si.value == Ad 

15.                        return Sf; 

16.                  else 

17.                       return H;                   // Healthy individual 

18.          end 

19.     end 

20. end 
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4.5 Experimental Evaluation 

The proposed approach is implemented on Multinode Hadoop cluster with 8 Dell machines 

which are connected via a gigabyte network. Each machine is having 8GB RAM, 1 TB hard 

disk, Hadoop 2.6.0 and Ubuntu Linux operating system. HDFS (Hadoop Distributed File 

System) is used as the file system for storage. One node in the network acts as the master node in 

the Hadoop cluster and rest are considered as slave nodes. The evaluation of work is done by 

considering the scenario of wireless body sensor networks where different sensors are related to 

each other. Since in original data occurrence of outliers is very rare so to test the effectiveness of 

the proposed approach we inserted different types of outliers in the dataset. The proposed 

approach is compared with various existing approaches based on the detection rate, number of 

false alarms and scalability to big data. 

4.5.1 Datasets Used 

The Physiobank is a large archive which contains datasets of various sensors attached to different 

ICU patients [149]. We have taken the MIMIC II dataset of the physionet library as the base 

dataset and simulated this dataset using various functions.  The simulated dataset consists of 

twenty-five sensors that are either correlated or independent. The various attributes of data are 

Pulse, ABP, CVP, PAWP, Spo2, St2, C.O., TBlood, St1, St3, Hr, PAP, and other features which 

are synthetically generated and related to each other with different linear and non-linear 

functions. The different types of correlations present in the dataset are shown in Figure 4.14. The 

dataset is synthetically expanded so that the scalability and correlation can be validated. The size 

of the dataset is much larger than the default block size of Hadoop so that the time efficiency can 

be observed by varying number of worker nodes. The data is distributed by map reduce 
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framework in chunks based on the block size of Apache Hadoop. The data chunks are then input 

to different worker nodes for computation. Hence, the time efficiency increases with increase in 

worker nodes. 

           

               (a) Linear           (b) Polynomial   (c) Sinusoidal 

                         

                       (d) Exponential           (e) Cosine 

Figure 4.14: Different relationships among various sensors for dataset simulation 

4.5.2 Outlier Inserter 

In the available real life application datasets, the occurrences of anomalous data are few so to test 

effectiveness of the proposed approach we inserted different outliers to the original dataset. 

 Point outlier: Point outlier signifies that a single independent sensor node is anomalous. The 

occurrence of this type of outlier might be a physiological anomaly or a sensor fault. 

However, in healthcare monitoring probability of sensor fault is much higher than a true 

medical condition. 
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 Contextual Outlier: Contextual outlier signifies that there is a simultaneous deviation in the 

behavior of contextually similar nodes. This kind of outlier is helpful in differentiating sensor 

fault from the case of true medical emergency. 

The data of Intensive Care Unit (ICU) patients is considered as basis. Further, we have 

synthetically created non-linear data using non- linear functions. We have inserted few 

anomalies in our dataset in such a way that we have deliberately added the cases where sensor 

may be detached to the patient or sensor may be providing wrong readings due to sensor fault. 

As in true medical scenario contextual outliers are present so there is no need for adding 

contextual anomalies. 

4.5.3 Correlation Analysis 

With the help of correlation analyzer highly correlated sensor nodes in the dataset are extracted. 

The output of correlation analyzer is shown in Figure 4.15. The threshold for strong correlation 

is taken as 0.85. The set of correlated sensors with their corresponding functions can be analyzed 

from the Figure 4.15. Here, Si represents the i
th

 sensor node and Cc represents the correlation 

coefficient among sensor group. In case where more than two nodes are strongly correlated with 

each other, the correlation coefficient is calculated by taking the average of correlation 

coefficient of all the nodes. From the output of correlation analyzer it is observed that five 

groups of correlated sensors are formed that are linear (S11 S12 S15 S25), cosine (S1 S3), 

polynomial (S5 S6 S7), exponential (S9 S20 S18) and a sine function (S21 S23). The correlation 

coefficient among different sensor nodes within a group is very strong while it is weak between 

sensor nodes belonging to different groups. The sensor nodes which are not correlated to any 

other sensor node based on their statistical characteristics are considered as independent and 

have low impact on the state of the person.  



81 
 

S5 S6

S7

S11 S15

S25 S12

S21

S23

S9

S20

S18

S3S1

 Linear        0.95

Cosine 0.89

Exponential 0.90

Polynomial 0.86

 Sinusodial         0.87

Function Type Correlation  Cofficient

 

Figure 4.15: Sets of strongly correlated sensors 

4.5.4 Performance Evaluation 

Experiments are carried out to evaluate the performance of the proposed approach in comparison 

to various other existing approaches for outlier detection. The point anomalous nodes are 

detected with the help of prediction based outlier detector and these are further refined for 

accuracy by analyzing highly correlated sensors using global aggregated outlier checker. The 

performance of the approach is evaluated on the basis various parameters given in Table 4.7. The 

performance comparison of the proposed approach with existing approach [84] and previously 

proposed approach [93] on the basis of detection rate is shown in Figure 4.16.  
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Table 4.7: Parameters taken for performance evaluation 

Parameter Description 

DRp Detection rate of physiological outlier 

DRs Detection rate of the sensor fault 

FARp False alarm rate of physiological outlier 

FARs False alarm rate of the sensor fault 

Time(in ms) Time taken by the proposed approach 

Scalability Scalability by varying no. of worker nodes 

 

 

            (a) Physiological Outlier 

 

     (b) Sensor Fault 

Figure 4.16: Comparison with different approaches based on detection rate 
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(a) Physiological Outlier 

 

(b) Sensor Fault 

Figure 4.17: Comparison with different approaches based on false alarm rate 

The performance comparison of the proposed approach with existing approach [84] and 

previously proposed approach [93] on the basis of false alarm rate is shown in Figure 4.17.  It 

can be observed from the Figure 4.16 that the proposed approach is more efficient in detecting 

physiological anomalies and sensor faults in comparison to other techniques. The proposed 

approach is also efficient in the reduction of false alarms which can be seen from Figure 4.17. 

The variation of detection rate w.r.t false alarm rate for physiological outlier and sensor fault is 

shown in Figure 4.18. It is observed from the Figure 4.18 that for the same false alarm rate, the 
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detection rate of the proposed approach is higher than the other approaches. The time efficiency 

of the approach is shown in Figure 4.19. The proposed approach takes significantly less time in 

comparison to approach proposed by Haque et al. [84] and takes comparable time with our 

previously proposed approach [93]. 

 

(a) Physiological Outlier 

 

                         (b) Sensor Fault 

Figure 4.18: Detection rate (DR) w.r.t. False alarm rate (FAR) 

 

 

0.86

0.88

0.9

0.92

0.94

0.96

0.98

1

0.0017 0.0008 0.0002

D
et

ec
ti

o
n

 r
a

te
 

False alarm rate 

Haque et al. [84] Saneja et al. [93] Proposed

0.91

0.92

0.93

0.94

0.95

0.96

0.97

0.98

0.99

1

0.0015 0.0006 0.0002

D
et

ec
ti

o
n

 r
a

te
 

False alarm rate 

Haque et al. [84] Saneja et al. [93] Proposed



85 
 

 

Figure 4.19: Comparison based on time by varying data size 

The proposed approach is scalable to big data as it is executed on a distributed map reduce 

framework which is used for scalable and parallel computing. The proposed approach is 

implemented on a multinode Hadoop cluster having eight computational nodes. One node in the 

cluster is the master node and others are slave nodes. In the case where hardware is not available 

master node can also act as slave node. 

 

Figure 4.20: Scalability by varying number of worker nodes 
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The number of nodes can be further increased with the increase in data size which contributes to 

the scalability and time efficiency of the proposed approach.  The validation of proposed 

approach is done by executing it multiple times by varying data size and the number of nodes in 

the Hadoop cluster. The computation time for different data sizes by varying number of worker 

nodes in Hadoop cluster is shown in Figure 4.20. It is seen that the proposed approach handles 

large datasets efficiently with comparable execution time. 

4.6 Chapter Summary 

Remote monitoring of patients in healthcare centers and assurance of alarms in case of 

emergency is the main application of WBSNs. Hence, it is mandatory that the application should 

be highly reliable and accurately detect physiological anomalies. The occurrence of false alarms 

in medical scenario dissipates the processing power and human resources. In this chapter, 

initially a linear correlation based outlier detection approach for big sensor data has been 

proposed. In the proposed approach, correlation evaluator has been formalized to find out the 

statistical relationship among sensors. Since in various application scenarios, the sensor nodes 

are correlated either linearly or non-linearly. Hence the proposed approach is further enhanced to 

detect outliers in both linearly as well as non-linearly correlated datasets. The prediction based 

anomaly checker detects point outliers using linear and non-linear kernel functions. The outputs 

of point outlier detection are further refined for contextual anomalies using the correlation 

matrix. The main advantage of the enhanced approach is that it extracts the meaningful 

information about both linear and non-linear attributes in the dataset. The approach is also 

scalable to big data as it is implemented using distributed map reduce framework by forming 

multinode Hadoop cluster of eight nodes. The experimental evaluation validates the high outlier 

detection rate and low false alarms in comparison to other techniques. Also, the scalability of the 
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approach has been validated by varying the data size and the number of worker nodes. The 

outlier detection approaches proposed in this chapter are based on supervised learning model. In 

the next chapter we propose a framework for outlier detection based on the unsupervised 

machine learning model. 
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Chapter 5 

CLUSTERING BASED FRAMEWORK FOR 

OUTLIER DETECTION  

In this chapter, a clustering based framework for outlier detection is proposed. The existing 

clustering algorithms lack scalability and consistency. Initially a clonal selection principle based 

parallel fuzzy clustering algorithm for data clustering is proposed. The proposed algorithm works 

on the principle of clonal selection algorithm and uses the objective function of fuzzy clustering. 

The algorithm is implemented using a distributed map reduce framework. Then a framework for 

outlier detection is proposed based on the proposed clustering algorithm. The framework 

performs data compression, data clustering, and cluster refinement.  In Section 5.1 the 

background and preliminaries are given. Then, the proposed clustering algorithm is discussed in 

Section 5.2. Further, the working of the proposed framework is explained in Section 5.3. The 

performance evaluation and comparative analysis of the framework is given in Section 5.4. 

Standard parameters are used to evaluate the performance of the proposed approaches. The 

scalability of approaches are tested using distributed computing platform. 

5.1 Background and Preliminaries 

In this section, an intuitive explanation of the background algorithms is given. Firstly, the 

Piecewise Aggregate Approximation (PAA) compression algorithm with its improved version is 

explained in Section 5.1.1. Then, fuzzy c-means clustering and clonal selection principle are 
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discussed in Section 5.1.2 and 5.1.3 respectively. Finally, a brief explanation on working of map-

reduce framework is given in Section 5.1.4. The various notations used in this chapter are 

mentioned in Table 5.1 along with their context. 

 

Table 5.1: Notations and symbols used 

Notation Description 

P Length of original data series 

Q Length of compressed data series 

K Compression ratio / size of sliding window 

   Number of steps sliding window moves 

Y Original data series 

Ȳ Compressed data series using PAA 

Z Compressed data series using improved PAA 

Ab Antibody group 

Ag Antigen group 

Jmin Objective function of FCM 

∈ Threshold for objective function of FCM 

µij Membership function of i
th

 data value in j
th

 

cluster 

Af Affinity value / Similarity value 

Cj Centre of cluster j 

C Number of clusters 

R Weighting exponent / fuzziness factor 

Bi Boundary point 

Oi Outside point 

Ii Inside point 

np Total no. of points in all clusters 

np
i 

Number of points inside cluster i 

Tj Threshold for cluster j 
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5.1.1 Piecewise Aggregate Approximation 

PAA is a simple compression method for scaling down dimensionality in time series data. It 

proximate a time series Y= [y1, y2, y3, . . . ,yp] of length p in a q dimensional vector Ȳ = 

[ ̅    ̅    ̅      ̅ ] where, q ≤ p and Ȳ is calculated as follows: 

 ̅  [  ̅]  
 

 
∑   

(  ⁄ ) 

  
 
 
(   )  

 

Although the compression technique is simple but, while detecting outliers it may not work well 

for some particular cases. For example, consider a situation where data value greater than 8 is 

presumed anomalous and let the original data series be Y = [3, 5, 7, 2, 11, 2]. The value of 

compression ratio (k) assumed is 3 in this case. After compression, the new series becomes Ȳ = 

[5, 5] which is a non-anomalous series but, the original data series was anomalous. 

To deal with this problem improved PAA was proposed [127]. In improved PAA the variance of 

particular sequence is also considered along with its compressed value. The variance of the i
th

 

element of new data series is defined as: 

     
 

 
∑ (     ̅)

 

   

   (   )  

 

The final outcome of compression is represented as Z = [zi] = (  ̅     ) and the sliding window 

size is equal to the compression ratio k. 

5.1.2 Fuzzy C-Means Algorithm 

The fuzzy c-means (FCM) clustering algorithm was developed by Dunn [107] and further 

augmented by Bezdek [108]. It is the most widely adopted fuzzy clustering algorithm that has 

been applied in various application areas such as data mining, medical diagnosis, pattern mining 
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etc. The algorithm partitions q data elements zi (i = 1, 2, 3, …. , q) into c fuzzy clusters. The 

degree of membership of a data point zi to a cluster j is defined by µij ∈ [0, 1]. The FCM 

algorithm generates clusters by minimizing the value of objective function which is represented 

by Jmin. 

     ∑∑(   )
 |     |

 
 

   

 

   

 

Where, |     |
 
 is the dissimilarity of i

th
 data point to the j

th
 cluster center,     is the 

membership value of the i
th 

point in the j
th

 cluster, c is total number of clusters, ∈ denotes 

threshold value and r is the fuzziness factor whose value lies in between 1 and ∞.  

The sequence of steps of fuzzy c-means algorithm is given below:  

1) Initialize c, r, zi, and ∈. 

2) Randomly initialize the membership matrix U such that summation of membership values of 

every element in different clusters should always be unity. 

U = [µij] where ∑          ∀         
 
    

3) Find out the cluster centers Cj using µij. 

Cj = 
∑ (   )

   
 
   

∑ (   ) 
 
   

⁄   ∀          

4) Calculate the new membership matrix based on cluster centers using: 

    (∑ (
|     |

|     |
⁄ ) (   )⁄

 

   
)   

5) If Jmin reaches minimal optimal solution or maximum number of iterations are reached then 

stop the iteration else go to step 3. 
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5.1.3 Clonal Selection Algorithm 

The clonal selection procedure is a heuristic algorithm similar to genetic algorithm. The two 

differs significantly in terms of inspiration, notation, and preliminaries. Genetic algorithm adopts 

terminology from natural genetics whereas CSA (clonal selection algorithm) uses immunological 

terminology. De castro and Von Zuben proposed CSA based on clonal selection principle and 

biological immune system [150].  

 

 

 

 

 

 

 

 

Figure 5.1: Workflow of clonal selection algorithm 

The algorithm was developed for recognition of different patterns and to resolve problems of 

multimodal optimization. It acquires memory property of human body to identify similar 

antigens instantly and explores optimal solutions using mutation. The workflow of the CSA is 

shown in Figure 5.1. The process of the clonal selection algorithm is given as follows: 

1) Randomly initialize initial antibody group, Ab. 

2) For each antigen, record its similarity with every antibody. 

3) Select N highest affinity elements whose value of objective function is lower in comparison 

to others. 
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4) Clone them based on their similarity (higher similarity means the higher number of clones). 

5) Mutate all the clones based on their similarity value (higher similarity means less mutation 

rate). 

6) Replace initial antibody group with these mutated clones. 

7) Go to step 2 until stopping criteria is reached. 

5.1.4 Map Reduce Framework 

Hadoop is an open source framework which implements different algorithms using map reduce 

paradigm. It consists of two parts that are HDFS (Hadoop distributed file system) and map 

reduce [151]. HDFS is used to store large datasets and map reduce for processing of data. HDFS 

splits the dataset into smaller chunks according to default block size of Hadoop (64MB) or user 

defined block size. After that these chunks are processed with map reduce programming using 

multiple nodes. The two programs implemented in map reduce are mapper and reducer [152]. 

Both map and reduce functions work on <key, value> pairs.  

 

 

Figure 5.2: Working of Map-reduce 
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The map task takes input records in <key, value> pair, processes the data and generates 

intermediate data in the same format. The reduce function takes intermediate data as input, 

aggregates the data generated from different mappers and produces the final output. The working 

of map reduce is shown in Figure 5.2. 

5.2 Design of the Proposed Framework 

The proposed approach for anomaly detection is based on data compression and fuzzy clustering. 

It is analyzed from the literature that fuzzy clustering approaches tend to outperform hard 

clustering approaches in terms of accuracy. But, there is problem of local convergence in 

traditional fuzzy clustering algorithms. Hence, various different variants of traditional fuzzy 

clustering algorithms were proposed that overcome the problem of local convergence. But these 

approaches were based on centralized systems hence takes large execution time when there is 

need to process large amount of data. The traditional fuzzy c-means algorithm using centralized 

framework was proposed in 1981. With the advancement in technology the distributed map 

reduce framework was proposed in 2004 by Google which makes the algorithms fast and 

scalable. The map reduce programming model was implemented as open source software 

framework named Apache Hadoop in 2005.  The map reduce framework based fuzzy c-means 

clustering was proposed by Ludwig in 2015.   However, the problem of local convergence still 

remained in the proposed fuzzy clustering approach using distributed framework. To resolve the 

issue of local convergence, the proposed approach initializes the cluster centers based on an 

artificial immune system inspired algorithm that is clonal selection algorithm. 

Also, it has been observed in the last decade that enormous amount of data is coming from 

various wireless sensor networks. To apply fuzzy clustering on large amount of data requires 

complex computations which increase computational time and overhead in comparison to hard 
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clustering algorithms. Thus, to reduce computational overhead and to maintain time efficiency 

comparable to hard clustering approaches, the data has been initially compressed using the 

modified piecewise aggregate approximation. Then, a distributed clustering approach has been 

proposed for data clustering. The algorithm for clustering is implemented using map reduce 

framework. 

                          

Figure 5.3: Workflow of the proposed framework 

Most of the techniques surveyed for detection of anomalous data use clustering as the basis of 

classification. The Detection Rate (DR) of these approaches is comparatively lower as the 

detection was completely based on clustering results and the clusters are not refined. Thus, in 

order to detect anomalies more accurately with low False Alarm Rate (FAR), the clusters are 
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further refined in the proposed framework. The proposed cluster refinement algorithm 

specifically works on boundary points of large clusters by keeping in mind accuracy as well as 

the efficiency of the algorithm.  The unified framework which integrates the proposed algorithms 

for different purposes is illustrated in Algorithm 5.1 and the workflow of the proposed 

framework is presented in Figure 5.3. 

  

Algorithm 5.1: Integrated framework for anomaly detection 

Input: original data series (Y) 

Output:  outlier clusters and outlier points in data series 

1. Begin 

2. read dataset 

3. if data is redundant then 

4.     remove redundancy 

5. else if data is not normalized 

6.           do data normalization 

7. call (algorithm 2)              // Phase 1: Dimensionality reduction 

8.     compress(yi, k) 

9.        return Z 

10. call (algorithm 3)              // Phase 2: Cluster formation 

11.     Cluster(Zi, c, ∈) 

12.             return c clusters 

13.      call (algorithm 4)              // Phase 3: Data points classification 

14.          classify points as Oi, Bi, Ii 

15.      call (algorithm 5)              // Phase 4: Cluster refinement 

16.     cluster refinement (c) 

17.        return outlier clusters, outlier points 

18. End 
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5.2.1 Phase 1: Dimensionality Reduction 

To deal with the issue of data overhead modified piecewise aggregate approximation (PAA) is 

used in the proposed framework for compression of data. The main purpose of the proposed 

framework is efficient and accurate detection of anomalous subsequences. Thus, the data loss 

during compression is of least concern and the accuracy of detection is not affected by 

compression. 

 

Algorithm 5.2: Modified PAA 

Input: original data series(Y), compression ratio (k) 

Output: compressed data series(Z) 

1. for each sliding window i 

2. begin 

3.     for j = 1 to k 

4.          begin 

5.        Yi= [yj] 

6.        calculate   ̅ 

7.        calculate vari 

8.         zi = (   ̅̅̅, vari) 

9.        end 

10. end 

11. return Z 

 

 

Figure 5.4: Movement of sliding window 
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The PAA compression algorithm is preferred as it is time efficient in comparison to other 

compression techniques like Fourier transform, wavelets and so on [153]. The number of steps 

sliding window moves is represented by k'. In the existing state of art algorithms for better 

accuracy the value of k' was taken 1 (k'=1). But, for small value of k' the time efficiency is low. 

In the proposed framework the modified PAA is used where the value of k' is taken (k-1) for 

better time efficiency. As variance of each subsequence is also considered so, the large value of 

k' will not affect the accuracy of the result. The movement of the sliding window is shown in 

Figure 5.4 with compression ratio 4. The procedure of the compression is illustrated in 

Algorithm 5.2. 

5.2.2 Phase 2: Data Clustering 

The proposed algorithm for clustering is prominent from different traditional algorithms for 

clustering. It is analyzed from the literature that fuzzy clustering approaches tend to outperform 

hard clustering approaches in terms of accuracy. However, the problem of local convergence still 

remained in fuzzy clustering using distributed framework. To overcome the limitations of 

parallel fuzzy clustering by considering the advantages of both clonal selection and fuzzy 

clustering a parallel algorithm is proposed for clustering data. The proposed algorithm works on 

the principle of clonal selection and objective function of parallel fuzzy c-means. The approach 

is implemented using map reduce framework in order to make the approach scalable to large 

amount of data. The workflow of the proposed clustering algorithm is presented in Figure 5.5. 

The analogy of the notations used in clonal selection algorithm and fuzzy clustering is described 

as follows: 

 Ab represents the antibodies group which consists of m randomly initialized antibodies. Each 

antibody represents a set of randomly initialized cluster centers. 
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Ab = [Ab
1
, Ab

2
, ……. , Ab

m
] and 

Ab
i
 = [Ci1, Ci2, ……… , Cic] where  i = 1 to m 

 Ag represents the group of antigens which denotes the data set to be clustered. 

Ag = [Ag
1
, Ag

2
, ……. , Ag

q
] 

where q is the number of antigen population that is the total count of unlabeled records. 

 The similarity of the antigen group to a particular antibody is affinity and is represented by Af 

and is calculated using objective function Jmin. 

Af = Af (Ab
i
) = 1/ (1+Jmin) 

 The number of clones generated is calculated as follows:  

Nc = m
2
 + m 

 Mc represents the memory cell that is, the best antibody having highest affinity value at 

convergence and is the optimal cluster centroid. 

 

Figure 5.5: Flowchart of proposed clustering algorithm 
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Algorithm 5.3: Clonal Selection based Parallel FCM Clustering 

Input: antibodies, antigens, threshold 

Output: memory Cell, antigen matrix, data points 

Map phase: 

1. if iteration = 1 then 

2.      initialize Ab 

3. for i = 1 to m 

4. begin 

5.     Calculate antigen matrix (    ) corresponding to each Ab
i
  

6.     send output to reducer(Ab
i
, Ag,    ) 

7. end 

Reduce phase: 

8. for i = 1 to m 

9. begin 

10.     calculate Af
i
 =  Af(Ab

i
)                            // Affinity calculation                          

11. end 

12. if iteration > 1 then 

13.           = Ab
i
 where Af =  max(Af

i
)         // Memory cell selection 

14.       if    - Mc < ∈ then 

15.             return Mc and exit 

16. sort Af
i
 desc                                            // Affinity ordering 

17. Mc = Ab
i
 where Af =  Af 

1
 

18. for i= 1 to n 

19. begin 

20.      Haf
i
 = Af

i
                                             // Antibody selection 

21.  end 

22. for each Haf
i
  

23.      clone corresponding Ab
i
                    // Cloning and mutation 

24. mutate all the clones based on their affinity values 

25. choose m mutated antibodies 

26. iteration ++ 

27. send mutated antibodies to mapper 
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The proposed clustering algorithm works in two phases that is the map phase and the reduce 

phase. In map phase, randomly selected antibodies are entered as input which is considered as 

keys in the (key, value) pair and the data points in the dataset as values. In map phase firstly 

randomly initialize some antibodies and then calculate the antigen matrix corresponding to each 

data point and antibody. Then this output is sent to reduce phase where affinity corresponding to 

each antibody is calculated based on objective function of FCM. The calculated affinities are 

then sorted and the antibodies corresponding to n highest affinities are cloned and mutated to 

generate new antibody population.  

The newly generated antibody population is again sent to map phase and the whole process is 

repeated until convergence. The final set of centroids is the highest affinity antibody after 

convergence which is known as memory cell. The population is finally clustered according to 

this memory cell. The complete procedure of the proposed clustering approach is given in 

Algorithm 5.3. 

5.2.3 Phase 3: Data Point Classification 

In most of the anomalous datasets the edge where the normal data point and where the 

anomalous data point resides is not clearly distinct. As every data point in a dataset has a 

different probability of belonging to different clusters. So, the fuzzy set theory can be used in this 

situation to detect outliers. In fuzzy set theory, membership functions are employed to represent 

the likelihood of a data point belonging to a particular cluster.  

In the proposed framework, the modification of basic fuzzy c-means is made. The three crisp 

partitions of data points are considered in the proposed framework that are inside points, outside 

points and boundary points of a cluster. These points are differentiated on the basis of their 

membership values. The internal points have membership values approximately equal to one, the 
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membership values of boundary points lies strictly in between 0.3 and 0.7. As the outside points 

do not belong to any cluster thus, their membership value is near zero. The procedure used for 

the data point classification is given in Algorithm 5.4. 

 

Algorithm 5.4: Data point classification 

Input: data points(Z), membership values 

Output: classified data points 

1. begin 

2. for j = 1 to c 

3. begin 

4. for i = 1 to q 

5. begin 

6.  if µij< 0.3 

7.       return i as Oij              // Outside point 

8.  else if µij> 0.7 

9.        return i as Iij              // Inside point 

10.  else if  0.3 ≤µij ≤0.7 

11.         return i as Bij            // Boundary point 

12.     end 

13.  end 

14. end 

 

5.2.4 Phase 4: Cluster Refinement 

In most of the traditional methods for anomaly detection after clustering, the data points residing 

inside small clusters are considered as outlier points. But, for the cases where outlier point lies 

within a big cluster with a low membership value, we have to compromise with the accuracy. In 

order to deal with this issue, a cluster refinement algorithm has also been proposed and used in 
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our framework. Each data point of the dataset is assigned to different clusters with varying 

membership values using CSPFCM. Then, the clustered data points have been labeled into three 

categories based on their membership values. The points having membership values near zero 

are considered as outside points (Oi), the points having membership values near 1 are inside 

points (Ii), and the points having membership values strictly in between 0.3 to 0.7 are boundary 

points (Bi).  

 

Algorithm 5.5: Cluster refinement 

Input: Clusters generated  with classified data points 

Output: outlier points, outlier clusters 

1. begin  

2. for j = 1 to c 

3. begin 

4. if np
j 
< avg(np)/3 

5.      return j as outlier cluster 

6. else 

7.     calculate threshold for that cluster 

                                            (
∑      
  

 

   

   
) 

8. for each boundary point Bi in cluster j 

9. begin 

10. if |     |     

11.     return Bi as outlier point 

12. end 

13. end 

14. end 
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In the proposed cluster refinement algorithm, the data points lying inside small clusters that are 

the clusters having data points less than one third of the average points are labeled as outliers 

without refining that clusters. But, there is a probability that non-anomalous clusters may contain 

some outlier points. For detection of outlier points residing inside non-anomalous clusters, 

cluster refinement is done on every boundary point of the non-anomalous cluster. The detailed 

procedure of cluster refinement is given in Algorithm 5.5. 

5.3 Experimental Evaluation 

To illustrate the performance of the proposed framework, experimental analysis has been carried 

out on five different real datasets. Experiments are performed on Dell Workstations T-5600 with 

INTEL Xeon e5 processor and 8 GB RAM. The implementation has been done in java using a 

multinode Hadoop cluster. The source of datasets is MIMIC II (Multiple Intelligent Monitoring 

in Intensive care) database of Physionet library [149]. In real application scenario the number of 

anomalous instances present was very few, so for testing the strength of the proposed framework 

and its different modules the anomalous instances are artificially added to the original data. For 

comparative analysis, the traditional FCM algorithm, FCM algorithm with the clonal selection, 

and compressed k-means algorithm with AIS are taken as the baseline. 

5.3.1 Datasets Used 

The Physiobank is a large archive of physiological signals and data to be used for biomedical 

research. It currently includes data of healthy subjects and of patients with various health 

implications such as heart failure, respiratory failure, neurological disorders, trauma etc. For our 

experimental evaluation, we have taken various datasets which are cases of brain injury, sepsis, 

respiratory failure, cardiogenic shock, and trauma. The details about the datasets are given in 
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Table 5.2. The physiological parameters taken from the datasets are Heart rate (HR), Pulse, 

Respiration rate (Resp), Oxygen saturation in the blood (SPO2), arterial blood pressure (ABP) 

etc. Sensor values of different parameters for the datasets are shown in Figure 5.6. The spikes in 

the Figure 5.6 represent the outlier points for that particular physiological parameter. 

   

       

                              

Figure 5.6: Sensor values for different datasets 
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Table 5.2: Datasets Used 

Dataset Record no. Clinical Class Measurements 

D1 221 Brain injury ABP, HR, PULSE, RESP, SpO2 

D2 224 Sepsis RESP, SpO2 

D3 291 Sepsis ABP, HR, RESP, SpO2 

D4 405 Cardiogenic Shock ABP, ART, HR, PAP, PULSE 

D5 485 Trauma ABP, C.O., CVP, HR, TBLOOD,SPO2, 

PAP, PAWP 

 

5.3.2 Selection for Optimal Value of Parameters 

The size of sliding window that is compression ratio and the total count of number of clusters are 

two main parameters which have the considerable impact on the efficiency and accuracy of 

classification results. Hence, various trials are carried out to determine the suitable value of 

compression ratio and the number of clusters.  

The suitable value of these two factors signifies that the detection results of the proposed 

framework are precise and robust. The results of the values of parameters are analyzed only for 

dataset D5. The accuracy percentage of the proposed approach for dataset D5 by varying 

compression ratio and number of clusters is demonstrated in Table 5.3. 

 

Table 5.3: Accuracy %age under different k and c 

N
u

m
b

er
 o

f 
C

lu
st

er
s 

(c
) Compression Ratio (k) 

 5 10 15 20 

2 97.34 96.01 95.08 94.65 

3 97.01 96.33 95.68 95.01 

4 98.90 98.55 97.43 96.97 

5 98.99 98.67 98.00 97.54 
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It is perceived from the Table 5.3 that lesser the compression ratio, more the accuracy. But, with 

decrease in window size the number of frames increases hence computation time also increases. 

On the other hand, with the increase in compression ratio that is by increasing size of window the 

accuracy decreases. However, the effect on accuracy by increasing the number of clusters is 

opposite to the compression ratio. More clusters imply greater accuracy but, the time taken for 

computation also increases and the results are contradictory when the number of clusters 

decreases. Hence, in order to maintain a balance between time efficiency and accuracy, the most 

appropriate selected values of k and c are 10 and 4 respectively. 

5.3.3 Performance Analysis 

5.3.3.1 Optimality of Cluster Structure 

The result of clustering depends on the predefined number of clusters. To obtain optimal value of 

number of clusters there exists various clustering indices which estimate goodness of clusters 

[154]. The Xie and Beni index is used in fuzzy clustering to check the compactness of clusters 

and to identify different fuzzy partitions. The index gives a validity criteria based on a function. 

The validity function depends on the distance between centroids of different clusters, dataset, 

distance matrix etc. and does not depend on the fuzzy approach used.  The compactness of a 

cluster and intercluster distance are taken as parameters for evaluating goodness of the clustering 

algorithm. The XB index is calculated as follows: 

2

min/xb fI J Nd
 

Where, Ixb is Xie Beni index value, Jf is fuzzy objective function, N is total number of data points 

and dmin is the minimum intercluster distance. The larger value of dmin signifies more separate 

clusters hence results in smaller value of XB index. The cluster structure is optimal in case of 

PCSFCM which is validated in Figure 5.7 using Xie Beni (XB) index [155]. As the value of XB 
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index is lowest in case of PCSFCM which signifies that the cluster structure is more optimal as 

compared to other two algorithms. 
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Figure 5.7: Xie Beni index for different algorithms 

5.3.3.2 Accuracy 

The performance of the different modules of the suggested framework is evaluated by comparing 

it with existing state of art approaches on the basis of detection rate and false alarm rate. The rate 

of detection is represented by DR and is calculated as: 

    
  

     
 

where, TP represents the number of true positives that are the count of instances which are 

correctly identified as anomalous by the framework. FN represents false negatives that are the 

count of instances which are misclassified as non-anomalous by the framework. False positive 

rate symbolized by FPR and is calculated as: 
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where, FP is false positives that are the count of instances which are misclassified as anomalous, 

TN is true negatives that are the count of instances which are correctly classified as non-

anomalous. TP, FP, TN, FN are shown in Table 5.4. The numeric value 1 in the table represents 

an anomalous instance and 0 represents the instance as non-anomalous. 

Table 5.4 Confusion Matrix 

 TP FP TN FN 

Actual 1 0 0 1 

Output 1 1 0 0 

 

The comparison of the proposed framework with existing techniques on the basis of detection 

rate is shown in Figure 5.8. It is perceived from the figure that the detection rate of the proposed 

framework is better than the existing approaches such as fuzzy c-means, k-means with AIS, and 

clonal selection based fuzzy c-means. 

 

 

 

 

 

 

 

 

Figure 5.8: Comparison of proposed and existing approaches based on detection rate 
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The analysis of detection rate with respect to false alarm rate is demonstrated in Figure 5.9 and it 

is observed that for the identical value of the false alarm rate the accuracy of the proposed 

framework is much better in comparison with other methods. 

 

        

      Figure 5.9: Comparison of detection rate w.r.t. False alarm rate 

5.3.3.3 Scalability of Proposed Clustering Algorithm 

The CSPFCM algorithm is proposed in the framework for scalability and  is validated on big 

data by considering a dataset having size greater than the default block size of Hadoop.  

The default block size in apache Hadoop is generally 64 MB. The proposed algorithm is 

implemented for different real datasets taken from physionet library and a comparative analysis 

is done with various similar existing algorithms as shown in Figure 5.10. It is perceived from the 

Figure 5.10 that for datasets D1 and D2 which are having data size less than default block size of 

Hadoop the existing approaches are equally time efficient in comparison to proposed algorithm 

for scalability. However as the data size increases, by using multiple worker nodes the proposed 
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clustering algorithm takes significant less amount of time for data clustering which is perceived 

using dataset D3, D4 and D5. 

 

 

      Figure 5.10: Comparison with existing clustering approaches 

 

The analysis of the proposed algorithm is also done by varying the number of worker nodes in a 

Hadoop cluster. In map reduce framework every dataset is divided into chunks of size less than 

or equal to default block size. Each data chunk is processed by different mappers depending on 

the number of mappers. Here in our analysis datasets D1 and D2 are not segmented as they are 

having data size less than default block size of Hadoop. So, the time taken by D1 and D2 by 

varying the number of nodes is approximately equal as perceived from Figure 5.11. The dataset 

D3 is divided into two chunks hence, the time taken for processing decreases by adding second 

node and remains almost constant after two worker nodes. For dataset D3 and D4 number of data 

chunks are more than two so the time taken further decreases by increasing number of nodes.  

Hence, it is observed from the Figure 5.11 that the proposed algorithm is scalable and efficiently 

handles big data. 
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Figure 5.11: Run time with different number of nodes 

 

 

Figure 5.12: Detection rate in case of multiple runs 

 

The consistency of the approach is shown in terms of detection rate during multiple executions. 

It is seen from the Figure 5.12 that for different datasets the detection rate during multiple runs 
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5.4 Chapter Summary 

In this Chapter, an integrated framework for detection of anomalous data has been proposed. The 

framework is distributed into four phases. In the initial phase a set of subsequences are generated 

using a static sliding window. Then, these subsequences are compressed using modified PAA. 

Compressed subsequences are then clustered in second phase using proposed clustering 

algorithm and then the data points are classified based on their membership values. In the final 

phase the classified clusters are refined using proposed cluster refinement algorithm. For 

validation, the proposed framework is compared with existing state-of-art algorithms. The results 

obtained indicate that the proposed framework accomplishes high accuracy with lesser number 

of false alarms in comparison to its counterparts. The main edge of this approach is that it refines 

data after clustering and it is implemented on distributed framework which increases the 

classification accuracy and total time efficiency of the framework. In the next chapter the 

complete research work is concluded and future directions in the field of outlier detection are 

provided. 
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CHAPTER 6 

CONCLUSION AND FUTURE DIRECTIONS  

In this chapter the main contribution of the thesis and future directions in the field of outlier 

detection and data analytics are presented. The research contribution is discussed in Section 6.1 

and future directions in Section 6.2. 

6.1 Main Contribution 

In this thesis, the main focus is on designing models and algorithms for outlier detection in 

wireless sensor networks. A distributed map reduce framework is used for processing large 

amount of data. It is seen that the sensors in real application scenarios are often correlated to one 

another in some manner. However, existing distributed techniques for outlier detection do not 

considered this aspect of data. Hence, an efficient approach based on linear correlation is 

proposed for finding outliers. The proposed approach uses Sequential Minimal Optimization 

regression for finding point outliers. After finding point outliers the contextual outliers are found 

considering linear correlation among attributes. The proposed approach performs better than 

similar existing approaches for outlier detection in terms of classification accuracy and time 

efficiency. 

Further, it is observed that, in real applications none of the sensors in series exhibit a truly linear 

relationship and give unavoidable errors due to the assumption of linearity. But, the proposed 

approach is able to handle only linear relationships among data attributes. Hence, to overcome 

the above limitation the proposed approach is further enhanced to detect outliers in non-linearly 
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correlated datasets as well. The work assumes that collections of sensors in the datasets are 

linearly as well as non-linearly related. The enhanced approach works on non-linear kernel 

function of SMO regression. It finds both linearly and non-linearly correlated attributes using 

different algorithms. The approach is validated using the dataset of real medical sensors taken 

from Physionet library and simulated using various non-linear functions. The proposed approach 

is scalable and is able to detect outliers from large datasets efficiently. The performance of the 

proposed algorithm is compared with the existing algorithms and our previously proposed linear 

correlation based algorithm.  

Further, an integrated framework for detection of outliers using the proposed clonal selection 

based Fuzzy C-means algorithm is proposed. The proposed algorithm works on the principle of 

clonal selection algorithm and uses the objective function of fuzzy clustering. The framework is 

based on data compression, data clustering, and cluster refinement. To validate the proposed 

framework, the experiments are performed on real and synthetic data sets. The first phase of 

experimentation is performed on testing the proposed clustering algorithm and comparing it with 

the existing state-of-art clustering algorithms. It is observed that the clusters formed by proposed 

clustering algorithm have more optimal structures than state of art clustering algorithms. The 

formed clusters are further refined using cluster refinement algorithm to increase accuracy of the 

outlier detection.   

6.2 Future Scope 

The research described in this thesis has a number of promising directions for future research. 

The work might be explored to various applications like credit card fraud detection, 

recommendation system, malware detection etc. for obtaining interesting patterns. Further, there 
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are various areas in different domains that need to be touched for detection of unusual events so 

that one can contribute towards the betterment of the society. 

Outlier detection in dynamic data 

Data generated from domains like social networks, collaboration networks, weather forecast tend 

to change dynamically with time. Mining real time data is a very active area of research. Some 

examples include analyzing the properties of time-evolving sensor networks, mining dynamic 

datasets and growing recommendation systems. 

Mining images for detecting outliers  

The outlier detection can be explored by mining key patterns from image. In such applications, 

based on the similarity between the time evolving images interesting patters can be detected.  

Evolutionary algorithms for outlier detection 

Various other genetic algorithms might be explored for outlier detection to increase efficiency 

and accuracy of the existing approaches.  
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