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Abstract

Radio Frequency Identification (RFID) is one of the leading wireless technologies in

the field of Automatic Identification and Data Capture (AIDC). With its increasing popu-

larity amongst the researchers and industries, it has been successful in paving its way to

the healthcare domain. Potential healthcare applicationsof RFID are limited to tracking

of assets and monitoring of patients inside the hospital premises. However, with an expo-

nential increase in internet users, there is a steep increase in mobile healthcare solutions.

So, this thesis proposes a novel healthcare application using RFID-enabled devices, which

aims to monitor the patients’ health while they travel outside the hospital premises. Integra-

tion of vehicular cloud computing (VCC) and intelligent transportation systems (ITS) has

been proposed in this work to provide uninterrupted services to the patients even on-the-fly.

However, potential security breaches in such an environment may lead to various types of

issues such as-information leakage, identity revelation,tracking, etc. Thus, privacy needs

to be embedded in such applications so as to maintain highestlevels of privacy and authen-

ticity at all times.

In order to address these issues, this thesis proposes an intelligent authentication scheme

for RFID-enabled healthcare applications in VCC environment. In the proposed scheme,

both server and tag authentications are protected by the strong Elliptical Curve Cryptogra-

phy (ECC) based key generation mechanism. The proposed scheme is found to be secure

as it establishes mutual authentication between the serverand tags while protecting against

replay, tracking, eavesdropping, cloning, and forward secrecy risks. Moreover, evaluation

of the proposed authentication scheme with respect to various parameters such as-storage

requirements, communicational overhead generated, and computational complexity pro-

vides better performance in comparison with the existing schemes. In addition to this, the

formal security verification of the proposed protocol is also presented using an automated

tool-AVISPA. The obtained results indicate that the protocol is suitable for RFID-enabled

devices and provides better security than its previous counterparts.

Keywords: Authentication Mechanism, Elliptic curve cryptography, Healthcare Ap-

plications, Radio frequency identification, and Petri Net.
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Chapter 1

INTRODUCTION

Radio Frequency Identification (RFID) is one of the most popular technologies in the field

of automatic identification of objects ranging from assets and equipments to living beings.

The seeds of this novel technology were laid during the WorldWar-II (1939 to 1945). Dur-

ing that time, it was simply used against target detection and to differentiate between friend

and foe weapons. This technology has gained huge momentum during the last couple of

years. Today, numerous applications such as-automatic asset tracking, logistics, tracking

and locating medical equipments, laboratory samples, garbage, humans and many more

are supported by RFID [1–3]. The list is endless with RFID leaving its marks in almost

each and every field ranging from healthcare systems to supply management systems and

passport and baggage identification systems at airports [1].

RFID’s dropping cost and distinct features have played a vital role in accelerating its

wide scale adoption. Some of these features are mentioned asfollows. Firstly, the de-

vices equipped with RFID tags can be uniquely identified using radio waves. Secondly, it

supports passive and battery free communication model between the RFID tags and read-

ers [4]. The most important feature of RFID is that, it is based on the contactless iden-

tification scheme, unlike conventional bar code technology. Due to these reasons, RFID

technology has been successful in replacing the conventional bar code technology by a

large extent [1,3]. These differences between the two technologies has changed the face of

number of industries where asset, object, human, animal, etc. monitoring and tracking is

of utmost importance.

A typical RFID system is depicted in Fig. 1.1. It comprises ofthree main components:

a RFID-enabled reader, one or more tags, and a back-end server. Reader (also called an

interrogator) is device that helps to identify the RFID-enabled devices called tags [2, 3]. It

identifies the objects with the help of radio waves by emitting a continuous wave. In return

to these waves, tags modulate the backscattered signals to respond with the required data.
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Figure 1.1: A typical RFID system comprising of: A reader, tag, and back-end server.

Finally, the interrogator decodes the received signals to successfully identify the RFID-

tagged objects. RFID tags or responders are basically miniature chips that are tied to the

objects that needs tracking and remote identification. These tags can be broadly classified

into three categories as-active, passive and semi-passive[2,5,6]. On the other hand, RFID-

enabled server is a central repository of tag-reader related data and information. Often,

these servers play a crucial role in validating the information shared by tags and maintain-

ing their real-time tracking information.

RFID has benefited the healthcare systems immensely. It is being utilized in the track-

ing of laboratory samples, monitoring of severely ill patients, tracking of hospital assets,

etc [1–3]. Tanet al.[1] gave a comprehensive study related to the implementation of RFID-

enabled systems in the healthcare industry. The authors have classified the RFID technol-

ogy applications in 5 prominent domains with respect to healthcare industry as: i) Medical

asset tracking, ii) Patient identification, iii) Patient tracking, iv) Anti-counterfeiting, and

v) Medication safety. In addition to this, many researchersand several industries are also

working of the concept of RFID-implant systems [7,8]. Moreover, the use of RFID for clin-

ical purposes has been declared safe by the US Food and Drug Administration (FDA) [7].

Thus, the use of RFID-based systems has become quite ubiquitous across the healthcare

industry and its wide scale adoption across various operations necessitates addressing its

related security issues. These issues have been extensively explored amongst the academia

and industry. Thus, several authentication protocols havebeen proposed in the literature in

order to enhance the security of RFID-related applications. However, some of these proto-

cols purely target resistance against security attacks, while a few others target the stringent

2



computational resources of RFID tags. Thus, it is essentialto maintain a trade-off between

efficiency and security while designing secure authentication protocols for RFID devices.

This thesis deals with the implementation of RFID in the healthcare domain to provide

services to the passengers on wheels. This means that RFID-enabled devices would be

integrated with existing vehicular ad hoc networks (VANETS) to capture and forward the

patients’ physiological data to a central server. This would result in generation of enormous

amount of data, which would require dedicated resources in terms of its storage, processing

and management. Thus, a cloud based approach provides an attractive solution to handle

these challenges on a real time basis to save countless lives. So, this thesis proposes a novel

architecture that deals with integration of RFID coupled VANETs with the cloud compu-

tation platform. This coupling has the potential to unleashgreater possibilities in terms

of higher scalability, faster processing, immense storage, greater flexibility and reliability.

This helps to reduce the response of the medical services available on the fly and provides

more accurate and quicker information than ever before. Essentially, this coupling provides

attractive options to create a cyber-physical system in which vehicles act as the data collec-

tor and cloud as the data provider.

Furthermore, this thesis also proposes an efficient authentication mechanism for en-

hancing the security of the RFID-based healthcare system. This enables secure communi-

cation between authenticated RFID tags and the centralizedserver via RFID readers. The

entire authentication mechanism is based upon the lightweight Elliptic Curve Cryptogra-

phy (ECC) technique. It is one of the most secure techniques in public key cryptography

till date. ECC comes into play where the requirements with respect to security of data,

computational resources, and battery life of the underlying device need to be justified in an

efficient and scalable manner. Thus, ECC-based authentication mechanism in the proposed

healthcare scheme seems to be a viable option keeping in viewthe security of patients’

related data and reduced computational resources of RFID devices.

The rest of the thesis is organized as follows. Chapter 2 highlights the research progress

done in the field in RFID and ECC. Chapter 3 presents the need and challenges of imple-

menting the ECC-based authentication scheme for RFID-equipped healthcare applications.

It also highlights the main contributions of this work. Detailed description about the pro-

posed healthcare scheme and the related authentication protocol is presented in Chapter

4. Chapter 5 presents the summative overview of the securityfeatures offered by the pro-

posed scheme. Chapter 6 provides the performance evaluation of the scheme with re-

spect to existing schemes. The formal analysis of the proposed scheme is elaborated using

widely accepted tool-Automated Validation of Internet Security Protocols and Applications

(AVISPA). Finally, research directions and conclusions are summarized in Chapter 7.
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Chapter 2

LITERATURE SURVEY

This chapter highlights the RFID technology with respect tothe various existing proposals.

It has been extensively investigated with respect to numerous authentication mechanisms,

security and privacy issues, and contention resolution schemes. This chapter highlights

some of the prominent works specifically related to authentication protocols in RFID-

enabled systems. In addition to this, the chapter also provides preliminary details about

ECC and Petri-nets (PNs).

2.1 Related Work

A number of authentication protocols have been proposed in the context of RFID-enabled

applications [9–23]. The main challenge in the implementation of these protocols is partic-

ularly the limited computational and storage capacity of the RFID-enabled devices. These

protocols range from server-less authentication mechanism to purely server-based authen-

tication schemes. Moreover, these authentication protocols also differ with respect the

cryptographic techniques used. These techniques range from purely hash-based functions

to pseudo random number generator algorithms and robust public key cryptographic ap-

proaches. The preferred choice however, in this context, isthat of ECC-based protocols

due to their inherit capacity of smaller key sizes and bettersecurity in comparison with

other cryptographic techniques [24]. This segment explores a few of these related proto-

cols and architectures which have been proposed so far.

The cryptographic approaches proposed in the literature sofar, can be categorized into

two broad categories: i) Non-public key cryptosystem, and ii) public key cryptosystem.

The former cryptosystems comprise of various simplistic approaches like one-way hash

functions, various bit-wise operations (OR, AND, OR, etc.), pseudo random number gen-

erators, CRC, etc. On the other hand, the latter comprises onmore complex but more secure
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Figure 2.1: Classification of RFID-based authentication schemes.

cryptographic techniques such as-RSA, AES, ECC, etc. The public key cryptographic ap-

proaches are further classified into: ECC based and non-ECC based types. Fig. 2.1 depicts

this classification of RFID-based authentication schemes.

Among the non-public key cryptosystem based protocols, Leet al. [25] proposed an

authentication protocol along with an authenticated key exchange mechanism. The authors

suggested that their protocol was highly secure and light weight for implementation on

RFID devices. It was purely based on pseudo random generation of bits. Furthermore, the

authors claimed that their protocol was secure against certain attacks such as-anonymity,

forward secrecy, availability, and authenticity. However, Chouet al.[22] and Ducet al.[26]

independently proved that this protocol was prone to de-synchronization and DOS attacks

respectively. In another work, Liu and Bailey [27] designeda privacy and authentication

protocol (PAP) specifically for supply chain management. The authors suggested that the

protocol was capable of providing privacy and authentication in passive RFID-enabled sys-

tems. Unfortunately, PAP was found to be susceptible to location tracking and tag spoofing

by Chouet al. [22].

Yu et al. [5] proposed a RFID-based authentication protocol based onthe implementa-
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tion of hash functions. The authors claimed the security of the said protocol on the basis

of an underlying hash function. Unfortunately, Chaoet al. [14] proved that this protocol

was vulnerable to information leakage attack. In another work, Chenet al. [15] proposed a

low cost authentication protocol particularly for RFID-based systems using hash functions.

The authors claimed that the protocol was efficient and was resilient against replay and for-

ward secrecy attacks. However, Chaoet al. [14] proved that the protocol was susceptible

to tag authentication and traceability attacks. Some otherprotocols which also fall under

the non-public key cryptosystem category are described in [28,29,29–31].

The above mentioned non-public key cryptographic approaches are suitable for RFID

systems in terms of reduced computational and storage cost.However in terms of security,

these approaches cannot match the public-key cryptographic schemes, which tend to pro-

vide higher security. Thus, this segment explores the research works in this direction. For

instance, Wonet al. [11], proposed an authentication protocol without the needof a central

database server which was based on AES-128. The authors suggested that their protocol

was suitable for low cost passive RFID devices in comparisonwith ECC and was resilient

against certain security attacks. Unfortunately, this notion of Wonet al.’s work was proved

to be invalid in [12], where Jialianget al. justified that the protocol leads to location track-

ing. Moreover, the scheme was found to be unsuitable for low cost RFID systems. In [32],

Chenet al. proposed an authentication protocol based on the concept ofquadratic residues

and hash function. The authors proposed that their protocolprovided protection against

a number of security attacks including mutual authentication, anonymity, tracking, replay,

etc. However, Caoet al.[33] demonstrated that this protocol could not resist impersonation

attacks. In addition to this, Yehet al.[34] also found certain loopholes in Chenet al.’s work

and claimed that the protocol was prone to location privacy and replay attacks.

Ahamadet al. [9] proposed an ECC-based RFID authentication protocol (ERAP) to

counterfeit the security issues related to tracking, cloning, eavesdropping, and physical at-

tacks. This protocol worked on the notion of off-line back-end server. It also provided the

mutual authentication between the two parties, i.e., RFID reader and tags. In another work,

Ahamadet al. [10] proposed another simple mutual authentication mechanism. The major

attraction of this mechanism was that, it was based on sever-less approach, i.e., it did not

involve any back-end server for authenticating the two parties. This protocol too defeated

various security attacks such as-tracking, cloning, and eavesdropping. In addition to this,

Liao et al. [16] compared a number of ECC-based protocols proposed for RFID systems

from the context of security. Along with this, the authors also proposed an ECC-based

authentication mechanism with secure ID-verifier transferprotocol. The authors proposed

that their proposed scheme was efficient and resilient against major security attacks includ-
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ing eavesdropping, traffic analysis, DOS, and privacy attacks. However, Peeterset al. [17]

proved that protocol proposed by Liaoet al. did not satisfy the mutual authentication and

was vulnerable to various attacks like tag masquerade, server spoofing, tag cloning, and

location tracking.

Druml et al. [21] also proposed an ECC-based protocol for the resource constrained

devices and applications. The author suggested that the protocol was flexible enough to

be implemented in RFID and near field communication (NFC) domains. Furthermore, the

scheme was capable of carrying out the authentication between RFID-enabled reader and

smart cards. All the extensive ECC-based calculations wereperformed on RFID readers’

end. Moreover, the authors have backed their protocol with appropriate test bed results and

depicted that it require 26 ms on an average to process the proposed authentication mech-

anism. However, Chou [22] independently proposed an authentication protocol for RFID

based applications based on ECC. The author proposed this protocol after performing the

microanalysis of other protocols and suggested that the proposed protocol was capable

enough to overcome the shortcomings of the previously analyzed protocols. He proposed

that the protocol was resilient against a number of securityattacks like replay, imperson-

ation, tracking and forward secrecy attacks. Unfortunately, Frasah [23] reviewed Chou’s

work and showed that it was vulnerable to impersonation, location tracking and forward

privacy. He further proved that Chou’s protocol did not support mutual authentication also.

In another work, Deursenet al. [18] and Bringeret al. [19] depicted that the proto-

col proposed by Leeet al. [20] was also vulnerable to replay and tracking attacks. Lee

et al. proposed an ECC-based protocol which was secure against various types of inside

attacks in the networks. Godoret al. [35] also designed a mutual authentication protocol

for low cost RFID systems based on ECC. The authors proposed that the protocol was

secure against replay attack, forward secrecy and trackingattacks. However, the protocol

was found to be insensitive with respect to forward secrecy and replay attack in [22]. In

addition to this, Batinaet al. [36] also gave an ECC-based protocol for authentication be-

tween RFID tags and readers. Unfortunately, the protocol was found to be unsafe for RFID

applications in [20]. Moreover, Liao and Hsiao [16] also demonstrated that the protocol

suffered from scalability issues and was unsafe against forward secrecy attacks.

Apart from the above mentioned research works which focusedprimarily on RFID’s

security, a number of research proposal have been proposed in the literature pertaining to

RFID implementation in healthcare industry. The upcoming segment provides a brief re-

view of the existing state-of-art in this direction. For instance, Yuet al. [5] proposed an

efficient data collection and dissemination RuBee (IEEE 1902.1 Standard) based system

in the field of telemedicine. The author proposed that RuBee tags and controllers oper-
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ate at lower frequency bands and hence, are more reliable than RFID tags. According to

the authors, the RFID tags are not re-programmable and thus,RuBee outperforms them.

However, Chenet al. [6] proposed an architecture model for e-healthcare systembased

on 2-generation RFID system that falsifies Yuet al.’s notion. Moreover, the architecture

proposed by the authors was found to be more scalable and flexible than the RuBee-based

system. It relied on the next generation RFID technology which supports reprogramming

of RFID tags with dynamic rule encoding scheme. In addition this, the proposed architec-

ture supported extensive and effective monitoring of patients and ensured constant avail-

ability of medical information (patients’ physiological data, prescriptions, availability of

medicines, etc.). However, the authors completely neglected authentication between the

RFID readers and tags to ensure the security of critical information at all times. Apart from

this, Al-Masri and Hamdi [37] proposed an RFID-based mobilemonitoring application in

the field of telemedicine. The authors suggested that their application offered a robust dis-

tributed system which was capable of monitoring patients’ health on a real-time basis. It

was formally named as RFIDTrack and it generated alarms for the hospital staff in case of

emergency situations. However, the scope of this application was limited within the hospi-

tal.

With advancements in the field of communication and telemedicine, technology has

gone a step further with implantation of RFID chips inside human body for medicinal pur-

poses. Working in this direction, Werber and Znidarsic [38]proposed an extensive survey

related to the potential scope of RFID implantable chips in healthcare industry. Further-

more, the US Food and Drug Administration (FDA) has declaredRFID chips to be safe for

healthcare purposes [7]. Security and privacy issues linked with implantable devices have

been explored in [8].

2.2 Background details about ECC

The foundation of the ECC was laid in the year of 1985 independently, by Neal Koblitz and

Victor Miller [24,39,40]. It is one of the strongest schemesamongst the other asymmetric

approaches such as-RSA, DH, etc. The strength of this technology lies in the fact that, it

offers greater security with smaller key sizes. This is because, decrypting the cipher text

using the public key in an intractable operation [24] in ECC and is referred to as Elliptic

Curve Discrete Logarithm Problem (ECDLP). Table 2.1 shows acomparative view of ECC

and RSA in terms of equivalent security and key sizes [24,39,40].

The security of ECC lies in the way the operations are performed over the elliptic curve.

The standard elliptic curve is based on the two dimensional cartesian coordinate system in
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Table 2.1: Comparison between ECC and RSA security with respect to number of bits.
ECC Key Size (Bits) RSA Key Size (Bits) Key Size Ratio
163 1024 1:6
256 3072 1:12
384 7680 1:20
512 15360 1:30

terms ofx andy. The finite field over which the curve is defined, falls into twocategories:

prime fieldGF(P) and binary polynomial fieldGF(2m) [24, 39, 40]. For the purpose of

implementation of this work, elliptic curve operations over the finite binary fieldGF(2m)

have been considered. The standard equation for the elliptic curve is stated in Eq. (2.1) as

follows.

y2 = x3+ax+b (2.1)

where, coefficientsa,b∈GF(P). Equation (2.1) is the simplified version ofWeierstrass

equation that is considered for the computations in cryptographic applications [24,39,40].

The actualWeierstrassequation over the finite Galios field of order P is stated in Eq.(2.2)

as follows.

y2+a1xy+a3y= x3+a2x2+a4x+a6 (2.2)

Here,ais are coefficients such thatai ∈ GF(P) [39]. The operations that are performed

on the elliptic curve form the basis of the underlying security. These operations particularly

consists of point multiplication and point doubling. In order to understand these operations,

consider the points with their respective cartesian coordinates as depicted in Table 2.2.

Table 2.2: Reference points considered.
Points Cartesian Coordinates
P (x1,y1)
Q (x2,y2)
R (x3,y3)

2.2.1 Point Addition

Point addition( R) on elliptic curve is governed by the following hypothesis:

Let P,Q∈ E such thatP 6= Q

⇒ R= P+Q, where

x3 = λ 2−x1−x2
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y3 = λ (x1+x3)−y1

where,λ = (y2−y1)/(x2−x1)

2.2.2 Point Doubling

Point doubling( R) on elliptic curve is governed by the following conditions:

Let P∈ E such thatP 6=−P

⇒ R= 2P, where

x3 = λ 2−2x1

y3 = λ (x1+x3)

where,λ = (3x2
1+a)/2y1

2.3 Background details about Petri-net

Petri-nets (PNs) are simple yet powerful analysis tools anddifferent variants of these PNs

have been proposed in the literature [41–45]. These are basically used to depict different

types of systems with respect to their working, methodologyused, security feature eval-

uation, etc. For example, Mahuleaet al. [42] used the PN-based scheme to depict the

methodology of medical protocols and the resources required in the process of medication

at hospitals. Similarly, in this thesis, PN based modeling have been incorporated to clearly

depict the methodology used in the authentication protocoland how it counteracts differ-

ent malicious requests from spoofed servers and tags. The PNscheme clearly depicts the

different options available to the system components in thereal time scenario and course

of action to be executed under different threat scenarios. These scenarios under which the

protocol can be compromised are described in Chapter 5.

PNs refer to a place-transition nets, which are depicted in the formal of directed bipar-

tite graphs. These graphs are employed to graphically represent the information flow and

control in various distributed systems [43, 45]. In the present era, they are being used to

represent various systems and protocols particularly networking protocol [43].

Definition 1: PNs can be defined with respect to the following quadruple [43]:

PN= (P,T,A,M0)

where,P= {p1, p2, p3, ....} represents set of places,

T = {t1, t2, t3, ....} represents set of transitions,

A⊂ {P×T}∪{T ×P} represents set of arcs,

M0 = {m0,m1,m2, ....} represents initial markings where,mi = 0,1,2, ....; i ∈ [1,n].
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These bipartite graphs consist of two kinds of nodes: placesand conditions, connected

via directed arcs [43–45]. Places represent the various states or conditions of the system and

are categorized into two types: input and output places. They are represented graphically

in the form of circles. Transitions on the other hand, refer to the events that cause changes

in the states of the underlying systems and arcs are represented graphically by solid bars.

Arcs refer to the directed lines that connect the previouslymentioned entities, i.e., places

and transitions. These arcs too can be categorized into two types: Input and Output. While

the former are said to connect the input place with its corresponding transition, the latter

connects a transition with its respective output place. Former represents the condition or

state that needs to be satisfied in order to enable the transition while the later is typically

used to represent an occurrence of an event. Places might contain one or several tokens.

These tokens are represented graphically by dots. The number of tokens that a particular

state contains is referred to as marking. In other words, marking is a vector listing the

number of tokens at different places. Arcs have an associated weight or cardinality, referred

to as multiplicity (natural number with default value 1). Anevent is said to be enabled if the

number of tokens at input place is equal to the multiplicity of the corresponding arc [43].

These enabled events get fired and tends to change the state ofthe system. During this

process, they tend to deposit tokens at the output place equivalent to the multiplicity of the

respective arc. Fig. 2.2 shows the basic representation of PN with various components [45].

.

Token

Input Place Transition Output Place

Output ArcInput Arc

Figure 2.2: Basic Petri-net model comprising of various components.
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Chapter 3

Research Motivation and Problem State-

ment

3.1 Research Motivation

RFID is a cutting edge technology which thrives on radio waves to wirelessly identify and

track the tagged objects. Due to its advantages, it has pavedits way to many applications

ranging from supply chain management to healthcare industry. Incorporation of RFID

into healthcare related applications is not new. It has beenwidely utilized in a number

of applications such as-patient monitoring and tracking oflaboratory samples, medicines

and other related assets [1–3, 6, 8]. However, to the best of our knowledge, none of the

existing research proposals have focused on utilizing RFIDin transportation systems to

provide medical facilities to the patients on move. Thus, this thesis work presents a novel

application based on RFID to provide mobile medical facilities. Essentially, the practical

realization of this application in the near future possess numerous benefits to mankind.

Due to the wireless channel of communication, RFID is linkedwith a number of secu-

rity risks that needs to be tackled before large scale deployment of RFID takes place. Many

authentication protocols have been proposed by the researchers in this context. These proto-

cols range from server-less approaches to purely server-based approaches utilising various

schemes like public key cryptography, hash functions, pseudo random numbers, etc. Unfor-

tunately, many of the existing protocols and schemes discard the stringent computational

requirements of the RFID devices. Additionally, security of the patients’ physiological

data is of utmost importance in life-critical healthcare applications. Motivated from these

challenges, this thesis presents an ECC-based authentication scheme in the context of the

proposed RFID-enabled healthcare application.
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3.2 Problem Statement

The main contributions of this thesis are summarized as follows.

1. To investigate the current challenges and emerging techniques for implementing an

efficient and secure authentication protocol for RFID-enabled healthcare applica-

tions.

2. To propose a system model for the potential use of RFID in healthcare domain for

providing mobile healthcare facilities.

3. To present an ECC-based secure authentication protocol for RFID-enabled systems.

4. To evaluate the performance of the proposed scheme with respect to various security

features and metrics. Additionally, the thesis aims at validating the overall security

of the protocol using widely accepted tool-AVISPA.
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Chapter 4

The Proposed Scheme

This chapter highlights the proposed RFID-based healthcare application along with its net-

work model, assumptions considered, and working. Additionally, this chapter also provides

the detailed working of the proposed ECC-based authentication scheme along with its PN

representation.

4.1 The proposed RFID-based healthcare application in

vehicular mobile cloud

The proposed RFID-based healthcare application is a novel scheme that aims to enhance

the security of the patients on the way. In other words, it aims to provide the necessary

first aid facility to the traveling patients at the earliest.The baseline of this model is based

to leverage the advantages of the RFID technology with the existing transportation system.

Fig. 4.1 described the network model used in the proposed scheme.

4.1.1 Attack Model

The attack model with the respect to the proposed work is described below:

1. An adversaryA may wish to compromise the RFID-based tags or RFID-based read-

ers as the channel between the two parties is insecure.

2. A can either use passive, active or a combination of both typesof methodologies to

compromise the tags and readers.

3. In the process of launching attack,A can either launch rouge tags or readers in the

RFID-enabled systems to impersonate the legitimate tags and readers respectively.
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Public
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Cloud

Passive RFID tag

RFID Reader

LTE/Cellular

Zigbee/Radio

Wired/wireless communication

Figure 4.1: Architectural diagram for RFID-enabled healthcare System.

4.1.2 Assumptions Considered

The basic assumptions related to the proposed model are described below:

1. Patients traveling on the roads are to assumed to be wearing RFID-enabled wrist

band coupled with Wireless Body Area Network (WBAN).

2. Vehicles and road side units (RSUs) are equipped with low frequency (LF) and ultra

high frequency (UHF) RFID-enabled readers respectively.

3. Communication between the RSUs and the central cloud server is supposed to be

secure at all times.

4. The communication channel between the RFID-enabled tagsand readers is supposed

to be insecure and hence, security needs to be incorporated at this level.
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4.1.3 Working Methodology

Patients traveling on the road are assumed to be equipped with RFID wrist bands. These

wrist bands are passive in nature and are re-programmable. These are capable of capturing

the real time physiological information (temperature, blood pressure levels, pulse rate etc.)

of the patients by the virtue of WBAN [46–48]. The vehicles are equipped with the low

frequency RFID-enabled reader that would capture the physiological information of the

patients in its immediate range by using short and medium range communications such

as-Bluetooth and WiFi. This capturing process takes place after predefined interval of time

and the reader relays this captured information to the central server deployed on the cloud.

In the event of accidents, damage, or unavailability of RFIDreaders inside the vehicles,

the RSUs equipped with the same facility would take up the role and hence, provide higher

fault tolerance. The readers deployed on the RSU in comparison with their respective

counterparts on vehicles are basically UHF readers. Table 4.1 shows a detailed description

of the different types of readers and their relative significance with respect to the present

scenario [49]. The communication between tags and readers takes place via radio waves

operating at different frequencies or IEEE 802.15.4 Zigbee. The communication via Zigbee

can take place in multiple hop manner, so it increases the transmission range [50].

Table 4.1: Comparison between types of RFID Frequencies.
Types of RFID
Frequencies

Operating Fre-
quency

Reader
Range

Details

Low Fre-
quency(LF)

30 KHz to 300 KHz Up to 10cm Characterized by shorter read
range and slower speed in
comparison with other fre-
quency bands. Less suscep-
tible to radio wave interfer-
ence.

High Fre-
quency(HF)

3 to 30 MHz 10 cm to 1
m

These systems are moderately
sensitive to radio wave inter-
ference.

Ultra High Fre-
quency (UHF)

300 MHz to 3 GHz Up to 12 m Most susceptible to radio
wave interference.

Cloud computing paradigm basically provides three types ofservices: PaaS (Platform

as a service), IaaS (Infrastructure as a service) and SaaS (Software as a service). In this

case, all the potential applications related to the healthcare domain would be deployed

on the cloud infrastructure by virtue of PaaS feature of thistechnology. This application
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suite might consist of various applications, i.e., intelligent expert systems for monitoring

the physiological characteristics of patients based on their past history, generating alerts in

the form of SMS or calls in case of emergency, checking the staff availability, suggesting

medication, details about the nearby hospitals in the vicinity, etc. Here, the cloud platform

would play a central role in gathering, maintaining and processing the patients’ related

data. This central server is supposed to be in synchronization with all the hospitals across

the city, wherein the patient’s related information would be punched by the hospital staff

on a real time basis. It contains present and past information pertaining to patient’s illness,

prescribed prescription, doctors consulted, emergency contact details etc.

There exists a high speed communication channel (LTE/cellular) between RSUs and

cloud platform. This channel is supposed to be secure at all times. Thus, this channel can

be utilized by the moving vehicles via vehicle-to-infrastructure (V2I) means of commu-

nication. Here, the RSUs simplify act as gateway to the cloud. But in case, the moving

vehicles cross the boundaries of RSUs, then the vehicles cancollaborate with each other

to form vehicular clouds or use vehicle-to-vehicle (V2V) communication (in the form of

Zigbee, DSRC, Bluetooth, ultra wide band, etc.) to access various cloud services. The

users might be interested in different types of context aware information and services. For

example, they might be interested in knowing their present physiological status, availabil-

ity of a particular doctor at a particular hospital or the prescribed medication. Then in that

case, the users will be able to access the cloud services via 3G/4G internet connection with

the help of PDAs, smart phones, laptops, etc.

In case, any patient meets any kind of emergency (road accident/sudden attack of spe-

cific disease), then his/her respective physiological parameters will get altered and thus,

would be sensed by WBAN and would immediately be updated to its relative RFID wrist

tag. Then, the reader would read the content of the tag post successful identification and

authentication. Finally, reader relays the information tothe central server. The server in

turn will do the necessary computations and will generate analarm in case of emergency.

This alarm would be generated for the nearest hospital so that the ambulance could reach

to the spot as early as possible based on the geographical information received. The server

would also relay alert (via automated voice call/SMS) to patient’s family member. The

entire working of the system is depicted Fig. 4.2.
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Figure 4.2: Sequence of activities with respect to the proposed deployment of RFID in
healthcare domain.

4.2 The proposed ECC-based authentication protocol

In this segment, an efficient and secure mutual authentication protocol with respect to

RFID-enabled devices in the field of telemedicine has been explored. In addition to this,

the working of the proposed protocol has been elaborated using PN-based approach.

4.2.1 Different Phases

The proposed protocol operates in three phases, i.e., i) initial setup phase, ii) tag authen-

tication phase, and iii) server authentication phase. Various symbols used in this protocol

are depicted in the list of symbols. This protocol is based oncore ECC operations and

additional concatenation and one-way hash operations. ECCis known to be one of the best

schemes proposed in the literature so far, for compact, battery operated and computation

restrictive devices like RFID [24, 40]. It overpowers the other cryptographic schemes in
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terms of security, scalability and performance [24]. On theother hand, use of additional

operations with respect to concatenation and one-way hashing makes the approach more

resilient against various cyber attacks, e.g., forward secrecy, spoofing attacks, tracking at-

tacks, etc. For the sake of convenience and to make the operations more efficient, elliptic

curve over the finite polynomial binary field, i.e.,G(2p) with p= 163 has been considered

in this work [24,40].

Phase-1: Initial Setup Phase

The initial phase lays the foundation of all ECC operations in the current system under

consideration. RFID enabled tags and the central authentication server (deployed on the

cloud), are equipped with all the public parameters of the elliptic curve. These parameters

include the following: G, n, P, a, andb. The detailed description about these variables

can be found in list of symbols. Apart from this, RFID tags andauthentication server are

fed with their respective public and private key pairs. Estimation of these key values are

based on elliptic curve operations. For private key (xi) estimation, any random number

between the interval[1,n−1] is chosen. After this operation, public key (Xi) is calculated

via scalar multiplication of generator point (G) and the corresponding private key (xi).

These operations are depicted in Fig. 4.3. At the end of this phase, following details are

maintained by the server and RFID tags respectively:

Server:

• Its own public-private key pairs:xS andXS.

• List of all the valid tags in terms of their unique identification number (Id) and public

key (XT).

Tags:

• Its own public-private key pairs:xT andXT .

• Public key of the valid server (XS).

Phase-2: Tag Authentication Phase

This is very crucial step in the process of mutual authentication mechanism between the

RFID tags and the server, prior any data transmission. During this step, server authenticates
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Figure 4.3: Phase-1: Initial setup phase of the proposed authentication protocol.

Figure 4.4: Phase 2: Tag authentication phase of the proposed authentication protocol.

the desired tag(s). If authentication is successful, then the connection is continued; other-

wise, it is teared down by the central server. The process involved in the tag authentication

mechanism is depicted in Fig. 4.4 and elaborated in the followings steps:

• Step 1:Server first computes a random numberr1 and then calculates the correspond-

ing R1 based on scalar multiplication under ECC operations.

• Step 2:The server relays the messageM containingR1 and theID of the tag to be

searched.

• Step 3:Then, the tag with the correspondingID computes theAuthT token and replies

back to the server. Computation of this token is elaborated in the below mentioned

steps.

• Step 4:The tag first computesTK1 = h(id) (i.e., hash of its own ID ). Following this,

it carries out an ECC scalar multiplication operation on itsown private keyxT and

R1. Computed results of this operation are first hashed and thenstored inTK2.
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• Step 5:Tag then finally, computesAuthT = h(TK1||TK2). This operation involves

simple and efficient concatenation operation followed by one-way hash function.

• Step 6:At the same time, tag computes a random numberr2 followed by computing

R2 = r2.P.

• Step 7:Then, the tag finally send this computed value ofAuthT along withR2 to the

server for further authentication.

• Step 8:Now, the server takes up the role to authenticate the valid tag. This process

is initiated by first computing the value ofTK3 = h(id) and thenTK4 = h(XT .r1).

Computation ofTK4 involves a scalar point multiplication of the random numberr1

and tag’s public keyXT .

• Step 9: After this, AuthT
′

is calculated and compared with the receivedAuthT . If

both the parameters match, then it signifies that the tag is valid. In case of successful

authentication, the server continues with server authentication phase, otherwise; it

tears down the ongoing communication with the invalid tag.

Algorithm 1 clearly depicts the sequences of operations under tag authentication phase.

Phase-3: Server Authentication Phase

During this phase, the tag(s) which has been authenticated by the authentication server

in the previous phase gets an opportunity to validate the authenticity of the server. Suc-

cessful authentication by the two parties is followed by data transmission. Unsuccessful

authentication process tears down the current connection and hence, inhibits the data com-

munication between the two parties. The process involved inserver authentication phase is

described in the followings steps and depicted using Fig. 4.5.

• Step 1:During this step, the authentication server initially computes the value ofTK5

token. This token is the hash of the scalar multiplication between theR2 and server’s

private keyxS.

• Step 2:Finally, AuthS token is computed by the server viaAuthS= h(TK3||TK5).

• Step 3:Post this the server relays the messageM containingAuthS to the desired tag.

• Step 4:Then RFID enabled tag initially computes a tokenTK6. This token is com-

puted by taking the hash ofXS.r2 (ECC scalar multiplication of server’s public key

XS with r2).
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Algorithm 1 Tag authentication algorithm.
Input: Random numbersr1 andr2, id, P, p,a,b,n,XT,xT , hash functionh(.), concatenation
operation||
Output: Tag authentication
Assumptions:Both the parties have their respective public and private key pairs and each
others public key

1: Server generatesr1

2: Server computesR1 from equationR1 = r1P
3: Message M is relayed from server to RFID tag(R1 andid)
4: if (id = actual tagid) then
5: RFID tag computesTK1 = h(id)
6: RFID tag computesTK2 = h(R1.xT)
7: RFID tag computesAuthT = h(TK1||TK2)
8: RFID tag generatesr2

9: RFID tag computesR2 from equationR2 = r2P
10: Message M(R2,AuthT) is relayed from tag to server
11: else
12: RFID tag remains silent
13: end if
14: Server generatesTK3 = h(id)
15: Server computesTK4 = h(XT .r1)
16: Server computesAuth

′

T=h(TK3||TK4)

17: if (AuthT = Auth
′

T) then
18: Tag authentication successful
19: else
20: Tear down the connection
21: end if

• Step 5:The tag computesAuth
′

S token that is based on the concatenation operation

of the previously computedTK1 andTK6 tokens and finally computes hash of the

intermediate result.

• Step 6:After this,Auth
′

S is calculated and compared with the receivedAuthS. If both

the parameters match, then it signifies that the server is valid; otherwise, server is a

spoofed entity.

Algorithm 2 illustrates the detailed working of the this phase.
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Figure 4.5: Phase 3: Server authentication phase of the proposed authentication protocol.

Algorithm 2 Server authentication algorithm.
Input: random numberid, XT ,P, p,a,b,n,Xs,xs, hash functionh(.), Concatenation opera-
tion ||
Output: Server authentication
Assumptions:Server has successfully authenticated the tag

1: Server computesTK5 = h(R2.xS)
2: Server computesAuthS= h(TK3||TK5)
3: Message M(AuthS) is relayed from server to tag
4: RFID tag computesTK6 = h(XS.r2)
5: Server computesAuth

′

S=h(TK1||TK6)

6: if (AuthS= Auth
′

S) then
7: Server authentication successful
8: else
9: Tear down the connection

10: end if

4.2.2 PN Modelling

PN Model for Tag Authentication Phase

The various symbols used in PN model with respect to tag authentication phase are men-

tioned in list of symbols. RFID tags in this context have beencategorized into two types:

legitimate(L) and illegitimate(I). This entire process of tag authentication is shown in Fig.

4.6. Initially tags are in idle placePLI/PII , i.e., not serving any request. Once, these passive

tags are activated and queried to initiate request for authentication, then the corresponding

transactionTLM/TIM is enabled. This transaction upon firing, deposits a token atPLM/PIM .

Now, the respective tag is in a state to generate authentication tokenAuthT and to relay this

token toAS. The corresponding message generating rateλLT/λLT has Poisson’s distribu-
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tion in this regard. Hence, transitionTLQ/TIQ is fired depositing a token atPLQ/PIQ. This

place depicts that the request is submitted and waiting to beserviced byAS. ASis deployed

on the cloud infrastructure and thus, is capable to serve multiple tag request at a time. Thus,

AScan have multiple tokens such that, the number of tokens depict the number of requests

it can handle at a time. Service rate ofAS,i.e, µA is exponentially distributed. If there is

token atPLQ/PIQ place and at least one token atAS, thenTLS/TIS transaction would be trig-

gered depositing a token atPLS/PIS place. Token at this place signifies that corresponding

tag request is being serviced byASfor validity. If the validity of the corresponding tag is

proven then,TNP transaction is fired depositing a token atPNP andAS . This transaction

depicts that request was valid and authentication process now moves to the next phase, i.e.,

Server Authentication Phase depicted(1)... . In case, the validity of the tag request fails

then,TFR is fired depositing a token atPFR andAS. Failure rateλA case has exponential

distribution. Finally, transactionTLI/TII takes the tag to its respective idle placePLI/PII .

PLI PLM PLQ PLS

PNP

AS

PII PIM PIQ PIS

PFR

TLM TLQ TLS

TLA

TFRTNP

TLA

TISTIQTIM

TII

TLI

l LT

mA

gA
mA

l IT

(1)...

Figure 4.6: PN model for tag authentication phase.

PN Model for Server Authentication Phase

ASin this context have been categorized into two types: real(R) and spoofed(S). This en-

tire process of authentication is depicted in Figure 5. Message generating rate of servers is

depicted byλRS/λSSand has Poisson’s distribution whereas, the service and failure rate of

RT are exponentially distributed and depicted byµR andγR respectively. Initially, servers

are in idle placePRI/PSI, i.e., not serving any request. Once, these servers are queried/ pro-
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grammed to initiate request for authentication then, corresponding transactionTRM/TSM is

enabled. This transaction upon firing, deposits a token atPRM/PSM. Now, the respective

server is in a state, to generate authentication tokenAuthS and to relay this token toRT.

Hence, transactionTRQ/TMQ is fired depositing a token atPRQ/PMQ. This transaction de-

picts that the request is submitted for authentication and is waiting to be serviced byRT.

RFID tags are resource constrained devices and capable to serve only one request at a time.

Thus, theRT can have maximum of one token. If there is token atPRQ/PMQ place and one

token atRT, thenTRS/TMS transaction would be triggered depositing a token atPRS/PMS

place. Token at this place signifies that corresponding server request is being serviced by

RT for validity. If the validity of the corresponding server isproven thenTCA transaction is

fired depositing a token atPNP andRT depicting that request was valid and authentication

process has successfully completed. In case, the validity of the tag request fails then,TFR is

fired depositing a token atPFA andRT. Then, respective server is taken back to idle place

PRI/PMI .

PRI PRM PRQ PRS

PCA

RT

PSI PSM PSQ PSS

PFA

TRM TRQ TRS

TRA

TFRTCA

TSA

TSSTSQTSS

TSI

TRI

lRS

gR

mR

mR

lSS

(1)...

Figure 4.7: PN model for server authentication phase.
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Chapter 5

Security Evaluation

In this chapter, detailed security evaluation of the proposed ECC-based authentication pro-

tocol has been presented. Different scenarios where the integrity of the proposed protocol

could be violated and the system could be under the threat condition have been analyzed.

The results indicate that the proposed protocol is capable enough to resist the below men-

tioned attacks.

5.1 Supports Mutual Authentication

The proposed authentication scheme supports the concept ofmutual authentication. This is

justified from the fact that in phase-2, i.e., tag authentication phase, the desired tag gener-

atesAuthT token. This token can only be generated with the knowledge oftag’s private key

xT . Likewise, during phase-3, i.e., server authentication phase, the central server needs

to generate the AuthS token. This token cannot be computed without the knowledge of

server’s private keyxS. This clearly depicts that, only the authentic parties havethe capa-

bility to validate and authenticate each other. Moreover, the computation of private keys

by the adversaryA from the corresponding knowledge of public key is an intractable ap-

proach referred to as ECDLP [24,39,40].

5.2 Resists Eavesdropping Attack

The proposed protocol is resilient against eavesdropping attack on the insecure channel be-

tween RFID-enabled readers and tags. This implies that evenif the A sniffs the ongoing

communication between centralized server and the RFID-enabled tags,A would not be
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able to decrypt any information in order to serve her malicious intent because the interme-

diate tokens computed in the different phases either require the secret keysxS/xT or pseudo

random numberr1/r2. Moreover, the use of ECC and one-way hash operations in the un-

derlying authentication scheme makes it pretty impossibleto compute the private key from

the available information, i.e.,R1, R2, AuthS andAuthT . Thus, the eavesdropping attack

would not yield any fruitful information toA .

5.3 Supports Anonymity

The proposed protocol supports the concept of anonymity. This is simply proven from

the fact that in each run random numbers (r1 andr2) are generated which are further used

in estimation ofAuthS and AuthT tokens. Here,AuthT = h(h(id)||h(R1.xT)), AuthS =

h(h(id)||h(R2.xS)), R1 = r1P andR2 = r2P. Hence, decrypting these tokens is a very diffi-

cult task since, they have been computed with the help of ECC,concatenation and one-way

hash operations. Moreover, the use of random numbers in eachrun, makes the correspond-

ing tokens to yield different values in each run.

5.4 Resists Replay Attack

The protocol gracefully resists the replay attack. This is evident from the fact that in each

sub authentication phase, the intermediate tokens (AuthT, AuthS) are computed with help

of R1 andR2, whereAuthT = h(h(id)||h(R1.xT)), AuthS = h(h(id)||h(R2.xS)), R1 = r1P

andR2 = r2P. These random numbers ensure that these token yield different values in ev-

ery run and thus, the proposed protocol drops and discards the replayed messages.

5.5 Resists Tracking Attack

In case,A is able to track any tag, then it would be possible forA to track and reveal

information related to a particular patient(s). However, the proposed protocol even pre-

vents these location tracking attacks on the RFID tags. Let us suppose,A has extracted

the identification numberID of a tag from the channel. However, this information alone is

not sufficient for theA to guess or intercept the subsequent communication betweenthe

server and numerous tags. The interception of the messages relayed during phase-2 and
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phase-3 between the tags and server is not possible due to underlying ECC, one-way hash,

and concatenation operations.

5.6 Resists Server Spoofing Attack

In the proposed scheme, the adversaryA would not be able to spoof the server. This is

evident from the fact,A cannot generateAuthS token without server’s private key, i.e.,xS

to bypass phase-3. Moreover, the computation of the privatekey from the knowledge of

the publicly available ECC parameters is an intractable approach [24,40].

5.7 Resists Tag Masquerading/ Spoofing Attack

In order to spoof any RFID-enabled tag(s) and bypass the authentication process,A re-

quiresxT of the actual tag. This is required in order to successfully generateAuthT , where

AuthT = h(TK1||TK2), TK1 = h(id) , TK2 = h(R1.xT), R1 = r1P. The knowledge of the

public key of the tag is not enough to compute the private key since the underlying process

is based on ECC operations.

5.8 Supports Forwards Secrecy

Forwards secrecy refers to the fact that previous communications and messages relayed

between the server and tags should not be revealed, even ifA acquires the present infor-

mation of the system i.e., public-private key pairs or/and random numbers. This is evident

from the fact that, during each run to authenticate the entities, pseudo random numbers

are generated based on ECC operations. These random numbersmake the intermediate

tokens acquire different values in each run. Thus, the present knowledge acquired byA

with respect to present random numbers and private-public key pairs would not be helpful

to retain the previously transmitted information. Thus, our proposed scheme withstands

forward security.
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5.9 Resists Cloning Attack

Cloning is the process of impersonating the legitimate entities (i.e., RFID tags) involved

in the system. During the initial setup phase, private and public keys are computed and

assigned to each legitimate tag. In the entire process of mutual authentication, the only

static information available to the adversary in the clear text is ID field. This information

by no means is sufficient to reveal the private keys of the tagsto successfully clone them.

Moreover, if one tag is compromised than this would not lead other tags at risk of being

compromised, since every tag has unique public-private keypairs and ID.
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Chapter 6

Performance Evaluation

RFID-enabled devices particularly RFID tags have limited computational resources. More-

over, few tags are dependent on readers to perform their respective tasks [23,32]. Thus, it is

highly important to analyze the proposed scheme with respect to various parameters. Thus,

this chapter deals with the security features and performance comparison of the proposed

scheme with the existing schemes in detail. In addition to this, the protocol proposed in

this thesis has been formally evaluated with the help of AVISPA.

6.1 Comparison with other schemes

6.1.1 Performance comparison

For the purpose of evaluating the effectiveness of the proposed scheme, 163-bit NIST el-

liptic curve has been considered having finite binary field, i.e.,F(2163). In addition to this,

the hash operations are performed using SHA-1 which gives anoutput hash of 160 bits.

In [35], Godor et al. computed the computational time for performing different operations

on a 5 MHz RFID tag. Authors estimated that it takes around 0.064 sec, 0.00553336 sec

and 0.00012623 sec to perform ECC-based scalar multiplication, AES-based encryption or

decryption, and SHA-1 based hash operation respectively onthe tag. These result values

from [35] have been considered in the following segment for performance comparison of

the protocol. Essentially, three parameters have been considered for performance evalua-

tion as mentioned below.

Storage Requirements

RFID tags relatively have reduced storage capabilities in comparison to RFID readers, thus,

for the purpose of evaluating the proposed protocol, the storage requirements at the tag level
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have been considered [7]. The storage requirements are expressed in terms of protocol re-

lated data that needs to be stored in the tag’s memory. This data refers to public keys,

private keys and curve parameters required during the authentication process. The private

key in this case refers to tag’s private keyxT (163 bits). On the other hand, public key

comprises of tag’s and server’s public key (XT andXS) which require 163 bits each for stor-

age. Apart from storing these keys, RFID tag also stores theE parameters for performing

ECC operations which require 163 bits in total. Table 6.1 presents the comparison of the

proposed scheme with existing schemes in regard of the storage requirements.

Computational Cost

The computational cost of the scheme has been evaluated withrespect to the number of

major operations such as-ECC scalar point multiplications, one-way hashing functions,

encryption and decryption operations. Other operations such as-pseudo random number

generation, concatenation, XOR operations, etc. have not been considered for since, they

are very light and comparatively require less computational resources. Table 6.1 illustrates

the comparison of the proposed protocol with different schemes in terms of computational

cost.

Communication overhead

The total communicational cost has been estimated by considering the number of rounds

and total size of messages shared during the authenticationmechanism. Table 6.1 provides

a detailed comparison of the proposed authentication scheme with the others.

6.1.2 Security features comparison

Table 6.2 represents the comparison of different security features with respect to various

authentication protocols against the proposed protocol. The detailed comparison with re-

spect to various attacks such as-spoofing, tracking, replaying, etc., clearly depict that the

proposed ECC-based protocol is the most secure in comparison with others.

31



Table 6.1: Performance comparison with different authentication protocols.
Ours Batina et

al. [36]
Goder et
al. [35]

Liao et
al. [16]

Chao
[14]

I. Memory Requirements

Private key 163 bits 163 bits 163 bits 163 bits 163 bits
Public key 326 bits 326 bits 326 bits 326 bits 326 bits
Public parameters 163 bits 163 bits 163 bits 163 bits 163 bits
Total 82 B 82 B 82 B 82 B 82 B
II. Computational cost

ECC scalar multipli-
cations

3 2 3 5 2

Hash operations 5 0 0 0 2
Encryption opera-
tions

0 0 1 0 0

Total 0.193 sec 0.128 sec 0.197 sec 0.32 sec 0.129 sec

III. Communicational overhead

Number of Rounds 3 3 4 3 3
Data transferred 105 B 82 B 82 B 82 B 126 B

Table 6.2: Security feature comparison of different authentication protocols
Ours Batina et

al. [36]
Goder et
al. [35]

Tian-tian
et al. [13]

Liao et
al. [16]

Chao
[14]

Mutual Authenti-
cation

✔ ✗ ✔ ✔ ✗ ✗

Anonymity ✔ ✗ ✔ ✗ ✔ ✗

Forward Secrecy ✔ ✗ ✗ ✗ ✔ ✗

Tag Spoofing ✔ ✗ ✔ ✗ ✗ ✗

Server Spoofing ✔ ✗ ✔ ✗ ✗ ✗

Location Track-
ing

✔ ✗ ✔ ✔ ✗ ✗

Replay ✔ ✔ ✗ ✔ ✔ ✔

✔: Represents that protocol is secure against the said attack
✗: Represents that protocol is insecure against the said attack

6.2 Formal security verification using AVISPA

This segment presents the formal security verification of the proposed ECC-based authen-

tication protocol. This verification has been carried out with the help of Automated Vali-
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dation of Security Protocols and Applications (AVISPA). The results obtained through the

analysis indicate that the proposed protocol is resilient against passive and active attacks.

AVISPA is a popular tool which is widely used for security evaluation of internet proto-

cols [51]. The tools performs robust analysis of protocols in an automated manner with the

help of inbuilt back-ends namely-OFMC, CL-AtSe, SATM and TA4SP. The tool accepts

the protocol specification in the form of role oriented HLPSLlanguage. Detailed informa-

tion about AVISPA’s working and HLPSL can be found in [51].

For the purpose of implementation of this work, tag and server authentication phases

have been specified using HLPSL. The formal security analysis of this work has been done

using two agents. These agents are namely-rfidtag (T)and rfidserver (S). The specifica-

tions of these roles are depicted in Fig. 6.1 and 6.2 respectively. The implementation of

these specifications are described as follows. Initially,Sreceives a start signal and changes

its state from 0 to 1. After this,Sgenerates a random number and sends the first message to

T in the form ofM = (R1, id) usingSnd() function. AgentT receives this message via the

public channel usingRcv() function. Then,T does the necessary computations and sends

M = (R2,AuthT) to S. Finally,Sgenerates the last token in the server authentication phase

and sendsM = (AuthS) to T for cross validation.

In these specifications, the threat model for the security analysis has been defined us-

ing channel(dy). This denotes that the intruder’s model is Dolev-Yao threatmodel [51] in

which the intruder has the ability to sniff and modify the messages communicated over the

insecure link betweenSandT.

Fig. 6.3 depicts role of session used in the implementation.The session instantiates

the agents used in the specification, with certain parameters. As shown in the figure,

agents namely-r f idserver and r f idtag have been instantiated with seven arguments for

each. Apart from this, environment and goal specifications are highlighted in Fig. 6.4.

This portion of the HLPSL specifications contains the globalconstants and one or more

sessions. Different secrecy and authentication goals of this analysis have been specified in

the last part of this specification, i.e., goal.

The simulation results of the proposed protocol are shown inFig. 6.5. The results have

been obtained by analyzing the protocol specification written in HLPSL using the web in-

terface of AVISPA. The results indicate that the proposed authentication protocol is secure

against active and passive attacks as specified in OFMC back-end.

From the above mentioned results and comparisons, its is evident that the proposed au-

thentication scheme outperforms the existing authentication schemes in terms of resistance

against different security attacks. Moreover, the proposed scheme also provides acceptable

memory, computational and communicational cost while providing higher security.
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role rfidserver (S,T: agent,
% Public keys
               Xt, Xs: public_key,
% H is a hash function
               H: hash_func,
% Sending and receiving channels
               Snd,Rcv: channel(dy))

played_by S
def=
  local State   : nat,       
        R1, R11, P, R2,R22, Autht, 
Tk3,
        Tk5, Auths,Id: text,
        F: hash_func
  const r1, r2, id, xtt, 
xss,server_tag_r11, 
  tag_server_r22, 
tag_server_autht, 
  server_tag_auths,server_tag_id: 
protocol_id

  init  State := 0
  transition
%Tag Authentication Phase
   1. State = 0
      /\ Rcv(start)
      =|> 

      State' := 1
      /\ R1':= new()
      /\R11':= F(R1'.P)
      /\ Snd({R11'.Id}_Xt)
      /\ secret(R1', r1, S) 
      /\witness(S, T, server_tag_id, 
Id)
      /\witness(S, T, server_tag_r11, 
R11')
%Server Authentication Phase
   2. State = 1
      /\ Rcv(R22'.Autht') 
      =|> 

      State':= 2       
      /\Tk3':= H(Id)
      /\Tk5':= H(F(R22'.inv(Xs)))
      /\Auths':=H(Tk3'.Tk5')          
      /\Snd(Auths') 
      /\secret(inv(Xs), xss, S)
      /\witness(S, T, 
server_tag_auths, Auths')
end role

Figure 6.1: Role specification for RFID
server in HLPSL in context of the pro-
posed protocol.

role rfidtag (S,T: agent,
% Public keys
               Xt, Xs: public_key,
% H is a hash function
               H: hash_func,
% Sending and receiving channels
               Snd,Rcv: channel(dy))

played_by T

def=
  local State   : nat,       
        R1, R11, P, TK1, TK2, Autht, 
        Auths, R2, R22,Id : text,        
        F: hash_func
  const r1,r2, id, xtt, xss, 
server_tag_r11,
  tag_server_r22,tag_server_autht, 
  server_tag_auths,server_tag_id  : 
protocol_id

  init  State := 0
  transition
%Tag Authentication Phase
   1. State = 0 /\ Rcv({R11'.Id}_Xt)
      =|> 

      State' := 1       
      /\request(S, T, server_tag_r11, 
R11')
      /\request(S, T, server_tag_id, Id)
      /\ TK1' := H(Id)
      /\ TK2' := H(F(R11'.inv(Xt)))
      /\ Autht' := H(TK1'.TK2')
      /\ R2' := new()
      /\R22' := F(R2'.P)       
      /\ Snd(R22'.Autht') 
      /\ secret(inv(Xt), xtt, T)
      /\ secret(R2', r2, T)                
      /\witness(T, S, tag_server_r22, 
R22')
      /\witness(T, S, tag_server_autht, 
Autht')
%Server Authentication Phase  
   2. State = 1 /\ Rcv(Auths') 
      =|> 

      State' := 2
      /\request(S, T, server_tag_auths, 
Auths')      
end role

Figure 6.2: Role specification for RFID
tag in HLPSL in context of the proposed
protocol.
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role session(S,T: agent,
Xt, Xs: public_key,
H: hash_func)
def=
  local SS, RS, ST, RT: 
channel (dy)
composition
     rfidserver
(S,T,Xt,Xs,H,SS,RS)
    /\rfidtag
(S,T,Xt,Xs,H,ST,RT)
end role

Figure 6.3: Session specification in HLPSL in context of the proposed protocol.

role environment()
def=
  const s, t   : agent,
  xt, xs: public_key,
  h   : hash_func,
  f   : hash_func,
  p : text,
  r1,r2, id, xtt, xss, 
server_tag_r11,       
tag_server_r22, 
tag_server_autht, 
server_tag_auths : 
protocol_id

  intruder_knowledge=
{s,t,xs,xt,h,f,p}
  composition
    session(s,t,xs,xt,h)
end role

goal
 secrecy_of r1,r2, xtt, xss
 authentication_on 
server_tag_r11, 
tag_server_r22,
 tag_server_autht, 
server_tag_auths,server_tag_i
d
end goal

environment()

Figure 6.4: Goal and environment speci-
fication in HLPSL in context of the pro-
posed protocol.

% OFMC
% Version of 2006/02/13
SUMMARY
  SAFE
DETAILS
  

BOUNDED_NUMBER_OF_S
ESSIONS
PROTOCOL
  /home/avispa/web-interface-
computation/./tempdir/workfile
wfpMW8PHWY.if
GOAL
  as_specified
BACKEND
  OFMC
COMMENTS
STATISTICS

  parseTime: 0.00s
  searchTime: 0.03s
  visitedNodes: 2 nodes
  depth: 1 plies

Figure 6.5: Results obtained using
AVISPA in context of the proposed pro-
tocol.
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Chapter 7

Conclusion and Future Scope

7.1 Conclusion

RFID is becoming more and more ubiquitous, so its privacy andsecurity concerns are be-

coming challenging these days. Thus, implementing security into RFID-enabled healthcare

applications is a challenge keeping in view the resource constrained nature of RFID tags.

In this thesis, a light weight and an efficient ECC-based authentication protocol has been

proposed for a typical healthcare application based on RFID. The proposed protocol pro-

vides a mean to successfully authenticate the server and tags prior to any communication.

The entire process of authentication is based on efficient ECC, concatenation, and one-way

hash operations. Furthermore, Petri-net based models havebeen formulated for tag and

server authentication phases. In addition to this, detailed security analysis of the proposed

protocol has been done in comparison with the existing protocols. Moreover, AVISPA tool

has been used for its formal security evaluation. The performance evaluation based on dif-

ferent metrics depicts that the scheme is practical enough to be implemented in healthcare

industries to enhance reliability and safety.

7.2 Future Scope

In the future, we would apply the RFID authentication schemein smart grid environment.

We further aim to enhance the security aspect of the protocol. We will also try to provide the

test bed implementation of the scheme. We will make use of thehigher level PN modeling

schemes such as-colored petri nets (CPNs), object orientedpetri nets (OOPNs), etc. [41,42]

in order to validate the security features of the protocol.
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