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Abstract

Internet-of-Things (loT) is an emerging and widely applied research area that envision
integration of physical world into digital.  For the same, it requires automation
of the interconnected resources such that they can sense, process and interpret via
Internet-connected infrastructures. A resource is either software or hardware with
fundamental characteristics such as physical embodiment, unique identifier, offered service,
location, information, operating system and mode of communication.

To facilitate communication and computation among the resources, it is required to discover
them across distributed systems having distinct communication capabilities and intelligence.
It implies that discovery is possible with heterogeneous views like human operators,
application softwares and autonomous smart objects. Such views face challenges because
resources are generating huge volume of data coupled with mobility and dynamicity.
Hence, it would slow down the process of discovery because of issues like heterogeneity,
interoperability, lack of standardization, and periodic evaluations. Moreover, these issues
limit the resource discovery on loT paradigm leading to challenges such as to provide
answers to knowledge-based queries, to develop models to exchange applications’ context,
to bridge the gap between device level and across applications, indexing and splitting of
multiple parameters, and sophisticated techniques for managing metadata. Thus, it concludes
resource discovery as a fundamental challenge for the realization of IoT vision and has
gained the researcher’s interest all over the world.

To address the challenge, resources are required to undergo both retrieval and ranking
processes. In short, resource discovery needs organization and analysis of the gathered
complex descriptions as data. For the purpose, it requires techniques or algorithms that cover
basic fundamental search principles for indexing, clustering, knowledge representation,
and content being searched. This will ease in searching and would cover a multitude of
functionality and dimensionality. Moreover, due to factors such as noise, limited memory,
opportunistic presence of the resources, availability and data integrity, IoT needs to consider
various parameters with respect to discovery. The parameters are to automate and access,
several dimensions related to query and to understand the search evaluation metrics.

In this thesis, a novel clustering technique, namely, Iterative K-means Clustering Algorithm
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(IKm-CA) and three frameworks, i.e., Context-Aware Search Optimization Framework
on Internet-of-Things (CASOF-IoT), Intelligent Resource Inquisition Framework on
Internet-of-Things (IRIF-lIoT) and Middleware Approach for Reliable Resource Selection
on Internet-of-Things (MARRS-IoT) for resource discovery and selection are proposed.
The IKm-CA targets concrete cluster formation using similarity coefficients of vector space
model and performs efficient search against matching criteria. It mitigates the problems of
selecting erroneous or empty data points to clusters, reduces consumption time, noise factor
and the number of clusters that are manually input to the system. Though, the technique
eliminates the heterogeneity in data challenge to resource discovery and selection on /o7,
yet it has not accounted the issues such as context of the gathered data, scalability and search
metrics on loT. These issues if not resolved, would lead resource discovery and selection to
emerge as a non-linear constrained specific problems. Therefore, it is required to optimize
them to ease the inter-communication and interaction. For the purpose, CASOF-IoT 1is
introduced that targets knowledge presentation through schema, discovery via multi-modal
search algorithm and its optimization through an Iterative Gradient Descent algorithm.
The multi-modal search algorithm through keywords, value or spatial-temporal indices
perform resource discovery by finding the suited matches as search set from search-space.
Though, it performs efficient resource discovery yet it could not address interoperability
challenge at various levels like semantic, radio access and context with respect to resource
discovery for the automation and authentication of the infrastructure. Hence, another
framework, IRIF-IoT is suggested that link resources through usage of semantic description
and ontology, their discovery with Semantic Matchmaking Engine using Bipartite Graph
(SMEBG) and to access information via web terminal for users. The framework has enhanced
the system performance significantly but has not considered trust issue. This issue arises on
a global network infrastructure like the IoT due to continuously changing mobility patterns,
heterogeneity, interoperability and scalability on the network that imposes restriction to
process an optimal decision. Keeping the trust perspective, MARRS-IoT is presented that
helps to achieve maximum reliable resource for communication that maintain data integrity
via trust evaluations and improve system performance. It dynamically processes information

locally as well as globally with less time consumption and minimizes complex searches.

v



Table of Contents

[ Certificatel . . . . . . . . .. il
rtificate] . ... .. L iii

| Acknowledgment| . . . . . .. ... Lo 11l
[ Abstractl . . . . . . o 11
[ Listof Figures|. . . . . . . . . .. .. .. X
[ Listof Tables| . . . . . . . . . . . xii
| Listof Algorithms|. . . . . . .. . ... ... . ... ... . xiii
[ Listof Symbols| . . . . . . .. ... .. xiii
Listof Abbreviations| . . . . . . . ... ... o XX1

1 Intr 1 1
(1.1 Internet-of-Things|. . . . . . . . .. ... ... ... .. ... ....... 1
(1.1.1 ~ Building Blocks| . . . . . ... ... ... .. .. .. ... ... 2

1.1.2 mmon Standards|. . . . ... ..o L L 5

(1.1.3  Current Landscape| . . . . ... ... ... ... .. ........ 8

(1.2 Resource Discovery and Selection on Internet-of Things| . . . . . .. ... 8
(1.2.1  Resources and their Graphical Forecast| . . . . . . ... ... ... 9
[1.2.2  Resource Discovery| . . .. ... ... .. ... ... ....... 9
[1.2.3  Motivation behind Resource Discovery| . . . . . ... . ... ... 10
[1.2.4  'Traditional Web Search versus Internet-of-Things Resource Discovery| 11
(1.2.5 Evaluation Metrics for Resource Discovery| . . . . . ... .. ... 12
[1.2.6  Challenges in Resource Discovery| . . . . . . ... ... ... ... 13

(1.3 Thesis Organization| . . . . . . . . . . .. .. ... ..., 14




2 Literature Review| 19

2.1 Internet-of-Things|. . . . . . . . . ... .. .. ... ... .. ....... 19
[2.2  Foraging Loop: Data Gathering and Modeling| . . . . . . . ... ... ... 25
[2.2.1 Data Gathering| . . . . ... ... .. ... ... ... .. ... 27
[2.2.2  DataModeling| . . . ... ... ... ... L. 30

[2.3  Sense Making Loop: Resource Discovery and Selection|. . . . . . . . ... 38
[2.3.1 Resource Discovery: Categorization and Approaches| . . . . . . . . 39
232 Resource Selection] . . . . . ... ... Lo 51

[2.4  Issues in Resource Discovery and Selection| . . . . .. ... ... ... .. 73
2.5 Problem Formulationl . . . . . . ... ... ... ... ... . ... . ... 74
2.6 Thesis Objectives| . . . . . . . . . . . . . ... .. e 75
3 Clustering based Resource Discovery and Selection| 77
3.1 Introduction| . . . . . . . ... 77
[3.2 Resource Clustering|. . . . . . .. .. ... ... ... . ... ....... 78
[3.2.1 Vector Space Model| . . .. ... ... .. ... ... .. 79
[3.2.2  k-means Algorithm| . . . . ... ... ... ... ... ... 81

[3.3  Proposed Iterative K-means Clustering Algorithm| . . . . . . ... ... .. 86
3.3.1 Cluster Formationl . . . ... .. ... ... ... ......... 86
[3.3.2 Tterative K-means Clustering Algorithm| . . . . . . ... ... ... 86
[3.3.3  Matching Conditions for Discovery| . . . . . ... ... ... ... 89

[3.4  Experimental Evaluations|. . . . . . ... ... ... ............ 91
[3.4.1 Similarity Computation|. . . . . . .. ... .. ..., 91
[3.4.2  Clustering Analysis|. . . . . .. ... ... ... L. 93
[3.4.3  System Performance| . . . . .. ... ... ... L. 97
[3.4.4  Complexity Analysis| . . . . .. ... ... ... .. ........ 100
nclusion] . . . ... 105

4.1 Introduction| . . . . . . . . ... 107
4.2 Context Awareness and Internet-of-Things| . . . . . . . .. ... ... ... 108
4.3 Non-Linear Programming|. . . . . .. .. ... ... ... .. .. ..... 108

vi



432 NewtonMethod . . ... ... ... ... .. ... ... ... 110

[4.3.3  Quasi-NewtonMethod| . . . . .. ... ... ... .. ....... 113

4.4 Intelligent Transportation System|. . . . . . . .. ... ... ... ..... 116
4.4.1 FElectronic Toll Collection| . . . . ... ... ... ... ...... 116
4.4.2  Study Area: Shambhu Toll Plazal. . . . . . . ... ... ... ... 117

4.5 Proposed Context-Aware Search  Optimization Framework on |
Internet-of-Things|. . . . . . . . ... ... ... .. 118

[4.5.1 Context Acquisition Layer] . . . . . .. ... .. ... ... 120
4.5.2  Context Annotation-Search Layer] . . . . . .. ... ... ... .. 120
4.5.3 Search Optimization Layer| . . . . . . . ... ... ... ...... 123
4.5.4 Selection-Distribution Layer|. . . . . . ... .. ... ... .... 127

4.6 Experimental Results and Discussion|. . . . . . . ... ... ... ..... 128
4.6.1 Framework Implementation| . . . . . ... ... ... ....... 128
[4.6.2  System Performancel . . . . .. ... .. ... oL 129
463 Performance Metricsl . . . . . . . ... Lo 133
4.6.4 Complexity Analysis| . . . . ... ... .. ... .. ........ 136
nclusion| . . ... L 138

0.1 Introduction| . . . . . . . ... 139
[5.2  Semantics and Internet-of-Things|. . . . . . . . ... ... ... ...... 140
[5.3 Ontology| . . .. . . . . . 141
[5.4 Intelligent Resource Inquisition Framework for the Internet-of-Things| . . . 142
[5.4.1 PerceptionLayery . . . . .. ... ... oL 143
[5.4.2 Discovery Layer] . . . ... ... ... .. ... ... ..... 143
[5.4.2.1 Mapping of Local Databases| . . . . . .. ... ... .... 143

[5.4.2.2 Searching Process| . . . . ... ... ... . ........ 148

[5.4.3 Application Layer] . . ... ... .. ... ... .......... 153

[5.5 Experimental Results and Discussion| . . . . ... .. ... ... ..... 155
[5.5.1 Framework Analysis| . . . . .. ... ... ... .. ... ... 155

vii



[5.5.2  System Performance| . . . . ... .. ... ... .. ... .. 158

5.5.3 Performance Metrics| . . . . . . .. ... 159
[5.5.4  Complexity Analysis| . . . . .. ... ... ... ... ... 163
5.6 Conclusionl . . . ... ... .. 164

(6 Trust based Decision Making for Optimal Resource Selection in the
[ Internet-of-Things| 167
6.1 Introduction| . . . . . . . . ... 167
[6.2  Neighbor Discovery 1n the Internet-of-Things| . . . . . . .. ... ... .. 169
[6.2.1  Trust Evaluation for Decision Making| . . . . . . . ... ... ... 169
[6.2.2 Routing| . . . . .. . ... 171
[6.3  Middleware Approach for Reliable Resource Selection on Internet-of-Things| 172
[6.3.1 Sensor-Actuator Layer] . . . . . ... ... ... ... ... ... 173
632 Middlewarel . . . . .. ... 173
[Knowledge Acquisition| . . . . ... ... ... ... ....... 174
DecisionMaking| . . . . . . ... ... ... ... ... ... 179
[6.3.3  Human-Machine Interaction Layer{. . . . . . . .. ... ... ... 187
6.4 Results and Discussionl . . . . . . .. .. Lo 190
[6.4.1  Framework Analysis| . . . ... ... ... ... ... .. ... 190
6.4.2 Performance Evaluation of Frameworkl . . .. ... ... ... .. 194
643 Communication|. . . . . . . . . ... 197
[6.4.4 Complexity Analysis| . . . . . ... ... ... ... ........ 199
[6.4.5 Resolving Security Issues| . . . . .. ... ... 201
6.5 Conclusionl . . . ... ... .. 202
[7 Conclusion and Future Scope| 203
(.1 _Conclusionl . . . ... ... .. 203
/.2 Future Scope| . . . . . . . . . . 207
208
225

viil



List of Figures

(1. Internet-of-Things [[11 . . . . . . ... ... .. . ... .. ... 2
[[.2" Building Blocks for IoT [3]] . . . . . . . .. . .o i 3
(1.3 A Graphical Forecast of loT Explosion [30]f . . . ... ... ... ..... 10
2.1 Evolution: Internet-of-Things [179] . . . . ... ... .. .. ... .... 20
[2.2  Discovery and Selection on Internet-of-Things|. . . . . . . ... ... ... 26
[2.3  Architecture of GPS-based ETC System [S7] . . . . ... ... ... ... 27
2.4 Overview of CASSARAM [61]] . . . . . . . . . .. .. ... ... 28
[2.5 Sensor Web Enablement Architecture [65] . . . . . . . . . . ... ... .. 29
[2.6  3D-ray Launching Schematic View [66] . . . . . . .. .. ... ... ... 30
2.7 Energy Management System for Smart Homes /4] . . . . . ... ... .. 32
[2.8  Architecture of Ontology Mapping [[76]]f . . . . . .. ... ... ... ... 33
2.9 Hypercat Ontology [77]. . . . . . . . . . . . .. ... . ... ..., 33
2.10 ForwarDS-IoT Architecture [99] . . . . . . . . . . ... ... ... .... 37
[2.11 DSHMP-IOT Movement Prediction Stages based on DSHMP-Tree Network |
[ Scheme [[102] . . . . . . . . . o 38
[2.12 Interaction Pattern: ‘Searching Around Me’ [119]]| . . . . . . .. ... ... 39
[2.13 TInteraction Pattern: “Searching on My Network” [T19]. . . . . .. ... .. 40
[2.14 Interaction Pattern: ‘Searching in Directories’ [119] . . . . . . .. ... .. 41
[2.15 Interaction Pattern: Accessing Thing Metadata [119] . . . . ... ... .. 42
[2.16 Architecture of Discovery Framework [36]/. . . . . . . .. ... ... ... 43
[2.17 Vertical Hand-off Decision Controller Implementation based on /EEE |

80221 [137]]. . . - o o e 52

ix



[2.18 Model-Driven Approach for CEP in SOA 2.0 [140]f . . . . . . .. .. ... 53

[2.19 Proof-of-Concept System Functional Architecture [T41]. . . . . . ... .. 54
[2.20 Context-Aware Sensor Configuration Model (CASCoM) [41]| . . . . . . .. 55
. ystem Model [143]]] . . . ... ... .. ... ... .. ... .. 55

[2.22  Airport Dynamic Social Application Environment and Equipment: (a) |

Example of Smart Services at the Airport, (b) Airport Dynamic Social |

Environment, (¢) Airport Dynamic Social Equipment [142] . . . . . . . .. 56
[2.23 Schematic Genetic Algorithm [[146]]| . . . . . .. ... ... ... .. ... 58
[2.24 Representation of V2V and V2I Technologies (a) V2V Communication, (b) |

V21 Communication [156]]| . . . . . . . . . . .. . 60
(3.1  Similarity Measures Coefficients| . . . . . . ... ... ... ... ..... 80
[3.2  Clustering Methodology| . . . . ... .. ... ... .. ... ....... 87
(3.3 Matching Conditions| . . . . . . ... ... ... 90

[3.4  Similarity Computation using (a) Euclidean Distance, (b) Dice, (c) Jaccard, |

(d)Cosine| . . . . . . . e 92

[3.5 Fuzzy k-means Clustering using (a) Euclidean Distance, (b) Dice, (c) |

Jaccard, (d)Cosine| . . . . . . . . . . ... 93

[3.6  FCM Clustering using (a) Euclidean Distance, (b) Dice, (¢) Jaccard, (d) Cosine| 95
[3.7  IKm-CA Clustering using (a) Euclidean Distance, (b) Dice, (c¢) Jaccard, (d) |

COSINE| . . . . . o e e 96
(3.8 Similarity Searches| . . . . . . ... ... .. o oo 99
[3.9 SearchingTime| . . . .. ... ... ... ... ... . ... . ... 99
M.T Components for ETC[8]] . . . . . ... ... ... ... .. ....... 117
4.2 Scenario (a) Application Area (b) Shambhu Toll Plaza, NH-1, India] . . . . 117
4.3 Dataset collected from Shambhu Toll Plaza, NH-1, India| . . . . . ... .. 118
4.4 Context-Aware Search Optimization Framework on Internet-of-Things| . . . 119

4.5 Indices to Red-Stores (a) Text-Keyword, (b) Spatial-Temporal, (c) |

Value-Keyword| . . . . .. ... ... 121

4.6 DataModeling . ... ... ... ... 128




.7 Evaluation Results for Distinct Objective Functions| . . . . . . .. ... .. 131
4.8  Comparison between /IGD, Newton and Quasi-Newton| . . . . . ... ... 132
4.9 Performance Metricsl . . . . . . . .. ... 134
[5.1 Intelligent Resource Inquisition Framework on Internet-of-Things (/IRIF-1oT)| 143
[5.2 Sequence Steps for Partial Mapping | . . . . . .. ... ... ... ... .. 145
[5.3  Searching Process|. . . . . . ... .. ... oo 149
[5.4 Fuzzy Operation|. . . . . . . ... ... ... ... . 156
[5.5 Comparison of Various Approaches| . . . .. ... .. ... ... ..... 159
[5.6  Simulation Environment of Toll Plaza (a) 3D Side View (b) Front View| . . 160
0.7 Performance Metricsl . . . . . . ... ... 161
(6.1 Middleware Approach for Reliable Resource Selection on Internet-of-Things| 173
[6.2 Static fraction of participants (a) Broadcasting Message (b) |
[ Acknowledgment Message|. . . . . .. ... .. ... ... ... ..., 178
6.3 Global Trust Evalvationl . . . . . . .. ... ... ... ... ....... 185
[6.4  Resource Discovery on the Network for its Connecting Time during (a) |
[ Global Trust (b) Local Trust| . . . . . . . . . . ... ... ... ...... 193
[6.5 Resource Discovery on the Network for its Processing Time during (a) |
[ Global Trust (b) Local Trustl . . . . . . ... .. ... ... ... ..... 193
[6.6 Comparison among algorithms for decision making with respect to (a) CPU |
[ Cycles (b) Executiontime| . . . . .. ... ... ... .. ......... 195
[6.7  System Performance (a) Alive resources (b) Dead resources (c) Energy |

consumption (d) Throughput (e) SuccessRate| . . . . . ... .. ... ... 198

xi



List of Tables

(1.1~ Building Blocks for loT}. . . . . . .. .. ... ... ... 3
(L2 Common Standards for [o71. . . . . .. ... ... . ... ........ 6
(1.3 Comparison between Traditional Web and Discovery on lo7| . . . . . . .. 12
2.1 Identified Key Research Gaps|. . . . . . .. ... ... ... ... ..... 22
[2.2  Approaches for Resource Discoveryon/lo?| . . . . .. .. ... ... ... 44
2.3 Literature Survey on Clustering|. . . . . . . .. ... .. ... .. ..... 48
2.4 Summary of Literature Survey| . . . . . . . .. ... ... Lo, 62
[3.1 Experiment for Queries at Threshold=5|. . . . . ... ... ... ... .. 98
4.1  Objective Functions(OF)| . . . . . . . . . .. ... 129
4.2 Objective Functions(OF), Elapsed Time (ET)| . . . . . . . ... ... ... 132
[.1 Fuzzy Operations| . . . . . . . . . . . ... . e 142
[5.2 Degreeof Match| . . ... ... ... ... .. ... . . . . 148
[5.3  Weight Calculation| . . . . .. ... ... ... ... ... . ... 151
[5.4  Fuzzy Control Rules| . . . ... ... ... .. ... ... ......... 156
[6.1 Simulation Parameters| . . . ... .. .. .. ... ... L. 191
[6.2  Comparison for Computation of Resources by Various Approaches|. . . . . 192
[6.3 Comparison among approaches|. . . . . . .. .. ... ... ... 196
[/.1 ~Comparison among Proposed Techmiques| . . . . ... ... ... ... .. 205

xii



List of Algorithms

[3.1 Fuzzy k-means Clustering Algorithm (FKM)[ . . . . . . . ... ... ... 83
[3.2  Fuzzy c-means Clustering Algorithm (FCM)[. . . . . . .. .. .. .. ... 85
[3.3 Iterative K-means Clustering Algorithm (/Km-CA)[ . . . . . .. ... ... 87
4.1  Newton Algorithm| . . . . .. ... ... ... ... ... ... .. ..., 112
4.2 Quasi- Newton Algorithm| . . . . ... ... ... ... .......... 115
4.3 Multi-modal Search Algorithm| . . . . . . .. ... ... ... ... .... 123
4.4 Iterative Gradient Descent Algorithm (/GD)| . . . . . . .. ... ... ... 127
[5.1  Crawling Algorithm|. . . . . . .. ... ... ... ... ... ....... 150
[5.2  Semantic Matchmaking Using Bipartite Graph | . . . . . .. ... ... .. 152
[5.3  Optimized SMEBG Algorithm | . . . . ... .. ... ... ......... 153
[5.4  Reasoning Algorithm|. . . . . .. ... ... ... ... ... . ... 154
[5.5 Poisson Searching Algorithm| . . . . . . ... ... ... ... 158
[6.1 Neighbor Discovery Algorithm (NDA)| . . . . . . .. .. ... ... ... 180
(6.2  Trust Evaluation Algorithm|. . . . . . . ... ... ... ......... 186
(6.3  Fuzzy-Decision Algorithm (FDA)(. . . . . . . ... ... ... ...... 188
(6.4  Hybrid M-Gear Algorithm| . . . . ... ... ... ... ......... 189

xiil



List of Symbols

Symbols

c

Y

Z

sed

(0]

Prob
Wim.nSBoS

Oa

Smyn
simCos(G,H)
G.H

€1,
simDice(G,H)
simEuc(G,H)
simJac(G,H)
Valn]

n

centij[m]
Cnlm]

cent;[m]
best[m|

A, Ac,
sim(A,B)
best,[m]
Ltinal

total,e,,
totaly,e,,
Fu(I,J)

Meaning

Clusters

Partition Matrix

Set of Objects

Squared Euclidean Distance between two Objects
Domain

Problem

Weight

Query

Pair

Cosine based Similarity Value
Vectors

Concepts

Dice based Similarity Value
Euclidean based Similarity Value
Jaccard based Similarity Value
Array of Vectors

Maximum Number of Clusters
Centroid of Clusters

Clusters

Centroid Array

Best Matched Solution
Associated Cluster for Array of Vectors
Similarity Function

Updated Vector of Clusters
Reassigned New Clusters

Final Vector of Cluster Formed
Final Clusters

Matching Function

X1V



M xN
dist

cent.q
O(Nz+K)
Nz

objld
objDesc

Threshold

Associated Clusters
Membership Degree

Degree of Sample

Fuzzy Partitioned Matrix
Euclidean Distance

Centroid Cluster

Exponent

Degree of Membership
Prototype of Centroid of Cluster
Membership Matrix

Total Number of Resources
Distance among the Centroid of Membership Matrix
Total Iterations of Centroids
Storage

Number of Resources

Number of Clusters

Data Points

Dimension

Iterations

Complexity

Nodes

Attributes

Distance Calculated among Clusters
Total Number of Comparison
Calculated Centroids of Clusters
Iteration

Total Comparisons among Resource’s Distances
Location of Sampled Value
Format of Sampling

Time of Sampling

Actual Value

Time

Identification of Object
Description of Object

XV



PhyAddr
k
Idxnode
Ptr

PT

IST

ldx;

Ga
ldxnode
GyJ

Qu
Obool

(2)

5(z)

dxmin, dx
tolr

On
Cs

Hc,

s
7

R

Physical Address
Keyword

Address of the Child Node
Pointer

Partition Table

Instance Sequence Time
Node Server

Geographical Area

Index Node Server
Grid-sketched by the Dynamic Object
Query

Storing Atomic Searches
Output

Objective Function

Initial Critical Point
Gradient Descent

Iteration

Step Size

Trajectory

Level Set

Point-to-set Mapping of Critical Points
Armijo’s Rule

Inner Mapping

Outer Mapping

Search Space

Maximum Iteration
Number of iterations

Step Size

Change in Step Size
Tolerance

Ontology

Conceptual Sets
Corresponding Hierarchy with respect to subclasses
Instance

Relation

XVvi



Axioms to infer knowledge

Hierarchy for relations

R

tk Terms
\ Vocabulary
ParMap Partial Mapping Function
S Similarity Computation
i Iteration
ScEntity Entity Equatability
gV, E Entities
Scpef Definite Equatability
SeStrEqu String Equatability
j, e Strings
SecDice Dice Coefficient
T, K Two sets of Entities
Seset Similarity Set
Scagg Identity Agglutination
Dy, Degree of Match
Qin List of Input Concepts
M Matching Sets
List; and List; Vertical Lists

Sderef Unseen/blacklisted Sets
Wa, Wp, We Weight
max(wt;) Maximum Weighted Edge
Gp List of Matching Sets
Vi Vertices of Entities
Hy Hungarian Match
Gp Bipartite Graph
R. Rules
Ay Axiomatic Triples
T* Searching Time
Pr.(n) Poisson Distribution
n Number of Vehicles
A Total Time
B Approximate Searching Time
F* (1) Probability Density Function

Xvil



Vi

St

Pepir

Yij
Energyresource

Energynodes
S1

Pi,is Yn i
My 1

G*,l

CR;

Tk> Sk,
ER,

Number of Vehicles

Search Time Set

Power Consumption

Number of Hopes among End Points
Energy consumed in network
Power consumption at the end points
Sum of Data Packet

Sum of Data Packets Generated by the Source
Packet Loss

Generated Packets

Received Packets

Total Size of Packets

Number of Search Iterations
Position

Step

Point Observation

Spatial Function

Gaussian noise

Gaussian

Latent Variable

Covariance Matrix

Complete Prior Distribution
Regression

Test Point

Training Data Set

Predictive Mean Function
Predictive Covariance Function
Communication Range

Local Hyper-Parameters
Effective Range

Predictive Neighbor Set
Cardinality

Probability

Slot

Rate

Xviii



Ji

o

rvo, rvi and rvy
EXP
i)

F

pd

u
MylIndex
NS

T,
NSsub
TT;
ST; ;
PT; ;
TTI

R

DT;
Y- X
DT
DT/

DTE.

Cin

Number of Participants Joining System
Load Factor

Number of Slots with Acknowledgment Message

Expected Value

Variance

Frame Size

Prior Distribution

Predictive Mean Function

Parent Index Service

Neighbor Set

Trust Score

Shortlisted Resources
Transaction Table

Successful Transaction

Positive Transaction

Time to Live

Reputation

Direct Trust

Behavior of Resources

Direct Trust at Latest Time Duration
Direct Trust at Previous Time Duration
Communication Time

Direct Trust Evaluation

Number of Request Solicits
Number of Positive Solicits
Threshold

Indirect Trust

Total Trust Evaluation

Value for Weight of Direct Trust
Value for Weight of Indirect Trust
Neighbor Sets

Array with Trust Score equal to 1
Participating Resources

Counter

Resultant Array

Xix



NSnewlp [l] s
NSnewgpi]
Psnewli], qsnew!i]
Pavaitli]; Gavair (i)
nsp

BS

CH

area

egy
gatewayresource
region

table

Tytorage

R,(DT),
R,(IDT)

O(N?)

R4(IDT)
R;(sortIDT)

Sorted Array

Sum Arrays
Shortlisted Available Array
Participants

Base Station
Cluster-Head

Area

Energy

Gateway Resources
Region

Data Table

Storage Complexity

Storage Repositories

Number of Iterations

Storage repositories for the Gathered Data by Indirect Trust
Storage Repositories for the Gathered Data by Evaluating

Gathered Data after Sorting

XX



List of Abbreviations

Abbreviations

AODV
AMQP
APTS
ARTS
ATMS
ATIS
AVCS
ACO
API
ABC
Al
APFs
ANPR
BS
BGA
BG
BLE
CLARANS
CVOo
CORBA
CEP
CoAP
CAL
CASL

Description

Ad-hoc On-demand Distance Vector
Advanced Message Queuing Protocol
Advanced Public Transportation System
Advanced Rural Transportation System
Advanced Traffic Management Systems
Advanced Traveler Information System
Advanced Vehicle Control System

Ants Colony Optimization

Application Programming Interface
Artificial Bee Colony

Artificial Intelligence

Artificial Potential Fields

Automatic Number Plate Recording
Base Station

Binary Genetic Algorithm

Bipartite Graph

Bluetooth Low Energy

Clustering Large Applications based on RANdomized Search

Commercial Vehicle Operations

Common Object Request Broker Architecture

Complex Event Processing
Constrained Application Protocol
Context Acquisition Layer

Context Annotation-Search Layer

XX



CARD
CASOF-IoT
CASSARAM
CPU
CASAGRAS

CA
DDS
DM
DSRC
DeitY
DHT
DNS
ETC
ETP
EXI
EAR
EPC
ESB
ETSI
ForwarDS-1oT
FIB
FCM
FCL
FKM
FDA
GA
GERI
GPS
HSMM
HPC
HMIL
HTTP

Context Aware Resource Discovery

Context-Aware Search Optimization Framework on the Internet of Things
Context-Aware, Sensor Search, Selection and Ranking Model
Control Processing Unit

Coordination and Support Action for Global RFID-related Activities and
Standardization

Cultural Algorithm

Data Distribution Service

Decision-Making

Dedicated Short Range Communications

Department of Electronics and Information Technology
Distributed Hash Table

Domain Name System

Electronic Toll Collection

Electronic Toll Plaza

Efficient XML Interchange

Energy Aware Routing

Electronic Product Code

Enterprise Service Bus

European Telecommunications Standards Institute
Federated Discovery Service

Forwarding Information Base

Fuzzy c-Means

Fuzzy Control Logic

Fuzzy k-Means

Fuzzy-Decision Algorithm

Genetic Algorithm

Global Enterprise Resource Integration

Global Positioning System

Hidden Semi-Markov Model

High Performance Cluster

Human-Machine Interaction Layer

Hyper Text Transfer Protocol

xxii



IMPFF
IRIF-loT
IEEE
ITS
IETF
IDC

loT
IPSec
IPv4
loT-DS
IPs

IGD
IPv6
IKm-CA
JMS API
KA
LEACH
LTE-A
LoWPAN
MQTT
MeitY
mDNS
MARRS-IoT
M2M
MOD-LEACH
NDN
NH-1
NHAI
NICT
NFC
NDP
NVENT
NDP

Improved Firefly Algorithm

Intelligent Resource Inquisition Framework on Internet-of-Things
Institute of Electrical and Electronics Engineers
Intelligent Transportation System

Internet Engineering Task Force

International Data Corporation

Internet-of-Things

Internet Protocol Security Protocol Suite

Internet Protocol Version 4

Internet-of-Things Directory System

Internet Protocols

Iterative Gradient Descent

Internet Protocol Version 6

Iterative K-means Clustering Algorithm

Java Message Service API

Knowledge-Acquisition

Low-Energy Adaptive Clustering Hierarchy Protocol
Long Term Evolution-Advanced

Low-power Wireless Personal Area Networks
Message Queue Telemetry Transport

Ministry of Electronics and Information Technology

Multicast DNS

Middleware Approach for Reliable Resource Selection on Internet-of-Things

Machine-to-Machine

MODified Low-Energy Adaptive Clustering Hierarchy

Named Data Networking

National Highway-1

National Highways Authority of India

National Institute of Information and Communications Technology
Near Field Communication

Nebula Data Plane

Nebula Virtual and Extensible Networking Techniques

Neighbor Discovery Protocol

xxiii



NAT
NCore
NWGN
NPN
NXGN
ONS
OF

(0N
0GC SOS
OWL
PDR
PSO
PIT

PC

P2pP
PEGASIS
QoS
RFID
RUNES
REST
Red-Stores
RTOS
RDFs
ROA
RPL

SE

SOL
SDL
SMEBG
SAL
SOA
SPDP
SSDP

Network Address Translation

Network Core

New Generation Network

New Paradigm Network

Next Generation Network

Object Name Service

Objective Functions

Operating System

Open Geospatial Consortium’s Sensor Observation Service
Web Ontology Language

Packet Delivery Rate

Particle Swarm Optimization

Pending Interest Table

Personal Computer

Point-to-Point

Power-Efficient Gathering in Sensor Information Systems
Quality-of-Service

Radio Frequency Identification

Reconfigurable Ubiquitous Networked Embedded Systems
Representational State Transfer

Resource Data Stores

Real Time Operating Systems

Resource Description Frameworks

Resource Oriented Architecture

Routing over Low Power and Lossy Networks

Search Engine

Search Optimization Layer

Selection-Distribution Layer

Semantic Matchmaking Engine using Bipartite Graph
Sensor-Actuator Layer

Service Oriented Architecture

Service Publish and Discovery Protocol

Simple Service Discovery Protocol

XXiv



SloT Social Internet-of-Things

SQOL Structured Query Language

SDN Software Defined Network

SocC System-On-a-Chip

SOS System-Oriented Services

TEDI Traffic Network Editor

TCP/IP Transmission Control Protocol/Internet Protocol
transID Transaction Identification

uCode Ubiquitous Codes

UDDI Universal Description, Discovery and Integration
UWB Ultra Wide Bandwidth

URL Uniform Resource Locater

URI Uniform Resource Identifier

UDP User Datagram Protocol

VNS Variable Neighbor Search

VSM Vector Space Model

WS Web Service

WSDL Web Service Description Language

WiFi Wireless Fidelity

WwWw World Wide Web

wW3C World Wide Web Consortium

XMPP Extensible Messaging and Presence Protocol

XXV



CHAPTER 1

Introduction

This chapter provides a general overview on Internet-of-Things (loT), its basic building
blocks and common standards along with its current landscape. IoT due to distributed
systems, distributed intelligence, communication and computational capabilities pose
various challenges to resource discovery and selection. This is due to resources’ diverse
nature, their capabilities, properties and communication technologies, which would together
add to the data complexity, and hence, affects the discovery. This chapter also summarizes

the challenges to the resource discovery and provides the organization of the thesis.

1.1 Internet-of-Things

IoT is a paradigm where resources are embedded with capabilities such as identification,
sensing, networking, communication and computation that will allow them to communicate
among each other to provide services over the Internet (see Figure [I.I). Ultimately, loT
resources will be ubiquitous, context-aware and will enable ambient intelligence. Such
transformation from real world objects into intelligent virtual resources that can be realized

with identification technology, path technology, communication technology, ezc. [1]].
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In short, IoT envision convergence between Internet and Sensor Networks that would
allow direct Machine-to-Machine (M2M) communication over the Internet. It would bring
more resources online and allowing them to participate in the web as a vast network of

autonomous, self-organizing devices [2]].

1.1.1 Building Blocks

In order to gain a better insight into the real meaning of the /0T, it is required to understand
the building blocks that are needed to deliver the functionality of the IoT as illustrated in
Figure@ These blocks will confirm IoT to be more efficient, scalable, reliable, secure and

trustworthy. Table [T.1] presents the building blocks with examples.
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Table 1.1: Building Blocks for loT

IoT Building Blocks Samples
Naming EPC, uCode
Identification
Addressing | Internet Protocol Version 4 (IPv4), IPv6
Sensing Smart Sensors, = Wearables sensing devices,
Embeddded sensors, Actuators, RFID Tag
Communication RFID, NFC, UWB, Bluetooth, BLE, IEEE 802.15.4,
7Z-Wave, WiFi, WiFiDirect, LTE-A
Hardware Arduino, Intel Galileo, Raspberry Pi, Smart Phones
Computation
Software OS(Contiki, TinyOS, LiteOS, RiotOS, Android);
Cloud(Nimbits, Hadoop)
Semantic RDF, OWL, EXI
Service Shipping, Smart Grid, Smart Home, Ubiquitous
Smart City

Identification: The identification of the services on loT platform is imperative in order

to name and match them. Moreover, identification methods to differentiate name and



address of the object are not globally unique, hence, addressing of the objects helps in their
identification uniquely. Also, these objects use Internet Protocols (IPs) that are public in
nature. For the same, different identification methods exists such as EPC and ubiquitous
codes (uCode) [4] that provide a clear identification for objects. The Low-power Wireless
Personal Area Networks (6LoWPAN) [3,6]], provides a compression mechanism over Internet
Protocol version 6 (IPv6) headers that makes this addressing appropriate for low power
wireless networks.

Sensing: The sensing intends to acquire data from the resources connected to the network
and forward it to the database or cloud, where it is analyzed to perform particular actions [6]].
The resources as sensors, actuator or smart devices provides the required data to the end
users and are connected to the centralized server or portal.

Communication: The communication technologies on [oT connect non-homogeneous
resources together to deliver specific smart services. Typically, the resources should
operate using low power in the presence of lossy and noisy communication links.
Examples of communication protocols used for the loT are Wireless Fidelity (WiFi),
Bluetooth, Institute of Electrical and Electronics Engineers (IEEE) 802.15.4, Z-wave, and
Long Term Evolution-Advanced (LTE-A). Some specific communication technologies like
Radio Frequency Identification (RFID), Near Field Communication (NFC) and Ultra-Wide
Bandwidth (UWB) are also used [[7-9].

Computation: The processing units and software applications represent the computational
ability of the IoT. For the purpose, number of hardware platforms such as Raspberry PI,
Arduino, Intel Galileo, etc. are developed. Among these platforms, Operating Systems (OS)
are vital since they run for the whole activation time of a device. There are several Real-Time
Operating Systems (RTOS) that are good candidates for the development of RTOS-based IoT
applications, e.g., the Contiki RTOS [[10], TinyOS [11], LiteOS [[12] and Riot OS [13]]. The
cloud platforms facilitate smart objects to send their data to the cloud, for big data to be
processed in real-time, and eventually for end-users to benefit from the knowledge extracted
from the collected big data [14].

Semantics: Semantics on loT includes ontologies, contexts, and structured metadata that

can make intelligent sensors to be seamlessly, securely, and trustworthy interconnected for



enabling automated high-level smart applications. For this, it undergoes various processes
such as data modeling, its representation, interpretation and reasoning for decision making
[15].

Services: IloT services are classified into four classes, i.e., Identity-related, Information
Aggregation, Collaborative-Aware and Ubiquitous Services [[16]. Among them, the foremost
service, i.e., Identity-related consists of two major components, namely, things and read
device. The former is equipped with identification identifier like RFID whereas latter
reads the identity of things and make a request to name resolution server to access more
detailed information about particular device. Therefore, Identity-related services can read,
transmit or actively send information to other connected devices. The service which is
responsible for the collection of raw sensory data, processing of acquired data, transmitting
and reporting that data to the IoT based application is Information Aggregation. From
the application, Collaborative-Aware Services obtain this data for further analysis to take
decisions accordingly. Finally, the last service, i.e., Ubiquitous targets provision of the
Collaborative-Aware Services to the end user irrespective of time [17-19]. For example,
Internet-of-Vehicles [20] represents a typical application of /0T in Intelligent Transportation
System (I7S) that set future trends as converging technology like Electric Vehicle, Electric

Smart Grid and Autonomous Vehicle [21].

1.1.2 Common Standards

The number of groups such as World Wide Web Consortium (W3C), Internet Engineering
Task Force (IETF), Institute of Electrical and Electronics Engineers (IEEE) and European
Telecommunications Standards Institute (ETSI) have developed and defined IoT’ protocols
to facilitate seamless interoperability between things, gateways, applications and users that
will enable scalability, cross things added value applications, services and cost optimization.
The IoT’ protocols are broadly categorized in to four types, namely, application, service
discovery, infrastructure and other influential protocols meant for semantic, multi-layer
frameworks, security and vertical specific interface standards. However, not all of these
protocols have to be bundled together to deliver a given IoT application. Moreover, based on

the nature of the loT application, some standards may not be required to be supported in an



application. Some of the most prominent protocols are summarized in Table

Table 1.2: Common Standards for loT

Application Protocols | DDS | CoAP | AMQP MQTT | MQTT-SXMPP| HTTP
REST

Service Discovery mDNS DNS-SD

Routing RPL

Protocol

Network 6LoWPAN IPv4/1Pv6
Layer
Link IEEE 802.15.4

Infrastructure Protocol

Layer
Physical/ LTE-A EPC global IEEE 802.15.4 | Z-Wave

Device

Layer

Influential Protocols IEEE 1883.3, IPSec IEEE 1905.1

Data Distribution Service: Data Distribution Service (DDS) is data-centric that allows
fine and extensive control of QoS parameters, including reliability, bandwidth, delivery
deadlines, and resource limits. Also, it uses interoperable information exchanges and follows
a server-less approach with direct end to end communication, making it independent from
the platform. The DDS helps in transmitting information using transportation schemas like
multicast, Transmission Control Protocol/Internet Protocol (TCP/IP), etc. 1t also supports
multiple physical connections and has automatic route finding [22].

Constrained Applications Protocol: Constrained Applications Protocol (CoAP) is a web
based client/server model which helps unassisted devices to send information via alter routes.
It uses User Datagram Protocol (UDP), broadcasting and multicast addressing mechanisms
for sending information in one to one protocol. TCP is not supported by CoAP. It also helps
in finding routes for exchanging data by connectionless communication and thus supporting
route discovery and content negotiation [23]].

Advanced Message Queuing Protocol: In Advanced Message Queuing Protocol (AMQP),

6



the replacement of proprietary and non-interoperable messaging systems in the financial
sector results into a message-centric brokering protocol, with key features like message
orientation, queuing, routing, reliability and security. It works at the application layer
with an underlying reliable transport layer providing message oriented communication, flow
controlled delivery of messages, encryption and authentication [24]].

Message Queue Telemetry Transport: Message Queue Telemetry Transport (MQTT) is an
easily available protocol that has simple and basic model that works through a central broker
for passing messages among end users via IP connections. It is well suited for constrained
environments and supports the hierarchical file system structure. It uses asynchronous
communication for sending offline messages to devices. It also helps in storing and
forwarding the most recent messages. The various versions are available to counteract
particular problems [25].

Extensible Messaging and Presence Protocol: Extensible Messaging and Presence Protocol
(XMPP) is decentralized customer server model which uses text messages or applications
for communicating massively to cluster of nodes and is broker less. The binary data are
encoded with base64 before transmission and thus providing security to devices during large,
potentially unwanted complicated traffic [26].

Representational State Transfer: The lightweight protocol, Representational State Transfer
(REST) is stateless, end to end and cached storage for communication among devices to the
cloud via TCP/IP. 1t is independent of language and operating system having asynchronous,
publish or subscribe of information exchanges and it does not support cookies [27].

Java Message Service API: Java Message Service API (JMS API) helps in creating, reading,
sending and receiving messages among two or more clients. It intends to separate application
and transport layer functions and allows the communication between different components
of distributed applications to be loosely coupled, reliable and asynchronous over TCP/IP.
JMS supports both point-to-point and publish/subscribe models using message queuing and

durable subscription [28].



1.1.3 Current Landscape

The idea of transformation of the Internet as a combination of classic networks and
networked objects has resulted in M2M interaction without human intervention by means
of integrating various processes such as sensing, communication, data analytics, efc. Such
transformation would offer great research opportunities as new means of communications,
living, entertainment, interactions, sensing and identification [29]], but here, the question
arises that why it took so long for this transformation though, /0T is at its peak of inflated
expectations [30,[31]. To identify the problems for the realization of IoT through the
processes, the various research domains are identified, namely, identification technology,
architecture technology, communication technology, network topology and discovery,
algorithmic approach, hardware solutions, data and signal processing, searching techniques,
energy optimization, standardization, security and privacy [32-34]. These research domains,
due to technological diversity, raise conflicts such as identity and repository management,
delegating policy decisions, context switching architectures, autonomic computing and
networking; that are envisaged to be resolved by end of 2025.

Among these domains, the thesis evaluates the current state of /o7 and argues for a paradigm
shift addressing why and how discovery can significantly impact the future of IoT and
moreover, becomes a necessary component for the IoT success story [35]. It is due to the
estimated explosion of resources on IoT in the coming years which raise the need to rethink
how it can deliver value to the end-user. The resources required to be discovered in order to
allow users to build loT apps, services and applications using intelligent resources without

the need for a priori knowledge of these resources.

1.2 Resource Discovery and Selection on Internet-of
Things

IoT is an area which enables heterogeneous resources to sense, process and interpret via
Internet-connected infrastructures. However, the exponential growth of resources would

add to the IoT data which is not limited to sensors and machines but data from social



networks, the web, and other user submitted physical observations and measurements.
Such huge amount of data from real or virtual world will be available globally and in
vast amounts which is to be shared among applications and devices for event detection,
context and situational awareness based decision making, enhanced service creation, and
driving event-based actuation without human intervention. Such a system has to be reactive,
efficient, and effective as it will have to continuously respond to changes in the user’s
situation. However, such a system can also be proactive where its behavior is based on
predicted situations evaluated with some level of confidence and probability. Therefore,
there is a need to understand the mechanisms to facilitate automatic discovery and selection

of the resources on loT platforms [36]. These mechanisms are discussed in this sub-chapters.

1.2.1 Resources and their Graphical Forecast

A resource (refers to physical objects; the terms object, device, resource, entity, and things
are used interchangeably) is either software or hardware with fundamental characteristics
such as physical embodiment, unique identifiers, offered service, location, processed
information, operating system, languages and modes of communication. Moreover, they
have either local or global domain having both physical and digital representation. In order
to facilitate interaction, communication, and computation, resources are required to interact
with the environment and among themselves [37]].

The connected loT devices or resources as predicted by International Data Corporation
(IDC) projects, would grow to 212 billion that would drive IoT and the associated ecosystem
to be a $1.7 trillion market by 2020 [30]. Figure presents a graphical forecast of loT
explosion over the coming years as estimated by Cisco. Such an increase in the number of
resources would produce huge amount of data through processes defined for the realization

of IoT and hence, limits the discovery [38].

1.2.2 Resource Discovery

The resource discovery mechanism enables users from different applications to access loT

data wherein users does not require to know the originating source, location, time and
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Figure 1.3: A Graphical Forecast of /oT Explosion [30]

description of the data. It leads discovery mechanism to emerge as a challenging task since
activities such as data acquisition, modeling, integration, assessment and reasoning on /oT
varies with respect to data providers and end publishers or brokers. These activities helps
to facilitate data linking, knowledge representation and context-driven search and therefore,
on their basis, resource discovery mechanism is broadly categorized in to two successive
loops, namely, foraging and sense-making [39,40]]. In former loop, originating sources are
identified and assessed for knowledge extraction which is further formatted into consumable
form. In latter, i.e., sense-making loop, the extracted knowledge is analyzed, interpreted and

exploited for the provision of service in accordance to a particular query.

1.2.3 Motivation behind Resource Discovery

An implicit property of IoT is heterogeneity imposed by plethora of resources. These
resources have diversity with respect to communication, computational capabilities,

representation, storage, search types and data formats. Such diversity leads to unmanaged big

10



data driven by its velocity, variety, value, and volume which poses significant challenges to
realize the vision of IoT [41]. Moreover, to ensure availability of the resources, data would
require to be efficiently stored in widely distributed, heterogeneous information systems.
It would lead to another challenge related to data retrieval from the information systems
which is a non-trivial task without a common machine-readable data representation. Hence,
interoperability will need to be addressed to design efficient mechanisms for discovering
available resources and capabilities.

Finally, there is a scope for improvement of innovative low-footprint hardware solutions
which are embedded into vertical software middleware silos of loT solution stacks. In
these silos, data by itself is of limited value unless it is computed with other related data
and context. Since, the tremendous amount of data is generated through advancement in
technologies, it is necessary to find the needle across zettabytes of multiple haystacks. Here,
the challenge is to describe the precision despite increasing heterogeneity and complexity in
the data. This is where discovery combined with analytics in the /o7 can deliver new insights

from the data produced by things [42].

1.2.4  Traditional Web Search versus Internet-of-Things Resource

Discovery

In Traditional Web, the basic unit of addressing in World Wide Web (WWW) is the Uniform
Resource Locater (URL) which is accessed over the application protocol, Hyper Text
Transfer Protocol (HTTP). Traditional resource discovery in WWW is performed by search
engines which dispatch web crawlers to pull the requested data. On the other hand, resource
discovery on the loT are more susceptible to interference, loss of connectivity being power
constrained and connected through lossy wireless networks. Moreover, these resources are
generally deployed in semi-closed infrastructure or network [43]]. The comparison between

web search for pages and resource search in loT with respect to CoAP is summarized in

Table [[.3]
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Table 1.3: Comparison between Traditional Web and Discovery on loT

Traditional Web Search

IoT based Resource Discovery

Target websites are fetched using Web
Crawlers and provided to interested

nodes.

Target devices push their services on the

resource discovery.

Nodes can fetch the complete Websites,
links, Uniform Resource Identifier (URI)

No application content is transfered

to node except URI, meta-data and

meta-data and application content. hyper-links.

The transfer protocol is HTTP. The transfer protocol is CoAP.

Resources can be discovered in the global | Resources can be discovered locally

scope throughout Internet. within the scope of resource directory.

Resource discovery results are ranked. Efficient ranking is not supported.

Resource discovery results are not | Resource discovery results are machine

machine readable. readable in Link Format.

1.2.5 Evaluation Metrics for Resource Discovery

The IoT is a dynamic global network infrastructure that is composed of billions of
interconnected resources, consequently, the scope of the research for discovery techniques is
broad. To gain a quick in-depth overview of the research, it would be better to define some
prominent metrics or dimensions which are explained as follows [44].

Data format: 1t defines the format in which data is to be represented.

Access approach: 1t alludes to how customers of the search functionality can get to the
output of the query.

Search type: It tells about the type of the fundamental search techniques based on which
the discovery frameworks are designed, such as keyword-based search. The core strategies
utilized are critical in deciding the adequacy of the search.

Scale of experiment: It presents the scale of the experiment considered in a specific research
work, e.g., the number of sensors and entities, amount of data, efc.

Dynamicity: The dynamicity of the resources refers to their changing factors such as status,

12



location, generated value, faults in hardware, efc. These factors have direct or indirect impact
on the performance of the resources, therefore, discovery mechanism should provide support
for handling their consequences.

Architecture: It defines the type of platform such as centralized or distributed for which
discovery approaches are designed.

Implementation: 1t refers to the distinct programming languages and models for the

implementation of the different discovery approaches.

1.2.6 Challenges in Resource Discovery

The various challenges in resource discovery and selection are described as below [45,46].
Heterogeneity in data: With the development of IoT, more and more sensors, actuators
and mobile devices have been deployed into our daily lives. As such, tremendous data
are produced and it is urgent to dig out hidden information behind these voluminous
data. However, data generated by multi-modal sensors or devices show great differences in
formats, domains and types, which pose challenges for machines to process and understand.
Moreover, due to the lack of interoperability, information generated by different sensors or
devices cannot share with each other, which has become a severe challenge. Although nearly
45% data created on the Internet can be processed, it is challenging to mine and dig out the
hidden information. Also, cross-domain knowledge becomes increasingly difficult to share
with others because of the heterogeneity of data.

Semantic interoperability and data management: IoT deals with big data that needs to be
transformed into useful information as knowledge. This transformation is possible through
the usage of standardized data formats and semantic models with the detailed description of
metadata.

Self-organization capabilities: For autonomic capabilities, the smart objects on loT are
needed to be embedded with intelligence such that they can take decision in accordance to
the situation and react accordingly. For the same, smart objects are supposed to organize
themselves into transient ad-hoc networks, providing the basic means for sharing data and
for performing coordinated tasks.

Scalability: With increase in the number of connected resources on [oT, scalability

13



issue arise at various levels that includes naming and addressing, data communication
and networking, information and knowledge management and service provisioning and
management.

Security and Privacy: The entire infrastructure of IoT is distributed and virtual,
communication among resources is highly dimmed by malfunctioning and attacks with
dynamic addition of the resources. This means that security should be considered a key
system-level property, and is taken into account for the design of architectures and methods

for discovery solutions.

1.3 Thesis Organization

The organization of the thesis is as follows.

Chapter 1: Introduction
This chapter introduces the context of the research to be presented in this thesis. It starts
with an introduction to IoT, highlighting its building blocks, common standards and current
landscape. Then, it discusses the basic bottleneck to IoT, i.e., resource discovery and
selection. Further, it presents an overview on resources and their graphical forecast. Next, it
describes the resource discovery, motivation, evaluation metrics and challenges. The chapter
then presents the primary contributions of this research and ends with a discussion on the
organization of the rest of the thesis.

Chapter 2: Literature Review
This chapter provides a comprehensive survey of work done in the area of JoT and highlights
the major research gaps. Among the research gaps, it highlights the contributions in the
field of resource discovery and selection on IoT with respect to foraging and sense-making
loop. The former loop, i.e., foraging includes approaches for data acquisition, modeling,
integration, assessment and reasoning on loT. The latter covers techniques for both resource
discovery and selection. Next, the chapter summarizes the issues in resource discovery and
selection on loT. Then, it formulates the problem formulation and objectives for the thesis

work.
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Chapter 3: Clustering based Resource Discovery and Selection
The chapter addresses the various challenges that arise due to heterogeneity, lack of
standardization, periodic evaluations, efc. with respect to resource discovery and selection on
the IoT. These challenges are to develop techniques for data coupling, indexing and ranking
of multiple parameters to cover fundamental search principles. To resolve the resource
discovery and selection on IoT, a novel clustering technique, namely, Iterative K-means
Clustering Algorithm (IKm-CA) is proposed. It targets concrete cluster formation and their
storage using similarity coefficients of vector space model and performs efficient search
against matching criteria with respect to complexity. It is simulated on MATLAB, and the
obtained results are compared with fuzzy k-means and fuzzy c-means clustering algorithm
with similarity coefficients of vector space model against exponential increase in the number
of resources. The obtained results justify /Km-CA to be an optimal solution for the resource
discovery and selection on [oT.

Chapter 4: Context-Aware Resource Discovery and Selection using Convex
Optimization
This chapter accounts issues such as context of the gathered data, scalability and search
metrics on the IoT. These issues, if not resolved, would lead resource discovery and selection
to emerge as a non-linear constrained specific problems. Such problems experience higher
search complexity in terms of time. Therefore, it is required to optimize them to ease
the inter-communication and interaction. To address these issues, the chapter proposes
a Context-Aware Search Optimization Framework on Internet-of-Things (CASOF-1oT)
which targets knowledge presentation through schema, discovery via multi-modal search
algorithm and its optimization through an Iterative Gradient Descent (/GD) algorithm. The
multi-modal search algorithm through keywords, value or spatial-temporal indices performs
resource discovery by finding the best matches against a query from Red-Stores and stores
them as search set. The search set is further evaluated via IGD for optimization that reduces
the search complexity using Armijo’s Rule, which eradicates the unpredictable step size. It
is tested using various objective functions and is compared with Newton and Quasi-Newton
methods. The obtained results depict the efficiency of the algorithm graphically with respect

to the searching time.
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Chapter 5: Semantic based Resource Discovery and Selection in the
Internet-of-Things
The chapter incorporates the interoperability challenge at various levels like semantic, radio
access and context with respect to resource discovery. Moreover, to discover resources
continuously and tracing its localization position in a network, there is a need of semantic
tagging for both metadata and information. To meet the challenge, an Intelligent Resource
Inquisition Framework on Internet-of-Things (IRIF-IoT) is proposed. It eradicates the
challenge through its three layers, namely, perception, discovery, and application. Its main
features are to link resources through usage of semantic description and ontology, to discover
them with Semantic Matchmaking Engine using Bipartite Graph (SMEBG), to optimize
the search using Hungarian approach and to access information through web terminal for
users. The framework enhances system performance significantly and is proved to have
better search efficiency with minimal operational complexity.

Chapter 6: Trust based Decision Making for Optimal Resource Selection in the
Internet-of-Things
This chapter focuses on trust, security and privacy issues on a highly dynamic network
infrastructure, loT. To address the issues, a framework, namely, A Middleware Approach
for Reliable Resource Selection on Internet-of-Things (MARRS-1oT) is suggested. It works
through three layers, i.e., Sensor-Actuator Layer (SAL), Middleware that works through its
two building components, i.e., Knowledge-Acquisition (KA), Decision-Making (DM) and
Human-Machine Interaction Layer (HMIL). It is self-configurable, explorable, adaptive,
efficient that allows resource discovery and automated decision making with lower latency,
higher accuracy and reliability. MARRS-IoT performs decision making using fuzzy based
trust model system which dynamically processes information locally as well as globally
with less time consumption and minimizes complex searches. Moreover, it adapts trust
computation scheme. The trustworthiness is calculated via direct, indirect trust evaluations
and recommendations with respect to its neighboring resources. Also, a Hybrid M-Gear
protocol is proposed to provide efficient communication via routing and helps in reducing
traffic snarls. It routes the data among the trust worthy resources with less packet losses

and minimum energy consumption during the communication. The selection of trust worthy
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resources are processed on server in order to reduce traffic congestion problem. The obtained
results support the efficacy of the framework with respect to throughput and execution time.
Chapter 7: Conclusion and Future Scope

This chapter concludes thesis outcome and provides an insight into the future scope of the
work. IKm-CA in collaboration with Cosine coefficient is simulated using MATLAB against
exponentially growing resources to analyze the search efficiency. The results supports
algorithm’s efficiency in terms of time. In CASOF-IoT, continuous update of search sets is
done through /GD in collaboration with Armijo Rule that helps to reduce the unpredictable
step size and to obtain the best neighbor with less computational complexity, providing
efficient search for resources. IRIF-IoT has eradicated the syntax limitation through the
usage of Ontology, performed searching via SMEBG. The framework has better search
efficiency with minimal operational complexity. MARRS-IoT performs a search through
Neighbor Discovery Algorithm and evaluates trust score of the discovered resources, both
locally and globally using Fuzzy-Decision Algorithm and performs efficient communication
among resources via Hybrid M-gear protocol. It supports automated decision making by
selecting the rightful resource.

In future, the proposed approaches and frameworks could extendedfor performing data
control, resolving traffic congestion, multiple neighbor selection, security and privacy
challenges on IoT. Moreover, they can be implemented for selection of leader resource and

to deal with fault tolerance.
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CHAPTER 2

Literature Review

The chapter provides an overview on loT and summarizes the research gaps in various
domains to realize its vision. The chapter also highlights the most comprehensive
contributions in the field of IoT with respect to foraging and sense-making loop. The
former loop, i.e., foraging includes activities such as data acquisition, modeling, integration,
assessment and reasoning on loT. The latter covers techniques for both resource discovery
and selection. The discovery techniques are broadly categorized in terms of domain such as
around me, on my network, in directories and accessing metadata. The techniques vary with
respect to data providers and end publishers. On the other hand, resource selection involves
different techniques for decision making such as pattern based, nature-inspired, supervised
learning, optimization techniques and trust based. A general, comprehensive and structured

overview of existing techniques are described.

2.1 Internet-of-Things

IoT concept initially was not named until 1999 officially [48]. The first example of loT came
in early 1980’s as a Coca Cola machine in Carnegie Melon University. The programmers
used to check the availability of drinks, with help of Internet connected to this machine. In
1991, Mark Weiser stated that “The most profound technologies are those that disappear.
They weave themselves into the fabric of everyday life until they are indistinguishable from

it” in a seminal paper, namely, “The Computer of the 275t Century” [47]. In 1994, IoT is
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described in IEEE Spectrum as transmitting large data into small packets among nodes in

order to integrate and automate things that include everything from equipments to whole

O\ internet of
things

i i B e

systems in factories (see Figure[2.1)).
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Figure 2.1: Evolution: Internet-of-Things [[179]

However, only in 7999, the field start gathering momentum as Neil Gershenfeld from
the Massachusetts Institute of Technology (MIT) Media Lab in his book, “When Things
Start to Think” introduced fundamentals for Internet-of-Things. Also, Sir Kevin Ashton at
Auto-ID Centre, MIT quoted IoT as a standardized way to make communication possible
between physical and real world and envisioned computation to be pervasive and operate
seamlessly [48]. The Auto-ID Labs had helped to develop the Electronic Product Code
(EPC), a global Radio Frequency Identification (RFID) system that intends to replace the
UPC bar code. Due to the evolution of EPC, the research begins to unite physical and real
world things, and is followed by International Telecommunications Union (I7U), European
Union (EU), Cluster of European Research Projects (CERP), etc., having distinct focus but
common objectives. These organizations have named loT differently like Web-of-Things,
Embedded Intelligence and Connected Devices with key features like sensing, identification,
communication, localization and tracking capabilities, addressability, actuation, security, and
privacy [49]. According to CERP, IoT is the business, information and social processes that
have smart devices or active participants that are interconnected for communication with
one another and also with surroundings using information sharing sensors [50]. Forrester
commented that, /0T is a technology that combines data and communication technologies

to make services more responsive, communicable and competent, provided by public safety,
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health-care, education, real estate and also in defining components of decisive infrastructure
[5S1]. The IoT European Research Cluster (/ERC) has concluded that IoT has a vibrant
worldwide system support having its own customs and inter-operable communication set
of syntax and semantics for assimilation among real and virtual things having their own
Identification (ID), corporal properties and information network via intellectual interfaces
[52]]. IoT-GSU has given a new definition of /oT as interconnection of real and virtual objects
on the basis of obtainable and embryonic inter-operable information and announcement
technologies for providing highly developed services for the information society [53[]. The
Internet Architecture Board (IAB) has begun RFC-7452 “Architectural Considerations in
Smart Object Networking”, which stated loT as a trend in which large set of embedded
devices provide communication related services using various Internet standards. These
devices are usually called as “smart objects” and are not operable by humans. The
Internet Engineering Task Force (IETF) have used the term smart object networking in
IoT and quoted that “smart objects” are gadgets having important constraints related to
its energy consumption, storage and processing capabilities. The IETF has provided
specific requirements to attain network compatibility among various smart objects. /EEE
Communications Magazine has stated loT as a framework having specific representation
and presence of smart things on the Internet. It is suggested that IoT offers new services
to connect physical and virtual worlds together to enable interactions among things on
cloud. Despite the buzz of IoT globally, there is not a single accepted definition for the
term. However, in compendium, loT is buzzed as a new period which expects to make
objects intelligent such that they can communicate among themselves and participate with
different things to make new applications or services and achieve basic objectives utilizing
wired or wireless connections and unique addressing scheme [54]. In order to envision
the IoT, various research domains that are identified for the integration are identification
technology, architecture technology, communication technology, network topology and
discovery, algorithmic approach, hardware solutions, data and signal processing, searching
and browsing techniques, energy optimization, standardization, security and privacy. These
research domains, due to technological diversity, raise few research gaps which need to be

focused separately. These research gaps are summarized in tabular form below (see Table
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55].

Table 2.1: Identified Key Research Gaps

Promising Key Research Gaps
Domains
Identification )
e Global unique Ids or schemas.
Technology ) .
e Identity and repository management.
e Securing of schemas i.e., authentication, authorization.
e Prevention methods for pseudonymity.
Architecture . . .. .
e Design of middleware to support distributed open architectures.
Technology . . .
e Semantic approach to support interoperability.
e Standards for implementing higher level of protocol stack.
e Integration of semantic sensor web and linked open data.
e Delegating policy decisions.
e Concept of proxy functionalities to ensure backward compatibility
in gateways.
e Data models, rules and regulation policy.
Communication ) ) o )
e Adding autonomic capabilities to network devices.
Technology ) .
e Energy efficient communication.
e Software programming contributing high performance and scalable
algorithms.
e Extension of /Pv4 to enable connectionless communication.

to be cont’d on next page
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Table 2.1: Identified Key Research Gaps (contd.)

Promising Key Research Gaps

Domains

Network

Technology and | ® Efficient indexing methods to support scalability.

Discovery e Autonomic computing and networking.

e Password and identity distribution mechanisms at layer level.

e Chip communication architectures for dynamic configuration
design.

e Design of power-aware networks to minimize energy consumptions.

e Techniques to support dynamic routing scheme.

Algorithmic
Approach e Algorithm for automatically configuring active sensors.
and Software e Counting software for active nodes on network.

e Accumulating more functionality to gateway in order to deal with
fault tolerance in a way to replace the failed node.

e [anguages to support communication.

e Bio-Inspired algorithms for self-organization capabilities.

e Algorithmic solutions to support decision making and for optimal
assignment of resources in dynamic environment.

e Data sharing, propagation and collaboration.

to be cont’d on next page
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Table 2.1: Identified Key Research Gaps (contd.)

Promising Key Research Gaps
Domains
Searching ] ] ) )
e Metadata and semantic tagging of information, hence context
Techniques . .
searching algorithms.
e To develop algorithms for distributed service consensus and efficient
data propagation.
e Device communication, disseminated stores.
e Positioning and confinement.
e Mapping of genuine, advanced and virtual substances.
e Universal authentication mechanisms.
e Design of techniques to make context aware and optimized usage of
offered resources.
Hardware o )
e Context switching architectures.
Solutions . )
e Solutions crossing over nano and small scale frameworks.
e Communication radio wires, vitality effective RF front closures.
e Nano gadgets and advances with own capabilities.
Data and Signal o . .
e Semantic interoperability and semantic sensor web.
Processing

Information sharing.
Sovereign operators.

Real and virtual interaction.

Security and

Privacy

All the security goals must be achievable like freshness,
confidentiality, non-repudiation, authorization, integrity, availability
and authentication.

Managing privacy policies, access and use rights.

to be cont’d on next page
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Table 2.1: Identified Key Research Gaps (contd.)

Promising Key Research Gaps

Domains

Energy
e [ssue is to conserve or minimize the energy consumption or harvest
Optimization
energy from natural resources.

e Energy storage and micro super capacitor technologies.

In order to address these gaps, first it is required to understand the basic definition of loT
that target resources to be identifiable, to communicate and to interact. For the same,
the prerequisite is to discover them on the network from both ends, i.e., service provider
and service requester. Therefore, this literature survey is carried out to understand the
mechanism for resource discovery and selection on loT. Also, the mechanism of discovery
and selection of resources on loT require captured data from the intelligent nodes to be
modeled, represented as knowledge, interpreted with proper reasoning for taking optimal
decision. Hence, the mechanism is broadly categorized in to two loops, namely, foraging
and sense-making (see Figure [2.2)). The former is responsible for data gathering and its
modeling whereas latter targets resource discovery and selection. These loops are studied

thoroughly to understand the existing comprehensive contributions as well as research gaps.

2.2 Foraging Loop: Data Gathering and Modeling

The loop is responsible for identifying the originating source of the resource and to extract
the meaningful information from the collected data for knowledge formation that can be
made available for users in consumable form. For the same, the loop works into two

processes, i.e., data gathering and its modeling. Each process is discussed below.
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2.2.1 Data Gathering

It targets to collect raw data from the active devices such as sensors, actuators, etc. through
the usage of various communication technologies that includes RFID, NFC, BLE, 6LoWPAN
and many more. A literature survey is carried out to understand the techniques, models
and architectures for collecting the data. For example, few researchers have surveyed
the developments and improvements in /7S that describe the generalized transportation
infrastructure of the world [56]. The authors have provided all the perspectives with respect
to ITS in reference to areas of industry, research, development, academic and public policy.
S. Lu et al. in [57] have described the composition and working flow of Electronic Toll
Collection (ETC) systems as a part of ITS. It is suggested that GPS-based ETC system will

be widely used in internal expressway network charging as shown in Figure [2.3]
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Figure 2.3: Architecture of GPS-based ETC System [57]]

Few researchers have developed Gaussian regression process namely, Distributed Gaussian
Process Regression (DGPR) to generate spatial functions for mobile nodes [58,59]]. The

process face few disadvantages that it is not tested practically in real-time environment
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. To this improvement, a Context-Aware Sensor search, Selection, And Ranking Model
(CASSARAM) for IoT has been presented to deal with challenges of sensor selection at the

time of overlapping of large set of sensors and redundant information is generated (see

Figure 2.4).
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Figure 2.4: Overview of CASSARAM

The model has limitations for achieving efficient results and to provide more functionality
due to closely related semantic and quantitative reasoning. Few researchers have outlined
and exemplified synergy between three complementary paradigms as Semantic Computing
(SC), Cognitive Computing (CC) and Perceptual Computing (PC) [63]]. The SC provides the
ability to deal with the challenges of big data. The CC helps to improve the understanding
of data for decision-making and provides the ability to utilize relevant knowledge. The
PC has the potential to bring tremendous value through its ability to provide personalized
and contextual abstractions over massive amounts of multi-modal data, originating from the
physical, cyber, and social domains [[64]. These approaches have their disadvantages for
having to maintain a database for the storage of tremendous amount of data. In order to

remove these gaps, J. Pradilla et al. have postulated Sensor Observation Service (SOS) to
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fit small sensors network environments which do not need robust system to compute and

provide standard platform (see Figure 2.5).
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Figure 2.5: Sensor Web Enablement Architecture

The SOS increases interoperability by providing interdependency of heterogeneous data
from manufacturers and sensor networks. To increase the performance of networks, few
researchers have developed wireless body area network based systems for transmitting
medical information within complex indoor e-health scenarios, on hand-held android device
[66]. They have employed a 3-Dimensional ray launching algorithm that provides an

in-house radio frequencies, power delays, and delay spread for indoor scenarios (see Figure

6).
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High Resolution Area

Figure 2.6: 3D-ray Launching Schematic View

Few researchers have highlighted Thing Description (7D) from CoRE Link Format to
semantic based descriptions that are represented in terms of actions, attributes, efc. to enable
sensors semantically [37]. The framework has its limitations to provide its extensibility for

connected vehicles.

2.2.2 Data Modeling

The data modeling is responsible for knowledge formation that helps to build resource
repository with defined rules and conditions. For the same, it uses various modeling
techniques based on Key-value, Fuzzy, Ontology, Energy-Aware, Object and Encoding.

Each of the technique is discussed one by one.

Modeling based on Key-Value: The modeling technique is simple, flexible, easy to manage
and application oriented with temporary storage. It does not support storage of complex

data structures. For example, few authors have presented an approach for discovering web
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services. The approach is based on modified CLIQUE algorithm [67]. This approach
indexes web services using Key Performance Index (KPI) and is tested on virtual logistic
system. The approach face few limitations of embedding web services dynamically on to
the virtual logistic system [68]]. To provide dynamic searches, a technique namely, Hybrid
Search Engine technique has been postulated. The technique is based on Spatial-Temporal,
Value-based, and Keyword-based conditions [[69]. The produced results prove the engine
as a good solution for real time searches. B. Djamaa and A. Yachir have postulated
a Proactive Resource-Directory (PRD) discovery mechanism [70]. The PRD increases
network performance by advertising RD in an efficient manner. It has its disadvantage of

providing optimizibility towards multiple directories.

Modeling based on Fuzzy Logic: Fuzzy-based techniques permit approximate reasoning
instead of fixed and crisp reasoning. It is simple to define, extendable, handle uncertainty
and allows more natural representation using truth table. For example, M. A. Quuddus et
al. uses fuzzy logic to develop a Map Matching (MM) algorithm [71]. The algorithm takes
GPS augmented data of sensors as input to provide continuous navigation. It is tested for
various road networks, however, its performance is not evaluated for urban condition due to
unavailability of high accuracy. In order to evaluate positioning performance, a novel interval
type-2 fuzzy controller architecture has been postulated [72]. The architecture resolves
non-linear problems related to vehicle suspension. The architecture has its limitations for
its implementations on electric vehicle suspension system in real-time. To provide dynamic

inputs and clustering, smart energy management solution based on fuzzy has been formulated

[75]] (see Figure [2.7).
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Figure 2.7: Energy Management System for Smart Homes

The solution manages consumer’s feedback using fuzzy simulations. The results justify the
efficiency of the suggested solution in terms of reducing peak load demand and electricity

consumption charges.

Modeling based on Ontology: The modeling is based on description logic, which is a family
of logic based knowledge representations of formalisms. It is mainly supported by RDF's
and OWL. It allows re-usability of knowledge, is simple, flexible, application independent
and expressive. As an example, a preliminary solution has been postulated using external
information to mitigate the problem of ontology mapping which is pervasive in context as

shown in Figure [2.8]
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The text categorization is used to automatic assign documents to the concepts in the
ontology and similarities are computed between concepts in two ontologies [76]. To provide
extensibility, the semantic enrichment of the Hypercat Data Hub has been formulated [[77].
This enrichment provides a center point to share wide range of resources of available

datasets. To translate existing data into RDF schema, the Hypercat Ontology has been

introduced (see Figure[2.9).
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The ontology has its limitations that it does not provide direct access to spatial information

that is currently available in the Hypercat Data Hub.

Modeling based on Energy-Aware Modeling: It covers modeling techniques that integrate
internet connectivity that allow devices to be controlled remotely by users, or central
management via a cloud-based interface, and enable functions like scheduling [78,79].
For example, C. Intanagonwiwat et al. have explored the directed diffusion paradigm
for performing sensing of environmental phenomena [[80]. It is found that the paradigm
has potential for significant energy efficiency and it outperforms an idealized traditional
data dissemination scheme like omniscient multi-cast with relatively non-optimized path
selection [81]]. The paradigm has few limitations that it is not explored for entire space of
alternative designs and features like data aggregation and caching. Few of the authors have
designed Adhoc On-Demand Distance Vector (AODV) routing protocol for use in ad hoc
mobile networks [[82]]. It is tested on simulation based environment for variety of scenarios.
The protocol has its disadvantages that it consumes more energy in finding the shortest
route between source and destination [83]. In order to reduce energy consumption, a new
scheme called energy aware routing is postulated that uses sub-optimal paths occasionally
to provide substantial gains [84]]. It uses probabilistic forwarding mechanism to send traffic
through different routes and helps in using the node resources more equitably. It considers
network survivability, for deciding the efficacy of network protocols [85]. S. Lindsey
and C. S. Raghavendra have formulated Power-Efficient GAthering in Sensor Information
Systems (PEGASIS), a near optimal chain-based protocol that is an improvement over
LEACH [87]. In PEGASIS, each node communicates only with a close neighbor and takes
turns transmitting to the base station, thus reducing the amount of energy spent per round.
But it faces certain limitations due to its dependency on the platform and it may lead to slow
down the performance of the system.

To increase system’s performance, an improved algorithm based on LEACH has been
postulated to balance regional energy of the network [88]. Simulation results show that
the suggested algorithm is effective in balancing the network energy consumption and

prolonging the network lifetime. The algorithm face few limitations that it consumes extra
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energy while receiving control message from sink node. A hierarchical LEACH based
routing strategy has been formulated to refresh clusters periodically on the basis of residual
energy and distance [89]. Re-clustering helps to enhance network’s lifetime by distributing
workload among different nodes. The protocol has its disadvantages that it does not find
an optimal value for the dynamic threshold to conserve energy at cluster head. In order
to find optimal clustering, a Multi-Level Clustering Multiple Sink (MLCMS) with IPv6
protocol over Low Wireless Personal Area Networks (6LoWPAN) has been promoted [90].
It enhances the lifetime of a network and by combining 6LoWPAN with an IP network, the

system’s lifespan is increased by /2% and a substantial extension of the network is realized.

Modeling based on Object: 1t models using classes promoting encapsulation, abstraction
and is suitable to be used as internal, non-shared, code-based applications. It does not provide
inbuilt reasoning capabilities, hence, validation is difficult. For example, the advantage
of using a similarity measure instead of a sub-sumption criterion in the object-based
representations has been demonstrated [91]. The author has formulated a general approach
of the similarity combining some results stemming from Data Analysis, Cognitive Sciences
and Machine Learning. The approach allows to evaluate the degree of similarity between
complex objects and this measure can be used both in the frame of classification and
categorization. Due its quadratic complexity in terms of number of objects involved, its
computational cost is high. To decrease its computational cost, a novel vector location-based
algorithm based on Distributed Hash Tables (DHT) algorithm has been demonstrated [92].
This vector location is applied to resource discovery in Mobile Peer-to-Peer (MP2P),
dynamically using location information to determine the optimal route. This algorithm
improves the efficiency of query, deduces the cost of network by bi-directional querying and
optimizes the performance of MP2P. Also, A.J. Jara et al. have analyzed the requirements
and design issues to apply various discovery techniques in smart objects [93]. The authors
have provided an evaluation of (mDNS) and DNS Service Directory (DNS-SD) for smart
objects. J. Han and X. Y. Li have designed a neighbor discovery protocol namely, Pick-up
game, for finding set of neighbors [94]. This protocol collects IDs of neighboring nodes and

minimizes the latency of neighbor-discovery process. The protocol has its limitations that it
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does not account for multi-hop neighbor discovery and has to be at active state during the

process that leads to consumption of more energy.

Modeling based on Encoding: It models data using tags and is found to be more
flexible, structured, efficient. It supports efficient data retrieval and validation using
schema definition such as XML. As an example, M. Kodialam and T. Nandagopal have
presented estimation algorithms to enable the identification of RFID tags in less time [95].
The authors have designed collision-based estimator, the probabilistic estimators and two
unified estimation algorithms that have complementary properties. The technique helps
in eradicating neighborhood estimation problem, the multiple RFID reader problem, and
privacy related issues in RFID networks. An approach to model contextual information
using the concept of context aware in-car infotainment system has been presented [96]. The
approach is beneficial for modeling calculation of reliabilities of contextual information. R.
Pozza et. al have postulated a Context Aware Resource Discovery (CARD) framework that
leverages Q-Learning techniques [97]]. The framework extends the working of asynchronous
neighbor discovery protocols and reduces wastage of energy, delays in resource search [98].
The framework has faster computation for discovering resources and has limited processing
capabilities. Also, a Federated Discovery Service for IoT (ForwarDS-1IoT) model has been
proposed that provides resource search on the basis of attributes, range and queries [99]. The
model uses information based on ontology to describe resources and services semantically

as shown in Figure 2.10]
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Figure 2.10: ForwarDS-IoT Architecture

It face certain challenges that are investigated by [100]. The author has addressed IoT
middleware and classified various approaches based on existing techniques of resource
search with respect to security, privacy, trust and bootstrapping. To provide security, the
potential power of a DDoS attack has been determined when using IoT devices as a reflector
[101]]. To determine the power of attacks, key factors like bandwidth, and device availability
are combined. The suggested method helps in determining only limited attack vectors to
abuse loT devices. To its improvement, a Distributed Self-Healing Movement Prediction
scheme has been introduced for IoT applications (DSHMP-IOT), to predict movement

direction of mobile /P-based sensors in a multi-user environment, such as a health-care

system [102] (see Figure 2.11).
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Figure 2.11: DSHMP-IOT Movement Prediction Stages based on DSHMP-Tree Network

Scheme ||

S1...8x from gateway through intermediate
nodes for each patient

The scheme uses an Artificial Intelligence (A7) solution to predict the direction of the mobile
nodes. The scheme has the feature like (i) it helps in eliminating the need for special

hardware, (ii) it is not sensitive to noise and speed.

2.3 Sense Making Loop: Resource Discovery and Selection

The sense-making loop intends to analyze the extracted knowledge such that it can use this
to provide services to the service requester. For the same, it requires to explore techniques
with respect to discovery mechanism. Also, it needs to emphasize on the selection criteria
for taking appropriate decision in order to provide service. In short, the loop focuses
on discovery mechanism for resources and their selection, i.e., Resource Discovery and

Resource Selection. Both of them are detailed with their major contributions.
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2.3.1 Resource Discovery: Categorization and Approaches

The mechanism for resource discovery on [oT is broadly categorized as (1) Searching around
me, (ii) Searching on my network, (iii) Searching on directories, (iv) Accessing Thing
meta-data, (v) Searching through peer-to-peer networks, and (vi) Searching through semantic
web methodologies on the basis of interaction patterns. It is beneficial for application
developers in decision making that would decrease standards dependency and ease the

discovery mechanism [[15,/103].

Searching Around Me: This category enables discovery of smart objects as things that have
close spatial proximity. For discovery, it uses all comprised technologies having spatial
“nearness” of the client. The interaction pattern for “Searching Around Me” is shown

in Figure 2.12] Few examples of discovery technologies are Near Field Communication

sd Searching around me/

Client Thing

sends discovery message()

>

Q
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— T

listens for messages()
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|

|
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|
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|

|
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|
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Figure 2.12: Interaction Pattern: ‘Searching Around Me’ [119]

(NFC) and Bluetooth Low Energy (BLE). NFC works on the principle of RFID and allows

two-way communication among nodes [[104]. BLE is used to transmit advertising packets
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periodically [105]. These packets are comprised of different payloads.

Searching on My Network: The technologies under this category allow discovering nodes

on network only. The interaction pattern is shown in Figure 2.13]
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Figure 2.13: Interaction Pattern: ‘Searching on My Network’ [[119]

Few examples under this category are Web Service (WS) Discovery, Multicast CoAP, Simple
Service Discovery Protocol (SSDP) and Multicast DNS mDNS. All these examples work
on the principle of Internet Protocol (IP) and User Datagram Protocol (UDP). OASIS’
Device Profile for Web Services (DPWS) uses WS discovery based communication via
SOAP messages. It generally avoids centralized registries for smaller networks [106].
The SOAP-based message exchange confirms with the identified pattern in ad-hoc manner.
Multicast CoAP are used by clients to discover things, as CoAP servers [107]. The approach
is further combined with CoRE Link Format to get request to specific multicast address to
receive a list of all available resources [[108]]. Universal Plug and Play (UPnP) uses SSDP
for discovery [[109]]. The SSDP client multicasts a discovery request to the SSDP multicast
channel and port [[110]. mDNS resolves host names to /P addresses and mDNS client
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discovers things’ endpoint by sending an /P multicast query message over the network.

Searching in Directories: This category uses central directory for discovering things and its
resources. User queries are directly submitted to the directory for searching. Its interaction

pattern is shown in Figure 2.14]

sd Searching in Directories/

Client Directory Thing
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sends result()

Figure 2.14: Interaction Pattern: ‘Searching in Directories’ [|119]

Few examples under this category are CoRE Resource Directory [113], HyperCat [114]
and XMPP [115]]. CoRE Resource Directory hosts descriptions of resources on other
CoAP servers and allows lookups for those resources. Resource is discovered using lookup
interface which supports simple search queries. Resource encoding in JSON are described
using lightweight catalog of HyperCat specification. Another example, i.e., XM PP based IoT
Discovery describes the interface of a Thing Registry based on XMPP messages. By sending
XMPP messages, things are registered in Thing Registry and is searched for resources or
their meta-data. Discovery is performed using two or more comparison operators within

search request to the registry.
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Accessing Thing Metadata: The resources as Things are discovered using above said
approaches but it is necessary to access their meta-data (description or measurements).
Therefore, this category provides few technologies that are used by clients to implement

a ranking or filtering system for the discovered Things [[117].

sd Accessing Thing Metadata/

Client Thing

requests description()

sends description()

Figure 2.15: Interaction Pattern: Accessing Thing Metadata ||

Few examples under this category are CoRE Link Format and Open Geospatial
Consortium’s Sensor Observation Service (OGC SOS) [118]]. CoRE Link Format works on
the principle of /IETF standard which is used to access and communicate Thing descriptions.
OGC SOS provides web service interface to query meta-data information of things and
their measured data. OGC SOS supports temporal filtering to access correct meta-data
descriptions. S. K. Dutta et al. have presented a discovery framework which contains three

layers namely proxy, discovery and service enablement (see Figure 2.16)) [36].
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Figure 2.16: Architecture of Discovery Framework

The suggested framework provides standards to preserve interoperability of data. The
framework has its limitations of not providing optimizibility against search and ranking
algorithms. In order to provide optimized search, A. Boring et al. have analyzed discovery
mechanisms based on crucial parameters i.e., discovery range, queries, bootstrapping and
ranking of results [119]. This evaluation has shown great differences in the analyzed
technologies. Based on the categories for resource discovery, few approaches are described

in Table
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Table 2.2: Approaches for Resource Discovery on loT

Category Approaches Location | Indexing | Ranking | Data
Storage
Searching | e Near field Communication | 10-100 X X X
Around (NFC) [20] cm
Me e Blue-tooth Low Energy
(BLE) [40]
Searching | ¢ Web Service (WS) | Remote X X v
on My Discovery [120] within
Network | e Multicast CoAP [21]] network

e Simple Service Discovery
Protocol (SSDP) [[121]]
e Multicast DNS (mDNS)

[122]
Searching | @ CoRE Resource Directory | Remote X X v
in [123]] within
Directories e HyperCat [[124] directory
e Advanced Message

Queuing Protocol [[125]]

Accessing| e CoRE Link Format [126] | Remote X X v
Thing e Open Geospatial | within
Metadata Consortium’s Sensor | directory

Observation Service (OGC

SOS) [69]

From the Table [2.2] it is observed that most of the existing resource discovery approaches
on loT have not provided means of indexing and ranking. The researchers have suggested
various indexing and ranking techniques but these are not widely explored for large data
sets. As loT deals with heterogeneous data to index or rank, the possible effective solution is

clustering [[127]. It helps in linking of resources from one network to another and combines
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them to treat as a single cluster that provides the continuation of resource discovery on the
basis of query asked. The clustering helps in synchronizing the resources providing faster
computation of search metrics asked by user. It improves the performance of network on
the basis of energy to the nodes, lifetime of the network, scalable and aggregating data. It
preserves bandwidth for communication and tries to avoid the redundant exchanging of data
among inter-cluster interactions. Thus, the clustering for resource discovery comes out to be
reality for handling data, indexing, ranking and to provide fast results due to its properties
of scalability, performance and flexibility. Moreover, it can adhere to dynamic changes to
the resources and clusters them on the basis of similar storage type. The major application
domains for clustering are data compression, vector quantization, pattern recognition, data
mining and knowledge discovery [128]].

From the existing clustering techniques, k-Means, being simplest algorithm, works for
compact and hyper-spherical clusters. It is a frequently used technique for clustering data
without any labels where data points are precisely allocated to predefined clusters according
to some distortion measure. The researchers have suggested enhanced k-means clustering
algorithm to determine the clusters, which is the improved version of the existing k-means
algorithm. The algorithm’s performance is analyzed in terms of accuracy for selecting
final clusters and computational time. It fails to provide the mechanism for the selection
of initial centroid resulting into delay in selecting final clustered data points [10]. To this
improvement, constrained specific algorithm is introduced which incurs low communication
costs and achieve constant approximation ratios. But, its limitations is that it does not
provide the method to achieve similar approximation ratio and communication complexity
for k-median or center clustering problems [12]. To reduce complexity, another Lloyd’s
k-means based Filtering algorithm is suggested that performs data-sensitive analysis of the
algorithm’s running time. The efficiency in terms of time is achieved due to fixed data points.
It helps in separating clusters with increase in number of data points. Its limitation is that
it passes no information from one stage to the other which effects the overall performance
[129]. Also, CLARANS iteratively perform clustering process but it has limitation to predict
the count for cluster in the beginning only [130]. Due to order-sensitive property of the

cluster’s instances, the problem arises for selecting and generating a possible cluster. This
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results into time consuming process. Further the knowledge gathering in this proposed
method has heuristic knowledge rather than exact details [131].

The k-means, though, helps in selecting final clustered data points but are not widely used
due to its limitations like more time consumption, not removing empty clusters, not feasible
in selecting data points and is highly effected with surroundings factors like noise, outliers
etc. Therefore, the k-means is further distinguished among hard and soft clustering by

combining it with fuzzy sets.

Hard Clustering-Fuzzy k Means: The fuzzy partitions the clusters on the basis of probability
of 0 and I to get the best selection of clustered data points. It performs both information
retrieval and visualization [[6]. The approach is useful in pruning the formal context for
reducing attribute implication base. It has the limitations for manually suggesting the number

of clusters to find the righteous data points and thus desired output is not received.

Soft Clustering - Fuzzy ¢ Means: The soft clustering considers the membership matrix for
selecting clusters using k Means and fuzzy. The approach that combines the two methods is
FCM that targets to find a partition for set of data points while minimizing the cost function.
Based on FCM, another model, namely, possibilistic-fuzzy c-means (PFCM) is introduced
that solves the sensitivity to noise effect and mitigates the problem of similar clusters [[128]].
As conventional methods of FCM does not retain information related to spatial domain
for nodes selection, therefore, spatial FCM is proposed that considers membership matrix
for storing spatial information of clusters. It helps in improving segmentation results and
obtains the log for cluster distribution. It fails to deal with robustness to noise, and outliers
and more time consuming [4]. Therefore, a robust learning-based FCM framework is
suggested that automatically find the best number of clusters. Its advantages are that it is
free from initialization parameters and selecting the clusters. It has limitations in handling
high-dimensional data sets and iteration time is decreased rapidly after certain iterations
[16]. To meet the drawbacks, few authors have suggested novel intuitionist FCM clustering
method. It considers erred parameter as hesitation degree while describing the membership

matrix. This results into clusters centers that converge to desired location [9]]. The obtained
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results suggest that membership matrix can not be measured accurately due to personal error
of inputting data points or selecting clusters. Its limitations are due to effect of noise, outliers
and the difficulty to identify the initial partitions [39].

Another feature of clustering is to efficiently store the clustered data. For the purpose,
similarity indexes of VSM are highly acceptable as they use characteristic vector to represent
every object and to calculate its similarity in dimensional space. It uses various coefficient
like Cosine, Jaccard, Euclidean and Dice that helps in forming disjoint sets of similar objects
[18]. These models are used for information filtering, data retrieval, indexing and relevancy
rankings. Another suitable example is Sensor Semantic Overlay Networks (SSONs) which
is an approach for sensor search on the basis of context information. It performs cluster
formation using an ant colony algorithm and has discussed various text retrieval techniques
based on vector space model for maintaining the optimal balance between processing
efficiency and retrieval effectiveness for the documents. Moreover, it tends to eliminate
network challenges like the limited energy efficiency, lifetime of a network, scalability,
data aggregation capabilities, communication bandwidth and time consumption [8]. Google
Similarity Distance is used for clustering loT services in collaboration with skewness-aware
clustering tree. This approach does not work well with increase in the number of resources
[132].

Based on the literature survey on clustering, Table summarizes various hard and
soft clustering based algorithms applied on different application domains with several

parameters.
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Table 2.3: Literature Survey on Clustering

Author Year Clustering Platform or Dataset Parameters Advantages Disadvantages
Approach Simulator
. Synthetic
Cai et Fuzzy ) . . .
1. [30] 2007 comeans MATLAB images Segmentation. Enhances clustering Robustness to noise.
il i dataset Computation time. performance. Time consuming.
Provides fast segmentation. Difficulty in computation
Preserves the detail of the for RGB images.
image.
Noise
Kannan dist Rand
et 2013 istance MATLAB andom Total Iterations. It helps in reformulation Noise affects
. based fuzzy datasets . . .
al. [33] Number of and  interpretation  of The approaches euclidean
c-means . . .
clusters. clusters in same space. distance method is replaced
Running time. It eradicates noise. by kernel induced
Clustering Provides effective
accuracy. segmentation.
. DARPA
Amini Densit Intrusion
et 2014 cnsity Java Hsto Execution time. Data points are mapped to Limited time for evaluation.
. based Detection . . L
al. [29] 1698 Memory usage. grids. Clustering quality is less
Clustering quality. Low computation. if value for lambda is too
Mutual O(mi+g) storage space. small.
information. High quality clustering. Not suitable for distributed

environments.

to be cont’d on next page
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Table 2.3: Literature Survey on Clustering (contd.)
Author Year Clustering Platform or Dataset Parameters Advantages Disadvantages
Approach Simulator
B i K M R .
ar_lgorla 2014 . cans MATLAB andom e Accuracy. Clusters are formed by User need to specify
[[10] Clustering dataset . . Ly .
e Time complexity. considering nearest mean. number of cluster in
Simple and flexible. advance.
It is fully dependent
on selection of initial
centroids.
High computation.
Simulation
Zh Heuristi f .
ol ,et 2015 euristic MATLAB © Computation time. Models the multiple Long computation time.
al. [32] based random .
Hop Count. traveling salesman Fault recovery.
nodes
Deployment problem.
process. Reduces computation cost.
Monitors the route with
each cluster.
Chang
Neuro-fuzzy Sample . S L . . .
et 2015 ) MATLAB Service reliability. Visualize potential Semantic representation of
. clustering Set S
al. [44] Fault tolerance. knowledge granules. knowledge is missing.
Error analysis Structural analysis of large
(MSE). scale clustered data.
. K means Random
Malki et . . . .. .
L [T33) 2016 with Genetic| MATLAB data Data points. Eliminates empty clusters. User-specific for clusters.
al. 155 Algorithm points Total clusters. Fast method of clustering. Limited data points.
No overlapping of clusters.

to be cont’d on next page
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Table 2.3: Literature Survey on Clustering (contd.)
Author Year Clustering Platform or Dataset Parameters Advantages Disadvantages
Approach Simulator
Zhang
CFS UCI . ..
et 2017 . MATLAB Accuracy. New data points are updated Collision may occur due to
. Algorithm Datasets . . .
al. [31] Information in generated clusters. more data points.
complexity. Computation of new cluster Limited to small cloud
head with each iteration. platform.
Helps in improving
industrial services.
Xi ¢ F Intel
e ,e 2017 ey . MATLAB Berkeley Loss of data rate. Improves the efficiency of Time sampling is
al. [36] clustering . . .
Laboratory Total number protection of data. continuous period.
of anonymous Enhances information loss. Sampling time interval is
records. Retains the quality of data. very short.




Clustering faces few limitations in terms of overheads during the process of selection,
addressing and forming of clusters. The key challenge is related to time consumption as it
handles trillions of request in parallel and demand fast response. Moreover, a time constraint
application raise priority issues which needs to be resolved to prevent deadlock condition.
The limitations of clustering are dynamic size of the clusters, high complexity, they fail to
provide effective hard clustering solutions in real time applications and clustering methods

do not consider the previously updated clusters.

2.3.2 Resource Selection

There are various techniques existed for resource selection. These techniques are broadly
categorized into pattern, nature inspired, supervised learning, optimization and trust based

methodologies and are discussed below.

Pattern based Selection: Patterns are a popular method for helping to define data
movement, integration, processing problems and solutions. A number of approaches are
suggested by researchers: for example, T. G. Kolda et al. have provided a unifying
framework that lends itself to a variety of convergence results considering the special
properties of problems of direct search methods [[134]. The framework allows generalization
to handle bound constraints and linear constraints. Also, Y. Tao et al. have suggested a
method to capture the performance of nearest neighbor queries using approximation [135]].
The effectiveness of the method is demonstrated to solve several optimization problems
related to nearest neighbor search. However, the method does not provide effectiveness to
real world entity search problems. Therefore, S. Sergi et al. have derived an optimal solution
to the problem of cooperative data transmission based on distributed selection diversity in an
Adhoc wireless network consisting of selfish nodes [136]. The strategy allows to coordinate
the transmissions among the potential relays without any explicit information exchange
between them to avoid the transmission overheads. To balance the overall load, a Vertical
Hand-Off (VHO) decision algorithm has been developed to balance the overall load among
all attachment points (e.g., base stations and access points) and maximizes the collective

battery lifetime of Mobile Nodes (MN) [137] (see Figure[2.17).
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Figure 2.17: Vertical Hand-off Decision Controller Implementation based on /IEEE 802.21

[137)

The algorithm has its limitations that it does not help in minimizing battery consumption if
the MN are distributed in nature. A resource discovery algorithm based on preference and
movement pattern similarity in disconnected and delay-tolerant Social Internet of Things
(SIoT) has been postulated [[139]]. The algorithm implements a three dimensional cartesian
coordinate system with the aim of enhancing the search efficiency over the SloT. It lacks in
modeling effective behavior prediction model to reduce the wait time of the nodes in mobile
SIoT. To reduce wait time, J. Boubeta et al. have postulated a model-driven solution for
real-time decision making in event-driven SOA [140]. This approach allows the integration
of Complex Event Processing (CEP) and event pattern through a graphical and intuitive

editor, which also permits automatic code generation (see Figure [2.18).
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Figure 2.18: Model-Driven Approach for CEP in SOA 2.0 ||

The solution has its disadvantages that it has not recommended event patterns in a
semi-automatic way which leads to delayed interpretation of existing pattern usage statistics.
To provide event patterns, J. Lanza et al. have described a proof-of-concept implementation
that federates two different IoT experimentation facilities by means of semantic-based

technologies (see Figure [2.19).
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The method transcends the (silo) boundaries of individual deployments, based on the
semantic interconnection and interoperability of diverse loT platforms and testbeds [141].
To address the gap of interoperability, a knowledge driven approach called Context Aware
Sensor Configuration Model (CASCoM) has been formulated [41]]. It simplify the process
of configuring /oT middleware platforms, so the data consumers, specifically non-technical

personnel, can easily retrieve the required data as shown in Figure [2.20]
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Figure 2.20: Context-Aware Sensor Configuration Model (CASCoM)

It faces certain drawbacks with respect to privacy violation that may occur when data
processing components and sensors are composed together. The researchers have suggested
a connected intersection system where every objects such as vehicles, sensors, and traffic
lights will be connected and sharing information to one another as shown in Figure 2.21]

Controller Traffic Light System

4, Making decision

>

|. Request Message
7. Exit Message

ol

Connected Vehicle 6. Crossing

The Intersection

Figure 2.21: System Model [143]
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The optimization algorithms for traffic lights by applying algorithmic game theory are
also suggested, to deal with different scenarios of traffic flow. The approach has its
disadvantages that it takes into account the priority of vehicles which are at same level
of emergency. To provide privacy to the data over the Internet, D. Hussein et al. have
formulated a novel service framework based on a cognitive reasoning approach for dynamic
SIoT services discovery in smart spaces [142]]. The reasoning about users’ situational needs,
preferences, and other social aspects along with users’ surrounding environment is suggested
for generating a list of situation-aware services which matches users’ needs. This reasoning
is implemented as a proof-of-concept prototype, namely, Airport Dynamic Social, within a

smart airport as shown in Figure [2.22]
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Figure 2.22: Airport Dynamic Social Application Environment and Equipment: (a) Example
of Smart Services at the Airport, (b) Airport Dynamic Social Environment, (c) Airport
Dynamic Social Equipment [[142]

K. H. N. Bui ef al. have introduced a new approach for smart traffic light control at

intersection [143]]. To consider priority at different level, A. G. de Prado et al. have
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postulated a COLLaborative ConText aware service oriented architecture (COLLECT),
which facilitates both the integration of IoT heterogeneous domain context data through
the use of a light message broker, easy data delivery among several agents and collaborative
participants in the system, and making use of an enterprise service bus [144]]. The approach
helps to avoid additional resource consumption to edge devices and saving costs in cloud
hosting. The architecture is not feasible for real time prediction using contextual information

to improve intelligent decision making in the domain.

Nature Inspired based Selection: The nature-inspired computing paradigm is fairly vast
and is used where (i) problem is complex, nonlinear and involves a large number of
variables or potential solutions or has multiple objectives, (ii) problem to be solved cannot
be suitably modeled using conventional approaches such as complex pattern recognition,
(ii1) finding an optimal solution is not possible or cannot be guaranteed and (iv) problem
lends itself to a diversity of solutions or a diversity of solutions is desirable. Nature-inspired
computing refers to a class of meta-heuristic algorithms that imitate or are inspired by
some natural phenomena. For example, J. Arunadevi et al. have implemented a Parallel
Genetic Algorithm (PGA) using High Performance Cluster (HPC) to address the problem of
selecting route to a given destination on an actual map under a static environment [|145]].
The algorithm has no adaptability to dynamic environments. To provide adaptation to
dynamic surroundings, some researchers have formulated to use the Genetic Algorithm (GA)
to alleviate the rising computational cost and to find the shortest time in driving with diverse

scenarios of real traffic conditions and varying speeds of vehicles (see Figure [2.23)).
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Figure 2.23: Schematic Genetic Algorithm [146]

The evaluation results suggest that genetic algorithm is feasible to be used in the route
guidance system but due to limited computation power and memory space on the hand-held
devices, GA is not practical to search for the exact optimal solution on hand-held devices
with huge traffic data [146]. To deal with huge traffic, L. Mourelle ez al. have investigated
migration strategies using GA for the execution of PGA in a Multi-Processor System-on
Chip (MPSoC) [147]]. The researchers use a network-on-chip platform to implement these
algorithms, which provides the interconnection network required for the communication

between processors.

Supervised Learning based Selection: Supervised learning is the machine learning that
maps an input to an output based on example input-output pairs. It infers a function from
labeled training data consisting of a set of training examples. For example, J. Tang and
Y. Hu have implemented a new non-monotone line search which is a novel form of the
Armijo rule to choose a larger step size at each iteration [148]. The method possibly
reduces the function evaluation and a new memory gradient method is investigated to prove

the suggested method’s global convergence. Also, S. M. Asad and A. Zerguine have used
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Armijo rule for the selection of the learning rate to introduce the Armijo rule Learning Rate
Least Mean Fourth (ALRLMF) algorithm [149]. The algorithm exhibits excellent tracking
capability of the time-varying statistics of highly correlated input signals by achieving
faster convergence. To improve the performance of system for providing optimal solution
in less time, P. Henning and M. Kiefel have shown that the Quasi-Newton algorithms
can be interpreted as approximations to Bayesian regression under Gaussian and other
priors [150]. They use a kernel model to learn from all observations in each line-search,
explicitly track uncertainty, and thus achieve faster convergence towards the true Hessian.
For achieving faster convergence, various reduction techniques to overcome the weakness of
slow convergence of Stochastic Gradient Descent (SGD) have been postulated [151]]. These
methods are either based on computations of full gradients at pivot points, or on keeping per
data point corrections in memory. Therefore, speed-ups relative to SGD may need a minimal
number of epochs in order to materialize. These algorithms exploit neighborhood structure
in the training data to share and re-use information about past stochastic gradients across
data points, which offers advantages in the transient optimization phase. A Regularized
Newton Method (RNM) has been postulated without line search [[152]. The method controls
aregularization parameter instead of a step size in order to guarantee the global convergence.
It is shown that by using the suggested method, the tightness of the global complexity bounds

are easily constructed which solves subproblem inexactly.

Optimization Techniques: Optimization is defined as the process of finding the conditions
that give the minimum or maximum value of a function, where the function represents the
effort required or the desired benefit. The optimization techniques include data collection,
problem formulation, model development, validation and interpretation. As an example,
R. M. Lewis et al. have discussed direct search methods for unconstrained optimization
characterized by the absence of the construction of a model of the objective [153]]. The
direct search methods are based on straight forward heuristics to ensure global convergence
of sequence of iterates to a first-order stationary point of the objective function. Also,
J. Barcelo et al. have presented two methodologies to microscopic traffic simulation to

support traffic management decisions [154]]. The first methodology is an extension of
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the traditional microscopic simulation paradigm in which, instead of a pure stochastic
emulation of traffic flows on a road network, vehicles are assigned to paths from origins
to destinations according to stochastic route choice models. The second methodology aims
for the analysis of traffic scenarios for conflicting situations using the microscopic simulation
and is implemented in a new software platform Intermodal Strategy Manager (ISM). T. E.
Abrudan has formulated a Riemannian geometry approach for optimization of a real-valued
cost function of complex-valued matrix argument [I55]. The authors have derived Steepest
Descent (SD) algorithms on the Lie group of unitary matrices. The algorithm is applied
to blind source separation in MIMO systems by using the joint diagonalization approach
and is evaluated for its computational complexity. The algorithm has lower computational
complexity and refines estimates of gradient obtained by classical means. N. Parrado and Y.
Donoso have formulated an optimization model over the load balancing in the congestion
percentage of the streets [I56]. A fully congestion-oriented route discovery mechanism
is explored and Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) supportive
communication infrastructure are suggested in which nodes are able to interact with vehicles

as shown in Figure 2.24]

(b)

Figure 2.24: Representation of V2V and V2I Technologies (a) V2V Communication, (b) V21

Communication
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The model is robust and applied in a real context for its performance measurements in terms

of both efficiency and fairness.

Trust based Selection: Trust calculations become an important issue to be resolved in
the IoT because number of connected resources are dynamically changed or they can
move to different networks freely. To make data exchange among objects can be done
safely as it requires appropriate recommendations [157]. As an example, a trust model of
choosing trusted source peers in P2P system has been presented which is based on the fuzzy
relation theory in fuzzy mathematics [[158]]. The simulation results show that this fuzzy
relation trust model has good performance on choosing trusted source peers and filtering
unfair recommendations. The model has its disadvantages that the current maximum and
product operators cannot show the different weight of different acquaintance and different
recommending levels that leads to false selection of trusted source peers in P2P system. To
select trusted peers, J. Luo et al. have postulated RFSTrust, a trust model based on fuzzy
recommendation similarity, to quantify and to evaluate the trustworthiness of nodes [[159].
The model deals with uncertainty and the tolerance of imprecise data inputs for the subjective
tasks of trust evaluation, packet forwarding review and credibility adjustment. The model is
needed to improve to protect the security of MANET's more effectively. Also, S. S. Babu et al.
have postulated a new geometric mean based trust management system by evaluating direct
trust from the QoS characteristics (trust metrics) and indirect trust from recommendations
by neighbor nodes, which allows for trusted nodes only to participate in routing [161].
It is presented that the trusted relations change by changing the number of trust metrics,
direct trust threshold and total trust threshold. The system has its disadvantages that it is
adhered to various attacks when it considers the randomly deployed WSN with live trust
metric parameter values. Also, D.Chen ef al. have presented a Trust and Reputation Model
(TRM-10T) to enforce the cooperation between things in a network based on their behaviors
and have considered various security challenges such as detection of malicious attacks [[162].
The model facilitates the detection of untrustworthy entities, and assist the decision-making
process of various protocols. The model does not provide efficient local trust as it is not

adhered to dynamic addition of new nodes into the network. Also, S. E. A. Rafey et al. have
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presented a Context-based Social Trust model for the Internet of Things (CBSTM-IoT) to

integrate numerous factors such as direct and indirect trust, transaction context, owner trust,

and social modeling of trust [[165]]. Performance evaluation results validate that CBSTM-IoT

benefits from using both direct observations and indirect recommendations to counter attacks

and achieves satisfactory results in isolating malicious nodes in the network. The model

has its limitations as it has not considered different types of trust such as cooperativeness,

other errors generated without malevolent intentions and to eradicate in direct trust based

observations. The literature survey is summarized in Table 2.4

Table 2.4: Summary of Literature Survey

Authors Approaches Strength Weaknesses
eConsiders membership matrix
N. eStores spatial information of
Koshizuka clusters oFails to deal with robustness to
and K.| Spatial FCM eHelps in improving segmentation| 1noise
Sakamura results eMore time consuming
(4] eObtains the log for cluster
distribution
eBased on context information
ePerforms cluster formation
K Sensor eMaintains the optimal balance
: Semantic between processing efficiency and| eDoes not work well with increase
Finkenzeller
Overlay retrieval effectiveness in the number of resources
(8]
Networks eEliminates network challenges
like the limited energy efficiency,
lifetime of a network, scalability
eConsiders erred parameter
G. V. eEffect of noise is more
Intuitionist eDescribes the membership matrix
Crosby and ) eDifficult to identify the initial
FCM clustering|  eResults into clusters centers that .
F. Vafa [9] partitions
converge to desired location

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
eWorks for compact and
) eFails to provide the mechanism
hyper-spherical clusters
A. Dunkels| k-Means for the selection of initial centroid
) oClusters data without any labels
et al. [10] Clustering eResults into delay in selecting
eMinimizes an objective function ]
final clustered data points
using squared error function
eDoes not provide the method
Constrained eIncurs low communication costs to achieve similar approximation
Q. Cao et )
L[ specific eAchieves constant approximation | ratio
al.
algorithm ratios eCommunication complexity is
high
eAutomatically finds the best
number of clusters
L. M. Xing| Robust
eFree from initialization | eDoes not handle
Xiaojiang learning-based ) ] )
parameters and selecting the| high-dimensional data sets
and Wang| FCM
clusters elteration time is decreased rapidly
Jianli [16] framework
eRejects the erroneous or noisy
points
eSemantic based descriptions via
S. K.
Thing CoRE Link Format
Datta and eDoes not provide extensibility for
Description eEnable sensors semantically
C. Bonnet connected vehicles
&7 (TD) eProvides  thing to  thing
communication
eSimplifies the process of
C. Perera| Context ) ) ePrivacy violation
configuring  IoT  middleware
and A. V.| Aware Sensor eError in composing data
platforms
Vasilakos Configuration ) ] ] processing ~ components  and
eEasily retrieves the required data
[41] Model sensors together
eHighly flexible and scalable

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
eMethod is part of ITS
olt is GPS based ETC oRFID frequently mismatched
Designed )
S. Lu et al. eWidely used in internal| with BankID’s
working flow of]
[57] ETC expressway eCharging at ports worn out in less
eCharging ports are given at| time
various points
D. Gu and
Distributed ) )
H. Hu [58]], eGenerates spatial function
Gaussian eNot tested practically
A.P. Gupta eSupports covariance function
Process eNot feasible with real-world
and ) eEnables mobile nodes’ network to
Regression environment
N. Goyal enhance spatio-temporal functions
(DGPR)
1591
eDeals with challenges of sensor
Context-Aware | selection eDoes not achieve efficient results
Sensor search, eResolves issues related with| eDoes not  provide  more
C. Perera
Selection, And overlapping of large set of sensors | functionality due to closely
etal. [61]
Ranking Model  eResolves issues of generation| related semantic and quantitative
(CASSARAM) of redundant information from| reasoning
Sensors
oSC deals with challenges of big
Semantic
data
Computing ]
oCC helps to improve the
A. Sheth| (SC), Cognitive eMaintaining database is not
understanding of data )
et al. [63],] Computing possible
) oCC provides the ability to utilize
Y. Qian et| (CC) and| eData leakages are common due to
relevant knowledge
al. [64] Perceptual tremendous amount of data
. oPC helps to generate massive
Computing
amounts of data from the physical,
(PC)

cyber, and social domains

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
oFits small sensors in network
environments
Sensor eDo not need robust system for )
J. Pradilla eFew sensors provide erred data
Observation computation
et al. [65] ) eComputation cost is high
Service (SOS) eSOS increases interoperability
by providing interdependency of
heterogeneous data
eTransmits medical information
eRegular monitoring process is
eWorks within complex indoor
E. Aguirre| Wireless body)| slow
e-health scenarios
et al. [[60] area network eDesigned only for health-care
eEasy hand-held android device )
services
application
L. Shen et
Modified ) )
al.  [67], eDiscovers web services elssue of embedding dynamic
CLIQUE
V. Sharma eIndexes web services using KPI environment
Algorithm
et al. [68]]
eProvide dynamic searches
eBased on  Spatial-Temporal,
Hybrid o
Z. Ding et Value-based, and Keyword-based| eSearch domain is limited
Search Engine -
al. [69] conditions elssue of redundant data
technique
eGood solution for real time
searches
elncreases network performance
B. Djamaa
Proactive eAdvertises RD in an efficient
and eDoes not provide optimizability
Resource manner
A. Yachir ) towards multiple directories
00l Directory eImplemented on Contiki
Operating System
eUses fuzzy logic
M. A. o
Map Matching eTakes GPS augmented data of | eNot evaluated for urban condition
Quddus et
algorithm sensors el ess accuracy
al. [71]]

eProvides continuous navigation

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
eEvaluates positioning
performance
eResolves non-linear problems
Type-2  fuzzy
J. Cao et eProvides solution to vehicle| eNot implemented for electric
controller
al. [72] suspension vehicle suspension system
architecture
eConstructs  route  switching
between generated linear model
control surfaces
S.K. Das
and
eBased on fuzzy
S. Tripathi| Smart energy| eNot implemented in real-time
eProvides dynamic inputs
[74], management eGenerates overlapped resource’s
) eManages consumer’s feedback
M. Collotta| solution identification
eReduces peak load demand
and
G. Pau [[75]]
eBased on description logic
eRules are not fully described
e Automates assigning of
Text eText mapping of different
X. Su [76] o documents
categorization domains leading to complex
eMitigates the problem of
information
ontology mapping
Semantic eProvides a center point to share
L Tach )
enrichment off wide range of resources eDoes not provide direct access to
mazidis et L .
LI the  Hypercay eTranslates existing data into RDF | spatial information
al.
Data Hub schema
C. Intana
gonwiwat ) eNot explored for entire space of
Directed ePerforms sensing of
et al. [80], ) alternative designs efeatures like
diffusion environmental phenomena
D. Wijaya ) data aggregation and caching are
paradigm eSignificant energy efficiency
sekara et missing
al. [81]

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
R. C. Shah .
eReduces energy consumption eSurvivability of network
and J. M. . .
oUses sub-optimal paths| protocols is not estimated
Rabaey Energy aware] )
) occasionally eProcess of computing the
(1841, J.| routing
eSends traffic through different| performance for network protocols
H. Lee et
routes is very slow
al. [85]
Power-Efficient
S. Lindsey ) )
GAthering eOptimal chain-based protocol eDependency on the platform
and C. S.
in Sensor] eReduces the amount of energy| eSlows down the performance of
Raghavend
&l Information spent per round the system
Systems
eBalances regional energy
Improved eConsumes extra energy
W. Liu et ) eIncreases system’s performance
algorithm based eBalancing of regional energy is
al. [88]] eEffective in  balancing the
on LEACH random
network energy consumption
eRefreshes clusters periodically eDoes not find an optimal value for
Hierarchical ]
J. Singh et eComputes residual energy and| the dynamic threshold
LEACH based
al. [89] ) distance eDoes not conserve energy at
routing strategy
eEnhances network’s lifetime cluster head
W. Twayej )
eWorks with IPv6 protocol over
and Multi-Level elssue of data conversion
Low Wireless Personal Area
H. S. Al| Clustering eFrequent connection losses to /P
Networks
Raweshidy | Multiple Sink network
eEnhances network’s lifetime
[90]
Vector eBased on Distributed Hash Tables | eWorks with limited nodes
H.Quetal.
location-based eDecreases computational cost eDoes not specify shortest route
192]
algorithm eDetermines optimal route for data transmission
oFinds set of neighbors
I Han eCollects IDs of neighboring| eDoes not account for multi-hop
and X.-Y.| Pick-up game nodes neighbor discovery
Li [94] eMinimizes the latency of| eConsumes more energy
neighbor-discovery process

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches

Strength

Weaknesses

collision-based

estimator, eEnable the identification of RFID
M. Kodia

probabilistic tags eBankID’s mismatching takes
lam  and

estimators and eLess consumption time place at some ports
T. Nanda

two unified  eFEradicates neighborhood | eMultiple RFID reader problem
gopal [95]] o

estimation estimation problem

algorithms

eUses the concept of context aware

Model
D. Luddecke in-car infotainment system elssue of interoperability

contextual
et al. [96] eBeneficiary for modeling| eMore complexity

information

calculation of reliabilities

D. Shin et| Context Aware|
al. [97],] Resource

R. Pozza et| Discovery

el everages Q-Learning techniques
eReduces wastage of energy

eDecreases delays in resource

eLimited processing capabilities

el ess secure

al. [98]] framework search
Federated eProvides resource search o
P. Gomes ) oTrust and security issues
Discovery eDescribes resources and services S
etal. [99] ) eComputation time is high
Service semantically
Distributed

A. Zama| Self-Healing

ePredicts movement direction

eMulti-user environment

eOne or more static sensors fail(s)

nifar et| Movement eFalse positive movement
o ePotential power of a DDoS attack o o
al. [102] Prediction direction prediction
has been determined
scheme
eReduces complexity
Lloyd’s - . . .
M. Z. ePerforms data-sensitive analysis| ePasses no information from one
k-means
Shafiq et of the algorithm?s running time stage to the other

based Filtering

al. [129] eHelps in separating clusters with| eOverall performance is degraded
algorithm
increase in number of data points
J.  Gantz elteratively perform clustering
eTime consuming process
and process
CLARANS eProblem arises for selecting and
D. Reinsel eContains heuristic knowledge
generating a possible cluster
(130] eOrder-sensitive property

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
eProvides convergence results
eConsiders direct search methods eHandling bound constraints are
T.G.Kolda| Unifying )
eAllows generalization to handle| complex eManual constraints are
et al. [|134] framework i
bound constraints and linear| provided
constraints
eCaptures the performance of
Y. Tao et| Approximation | nearestneighbor queries eDoes not provide effectiveness to
al. [135]] method eEfficient to compute and accurate | real world entity search problems
for up to 10 dimensions
eBalances the overall load
Vertical eDoes not help in minimizing
eAllows to coordinate the )
S. Lee et| Hand-Off battery consumption
o transmissions among the potential
al. [137] decision | eDoes not incorporate distributed
relays
algorithm nature of mobile node
eCooperative data transmission
eBased on preference and
movement pattern similarity elLacks in modeling effective
Resource . . ..
Z. Li et al. eDelay-tolerant Social Internet of | behavior prediction model
discovery )
[139] ' Things eDoes not encounter to reduce the
algorithm
eEnhances the search efficiency wait time of the nodes
eReduces the system overheads
eReal-time decision making in
event-driven SOA
elt has not recommended event
J. Boubeta eAllows the integration of ) ) ]
Model-driven patterns in a semi-automatic way
Puig et al. Complex Event Processing
solution eDelayed interpretation of existing
[140] (CEP) and event pattern

eModel patterns about situations of

interest

pattern usage statistics

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
eBased on a cognitive reasoning
approach
eSensor detection at doors may fail
D. Hussein| Service eGenerates a list of situation-aware )
sometimes
et al. [142] framework services
el ess secure
elmplemented on  prototype,
namely Airport Dynamic Social
eUsed for smart traffic light control
eTraffic lights will be connected ) o
o]t takes into account the priority
K.-H. N.| Connected and sharing information to one
of vehicles
Bui et| intersection another
eDoes not cater to deal with huge
al. [143] system oCollects effectively and mobility
traffic
traffic flow at intersection in
real-time
eFacilitates the integration of IoT
COLLaborativE| heterogeneous domain context data| eNot feasible for real time
A. G.
ConText aware| eProvides real-time data| prediction
de Prado et ) ) )
| (5] service oriented processing eDoes not improve intelligent
al.
architecture eHelps to avoid additional resource | ~ decision making in the domain
consumption
eAddresses the problem of
selecting route to a given
J. Arunadevi Parallel Genetic o eNo adaptability to dynamic
destination
et al. [|145] Algorithm environments
eMost significant for network
analysis
eAlleviates the rising| eNot practical to search for the
C.-H. Lin| Genetic computational cost exact optimal solution
et al. [|146] Algorithm oFinds the shortest time in driving| eDoes not deal with huge traffic

with diverse scenarios

data

to be cont’d on next page
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches

Strength

Weaknesses

L. Mourelle| Multi-Processor

etal. [147] | System-on Chip

eProvides the interconnection
network for the communication
between processors

eAnalyzes the speedup and

efficiency

eComputation cost is high

eWorks well with limited nodes

S. M.| Armijo rule

Asad and| Learning Rate

eMinimizes the mean fourth error

eExhibits  excellent tracking

el ow system’s performance

eComplex non-monotone line

A.Zerguine| Least Mean| capability
search
(149] Fourth eReduces the function evaluation
eProvides optimal solution in less
P. Hennig )
Quasi-Newton time
and
algorithms and elInterpreted as approximations| eSlow convergence to optimal
M. Kiefel
[0 Stochastic to Bayesian regression under| solution
Gradient Gaussian eUncertainty in path tracking
T. Hofmann
Descent eUses a kernel model to learn from
etal. [151]
all observations
K. Ueda
eDeals with unconstrained
and
Regularized optimization problems
N. Yamash eManual data input and output
Newton Method ~ eGuarantees the global )
[152], constraints
and Direct convergence
R. M. eTime consumption is more
) search methods | eEasy construction of global
Lewis et
complexity bounds
al. [153]
eConsiders  real-valued  cost
function
T. E.| Riemannian eProvides  optimum  solution| eComputational complexity is

Abrudan et| geometry

al. [155] approach

along the geodesics and the local
parametrization
eApplied to  blind source

separation in MIMO systems

high

eSlow processing
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses
eProvides load balancing in the
N. Parrado congestion percentage of the
Congestion-oriented ]
and streets el ess efficient
route discovery
Y. Donoso eSupportive communication| eCongestion issue due to traffic
mechanism
[156] infrastructure
eAchieves lower congestion
eChooses trusted source peers in
oCurrent maximum and product
P2P system
operators cannot show the different
F. Yu et al. eBased on the fuzzy relation ]
Trust model weight
(153] theory
el cads to false selection of trusted
eGood performance on choosing
source peers
trusted source peers
eBased on fuzzy recommendation
similarity
J. Luo et eEvaluates the trustworthiness of | eSecurity of MANET’s is missing
RFESTrust
al. [159] nodes o] ess efficient
eDeals with uncertainty and the
tolerance of imprecise data inputs
Geometric ) )
eEvaluates direct trust using QoS ) )
mean olt is adhered to various attacks
S. S. Babu characteristics
based trust eConsiders only the randomly
etal. [|161] eAllows for trusted nodes only to
management o ) ) deployed WSN
participate 1n routing
system
eEnforces the cooperation between
things in a network eDoes not provide efficient local
Trust and|
D. Chen et eFacilitates the detection of| trust
Reputation »
al. [162] Model untrustworthy entities eNot adhered to dynamic addition
ode
e Accuracy, robustness and| of new nodes
lightness of the model is validated
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Table 2.4: Summary of Literature Survey (contd.)

Authors Approaches Strength Weaknesses

elntegrates numerous  factors
such as direct and indirect trust,
transaction context, owner trust

eNot considered different types of
eBenefits from using both

S. E. A.| Context-based trust such as cooperativeness and
direct observations and indirect

Rafey et| Social Trust malevolent intentions
recommendations to  counter

al. [165] model eNot provided method to eradicate

attacks
in direct trust based observations
eAchieves satisfactory results in
isolating malicious nodes in the

network

24

@

(ii)

(iii)

Issues in Resource Discovery and Selection

With the exponential growth of resources on [o7, enormous amount of data is
generated that varies in formats, domains and types, i.e., heterogeneity. Such data
poses different challenges for machines with respect to its storage, representation,
interpretation, therefore, it becomes extremely difficult to mine and dig out the hidden
information. In short, heterogeneity in data leads to the difficulty in communication
and computation among resource across loT’ application areas. Hence, there is
challenge for developing efficient indexing methods to deal with the challenges due
to heterogeneity.

With changing operating system, language, platform across different application
areas on loT paradigm, exponentially growing resources on /oT faces high level of
dynamism in the network and results into unpredictable patterns. These patterns raise
the issue of interoperability at various levels like radio access, protocol, semantic level,
semantic and context level. Thus there is need for developing ontology’s and semantic
based techniques to support loT.

The scale of experiment considered to envision /oT leads to another basic challenge,

i.e., scalability. It puts issues while discovering location of the resources both locally
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and globally.

(iv) All the security goals must be achievable like confidentiality, non-repudiation,
authorization, integrity and authentication. The challenge is to provide security into
these goals.

(v) Energy conservation determines the lifetime of /oT platform. Since smart devices use
battery power as an energy source for sensing, processing data and communicating
information. Battery-life is limited and also as sensors are placed in a hostile
environment, replacing the battery is impractical. So, issue is to conserve or minimize
the energy consumption or harvest energy from natural resources.

(vi) Smart devices are prone to failure because of unattended environment. A smart device
may fail due to software problem or energy exhaustion. If a few of smart nodes fail,
loT gateway should handle this type of fault tolerance. The issue is to provide more
functionality to gateway in order to deal with fault tolerance in a way to replace the
failed node.

(vil) Research is expected to add to a thorough methodology in recognizing and determining
conditions crosswise over applications. Hence decision making algorithm needs to be

developed aiming to make context aware and optimized usage of offered resources.

2.5 Problem Formulation

Resource Discovery and Selection is found to be a promising field of research for the
realization of vision of IoT. It will be definitely a major step to facilitate interaction,
communication and computation across different application areas through the resources.
The resource is basically a smart object that has some capabilities, properties, registration,
configuration, and accessing methods. Their domains are either local or global having
both physical and digital representations. They are expected to grow exponentially and
would produce complex data. Such sheer volume of data due to issues like heterogeneity,
interoperability, lack of standardization, periodic evaluations would act as a bottleneck for
the mechanism of resource discovery and selection. These issues limit the resource discovery

on loT paradigm leading to challenges like (i) to provide answers to knowledge-based
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queries, (i1) to develop models to exchange applications’ context, (iii) to bridge the
gap between device level and across applications, (iv) indexing and splitting of multiple
parameters, and (v) sophisticated techniques for managing metadata. Thus, it concludes
resource discovery as a fundamental challenge for the realization of IoT vision and has
gained the researcher’s interest all over the world.

To address the challenge, the various parameters that need to be focused are (i) to automate
and access, (ii) local and remote aspects, (iii) several dimensions related to query, (iv) scope
of query, and (v) to understand the search evaluation metrics. Keeping the perspective,
the major focus of this research proposal is to investigate the basic operations such as
data acquisition, knowledge representation, interpretation with appropriate reasoning and
decision making for the selection. These processes together define the mechanism of

resource discovery and selection and are needed to run an intelligent system on /oT.

2.6 Thesis Objectives

Main objectives of this work are:
(1) To study and analyze existing IoT technologies.
(i1) To design/improve an algorithm for discovery of resources.
(iii) To design/improve a decision making algorithm for resource selection.

(iv) To verify the proposed technique.
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CHAPTER 3

Clustering based Resource Discovery and

Selection

3.1 Introduction

A resource with some capabilities, properties, registration, configuration and accessing
methods require to be discovered in order to facilitate interaction, communication and
computation among them on loT. For this purpose, resources have to undergo both
retrieval and ranking processes, i.e., to capture information and to prioritize the resources,
respectively. With the perspective, resource discovery require organization and analysis of
the gathered complex descriptions as dataﬂ The big volume of data would slow down the
process of discovery due to issues like heterogeneity, interoperability, scalability, lack of
standardization, periodic evaluations, efc. These issues lead to challenges like (i) to provide
answers to knowledge-based queries, (ii) to develop models to exchange applications’
context, (iii) to bridge the gap between device level and across applications, (iv) indexing
and splitting of multiple parameters, and (v) sophisticated techniques for managing meta
data. Thus, it concludes resource discovery as a fundamental challenge for the realization of
loT vision.

To meet these challenges, the various functions that need to be focused on are (i) to automate

I'The contents are published as M. Bharti, R. Kumar, S. Saxena, “Clustering based Resource Discovery on
Internet-of-Things ”, International Journal of Communication Systems, Vol. 31, No. 5, pp. 1099-1131, 2018.
SCI Indexed (IF: 1.278)
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and access, (i1) local and remote aspects, (ii1) several dimensions related to the query, (iv)
scope of query, (v) to understand the search evaluation metrics. Moreover, loT has multiple
parameters to be focused, therefore, resource discovery demands techniques or algorithms
that eliminate limitations for indexing and ranking of the resources. Also, the gathered
data from unreliable physical measurements gets corrupted due to noise factor, hence, are
not reliable. Due to limited memory, processing power and opportunistic presence of
the resources, availability becomes another drawback that affects data integrity. Further,
the enormous data generated by increasing loT resources is sufficient to choke the entire
underlying network infrastructure, resulting into slow down of searching process or halting
user’s request in frequent time.

Considering the parameters, the prerequisite to resource discovery is self-organization
of resources so that they group themselves by creating homogeneous descriptive data
that helps to understand and explore internal relations of resources. The requirement is
achieved through clustering. The chapter, therefore, outlines a novel clustering technique,
namely, Iterative K-means Clustering Algorithm (IKm-CA) to resolve the problems of
resource discovery and selection. It groups contextual information into clusters using
similarity measures coefficients of Vector Space Model (VSM) for efficient search. It
performs knowledge representation and reduces search complexity with minimum time. The
performance of the proposed technique is compared with Fuzzy k-means (FKM) and Fuzzy
c-means (FCM) in collaboration with VSM to provide fair evaluation. It is experimentally

verified with similarity measurements on the basis of various input queries.

3.2 Resource Clustering

Clustering is indexed as basic principle applied after discovery of resources in IoT as
it extracts the relationship among resources that results in knowledge formation. For
the purpose, it uses unsupervised classification of patterns to form clusters of resources
virtually with no prior knowledge. It results in effective knowledge representation, learning
and planning with minimal overheads. Moreover, it helps with the linking of resources

from one network to another and combines them to treat as a single cluster that provides
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the continuation of resource discovery on the basis of query asked. Clustering helps
synchronizing the resources to provide faster computation of search metrics required by
the user. It improves the performance of the network on the basis of nodes’ energy, lifetime
of the network, scalability and aggregating data. It preserves bandwidth for communication
and tries to avoid the redundant exchange of data among inter-cluster interactions. Thus, the
clustering for resource discovery comes out to be reality for data handling, indexing, ranking
and to provide fast results due to its properties of scalability, performance and flexibility.
Moreover, it can adhere to dynamic changes to the resources and clusters them on the basis of
similar storage type. But they have their own limitations of overheads during the process of
selection, addressing and forming clusters. The key challenge is related to time consumption
as it handles trillions of request in parallel and demand fast response. Moreover, a time
constraint application raise priority issues which needs to be resolved to prevent deadlock
condition. The limitations with clustering are dynamic size of the clusters, high complexity,
fails to provide effective hard clustering solutions in real time applications and clustering
methods do not consider the previously updated clusters. In summary, the major challenges
to clustering that are needed to be addressed are computation time, erroneous data points,

existence of empty clusters and noise factor.

3.2.1 Vector Space Model

One major feature of clustering is to enable more efficient storing of data. For the purpose,
similarity indexes of VSM are highly acceptable as it use characteristic vector to represent
every object and to calculate its similarity in dimensional space. Various coefficients like
Cosine, Jaccard, Euclidean Distance and Dice are used that helps in forming disjoint sets of
similar objects [18] and performs information filtering, data retrieval, indexing and relevancy
rankings.

In order to present each object of the cluster in multi-dimensional space along with its
estimated similarity, VSM is suggested. Due to limited usage of binary weights, the VSM
make use of partial matching for assigning non-binary weights to the indexed terms of
queries that are asked and stored in the documents. Here, weight is defined as similarity

degree of text and script as stored in the query or system. The model considers matching
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queries of text and sort them in the descending order according to its degree of similarity
using various coefficient like Cosine, Jaccard, Euclidean Distance and Dice [123]]. These

coefficients (see Figure [3.1)) are discussed below.

] Cosine
Similarity Measures :
Coefficients B Dice
Vector Space Model I
] Euclidean
= Jaccard

Figure 3.1: Similarity Measures Coefficients

e Cosine: It represents occurrence of words of an object as vector and it checks whether
two objects are similar or not. Objects are considered to be similar, if their vectors are
confused, and they are not similar, if their vectors create an angle whose cosine gives
the similarity value. The cosine similarity (simCos(G, H)) between two objects G and

H is given as Eq. [3.1]

gxh

simCos(G, H) = COS(G, H) :W

3.1

Here, g and / are vectors that are retrieved from G and H. || g ||= Q,m = I which tells
that vector normalizes G.

e Dice: Dice similarity (simDice(G,H)) defines the multiplication for G and H by two
and is given in Eq. [3.2]

2xgxh

———— (3.2)
T I3+ 11713

simDice(G, H) =

e FEuclidean Distance: Euclidean Distance (dEuc) is defined as straight line distance

between two points g, retrieved from two objects G, H in metric space and is given
by Eq.[3:3}
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dEuc=|g-h|? (3.3)

Euclidean Similarity (simEuc(G,H)) is the ratio of the Euclidean Distance increased

by I and is given as Eq.

1
simEuc(G, H) =w (3.4)
uc

e Jaccard: Jaccard Similarity simJac(G,H) presents a statistic to compare similarities

and dissimilarities between G, H. It is given by Eq.

gxh

imJac(G, H) =
simlac( ) = h R (e <)

(3.5)

The similarity coefficients help in forming disjoint sets of similar objects.

3.2.2 k-means Algorithm

Clustering algorithms partition data into a certain number of clusters. There is no
universally agreed definition. Most researchers describe a cluster by considering the internal
homogeneity and the external separation, i.e., patterns in the same cluster should be similar
to each other, while patterns in different clusters should not. Both the similarity and the
dissimilarity should be examinable in a clear and meaningful way. The number of algorithms
that exist are distance and similarity measures, vector quantization, graph theory based,
etc. These algorithms face issues such as scalability leading to increased data volume, high
dimensionality and computational complexities with respect to execution time and storage
space.

As one possible solution, k-means is suggested that is effective in clustering large scale data
sets. It is the being simplest algorithm that works for compact and hyper-spherical clusters.
It is a frequently used technique for clustering data without any labels where data points
are precisely allocated to predefined clusters according to some distortion measure. This
algorithm aims at minimizing an objective function using squared error function.

k-means algorithm [120]] is considered for partitioning the set of objects O into clusters ¢
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that minimizes the sum of squared error. Mathematically, it is formulated as [121]:

C m
Minimize: Prob(Y, Z) = Z Z Yap % sed(0q4,Zp)) (3.6)

C
Z Ya b= ]> 1 <a<m
subjectto: ¢ b=1 3.7

Yap€i0 1}, 1<a<m 1<b<c
where, Prob stands for the Problem, Y is a partition matrix m X ¢ and Z is a set of objects
m in the same O domain and sed represents the Squared Euclidean Distance between two
objects.
Problem Prob is solved iteratively considering Y as a partition matrix and Z as a set of
objects m in the same O in the following steps:

(i) Fix (Z = 7Z) and solve the reduced Prob(Y, 7). It is solved as:

5 Vo p = 1ifsed(04,Zy) < sed(O04,Zy), forl <h<c
Prob(vZ) =4 %" (O ¢ (3.8)

Ya n= 0, h#b

(ii) Fix (Y = Y) and solve the reduced Prob(Y, Z). It is solved as:

m
Z]ya,b X Oq, k
k= (3.9)

m

Z ya,b

a=1

for (I < b < c)and (I <k < m). Here, z is the element of Z.
The basic algorithm to solve Prob is as follows:
(1) Choose an initial element Zy and solve Prob(Y, Zy) to obtain Y. Set h = 0.
(ii) Assume Y = Y}, and solve Prob(Y, Z) to obtain Z ;. If Prob(Y, Z;,) = Prob(Y, Z + 1),
then output (Y, Z;), else, go to step 3.
(iii) Assume Z = Zj, , ; and solve Prob(Y, Z) to obtain Y;.;. If Prob(Yy, Z) = Prob(Yy, + 1,
Z), output Yy, Y and stop; otherwise, assume h = h + [ and go to step 2.

The k-means, though, helps in selecting final clustered data points but are not widely used
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due to its limitations like more time consumption, not removing empty clusters, not feasible

in selecting data points and is highly effected with surroundings factors like noise, outliers

etc. Therefore, the k-means is further classified as hard and soft clustering by combining it

with fuzzy sets. Fuzzy Logic partitions the clusters on the basis of probability of 0 and / to

get the best selection of clustered data points.

®

Hard Clustering: 1t clusters on the basis of probability of 0 and [ to get the best
selection of clustered data points. The suggested approach is FKM which is the
combination of k-means and fuzzy. It reduces the size of the concept lattices and is
computationally advantageous than the matrix decomposition technique, i.e., Singular
Value Decomposition (SVD). It performs both information retrieval and visualization
[6]].

FKM performs the partition step iteratively to generate new clusters until the process’s
convergence. It first calculates the means of clusters, i.e., Mpgy = {M{,M>,...,M;},
where, ‘i’ denotes total clusters. For the estimated means, B, it computes the degree

of membership, u(z,i) for X, in cluster i, i.e., B(z,i) = exp(— || X, — Mpxa ||?), one

uses,
B(z,i)
w(z,i) = =——*~ (3.10)
(&) Y. B(z,i)
It afterwards replaces Mrgys with fuzzy means given as -
22
X

Zz.u(zai)z

The process works until its convergence. The working is summarized in Algorithm

B.1

Algorithm 3.1 Fuzzy k-means Clustering Algorithm (FKM)

begin
Initialize Mpgy = {My,Ma, ..., M;}
for i=1t0k)do
compute B(z,i) = exp(— || X, — Mrgum ||?)

compute [(z,i) = ):?I(;(Qi)
)
compute Mp = %
end for
end
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(ii)

In the algorithm, initially, the means for all clusters, i.e., Mpgys are computed. A loop
begins for computing estimated means, B(z,i) and degree of membership, pt(z,i). The
process replaces the Mgy, with new fuzzy means as Mp, that helps in optimizing the
objective function and clusters the resources.

The limitations for this algorithm are convergence, slow process, difficulty in the
selection of centroids and trouble in handling the data of wider range. The approach is
useful in pruning the formal context for reducing attribute implication base. It has the
limitations for manually suggesting the number of clusters to find the righteous data
points and thus desired output is not received.

Soft Clustering: 1t considers the membership matrix for selecting clusters using
k-means and Fuzzy. The approach which combines these two methods is FCM that
targets to find a partition for set of data points while minimizing the cost function.
FCM assigns degree of membership (0 and /) to each resource of each cluster [[166].
The value tells the probability of every object to different groups [[124]. The FCM
helps in reducing the clustered matrices of the objective functions by considering
the projected centroids of clusters for better communication. It partitions set of z
dimensional vectors, L = L;,L,,....Lg, in Ky, clusters, where L;j = {Ly;,Lsj,....L;j }
represents the jth sample for j = 1,2,...,E,. For the jth sample, L; and the ith cluster
center cc;, here is a membership degree my,; that indicates the degree of sample L;
belonging to the centroid cluster, i.e., cc; = ccyj,ccoi,...,cc,i for i = 1,2, ...;k. This
results into fuzzy partitioned matrix U = (mdﬂ.) diks- The FCM minimizes the objective

function as

E; k
FCM =Y Y (my,) ¥ EJ, (3.12)
Li=1i=1

where, Eg;, is the Euclidean Distance of L; to centroid cluster cc; and is given by Eq.

B.13

Eq
Eq,= | Y (ccvi—1y)? (3.13)

v=1

and exponent s describes the fuzziness of clustering and is called as fuzzifier parameter.
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The my,; and cc; are solved by Eqs. and as:

1
my, = ————5 (3.14)
L)
v=1 Ed.iV
where, (s # 1) and

Ey
; md]sl X L]

ccip="— - Sor(i=1, ..., k) (3.15)

d
L mg,

j=1

The Eq. with linear combination of vectors results in to better approximations.

The working of FCM is described in Algorithm [3.2] In this algorithm, the number of

Algorithm 3.2 Fuzzy c-means Clustering Algorithm (FCM)
begin

Initialize k < 3, s < 1, U < o0, U +— oo

for i=1t0k)do
if (U - U < threshold) then
for (j =1to E;)do

J
compute cc; <—

j =
Ed
Compute Eg; < (| ¥ (ccvi—1yj)?
v=l1
1

Compute mg;, < S
Edji S
| Eqj,

ﬁ[\"]»

end for
update U + U
end if
end for

end

clusters k, exponent s and fuzzy matrices U and U are initialized to 3, 1,cc. The loop

begins with comparison between U and U. If their difference is less than threshold,
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then centroid cluster cc; is computed. For each cc;, euclidean distance among clusters
and partitioned vectors are calculated. It, finally, finds the membership degree which
helps in minimizing the objective function and updates the fuzzy matrices. The
process keeps on repeating unless the value of difference between U and U is less
than threshold.

The limitations for this algorithm are sensitivity to noise, difficulty in selection of
appropriate parameters, easy to get stuck in the local minimal and fails to reach global

minimal.

3.3 Proposed Iterative K-means Clustering Algorithm

IKm-CA targets to cluster the meta-data that define an object identification, availability and
computation capability for the resource discovery. The information is collected through
gadgets, media, applications, and hardware connected to the /oT paradigm. It works in three
steps, namely, Cluster formation, applying /Km-CA algorithm and Matching Conditions for

Discovery. Each step is detailed below.

3.3.1 Cluster Formation

It targets to form the disjoint sets of similar objects as clusters using VSM described in
Section VSM helps to compute similarity through its similarity measures, i.e., Jaccard,

Euclidean Distance, Dice and Cosine.

3.3.2 Iterative K-means Clustering Algorithm

The formed disjoint sets of similar objects as clusters cy, ¢, ..., ¢, (see Figure[3.2)) undergoes

IKm-CA process (see Algorithm [3.3).
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Algorithm 3.3 Iterative K-means Clustering Algorithm (IKm-CA)
Require: (i) Clusters (cq,c2,...... ,cn) (ii) Array of vectors (V) (iii) Centroid of clusters (cent;[m])

(iv) Associated cluster for array of vectors (A.,A.,) (v) similarity function (sim(A, B)), (vi) Updated
vector of clusters (best,[m]) (vii) Reassigned new clusters (L finar) (viii) Final vector of cluster formed
(totalyey)
begin
/lnitialize clusters
for im =1 to c,) do
Va[n] = ¢y /l initialize clusters as array vectors
end for
Initialize n < rand(size(V,))
for (n = I to c,) do
Calculate cent;[n] < c,[n] // calculating centroids
end for
for (m = 11ton)do
for (k=1 to c¢,) do
Ac[m] = sim(V,[m],c,[m)) /] calculating distances between clusters and array vectors via
similarity coefficient measures
Ac1[m] = sim(V,[m],cent;[m]) I/ calculating distances between centroids and array vectors
via similarity coefficient measures
end for

end for

87



for (m = 11ton)do
for (k=1 to ¢;) do
if ((Ac[m] < cp[m])&&(Ac, [m] < centi[m])) then
best[m] = A [m]
else
best[m| = A1 [m]
end if
end for
end for
// Recalculating cluster’s location
for (m=1t1toc,)do
for(n=1tV,) do
Initialize mean < 0, count <— 0
if (A¢[n] == m) then
mean = mean + V[n]
count = count + 1
best,[m] = mean
end if

end for

count

end for
Output best,[m|
// Reassign array of vectors to clusters
for (m =11ton)do
for (best = 1 to m) do
L = sim(best,[m], [Ac[m]||Ac1[m]]) I/ comparing and reassigning clusters of array
vectors via similarity coefficient measures
Lyew = Ac[m] — best,[m]
Lyew1 = Ac1|[m] — best,[m]
end for
end for
L finat = merge(L, Lnew, Luew1)
Output Ly,
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// Updating and finding number of clusters
Initialize total < 0, threshold < 1
for (m =1 to c;) do
if (L fina < threshold) then
totalyeyy = max(Ling;) — 1
else
totalpe, = max(Lipar)
end if
end for
Output total,,,

end

Here, ¢, are initialized as array of vectors V,[n], where, n is the maximum number of clusters
with V,. For each cluster, its centroid centi;|[m] is calculated. The k-means clustering reforms
new clusters taking into consideration array of vectors V,, clusters c¢,[m| and centroid array
cent;|m], using similarity coefficients.

The loop is initialized again to select the best matched solution against the query with its top
priority saved in sequence order in best[m|. The best value is selected between A.[m] and
Ac1|m] with condition that holds the maximum value from clusters of array c,[m] or centroid
array cent;[m|. It recalculates the cluster’s location in order to validate the process and the
output is shown in best,[m]|, which is the average value of updated clusters. Further, the
process then reassigns array of vectors to clusters by comparing the matched solution with
either array of similarity measures of V,, and c,[m], i.e., A.[m] or array of similarity measures
of V, and cent;[m], i.e., A.1[m]. The process then updates the clusters with the difference
of best matched array and save these updated clusters as Ly, Lyewi- The value of flag is
incremented by 1 for each updated clusters. It merges the newly formed clusters and provides
it as an output. Finally, it updates and finds the total number of clusters by comparing the

updated clusters against threshold, providing the newly formed cluster as totale,,.

3.3.3 Matching Conditions for Discovery

Here, the final clusters total,,,, with the arrival of query undergoes search using matching

function (see Figure [3.3)) against query parameters provided by the end user. The main target
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is to check whether the relation exist for object or not by the means of matching function
which should be less than the threshold value Th i.e., F,,,(I,J) < Th.

A query Q, for discovery is given as

Ou =Sk xS, — R (3.16)

and .
(K,L) — Qu(K,L) = ¥ 0 x qu(K, L) (3.17)

m=1

where, Oy,,m € {1,... ,P} is the weights calculated among similar objects and ¢, :{0, 1} x

{0, 1} — [0,1] with the following matching conditions:

g N Query from end user
R
A Parameters Extraction
sgss
/Matching Parameters Input for
) 4

. ' . l . Process further processing
_—'—"'_'-'-'_‘-‘—-'-l

IKm-CA output as clusters and
their storage in database

L

Figure 3.3: Matching Conditions

o 4,(00)=0

e q,(01)=n;€[0,1]

* q,(1,0) = nz withn; € [0, 1-n]
o q,(1,1)=1

Here, K € Sk and L € Sz.. The Q,(K, L) helps in finding the matching of query from asked set

to array vector of similar clusters.
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Considering Th € R and A.[m], there is a matching function F;, among them and is given
by:
Fn =Sk xS, — {0,1} (3.18)

(K,L) —> Fu(K,L) = 1 < (Acfm])(K,L) < Th (3.19)

The F,, 1s the required possible solution of searched query Q,. Using bounded intervals of 1y
and 1, in a way that they are not empty and are included in subsets of Sx and Sy, describing

the two conditions:
(i) If K matches L, i.e., K C L thenVm e {1,2, ..., P}, qa(K, L) <M1 and Fy(K,L) = 1.
(i) If K does not match with L, i.e., ? 7 f; this means that there is at least a single
Q. (K) with respect to asked text but having no similar object in array of clusters.

Thus, qa(?,?) >mnpand F,(K,L) = 1.

3.4 Experimental Evaluations

3.4.1 Similarity Computation

The various similarity measure coefficients are discussed in subsection for VSM. They
are simulated and implemented for random data sets with 50, 100, 200, 300 and 500 nodes.
The graph generated with the data sets are shown in Figure The Euclidean Distance
graph (see Figure [3.4|(a)) depicts the similarity evaluation with increasing number of nodes.
It is observed that if the nodes are limited, i.e., maximum up to 300, it will not provide any
relevant searches but if the resources are more than 500, then it provides better resource
searches in less time. The Dice coefficient (see Figure [3.4(b)) depicts that the number of
searches are decreased with increasing number of nodes and is showing better results of
search space with less number of nodes present in the set. In comparison with Euclidean
Distance, the number of search space is increased with 20%. As observed from Figure
(c), the Jaccard similarity comes out to be almost similar with Dice coefficient and
is providing best search with less number of nodes. It remains constant and is increasing
consistently with increasing number of nodes whereas it provide search space rapidly with

lesser nodes.
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Figure 3.4: Similarity Computation using (a) Euclidean Distance, (b) Dice, (c) Jaccard, (d)

Cosine

In comparison, it provides 25% increase search space than Dice and 45% than Euclidean

Distance. The Cosine graph (see Figure3.4(d)) shows efficient search with increased number

of nodes. It has best match as compared with other similarity coefficients.

In comparison, the search space increases as 33%, 71% and 89% of Jaccard, Dice and

Euclidean Distance, respectively. Among these similarity search approaches, it is observed
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that cosine provides the best matches from the search space set with an increase in the number

of nodes.

3.4.2 Clustering Analysis

(1) FKM: The FKM is analyzed with similarity coefficients like Jaccard, Dice, Euclidean
Distance and Cosine; against the input query, Q. The formed clusters are of size 3 with

its random populations of nodes as 300.
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Figure 3.5: Fuzzy k-means Clustering using (a) Euclidean Distance, (b) Dice, (c) Jaccard,
(d) Cosine
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(ii)

The clusters in the results are distributed normally with distance fuzzification of
objects. The formed clusters are shown in Figure From Figure[3.5(a) it is depicted
that the Euclidean Distance approach helps in generating clusters of similar objects
with distances measured among centroids by minimizing the objective function. It
takes the geometric mean of a prototype matrix belonging to the cluster. Euclidean
Distance considers the high density regions for making clusters. Figure [3.5(b) is
produced by Dice coefficient similarity measurement with FKM providing the results
by clustering the neighboring object mean-distances. It helps in finding the objects in
range. It considers only the objects whose fuzzy distance is minimum. Figure [3.5/(c)
shows that the FKM in combination of Jaccard approach makes clusters of dispersed
data present only in small area. It normalizes the searched objects and clusters them.
Figure [3.5(d) shows the clusters formed with cosine coefficient in wide area taking the
maximum angle between two similar objects. It clusters the dispersed data at the end of
the process. From the discussion, it is concluded that efficient search is performed by
Euclidean coefficient in collaboration with FKM, i.e., more search spaces are provided
in less time.

FCM: The similarity coefficients like Jaccard, Dice, Euclidean Distance and Cosine
are simulated with FCM against the input query, Q. it is processed for 300 nodes with
formed clusters as 3. The results are shown in Figure 3.6, distributed in 2D area.
Figure 3.6(a) shows the clusters having minimum distances with the centroids. Thus,
it provides the clusters by taking geometric mean between nodes and centroid. Figure
3.6(b) suggests that Dice coefficient provides clusters by retaining maximum nodes
in the same cluster. It takes in to account the coverage of maximum area. Figure
3.6(c) is produced by Jaccard similarity that considers the centroid to be selected near
to each other and selecting the nodes for clusters by finding suited match against the
query Q. Itis observed from Figure 3.6(d) that cosine generates clusters by considering
the angular distances between nodes and centroid. It clusters maximum data into one
cluster. Thus, it is concluded that the search efficiency by FCM is produced with
Jaccard approach, providing maximum coverage of search area. It uses the fuzzy

coefficient to measure the distance.
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Figure 3.6: FCM Clustering using (a) Euclidean Distance, (b) Dice, (c) Jaccard, (d) Cosine

(iii) /Km-CA: The proposed IKm-CA (see section [3.3), is simulated using MATLAB
environment. According to the matching criteria of similarity against the input query
0, the similarities among clusters are analyzed on the basis of Jaccard, Dice, Euclidean
Distance and Cosine. The inputs to the /Km-CA are 2-D area as dimensions, number

of clusters are 3 and number of random objects are 300. The process uses distribution
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function with common variances, generates matrix for data and response variable by
finding the point distance among them. The results are distributed in 2-D area and
clusters are formed with minimum mean of objects. The clusters thus formed are
shown in Figure [3.7] The graph in Figure [3.7(a) shows that Euclidean coefficient is
helpful among the similar objects with minimum distance’s mean. It calculates the
averaging distances for generating clusters among similar objects. Thus, it is helpful

for those objects which are at least once in relation, with one of the other objects.
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Figure 3.7: IKm-CA Clustering using (a) Euclidean Distance, (b) Dice, (c¢) Jaccard, (d) Cosine
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The graph in Figure [3.7(b) is produced by Dice coefficient which compresses the area
of the search. It tells that its search efficiency is compatible with less number of
objects or smaller area. The Jaccard similarity performs similar like Dice and from
graph in Figure [3.7)(c), it is found that Jaccard normalizes the search clusters with the
best suited matched query Q. The produced results are dispersed in whole area. This
shows its efficiency in large sets of data or covering large area. From the graph in
Figure[3.7]d), it is observed that formation of clusters using Cosine coefficient is done
by finding the minimum angle among the vectors of similar objects, hence, creates
clusters accordingly. The cosine similarity is benefited in small as well as for larger
area. Thus, it comes out to be best similarity with less time consumption. From the
obtained results, it is concluded that cosine coefficient with /Km-CA provides better
search results in comparison with other coefficients like Euclidean Distance, Jaccard
and Dice. It takes less time to perform searching that results in to maximum search

coverage.

3.4.3 System Performance

The clustering algorithms, i.e., FKM, FCM and IKm-CA are evaluated using open source
simulator “Clust 3.0, considering two evaluation metrics, namely, similarity search and
search time [126]]. The former results for maximum matching (in %) whereas latter provides
the time (in seconds), against query, respectively. For the purpose, input to the simulator
are number of characters, blank spaces, total iterations and number of partitions into which
query is divided. The values calculated are shown in Table [3.1]

As observed from Table, various queries with its input threshold as 5 are iterated for /00
times. The queries using simulator provides the similarity measures (in %) for FKM, FCM

and /Km-CA. It also processes the queries with its search efficiencies.
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Table 3.1: Experiment for Queries at Threshold = 5

Queries Number | Threshold| Number | Similarity Search | Similarity] Search | Similarity] Search
of of Searches | Time by | Searches | Time by | Searches | Time by
Partitions Iterations by FKM (in | by FCM | FCM (in by IKm-Ca
FKM seconds) | (in %) | seconds) | IKm-CA (in
(in %) (in %) | seconds)
Conservation 2 5 100 0.41 0.35 0.5 0.27 0.9 0.12
Laws
Disaster in 2 5 100 0.54 0.5 0.62 0.31 0.87 0.23
Underwater
Donald 3 5 100 0.48 0.24 0.65 0.24 0.96 0.07
Trump
N-Deal
Finacle 3 5 100 0.61 0.29 0.7 0.15 0.8 0.1
Online
Banking
Services
Microsoft Vs 3 5 100 0.72 0.31 0.75 0.32 0.79 0.14
Google
Nuclear 2 5 100 0.59 0.18 0.78 0.2 0.92 0.05
Fusion
Technology
Polling in 3 5 100 0.67 0.25 0.74 0.17 0.83 0.08
Punjab
Recognized 2 5 100 0.82 0.68 0.86 0.32 0.94 0.27
Universities
in India
Smart 3 5 100 0.53 0.43 0.59 0.22 0.86 0.16
Gadgets on

IoT




The similarity measures and search time of FKM, FCM and IKm-CA is shown in Figure [3.§]

and Figure 3.9
(1) Similarity Searches: From the graph, it is suggested that IKm-CA outperforms well

in similarity searches with respect to FKM, FCM and is providing /.5 times and /.3

times better similarity searches.

Comparison of Similarity Searches (in %)
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Figure 3.8: Similarity Searches

It is possible due to angular distance based similarity computation among centroids
of clusters rather than considering membership matrix of similarity. The IKm-CA

provides shortlisted resources with sufficient discovered results.
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Figure 3.9: Searching Time
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(1) Search Time: The IKm-CA has faster processing time with respect to requirements of
the system, based on which it is implemented to test its feasibility. On the other hand,
FKM and FCM takes more computational time and provides less scalable results. It
depicts that IKm-CA gain a search efficiency by 1.63 times and 1.45 times better than
FKM and FCM.

3.4.4 Complexity Analysis

(1) Fuzzy k-means: It uses degree of membership matrix to arrange data sets of centroids
in clusters. It chooses v; centroids and assigns membership matrix F to centroid. It
identifies m samples with r attributes in data sets. The FKM performance is checked
on the basis of its computation time in terms of time and space complexity, described
as under.

(a) Time Complexity: the number of operations are given by

Operations = M x N +dist+ centoqg = O(M x N X K x L) = O(N; x K X L)
(3.20)

where, M x N are the total number of resources, dist is the distance among the
centroid of membership matrix and cent,,; is the total iterations of centroids.

(b) Space Complexity: All the iterations and membership matrix are stored in modest
space, therefore it requires only O(Nz + K) storage. Here, Nz is number of
resources and K is the distance among attributes of centroids.

The FKM is measured with similarity coefficients their complexity on their basis are
discussed as under:

(a) Euclidean Distance: It considers distance among two centroid’s membership

matrix. Its complexity is given by:

O(Nz)
O(Nz xKxL)+ 1

Complexity = =O(Nz) (3.21)

(b) Dice: It considers common objects of membership matrix of centroids with the
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complexity of sender and receiver as O(Nz). Its complexity is

L 2 X O(Nz) X O(Nz) . )
Complexity = TON,) IR+ 10N B~ O(N3) (3.22)

(c) Jaccard: It considers pairwise similarity among protoype matrix and membership

matrix for all neighboring resources. Its complexity is given by

O(Nz) X O(Nz)
1 O(Nz) [I> + || O(Nz) || = (O(Nz) x O(Nz))

Complexity = = O(N2)+ 2 x Ny

(3.23)

(d) Cosine: It takes angular distances among membership matrix of centroids of
clusters. Its complexity is given by
O(Nz) X O(Nz)

Complexity = — O(N?2 3.24
omplexity = o) P+ 1oy P~ O G249

It is concluded that Euclidean Distance in combination with FKM provides solution
with minimum complexity, i.e, it takes minimum computation time and storage.

(ii) Fuzzy c-means: It is iterative in nature. It stops when maximum iterations are
processed. The query Q data is grouped in to C-clusters with N data points in each
dimension D. These data points are linked to every other cluster and is processed for
new cluster formation with [/ iterations. As the clusters are updated instantaneously
and therefore, time complexity for FCM is given by:

(a) Time Complexity: It is dependent on the number of iterations and cluster

formation. It is given by:

T, = numbero fclusters X iterations X dimension X datapoints
(3.25)

=C?>x N xDx1=0(C’NDI)

where, C, N, D,I are the number of clusters, data points, dimension and iterations,
respectively.

(b) Space Complexity: The FCM requires O(N x D+ N x C) space to store the
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centroids, clusters in the modest area. Here, N are the data points that
are distributed among c-clusters in D-dimension. It uses VSM similarity
coefficients like Dice, Cosine, Jaccard and Euclidean Distance for making
clusters. Therefore, the complexity against similarity coefficients are described
as under:

1. Euclidean Distance: Its complexity is defined by number of iterations for

selecting centroids in each cluster. It is denoted as:

0(C) __0(©)
ONxdxC2xD)+1 1+0(C?)

Complexity = =0(C) (3.26)

ii. Dice: Tt takes in to account the equal complexity of O(N) at sender and

receiver after each iteration of common objects. Therefore,

. 2xo0(C)xo() )
Complexity = TOC) IE+ 0~ o(C?) (3.27)

11. Jaccard: 1t considers the similar objects for its neighboring clusters by

finding distances among clusters. Its complexity is given by:

0(C) x 0(C)
1O(C) |12 + || O(C) ||> —(0(C) x 0(C))

=O0(N*)+2xC
(3.28)

Complexity =

iv. Cosine: It describes the angular distances among the centroids of clusters
and is denoted as:
O(C) x 0(C)

Complexity = T0C) IF+ 100 P =0(C?) (3.29)

It is deduced that Euclidean Distance in combination with FCM results in to low

complexity, i.e., minimum time and space is required with Euclidean Distance
similarity measure.

(i11) IKm-CA: It uses proximity function to separate data-sets arranged in various clusters

and considers centroid calculation for rearranging them. For the purpose, it chooses

N, points as initial centroids and assigns each point to cluster closest to centroid. For
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analyzing algorithm’s complexity, it identifies operations performed at each step and

keeps information for every iteration. For N,; nodes with N, attributes in each data

set, the IKm — CA is analyzed on its performance. The performance is measured with

respect to its computation time, i.e., complexity, as it measures the time and storage

evaluation on the basis of algorithm’s working. The complexity is categorized into

time and space complexity. Therefore, the complexity of /Km — CA in terms of time

and space are described as under.

()

(b)

Time Complexity: It measures the total time computation to form clusters

iteratively. Therefore, its number of operations are given by Eq.

Operations = dist.q; + comp + centoq = [Nps X Nyg X Ny
(3.30)

+[(Npt= 1) X Nug X Nagg] + [Npt X ((Npg- 1)+ 1) X Nyt

where, dist.,; is distance calculated among clusters, comp is total number of
comparison and cent,,; is calculated centroids of clusters. /Km — CA performs

after J iteration that results into Eq. [3.31]

Operations = [J, X Npt X Nyg X Nagt] 4 [Je X (Npr — 1) X Nyg X Ny
(3.31)
+[Je XNpt X ((Nnd — 1) + 1) XNatl‘] = O(Je XNpl XNnd XNatt)

Here, it has been assumed that same amount of time is consumed by each
operation. Since, Ny < N, and Ny < N,g, k-means outcasts as linear graph
with respect to total nodes N,,; and the number of points N,,.

Space-Complexity: Since, data points and centroids need to be stored, modest
space is required for /Km — CA. In particular, it needs O((N,g + Np;) X Nuyt)

storage, where N,,; is total nodes and N, is their attributes.

Since, IKm — CA uses similarity coefficients like Euclidean Distance, Dice, Jaccard

and Cosine for cluster formation, it is required to calculate complexity on their basis.

It is discussed below.

()

Euclidean Distance: Its complexity considers the distance estimation among two

resources with partial change in their positions. Therefore its complexity using
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Eq. [3.5]is given in Eq.

O(Ny) o) _ovy  332)

Complexity — - -
O = 0o X Ny X Npg X Nag) +1  1+O(N,,)

Here, N, and Ny, are assumed to be /, J. be the number of iterations and N as
the total iterations. Therefore, it implies the complexity to be O(N,,).
(b) Dice: Its complexity measurement takes in to consideration common objects

N,4 of resources with complexities of initiator and receptor as O(N,,) then total

complexity is given in Eq. [3.33]

2xO0(Ny) x O(Ny)
1 ONw) [I*+ [l ONW)) [*

Complexity = O(N,,?) (3.33)
where N,, is the total comparisons among resource’s distances.

(c) Jaccard: It selects the common number from the resources which follows one
to one communication and is further divided by the number of neighboring
resource’s distances. Moreover, it calculates pairwise similarities for all

neighboring resources. The output complexity with /Km — CA is given by Eq.
334

O(N,y) x O(N,) B

|| O(Nw) ||2 + || O(Nw) ||2 - (O(NW) X O<NW)) B
O(Ny?)

|| O(Nw) ||2 _O(Nw)2

Complexity =

= O(N,,%)

(d) Cosine: It is the angular distance among two resources and is considered to be

fast coefficient for cluster formation. Its complexity is given by Eq.

O(N,y) X O(Ny,)

ComPIEy = oM 1P+ 0N IE 535
Tow,p ~ ™

where N,, is angular centroid distances among resources.

From the above discussion, it is concluded that cosine coefficient in collaboration
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with /Km-CA provides the best solution for clustering and is proved to be an efficient

method on the basis of minimum complexity.

3.5 Conclusion

The proposed technique, IKm-CA, facilitates resource discovery on the IoT through
clustering using matching criteria and addresses heterogeneity in data. Clustering provides
self-organization of resources and group them by creating homogeneous descriptive data.
The clustered metadata provides similarity measures through VSM, performs knowledge
representation and mitigates the problem of selecting erroneous or empty data points to
clusters. IKm-CA is simulated using MATLAB against exponentially growing nodes to
analyze the search efficiency. IKm-CA is compared with existing methods, i.e., FKM and
FCM, for providing clusters with respect to various inputed number of queries. These are
measured on the basis of similarity searches and search time. It is observed that IKm-CA
provides /.5 times, /.3 times better similarity searches and /.63 times, /.45 times better
search time in comparison with FKM and FCM, respectively. The results support algorithm’s
efficiency in collaboration with Cosine similarity measure having minimum complexity of

O(N).
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CHAPTER 4

Context-Aware Resource Discovery and Selection

using Convex Optimization

4.1 Introduction

The previous chapter has discussed proposed technique, namely, IKm-CA that eliminates
the heterogeneity in data for resource discovery and selection on lo7. But, it has not
accounted for issues such as context of the gathered data, scalability and search metrics
in the IoT. These issues, if not resolved, would lead resource discovery and selection to
emerge as a non-linear constrained specific problems. Such problems experience higher
search complexity in terms of time. Therefore, it is required to optimize them to ease the
inter-communication and interactio To address these issues, the chapter has proposed
a Context-Aware Search Optimization Framework on Internet-of-Things which targets
knowledge presentation through schema, discovery via multi-modal search algorithm and
its optimization through an Iterative Gradient Descent algorithm. The multi-modal search
algorithm through keywords, value or spatial-temporal indices perform resource discovery
by finding the suited matches as search set from search-space. The search set is further
evaluated via Iterative Gradient Descent Algorithm for optimization through the usage of

iterative and convergence properties of Gradient Descent. It is tested using various objective

I'The contents are published as M. Bharti, R. Kumar, S. Saxena, “Context-Aware Search Optimization
Framework on Internet-of-Things , Concurrency and Computation: Practice and Experience, Vol. 30, no. 14,
pp. €4426, 2018 (Wiley). SCI Indexed (IF: 1.167)
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functions and is compared with Newton and Quasi-Newton methods. The obtained results
depict the efficiency of the algorithm graphically with reference to the searching time and

validate the system performance.

4.2 Context Awareness and Internet-of-Things

Any processed data that helps to characterize the circumstance of an entity is termed as
context. Here, the entity could be a person, place, or object that is related to communication
and interactions among end users. The system is considered to be context-aware if uses
context data to provide services to the end users on the basis of relevancy with respect to
user’s task. Context Awareness as fundamental property for both ubiquitous and pervasive
computing systems permits context storage to facilitate interpretation easily and more
meaningfully. Moreover, it performs M2M communication and supports actions such as
data collection, representation, delivery, and reaction through three main context model,
namely, No application-level , Implicit, and Explicit. In No application-level context model,
applications perform all the actions within its boundaries. In Implicit context model,
applications use libraries, frameworks, and toolkits to execute the actions and provide a
standard design that makes it easier to build the applications quickly. However, still the
context is hard bound to the applications. In Explicit context model, applications use a
context management infrastructure or middleware solution and therefore, lie outside the
application boundaries. Using these context models, Context-Aware Life Cycle is defined
that works through four steps, i.e., to collect, to model, to reason and to disseminate the
context. Till date, the real time implementation for Context-Aware Life Cycle could be
possible through various application areas such as Intelligent Transportation System (/75),

Healthcare, Logistics, efc.

4.3 Non-Linear Programming

Nonlinear programming solves an optimization problem which is defined as set of constraints

that includes equalities and inequalities against the set of unknown real variables having an
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objective function. The function is to be minimized or maximized on the basis of constraints
or functions which are non-linear. On /o7, with the exponential growth of the resources, there
will be increase in the number of fetched resources against query’s parameters and stored
as search set, z. Considering s(z) as objective function that varies over R" with respect to
functional constrained like access type, data format, etc., i.e., s(z) turns out to be a non-linear

constrained specific problem of type

Minimize s(z)

such thatk,(z) <0,a=1,..,r
“4.1)

lb(Z)= 0, b= ], e s P

me(z)=0,¢c=1,..,q

where, k,(2), Ip(z), m.(z) are the functional constraints. Here, s(z) require to be minimized
to reduce the search complexity in terms of time. In order to deal with these problems,
non-linear programming as the sub-field of mathematical optimization provides number of
methods such as Gradient Descent, Newton and Quasi-Newton. Each of them is discussed

below.

4.3.1 Gradient Descent Method

Gradient descent or steepest descent is a first-order iterative optimization algorithm that
intends to minimize the objective function via taking steps in descent direction from the
current position. Formally, let objective function, OF (m), is defined and differentiable in a
neighborhood of a point, b, then OF (m) starts decreasing in a faster manner if one goes from

b in the direction of negative gradient of OF at b, —VOF (b). It follows that, if

bpi1 = by — v x VOF (by) (4.2)

where, y defines step size and is very small. Thus, OF(b,) > OF (b,y1). With this
observation, one starts with a guess my for a local minimum of F' and considers the sequence

mo,my,my, ...,my such that
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Mpy1 =My — Yy X VOF (my,),n > 0 4.3)

and

OF (my) > OF (m1) > OF (mz) >,...,> OF (my) 4.4)

The sequence, m,,, converges to the desired local minima.

4.3.2 Newton Method

The Newton Method uses first and second order derivatives for finding successively better
approximations to the roots of a real-valued function. It helps to minimize the non-linear
unconstrained problem in to linear constrained [[152]]. It considers s(z) to be differentiable
up to second order (see Eq. [4.1). Considering the iteration for s(z), gradient Vs(z) and
Hessian V2s(z) for the approximation of Taylor Expansion, s(q), and Eq. |4.5is given as:

(@) %5+ g xTs@ 4 S x (g [Ps@] x(g—2) @)

where, 7T is transpose, ¢ is the minimizer of s(z) on R".

For minimization, Vs(z) is set to zero. It implies,
[V25(2)] % (q—2) = ~Vs(2) (4.6)
Assuming, st(z) to be non-zero, Eq. becomes,
g=z—[V?s(z)] ! x Vs(z) 4.7)
For any starting point, say, zg, the relation would be
2= 21— [V5(z-1)] ' Vs(z-1) (4.8)

where, z; and 7, are the singular values at points ¢ and ¢ — 1, respectively. This method is

not efficient if V2s(z;_1) > 0. Therefore, it is considered to be minimum and positive definite
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which converges to all gradient z* quadratically. The method selects positive step size, z,,

as:

1 = 2, = ls(z,) (4.9)

where, Newton direction, /g, is given as:
Iy = [-V%s(2)] "1 Vs(z) (4.10)

The direction converges globally in the method but not the step size. Therefore, step size is

selected using Armijo based line [[148]] in Newton (with its iteration #, and step size &) as:

Zpt1 =2, + Ot 1 X Is(21,),

(4.11)
Ii(z,) = [V2s(z,)] ' Vs(z,)
with step size &7 > 0.
The property provides local minimizer of s(z) to make a descent direction such that
Vs(z) # 0= 11 (2)Vs(z) = —(Vs(2)) T [v2s(z)] ' Vs(z) < 0 (4.12)

The Newton Armijo never satisfy the convergence of non-critical solution if s(z+ 8 x [;(z))
comes out as non-decreasing set at 6 > 0. To satisfy the convergence, it should have property,
ie.,

Vs(z) # 0= (s(2)) [v2s(z)] ' vs(z) > 0 (4.13)

The best way to impose this property is that z is convex with non-zero Hessian as:
(V25(2) > 0) Vz [= hT [V2s(2)]h > —V2Vh # 0] (4.14)

where, h = Vs(z). This property possess the global convergence of Newton Method and its
process is summarized as Algorithm[4.1]

The algorithm begins with initialization of point z; for search set s(z) < o, starting point,
xo < 0, total iteration, maxiter <— 2000, change in objective function, & X s(z) < oo,

tolerance, rolr = 1 xe~©, change in step size, dyyi, to 1 e %. The loop initiates by checking
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Algorithm 4.1 Newton Algorithm
Require: (i) Search Set (s(z)) (ii) starting point (xp) (iii)total iteration (maxiter) (iv)change in
6

objective function (8 x s(z)) (v) Change in step size (dynin) , (Vi) tolerance, tolr = dypin = 1 x e~
(vii) Step Size (8)
begin
select 7, < z // initialize starting point
Initialize s(z) < oo, maxiter <— 2000, xo = 0, 0 X 5(z) <= 00, dypin <
// Calculation of Newton’s direction
while (z;, > tolr) do
if ((xo < maxiter)&& (8 x $(z) > dymin)) then
Zonew < Newton (z;,)
Zonew1 $— normalize (Zonew)
2= (755)

I5(z) = normalize (z — xo) //unit step size calculation

compute s(z;, 1), Vs(z;,-1), V25(z,-1)
initialize 6 =2
while (I;(6 — 1) > tolr) && (8 < maxiter) do
Cas—1) - (SEO-1) s
z2(6)=2(6—1) <5 < s@6— 1) // Armijo’s Rule
0 x z(6) = normalize (z(0) —z(0 — 1) ) // Updated step size

0=0+1
end while
end if
end while

end

the value of z; > tolr. The condition is checked whether the resources are empty or change
in step size goes to null. It then apply the Newton line search on initial point z; and stores in
Zonew- The Zonew1 has the normalized value of z,,.,,. It then updates the value of search set by
taking difference between initial points and updated newton line direction. It checks for unit
step size by each iteration and stores it in /5(z). Afterwards, it computes updated search set,
its first and second order differentiable as s(z;,—1), Vs(z,—1) and V2s(z, 1), respectively. It
initializes step size 0 as 2 and condition is checked that Newton’s direction is larger than
tolr, & is smaller than maxiter. It calculates z(8) using Armijo’s Rule by taking difference
of updated search set z(6 — 1) with change in updated search set of second order and then,

updates the 8. The process goes unless the search set is minimized.
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The Newton-Armijo method takes second order derivative with step size 6 > 0 and minimize
the objective function. Though, it is fast at minimization of the objective function but it
require to compute second order derivative and to update search set z. As a result, it takes
more time and space with respect to complex objective function or n-dimensional constrained
specific problems. Moreover, it is computational expensive. Therefore, to speed up the

minimization process, another approach namely, Quasi-Newton Method is discussed.

4.3.3 Quasi-Newton Method

The Quasi-Newton Method is implemented to find the global minimum of a function that is

twice-differentiable. It uses Variable Metric routines [[167] which are recurrence of type

Zr+1 = Zr — 6r+1 X Qrt1 X VS(ZV) (4.15)

where, Q.41 1s the symmetric positive definite matrices, z,, z,4+1 are non-critical points,
Vs(z,) is the gradient of non-critical points, 6, is the step-size and is given in the direction
(dy) as:

ds,., = =01 X Vs(2) (4.16)

The directions are descent for s(z,) at non-critical points, z,
Vs(z,) #0= dsj;ﬂ x Vs(z) = —(Vs(z))! X Qi1 x Vs(z,) <0 4.17)

where, Q, is positive definite. In Quasi-Newton Method [[150], O, matrices is computed

recursively which defines O, with the inversion of the Hessian matrices, My, i.e.,
My = Qri1—[V2s(z,)] " = 0,7 — oo (4.18)

ensures the quick convergence of the objective function.
Suppose,
1

s(zp) = EZ’T X (My)z —m! z, (4.19)

to be strong convex quadratic form on R" and is symmetric positive definite. Assume s(z)
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could be minimized by the Variable Metric approach which intend to generate Q, recursively.
For minimization, assume certain approximation Q, of the matrix is used while moving from
step z,_1 to 2, i.e., [V2s(z,_1)] ', in the direction —Q, x k,_1, k, = Vs(z,) . Thus, the step
pr 1s given as

Pr=2r — Zr—1 E_erQerr*I (420)

where, §, is the step-size. At this point, the first order information on s(z) helps to define the

vectors, v, as

ve=k,—k_ 4.21)

Here, if the p, is small and s(z) is twice continuously differentiable, then,
Ve =k, — ke 1 = Vs(z) = Vs(z—1) = [V35(z-1)](zr —20-1) = [V2s(zo-1)] X pr (422)

The s(z) is quadratic and independent from p,. Thus, after step r the approximation for Q, to
My provides [V2s(z,_1)] x p,. To update previous approximations, there is need for inverse

of Hessians. Therefore, its exact line search is given by:
8r41 = min (s(z,+ 6 x d,, ) (4.23)
Then, the residuals, Ry, in terms of the objective function is given as
Ri(zr) = 5(zr) —min(s(z)) (4.24)

that satisfy the recurrence

Cnr+l- 1 ?
Ra(zr+1) < Ralzr) | o7 (4.25)
Ny41

where, C,, ., is the condition number of the matrix and is given as:

r+1

1 1

My, =0}y x M x Q]| (4.26)
The process is summarized as Quasi-Newton Algorithm 4.2,
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Algorithm 4.2 Quasi- Newton Algorithm
Require: (i) Set z (ii) Search Set (s(z)) (iii) Gradient (k) (iv) Starting point (z9) (v) total iteration

(maxiter) (vi) Hessian (My) , (vii) descent direction (d;) (viii) Residual matrix (R,)
begin
Initialize 7o < 0, r = 0, 5(z) < o0, maxiter <— 2000
Compute ko < Vs(z0)
for r = I to maxiter do
ky—1 < 6 x s(zy—1) //Gradient
Compute My < Qy, , // describing Hessian
if (k,—; == 0) then
Terminate z,_1 I/ critical point
else
set dy, ., < —Qy+1 X Vs(z,) /Il describing descent direction using Variable Matrix
end if
for (d;, < 1 to z,—1) do
2 < 2r—1 + O, X d;, // updated sets
end for
Compute k, < 0 X s(z,)
Set p, < 7, — z,—1 I decreasing step size
Set v, <k, — k,_1 I/ decrease in Gradient
end for
for r = 1 to maxiter do
Compute Sy11 X v, < p; Il new direction
Update S,+1,5(z) I/ updating search sets
end for
Print Ry(z,) < s(z,) — mins(z) // display Residuals

end
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It initializes starting point zo at zero, search set s(z) at infinity, total iteration maxiter at
2000 and r to zero. It computes the first order differential Vs(z) at the starting point and
stores in kp. The loop is initiated for r up to maxiter in which gradient is computed and
Hessian My is described. The condition is checked if the gradient value, k,_1 = 0. If it is
null, then it terminates the critical point as z,1 otherwise it finds the descent direction, dj, , |
using variable metric. Another loop begins for descent direction and updates the set z,.. It
calculates the gradient for updated k,. Afterwards, it checks for new step size and gradient.
The last loop finds the new direction and updates the search set. Finally, it prints the obtained
residual matrix and the process provides the minimized set.

Unlike Newton Method, the Quasi-Newton method needs not to compute a second derivative
and has faster computation. But it requires more convergence steps to reach the optimal
solution. Therefore, to overcome the time constraint, another approach, namely, IGD is

introduced that is implemented for I7S applications.

4.4 Intelligent Transportation System

ITS refers to adding information and communication technologies to transport infrastructure
in order to enhance safety, reduce traffic congestion, transportation time and fuel
consumption. Its major applications are traffic light control, weather information system,
bus-stop information, navigation information, Electronic Toll Collection (ETC), parking

management, etc. Among them, ETC is focused on for the proposed work.

4.4.1 Electronic Toll Collection

ETC is a supervening application that helps in identifying resources, say, vehicles, to enhance
convenience for drivers using cashless toll collection, eradicating traffic congestion, reducing
waiting time at toll queue and illegal toll-gate entry. For example, India, a developing
country, is facing traffic congestion problems at National Highways due to public transport
infrastructures and lack of formal national road safety policies. This congestion leads to
obvious delays, jams; resulting into traffic chaos with increase in air and noise pollution.

Moreover, it has negative impact on the operational efficiency of the network and thus,
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eliminating the benefits of the infrastructure. In order to ease this inconvenience, ETC helps
in removing all these problems to a greater extent. The main components of ETC are RFID

reader, RFID tag, and in-lane computer as shown in Figure @

RFID jumpl RFID || In-Lane
Tag Reader Computers

Figure 4.1: Components for ETC (48]

An RFID Tag consists of a chip that transmits the identification data including time, date,
toll charge for vehicle, vehicular details to the reader via a antenna. The reader with the
help of the inbuilt antenna then, transmits this data to in-lane computers, where the data is

checked in the databases for valid tags and active accounts.

4.4.2 Study Area: Shambhu Toll Plaza

The National Highway Authorities (VHAI), India targets to extend six lanes facility from
96 kms to 387.10 kms on toll basis through various Toll Plazas such as Ladowal/Shambhu,
etc. Among them, proposed work has considered Shambhu Toll Plaza, National Highway
(NH-1), India that has six counters to deal with the heavy traffic (see Figure {.2).

il JETIE g;ﬂnmhlimuw

=

o himbala

(a) (b)
Figure 4.2: Scenario (a) Application Area (b) Shambhu Toll Plaza, NH-1, India
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These counters witness massive traffic snarls at all entry and exit points of toll plaza and
are inadequate to meet the heavy traffic at rush hours. Therefore, it requires automated
techniques to handle the rush in order to avoid a traffic bottleneck which leads to congestion
and road accidents. To eradicate the problems, one possible solution is to provide automated
optimized techniques for car reading, over speeding, vehicle out of control, sharp or slight
curves, vehicle details, efc. that helps in minimizing traffic load at Toll Plazas.

From the Shambhu Toll Plaza, the data is collected that includes details such as transaction
identification (transID), vehicle registration number as its identification (vehiclelD), etc., as

shown in Figure 4.3]
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Figure 4.3: Dataset collected from Shambhu Toll Plaza, NH-1, India

4.5 Proposed Context-Aware Search Optimization
Framework on Internet-of-Things

The Context-Aware Search Optimization Framework on Internet-of-Things (CASOF-IoT)
intends to perform optimal resource discovery (see Figure {.4) through its four layers,
namely, Context Acquisition Layer (CAL), Context Annotation-Search Layer (CASL),
Search Optimization Layer (SOL) and Selection-Distribution Layer (SDL).
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Figure 4.4: Context-Aware Search Optimization Framework on Internet-of-Things

These layers are responsible for gathering the data, modeling it for storage and processing,
efficient searching with appropriate reasoning, optimizing the searched output which is

accessed through various channels and interfaces, respectively. Each layer with its complete

functionality is detailed below.
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4.5.1 Context Acquisition Layer

CAL is responsible for data collection which depends on context originating source, sensor
type, frequency, responsibility and the acquisition process itself. Here, the source of context
can be context servers, hardware, and can be acquired through middle-ware or infrastructure;
sensor types are physical, virtual and logical; frequency means how data is captured, i.e.,
either instantly or periodically; responsibility means either to push data to the software or
pull request by the software; and the acquisition processes means to sense, derive or provide

data manually.

4.5.2 Context Annotation-Search Layer

CASL models the gathered data as storage layer to provide efficient storage through the usage
of indexed tags or labels with few specific constraints in the record. The layer has provisions
to store raw data, its originating source, meta-data, resource type and field linked with the
resource. It is achieved through the resource data stores (Red-Stores) which are organized as
object records. Each object record is composed of series of time-stamped sampling values
which contain its corresponding sampling values for objects. The sampled values are stored
together to form a sampling sequence which is further indexed using three indices, namely,
text-keyword, spatial-temporal and value-keyword. The indices follow the heap storage that
provides faster access to the stored data as sampling sequence at various locations [69]. The
schema for the storage layer is detailed below.

Instance Value: The data is generated from the heterogeneous sources and is in uninformed

manner, therefore, it requires to be indexed as per its instance. It is defined as:
Instance Value = (T, Loc, Ptrn, Val)

where, T, Loc, Ptrn, Val are time of sampling, location of sampled value, format of sampling
and actual value, respectively.

Sequence of Instance: It is composed of the sampled values of various objects which are
monitored by one equipment at a given period of time. For example, values of similar objects

have similar pattern. Therefore, sequence of instance is defined as:
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Instance Sequence = (Ptrn }i_, (T}, Loc;,Val;))

where, Ptrn, T}, Loc;,Val; are the format of sample, time, position and actual value of the jth
sample, respectively.

Object Log: 1t denotes the log of certain objects that are monitored and is given by:
ObjectLog = (objld, objDesc, Instances, PhyAddr)

where, objld, objDesc, Instances are the identification, description, sequence of the object,
respectively and PhyAddr is the physical address of the equipment which gather values from
the object.

In summary, there are multiple Red-Stores containing number of Object Logs and are
distributed among each other in accordance to the objld and Loc. These Red-Stores are
indexed through three indices, namely, text-keyword, spatial-temporal and value-keyword
(see Figure [4.5) and are explained below.

Text-Keyword Index: 1t is a distributed index built on multiple index servers. Its internal
and root node have index records having form < k,Idxnode, Ptr > where k, Idxnode, Ptr
represents keyword, address of the child node and pointer to detailed page address of child
node (inside Idxnode server), respectively (see Figure @a)). The leaf nodes have form
< k,set(Red — Stores),set(objld) >, where, k is the keyword, set(Red-Stores), set(objld)
are the identifiers specifying detailed logs of objects. The detailed logs are stored in blocks

whereas leaf nodes contain pointers only leading to them.

Indices to access Red-Stores
|ll.i|_1.:dllrl1. ]: -.Z.i:-:-_- : i < 8
L o o
T e, SuckSes | e T P =z
o Al I e
i__.-—-"'" < i
- | = = ~ B N-Axis
Il Sades
(a) (b) ()
Figure 4.5: Indices to Red-Stores (a) Text-Keyword, (b) Spatial-Temporal, (c)

Value-Keyword
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Spatial-Temporal Index: 1t is a two-layered index, namely, Partition Table (PT) stored at
master server and Instance Sequence Time (IST) (see Figure[d.5(b)). Assume that there are k
index nodes denoted as Idx;,ldx,,...... ,Idx,. Each node server (Idx,) has geographical area
which is denoted as 3 (Idx),), then it should meet two conditions:

() Vp, q(p #q) : B(ldxp) N B(ldxy) = ¢

(i) US_,B(ldxy)= G
The records in PT has form (Gg4,ldxnode), where, G4 is the geographical area and Idxnode
is the index node server corresponding to that area. IST resides at index node server and
has two subtrees, namely, Spatial Tree and Grid Sketched Tree. The spatial tree indexes
the location of stationary objects which has form < Loc,Red — Stores,objld >, where Loc,
Red-Stores, objld are the position, detailed log and identification of the objects, respectively.
Grid Sketched Tree index the trajectories of moving objects and are in form exactly the
same as of spatial tree. More precisely, the logs of the leaf node has form < GsJ, set(Red —
Stores),set(objld) >. Here, GsJ is the grid-sketched by the dynamic object and other
attributes, i.e., set(Red — Stores),set(objld) specifies the detailed log of the objects. The
trajectory of the dynamic objects changes frequently and is not the same as observed. Hence,

it leads to reduction in the frequency updation of the indexed objects.

Value-Keyword Index: 1t is based on Grid Symbolization method and follows Instance
Value based search. The grid cells are adjoined on the basis of value (V), Time (T) and
are partitioned in to equal sized V x T grid cells (see Figure 4.5(c)). The Value at time 7
is mapped as (Value, T) pair and uses cell identifier for the symbolizing keyword. Thus, all
instances are symbolized in to keyword and on the basis of keywords, value-keyword trees
are build up.

The complete CASL process ease the knowledge representation for the gathered data which
is accessed through its calling. The calling process is executed as Multi-modal Search
Algorithm[4.3]

Initially, a query is input to the system as Q,. The system stores the content of Q, as boolean
in order to search the context. If the query search is text-based, then it searches the context

using the Text-Keyword Index. If the searched query is either spatial or temporal, then it
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Algorithm 4.3 Multi-modal Search Algorithm
Require: Query (Q,), Storing atomic searches (Q;,.;), Search Text (text-keyword), Search

Spatial (spatial or temporal), Searching Instance (instance value), output (z)
begin
Input Q, < query
fori=1ton do
Oboot 1] < qa[n], where q4[1],q4[2], ..., qaqn] are the atomic searches
end for
for i=1ton do
if (q4i] < keyword search) then
2(qali]) = search(Text-keyword, q,]i])
else if (q,[i] <— spatial or temporal) then
2(qa4li]) = search(spatial or temporal index, q,]i])
else if (q,[i] «+ value search) then
grid cells < Grid Symbolization q,|i))
2(qq4li]) = search(instance value, grid cells)
end if
end for
z = evaluate (Qpoot[n],2(¢a[1]),2(qa[2]); - 2(qaln])
Print z

end

process the results using Spatial-Temporal Index. If the query searched is value-based, then
it symbolizes the context with the grid cells, which is further searched against cells using
Instance-Value search. The search matches with keyword, spatial or temporal and value

based are finally combined as output z for the query.

4.5.3 Search Optimization Layer

In order to optimize z, an optimization algorithm, namely, Iterative Gradient Descent /IGD is
proposed that uses Armijo’s Rule to optimize the search complexity by minimizing functional

constrained. IGD follows two properties, i.e., iterative and convergence. The former helps
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in finding solution to the problems that require finite number of computations whereas latter
is the property that validates the qualified method for solving non-linear problems. /GD uses
first order derivative to construct the local approximations of the objective function.

Consider s(z) to be continuously differentiable and is defined in a neighborhood of a point g
in search-space set z. Assuming that at point go, s(z) and Vs(z) are computed. Considering
that g is not a critical point of s : Vs(z) # 0. In this scenario, Gradient Descent G; = —Vs(z),

which is a descent direction of s at go. It implies

d
75 52 05(g0— 8 x Vs(z)) = —| Vs(z) *< 0 (4.27)
For any other direction, say, g1, | g1 | = | G4 | of s(z), it comes out as:
d T 2
5 l6=05(80+ 0 xg1) =81 X Vs(go) = — [ g1 | x| Vs(go) |=—|Vs(2) | (4.28)

The above equation’s equality holds if g; = G4. It suggests that to perform a step from

predecessor point to successor with smaller value of the objective function, it requires
g0 80+0xGy=go— 0 xVs(z) (4.29)

with step-size & > 0 for decrease in s(z). For any positive step size, say, &, the above

equation is formalized as:

8o, = 8o, — O, X Vs(go,_,) (4.30)

In order to perform line search more faster, it implements Gradient Descent with Armijo’s

Rule with its iteration, #, and step size, &,>0 such that Vg, , # 0 and is given as:
5(80, 4 — &, x Vs(go, ) < (g0, ,) —€" & | Vs(go, ,) (4.31)

s(go, | — 08, x Vs(go, ,)) > s(go, ,) —€" 08, | Vs(go, ,) |* (4.32)

where € € (0, 1) and ¥ > 1 are the parameters of method. Here, if s(gotrfl) =0, then 6, >0
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becomes independent and Eq. results as:

80, = 80, (4.33)

The value of critical points need to be set for the convergence of the objective function s(z)

globally such that it follows:
Gy ={goeR"| Vs(z) =0} (4.34)

and it needs to satisfy following statements.
(i) The critical points of s(z) are the limiting points for the trajectory, ¢, and are bounded.
(i1) The level set L; is
Ly={goeR"|s(z) <s(z0)} (4.35)

holds previous statement of the trajectory 7, and provides G, only if:

g0, 7 8o,_, = s(go, )<s(go,_,) (4.36)

which minimizes the s(z). The equation implies that the trajectory of Armijo’s Rule is
contained in s(z) and is bounded.

The Armijo’s Rule I is memory less, iterative and is given as:
Iy ={Gs€eR",0(.)} (4.37)
where, 6 is point-to-set mapping of critical points and is defined as:

g0, | 80, = go — 8Vs(z)satisfying the Armijo’s Rule , Vs(z) # 0
0(g0) = (4.38)
20, Vs(z) =0

Also, 6(.) is composed of two mapping process, i.e.,

0(.) = My X Moy (4.39)
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where, M, is the inner mapping (point-to-point) from R" to (R" x R") and is given as:

Min(g0) = (80— Vs(go)) (4.40)

which is continuous and has direct descent direction of s(z) at go : d! Vs(z) < 0. On the other
hand, M,,; is the outer mapping (point-to-set) from (R" x R") to R" and is given as:

20, = 8o + 8Vs(z) with Ssatisfying the Armijo’s Rule, d! Vs(z) <0
My (gOads) = (4.41)

{80} dl'vs(z) >0
which is closed at point M;,(z). This ensures the global convergence of the G,. Its limiting
points are calculated by continuous approximation method with trajectory go(¢,) which is
given by:

d
d_l‘,‘go(tr) = —VS(go(l‘,)) (4.42)

Vs(go(ty)) is finite difference approximation solution providing positive definite local
minimizer of s(z) with trajectory of limiting points at go and g;; having function P(go), which
is given as:

P(g0) =| g0 — g5 I (4.43)

Therefore, the continuous approximation time becomes

d%P(go(tr)) =2(go(tr) — gS)Td%go(tr) = —(go(ty) —85)" x Vs(go(1r)) (4.44)

However, the trajectory convergence to local minimizer depends upon the choice of the
starting point. The entire process of /GD is summarized in Algorithm {.4]

Firstly, it initializes the starting point go from the search set z, Gradient Descent G, to oo,
maximum Iteration maxiter to 2000, step size 0 as 0.2, minimum change in 6 as dyuin,
tolerance folr to 1 x e~® and change in step size as d, to . The objective function s(z)
i1s minimized to find the neighbor using G, from the z. The loop performs for go = gnorm
unless its value is greater than tolr. If the iterations do not exceed the defined limit for niter
and change in step size d,, then it finds the gradient and stores in g,e,. Further, gouen 1S

normalized and stored again in gue1. Finally, it computes new search set of g,uey, i.e€.,
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Algorithm 4.4 Iterative Gradient Descent Algorithm (IGD)
Require: (i) Search Space (z) (ii) Initial Critical point (go) (iii) Gradient Descent G, (iv) Maximum

Iteration (maxitr) (v) number of iterations (niter) (vi) Step Size (8) (vii) Change in step size (dynin,dy)
and (viii) tolerance (tolr).
begin
// initialize starting point
Select gg <z
Initialize G < oo, maxitr < 2000, niter < 0, 8 < 0.2 , dypin = tolr = 1 x €0, d, < oo, Znorm = £0
// Gradient Descent Calculation
while (g,,o,n > tolr) do
if (nitr < maxitr)&&(d, > dypin) then
Zonew < Gradient(g)
Enorm1 — normalize(gonew)
Compute (S(gonew) and Vs(gonew))
Zoxnew < 80— O X onew I/ Armijo’s Rule
niter++
dy < normalize(&oxnew — onew)
80 < 8oxnew
end if
end while

end

$(gonew) and change in set as Vs(gonew). Now, the gradient and new line using Armijo’s
Rule is recalculated and stores in g,ynew- The iteration is incremented by 1. The difference
between goxnew and go is normalized and stored as updated d,. At last, gg is updated with

new gradient g,.,ew. The process is repeated unless gradient point is found.

4.5.4 Selection-Distribution Layer

The SDL provides the computed and optimized output to the end-user via various modes like
Web-based, Channel-based, Mobile-based, Object-based and Desktop-based. These modes
depends on the interface being used by the user in accordance to the application domains

such as health-care, transportation, retail, etc.

127



4.6 Experimental Results and Discussion

In the experimental study, ETC at Shambhu Toll Plaza, NH-1, India is considered.

4.6.1 Framework Implementation

Context Acquisition Layer: The data is gathered from Shambhu Toll Plaza, NH-1, India (see

Figure [4.3).

Context Annotation-Search Layer: According to the schema definition as explained in

Section the gathered data is modeled as shown in Figure

B

End User

input query . | output Search
= D[LM"U_V ey = Optimization
ingine Layer
F’*""‘“!"” generates
SCArcn
through output
Indices
Text- Spatial- Value-
Keyvword Temporal Keyword

Red-Stores
(containing
Object-Logs )

Figure 4.6: Data Modeling

For example, data like transID, VehicleID, BankID are collected and considered as xi, x,

and x.xo, respectively. Mathematically, it is formulated as (x; 4+ x2 +x1x2). Using this

formulation, various objective functions (OF’) are considered as shown in Table 4.1
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Table 4.1: Objective Functions(OF)

OFs Equations
OF1 x%—2><x1x2+x%
OF2 5x7 +90 X x1x2 + 9x3
OF3 83x% — 121 X x1x + 2x%
OF4 0.4x2 +0.9 x x1x2 4+ 0.9x3
OF5 —9x%— 10 ><x1x2—8x%
OF6 0.5x2 4+ 0.2 x x1x2 — 0.1x3

The OFs undergo further processing through the search algorithm (see Algorithm.3)) which

needs to be optimized with respect to the search metrics.

Search Optimization Layer: For optimizing the search output, the proposed IGD is
performed to minimize the objective function by considering first order derivative (see
Section 4.5.3)). Initially, the search begins against query’s parameters in the CASL layer (see
Section 4.5.2)), through which number of matched searches are retrieved as output z. The
output s(z) undergoes the optimization process via IGD Algorithm as discussed in Section

Finally, the optimized solution against query is forwarded to the end user.

Selection-Distribution Layer: An end user through this layer accesses his or her account,
authorized by the manager of the Electronic Toll Plaza. The interface channel for the
same are either web, object or desktop based depending on the provision approved by the

organization.

4.6.2 System Performance

Evaluations against Objective Functions: To estimate the step size and gradient point,
existing Newton, Quasi-Newton and proposed /GD methods are simulated for various
non-linear quadratic equation as OFs using MATLAB. Figure presents the simulated
implementation of the OFs. In Figure [4.7(a), the graph plot is the simulation for the OFI:
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x% —2 X X1X2 +x%, to be distributed in 2-D plane of x; and x, axes. Here, black color is for
the Newton method, blue color shows the Quasi-Newton and red color represents /GD. The
OF1 is processed against 2000 number of iterations to converge it to global optimal solution.
The elapsed time consumed by Newton, Quasi-Newton and /GD methods are 0.7322, 0.276
and 0.1804 s, respectively. In Figure b), OF2: Sx% +90 X x1x2 + 9x%, is simulated upon
which the various methods converge to get optimal solution. OF2 is shown as hyperbola
lines within 2-D plane of x; and x; axes. For 2000 iterations, the elapsed time for Newton,
Quasi-Newton and I/GD methods are 0.4652, 0.5353 and 0.1769 s, respectively. OF3:
83x% — 121 X x1x0 + Zx%, is simulated to estimate step-size and gradient point for Newton,
Quasi-Newton and /GD methods, as shown in Figure c). The plot for OF3 is shown in
2-D plane of x| and x; axes as hyperbola lines. The elapsed time for Newton, Quasi-Newton
and /IGD methods are 0.4372, 0.4147 and 0.1409 s, respectively, for 2000 iterations. In
Figure d), the graph plot is the simulation for the OF4: O.4x% +0.9 X x1x3 + O.9x%, to
be distributed in 2-D plane of x; and x; axes. Here, black color is for the Newton method,
blue color shows the Quasi-Newton and red color represents /GD. The OF4 is processed
against 2000 number of iterations to converge it to global optimal solution. The elapsed time
consumed by Newton, Quasi-Newton and /GD methods are 0.5081, 0.4941 and 0.0233 s,
respectively. In Figure e), OF5: —9x% — 10 X x1x0 — 8x%, is simulated upon which the
various methods converge to get optimal solution. OF5 is shown as set of ellipses within 2-D
plane of x| and x; axes. For 2000 iterations, the elapsed time for Newton, Quasi-Newton and
IGD methods are 0.4752, 0.6350 and 0.0186 s, respectively. OF6: 0.5x% +0.2 x x1xy — 0.1x3
, 1s simulated to estimate step-size and gradient point for Newton, Quasi-Newton and /GD
methods, as shown in Figure c). The plot for OF6 is shown in 2-D plane of x| and x;
axes as hyperbola lines. The elapsed time for Newton, Quasi-Newton and /GD methods are
0.4179, 0.3409 and 0.2500 s, respectively, for 2000 iterations.

The elapsed time for Newton, Quasi-Newton and /GD methods to estimate step sizes and

converging to an optimal solution is summarized in Table 4.2]
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Figure 4.7: Evaluation Results for Distinct Objective Functions
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Table 4.2: Objective Functions(OF), Elapsed Time (ET)

OFs Newton ET (s) | Quasi-Newton | IGD ET (s)
ET (s)
OF1 0.7322 0.276 0.1804
OF2 0.4652 0.5353 0.1769
OF3 0.4372 0.4147 0.1409
OF4 0.5081 0.4941 0.0233
OF5 0.4752 0.6350 0.0186
OF6 0.4179 0.3409 0.2500

The table also suggest that the resources are exponentially growing with respect to its line
search in a plane. The Armijo’s Rule helps in describing gradient and decreasing the step
size by every iteration in order to get the best gradient and matching resource in a set which
is the neighboring resource.

Evaluation against 100 resources: The comparison among /GD, Newton and Quasi-Newton
methods for searching neighbors is analyzed on the basis of its search time (see Figure 4.8))

for 100 non-linear constrained equations as resources.
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Figure 4.8: Comparison between IGD, Newton and Quasi-Newton
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The Newton method varies considerably between 0.3 - 0.8s for searching. The method
provides delay in searching if the number of resources are increasing. The Quasi-Newton
method takes search time between 0.2 - 0.65s whereas the /GD provides an optimal search
taking time among 0.1 - 0.35s for resources. Also, there is no delay in searching with increase
in number of resources.

Thus, it is concluded that IGD is better and optimized neighbor search technique as

compared with Newton and Quasi-Newton methods, for /100 resources.

4.6.3 Performance Metrics

The CASOF-IoT against the discussed techniques, i.e., Newton, Quasi-Newton and /GD is
analyzed with respect to performance metrics like energy consumption, delivery of packet,
data loss, throughput, latency and quality of data. It is done for application, Electronic
Toll Plaza (see Section f.4.2) to compute the efficiency of the proposed technique. The
input for the same are UserID, VehicleID and BankID as x|, x, and x| X xp, respectively.
The metrics are implemented on AIMSUN simulator which provides the Traffic Network
Interface Environment [[154]. The simulation against metrics is beneficial for evaluating the
network performance and to compare it with Newrton and Quasi-Newton methods.

Energy Consumption: It is the amount of energy consumed during transmission of resource

among end terminals and is measured in Joules per second (J/s).

Econ = (N +1)(zr) X ER +Ng X Eng (4.45)

where, Ny, Er, Eng are the total number of hops among terminals, energy consumed by
network and energy consumption by terminals, respectively. It is observed from graph (see

Figure (a)) that IGD consumed less energy than Newton and Quasi-Newton methods.
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Delivery of packet: 1t is defined as the ratio of delivered packets to the send packets. More
is the delivery of packet, better will be the performance of the system. It is measured in

percentage of total delivered packets, i.e.,

Y/_ Krp

4.46
Y Ks (4.46)

Dka[ —

where, DLy, Krp and Ky presents the total delivered packets, total packets received at
destination and total packet sent by the source, respectively. Figure 4.9] (b) illustrates
that Quasi-Newton least delivery, Newton provides less delivery rate whereas /GD delivers
maximum packets.

Data Loss: 1t is the rate of loss that occurs when packet fails to reach the destination due
to traffic congestion on network and is measured in percentage. The system performance is

considered to be good if it has less data loss, i.e., it is antonym of DL, and is given as:
Dyoss = Dgen — Dyec (4-47)

where, Djy55, Dgen and Dy, are the data loss, packets generated at the source and packets
received at the destination. It is found from the Figure 4.9 (c) that Newton Method provides
higher data loss in comparison to the Quasi-Newton and /GD with increase in the number of
resources.

Throughput: 1t is the defined as the total packets delivered successfully in a given period of

time and is measured in bits per second. It is calculated in bandwidth (B).

D .
T hroughput = —2 4.48
roughpu Totaltime ( )

Here, Dize 1s the total size of the data packets. As observed from Figure @ (d), the
throughput of /GD is increasing consistently with increase in the number of resources. On
the other hand, Quasi-Newton has averaged and Newton has decreased throughput. Thus,
IGD provides the best throughput for resource search.

Latency: Latency is the maximum time in which data is transmitted over the network. It is
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measured in milliseconds and helps to find the bandwidth and speed of the data transmission.

D .
Lat N A 4.49
arency Bandwidth ( )

Figure (e) depicts that Newton Method takes more time, Quasi-Newton has moderate
latency and /GD takes less time for delivering the packets.

Quality Of Data: The rate of the successful delivery of packets which are managed and
processed among end terminals. Figure 4.9] (f) shows that the quality of data retrieved

through I/GD 1is better than Newton and Quasi-Newton methods.

4.6.4 Complexity Analysis

The system performance is evaluated on the complexity measures with respect to Newton,
Quasi-Newton and IGD methods and are detailed as under.
(i) Newton Method: It considers second order derivative with Hessian Matrix (st(z))
for minimizing the constrained problem and its complexity is deduced using Eq.
as:

5(9) % 5(2) + (g~ 2)7 x V() + 5 x (g~ )7 [75(2)] < (4 —2)

1
:O(N)—I—é‘TXlogg(N)—f—EXET | log2(N) |? xe (4.50)
1 N
— ON) +og2N) + 5 | og2(N) /= O(N) + ogz (5 ) = o)
where, O(N) defines the total number of iterations for the objective function, log (%’)

tells the updated Hessian Matrix and € = (¢ — z) calculates the distance among

resources. The computed time (7') for each trajectory (z,) is:

T(t,) =0 (d2 x log> (log2 (;) )) (4.51)

where, d is the distance among resources and (¢ —z) = € is to find the minimum
distance.

It is noted that Newton method takes more computational time for resource search. It
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helps in decreasing the traffic snarls at toll collection points but is not suitable at peak
time for traffic, i.e., exceed up to 300. Therefore, another technique, Quasi-Newton
Method: is suggested.

(i) Quasi-Newton Method: It eliminates the limitation of higher time complexity of
Newton Method by considering the single order derivative with Hessian Matrix, Mp.

Therefore, its complexity is derived as:

§(2) = LT 85(2) x z—mTz = §0<N> < O(N) x O(N) — O(N) = O(N*) — O(N) = O(N°)

2
(4.52)
where, O(N?) defines the total number to update the search set for minimizing the
objective function. The time taken for decreasing each step size in descent direction
is:

T(dy,) = —Qr X k- 1 = O(Ny x logz(N)) (4.53)

where, Nj is the optimized set and N, is the decrease in the gradient of search set. It
outperforms better than Newton method for resource discovery but its computational
complexity is high due to its adaptive filtering and has partial derivative which worsen
the process of minimizing the search set. Therefore, the proposed technique, IGD is
preferred where resources are growing faster, i.e. up to 500.

(ili) IGD Method: Through the usage of starting point go and gradient descent Gp =
—Vs(z), IGD calculates the resource sets with linear descent direction to minimize

the constrained problem. In such case, the complexity for /GD is computed as:

= l6=05(80+ 8 x Gp) = s(go — 8 x Vs(2)) = s(O(N) = 8 x O(logzN)),  (4:54)

In order to optimize the efficiency of IGD, it is collaborated with Armijo’s Rule (see

Eq. 4.32) and this equation with respect to complexity is formulated as:

S(g()[ﬁ] — 88, x vs(gozﬁ])) > S<g01,7]> — &84, | Vs(g()lﬁ]) |2
=O(N)—e" x 9 x O(N)x | log2(N) |?  (4.55)

= O(N) -2 x €T x ¥ x O(N) x log2(N) = O(N) — log>(N) = O(N)
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where, O(N) defines the total trajectories inward for minimizing the objective function
and logy(N) tells the decrease in the number of resources with each iteration of the

trajectory. To perform this, the optimized time 7T for each trajectory ¢, is given as:

Ttr =0 (Nk X lOgg (;)) (4.56)

where, NV is the minimized optimal set.
From the above discussion, it is concluded that /GD provides less complexity for minimizing
the constrained problem and takes less time for resource search when compared to the

Newton as well as Quasi-Newton methods.

4.7 Conclusion

The proposed framework performs resource discovery and selection in loT and resolves
the issues related with context of the gathered data, scalability and search metrics. It
ease intercommunication and interaction efficiently through the schema for the knowledge
representation, multi-modal approach for searching and optimization with iterative and
convergence properties of Gradient Descent. The multi-modal approach uses three indices,
namely, text-keyword, spatial-temporal and value-keyword to provide faster access to stored
data as Red-Stores and output search set. The search algorithm provides concise view
and best matches against query from Red-Stores. The IGD algorithm reduces the search
complexity through Gradient Descent using Armijo’s Rule which eradicates unpredictable
step size. The algorithm enables the user to decrease and update the step size for finding
gradient points. When compared to Newton and Quasi-Newton methods for searching
neighbors with respect to time against /00 resources, it is found that /GD provides an optimal
neighbor search. The time taken by /GD varies from 0.1 -0.35 (seconds) whereas Newton and
Quasi-Newton methods took 0.3 - 0.8 (seconds) and 0.2 - 0.65 (seconds), respectively. Thus,
IGD is better and optimal neighbor search technique having less computational complexity.
In future, CASOF-IoT could be extended to incorporate interoperability challenge and to
discover resources continuously. Also, it can be implemented to trace resource’s localization

position for optimal communication.
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CHAPTER 5

Semantic based Resource Discovery and Selection

in the Internet-of-Things

5.1 Introduction

The framework in Chapter 4 has addressed issues such as context of the gathered data,
scalability and search metrics on loT but has not incorporated the interoperability challenge
at various levels like semantic, radio access and context with respect to resource discoveryﬂ
Further, to discover resources continuously and tracing its localization position in a network,
there is a need to metadata and semantic tagging of information. To meet this challenge,
an Intelligent Resource Inquisition Framework on Internet-of-Things (/RIF-IoT) has been
proposed. It solves the challenge through its three layers, namely, perception, discovery, and
application. Its main features are to link resources through usage of semantic description
and ontology, to discover them with Semantic Matchmaking Engine using Bipartite Graph

(SMEBG) and to access information via web terminal for users.

I The contents are published as M. Bharti, S. Saxena, R. Kumar, “Intelligent Resource Inquisition
Framework on Internet-of-Things ”, Computers and Electrical Engineering, Vol. 58, pp. 265-281, 2017.
SCI Indexed (IF: 2.189)
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5.2 Semantics and Internet-of-Things

IoT envision integration among various disciplines such as healthcare, telecommunication,
agriculture, semantic web, efc. which raise interoperability as a key challenge due to
the heterogeneity of the resources. Moreover, the volume, velocity and volatility of
the data generated by highly distributed and heterogeneous resources add complexity
to the interoperability challenge. This implies that providing interoperability among
the interconnected resources is the prerequisite to support addressing, information
representation, storage, and exchange. To address the challenges, semantic technologies
are the promising solution that describe and store resources to infer new knowledge.
The following scenarios demonstrate the importance of semantics to the research and
development of loT.

Semantics for interoperability: 1t target machine-interpretable descriptions of data,
originating source, provider, its relation with surroundings and attributes with respect to
quality, technical, and non-technical.

IoT data integration: Semantic integration helps to enable interoperability among various
resources across different networks, though, mapping between various semantic models is
needed to support data integration.

IoT Data Abstraction and Access: Data abstraction is provided by semantic reasoning at
various levels of knowledge representation and management. Data access in IoT is executed
at various levels through low-level programming languages and operating systems. However,
heterogeneity of the resources makes data access across the networks is a challenging task.
Resource Discovery: Discovery is the core functionality for implementing the /o7” vision as
it plays an important role for searching resources. It is supported by semantic annotation of
the dynamic resources with different attributes and functionalities.

Semantic reasoning and interpretation: The knowledge representation formalism used in
the suite of Semantic Web Technologies allows logical reasoning that is able to infer new
information or knowledge from existing assertions and rules. Semantic reasoning is an
important instrument in the domain of IoT for various purposes such as resource discovery,

data abstraction, and knowledge extraction. It is important to note that providing semantic
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descriptions alone does not provide semantic interoperability and will not resolve all the
issues regarding discovery, management of data, and supporting autonomous interactions.
The semantic description still needs to be shared, processed, and interpreted by various

methods and services across different domains.

5.3 Ontology

IoT uses intelligent components such as sensors, actuators, robots, efc, that require a
vocabulary with meaning to describe the gathered data. The data could be either time or
location dependent. Also, it could be noisy and its quality may vary depending upon its type,
i.e., continuous streaming data. Therefore, it raise issues with respect to its management
for handling device, command and control. To address the concern, a mechanism to define
vocabulary for the data with its meaning is generally referred as Ontology. Ontology is
the meta-knowledge that describes everything known about problem domain. To model
Ontology, the major challenges are due to heterogeneity, multi-modality and volume of data.
To eliminate the challenges, techniques are required which use the meaning and information
about the context of request to semantically match it with the meaning of the offered services.
Here, service requesters and providers utilize ontology to discover similarity between two
concepts or services and determine semantic distance between concepts. Some of the
semantic matchmaking techniques are discussed below.
Genetic Algorithm: The basic GA is a four step process which includes initial random
population, crossover, mutation and selection through fitness function, say, Poisson equation.
Here, crossover helps in exploration of the datasets whereas mutation does exploitation using
fitness function.
Fuzzy Logic: Fuzzy Logic introduces the concept of partial truth, where the truth value may
range between completely true, / and completely false, 0. It works with membership values
in a way that mimics Boolean logic. To this end, replacements for basic operators AND, OR,
NOT must be available.

For TRUE/1 and FALSE/O, the fuzzy expressions produce the same result as the Boolean

expressions and are given in Table 5.1}
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Table 5.1: Fuzzy Operations

Boolean Fuzzy
AND(x,y) MIN(x,y)

OR(x,y) MAX(X,y)

NOT(x) 1-x

Bipartite Graph: A bipartite graph, also called a bi-graph, comes under Conceptual Graph
which is a logical formalism that includes classes, relations, individuals and quantifiers. It is
based on semantic networks but has direct translation to the language of first-order predicate
logic from which it takes its semantics. Bipartite Graph display instances of concepts as
rectangle and conceptual relations are displayed as ellipse. It is used to capture a relationship
between two types of objects where the distinction between the types of objects is important.
In bi-graph (G), vertices’ are divided into two disjoint and independent sets, U and V, such
that every edge connects a vertex in U to one in V and are usually called the parts of the
G. Considering G = (U,V,E) denotes a bigraph whose partition has the parts U and V ,
with E denoting the edges of the graph. If | U |=| V |, that is, if the two subsets have equal
cardinality, then G is called a balanced bipartite graph. If all vertices are on the same side
of the bipartition having the same degree, then G is called bi-regular. If a bipartite graph is
not connected, it may have more than one bipartition; in this case, the (U, V, E) notation is

helpful in specifying one particular bipartition that may be of importance in an application.

5.4 Intelligent Resource Inquisition Framework for the

Internet-of-Things
This section describes IRIF-IoT (see Figure [5.1), which is composed of three layers,
i.e., perception, discovery, and application. It facilitates the service request at user
terminal and provisioning at the provider end. It eradicates the syntax limitation with the
use of semantic descriptions using ontology, widening the scope of the search with the
semantic matchmaking. Hence, the framework overcomes the challenges arising in resource

discovery. Each layer is discussed below.

142



Website Terminal: Application Layer

ﬂ & RFID Sensors
Bevies Minongsireat 1| Infrared Sensors
Service Monitoring LP
Service Repository _Jltmamrs
j_
Nigpey 2-D Barcodes
Bank Zone | d i (W = | seanting -.
| |qu o Starnd Technique for i ]
Pﬂﬁffzuﬂf. hﬂ“ = Oulohgy === prﬂCE;SlI];.IlI.FHl ' G’PS-'GPRS
=
P ,
L Smart Objects/
e
Fpes i R Resources/Gadgets
External Bodies o ||
Discovery Layer l PEI'CE‘PHD[I]..HFEF

Figure 5.1: Intelligent Resource Inquisition Framework on Internet-of-Things (IRIF-10T)

5.4.1 Perception Layer

This layer is responsible for collecting data from the active nodes based on application. The
active nodes are sensors, actuators like RFID, infrared and smart objects; as resources. These

resources collect and transfer data to the connected server using wireless connection.

5.4.2 Discovery Layer

This layer executes two processes: mapping of local databases and searching process that

are discussed below.

5.4.2.1 Mapping of Local Databases

The mapping process creates shared ontology by linking various databases situated at
different locations. The Shared Ontology is basically the centralized storage repository
wherein data is compared on the basis of few parameters, axioms, rules and constraints to
give optimal results. The mapping process is divided into three steps: firstly, developing

schema pool that contains replicas of all the related databases; secondly, finding out
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relationships, axioms and signatures between these databases; and thirdly, having a mapping
pool which is shared ontology. The formation of shared ontology is discussed as under:
The ontology O, is described as a Conceptual Sets C; (individuals of rdfs:Class), having
consequent hierarchy Hc,; defining binary relation with respect to rdfs:subClassOf. The
relation that exists between each concepts is an instance [ of rdfs:Property and is represented
as R. These relations are arranged more like hierarchy Hc y as rdfs:subPropertyOf. The
fillers like (i, j, k) € I can be an entity, as rdf-type, for a relation 7 from R. In order to infer
knowledge from existing ontologies, axioms A are also defined. Mathematically, ontology is
expressed as [[168]: 0, = { Cy, He, £ HCSR’, i A’} 5.1)

where, O, : ontology

Cs : Conceptual Sets

Hc, : corresponding hierarchy w.r.t. subclasses

H x : hierarchy for relations

[ : instance

R : relations between each concept

A : axioms to infer knowledge
Since, the knowledge representation works on the basis of number of ontologies that need to
be mapped properly such that correct mapped schema is prepared, hence, a partial mapping
function is defined to provide correct mapping process. Ontology Partial Mapping Function
ParMap [76] is defined as mapping of all terms 7 ¢ v on the basis of set of all possible

ontologies O, and Vocabulary v. It is expressed as:
ParMap : v * O, * Opp —> VvV 5.2)

VieOp (ke O : ParMap (t. Op1, Oy ) ) = kN ParMap (£, O,1, Op) = L (5.3)

O, has term 7, which is a concept/relation/instance; denoting context of the writing. The
mapping of (7, On1, Op2), is written as ParMap, | o, (f). The relation for ParMapo,, 0,, is
defined by

ParMapo,, 0,,(t, k) < ParMap, o (5, k) =k (5.4)
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giving partial mapped function as ParMap(f) = k and ParMap(f, k). The partial mapping
between Oy, Oy is developed iff ParMap(i, k). The pair entities (7, k) which are not mapped
and appropriate mapping criteria needed to be tested. Thus, the efficient mechanism for

defining ParMap(Op1, Op2) includes six steps that are shown in Figure [5.2]

Input query Feature Selection of Similarity
by user Extraction next search Computation
steps
=
2
ey
]
e
=
Similarity i S
i - Similarity
Output Interpretation Agglutination 'ms';:'“ ¥

Figure 5.2: Sequence Steps for Partial Mapping

Feature Extraction: The structure of ontologies undergoes complex transformations to
produce an initial digestible representation on the basis of Resource Description Frameworks
RDFS primitives subset such that mapping process can be carried out. For the purpose,
the key focus is on the features of the different ontologies, which can be either identical
or non-identical. Hence, feature extraction needs to be handled by expert understanding
the encoding knowledge in ontologies. Some of the parameters used for feature extraction
are identifiers, relation between classes and subclasses, features like basic or derived, Web
Ontology Language (OWL) and domain specific.

Selection of Next Search Steps: This similarity of restricted subsets is computed from
extracted features of ontology mappings.
Similarity Computation: As the input given in Feature Extraction section, the features

are needed to process for similarity computation S.. This implies that similarity measures
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function for comparing of two ontologies [91], i.e.:

Se=V* *V*0, *Op — [0, 1] (5.5

where,

Se(f, k) =11 =k: let say,two objects are similar (5.6)

Se (L k) =0 < [ #k: let say,two objects are not similar and are disjoint in terms of features (5.7)

Se (1, k) =S¢ (k, ©) : symmetric (5.8)

Sc (1, [ )= Sc(k,k) = 1 : reflexive, two objects having maximum similarity and they coincide
(5.9

Sc is inversely proportional to distance (5.10)

The similarity measures required to find out the similarities between two ontologies at
iteration (7) with two concepts G, H from which g, h are retrieved and is given below.
e Entity Equatability: Entity Equatability Scgnuiry(g ¥) is based on existing logical
assertions.
I, ParMap, 1(g) =y
ScEntity(& y) - (511)
0, otherwise

e Definite Equatability: Definite Equatability S.p.r(g, y) verifies whether a logic

assertion forces two entities to be equal or not.

1, dstatement (g, “sameAs”, y)
ScDef(g, y) = (5.12)
0, otherwise

e String Equatability: String Equatability Scs;r£4.(j, e) performs the comparison of two

or more strings j, e.

. 1, j.char(r) = e.char(r)¥, € [0, |j| Jwith|j|=|e|
ScStrEqu(]; e) = (5.13)

0, otherwise
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e Dice Coefficient: Dice Coefficient S¢pic. (7T, K) compares two sets of entities [[169].

Seiee(T, K) = 120K ; (5.14)

" |ze (TUK)

Similarity Set: To determine the extent of similarity between two sets of entities, their
features are identified. As each entity set has different features, therefore, creating
a vector to represent all sets of individuals are difficult. To rectify this problem,
multidimensional scaling technique is used where each entity is described using a
vector to represent similar features of entities present in two sets. It is assumed that
there is similar distance between entities, and can be achieved easily as it relies on
other measures having computation of similarity values, say, [0,1]. Now, for both sets,
a representative vector is created to determine average vector of all individuals. At
last, cosine between two sets of vector S.s¢; (7, K) is determined with scalar product as

similarity value.

Y Yk
Seser (T, K) = %% (5.15)

Identity Agglutination: ldentity Agglutination Scage(7,k) is the sum total of all the input

given by as similarity computation output and is calculated by:

Y ws.adj(S.(i,k))

Seage({rk) = = (5.16)
S

k=1..1

Interpretation: The mapping values derived from S, are assigned on the basis of semantic
matching of the C;. The query as the input from the client and the output is a Matching Set
M, according to the Degree of Match D,,,. The algorithm iterates in its repository in order to

determine a match between input and output. The matching of output is defined as:

YV Cs € Qout, 3 Dy € Moy 5.t match (Cs, D,y,) # Failure (5.17)
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Let Qi,, M, be the list of input concepts, then matching of inputs is calculated by:

YV Cs € M, and 3 Dy, € Qiy, s.t. match(Cs, D,,) # Failure (5.18)

Thus, the match Cs and D,, returns the degree of match between two concepts. For
conceptual sets, gour € Qour and ¢y € Cy and d,,; € Dy, the match function is described

as shown in Table 3.2

Table 5.2: Degree of Match

Condition Match (Gouts Cour s dour )
Cout » doyr €quivalent to g,y Correct
Cout » dour SuperClass of gy Correct
Cout » Aoy SUbSUMES Goyt Segment
Cout » Aour Subclass oy Containln
None of the above Failure

The degrees of match are ranked as: Correct <Segment <Contain In <Failure where m <n
indicates that m is ranked higher than n.
Iteration: The algorithmic process undergoes a number of iterations in order to bootstrap

the structural knowledge or it may stop when no mappings are needed.

5.4.2.2 Searching Process

At this layer, resource discovery is done by SMEBG. It has components such as crawling,
reasoning and matchmaking as shown in Figure[5.3] Firstly, it takes input query as M, (input
from perception layer) to retrieve large set of data from the shared ontology, as the set of
crawling. Secondly, the consolidate component finds the best possible similar identifiers
and prioritize it. Thirdly, it uses Bipartite Graphs (BG) for ranking and optimized semantic
matchmaking where ranking is done on the basis of indexing of the crawled data in vertices
lists, say, List; and List;. These lists are semantically matched with the searched input query.

The output is stored as the combined result of indexing and matching set; as updated edge
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Figure 5.3: Searching Process

in a graph. The reasoning method is done by providing Axiomatic triplets on the basis of
matched edge from BG, and finally, matching those triplets using S. with the defined roles
of input query. The matched set on the basis of rules and triplets are binded and IDs are
confirmed; output is displayed on screen and it opens the process of payment gateway. The

entire process is discussed in detail step by step.

Crawling Algorithm: In this algorithm, there is a queue named frontal in which Entities £
are put on. From the frontal queue, a new queue is made of C; , having similar M; . For this
purpose, a counter ctr is set and the process goes till the match is found. At this stage, C; is
matched on the basis of S, and the process will continue to prioritize the computations. A
timer is started for both Cs and S,. If the randomized probability of time-sets is between 0
and /, it picks and prints the matched set. For those My which have not been matched using

S, are considered as unseen/blacklisted sets (M, .) and are put in frontal, and the process is

deref
repeated with updated time-sets of new queues. At last, the process calculates the total time

in finding the results and performs the output according to the Algorithm[5.1]

Semantic Matchmaking Algorithm using Bipartite Graph: The algorithm takes input of

Entities E as vertices which are processed using M, (see Algorithm [5.2). The entities E
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Algorithm 5.1 Crawling Algorithm

Require: Conceptual Sets (C,), Entities (£), Matching Set (M;)
begin
frontal +— E
G, — new queue
ctr <— new ctr
while (n+1 < n) do
put frontal into Cs,
while (depth+ 1 < C; && S.== 1 do)
put frontal into Cy,
for (i =1ton)do
prioritise S, <— (Cy,, ctr)
end for
start +— time_ctr()
for i =0ton)do
t; «— calculate time(S,)
tj «— calculate time(Cs,, ctr)
if (t; > random([0,1]) && t; > random(/0,1]) then
get M from Cj
M,,,,, = deref (M)
if (My,,,,, = deref) then
G = get (My)
output M
M —— M; e in Gp
Mg +— prune blacklist from Mg
add unseen My in M to frontal

........ n

update ctr wrt. Mg
else
if (M, s unseen) then
add M,,,,, to frontal
update ctr for Ms,,,,,
end if
end if
end if
end for
elapsed «— time_ctr()—start
if (elapsed < delay,,,) then
wait(delaymi,—elapsed)
end if
end while
end while
end
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are put in graph G and search process initiates using two queues, where V,o and V,; denote
vertices for List; and List;, respectively. The weights are computed for these queues as a
function of the degree of match between p and ¢. If found Correct, My is matched and
assign weight W,; Segment, if half of M is matching and assign weight Wj,; Containln, if
some part of it is matched and assign weight W,; Failure, if M, does not match. These
weights are ranked in the following order: Correct <Segment <Containln. The process
ends up showing the matched M; from both ends. Since, the process generates a number
of complete M, therefore, there is requirement for the optimizing the solution for the cases
where multiple matching sets exist for an edge. In such cases, degree of match for an edge is
given as maximum weighted edge, say, max(wt;) and is assumed to be worst degree of match
that needs to be minimized. In order to minimize total sum of weights of edges, Hungarian
algorithm is chosen to compute the optimal matching due to its strong polynomial time
bound complexity, i.e., O(| Vi |?) for V vertices [170,171]. To assign weights to the edges,
following lemma is provided which must hold true for Hungarian algorithm to find optimal
matching.

Lemma 1: The total weights in matching sets are minimized ) w#; and are equivalent to sets

of matching where max(wt;) is minimized.

In the list of matching sets, G «— {Vy0 + Vi1 } E, various assigned weights of edges (

W,, Wy, W) are calculated as under (see Table[5.3):

Table 5.3: Weight Calculation

Degree of match Weight
Correct W,=1
Segment Wy=Wyx | Vi) +1
Containln We=(Wpx | Ve )+ 1

To prove the lemma, following properties need to be fulfilled, i.e.,
(i) The matched number of edges from Gg =| V; |.
(i) The relation W, <W;,, <W, holds true, where W, has only one complete matched edge;
W, gives few of the matching edges and W, is providing more similar matched edges.

(iii) By computing the weights, it is found that an edge with higher weight is greater than
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Algorithm 5.2 Semantic Matchmaking Using Bipartite Graph
Require: List of matching sets (Gg) (input from crawling), Vertices of entities (V,), Entities (E)

begin
Gp+— {Vio+Vu }E
Vo ¢— List;,Vy1 <— List;
compute Weights (—V,—) «— (W,, W, , W,)
for pe M;in Vo do
for q e M;inV,; do
frontal = match (p, q)
if frontal # Failure then
add connecting edge of (p, q) in Gp

end if

if frontal = Correct then
Wo =W, (P »q )

end if

if frontal = Segment then
Wb - Ws(p ) q)

end if

if frontal = Containln then
We =Wy (P ) q)

end if

end for
end for

end

Vio edges of lower weights i.e. wt; > wtjx | Vyo |, Vi > J.
Proof: In graph Gp, Mj are the sets in which )}’ wt; is minimum. Consider two matching sets (
M;1, My») having edges as (ay, az, as, ... , ap.) and (by, ba, b3, ..., b,), respectively. Both sets
have maximum weighted edge, i.e., max(e). If Lemma I does not hold true, it implies that
My, # My, and no weighted edge is minimum. Therefore, it concludes atleast one maximum
edge in M;; and My, thus, contradicting the lemma, if o(wt(a;)) > o(wt(b;)). Hence, it is
found that My and M, will be equivalent if weights of matched edges are assigned according
to Table[5.3] The entire process works as explained in Algorithm[5.3] Here, the crawling and
SMEBG algorithms are invoked. It takes D,,, Gp as input and provides optimal matching via
Hungarian match Hy,. It uses Hungarian for computing optimal complete matching of input

query from M;. Here, the matching is processed twice, i.e., firstly in SMEBG and secondly,
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Algorithm 5.3 Optimized SMEBG Algorithm
Require: Hungarian match (Hy,), Bipartite graph (Gp), Degree of match (D)

begin
Call procedure as Crawling // calling Algorithm 1
Call procedure as Semantic matching using bipartite graph // calling Algorithm 2
Graph Hjs = Hungarian-matchmaking (Gg)
if Hy; == null then
M, <— empty
Return Failure
end if
Let (p, q) = max(wtedge) in Gg
D,, +— match(p, q)
Return D,,
end

in Hungarian. However, the input query and matching sets are swapped. Finally, D,, is

returned.

Reasoning Algorithm: As M; are matched and are put in the list having Axiomatic triplets.
This process is used for semantic matchmaking and ranking. For each entity and matching
Axiomatic Triplets, the process starts to put entities in frontal queue. In this queue, the rules
are applied in order to have the best and accurate M. For each rule applied, a new triplet
is generated with valid terms. The search is successful and the matching id is stored in the
frontal (see Algorithm[5.4). From this process, the M is confirmed and it undergoes further

processing of payments/deductions, efc.

5.4.3 Application Layer

It is the web portal or terminal embedded with RFID technology that provide services to
the user for enabling direct toll payments from moving vehicles. These web terminal comes
with login facility, logs of transactions and details of all crossing of tolls. Moreover, there
is a provision for third party linking with users’ bank accounts for automatic deductions by

virtue of which waiting time at tolls could be minimized.
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Algorithm 5.4 Reasoning Algorithm

Require: Input File (E), Rules (R.), Axiomativ Triples A ;
begin
A,; <+ Axiomatic Triples
output(Ay;)
output(S,) < Similarity Computation
frontal «— {}
for ftce EUA, do
for reR. do
if r.A needs { then
frontal «+— frontal UE
end if
end for
end for
sfrontal « freR. [tA# ¢, ri# ¢}
frontal"® «— apply Rules (frontal, S/""“")
output frontal™"
frontal «— frontal U frontal™"
RE——reR|ri#¢
fort e EU(A,)U frontal™ do
E
for (new triple T, € E;) do
for r ¢ RF do
if 3 binding by | bg (r.I) =1, then
for V' birontar | Dfrontal (bg(r.A)) C frontal do
E; € Ex U bfrontar (bg (1.C.0n))
end for
end if
end for
end for
output (E;, T)
end for
frontal <— match (p, q)
return frontal

end
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5.5 Experimental Results and Discussion

5.5.1 Framework Analysis

The various layers of IRIF-IoT framework is implemented on ETC. The working through its
each layer is explained below.

Perception Layer: This layer is responsible for gathering data from the active devices. Here,
RFID tags are embedded on the polls which scan the details from the embarked RFID tags
on vehicles. Each RFID tag carries basic information related to vehicle like the reader’s
location, date and time of vehicle arrival. The scanner works and collects vehicle details.
Once, these details are scanned, hamper gets open for the next step, wherein, RFID card
reader is checked on check post for authorization. The card reader fetches the information
of end user and forward it to the connected computer via wireless connection.

Discovery Layer: This layer is responsible for resource discovery through the network. On
the basis of search time, the various discovery techniques FCL, GA and SMEBG are analyzed
and compared on the basis of datasets having /00 resources, say, vehicle; entering at ETC,
which is validated and authenticated on the basis of M. This dataset is the combination of
vehicle numbers and card numbers which is searched through the discovery techniques of
FCL, GA and proposed method SMEBG. These are discussed below.

e Fuzzy Control Logic (FCL): The input to the FCL is given by the active devices
of perception layer in IRIF-lIoT framework. In general, at ETC, the RFID readers
have combined details of vehicle and card (end users). The input is then processed
using control rules under Fuzzy operation to generate fuzzy value as shown in Table
Here, output is calculated as total search time for processing the input. Finally,
accurate value is generated by fuzzy estimation. As an input, three sets are required:
i) comprised set of number of vehicles, ii) fuzzy control rules set and iii) set of search
time (see Figure[S.4). The input, as set of number of vehicles helps to generate a fuzzy
value, e.g., value ‘1’ is transformed into “very few”, while ‘10’ is mapped to “too
many”’.

This input then undergoes fuzzy operation where control logic represent machine
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Table 5.4: Fuzzy Control Rules

Condition Match (Q, I)
Qin: If My == S, Qour: 1 (True)
Qin: it My <=S¢ | Qoue: 1 (True)
Oin: if Mg < S, Qous: 0/1
Qin: if Mg >= 8. | Qour: 1/0
Qin: if Mg > S, Qous: 0/1
Qin: if Mg # S, Qour: 0

Input: set of Fuzzy operation Output as
numl?er of using control searching time
vehicles rules

Figure 5.4: Fuzzy Operation

reasoning process and generates one output for every two inputs, e.g., if the congestion
state of present and successive phase are “very few” and “many”, then it generates
output as “short”. The set of searching time is used to transform the fuzzy value of
delay time into accurate value, for example “short” refers to ‘/’s approximately. The
various rules for finding the query set Q; using fuzzy control rules. The rule set is taken
on M, according to the asked query, i.e., Q: Q;, for input and Q,,; for output, where M;
is matched according to S. schema described in section[5.4.2] Here, searching time is
calculated for every given two inputs according to fuzzy operation and it is processed
for all possible inputs, to avoid repetition in computations as system is initialized.
Finally, query sets are derived from other sets and search time is calculated.
e Genetic Algorithm The working of GA is explained as:

— Initially, the random population is generated, calculated and encapsulated in array
list. Out of the population, one gene with its membership values is specified
within a range and rest are generated randomly.

— Here, calculation for the M of searched queries, set of searching and fuzzy rules
are used as a complete set to model random generation using Poisson process.
This helps in calculating the searching time and managing traffic in more optimal
way.

— The evolution procedure is carried with crossover and mutation. In former
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process, operator chooses parent genes using probability set (80%) and generates
two child from the parents, randomly. Whereas in mutation, operator exploit
genes, each with representative chromosome, at random points using mutation
probability set (20%). Here, cost function is considered as average searching
time of each M.

— The genes are sorted using fitness function, Poisson process and then genes with
less average time are chosen and forwarded to the next generation.

The Poisson distribution with searching time 7™ is defined as Eq. [172]:
Pr.(n)=%e? n>0 (5.19)

assuming n is number of vehicles, A is the total time which tells the searching number

of vehicles. The process is simulated for the Poisson function. Let,
A=B.T" (5.20)

here, 3 is the approximate searching time which is less than 7s. When n=1 and keeping
T as a variable; P (T™) is probability density function of interval time between any two
successive searches.

P(T*)=B.T". ¢ P | T*>0 (5.21)

or

P(A)=Ae* A>0,A=B.T" (5.22)

The probability density function F*(A) which is monotonic increasing and positive

definite, as defined above is integrated and given as Algorithm[5.5}
FrM)=(¢-A-De*+1,1>0 (5.23)

Semantic Matchmaking Engine using Bipartite Graph The process and algorithms
are discussed in detail in Section [5.4.2] and results are generated. The Input seeds

as datasets undergoes the Crawling Algorithm (see Algorithm for the retrieval
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Algorithm 5.5 Poisson Searching Algorithm
Input: Number of vehicles ( V)

Output: Search time set (S7), s ¢ ST where each v ¢ V,

begin

k+1

for (k < Vj) do
Prob = random(0.0,1.0)
let Prob = Fitness function, F*(A), derive searching time, 4
sk=AlB
k++

end for

end

of large dataset from the shared ontology. These datasets are then checked using
similarity computation, and prioritized using Semantic Matchmaking Engine (see
Algorithm [5.2), where ranking is done. The optimal matching is processed using
Hungarian algorithm (see Algorithm [5.3). Finally, using Reasoning Algorithm (see
Algorithm [5.4)), matched data sets are validated using rules and axioms.

Application Layer: Through this layer, end user can access his/her account online, including

transactions, daily record, available amount, toll location details, efc.

5.5.2 System Performance

From the comparison (see Figure[5.5)), system performance is analyzed for three approaches,
namely, FCL, GA and SMEBG, respectively. In FCL, the time taken for the searching is less
than / second but is not optimized to satisfaction level. This type of algorithm is not fully
optimized as it leads to delay in search process. It also leads to collision at peak hours due
to increase of traffic. In GA, a search is possible using matchmaking algorithms with Fuzzy
sets and Poisson process. Here the search time is varying between 0.3 to 0.5s. Thus, it is
providing far better results than fuzzy sets but there is an issue that it is still giving rise to
delayed searching if the search sets would be increased to /000. In comparison with FCL
and GA, the SMEBG provides an optimal search taking time among 0./ fo 0.35s and there is

no delay in searching with increased number of resources.
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Figure 5.5: Comparison of Various Approaches

Thus, it is found that SMEBG is a better and an optimized searching technique having 1.47
and 1.57 times better search time compared with FCL and GA, respectively. Therefore, it
is observed that SMEBG works well with the prescribed application and is indeed a fast,

reliable and efficient technique for resource inquisition.

5.5.3 Performance Metrics

The approaches discussed above are analyzed for its efficiency and optimizibility on various
performance metrics like power consumption, packet delivery rate, packet loss, throughput,
latency and data quality for the ETC application (explained in Section {.4.1). The input
parameter is resources, i.e., vehicles approaching to the ETC. In regard to its implementation,
each time BG has to update the information and it overcomes the limitations of performance
metrics. These metrics are implemented on ‘AIMSUN’, that provides environment for Traffic
Network Editor (TEDI). It is composed of a network database, Application Programming
Interface (API) and modular (for simulation) [173]]. It models each vehicle on traffic network
continuously in a detailed manner like distinct types of vehicles, traffic flows, route selection,

etc. The simulation environment view is shown in Figure 5.6
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Figure 5.6: Simulation Environment of Toll Plaza (a) 3D Side View (b) Front View

The simulation results are analyzed on the basis of various performance metrics which
are helpful in assessing networks performance and evaluating it in comparison to other

approaches and are discussed as below.
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Figure 5.7: Performance Metrics

Power Consumption: It is described as the rate by which power is consumed by a resource

transmission among end users and is measured in Joules per second.

Pepir = (Yi, i+ ]) X Energyresource + Yi,j X Energynodes

(5.24)

where, P;; is the Power Consumption, Y; ; is the number of hopes among end points,

161



Energy,,cource 15 the energy consumed in network and Energy,,, . 15 the power consumption
at the end points. Thus, from the Figure [5.7(a), it is observed that power consumed by
SMEBG is very less as compared with FCL and GA. The FCL provides the maximum

consumption whereas GA is showing average consumption.

Packet Delivery Rate: 1t is the ratio of the number of data packets delivered and the number
of data packets send. The more the value of packet delivery ratio, better is the performance

and is usually measured in percentage of total packets delivered.

PDR = — (5.25)

where, PDR is the Packet Delivery Rate, S; is the sum of data packet received by destination
and S is the sum of data packets generated by the source. Therefore, Figure[5.7(b) depicts
that FCL and GA provide less packet delivery whereas in comparison SMEBG guarantees to
deliver 98% data.

Packet Loss: It occurs when one or more transmitted packets traveling among end users fails
to reach due to network congestion and collision. The network performance is better if there
is less packet loss. Its calculation is just opposite to packet delivery rate and is also measured

in percentage (number of packet loss).

Pioss = Pgen — Prec (526)

where, Py, is the packet loss, Pg., are the generated packets and P, are the received
packets. It is observed from Figure [5.7](c) that there is highest degree of packet loss in FCL
whenever number of resources is increasing and, in comparison , GA has average packet loss,

SMEBG has lowest packet loss, respectively.

Throughput: 1t tells the total number of the packets that are successfully delivered within
the required time. It can be calculated with network bandwidth and packet delivery rate. It

is measured in bits per second (bps).
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P size
total time to send packets (in bps)

Throughput = (5.27)

where, Pjiz, is the total size of packets. Figure[5.7(d) shows the comparison of throughput
among the approaches FCL, GA and SMEBG. 1t is observed that the throughput of SMEBG
is increasing consistently if the number of resources are increasing whereas FCL and GA

have lowest and average throughput, respectively.

Latency: In two-way communication process, the latency is described as the maximum time
interval in which information is transmitted among end users. It is measured as unit of time

(milli-seconds).

P size
Lat = 5.28
atency network bandwidth (sec) ( )

This constraint is more beneficial to find networks bandwidth and speed of data transmission.
Therefore, Figure [5.7)(e), depicts that GA is provided fluctuating results with increasing
number of resources whereas FCL takes more time in delivering packets. The SMEBG

provides data delivery in a short span of time.

Data Quality: The data quality tells the rate of data delivered between end locations
satisfying the properties of precision, timeliness and requirements according to the situations.
It is the rate of data delivered, processed and managed by end users. Thus, Figure[5.7(f), tells
that quality of data retrieved by SMEBG is better than FCL and GA.

5.5.4 Complexity Analysis

Assuming average of the total number of concepts in query and matching sets be Qi,, Qour
and M;,, M, respectively. Then, complexity is analyzed on the basis: (1) number of search
iterations say, N for matching sets; (ii) weights of vertices’s are computed as O(1), and (iii)
time complexity for comparing each pair of (p, ¢), p € Q,,; and g € M,,; with operations
complexity, O(| Qpus | X | Msour |) is | O,y |- Therefore, time complexity for overall search
is:

N x (| Qour | % | Msour | + | Qour |3)+ (| Mgin | X | Qi | + | Myin |3) (5.29)
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Considering | Oy | = | Msour | = | Qi | = | Qi |= &, where, a takes smaller values and

is independent of M. The time complexity is calculated as:

ONx2x o +a’) = O(N) (5.30)

The simplified complexity of FCL is computed using Table where Q;, is the input
query, Mj;, are the matching sets, S. is the similarity computation based on fuzzy control

rules. Therefore, time complexity is given by:

((88 % Qi) + (37 X Myin) +20)Sc+6 = (N+N+20)N+6 = O(Nx N) = O(N°) (5.31)
and the complexity of GA using section[5.5.1]is computed as (Poisson process):
O(N x N x O(Pr+(a)) x F*(a)) = O(W log(N)) (5.32)

The multiplying coefficients of FCL and GA are quite higher, thus, decreasing system
performance and on the other hand, SMEBG improves search time by virtue system
performance increases. It is observed that the search complexity of FCL and GA is higher
and also it is found from section that both has more packet losses, less throughput
(efficiency), providing less latency with decrease in data quality. On the other hand, SMEBG
guarantees to deliver maximum data with less packet loss, high throughput, good latency
maintaining data quality. Also, the optimal matching using Hungarian is consuming less
energy in SMEBG as compared with FCL and GA. Thus, proposed approach, i.e., SMEBG

improves system performance with effectual search time.

5.6 Conclusion

IRIF-IoT incorporated the interoperability challenge at various levels like semantic, radio
access and context with respect to resource discovery and selection in loT. It uses Ontology

to eradicate the syntax limitation with the use of semantic descriptions, widening the
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scope of the search with the semantic matchmaking. It performs an optimized searching
using SMEBG algorithm that guarantees to deliver maximum data with less packet loss,
high throughput, good latency maintaining data quality. Also, the optimal matching using
Hungarian is consuming less energy in SMEBG. In comparison with FCL and GA, the
SMEBG provides an optimal search taking time among 0.1 fo 0.35s and there is no delay in
searching with increased number of resources. Thus, it is found that SMEBG is a better and
an optimized searching technique having 1.47 and 1.57 times better search time compared
with FCL and GA, respectively. Hence, the framework is indeed a fast, reliable and efficient
technique for resource inquisition.

In future, IRIF-IoT could be extended for trust building among resources in terms of security

and privacy. Also, it could be automated for restricted optimal decision making.
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CHAPTER 6

Trust based Decision Making for Optimal

Resource Selection in the Internet-of-Things

6.1 Introduction

Although, the previous chapters have addressed the various challenges to resource discovery
and selection but they have not accounted the trust issue. This issue arises on a
global network infrastructure like the /oT due to continuously changing mobility patterns,
heterogeneity, interoperability and scalability on the network that imposes restriction to
process an optimal decision The relevance of decision making on loT platform with
respect to solving complicated problems is to provide an optimal solution for resource
selection that should concatenate two parameters, i.e., related to human intelligence and
computing power. The former demands some computerized decision rules to automate the
process which adds intelligence to the resources, whereas, latter asks for network prototype
or topology for communication. Since, resources on /o7 have different attributes, identities,

capabilities; their integration demands decision making to enable automatic inference of

'The contents are published as M. Bharti, S. Saxena, R. Kumar, “A Middleware Approach for
Reliable Resource Selection on Internet-of-Things ”, International Journal of Communication Systems,
2019.(https://doi.org/10.1002/dac.4278). Title for framework, i.e., Autonomous Decision Making Framework
on Internet-of-Things (ADMF-IoT) is modified to Middleware Approach for Reliable Resource Selection
on Internet-of-Things (MARRS-IoT), and Figure 6.1 Autonomous Decision Making Framework on
Internet-of-Things (ADMF-IoT) is modified and renamed to MARRS-IoT, as per the revised-accepted
manuscript in International Journal of Communication Systems, 2019. (https://doi.org/10.1002/dac.4278). SCI
Indexed (IF : 1.278)
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appropriate information such that resources become self-manageable.

The self-manageability among resources on [oT requires system to be either reactive or
proactive. The reactive system would be required to continuously respond to changes in
the user’s situation whereas proactive demands to evaluate behavior based on predicted
situations computed with some level of confidence and probability. Such requirement
for self-manageability of resources face difficulty due to inaccurate analysis, flaws in
the data that leads to distinct research challenges with respect to knowledge acquisition,
discovery, trust evaluation measurement, security, communication and computation. Some
of the challenges are (i) to discover appropriate devices and information, (ii) to effectively
and efficiently aggregate and calculate trustworthiness of the information, (iii) to model
provenance of information, (iv) to safeguard the privacy and security of resources leading to
possible incorrect inferences and (v) to provide transparency among processes to assess their
impact. These challenges motivate researchers to investigate for intelligent and automated
approaches for decision making with changing organizations, applications, locations, type
of resource, efc., across loT. In order to address these challenges, various parameters that
need to be focused are: (i) to automate resources and access them, (ii) local and global
aspects of resources’ parameters, (iii) query’s dimension and its scope, (iv) understanding
search evaluation metrics and (v) trust-building issue among interconnected resources.
These challenges arise on loT due to continuous addition of data from connecting resource
dynamically that impose restriction for optimal resource selection.

Considering the parameters, the chapter focuses on optimal decision making on loT
paradigm. For the purpose, “Middleware Approach for Reliable Resource Selection on
Internet-of-Things (MARRS-10T)” is proposed. It works through three layers, i.e., SAL,
Middleware that works through its two building components, i.e., KA, DM and HMIL. SAL
has number of active resources that targets to gather, process and transmits data to the base
server through the wireless connection. In Middleware, KA is responsible for the discovery
of the resources by adding to their self-manageability properties like self-configuration
and self-optimization. Once the resource is able to discover itself and its neighbors, DM
in Middleware, initiates to calculate trust score of participant resources against initiator

resource using Fuzzy based trust model. The trust model helps to detect malfunctions
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and to provide qualified services to enhance user privacy and information security. It
helps in reliable collaboration among resources and ensures optimal selection of resource.
The last layer, HMIL, is responsible for communication and computation among resources
through Hybrid M-Gear protocol. The proposed solution allows resource discovery through
Neighbor Discovery Algorithm, evaluates trust score using Fuzzy-trust model and reputation

to perform optimal decision making on the basis of the availability of resources.

6.2 Neighbor Discovery in the Internet-of-Things

The discovery of the resource as neighbor requires to understand the acquired knowledge
with respect to its availability patterns. It helps in the selection of the resource effectively in
the neighborhood and helps to minimize energy wastage. For the same, following concepts
such as cognition, reasoning, knowledge representation, learning and planning need to be

supported that together raise few issues that are discussed below.

Recognition of Presence: The foremost requirement for resources to communicate is to
recognize the presence of other radio resources within effective range of finite temporal
window. Another requirement is related to setting a bound for latency to discover and to

exploit communication time.

Mobility Patterns Features: 1t is necessary to understand the dynamic key features of

mobility patterns of the resources.

Knowledge Acquisition: For knowledge acquisition, it is needed to learn resources’ storage

with respect to information about their recurrence and reproducibility is a further challenge.

6.2.1 Trust Evaluation for Decision Making

Since, the entire infrastructure of loT is distributed and virtual; communication among
resources is highly dimmed by malfunctioning and attacks with dynamic addition of

the resources. Therefore, trust mechanism as a key component is needed to check
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trustworthiness of the resources for selecting reliable node for communication. Its basic
tasks are to locate the resources, check their availability and authenticate them using scalar
range from 0 to /; where 0 stands for no trust and / stands for complete trust. Considering

the requirement, some of the decision making algorithms are discussed in detail.

Particle Swarm Optimization: Particle Swarm Optimization (PSO) is a meta-heuristic
approach and considers population or swarm of candidate solutions or particles which are
moved around in the search space [[191]. Formally, let cost function, CF : CF" — CF is
to be minimized and it considers a particle as an argument in the form of a vector of real
numbers. As an outcome, it generates a real number that presents the value of the objective
function of given particle solution. The gradient of CF is not known. The goal is to find a
solution p for which CF(a) < CF (D) for all g in the search-space, which would mean p is
the global minimum. Since, PSO does not use the gradient of the problem being optimized,
which means PSO does not require that optimization problem be differentiable as is required

by classic optimization methods such as Gradient Descent and Quasi-Newton methods.

Ant Colony Optimization: Ant Colony Optimization (ACO) is most popular and successful
optimization technique inspired from the natural behavior of ants [191]. The heuristic
method identifies optimal routes via graphs for population of computational ants. These
ants passes through a node for each variable and paths’ length defines the value of objective
function. Over a set of successive iterations or ant generations respectively, highly fit paths
emerge and the objective function value is minimized using fitness function. Due to the
stochastic nature of the algorithm, however, the search can continue to explore new sections
of the decision space, avoiding local optima, as an edge with a low pheromone concentration

may be randomly selected on occasion.

Binary Genetic Algorithm: Binary Genetic Algorithms (BGA are designed for gray code
representation of two corresponding binary strings with large difference in their bitwise
representations [[191]]. It has defined dead zones or no search zones for loss of specific

bit and fails to achieve the optimal solution if global optima is located inside this zone. In
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order to obtain optimal solution, a sufficiently large design population and high mutation
probabilities are natural remedies. But this is not possible due to high computational cost.
Hence, it becomes a challenging task to select a number of appropriate operation parameters

for the BGA to solve a new optimization problem.

6.2.2 Routing

From the point of computation and communication among resources, number of routing

protocols exist that help to turn /oT vision into reality. Some of them are detailed below.

Low-Energy Adaptive Clustering Hierarchy Protocol: Low-Energy Adaptive Clustering
Hierarchy protocol (LEACH) is self-manageable which distribute energy uniformly in a
randomized manner among the resources [[192] [193]]. Few resources choose themselves as
the cluster-head at any time with certain probability as threshold and broadcast their status
to other resources in the network. The resources check for minimum energy consumption
to the cluster-head before joining it and form the clusters. Here, cluster-head performs the
scheduling for its connected resources as cluster. It helps cluster-head to keep track of all the
active or dead resources which protect sensors from battery drainage. Moreover, it minimizes
the energy dissipation and increase the lifetime of the infrastructure by performing the local
data fusion and data aggregation. The LEACH is good if there is single hop communication
among resources in ad-hoc networks. Its major drawback is energy depletion if the distance
among resources is large. Moreover, it follows the probability criteria for the selection of
the resources as the cluster-head. Therefore, another approach, namely, Mod-LEACH is

suggested for better communication.

Modified Low-Energy Adaptive Clustering Hierarchy Protocol: Modified Low-Energy
Adaptive Clustering Hierarchy Protocol Mod-LEACH is a variant of LEACH protocol having
efficient head replacement scheme and dual transmission power level that minimizes energy
consumption [[194]. Unlike LEACH algorithm, where communication depends on energy, the
Mod-LEACH algorithm is more beneficial which constantly checks for cluster-head energy

and has provision to select another cluster-head for continuous communication and sustains
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for longer time. Mod-LEACH has limitation that it does not store the updated location
of cluster-head and their minimum distances with the resources. As a result, it provides

irrelevant data with least matches.

Gateway based Energy Aware Multi-Hop Routing Protocol: Gateway based Energy Aware
Multi-Hop Routing Protocol (M-GEAR) divides the sensor nodes into four logical regions on
the basis of their location in the sensing field. In WSN, direct transmission of data packets
from nodes to the base station is very uneconomical as it costs a lot of energy consumption.
This can be improved by the aggregation of data packets from all sensor nodes at a single
node called the gateway node. This node can be placed at the center of the network and
is used for transmitting the aggregating data signals to the sink node located outside the
network or far away from the network. Moreover, the node can be rechargeable so that there
will be less burden of being energy efficient, as the expenses for recharging a gateway node
are much less than the replacement of a sensor node. Also, the data transmitted from the
sensor nodes can be collected at the cluster heads before being transmitted to the gateway

node, again improving the energy efficiency of the network.

6.3 Middleware Approach for Reliable Resource Selection
on Internet-of-Things

MARRS-IoT considers two major perspectives, i.e., service request and service provision
(see Figure [6.I). Both the perspective shares bidirectional relationship in terms of
self-manageability and authentication of the resources. MARRS-IoT has provided distinct
layers, say, SAL, Middleware that works through its building blocks (KA, DM) and HMIL.

Each layer has defined functionalities, methodology and its working, as discussed below.
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Figure 6.1: Middleware Approach for Reliable Resource Selection on Internet-of-Things

6.3.1 Sensor-Actuator Layer

SAL has interconnected set of resources, say, N = {ny, ny, ..., ng, ..., n, } belonging to different
application areas, such as Agriculture Automotive, Building Management Surveillance,
Tele-medicine Health-care, etc., that interacts via wireless connection. The resources gather,

process and forward data to the middleware that works through KA and DM for further

computation and communication.

6.3.2 Middleware

Middleware is the system software layer that controls, organizes and manages the

functionalities via its building blocks, i.e., KA and DM. Each of the component is detailed

below.
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Knowledge Acquisition

It is responsible to fulfill service request by the end users, which may contain context, content
and attributes. The objectives of the layer are creating meta-data for the storage of resources,
linkage between various resources, knowledge representation, coordination among resources
and continuous monitoring of the environment to ease the discovery of the resources.
For the purpose, a 2-D area ‘A’ that contain set of resources, N = {ny, no, ..., ng, ..., n,} is
considered. The resource ‘k’ is located at 2-D position, py ;, with an assumption that it is
found itself at ‘/th’ step with self-discoverable properties. Also, each resource has tendency
to make point observation, Y ;, of a spatial function, Fpk,[, at ‘/th’ step and the distribution is
taken as Gaussian as in Eq.

Y= Fpk’l + &1 (6.1)

where, & ; is a Gaussian noise with zero mean and covariance, Gk% ;s L-e. & =Noise(0, Gk27 -
The process is conducted for collecting information based on position and point observation.
The gathered information includes input vectors and the corresponding observations.
Moreover, the prior distribution of latent variable, Fy ; = Fpk’,, 18 assumed to have zero mean
value. Therefore, the prior distribution about multiple latent variables is given by covariance
matrix, CVyy = [cv(pk, pj)), k = 1...N and j = I...N. Taking a positive definite covariance

matrix, the complete prior distribution is defined below:

p(Fy 1) = Noise(0,CVyn) (6.2)

Similarly, the prior distribution, pd, for the observation vector is given as:

pd(YN71|FN7l) :Noise(FN7l,RN71) (63)

where, Gaussian process regression, Ry ; = diag(Gi I 62271, ........ , GN’I).
Ry infers F,; = F,,_; for a test point p, ; € A, using p(Yy ;|Fy ) giving a training data set
(Pk1> Yn ). At a particular point, calculation of the latent predictive distribution is provided

below by solving maximum posteriori problem [[180].
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pd(Yn,

Fy ) = Noise(ls 1,24 ) (6.4)

where, predictive mean function, L, ; is:

L = CVin(CVin + Ry 1)~ (Yay) (6.5)

and predictive covariance function, X, ; is:

%1 = CVyy — CVin(CViyn + Ryvy) "' CVivs (6.6)

where, CViy = [cV(pss, Pigseeees Pip)] and CVi = cV(puyy puy) . CVi, = CV.y for
symmetrical covariance functions at step /.

The prior knowledge about cv(py 1, pj 1) is the crucial ingredient that analyze the behavior of
the process. Let ‘CR;’ and NS; be the communication range and neighbor set, respectively,

for the resource ‘k’. The CRy for NSy is defined as:

NSy = {jeN| || pxa—pj; |< CR} (6.7)

The compact covariance function [181] is defined for each local resource ‘4’ and has local

hyper-parameters, ry ;, sx ;. An effective range, ERy, for NS is

ERy = {jeN| || ps—pji | < e} (6.8)

A predictive neighbor set, By, for resource ‘k’ is needed and is represented as:

B =X ER; (6.9)

where, Ny is the cardinality of set ER;. Now using Wu’s polynomial function [[182] [[183],

cv(Prg,pjp) is:

4 2 3

2 g1 38 3g
N _ 18 1 6.10
cv(pripji) = cv(g) Sl( rz>+< ' " " 7 Jr4rl3 o
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where,

a\
18 g
(_«2) _ ( rz)’ ifler <r1) 6.11)
+

0, otherwise

As the increase in the number of resources joining the network randomly with their registered
IDs, it faces challenge related to discovery of neighbors from a group of NS on distributed
network. To meet the challenge, a logic with multi-criteria is required and is defined on the
basis of resources as initiator and participants [184]]. The resource that begins the process
is called initiator whereas resources ready to be discovered are participants. At the first, the
main task is to determine the number of valid potential neighbors from NS on the network.
The initiator sends a CALCULATE message carrying its own /D, the probability, P, with
which a participant sends an acknowledgment and the frame size which is used for start
message. The next step deals with collecting IDs of the obtained list of the responded
resources by sending a SEARCH message. The SEARCH message contains new frame size
of searching and the participants send acknowledgment messages within frame to report their
IDs. The following assumptions are made for the execution of the process.

(a) The static time domain slots are defined with frames having entries of continuous time
slots. The receiver has the ability to detect collisions as well as idle slots on the basis
of packets. A resource is defined on the basis of active and nonactive states, where an
active state is responsible for transmitting or receiving else non-active. If a resource k
is at slot s and is able to obtain ID successfully then it is at active state, st(k)= I else
non-active state, st(k) = 0.

(b) The neighbor of a resource ‘k’ from NS depends on both distances, i.e., physical and
interest. The former is considered to be short if they are within the CR; and share
similar interests. The latter is specified by interest vector between two users and is
calculated using Euclidean distance, or vector similarity between two interest vectors.

(c) The active participants are not supposed to leave during the process, the initiators
follow the Poisson process with an unknown rate, A, and the system starts at a global

slot 0. The number of participants joining system at slot ‘’ is denoted as j; and total
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number of initiators in the system at slot ‘I’ as Jj, i.e., J; = Jo + Zi:l (Jk)-
On the basis of these assumptions, the estimate for number of resources and their obtained
IDs is discussed below.

(a) Estimating the number of resources in the neighbor set: The NS has to undergo
the processing like wait frame, acknowledging and sending CALCULATE message.
Assuming k; be the number of resources in the NS that will send acknowledgment
message within frame of size, F;, randomly. The load factor, «, is defined as ratio
of number of resources in the neighbor sets sending acknowledgment message within
frame to the total size of the frame, i.e., &t = 1’% Considering rvg, rv; and rv, are the
number of slots which have received acknowledgment message as 0, / and multiple,

respectively, in a frame. Then, the expected value, EXP, is calculated using [[185] as:

EXP[rvo] = Fe @
EXP[rvi] = Fyoe™® (6.12)

EXPlrv]=F,(1—(1+a)e %)

On the basis of these equations, estimate on k; is obtained with the observed values of
rvo, rv1 and rv,. rv) and rv; cannot be used to calculate the value of k, as it is observed

to be non-monotone function. Value of rvg is used for computation of k; as:

ki = Fylog(Fy/rvo) (6.13)
Its variance, 0y, is defined as:
“ _(14+a
oo =ki——— (a o) (6.14)

The collision could take place, if value of « is large with high probability and k; in the
neighbor set estimate; which will result in to larger variance as rvy is being used. For
the situation, where number of resources as participants, say, k, > k;, the participants
send acknowledgment messages with certain probability, p,., such that participants

sending acknowledgment messages are reduced to J;. p,cx, Where, J; = Jy + Zi:l (Jx)
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are the resources joining network at slot, say, /. The participants ‘J;” are computed by
initiator with desired confidence as:

(i) The CALCULATE message is published by initiator containing frame of size, Fj,
and response probability, p,q = 1.

(i) All participant response with an acknowledgment message to one of the Fj
slots randomly with probability p,., whereas the initiator calculates remaining
participants with idle slots rvy.

(i11) Another CALCULATE message is published with reply probability by initiator
when it fails to achieve the expected confidence.

(b) Obtaining IDs of k Participants: At this stage, the initiator is responsible for
sending CALCULATE message with F;-size frame, to which participants respond
by sending IDs among Fi-slots in the frame. As a result, initiator will receive
acknowledgment messages when there is no collision. Also the participants who have
sent acknowledgment messages, say, k; in the previous stage, will participate. There
are two strategies through which IDs are obtained and are discussed below:

(i) Static fraction of participants: Here, initiator discovers ‘g’ participants out of

k; with j1q < k; < joq for constants / < j; < ja (see Figure[6.2(a)).
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Figure 6.2: Static fraction of participants (a) Broadcasting Message (b) Acknowledgment
Message
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As a result, participant will be active at the successive slot and wait for the
confirmation message. Once confirmation message is received, participant sends
no more acknowledgment message in any slots (see Figure[6.2(b)).
(i) All participants: The initiator wishes to discover all participants, i.e., g = k;.

Here, the initiator sends only END message to terminate the process once it has
discovered maximum number of resources from the neighbor set.

The entire process of KA for the discovery of the NS is summarized in Algorithm|[6.1]

The process initializes sets of resources as ‘N’. The point observation, Y} ;, for resource

‘k’ is described using its position, py ;, at [t

step using spatial function, F), . It collects
information by initializing prior distribution, pd, and calculates the observation vector. It
further computes communication range, CRy, effective range, ER) and predictive neighbor
set, By, for k. The knowledge for ‘N’ is acquired which is taken as input to the system for

9

search evaluation. Here, the resources are distinguished as initiator ‘7;” and participants
‘pn’. The i; sends CALCULATE message for finding the number of p, and the p,
sends their ID’s to i;. The i; further estimates the number of resources as p, that sends
acknowledgment message within frame size, Fj, i.e., within defined time stamp, and the
ID’s are stored in F;. The load factor, «, is described for each F; using which expected
value of resources as EXP[rvo|, EXP[rvi], EXP[rv;| are estimated. It depends upon O,
1, multiple acknowledgment messages. Further, F; is indexed and stored in parent index
service, MyIndex. The parameters present in Mylndex are matched with input query, ‘Q’.
If it matches completely then the user is alarmed with matched discovered resources set as

NS. The output of the algorithm as NS is further processed for selecting rightful resources by

calculating trust scores, locally and globally, as explained in next section.

Decision Making

With the increase in the number of resources present in the NS, large sensitive data are
exposed that demands to consider security attacks as malicious attacks. The attacks steal
personal and private important information which hamper the trust of the system. Therefore,
to provide reliable communication among resources, a trust mechanism should be considered

to maintain the authenticity of the resources. The trust in itself is a complicated concept to
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Algorithm 6.1 Neighbor Discovery Algorithm (NDA)

Require: Set of resources N = {ny, na, ..., n;, ng, ..., n,}, Position (py;), Point Observation

(Yx1), Spatial function F),

«,» Prior Distribution (pd), predictive mean function (u), predictive

covariance function (X), Parent Index Service (Mylndex)

1:
2:
3:

10:
11:
12:
13:
14:

15:

16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:

N I A A

initialize N «— {ny, na, ..., nj, ng, ..., Ny }
for (N=1ton)do
for (s=1ton)do
describe Yy ; = F),, , + & ; // point observation using Eq. for resource k at [th step
end for '
end for
initialize p(Fy ;) = Noise(0,CVyy) // prior distribution using Eq. [6.2]
for =1toN)do
for 1=1toj)do
pd(Yn 1|Fn 1) = Noise(Fy 1, Ry ;) = Noise(l, 1,2, ) /fusing Eq. and
end for
end for
for (k=1toN)do
describe NS = {]8N| H Pkl  — Djl || < CRk} /!
communication range CRy, using Eq.
describe ERy = {jeN| || px;— pj; ||< 1y} I/ effective range ERy using Eq.
describe By = ZL&“IER j / predictive neighbor set By using Eq.
end for
/l Search Evaluation
for (input <— Q) do
initialize initiator <— i;, participants <— p,
while (i; == true) do
send CALCULATE < (i, p»)
collect ID(p,) - SEARCH (p)
F,  ID(p,)
end while
describe o0 = 17]53
for (each Fy, == 1) do
calculate EXP[rvg| = Fye™ ¢
calculate EXP[rv|] = Fyae™®
calculate EXP[rv;] = F(1 — (1 4+ ot)e %)
end for
forward MyIndex <— F; // indexing frame size
if (match(Q, MyIndex) == true) then // matching parameter
send sender < F;(N) // discovered resources
end if
store NS < F;(N)
print NS
end for
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measure and depends on various security parameters as discussed below.

(A)

(B)

©

(D)

Heterogeneity: The resources with distinct capabilities related to hardware, software,
operating system or performance require to be discoverable and addressable. For
the purpose, it needs various routing protocols, network topology or prototype for
communication and computation. Thus, the IoT platform being dynamic, demands
reliable communication and resources are to be light-weighted.

Scalability: ~ With increasing resources on IoT, the platform faces countless
communication and transactions among resources. It results into increase in the scale
of the area that further require trust maintenance. Moreover, it asks for maintaining
robustness to handle increasing data load on the system, eliminating the congestion
problem on the network.

Data and Privacy: The generated data by the resources keep on increasing with
increase in the number of joining resources. The data being sensitive is needed to
be secured before other active resources access it without prior permissions. Hence,
a trust mechanism should have capability to select the appropriate resource for
communication.

Confidentiality and governance: The trust system should help IoT to find better
trusted resource that maintains the confidentiality of the resource. It would lead to

communication for longer period.

Keeping in view the various security constraints, the Fuzzy based trust model is suggested

that dynamically add new resources for reliable communication where each node develops

a direct reputation with each other. It helps to build trust among them locally and globally

via evaluating the direct and indirect trust schemes. It considers the communication among

neighbors’ resources and maintaining confidentiality, privacy and security. Further, trust

relations are based on reputations, R, i.e., created by communications among resources

via protocol that help a resource for evaluating the trustworthiness with other resources.

The reputation metrics are packet delivery, packet loss and energy consumption. The

methodology for suggested approach is explained.
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Fuzzy-based Trust Model System: Trust is defined as the probability by which
a service provider is shortlisted through participants by initiator to perform the desired
operation as expected by the service requester. Its domain lies between 0 and / which
indicates its success and failure to provide the service. For value /, it is considered to be
trustworthy to rely upon for future transactions whereas for value 0, it is rejected.
In the proposed Fuzzy based system, membership functions using mathematical model
needs to be established for calculating trust score, Ty, for a resource. Assuming NSy, =
{NS|,NS»,NSs,........ ,NS,} be the resources shortlisted for a resource in a corresponding

range. Then, its mapping function is defined as:

MappingFunction : NS« NS — [0,1]
(6.15)
(NS,‘,NS]') — E(NS,',NS]')E[O, 1]

where, T; represents the trust score value between NS; and NS;. Also, each resource
from the NS maintains a transaction table T'7; ; containing successful transaction ‘ST; ;’,
positive transactions ‘PT; ;°, time-to-live ‘“TTL’, initiator and the participant. In short, T'T; ;

is represented as:

TT; ; = (initiator, participant ST; ;, PT; j, TTL) (6.16)

T'T; ; is maintained by each resource of NS and 7' is calculated on the basis of trust metrics.
A resource from neighbor set as participant or initiator performs various jobs such as sensing
and actuating to collect data about the packet, transmitting data to one-another, transactions,
packet forwarding activities, efc. These jobs may get affected due to network bandwidth and
data transfer rate. Hence, trust metrics are required to evaluate the performance of proposed
MARRS-IoT and to validate it. These are discussed below on the basis of security and trust.
(1) Destination to Destination Data Delivery: It is described as ratio of data delivered
to data send. The performance is directly proportional to data delivery rate and is
measured in Joules per second.

(ii)) Data Loss: The network congestion often leads to collision among transmitted
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packets, hence, they do not reach the targeted destination. It effects the overall
network’s performance and is measured in percentage.

The reputation, R, between NS; and NS is computed as:

PT; ;
R=—"2Le[0,1 6.17
The trust score 7 is evaluated either locally or globally and is explained below [186] [187]
[[188].
A Trust Evaluation Locally: If there is successful transaction between NS; and NS,
then they are considered to be trustworthy for each other and have direct trust, DT; ;,

connection between them. Hence, as per T'T; ;, their fuzzy based trust model is defined

as:

R
R+vy(1—R)+

DT, ;= (6.18)

X
ST;,j

where, ¥ and ) are behavior of resource against malicious acts and uncertainty trust,
respectively. Let, DTl.‘ej_1 and DTff be the direct trust at current and previous time

duration, e, then the updated evaluation is given by combining all the results as:

DT, = 1) % Dy;.fj—l + 1« DT,

11::[(1——%):*0},VU8KL1] (6.19)

T+ =1

In summary, DT; ; depends on DTifj*l, DTff and v. Therefore, direct trust updating

equation is:

1 1 A
DT;].:(1_5*1))*1)7;; 1+§*U*DT,.J? (6.20)

Since, it is not possible to calculate the good or bad behavior of resources based on

communication, it is required to set a threshold value of communication time, Cyj;,. On
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the basis of threshold value, direct trust evaluation DTfj 18 calculated as:

.
%*(l—{—c%h),STi,j < Gy

DT¢. = 6.21
b = R ,ST; ; > Cyy (621

R+y(1-R)+

STi,

\

Now, considering the scenario when there is no direct connection between ‘ith’ and
‘jth’ resources. In such case, concept of third party solicitation is introduced.

Assuming, RS; ; be the number of request solicits, PS; ; be the number of positive
solicits, and Cy, is the threshold. Indirect trust, /7; ;, based on fuzzy solicit trust model

1S given as:

. %*(1+Clm),RSi,j<cm 62
IL,j — :
Y——— RS; ;> Cy,

v+y(1—v)+RSij =

PS; ; . . ) ..
where, v = 1% € [0, 1]. It is understood that distinct resources may give distinct
L]
solicitation for one resource. Let, NS; and NS, give trust value as IT} ; and IT,, ;,

respectively. On combining these two trust evaluations, IT; ; can be calculated as:

IT; j = (d(NS;,NS;) Ar(NS;,NS;)
U(d(NS;,NSu)) Ar(NSu,NS;)), (6.23)

VNS, NSNS

Using Egs. and weight values, fuzzy trust model for local is defined as:

Tj=(rd)U(rd)U........... (rd) (6.24)

In summary, direct trust relationship in collaboration with both direct and indirect

cases is computed as Eq. [6.25}
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Figure 6.3: Global Trust Evaluation

T;.j = Wa.DT; j+ Wing. Y (DT;,.IT; ),
o

1 <Wyg <W; <0 (6.25)

Wi +Wig =1

where, W; and W;,,; represent the value for weight of direct and indirect trust.

Trust Evaluation Globally: The NS; have both direct and indirect observations with
NS through its associate linkages and it follows both trust models, i.e., direct trust and
indirect trust. For obtaining accurate trust values among nodes, it integrates both trust
experiences. Since, direct trust value changes with time, therefore, there is a need to
develop indirect trust set.

In summary, Fuzzy based trust relation is defined as the union of fuzzy direct trust
model with 1-level, 2-level, ..., n-level fuzzy indirect trust models, i.e., DT; ; U I-level
IT; ;U 2-level, ..., IT; j U n-level IT; ;. Taking an example for evaluating trust relation
between NS; and NS; in a group of resources with an assumption that NS; has multiple
routes to reach NS; as shown in Figure[6.3]

In order to calculate trust relation with more accuracy, each route need to be calculated

separately and is given as:
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Tij=d+ (rxd)+(r**d) + oo * (" *d)
Tij=(+r+r+..+r".d (6.26)

Tij= lim[(1+r+r° +...+r").d]

The trust evaluation algorithm is given by Algorithm [6.2}

Algorithm 6.2 Trust Evaluation Algorithm

Require: Neighbor Sets, (NS ;.

;), initiator, participants, Successive transactions (S7; ;),

Positive transactions (PT;, ), Time to live (T7L)

1:

Y G VG GG
XN hENy 2

[\
—

NN
W N

R e A A

\*}
- O

initialize «— 0
for (NS =1ton) do
Mapping (NS, NS) € [0, 1]
if (3 7, V NS in i to j) then
NS;, NSJ' +— T (NSi, NS]') e[0,1]
end if
end for
Set TTL <— 0, initiator <— 0, participants <— 0
select initiator = Rand (NS;.__ )
for (NS; # NS; ) do
Initiate communication among initiator and participants
Calculate ST; ; and PT; ;
Maintain T'7; ; as relative function of (Initiator, Participant,ST; j, PT; j, TTL)

: end for
: Calculate TTL
: for (VST; je(NS;,NS;) == localtrust) do

IT; j = Wy.DT; j+Wina. Yo (DT 1 T} ), 1 < Wipg < Wy <0
Wi+ Wina =1

: end for
: for (VST; j(NS;,NS;) == globaltrust) do

T, ;= lim[(14+r+r+..+7).d
»J N—so0

: end for
: Calculate update TTL

In this algorithm, at an instance, the neighbor set is empty. It is updated with the
matched neighbors using trust evaluation, locally and globally, leading to the updation
of the NS. A loop is initiated to map among updated NS and previously stored NS
for mapping. It calculates trust score among them as 0 and /. The time to live,

TTL, initiator and participants are set to zero which are dynamically added to the NS.
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The initiator is selected as random neighbor from the NS. The communication begins
among the NS as initiator and participants, if the neighbors are not present in either
sets, i.e., previous and updated. The loop calculates its successive transactions, S7; ;,
positive transactions, P7T; ;, and maintains its transaction Table, TT. For ST; ; of NS in
local trust, the process calculates indirect trust, /7" and its weights, W, + W;,,4. For ST; ;
of NS in global trust, it finds the accurate route with its trust score. The process ends
with updating 7TL and calculating trust, both locally and globally.

In summary, each resource is assigned a trust score which is either 0 or [
on the basis of trust evaluation. Here, 0 indicates no trust and / represents
trust. The trustworthy resources undergoes decision making process using proposed
Fuzzy-Decision Algorithm, FDA, (see Algorithm[6.3).

In this algorithm, an array is considered with trust score value equal to 1, a[Tj];.
The resources as participants, ns), is initialized to 0. A counter ‘i’ is taken which
will start from resource with index (/ to n) till final decision is taken. Each ns), is
checked for its presence with two conditions; either present locally or globally. For
both the resultant array, i.e., ns;, (i) and nsg,(i), sorting is done that generates two new
array, NSpewip(i) and nsuewgp (i), for both local and global evaluations, respectively.
Using these array, further distance between initiator and participating resources is
calculated that provides p(i) and g(i) arrays. Using p(i) and ¢(i) in combination
With 718 pewip (i) and ns,ewgp(i), respectively, new 1-D arrays pyew(i) and gguew(i), are
generated. Further, these shortlisted resources from both arrays are checked against
their availability that output pg,q; (i) and quye (i) lists. Using ppew (i) With paygair (i)

and Ggnew (i) With gy (i), respectively; p finq (i) and g fing (i) lists are generated.

6.3.3 Human-Machine Interaction Layer

For the interaction among human and machine, the formed neighbor sets after calculating

trust score undergoes routing process through Hybrid M-Gear. Like hub, the Hybrid M-Gear

through base station, BS, broadcasts ‘HELLO’ packet to the number of similar sensor

resources distributed in to area randomly for collecting their response. The response includes

locations using which BS computes the distance of each resource and maintains data table
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Algorithm 6.3 Fuzzy-Decision Algorithm (FDA)

Require: Array with trust score equal to 1 a[Ty|;, participating resources ns,, counter i,
resultant array (ns;,(i) and (nsg,(i) , sorted array ns,ewp(i) and nsuewgp(i) , sum-arrays
Dsnew (i) and gspew (©), shortlisted available array pg,q; (i) and qgypai (i)

1: Input «+— a[T}];
2: nsp <— 0, nsip <— {}, nSgp <— {}
3: for (i=1ton)do

4: Find ns,(i) in a[Ty]

5: for (i = 1 to length a[T}]; ) do

6: nsy, <— local(ns;)

7: nsgp <— nsp(i) - nsyp(i)

8: end for

9: for (ns,(i) == shortlisted && ns,, (i) == shortlisted) do
10: NSpewip (i) = sort(ns; (i)

11: NSnewgp (i) = sort(ns,, (i)

12: p((i)) = calyis(ns(i) — nSyewip (i)

13: q((7)) = calyis(ns(i) — nSnewgp(i))

14: Psnew(i) = sum (ns;, (i), p(i))

15: Gsnew (1) = sum (nsgp (i), g(i))

16: while (pgnew (i)! = nsi(i) && Gsnew(i)! = ns;(i)) do
17: Pavail (i) = available (Pgpew (7))

18: Gavail (1) = available (gspnew (i)

19: pfinal(i) = sum (pavail(i)’ psnew(l.))
20: innal(i) = sum (Qavail(i)’ QSnew(i))
21: end while
22: if (Score; == maxdis(p fina(i))) then
23: Communicate data (ns;,Score;)
24: end if
25: if (Scores == mindis(q fina(i))) then
26: Communicate data (ns;,Score;)
27: end if
28: end for
29: end for

table. The table has entries like unique identification, /D, location, energy ‘egy’, gateway
resource ‘gatewayresource’ and their distance from BS. The entire process is summarized in
Hybrid M-Gear Algorithm

The algorithm initializes the resources, CH, round to oo, area as 100 x 100 and energy
‘egy’ for all resources to full, i.e., 1 with randomly dispersing resources into the prescribed
area. In the beginning, it checks for the station which needs information, i.e., Base Station,

BS. The BS sends hello packet to the other resources such that they join the network, i.e.,
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Algorithm 6.4 Hybrid M-Gear Algorithm

Require: Cluster-Head (CH), Area (area), Base Station (BS), Energy (egy), Gateway
resources (gatewayresource), Region (region), Data Table (table)

1:
2:
3:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34
35:
36:
37:
38:
39:
40:
41:
42:
43:

—

N I A A

Begin
// Initialization Phase
Initialize resources <— oo, CH <— oo, area < 100 x 100, egy < 0/1, threshold < 0/1,
round <— oo.
for i=1ton) do
resource; <— area (rand(resources)) // dispersing resources in to the area randomly.
end for
for(i=1ton)do
if (BS; == active then // initial phase
Broadcast resource; < hello packet //sending Hello packet to join other
resources
BS; < loci(resource) // sending location of the resource
Calculate < distance (BS;, resource;)
Update table <— information(distance)
Calculate < distance) (gatewayresource;, resource;)
Update table <— information(distance)
else
BS; < sleep
gatewayresource; <— sleep
end if
end for
for i=1ton) do
region; <— divide (resource;) // based on location, dividing resources in to region
end for
for (region; = 1ton) do
if (region;(CH;) == present) then // Cluster based selection
BS; < communicate data(region;(CH;))
else
select <— rand(CH,) // selecting other resource as Cluster-head
end if
end for
for (round(region;) = 1ton) do
if (egyi(CH;) < threshold) then
Make <— TDMA schedule(resource;) // Scheduling Phase
CH; + collect data(resource;)
gatewayresource; <— send data(CH;)
BS; < send data(gatewayresource;)
else
Select <— rand(CH)
gatewayresource <— sleep
resource; <— sleep
Communication < Halt
end if
end for 189
End




it asks query and finds the results on the basis of output provided by the other resources.
The location of resources are send to BS which provides gatewayresource to access the
information from the connected resources. Also, it stores the information in table having
data related to resources, gatewayresources, BS. If there is no connected resource to provide
the information, then BS and gatewayresource goes in to sleep mode for each resource. The
entire region is divided in to multiple regions on the basis of their distance with the BS via
multi-hoping. For each region, it selects a cluster-head, CH which acknowledge data to
send it to BS after checking its threshold, egy. If it has less egy, then it selects another CH
randomly for sending data. The CH communicates the data to the gatewayresource which
further forwards the aggregated data to the BS. Thus, BS has complete information in less
time and the communication ends.

In summary, the discovered resources as NS undergo calculation of trust score which help in
decision making through FDA. The selected resources are forwarded using Hybrid M-Gear

protocol.

6.4 Results and Discussion

The proposed MARRS-IoT is simulated and analyzed on MATLAB to find and select the
resource autonomously for efficient communication, searched either locally or globally.

For testing purpose, the MARRS-IoT 1is tested on ETC, as application area described in
Subsection

6.4.1 Framework Analysis

MARRS-IoT is analyzed for the authentication of gathered data, i.e., collected from toll plaza
as shown in Figure @ The gathered data includes transaction identification, trans-ID,
and Barcode Number, Bar-ID, vehicle registration identification and vehicle-ID, which is
acquired using FastTdée various parameters that are taken for simulation of MARRS-IoT are

shown in Table [6.1]
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Table 6.1: Simulation Parameters

Parameters Values

Connecting Time < 3 (seconds)

Processing Time < 5 (seconds)

Execution Time < 75 (seconds)

Simulation Time 1000 ms

Number of Resources 20, 30, 35, 40, 50, 100, 120
Computation of Resources NDA, Greedy, Description Logic
Decision Making FDA, Particle Swarm, Ant Colony, Binary Genetic
Protocols Hybrid M-Gear, LEACH, Mod-LEACH
CPU Throughput 10-100 (%)

Max. TX Distance (single-hop) | 35 m

Max. TX Distance (multi-hop) | 1000 m

Min. CH candidate range 70 %

Max. CH candidate range 90 %

Packet with error ratio (1/1000) | 10

The gathered dataset at toll plaza undergoes computation of processing and connecting
time both locally and globally, using Neighbor Discovery Algorithm (NDA) (see Algorithm
[6.1). The algorithm considers gathered data as initialized set of resources. The resource’s
relative position (local or global) is analyzed using spatial function and its observation
vector is computed, i.e., path covered by resource during the journey. The knowledge is
acquired on the ETCs system gathered locally or globally, for the resource via matching
the trans-1D, vehicle-ID and vehicle registration. Thus, the resource discovery considers the
connection and processing of resources with respect to time searched on the basis of local
and global trust as shown in Table [6.2] and Figures [6.446.5] The time is crucial in terms of
communication and with the increase in the number of resources, the latency in any sense
can prove to be fatal for MARRS-IoT. The response time reduces if the processing time

among resources increases with the complex knowledge formation in local whereas varies
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in global networks. Moreover, lesser is the connecting time, more robust is the framework.

The obtained results are discussed.

Table 6.2: Comparison for Computation of Resources by Various Approaches

Parameter Datasets Global Trust Local Trust
DL | GrA | NDA | DL | GrA | NDA

20 0.27 [ 0.25 | 0.22 | 0.32 | 0.31 | 0.3
30 0.52 048 [ 042 | 043042 |04
35 0.58 | 0.55 | 0.5 0.57 | 0.54 | 0.5

Connecting Time | 40 0.89 | 0.82 | 0.8 0.79 | 0.78 | 0.7
50 097 1092 | 0.87 |0.86 | 0.83 | 0.8
100 1.09 | 1.05 | 0.99 | 0.89 | 0.85 | 0.81
120 .15 1.08 | 0.99 | 1.02 | 0.98 | 0.89
20 0.12 | 0.1 | 0.1 0.27 | 0.27 | 0.25
30 024102 |0.18 |0.53]051 |05
35 0.33 1033 | 0.3 0.61 | 0.62 | 0.58

Processing Time | 40 0.39 1 038 | 037 | 0.7 |0.69 | 0.6
50 0.49 | 045 | 038 | 0.72 | 0.71 | 0.65
100 0.7 107 |07 0.77 | 0.74 | 0.7
120 0.92 | 0.89 | 0.8 1.05 1099 | 0.9

To evaluate NDA’s performance for computing resources with respect to connecting and
processing time, it is compared with existing algorithms in same domain, i.e., Description
Logic (DL) and Greedy Approach (GrA) [[190]. These approaches are chosen for computing
resources as these deal with matchmaking criteria based on input query. The DL helps to
represent knowledge of service in a structured way and provides ranking for match. It
recursively calls itself for universal quantification of resources and stores global score as
degree of match. The resource having maximum degree is shortlisted. On the other hand,
GrA matches every concept of query with the each concept of resource. It begins from all the
output concepts and remove them from generated list as soon as it is matched with concept
from resource.

The performance of NDA, DL and GrA are tested and evaluated for processing datasets of
20, 30, 35, 40, 50,100 and 120 resources. It is examined on computation of processing and
connecting time both locally and globally. The results are shown in Table and Figures
6.4H6.Jl
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From Figure [6.4] it is found that DL takes maximum connecting time (both locally and
globally) with increase in number of resources. In comparison, GrA takes lesser time and
NDA takes minimal connecting time for computation of resources. Thus, the proposed NDA
comes out to be an efficient resource discovery technique for connecting maximum number

of resources in minimum time. It is observed from Figure [6.5] that DL, GrA take maximum
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and average processing time, respectively, in computing resources. In comparison, NDA
provides minimum processing time, both locally and globally.

Thus, it is concluded that NDA offers more resources by connectivity them in minimum time.
This is due to the fact that trust score generator provides an array of shortlisted resources
to provide sufficient options for recovering from network faults and halts that hinder the
data transmission. The communication range of neighbor sets with respect to increase
in resources both locally and globally shows an increase in processing time denoting that
MARRS-10T is capable to process large number of resources in minimum processing time
using proposed NDA. Thus, MARRS-IoT proves to be highly scalable. Also, the results
show an increase in confidentiality of MARRS-IoT. Moreover, the graphs indicate that with
increase in number of resources in the network (locally or globally), collision will occur due
to more resources, receiving the data. Thus, for the scenario, to minimize the collision, the
decision considers the computation and evaluation of the maximum and minimum distances

for local and global networks, respectively, for the proposed FDA.

6.4.2 Performance Evaluation of Framework

MARRS-10T 1s tested and examined for decision making. Each gathered resource is assigned
a trust score which is either O or / on the basis of trust evaluation. Here, 0 indicates no trust
and / represents trust. The trustworthy resources undergoes decision making process using
proposed Fuzzy-Decision Algorithm, FDA, (see Algorithm[6.3). An array is considered with
trust score value equal to /. The resources as participants is initialized to 0. Each participant
is checked for its presence with two conditions; either present locally or present globally.
For both the resultant arrays are generated after sorting for both local and global evaluations.
Further, the distance between initiator and participating resources is calculated using newly
generated arrays. The resources are shortlisted from both arrays and are checked against
their availability. Finally, maximum and minimum distances for local and global networks
are computed. To evaluate FDAs performance for MARRS-IoT, it is compared with existing
algorithms, i.e., PSO, ACO and BGA [191]. It is tested and evaluated for the given data sets
of 20, 30, 35, 40, 50,100 and 120 resources. The performance is examined on the basis of

its execution time and consuming CPU cycles. If the CPU cycles is more, then it consumes
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more energy and time for selecting the best resource.

These algorithms are tested on system having configuration as Intel i5 4th generation
quad-core processor with 4 GB RAM and 2 GB NVidia card. The objective is that once
a connection is established among resources, the process is triggered repeatedly to select the
best resource. The performance results are shown in Table [6.3]

From Figure [6.6(a), it is found that BGA takes maximum CPU consumption for processing
the resources iteratively. In comparison, ACO and PSO take less CPU consumption and thus
leads to resolve the congestion on server due to multiple queries processed at toll plazas. It is
concluded that proposed FDA takes less CPU cycles for processing queries and increases its
efficiency with less load on server. Thus, the proposed method comes out to be the efficient
decision making technique to provide the best resource in less time, i.e., < I seconds.

It is observed from Figure [6.6(b) that BGA takes the maximum execution time that results
into slow down the decision making process and thus, leading to the problems of traffic
congestion. In comparison, ACO outperforms better than BGA and PSO takes less execution
time in selecting the best resource. The proposed FDA takes less execution time for selecting
the best resource as compared with existing benchmark algorithms.

Thus, it is concluded that FDA provides best resource in less time, consuming minimum

CPU cycles.
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Table 6.3: Comparison among approaches

Datasets | Approaches | Execution Time | CPU Cycles (in
(in sec) Yoage)
PSO 11.43 34.92
20 ACO 1.38 38.26
BGA 10.84 48.82
FDA 0.59 29.7
PSO 11.49 35.39
30 ACO 0.6 38.5
BGA 18.53 51.54
FDA 0.55 29.78
PSO 11.44 35.81
35 ACO 0.61 38.77
BGA 24.1 54.94
FDA 0.45 29.87
PSO 11.44 36.33
40 ACO 0.68 38.96
BGA 29.63 59.15
FDA 0.52 17.49
PSO 11.38 36.80
50 ACO 0.82 39.29
BGA 43.62 65.22
FDA 0.56 19.14
PSO 11.5 37.39
100 ACO 1.4 39.6
BGA 55.25 86.92
FDA 0.65 23.66
PSO 11.48 37.87
120 ACO 1.7 39.96
BGA 59.02 92.46
FDA 0.75 23.9
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6.4.3 Communication

MARRS-IoT communicates data via Hybrid M-Gear (see Algorithm [6.4). The Hybrid
M-Gear through base station, BS, broadcasts hello packet to the other resources to join the
network, i.e., it asks query and finds the results on the basis of output provided by the other
resources. The location of resources are send to BS which provides gateway to access the
information from the connected resources. If there is no connected resource to provide the
information, then BS and gateway goes in to sleep mode for each resource. The entire region
is divided in to multiple regions on the basis of their distance with the BS via multi-hoping.
Each region has its own cluster head, CH that gathers the data from the region. The gathered
data is aggregated to BS via gateway through CH. Thus, BS has complete information in less
time and the communication ends. In order to evaluate its efficiency, it is compared to two
existing protocols, namely, LEACH [192] [[193]] and Mod-LEACH [194]]. These algorithms
are simulated on MATLAB for defined area of 100 x 100. The simulation is processed for
3000 rounds and its evaluated results are discussed below.

(A) Alive resources: The network works for maximum period till resources are alive for
communication. The number of alive resources enhance the network’ performance
with maximum delivery of data. Figure [6.7(a) shows that total number of alive
resources during the data transmission. It is found that Hybrid M-Gear returns
maximum number of resources for communication. In comparison, less number of
alive resources are observed in Mod-LEACH, followed by LEACH. Thus, Hybrid
M-Gear provides better utilization of resources.

(B) Dead resources: The network’s lifetime is defined by the number of resources that
are retained during the transmission whereas dead resources highlight the network’s
deficiency to communicate complete data to the destination. Figure [6.7(b) presents
the dead resources during communication. It is observed that energy of the resources
is worn out rapidly in the LEACH as most of the energy is wasted in updating the
table. In Mod-LEACH, it is comparatively less and retained up to 1200 rounds. The
Hybrid M-Gear provides the maximum energy utilization and retaining resources for

communication up to 2500 rounds. It suggests that Hybrid M-Gear is best among three

197



Allive Nodes {in %)

1500
Rounds

(a)

a L] 14100

Ay

2500 1]

E.

Enermy Consumplion
8 &

1400

o ]

1500
Raounds

(o)

2000 2500 3o

Diead Modes
2 B

Y I T T

&

-

=

Throughput

i—Hytﬁu-MGEAR'i
|=——LEACH
|~ ModEAGH
1004 B 15;” 25hu aiau mﬁm
Raunds
(b)
——
— Hytrid-MGEAR | |
|—'LEM'.H
—ModLEACH |
1&;“ 155” :ahu aiﬁu mﬁm
Rounds

(@

1500
Raurds

(e)

Figure 6.7: System Performance (a) Alive resources (b) Dead resources (c) Energy
consumption (d) Throughput (e) Success Rate

140

a 500

2 2500 000

198



approaches.

(C) Energy Consumption: There is another aspect to find that how much energy is
consumed during communication. If energy consumed is less, then the resources
are retained for longer period. Figure [6.7(c) shows the energy consumption of the
routing protocols. It depicts that Mod-LEACH consumes maximum energy and is
highly reactive such that resources worn out easily whereas Hybrid M-Gear conserves
energy for longer time. Also, LEACH retains the energy of the resources but as number
of rounds are increasing, its energy gets depleted due to active state of cluster heads in
all rounds.

(D) Throughput: The throughput evaluates the efficiency of the network on the basis
of maximum data delivery from source to destination and is fully dependent on the
network’s lifetime, i.e., energy consumption of the resources. Figure [6.7(d) shows the
maximum packets to be delivered to the base station. It is observed that Mod-LEACH
provides minimum packet delivery that results in to minimum throughput. In contrast,
LEACH has moderate throughput and Hybrid M-Gear guarantees to deliver maximum
packet with highest throughput. Thus, Hybrid M-Gear sends complete data to the
destination.

(E) Success Rate: It suggests for successful delivery of packets to destination with
accuracy to ensure network’s efficiency. Figure [6.7(e) presents the success rate of
the packets. It is found that LEACH provides the minimum delivery of packets.
Mod-LEACH shows the average delivery of packets whereas Hybrid M-Gear provides
maximum success rate during data transmission. Thus, Hybrid M-Gear does not loose
the quality of data.

Thus, it is concluded that Hybrid M-Gear is better and energy efficient routing protocol for

communication among reliable resources.

6.4.4 Complexity Analysis

The set of resources, N = {ny, ny, ..., ng, ..., n,} are considered that are in 2-D area.The
resource ‘k’ is located at 2-D position, py ;, having the tendency to make point observation,

Yy 5, of a spatial function, F), ,; is searched at ‘Ith’ step due to its self-discoverable properties.

199



Therefore, the computational time complexity for searching a resource is deduced using Eq.

as given below:
Yo = Fp, + & = O(N*)+ O(N) = O(N?) (6.27)

The computation and allocation of resources take place by taking the information from the
nodes in prediction range set, B;. Thus, the time complexity for allocating resources is

deduced using Eq. and is given as:

By =Xj_ =M ER; = T}_,0(N) = O(N?) (6.28)

These resources route their data to the base station, BS using Hybrid M-Gear. It evaluates
the shortlisted resources through which data with accuracy is selected. Based on its working
methodology, its complexity is analyzed in terms of trust evaluation metrics as discussed
below.
(A) Trust Evaluation Locally: For trust evaluation locally, T; ;, it considers both direct and
indirect trust and its computational time complexity is deduced using Eq. as given

below:
Ti,j = Wa X DTj j + Wing X E(DT;; x IT}, j) = O(N) x O(N) + O(N) x LZO(N)
= O(N?) 4+ O(N?logN) (6.29)
= O(N*logN)

where, O(N?logN) defines the number of iterations performed in direct and indirect

trust. In terms of storage, its complexity is given by:
Tstorage = Ra(DT) +Ry(IDT) = O(N)+ O(N) = O(N) (6.30)

where, R;(DT) and R, (IDT) are the storage repositories for the data that are required
from the resources. The data is stored in the form of sorted array list and is evaluated
to select best matched search parameters.

(B) Trust Evaluation Globally: Its computation time is computed using Eq. [6.23] and is
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given as:

T,'J:limitn%oo[(1+r—|—r2+...+rn) .d] 631)

= O(N)+O(N) x O(N) = O(N?)

where, O(N?) defines the number of iterations in multiple routes using indirect trust.

Its storage complexity is given by:
GTyiorage = Ra(IDT) + Ry(sortIDT) = O(N)+ O(N) = O(N) (6.32)

where, R;(IDT) and R;(sortIDT) are the storage repositories for the gathered data
by indirect trust and evaluated gathered data after sorting, respectively. Here, it takes

another storage for processing the data and selecting the best matched parameter.

6.4.5 Resolving Security Issues

The various security constraints, i.e., authentication, confidentiality, integrity hamper the

performance of the system due to the presence of the malicious resources. They are resolved

by MARRS-IoT and are discussed below.

(A) Authentication through Communication: MARRS-IoT enhances systems’ performance

(B)

©)

by detecting the unwanted response while communicating with the malicious
resources. It also authenticate the neighboring resources joining the network by direct
and indirect trust computation.

Confidentiality: In order to recognize malicious spies, MARRS-IoT tends to
separate both peer’ trust value who act as service provider and confidence in their
recommendations based on build reputations. Thus, it provides confidential resources
to communicate data to the end user via routing protocol.

Integrity: In order to avoid stabile attack, MARRS-IoT provides low trust score to
the new joining resources such that malicious resources can be recognized and does
not receive services. Thus, it maintains integrity for the communication among the

resources.
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From the above analysis, it is observed that MARRS-IoT helps to resolve security constraints

via trust based decision making (FDA) and routing through Hybrid M-Gear.

6.5 Conclusion

The chapter has introduced “Middleware Approach for Reliable Resource Selection on
Internet-of-Things (MARRS-IoT)” which is self-configurable, explorable, adaptive and
efficient. It allows resource discovery through Neighbor Discovery Algorithm and
trust-based FDA. It evaluates trust score using Fuzzy-trust model and reputation to perform
optimal decision making on the basis of the availability of resources, both locally and
globally. The shortlisted resources are routed using Hybrid-MGear protocol. The
experimental results justify the proposed MARRS-IoT integration with service models such
as ETC for automation and data transmission in order to minimize traffic congestion. From
the experimental analysis with respect to CPU’ cycles and execution time, it is concluded
that MARRS-IoT provides automated decision making with lower latency, higher accuracy
and reliability. Hence, it efficiently selects the rightful resource in less time as compared
with state-of-the-art algorithms. Further, it provides security with respect to constraints like
authentication, confidentiality, integrity.

In future, MARRS-IoT could be extended for the selection of leader resource which is
responsible for the synchronization of the other resources. Another possible extension could

be to deal with the failure of the leader resources, i.e., fault tolerance.
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CHAPTER 7

Conclusion and Future Scope

7.1 Conclusion

The resources on loT are exponentially growing in the billions and are expected to generate
huge amount of data in zettabytes by 2020. In order to have efficient discovery, selection,
ranking, access, integration, understanding of the data and services from these resources,
it would require coordinated efforts among network, data/service provider, and core loT
components. It would facilitate in selection and usage of the best resources at the right
time and location. Due to distribution, scale, heterogeneity, multi-modality, streaming data
and dynamicity of IoT environments, traditional solutions for searching, accessing will
not be applicable or will remain far from adequate for practical and large-scale dynamic
IoT applications. To address the problem, the thesis has proposed various techniques for
resource discovery and selection that cover the data management, knowledge representation
and interpretation.

A novel discovery technique, namely, IKm-CA is proposed that intends to cluster formation
iteratively to search resources through matching criteria. The criteria emphasizes on
existence of relation between two points with respect to threshold value whereas similarity
based clustering using Cosine coefficient of vector space model provides better evaluations

than Jaccard, Dice and Euclidean, respectively. With these evaluation, IKm-CA in
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collaboration with Cosine coefficient is simulated using MATLAB against exponentially
growing nodes to analyze the search efficiency. The results supports algorithm’s efficiency
with minimum complexity of O(N). Thus, it is an optimized and efficient approach for
resource discovery.

A framework,CASOF-IoT is proposed that performs efficient resource discovery through its
four layers, namely, CAL, CASL, SOL and SDL. The layers gather, model data via schema
for knowledge representation and perform searching with Multi-Modal search algorithm.
The searched results are further optimized with /GD algorithm that are accessed through
interfaces. The search algorithm provides concise view and best matches against query from
Red-Stores. The IGD algorithm reduces the search complexity through Gradient Descent
using Armijo’s Rule which eradicates unpredictable step size. The algorithm enables the user
to decrease and update the step size for finding gradient points and to obtain best neighbor
with less computational complexity. Moreover, it provides continuous update of search sets
with iterative process that results into more efficient technique when compared with Newton
and Quasi-Newton methods. The obtained results validate its search efficiency by taking less
time, i.e., 0.1s to - 0.35s for discovering the resources. Additionally, the system performance
is analyzed through various metrics such as energy consumption, delivery of packets, data
loss, throughput, quality of data and latency. The minimum operation complexity of IGD is
O(N) providing efficient search for resources.

Another framework, i.e., IRIF-IoT emphasizes on semantics for knowledge representation
and automated reasoning. The technique implements SMEBG Algorithm, which is further
optimized with Hungarian Algorithm having strong polynomial time bound complexity of
O(| Vi |?). The approach is tested for application, namely, ETC, and is compared with
FCL and GA using AIMSUN software. The results are analyzed on the basis of system
performance, performance metrics like power consumption, throughput, packet delivery rate,
packet loss, latency and data quality and complexity. From the analysis, it is concluded that
the proposed approach has better search efficiency with minimal operational complexity of
O(N). Hence, it enhances system performance significantly.

The proposed MARRS-IoT 1is self-configurable, explorable, adaptive and efficient. It allows

resource discovery through NDA and performs selection using FDA. It evaluates trust score
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using Fuzzy-trust model and reputation to perform optimal decision making on the basis
of the availability of resources, both locally and globally. The shortlisted resources are
routed using proposed Hybrid-MGear routing algorithm. The experimental results justify
the proposed framework’s integration with service models such as ETC for automation and
data transmission in order to minimize traffic congestion. From the experimental analysis
with respect to CPU’ cycles and execution time, it is concluded that MARRS-IoT provides
automated decision making with lower latency, higher accuracy and reliability. Hence,
it efficiently selects the rightful resource in less time as compared with state-of-the-art
algorithms.

An analysis of different frameworks and algorithm is done using various parameters as

discussed in Table

Table 7.1: Comparison among Proposed Techniques

Parameters | IKm-CA CASOF-IoT IRIF-IoT MARRS-IoT
Architecture | Distributed Centralized Centralized Distributed
Data Request and | Publish and | Request and | Request and
Acquisition | Response Subscribe Response Response

Data Observational Measurement Measurement Measurement
Gathering

Data Clustering Key-Value Ontology Gaussian
Modeling Distribution
Scalability X v v v

Searching Location based | Network based | Network based | Network based
Type

Semantic X X v X
Matchmaking

Clustering v X X X

to be cont’d on next page
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Table 7.1: Comparison among Proposed Techniques (contd.)

Parameters | IKm-CA CASOF-IoT IRIF-IoT MARRS-IoT

Searching Iterative Multi-Modal Semantic Neighbor

Approach k-means Search Matchmaking Discovery

Engine  using
Bipartite Graph

Indexing v v v v

Ranking v v v v

Decision X Iterative Hungarian Fuzzy based

Making Gradient

Approach Descent

Simulator MATLAB MATLAB, MATLAB, MATLAB
AIMSUN AIMSUN

Trust X X X v

Evaluation

Routing X X X v

Security X X X v

Constraints

Optimization| v v v v

Conditions | Heterogeneity Heterogeneity, Heterogeneity, Heterogeneity,
Context of data, | Scalability, Scalability,
Scalability Interoperability | Interoperability,

Trust

to be cont’d on next page
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Table 7.1: Comparison among Proposed Techniques (contd.)

Parameters | IKm-CA CASOF-IoT IRIF-1IoT MARRS-IoT

Applicability | Identification, Identification, Identification, Identification,

Communication, | Communication, | Communication, | Communication,

Searching Architecture, Architecture, Architecture,
Network and | Network Network,
Searching Searching,
Energy
Optimization,

Security and

Privacy

7.2 Future Scope

In future, the proposed technique, IKm-CA could be performed for data control and
resolving traffic congestion for applications like smart home, electronic toll plazas. It could
be integrated with /Pv6 to ease the network management, to provide auto configuration
capabilities and improved security features. It could be extended for evaluating resources’
metadata that helps to rank the discovered resources. Also, it can be used for computing RGB
images to provide robustness and provide feasibility to deal with noise. The approach of
Euclidean Distance method can be replaced by Induced Kernel method to provide similarity
match in less time. In IKm-CA, the user needs to specify number of cluster in advance,
therefore, it could be improved where automated clusters can be decided in accordance with
input resources. Moreover, with the distance measurement methods, the system would act
independently for the selection of initial centroids. Further, /Km-CA can be implemented in
the field of time sampling where data of resources is received in regular periods.

In CASOF-IoT, the respective algorithms could be extended for multiple neighbor selection
with respect to various applications across distinct domains on IoT. Also, the privacy and

security concerns need to be resolved with increase in the number of resources. Moreover,
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a new indexing scheme for any web based search could be adopted on the basis of SVK
model to provide more efficient matches against query. A ranking scheme can also be
implemented in CASOF-IoT to minimize constrained search. It should urge a crawler to
find more documents that subject to a particular resource search within described limits.
This, in turn, could be ranked and indexed with the parameters of an optimal solution to
provide a more categorical ranking that would help in better information retrieval.

The IRIF-IoT could be extended with respect to security, privacy and trust for real distributed
environment where the connectivity between resources is virtual. Further, the software
agents could be integrated to the framework for secure coordination and communication
among various stations such that resources could be scheduled. Moreover, tracking and
managing the high number of resources that would be involved in the integration of IoT in
ITS remains a significant challenge. IRIF-IoT needs to define novel approaches for device
identification and the generation of unique Identifiers (IDs). Moreover, a distributed set
of wireless sensor nodes could be used to detect vehicular behavior (speed, direction, flow
cuts, and travel times) and sends this information to processing devices (these devices could
be integrated within the same environment as the sensors or within a cloud environment)
to make intelligent decisions such as dynamic time for traffic light and changing the lanes
available in each direction.

In MARRS-IoT, database should be provided where data can be stored and processed in
virtual servers through cloud computing (middleware element). This information can be used
in the future to model traffic and drivers’ behaviors, using wheel drive sensors or diadems
to read neural signals to detect mood changes, stress levels, or general body condition. It
would enable the notifications to be sent to nearby vehicles about dangerous or aggressive
driving patterns, allowing them to avoid accidents. Also, MARRS-IoT could be extended
for the selection of leader resource which is responsible for the synchronization of the
other resources. Another possible extension could be to deal with the failure of the leader
resources, i.e., fault tolerance. Further, MARRS-IoT can be used for the development of
federated systems that allow different devices from multiple environments to seamlessly

move from one network to another using the same authentication credentials.
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