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Security is like O,, you have it for guaranteed but when you don’t, getting it
becomes the immediate and pressing priority.
Joseph Nye

Harvard University

Three people can keep a secret only if two of them are dead.

Benjamin Franklin

Privacy is not something that I’'m merely entitled to, its’ an absolute prerequisite.

Marlon Brando
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ABSTRACT

The desire to be connected anytime, anywhere, anyhow has led to the development
of wireless networks, especially in the area of pervasive and ubiquitous computing.
The Mobile Ad hoc NETworks (popularly known as MANETS) are no exception.
A wireless ad hoc network is a collection of two or more devices/nodes or
terminals with wireless communications and networking capability that
communicate with each other without the aid of any centralized administrator.
They do not have a fixed topology or infrastructure hence they are also known as
infrastructureless networks. Each node in a wireless ad hoc network functions as a
host or a router or both. The network topology is in general dynamic and the
communication is via an open medium, which is vulnerable. Thus, sophisticated
secure routing protocols are needed to safeguard the data against the unauthorized
access. The work presented in this thesis is an effort to address the security issues

by proposing a new secure routing protocol, termed as SANE-DNA.

We consider a routing protocol, namely, Dynamic Source Routing (DSR). The
DSR is an on-demand or reactive routing protocol based on the concept of source
routing. A pseudo DNA (Deoxyribo Nucleic Acid) based cryptographic algorithm
is used in order to secure the MANETs. The pseudo DNA cryptography is a
concept inspired from the field of life science and has been extended to the field of
MANETs to secure them. Nowadays, DNA is also being considered as a medium
for ultrascale computation and for ultra-compact information storage. In the
presented work, one potential key application is used known as DNA-based
molecular cryptography systems because it provides a much more compact storage
medium, and an extremely small amount of DNA suffices even for huge one-time-
pads. We have used one-time-pads for DNA-based cryptography and they are
found to be unbreakable. The proposed routing protocol has been verified and
validated through various simulation scenarios, using synthetically generated data

sets.

v



Simulation results demonstrate that the algorithm is secure with marginal
overhead. The results have been validated based upon RFC4728 for the DSR
protocol. The various parameters considered are: Route Acquisition Time, Average
End-to-End Delay (or Mean Overall Packet Latency), Routing Overhead and
Throughput (or packet delivery ratio).

Keywords: MANET, Routing protocols, Security, DNA cryptography
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Chapter 1

Introduction

1.1 Motivation

With recent advances in mobile technology and mobile devices, mobile computing
has become an important part of our life. People are using wireless networks for
their day-to-day work, be it making a phone call or to download news or to see and
listen or only listen to their favorite song from various multimedia servers with the
help of various devices such as mobile phones, PDAs or a laptop. More services
are in the offering in near future [46]. The desire to be connected anytime,
anywhere, anyhow has led to the development of wireless networks, opening new
vista of research in pervasive and ubiquitous computing [100]. This emerging field
of mobile and nomadic computing [61] requires a highly secure routing protocol to

effectively manage the communication among the peers.

Wireless networks [36,124], in general, refer to the use of infrared or radio
frequency signals to share information and resources between devices. Due to
basic difference in the physical layer (ISO/OSI model [14]), the wireless devices
and networks show distinct characteristics from their wireline counterparts, such as

[121,124]:

. Higher interference results in lower reliability.
Low bandwidth and much slower data transfer rate.
Highly variable network conditions.

Limited computing and energy resources.

Device size limitation, and

R N

Weaker security.

Apart from these limitations the wireless networks are immensely popular because

of the benefits of using wireless technologies, such as [61,62]:



» Access to more than one technology - Users can use more than one access
technology to service various parts of their network and during the migration phase
of their networks, when upgrading occurs on a scheduled basis. It enables a fully

comprehensive access technology portfolio to work with existing technologies.

* Minimal cost - The inherent nature of wireless is that it doesn’t require wires or
lines to accommodate the data/voice/video pipeline. Although paying fees for
access to elevated areas such as masts, towers, and building tops is not unusual but
the associated logistics, and contractual agreements are often minimal as compared

to the costs of trenching a cable.

* Reduced time to revenue - Companies can generate revenue in less time through
the deployment of wireless solutions than with comparable access technologies
because a wireless system can be assembled and brought online in a very short

span of time.

* Provides broadband access extension - Wireless commonly competes and
complements existing broadband access. Wireless technologies play a key role in
extending the reach of cable, fiber, and Digital Subscriber Link (DSL) markets,
and it does so quickly and reliably.

Wireless networks can be categorized in various ways depending upon the chosen

criteria for classification, as shown in Table-1.1.



Table 1.1. Wireless Network Classification

S. No.

Criteria Types

Communication coverage area WAN
WMAN
WLAN
WPAN
BAN

Access technology GSM Networks

TDMA Networks

CDMA Networks
Satellite Networks

Wi-Fi (802.11) Networks
Hiperlan2 Networks
Bluetooth Networks [120]
Infrared Networks

Network Applications Enterprise Networks

Home Networks

Tactical Networks

Sensor Networks

Pervasive Networks

Wearable Computing
Automated Vehicle Networks.

Network Formation and | Infrastructure Based Networks
Architecture Infrastructureless Networks

As mentioned in Table-1.1, based upon the criterion of network formation and

architecture, the wireless networks can be subdivided into two classes,

Infrastructured and infrastructureless networks [61,62]. These are defined as

follows:

a)

b)

Infrastructured networks, have fixed and wired gateways. They have fixed
base stations connected to other base stations through wires. The
transmission range of a base constitutes a cell. A “hand-off” occurs as
mobile host travels out of range of one station and into the range of another
and thus, the mobile host is able to continue communication seamlessly
throughout the network, represented in Figurel.l. The Cellular networks

fall under this category.

Infrastructureless networks, do not have fixed routers and all nodes are

capable of movement and can be connected dynamically in an arbitrary




manner. The entire network is mobile, and the individual terminals are

allowed to move at will relative to each other, represented in Figurel.2.

Mobile Ad hoc Networks (MANETs) falls under this category.
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Figure 1.2. An infrastructureless network

The basic principle behind ad hoc networking is the multi-hop relaying [36], which
traces its root back to 500 B.C. Darius I (522-486 B.C.), the king of Persia, devised
an innovative communication system that was used to send messages and news
from his capital to the remote provinces of his empire by means of a line of
shouting men positioned on the tall structures. The system was faster than normal
method of sending the message/news through a messenger. The use of ad hoc
voice communication was used in many tribal societies with a string of repeaters of
drums, trumpets or horns. In recent times, it was the Department of Defense
(DoD), in 1972, initiated a new program on Packet Radio Networks (PRNET) [1]
with the intention to create technologies for the battlefield that did not employ the
previously deployed infrastructure but were highly survivable. Table 1.2
summarizes the major milestones in the development of MANET [27,49,66,79].
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Table 1.2. Historical development of MANET

Date Generations Developments

1972 First generation o PRNET (Packet Radio Networks)

. ALOHA (Arial Locations of
Hazardous Atmospheres)

o CSMA (Carrier Sense Medium

Access)
1980 Second ) SURAN (Survivable Adaptive
Generation Radio Networks)
Early 1990 Third generation . GloMo (Global Mobile Information
Systems)

o NTDR (Near-term Digital Radio)
o Mobile Ad-Hoc Networking
Working group was established,

1991.
Mid and Late o JTRS (Joint Tactical Radio
1990 System), 1996.

o IETF published several drafts about
Routing protocol of MANET,
2000.

o IEEE Workshop on Mobile Ad Hoc
Networking and Computing was
established, 2000.

Future Fourth generation | e Use of mobile adhoc routers to
provide Internet connectivity to
mobile users.

o Distributive collaborative
computing.

o Distributed sensing networks.

o Disaster recovery networks.

The benefits of ad hoc networks appeal to applications like conferences, meetings,
disaster relief, rescue missions, and battlefield operation. Such scenarios typically
lack a central administration or wired infrastructure. Some of the application areas

[34,35,39,116] are listed in Table 1.3




Table 1.3. Mobile Ad hoc Network Applications

Applications Descriptions/Services
Tactical Military communication and operations, Automated Battlefields.
networks

Sensor networks | Collection of embedded sensor devices used to collect real-time data
to automate everyday functions. Data highly correlated in time and
space, e.g., remote sensors for weather, earth activities; sensors for
manufacturing equipment. Can have between 1000-100,000 nodes,
each node collecting sample data, then forwarding data to
centralized host for processing using low homogeneous rates.

Emergency Search-and-rescue operations as well as disaster recovery; e.g., early
services retrieval and transmission of patient data (record, status, diagnosis)
from/to the hospital, replacement of a fixed infrastructure in case of
earthquakes, hurricanes, fire, etc.

Commercial E-Commerce, e.g., electronic payments from anywhere (i.e., in a
taxi) Dynamic Business environment- access to customer files stored
in a central location on the fly provide consistent databases for all
agents mobile office, Transmission of news, road conditions,
weather, music local ad hoc network with nearby vehicles for
road/accident guidance.

Home and Home/office wireless networking (WLAN), e.g., shared whiteboard-
enterprise networking application, use PDA to print anywhere, trade shows
Personal Area Network (PAN), Body Area Network (BAN).

Educational Set up virtual classrooms or conference rooms applications Set up ad
hoc communication during conferences, meetings, or lectures.

Entertainment Multiuse games, Robotic pets, Outdoor Internet access.

Location-aware | Follow-on services, e.g., automatic call forwarding, transmission of
services the actual workspace to the current location

Information services

Push, e.g., advertise location-specific service, like- gas stations;

Pull, e.g., location-dependent travel guide;

Services (printer, fax, phone) availability information; etc.




Apart from above applications the MANETSs are found to be useful for realizing

the tetherless computing and opportunistic mobile computing [121].

A MANET can also be defined as a distributed infrastructureless network [112]
and mainly relies on individual security solutions from each mobile node and
therefore centralized security control is hard to implement [110]. Securing a

MANET is a severe problem because of the conjunction of several factors:

e Vulnerabilities: the lack of physical security and the ease of eavesdropping and
spoofing leaves much desired gap between the security in wireless
communication and the security in standard wireline communication.

e Lack of a priori trust: A MANET consists of set of nodes, which are not part of
any organization, therefore the classical security paradigm based on pre-
established trust among the parties are not applicable.

e Lack of infrastructure: security solutions comprising of dedicated secure
components with predefined roles (such as trusted third party and key servers)
cannot be used in this environment.

e Requirement for cooperation: due to lack of dedicated components, such as -
routers and servers, the basic network functions and services need to be carried
out by a set of ordinary nodes in a distributed fashion. Thus, the routing is
affected by the presence of malicious node or the absence of cooperation

among the nodes.

1.2 Statement of the Problem

The highly dynamic nature of MANETSs result in frequent and unpredictable
changes in the network topology, which add to the difficulty and complexity to
routing among the mobile nodes within the network. Thus, establishing
communication among mobile nodes is a great challenge in itself. The applications
associated with the field of MANETSs, make them an important part of the next

generation wireless networks.



In this research work, focus has been put on the strategy to address the security
issue because MANETSs are generally more vulnerable to information and security
threats than fixed-wired networks. The use of open and shared broadcast channels
means the nodes with inadequate physical protection are prone to security threats.
Further, a lot of emphasis has been given on the routing mechanism and the
security area has not been addressed adequately in existing research. Thus, the
issue to design and develop an efficient and secure routing protocol is still wide

open.

The main objective of the present work can be stated as — “to design and develop a
routing protocol for MANETs”. In order to handle the above problem, the

following outline is proposed:

1. Evaluation and Analysis of existing ad hoc routing protocols — The assessment
and study of different types of routing protocols will help in better
understanding of the basic characteristics and functioning of the protocols.
Analysis of some of the routing protocols can be carried through simulation,
using synthetically generated data sets. Further, there are various mobility
models proposed, it would also be interesting to note the behavior of these

protocols when subjected to simulation under these models.

2. Design and development of the proposed routing protocol - Based upon the
knowledge so gleaned will act as pavement for improving an existing routing
protocols. The new protocol will be proposed after proper verification and
validation through simulations. The proposed protocol can be validated against
different RFCs proposed by IETF and the verification can be done by taking
various performance metrics such as — route acquisition time, average end-to-

end delay, routing overhead, and throughput.

1.3 Organization of the Thesis

Including this introductory chapter, this thesis contains six chapters.
Chapter 2 presents a literature review and general considerations of routing

protocols followed by critical comparison and analysis of different type of routing
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protocols for MANETSs. The routing protocols can be mainly categorized as: Flat-
routing, Hierarchical routing and Location aware routing. The chapter is mainly
devoted towards the study of DSR routing protocol, used in conjunction with the

proposed technique for secure routing in MANETs.

Chapter 3 discusses the state of the art in MANET security, focusing mainly on the
contributions relating to secure routing protocols. The wireless networking and
mobile computing hardware is now capable of fulfilling the promise of this
technology therefore it is the need of the hour to design and develop routing

protocols which can support the performance with protection.

Chapter 4 provides a novel secure routing protocol for secure routing in MANETSs.
We consider a routing protocol, namely, Dynamic Source Routing (DSR). The
DSR is an on-demand or reactive routing protocol based on the concept of source
routing. DNA based cryptographic algorithm is used in order to secure the
MANET. The DNA cryptography is a concept inspired from the field of life
science and has been extended to the field of MANETS to secure them. DNA is
being considered as a medium for ultra scale computation and for ultra-compact
information storage. In the presented work, one potential key application known
as, DNA-based molecular cryptography is used. Its use is also proposed because it
also provides a much more compact storage medium, and an extremely small
amount of DNA suffices even for huge one-time-pads. We have used one-time-
pads for DNA-based cryptography and they are found to be unbreakable. The
routing algorithm [125] developed is named as: SANE-DNA. The word SANE is
of Latin origin and means- sensible, (some of the synonyms are- wise, rational,
commonsensical) and has been used as an acronym for Securing Ad hoc NEtwork.
The word DNA highlights the underlying method used for securing the routing

protocol.

Chapter 5 of the thesis highlights the different scenario in which the proposed
secure routing protocol has been analyzed by making use of a simulated
environment. The chapter mainly deals with the verification of the proposed

SANE-DNA routing protocol. We also discuss the various simulation scenarios



used while carrying out the implementation work. Simulation results demonstrate

that the algorithm is secure with marginal overhead.

Finally, Chapter 6 summarizes the contribution of this thesis. It also provides a

number of useful directions for future research on the presented work.

Apart from above chapters, the thesis also has a list of commonly used terms in
DNA cryptography (Appendix-I) and the source coding used in the experimental
setup (Appendix-II). In the end, a list of author’s research contributions is also

provided.
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Chapter 2

Literature Review and General Considerations

2.1 Introduction

Mobile computing [121] is proliferating as devices are becoming smaller, cheaper,
and more powerful. By combining mobile devices with wireless communication
abilities, the vision of being connected anytime, anywhere, anyhow will soon be a
reality. New applications arise from mobile entities interacting and collaborating
towards a common goal. With cellular phones being widely employed [28] and the
mobile Internet emerging into the market place, concepts of dynamic wireless
networks that do not depend on expensive infrastructure draws attention to the area

of ad hoc networks.

Mobile devices constitute a mobile ad hoc network when they directly and
wirelessly communicate with other devices nearby without any fixed
infrastructure. The mobile nodes move and thus the network topology changes
dynamically and frequently. The absence of any hierarchy, established
infrastructure, or centralized administration forces the nodes to control the network

on their own.

We quote the definition of a mobile ad hoc network from the charter of the

corresponding Internet Engineering Task Force (IETF) [64]:
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“A ‘mobile ad hoc network” (MANET) is an autonomous system of mobile routers
(and associated hosts) connected by wireless links-the union of which forms an
arbitrary graph. The routers are free to move randomly and organize themselves
arbitrarily; thus, the network's wireless topology may change rapidly and
unpredictably. Such a network may operate in a standalone fashion, or may be
connected to the larger Internet".

The ultimate goal of MANETS is to provide secure routing of data resources to
mobile users at anytime and from anywhere. In conjunction with the existing
routing protocols, providing security for MANETs give rise to significant
challenges and performance opportunities [93]. This chapter provides a

background on routing and reviews some key approaches for routing in MANETS.

2.2 MANET Characteristics

MANETSs are new paradigm of networks, offering unrestricted mobility without
any underlying infrastructure. Basically, ad hoc network is a collection of nodes
communicating with each other by forming a multi-hop network. Following are the

characteristics of a MANET [112,121]:

Dynamic Topologies

Nodes are free to move arbitrarily. The network topology may change randomly
and have no restriction on their distance from other nodes. As a result of this
random movement, the whole topology is changing in an unpredictable manner,
which in turn gives rise to both directional as well as unidirectional links between

the nodes.

Energy Constrained Operation

Almost all the nodes in an ad hoc network rely on batteries or other exhaustive
means for their energy. The battery depletes due to extra work performed by the
node in order to survive the network. Therefore, energy conservation is an

important design optimization criterion.

Bandwidth Constraint
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Wireless links have significantly lower capacity [47] than infrastructures networks.
Throughput of wireless communication is much less because of the effect of the
multiple access, fading, noise, interference conditions. As a result of this,

congestion becomes a bottleneck in bandwidth utilization.

Limited Physical Security

MANETs are generally more prone to physical security threats than wireless
networks because the ad hoc network is a distributed system and all the security
threats relevant to such a system are pretty much present, as a result, there is an
increased possibility of eavesdropping, spoofing, masquerading [130], and denial-

of-service type attacks.

2.3 Routing in MANETS

A routing protocol [115] is the mechanism by which user traffic is directed and
transported through the network from the source node to the destination node.
Objectives include maximizing network performance from the application point of
view - application requirements- while minimizing the cost of network itself in
accordance with its capacity. The application requirements are hop count, delay,
throughput, loss rate, stability, jitter, cost; and the network capacity is a function of
available resources that reside at each node and number of nodes in the network as
well as its density, frequency of end-to-end connection (i.e. number of
communication), frequency of topology changes (mobility rate). The four core

basic routing functionality for mobile ad hoc networks are:

e Path generation: which generates paths according to the assembled and
distributed state information of the network and of the application; assembling
and distributing network and user traffic state information.

e Path selection: which selects appropriate paths based on network and
application state information.

e Data Forwarding: which forwards user traffic along the select route

forwarding user traffic along the selected route.
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e Path Maintenance: maintaining of the selected route.

Consequently routing is bounded by traffic requirements, network capacity and the

security requirements, as illustrated in Figure. 2.1
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Figure 2.1 Routing in MANET

Due to its characteristics, other desirable features of ad hoc routing protocol
include- fast route establishment, multiple routes selection, energy/bandwidth
efficiency and fast adaptability to link changes. Almost all routing systems respond
in some way to the changes in network and user traffic state. However, routing
systems vary widely in the types of state changes to which they respond and the
speed of their response. Routing states can be divided into three categories - Static,
Quasi Static and Dynamic. Further, each of the three basic routing functions may
be implemented in three ways- Centralized, Decentralized and Distributed [36].
The routing protocols can be mainly categorized as: Flat routing, Hierarchical

routing and Location aware routing [33,76,90,98].
2.3.1 Flat Routing

There are two schemes in flat routing, namely, table-driven (or proactive) routing

protocols and on-demand (or reactive) routing protocols [106,140].
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I. Table-Driven Routing (Global/Proactive protocols)

In proactive routing protocols, the routes to all the destinations (or parts of the
network) are determined at the start up, and maintained by using a periodic route
update process. In proactive routing protocol each node maintains the information
about the other nodes in the tables. Though the number of tables used by the
different protocols differ. The various proactive routing protocols differ in the way

in which they update the routing information in the tables.

a) Destination Sequenced Distance Vector (DSDV)

The DSDV algorithm [32] is a modification of Distributed Bellman Ford
algorithm, which guarantees loop free routes. It provides a single path to a
destination, which is selected using the distance vector shortest path routing

algorithm.

In order to reduce the amount of overhead transmitted through the network, two
types of update packets are used. These are referred to as a “‘full dump’” and
‘incremental’ packets. The full dump packet carries all the available routing
information and the incremental packet carries only the information changed since
the last full dump. The incremental update messages are sent more frequently than
the full dump packets. However, DSDV still introduces large amounts of overhead
to the network due to the requirement of the periodic update messages, and the
overhead grows according to O(N?). Therefore, the protocol will not scale in large
network since a large portion of the network bandwidth is used in the updating

procedures.

b) Wireless Routing Protocol (WRP)

The WRP protocol [128] also guarantees loops freedom and it avoids temporary
routing loops by using the predecessor information. However, WRP requires each
node to maintain four routing tables. This introduces a significant amount of
memory overhead at each node as the size of the network increases. Another
disadvantage of WRP is that it ensures connectivity through the use of hello

messages. These hello messages are exchanged between neighboring nodes
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whenever there is no recent packet transmission. This will also consume a
significant amount of bandwidth and power as each node is required to stay active
at all times (i.e., they cannot enter sleep mode to conserve their power). The Table
2.1 and Table 2.2 outline the basic characteristics and complexity of the two

routing protocols discussed above.

Table 2.1. Basic Characteristics of DSDV and WRP

Protocol | Routing | Number | Frequency | Hello Critical | Characteristic
Structure | of of Message | Nodes | Feature
Tables | Updates
DSDV | Flat 2 Periodic Yes No Loop Free
and as
Required
WRP Flat 4 Periodic Yes No Loop freedom
using
predecessor
Information
Table 2.2. Complexity Comparison of DSDV and WRP
Protocol | Convergence | Memory Control Advantages/
Time Overhead | Overhead Disadvantages
DSDV O(Diameter of | O(Number | O(Number | Loop free/high overhead
network —1) of Nodes in | of Nodes in
the the
Network) Network)
WRP O(Height  of | O(Number | O(Number | Loop free/memory
the Routing | of Nodes in | of Nodes in | overhead
Tree) Network)® the
Network)

I1. On-Demand Routing (Reactive Protocols)

In reactive protocols, routes are determined when they are required by the source
using a route discovery process. These protocols were designed to reduce the
overhead encountered in proactive protocols by maintaining information for active
routes only. This means that the routes are determined and maintained for the
nodes that are required to send data to a particular destination. Route discovery
usually occurs by flooding route request packets through the network. When a
node with a route to the destination (or the destination itself) is reached a route

reply is sent back to the source node using link reversal if the route request has
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traveled through the bi-directional links or by piggy-backing the route in a route
reply packet via flooding. Therefore, the route discovery overhead (in the worst
case scenario) will grow by O(N+M) when link reversal is possible and O(2N) for
unidirectional links (where, N represents the total number of nodes and M

represents the total number of nodes in the localized region).

Reactive protocols can be classified into two categories:
1. Source routing, and

ii.  Hop-by-Hop routing

In Source routed on-demand protocols, each data packets carry the complete
source to destination address. Therefore, each intermediate node forwards these
packets according to the information kept in the header of each packet. This means
that the intermediate nodes do not need to maintain up-to-date routing information
for each active route in order to forward the packet towards the destination.
Furthermore, nodes do not need to maintain neighbors connectivity through
periodic beaconing messages. The major drawback with source routing protocols is

that in large networks they do not perform well.

In hop-by-hop routing (also known as point-to-point routing), each data packet
only carries the destination address and the next hop address. Therefore, each
intermediate node in the path to the destination uses its routing table to forward
each data packet towards the destination. The advantage of this strategy is that
routes are adaptable to the dynamically changing environment of MANETS, since
each node can update its routing table when they receiver fresher topology
information and hence forward the data packets over fresher and better routes. The
disadvantage of this strategy is that each intermediate node must store and
maintain routing information for each active route and each node may require to be

aware of their surrounding neighbors through the use of beaconing messages.

This following section describes the three protocols along with their performance

comparison. The performance metrics represent the worst-case scenario.
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a) Dynamic State Routing (DSR)

The DSR protocol [43,44,52,129] requires each packet to carry the full address
(every hop in the route), from source to the destination. This means that the
protocol will not be very effective in large networks, as the amount of overhead
carried in the packet will continue to increase as the network diameter increases.
Therefore, in highly dynamic and large networks the overhead may consume most
of the bandwidth. However, this protocol has a number of advantages over other
routing protocols, and in small to moderately size networks (perhaps up to a few
hundred nodes), this protocol performs better. An advantage of DSR is that nodes
can store multiple routes in their route cache, which means that the source node
can check its route cache for a valid route before initiating route discovery, and if a
valid route is found there is no need for route discovery. This is very beneficial in
network with low mobility, because the routes stored in the route cache will be
valid for a longer period of time. Another advantage of DSR is that it does not
require any periodic beaconing (or sello message exchanges), therefore nodes can
enter sleep node to conserve their power. This also saves a considerable amount of
bandwidth in the network. A full description of this protocol appears in later text

(Refer section 2.9).

b) Ad hoc On-demand Distance Vector (AODV)

The AODV routing protocol [31,37,40] is based on DSDV and DSR algorithm. It
uses the periodic beaconing and sequence numbering procedure of DSDV and a
similar route discovery procedure as in DSR. However, there are two major
differences between DSR and AODV. The most distinguishing difference is that in
DSR each packet carries full routing information, whereas in AODV the packets
carry the destination address. This means that AODV has potentially less routing
overheads than DSR. The other difference is that the route replies in DSR carry the
address of every node along the route, whereas in AODV the route replies only
carry the destination IP address and the sequence number. The advantage of
AODV is that it is adaptable to highly dynamic networks. However, node may

experience large delays during route construction, and link failure may initiate
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another route discovery, which introduces extra delays and consumes more

bandwidth as the size of the network increases.

c) Temporally Ordered Routing Algorithm (TORA)

Temporally ordered routing algorithm (TORA) [127] is a distributed routing
algorithm. The basic underlying algorithm is the one in the family is referred to as
link reversal algorithms. TORA is designed to minimize reaction to topological
changes. The key concept is that control messages are typically localized to very
small set of nodes. It guarantees that all routes are loop free and typically provides
many routes to source/destination pair .It provides only the routing mechanism and
depends upon Internet MANET Encapsulation Protocol (IMEP) for other
underlying functions. Each node has a quintuple associated with it, as represented

e Logical time of link failure,

e The unique ID of the node that defined the new reference level,

e A reflection indicator bit,

e A propagation ordering parameter, and

e The unique ID of the node.

The first three elements collectively represent the reference level. A new reference

level is defined each time a node loses its last downstream link due to link failure.

Tables 2.3 and 2.4 outline the basic characteristics and complexity of the three

routing protocols discussed in this section.

Table 2.3. Basic Characteristics of DSR, AODV and TORA

Protocol | Multiple | Route Metric | Route Route Reconfiguration
Routes Method Maintained | Strategy
In

DSR Yes Shortest Path | Route Cache | Erase Route then Source
or next path Notification.
available

AODV | No Freshest and | Route Table Erase Route then Source
Shortest Path Notification or Local
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Route Repair.
TORA Yes Shortest Path | Route Table | Link reversal and Route
or next path repair
available
Table 2.4. Complexity Comparison of DSR, AODV and TORA
Protocol | Time Time Advantage Disadvantage
Complexity for | Complexity for
Route Route
Discovery Maintenance
DSR O(2*Diameter | O(2*Diameter | Multiple Scalability
of Network) of Network) Routes, problem due to
Promiscuous | source  routing
overhearing and flooding.
AODV | O(2*Diameter | O(2*Diameter | Adaptable to | Scalability
of Network) of Network) highly Problems  and
dynamic large Delays.
topologies.
TORA O(2*Diameter | O(2*Diameter | Multiple Temporary
of Network) of Network) routes routing loops.

I11. Hybrid Protocols

Hybrid routing protocols combine the basic properties of the two classes of flat
routing protocols into one. That is, they are both reactive and proactive in nature.
Each group has a number of different routing strategies, which employ a flat or a

hierarchical routing structure.

Hybrid routing protocols are new generation of protocols, which are both proactive
and reactive in nature. These protocols are designed to increase scalability [68] by
allowing nodes with close proximity to work together to form some sort of a
backbone to reduce the route discovery overheads. This is mostly achieved by
proactively maintaining routes to near by nodes and determining routes to far away
nodes using a route discovery strategy. Most hybrid protocols proposed to date are
zone-based, which means that the network is partitioned or seen as a number of
zones by each node. Other nodes group into trees or clusters. This section describes

two such routing protocols proposed for MANETs.
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a) Zone Routing Protocol (ZRP)

In ZRP [145], the nodes have a routing zone, which defines a range (in hops) that
each node is required to maintain network connectivity proactively. Therefore, for
nodes within the routing zone, routes are immediately available. For nodes that lie
outside the routing zone, routes are determined on-demand (i.e. reactively), and it
can use any on-demand routing protocol to determine a route to the required
destination. The advantage of this protocol is that it has significantly reduced the
amount of communication overhead when compared to pure proactive protocols. It
also has reduced the delays associated with pure reactive protocols such as DSR,
by allowing routes to be discovered faster. This is because, to determine a route to
a node outside the routing zone, the routing only has to travel to a node, which lies,
on the boundaries (edge of the routing zone) of the required destination. Since the
boundary node would proactively maintain routes to the destination (i.e. the
boundary nodes can complete the route from the source to the destination by
sending a reply back to the source with the required routing address). The
disadvantage of ZRP is that for large values of routing zone the protocol can
behave like a pure proactive protocol, while for small values it behaves like a

reactive protocol.

b) Zone-based Hierarchical Link State (ZHLS)

Unlike ZRP, ZHLS routing protocol [145] employs hierarchical structure. In
ZHLS, the network is divided into non-overlapping zones, and each node has a
node ID and a zone ID, which is calculated using a GPS. The hierarchical topology
is made up of two levels: node level topology and zone level topology, as
described previously. In ZHLS location management has been simplified. This is
because no cluster-head or location manager is used to coordinate the data
transmission. This means there is no processing overhead associated with cluster-
head or Location Manager selection when compared to HSR, MMWN and CGSR
protocols [18]. This also means that a single point of failure and traffic bottlenecks
can be avoided. Another advantage of ZHLS 1is that it has reduced the
communication overheads when compared to pure reactive protocols such as DSR
and AODV. In ZHLS, when a route to a remote destination is required (i.e. the

destination is in another zone), the source node broadcast a zone level location
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request to all other zones, which generates significantly lower overhead when
compared to the flooding approach in reactive protocols. Another advantage of
ZHLS is that the routing path is adaptable to the changing topology since only the
node ID and the zone ID of the destination is required for routing. This means that
no further location search is required as long as the destination does not migrate to
another zone. However, in reactive protocols any intermediate link breakage would
invalidate the route and may initiate another route discovery procedure. The
Disadvantage of ZHLS is that all nodes must have a preprogrammed static zone
map in order to function. This may not feasible in applications where the
geographical boundary of the network is dynamic. Nevertheless, it is highly
adaptable to dynamic topologies and it generates far less overhead than pure
reactive protocols, which means that it may scale well to large networks. Tables
2.5 and Table 2.6 outline the characteristics and complexity of the two routing

protocols discussed above.

Table 2.5. Basic Characteristics of ZRP and ZHLS

Protocol | Routing Multiple | Route Route Route
Structure | Routes | Metric Maintained | Reconfiguration
Method | In Strategy
ZRP Flat No Shortest | Interzone Route Repair At point
Path and of Failure and Source
Intrazone Notification.
Tables
ZHLS Hierarchical | Yes, If | Shortest | Interzone Location Request.
More Path of and
than One | the Next | Intrazone
Virtual | Available | Tables
Link Virtual
Exists. Link.
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Table 2.6. Complexity Comparison of ZRP and ZHLS

Protocol | Time Complexity | Communication Advantage Disadvanta
for Route Complexity for ge
Discovery Route Discovery

ZRP Intra:O(Periodic O(Number of Reduce Overlapping
Upadate Interval) / | Nodes in a zone)/ Retransmission | Zones
Inter:O(2*Diameter | O(Number of
of Network) nodes in the

network + Number
of Nodes in the
Route Reply path.)

ZHLS Intra:O(Periodic O(Number of Reduction of Static zone
Upadate Interval) / | nodes in the SPF, low CO map
Inter:O(Diameter network / Number required
of Network) of Zones in the

Network)/
O(Number of
nodes in the
network + Number
of Nodes in the
Route Reply path)

Figure.2.2 provides a brief outline of the different flat-routing protocols proposed

for MANETS.
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Figure 2.2. Classification of Routing Protocols in MANETSs

2.3.2 Other Routing Protocols

The Hierarchical routing protocols [36] are used when the network size increases
and the flat routing becomes in feasible due to increase in processing overhead. In
this approach, the MANET is partitioned into different groups and the nodes are
assigned different functions within and outside the group. Some of the routing
protocols are: Cluster Based Routing Protocol (CBRP), Core Extraction
Distributed Ad hoc Routing (CEDAR) [96], Fisheye State Routing protocol (FSR),
Global State Routing protocol (GSR) etc.

The Geographical routing protocols [73] imply that the hosts participating in the
routing process should be aware of their geographic positions. Some of these
routing protocols are: Adaptive Location Aided Routing — Mines (ALARM),
Distance Routing Effect Algorithm for Mobility (DREAM), GPS Ant-Like
Routing Algorithm (GPSAL) etc [142].

There is another category of routing protocols, known as Power Aware routing
protocols [88]; energy optimization is the main criteria to decide the transmission
route. These type of routing protocols [67] take into consideration the energy
required to transmit a signal, because the energy required is proportional to the
square of the distance and transmitting a signal half the distance requires one
fourth of the energy [107]. Some of these routing protocols are: Power-Aware
Routing Optimization Protocol (PARO), Power Aware Multi Access Protocol with
Signaling Ad Hoc Networks (PAMAS) etc.

Multicast routing algorithms such as: On-Demand Associativity-Based Multicast
routing protocol (ABAM), Adhoc Multicast Routing Protocol (AMRoute),
Multicast Ad-hoc On-Demand Distance Vector routing (MAODV) etc. are used to
address the multicasting issues in MANETs and have been extended to
geographcally aware mobile nodes, also known as Geographical multicast (better

known as Geocasting) routing protcols. Some of the routing protocols are:
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Location Based Multicast (LBM), GeoTORA (inspired from TORA, a reactive

routing protocol) etc.

Lately, a new kind of completely distributed routing protocols [5] for MANETsSs
have been proposed. These protocols are based upon Swarm intelligence and are

inspired from the behavior of social insects [58,60].

2.4 Network Simulation

Simulation [6] can be defined as “Imitating or estimating how events might occur
in a real situation”. It can involve complex mathematical modeling, role-playing
without the aid of technology, or combinations. The importance of simulation lies
in the consideration of realistic conditions that change as a result of behavior of
others involved and thus we can anticipate the sequence of events or the final
outcome. Different simulators such as ns2, GloMoSim, OPNET etc., are being
used by researchers in order to evaluate the routing protocols. We have used ns2
for the evaluation of the proposed routing protocol as the same is an open source,

freely available and the programming languages used are C++, Tcl and OTcl.

2.4.1 ns2-Overview

The Network Simulator (ns) [42,72] is an event driven network simulator
developed at UC Berkeley that simulates variety of IP networks. It implements
network protocols such as Transmission Control Protocol and User Datagram
Protocol, traffic source behavior such as File Transfer Protocol, Telnet, Web,
Constant Bit Rate and Variable Bit Rate, queue management mechanism, routing
algorithms and more. ns also implements multicasting and some of the MAC layer
protocols for LAN simulations. The ns project is now a part of the VINT project
that develops tools for simulation results display, analysis and converters that
convert network topologies generated by well-known generators to ns formats.
Currently, ns (version 2) written in C++ and OTcl (Tcl script language with

Object-oriented extensions developed at MIT) is available.
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Figure 2.3. Simplified User's View of ns

Figure 2.3, presents a simplified user's view, ns is Object-oriented Tcl (OTcl)
script interpreter that has a simulation event scheduler and network component

object libraries, and network setup module libraries.

To setup a simulation network, an OTcl script is written and to simulate it the
script is executed which initiates an event scheduler and the network topology is
setup using the network objects, controlling the traffic sources and the time to start

and stop the transmitting of packets.

Figure 2.4 shows the general architecture of ns. In this figure, a general user (not
an ns developer) can be thought of standing at the left bottom corner, designing
and running simulations in Tcl using the simulator objects in the OTcl library. The
event schedulers and most of the network components are implemented in C++ and
available to OTcl through the OTcl linkage that is implemented using tclcl. The
whole thing together makes the ns, which is a OO extended Tcl interpreter with

network simulator libraries.
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Figure 2.4. Architectural view of ns
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Figure 2.5. Internal mechanism of NS2 for routing in MANETS
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The biggest advantage of network animator (NAM) is that it provides a graphical

user interface (GUI) for the different simulation environment according to the

parameters specified by the user. The Xgraph utility generates the graphical output
of the input data (or trace files).
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Figure 2.6. Data flows into nam from network data and other sources after

pre-processing into the nam trace format.
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Figure 2.7. A sample screen-shot of Network Animator (NAM) being executed

on Linux environment for 6 mobile nodes.
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Figure 2.8. A sample screen-shot of the Xgraph utility for the simulation

scenario as mentioned in Figure 2.5.

2.5 Mobility Models

To evaluate the performance of protocol in MANET, the protocol should be tested
under realistic conditions such as — transmission range, data traffic, movement of
mobile users (nodes) etc. There have been a wide variety of mobility models (MM)
proposed and it is expected the MM should attempt to mimic the movement of real
mobile nodes, the changes in speed and direction must occur in reasonable time
slots. The MM can further be classified as [53,126]:

e Entity Mobility Model (EMM), and

e Group Mobility Model (GMM).

There are seven different categories of EMM, as defined below:

e Random Walk Mobility Model is a simple mobility model based on random

directions and speeds.
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Random Waypoint Mobility Model includes pause times between changes in
destination and speed.

Random Direction Mobility Model is the model that forces mobile nodes to
travel to the edge of the simulation area before changing direction and speed.
Boundless Simulation Area Mobility Model converts a 2D regular simulation
area into a torus-shaped simulation area.

Gauss-Markov Mobility Model uses one tuning parameter to vary the degree of
randomness in the mobility pattern.

Probabilistic Version of the Random Walk Mobility Model utilizes a set of
probabilities to determine the next position of a mobile node.

City Section Mobility Model is a simulation area that represents streets within

a city.

The five different categories of GMM are:

Exponential Correlated Random Mobility Model uses a motion function to
create movements.

Column Mobility Model, the set of mobile nodes form a line and are uniformly
moving forward in a particular direction.

Nomadic Community Mobility Model, a set of mobile nodes moves together
from one location to another.

Pursue Mobility Model is a GMM where a set of mobile nodes follow a given
target.

Reference Point Group Mobility Model, the group movements are based upon

path traveled by a logical center.
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Further, as per [55], the various categories of MM are illustrated below:

Mobility Models
[
| |
Models with Temporal Models with Spatial Models with Geographic
Dependency Dependency Restriction
Gauss-Markov Reference Point Pathway Mobility
] Model | Group Model 1 Model
Smooth Random Set of Correlated Obstacle Mobility
Random Models Mobility Model Models Model
I |
Ramdom Waypoint Other Variations
Model
Speed Decay Random Direction
Problem Model

Figure 2.9. Various Categories of Mobility Model in MANETSs

Random Walk
Model

A. Random Waypoint Mobility Model

The Random Waypoint Mobility Model [25,27] is extensively used in simulation

studies of MANET. In this mobility model a node selects its destination and its

speed. The node keeps moving until it reaches its destination at that speed. A

mobile node begins the simulation by waiting a specified pause-time. After this

time it selects a random destination in the area and a random speed distributed

uniformly between 0 m/s and Vy,.x. After reaching its destination point, the mobile

node waits again pause for time seconds before choosing a new waypoint and

speed.
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The mobile nodes are initially distributed over the simulation area. This
distribution is not representative to the final distribution caused by node
movements. To ensure a random initial configuration for each simulation, it is
necessary to discard a certain simulation time and to start registering simulation

results after that time.
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Figure 2.10. Traveling pattern of different mobile nodes in a given simulation

area (rectangular shaped) based upon RWPMM.

Characteristics of Random Waypoint

The Random Waypoint model uses the concepts of epoch and pause making it a
little bit more similar to realistic user mobility model [121]. It is widely accepted

mainly due to its simplicity of implementation and analysis.

This section presents a very brief introduction about some of the MMs considered

for different simulation scenarios.

B. Reference Point Group Mobility Model

In this model [126], each group has a logical center (group leader) that determines
the groups motion behavior. Initially, each member of the group is uniformly
distributed in the neighborhood of the group leader. Subsequently, at each instant,
every node has a speed and direction that is derived by randomly deviating from

that of the group leader.
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Applications: Group mobility can be used in military battle field communications

where the commander and soldiers form a logical group.

Figure 2.11. RPGM Model

C. Freeway Mobility Model
In this model [126] we use maps. There are several freeways on the map and each

freeway has lanes in both directions.

Figure 2.12. Freeway Map

The differences between Random Waypoint and Freeway are the following:

e Each mobile node is restricted to its lane on the freeway.

e The velsocity of mobile node is temporally dependent on its previous velocity.

e If two mobile nodes on the same freeway lane are within the safety distance,
(SD), the velocity of the following node cannot exceed the velocity of

preceding node.

Applications: It can be used in exchanging track status or tracking a vehicle [83]
on a freeway.
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D. Manhattan Mobility Model
The Manhattan model [126] is used to emulate the movement pattern of mobile

nodes on streets defined by maps, also termed as City Section Mobility Model.

Figure 2.13. Manhattan map

The map is composed of a number of horizontal and vertical streets. Each street
has two lanes for each direction (north and south direction for vertical streets, east
and west for horizontal streets). The mobile node is allowed to move along the grid
of horizontal and vertical streets on the map. At an intersection of a horizontal and
a vertical street, the mobile node can turn left, right or go straight. This choice is
probabilistic: the probability of moving on the same street is 0.5, the probability of
turning left is 0.25 and the probability of turning right is 0.25. However, it differs

from the Freeway model in giving a node some freedom to change its direction.

Applications: It can be useful in modeling movement in an urban area where a

pervasive computing service between portable devices is provided.
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2.6 Simulation Results for Different Routing Protocols

Table 2.7. Simulation Parameters for simulating selected flat routing protocols

Parameter Value

Number of nodes 6

Transmitter Range | 250 m
Simulation time 10 sec

Pause Time 0.1 sec
Environment Size 670x670 m
Packet size 200 bytes

Traffic Type Constant Bit Rate
Packet Rate 4 packet/sec

Throughput vs simulation time
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Figure 2.14. Throughput of MANET protocols
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Packet Delivery Ratio vs Packets/sec
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Figure 2.15. Packet delivery ratio of MANET protocols

Dropped packets vs Simulation Time
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Figure2.16. Number of dropped packets

2.7 Simulation Results for Different Mobility Models

In this section, we consider different mobility models and the protocols are simulated

under the following parameters:
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Table 2.8. Simulation parameters for comparison of mobility models on

different flat routing protocols.

Parameter Value

Number of nodes 40

Transmitter Range 250 m
Simulation time 900 sec

Pause Time 0.1 sec
Environment Size 1000x1000
Packet Size 64 bytes

Traffic Type Constant Bit Rate
CBR sources 20

Packet rate 4 packets/sec

Comparison of different mobility models

DSDV protocol
5(” | T ‘ T | T |
&— Random waypoint

7w group mobility
. v - +—o Freeway
400 F " v #—# Manhattan

A

300

throughput (Generated bits/sec)

100 4

200 400 600 800
Simulation time (sec)

Figure 2.17. Throughput of DSDV protocol in different mobility models with 50
nodes.
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Comparison of mobility models
DSR protocol
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Figure 2.18. Throughput of DSR protocol in different mobility models
with 50 nodes.
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Figure 2.19. Throughput in AODV with 50 nodes for different mobility models.

2.8 Lessons Learned

While simulating and evaluating different routing protocols and their performance

under the influence of different mobility models, we learned a great deal and

would like to share our experience.
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In our study the on-demand (reactive) protocols have a lower communication
overhead because the roots are built only when required and there are no periodic
updates required. Therefore, they do not incur substantial traffic and also consume

less power.

The first packet latency is more (because the route is established, on demand) and
the route to every other node in an ad hoc network is not available.

The storage requirements of on-demand routing protocols are also usually lower
than their table-driven counterparts. All these factors are indicative that they use a
lesser resources (power and storage) hence can provide better scalability.

It is amply clear that the mobility model chosen for simulation, although other
network parameters remain unchanged, influences the behavior of a routing

protocol.

2.9 Dynamic Source Routing (DSR) Protocol

Dynamic Source Routing (DSR) was developed at Carnegie Mellon University
[43,44,52]. It is a direct descendant of the source routing scheme used in bridged
LANSs. This protocol is designed to restrict the bandwidth consumption by control
packets as it eliminates the periodic table-update by the control packets. As
compared with other on-demand routing protocols, it is a beacon-less and therefore
does not require periodic hello packet (beacon) transmission, usually used by a
node to inform its presence to the neighbors. The basic approach of this protocol is

briefly described as under:

The sender of a packet determines the complete sequence of nodes through which
the node has travel. The sender of the packet explicitly mentions the list of all
nodes in the packet’s header, identifying each forwarding ‘hop’ by the address of
the next node to which to transmit the packet on its way to destination host. In this
protocol the nodes don’t need to exchange the Routing table information
periodically and thus reduces the bandwidth overhead in the network. Each Mobile
node participating in the protocol maintains a routing cache, which contains the list

of routes that the node has learnt. Whenever the node finds a new route it adds the
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new route in its routing cache. Each mobile node also maintains a sequence
counter ‘request id’ to uniquely identify the requests generated by a mobile host.
The pair < source address, request id > uniquely identifies any request in the ad
hoc network. The protocol does not need transmissions between hosts to work in
bi-direction. The main phases in the protocol are — Route Discovery phase and

Route Maintenance phase.

2.9.1 Route Discovery Phase

Router discovery allows any host to dynamically discover the route to any
destination in the Ad Hoc network. In DSR, a source initiates a route discovery
process when the source wants to send a packet to a destination to which it doesn’t
have a valid route. The Source, if it has the valid route in its routing cache then it
uses it otherwise it sends a route request packet by broadcasting it to the neighbors.
The route request packet contains the source address; request- id and a route record
in which the sequence of hops traversed by the request packet before reaching the
destination are noted down. A node upon getting a Route request packet does the

following:

It checks to see if it has the pair <initiators address, request id> in its list of
recently seen requests if so discard the packet.

1. Otherwise, if this host’s address is already present in the route record of the
request packet then it discards the packet. This eliminates the looping
problem

2. Otherwise, if the destination the source is looking for matches with its
address then it sends the route reply packet to the initiator containing the
list of nodes the request packet has traversed before it reached the
destination.

3. Otherwise, it appends its own address to the route request packet and
rebroadcasts it. The route request travels the network until it reaches the

destination node.
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Any node forwards the route reply packet by using a route in its route cache if it
has one for the initiator node or by using the node reverses the route in the reply

packet to which node it need to send the reply packet.

Path 1:1-2-3-5-7
Path 2:1-2-3-6-7
Path 3: 1-4 -5-7

Figure 2.20. Propagation of the Route Request (also known as route
establishment) showing the building of route entry from the
Source ‘S’ to the Destination ‘D’ in a DSR.

<1,4,5

Figure 2.21. Propagation of the Route Reply containing the route entry from the
Destination ‘D’. to Source ‘S’ in a DSR.

2.9.2 Route Maintenance Phase
Route maintenance is a procedure of monitoring the correct operation of route in

use. The host that uses the route does this maintenance. Since the nodes do not
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exchange any routing information in this protocol the route maintenance procedure
monitors the operation of the route and informs the source of any errors. Any host
if it detects that its neighboring node, which is the next hop for a route, is not
working then the node sends an error packet containing its address and the address
of the hop not working. A node upon receiving the route error packet removes the
hop in error from its routing cache. Acknowledgements are used to verify the
correct operation of the route. The route maintenance can be provided by using
either hop-to-hop or by using end-to-end acknowledgements. In case of hop-to-hop
acknowledgements the hop in error is indicated in the route error packet. But in
case of end-to-end acknowledgements the source node assumes that the last hop of

the route to the destination is error.

/@_\ ~ "f@ﬁﬂa\®
N D

S Brolen Link:

»  Route Error

Figure2.22. Route maintenance in DSR

2.10 Simulation and validation of DSR

Here we describe the movement and communication patterns used for study and
evaluation of the DSR protocol. The DSR was written in Tcl/Tk script and

simulated using the ns-2 simulator.

A total of 100 nodes are simulated for 500s over a network space of 2200m x
600m. The traffic pattern is modeled as 40 CBR sources with data sent in 512-byte

packets at 2 packets/s. Such a scenario allows a reasonably timed simulation, while
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stressing the protocol with a sufficiently high load without causing congestion. The

nodes move according to the random way point model (RWPM), with a pause time

of Os corresponds to continuous motion, while a pause time of 500s (length of

simulation) corresponds to no motion. Each node can move at a maximum speed of

20m/s. Each pause time is simulated with 5 movement scenarios, each generated

by using a different seed and we plot the mean of each performance metric over

these 5 runs.

The protocol is evaluated based on the following metrics:

i

iii)

Packet delivery ratio: It can be defined as the ratio of number of data
packets delivered to the destination with respect to the number of data
packets generated by the traffic (CBR, in this case) source. It is also
known as ‘throughput’ of the routing algorithm.

This metric is important as it describes the loss rate as seen by the
protocol, which in turn affects the maximum throughput that a network
can support. This metric characterizes both the correctness and

completeness of the routing protocol.

Average end-to-end delay: This includes all possible delays caused by
buffering during route discovery latency, queuing at the interface
queue, retransmission delays at the MAC, and propagation and transfer
time.

This metric determines how fast the algorithm delivers the data packets

to the destination.

Routing overhead: The total number of routing packets transmitted
during the simulation. For packets sent over multiple hops, each
transmission of the packet (each hop) counts as one transmission.

This metric is also an important as it measures the scalability of the
protocol, the degree to which the protocol can function in a congested
or low-bandwidth environments and also shows its efficiency in in

terms of consuming node battery power.
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Path optimality: The difference between the numbers of hops a packet
took to reach its destination and the length of the shortest path that
physically existed through the network when packet was originated. In
the absence of congestion or other noise, path optimality measures the
ability of the routing protocol to efficiently use the network resources

by selecting the shortest path from a source to destination.

Table 2.9. Summary of simulation parameters

Parameter Setting
Mobility model Random way point
Traffic Model 40 Constant Bit Rate (CBR) sources
Network space 2200m x 600m
Number of nodes 100
Maximum node speed 20 m/s
Packet sending rate 2 packets/s
Data payload 512 bytes

2.10.1 Performance results

Throughput

100 node
0.9
0.85 -
0.75 -
0.7
0 50 100 150 200
Pause Time(sec)

Figure 2.23. Packet delivery ratio (or Throughput)
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Figure 2.24. Average end-to-end delay
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Figure 2.25. Routing Overhead

45




100 node

400000

% 350000

% 300000 -+

& 250000 -

5 200000 -

150000 -

g 100000 -

Z 50000 |—|

0 T T = T
0 1 2 3 4 5 6 7 8 9 10
Path length difference from shortest(hops)
Figure 2.26. Path Optimality
2.10.2 Characteristics of DSR
The characteristics of the DSR are summarized in Table2.10:
Table 2.10. Characteristics of DSR
Property Description
a) Basic
1) Routing Structure Type Flat
i1) Multiple Routes Yes
ii1) Beacons No
iv) Route Metric Method Shortest Path or next available in
route
v) Route Maintained In Route Cache
vi) Route Configuration strategy Erase route and then source
notification

b) Complexity

1) Time Complexity
(Route discovery)

i1)) Time Complexity
(Route maintenance)

ii1)) Communication complexity
(Route discovery)

iv) Communication complexity
(Route maintenance)

O (2 * Diameter of the network)
O (2 * Diameter of the network)

O (2 * Number of nodes in the
network)
O (2 * Number of nodes in the
network)
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2.10.3 Advantages and Disadvantages of DSR

The route is established only when required (on-demand) and hence there is no
need to find routes to all other nodes in the ad hoc network. It relieves the need to
periodically flood the network with table update message usually required in a
table-driven approach. The intermediate nodes also utilize the route cache
information efficiently to reduce the control overhead and it performs equally well
in static and low-mobility environments. The disadvantage of this protocol is that
the route maintenance mechanism does not locally repair a broken link and stale
route cache information could result in inconsistency during the route
reconstruction phase. Further, the connection setup delay is higher than in table-

driven protocols.

2.11 Some Desirable Properties of Good Routing Protocol for
MANETS

The routing protocol performance issues in MANET centers around two areas. The
first area concerns the limitation of the environment (wireless, limited bandwidth,
battery powered, security) [17,18,19] and the other concerns the many ways in
which data communication may take place leading to the desirable qualitative

properties of MANET routing protocols, include the following:

1. Distributed operation: Decentralized nature of MANET requires that it execute
its operation in a distributed fashion, a routing protocol should be able to
support the same.

2. Loop-freedom: To ensure proper message delivery and efficient network
operation, a protocol must be loop free.

3. Demand-based operation: Instead of assuming a uniform traffic distribution
within the network (and maintaining routing between all nodes at all times), the
routing algorithm should be capable to adapt to the traffic pattern on a
demand or need basis. If this is done intelligently, it can utilize network
energy and bandwidth resources more efficiently, at the cost of increased
route discovery delay.

4. Security: A MANET routing protocol is vulnerable to many forms of attack. It

is relatively simple to snoop network traffic, replay transmissions, manipulate
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packet headers, and redirect routing messages, within a wireless network
without appropriate security provisions. While these concerns exist within
wired infrastructures and routing protocols as well but maintaining the physical
security of the transmission media is harder in practice with MANETs.
Sufficient security protection of the routing protocol operation is desired.

5. "Sleep" period operation: In order to conserve energy or some other need to be
inactive, nodes of a MANET may stop transmitting and/or receiving (even
receiving requires power) for arbitrary time periods. A routing protocol should
be able to accommodate such sleep periods without overly adverse
consequences.

6. Unidirectional link support: The presence of a unidirectional link in a MANET
has a higher probability than in a wired network. In situations where a pair of
unidirectional links in opposite directions forms the only means of
communication between two ad hoc zones, the unidirectional link support

would prevent unnecessary partitioning of the network.

In addition to above, a MANET routing protocol should function effectively over a
wide range of networking contexts--from small, collaborative, ad hoc groups to a

larger multi hop [50,51,69] networks.

2.12 Conclusion

Routing in MANETSs has its share of challenges, mainly due to their inherent
characteristics. In this chapter, we have critically reviewed the various categories
of routing protocols in general and the flat routing protocols in particular by
considering few protocols of each type. A brief description of the simulator (ns-2)
is provided followed by the different Mobility Models used in MANET
simulations. The Random Way Point Mobility Model is a popular mobility model
used by many researchers for MANET simulation. The chapter highlights the
analysis of various routing protocols based upon different simulation scenarios and
a comparison between different mobility models is also carried through the
simulations. The chapter discusses the DSR routing protocol and different
simulation scenarios validate the correctness of the Tcl/Tk script written to

implement in ns-2 (Version 2.30, Release date: September 2006) on a Linux
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platform using a P-IV (1.7 GHz)/512MB/40GB computer. Finally, desirable
properties of good routing protocols are listed. The rest of the thesis describes the

security aspects of MANETs and the proposed cryptographic method used to
secure the DSR protocol.
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Chapter 3

Security in MANETS

3.1 Introduction

Security in a MANET is an essential component for basic network functions like
packet forwarding and routing. The network operation can be easily jeopardized if
countermeasures are not embedded into basic network functions at the early stages
of their design. Unlike conventional networks [22,27,56,77,97], the ad hoc
networks carry out basic support functions like - packet forwarding, routing, and
network management all of the available nodes without the support of dedicated
nodes and also the data travels through the open medium.

As opposed to dedicated nodes of a wired network, the nodes of an ad hoc network
cannot be trusted for the correct execution of critical network functions. Further,
when tamper-proof hardware and strong authentication infrastructure(s) [78] are
not available, for example, in an open environment where a common authority that
regulates the network does not exist, any node of an ad hoc network can endanger
the reliability of basic functions like routing. The correct operation of the network
requires not only the correct execution of critical network functions by each
participating node but it also requires that each node perform a fair share of the
functions. The latter requirement seems to be a strong limitation for wireless
mobile nodes, which have to save power for their operation, so that they can ‘live’

on the network for a longer time period.

Due to the lack of a priori trust, classical network security mechanisms based on
authentication and access control cannot cope with selfishness and cooperative
security schemes seem to offer the only reasonable solution. In a cooperative

security scheme, node misbehavior can be detected through the collaboration
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between the numbers of nodes, assuming that a majority of nodes do not

misbehave.

3.2 Security Goals

Security services include the functionality required to provide a secure networking

environment. The main security services can be summarized as follows:

Authentication: This service [8,9] verifies a user’s identity and assures the
recipient that the message is from the source that it claims to be from. Firstly,
at the time of communication initiation, the service assures that the two parties
are authentic, that each is the entity it claims to be. Secondly, it must assure
that a third party does not interfere by impersonating one of the two legitimate
parties for the purpose of authorized transmission and reception.
Authentication can be provided using encryption along with cryptographic hash
functions, digital signatures [134] and certificates. Details of the construction
and operation of digital signatures can be found in RFC2560 [102].
Confidentiality: This service ensures that the data/information transmitted over
the network is not disclosed to unauthorized users. Confidentiality can be
achieved by using different encryption techniques such as only legitimate users
can analyze and understand the transmission. This is comprehensively covered
in Chapter 4.

Integrity: The function of integrity control is to assure that the data is received
in verbatim as sent by authorized party. The data received contains no
modification, insertion or deletion.

Access Control: This service limits and controls the access of such a resource,
which can be a host system or an application.

Availability: This involves making the network services or resources available
to the legitimate users. It ensures the survivability of the network despite

malicious incidences.
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3.3 Vulnerability of Existing Protocols

Malicious and selfish nodes are the ones that fabricate attacks [70,141] against

physical, link, network, and application-layer functionality. Current routing

protocols are exposed to two types of attacks:

3.3.1 Active Attacks

Active attacks are the attacks that are performed by the malicious nodes that bear

some energy cost in order to perform the threat. These attacks can be classified into

further following types.

Impersonation: Since current ad hoc routing protocols do not authenticate
routing packets a malicious node can launch many attacks in a network by
masquerading as another node ( known as spoofing). Spoofing occurs when a
malicious node misrepresents its identity in order to alter the vision of the

network topology that a benign node can gather.

Modification: Existing routing protocols assume that nodes do not alter the
protocol fields of messages passed among nodes. Malicious nodes can easily
cause traffic subversion and denial of service by simply altering the fields of

the packet: such attacks compromise [38] the integrity of routing computations.

Fabrication: The notation “fabrication” is used when referring to attacks
performed by generating false routing messages. Such kind of attacks can be
difficult to identify as they come as valid routing constructs, especially in the
case of fabricated routing error messages, which claim that a neighbor can no

longer be contacted.

Wormhole Attack: A more subtle type of active attack is the creation of a
tunnel [65] (or wormhole) in the network between two colluding malicious
nodes linked through a private network connection. This exploit allows a node
to short-circuit the normal flow of routing messages creating a virtual vertex

cut in the network that is controlled by the two colluding attackers.
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e Denial of Service: This active attack [48] aims at obstructing or limiting access
to a certain resource. The resource can be a specific node or service or the
whole network. The nature of ad-hoc networks, where several routes exist
between nodes and routes are very dynamic gives ad hoc a built-in resistance to

Denial of Service attacks, compared to fixed networks.

3.3.2 Passive Attacks

Passive attacks are mainly due to lack of cooperation with the purpose of saving
energy. A selfish node that wants to save battery life for its own communication
can endanger the correct network operation by simply not participating to the
routing protocol or by not executing the packet forwarding (this attack is also
known as the black hole attack). Current ad hoc routing protocols do not address

the selfishness problem [91].
3.3.3 MANET Attack Tree

Having discussed the security issues in MANETS, the attacks [26] can be classified

as shown in Figure 3.1.
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Active attacks
e Incorrect forwarding
* No forwarding
% Data packets
% Routing packets
» Error packets
» Route request packets
» Route reply packets
=  Too slow
= Replay
»  Changing of packet (before forwarding)
+ Route change
» Silent route change
» Route salvaging although no error has been observed
(DSR specific)
+« Data manipulation
» Forwarding messages to partners for analysis
e Denial of service
* Bogus routing information
s Replay of old routing information
¢ ’Black hole routes’
= Distorting routing information
= Cause overload
¢ Sending route updates at short intervals
+ Sending route requests at short intervals
e Lack of error messages, although an error has been observed
e Gathering information
=  Unusual traffic attraction
¢ Advertising many very good routes

K/

« Choose a very short reply time, so the route will be prioritized

Passive attacks (eavesdropping)
e Gathering information

= Use promiscuous mode to listen to traffic destined for other nodes

Figure 3.1. MANETS Attack Tree
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3.4 Security Mechanisms

Security Mechanisms for wireless ad-hoc networks should aim to provide all the
security services listed above and prevent any of the attacks mentioned. Further,
due to the lack of the infrastructure in the ad-hoc networks, the typical wired-
network implementation of the methods is not possible. Along with the general
issues listed above, there are also other specific key issues and challenges for

providing security in ad-hoc networks [87,91].

Wireless & Mobile Cooperation

Limited Energy » Enforcement
Lack of Physical Security

Secure
Routing
Ad hoc [ Key
No Infrastructgre . > Management
Lack of Organization

Figure 3.2. Security requirements for ad hoc network layer and corresponding
solutions.

3.4.1 Link Level Security

Link Level security specifies securing the data transfer through the link between
the two nodes. In wireless environment the links are susceptible to attacks where
eavesdropper can intercept data packets. Physical barriers such as walls and room
doors provide no barrier to wireless radio packets. The security measures that are
required to implement the link level security specifies that there has to the trust

relation between the two nodes [21,30].
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Cloud1 ClOudz

Figure 3.3. Link Level Security Clouds

The main characteristic feature of the link level security clouds are given below:

They are always implemented link wise. As shown in Figure 3.3, it is very well
shown that the Cloud; is the link level security cloud responsible for the secure
data transmission between nodel and node2 and the Cloud, is the link level
security cloud responsible for the secure data transmission between the node2
and node3.

The other characteristic feature of the link level security clouds is that they are
always implemented independently, that is, if one cloud fails then it may or
may not affect the working of the other cloud.

Although the security clouds are always implemented independently but
indirectly they may affect each other. If the node common between the two
nodes is compromised then the both the clouds are affected. The node may
have been compromised due to the weak keys or other flaw that may have crept
in. Then in that scenario the failure of the one cloud will affect the working of

another cloud indirectly.

The security implemented at the link level is through the security clouds or any

other terminology but it should be specific enough that nobody is able to see the

data being transferred between the nodel and node2. For implementing such a

scenario there has to be a security association between 1 and 2. The general

security association that can be implemented through the keys is encryption and

decryption. This process can be a part of the symmetric key cryptography or it may

be part of the asymmetric key cryptography. So, for implementing link level

security measures the trust infrastructure should be in place first.
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Another way to implement the link level security is the use of the certification
authority [82]. This approach -carries additional overhead and the other
disadvantage is the compromising of the certification authority, as a result the

whole implementation fails.

3.4.2 Routing/Network Level Security

The routing within ad hoc networks is more vulnerable to attack as each device
itself acts as a router. An attacker can pose as a member node and incorrectly route
packets to achieve the attack, such as Denial of Service (DoS) attacks. Thus,
implementation of secure routing protocol is one of the challenges within ad hoc
network. The routing/network level security is responsible for the secure data
transmission from the source to the destination, thus the data remains secure

through the whole path of transmission.

The main difference between the Link level security measures and the
network/routing level security measures is that the later has to check that the data
being modified by the various nodes during the network operation is modified
correctly and that each and every node is participating in the network operation for

the secure data transfer between the source and the destination.

Cloudz

Source: 1 Destination: 3 Source: 1 Destination: 2

Figure 3.4. Routing/Network Level Security Clouds
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The main characteristics of routing/network level security cloud are:

e The routing/network level security cloud is unique for the whole network.

e The routing/network level security cloud supervises the link level security
clouds as well as the data manipulation being done at every node.

e The main overhead of the routing/network level security cloud is to detect the
malicious nodes that may modify or inject the new packets leading to the
consumption of the resources (such as — power) of nodes.

e The other challenge for the routing/network level security cloud is to detect the
selfish nodes to ensure that all the nodes are working in the proper way. The
selfish node wants to save battery life for its own communication and can
endanger the correct network operation by simply not participating in the
routing protocol or by not forwarding packets.

e Misbehavior/intrusion detection [144] and response is the main responsibility
of the cloud that has to go hand in hand for the proper implementation of the

routing/network level security.

The different approaches being used for the implementation of the routing/network

level security are — IPSec, Self-Issued certificates.

3.4.3 Key Management

Key management [24,25,111] is also another aspect for security of MANETSs. The
purpose of key management is to provide secure procedures for handling
cryptographic keying material. The task of key management includes key
generation, key distribution and key maintenance. In MANETS, the computational
load and complexity for key management are strongly subject to restriction by
node’s available resources and the dynamic nature of network topology. A number
of key management schemes have been proposed for MANETs. They can be
categorized as Symmetric (such as- one-way function trees (OFT) and Logical Key
Hierarchy (LKH) and Asymmetric (such as — Ubiquitous and Robust Access
Control (URSA) and Mobile Certification Authority (MOCA).

General network security implementation of keys involves a trusted authority.

Given the lack of infrastructure for ad hoc networks, it is generally not possible to
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have a fixed trusted authority. Different trust models have been proposed, such as —
Centralised trust model, Web-of-trust model, Decentralized trust model and Hybrid

Trust Model.

3.5 Secure Routing Protocols

Security has become a primary concern in MANETs. The characteristics of
MANETSs pose both challenges and opportunities in achieving security goals.
Various proposed routing protocols are described along with the features in terms

of strengths and weaknesses they posses.

Figure 3.5. Routing Paths in MANET

3.5.1 ARAN

The ARAN [20] secure routing protocol is an on-demand routing protocol that
detects and protects against malicious actions carried out by third parties and peers
in the ad hoc environment. ARAN introduces authentication, message integrity
and non-repudiation as part of minimal security policy for the ad hoc environment
and consists of a preliminary certification process, a mandatory end-to-end
authentication stage and an optional second stage that provides secure shortest

paths.

I. Brief Operation

ARAN requires the use of a trusted certificate server (T): before entering in the ad
hoc network, each node has to request a certificate signed by T. The certificate
contains the IP address of the node, its public key, a timestamp of when the

certificate was created and a time at which the certificate expires along with the
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signature by T. All nodes are supposed to maintain fresh certificates with the

trusted server and must know T’s public key.

The goal of the first stage of the ARAN protocol is for the source to verify that the
intended destination was reached. As with any secure system based on
cryptographic certificates, the key revocation issue has to be addressed in order to
make sure that expired or revoked certificates do not allow the holder to access the
network. In ARAN, when a certificate needs to be revoked, the trusted certificate
server T sends a broadcast message to the ad hoc group that announces the
revocation. Any node receiving this message re-broadcasts it to its neighbors.
Revocation notices need to be stored until the revoked certificate would have
expired normally. Any neighbor of the node with the revoked certificate needs to
reform routing as necessary to avoid transmission through the now un-trusted

node. This method is not failsafe.

In some cases, the un-trusted node that is having its certificate revoked may be the
sole connection between two parts of the ad hoc network. In this case, the non-
trusted node might not forward the notice of revocation for its certificate, resulting
in a partition of the network, as nodes that have received the revocation notice will
no longer forward messages through the un-trusted node, while all other nodes
depend on it to reach the rest of the network. This only lasts as long as the un-
trusted node's certificate would have otherwise been valid, or until the un-trusted
node is no longer the sole connection between the two partitions. At the time that
the revoked certificate should have expired, the un-trusted node is unable to renew
the certificate, and routing across that node ceases. Additionally, to detect this
situation and to hasten the propagation of revocation notices, when a node meets a
new neighbor, it can exchange a summary of its revocation notices with that
neighbor; if these summaries do not match, the actual signed notices can be
forwarded and re-broadcasted to restart propagation of the notice.

Various Terminologies used are also depicted in Figure 3.6.
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Ka+ Public-key of node A. N4 Nonce issued by node A.
Ka- Private-key of node A. IPa IP address of node A.
{d}Ka+  Encryption of data d with key | RDP  Route  Discovery  Packet
KA+ identifier.
{d}Ka-  Data d digitally signed by node | REP  REPly packet identifier.
A.
certa Certificate belonging to node | RREQ Route REQuest
A.
T Timestamp. RREP Route REPly
E Certificate expiration time. ERR  ERRor packet identifier.
brdcast Broadcast
A 2 brdcast: [RDP, IPy, certa, Na, t] Ka-
B = brdcast: [[RDP, IPy, certa, Na, t] Ka.] K-, certg
C > brdcast: [[RDP, IPy, certa, Na, t] Ka-] Kc. cert;
X =2D: [REP, IP,, certy, Na, t] K.
D =>C: [[REP, IP,, certy, Na, t] K«.] Kp., certp
C =2B: [[REP, IP,, certy, Na, t] K«.] Kc., certc
Figure 3.6. Route Discovery in ARAN, along with terminologies used
Il. Features

1.  The ARAN protocol protects against exploits using modification,

fabrication and impersonation

ii.  The ARAN protocol uses of asymmetric cryptography makes it a very

costly protocol to use in terms of CPU and energy usage.

iii.  ARAN is not immune to the wormhole attack

3.5.2 ARIADNE

ARIADNE [138] is an on-demand secure ad hoc routing protocol based on DSR

that withstands node compromise and relies only on highly efficient symmetric

cryptography. ARIADNE guarantees that the target node of a route discovery

process can authenticate the initiator, that the initiator can authenticate each
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intermediate node on the path to the destination present in the RREP message and
that no intermediate node can remove a previous node in the node list in the RREQ

or RREP messages.

I. Brief Operation

As for the SRP [16] protocol, ARIADNE needs some mechanism to bootstrap
authentic keys required by the protocol. In particular, each node needs a shared
secret key (K p) is the shared key between a source S and a destination D) with
each node it communicates with at a higher layer, an authentic TESLA [11] key for
each node in the network and an authentic “Route Discovery chain” element for
each node for which this node will forward RREQ messages. Various

terminologies used are depicted in Figure. 3.7.

Il. Features
1.  ARIADNE provides point-to-point authentication of a routing message
using a message authentication code (MAC) [10] and a shared key
between the two parties.

ii.  For authentication of a broadcast packet such as RREQ, ARIADNE
uses the TESLA broadcast authentication protocol.

iii.  Selfish nodes are not taken into account.

iv.  ARIADNE copes with attacks performed by malicious nodes that
modify and fabricate routing information, with attacks using
impersonation and, in an advanced version, with the wormhole attack

v.  ARIADNE is protected also from a flood of RREQ packets that could
lead to the cache poisoning attack [135].

vi.  ARIADNE is immune to the wormhole attack [139] only in its
advanced version: using an extension called TIK (TESLA with Instant
Key disclosure) that requires tight clock synchronization between the
nodes, it is possible to detect anomalies caused by a wormhole based on

timing discrepancies.
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Brdcast Broadcast Kag and  MAC keys shared between

KBA Aand B

MACkas (M)  computation  of  the | REQ REQuest
message authentication
code (MAC) of message
M with the MAC key

KAB
REpP REPIly Hn One way hash function
executed n times.
id Unique id ti time interval
S Initiator node D Target node
Ma MAC address of node A

S: ho=MACksp(REQ, S, D, id, t;)

S->*:<REQ, S, D,id,ti,h0,(),()>

A:  hi=H[Aho]

Ma=MACkai(REQ, S, D, id, t; h1,(A),())

A ->*:<REQ, S, D,id,ti,h1,(A),(Ma)>

B: h,=H[B,hi]

Mg=MACxzi(REQ, S, D, id, tihy,(A,B),(Ma) )

B ->*: <ReQ, S, D,id,ti,h,,(A,B),(Ma,Mg)>

C: hs=H[C,h;]

Mc=MACkci(REQ, S, D, id, t; hs,(A,B,C),(MaMg) )

C ->*: <REQ, S, D,id,ti,hs,(A,B,C),(Ma,Ms,M.)>

D: MD=MACkps(REP,D,S ti,(A,B,C), (Ma,Mg,M))
D-> C:<Rep,D,S,ti,(A,B,C), (Ma,Ms,Mc),Mp,()>

C->B: <Repr,D,S;ti,(A,B,C), (Ma,Mg,M¢),Mp,(Kcii)>
B->A: <ReP,D,Sti,(A,B,C), (Ma,Mg,M¢),Mp, (Kci Kgi)>
A->S: <REP,D,S,ti,(A,B,C), (Ma,Mg,M.),Mp,(Kcti Kati Kagi)>

Figure 3.7. Route Discovery in ARIADNE, along with terminologies used
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3.5.3 SEAD

Hu et al. presented a proactive secure routing protocol based on the Destination-
Sequenced Distance Vector protocol (DSDV)[32]. In a proactive (or periodic)
routing protocol nodes periodically exchange routing information with other nodes

in attempt to have each node always know a current route to all destinations.

I. Brief Operation

SEAD [137] authenticates the sequence number and metric of a routing table
update message using hash chains elements. In addition, the receiver of SEAD
routing information also authenticates the sender, ensuring that the routing
information originates form the correct node. The source of each routing update
message in SEAD must also be authenticated, since otherwise, an attacker may be

able to create routing loops through the impersonation attack.

Il. Features
1. SEAD deals with attackers that modify routing information broadcasted

during the update phase of the DSDV-SQ protocol: in particular,
routing can be disrupted if the attacker modifies the sequence number
and the metric field of a routing table update message.

ii.  SEAD makes use of efficient one-way hash chains rather than relaying
on expensive asymmetric cryptography operations.

iii.  SEAD assumes some mechanism for a node to distribute an authentic
element of the hash chain that can be used to authenticate all the other
elements of the chain.

iv.  SEAD does not cope with wormhole attacks.

3.5.4 SRP

The Secure Routing Protocol (SRP) [3.,4,95] was designed as an extension
compatible with a variety of existing reactive routing protocols. SRP combats
attacks that disrupt the route discovery process and guarantees the acquisition of

correct topological information.
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I. Brief Operation

SRP allows the initiator of a route discovery to detect and discard bogus replies.

SRP relies on the availability of a security association (SA) between the source

node (S) and the destination node (T). The SA could be established using a hybrid

key distribution based on the public keys of the communicating parties. S and T

can exchange a secret symmetric key (K 7) using the public keys of one another to

establish a secure channel. S and T can then further proceed to mutual

authentication of one another and the authentication of routing messages.

1. Features

1.

ii.

iil.

SRP copes with non-colluding malicious nodes that are able to modify
(corrupt), replay and fabricate routing packets.

Assuming that the neighbor discovery mechanism maintains
information on the binding of the medium access control and the IP
addresses of nodes, SRP is proven to be essentially immune to IP
spoofing.

In case of the Dynamic Source Routing (DSR) protocol [9], SRP
requires including a 6-word header containing unique identifiers that
tag the discovery process and a message authentication code (MAC)

computed using a keyed hash algorithm.

iv.  The basic version of SRP suffers from the route cache poisoning attack.
V. SRP suffers from the lack of a validation mechanism for route
maintenance messages
vi.  SRP is not immune to the wormhole attack: two colluding malicious
nodes can misroute the routing packets on a private network connection
and alter the perception of the network topology by legitimate nodes.
3.5.5 SAODV

The Secure Ad hoc On Demand distance Vector (SAODV) [81,143] protocol is an
extension of the AODV protocol. The Secure AODV scheme is based on the

assumption that each node possesses certified public keys of all network nodes.

65



I. Brief Operation

The originator of the routing control packet appends its RSA signature and the last
element of a hash chain to the routing packets. A packet transverse the network,
intermediate nodes cryptographically authenticate the signature and the hash value.
The intermediate nodes generate the k™ element of the hash chain, with k being the

number of transverse hops, and place it in packet.

The SAODV protocol gives two alternatives for ROUTE REQUEST and ROUTE
REPLY messages. In the first case when a ROUTE REQUEST is sent, the sender
creates a signature and appends it to packet. Intermediate nodes authenticate the
signature before creating or updating the reverse route to the host. The reverse rout
is stored only when the signature is verified. When the node reaches the
destination, the node signs the ROUTE REPLY with its private key and send it
back. The intermediate nodes again verify the signature .The signature of the

sender is again stored with the along with the route entry.
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RREQ Route Request brdcast Broadcast
Seqgs Sequence No Ka- Private-key of
issued by s node A
{d}Ka- Data d Seqa Sequence
digitally signed number issued
by node A by A.
S Initiator node D Target node
hn Hash chain brdcast Broadcast
function
operated n
times.
RREP Route Reply oldseqa Old sequence
number issued
by A
Id Unique Id for N Nonce
the packet
S->brdcast: ((RREQ,id, S, seqs D, oldseqp, ho, N)ks - 0, hy)
A2 Dbrdcast: ((RREQ,id, S, seqs, D, oldseqp, ho, N)ks- 1, hn-1)
B> brdcast: ((RREQ,id, S, seqs D, oldseqp, ho N)ks -, 2, hn-2)
C-2brdcast: ((RREQ,id, S, seqs, D, oldseqp, ho, N)ks - 3, hn-3)
D->C: ((RREP, D, seqp . S, lifetime h’g N)kp - 0, h’y)
C->B: ((RREP, D, Se(p, S, Iifetime, h’oy N)KD - 1, h,N-l)
B 2A: ((RREP, D, seqp . S, lifetime h’g N)kp -, 2, h’n-2)
A2>S: ((RREP, D, Sedp, S, Iifetime, h’oy N)KD - 3, h’N.3)
Figure 3.8. Route Discovery in SAODYV, along with terminologies used
Il. Features
i.  Ownership of certified public keys enables intermediate enable
intermediate nodes to authenticate all in-transit routing packets.

ii.  The protocol operates mainly by using the new extension message with the
AODV protocol.

iii.  The SAODYV can be used to protect the route discovery mechanism of the
AODV by providing security features like integrity, authentication and
non-repudiation.

3.5.6 SAR

Security-Aware Ad-Hoc Routing (SAR) [33,117] is the generalized framework for

any on-demand ad-hoc routing protocol. SAR requires that nodes having same
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trust level must share a secret key. SAR augments the routing process using hash
digests and symmetric encryption mechanisms. The signed hash digests provide

message integrity while the encryption of packets ensures their confidentiality.

I. Brief Operation

SAR when implemented on AODV protocol adds two additional fields to the
ROUTE REQUEST packet and one additional to the ROUTE REPLY packet. The
first field added to the ROUTE REQUESTPACKET is the security requirement
field and is set by the sender .It indicates the preferred level of trust for the path to
the destination. The Second field added to is the security guarantee that signifies
the maximum level of security provided by the discovered paths. If the security
requirement field has an integer representation then the security guarantee field
will be minimum of all security levels of the participating nodes in the path. If the
security requirement field is represented in vectors then the security guarantee field
value id computed by ANDing the security requirement values of the participating
nodes in the path. The value thus computed is copied into additional security
guarantee field of the ROUTE REPLY packet and sent back to the sender. This
value is also copied into the routing table of nodes in the reverse path, to preserve

the security information with reference to cashed paths

Il. Features
1. SAR uses security information to dynamically control the choice of routes
installed in the routing table.
ii.  SAR enables applications to selectively implement a subset of security
services based on the cost-benefit analysis.

iii.  The routes discovered by SAR may not always be the shortest between any
two communicating entities in terms of hop-count. However these routes
have quantifiable guarantee of the security.

iv.  SAR will find the optimal route if all the nodes on the shortest path satisfy
the security requirements.

v.  SAR may fail to find the route if the ad hoc network does not have a path
on which all nodes on the path satisfy the security requirements in spite of

being connected.
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3.5.7 SLSP
Secure Link State Routing Protocol (SLSP) [4,16,94] provides a secure proactive
topology discovery [104] and can be used as either as a stand-alone protocol or as a

part of hybrid routing framework when combined with a reactive protocol.

I. Brief Operation

To function effectively without central key management authority, SLSP enables
each node to periodically broadcast its public key to nodes within its zone. In
addition each node also broadcasts signed HELLO messages containing its
medium access control address and IP address pair to its neighbors. The
distribution of medium access control address strengthens the scheme by

forbidding nodes from spoofing at the data link layer [71,122].

To achieve theses goals a Neighbor Lookup Protocol (NLP) is made an integral
part of SLSP. The NLP is responsible for the tasks like - maintaining a mapping of
MAC and IP layer addresses of the node's neighbors and identifying potential
discrepancies such as - the use of multiple IP addresses by a single data-link
interface.

The rate of incoming control packets helps in discarding nodes which maliciously

seek to exhaust network resources.

Il. Features
i.  SLSP can operate in the networks of recurrently changing topology and
memberships.
ii.  SLSP is resilient against individual attackers and is capable of altering its
range between local and network wide topology discovery.
iii.  SLSP employs a round robin servicing mechanism to provide the assurance

the benign control traffic will be relayed even under clogging DoS attacks.
3.5.8 TESLA

Timed Efficient Stream Loss-tolerant Authentication (TESLA) [11] is an efficient

broadcast authentication protocol with low communication and computation
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overhead. It can scale to large numbers of receivers, can tolerate packet loss, and

uses loose time synchronization between sender and receivers.

I. Brief Operation

For secure broadcasting, a sender chooses a random initial key KN and generates a
one-way key chain by repeatedly computing the one-way hash function H on the
starting value Kn-; = H[Kxn] , Kno2 = H[Kn-1], - . ., Ko = H[K;]. In general, K; =
H[Ki:;] = Hnoi[Kn] where Hj[x] is the result of applying the function H to x, for i
times. The sender node predetermines a schedule at which it discloses each key of
its one-way key chain. Keys are disclosed in the reverse order from generation, i.e.
Ko, Ki, Ky, . . . ,Kn then the MAC computed using the key K; is added to the
packet. When the packet reaches the receiver, it checks the security condition of
the key disclosure. If the key K; used to authenticate the packet was not disclosed,
then it buffers the packet and waits for the sender to disclose Kj, while using an
already disclosed key to authenticate the buffered packets. However, if the key is

already disclosed, then receiver will discard the packet.

Il. Features
i.  TESLA mainly uses purely symmetric cryptographic functions, however, it
achieves asymmetric properties from clock synchronization and delayed
key disclosure.
ii.  For secure authentication, either the receiver or the sender must buffer
some messages.

iii.  TESLA authenticates the initial packet with a digital signature, which is too
expensive for wireless nodes, and disclosing a key in each packet requires
too much energy for sending and receiving.

iv.  TESLA is vulnerable to DoS attacks as malicious nodes can create buffer
overflow state in the receiver while it waits for the sender to disclose its

keys.
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3.6 Cooperation Enforcement in Mobile Ad hoc networks

For the avoidance of the selfish nodes’ effects on the cooperation functions of a
MANET and the consolidation of the network robustness, a class of methods,
referred to as cooperation enforcement methods, is considered more appropriate.
These, recently introduced, distributed, and lightweight methods contribute to the
trust establishment between MANET nodes without prior knowledge of the nodes’
behavior. They apply to the network layer of a MANET, and their primary goal is
to protect or enforce the two elementary functions of this layer: routing and packet

forwarding.

3.6.1 CONFIDANT

Buchegger and Le Boudec [109] proposed a scheme, called CONFIDANT,
designed as an extension to an on-demand routing protocol, such as the DSR.
CONFIDANT facilitates monitoring and reporting for a route establishment that
avoids the misbehaving nodes. It is based on the assumption that the packets of
misbehaving nodes are not forwarded by fair nodes. If, however, a node was
incorrectly accused or turns out to be a repentant and no longer malicious, re-

integration into the network is possible.

I. Architecture-mechanism

CONFIDANT employs four functional components relying on each node, which
include: a monitor, reputation records for first-hand and trusted second-hand
observations about routing and forwarding function of other nodes, trust records to
control the trust that is given to received warnings and a path manager to take
routing decisions that avoid malicious nodes. The term reputation is used to
evaluate routing and forwarding behavior according to the network protocol,
whereas the term trust is used to evaluate participation in the protocol. Nodes
monitor their neighbors and change reputations accordingly. Specifically, a node
can detect selfish behavior of the next node in the source route either directly, by
promiscuously sensing the transmission of the next node, or indirect, by observing
routing protocol misbehavior. The Monitor component registers these deviations.

As soon as a specific misbehavior occurs, the Reputation System is called and the
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Trust Manager sends ALARM messages. Outgoing ALARMS are generated by the
node itself after having experienced, observed, or received a report on malicious
behavior of another node. They convey warnings of malicious nodes presence. The
recipients of the ALARM messages, so called friends, are maintained in a friends
list. Incoming ALARMSs that originate from “strangers” are checked for
trustworthiness before triggering a reaction. The disadvantage here is the
requirement of a pre-existed trust relationship. If there is sufficient evidence that
the node reported in the ALARM is malicious, the information is sent to the
Reputation System. This manages a table consisting of entries corresponding to
nodes and their ratings. A rating is modified if two conditions coincide:

e There is sufficient evidence of malicious behavior, and

e A misbehavior occurs a number of times, exceeding a threshold to rule out

coincidences.

The ranking of a node is changed according to a rate function. This function
features the greatest weight for own experience, a smaller weight for observations
captured in the neighborhood and the smallest weight to the reported, second-hand,
experiences. If the ranking of a node has deteriorated so much as to fall out of a
tolerable range, the Path Manager is activated. This component excludes routes
containing misbehaving nodes and isolates them, ranks the paths in a cache, and

forwards an ALARM about this node.

Il. Features

The first version of CONFIDANT was vulnerable to rumor spreading phenomena.
In a recent enhancement, this problem has been addressed through a Bayesian
model that classifies and excludes the liars. In this enhanced version, both positive
and negative reputations are used to calculate a “cooperation factor”. This factor
consists of the frequency of misbehavior in relation to the cumulative activity of
the node. The positive and negative experiences collected by a node should reveal
the same sort of information for a node as what is gathered by the other nodes.
Every node i keep a cooperation factor of every other node j, expressed as Rij. This
factor is expressed as a function of a and f, whereas, a and £ is the number of

misbehaviors and regular behaviors, respectively. These numbers are updated
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based on recent experiences. A recommendation is accepted if it is compatible (in
the Bayesian model), that is, if the recommended RV is not completely different.
This technique reduces the impact of the false accusations. For a misbehaving
node, it is hard to know the entries of its reputation in other nodes or to modify its
reputations. However, it is still possible to alter the values of o and f or to change
its identity. Only identities generated with cryptographic means can reduce this
threat. The Bayesian approach reduces the impact of tampering with o and f. If
values are not compatible with each other the algorithm will just ignore them. Evil
nodes could only change the values with a small amount that is tolerable by the

system.

3.6.2 CORE
This scheme, introduced by Michiardi and Molva in [92], relies on the DSR
routing protocol. It stimulates node collaboration through monitoring of the

cooperativeness of nodes and a reputation mechanism.

I. Architecture-mechanism

It uses first and second-hand experiences, combined by a specialized function, and
is used by the Watchdog mechanism [109] for the evaluation of other nodes’
behavior. If the observed behavior is different than the outcome of this function
then the rating of the observed node is altered. Each node of the network monitors
the behavior of its neighbors, with respect to the requested function, and collects
observations about the execution of that function. These observations are recorded
to the Reputation Table (RT), maintained by each node. Each row of the table
corresponds to a neighbor node and consists of four entries, regarding the
monitored function: the unique id of the node, a collection of recent (first-hand)
observations made on the node’s behavior, a list of the recent second-hand RVs
provided by other nodes, and the RV evaluated for the monitored function. Thus,
each node maintains one RT for each monitored function. Finally, a global RT is

used to combine the different RVs calculated for the different functions.

CORE differentiates the RVs between subjective reputation ([-1, 1]), indirect

reputation (positive reports by others), and functional reputation (e.g, when packet
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forwarding has greater effect than routing), which are weighted to provide a
combined RV. The formula used to evaluate the RV avoids false detections by
using an aging factor that gives more relevance to past observations. However,
such an approach is vulnerable to an attack where a node can build up a good
reputation before misbehaving. The RVs evaluated for each entry of the RT vary. A
positive RV is decremented along time. So, if a node enters in an idle mode, its
reputation has to be decreased, even if during the active time (i.e., when
communicates) it cooperates to the network operation. Reputation is decreased
until it reaches a null value, which corresponds to a neutral behavior. Furthermore,
if the monitored function provides a reply message (e.g., the Route Reply of the
DSR), reputation information can also be gathered about non-adjacent nodes. In
this case, only positive ratings are assigned to the nodes that participate to this

function.

Il. Features

The CORE scheme is immune to attacks performed using the mechanism itself: no
negative ratings are spread, and, thus, it is impossible for a node to maliciously
decrease another node’s reputation. However, two or more nodes may collude (i.e.,
send positive rating messages) in order to increase their reputation. To prevent
such phenomena, the CORE implicitly provides some protection, since subjective
reputation has more impact (i.e., weight) than the indirect. CORE allows MANETSs
nodes to gradually isolate misbehaving nodes: when the reputation assigned to a
neighboring node falls below a predefined threshold, the service provided to this
node is interrupted. Misbehaving nodes can, however, be reintegrated in the
network if they increase on purpose their reputation, by cooperating to the network
operation. CORE does not discriminate malfunction and misbehaving nodes.
Additionally, a second chance mechanism is not consolidated, as in OCEAN(refer
section 3.6.4), and, hence, a malfunctioning node can’t rebuild its reputation when
it recovers from temporal problems. Finally, the CORE mechanism assumes that
every node will assign the same weights to the same functions. This might not be
the case, since in MANETSs the devices are equipped with different resources and
provide discrete services, and, hence they prefer to use difference levels of

importance on functions.
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3.6.3 SORI
The Secure and Objective Reputation-based Incentive Scheme for Ad-hoc

Networks, introduced in [121], focuses on the packet forwarding function.

I. Architecture-mechanism

SORI [3,4,99,121], consists of three basic components: Neighbor Monitoring,
Reputation Propagation and Punishment. A promiscuous mode is assumed, and a
node is capable of overhearing the transmissions of its neighbors and to maintain a
neighbor node list. Each neighbor’s forwarding function is linked with two
parameters. The RFN(X) (Request-for-Forwarding) is used to indicate the total
number of packets that node N has transmitted to X for forwarding. The index
HFN(X) (Has-Forwarded) corresponds to the total number of packets that have
been forwarded by X and noticed by N. Given RFN(X) and HFN(X), N creates a
record, called local evaluation record. This record, denoted by LERN(X)) for the
neighbor X, contains a confidence metric that is used to depict how confident the
node N is for its judgment on the reputation of X. The more the packets transmitted

to X for forwarding, the higher the confidence about the trustworthiness of X.

Il. Features

SORI combine features of the fist-hand schemes and those that use reputation
spreading. In SORI the nodes exchange reputation information only with their
neighbors. This way a no-cooperative node will be punished by all of its neighbors
(who share the reputation information about its misbehavior), instead of just the
ones who are directly affected by this node. Each node N periodically updates its
LERN(X) for each neighbor node X based on the current values of RFN(X) and
HFN(X). The updated record is broadcast to the neighborhood if the ratio
REN(X)/HFN(X) has been significantly changed. Node N uses his own LERN(X)
and the respective values of its neighbors to calculate its overall evaluation record
of X, denoted as OERN(X). To do so, it takes into account the credibility of the
nodes, which contribute to the calculation of the reputation. This makes it difficult
for an attacker to test multiple identities, trying to impersonate one identity that it

can be used in order to improve its reputation. If the OERN(X) is lower than a
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predefined threshold, node N takes a punishment action by probabilistically

dropping the packets originated from X. This mechanism, as mentioned in, is

designed to treat generously the nodes that do not intentionally drop packets. In, a

complementary security mechanism is proposed to deal with a node that uses the

following attacks:

e impersonation of an adjacent node’s id, ranked with a good reputation, in order
to send more packets, and

e impersonating a distant node’s id, ranked with a good reputation, to broadcast
fake observation information in order to boost its reputation. This mechanism
is based on a one-way hash chain and Message Authentication Codes (MACs).

Finally, SORI take no countermeasures to prevent collusion.

3.6.4 OCEAN

The Observation-based Cooperation Enforcement in Ad hoc Networks, proposed
in [108], introduces an intermediate layer that resides between the network and the
MAC layers. This layer helps the nodes to make intelligent routing and forwarding
decisions. It is designed on top of the DSR, but its principles can be applied to

other routing protocols, as well. OCEAN relies only on first-hand observations.

I. Architecture-mechanism

Every node maintains ratings for each neighboring node and monitors their
behaviors through promiscuous observations. Positive or negative events are
recorded through the reaction of a neighbor that is expected to forward a packet.
Rating is initialized to a neutral value. Due to empirical studies, the absolute value
of a decrement is chosen to be bigger than the value of an increment. When the
rating of a node drops below a threshold, called faulty threshold the node is added
to a faulty list. This list is constructed using the node’s personal experiences and is
attached (as a field called avoid-list) to the Route Request (RREQ) message of the
DSR protocol in order to be flooded. A route is rated good or bad, based on
whether the next hop in the route belongs to the avoid-list. The receiver of an
RREQ decides to drop it or to further process it (through relaying or a Route
Reply), if the intersection of the avoid-list and the DSR route in the RREQ packet
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is void. In this way, each node along a route, makes its own decision about the
trustworthiness of other nodes, and has control only over routes that it belongs to.
Every node rejects the data packets arrived from the nodes belonging to its faulty
list. Thus, misbehaving nodes are eventually isolated. However, a Second-Chance
mechanism is used to allow nodes that misbehaved in the past to become
operational again. After a certain period, a misbehaved node is excluded from the
faulty list and assigned with a neutral rating. OCEAN uses a different policy to
deal with nodes that don’t participate in the route discovery process. This policy
requires no tamper-proof hardware or a central server. Each node measures the
behavior of its neighbors by directly interacting with them. Nodes track the
forwarding balance with their neighbors by maintaining one counter, called chip
count, per node. The counter increases when requesting a node to forward a packet
and decreases with an incoming request from that node. Assume that a node B
didn’t participate on the establishment of route with a source node 4. If B demands
from A to forward its packets, then, 4 will punish B and reject its requests, as long
as the chip count for B is low. This policy is considered unfair for nodes belonging
to the perimeter of the MANET, since they are not frequently required to forward
messages on behalf of others. Penalizing these nodes might cause the network to
shrink. To overcome such phenomena, the OCEAN introduces a chip
accumulation rate (CAR) parameter, which expresses the rate at which all chip
count in the network are increased per unit time. Thus, the forwarding of the
packets sent by circumferential nodes is enforced, even at a reduced rate. CAR
can’t be adjusted easily and there no mechanism to prevent a node to change it at

will.

Il. Features

Promiscuous mode of operation does not always provide sufficient evidence on the
trustworthiness of a monitored node. A monitored node may not be able to relay
the packet due to the low quality of the wireless link. Additionally, other reasons,
such as network interface restart, or low battery, might affect the relay task. Thus,
nodes should incorporate the logic to discriminate the cases where other nodes
malfunction and misbehave, and not to faulty punish low capacity nodes. The

introduced Second-Chance mechanism was designed to overcome the potential

77



problems that might be observed due to the absence of such intelligence. Hacker
nodes might take advantage of the avoidlists of the OCEAN, which are included on
the RREQs, and tamper these lists to perform wormhole attacks. Simulations
showed that OCEAN performs well under the presence of such attacks as long as
the network topology is not static. The faulty threshold reflects the speed and
accuracy of misbehavior detection. A low value adds nodes quicker to a faulty list.
High values might decrease the detection speed. Detection speed is important for
the models that use first-hand observations, since the evaluation of a new joined
node takes place from scratch. In contrast, schemes that use second-hand
reputations obtain trust indexes for remote nodes that eventually will become
adjacent, and thus, operate proactively. Simulations have showed that with a low
Sfaulty threshold, OCEAN performs better than a generic scheme that uses second-
hand information. This is because OCEAN is more resilient to rumor spreading.
However, OCEAN is sensitive to the tuning of the faulty threshold parameter;
second-hand schemes perform better over a broader range of tunings. Additionally,
it is not effective in reducing the throughput of misbehaving nodes. Finally,

OCEAN takes no countermeasures to prevent collusion.

3.6.5 Nuglets

In Buttyan and Hubaux [74] present two important issues targeted specifically at
the ad hoc networking environment: first, end users must be given some incentive
to cooperate in the network operation (especially to relay packets belonging to
other nodes); second, end users must be discouraged from overloading the
network. The solution presented in their paper consists of the introduction of a
virtual currency (known as Nuglets) used in every transaction. Two different
models are described: the Packet Purse Model and the Packet Trade Model. In the
Packet Purse Model, each packet is loaded with nuglets by the source and each
forwarding host takes out nuglets for its forwarding service. The advantage of this
approach is that it discourages users from flooding the network, but the drawback
is that the source needs to know exactly how many nuglets it has to include in the
packet it sends. In the Packet Trade Model, each packet is traded for nuglets by the
intermediate nodes: each intermediate node buys the packet from the previous node

on the path. Thus, the destination has to pay for the packet. The direct advantage of
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this approach is that the source does not need to know how many nuglets need to

be loaded into the packet. On the other hand, since the packet generation is not

charged for, malicious flooding of the network cannot be prevented. There are

some further issues that have to be solved: concerning the Packet Purse Model, the

intermediate nodes are able to take out more nuglets than they are supposed to;

concerning the Packet Trade Model, the intermediate nodes are able to deny the

forwarding service after taking out nuglets from a packet.

Table 3.1 and Table 3.2 present a comparison and summary of different routing

security [84] mechanism based upon different parameters.

Table 3.1. Operational requirements of the surveyed secure ad hoc routing

solutions.
Protocol Requirements Security | Attacks Comments
Mechan | Prevented
Ism
SEAD Clock One-way | Prevents an Used with DSDV
synchronization, or a | hash attacker - Designed to protect
shared secret between | chains from forging | routing update
each pair of nodes better packets
metrics or - Does not prevent an
sequence attacker from
numbers in tampering other
routing fields or from using
update the learned metric
packets and sequence number
for sending new
routing updates
ARIADNE Clock One-way | Prevents Used with DSR
synchronization and | hash attackers - Provides a strong
the existence of a chains from defense against
shared secret between tampering un | attacks that modify
each pair of nodes. compromised | and fabricate routing
Also, an authentic routes information
TESLA key for each consisting of | - Prone to selfish
node in the network uncompromis | node attack
and an authentic ed nodes
route discovery chain - Immune to
element for each wormhole
node for which this attack

node will forward
route requests.
TESLA keys are
distributed to the
participating nodes
via an online key
distribution center
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Protocol Requirements Security | Attacks Comments
Mechan | Prevented
ism
SAR Key distribution or Quality Uses Used with AODV
secret sharing of sequence - Route discovered
mechanism Protectio | numbers and | may not be the
n timestamps shortest route in
(QoP) to stop replay | terms of hopcount,
metric attacks in but it is always
routing secured
update - Defends against
packets modification and
fabrication attacks
SRP Existence of a Secure Defends Used with DSR, ZRP
security association certificat | against - Lack of validation
between each source | e server | attacks that mechanism for
and destination node. disrupt the route maintenance
Malicious nodes do route messages
not collude within discovery - Prone to wormhole
one step of the process and attacks and invisible
protocol process. guarantees to | node attacks
identify the
correct
topological
information
ARAN Online trusted Secure Provides Used with AODV,
certification certificat | network DSR
authority. Each node | e server | services like | - Heavy asymmetric
knows a priori the authenticatio | cryptographic
public key of the CA n and non- computation
repudiation - Prone to wormhole
attack if accurate
time synchronozation
is not available
CONFIDANT | Nodes cannot change | Monitor | Attacks on Used with DSR
their identifier to get | - packet - Detection based
rid of their reputation | Reputatio | forwarding reputation system
rating. Pre-defined n System | and has few limitations
lists of friendly - Path routing are - Vulnerable to
nodes. Manager | defended spoofing and sybil
- Trust efficiently attacks
Manager
TESLA Distribution of initial | One-way | Uses loose | Vulnerable to DoS
hash chain element Hash time and | attacks as malicious
Chain delayed time | nodes can create
synchronizati | buffer overflow
on State and accurate
time synchronization
is not easy to obtain
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Table 3.2. Ad hoc Routing Parameters.

Proposed | Routing Loop Routing | Shortest Intermedia
Solutions | Approach | Freedom | Metric Path te  Nodes
es Identificati | Allowed to
on Reply to
Route
Requests
ARAN On-demand | Yes None Optional No
SAR On-demand | Depends A security | No No
on the | requireme
selected nt
security
requireme
nt
SRP On-demand | Yes Distance | No Optional
SEAD Table- Yes Distance No No
Driven
ARIADNE | On-demand | Yes Distance No No
CONFIDAN | On-demand | Yes Path Depends No
T Reliability

3.7 Conclusion

In this chapter, we have presented some of the proposed secure routing protocols
for mobile ad hoc networks. The comparison between the surveyed secure routing
protocols indicate that the design of a secure ad hoc routing protocol constitutes a
challenging research problem since already existing generic solutions, cannot be
successfully applied. An additional difficulty in designing a secure protocol lies in
the application scenario for which the secure protocol is designed and how well it
can handle the different scenarios than the one it has been explicitly designed for
[89]. A flexible secure ad hoc routing solution should take into account the
performance-security trade-off associated with an application and dynamically
achieve the required equilibrium. We believe that security should be an important
and integral part of any ad hoc and wireless networking routing solution. In order
to guarantee successful employment a solution should have realistic operational

requirements based on the application domain.
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Chapter 4

DNA Cryptography

4.1 Introduction

The word “cryptography” [7,105,136] is derived from Greek and when literally
translated, means “secret writing.” Before the advent of digital communications,
cryptography was used primarily by the military for the purposes of espionage.
With the advances in modern communication, technology has enabled businesses
and individuals to transport information at a very low cost via public networks
such as the Internet. This development comes at the cost of potentially exposing
the data transmitted over such a medium. Therefore, it becomes imperative for
businesses to make sure that sensitive data is transferred from one point to another
in an airtight, secure manner over public networks. Cryptography can help us
achieve this goal by making messages unintelligible to all but the intended

recipient.

Traditionally, cryptography was a government monopoly with very little cross-
fertilization between governments [105]. The Cryptographic algorithms were
designed and evaluated by government experts and details were kept secret.
Governments trusted their procedures and hence trusted the cryptography.
Although the cryptographic details were kept secret, this secrecy was not relied on
for the security of the communications. The change over recent decades is that

cryptography has become a necessary tool for a wide commercial market.

4.1.1 Encryption and Decryption
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Encryption refers to the transformation of data in “plaintext” form into a form
called “ciphertext,” which renders it almost impossible to read without the
knowledge of a “key,” which can be used to reverse this transformation [45]. The
recovery of plaintext from the ciphertext requires the key, and this recovery
process is known as decryption. This key is meant to be secret information and the

privacy of the ciphertext depends on the cryptographic strength of the key.

The process of turning back the Cipher Text into Plain Text is known as
Decryption. (Based on ISO 7498-2 standards, we can refer them as Encipher &
Decipher). This concept is depicted in the Figure 4.1. Further, in case of MANETSs
the most simple and common method for encryption is monoalphabetic
substitutions and that can be easily broken by use of Genetic algorithm and Tabu

Search algorithms [2].

i Plaintext (M)

Encryption

l Ciphertext E(M)

Decryption
l Original
Plaintext
D(EM))=M

Figure 4.1. Encryption and Decryption

4.2 Types of Cryptography [7,23]

Cryptography can be used to protect sensitive and valuable information against
criminals or malicious hackers. Historically, four groups, the military, diplomats,

diarist and lovers, have used and contributed to the art of cryptography [136].
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4.2.1 Secret Key [13]

Node A Node B
Has secret key of Node B

Encrvpted
Data
I
Send the Encrvpted Diata
Encrvpted
Encrvpted Data
Data

Data Encrypted with Decrypts Data with his

Secret key of the node B Secret key

Data Diata

Figure 4.2. Secret Key Cryptography

This crypto-system uses the same key for both encryption and decryption (this is
also referred to as “symmetric” cryptography). Both the sender and the receiver

need to have the same key in order to communicate successfully [41].

The Advantages of Secret Key Cryptography are:
e Very fast relative to public key cryptography,
e Considered secure, provided the key is relatively strong,

e The ciphertext is compact (that is, encryption does not add much excess

“baggage” to the ciphertext), and
e Widely used and very popular.
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The Disadvantages of Secret Key Cryptography are:

e The administration of the keys can become extremely complicated,

e A large number of keys is needed to communicate securely with a large group
of people,

e Non-repudiation is not possible, and

e The key is subject to interception by hackers.

4.2.2 Public Key Cryptography

This crypto-system uses one key for encryption and another key for decryption
(also known as “asymmetric” cryptography [12]). Each user has two keys — one
public key, which is revealed to all users, and one private key, which remains a
secret. The private key and the public key are mathematically linked. Encryption is
performed with the public key and decryption is performed with the private key.
Examples: RSA, Elliptic Curve Cryptography (ECC).

Node A Node B

Has public kKey of Mode C Has public kKey of Mode C
Encrypied Encrypted —
— Datas DataB N
Send the Encrypied Datas Send the Encrypied DataB
Encrypied
Encrypted "Darab
Daia A
&
F3
Encrypis data with Encrypis data with the
puhlic key of Mode C puhlic key of ode C
v
Datas DataB
Encrypted Encrypted
Datas DataB
Decrypis the data with his own private Key.
¥ ¥

Daiaf DataBH

Figure 4.3. Public Key Cryptography

The advantages of Public Key Cryptography are:
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e Considered very secure,

e No form of secret sharing is required, thus reducing key administration to a
minimum,

e Supports non-repudiation, and

e The number of keys managed by each user is much less compared to secret key

cryptography.

The disadvantages of Public Key Cryptography are:
e Much slower compared to secret key cryptography, and
e The cipher text is much larger than the plaintext, relative to secret key

cryptography.

4.2.3 Key Size Based Tradeoff

Often, people associate the size of the key [86] to the amount of security being
applied. While cryptography does make e-commerce possible by protecting
electronic information from prying eyes, the effectiveness of this protection partly
depends on the cryptographic size of the key. If the algorithm is inherently strong,
then it can be assumed that the larger the key size for the ciphers, the harder it is
for a hacker to perform an attack (i.e., a brute-force attack) on the cipher text [123].
But applying the right level of security through key size is also somewhat
dependent on the value of the data being transferred. The higher the value, the less
risks the user is willing to take, the higher the level of security they will want to
apply. Often, this means larger keys but larger keys leads to lower levels of
performance. Simply put, it takes longer to communicate and in an e-commerce
situation, larger keys can severely degrade server performance. There are,
therefore, trade-offs, which are traditionally made between the level of security and
other factors, like performance. These are issues, which must be addressed in the

successful implementation of a cryptosystem or even a good security policy.

4.2.4 Threshold Cryptography
Threshold cryptography involves the sharing of the key by working in the
distributed manner or it may involve to redundantly split the message into » pieces

such that with # or more pieces the original message can be recovered. The former
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approach specifies the to have the distributed architecture in the hostile
environment. The later approach ensures secure message transmission between two
nodes over n multiple paths.

The various threshold schemes generally involve the procedures of - Key
generation, encryption, share generation, share verification and share combining
algorithms. Further, share generation for data confidentiality and integrity is the

basic requirement of such type of schemes.

Threshold models can be broadly divided into two schemes :

e Single secret sharing threshold e.g. Shamir’ s t-out-of-n scheme based on
Lagrange’ s interpolation, and

e Threshold sharing functions e.g. geometric based threshold .

These schemes are being used to implement threshold variants of RSA, El Gamal,
and Diffie-Hellman cryptographic algorithms that have characteristic, E (x +y) =
E (x) * E (y), called homomorphism.

Threshold Cryptography has many applications, some of them are - Document
authorization/signing or verification in organizations, voting system for allowing
access to system resources, E-commerce transactions, Distributed online
certification authority, Key distribution in computer networks. Further, it can be
implemented in various applications in a MANET, such as coordinating efforts of
military attacks using wireless devices in the battlefield or in disaster-struck area,
wireless connectivity of various home appliances, and establishing communication

among laptops, PDAs and other wireless devices at conferences.

4.3 DNA Cryptography

It was in 1950s that the helical structure of DNA [17,54] was discovered by
Watson and Crick [133], but it was in 1994 that Leonard Adleman, University of
South California solved NP complete problems using algorithms inspired by DNA.
In DNA cryptography [57] the messages to be encrypted, known as the plain text

are transformed by a function that is parameterized by key. The output of the
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encryption process known as the ciphertext (or cryptogram) is then transmitted
often through a messenger or radio. In the following section, the pseudo DNA
cryptography method is discussed and has been analysed and evaluated to be

suitable for secure communication.

4.3.1 Pseudo Cryptography Method

Cryptography by pseudo random numbers [29,85] is being extended into this field.
This method does not really use DNA sequences (or oligos), but only the
mechanisms of the DNA function; therefore, the method is a kind of pseudo DNA
cryptography methods. The cipher/ decipher process of the method is based on the
central dogma of the molecular biology, and the process is similar to the DNA
transcription, splicing and RNA translation of the real organisms. Fig. 2 represents

the central dogma of molecular biology [3,4].

Promoter St.zlrrJr Exons Introns Replication /_\\\

y

" - v "' !
o e Genomic DMNA /I
Transcription factor . . ) AN
binding site transcription \_\_/
v
5'-Cap - I W A0s, - OH Prematured mRMNA
J processing }Nuclear membrane
.
S'-Cap T TTTTT—]-AAA,—OH miRMNA
translation

é\/¥ COOH Protein

Sites Signature Motif Domain

Figure 4.4. The Central Dogma of molecular biology [75]
The transcription, splicing and translation processes are briefly explained below:
Transcription and Splicing: a DNA segment that constitutes a gene is read,
starting from the promoter (starting position) of the DNA segment. The non-coding

areas (intron) are removed according to certain tags, and the remaining coding

areas (extron) are rejoined and caped. Then the sequence is transcribed into a
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single stranded sequence of mRNA (messenger RNA). The mRNA moves from the

nucleus into the cytoplasm.

Translation: the mRNA sequence is translated into a sequence of amino acids as
the protein is formed. During translation, the ribosome reads the fragment starting
from certain three-bases, and then the ribosome reads three bases (a codon) at a
time from the mRNA and translates them into one amino acid; there are also

certain ending three-bases to sign the end of the translation.

Essentially, in the transcription and the splicing steps, introns are cut out, and
extrons are kept to form mRNA, which will perform the translation work. In the
translation process, codons are translated into the amino acids according to the

genetic code table [80].

4.3.2 Pseudo DNA cryptography

The pseudo DNA cryptography [17] method consists of two steps, similar to the
translation/splicing and transcription processes. To make the cipher text difficult to
decipher, some changes are suggested to the original splicing process. Originally,
their starting and ending codes characterize the intron, which makes the guess
about introns relatively easy. So, another scheme, in which the start codes and the
pattern codes specify the introns can be deployed. The pattern codes are non-
continuous patters, which define which parts of the frame to be removed, and
which parts to be kept. This makes the guess on introns difficult, since they are
now spaced introns. Since the starting and pattern codes can determine the length

of the introns, the ending codes are not necessary.

Suppose Alice be the sender of the information and Bob be the receiver. From
Alice's point of view, the information is stored in the binary form, and can be
transformed into DNA form (A for 00, C for 01, G for 10, T for 11). Alice also
knows the starting codes (codes that indicate the begin of the intron) and pattern
codes (codes that define which parts of the frame to be removed, and which parts

to be kept) of the introns, so she knows where are the introns in the DNA form of
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the information and which parts should be removed. Therefore, the two steps can

be described briefly as below:

The DNA form of information is scanned by Alice to find out the introns; she
records the introns places, and cut out the introns according to the specified
pattern. So that the DNA form of data is translated into the mRNA form of data.
Alice translates the mRNA form of data into protein form of data according to the

genetic code table (61 codons to 20 amino acids).

The protein form of data is then transferred to Bob. The starting and pattern codes
of the introns, the places of the introns, the removed spaced introns, and the codon-
amino acids mapping of the protein are the keys to decrypt the protein form of
data, and they are transferred to Bob through a secure channel (or they are

encrypted by Bob's public key, and transferred to Bob).

On Bob's side, he receives keys through the secure channel from Alice (or uses
public key protocol to communicate with Alice to receive keys). When he received
the protein form of data and the keys, Bob uses the keys to recover mRNA form of
data from protein form of data, and then recover DNA form of information, in the
reverse order as Alice encrypt the information. He can then recover then binary
form of information, and finally gets what Alice sent him. The scheme of the

method is illustrated in the Figure 4.5.
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Figure 4.5. The implementation diagram of the pseudo DNA cryptography method

Generally, such a scheme can be formulated as below (M and C are for plaintext

and cipher text, respectively)

e Encryption key EI = (the starting and pattern codes of the introns, the

places of

the introns)

e Encryption key E2 = (the codon-amino acids mapping)

e Decryption key D; = E;

e Decryption key D= E;,
e C'=E (M),C=Ey(C)
e M'=D;(C),M=D,(M)

The scheme is principally a symmetric key algorithm, except that the sender

initially has only part of the keys, and he generates the rest part of the keys. It is

obvious that such a scheme is essentially a 2 step substitution process, though they

are substitutions in a general sense (not letter-by-letter substitution).
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4.3.3 DNA Cryptosystems Using Random One-Time-Pads

One-time-pad encryption uses a codebook of random data to convert plaintext to
ciphertext. Since the codebook serves as the key, if it were predictable (i.e. not
random), then an adversary could guess the algorithm that generates the codebook,
allowing decryption of the message. No piece of data from the codebook should
ever be used more than once. If it were, then it would leak information about the
probability distribution of the plaintext, which would result in increasing the
efficiency of an attempt to guess the message. This class of cryptosystem using a
secret random one-time-pad is the only cryptosystem known to be absolutely

unbreakable.

First, assemble a large one-time-pad in the form of a DNA strand, which is
randomly assembled from short oligonucleotide sequences, then isolated and
cloned. These one-time-pads are assumed to be constructed in secret, and we
further assume that specific one-time-pads is shared in advance by both the sender
and receiver of the secret message. This assumption requires initial communication
of the one-time-pad between sender and receiver, which is facilitated by the

compact nature of DNA.

4.3.4 DNA Cryptosystem using one-time-pad Substitution system

A substitution one-time-pad system uses a plaintext binary message and a table
defining a random mapping to ciphertext. The input strand is of length » and is
partitioned into plaintext words of fixed length. The table maps all possible
plaintext strings of a fixed length to corresponding ciphertext strings, such that

there is a unique reverse mapping.

Encryption by substituting each occurs plaintext DNA word with a corresponding
DNA cipher word. The mapping is implemented using a long DNA pad consisting
of many segments, each of which specifies a single plain-text word to cipher word
mapping. The plaintext word acts as a hybridization site for the binding of a
primer, which is then elongated. This results in the formation of a plaintext-
ciphertext word-pair. Further, cleavage of the word-pairs and removal of the

plaintext portion must occur.
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An ideal one-time-pad library would contain a huge number of pads and each
would provide a perfectly unique, random mapping from plaintext words to cipher

words. The structure of an example pad [5] is given in Fig. 4.6.

Figure. 4.6. One-time-pad codebook DNA Sequences

The repeating unit is made up of:
¢ One sequence word, C;, from the set of cipher or codebook-matching words;
e One sequence word, P;, from the set of plaintext words; and

e A polymerase "stopper" sequence.

The stopper sequence prohibits extension of the growing DNA strand beyond the
boundary of the paired cipher word. Each P; includes a unique subsequence, which
prevents frequency analysis attacks by mapping multiple instances of the same
message plaintext to different ciphertext words. Further, this prefix could

optionally be used to encode the position of the word in the message.

The one-time-pad consists of a DNA strand of length n containing d = n/L;+L,+L;
copies of the repeating pattern: a plaintext word of length L; . a cipher word of
length L, ; and stopper sequence of length L; The word length grows
logarithmically in the total pad length; specifically for fixed integer constants C;
,Ca,C3> 1.
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The length may be defined as —
L;- Cylogm;

L;- C; logon , and

L=Cs;

Each repeat unit specifies a single mapping pair, and no codebook word or
plaintext word will be used more than once on any pad. Therefore. given a cipher
word C;, we are assured that it maps to only a single plaintext word P; and vice
versa. Stopper sequences consist of a run of identical nucleotides that act to halt
strand copying by DNA polymerase given a lack of complementary nucleotide

triphosphate in the test tube.

4.3.5 Method Analysis

The experimental feasibility depends upon the following factors:

e The size of the lexicon, which is the number of plaintext-ciphertext word-pairs,

e The size of each word,

e The number of DNA one-time-pads that can be constructed in a synthesis
cycle.

e The length of each message that is to be encrypted.

If for experimental reasons, a small lexicon is required, then the words used could
represent a more basic set such as ASCII characters, resulting in a lexicon size of
128. It is estimated that in a single cloning procedure, we can produce 10° to 10®
different one-time-pad DNA sequences. It is important to note that the choice of
word encodings must guarantee an acceptable Hamming distance between

sequences such that the fidelity of annealing is maximized.

The entire construction process can be repeated to prepare greater numbers of
unique pads. Construction of the libraries of codebook pads can be approached
using segmental assembly procedures used successfully in gene library
construction projects and DNA word encoding methods used in DNA computation.
We can set the constants C; and C, large enough so that the probability of getting

repeated words on a pad of length # is acceptably small.
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4.4 Algorithm Analysis and Evaluation

4.4.1 Analysis of Preudo DNA Cryptography

Let us suppose that the DNA form of information D has a length n. There are k£
introns, and their average length is m. Then the mRNA form of information D'
have the length n-k*m. Since one codon (consists of 3 nucleic acids) generally can
be translated into one amino acid, the protein form of information D" have the
length of (n-k*m)/3. Both the encryption and decryption process have the time
complexity of O (n).

As there are 61 coding Codons, and only 20 amino acids, thus on an average 3
codons to be mapped on to the same amino acid, so the different number of mRNA
for the protein form of data is about 3 ~* ™" In reverse transcription process
there are 20 kK" ™ places to insert introns. Now, even if the introns are known, the
time complexity of recovering DNA form data from mRNA form is O(k*Z(“'k*m)). If
spaced intron scheme is used, the time complexity can be 0(2* x 2 ®*™)_So the
total time complexity can be at least 03" ™ x 2 ®*™) Fyrther by careful
control, if k*m is around 0.35n (= log,3/ (log,3+3)*n), then the complexity above
is O (2"). The smaller the k*m, such time complexity can be increased, but more
partial information would be revealed, which makes it venerable to other attacks.
Since n is generally of the IMb scale, such a brute force attack method is

unpractical.

4.4.2 Evaluation

The encryption/ decryption algorithm has been performed in C-language under
Linux environment A P-IV (1.7 GHz)/512MB/40GB system was used for carrying
out the work.

Each of the encryption/ decryption process is performed ten times and the average
time is considered and for checking the robustness of the system, we have selected

four different plain texts with increasing size.

The program is designed for a simple sender-receiver system. On the sender side,

an initial key is required (starting introns and pattern codes) which the user himself
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generates. The user first translates the plaintext into DNA form of information
using conversion program. Processes of central dogma — splicing, transcription and
translation are also simulated including necessary padding for compatibility
reason. Now, the starting and pattern codes of the introns along with the places of
introns, removed spaced introns and the codon-amino acid are added into the key
file and the enciphered information is also created. These two files are then sent to
receiver through two different channels, the enciphered file through public channel

and the key file through secure channel.

At the receiver side, the enciphered information and the key file are received from
two different channels. The key information in the key file is used to decipher the
received information. Reverse translation, reverse transcription and reverse
splicing processes are applied using the respective program and the information
stored in the key file. After this process the receiver gets the DNA form of
information and then the plain text can be easily recovered in order to know what

the sender has sent to the receiver.
We have used highly divert plaintext, which include short-text, long-text purely
alphabetical and text combining alphabets in order to test the performance of the

program. Table 4.1 shows the different texts considered:

Table 4.1. Performance of application with plaintext of different contents

Number of
o ) Recovery of
Dataset Description Different )
Plaintext
Characters
Testl Only alphabetical and digital | 52 Yes
characters
Test2 Only non-alphabetical and | 100 Yes
non-digital characters
Test3 Combination of Characters 75 Yes
Test4 Combination of Characters 125 Yes
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Further, each plaintext has the length 10 times that of the former one, starting from
10 and then number bits needed to store in ASCII format is calculated, which is

eight times the length of plain text. As observed

For cipher text, the length and the relative bits are also calculated. Since, one
amino acid can be represented by a 3-letter sequence, and for unique 64 amino
acids, we require 6 bits and only 2 bits are needed for each letter in cipher text. As
a result, the number of bits needed for each of cipher-text is double the length of

cipher text.

We have also introduced the redundancies (tags and separators). The actual key
information is dependent on size of the starting and pattern codes of the introns but
its size is roughly less than half of the size including redundancy (refer Table 4.2).
The encryption and decryption times are also listed, which points towards the

efficiency of the algorithm, as shown in Figure 4.7 and Figure 4.8.

Table 4.2. Performance of the application with plaintexts of different lengths

Dataset Length of | Length of | Size of Key | Encryption | Decryption
Plaintext | Cipher (with Time (ms) | Time (ms)
(Bits) Text redundancy)

(Bits)

Testl 10 (80) 51(102) | 100 254 428

Test2 100 (800) | 396 (792) | 708 258 431

Test3 1000 3521 5211 298 483
(8000) (7042)

Test4 10000 36212 48132 1292 1398
(80000) (72424)
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We have proposed a pseudo DNA cryptography method, based on central dogma

of molecular biology. The method simulates the transcription and translation

process of the central dogma; it also adds some artificial features to make the

resulting cipher texts difficult to break. The simulated analysis shows that this

method is powerful against certain attacks [118], especially against brute force



attacks. The experiments not only show the power of such a method, but also
reveal that this method is very efficient in computation. The encryption and

decryption time is very much affordable to be employed in area of MANETS.
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Chapter 5

Simulation Results and Discussion

5.1 Introduction

The proposed secure routing protocol has been implemented by using pseudo DNA
cryptography. We have used ns2, a discrete event simulator to verify and validate

our results.

While Not Empty (EventQueue) Do

dequeue(m) /* earlier event from EventQueue */

update(clock)

simulate(m)

enqueue() /* enqueue any events produced */
EndWhile

Figure 5.1. Basic Sequential Discrete Event Simulator Algorithm

5.2 Strategy used

We correlate the published DSR [103] and the implemented DSR (writing the DSR
script in Tcl/Tk). Then, we modified the written Tcl/Tk script to take into account
the pseudo DNA cryptography method, as discussed in chapter 4. The modified
Tcl/Tk script implements the proposed SANE-DNA protocol. For all the
simulations carried, a warm up time of 1000 s has been taken into account before
the start of the actual simulation, as suggested by Tracy camp et al. [126]. A total
of 5 simulation runs have been performed for each metric and the results are

discussed below.
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5.3 Simulation Parameters

The different parameters considered for the simulation are shown in Table 5.1.

Table 5.1. Different simulation parameters used for evaluating SANE-DNA.

Parameter Value
Transmission Range 250 m
Maximum Velocity (Vmax) 20 m/s
Simulation Time 600 sec
Pause Time 0 to 600 (interval time of 100 sec)
Environment Size 1200 m x 300 m
Packet Size 512 bytes
Link Bandwidth 2 Mbps
Traffic Type CBR (Constant Bit Rate)
Packet Rate 2 packets/sec

5.4 Performance Metric

The following performance metrics are used for evaluating, SANE-DNA, the
proposed secure routing protocol.
¢ Route Acquisition Time: The time it takes a source node to find a route to a

destination node.

e Average End-to-End Delay or Mean Overall Packet Latency: This implies
the delay a packet suffers between leaving the sender application and arriving at

the receiver application.

e Routing Overhead: The total number of routing packets transmitted during

the simulation.
e Throughput or packet delivery ratio: The ratio between the number of

packets sent out by the sender application and the number of packets correctly

received by the corresponding peer application.
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5.5 Published DSR
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Figure 5.3. Graphs showing the output of Route Acquisition Time for Published
DSR against different simulation Parameters
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Figure 5.3. Graphs showing the output of Route Acquisition Time for Published
DSR against different simulation Parameters
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Figure 5.4. Graphs showing the output of Packet Delay for Published DSR against
different simulation Parameters
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Figure 5.4. Graphs showing the output of Packet Delay for Published DSR against
different simulation Parameters
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Figure 5.5. Graphs showing the output of Routing Overhead for Published DSR
against different simulation Parameters
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Figure 5.5. Graphs showing the output of Routing Overhead for Published DSR
against different simulation Parameters
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Figure 5.6. Graphs showing the output of Throughput for Published DSR against
different simulation Parameters
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Figure 5.6. Graphs showing the output of Throughput for Published DSR against
different simulation Parameters
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5.6 Published DSR and Implemented DSR comparison
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Figure 5.7. Graphs showing the output of Route Acquisition Time for Published
DSR vs Implemented DSR against different simulation Parameters
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Figure 5.7. Graphs showing the output of Route Acquisition Time for Published
DSR vs Implemented DSR against different simulation Parameters
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Figure 5.8. Graphs showing the output of Packet Delay for Published DSR vs

Implemented DSR against different simulation Parameters
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Figure 5.8. Graphs showing the output of Packet Delay for Published DSR vs
Implemented DSR against different simulation Parameters
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Figure 5.9. Graphs showing the output of Routing Overhead for Published DSR
vs Implemented DSR against different simulation Parameters
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Figure 5.9. Graphs showing the output of Routing Overhead for Published DSR
vs Implemented DSR against different simulation Parameters
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Figure 5.10. Graphs showing the output of Throughput for Published DSR vs
Implemented DSR against different simulation Parameters
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Figure 5.10. Graphs showing the output of Throughput for Published DSR vs
Implemented DSR against different simulation Parameters
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Table 5.2. Coefficient of correlation between published DSR and implemented

DSR
Parameters Source no. = 10 Source no. = 10 Source no. = 10 Source no. = 10
Metrics Node no. =30 Node no. = 60 Node no. =30 Node no. = 60
Max. speed = 1.5 | Max. speed=1.5 | Max. speed =20 | Max. speed = 20
m/s m/s m/s m/s
Route
Acquisition 0.950301 0.964106 0.943376 0.956537
Time (ms)
Packet Delay 0.965831 0.947452 0.958239 0.949232
Control Packet
Overhead 0.936496 0.907034 0.893108 0.902092
Throughput 0.903989 0.880077 0.939388 0.941592
) 3.956617 3.698669 3.734111 3.949353
—>

Mean Coefficient of Correlation = 15.33875/16 = 0.9586875
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5.7 Implemented DSR and SANE-DNA comparison
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Figure 5.11. Graphs showing the output of Route Acquisition Time for
Implemented DSR vs SANE-DNA against different simulation Parameters
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Figure 5.11. Graphs showing the output of Route Acquisition Time for
Implemented DSR vs SANE-DNA against different simulation Parameters
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Figure 5.12. Graphs showing the output of Packet Delay for Implemented DSR vs
SANE-DNA against different simulation Parameters
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Figure 5.12. Graphs showing the output of Packet Delay for Implemented DSR vs
SANE-DNA against different simulation Parameters
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Figure 5.13. Graphs showing the output of Routing Overhead for Implemented
DSR vs SANE-DNA against different simulation Parameters
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Figure 5.13. Graphs showing the output of Routing Overhead for Implemented
DSR vs SANE-DNA against different simulation Parameters
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Figure 5.14. Graphs showing the output of Throughput for Implemented DSR vs
SANE-DNA against different simulation Parameters
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Figure 5.14. Graphs showing the output of Throughput for Implemented DSR vs
SANE-DNA against different simulation Parameters

127




Table 5.3. Simulation results (Route Acquisition Time)

Source =10, Node =30 Source =10, Node =60

Correlation %OH | Correlation %O0OH

1.5 m/s 0.950301 3.00 | 0.964106 4.00
20 m/s 0.943376 4.45 | 0.956537 3.06

Table 5.4. Simulation results (Packet Delay)

Source =10, Node =30 Source =10, Node =60

Correlation %OH | Correlation %OH
1.5 m/s 0.965831 12.02 | 0.947452 12.02
20 m/s 0.958239 12.25 1 0.949232 12.45

Table 5.5. Simulation results (Routing Overhead)

Source =10, Node =30 Source =10, Node =60

Correlation %OH | Correlation %O0OH

1.5 m/s 0.936496 12.08 | 0.907034 12.34
20 m/s 0.893108 14.13 | 0.902092 14.41

Table 5.6. Simulation results (Throughput)

Source =10, Node =30 Source =10, Node =60

Correlation %OH | Correlation %OH

1.5 m/s 0.903989 8.22 | 0.880077 8.12
20 m/s 0.939388 12.31 | 0.941592 12.54

5.8 Discussion

The MANET environment chosen for the above simulation is rectangular shaped in
order to force the use of longer routes between the nodes than would occur in a

square space with equal node density.

The coefficient of correlation has been shown in each simulation for different
metrics indicating the behavior of the implemented DSR. The overall coefficient
value comes out to be 0.958, which shows that the implemented DSR is in close
proximity with the published DSR protocol. Thus, validating the Tcl/Tk script of
the implemented DSR.
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When the SANE-DNA protocol is simulated over the implemented DSR, the

percentage overhead is calculated in order to study the behavior of SANE-DNA

protocol. The percentage overhead is defined as:

Metricg,yy_py, —Metric,, i oueapsr | %100

%MetricOverhead = | .
‘ Metrlc[mp/ementedDSR

Where, Metric can be - Route Acquisition Time, Packet Delay, Routing Overhead

Throughput, as the case may be.

The simulation result leads us to the following observations:

The Route Acquisition Timeoyemead 1S Increased, indicating minimal
interference of the proposed protocol, SANE-DNA with the normal
functioning of the DSR protocol (3% to 4%).

The End-to-End Delaygyernead 0f the SANE-DNA is increased over the DSR
protocol due to the extra time required to communicate the public key and
the encryption and decryption process taking place at the source and
destination nodes (around 12%).

A Routing Overhead,yermead 0f the SANE-DNA protocol increases because
of the extra information being sent as encrypted message (12% to 14%).
The Throughput,yerhead Of the SANE-DNA and the DSR protocol is almost
constant, ranging from 8% to 12.5% because the number of packets lost

while reaching the destination is almost same in both the cases.

Now, let us observe the behavior of SANE-DNA with other security goals,

considering them one by one, as listed below:

Impersonation
DNA cryptography does not allow the attacker to do
impersonation as before transmitting the data a secure channel is
established between the source and destination that itself implies the

destination before hand knows from whom he is going to get the data.
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o Modification
Before transmitting the data a secure channel is established between the
source and destination this protects the data to be modified by anyone.
Before sending the data it is encrypted by using the public key of the
sender and the data can be only modified if the destination‘s private key

is compromised.

o Fabrication
DNA cryptography algorithm does not allow the message to be
fabricated. Destination can also choose to accept or reject the packet
based on the prior behavior of the node. The node, which injects the
invalid routing packets, can also be penalized for routing misbehavior

[113,114], as done in the Watchdog mechanism.

. Wormhole Attack
DNA cryptography algorithm takes care of the packet security as the
transmission can only start if the secure channel has been established,
as the sender generally knows the route before the transmission starts.
So the sender may also implement a kind of feedback mechanism to

know about which packets are successfully delivered.

o Denial of Service
DNA cryptography algorithm also limits the denial of service attack to
the minimum as the destination can limit its number of connections as it
can accept or reject the connections before establishing any route with
any node. So, it can limit the connections depending upon the resources

available with the node.

5.9 Conclusion
The proposed SANE-DNA protocol has been verified and validated through

simulation by synthetically generated data sets. The confidence factor of the entire
simulation process is 0.95. The DSR can be secured with marginal overhead within

tolerable limits.
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Chapter 6

Conclusion and Scope for Future Work

6.1 Conclusions

Wireless mobile ad hoc networks present difficult challenges to routing protocol
designers. Mobility, constrained bandwidth, and limited power cause frequent
topology changes. It also has its share of security vulnerabilities. The very basic
nature of the mode of communication is the main concern because anything that
moves over the open air medium is susceptible to be picked up by unauthorized
access. For any mission critical or organizationally sensitive information, ad hoc
networks add an element of insecurity. The most important and vital element is to
route the information among the network in a secured manner. Secure routing
[119] in ad hoc networks is the main focus of our research. DNA cryptography has
been proposed and simulated for slow moving nodes (1.5m/s) and fast moving
nodes (20 m/s) along with the variations in number of nodes. We summarize our

contributions are as follows:

I. We conducted a performance evaluation of various routing protocols of
different types, mainly focusing on the flat-routing protocols. The routing
protocols were analyzed in diverse network scenario to assess their relative
strength and weaknesses. Our results provided meaningful indications to

protocol designers in this area.
2. We investigated the effect of various mobility models on working of different

flat-routing protocols. It is determined that the choice of mobility model does,

in fact, affect the relative performance of different routing protocols.
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3. We performed simulation of the DSR protocol. Our study results indicate that
DSR may be considered as one of the best routing protocol for providing
secure routing because there are no periodic beacons, thus resulting in a lesser

overhead during communication.

4. We introduced a novel secure routing protocol, termed as SANE-DNA. The
proposed protocol is based upon pseudo DNA cryptography method using one-
time-pads. The scheme has been illustrated for a DSR protocol and could easily
be adopted for other on-demand routing protocols for providing integrity, non-
repudiation and confidentiality. The proposed algorithm has been evaluated
with different network parameters under a simulated environment. As per our
knowledge, this is the first reported work for securing ad hoc networks using
pseudo DNA cryptography. We are also exploring the possibility of submitting
it to IETF MANET working group.

5. To establish the effectiveness of the proposed protocol, the same has also been

compared with existing secure routing protocols, as shown in Table 6.1.
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Table 6.1 Evaluation of SANE-DNA

Performance SANE-
ARIDANE | ARAN | SEED SRP |SAODV | SAR SLSP
Parameters DNA
Type Reactive Reactive | Proactive | Reactive | Reactive | Reactive | Proactive | Reactive
MANET
DSR DSR/AODV | DSDV | DSR/ZRP | AOD V AODV ZHLS DSR

Protocol
Encryption Sym Asym Sym Sym Asym | Sym/Asym | Asym Sym
Synchronization Yes No Yes No No No No Yes
Trust Authority KDC CA CA CA CA CA/KDC | CA/KDC No
Authentication Yes Yes Yes Yes Yes Yes Yes Yes
Confidentiality No Yes No No No Yes No Yes
Integrity Yes Yes No Yes Yes Yes No Yes
Non-

o No Yes No No Yes Yes Yes Yes
repudiations
Anti-Spoofing Yes Yes No Yes Yes Yes Yes Yes
DoS Attack Yes No Yes Yes No No Yes Yes
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6.2 Scope for Future Research

This work opens new avenues for future research. The research can be extended in

several directions and some of them are summarized below:

1.

The proposed secure routing protocol, SANE-DNA, is simulated under
different conditions of the MANET. We have only performed the simulation
studies. It would be interesting to note the performance of the proposed
protocol for different parameters such as - average number of edges, average
link down time, average density, average number of link change route, average
length of path etc. Further, in order to have a better understanding of the
strategy it can be implemented on the real-world test bed, such as - WHYNET,
established in south California. WHYNET is a multi-institutional effort to build
an interconnected test bed of wireless networks for use by the academic

community.

The proposed secure routing protocol, SANE-DNA, is implemented on a
reactive routing protocol, the DSR. The DNA cryptography algorithm can
further be extended on other categories of routing protocols such as- proactive
routing protocols, hybrid routing protocols, geographical routing protocols,

power-aware routing protocols etc.

The random way point mobility model (RWPMM) is used in the presented
work to obtain simulation results by varying different network parameters. The
RWPMM can further be improved upon its accuracy through steady-state
initialization and the results can then be compared. Further, the mobility model
used in the simulation is RWPMM, which is suitable for a certain scenario. It
would be interesting to note the behavior of the proposed secure routing
protocol as simulated by different mobility model such as- Random walk,
Random point group mobility model or the Manhattan model, which are useful

for simulating other real-world scenarios.

It is a common belief and proven fact that the formal systems are helpful in

verifying and validating the security mechanisms for any secure routing
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protocol. The same can be applied on the presented work by using - Verisim or
SPIN Model Checker or S*A (Spi calculus Specification Symbolic Analyser) or

BAN logic, to name a few.
. In the presented work, the selfish nodes are not dealt with; it would be

interesting to note the behavior of a routing protocol capable of handling both

selfish and malicious nodes using DNA cryptography.
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APPENDIX- A

Terminologies used in DNA Cryptography [133]

DNA Revolution in life science started with the discovery of structure of
DNA [131] in 1953 by Watson and Crick. DNA has blueprint of all
life forms. It contains the genetic instructions specifying biological

developments.

THE STRUCTURE OF ONR

one helical turn
=34 nm

Sugar-phosphate
backbone

Base

Hydrogen bonds
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RNA

RNA [132] serves as the template for translation of genes into
proteins, transferring amino acids to the ribosome to form
proteins and also translating the transcript into proteins. There

are three forms of RNA namely, mRNA , tRNA and rRNA.

"

The RNA molecule

Sugar
phosphate
backbone

Adenine

"?5}- -ﬁr“‘hhhhqqﬂ“““ Uracil
ﬂ:- S,' . Guanine
@
Q
'ﬂ’:.:h Cytasine
ol
mRNA Messenger RNA
Carries information from DNA to the ribosome sites of protein
synthesis in the cell.
rRNA Ribosomal RNA
Is a component of the ribosomes , the protein synthetic factories
in the cell.
tRNA Transfer DNA
Is a small RNA chain of about 74-93 nucleotide that transfers a
specific amino acid to a growing chain.
Codon The gene sequence inscribed in DNA , and in RNA , is

composed of tri-nucleotide units called codons.
e.g. the string UUUAAACCC contains the codons UUU, AAA

and CCC .Each of which specifies one amino acid. Therefore it
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represents a protein sequence , three amino acids long.

Oligonucleotide

Are short sequences of nucleotides (DNA/RNA) typically with

twenty or fewer base.

Purine

Adenine and Guanine are called Purine.

Pyrimidine

Cytosine and Thymine are called Pyrimidine.

Polymerase

Is an enzyme that assists in DNA replication. It acts as a

catalyst for the production of existing DNA or RNA

Lexicon

Is a list of words together in the additional word-specific

information i.e. a dictionary.

Hamming

Distance

Between two strings of equal length is the number of positions
for which the corresponding symbols are different.
e.g. For the binary strings 1011101 and 1001001 the Hamming

distance is two.

Introns

Introns are sections of DNA colinear to the RNA sequence that
will be spliced out after transcription, but before the RNA is

translated.

Exons

An exon is any region of DNA within a gene that is transcribed

to the final messenger RNA (mRNA) molecule.

Adenine

Adenine is one of the two purine nucleobases used in forming
nucleotides of the nucleic acids. In DNA, adenine binds to
thymine via two hydrogen bonds to assist in stabilizing the
nucleic acid structures. In RNA, which is used in the cytoplasm

for protein synthesis, adenine binds to uracil.

Guanine

guanine is a derivative of purine, consisting of a fused
pyrimidine-imidazole ring system with conjugated double

bonds.

Cytosine

Cytosine is one of the 5 main nucleobases used in storing and
transporting genetic information within a cell in the nucleic

acids DNA and RNA. It is a pyrimidine derivative.

Thymine

Thymine, also known as S5-methyluracil, is a pyrimidine
nucleobase. In RNA thymine is replaced with uracil in most

cases.In DNA, thymine(T) binds to adenine (A) via two
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hydrogen bonds to assist in stabilizing the nucleic acid

structures.

Uracil

Uracil is a pyrimidine which is common and naturally
occurring.Found in RNA, it base pairs with adenine and is

replaced by thymine in DNA.
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APPENDIX-B

1. Source Side Procedures
1.1 Main Procedure

» Char * procedure sourceside main(char * buffer,char *

publickey)
1.

start // start of procedure sourceside main();

2.

declare char dna[100], mrna[100], keys[100],protein [100], enc_data[100];
// declare strings to store the intermediate representations.

3.

dna = procedure_convert_data_into_dna_form (buffer);

// this procedure will convert the data stored in the buffer to the dna form.
4.

mrna= procedure convert dna_into_mrna_form (dna),

//this procedure will convert the dna form to mrna form

3.

keys= generate_keys ( );// get the public key by establishing a secure channel
6.

protein= procedure_convert_mrna_into_protein_form (mrna,keys);
//this procedure will convert the mrna form into the protein form by employing the

//transcription and translation process.

7.

enc_data=procedure_encrypt_protein_form(protein,publickey);

//this procedure will convert the protein form into the encrypted data form by using
//the public key of the sender.

8.

return enc_data;

9.

end // end of procedure_sourceside _main();
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1.2 Child Procedures

" char * procedure convert data_into_dna_form (char * buffer)
//used to convert data into the dna form by using (A for 00, C for 01, G for 10, T
for 11)

" char * procedure convert dna_into_mrna_form (char * dna)

//used to convert the dna form to mrna form, as the source knows the starting
//codes (codes that indicate the begin of the intron) and pattern codes (codes that
//define which parts of the frame to be removed, and which parts to be kept) of the
//introns, so the source knows where are the introns in the DNA form of the
/finformation and which parts should be removed. This procedure scans the DNA
//form of information to find out the introns and records the introns places, and

//cut out the introns according to the specified pattern.

" char * generate keys (void )
//used to generate the keys which are the starting and pattern codes of the introns,
//the places of the introns, the removed spaced introns, and the codon-amino acids

//mapping of the protein.

" char * procedure convert mrna_into _protein_form (char *

mrna,char * keys )

//used to convert the mrna formmof information to the protein formusing the keys.

" char * procedure encrypt protein_form(char * protein, char

*publickey)
//used to encrypt the data i.e. the protein form and the keys that are to be send to

//the destination side through a secure channel.
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2. Destination Side Procedures
2.1 Main Procedure

»  Char * procedure destination side _main (char * buffer, char *

keys, char * privatekey)
1.

start // start of procedure sourceside main();

2.

declare char dna[100], mrna[100], protein[100], received data[100];
// declare strings to store the intermediate representations.

3.

protein=procedure_decrypt_data (buffer,privatekey),
4.

mrna=procedure convert data into_mrna_form(protein,keys);

J.

dna = procedure _convert_data_into_dna_form (mrna);

6.

received data = procedure convert into digital form(dna);
1.
return received data;

8.

end // end of procedure _sourceside _main();
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2.2 Child Procedures

" char * procedure decrypt data(char * buffer,char * privatekey)

/lused to convert the data received form the source into its original protein form by
//decrypting it with private key , if the server has send the data by encrypting it with //the
//public key.

» char * procedure convert data_into_mrna_form(char *

protein, char * keys)
//used to convert the protein form of data into the mrna form using the keys send by //the

//source.

" char * procedure convert data_into_dna_form (char * mrna);

// used to convert the mrna form of data into the dna form by using the

//information where are the introns in the information.

" char * procedure convert into_digital form(char * dna);

/lused to convert the dna form of information into the digital form consisting of 1’s

//and 0’s.
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