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Abstract

Cloud Computing enables a dynamic platform for deploying numerous internet applica-
tions by offering services such as software, and infrastructure. The Internet of Things
(IoT) offers a variety of potential opportunities and applications, including smart grids,
smart cities, intelligent transportation systems, e-health, and more, to fulfill various Cloud
services. Thus, to address the current and future needs of end users, loT and cloud com-

puting are merged for the overall growth and organization of such applications.

In addition to the advantages, complex cloud scenarios provide several challenges for IoT
applications, such as scalability, reliability, heterogeneity, security, and privacy. One of
the emerging issues for different IoT-based Cloud applications is auto-scaling. These days,
many applications benefit from the auto-scaling capability, which allows them to scale
up and down resources automatically. For efficient and autonomic scaling, predicting the
future load on the host is recommended. This is because the load fluctuations may occur
due to the dynamic resource usage among Cloud tenants. The over-utilized or under-
utilized status of the host can be monitored based on the predicted resource utilization,

and the migration process can be performed to maintain the load on that host.

In this research work, an auto-scaling technique has been proposed using load predic-
tion for IoT-based Cloud application. First, an extensive literature survey of existing
Cloud-based IoT applications has been done to achieve the objectives. Furthermore,
state-of-the-art auto-scaling techniques have been surveyed, and necessary Quality of
Service (QoS) parameters have been keyed out. From the literature, it can be inferred
that load prediction-based auto-scaling is a challenging issue that must be handled intel-

ligently.

For dynamic load prediction, an Ensemble Time-Series Approach for Load Prediction

(ETSA-LP) has been proposed which integrates five time-series analysis techniques (ARIMA,

vil



ANN, SVM, LSTM & ES) for predicting CPU and memory utilization. To evaluate
the efficiency of the proposed approach, a series of experiments on Google and Planet-
Lab traces have been conducted in a real Cloud environment. The proposed ensemble
approach gives the best performance over the existing models by showing remarkable

accuracy improvement and reducing the error rate and execution time.

Further, an efficient auto-scaling approach for predicting host load through Virtual Ma-
chine (VM) migration has been proposed. Different algorithms have been devised to
detect over-utilized and under-utilized hosts based on the predicted resource utilization.
Also, a VM migration algorithm has been deployed that helps to choose the appropri-
ate VM to be migrated. The designed approach has been validated by experimentation
on a real-time Google cluster dataset. The proposed technique significantly improves
average CPU utilization and reduces over-utilization and under-utilization. It also mini-
mizes response time, SLA violations, and the slighter number of migrations and scaling

overhead.

For testing and validating the proposed approach, actual cloud platforms, GCP (Google
Cloud Platform) and AWS (Amazon Web Services) have been used. In this research work,
heterogeneous VMs (Virtual Machines) are created for parallel execution and validating
the performance of the proposed approach. The average load variations and status of

VMs at different time intervals have been monitored.

A case study based on a fog platform for IoT applications has also been considered for
further enhancement. A Fog-Enabled Auto-Scaling Technique (FEAST) has been pro-
posed to predict resource usage concerning CPU, memory, disk, and network utilization
using the deep learning model. Several experiments have been conducted to evaluate
performance and validate several indicators related to resource usage, scaling overhead,

delay, and SLA violations, etc.

viii
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Chapter 1

Introduction

Cloud Computing has emerged as the latest paradigm that offers a dynamic and extensible
infrastructure for computing and storage. It offers a huge variety of resources on-demand
to cater to the computational obligations of IoT applications such as healthcare, smart
cities, and so on. However, certain issues need to be addressed to efficiently utilize this
technology, such as scalability, fault tolerance, reliability, security, privacy, etc. Auto-
scaling is the process of automatically scaling up and down the resources so that the load

on the system can be managed.

In the Cloud, it is recommended to acquire the resources earlier than the time when
the load increases. This consequence would be probable only if the the future load can be
predicted. If the load exceeds the defined value on a host, it will lead to performance degra-
dation. One way to address the host load imbalance is to leverage the capabilities of the
virtualization technology. The improvement in performance on a host can be achieved by
switching idle nodes/VMs to low-power VMs. CPU utilization-based host load detection

algorithms are able to provide an accurate prediction for autonomic Cloud applications.

This chapter exhibits an overall glimpse of the thesis and presents Cloud computing, sev-
eral IoT domains, their evolution, and paradigms, in conjunction with the auto-scaling of
different resources. The section also discusses how cloud computing is a viable platform
for executing IoT-based applications. Further, it provides an overall view of the funda-
mentals of auto-scaling and the motivation to propose an autonomic approach based on
resource usage prediction for Cloud-based IoT applications. The chapter ends with the

thesis organization and its pertinent contributions.



1.1 Cloud Computing: An Overview

Cloud Computing is trending these days as it devises various impressive features such
as pricing-per-use, broad network access, reliability, scalability, energy efficiency, and on-
demand availability of computing resources [1]. Additionally, it also allows a reduction
in operating costs as a service benefactors do not have to offer capacities conferring to
peak load. Figure 1.1 depicts the main aspects of the Cloud: essential characteristics,

deployment models, and service models.

Service Model
grvice iViodels Hybrid Deployment

Cloud Models

On Demand Self Service n : I Private B

. : Cloud Community
Broad Network Access “ . 2 Cloud

g ¢
Resource pooling n .

tr
Rapid Elasticity

m

Measured Service v :

Figure 1.1: Cloud Computing Paradigm

Along with various characteristics, Cloud Computing creates an innovative mode of plan-
ning, evolving, testing, installing and preserving applications on the Internet. Nowadays,
Cloud Computing services are being utilized by various applications which are listed

below:
e Business applications (telecom, e-commerce etc).

Natural Language Processing (machine translation of one language to another).

3D applications (Mathematical simulations, DNA simulations etc).

Image Processing

IoT applications (Healthcare, smart cities, smart energy etc).



Clouds have been premeditated for running business applications and web applications
but it also can satisfy the high-performance computing demand of IoT applications and
that too in a reasonable time. It allows scientists to scale up and scale down the infrastruc-
ture as per the application requirements [2]. For the fulfillment of these responsibilities,
the Internet of Things (IoT) provides extensive opportunities and applications such as
smart grids, smart cities, intelligent transportation systems, e-health and so on. Thus,
[oT and Cloud Computing are merged for the overall growth and organization of such

applications to meet the current and future needs of end-users.

1.2 IoT-based Cloud Applications

The Internet of Things (IoT) standard is centered on intellectual and automatic configu-
ration of nodes or things incorporated in a dynamic infrastructure and universal network
[3]. On the other hand, Cloud Computing is a much more mature technology with in-
definite competencies in consent of storage, power and processing. Cloud in integration
with IoT gave rise to innovative smart services and applications that have intense effect
in everyday life. Numerous applications took advantage when there is a need to inter-
change information within themselves and also while sending this information for Cloud
[2]. Few of these applications are like in the field of healthcare, smart cities and homes,

automotive and logistics, smart energy, etc.

Smart
devices and
s
. -
Privacy

concerns
Autonomic
& Scalable

systems

Figure 1.2: Imminent issues with [oT-based Cloud applications



There are many more such applications exist which levies the effectiveness of Cloud Com-
puting in their development. At the same time, it is also reviewed that complex Cloud
scenarios forces numerous issues for each IoT application such as scalability, reliability,
heterogeneity, security, and privacy, as shown in Figure 1.2. Scalability in autonomic sys-
tems is one of them which needs to be resolved in the various IoT applications including
healthcare, smart cities, automotive, and smart mobility. Nowadays, various loT-based
Cloud applications are getting an advantage from the auto-scaling feature in which re-
source consumption can be automatically scaled up and down by Cloud service provider
[4].

1.3 Auto-Scaling in Cloud

Cloud Computing with system scalability features permits customers to access vast and
elastic resources on-demand. The term scalability can be defined as the concept that
signifies the capability of a system to accommodate an increasing number of elements or

resources to process cumulative needs effectively [5].

There are considerably three ways of scaling in Cloud: horizontal scaling, vertical scaling
and auto-scaling [6]. The horizontal scaling, also referred as scaling in/out, allows the re-
source units to be added or released as needed and replica of server becomes resource unit
i.e. functioning on a VM. On the other hand, vertical scaling or scaling up/down deals
with changing system resources allocated to an already functional VM, e.g., increasing
or decreasing memory or CPU power allocated [7]. The resource scaling with minimum

human intervention is known as auto-scaling.

End Users

Auto-Scaling
Load

2~  SCALE

g‘_"M .‘.M h

Figure 1.3 shows the standard procedure for autonomic scaling. The user’s requirement

Figure 1.3: General process of Auto-Scaling

occasionally changes, making the number of operating servers vary and the load oscillate.

The need for load prediction in auto-scaling is that a single-tier or multi-tier application is



always scaled based on the incoming load [8]. The general scenario of resource allocation
in auto-scaling has been depicted in Figure 1.4. Due to the rise in requests, the auto-
scaler chooses whether to initiate more VMs or append resources to the existing VMs.
Contrarily, in Figure 1.5, when the number of requests has decreased, the auto-scaler
releases some resources from each component by either horizontally halting a few VMs

or vertically eliminating specific resources from existing VMs.
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Figure 1.4: Resource Allocation with Auto-scaling: Scale In
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Figure 1.5: Resource Allocation with Auto-scaling: Scale Out

Auto-scaling automates the growth or reduction of system capacity available for use by
tenants and is a commonly desired feature in various IoT-based Cloud applications dis-
cussed above. The major intention of an auto-scaling system is to fine-tune the attained
resources without human intervention which reduces the cost [9]. The auto-scaling sys-
tem mainly needs a monitor and a scaling unit component. Every auto-scaling technique
requires a sound monitoring and prediction system capable of gathering diverse and ef-
ficient metrics about the present state of the system, such as CPU, memory, disk, and
bandwidth. Therefore, it is recommended to predict the incoming load in advance. The

scaling component will make use of these performance metrics to choose which scala-



bility action to conduct, for instance, eliminating a VM or appending some additional

memory.

1.4 Load Prediction and VM Migration in Cloud

The various prediction techniques provide an estimation of the load, performance, and
cost of an auto-scaling system. Due to the rise of private and public cloud data centers,
leasing virtual machines to host is common [8]. Also, it is necessary to acquire the
resources earlier than the time when the load increases. This consequence would be
probable only if the future load can be predicted. According to the predictive value,
log information can be formulated for reclaiming future idle resources, transforming into
the energy-saving mode in advance, or adding resources for the upcoming peak load in

advance to certify a stable QoS.

In past years, researchers have increased interest in the information of load prediction
centered on exploring and monitoring data [10]. Numerous authors have surveyed and
implemented load prediction techniques so far. Though diverse prediction methods have
been used to date, almost all of these come under either time-series forecasting or machine
learning-based procedures like ARIMA, LR, SVM, Neural Networks, etc. These time-
series methods are also beneficial for predicting load on VMs in the Cloud and improving

crucial quality attributes [11].

ate P
Figure 1.6: Four-Step VM migration process

where VM can
be placed

Virtualization is one of the most prominent features of cloud computing that covenants
with the number of resources and users available [12]. By executing this virtual environ-
ment, auto-scaling can be easily deployed on any IoT-based Cloud application. It also
permits VM (Virtual Machine) migration from one physical machine to another. VM
migration is carried out in a directive to reduce the number of running PMs by migrat-

ing and consolidating a few VMs into a reduced number [13]. As shown in Figure 1.6,



VM migration is mainly a process of selecting an over-loaded or under-loaded PM and

choosing appropriate VM(s) to be migrated onto the target PM.

The most challenging task in the VM migration process is to select a suitable host because
the wrong host selection may lead to a repetition of the migration process, resource
wastage, increased overhead of machines, and more time, power, and energy consumption
[14]. To avoid these circumstances, various VM migration techniques have been proposed
so far. However, few researchers have implemented VM migration techniques for auto-
scaling, which leads to improvement in the QoS parameters crucial for migrating VMs
such as downtime, total migration time, etc. Therefore, there is a need to design and
validate an efficient auto-scaling system for load prediction using VM migration for easy
deployment of IoT-based Cloud applications. Moreover, cloud providers can optimize
resource provision, increase resource utilization, and attain the maximum advantage with

an efficient auto-scaling strategy.

1.5 Research Motivation

The Cloud tenants often just pay for the resources they utilize, avoiding the shortcomings
and overhead of any idle entities. As a result, it is necessary to keep the system scal-
able automatically. Therefore, an auto-scaling strategy is required, in which resources
can be automatically scaled up or down according to the required resource utilization.
Researchers made an effort to deploy the best auto-scaling policies possible for the cloud.
Still, an efficient auto-scaling technique is needed to enhance scalability and attain es-
sential QoS metrics in IoT-based Cloud applications. The following are the motivations

for this research work:

e Due to dynamic resource requirements in loT-based Cloud applications, it is rec-
ommended to predict the system’s load prior and maintain the scalability automat-

ically.

e To predict workload, a dynamic load prediction model is required to gather and

monitor different utilization parameters such as CPU, memory, disk, etc.

e For enhancing dynamic scalability and prediction accuracy, time-series forecast-
ing techniques can be deployed such as Support Vector Machines (SVM), Neural
Networks (NN), Exponential Smoothing (ES), etc.

e An IoT-based Cloud application may have over-utilized or under-utilized VMs from
time to time. In this unknown forthcoming situation, it is recommended that the

VMs be migrated as per the requirement.



e An auto-scaling approach could be deployed to validate various QoS parameters
such as CPU utilization, accuracy, response time, scalability overhead, etc., which

could improve performance for an loT-based Cloud application.

1.6 Thesis Contributions

The pertinent contributions of the thesis are mentioned below:

e A detailed survey has been conducted to explore various IoT-based Cloud appli-
cations, such as healthcare, smart homes, smart cities, automotive, smart energy,

etc.

e A comprehensive investigation has been conducted to study the existing load pre-
diction approaches for cloud resource usage prediction and also different migration

policies have been surveyed along with their merits and demerits.

e Auto-scaling techniques, including threshold-based, reinforcement learning, control
theory, time-series forecasting techniques, etc. have been examined for autonomic

scaling in Cloud environment.

e An Ensemble-based framework ETSA-LP has been designed and implemented, in-
tegrating various time-series analysis techniques for predicting CPU and memory
utilization. This model will also provide a dynamic and effective solution to pre-
process, collect, analyze, and store large amounts of data for IoT-based Cloud

applications.

e An auto-scaling approach for host load prediction has been developed using the VM
migration approach for the Cloud environment. It will automatically scale up and
down as per the resource requirements of different applications. It would also be

capable of improving the overall scalability of the system.

e Finally, a Fog-Enabled Auto-Scaling Technique (FEAST) has been proposed and
deployed as a case study to predict resource usage concerning CPU, memory, disk,
and network utilization using the LSTM (Long Short-Term Memory) model. This
will help avoid over and under-provisioning problems and simultaneously satisfy

SLA and QoS requirements.



1.7 Thesis Organization

The introduction to this thesis is presented in Chapter 1. The remainder of the thesis

is structured as follows:
Chapter 2 Literature Survey:

Chapter 2 presents a detailed survey of the existing auto-scaling techniques which can
be deployed on the IoT-based cloud applications. Also, the metrics to fulfill the QoS
requirements are briefly discussed. Besides, the existing load prediction techniques are
surveyed and compared on the basis of different parameters such as time, cost, power, SLA
violation, scalabilty, CPU load, memory usage and accuracy. Additionally, an extensive
survey of the existing VM migration approaches is presented along with the problems
solved and the platforms used. Based on the gaps prevailing in the existing literature,
the problem formulation and objectives of this thesis are sketched. This chapter is derived

from:

e Shveta Verma and Anju Bala, “Auto-scaling techniques for IoT-based cloud ap-
plications: a review”, Cluster Computing, Springers, 24, 2425-2459, 2021. [SCI
Indexed, Impact Factor - 4.40]

Chapter 3 ETSA-LP-An Ensemble Time-Series Approach for Load Predic-

tion in Cloud:

Chapter 3 This chapter emphasizes deploying a dynamic and autonomic load prediction
framework. In this chapter, an Ensemble Time-Series Approach for Load Prediction
(ETSA-LP), which integrates various time-series analysis techniques for predicting CPU
and memory utilization, has been proposed. To evaluate the efficiency of the proposed
approach, a series of experiments on Google and PlanetLab traces have been conducted
in a real Cloud environment. The results have been compared according to different
performance metrics and models having determined accuracy and the minimal error rate
has been selected as the best among others. The proposed ensemble approach gives the
best performance over the existing models by showing remarkable accuracy improvement

and reducing the error rate and execution time. This chapter is derived from:

e Shveta Verma, and Anju Bala “ETSA-LP: An Ensemble Time-Series Approach
for Load Prediction in Cloud”, Computing and Informatics, 2023. [SCI Indexed,
Impact Factor - 0.972]

Chapter 4 Efficient Auto-Scaling for Host Load Prediction through VM Mi-

gration in Cloud:



Chapter 4 In this chapter, an efficient auto-scaling approach for predicting host load
through VM migration has been proposed. The ensemble method using different time-
series forecasting models has been proposed to forecast the approaching workload on
the host. Based on this predicted load, different algorithms have been devised to de-
tect over-utilized and under-utilized hosts and VMs have been migrated. The designed
approach has been validated by experimentation on a real-time Google cluster dataset.
The proposed technique significantly improves average CPU utilization and reduces over-
utilization and under-utilization. It also minimizes response time, SLA violations, and the
slighter number of migrations and scaling overhead. This chapter acquired the content

from:

e Shveta Verma, and Anju Bala, “Efficient Auto-Scaling for Host Load Predic-
tion through VM Migration in Cloud”, Concurrency and Computation: Practice
& Experience, Wiley Publications, €7925, https://doi.org/10.1002/cpe.7925 [SCI
Indexed, Impact Factor - 1.831]

Chapter 5 Verification and Validation of the proposed auto-scaling approach:

Chapter 5 This chapter elaborates on the testing and validation of the proposed ap-
proach using the Google Cloud Platform (GCP) and AWS (Amazon Web Services). The
chapter also provides the results attained after implementing the proposed approaches.
Firstly, the outcomes of ETSA-LP (Ensemble Time-Series Approach for Load Predic-
tion) for predicting resource usage in terms of CPU and memory utilization are shown.
The performance of the approach is validated based on error rate, accuracy and total
execution time. Finally, the results of the proposed auto-scaling approach are validated
on the GCP and AWS. The proposed approach outperforms the existing ones regarding

response time, number of migrations, scaling overhead and SLA violation rate.

To validate the effectiveness of the proposed auto-scaling approach, the case study of a
fog-based IoT application has been employed. A Fog-Enabled Auto-Scaling Technique
(FEAST) has been proposed that predicts resource usage concerning CPU, memory, disk,
and network utilization using the LSTM model. Comparing the suggested method to the
current fog-based auto-scaling techniques, the experimental findings demonstrate that it
improves cost, resource utilization, SLA violation, response time, and delay violation.

The content of this chapter is derived from:

e Shveta Verma, and Anju Bala, “Efficient Auto-Scaling for Host Load Predic-
tion through VM Migration in Cloud”, Concurrency and Computation: Practice
& Experience, Wiley Publications, €7925, https://doi.org/10.1002/cpe.7925 [SCI
Indexed, Impact Factor - 1.831]
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e Shveta Verma and Anju Bala, “FEAST: Fog Enabled Auto-Scaling Technique
for IoT-based Cloud Application”, Automated Software Engineering, 2024[SCI In-

dexed, Impact Factor - 3.4]. [Communicated|
Chapter 6 Conclusion and Future Directions:

This chapter summarizes the conclusions drawn from the thesis along with the possible

future directions.
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Chapter 2

Literature Survey

Cloud Computing with system scalability feature permits customers to access vast and
elastic resources on-demand. The term scalability can be defined as the concept that sig-
nifies the capability of a system to accommodate an increasing number of elements or
resources to process cumulative needs effectively. Auto-Scaling systematizes the growth
as well as reduction of system capability that is accessible for use by tenants and is a

frequently preferred feature in loT-based Cloud applications.

As the demand for cloud services is increasing, providing resources efficiently based on
the application’s resource usage requirement has become essential. Also, to balance the
load, the resources must be scaled autonomically. So, an extensive analysis of auto-scaling
techniques has been done in this chapter to understand existing techniques’ key benefits
and drawbacks. Also, the literature has been studied to carry out load prediction and VM

migration proficiently along with Quality of Service (QoS) requirements.

This chapter investigates the various auto-scaling techniques that can be deployed on
cloud-based IoT applications. It discusses the existing techniques that can predict applica-
tions’ resource requirements in general. The state-of-the-art approaches for VM migration
and QoS metrics are also discussed. In the end, the chapter recapitulates the gaps found

in existing literature and lists the thesis objectives.



2.1 IoT-based Cloud Applications

The Internet of Things (IoT) standard is centered on the intellectual and automatic
configuration of nodes or things incorporated in a dynamic infrastructure and universal
network. It embodies one of the utmost turbulent technologies that enable abundant and
persistent computing states. Alternatively, Cloud Computing is an emerging technology

with indefinite competencies in the consent of storage, power and processing.

Cloud can provide optimal features to enforce [oT service management as well as applica-
tions that can feat information produced by them [2]. Cloud in integration with IoT gave
rise to innovative smart services and applications that have an intense effect in everyday
life. For instance, healthcare applications stimulate and coordinate the administration
of medical data, an intelligent transportation system that can improve traffic manage-
ment and decrease road traffic accidents, smart energy which can improve the efficiency
and reliability of power supplies, smart cities, homes, etc [15]. Figure 2.1 describes the

application scenario driven by Cloud and IoT integration.

Healtheare
Automotive _
& Smart Smart City
Mobility
IoT-bhazed
Cloud
applications
Smart Smart
Energy & Home &
smart Grid Metering
Video
Surveillance

Figure 2.1: IoT-based Cloud Applications
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(1) Healthcare

Various Cloud services, smart devices and mobile Internet are continuously contributing
to the efficient invention of healthcare and enable cost operative, well-organized, timely
and superior pervasive medicinal services. The implementation of Cloud in healthcare
contributes to the generalization of technical details, exterminating the requirement for
expertise and to regulate the technology. setup [2]. To develop an ambitious healthcare
framework in Cloud, the electronic as well as a medical field need demonstrative and
autonomous gadgets, sensors that should be capable enough to cooperate with machine

learning and AT to provide personal administration and satisfaction [16].

Through the integration of Cloud and IoT, it becomes very facile to collect patient’s
dynamic medical information through a set of sensors, deliver and share the electronic
health records on Cloud for storage and processing, and proper information management
collected from sensors, wearable and implantable devices [17]. One of the examples of
using advance IoT functionality using Artificial Intelligence (AI) is the monitoring of
child’s obesity by placing sensor on the chest of a child to collect information about food
diet, physical activities or other environmental and mental factors. A concept of Body
Sensor Networks (BSN) has also been proposed in healthcare domain these days that is
capable to store, process and analyze huge amounts of relative data in a scalable manner.
As our primary contemplation is on accurate health surveillance, cloud-based healthcare
application should be time-critical and cost-effective. For instance, RFID chips can be in-
serted in patients for regular and timely health monitoring with inferior medical costs [7].
Nowadays, various healthcare applications are being deployed on Cloud, but still, there
are some common issues exist including interoperability, scalability, security, coursing

Quality of Service (QoS) and cumulative storage [2], [18].

(17) Smart city

[oT and Cloud together offer a common platform for succeeding Smart-City services
by attaining information from diverse sensing infrastructures, retrieving each and every
geo-location and showing information in a constant mode [2]. Most of the proposed
resolutions suggested practicing Cloud Computing to support the detection, linking and
assimilation of sensors and actuators capable of supporting global connectivity along with
real-time applications for smart city services. It enables intelligent illumination system
in cities, automatic weather reporting systems, sharing of environmental and sensor data
between different cities, better informed decision making process and empowers citizens

for participation and integration through RFID sensors and geo-tagging. A smart city
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[oT framework must include APIs for sensing and stimulating a Cloud platform that
offers autonomic, scalable and prolonged storage, processing, management and control of

real-world sensing devices [19].

Smart cities are making daily life easier by providing services such as smart munici-
pal facilities, smart power and energy, smart traffic system, smart agriculture and so on.
As per IBM, a smart city application should possess the three main characteristics: first
is the instruments/sensors should be reliable and time-critical, second, accurate and well-
interconnected devices and third, every service should be capable to intelligently monitor
the status. Apart from these features, still some concerns are to be taken care of in these

applications such as security, privacy, elasticity and real-time interfaces.

(77i) Smart home and smart metering

[oT devises great applications in home situations that includes diverse embedded devices
that assist the automation of mutual inter-house events. Cloud can be considered as a
preeminent platform in these applications for building elastic applications with elite code
and therefore transforming home automation into a minor chore. It is also important that

household devices must be web-enabled, standardized and have uniform self-involvement

[2].

Therefore, management and control of such policies should be rendered by installing
extra-potent computing devices for implementing complex functionalities and moderat-
ing the volume and frequency of interactions with the Cloud. Few examples of the smart
home are automatic on/off electrical appliances, sensor-based lock/unlock doors, moni-
toring power usage of devices, intelligent remote control, voice-based controlling, smart
air-quality adjustment and even observing of home is possible through webcams from

remote locations [20].

Now a days, smart lighting systems attracted much growing attention from the research
community and proved to save the energy consumed up to 45%. For such scenarios,
Cloud enables flexible home automation with only a few lines of code, and provides
necessary resources for tasks beyond the scope of local networks. Similarly, examples of
smart metering include automatic monitoring devices for electricity, water supply, sensor-
based gardening tools and so on [3]. For the IoT industry to create this much ease to
customers, the smart home and smart metering applications should possess intelligent
recognition of appliances, frequent remote control and automatic management of energy

consumption.

16



(iv) Automotive and smart mobility

Cloud, as an evolving technology, is also capable to provide fruitful solutions to renovate
transportation and automobile services such as intelligent parking systems, vehicular
clouds, increased road safety, less traffic congestion. These emerging IoT application
provides a promising solution to daily life transportation problems and also offer many
business benefits [21]. Examples of newly deployed practices are smart car navigation
systems, voice assistance systems, autonomic vehicle sensing, Internet of Vehicles (IoV),

and V2V (Vehicle to vehicle) exchange of information.

The IoT framework should aim at providing real-time, secure, scalable and on-demand
services to tenants through hybrid or multi-clouds in order to increase storage, process-
ing and computing capabilities. The main characteristics of these applications include
intelligent control over vehicles, devices with enough storage and processing capabilities,
lesser costs, flexibility, etc, [22]. The assimilation of Cloud technologies with Intelligent
Transportation Solutions (ITS) represents an encouraging prospect to handle recent chal-
lenges such as the enormous vehicles and their frequently changing number finally leads
to difficulty in achieving system scalability [23]. Also, vehicles running at changing speeds

cause an impact on performance and reliability along with QoS [24].

(v) Smart energy and smart grid

[oT and Cloud can be successfully fused together to offer smart organization of energy
dispersal and consumption. For smart energy, computational jobs should be accurately
distributed among devices dealing with the Cloud to handle more complex and com-
prehensive decisions. Similarly for smart buildings and grids, the energy alternatives
and well-suited usage can be provided by incorporating system information into Cloud,
though providing self-configuring and ideal electricity quality [25]. It also enables two-
way communication among customers to place electricity requirements through advance
sensing, processing and networking capabilities [26]. For example, in our homes, elec-
tricity and power consumption can be automatically monitored. For deploying smart
energy applications, the main features should be intelligent monitoring, optimization and
transmission of energy as per generation and demand, efficient image and video process-
ing, self-healing sensor devices, etc. At the same time, the issues related to security and

privacy for Smart Grid also rise [27].

(vi) Smart Video Surveillance

Cloud and IoT for the perspective of smart video surveillance contribute to easy and

efficient storage, management, processing internet in a load-balanced, scalable, and fault-
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tolerant manner [2]. The important characteristics of video surveillance applications
should be having minimum bandwidth, high security and privacy, high storage media
and video analytics, heterogeneity and intelligent monitoring of video content. Some of
the challenges mainly considered for these applications are the unfeasibility of using any

camera device due to the restricted flow of the supporting technology and tools.

2.1.1 TIoT-based Cloud applications: Challenges

The various IoT-based Cloud applications discussed so far shows how the integration of
Cloud with IoT offers several features and nurtures the enhancement of these applica-
tions. But these applications also impels several challenges for complex Cloud such as
reliability, heterogeneity, scalability, security and privacy [2]. Table 2.1 depicts the various
challenges imposed by each application discussed above. When the migration of critical
[oT applications is performed on Cloud, new issues arise due to the ignorance of some
important parameters such as complexities of hardware, SLAs, information about physi-
cal storage, the privacy of sensitive information, untimely streaming of huge amounts of
data, etc. The various challenges imposed by loT-based Cloud applications have been

discussed here:

(1) Privacy and security

It becomes one of the major challenges to maintain security and privacy of IoT applica-
tions these days. The reasons behind these sometimes the data is hacked by hackers or
third-party users and the critical sensor-based information is manipulated by introducing
some malware threats. The solution for these issues is to restrict access to critical and
sensitive data and also strict policies should be applied for maintaining privacy at the

user level [18].

(77) Reliability

The ToT applications use various device and sensor data for critical decision-making such
as healthcare, smart homes and cities and intelligent traffic monitoring. There is a need
for these devices to communicate in an interconnected, completely flexible and persistent
paradigm. But due to the availability of limited resources in some of the IoT devices,
it becomes critical to maintain reliability [23]. To design and implement a reliable IoT
framework, the detection of inconsistencies in the application or device must be made

and rectified prior which will boost the robustness of the system.
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(77i) Scalability

In some cases, [oT services and applications are not skilled enough to work proficiently
in small and large environments concurrently which leads to poor scalability between
the user and the things. To improve scalability, the framework must be designed to be
adaptable in small as well as the large environments, able to handle multiple data storage

services and autonomic [4].

(iv) Performance

The performance of any IoT application depends on the robustness, fault-tolerance, time-
critical, interoperable, scalable and self-organized features of the system. The higher
these parameters, performance will automatically be healthier and also results in cost

optimization [7].

(v) Heterogeneity

The complex IoT-based Cloud applications should include different heterogenous devices
to improve the quality of the overall system. It also has an effect on computational costs
and energy consumption and also needs high computing devices in order to perform well

in large-scale environment [27].

(vi) Data streaming

Most of the ToT-based Cloud applications are not able to cope with the geo-distributed
data these days. In other words, to automate real-data flows, the data streaming capa-
bilities must be incorporated with these applications [15]. Therefore, it is recommended
to integrate the Cloud and IoT applications and deploy them such that it results in a
continuous flow of data generated by various sources (e.g. e-healthcare in a smart city
driven by autonomous vehicles). Also, in data stream processing, the challenge is to use

infinite data as finite data in finite time and space [18].

As depicted in the Table 2.1, challenges that need to be pertained and resolved from
the perspective of each IoT-based Cloud application has been highlighted. Scalability is
one of the issues that must be resolved in applications including healthcare, smart cities,
automotive and smart mobility. Nowadays, various IoT-based Cloud applications are
getting an advantage from the auto- scaling feature in which resource consumption can
be automatically scaled up and scaled down by Cloud service provider. Also, there are
numerous auto-scaling techniques present for effective deployment in the Cloud such as
threshold-based policies, queuing theory, control theory, etc., which are elaborated in the

next section.
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Table 2.1: Challenges related to IoT-based cloud applications

Applications | Privacy | Reliability | Security | Perfor- | Hetero- | Data
mance geneity | Streaming

Healthcare Yes Yes Yes Yes Yes Yes

[17],[18]

Smart City | Yes Yes Yes Yes Yes Yes

[19]

Smart Home | No Yes No Yes Yes Yes

& Smart Me-

tering [20]

Automotive No Yes Yes Yes Yes No

& Smart

Mobility [2]

Smart En- | Yes Yes Yes Yes Yes Yes

ergy &

Smart Grid

[20]

Video No Yes Yes Yes Yes Yes

Surveil-

lance [2]

2.2 State-of-the-art: Auto-Scaling

Auto-scaling is a crucial component in Cloud that refers to the ability to dynamically
allocate and release computing resources in response to changing resource demands [8].
Auto-scaling automatically determines the appropriately allocated resources to meet QoS

objectives and Service Level Agreement (SLA).

2.2.1 Auto-Scaling in Cloud

To satisfy the dynamic requirements of Cloud users, auto- Scaling can be applicable to
all the service levels of Cloud Computing-laaS, PaaS and SaaS, which can be further
helpful in the easy deployment of IoT-based Cloud applications. Figure 2.2 represents
the taxonomy of Cloud auto-scaling at different levels and Table 2.2 depicts a list of

different Cloud solutions with auto-scaling features at these three levels.

(1) Auto-scaling at IaaS level

Auto-scaling at IaaS level focuses on completing two main requirements, first is the
application of prominent vendor techniques and secondly, developing auto-scaling policies
for explicit needs of users [28]. It addresses specific demands and techniques such as

virtualization, workload monitoring, hybrid /multi-clouds and self-scaling framework. For
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Figure 2.2: Cloud auto-scaling at different levels

instance, Amazon is a prevailing Cloud supplier with its auto-scaling mechanism for the

TaaS level.

(1) Auto-scaling at PaaS level

The first main component of PaaS level auto-scaling is infrastructure resource man-
agement with the help of database replication or load balancing. At the PaaS level,
auto-scaling is also dependable on autonomic models (self-repair, self-optimize and self-
monitor) and also helps in coordinating resource consumption of a system [6]. For exam-

ple, Microsoft Azure works on PaaS level with a built-in auto-scaling mechanism.

(17i) Auto-scaling at SaaS level

On the topmost level Saas, auto-scaling along with Cloud offers services based on the
pay-per-use model and handles concerns of handling resources according to inconsistent
load along with meeting SLAs and QoS requirements. Various Hadoop services, web and

other applications work on Saa$S level to provide auto-scaling capabilities [10].

Table 2.2: Existing cloud solutions with auto-scaling feature at different service levels

Service providers Service level Policy Application

29]

Amazon EC2 [6] IaaS Auto-Scaling, Web Services

threshold based
Microsoft Azure [29] PaaS Manual Diagnostic mechanisms
Paraleap (based on Azure) | PaaS Auto-Scaling Management APIs, embed-

ded auto-scaling
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Table 2.2: Existing cloud solutions with auto-scaling feature at different service levels

(cont.)

Service providers Service level Policy Application

CloudWatch ~ (Amazon) | IaaS Auto-Scaling Metrics-based, Load Balanc-

[30] ing

GoGrid [9] laaS Manual APIs

RightScale (GoGrid & | TaaS Auto-Scaling Alert System, Metric-based

EC2) [31]

RackSpace [27] TaaS Manual APIs

Enstratius (Rackspace) [6] | SaaS Auto-Scaling Configuration management
tools, on-premises deploy-
ment

Scalr (RightScale & EC2) | IaaS Auto-Scaling Web Applications

20]

OpenStack [32] TaaS Auto-Scaling Load Balancing

Google Compute Engine | PaaS Auto-Scaling Monitoring, XML supportive

33]

Claudia [6] - Auto-Scaling Flexible, Open Source

Amazon Elastic Beanstal | PaaS Auto-Scaling Resource Provisioning

(6]

Hadoop [34] SaaS Auto-Scaling Parallel web applications

CloudScale [6] TaaS Auto-Scaling Resource prediction, error
correction, VM migration,
scaling

Flexiscale [35] TaaS Auto-Scaling Load balancing

Snooze [9] IaaS Auto-Scaling Power management, VM con-
solidation, fault tolerance

Nimbus [29] TaaS Manual Works as a tool

Eucalyptus [29] TaaS Manual Resource management

Open Nebula (Cloud- | IaaS Manual Hosting services, virtualiza-

Stack) [4] tion, security

SmartScale [29] laaS Auto-Scaling Prediction, workload classi-
fication, virtualization man-
agement

In general, horizontal and vertical scaling techniques are considered at different resource
levels in Cloud. The horizontal scaling adjusts and maintains the number of VM instances
on a large scale. Still, it sometimes provokes a waste of virtual resources and takes much
time to initiate a VM [9]. Conversely, vertical scaling can scale virtual resources in a few
milliseconds, but it is restricted by the number of resources available on the host machine
on which the VM resides. Both scaling techniques are suitable for diverse conditions, and

an inventive blend of these two may comfort users in discovering an ideal scaling policy
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[36]. Numerous auto-scaling techniques present for effective deployment in the Cloud,
such as threshold-based policies, queuing theory, control theory, etc., are discussed below,

along with their merits and demerits.

2.2.2 Auto-Scaling: Existing Techniques

To fulfill the objective of scalability, Cloud professionals have followed schedule-based and
rule-based techniques of Auto-Scaling to attempt the co-ordination between computing

necessity and resources, as shown in Figure 2.3.

Auto-Scaling

Techniques

|
| |
' Schedule-Based \ ' Rule-based \
L
[ |

Tﬂe—sqies
based policies Learning Theory analysis

Threshold- ; Reinforcement Control

Figure 2.3: Classification of auto-scaling techniques

A Schedule-based methods: Schedule-based methods evaluate the recurring outline of
regular workload. In this, scaling measures are physically organized based on time,

so that system cannot get used to the unpredicted deviations in the load [6].

B Rule-based methods: Many familiar Cloud providers like Amazon generally recom-
mend rule-based auto-scaling techniques. A rule-based method usually generates
rules to identify when and how to scale [29]. To accomplish each rule, the client
needs to specify a new state supported by a final variable, e.g., CPU load;80%. If
a given state is achieved, it activates an action for scaling up or scaling- down that

is pre-defined, e.g. appending a new VM. The rule-based method can be further
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categorized as reactive and proactive algorithms:

e Reactive: The reactive method implies that it responds to system changes,
but does not act to them. Threshold-based policies visibly belong to reactive

techniques.

e Proactive: Predictive or proactive auto-scaling methods attempt to foresee
future prerequisites and accordingly attain or relinquish resources beforehand
so that they are ready whenever required [12]. If we reflect on the convention
of a specific resource such as CPU or memory as a time series, we can reflect
on numerous foretelling substitute. Time-series analysis is entirely a proactive

approach.

2.2.3 Threshold-based policies

Threshold-based rules or policies are widely autonomous and used in the commercial auto-
scalable Cloud Computing systems [29]. There are two rules for employing a threshold-
based auto-scaling: one for scaling up and another for scaling down e.g. if processor time
is greater than 70%, then scale up and if processor time is less than 30%, then scale
down. These rules generally depend upon a time variable and after each scaling process,
a cool-down period (also known as resize calm time) is applied. In this cooling down
period, no action is performed means no scaling is applied [37]. It is a reactive technique
in which a request is generated for an instance only when a threshold point is reached or
aroused. The major shortcoming of the threshold-based policy is the effort required for

setting appropriate threshold values [38].

According to the researches carried so far, threshold based policies can easily handle and
adapt the number of resources assigned to Cloud applications for executing auto-scaling
features [39]. On the other hand, a user requests to choose an appropriate performance
variable or combination of variables to fix threshold-based rules. The upper and lower
thresholds are key variables to be set for accurate working of these rules. Hasan et
al. [40] reflected four thresholds: ThrU (upper threshold), ThrbU (slightly below upper
threshold), ThrL (lower threshold) and ThroL (slightly above lower threshold). The time
duration, measured in seconds, used for testing strength of performance metric value
above/below are denoted as ThrU /ThrL and ThrbU /ThroL. This type of parametric

organization can better track the performance metric value tendency.
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Table 2.3: Summary of existing threshold-based auto-scaling systems

Ref.| Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[7] | Both Reactive LS, LSU & LSD al- | Response IC- Cloud
Horizon- gos time,CPU load
tal &
Vertical
[37] | Both Reactive Integrated and | Response No experimen-
Horizon- Autonomic Cloud | time,CPU load tation
tal & Resource Scaler
Vertical (TACRS)
[38] | Horizontal | Reactive/ dynamic  Scoring | CPU load, request | Custom Simula-
proactive Algorithm rate tor
[40] | Both auto Threshold-based upper threshold | Custom simula-
Horizon- and lower thresh- | tor
tal & old, response time
Vertical
[41] | Vertical Reactive Robust Hybrid | Response Custom simula-
aoto-scaling time,CPU load tor
(RHAS)
[42] | Horizontal | Reactive Auto Scaling Ap- | Scaling overhead, | CloudSim
proach Based on | Threshold values,
Learning Automata | Bandwidth
(ASTAW)
[43] | Horizontal | Reactive Novel Auto Scaling | No of | CloudSim
Approach Based on | VMs,Threshold
Learning Automata | values, Scaling
(NASLA) overhead
[33] | Not de- | Reactive System model,VM | CPU utiliza- | CoMon project,
fined Allocation algos tion, No of VMs, | PlanetLab,
Threashold values CloudSim

On the other hand, RightScale’s auto-scaling algorithm gives an accompaniment to re-
active rules. It is an elementary autonomous process of voting in which an action is
taken only if most of the VMs approve to scale up or down otherwise no action is taken.
Based on a set of rules, every VM has to vote for scale up or down. After completion
of each scaling act, there is a cool down time (resize calm time) where no action can
be performed. RightScale suggests 15 min of calm time period because fresh machines
normally take 5-10 min to start. Chieu et al. [44] suggested adopting reactive rules

centered on number of active sessions and also extended this by adopting the RightScale

approach.
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Kupferman et al. [45]compared RightScale with other algorithms and made the assump-
tion that RightScale’s voting system is extremely reliant on threshold values defined by
a user and their workload features. To save costs, they developed a method called smart
kill which said that even if the load is low, there is no need to terminate a VM earlier
an hour is completed. Beloglazov [32] proposed a method for the consolidation of VMs
dynamically based on adaptive threshold utilization and also determined the probabil-
ity distribution of CPU utilization for Cloud. Lim et al. [46] defined a proportional
threshold-based method for an integral controller. The summary of research work related

to threshold-based auto-scaling policies is shown in Table 2.3.

As per the literature reviewed about threshold-based policies, it has been observed that
the straightforward and native nature of these purely reactive policies creates them very
attractive to the users and commercial Cloud providers. But, still there are some of the

gaps being identified in this concern:

e The setting of threshold values is a time-consuming process and entails a profound
knowledge of workload trends because an inappropriate adjustment can cause os-

cillations in VM number and thus lead to immoral performance [45].

e CPU load, response time and threshold latency parameters play an important role
while applying threshold-based policies. Many researchers have used these policies
for auto-scaling in Cloud, but the effectiveness of the rules under burst workloads

is still questionable [46].

2.2.4 Reinforcement Learning (RL)

The reinforcement learning approach of auto-scaling is an automatic decision-making
technique in which VM representation is anticipated via learning conduct [6]. It inter-
prets the performance framework and strategy of a target application online without any
preceding information. In this method, all decisions are approved based on of commu-
nication between an auto-scaling agent and a scalable application environment [47]. An
agent is a decision-maker that will learn from experiencing the best possible action to
be performed for all environment states and to maximize returned reward always. The
Markov Decision Process (MDP), Q-learning, parallel learning and neural network algo-
rithms are considered as the current methods to resolve complications in RL approach,

as shown in Figure 2.4.
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Figure 2.4: Types of RL techniques

(i) MDP

The fundamental elements of a MDP can be specified for a single problem in many ways.
For instance, a state s is defined as [w; u; p], where w denotes the total number of
user requests according to time-period, u represents the number of allocated VMs and
p specifies performance in the consent of average request response time, particularly in

case of horizontal scaling [48].

(i7) Q-learning

Dutreilh et al. [49] proposed a preliminary approximation of Q-learning function to
improve the bad performance of RL by updating the value for each state in all itera-

tions.

(77i) Parallel Learning

In the parallel learning technique, each mediator does not require to call each state and
action every time, as an alternative it can acquire the value of non-visited states from its

adjacent agents [50].

(iv) Neural Networks

Neural networks can foresee the value of non-visited states and considered a pair of state

actions as input and Q-value as output.

Besides these approaches, a different proposal concentrated on vertical scaling which con-
sidered a state assumed by the usage of memory and CPU for a VM individually [29].
The probable action to be taken highly depends on the nature of scaling i.e. whether
horizontal or vertical. For example: append, eliminate or sustain the number of VMs
or increment/decrement the volume of CPU and memory allocated in case of horizontal
scaling. As per reward function is concerned, it generally takes the cost of resources and

cost evolved due to SLO violations into consideration.
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Rao et al.

[51] stated that the problem to reduce time of training can be solved ei-

ther with a policy that imposes numerous states at each step or by applying parallel

learning agents. Cooper [52] stated that E-greedy is one of the widely used strategies for

neural networks, where arbitrary actions are chosen with a low probability 1-E.

Table 2.4: Existing reinforcement learning based auto-scaling systems

Ref. Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[47] Horizontal | Proactive VirtRL workflow No of VMs, Re- | Olio application
sponse time, Cost
[50] Horizontal | Proactive Parallel Q-learning | No of VMs, Re- | Matlab,Amazon
architecture & algo- | sponse time, Cost EC2, Xen
rithm
[51] Vertical Proactive VCONF (RL based | CPU, memory | Xen,TPC-
virtual machine | usage ,Response | C, TPC-
auto-configuration time, Throughput W,SpecWeb
agent)
[49] Vertical Proactive Unified reinforce- | Response time Xen, TPC-
ment learning C, TPC-W,
(URL) approach SpecWeb
[53] Horizontal | Proactive Q- CPU load,response | OpenStack
learning, FQL4KE time, network link
technique bandwidth
[54] Not de- | Both re- | SLA-aware and | Bandwidth, Total | Huawei TCRM
fined active & | Resource-efficient VM running time,
proactive Self-learning ~ Ap- | Scaling in/out time
proach (SRSA)
[55] Not de- | proactive State-Action- Total no of VMs, | Eucalyptus
fined Reward-State- ,cost AWS
Action  (SARSA)
algorithm
[48] Not men- | proactive Auto-Scale model | CPU Xen driver in-
tioned architecture, time,Response terface, RUBiS
Neuro-fuzzy based | time, Throughput,
model, MDP

As depicted in Table 2.4, the reinforcement learning approach acts as an auspicious

technique for auto-scaling with distinct types of performance metrics such as response

time, no. of VMs, cost, throughput, etc. RL approaches attempt to perform auto-scaling

but without any prior awareness or model of an application. These techniques might

seem challenging for users because of the following reasons:
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e Inferior performance and Time-consuming: Sometimes initially and during an in-

feasible online live training period, the performance can be intolerably reduced [52].

e Curse of dimensionality problem: It refers to having large state space means the
number of states increases frequently with the number of state variables, resulting
in scalability problems [51]. The modest solution is to use a lookup table that stores
a separate value for every feasible pair of state and action. But, with the increase

in the size of the table, the performance also degrades.

2.2.5 Queuing Theory

Queuing theory is applied to increase capacity by examining and creating decisions on
the basis of a queue e.g. queued requests in a load balancer. Traditional queuing theory
has been widely implemented to form applications and servers on Internet for the cause
to analyze performance parameters like queue length or average request waiting time [6].
Queuing theory uses a mathematical reference model from the precise study of waiting
lines or queues. When a client request arrives in the system with mean arrival rate k, it
is appended in the queue until their processing. There may be a possibility that one or

more servers in the model can exist and will join requests at this arrival rate [56].

Queuing theory can perform estimation of performance metrics only, therefore it has been
combined with other techniques such as threshold-based policies, control theory or RL
by most of the researchers to solve auto-scaling issues. There are two main drawbacks
of applying queuing theory approaches: one is that they require few assumptions which
are non-realistic and not valid for real-time premises and secondly they are also not well-
suited for the critical type of systems [35]. The concept of queuing networks can be

implemented in one of the following types, as shown in Figure 2.5.

(1) Open queuing network model

This autonomous and parallel model can be constructed as n open networks having one
server and a demand level of k/n each. The researchers have used a parallel M/M/1 queu-

ing expression to represent mean response time with exponential smoothing [57].

(17) Closed-loop queuing network model

This model represents an application with a finite M number of customers and can be
modeled as n autonomous parallel closed networks with one server and M /n customers
each. For this, Mean Value Analysis (MVA) can be used to define the mean response

time of an application which uses two parameters: Z i.e. average think time and 1/ 11i.e.
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average service time at a server [56].

(17i) Queue per server

This approach was implemented with one server and a network of G/G/1 queue. They
developed the formula for k using this model and the Little’s Law in order to decide peak
workload and the number of servers required on each tier. This peak workload can be
predicted and improved using histograms and some reactive techniques [58]. The main
shortcoming of this approach is that providing resources for peak load ultimately leads

to eminent under-use of resources.

(iv) Queue per tier

This approach is used to represent a single queue for each tier and can be used to configure

multi-tier applications.

Open
Network

Queue Queuing Closed
per tier Theory loop

Ng
&

Figure 2.5: Types of Queuing Theory techniques

In previous research works, simple queuing models, as well as, queuing networks have
been used to represent applications. The common Internet applications have been usu-
ally developed using a simple queuing model and Cloud framework, which can be modeled

as a G/G/N queue, where N represents the number of servers. This model can be used to
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approximate various parameters such as essential resources required by input workload
or mean request response time. This data can be further integrated into diverse tech-
niques e.g. to resolve an optimization problem in some applications [59]. The queuing
models with a single queue have this limitation; therefore, the use of queuing networks is
recommended to communicate with a single application as well as a complete multi-tier

application.

Vilaplana et al. [56] concentrated on the e-commerce application tier in which each
server can be modeled as M/GI/1/PS queue. They considered the arrival process of
an e-commerce application trace and found that this arrival process can be effectively
depicted by a Poisson process (M or Markovian). Zhang et al. [60] used a closed system
with a network of queues by considering a limited number of users. This type of model can
be well-enlightened using Mean-Value Analysis (MVA). The information, like the number
of requests, transactions or service time needed for a queuing model can be acquired by
online monitoring. They used a regression-based calculation method to analyze CPU
demand on user transactions. The list of reviewed approaches related to queuing theory

is enumerated in Table 2.5.

Table 2.5: Existing queuing theory based auto-scaling systems

Ref. Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[56] Horizontal | Both re- | Provisioning & | Response time, | RUBiS,RUBBOS,
active & | Work prediction | Peak workloads Xen
proactive algorithm
[35] Horizontal | Reactive Poisson pro- | Response Monte-Carlo
cess,Application time,Arrival rate simulator
serving service
model
[57] Not de- | Proactive Regression Mean value Anal- | C++4Sim,TPC-
fined analysis,3-tier ysis (MVA), CPU | W
e-commerce archi- | load,No & type of
tecture transactions
[59] Horizontal | Reactive Cost-Aware  Scal- | | Cost,Response | IC-Cloud
ing (CAS) algo- | time,Arrival rate testbed, TPC-
rithm,iSSe  archi- W
tecture
[61] Both hor- | Both re- | Transactional Auto | Mean value analy- | Amazon
izontal & | active & | Scaler (TAS) archi- | sis, No of transac- | EC2,FutureGrid,
vertical proactive tecture, Analytical | tions,CPU utiliza- | TPCC-W, Red
modeling tion Hat’s Infinispan
Data Grid

31



Table 2.5: Existing queuing theory based auto-scaling systems (cont.)

Ref. Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[62] Not de- | Proactive Distributed stream | throughput,end-to- | Apache Storm
fined processing systems | end latency
(DSPS) workflow,
Smart city sensor
networks
[63] Not de- | Not defined Cloud architecture | Response time, | Sage 5.3,0pen-
fined with Open Jackson | bandwidth Stack, Apache
network JMeter
[58] Vertical Not defined | Feedback con- | No of CPU, | VMWare
troller,Resource Throughput ESX,Zimbra
control algorithm architecture

From the existing research works, it has been concluded that queuing theory is used
to find a correlation between incoming and outgoing jobs of a computing system. This
elementary approach models a single VM or set of VMs as a queue of requests and helps
estimate required performance metrics like response time [59]. A main drawback of these
models is that they are very inflexible and must be re-analyzed each time if there are
changes in an application or the workload [6]. Therefore, there is still a need to develop

an efficient queuing model with flexible and better analytics features.

2.2.6 Control Theory

Control theory helps in automating the organization of different systems on Cloud Com-
puting platforms such as web server, storage systems, data centers and server clusters.
Control systems are mostly reactive kind of methods, but some proactive techniques are
also present such as Model Predictive Control or a combination of a predictive model
with control system [64]. As shown in Figure 2.6, control systems can be classified into

three categories: open loop, feedback and feed-forward controllers.

(1) Open-Loop

Open-loop controllers work on input of target system using its current state and system
model. A good example of this is a central heating boiler controlled only by a timer,
so that heat is applied for a constant time, regardless of the temperature of the build-

ing.
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(17) Feedback controllers

These controllers use output of the system and are also capable to rectify any difference

that occurred from desired value.

(7i1) Feed-forward controllers

This type of controller forecast system performance using a model and respond to the
actual occurrence of an error formerly. The key objective of a controller is to preserve
output of target system to a preferred level by regulating control input such as the number
of VMs [65].

Feedback

Open Loop Feed Forward

Figure 2.6: Categories of Control Theory techniques

Various researchers have discussed and implemented different types of controllers for
control theory such as fixed gain type which comprises a PID controller. Another one is
Integral controller that can regulate the number of VMs and is based on average CPU
usage [29]. Similarly, the PI controller given by Park and Humphrey is capable to control
the resources based on their execution progress as required by batch jobs [64]. Many
authors also discussed adaptive control techniques. Padala et al. [65] implemented a
Multiple Input Multiple Output (MIMO) adaptive controller to simulate non-linear and

timely correlation in the allocation of resources and their synchronized performance.

Bodik et al. [66] proposed a gain-scheduling adaptive controller to implement this per-
formance model and suggested two scaling rate control parameters a and b. Kalyvianaki
et al. [67] developed two different SISO (Single Input Single Output) and MIMO con-
trollers based on Kalman filters to control the CPU allocation of VMs. Some researchers
also used fuzzy models in control theory-based systems to record workload and required

resources as input and output variables respectively. The initial step is to map input as
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well as output variables into fuzzy sets of a system [68]. This mapping is denoted by
a relationship function that decides a value within the interval (0, 1). Another control
system that depends on a rule-based fuzzy model is called a fuzzy controller. Xu et al.
[69] implemented a fuzzy controller to regulate the necessary CPU load. Wang et al. [70]
followed the same approach to foretell the upcoming resource needs by focusing on the
database tier. They also proposed a fuzzy model predictive controller which was based
on control theory along with fuzzy rules. Lama and Zhou [71] implemented a neural
fuzzy controller that was proficient in the automatic construction of fuzzy rules and their
related functions. The summary of the literature related to control theory is listed in the
Table 2.6.

Table 2.6: Existing control theory based auto-scaling systems

Ref. Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[46] Vertical Proactive ARMAX, SVM re- | Application adap- | Xen
gression, Great lake | tive parameters,
forecasting
[69] Vertical Reactive Self-tuning con- | CPU wusage, Job | 5 HPC appli-
troller, PI con- | deadline, Job | cations, Hyper-
troller progress V,Matlab
[64] Horizontal | Reactive Proportional CPU  utilization, | Amazon EC2,
thresholding, Pro- | Request rate Hyperic-HQ
totype control
system
[65] Vertical Proactive AutoControl  sys- | CPU usage, Disk | Xen plat-
tem,MIMO  con- | I/O, Response time | form,OpenSuSE
troller 10.3, Emulab,
RUBIS, TPC-W
[66] Horizontal | Proactive Simple linear re- | No of requests, No | CloudStone,
gression,Statistical | of servers,Response | Amazon EC2,
machine learning, | time Web 2.0
Smoothing  spline
performance model
[71] Vertical Reactive Two-level con- | No of requests,CPU | Java Pet
troller architecture | load,reply rate Store,Httperf,
Perl,VMWare
ESX server
[70] Vertical Proactive Autonomic re- | CPU load, | TPC-H,Xen
source management | Throughput, Band- | platform,RUBiS
system width, Response
time
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Table 2.6: Existing Control theory based auto-scaling systems (cont.)

Ref. Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[67] Vertical Proactive Neural fuzzy con- | Resource Simulation with
troller usage,End-to- 3-tier server
end delay cluster
[53] Vertical Proactive Kalman filter Vari- | CPU usage, Re- | RUBIS, Xen
ous controllers sponse time platform
[49] Vertical Both Re- | Feedback elasticity | No of re- | Python simula-
active  and | controller, Hybrid | quests,Total re- | tor
proactive controller source usage
[72] Not de- | Proactive PID controller Bandwidth, Re- | OpenStack,
fined sponse time, CPU | Amazon EC2
utilization

The literature reviewed about control theory concludes that control theory banks upon
generating a prototype of an application. The main focus of this technique is to specify a
reactive or proactive controller that can fine-tune required resources to an application’s
requirements automatically. The quality and functioning of a controller depend extremely
on an application model as well as on controller itself [65]. Similar to RL approach, it does
not require any prior knowledge, but still it can be considered as an effective approach

for auto-scaling.

2.2.7 Time series analysis

A time-series process is an organization of data points that are to be measured at constant
time intervals [29]. This technique is used in several diverse fields to indicate any deviation
in measurement over time such as finance, engineering, economics and bio-informatics,
etc. This technique can also be applied to determine patterns in the input workload that

are self-repetitive or to predict forthcoming values.

The time-series forecasting methods can be precise to envisage both resource usage and
workload prediction. The prospect value is foreseen based on the last few interpreta-
tions. Few techniques based on these are Moving Average, Auto-regression, exponential

smoothing and various machine learning-based approaches as shown in Figure 2.7.

(1) Averaging methods

Averaging methods are used to remove dissonance or to generate future forecasts. The
prediction value yt+1 is measured as a weighted average of previous w consecutive values.

It can be further categorized as MA, WMA and exponential smoothing. Moving Average
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(MA) represents arithmetic mean of previous q or w values. In other words, it allocates
equivalent weights 1/w to all observations [11]. Weighted Moving Average (WMA) al-
locates variated weights to each and every observation. Correspondingly, Exponential

smoothing deals with decreasing weights over time exponentially.

Time Series

Analysis

I I I 1
Averaging Auto- Machine Fepetative
Methods Regression Learming Pattern

Automatic Linear Pattern
TEETEss100 TegIess10n Matching
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Figure 2.7: Various Time-Series Analysis Methods

(1) Automatic regression methods

These are of two types- Auto-regression (AR) and Autoregressive moving averages (ARMA).
In AR, the weighting factors are resolute by calculating coefficients of auto-correlation
and linear equation solutions. On the contrary, ARMA method combines both moving
average and autoregression and the previous inputs and outputs are considered as a base

for predicted output [33].

(17i) Repetitive pattern-based techniques

An extensive variety of methods are used for the creation of repetitive patterns in time-
series such as pattern matching, signal processing techniques and auto-correlation. Pat-
tern matching is almost analogous to the string matching process and it permits the
inspecting of similar patterns in historical time- series technique [73]. Fast Fourier Trans-
form (FFT) is a signal processing technique that decomposes signal based time-series
into diverse frequency modules. In auto-correlation, an input is recurrently shifted and

correlation is measured from original and shifted time-series.
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(iv) Machine learning techniques

Machine learning techniques empower the exploration of algorithms that work on com-
puter systems and are proficient to attain complex interactions/patterns from realistic
data [10]. More indeed, machine learning includes design, implementation and valida-
tion of algorithms that can abstract visions from data regarding the relationships among
objects and events, often captured in the form of statistical models. Besides the fruitful
application of machine learning to financial applications and e-commerce, it has also been

gaining popularity among IoT-based Cloud applications [74].

There has been enormous research in the preceding era on supporting machine learning
based techniques to create self-analysis for the applications . Supervised learning, semi-
supervised learning and unsupervised learning are the three main classes of machine
learning methods [75]. The machine learning techniques are most useful to perform
classification and prediction using a variety of statistical models, including decision trees,
regression models, neural networks,Bayesian networks, Support Vector Machines (SVM),

as depicted in Figure 2.8.

Machine Learning
Techniques
Linear Logistic Decisicn SUM Neural Naive NN Genetic
Repressicn  Regressjon Tree Networks bayes Algorithm

Figure 2.8: Machine Learning Models

As per the literature reviewed, time-series analysis methods have widely opted for both
workload and resource usage prediction. While, the simple moving average method can
also be applied for the prediction of load /resource, but it results in reduced performance
[60]. Due to the cause, this method is only used to eliminate noise from time- series.
Kupferman et al. [45] employed auto-regression of order 1 to predict request rate and
commenced that its performance depends typically on several user-defined parameters
like size of history window and adaptation window. The combination of Moving Aver-
age (MA) and Auto-Regression (AR) technique gives a subsequent algorithm known as
the Auto-Regressive Moving Average method (ARMA). Roy et al. [10] used a second-
order ARMA for predicting workload which was based on past three observations and this
predicted value is further used to evaluate response time. An optimization controller con-

sidered this response time for its input and computed a better resource allocation based
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on various parameters like the cost of SLO violations, leasing resources cost and reconfig-

uration cost. The summarized layout of the literature related to time-series forecasting

techniques is depicted in Table 2.7.

Table 2.7: Existing Time-series analysis techniques

Ref. Scaling Technique Proposed Parameters/ Platform
Type Methodology Metrics
[73] Vertical Proactive PRedictive Elastic | CPU load, | Google Cluster
reSource  Scaling | Xen,RUBIS, Re-
(PRESS) sponse time
[60] Vertical Both proac- | CloudScale archi- | CPU load,Memory | Xen,RUBIiS,IBM
tive & reac- | tecture,Prediction usage, Response | system
tive error correction time
[10] Not de- | Proactive Genetic algo- | No of requests per | TPC-W, Httperf
fined rithm, Brown’s | VM,VM load tool
quadratic exponen-
tial smoothing
[76] Horizontal | Proactive Look-ahead  con- | No of users in the | Custom testbed
troller algorithm system
[11] Horizontal | Proactive Neural = Network, | Response time,VM | Amazon EC2
ARMA cost,CPU load
[77] Horizontal | Both re- | Prototype system | CPU load,No of | Eucalyptus,
active & | for resource provi- | VMs, Response | RUBIS, Httperf
proactive sioning time
[66] Both hor- | Not defined | Adaptive algorithm | CPU  load,Queue | PlanetLab
izontal & for parameter selec- | latency traces by
vertical tion CoMon,Matlab
[33] Both hor- | Proactive RPPS architecture, | CPU load, Predic- | Xen plat-
izontal & ARIMA prediction | tion accuracy form, KVM
vertical model

Some authors have also considered the history window values as input for a neural network
or a multiple linear regression method. The precision of these approaches reckons on size
of input window and even achieved superior results with more than one past value for
prediction. Islam et al. [34] found that the prediction interval parameter should also
be considered as an important aspect. Since the setup time of VM Cloud instances is

normally around 5 to 15 min, the researchers used a 12-min interval.

Few authors have also combined reactive methods with time-series forecasting techniques.
Also, many authors have also concentrated on detecting recurring patterns in the given
input workload. Gong et al. [73] gave a comprehensive comparison of the techniques

with auto-correlation, auto-regression and histogram. They used Fast Fourier Transform
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(FFT) for identifying repetitive patterns in resource usage e.g. CPU, memory, I/O and
network. Few researchers also reflected the histogram technique to forecast about resource
utilization of applications by taking distribution mean or highest frequency mean into

concern.

From the literature, it has been studied that time series forecasting includes a huge
variety of methods to recognize patterns and forecast future values. The accuracy in
forecast value or average CPU utilization will be resolute by selecting an appropriate
technique along with precise parameters, specifically history window and prediction in-
terval. Nowadays, various time-series techniques (averaging methods, auto-regression,
machine learning, etc.) are being extensively employed for load prediction. Also, these
techniques can be applied to achieve better auto-scaling results during the deployment

of IoT-based Cloud applications.

2.3 State-of-the-art: Prediction and migration poli-
cies

The various prediction techniques provide an estimation of load, performance and cost
of an auto-scaling system. Due to the rise of private and public cloud data centers, it
is rather common nowadays to lease virtual machines to host applications. Generally,
Cloud users do not prefer to recompense for the resources they acquire but do not use
when the load is light. Therefore, it is necessary to acquire the resources earlier than the
time when the load actually increases. This consequence would be probable only if the

future load can be predicted [78].

According to the predictive value, log information can be formulated for reclaiming future
idle resources, transforming to energy-saving mode in advance or adding resources for
the upcoming peak load in advance to certify a stable QoS [75]. Moreover, they may
have to bear the possibility of performance humiliation when the load is heavy. Also,
cloud providers, such as Amazon EC2, offer resources on a VM basis. VMs are added,
free, or migrated according to the deviation of load. Every process includes substantial
overhead without any authentic benefit [79]. Therefore, it is highly recommended for
cloud providers to deliver dynamically finer-grained autonomic scalable facilities that
acquire resources according to applications request and grant charges based on the size of
their VMs. Moreover, cloud providers can optimize resource provision, increase resource
utilization and attain the maximum advantage [80]. In this section, a survey of existing
load prediction techniques and existing VM migration policies has been done which can

be helpful in the deployment of an effective auto-scaling system.
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2.3.1 Load prediction techniques

In past years, the researchers are increasing interest in the information of load prediction
centered on exploring and monitoring of data. Few researchers have classified categories
of load prediction into short-term, medium-term and long-term load [33]. The short-
term load is usually for 1 h to 1 week and help regulate and schedule power systems in
routine operations. Medium-term and long-term are for one week to more than one year
time period. These methods are also profitable to regulate the capacity of generation,

transmission, dispersal and expansion of power system infrastructure, etc. [34].

Numerous authors have surveyed and implemented load prediction techniques so far.
Some of them have proposed and implemented load prediction techniques using a com-
bination of linear regression and SVM [33], [81], [82]. Few researchers tried to improve
important QoS metrics such as cost, accuracy, CPU utilization, execution time, by us-
ing auto-regression methods (AR, ARMA & ARIMA) [83]. On the other hand, neural
network methods are also applied for predicting load in past research works [34], [77].
Huang et al. [84] developed a novel approach for load prediction by employing double
exponential smoothing. Li et al. [42] proposed an algorithm for autonomic resource
scaling and load forecasting using a combination of linear regression with Knuth-Morris-
Pratt method. Neto et al. [85] developed an algorithm named as Multi-tenant Load
Distribution Algorithm for Fog Environments (MtLDF') to improve the load balancing in
Fogs environments. Also, Rahmanian et al. [86] applied learning automata techniques
for ensemble resource usage in the Cloud environment. Table 2.8 depicts the summary

load prediction techniques discussed so far.

Table 2.8: Existing Load Prediction Techniques

Ref. Technique Parameters Application type
[33] Linear Regression, SVM Mean arrival rate, No. of predic- | CloudWatch
tions, cost, execution time
[84] Double exponential | Prediction Accuracy, resource | Cloud application
smoothing idle rate
[83] NF, AR, MA, SES, | MAE, MEI, RMSE, MAPE Web applications
ARMA, ARIMA, GA
[34] Neural Network and Lin- | CPU load, prediction accuracy Amazon EC2
ear regression
[87] ARIMA No. of requests, CPU load, | Web application
prediction accuracy, total no of
nodes
[77] ANN & Black hole RMSE Web Applications
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Table 2.8: Existing Load Prediction Techniques (cont.)

Ref. Technique Parameters Application type
[12] ANN, SVM, Random For- | RMSE, MAPE Cloud Application
est, KNN
[81] LR, SVM MRPE(Mean Relative Percent- | Real-world Cloud
age Error) traces
[85] Multi talent load distribu- | Load, distribution value Fog computing
tion algorithm traces
[88] Deep Learning methods Approx. error, classification ac- | PlanetLab
curacy drop, speedup
[86] Learning automata meth- | CPU Load, time, resource usage | CoMon Project
ods

As depicted in Table 2.8, several authors have commenced momentous effort in the field
of load prediction in the Cloud auto-scaling environment. These methods are beneficial
for predicting load on VMs in Cloud and in improving crucial quality attributes [9]. To
conclude, load prediction is an important aspect in auto-scaling which can further support
in decision-making of VM migration on the host machine and in refining QoS parameters

associated with auto-scaling in Cloud environments.

2.3.2 Virtual Machine (VM) migration techniques

Virtualization is one of the most prominent features of Cloud Computing to covenant with
the number of resources and users available. It generates a virtual environment on a single
PM (physical machine) by abstracting its hardware details. This helps a tenant to handle
multiple processes concurrently and also allows to consumption several instances of an
operating system, commonly named as guest operating system [14]. Auto-scaling can be
easily deployed on any IoT-based Cloud application by executing this virtual environment.
Virtualization also permits VM (Virtual Machine) migration from one physical machine
to another.VM migration is carried out in directive to reduce the number of running PMs

by migrating few VMs and consolidate them into a reduced number of PMs [88].

The most challenging task in the VM migration process is to select the suitable host
because the wrong selection of host may lead to repetition of the migration process,
resource wastage, the increased overhead of machines and more time, power and energy
consumption [89]. To avoid these circumstances, various VM migration techniques have
been proposed so far. As per the literature reviewed, the migration process is generally

performed in live, non-live and predictive modes, as shown in Figure 2.9.
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Types
MMigration

Figure 2.9: Categories of VM migration policies

(1) Live VM migration

It allows interruption-free features to users during the relocation of VM pages. Live VM
migration perk ups the application performance, increases bandwidth utilization and
reduces server downtime [90]. It is further classified into pre-copy, post copy and hybrid

techniques.

e Pre-copy: The pre-copy migration method reduces the downtime involved in the
migration process and transfers overall VM memory from the source machine before
recommencing it at the target machine. It basically works in six steps: (1) Pre-
Migration for selection of destination machine, (2) Reservation of resource required
at destination machine, (3) Iteratively pre-copying the VM pages in partial rounds,
(4) Stop and suspend VM on source node and readdresses the whole traffic to target
node, (5) Commitment to set free VM on source machine and (6) Initiation of VM
on target machine. The eminent hypervisors such as Xen, KVM and VMware use
the pre-copy migration method. However, this method sometimes lead to excess

use of network bandwidth, long migration time and repetition of VM pages [91].

e Post-copy: This method interrupts the migrating VM at the source node and then
transfers its status information which includes data of CPU registers, 1/O states,
etc., to the target node. During this process, the state of a VM is shared between
source as well as target machine [92]. Firstly, it suspends VM at source node and
then captures and transmits its status information to the target machine. After
that, VM is resumed on destination machine and the remaining pages are transmit-
ted. The main advantage of this method is that it can easily recover the migrating

VM even if the target machine fails during the migration process.

e Hybrid: Hybrid migration is the combination of both pre-copy and post-copy tech-
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niques. In this, the first step is to perform a limited pre-copy and after that post-
copy approach should be accomplished. This process upsurges the performance as
the most used pages are transmitted before the VM is resumed on the destina-
tion machine [88]. Hybrid migration also decreases network traffic and reduces the

occurrence of page faults at the destination machine.

(77) Non-live VM migration

In this mode, execution of a user’s application interrupts prior to transfer of VM pages
and when VM pages are successfully transferred to the destination PM, the execution is
recommenced. This policy is not appropriate for autonomic web and IoT applications as

it leads to performance degradation [92].

(77i) Predictive VM migration

Predictive schemes are introduced in order to reduce the risks that arise during the suit-
able host selection by predicting the future load in different resources [93]. In other words,
various prediction algorithms (e.g. ARIMA, markov model, queuing based, KNN-based,

neural network-based, etc.) are used in combination with VM migration policies.

Table 2.9: Existing VM migration techniques in Cloud

Ref. Migration Hypervisor | QoS parameters Auto-
Policy Scaling

[13] Hybrid Xen Migration time, network | No
traffic

[14] Hybrid KVM Migration time No

[94] Hybrid KVM Migration time, network | No
traffic

[90] Precopy Xen Migration time, down- | yes
time, n/w traffic, band-
width

[95] Precopy Xen, KVM, Migration time, downtime | No

VMWare

[92] Non-live | KVM Migration time, band- | No
width

[91] Predictive | Xen Migration time No

[96] Predictive | Xen Migration time, network | No
traffic

[97] Predictive | - Migration time yes

[93] Predictive | CloudSim downtime, n/w traffic, No

[98] Predictive | KVM Migration time No

[27] Predictive | Xen Migration time, downtime | No
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Table 2.9: Existing VM migration techniques in Cloud (cont.)

Ref. Migration Hypervisor | QoS parameters Auto-
Policy Scaling
[99] Predictive | CloudSim Migration time No
[100] Predictive | CloudSim Bandwidth No
[101] Predictive | CloudSim Migration time, band- | No
width

As depicted in Table 2.9 above, numerous authors have applied diverse types of VM mi-
gration techniques in Cloud Computing and tried to improve the QoS parameters crucial
for migrating VMs such as downtime, total migration time, etc. But very few researchers
have implemented VM migration techniques for auto-scaling till now. Therefore, there
is a need to design and validate an efficient autoscaling system using VM migration for

easy deployment of Cloud-based applications.

2.4  Essential QoS (Quality of Service) Metrics for
Auto-Scaling

The literature survey shows that auto-scaling is the evolving need for emerging IoT-based
Cloud applications. Cloud providers are dedicated through a document that contractually
describes the quality of service expected, known as Service Level Agreement (SLA). The
convergence of Cloud and IoT requires unified and intelligent interaction among physical
as well as virtual entities that also leads to the difficulty to meet a certain level of QoS
(Quality of Service). For enhancement of IoT services, it is recommended that each and

every loT-based Cloud application must support the QoS functional aspects [9].

Auto-scaling enables the users to adjust resources as per their needs while complying with
SLO (Service Level Objectives) as well as cost reduction [4], [102]. Though necessities
of user services diverge significantly with time, there is a need to define a certain QoS.
In [103], the authors proposed that parameters essential for auto-scaling in container-
based Cloud applications can be divided into two groups- relative and absolute. Relative
performance metrics are based on the data collected from any virtual file and absolute
measures define the status of cumulative counters in the operating system. The QoS
attributes/ metrics such as response time, CPU load, throughput, threshold latency,
scalability overhead, etc. are usually part of an SLA and are frequently changing [6].
These parameters must be monitored per user requirements to impose the agreement.
The review conducted above shows that various authors have determined different auto-

scaling parameters to achieve better scaling results. The important QoS parameters that
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various auto-scaling techniques can improve are summarized in Table 2.10.

Table 2.10: QoS parameters required for different auto-scaling techniques

Technique NOM | RT CL AWT | TP SO TL PA C
Threshhold- v v v v X v v X v
based

Reinforcement | v/ v v X X v v v v
Learning

Queuing The- | v v v X v X X X v
ory

Control theory | v v v X v X X X X
Time-Series v v v v v X X v v

NOM :No. of Migrations; RT:Response Time; CL:CPU load, AWT:Avg. Waiting Time,
TP:Throughput; SO:Scaling Overhead; TL:Threshold Latency; PA:Prediction Accuracy; C: Cost

As depicted in the above table, the number of researchers have used different auto-
scaling techniques in Cloud for effective implementation of their systems with distinctive
metrics. As per the review discussed above, the parameters including the no. of VMs
(Virtual Machine), response time, CPU load, scaling overhead and cost have a great
impact on the performance of threshold-based auto-scaling systems. Also, throughput
and prediction accuracy parameters are still to be explored while employing threshold-
based policies. Similarly, to develop an auto-scaling system based on time-series analysis
requires a number of parameters to be taken into consideration such as response time,
CPU load, throughput, cost, prediction accuracy, etc. Although, scaling overhead and
threshold latency are also important parameters for time-series techniques, still none of
the authors have considered these parameters yet. Therefore, for developing auto-scaling
systems using time series forecasting, parameters such as response time, CPU load, scaling
overhead, threshold latency, prediction accuracy, need to be considered and improved in

the future.

The foremost objective of designing an effective auto scaling system is to find a trade-
off between these performances metrics to reduce cost of leased Cloud resources (e.g.
maximum response time should be not more than 2 seconds) [29]. The number of VMs
provisioned or de-provisioned throughout the runtime has straight effect on CPU load
as it depends on the no. of VMs waiting or running on physical host. Also, it will
affect the response time, average waiting time, scaling overhead, and throughput of the
system. To maintain balance between these metrics, many researchers have proposed
and implemented load balancer or resource monitor that will keep the status of all the
resources of a system [103]. Similarly, increase in CPU load will increase the waiting time

and scaling overhead that results in low throughput and performance degradation.
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Another common problem occurs in auto-scaling due to the inappropriate setting of
threshold value. The fluctuations in the number of VMs is one of the reason that makes
it difficult to set threshold value [104]. Mostly the thresholds are calculated at instance
level, for example, if average CPU usage is 75% and instance count is 3, it means scale-out
action has to be performed when the average CPU across all instances will be greater than
75%. Therefore it is always recommended to set threshold value prior to scale-up or scale-
down. The combination of time, memory, bandwidth or other resources that are required
to perform auto-scaling also gives rise to overhead sometimes. Similarly, the prediction
accuracy /sensitivity of an auto-scaling system depends on different performance inputs

used for scaling actions [61].

Due to the changing and uncertain nature of IoT application’s architecture and infras-
tructure, the measurements of QOS demands extra consideration and examination. It
generally becomes difficult to define new metric to address the simulations of each gadget
or machine used in IoT. To handle this situation, it is recommended to define a degree of
acceptance for performance because some metrics cannot remain constant at certain val-
ues in certain situations [105]. For instance, a temperature checking IoT device demands
availability as a performance metric but not necessarily all the time. Therefore a range of
response time can work well for such applications. Similarly, if we consider driverless cars,
the car detection system requires low latency for better performance [24]. In case of smart
cities, face detection systems are considered as latency-sensitive applications. As a solu-
tion, dynamic thresholds for response time may fulfil the latency requirements and help
to upgrade the system performance as well [7]. Therefore, for an effective auto-scaling
system in IoT-based Cloud applications, these performance metrics must be validated
and achieved in order to meet customer’s requirements. Although, it is not promising to
validate all these parameters at once or in a single auto-scaling framework, as minimizing

one or two metrics can maximize the other metric values or vice-versa.

2.5 Gap Analysis

Based on the various issues discussed in the literature survey, some of the research gaps

that have been identified are:

e Cloud Computing a prominent technology as it provides various benefits to end
user such as leasing resources as per their need and only pay for use. Many Cloud
providers like Amazon EC2, Google App Engine, Microsoft Azure, etc. provide

computational and storage capacities for various IoT-based applications. Cloud
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Computing in integration with IoT raises the improvement of a number of inter-
esting applications like smart cities, healthcare, automotive and smart mobility,
video surveillance and so on. Most of these applications are deployed by installing
various sensors which produce petabytes of data that needs to effectively stored,
processed and analyzed. Therefore, a lot of work is required to explore these data
storage issues in order to fulfil the aim of implementing efficient IoT-based Cloud

applications [29], [9].

Various loT-based Cloud applications are achieving great commercial success in
recent years, still many issues are need to be addresses in context of these applica-
tions, such as heterogeneity of complicated devices and technologies, performance,
reliability, security & privacy preservation, scalability, etc. Scalability is one of the
imminent issues for loT-based applications. With the optimum scalability, service
providers don’t need to be worried for over-provisioning or under-provisioning of
resources, thus eliminate wastage of expensive resources and missing potential cus-
tomers as well the revenue. Providing flexible services and management of resources
while promising scalability with respect to IoT-based Cloud applications and their

respective users is still reflected as open issue [8].

While planning to implement any service/application with auto-scaling features,
performance and cost would be considered as the major factors. The cost will
decrease if we rent few virtual resources from a Cloud provider, but performance
will be impacted with the increase in peak load. On the other hand, when resources
are used properly, it may lead to enhanced performance, but also increases the cost.
With such a problem there is a need to predict platform workload in which virtual

resources can be appended and expelled accordingly [39], [7].

Various researchers attempted to develop optimal policies for automatic scalability
which has many components such as virtual machine placement, task scheduling,
load forecasting and so on. Time-series forecasting techniques such as averaging
methods, auto-regression, machine learning, etc. plays a major role in these efforts.
In fact, the use of suitable time-series forecasting technique for load prediction in

auto-scaling systems can give optimal results in improving prediction accuracy [77].

In some conditions, the reactive auto-scaling systems might not be appropriate to
handle unexpected changes in input workload. The main reason is time needed
to attain and assemble new resources. In such cases, focus should be relayed on
proactive auto-scaling systems that are competent to predict future necessities and
to identify possible prediction errors. The auto-scaling systems can yield benefit

from prediction abilities of time series forecasting techniques along with automated
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controllers [4].

e Although, numerous auto-scaling approaches have been proposed, but still there
is a need of an effective auto-scaling strategy for IoT-based Cloud applications.
The reason behind is the advancement of technology day by day and to handle the

increasing demands of end users [26].

e According to the need of resources, setting threshold value is necessary to control
the increase or decrease in the number of running instances committed. During
allotment process more instances may require to be append to manage spikes of
the incoming CPU load. Some of the metrics such as CPU load, threshold latency,
scalability overhead, etc. have definitely a huge influence on performance and cost of
the system. Therefore, optimal setting of these parameters is required to implement

any auto-scaling approach [106].

2.6 Problem Statement

Cloud computing empowers [oT applications to apply on-demand and scalable resources
dynamically. However, elasticity, reliability, and high performance are always difficult
to achieve for cloud applications. The process of dynamically assigning resources to
coordinate execution requirements is known as auto-scaling. An application may need
more resources when the workload increases to keep performance within acceptable SLA.
For instance, it could be difficult to recognize a high spike resulting from increasing
users on Amazon or Flipkart. If the auto-scaling metrics and policies of the system are
monitored efficiently and timely, then the system could respond much more quickly. So,
by considering the past and predicting the future load, the auto-scaling method offers
the best performance against the drawbacks of the reactive approach. Moreover, auto-
scaling allows the scaling of Cloud services, such as virtual machines and server capacities.
The load on the physical machine is scaled up or down automatically based on factors
such as CPU, memory, and disk utilization. Auto-scaling tools are available from cloud
computing providers like AWS, Microsoft Azure, and GCP. These service providers allow
users to automatically launch or terminate virtual instances based on predefined policies,
schedules, and regular load status checks. While certain researchers have tried to develop
the best policies for auto-scaling, scalability in IoT-based cloud applications can still be

improved using an efficient auto-scaling approach.

Therefore, there is a need to develop a proficient auto-scaling approach that should be
capable of automatically scaling up and down according to user requirements. Also,

to predict workload, a load prediction model is required that can improve prediction
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accuracy using time-series forecasting techniques. Based on the predicted load, the scaling
decision can be made, i.e., whether to scale up or down VMs using a VM migration
approach. An auto-scaling approach could be deployed to subsequently validate various
QoS parameters such as CPU utilization, response time, error rate, scalability overhead,
etc. Moreover, the ideal setting of these parameters could lead to improved performance

and cost reduction for IoT-based Cloud applications.
The broad objectives of this research work are:

i. To explore and study existing auto-scaling techniques for IoT-based Cloud applica-

tions.

ii. To propose a load prediction model using time-series forecasting techniques to im-

prove the prediction accuracy.

iii. To design and implement an Auto-Scaling approach using the proposed load pre-

diction model to enhance the scalability.

iv. To validate the proposed auto-scaling approach in the Cloud environment for offer-

ing requisite performance to the end user.

2.7 Conclusion

This chapter highlighted the basics concepts as well as functional aspects of auto-scaling
and also covered the limitations and challenges faced by various applications. For au-
tonomic scaling, it is recommended to predict and maintain the future load (e.g. no.
of VMs consumed on physical host). Hence, the review of load prediction and VM mi-
gration techniques for auto-scaling has been done. Further, various essential parameters
have been concluded that needs to be optimally set and validate the effectiveness of an
auto-scaling framework.

The next chapter proposes a solution to the research problem by proposing a load pre-
diction approach based on an ensemble technique for predicting resource usage in cloud
computing. The proposed technique addresses the gaps related to load prediction identi-

fied in the literature survey.
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Chapter 3

ETSA-LP: An Ensemble Time-Series Approach
for Load Prediction in Cloud

Cloud computing has become a prime infrastructure for tenants to deploy their IoT ap-
plications as it offers a parallel and distributed environment for large-scale computations.
During deployment, load prediction is essential to achieve optimal and intelligent scaling

of ToT-based Cloud applications.

The existing load prediction models fail to provide reasonable accuracy owing to the high
variances in cloud metrics. Therefore, to handle the changing cloud resource demands, it
18 necessary to accurately predict the future requirements for automatically provisioning
the resources. Thus, this chapter emphasizes deploying a dynamic and autonomic load

prediction framework.

This paper proposes an Ensemble Time-Series Approach for Load Prediction (ETSA-LP),
which integrates various time-series analysis techniques for predicting CPU and memory
utilization. To evaluate the efficiency of the proposed approach, a series of experiments
on Google and PlanetLab traces have been conducted in a real Cloud environment. The
results have been compared according to different performance metrics and models having
determined accuracy and the minimal error rate has been selected as the best among oth-
ers. The proposed ensemble approach gives the best performance over the existing models
by showing remarkable accuracy improvement and reducing the error rate and execution

time.



3.1 Objectives of the Proposed Technique

For vast cloud data centers, physical and virtual interrelated networks are required to
communicate at a faster Giga-bit speed. However, this initial requirement gives rise to the
problem of predicting the resource availability in the system for upcoming processes in
advance. As the present computer systems and their workloads are dynamic, it becomes
challenging to make such autonomous predictions [8]. Cloud computing platforms must
be able to propose and acquire resources quickly to ensure high scalability, flexibility,
and effective cost. This will also help sustain the prerequisites of various Cloud-based

applications by dynamic load prediction for appropriate resource utilization.

Based on a Cloud system’s estimated future load and performance, users can make desired
decisions to prevent the system from traffic flow caused by peak load [81]. There should
be an accurate simulation of the correlation between historical and future values for
precise and intelligent load prediction in Cloud Computing systems. Proper knowledge
of backend workloads is also necessary [107]. Much literature has been published on load
prediction as discussed in Section 2.3.1 of Chapter 2, but numerous challenges still exist.

The reasons why autonomic load prediction in Cloud is recommended are:

a) The first reason is that most recent applications in the Cloud (e.g., e-health, smart
homes, smart cities, etc.) have varying loads because of their resource consumption,
power usage and configuration details that change from time to time. It may result
in complex and unpredictable behavior of resources and has a major effect on the
load of a Cloud System [77].

b) Due to the ever-increasing demand for resource usage and intrusion between the
applications accommodated on physical machines, it becomes crucial to design and

implement autonomic resource usage prediction in terms of load [12].

¢) When allocating several requests to a single VM, it may result in the over-provisioning
of resources. Due to the reason that number of requested resources becomes more
than the number of available resources, the performance features of an application
assigned to the VM will degrade. Hence, a prediction model must be able to notify
about the under-provisioning or over-provisioning situation of resources prior to the

resource manager [108].

d) As there are high inconsistencies in cloud performance metrics, the existing load
prediction models usually fail to offer appropriate accuracy. Therefore, an intelli-
gent, ensembling technique combining prediction results from different models can

proficiently schedule cloud resources in this scenario [109].
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To address the above-mentioned challenges, an ensemble approach is proposed to predict
the load in the cloud environment. The primary objectives of the proposed prediction

technique are summarized below:

i. The problem of load prediction using CPU and memory utilization is analyzed so
that Cloud systems can intelligently handle under-provisioning and over-provisioning

situations of resources.

ii. Modeling an Ensemble Time-Series Approach for Load Prediction (ETSA-LP) frame-
work for load prediction using five time-series analysis techniques (ARIMA, ANN,
SVM, LSTM & ES).

iii. Using the proposed framework ETSA-LP, CPU and memory usage estimation has

been precisely done.

iv. Execution of experiments has been performed to assess the performance of the rec-
ommended ETSA-LP algorithm with the traces of Google and PlanetLab datasets

regarding the accuracy and error benchmarks.

3.2 Load prediction: Preliminaries

With the advancement of private and public cloud data centers, leasing virtual machines
to host applications is quite common. Usually, Cloud tenants do not choose to pay for the
resources they attain but are not consumed when the load is light. This concern would
be feasible only if the upcoming load can be predicted earlier before validating Quality of
Service (QoS) parameters [77]. Furthermore, there can be a probability of performance

degradation in case of heavy load [110].

Generally, Amazon EC2 service providers recommend resources on a VM basis and allow
VMs to be added, released, or migrated according to the load divergence. So, it is
enormously endorsed for cloud service providers to offer finer-grained autonomic facilities
that dynamically attain resources according to an application request and permit cost
based on the VM size [79]. Also, there should be an accurate simulation of the correlation
between historical and future values for precise and intelligent load prediction in Cloud
Computing systems. Moreover, proper knowledge of backend workloads is necessary.
Therefore, predicting over-utilized and under-utilized hosts requires more sophisticated

algorithms such as time-series analysis techniques to predict the load proactively.
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3.2.1 Load Prediction: Time-series Analysis techniques

A time-series method organizes data points to be measured at constant time intervals.
This technique can be applied to regulate self-repetitive input workload patterns or foresee
forthcoming values [25]. For instance, every performance parameter such as average
CPU load will be calculated at fixed intervals. therefore, time-series analysis is the most

prominent resource usage and workload prediction approach in Cloud Computing.

Efficient forecasting works with clean, time-stamped data and can identify genuine trends
and patterns in historical data [111]. But, this contrasts while working on static data.
Also, the choice of algorithms in time-series techniques differs entirely from those in
static. Most static machine learning algorithms like linear regression do not have this
capability as they generalize the training space for any new prediction. In this context,
machine learning-based models (such as SVM, LSTM, ANN, ES) are attaining inclusive
attention in forecasting load nowadays because of their introspection aspect for multiple
applications [47]. So, the primary focus of this paper is to evaluate different statistical,
neural, and ensemble techniques in their ability to predict resource load. This paper uses

the following five models as base predictors:

a) Auto-Regressive Integrated Moving Averages (ARIMA): This model defines the
prospect value of a variable that is supposed to be a linear function of the last
few observations and some random errors. This statistical model is popular and
could be a good baseline for comparing other models because of its simplicity [17].
However, one challenge in the ARIMA model is its pre-assumption of linearity in
the underlying time series, which may need to be improved in various practical

scenarios that contain non-linear time-series data.

b) Artificial Neural Networks (ANN): ANN technique can solve many problems in
classification and long-term forecasting compared to linear statistical models. This
model belongs to the data-driven approach, where training depends on the avail-
able data with little prior rationalization regarding relationships between variables.
ANNS are self-adaptive as they do not make assumptions about the underlying time

series’ statistical distributions and can naturally perform non-linear modeling [77].

¢) Support Vector Machines (SVM): This model can categorize linear data accurately
and is also used for complex decision boundaries because of its lower complexity
[82]. This classic method is generally used in classification, regression, etc. to solve

complex real-world problems with data having multiple input features.

d) Long Short-Term Memory (LSTM): A type of neural network with the capability
to memorize the past values in the network is known as the LSTM model. LSTM
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is a supervised deep learning method widely used in time series nowadays [112].

e) Exponential Smoothing (ES): Exponential smoothing is an alternative linear model
dependent on fundamental historical observation values to make predictions. It

weighs so that recent observations are much heavier than old observations.

3.2.2 Load Prediction: Ensembling Approach

Though much research has been done on load prediction and time-series models, there is a
need for an inclusive methodology to combine different types of prediction models. More
profoundly, one prediction model would effectively predict some trends, but the same
would be imprecise in other trends due to its dynamic performance [108]. In conventional
ensembling techniques, the most often occurred, or the average prediction from multiple

models is chosen as the concluding prediction outcome from the ensemble [113].

This research proposes a dynamic Ensemble Time-Series Approach for Load Prediction
(ETSA-LP) that combines the best prediction results from compound models (ARIMA,
ANN, SVM, LSTM and ES) to predict CPU and memory utilization. A dynamic expo-
nential weighting algorithm has been proposed, in which a distinct model’s best prediction
outcome selected from diverse models has been dynamically weighted. A brief discussion

of this proposed algorithm is given in the upcoming sections.

3.2.3 Load Prediction: Evaluation Metrics

The QoS attributes/ metrics, such as response time, CPU load, throughput, accuracy,
cost, etc., are usually part of an SLA and are frequently changing. These parameters
must be monitored according to user requirements to impose the agreement. Numerous
researchers have used different load prediction techniques in Cloud to effectively im-
plement their systems with specific metrics [9]. As there may be many user requests in
multiple service queues, existing load prediction systems need more evaluation metrics for
dynamic user interactions with the system. Therefore, QoS parameters like CPU usage,
memory usage, error rate, response time, and so forth can be added to test the system’s
performance. In this research work, the base predictors ARIMA, ANN, SVM, ES and
LSTM have been compared with the proposed ETSA-LP to assess the best performance

using the following metrics:

a) RMSE: Root Mean Square Error
For experimental evaluation, RMSE is calculated to measure the error in percentage.
RMSE is defined in Equation 3.1 where X, is the actual output,z; is the predicted

output and n specifies the total number of observations in the dataset. The lower
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value of RMSE validates to be a more precise prediction technique.

RMSE = \/gzn:m - X,)? (3.1)

R (Coefficient of Correlation) and 72 (Coefficient of Determination)

R is a measure of the goodness-of-fit, which its value falls within the range (0, 1) and
is generally applied to the linear regression models [8]. 72 is a statistical measure to
denote how close the data is fitted on the regression line. It is also defined as the
coefficient of determination or the coefficient of multiple determination for multiple
regression. It is the percentage of the response variable variation that a linear model
represents. Specifically, the higher the 72, the better the model fits the data. The

value of 72 is always between 0 and 100%:

e 0% means that the model describes none of the variability of the response data

around its mean.

e 100% means that the model describes all the variability of the response data

around its mean.

Accuracy
Accuracy is the degree to which the outcomes of an actual calculation or mea-
surement are grouped around the accurate value. The mathematical notation to

compute accuracy is given below in Equation 3.2:

tp +in
tp+ fp+tn+ fn

Accuracy = % 100 (3.2)

Here, tp, tn, fp and fn denote the number of true positives, true negatives, false

positives and false negatives, respectively.

Total Execution Time
Total execution time is the overall time a process occupies to finish execution. The

formula to calculate total execution time is indicated in Equation 3.3 given below:

TotalTime = t, — t, (3.3)

Here,t. denotes the finish time for executing data and t, is the initial time when

execution starts actually.
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3.3 Proposed Ensemble Approach: ETSA-LP

The main components of the proposed ETSA-LP framework are depicted in Figure 3.1.
It consists of a load balancer, Load Predictor module, resource manager module, data
storage module, and Cloud infrastructure in the system. Cloud tenants use different
resources or virtual machines to deploy various applications and services on Cloud and
these resource utilizations are monitored and profiled by the resource manager. It will
also gather efficient metrics to check resources’ past and present state. The required
metrics (CPU & memory usage) and logs are transferred to the workload database and
the historical information. Also, the historical workload information is used to train the
prediction model.

Cloud Environment

I
g : Cloud . Cloud Infrastruciure
& Applications

Users

Utilization
of resources
~
Resource
Manager

[
Data i
Storage i

Monitor
-CFU
Memory

Figure 3.1: Proposed Ensemble Load Prediction Framework: ETSA-LP

Load predictor allocates suitable time-series forecasting techniques for the prediction of
workload. Moreover, it is responsible for combining the forecasts of base models and
applying an ensemble algorithm to find optimal results. The resource manager also dy-
namically manages the resource allocation according to user request changes. It estimates

the number of resources according to the status of the resource monitor. It also dynam-
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ically manages the resource allocation according to user request changes and publishes
load-balancing instructions to the load predictor. This load-balancing module controls

load among various VMs deployed on the Cloud environment.

Data Analysis [mplementing Testing on Predictin
Data_ & Time-Series Ensemble 8 _ d
Collection . : dataset Load
Preprocessing techniques

Figure 3.2: Methodology for proposed ETSA-LP approach

The methodology used for the proposed load prediction framework is depicted in Figure
3.2. The first step is to gather logs of different resources Cloud users use as a dataset.
After the data pre-processing, the next step is to apply time-series forecasting techniques
on the given dataset to compare the accuracy of different models. The time-series fore-
casting techniques used in this proposed work are ARIMA, NN, SVM, LSTM and ES.
The predictions from these base models have been ensembled for efficient and dynamic
load prediction using the proposed ETSA-LP. Further, the effectiveness of the proposed
approach is validated by testing on Google Cloud, and the results are compared with those

of existing models. Table 3.1 presents the list of notations used in this approach.

3.3.1 ETSA-LP: Exponential Weighted Algorithm

The working of the exponentially weighted algorithm used for the ensemble in the pro-
posed ETSA-LP is presented in Algorithm 1. The algorithm starts with a given set of N
predictions from diverse models on the training data and assigns equal weight to them
(line 1). In the second step, the weight of each model is assumed as 1/n, which verifies
that the sum of all model weights is equal to 1 at each step (line 2). Then, for each
training sample (e.g. 75 training samples in the case of Google traces), the squared error
between each model’s prediction and actual data is calculated i.e. RMSE is calculated
for different model predictions (line 3). After each training sample, each model’s weights
are revised using the squared error for other model predictions, where x is assumed as a
variable-rate parameter (line 4). Finally, the weights of each model’s predictions are nor-
malized by dividing them by the total sum of the weights across all models (line 5). The
normalization of weights is performed to bring all weights between 0 and 1. This process
repeats until all training samples are covered. The different values for x are defined to

obtain the optimal weight corresponding to each model, for instance, 0.0 to 1.0. These
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Table 3.1: Notations used in the chapter

‘ Description

Q
S
5
=
S
=
o
=4

n Set of predictions

1, weight assigned to each model

T Training samples

M Model used

w weight of each model (updated)
S Sum of models weights

T variable-rate parameter

P Prediction outcomes of each model
R RMSE values

N No. of nodes

JN No. of jobs

VN No. of VMs

C; Clock cycles per instruction

c Instruction count

CR Clock rate

Va No. of VMs running on Nth node
totalCUpn Total CPU utilization

avgCUp Average CPU utilization

total MUy Total memory utilization
avgMUpn Average Memory utilization

weights are then selected to obtain the minimum value for RMSE and maximum value
for R2.

As discussed above, the different values for the variable-rate parameter x are defined to
obtain the optimal weight corresponding to each model. Therefore, 11 different values of x
parameter are tried in this ensemble algorithm. For instance, with x = 0.3, the ensemble
results were obtained with corresponding weights: ARIMA (0.313), SVM (0.332), ANN
(0.329), LSTM (0.300) and ES (0.335). Similarly, when the value of z is taken as 0.8,
the ensemble results were obtained with these weights: ARIMA (0.011), SVM (0.231),
ANN (0.534), LSTM (0.768) and ES (0.422). The overall results and comparison of
the proposed ETSA-LP approach based on this ensemble algorithm are discussed in the

upcoming sections.

3.3.2 Dynamic Resource Prediction Algorithm using CPU and

Memory utilization

The exponential weighted algorithm for ensemble gives the ideal combination of ma-

chine learning models and improves the prediction accuracy. This ensemble model is
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Algorithm 3.1 ETSA-LP: Exponential Weighted Algorithm
Require: M;, T, P%

1. For each model M,

WI\}IZ %%,Mizl...nModels

2. Sum of all models be equal to 1
S=3r (Wi ==1)

3. For i=1 to N, Calculate RMSE of models
R(PLY:) = (PL - Y,

4. Update weights by adding RMSE
W+ 1 Wi« zR(P{Y)

5. Normalize the weight of each model

wE 1
R 1 M;
WLt 41 ¢ 2
M; i Wan+1

employed on the Google Traces and PlanetLab datasets for prediction. The final output
of Algorithm 1 is used as an input parameter in Algorithm 2, which is further used for
dynamically predicting CPU and memory utilization. The first step is to initialize the
value of the number of jobs and the number of VMs as 1. Then, for each Kth job running
on the Nth node on Mth VM, CPU and memory utilization are calculated as shown in

step 2. Further, the total CPU utilization is predicted by the formula given below:

totalCU n = R

(3.4)

In Equation 3.4, C; refers to the clock cycles per instruction, IC is the instruction count
and CR denotes the clock rate. By taking this total CPU utilization into account, the

average CPU utilization is calculated as follows:

D M=t ?—_1 CU.
1 *
avgCU g rotalCUn * 100 (3.5)

In the above equation 3.5, avgCUy is calculated at any given time for Nth node. consid-
ering V as the number of VMs running on the Nth node and Jy as the number of jobs
assigned to Vy VMs. CU, is the CPU utilization of K jobs running on M VMs on the

Nth node. Similarly, the average memory utilization is calculated by the formula:
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avgMU N = ZMtoltal]\I}Ul]\iWUx * 100 (3.6)
At any given time, for the Nth node, the average memory utilization avgM Uy can be
given as shown in Equation 3.6, where V}y is the number of VMs running on the Nth node
and Jy is the number of jobs assigned to Viy VMs. MU, is the memory utilization of K
jobs running on M VMs on the Nth node and total MU} is the total memory utilization
for the Nth node.

Algorithm 3.2 Dynamic Resource Prediction Algorithm (CPU and Memory)
Require: N, M, J K,C;,IC,CR

1. Intialize M=1,J=1

2. For each Kth job running on Nth node on Mth VM,
Calculate CPU & Memory utilization
CU,, MU; 0 = NMK

3. For each Nth node on Mth VM,
Calculate total CPU utilization

C *1C
totalCU y o

4. Calculate Average CPU utilization

avgCU y % x 100

5. Calculate Average memory utilization

avgMU y = ZMtoltall\I}UivMUm * 100

6. Return avgCUy, avgMUy

3.4 Experiments and Evaluations

This section elaborates on the dataset used and compares the proposed approach with

the existing techniques for good performance.

3.4.1 Dataset Description

Due to great variabilities in Cloud Computing workloads, it is nearly 20 times noisier than
Grid Computing workloads. Therefore, for effective validation of our proposed approach

ETSA-LP, two real cloud workload traces from Google and PlanetLab have been used as
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baseline benchmarks. Google traces includes the data of 29 days collected from Google’s
cluster cell. This workload is tested every 5 minutes and contains 75 samples inclusive
of 9218 jobs and 176,580 tasks [114]. In the experiments, the resource usage proportion
comprises the traces of CPU and memory demands of VM instances hosted on the cluster
as shown in Table 3.2. All these measurements are regulated between 0 and 1 by the

relative maximum values for which the machine has been furnished.

Table 3.2: Google Cluster: Workload Information (CPU & memory traces)

Attribute Name Datatype H Attribute Name Datatype ‘
start time integer max memory usage float
end time integer disk IO time float
job ID integer local diskspace usage float
task index integer maximum CPU rate float
machine ID integer maximum diskIO time | float
CPU rate float cycles per instruction float
canonical memory us- | float memory access per in- | float
age struction

assigned memory usage | float sample portion float
unmapped page cache float aggregation type boolean
total page cache float sampled CPU usage float

On the other hand, PlanetLab data traces cover the mean CPU utilization of more than
1000 VMs as shown in Table 3.3. These VMs are sampled over a 5-minute interval on
10 different days from 03/03/2011 to 20/04/2011. During the simulations, each VM
is randomly assigned a workload trace from one of the VMs from the corresponding
time. The workload makes initiating VMs with a real configuration possible, while CPU
utilization of initiated VMs according to the PlanetLab dataset changes over time, similar
to real VMs [115].

3.4.2 Evaluation of base models and ETSA-LP

Firstly, the performance of five machine learning base models, statistical ARIMA, ANN,
SVM, LSTM and ES is dignified and then with their resulting best predictions, the
ensemble model is evaluated. Figure 3.3 depicts the comparative results of the five base
models tested on the Google cluster for CPU utilization. Similarly, Figure 3.4 represents

the results of base models and the proposed model tested on the Google cluster for
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Table 3.3: PlanetLab: Workload Information

Date No. of | Mean% | SD%
VMs
03/03/2011 | 1052 1231 | 17.09
06/03/2011 | 898 1144 | 12.83
09/03/2011 | 1061 10.70 15.57
22/03/2011 1516 9.26 12.78
55/03/2011 | 1078 1056 | 14.14
03/04/2011 | 1463 12.39 16.55
09/04/2011 | 1358 11.12 15.00
11/04/2011 | 1233 11.56 15.07
12/04/2011 | 1054 11.54 15.15
20/04/2011 | 1033 10.43 15.21

memory utilization. On the other hand, the experimentation results conducted using
PlanetLab traces for CPU utilization are highlighted in Figure 3.5. Likewise, memory

utilization metrics tested on PlanetLab traces are shown in Figure 3.6.
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Figure 3.3: Performance Metrics of different models on Google traces (CPU)
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Figure 3.4: Performance Metrics of different models on Google traces (Memory)
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Figure 3.5: Performance Metrics of different models on PlanetLab (CPU)
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Figure 3.6: Performance Metrics of different models on PlanetLab (Memory)

As per the experiments, it has been observed that an individual model offers a differ-
ent performance concerning any evaluation metrics due to its dependency on the tested
dataset type. If there is a change in the dataset, the values of the performance metrics
also vary. For instance, when applied to the Google traces dataset, SVM beats the other
four time-series-based models in accuracy (91.34%). But, it performs less with accuracy
(78.70%) for the PlanetLab dataset. Therefore, these base time-series models are com-
bined based on the proposed ensemble algorithm discussed in Section 3.3.1 to boost the
performance. The proposed ensemble model ETSA-LP gives the best accuracy (97.45%)
among all other base models with a total execution time (0.39 ms) for the Google traces
dataset.

Similarly, in the PlanetLab dataset, ETSA-LP gives superior accuracy (95.78%) among
the existing models with a total execution time (0.40 ms). The overall accuracy is im-
proved by approximately 3% and execution time is reduced by 12.2%. Also, the RMSE
value for ES is maximum (2.82%) whereas ETSA-LP has a minimum error value (0.39%).
Hence, it is substantiated that the proposed ETSA-LP ensemble approach performs bet-

ter than the existing individual time-series-based models.
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Figure 3.8: Average CPU & Memory utilization of VMs at different time intervals

a)

Average CPU & Memory utilization

Figure 3.7 illustrates a VM’s predicted CPU and memory usage during training
models on the Google traces and also corresponds to the utilization deployed on
the PlanetLab dataset. In this proposed work, an effort has been made to assess
all possible effects of load prediction with low or high CPU and memory usage
utilization factors that can directly or indirectly affect the performance of the rec-
ommended ensemble approach. For instance, in the case of Google traces, the
predicted CPU usage of VM1 (31%) is lower than its memory usage (39%). Sim-
ilarly, the predicted CPU usage of VM1 (42%) is higher than its memory usage
(37%) in the PlanetLab dataset. The results also vary as the time intervals change,
as shown in Figure 3.8. With the difference of five-minute intervals, the CPU and
memory usage goes high or low according to the number of user requests. The
results suggest that with prior knowledge of resources to be utilized for an applica-
tion, the issue of an under-provisioned host/VM can be resolved and resource-task

mapping can be done efficiently.
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b) RMSE

Figure 3.9 compares the mean error RMSE of different VMs at different time inter-
vals. With five minutes interval, SVM gave the error rate of (3.62%, 4.23%, 4.96%,
and 3.74%) while using ARIMA the error rate was (2.9%, 3.71%, 3.32% and 4.50%)
for VM1, VM2, VM3 and VM4, respectively. The error rate of the proposed en-
semble approach is (2.5%, 3.14%, 2.75% and 3.7%) on VM1, VM2, VM3 and VM4,
respectively. The results clearly indicate that the proposed ensemble approach is

better than the existing ensemble approach on the basis of error rate.
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Figure 3.9: RMSE comparison of different VMs at different time intervals

¢) Accuracy

The accuracy comparison of other models with the proposed is demonstrated in
Figure 3.10. Taking an example, ANN outperforms the other models with 92.62%
accuracy for VM2 but it gives a lower accuracy of 71.34% for VM3. In order to
enhance the performance, these individual models are combined together on the
basis of the proposed ensemble algorithm. The proposed ensemble model gives the

best accuracy of 95.45% among all, with 0.39ms total execution time. The overall
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accuracy is improved and execution time is also reduced. The results recommend

that if the load can be effectively expected with former awareness of resource uti-

lization, the over-utilization or under-utilization of resources can be either ceased

or handled commendably.
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Figure 3.10: Accuracy comparison of different VMs at different time intervals

3.4.3 Comparison with existing approaches

The comparison of the proposed approach ETSA-LP with the existing approaches, namely,
LA (Learning Automata), ELM (Extreme Learning Machine) and SVR (Support Vector

Regression), is shown in Figure 3.11, in terms of RMSE and accuracy. For instance, ELM

has the highest error rate, whereas the proposed ETSA-LP gives a minimum error value

compared to existing approaches. Moreover, ETSA-LP outperforms existing models with

the highest accuracy. The overall accuracy is improved by approximately 3% and the

error rate is reduced by 2.2%. As can be seen, the proposed ensemble approach has less

error rate and the best accuracy on all four VMs as compared to the existing ensemble

approaches.
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Figure 3.11: Comparison of existing and proposed approach

3.5 Conclusion

This chapter discussed in detail how the resource load is predicted for a Cloud application
using the proposed Ensemble Time-Series Approach for Load Prediction (ETSA-LP).
The proposed ensemble framework’s design methodology and the data set description are
illustrated. The proposed ensemble model ETSA-LP gives the best accuracy (97.45%)
among all other base models with a total execution time (0.39 ms) for the Google traces
dataset. Similarly, in the PlanetLab dataset, ETSA-LP gives superior accuracy (95.78%)
among the existing models with a total execution time (0.40 ms). The overall accuracy is
improved by approximately 3% and execution time is reduced by 12.2%. Also, ETSA-LP
has a minimum error value (0.39%). Hence, it is substantiated that the proposed ETSA-
LP ensemble approach performs better than the existing individual time-series-based

models.

The next chapter explains the auto-scaling approach for host load detection using VM
migration and also illustrates the preciseness of the proposed host load prediction tech-

nique for performing the auto-scaling.
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Chapter 4

Efficient Auto-Scaling for Host Load Predic-
tion through VM Migration in Cloud

The previous chapter expatiated the design of the proposed ensemble approach for load
prediction in the Cloud. This chapter proposes an efficient auto-scaling approach for
host load detection using Virtual Machine (VM) migration. With increased resource uti-
lization, virtualization also greatly impacts achieving desired performance. The major
challenges in virtualization are detecting over-utilized or under-utilized hosts at the right

time and properly scaling VMs on the accurate host.

Effective utilization and autonomous scaling of resources eventually reduce the load, en-
ergy consumption, and operating costs. In this chapter, an efficient auto-scaling approach
for predicting host load through VM migration has been proposed. The ensemble method
using different time-series forecasting models has been proposed to forecast the approach-
ing workload on the host. Based on this predicted load, different algorithms have been
devised to detect over-utilized and under-utilized hosts and VMs can be migrated. The
designed approach has been validated by experimentation on a real-time Google cluster

dataset.

The proposed technique significantly improves average CPU utilization and reduces er-
ror rate. It also minimizes response time, SLA wviolations, and the slighter number of

magrations and scaling overhead.



4.1 Need of Auto-Scaling for Host Load Prediction

When a user leases limited virtual resources from the Cloud service provider, the cost
would be negligible but the performance would be overwhelmed by the increase in load.
Far from it, leasing more virtual resources will boost the performance if the resources
are consumed right but also leads to excessive overhead [26]. Due to the variability in
workloads, it becomes challenging for the service Clouds to maintain scalability while
nourishing the user SLA [39]. Moreover, the workload for many IoT-based Cloud ap-
plications becomes complicated due to the effect of its dynamic network traffic on the
host.

One way to address the host load imbalance is to leverage the capabilities of the vir-
tualization technology. The improvement in performance on a host can be achieved by
switching idle nodes/VMs to low-power VMs [116]. Most of the current approaches apply
regression-based algorithms and the static utilization threshold method since it is based on
a fixed threshold, but it is unsuitable for a dynamic environment. CPU utilization-based
host load detection algorithms are able to provide an accurate prediction for autonomic
Cloud applications [117]. Once a host overload or under-load state is detected, the next
step is to select VMs to offload the host to avoid performance degradation. After selecting
a VM to migrate, the host is rechecked for being over-loaded or under-loaded. If it is still
considered in any state, the VM selection and migration policy is applied again to select
another VM to migrate from the host. This is repeated until the host is considered to be
in a normal state. An effective auto-scaling strategy that can scale VMs up and down in

response to host load predictions can streamline the entire process.

Hence, in this chapter, an initiative has been made to propose a more precise and novel
auto-scaling approach that predicts the host load using an ensemble technique (ETSA-
LP) that integrates the prediction values of its basic models by giving weight to each
prediction. Hereinafter referred, first, there is a brief introduction of the proposed auto-
scaling framework in context with load predictor, auto-scaler and VM migration. Then,
the proposed algorithms for dynamic load prediction, host underload and overload de-
tection, VM selection and auto-scaling policy have been discussed. Furthermore, the
experimental results, which include a comparison of the proposed auto-scaling technique
with existing models has been presented. For the closing section, the chapter discusses
the implication of using the proposed approach for predicting host load and scaling of
VMs.
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4.2 Proposed Framework for Auto-Scaling

Auto-scaling dynamically scales the resources assigned to different elastic applications
with varying requirements. It is a continual intelligent process with a control loop of
MAPE (Monitor, Analyze, Plan and Execute), as shown in Figure 4.1. The MAPE loop
has compelling aspects to accomplish the auto-scaling process while controlling the host
load. In this control loop, the resources/workload is monitored at regular set intervals,
and analysis of host load through prediction and checking of threshold rules has been
performed. The next step is to plan the migration process of VMs and finally send an

execution decision for scaling.

= workloads
* resources

Monitor

*host load prediction
Analyze »thresholds
*metrics

*VM selection

Plan *VM migration

*scaling VMs
Execute on hosgts

Figure 4.1: MAPE Process of Auto-Scaling

The general idea of auto-scaling is that if multiple VMs are assigned on the same host,
then the VM resources may complement one another. The resource-based scaling chooses
unallocated VM resources to scale up a VM residing on a particular host [41]. For
instance, a host with rock-bottom CPU and memory usage can assign these VM resources
to another VM residing on it, known as scaling up of a resource. Figure 4.2 shows the
proposed framework for auto-scaling and VM migration in the Cloud. Cloud tenants
use different resources to deploy various applications and services on Cloud. There may
be additional applications running on the Cloud Virtual Data Centre and each of the
applications may run on one or more VMs and physical machines. The other major

components and their working in the proposed framework are as follows:
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Figure 4.2: Proposed Auto-Scaling Framework

e Database: The database component acquires the analytical values required to as-

sess VMs from the expert system. These past values indicate the allocated memory;,
CPU, response time, number of migrations and SLA violations of associated VMs.
This database properly maintains all collected data as historical records. These

records are used when training the prediction model to enhance its accuracy.

Load Predictor: It monitors the load on each host at regular time intervals. It
analyzes the history of each host load in the upcoming and past time intervals.
It compares the expected number of resources with the provisioned resources and
publishes scaling instructions to the auto-scaler. This paper proposes an ensemble

approach to predict host load, which is more elaborated in the previous chapter.

Auto-Scaler: This module is responsible for scaling up and down the resources per
the host load and user requirements. Auto-Scaler is further comprised of resource

manager, scaler and VM migration components.
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e Resource Manager: This component manages the resources allocated to virtual
machines, such as CPU & memory utilization. It gathers and monitors the need
for resources from time to time. It also contains the log of information required to

detect overloaded and under-loaded hosts.

e Scaling: By gathering the resource requirement from the resource manager and
using the prediction results from the load predictor component, the scaling unit
compares the predicted value with the scaling factor. It decides whether a resource
needs to be migrated or not to balance the host load. If the predicted load is equal to
or greater than the scaling factor/threshold, the host will be considered overloaded;
if the load is less than the threshold, the host will be marked as under-loaded. After

that, the VM migration component will perform the migration process of VMs.

e VM Selection & Migration: This module examines the status of each VM based
on its RAM size and CPU utilization and then migrates the selected VMs of the

overloaded or under-loaded hosts to the appropriately selected hosts.

Table 4.1: Notations used in the chapter

Component Description

C; Clock cycles per instruction

e Instruction count

CR Clock rate

Vi, No. of VMs ruuning on Nth
node

totalCUy Total CPU utilization

avgCUy Average CPU utilization

hUtil Host utilization

hT otalCap Total capacity of a host
hOwver LoadList List of overloaded hosts

LT hresh Lower threshold value
hUnder LoadLisList of underloaded hosts
S, Size of VM

MigV M VM to be migrated

4.3 Prediction of Host Load

With the advancement of private and public cloud data centers, leasing virtual machines
to host applications is quite common. Usually, Cloud tenants do not choose to pay for the
resources they attain but are not consumed when the load is light. This concern would

be feasible only if the upcoming load can be predicted earlier before validating Quality of
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Service (QoS) parameters [77]. Furthermore, there can be a probability of performance

degradation in case of heavy load [110].

Though much research has been done on load prediction and time-series models, there is a
need for an inclusive methodology to combine different types of prediction models. More
profoundly, one prediction model would effectively predict some trends, but the same
would be imprecise in other trends due to its dynamic performance [109]. Therefore, an
ensemble technique has been deployed in this research work to predict future load more

efficiently.

4.3.1 Dynamic Resource Prediction through proposed Ensem-
ble Method: ETSA-LP

This research proposes an innovative Ensemble Time-Series Approach for Load Prediction
(ETSA-LP) that integrates the top prediction results from compound models to forecast
CPU utilization, as discussed in Section 3.3.1. This ensemble approach employs the

functioning of the load predictor module, as shown in Figure 4.3.

+ Load Predictor Module o,

Figure 4.3: Load Predictor Module

According to the literature reviewed, efficient forecasting works with clean, time-stamped
data and can identify genuine trends and patterns in historical data. Also, the choice
of algorithms in time-series techniques differs entirely from those in static. Most static
machine learning algorithms, like linear regression, do not have this capability as they
generalize the training space for any new prediction [89]. In this context, machine
learning-based models (such as SVM, LSTM, ANN, ES) are attaining inclusive attention
in forecasting load nowadays because of their introspection aspect for multiple applica-
tions Hence, most state-of-the-art ensemble approaches are productive in a particular

constituent model [118].
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So, the primary focus of this proposed technique is to evaluate different statistical, neural,
and ensemble models in their ability to predict resource load. In this chapter, an initiative
has been taken to propose a more precise ensemble prediction model ETSA-LP that
integrates the prediction values of five base models by giving weight to each prediction.
Table 4.2 describes five base models and their tuning parameters. In this proposed
ensemble model, the weights of the best model predictions from ARIMA, ANN, SVM,
ES and LSTM models have been regulated using the proposed exponential weighting
algorithm given in Algorithm 3.2.

Table 4.2: Description of Base Models for Ensemble

Model Method /Package | Tuning parameters

name

ARIMA arimay() p=2, d=1, q=2

SVM svm(), kernlab kernel="rbfdot”, type =
"nusom”

ANN nnet() maxit=100, size=5,
decay=>b5e-4

LSTM tslstm, keras hiddenlayer = 1, neu-
ron=4, batchsize = 20,
epochs=8

ES ses() alpha=0.2, h=100

4.3.2 Dynamic Host Load Prediction Methods

In the Cloud environment, numerous VM migration approaches have been used to boost
the performance of different resources by predicting the over-utilized or under-utilized
state of the host. The VMs are migrated from one host to another using various Cloud
resources such as CPU and memory. The migration process reassigns the workload equally
between all the hosts with a defined threshold or static value. In this work, the host with
a CPU utilization of 80% is considered over-utilized; therefore, its load should be divided
among the other under-utilized hosts. Contrarily, the host utilizing 20% or below is
assumed to be under-utilized. According to these defined criteria, the three possible

conditions can occur at different time intervals (t):

e At the time (t), the three VMs are running on Host 1 and two VMs are running on
Host 2, as shown in Figure 4.4. The total utilization of Host 1 becomes 90% which
is an over-utilized state, but on the other hand, the total utilization of Host 2 is
45% which is a normal state. So, the VM with minimum utilization from Host 1

will be migrated to Host 2.
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Figure 4.4: Different Scenarios of Host Load Prediction

e At the time (t+1), one VM is running on Host 1 and two VMs are running on Host
2, as depicted in Figure 4.4. Host 1 has total utilization of 18% and Host 2 has 55%
of total utilization. As per the above criteria, Host 1 is in an under-utilized state.
So, a VM needs to be migrated on Host 1.

e At the time (t+2), two VMs are running on Host 1 and Host 2 in a contrary manner,
as presented in Figure 4.4. The total utilization of Host 1 and Host 2 is 75% and
65% respectively. Both of the hosts are in the normal state of their execution and

load. Therefore, there is no need for migration in this type of scenario.

4.3.3 Host Overload Detection Algorithm

As stated earlier, when the allocation process of VMs has been initialized, the next step
is to examine and analyze the hosts that are overloaded. Algorithm 4.1 represents the
steps involved in host overload detection running on the Cloud. The algorithm selects the
overloaded hosts and places them into an overload list and this list will act as an input
for the VM selection and migration process. First of all, the input parameters required
for the host overload detection algorithm are initialized to 0, i.e. hUtil (utilization of a
host), hTotalCap (total capacity of a host), and hOverLoadList (List of all overloaded
hosts). In the algorithm below, all the hosts are evaluated one by one to analyze whether
they are overloaded or not (line 4). The total capacity of a host is considered in MIPS,
which implies all the MIPS allocated to a host in the Cloud data center (line 5). Then,
the current utilization of a MIPS of a host is derived (line 6). The next step is to check
if the present utilization of a host is equal to or greater than the total capacity of a host
in MIPS, then that host will be placed in hOverLoadList (lines 7 & 8). The final list of

all detected overloaded hosts will be carried forward to the VM selection and migration
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algorithm.

Algorithm 4.1 Algorithm for Overload Host Detection

Require: List of all hosts (hy,hy ... hy)
1. hUtil < 0

hTotalCap < 0

hOwver LoadList < 0

For all hosts

hTotalCap.get.Total M IPS[host]

hUtil.get.Util[host]

if (hutil >= hTotalCap)then

Add host to hOver LoadList

endif

endfor

return hQver LoadList

e

L N s

4.3.4 Host Underload Detection Algorithm

As per the literature study, the majority of the researchers only focus on host overload
detection. But, for efficient VM migration and scaling, it is recommended to find out
whether a host is in the underloaded state (in case the host is not overloaded). In the host
underload detection algorithm, the hosts running below a lower threshold are detected and
placed in the underloaded list of hosts, which will be further passed to the VM selection
and migration algorithm. In the proposed approach, the lower threshold is assumed
as 20% of CPU utilization of a host in MIPS. According to Algorithm 4.2, the input
parameters required for the host underload detection algorithm are initialized to 0, i.e.
hUtil (utilization of a host), hTotalCap (total capacity of a host), and LThresh (lower
threshold value). For each host running on the Cloud data center, current utilization
in MIPS (hUtil) and the total capacity of a host (hTotalCap) are analyzed (lines 5
& 6). Then, the current utilization of a host is compared with the lower threshold
defined (line 7). If the hUtil is less than or equal to LThresh, then the host is placed in
the hUnderLoadList and if it is greater than the defined threshold, then it will pass
on to the next host running on the data center (lines 8 & 9). The final list of all
detected underloaded hosts will be carried forward to the VM selection and migration

algorithm.

4.3.5 VM Selection Approach

The significant VM selection approach helps in improving overhead cost, energy con-

sumption, resource utilization and SLA violation [12], [119]. This approach is basically
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Algorithm 4.2 Algorithm for Underload Host Detection

Require: List of all hosts (hy, hy ... hy)
1. hUtil < 0

hTotalCap < 0
LThresh <0
For all hosts
hTotalCap = hTotalCap.get.Total M I PS|host|
hUtil = hUtil.get.Util[host]
LThresh = hTotalCap % 20/100
if(hUtil <= LThresh)then

9. Add host to hUnder LoadList
10. endif
11. endfor
12. return hUnder LoadList

P NSO WD

applied to choose the list of VMs on a host that has been declared as overloaded or un-
derloaded. In this research, the Minimum Size Maximum Utilization (MSMU) policy has
been introduced in which a VM having minimum size but maximum resource utilization
is selected. When the VM is chosen with higher resource utilization than other VMs on

the host, the risk of over-utilization and under-utilization is reduced.

The complete working of the proposed MSMU algorithm is presented in Algorithm 4.3. As
mentioned earlier, the list of overloaded and underloaded hosts has been forwarded to the
VM selection and migration algorithm. Therefore, hOverLoadList and hUnderLoadList
obtained from Algorithms 1 and 2 will act as input in Algorithm 4. After identifying the
hOverLoadList, the further step is to choose the appropriate VM from the overloaded
host and migrate it onto a relevant host. The beginning step is to sort the list of VMs
in the descending order of their resource usage (line 1). Then, for each VM, the size of
the VM and utilization have been analyzed (lines 3 & 4). The MSMU factor has been
derived by calculating the current utilization of VM and the size of VM (line 5). After
calculating MSMU it has been compared to choose the finest VM with a higher MSMU
value than other VMs on the overloaded host (lines 6-8). In the end, the algorithm will
return the list of appropriate VMs to be migrated to some other host. The complexity

of this policy is correlative to the number of VMs leased by the overutilized hosts.

4.3.6 Proposed Auto-Scaling Algorithm

The proposed auto-scaling strategy decides on the scale-out or scale-in of the resources
focusing on the regulation and utilization of resources and the upper threshold value/
scaling factor. As stated earlier, the scaling factor of each host is defined on the basis of

the amount of resource utilization such as the CPU usage above the upper threshold is
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Algorithm 4.3 VM Selection Algorithm using MSMU

Require: List of all VMs (vmy,vmy...vomy,)

1.

—_ =

oL 0N o Ot W

Sort list of VMs in decreasing order of their utilization
For each vm in list of VMs do

S, + RSize,,

Utilyy, < CPUutilizationinMips/V M Mips

MSMU = currentC PUutilizationofVM/(S, + currentC PUutilization)
if(MSMU > MinMetric)then

MigV M < MSMU

MigVM < VM

endif

endfor

return MigV M

considered as the over-utilized host/VM and the CPU usage less than the lower threshold
is considered as the under-utilized host /VM. The proposed algorithm for the Auto-scaling

policy is depicted in Algorithm 4.4. The core objective of this algorithm is, to sum up, the

number of active hosts which are either over-utilized or under-utilized at time t (lines 4-

6). The monitoring phase performs the scale-in and scale-out decision at time t if partial

host loads are beyond the overlying threshold value (line 8) or lower than the bottom
threshold value (line 9).

Algorithm 4.4 Proposed Algorithm for Auto-Scaling Policy

Require: List of all VMs and hosts (vmy,vms...vmy,), (hi, he ... hy,)

1.
2. Set minMetric=1 & maxMetric=6

3.

4. Calculate Average CPU utilization at time t

10.
11.
12.

Set lower and upper threshold for CPU utiization

For each vm in list of VMs do

V. J
avgCU = L YKL, CU, « 100

totalCU N
Calculate number of overutilized hosts
Call Algorithm1 > Algo for Host Overload Detection
Calculate number of underutilized hosts
CallAlgorithm?2 > Algo for Host Underload Detection
Update minResourceCount, maxResourceCount

. if(minResourceCount < minMetric)then

Call Algorithm3 > Scale In Decision

. if(maxResourceCount > maxMetric)then

CallAlgorithm3 > Scale Out Decision
Else System load is in normal mode

endif

endfor
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4.3.7 Evaluation Metrics

The evaluation parameters used for the formulation of the proposed model are the RMSE
(Root Mean Square Error), MAPE Mean Absolute Percentage Error), Average CPU

utilization, response time, number of virtual machine migrations, accuracy and scaling

overhead.

a)

RMSE and MAPE: For experimental evaluation, RMSE and MAPE are evalu-
ated to calculate the percentage error. RMSE is defined in Equation 4.1 where X,
is the actual output, x; is the predicted output and n specifies the total sum of
observations in the dataset. The mathematical formulation to calculate MAPE is
given in Equation 4.2. The lower value of RMSE and MAPE validates to be a more

precise prediction technique.

RMSE — % Xn:(xt _ X)) (4.1)

t=1

1 - (Z‘t — Xt)z
MAPE = — - 4.2
D D (4.2)

t=1

Accuracy: Accuracy is the degree to which the outcomes of an actual calculation
or measurement are grouped around the accurate value. The mathematical notation

to compute accuracy is given below in Equation 4.3:

tp +in
tp+ fp+tn+ fn

Accuracy = x 100 (4.3)
Here, tp, tn, fp and fn denote the count of true positives, true negatives, false

positives and false negatives, respectively.

CPU utilization: The CPU utilization is quoted as the amount of work managed
and utilized by the CPU of VMs residing on the host in the Cloud. In other words, it
is the present CPU usage of processed user requests in percentage. The performance
of the proposed auto-scaling approach has been validated with the CPU utilization
metric. The very first step is to calculate the total CPU utilization and then the

average CPU utilization is calculated as per the given formulation:

CR

total CU N = (4.4)
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In Equation 4.4, C; refers to the clock cycles per instruction, IC is the instruction
count and CR denotes the clock rate. By taking this total CPU utilization into

account, the average CPU utilization is calculated as follows:

Yot Ssees CUs
CUy = = = 100 4.5
awg- YN totalCUpN * (4.5)

In above equation 4.5, avgC'Uy is calculated for Nth node at a particular time
interval. considering Vy as the number of VMs running on the Nth node and Jy
is the number of jobs assigned to Vy VMs. CU, is the CPU utilization of K jobs
running on M VMs on the Nth node.

Response Time: Response time is the period of time between the request submit-
ted to the time of response. The response time of any job, task, VM, or application
must be quick in a Cloud environment. It is one of the crucial metrics to validate
user QoS and the minimum is the response time; the better is the accuracy of the

system [41].

No. of Migrations and Scaling Overhead: The performance of the proposed
efficient auto-scaling approach can be analyzed with the discrepancy that occurred
between the number of estimated resources and the number of consumed resources.
The VMs are rented and released according to demand with mitigation of host load.
When there is a need for VM to be migrated, there should not be many occurrences.
It affects the execution behavior of the host/VM regarding cost, energy and scaling
overhead. The scaling overhead may upsurge with the rise in the resource count
(VMs) consumed and therefore, it must be minimized to improve efficiency and

performance.

SLA Violations: The SLA agreement is an important aspect that ensures the
maximum availability of cloud services to the end users. The SLA violation is
calculated as per the following equation 4.6. RT; denotes the response time at time
t, S™ is the response time as per the SLA, and nr is the count of the requests
received at time t.

SLAV = RT, - S" (4.6)

==
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4.4 Experiments and Evaluations

This section describes the dataset in more detail and evaluates the suggested method

against the state-of-the-art methods for optimal results.

4.4.1 Dataset Description

A real cloud workload trace from Google has been used as a baseline benchmark to
validate our proposed approach with host load prediction effectively. As discussed above,
in the Google dataset, the CPU usage traces represent the CPU usage in the Google
cluster, as shown in Table 3.2 [114]. All these measurements are regulated between 0 and

1 by the relative maximum values for which the machine has been furnished.

4.4.2 Result Analysis

The experimental analysis of the proposed auto-scaling approach is highlighted in the

present section.

a) Prediction Accuracy of Ensemble Model: As described earlier, thorough test-
ing has been conducted prudently to assess the efficiency of the proposed approach
on the Google cluster. Firstly, the performance of five time-series models, statistical
ARIMA, ANN, SVM, LSTM and ES is dignified and then with their resulting best
predictions, the proposed ensemble model is evaluated. Table 4.3 and Figure 4.5
depict the comparative results of the five base models tested on the Google cluster
for analyzing CPU usage. RMSE and MAPE are used to calculate the accuracy of

the prediction model.

Table 4.3: Comparison of different models tested on Google Traces

‘ Metrics ‘ ARIMA‘ SVM‘ ANN‘ LSTM ES ‘ Proposed ‘

R 0.88 085 [0.72 |0.77 |09 0.65
R? 0.77 0.72 1052 |0.59 |0.81 |043
RMSE 0.46 0.4 043 053 |0.75 |0.39
Accuracy 0.78 091 084 1089 |0.9 0.97
(%)

Total Time | 0.52 0.64 | 0.51 0.44 |0.43 | 0.39
(ms)

b) Error rate of Ensemble Model: The error values corresponding to RMSE and
MAPE are shown in Figure 4.6. Regarding Table 4.3, the RMSE value for ES is

maximum (2.82%), whereas the proposed model for load prediction has a minimum
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Figure 4.5: Performance Metrics of different models on Google traces
value of error (0.39%). The accuracy measure of ARIMA is minimum (0.78%)
and the proposed approach has maximum accuracy among other models (0.97%).

Also, the time taken for execution of the SVM model is the highest (0.64 ms) but

the proposed model again outperforms other models with the minimum time for

&

Figure 4.6: RMSE and MAPE

execution (0.39 ms).
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Average CPU utilization: The CPU utilization is the number of jobs addressed
by the CPU of VMs on a particular host., The technique proposed in this research
combines both reactive and proactive techniques, giving a persistent performance
with average CPU utilization. As discussed earlier, if the CPU utilization exceeds
the defined threshold, the host will be considered over-utilized and must be migrated
to another host. Also, if it is less than the minimum utilization, then a VM should
be placed onto this host to balance the load. The proposed auto-scaling approach

has been compared with existing scaling approaches as shown in Figure 4.7. For
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instance, the average CPU usage of other current techniques comes out to be lower
as well as higher at different time intervals. Contrarily, the average utilization of the
proposed approach is maintained between upper (80%) and lower (20%) bounds.
It has come out to be in the normal range for most of the time. The results
prove that if the load can be effectively predicted with former awareness of resource
utilization, then the over-utilization or under-utilization of resources can be either

handled commendably.
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Figure 4.7: Average CPU utilization

d) Response Time: As discussed above, the response time of an application needs
to be quick and must be agreed to 1 as per SLA. Figure 4.8 shows the comparative
outcome of response time for the proposed and existing approaches. It is evident
from the results that the proposed auto-scaling method has a relatively low response
time (2.2%) within five minutes of interval. It has been improved by (3.7%), and
relatively the accuracy is increased by (5.67%) compared to other existing models.
Therefore, it has been proven that the proposed efficient auto-scaling approach can
work well for dynamic host load prediction in the Cloud having maximum accuracy

and minimum response time.
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Figure 4.8: Response Time
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e) No. of Migrations and Scaling Overhead: The accuracy analysis clearly
proved the efficient performance of the prediction model and originated that the
proposed approach gives superior conduct for host load prediction in comparison
with existing works. Also, our proposed prediction model is able to fulfill the

resource demand in normal as well as peak hours.

Energy-aware RHAS —&— Proposed
2
E &
=
w 4
©
g 2z
0
L 1 15 20 215

TIME INTERVAL (MINS)

Figure 4.9: No. of Migrations

It can be seen in Figure 4.9 that the proposed auto-scaling approach has the least
number of VM migrations within different time intervals, as compared with other
approaches. In the RHAS technique, the number of migrations was approx. (1.12%)
at the initiation time, but as the time interval increases, the number of migrations
also rises by (5-6%), leading to low accuracy and poor performance. Contrarily,
the average number of migrations for the proposed approach is monitored between
(2-4%), which is comparatively less. Moreover, the experimental results for scaling
overhead have been shown in Figure 4.10 and are the lowest in the proposed auto-
scaling approach. The number of migrations has been improved by 2% and scaling

overhead by 2.6% compared to existing auto-scaling approaches.
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Figure 4.10: Scaling Overhead with various Auto-Scaling techniques
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f) SLA Violations: The SLA compliance is a crucial aspect that certifies the utmost
accessibility of various services and applications to Cloud users. If any SLA violation
occurs, the tenants must pay a penalty. The SLA violation is examined depending
on an application’s major parameter response time. Figure 4.11 shows that the
proposed technique has been evaluated with approximately 1% SLA violation and

this results in the efficient accessibility of resources with better QoS.
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Figure 4.11: SLA Violations

As discussed earlier, if the CPU utilization comes out to be greater than the defined
threshold, the host will be over-utilized and must be migrated to another host. Also,
if it is less than the minimum utilization, then a VM should be placed onto this host
to balance the load. The proposed auto-scaling approach has been validated on Google
Cloud for host load prediction in terms of CPU and compared with existing scaling

approaches.

It is clear from the above-stated experimental results that the proposed auto-scaling
technique is an efficient and dynamic approach that provides the requisite amount of
QoS to the end users and the application providers. For example, in any social media
web application such as Flipkart, Amazon, etc., the network traffic may vary due to the
dynamic number of users and resources consumed. If the load fluctuates frequently and
exceeds the defined threshold, the system may be over-utilized or under-utilized, leading
to data loss and poor performance. Moreover, even a few milliseconds of delay in response
time can cause the whole system to cease functioning. So, to avoid such circumstances, an
auto-scaling approach can be a solution to scale up and down the resources automatically.
Moreover, the proposed auto-scaling approach using host load prediction can minimize

response time and increase the system throughput for large-scale applications.
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4.5 Conclusion

The tremendously increasing use of Cloud services and applications raises the issue of
non-uniform load variations, which results in ambiguous scaling decisions to a greater
extent. In this research, an initiative has been proposed to design and implement an effi-
cient auto-scaling approach for host load prediction through VM migration in the Cloud.
The intended plan yields the merits of the auto-scaling feature with host load prediction
by deploying an ensemble method using different time-series forecasting models. The
simulation results have improved accuracy by 5.7% and response time by 3.7%. It also
consistently reduces error rate by 2.7%, no. of migrations by 2% and scaling overhead by
2.6% compared to existing auto-scaling approaches. Moreover, the proposed technique
has been evaluated with minimum SLA violation, and this results in the efficient acces-

sibility of resources with better QoS.

The upcoming chapter presents the exploratory outcomes attained by affirming the pro-
posed ETSA-LP and auto-scaling approaches on the actual cloud platform. Firstly, the
outcomes of the load prediction technique have been discussed. Next, the results of
the prediction-based auto-scaling approach are detailed, and the performance is vali-
dated using different evaluation metrics. Also, a case study of a fog-based framework
has been introduced to enhance the requisite performance of the proposed auto-scaling

approach.
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Chapter 5

Verification and Validation of the proposed

approaches

The previous chapter explained the host load prediction-based auto-scaling approach for
the IoT-based cloud application. An actual cloud testbed is set up for conducting the
experiments and the results are evaluated based on various performance metrics. This
chapter deals with verifying and validating the proposed load prediction and auto-scaling

approaches on the Cloud.

This chapter elaborates on testing and validating the proposed load prediction approach
using the Google Cloud Platform (GCP). The chapter also provides the load variations of
different VMs deployed on GCP. Finally, the results of the proposed auto-scaling approach
are validated on the AWS (Amazon Web Services).

Furthermore, to validate the effectiveness of the proposed auto-scaling approach, the case
study of a fog-based IoT application has been employed. A Fog-Enabled Auto-Scaling Tech-
nique (FEAST) has been proposed to predict resource usage concerning CPU, memory,
disk, and network utilization using the LSTM model. Using the prediction results from the
LSTM model, the proposed auto-scaling approach has been deployed to detect overload and
underload hosts. Also, VMs have been migrated based on the host load status. Comparing
the suggested method to the current fog-based auto-scaling techniques, the experimental
findings demonstrate that it improves cost, resource utilization, SLA wviolation, response

time, and delay violation.



5.1 Validation of Proposed ETSA-LP Approach

This research proposes a dynamic Ensemble Time-Series Approach for Load Prediction
(ETSA-LP) that combines the best prediction results from compound models (ARIMA,
ANN, SVM, LSTM and ES) to predict CPU and memory utilization. A dynamic expo-
nential weighting algorithm has been proposed, in which a distinct model’s best prediction
outcome selected from diverse models has been dynamically weighted. In the previous
section 3.4.2, the base predictors ARIMA, ANN, SVM, ES and LSTM have been com-
pared with the proposed ETSA-LP to assess the best performance using the RMSE,

accuracy and execution time metrics, using the Google traces and PlanetLab datasets.

5.1.1 Experimental Setup: ETSA-LP approach

For proper validation and experimentation, it is always recommended to use real workflow
traces. Google offers a Cloud Platform (GCP) suite of Cloud Computing services deployed
on the same infrastructure used by Google Search, Gmail and YouTube. Besides the
management tools, GCP offers integrated and innovative services such as computing, data
storage and analytics and machine learning. In this research work, four heterogeneous
VMs are created for parallel execution and validating the performance of ETSA-LP in a
cloud environment as shown in Table 5.1. All four VMs have diverse configurations to

work in a distributed manner for executing applications.

Table 5.1: Selected VMs and their average load

VMs VM Name Load Type Avg SD%
Load%

VM1 Gepvml Low 38.31 3.32

VM2 Gepvm?2 Low 35.45 12.78

VM3 Gepvm3 High 78.71 6.90

VM4 Gcepvm4 High 72.56 14.55

The average load changes at different time intervals based on the accomplished process.
As observed practically and depicted in Figure 5.1, VM1 and VM2 have low loads as
compared to VM3 and VM4. The reason behind this is dynamic resource allocation and

the requirements of the users.

90



05 ——Actual —— Pradictad 03 ——Actual  —— Predicted

04 04
0.35 035
9 03 g 03
a
5 035 c 025
9 o2 2 02
0.15 015
01 01
0.05 0.05
0 ]
15 01317212529333741 4540535761 656073778185890397 e g O - A S R
oo e e o
TIME (HRS] TIME (HRS)
(a) VM1 (b) VM2
= Arta| = Predicted ——Actual —— Predicted
100 f 100
g g0
80
70 70
o 60
o kS
E 55 2 s0
s g
S w 40
30
5 \ W 20
10
10
D U
5 14 710131619222528313437404346495255586164677073767982R588
14 7101316192225283134 374043464952 5558 616467707376
TIME {HRS}
TIME [HRS)
(c) VM3 (d) VM4

Figure 5.1: Actual and predicted load of different VMs

Based on heterogeneous virtual machines, the average load variations at different time
intervals on GCP have been shown in Figure 5.2. Here, one of the VM instances has been
monitored as having a high load, but the same VM may have a low load at another time
period. Similarly, different VMs have been deployed, and their load has been monitored

at different intervals.

As per the experiments, it has been observed that the proposed ensemble model ETSA-LP
gives the best accuracy (97.45%) among all other base models with a total execution time
(0.39 ms) for the Google traces dataset. Similarly, in the PlanetLab dataset, ETSA-LP
gives superior accuracy (95.78%) among the existing models with a total execution time
(0.40 ms). The overall accuracy is improved by approximately 3% and execution time is
reduced by 12.2%. Also, the RMSE value for ES is maximum (2.82%) whereas ETSA-LP
has a minimum error value (0.39%). Hence, it is substantiated that the proposed ETSA-
LP ensemble approach performs better than the existing individual time-series-based

models.
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Figure 5.2: Load variations on GCP Cloud

5.2 Validation of proposed auto-scaling approach

An efficient auto-scaling approach for predicting host load through VM migration has
been proposed in this research work. The ensemble method using different time-series
forecasting models has been submitted to forecast the approaching workload on the host.
Based on this predicted load, different algorithms have been devised to detect over-
utilized and under-utilized hosts and VMs can be migrated. The designed approach has
been validated by experimentation on a real-time Google cluster dataset. The results
have been compared with existing techniques to assess the best performance using the

error rate, accuracy, no. of migrations, and scaling overhead under Section 4.4.2.

5.2.1 Experimental Setup: Auto-Scaling approach

Amazon Web Services (AWS) offers metered, pay-as-you-go cloud computing platforms
and APIs to consumers, businesses, and governments. This is frequently used in conjunc-
tion with auto-scaling, which enables clients to consume more processing power during
periods of high application usage and scale back to lower expenses during periods of lower
traffic. In August 2006, AWS introduced the Amazon Elastic Compute Cloud (EC2) ser-

vice, enabling programmers to start and stop instances (machines) automatically.
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For the validation of the proposed auto-scaling approach on the Cloud, four heterogeneous
VMs have been created with diverse configurations. As per the host over-utilization
and under-utilization scenarios, the upper threshold has been set to 80%, and the lower
threshold has been set as 20% for CPU utilization. According to these CPU utilization
factors, the auto-scaling action has to be performed whether to scale up or scale down
the VMs. In other words, there may be a need to launch a new VM or terminate the

existing VM. As shown in Figure 5.3, the termination and launching of VMs have been

monitored on AWS Cloud as the load variations occur on the host.
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Figure 5.3: Launching and termination of VMs on AWS

Regarding the experimental results, the proposed auto-scaling approach has been vali-
dated on AWS Cloud for host load prediction in terms of CPU and compared with existing
scaling approaches. The simulation results have improved accuracy by 5.7% and response
time by 3.7%. It also consistently reduces error rate by 2.7%, no. of migrations by 2%
and scaling overhead by 2.6% compared to existing auto-scaling approaches. Moreover,
the proposed technique has been evaluated with minimum SLA violation, resulting in

efficient accessibility of resources with better QoS.
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5.3 Fog-based IoT Application as a Case Study

The Internet of Things (IoT) is the network of billions of intelligent devices. It offers the
ability to transform simple items into real-time smart devices that can run independently
without human intervention. All information obtained from the installed IoT devices is
processed, stored, and analyzed before being made available to users in an understandable
manner [120]. Since IoT technology is expanding quickly, the fog computing model is
beginning to take shape as an intriguing approach to deliver networking, computing,
and storage capabilities. A unique layered distributed computing architecture called fog
computing mediates between cloud servers and Internet of Things devices [121]. To satisty
the processing needs of latency-sensitive Internet of Things applications, fog nodes can
be intelligent gateways, switches, routers, base stations, set-top boxes, proxy servers, or
other fog devices [122].
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Figure 5.4: Key elements of basic loT structure

The recent growth of real-time IoT has triggered the emergence and enlargement of
concurrent data analytics, such as Machine Learning (ML), Deep Learning (DL), and
computing infrastructures [123]. Figure 5.4 shows the key elements of basic IoT struc-
ture where IoT nodes, represented as [oT devices such as sensors and actuators, lie at the
network’s edge. The Cloud/Fog nodes assist [oT devices by facilitating advanced comput-
ing, storage, and processing capabilities. These nodes comprise data centers, which can
handle and analyze intense data using ML/DL techniques, data sharing, etc. The data
from various Cloud and IoT applications are clustered and explored to generate services

for the end user[124]. IoT applications use this information with different middleware
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[oT platforms, reinforcing the elements in several ways throughout the infrastructure

[125).

In order to meet the QoS requirements, the majority of research works concentrate on
machine learning-based methods for serving heterogeneous IoT workloads. However,
using machine learning-based techniques can be sometimes insufficient to achieve high
performance since IoT workloads are heterogeneous and dynamic. Based on the findings
of this literature, decision-making and resource scaling can be enhanced by the deep
learning technique with higher accuracy compared to the other approaches examined [74].
The outcomes show that these raise the performance standards. More work is needed to
efficiently handle IoT workloads, even if several research works have already used machine

learning-based strategies to address resource auto-scaling mechanisms.

5.4 Proposed Framework: FEAST (Fog Enabled Auto-
Scaling Technique)

The Fog-Enabled Auto-Scaling Technique (FEAST) for resource scaling, as seen in Figure
5.5, is thoroughly explained in this section. The proposed FEAST architecture is com-
prised of three levels: the cloud, fog, and IoT device tier. In this three-tier architecture,
the IoT device tier sits at the bottom and is made up of IoT devices (such as sensors,
smartphones, tablets, and other gadgets) that are used to retrieve the necessary data

from the IoT ecosystem and transmit it to the top layer via the access point.

The cloud layer and the IoT device tier are separated by the fog tier, which is the
intermediate tier. This is in charge of receiving requests from the lower tier (i.e., IoT
device tier) and either serving them through the cloud gateway to the upper tier (i.e.,
cloud tier) or employing fog nodes situated /settled at this tier. IoT queries that require
minimal processing, networking, and storage resources as well as those with quick response
times (i.e., real-time requests) are often handled at this tier, with the remaining requests
being forwarded to the cloud tier. The cloud tier, which is the top layer, consists of
numerous cloud servers with substantial processing and storage capacities to support

pay-per-use IoT applications.

a) Admission Manager: After the loT device layer receives the IoT requests, the
admission manager is in charge of recognizing real-time requests based on their
deadline parameter and forwarding them to the fog tier or the cloud tier. The
admission control component verifies the deadline parameter of each IoT request

before accepting it from the IoT device tier. If the deadline is below the threshold,
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Figure 5.5: Proposed Auto-Scaling Framework: FEAST
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the IoT request will be fulfilled at the fog tier otherwise it will be moved to the
cloud tier. Lower threshold values result in fewer requests being sent to the fog
tier. Conversely, a threshold with a higher value transfers more requests into the

fog tier. Consequently, a precise threshold value is required.

Fog Nodes Manager: A collection of fog nodes serves as the computing resources
of the fog layer. The real processing power, including CPU, RAM, and storage
capacity, is supplied by the fog nodes in order to deploy and run IoT services. With
expanded functionality to execute IoT services and manage fog resources, the fog
nodes manager is in charge of the fog nodes. Requests to use loT services can be
sent to it by admission control. Additionally, in cases where the current fog node

is unable to perform IoT services or fails, the fog control node has the capability to
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forward IoT requests to other fog colonies or the cloud tier.

¢) MAPE Module: The resource provisioning module, which is based on the MAPE
control loop, is the primary element of the proposed FEAST framework. A brief
description of the four parts of the MAPE module- monitor, analyzer, planner, and

executor, is given below:

e Monitor: This module gathers data regarding IoT requests and fog resources.
The resource monitor sub-component gathers data regarding the fog nodes
set up at the fog tier. In order to accomplish this, the monitor component
makes reference to the fog control node and keeps track of the necessary data
regarding the fog resources (such as the CPU, RAM, disk and network usage
of the fog nodes) as well as the IoT requests (such as the cost and response
time). Lastly, the data is entered into the database so that other parts may

access it.

e Analyze: This component processes the data collected by the monitor com-
ponent to produce estimates of future demands. The system’s future require-
ments are estimated based on the evolving needs of IoT users. The history of
IoT requests from IoT devices is used to perform analysis. The outcomes are

then kept in the knowledge base so the planner component can use them later.

e Plan: This part serves as the core decision-maker for the resource provisioning
procedure. When the analyzer predicts the system status, this component
goes to the database and decides when and how to allocate fog nodes to the
[oT requests. Based on the anticipated outcomes of the LSTM model, the
load predictor will route the Internet of Things requests to the appropriate fog

nodes.

e Execute: It distributes and reallocates fog nodes according to the planner
component’s choices. This is done by sending the decisions made to the fog
nodes manager and making the required adjustments. It adds or removes fog
nodes based on the analyzer component’s predictions. Lastly, the database
stores the effective scaling choices so that the auto-scaling component can

utilize them.

The flowchart of the proposed approach is shown in Figure 5.6. The very first step is to
gather IoT requests and accordingly check for the resources from the resource manager.
To predict resource utilization, the LSTM prediction model has been applied. next, the
upper and lower thresholds have been set to detect the over-load and under-load status

of the host. Accordingly, scale-in or out decisions have been performed by migrating the
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appropriate VMs.
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Figure 5.6: The flowchart of proposed model

5.4.1 FEAST: Prediction using LSTM Model

The RNN model’s ambiguity has been suggested to be resolved via Long Short-Term
Memory (LSTM). The Back-propagation Through Time (BTT) algorithm is used to train
the network, giving RNN the capacity to learn arbitrary length relationships [126]. How-

ever, because of the gradient’s vanishing and expanding nature, applying this approach to

the collection of data for long-term reliance frequently fails. For tasks whose input/output
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sequences include temporal contingencies across extended periods of time, the training
step consequently becomes challenging. The LSTM uses a set of gates—input, forget, and
output—to solve the gradient vanishing and exploding problem. These gates keep an eye
on who has access to the memory cells and guard against irrelevant inputs disturbing
them. The model’s capacity to retain information for longer periods of time and forget
irrelevant values is enhanced by these gates. These gates create a sigmoid layer, which

has an output value ranging from 0 to 1 [54].

The final stage is where the components of the cell state will be sent to output and are
defined at the output gate. Additionally, the sigmoid and the tanh are the two layers of
this gate. The portions of the cell state that should be sent for output are determined
by the sigmoid layer. After that, the tanh layer is applied to the cell state to provide
normalized values between -1 and 1. Lastly, the sigmoid layer’s output is multiplied by
the values that were obtained. The RNN maintains and overrides the state of the cells;
by applying these processes, the LSTM adds and removes information from the cell state.
The LSTM and RNN have ruined many applications’ exceptional performance. However,

while processing long-dependence data, LSTM models outperform RNN.

5.4.2 FEAST: Evaluation Metrics

Numerous servers are connected in a Cloud Data Centre (CDC) and offer cloud consumers
a range of cloud services. Within a data center, these servers use their resources in
different ways. In this research work, the different resources considered to calculate
resource utilization are CPU, memory, disk and network/bandwidth usage. The very
first step to calculating CPU utilization is to initialize the value of the number of jobs
(J) and number of VMs as 1. Then, for each Kth job running on the Nth node on Mth
VM, CPU and memory utilization are calculated as shown in step 2. Further, the total

CPU utilization is predicted by the formula given below:

totalCU § = R

(5.1)

The clock cycles per instruction are shown by C; in Equation 5.1, the instruction count is
indicated by IC, and the clock rate is indicated by CR. The average CPU use is computed

as follows by accounting for this total CPU utilization:

> M1 2k, CUs
CUy = = = 100 5.2
awg- N totalCUpn * (5:2)
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In the above equation 5.2, avgC'Uy is calculated at any given time for the Nth node.
considering Vi as the number of VMs running on the Nth node and Jy as the number of
jobs assigned to Viy VMs. CU, is the CPU utilization of K jobs running on M VMs on the

Nth node. Similarly, the average memory utilization is calculated by the formula:

ZAV/][v—l i(N—l MU T
MU, = = = 100 5.3
avg N tOtCLlMUN * ( )

Equation 5.3, where Vi is the number of virtual machines (VMs) running on the Nth node
and Jy is the number of jobs allocated to Vy VMs, can be used to determine the average
memory utilization avgM Uy for the Nth node at any given time. On the Nth node,
total MUy represents the total memory utilization for the node, and MU, represents the

memory utilization of K tasks running on M VMs.

TD’L = Drb + ow + DT'I’ + Dwr (54)
TD;

DUy = ———=x%100 5.9

WITEN = A 58 " (5:5)

Also, at a given time, for the Nth node, the average disk utilization avgDUy can be given
in Equation 5.5, where T'D is the total disk used as per the formula given in Equation
5.4 and AU and SS are the allocated units and storage size of the disk respectively.
For computing total disk used 7'D, the parameters required to be measured are disk read

bytes D,, disk write bytes D, Disk read requests D, and disk write requests D,,,.

NTy+ NTy
— T

avgNU 5 = NT

100 (5.6)

wp

Similarly, to compute network/bandwidth utilization, the formula is given in Equation
5.6, where avgyU denotes the average network/bandwidth utilization, NT and NT
are the total network in and out bytes respectively and NT',, denotes the total network

window time period.

First, it has been considered that an IoT application consists of a collection of IoT requests
that fog nodes in the fog tier process. r is the total number of 10T requests, and u is the
number of users, according to Equation 5.7. The maximum time is included in the RQ,,
as the deadline for completing the rth request belonging to the uth user, i.e..dl,., the
required CPU, memory, disk and network utilization that is denoted by CU,,., MU,,,
DU,, and NU,, respectively.

100



RQuT = dlum CUuT; MUUM DUUT? NUUT (57)

Additionally, the admission control component verifies if an IoT request is for a transfer to
the cloud or fog layer after receiving it from an IoT device. An IoT request is processed
at the fog tier if its deadline is under the delay threshold; if not, it is forwarded to
the cloud tier. The fog layer comprises many fog nodes fn, which are indicated in
Equation 5.8, depend on resource estimation potential CPU, Memory, Disk and Network

utilization:

fn=CUmn, MU, DUsn, NUsn (5.8)

Assuming that T'C' denotes the overall total cost to carry through the IoT user’s requests
and includes the cost of computation C'ost.mp and cost of communication C'ost.mm, as is
expressed by Equation 5.9. The computation cost is the resources assigned to handle IoT

users’ requests. The inter-fog communication estimates the communication cost.

TC = Costepyp + Cost e, (5.9)

The following Equation 5.10 calculates the communication cost between the fog nodes,
either inter-fog or fog-fog communication by including the CPU, memory, disk and net-
work costs along with the communication cost of a fog node Costy,, length of a request

len, and the transmission rate of an IoT request from fog nodes try,, as follows:

C'0St ey = i CU; + i MU; + i DU+
fn fn fn

ur

Z NU; + Costy, + len, + try, (5.10)
fn

Now, the Computation cost Cost., is calculated by the total resource cost and the
penalty cost, where resource cost depends on the different resource capabilities. The
penalty cost is calculated based on the IoT request’s delay violation as served by the
fog node. When a fog node fails to meet the delay threshold specified in the QoS re-
quirements for the IoT request, there is a delay violation. Equation 5.11 illustrates that
a delay violation happens when the delay time of the IoT request exceeds the delay
threshold.
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17”
dv, = — Sl 11
v T;fn %100 (5.11)

5.4.3 FEAST: Auto-scaling

In this fog-based case study, the proposed auto-scaling approach has been deployed. In
the proposed auto-scaling, firstly, the host over-utilization (Algorithm 4.1) and under-
utilization (Algorithm 4.2) algorithms are devised to detect the host’s status. If the CPU
utilization of the host is above the upper threshold limit (80%), then appropriate VMs
will be scaled out to maintain the load. Similarly, if the utilization is below a lower
threshold (20%), then more VMs will be appended on that host. It is also recommended
that appropriate VMs be chosen for migration to avoid other consequences and overhead.
In the proposed approach, the Minimum Size Maximum Utilization (MSMU) policy has
been applied in which a VM having minimum size but maximum resource utilization is
selected (Algorithm 4.3). When the VM is chosen with higher resource utilization than

other VMs on the host, the risk of over-utilization and under-utilization is reduced.

5.5 FEAST: Experimental Setup

The iFogSim toolbox, an extension of CloudSim, has been used to create the experiments
in this section. It models and simulates IoT services and heterogeneous fog computing
infrastructures. The iFogSim toolkit enables the user to manage Internet of Things (IoT)
services, describe fog nodes, and assess performance metrics pertaining to fog environ-
ments, such as energy consumption, latency, cost, and utilization. It consists of several
classes: AppModule, AppEdge, and Tuple to model IoT services; FogDevice (also known
as Fog node), Sensor, and Actuator to model fog infrastructure. In this study, an In-
tel Core i5 CPU, 250 GB disk, 4 GB RAM, and Windows 10-64bit were used for the

experimental investigation, which was conducted using the iFogSim toolkit.

Four heterogeneous virtual machines (VMs) are created in this research case study in
order to analyze data concurrently and validate how the suggested approach operates
in a cloud context. Practical observations show that the procedure being carried out
determines the distinct time periods at which the CPU demand varies. In order to evalu-
ate all potential consequences of load prediction with over-utilization or under-utilization
elements of CPU consumption, which might either directly or indirectly influence the per-
formance aspects of the suggested approach, an attempt has been made in this proposed

work.
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5.5.1 FEAST: Result Evaluation

In this part, the experimental study of the suggested approach is emphasized.

a)

Average CPU utilization: The amount of work that a virtual machine’s CPU
on a specific host is able to handle is known as CPU utilization. Figure 5.7 displays
the anticipated and actual CPU consumption for several virtual machines. For the
given approaches EA, CE, AFED-EF and proposed, it comes out to be (69.34%,
57.5%, 60.9% and 55.84%) respectively [124], [123], [121]. The findings show that
the proposed approach gives better utilization than other approaches.
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Figure 5.7: Average CPU utilization

Response Time: As was previously said, an application’s response time needs
to be prompt and must match 1 in accordance with the SLA. Figure 5.8 presents
the response time comparison between the suggested and current methods. For
instance, at 15-minute time intervals, the EA, CE, and AFED-EF approaches give
a response time of (4.45%, 5.2%, and 4.16%) respectively, whereas the proposed
approach has a response time of 3.67%. Overall, the response time has been reduced
by 2.4% approximately. The data clearly show that the suggested auto-scaling

mechanism responds quickly—within five minutes of interval.
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Figure 5.8: Response Time
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)

Average Total Cost: The average total cost of various approaches at each interval
is shown in Figure 5.9. Among all the approaches, the CE approach has a higher
cost (67.14%) than others, EA (54.8%), AFED-EF (52.9%), and proposed (45.4%).
According to the simulation results, the suggested solution has lower resource us-
age costs by 5.3% compared to alternative methods. The results obtained further
demonstrate the scalability and ability of the suggested approach to schedule large
jobs in a heterogeneous environment while incurring the minimum execution costs.
This is made possible by the suggested solution’s ability to employ the LSTM tech-
nique to identify the appropriate quantity of fog resources based on the kind of
[oT request received from IoT devices. Since the suggested method uses just the
necessary fog resources, the remainder is turned off. As a result, the overall expense

of carrying out the IoT requests drops.
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Figure 5.9: Average Total Cost

SLA Violations: One of the most important factors in certifying the optimum ac-
cessibility of different services and apps to Cloud users is SLA compliance. Tenants
are required to pay a penalty in the event of any SLA violation. Depending on the
major parameter response time of an application, the SLA violation is investigated.
As can be seen in Figure 5.10, the suggested method has been tested with approx-
imately 1% SLA violation, which leads to more effective resource accessibility and

improved QoS.

Delay Violation: The delay violation criteria of recent EA, CE, and AFED-EF
approaches are shown in Figure 5.11 at various time intervals. Delay violations occur
when the amount of resources is less than what the requests need. While having
fewer resources can lead to under-provisioning and the inability to respond to some
incoming requests, it is also desirable in terms of energy consumption and CPU

utilization. Delay violations and user attrition may result from this. Consequently,
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the suggested methodology considerably decreases the rate of delay violation by

3.2% in contrast to the current techniques.
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Figure 5.11: Delay Violation

When applied to real-world workloads, prediction models generally yield more accurate
prediction results than when applied to workloads with large swings. Ultimately, out of
all the prediction methods, the suggested FEAST model yields the prediction results with
the lowest error rate. The trial results mentioned above also make it evident that the
suggested technique is a dynamic and effective method that gives application providers

and end users the necessary level of quality of service.

5.6 Conclusion

In order to prevent problems with fog resource overuse and underuse, a dynamic re-
source auto-scaling technique has been presented in this research for unpredictable IoT
queries. A deep learning method, LSTM, has been developed to address the issue of
variable load. The suggested three-tier fog architecture for auto-scaling shows how cloud,

fog, and IoT resources interact at the same time. In comparison to the current models,
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the testing results demonstrated the superiority of the suggested technique FEAST in
terms of improved cost by 5.31%, reduced response time by 2.4%, and delay violation by
3.2%. Furthermore, the suggested methodology has been evaluated with our proposed
auto-scaling using host load prediction and VM migration. For this fog-based model, pro-
posed auto-scaling enhanced resource allocation, improved accuracy and reduced service
level agreement violations, resulting in efficient and dynamic resource attainability with

enhanced quality of service.

The next chapter summarizes the research effort presented in the thesis by drawing con-

clusions from all the chapters and presents future directions.
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Chapter 6

Conclusion and Future Scope

As cloud computing service providers work to successfully organize, arrange, and sched-
ule the resources for executing an IoT application, efficient and dynamic resource scaling
continues to be a critical challenge. Because different application types require varying
amounts of resources at different times, the problem becomes even more complex. The
current cloud systems must be sufficiently effective to automatically scale the resources for

loT-based cloud applications following the anticipated resource utilization requirements.

This thesis addresses the need for prediction-based auto-scaling of resources for IoT-based
Cloud applications. The work proposes an Ensemble Time-Series Approach for Load Pre-
diction (ETSA-LP) for predicting resource usage, such as CPU and memory. Further,

it implements an auto-scaling approach based on host load prediction using VM migration.

Finally, this chapter summarizes the research effort presented in the thesis by illustrat-
ing the steps taken to achieve the study’s goals in terms of dynamic load prediction, VM
magration and resource scaling. This chapter also suggests some avenues for further in-

vestigation.



6.1 Conclusion

This research work aims to develop and implement an effective auto-scaling strategy
using load prediction for IoT-based cloud applications. Auto-scaling based on host load
detection, virtual machine migration, and the suggested ensemble approach for prediction
have addressed this goal. Additionally, the suggested auto-scaling approach has been used
to improve and evaluate the performance utilizing the fog-based FEAST approach. The

following is a summary of the main conclusions drawn from this study:

e A detailed survey has been conducted to explore various IoT-based Cloud appli-
cations, such as healthcare, smart homes, smart cities, automotive, smart energy,

etc.

e A thorough survey has been conducted for various auto-scaling techniques, includ-
ing threshold-based, reinforcement learning, control theory, time-series forecasting
techniques, etc. In addition, essential QoS metrics have been evaluated to imple-

ment a viable auto-scaling approach.

e Further, a comprehensive investigation has been conducted to study the existing
load prediction and VM migration approaches, including their merits and demerits.
Finally, based on the studied literature, the challenges related to auto-scaling in

IoT-based Cloud applications are discussed.

e An Ensemble-based framework ETSA-LP has been designed and implemented, in-
tegrating various time-series analysis techniques for predicting CPU and memory
utilization. The overall accuracy is improved by approximately 3% and execution

time is reduced by 12.2% with a minimum error value (0.39%).

e Based on the predicted load, an auto-scaling approach has been developed using
VM migration for the Cloud environment. Different algorithms have been devised

to detect over-utilized hosts, under-utilized hosts, and VM migration.

e The suggested auto-scaling approach has been validated by experimentation on a
real-time Google cluster dataset. The simulation results have improved accuracy
by 5.7% and response time by 3.7%. It also consistently reduces error rate by
2.7%, no. of migrations by 2% and scaling overhead by 2.6% compared to existing

auto-scaling approaches.

e The proposed load prediction and auto-scaling approaches have been validated on
GCP and AWS Cloud. The load variations, initiation and termination correspond-

ing to different heterogeneous VMs have been monitored and analyzed at different
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time intervals.

e Finally, a Fog-Enabled Auto-Scaling Technique (FEAST) has been proposed and
deployed as a case study to predict resource usage concerning CPU, memory, disk,
and network utilization using the LSTM model. Compared to the current models,
the testing results demonstrated the superiority of the suggested technique FEAST
in terms of improved cost by 5.31%, reduced response time by 2.4%, and delay
violation by 3.2%.

e Last but not least, the proposed auto-scaling approach will help in dynamic load
prediction, avoiding over and under-provisioning problems and simultaneously sat-

isfying SLA and QoS requirements in the context of IoT-based Cloud applications.

6.2 Future Scope

Through its significant contributions, this thesis advances our understanding of load
prediction and auto-scaling for IoT-based cloud applications. This thesis has identified
new Cloud Computing research areas that need more investigation. Below are some ideas

for future study directions:

e The proposed prediction approach can be extended to predict anomalies and peak
resource usage periods to improve the scheduling, load balancing, and resource
scaling. Also, the auto-scaling approach can be further tested on IoT-based cloud
applications with consideration of power consumption so that energy efficiency can

be improved in a cloud environment.

e The proposed prediction technique can be used to predict the security threats to
upgrade the performance of various applications such as risk assessment, project
management, etc. Most of the existing load prediction schemes ignore network re-
sources and bandwidth, leaving an opportunity to improve the adequate bandwidth

of parallel clustered applications.

e The suggested research work can also come up with desired benefits to IoT-based
Cloud applications in terms of managing load caused by various sensors installed

and help in lowering their operational cost.

e Recently, a new data-driven paradigm, termed digital twin (DT), has emerged and
received increasing attention in Cloud. Therefore, the proposed approach can be
simulated using the real-time DT, increasing reliability, and maintenance and ex-

tending its service life.
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