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Abstract

The recent development of cloud computing has drastically modified everyone’s
perception of software delivery, infrastructure architectures and development models.
Following the transition from mainframe machines to client/server deployment models,
cloud computing incorporate elements from utility computing, grid computing and
autonomic computing, into revolutionary deployment architecture. Cloud computing has
emerged as a new computing paradigm in which users can access various resources from
remote sites using ‘pay-per-service’. This brisk transition regarding the clouds has fuelled
concerns on a censorious issue regarding the success of information security,
communication and information systems.

The open and distributed structure of cloud computing and services has become
an appealing target for potential cyber-attacks by intruders. The conventional Intrusion
Detection Systems (IDS) are inefficient to be deployed on cloud computing environments
because of their openness and specific essence. Traditional IDSs are known for producing
large volumes of alerts regardless of all the progress made over the last few years. The
dissection of a large number of raw alerts from giant networks is usually labour intensive
and time consuming because the relevant alerts are usually buried under the heaps of
irrelevant alerts.

The work presented in the thesis showcases the development of an efficient alert
summarization technique that is embedded in IDS implemented on cloud environment,
which filters out the irrelevant alerts depending on various trust factors thus improving
the quality of relevant alerts, hence enabling the analyst to focus on important alerts. The
proposed prototype has been implemented in real environment and different types of
vulnerabilities were examined using the proposed system. Also various parameters for

intrusion detection have been observed in real cloud environment.

Keywords: Cloud Security, Intrusion Detection System (IDS), Alarm Management.
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Chapter 1: Introduction

Cloud Computing (CC) can be visualized as the change into reality of a long held dream
called ‘Computing as a Utility’; CC assures on-demand services for a customer’s
infrastructure, software and platform needs. In its bunch, companies do not even require to
plan or create blueprint for their IT growth in advance with this advanced ‘pay as you go’
system. So far, many upbeat assessment has been done about its great potential for
scalability, utility and instant access -features; but on the another side many researchers are
worried because of the security gaps, involving for instance, risk, trust and threats [1]. CC
can be visualized as a new architecture of Information System (1S), which can be viewed as a
destiny of computing, an energetic force nagging from its audience to rethink their
understanding of client-server architecture, operating systems and browsers. CC has
anchorage users from the view point of requirements of hardware, while minimizing owverall
client side complexity and requirements [2]. As the popularity of CC is increasing, many
concerns are being voiced related to the security issues introduced through the acquisition of
this novel model. The efficiency and effectiveness of traditional protection methods are being
reconsidered, as the characteristics of this unprecedented deployment model differ very much
from that of traditional architecture. Before we investigate the privacy and security issues in
CC, it is beneficial to revisit the definition of CC. Various books and articles have been
scrutinized and a new definition that is easy to understand and yet vast in its scope, which can
be envisioned in diagrammatical form has been described in Figure.1l. In words form the
definition can be stated as: CC is a kind of a system/architecture, where the resources and
information of a data centre are shared using virtualization technology, which also provides

on demand, elastic and instant services to its authorized users and thus charges customer

On Billing as Cloud
Demand Tality Computng
—+ Elésnc + and Instant !
Service

>
Fig.1: Schematic definition of cloud computing [1].
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Elasticity, instant service, virtualization, on-demand and pay as you go are the main
attributes that transform data centre into CC. With the change in the IT infrastructure where
there are escorting new risks, CC is no exception. On-demand and shared nature of CC makes

it vulnerable to some distinct/unique risks/threats that have not been experienced before.

1
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Thus the area of information security plays a very crucial role in the safety and economic
well being of a society as a whole. The speedy growth and extensive use of electronic data
processing and electronic business conducted through the use of wireless and wired networks,
web application, Internet, raises the need for implementing safe and secure information
security system through the use of Intrusion Detection System (1DS), firewall, encryption and
other software and hardware solutions. In the race of securing the systems and stored data,
IDS can prove to be an indispensable tool, where its motive is to perform the detection of
malicious activity thus preventing further damage to the systems. By implementing IDS in an
organization one can easily detect any anomalous activity or an attack and thus can notify to
the security administrator, which in turn can take the appropriate action to restrict attack [3].
Forensic evidences can be recorded with the help of IDS that can be used in legal proceedings
if the performer of attack is prosecuted. However the performance of IDS is slowed down by
high false alarm rate or by the occurrences of the repeated alarm that occur from the same
source, thus the thesis focuses on summarizing and parsing the alarms of same origin/pattern
(depending upon various attributes like source IP, signature_id, timestamp and many more ),
so if the mirrored attacks occurs having the same timestamp than instead of generating the
same number of alarm as that of the number of mirrored attack, the IDS will only generate
the single relevant alarm, which allows security administrator to focus on critical issues and
also provide him more time to take necessary actions.

If we take a broader view, the thesis work is divided into 2 sections, the first one
being the literature survey and the second one is the implementation and results. The
literature survey is divided into 3 parts, first part gives the comprehensive description of the
layered taxonomy of IDS, the second part explains the CC along with the security issue that
are related to CC and the last part deals with the features, characteristics, challenges and
requirements of implementing 1DS in cloud environment. Second section (implementation) of
the thesis is further divided into two parts, first part showcases the complex configuration and
installation of the IDS along with its supportive software on a cloud node, while the second
part deals with attaching the summarizer and parser algorithm to that of MySQL ‘Snort’

database that will refine the logs and thus generates the relevant alerts.
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Chapter 2: Literature Review

2.1 Intrusion Detection System (IDS)

Outsider attacks are those that have their origin outside the perimeter of the organizations
while insider attacks involves unauthorized internal employees trying to misuse and gain non-
authorized access privileges. Intrusion detection is a technique of monitoring networks and
computers for unauthorized activity, entry or file alteration [4]. Most of the time attacks occur
in distinctive groups called incidents. However many incidents are malicious in nature, while
some are not; for example a person might mistype a wrong address of a machine and
accidently make an effort to connect to a different machine without authorization. IDS is a
software that automates the process of intrusion detection process and thus unearth possible
intrusions. The thesis works showcases the use of Snort, which is an open source auditing
tool, and has received great acceptance in the market of IDS. Snort performs packet logging
and real time packet analysis on the network, it analyses protocol and detect different

network threats with the help of various signature matching algorithms.
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Fig.2: Scenario ofsimple IDS [5].
The thesis work concentrates on the Snort capability as a NIDS. As a NIDS, Snort is
composed of packet sniffer, detection engine, pre-processor, and output plugins as shown in

Figure 3.

Ruleset

Packets
captured by

. Alerts
libpcap
Packet Pre- Detection Alert
decoder processors engine generation

Fig.3: Components of Snort [7].
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In a packet sniffer mode, it captures the network traffic and transfers it to pre-
processor. Snort relies on packet capturing libraries such as libpcap and winpcap. The
libraries function as a packet capturing interfaces to the corresponding operating system. Raw
packets are the input to the preprocessor, the preprocessor than check those raw packets
against certain type of behaviour. The packet is forwarded to the detection engine if a
particular behaviour is discovered otherwise it is discarded. User can configure the
application according to their need; this is possible because of the availability of different
plug-ins. It also excludes the unnecessary processing of all incoming packets which may
produce load on the machine. Detection engine is the most important component of a NIDS.
It fetches data from the pre-processors and equates it against certain bunches of rules. The
rules are the set of condition that trigger an alert on discovering certain strings of characters
in a file, spotting known pattern of attacks etc. Snort permits the users to write their own
customized rules on foreseeable threats/ network characteristics. To add up, authorized users
have approval to download Source fire VRT rules present on Snort website [6]. If the data
present in a packet matches with the rule in the detection engine than an alert is generated and

sent to a log file.

2.1.1 A layered taxonomy of IDS [3]

2.1.1.1 Functional Layer: As shown in figure 4, IDSes provides four crucial security
functions i.e. they monitor detect and analyze after that they respond to unauthorized activity
as portrayed in the functional layer. Intrusions are detected by IDS after analyzing the
collected data.
2.1.1.1.1 Monitoring Layer:
1. The observed environment can be host-based, network-based, or application-
based:
a. Network-based IDS: observes network traffic for specific network devices
or segment and examines the application and network protocol activity to
identify disreputable activity.
b. Host-based IDS: monitors the state of the computer machine and identify
which process accesses what resources.
c. Application-based IDS: focuses on events that take place in some
particular application by way of scrutinizing the application log files or
evaluating their performances.

2. Time of detects:
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Functional Layer

Structural Layer

a. Real time: in case of real-time detection, attacks can be recognized or
identified while the network or system can instantly flag any deviation and
provide proper prevention.
b. Non-real time: processes audit data with delay.
3. Data Collection: From several distinct sources and location, audit data can be
gathered in a distributed fashion or they can be gathered using a centralized approach

from one particular source.
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Fig.4: A layered taxonomy of IDS [3].
2.1.1.1.2 Detection Layer: The identified techniques of detection are categorized into
three classes of anomaly, misuse and hybrid model amalgamating the first 2 classes.
1. Misuse Detection: this method utilizes specifically investigated patterns of
illegitimate behaviour, called signatures, to forecast and identify subsequent

similar attempts.
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2. Anomaly Detection: invented to expose abnormal patterns of behaviour.

IDS sets a baseline of standard usage patterns, and whatever drifts from this

get identified as possible intrusions [8]. There are numerous categories of

anomaly detection advocated, but the three mainly used are as follows [9]:
a. Statistical: in this method the system monitors the CPU usage or the
no. of TCP connections made in terms of statistical distribution and
generates profiles which symbolize their behaviours. Thus the system
generates two types of profile: first one is generated during the training
phase while the other is the latest profile during the detection phase.
An anomaly can be identified if any difference is observed among the
two profiles.
b. Machine Learning Based: this method has the potential of learning
and improving its capabilities over time. It tends to concentrate on
constructing a system which can improve its functioning in a loop
cycle and can modify its implementation strategy according to
feedback data.
c. Data mining based: the technique assist in improving the process of
detection of intrusion by unfolding patterns, anomalies, association,
changes and important events. Clustering and outline detection,
classification and association rule discovery are the techniques of data
mining used in IDS.

3. Hybrid: the approach combines the above two detection methodologies

(misuse and anomaly) to enhance the capabilities of IDS. The main motive

behind this was anomaly detects unknown attacks while the misuse detects

known once.

2.1.1.1.3 Alarm Management: Alarm management can be classified into following
two methods:

1. Alarm quality improvement: this approach uses information related to

vulnerability reports or alert context to improve the quality of alert. There is

one more approach in which vulnerability approach is matched with correlated

alerts [10].

2. Alarm Correlation: in this approach low level alerts are used to

reconstruct the high level incidents. There are three ways to perform alert

correlation:
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a. Implicit: data-mining technique is used to examine, collect and
group large alert datasets. The method is appropriate for the analysis of
gigantic number of alerts but it fails to boost the semantics of the
alerts.

b. Explicit: this approach relies on language granting security experts
to state temporal and logical constraint among alert patterns to
recognize complex attack scenarios.

c. Semi-explicit: this approach is an expansion of the explicit approach
which links post conditions and pre conditions, reflected by first order
formula, with isolates attacks and actions. Thus, it presupposes that
complicated intrusions scenarios involves attacks whose prerequisite

correlate to the outcome of some earlier ones.

With the increase in the number of anomaly detection application, a fresh trend in

under research, which concentrates on how to manage and handle alarms [9]. Table 1

showcases the most recent research striving to deal with the problems related to alarm

management.
Reference  Year Method Performa o Technigque category IDPs Ma nage ment
technigue  model

Tjhai et al. 2010 Two-stage classification system using Self- More than 50% reductionin false Similarity between alert Hyhrid Alarm

(2010) Organizing Map ($0M) neural networks and Positive mte (FPR) attributes and filtering correlaton
k-means agorithm algorithm

Mansour 2010 Data mining technigue based on a Growing Reduces FPR from 15% to 4.7% Filtering algorithms and Anomaly Alarm

et al. Hierarchical Self-Organized Map (GHSO0M) and false negatives from 16% to  similarity between alert correlation

(2010) 4% for the real-world data attributes

Spathoulas 2010 Post-processing filter based upon statistical Up to 75% reduction in FPR Filtering algorithms Misuse Alarm quality

and properties of the input alert set

Katsikas

{2010)

Al-Mamaory 2010 Filtering using clustering algorithm Average 82% reduction of FFR Filtering algorithms Hyhrid Alarm quality

and Zhang

(2010)

Li and Tian 2010 X5WRL ontology technique Mo test Pre-conditions and post Misuse Alarm

(2010) oonditions of attacks and correlation

predefined attack scenarios
Maggi etal. 2009 Fuzzy measures and fuzzy sets Decrease the FPR, but with a Similarity between alert Anomaly Alarm
(2009) small reduction of the detection  attributes correlaton
rate
Zenget al. 2009 Antibody Concentration {MIDMBALC) FPR was reduced by 8.66%, 493% Multiple information Anomaly Alarm
(200) and G.36% without affecting SOUTCES correlation
detection rate

Vincent 2009 Multi- dimensional alert clustering algorithm Signifiant mduction in number Similarity between alert Anomaly Alarm

Zhou et al. of alent messages generated attributes and filtering correlaton

(200) algorithm

Hoang 2009 Hybrid fuzzy-based anomaly IDS ublizing hidden  Reduced FPR by 48% Similarity between alert Anomaly Alarm

et al. Markov model (HMM) detection engine and a attributes correlaton

(2009) normal database detection engine

Anuar et al. 2008 Statistical analysis of both attack and nomal Different acouracy results for Pre-conditions and post Unspecified Alarm

(2008) traffics based on hybrid statistical approach using  two models of dedsion tree and conditions of attacks correlation
Data Mining and Dedsion Tree Classification rule-based data mining

Pietraszek 2005 Data mining (dustering], machine learning Maore than 50% reduction in FPR  Filtering algorithm Misuse Alarm quality

and Tanner (feedback)

(2005)

Table 1: Classification of alarm management techniques [3].

2.1.1.2 Structural layer
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The design/framework of IDS can be either collaborative or individual. An individual
arrangement of IDS can be attained by physically integrating it with a firewall. A
collaborative IDS involves multiple 1DS over a huge network where each and every IDS
communicates with each other. There are two main functional components of IDS:
correlation handler and detection element. Detection element is composed of various
detection components which observe their own host or sub-network individually and trigger
low level alerts. Then the correlation handler renovates the low level alerts into a high level.
Furthermore as shown in figure 5, collaborative IDS can be categorized into three main
categories [9]:
2.1.1.2.1 Central: each IDS behave as a detection element where it generates alerts
locally. The alerts generated are forwarded to a central server that plays the character
of a correlation handler to examine them. Detection decision can be devised through a
centralized management control, based on all the available data. The major limitation
of this approach is that any failure to the central server will result in deactivating the
entire process of correlation.
2.1.1.2.2 Hierarchical: the entire system is separated into several small groups based
on their features such as: administrative control, geography and similar software
platforms. The IDS at the lower level are employed as detection elements, while the
IDS at the higher level are employed with both the correlation handler and the
detection element and correlate alert from the lower level as well as from their own
level. The correlated alerts are then promoted to a higher level for further analysis.
2.1.1.2.3 Fully distributed: the information is not processed by a centralized
coordinator, it comprises of a fully independent system with a distributed
management control. Each participating IDS has two main functional components that
communicate with each other. Some of the advantages of a fully distributed system
includes: there in no compulsion for network entities to have entire information of the
network topology, since there is no central entity that is liable for doing all the

correlation work, it is feasible to have more scalable design.

2.1.2 Some of the desired characteristics that are being identified for ideal IDS to have
maximum protection, optimized performance and minimum error [11]:

DC1: Run continuously with least or no human supervision.

DC2: Must be able to tolerate faults and should be able to recover when system crashes.
DC3: Be simply attached to a specific network.
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DC4: With time, it should adapt to changes depending upon user and system behaviour.
DC5: Work in real time.

a b ——
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\ / | Detection Element Detecton Element ‘ |
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\ { \ |
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Detecton ‘ Detecton
Element o Element
Correlaton | Detection
Handler Element
5 Detecton Element
Detecton Element
= ton Hand Correlaton Handler
Correiaton Handler \‘ /
Undertying
Network
Detection Element /' . Detection Element
Cometation Handler / e Correlaton Handler
Correlaton | Detaction
Handler Element

Fig.5: Different management structure of collaborative IDS [3]. (a)Central (b)
Hierarchical (c) Fully Distributed.
DC6: Should be able to recognize maximum number of intrusions with few false-positive
alarms.
DC7: Be self-protected and self-monitored, in case it is tempered by an attacker.
DC8: It should be able to configure itself in accordance with the changing security policies of
the machine under observation.

DC9: Must operate with minimal overhead.

To the best of our knowledge, most of the developed IDS fulfil only 3 characteristics
that is DC2, DC5, DC9. DC1 which is the first characteristic totally depends upon the human
supervision. Traditional IDS those are present today are not being able to satisfy DC3 and
DC4 as they cannot be fitted into a new network scenario and are not compatible new
network environment. IDS that are running in most of the organizations are able to recognize
mostly all the intrusion (DC6), on the cost of high false alarm rate. Since the current

developed IDS are not self-managed system thus they are far from achieving DC7 and DC8.
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2.1.3 Evolving challenges that limit IDS development:

a. Traditional 1DSes are not compatible with the new networking environment which
includes wireless and mobile network technology. They also failed to satisfy the high
speed networking requirements [12] due to their scalability limitation.

b. Due to some counter positive factors like noise in the audit data, the traffic profile
constantly changes which creates difficulty in building a normal traffic profile in an
enormous amount of network traffic.

c. High false alarm rate is one of the most serious limiting factors blocking the
widespread usage of IDS.

d. There is no globally accepted metric or standard to judge the efficiency and
effectiveness of IDS.

e. Increasing number of ‘insider’ threats, which are very much difficult to detect is also
a limiting factor for an IDS.

f.  Provision of appropriate policies and rule sets for internal intruders and the proper
configuration of the system is also a very challenging task.

2.2 Grid and cloud computing

Grid computing came to existence in the early 1990s, where high performance machines were
inter-connected via speedy data communication link, with the goal of processing data-
intensive scientific applications and complex calculation. Grid computing can be explained as
“ a software and hardware infrastructure that deliver reliable steady, prevalent, and
affordable access to high-end computational capabilities”. Cloud computing has emerged
from the convergence of utility computing, grid computing, and SaaS, and basically
represents the increasing drift towards the outer deployment of IT resources, such as business
or storage application or computational power and obtaining them as a service [13]. Cloud
computing is a framework for enabling suitable on-demand network access, to a shared pool
of configurable computing resources such as servers, network, applications, storage and
services, that can be quickly supplied and released with least management effort [14].

The key word ‘cloud computing” was inspired by the symbol of the cloud that is
mostly used to represent the flow of internet in charts and diagram. Over recent years, a
distinct relocation to the cloud has been taking place ‘bit by bit’ maintaining a increasing
number of personal data, including photographs, bookmarks, music files and much more, on
distant server reachable/attainable via network. Virtualization is the key technology that

empowers the cloud computing. In layman term, a host machine runs a process known as
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hypervisor; hypervisor can be used to generate one or more virtual machines, which feign
physical computer so obediently, that the simulation can execute any software [15]. If we talk
about hardware level, a number of physical devices are located in data centres that include
hard drives, processors, and network devices which are independent from geographical
position and are responsible for processing and storage needs. Above this, the amalgamation
of the virtualization layer, software layer and the management layer, authorize for all
effectual management of servers. The most crucial element of cloud implementation is the
virtualization which provides the essential cloud attributes/features of resource pooling,
location independence and rapid elasticity. In contrast with the traditional network
topologies, cloud computing is capable of reducing the network traffic overcrowding issues
and it also offer robustness. The management layer is capable of observing the traffic and
respond to high and low with the devastation of the non necessary servers or the formation of
the new ones. The management layer has the supplementary capability of being able to
execute security monitoring and rules all over the cloud environment. According to Merrill
Lynch, virtualization is the only key feature that differentiates cloud computing from the grid
computing. In grid computing, high utilization is achieved by allocating a multiple servers to
a unique task while the virtualization of servers in cloud attains high utilization by permitting
one server to process several task simultaneously [16]. Many authors states and admit that
cloud computing and grid computing have many similarities; along with the statement that
states cloud computing has developed from the grid computing and grid computing is the

base for cloud computing.

2.2.1 Incloud computing, the available service models are:

2.2.1.1 Infrastructure as a Service (laaS): provides end users with the ability to
provision storage, processing, networks and other essential computing resources and
permits users to install and run different software’s that include operating system and
software’s related to different application. The customer has a proper control over
deployed applications, storage, and operating system and possibly less command over
the few networking components.

2.2.1.2 Platform as a Service (PaaS): End user has the power to implement onto the
cloud infrastructure; consumer acquired or created applications, constructed using
different programming languages and tools that are compatible with the cloud

infrastructure. The end user does not supervise or manage the fundamental cloud

11



Ankit Singh, ME (IS), 801233001, 2012-14

2.2.2

infrastructure including operating system, servers, network or storage, but has proper
control over the deployed application.

2.2.1.3 Software as a Service (SaaS): Lets the end user with the ability to utilize the
provider’s application rolling on the cloud infrastructure. The distinct application can
be accessed from various client devices, by means of thin client interface, like web
browser. The end user does not supervise or manage the fundamental cloud
infrastructure including operating system, servers, network or storage, with the

limited exception of user particular application configuration settings.

Cloud architecture has four deployment models:

2.2.2.1 Private cloud: The infrastructure of the cloud is run and managed for a
private organization. It can be supervised by the concerning organization or by a third
party, and may exist off premise or on premise.

2.2.2.2 Community cloud: The infrastructure of the cloud is shared by several
organizations and is supported by a specific community that has shared concerns like
mission, policy, requirements, security and compliance consideration. It can be
supervised by the concerning organization or by a third party, and may exist off
premise or on premise.

2.2.2.3 Public cloud: The infrastructure of the cloud is made available to the general
public and industry group and is managed and owned by an organization vending
cloud services.

2.2.2.4 Hybrid Cloud: The infrastructure of the cloud is composed of two or more
cloud deployment models (community, private or public) that remains sole entities,
but are tied together by proprietary and standardized technology that permits
application and data portability [14].

Flexibility Sustainability Broad network access Reliability

Location independence  scalability of Infrastructure  Cost effectiveness Essential

Characteristics

[ Resource Pooling ]

(5aas) (Paa%) Service (Iaa8) Models

e Models
(@] (e

) o =

o . .._

Fig.6: Virtual model of cloud computing definition.

[ software as a Service ] [ Platform as a Service ] [ Infrastructure as a ] Service
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2.2.3 In computing world, cloud computing can be viewed as one of the most auspicious

technologies, which inherently describes a number of issues. Some of the “key

characteristics of cloud computing” has been identified [17, 18]:

1.

2.2.4

Flexibility: End user can quickly provision computing assets, as required, without the
need of any human interaction. Capabilities can be elastically and rapidly supplied, in
few cases automatically, to quickly scale up or down.

Broad network access: Capabilities are accessible over the network and are available
through quality procedure that promotes use by heterogeneous platforms like laptops,
mobile phones, and PDA.

Scalability of infrastructure: fresh nodes can be added up or dropped down from the
network as can physical server, with slight alteration to software or infrastructure set
up. According to demand, cloud architecture can be scaled up horizontally and
vertically.

Reliability: enhances through the utilization of numerous redundant sites, which lets
cloud computing acceptable for the flow of business and disaster recuperation.
Location independence: There is a sense of location, in that the end-user normally
has no control or knowledge over the accurate location of the available resources, but
may be able to identify locationat a higher level of abstraction.

Economics of scale and cost effectiveness: The implementation of the cloud,
regardless of the deployment models, tends out to be as vast as possible in order to
take benefit of economies of scale. Most of the time clouds are deployed close to low-
cost power station and in low-priced real estate, to reduce cost.

Sustainability: comes about through ameliorate resource utilization and carbon
neutrality.

Main aspects of cloud computing:

In figure 7, we have classified cloud computing into eight main categories. These include

service delivery model, comparison, layers, roles, deployment models, features, locality, and

gaps which is the latest addition. Each of the listed features has at least three sub aspects. All

the sub aspects are attached to relevant main aspects. Among the eight main features, ‘gaps’

is one of the major aspects because it is very much important to be taken into consideration

and cannot be ignored. Moreover, our proclamation is that security threats, trust issues,

security risk and some other specific cloud security related issues are the major gaps of cloud

computing.
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Fig.7: Understanding cloud computing [1].

2.2.5 Major gaps of cloud computing, factors that are interrupting migration to cloud
computing from existing system: Cloud computing takeover all the security problem from
the existing system, for example grid computing, plus the issues of security that has been

established due to its unique architecture and characteristics.

&
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You need to
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level. My
company policy
won’t allow me
to be 100%
Transparent

Fig.8: Understanding cloud computing gaps [1].
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2.2.6 Some of the major barriers that restrict the broade r adoption of cloud:
According to National Institute of Standards and Technology [19]:

1. Security.

2. Portability.

3. Interoperability.

Ness [20] identifies three major barriers:
1. Cloud depends on fresh approaches to security.
2. Cloud canbreak down the static networks.

3. Network automation is critical.

2.2.7 10 obstacles to cloud computing [21]:
1. Data lock in.

Data transfer bottlenecks.

Availability of services.

Data confidentiality and auditability.

Scalable storage.

Scaling quickly.

Bugs in large distributed system.

Performance unpredictability.

© o N o a b~ w DN

Software licensing.

10. Reputation fate sharing.

2.2.8 Review of cloud computing security:
There are three sections in which cloud computing security has been organized, shown in
figure 9:

1. Security in service delivery models.

2. Security Categories.

3. Security dimensions.

2.2.9 Crucial security concern in cloud computing: this encourages new customers to ask
difficult questions and consider getting evaluation from a impartial third party before

pledging to a cloud provider.
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The security farm Gartner in June 2008 issued a report entitled ‘Assessing the Security risk of
cloud computing’ [22]. In it, they pointed out seven distinct security issues that the end users

should raise with vendors prior to selecting a cloud provider. Some of the specific issues are:

1. Data location.

2. Recovery.

3. Long-term viability.
4. Privileged user access.
5

Investigative support.

S Cloud Gomputing W .
Se 9 Security in
- Security curity Service
[} categories Delivery
Models
__¥
A4 A4 ¥
~ Security Security | InSQeumy ) X
Issues faced Issues faced imensions Y y Sacurity
1 Issues in Issues in
Brciod b clous ‘ Sous Pocs | [JBsues iniess
v . v
Security Domains Security Risks Security Threats
I | I
CSA: Thirteen Areas of Gartner: Seven Cloud CSA: Seven Top Threats to
Concerns Computing Security Risks Cloud Computing

Fig.9: Graphical view of cloud computing security [1].

6. Regulatory compliance.

7. Data segregation.

The European Network and Information Security Agency (ENISA) in November 2009,
issued additional research report entitled ‘Cloud Computing: Risks,

Recommendation for Information Security’ [23]. The record lists eight crucial cloud-specific

risks which include:
1. Malicious insider.
Data protection.
Compliance risk.
Insecure or incomplete data deletion.

Management interface compromise.

o g bk~ w DN

Isolation failure.
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7. Lock-in.

8. Loss of governance.

‘Security Guidance for Critical Areas of Focus in Cloud Computing’, a document released by
Cloud Security Alliance in December 2009 [24], in which they have identified three major
sections with thirteen areas of concern:
Section 1: Governing in the cloud.

Domain 1: Legal and electronic discovery.

Domain 2: Information lifecycle management.

Domain 3: Compliance and audit.

Domain 4: Portability and interoperability.

Domain 5: Governance and enterprise risk management.
Section 2: Cloud architecture.

Domain 6: Cloud computing architectural framework.
Section 3: Operating in the cloud.

Domain 7: Data centre operations.

Domain 8: Application Security.

Domain 9: Identity and access management.

Domain 10: Traditional security, disaster recovery and business continuity.

Domain 11: Incident response, notification and remediation.

Domain 12: Encryption and key management.

Domain 13: Virtualization.

In March 2010, research discovery on the cloud computing has been published by the CSA.
The motive of the research was to facilitate cloud providers and also their potential customers
in identifying the important risks and to help them determine whether or not to link with
cloud infrastructure, and also how to actively guard them from these risks. Seven major
threats to cloud computing are mentioned below [25]:
1. Insecure application programming interface.
Shared technology vulnerabilities.

. Account, service and traffic hijacking.

Malicious insiders.

2
3
4. Abuse and nefarious use of cloud computing.
5
6. Data loss/leakage.

7

Unknown risk profile.
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2.2.10 Before committing to any cloud provider, there are some specific risks that a user
should raise:
1. A costumer/end user must validate if the infrastructure meet the specified standards
with some regulatory security needs.
2. Sensitive information must be processed outside the perimeter of an organization with
the confidence that they are only available and communicated to privileged users.
The data of one customer must be perfectly shielded from those of another customer
4. The cloud vendor must provide replication and disaster recovery mechanism.
5. Information must be available even when the service provider is acquired by some
other organization of if the user shifts to another provider.
6. The cloud provider must pledge to store and process data in particular jurisdiction and
adhere to local privacy requirements on behalf of the end-user, who don’t know where
data is banked.

7. Investigative back-up needs to be ensured.

2.3 Intrusion detection system in cloud computing

Although IDS have been evaluated, having the ability of protecting securely in large scale
networks, but the deployment and utilization in cloud computing faces numerous difficulties
[26]. The heterogeneity of cloud services customers and the complexity of its architecture
results in different needs and prospects for being secured by IDS. Cloud computing lifts all
the existing network security issues, in addition to security issues generated by its peculiar
features and architecture [1]. In order to tackle the needs of IDS for cloud computing, first of
all we focus at the unique characteristics of cloud computing systems and facing summons of
IDS development in cloud computing. Then the present available systems are examined on
the basis of their effectiveness and efficiency in order to be implemented on cloud computing
environment. At last, the requirements are developed corresponding to cloud computing

systems’ attribute and the required characteristics of IDS.

2.3.1 Finding out the exact characteristics of a particular environment helps in
developing the system and establishing the system require ments:

CC1: Elasticity is one of the most crucial feature for cloud computing, which limits the
underlying infrastructure potential to habituate to changing needs such as size and amount of
data used inapplication. Cloud computing deals with two types of scalability: horizontal and

vertical. The vertical scalability is concerned with the size of the instances and implied to the
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quantity of resources which are needed for maintaining the size. While, the horizontal
scalability stands for the amount of instances to gratify changing amount of request.

CC2: Reliability is the proficiency of confirming the progression of the system operation
without disruption such as code reset at the time of execution or the loss of data. Reliability is
basically attained through utilizing unemployed resources. There is a strong link between
reliability and availability. However, reliability is concerned in particular on prevention of
loss of data or the execution progress.

CCa3: Quality of Service support is essentially significant for specific needs which should be
met through the provided resources or services. In order to verify that the acknowledged
service quality of the cloud customer in Service Level Agreement is met the primary metrics
of QoS such as response time, safety and throughput must be promised.

CC4: Adaptability and agility are the two main features of great importance to cloud systems
that are closely connected to the elastics capabilities. They deal with the on-time reaction to
modification in the size of resources and the number of requests as well as adjustment to
changes according to the state of the environment. This adoption may demand distinct types
of resources, contrasting routes or even different qualities. Precisely, adaptability and agility
demands for the management of assets to be autonomic.

CC5: Availability of services depends upon the ability of providing redundant services and
data to disguise failures transparently. Fault tolerance also requires this potential to introduce
novel redundancy such as fresh or earlier failed nodes, in an online vague without or with
minimal performance penalty. With this rise concurrent access, availability is achieved
through duplication of services or data spread them across various resources. This account to
the primary quintessence of scalability in cloud systems and services.

In brief, it can be pre-assumed that the present systems are not efficient and effective to be
deployed on cloud computing environments which have their own unique essence and

requirement. There is no traditional IDS to meet these features systematically.

2.3.2 Challenges of IDS deployment in cloud computing environment
It is of great concern to spot the challenges which have its origin from cloud computing
phenomena before deploying IDS. Some of the unique challenges that developers face while
developing IDS for cloud computing environment:
1. Inconventional IDS, due to static essence of the observed systems, the policies seem
to be static since the node groups have fixed requirements which have been

discovered over time. Differing from the traditional mode, the observed virtual
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systems are dynamically removed and added. Moreover the security needs of each
virtual machine tend to be varied [27].

2. The policies of the security are usually managed and established by a system
administrator, who is responsible for the security of the complete system. Having
several system security administrators in cloud, poses negative effects on intrusion
response time. The human interference would slow down the response time.

3. Vulnerabilities in cloud infrastructure increases because of shared infrastructure and
virtualization technology. Any flaw in hypervisor makes it vulnerable to inappropriate
access, which enable/permit creating virtual machines and running different operating
systems [28].

4. Data transfer cost is one of the most important issue in cloud computing. For example,
the data transfer cost in Amazon cloud is about $100 to $500 per terabyte. Hence, new
researchers should make an effort to come up with data cost effective solutions for
IDS incloud environment which helps in lowering down the network bandwidth [29].

5. New issues deal with visibility into the inter virtual machine congestion on a virtual
host platform, because the switch is also virtualized, thus common explication for
physical monitoring are not being able to scrutinize this network traffic. The new
platform of virtualization should be monitored and checked for configuration errors as
they would have vulnerabilities that may lead to huge compromise [30].

6. To provide a risk profile, each company maintains the security strategy. But, the
providers of cloud services are not willing to provide the audit data, security logs and
security practices [31]. Due to lack of transparency on the security management
policies such as logging, vulnerabilities, auditing, security policies and incident
response results in inefficiency of classical risk management approach in the truancy

of customer awareness, Cloud-Security-Alliance, 2010.

Table 2, displays the latest reviewed papers that are related to detection of intrusion in
cloud. Their working features are very much similar to each other; the researches that have
been conducted recently along with their proposed solution are still very far from ideal IDS
for cloud computing, as they not only fall short in required IDS characteristics (DCs), but
they also failed to achieve cloud systems characteristics (CCs). They have been able to
satisfied CC5 and CC1, CC4, CC2 partially, but they are not being able to address all the
features which should be addressed in their systems. This incompetency is the evidence to tha

lack of knowledge of suitable requirements which should be identified before starting any
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development.
Reference Year Detection Technology Time of Response Audit source  Management — Data diffusion  Prevention
technigue lay out detect ype location strocture capa bil ity
Vieira et al. (2010) 2009 Hybrid M/A Real ime Active Haost & Collabomative Distributed Mo
(signature & Metwork
anomaly)
Dastjerdi et al. (2009) 2010 M/A Wireless Real ime M/A Metwaork Collabomative Distributed Yes
(mohile-agent)
Tupakula et al. (2011) 2011 Hybrid M/A Real ime Active Metwaork Individual Distributed Yes
(signature &
anomaly)
Gustavo and Miguel 2011 Anomaly M/A Real ime Active Metwaork M/A Distributed Mo
(2011)
Smith et al. (2010) 2010 Anomaly NJA Real time Adtive NjA M/A Distributed No
Lee et al. (2011) 2011 Anomaly NJA Real time Adtive Host & Individual Distributed No
Metwork
Khaolidy and Baiardi 2012 Hyhbrid Wireless Real time Active Host & Caollabomtive Distributed No
{2012) (signature & Netwaork
anomaly)
Dhage et al. (2011) 2011 Anomaly NJA Real time Adtive Host Individual Distributed No
Takahashi et al (2010) 2010 Anomaly NJA Real time Adtive Network Caollabomtive Distributed Yes
Jinetal (2011) 201 Anomaly MA Real time Active MNetwark Caollabomtive Distributed Yes

NiA=Not applicable.

Table 2: Proposed CIDS for cloud computing [3].

2.3.3 Taking the characteristics of an ideal IDS and that of cloud computing into
account, the requirement of CIDS are identified from high-level point of view:

R1: Control of large scale data processing environments and dynamic multi-tiered
autonomous computing

Cloud can be defined as large scale virtual machine dependent systems which are created
automatically, deleted and migrated on request of a user at runtime. Most of the time, it is
expected that the middleware controller initially informed from the modification in the
resources, on the other hand in cloud computing which require large scale networks and
systems it is essential to maintain these modification automatically without human
involvement. To conquer the complexity of its dynamic nature, the intrusion detection system
of cloud should be able to guide itself with minimal or no human meddling which accelerate
the control and monitoring of network elements in real-time. This requirement looks after
CC2and CC3.

R2: Should identify variety of attacks with minimum False Positive Rates

Due to increase in the growth of complexity, attacks and unpredictability, it is obligatory for
the system to identify the recently developed attacks and their vulnerable aim to choose the
best acknowledgement according to the risk acuteness and proper prevention strategy. The
system must be learnable and should be able to brush-up its detection capability over time to
support DC6. It also demands to be organised to sustain a required level of performance and
security at the same time with minimal computation resources as the efficiency of cloud
services depends on its computation capability. Therefore, logical approach should be utilied

to control false positive alarms retaining detection performance. It covers CC3.
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R3: Superfast detection and prevention

Intense detection and prevention is a very critical enabling factor for CIDS since it influence
the entire system performance and is very important to deliver the promised QOS. It refers to
CC3 and CC2. A cloud based system with a number of administrators should have very less
or no human involvement to evade wasting time for administration responses. The system
must work in real-time and deliver automated responses to doubtful activities. This satisfies
DC5 and DC1.

R4: Self-Adaptive Autonomic ally

The property of easy to adjust to the cloud conditions in area which it is supposed to work is
very crucial. A CIDS should configure itself and be reconcilable to configuration
amendments as computing nodes are dynamically removed and added. Mapping a acceptable
architecture of collaborative IDS would dictate how the alerts should be shared processed
from sole detection components with preserving a topological model of cloud computing.
This also assists controlling and monitoring network components. Blueprint of such systems
be pliable enough to be able to incorporate future deployed standards. It supports DC4, DC3,
DC8, CC5 and CC4.

R5: CIDS Scalability

A CIDS must be scalable in order to systematically handle the huge number of network nodes
present in cloud and their computational and communication burden. It should be able to
scale itself horizontally or vertically as the nodes added to fit into large cloud perimeter. The
positioning of detection and correlation handler also influences the scalability and potential of
CIDS. It refers to CC1.

R6: Deterministic

Cloud computing offers pivotal and critical operational services which have certain
performance prerequisite, in terms of reliability, latency and resilience. Supporting DC9,
DC2, CC3, CC2 and CC5, a CIDS must be able to offer and maintain satisfactory level of
assistance in the face of faults, be highly dedicated and must deliver very high uptime
services with imposing least overhead. A CIDS should not only establish real time
performance, but also guarantee that the optimistic nature of network is not negatively
affected. Onthe other hand, the functioning of the monitored systems must not be influenced
by excessive burden of the CIDS. It is essential to verify that the CIDS has enough ability to
process all the information. Dividing the computational load and diagnostic capabilities to

autonomous agents over the network would raise the level of fault tolerance.
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R7: Synchronization of autonomous CIDS

A CIDS is a collaborative IDS consisting of a huge number of autonomous IDS. While each
and every system operates and detects anomalies and intrusions independently, their
information and activities need to be synchronized in order to identify concurrent and
distributed attacks, apply suitable response and alter o specific component system or entore
network configuration, and embrace proper prevention scheme.

R8: Resistance to Compromise

Referring to DC7, a CIDS must secure itself from unauthorized attacks and access. A CIDS
must be capable of authenticating IDS and network devices mutually, authenticating the
security administrator and examine his activity, protecting its information and blocking any

loopholes which may generate additional vulnerabilities.

All the new solutions for establishment ofa CIDS must be taken into consideration in
order to surpass the complexities of cloud computing and met the real operational aims of the

cloud computing world.

Table 3, shows the developed CIDS which met our proposed requirements.

References requireme nts Kl R FI R4 RS R6 K7 RE

Vieira et al. {2010) »

= “ “ “ “ »
Dastjerdi et al. {20049 = NA Na Ny N = Nia
Tupakula et al. (2011) = P » A = NA
Gustavo and Miguel (2011) = P < NA NA =« = Ny
Smith et al. (2010) Xy P NA NA P NA P
Lee et al (2011) Xy < NA NA NA =
Kholidy and Baiardi (2012) P y < \_ Ny N * N
Dhage et al (2011) Xy L 11— N =  NA
Takahashi et al. (2010) o o N o Na P = y
Jin et al. (2011) N P N N P NA NA

P=Partially X=Does not meet requiremert ./=meet reguirement MjA=MNot
applicable.

Table 3: Developed CIDS which met our proposed requirement [3].

2.3.4 A proper defence strategy for cloud systems:
1. Mustavoid any single point of failure.
2. Should have a flexible architecture that can be applied to several cloud architecture.
3. Consider different user requirements and service models.
4. Be scalable and distribute to adapt to the cloud characteristics.
5. Must be able to protect and isolate the IDS from the vulnerabilities of the host
machine.

6. Integrate both knowledge and behaviour based techniques.
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Chapter 3: Research Motivation and Problem Statement

3.1 Research Motivation

The open and utterly distributed architecture of cloud computing and services becomes even
more appealing target of potential attackers/intruders. It involves service oriented and multi-
mesh distributed paradigm, multi-domains, multi-tenancies, and multi-user self-governing
administrative infrastructure which are vulnerable and susceptible to security risks. The
service architecture of cloud computing combines three layers of inter-dependent application,
platform and infrastructure; where each layer may have certain vulnerabilities which are put
forward by different configuration or programming errors of the service provider or the user.
A cloud computing architecture can be vulnerable to several threats; these include threats to
integrity, availability and confidentiality of its data, resources and the virtualized
infrastructure that can be used as a launching pad for modern attacks (Cloud-Security-
Alliance, 2010). The situation becomes even more complex when a cloud with huge storage
capacity and computing power is exploited by an insider, thus for cloud services’ customer
the lack of full control over the infrastructure is a supreme concern. It signifies the role and

importance of IDS in securing the customers’ information assets in cloud environment.

3.2 Problem Statement

Conventional IDS when implemented on a cloud environment generates a large volume of
alerts regardless of all the progress made over the last few years. The investigation of such a
huge number of raw alerts from a large cloud environment is usually very much time
consuming and requires a lot of efforts because the important or relevant alerts are usually
buried under the irrelevant alerts. Thus the approaches related to alert management have
received a considerable attention and appears very much promising in improving the quality
of alerts. Hence we need to design a smart IDS which when installed on a cloud hypervisor
can filter out all those alerts that does not have any relation to any anomalous activities or
vulnerability, and also summarizes and parses the alerts with similar attributes (alerts with
same destination IP, signature, timestamp), which enables the security administrator to

concentrate on the important alerts and thus can take action in real time.
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Chapter 4: Implementation and Results

Consider that a mysterious man is standing\walking in front of your home. He looks around,
observing the surroundings, and then steps towards the front door and starts moving the knob,
he found that the door is locked. He walks towards a nearby window and smoothly tries to
open it, that to was locked. It can be considered that your house is secure. So why to install an
alarm? This query is often asked to intrusion detection advocates. Why to concern about
detecting intrusions if you have already installed firewalls, patched operating systems, etc...?
The reason is simple: as intrusions still occur. Just as people sometimes forget to lock a
window, for example, they sometimes miss to properly update a firewall’s rule set. Even with
the availability of different advanced protection mechanism, computer machines are still not
completely secure. Hence, the above stated philosophy signifies the importance of

implementing IDS inany organization to protect its technology and information.

4.1 Operating System and Configuration setup

4.1.1 Configuration of Main Machine:
1. Host Operating System Version: Windows 7 Home Basic, 64-bit 6.1.7601,
Service Pack 1.
Processor: Intel(R) Core(TM) i3 CPU M 330 @ 2.13GHz.
Installed Memory (RAM): 3.0 GB.
System Type: 64-bit Operating System.
HDD: 320GB.
Hypervisor Information.
a. Product: VMware® Workstation.
b. Version:7.1.2 build-301548.

o a k~ w N

4.1.2 CIDS Node setup:
1. Operating System Version: Microsoft Windows XP Professional Version 2002
SP3.
Processor: Intel(R) Core(TM) i3 CPU M 330 @ 2.13GHz.
Installed Memory (RAM): 1.0 GB.
System Type: 32-bit Operating System.
HDD: 40GB (C: (System) 20GB, E: (CIDS) 20GB).

o M L
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4.2 Downloading core 'Cloud Intrusion Detection Systems (CIDS) Software (Save all the

downloaded files to e:\temp folder):
adodb518a.zip.
Barnyard2-1.13-build327.zip.
Base-1.4.5.zip.
dotNetFx40_Full _x86 x64.exe.
npp.5.7.Installer_3.exe.
Snort 2 9 5 6 Installer.exe.
Snortrules-snapshot-2956.tar.gz.
Strawberry-perl-5.14.2.1-32bit. msi.
Httpd-2.4.9-win32.zip.

. Mod_fcgid-2.3.9-win32.zip.

. Mysgl-installer-community-5.6.17.0. msi.

© o N o g b w b PE

S S
N B O

. Mysqgl-gui-tools-5.0-r17-win32.msi.
13. Php-5.4.26-Win32-VVC9-x86.zip.

4.3 Environment:

1. The detection engine of snort will be running in passive mode, logging event to a
unified2 log files.

2. Barnyard2 will be processing Cloud Intrusion Detection System (CIDS) unified2 log
files.

3. A database driven by MySQL will store processed events/logs for further analysis.

4. Apache2 will drive the Cloud Intrusion Detection Systems (CIDS) web based GUI
security console.

5. BASE will serve as the Cloud Intrusion Detection Systems (CIDS) web based GUI

security console.

4.4 Steps for Execution:
1. Run VMware Workstation with administrative privileges.

2. Setup the Cloud environment by creating different nodes having different operating

systems, utilizing the resources of the main machine.

3. Create a host IDS machine running over hypervisor (VMware Workstation), with
Windows XP Pro SP3 as running OS.
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4. Initially there is only one HDD ie. ‘C:” with 40 GB of space, thus partition the HDD
into two parts ‘C:” and ‘E:” each with 20 GB of space, using the software P Assist_Std.

[ [=][X]

Z4AOMEL Partition Assistant Standard Editian,Safely. Patition Your Hiard Drive
v (=] ) ™~ & s = =5 & " A AOMEI
Apply  Discard  Undo Redo Reload V| PN\ ooy
Pending Operations @
Fos — = "T‘ A | Partition
Lzl Kl The programis ready to proceed. Plzase confirm the folowing operations. o
Disk 1
& Extend Partition Wizard
@ Disk Copy Wizard S5 | [operation 1of 1
S £ Shrink and Create Partition (Reboot required)
@ Migrate OS5 to 55D or HDD * E;:g;;‘e‘:"f E“TFS
@ Partition Recovery Wizard ;a'tltion Label: -
ize: }
' NTFS to FAT32 Converter
5 Make Bootable CD Wizard
@ Windows To Go Creator S
O pisk 1 ]|
Basic MBR -
= = — ww 40.00GB 7
‘ Partition Operations | A& J)
@ ResizefMove Partiton Please click the Proceed button to start.

& Merge Partit
0 [erge fartons, Estimated Time: Implementation of these operations may take approx 00:01:06 or more.

e split Partition
& Copy Partition = [¥] Check partitions before execution [ Proceed | | Cancel Help

@ Create Partition
@ Change Label
@ partition Alignment
@ Proverties ¥ W] Primary Partition W) Logical Partition | Unallocated

%9, W 11:11 AW

‘4 start {7 How ta Create Partii,,. =P AOMEI Partitio > a°

Fig 10: Partitioning HDD into two drives, ‘C* and ‘E’.

5. Create folders named ‘temp’ and ‘winids’ inside ‘E:\’, all the software and scripts that
we will download are saved to ‘E:temp’ folder while the complete installation of
CIDS will be done into ‘E:\winids’ folder.

6. Installing  WinPcap: In a CMD window type the command
“e:\temp\WinPcap 4 1 3.exe” and press enter key.

window and tap enter. Note: in the 'Destination Folder' dialog box, type ‘e:

\winids\snort'.

# Snort 2.9.5.6 Setup

Snort has successFully been installed.

Snort also requires WinPcap 4.1.1 to be installed on this machine.
“WinPcap can be downloaded from:
http:f fwwvs winpcap.orgf

1t would also be wise to tighten the security on the Snott installation
directory to prevent any malicious modification of the Snort executable.

Next, vou must manually edit the 'snort. conf file to
specify proper paths to allow Snort to find the rules files
and classification files.

Fig.11: Successful installation of Snort.
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8. Testing the Snort for network traffic: In the CMD window type

‘e:\winids\snort\bin\snort -W’ and press enter.

C:AWINDOWS\system 32\cmd.exe
C:“\Documents !

C:xDocuments and Settings“Administrator>e:“temp Snort_2 9 5% 6_Installer.exe
C:xDocuments and Settings“Administrator>e:“temp*Snort_2 9 5 6_Installer.exe
C:»Documents and Settings“Administrator’e:swinids:snortsbinssnort -U

—»> Snort? <
Uersion 2.9.5.6-WIN32 GRE (Build 288>
By Martin Roesch & The Snort Team: http:/swww.snort.org/snort /snort—t

Copyright (C» 1998-2013 BSourcefire, Inc.. et al.
Uzing PCRE version: 8.10 2018-06-2%
Using ZLIB version: 1.2.3

IPF Address Device Hame Description

i B8 :@80: 080 : 08 : B8 : B8 AB0R: 0BPRA:f 80 0000 : 0000 - BBRA - B2@c = 29ff “Device™
NFF_{C35C78BEB-CA53-48DB—8088-662BDAD65SA32 Y UMvware Accelerated AMD PCHet Adal
pter (Microsoft’s Packet Scheduler)

2 B8 :@80 : 00 : B4 : B : B8 AB0A: ARRA:f 80 :0E00 : I00R - BRPA :BPAA = fff “Device™
NPF_{5717C153-8BB4-4A37-ABCA-ABFBF?E3E2nA%> M8 Tunnel Interface Driver

C:»Documents and Settings“Administrator>

Fig.12: Testing Snort for network traffic.
9. To verify that there is network traffic at interface ‘1°, type the command on CMD

window ‘e:\winids\snort\bin\snort -v —il’.

\WINDOWS\system 3 2\cmd.exe

——== Initializing Snort ==—
Initializing Output Pluginst
pcap DAQ configured to passive.
The DAQ version does not support reload.
Acquiring network traffic from "“Device~NPF_{C35C78BB—CH53—-48DE-8088—-662BDADGSAT
23",

Decoding Ethernet
——== Initialization Complete ==——
%> Snoptt (=
Uersion 2.9.5.6-WIN32 GRE (Build 288>
By MHartin Roesch & The Snort Team: http:ssww.snort.orgssnortssnort—t
Copyright <G> 1998-2813 Souwrcefire, Inc., et al.

Using PCRE verszion: 8.180 20168-0B6-25
Using ZLIB version: 1.2.3

Commencing packet processing (pid=1896>
A5-25-12:09:A7.892531 192.168.08.1 -> 224.8.8.22
PROTO:8A82 TTL:1 TOS:@x@ ID:1851 IpLen:24 DgmLen:4@
IP Options (1> => RTRALT

=+=4=4=+=+=+=F+=+=+=+=+=+=t+=Fd=+=F=t=+=+=4=+=+=+=+=+4=+=+=+=4=+=+=+=+=+4=+=+=+

Fig.13: Initialization Snort.

10. Register on the Snort website https://www.snort.org/signup in order to download

Snort Rules. After registration completes, you will automatically redirected to the

download page.
11. Click the Get Rules button to download the latest rules. In this project we have

downloaded snortrules-snapshot-2956.tar.gz.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Extract the downloaded rules and copy the following folders named rules, so_rules,
and preproc_rules to ‘E: \winids\snort’.

Installing Strawberry Perl: type ‘e: \temp\strawberry-perl-5.14.2.1-32bit.msi’, on the
CMD window and press the Enter key. Note: In the 'Install Strawberry Perl to:' dialog
box type 'e: \winids\strawberry\'.

Installing the Apache2 Web-Server: type the command ‘unzip -o0qq e:\temp\httpd-
2.4.9-win32.zip -d e: \winids’ and press Enter key.

Installing of FastCGl ASF support module for Apache2: type ‘unzip -joqq
e\temp\mod_fcgid-2.3.9-win32.zip"mod_fcgid\*.so"-de: \winids\Apache24\modules’
in the CMD window and press the Enter key.

Installing the security console for CIDS, BASE: type ‘unzip -oqq d:\temp\base-
1.4.5.zip -d d:\winids\apache24\htdocs\base’ in the CMD window and press the Enter
key.

Installing Barnyard2: Barnyard2 is responsible for processing and parsing Snort's
unified2 log files sending them to a database server where they will be used for
security analysis. To install type ‘unzip -0qq e:\temp\barnyard2-1.13-build327.zip -d
e:\winids\barnyard2’ on CMD window and press the Enter key.

Installing MySQL Database Server: Double click on ‘mysql-installer-community-
5.6.17.0.msi’ present inside ‘E: \temp’. Note: In the 'Installation Path:' dialog box type
‘e\winids\mysgl\' and in the 'Data Path:' dialog box type 'E: \winids\mysqI\. MySQL
Root Password is ‘d1ngdOng’.

After the successful installation of MySQL go to CMD window and type ‘copy
"e:\winids\mysq\MySQL Server 5.6\lib\libmysgl.dll" c: \windows\system32°.
Installing ADOBD: to install ADOBD type the following command in CMD window
‘unzip -oqq e:\temp\adodb518a.zip -d e: \winids’ and tap the Enter key.

Installing PHP: At the CMD prompt type 'unzip -oqq e:\temp\php-5.4.26-Win32-
VC9-x86.zip -d e: \winids\php', and tap the 'Enter' key.

Updating ‘sid-msg.map’ file: The file maps the Rule MSG alert name to the sid
number allocated to the rule. Go to CMD window and type ‘unzip -0qq
e\temp\activators.zip -d e:\winids\activators’. Now to update the file type the
following command ‘unzip -0qq e:\temp\create-sidmap.zip -d e: \winids\create-
sidmap’ and ‘e:\winids\create-sidmap\create-sidmap.pl e:\winids\snort\rules\ > e:
\winids\snort\etc\sid-msg. map’.

The Heart of CIDS-Snort Configuration:
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a. Type the following commands in the CMD window.
i. type NUL > e:\winids\snort\rules\white_list.rules
il. type NUL > e:\winids\snort\rules\black_list.rules
b. Now it’s time to configure snort.conf file located at E:\winids\snort\etc.
c. Openthe snort.conf file with Notepad++.
d. Scrolldownto the Step #1: Set the network variables section of snort.conf file.
In the HOME_NET line, replace any with the 192.168.0.0/24.

ERE R b b R b B e b e p g b f R e

# Step #1: Z3et the network wariable=s. For more informa

BRERHBHBARARR R RA AR AR R R RHR BB R RR R R

# Setup the network addresses you are protecting
Apwar HOME NET 192.168.0.0/24
Fig.14: Configuring the network variables.

e. Scroll down to RULE_PATH, replace ‘../rules’ with ‘e:\winids\snort\rules’,
‘var SO RULE PATH ../so_rules’ with ‘# var SO RULE PATH ../so_rules’
and “../preproc_rules’ with ‘e:\winids\snort\preproc_rules’, replace ‘var
WHITE LIST PATH . /rules’ with <‘var WHITE_LIST PATH e:
\winids\snort\rules” and ‘var BLACK LIST PATH ../rules’ with ‘var
BLACK_LIST_PATH e: \winids\snort\rules’.

# Path to your rules files (thiz can be a relative path)

# Note for Windows users: You are advised to make this an absolute path,
# such as: criisnortirules

¥ar RULE_PATH e:\yinids'snortirules

# yar S0 RULE PATH ../so_rules

¥ar PREPROC_RULE PATH e:‘\yinids)snort'preproc_rules

# If you are using reputation preprocessor set these

# Currently there iz a bug with relative paths, they are relative to where snort is
# not relative to snort.gonf like the above varisbles

# This is completely inconsistent with how other yars work, BUG 53986

# 3Jet the absolute path appropriately

¥ar WHITE LIST PATH e:\yinids'snortirules

¥ar BLACK LIST PATH e:\yinids'snortirules

Fig.15: Configuring the RULE_PATH.
f.  Scrolldown to Step #4: Configure dynamic loaded libraries section. Configure
dynamic loaded libraries in the section, modify path to dynamic pre-processor

libraries and base pre-processor engine.
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EEEEEREEE RS EEEEEE R R R R EEE RS EES SRS R g
# 3tep #4: Configure dynamic loaded libraries.

# For more inforwation, see 3nort Manual, Configuring 3nort - Dynamic Modules

GEEEEEEEREEREEEEEEEEE R RS EESEEE EEEEEEEEREERE R R R R

# path to dynamic preprocesscr libraries

dynamicpreprozessor directory e:hginidshsnorc libhsnort dynamicpreprocessor

# path to base preprocessor engine

dvnamicengine e:\winids snoreh likh snort dynamicengine'sf engine.dl]

# path to dynamic rules libraries
# dynsmicderestion directory /ysr/local/lib/snort dynamicrules
Fig.16: Configuration of dynamic loaded libraries.

g. Scroll down to Step #5: Configure Pre-processors section, comment all the
pre-processors listed in this section by adding # before each pre-processors
and replace ‘# preprocessor sfportscan: proto { all } memcap { 10000000 }
sense_level { low }’ with ‘preprocessor sfportscan: proto { all } memcap {
10000000 } sense_level { low }.

h. Scroll down to Step #6: Configure output plugins. In this step, provide the
location of the classification.config and reference.config files.

R R b R R R b
# Step #Ho: qnnfigure ocutput pluagins

# For more information, See Snort Manual, Configuring

E bbb bbb b b bbb b g 8 8080 8:8:8:8:8:8:8:8:8:8:8: 808

# unifiedz
# Becommended for most installs
output unifieds: f£ilenawe merged. log, limit 1285

I

# petadata reference data. do not modify these lines
include e:\yinids'snortigighelassification.confiyg
inzlude e:vywinids)\snorthefehreference. gonfig

Fig.17: Configure output plugins.
I. In Step #8: Customize your preprocessor and decoder alerts; remove the ‘#’

symbol fromall the 3 decoder and preprocessor event rules,
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J-

EEEREEE SRR RS R R RS s R R s R R s

# Step #3: Customize ywour preprocessor and decoder alerts

# For more information, see RELDME.decoder preproc rules

b g i i b b b b b b 3351318181313 5131313131

# decoder and preproce3sor event rules

include §PREPROC_RULE PATH/preprocessor.rules
include §PREPROC RULE PATH/decoder.rules
include §PREPROC RULE PATH/sensitive-data.rules

Fig.18: Customise preprocessor.

In Step #9: Customize your Shared Object Snort Rules; replace ‘include

threshold.conf” with ¢include d:\winids\snort\etc\threshold.conf.

k. Save the Snort.conf file and exit Notepad++.

24. In order to check that the Snort.conf file is properly configured type in CMD window

the following command: ‘e:\winids\snort\bin\snort -c e:\winids\snort\etc\snort.conf -1

e\winids\snort\log—il -T".

‘ o C:AWINDOWS\system32\cmd.exe

Copyright (C> 1998-2813 Sourcefire. Inc., et al.
Using PCRE verszion: 8.18 2818-86-25
Using ZLIB version: 1.2.3

Rules Engine: SF_SNORT_DETECTION_ENGINE VUersion 2.1 <Build 1>
Preprocessor Ohject: SF_SSLPP Uersion 1.1 <Build 4>

Preprocessor Obhject: SF_POP Uersion 1.8 <Build 13>
Preproc » Object: SF_MODBUS Version 1.1 <Build 1>
Preproc » Object: SF_IMAP Uersgion 1.8 <Build 1>
Preproc » Ohject: SF_GTP Uersion 1.1 <Build 1>
Preproc » Object: SF_FTPTELMET VUersion 1.2 <Build 13>
Preproc » Object: SF_DHS Uersion 1.1 <Build 4>
Preprocessor Object: SF_DHP3 Uersion 1.1 <Build 1>
Preprocessor Object: SF_DCERPCZ Uersion 1.8 «<Build 3>

iSnort successfully validated the configuration?

fSnort exiting

C:~Documents and SettingsAdministrator}

Ohject: SF_8S5H VUersion 1.1 <Build 3>
» Object: SF_SMIP Uersion 1.1 <Build %>
» Object: SF_SIP Uersion 1.1 <Build 1>
» Object: SF_SDF Uersion 1.1 <Build 1>
» Object: SF_REPUTATION Uersion 1.1 <Build 1>

Fig.19: Validating the configuration of Snort.

25. Configuring the ‘php.ini’ file present inside ‘e: \winids\php\’ folder. To configure

‘php.ini’ open the file using Notepad++ and do the following changes:

a.

i

o o

> @ = o

Go to line no.
Go to line no.
Go to line no.
Go to line no.
Go to line no.
Go to line no.
Go to line no.

Go to line no.

375 and replace max_execution_time from 30 to 60.

452 and place “;’ in front ofthe line.

699 and set include path to ‘e:\winids\php; e: \winids\php\pear’.
721 and set extension_dir to "e:\winids\php\ext".

862 and remove ‘;’ from the line ‘; extension=php_gd2.dII’.

871 and remove ;” from the line ‘; extension=php_mysql.dl’.
909 and set date.timezone to Asia/Calcutta.

1386 and set session.save_path to "‘c:\windows\temp™.
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Save the file and exit.

26. Configuring the Apache2 Web-Server: open the ‘httpd.conf’ file present inside

E:\winids\Apache24\conf in Notepad++.

a.

Go to line no. 37 and make change the ServerRoot directory to "e:
Iwinids/Apache24", as ‘ServerRoot "e: /winids/Apache24™’.
Add line ‘LoadModule fcgid_module modules/mod_fcgid.so’, just below the
line ‘#LoadModule xml2enc_module modules/mod_xml2enc.so’.
At line no. 217 point ServerName to winids:80 as ‘ServerName winids:80°.
At line no. 241 modify line ‘DocumentRoot ‘c:/Apache24/htdocs™ with
‘DocumentRoot "e:/winids/apache24/htdocs’.
At line 255 replace ‘Options Indexes FollowSymLinks’ with ‘Options -
Indexes’.
At line 358 replace ‘ScriptAlias /cgi-bin/ "c:/Apache24/cgi-bin/™ with
‘ScriptAlias /cgi-bin/ "e:/winids/Apache24/cgi-bin/".
Scroll all the way to the bottom of the file and insert the next 26 lines:
<IfModule fcgid_module>
FcgidInitialEnv PHPRC “e:\winids\php™
FcgidInitialEnv PATH
"e:\winids\php;c:\Windows\system32;c:\Windows;c:Windows\System
32\Wbem;"
FcgidInitialEnv SystemRoot "c:\Windows™
FcgidInitialEnv SystemDrive "c:"
FcgidInitialEnv TEMP “c:\Windows\Temp"
FcgidInitialEnv TMP "c:\Windows\Temp"
FcgidInitialEnv windir "c:\Windows"
FcgidIOTimeout 40
FcgidConnectTimeout 10
Fcgid MaxProcesses 8
FcgidOutputBufferSize 64
ProcessLifeTime 0
FcgidMaxRequestsPerProcess 0
FcgidMinProcessesPerClass 0
FcgidMaxProcesses 50
FcgidFixPathinfo 1
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FcgidZombieScanlnterval 20
FcgidMaxRequestLen 536870912
FcgidlOTimeout 120

<Files ~ "\.php$">
Options Indexes FollowSymLinks ExecCGl
AddHand ler fcgid-script .php
FcgidWrapper "e:/winids/php/php-cgi.exe” .php
</Files>
</IfModule>
27. Save the ‘httpd.conf’ file and close the Notepad++.
28. Command to add Apache2 to Windows Services Database:
‘e:\winids\apache24\bin\httpd.exe -k install’, as soon as you press ‘Enter’ key it will

display the following result.

e CAWINDOWSA\system32\cmd. exe

Microsoft Windows HP [Uersion 5.1.26881
(C» Copyright 1985-26801 Microsoft Corp.

C:“Documents and Settings“Administratorre:swinidssapache24sbinshttpd.exe -k inst
all

Installing the Apache2.4 service

The Apache?.4 service is successfully installed.

Testing httpd.conf....

Errors reported here must be corrected hefore the service can be started.

C:xDocuments and Settings“Administrator>

Fig.20: Installing the Apache2.4 service.
29. Now go to CMD window and type the following command ‘net start apache2.4’ and
press the ‘Enter’ key.

C:swDocuments and Settings~Administrator’>net start apache2.d
The Apache2.4 service iz starting.
The Apache2.4 service was started successfully.

C:“Documents and Settings“Administrator>

Fig.21: Starting Apache2.4
30. Testing the working of Apache2, and the PHP: in a web browser type
‘http://winids/test.php’ in the URL and press enter. It will show you the following

screen.
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File Edit Wew History Bookmarks Tools  Help

The Windows Intrusion Detection ... X elyl{ag]

winids/tesk, php E] - Google
PHF Logo
PHP Version 5.4.26
System Windows NT SONY-BS3BTBE2AE0 5.1 build 2600 dfindows XP Professional Service Pack
3) 586
Build Date Mar 5 2014 21:48:21
Compiler MEVCH (Visual C++ 2008)
Architecture %86
Configure cscriptinologo configure.js "--enable-snapshot-build® "--digable-isapi* "--enable-
Command debug-pack’ "-without-mssgl" "--without-pdo-ms sal" "-without-pidweh" "--with-

pdo-oci=C\php-sdkoraclelinstantelient! tsdk, shared" "--with-oci8=C\php-sdkioracle
linstantclient! Misdk, shared" "--with-oci8-11 g=Cphp-sdkioraclelinstantclient?1

i1sdk shared" "-enable-object-out-dir=_iobj" "--enable-com-dotnet=shared" "--with-
merypt=static" "--disable-static-analyze" "--with-pgo"

Server API CGIFastsGl
Virtual Directory | enabled
Support

Configuration CUIndows
File {php.ini) Path

Loaded E:wvinids\phpiphp.ini
Configuration
File

Scan this dir for |{none)
additional .ini

Fig.22: Testing the working of Apache2 and PHP.

31. Adding Snort to the Windows Services Database:

a.

In the CMD window, change the dir to E:\winids\snort\bin and then type the
following command ‘snort /SERVICE /INSTALL -C
e\winids\snort\etc\snort.conf-1e:\winids\snort\log —il > and press ‘Enter’ key.
Now type ‘sc config snortsvc start= auto’. As you press ‘Enter’ key it will give
you the following result: “[SC] ChangeServiceConfig SUCCESS”.

e C:AWINDOWS\system32\cmd.exe
W<C> Copyright 1985-2001 Microsoft Corp.

C:5\Documents and Settings“\Administratorie:

E:v>od winids
E:winids?cd snort
E:winidsssnortcd bin
E:winidsssnortrbhin2snort /SERVICE /INSTALL —c e:‘winidsssnort:etchsnort.conf -1
gsuwinidsssnortslog —il
[SNORT_SERUVICE] Attenmpting to install the Snort service.

[SHORT_SERVICE] The full path to the Snort binary appears to he:
E:swinidssznortsbinssnort ~SERUICE

[SNORT_SERUICE] Successfully added registry keys to:
| SHEEY_LOCAL_MACHINESNSOFTWARESSnorts

[SNORT_SERVICE] Successfully added the Snort service to the Services datahase.

E - “winids gnort hin>

Fig.23: Adding Snort to windows service database.
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32. Configuring the MySQL Database Server:

a. Open ‘my.ini’ file present inside ‘E:\winids\mysql’ folder and add the line
‘bind-address=127.0.0.1" just below ‘[mysqld]’.

b. Creating the Cloud Intrusion Detection System Databases: In the CMD
window change the directory to ‘E:\winids\mysq\MySQL Server 5.6\bin’ and
type the following commands and press ‘Enter’ key after each command:

I. mysql-u root -pd1ngdOng
ii. drop database test;

iii. create database snort;

iv. create database archive;
V. show databases;

et C:AWINDOWSAsystem32\emd.exe - mysql -u root -pd1ngdOng

i ormation_schema |
i mysgl i
| performance_schema |
-+

+
3 rows in set (B.B5 sec)

mysgl> create database snort;
Query 0K, 1 row affected (B.81 sec)

myzgl> create database archive;
Query 0K, 1 row affected <B.83 sec»

w datahases;

i information_schema |
i archive i
i mysgl i
| performance_schema E

Fig.24: Creating CIDS database.
c. Creating the Cloud Intrusion Detection System Database Tables: following
commands are used to create CIDS database tables:
I connect snort;
il. source d:/winids/barnyard2/schemas/create_mysql
iii. source d:\winids\apache24\htdocs\base\sql\create_base tbls_mysql.sql

iv. show tables;
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cr C:AWINDOWSAsystem32icmd.exe - mysql -u root -pd1ngdOng

Vi.
Vil.

viii.

Tahles_in_snort

acid_ag_alert
acid_event
acid_ip_cache
haze_roles
hase_users
data

detail
encoding
event

icmphdr

iphde

opt

reference
reference_system
schema

SENSOP
zig_class
sig_reference
signature
tcphde
udphdr

Fig.25: Creating CIDS database tables.
connect archive;
source d:/winids/barnyard2/schemas/create_mysql
source d:\winids\apache24\htdocs\base\sql\create_base_tbls_mysql.sql

show tables:

d. Creating the CIDS Database Access, and Authenticated User: type the

following command in the CMD window:

Vi.

Vii.

grant INSERT,SELECT,UPDATE on snort.* to snort identified by
'I0gg3r';

grant INSERT,SELECT,UPDATE on snort.* to snort@ localhost
identified by '10gg3r’;

grant INSERT,SELECT,UPDATE,DELETE,CREATE on snort.* to
base identified by 'an@ I1st';

grant INSERT,SELECT,UPDATE,DELETE,CREATE on snort.* to
base@ localhost identified by 'an@ I1st';

grant INSERT,SELECT,UPDATE,DELETE,CREATE on archive.* to
base identified by 'an@ I1st';

grant INSERT,SELECT,UPDATE,DELETE,CREATE on archive.* to
base@ localhost identified by 'an@ I1st';

Now insert command ‘use mysql;” and then ‘select * from user;” and

tap the ‘Enter’ key.
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e+ C:AWINDOWS\system32\cmd.exe - mysql -u root -pd1ngdOng

PN
H H ai
B | mysgl_native_password |
].DCEIl].}lDSt | snopt | =ABAB41225A342ASEAS47279DB48FEDG7IAS62B2 | N
I'N I'N .| | N
I'N N N I N
I'N N .|
IN H
N
ai ai
I N

Fig.26: Creating the CIDS database access, and authenticated user.
33. Configuring the CIDS Security Consol.
a. First of all copy ‘base confphp.dist’” to ‘base confphp’ present inside
‘E:\winids\Apache24\htdocs\base’.
b. Extract ‘opensource. gz’ present inside ‘EMemp’ to
‘E:\winids\Apache24\htdocs\base\signatures’.
c. Open ‘base _confphp’ file, present inside ‘E:\winids\Apache24\htdocs\base’ in
Notepad++.
. Go to line no. 50 and replace ‘$BASE_ urlpath = "; with
‘$BASE _urlpath = "http://winids';’.
ii. Go to line no. 80 and replace ‘$DBIib_path = ";> with ‘$DBlib_path =
‘e:\winids\adodb5';’.
iii. Go to line no. 89 and replace ‘$DBtype = '?????';” with ‘$DBtype =
'mysql’;’.
iv. At line no. 101 set $alert dbname to ‘snort’;
V. At line no. 102 set $alert host to ‘winids’;
vi. At line no. 103 set $alert port to ’;
vii. At line no. 104 set $alert user to ‘base’;
viil. At line no. 105 set $alert password to ‘an@]llst’;
ix. At line no. 108 set $archive_exists to 1’;
X. At line no. 109 set $archive dbname to ‘archive’;
Xi. At line no. 110 set $archive host to ‘winids’;

Xii. At line no. 111 set $archive portto ’;
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Xiil. At line no. 112 set $archive user to ‘base’;

Xiv. At line no. 113 set $archive password to ‘an@]11st’;

XVv. At line no. 188 set $show_rows to 90;

xvi. At line no. 276 set $show_expanded_query to 1;

xvii. At line no. 430 set $colored_alerts to 1;

Xviii. At line no. 433 set $priority_colors to
array('000000','FF0000','FF9900','FFFF00','999999");

XiX. At line no. 455 remove /> from the line ‘$graph font name =
"Verdana";’

XX. At line no. 456 mark ’// in front of $graph font name =
"DejaVuSans”;

xxi. At line no. 474 replace  ‘/$Geo IPfree file ascii =
"Ivariwww/html/ips-ascii.txt";”  with  ‘$Geo IPfree file ascii =
"e:\winids\apache24\htdocs\base\ips-ascii.txt";’

xxii. Save the file and exit.

34. Configuring graphing for the CIDS Security Console: to configure, you need to do the

following steps:

a. Copy ‘go-pear.phar’ present inside ‘e:\temp’ folder to ‘e:\winids\php’ folder.

b. Open the CMD window and change the directory to ‘e:\winids\php’ and than

type the following commands and press ‘Enter” after each command:

i

ii.
iil.
iv.
V.
Vi.
Vii.

viii.

Xi.

php go-pear.phar

pear install Image_Color-alpha
pear install Image_Canvas-alpha
pear install Image_Graph-alpha
pear install Log-alpha

pear install Math_Biglnteger-alpha
pear install Numbers_Roman-alpha
pear install Numbers_Words-alpha
pear install Mail-alpha

pear install Mail_Mime-alpha
copye:\winids\apache24\htdocs\base\world_map6.*e:\winids\php\pear\

image\graph\images\maps

35. Configuring the Barnyard2: open barnyard2.conf file in Notepad++ and make the

following changes:
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a. Setthe path ofthe files to respective destination:
i. config reference_file: e:\winids\snort\etc\reference.config
il. config classification_file: e:\winids\snort\etc\classification.config
iii. config gen _file: e:\winids\snort\etc\gen-msg. map
iv. config sid_file: e\winids\snort\etc\sid- msg.map
b. Change config event_cache_size to 32768.
Cc. Output database must be set as ‘log, mysql, user=snort password=10gg3r
dbname=snort host=winids sensor_name=WinIDS-Home’
d. Save the file and exit.
36. To add the Barnyard2 to auto-run on user login, execute auto-local-barnyard2.reg
from the CMD window and restart the system.
37. This completes the configuration of CIDS on windows machine. Now open the

browser and type ‘http://winids’, the following screen will be loaded:

Eile  Edit

The Windaws Intrusion Detection Syst.

& ¢][B- oner Jle o=
The Windows Intrusion Detection System! 2

unique listing Source IP Destination IP

unique [ Source IP Destination IP

unique listing Source IP Destination IP
any protocel TCP upp ICMP
any protocol TCP upp

Search
any protocol TCP upp Graph Alert Data

any protocol TCP upp Graph Alert Detection Time
any protocol TCP upP
Source Destination

Use Archive Database

- Most recent 15 Unique Alerts
- Most frequent 5 Unique Aleris

SensorsTotal: 1/1 Traffic Profile by Protocol
Unique Alerts: 9 TGP (73%)

Categories: 4

Total Number of Alerts: 5837

UDR (27%)

® Src P addrs: 20 g @ Your computer might be at risk %

® Dest. P addrs: 25 .
f 1CHP (0% + Mo firewall is burned on
® Unigue IP links 43 0 + Antivirus software might not be installed

Click this balloon ko fix this problem,
® Source Ports: 179 Dostecon Tooffic 00 hd

B T &)0 8] ® 151

Fig.27: Main security console.

38. Now since all the process are properly running, the security administrator can check
for different options that are available on the screen and then can take proper actions
on the basis of data and information available to him.

39. Different options that are available are: Today’s alerts, last 24 hours alerts, last 72
hours alerts, most recent 15 alerts and many more. On clicking any of the available
option the administrator will have the proper information related to that particular

option. Some example along with their snapshot are shown below:
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a.

If a security administrator clicks on ‘any protocol’ in front of ‘Most recent 15
alerts’, the following data as shown in Fig will be available to him. Similarly

he can check for any particular protocol i.e. either TCP or UDP.

0] < Signature > < Timestamp > < Source Address > < Dest, Address > < Layer 4 Proto >

[ #12-(1-7180)[snort] http_inspect: NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP 20140528 50.17.255.143:80  192.168.0.130:1052 TCP
RESPONSE 12:41:.07

Fig.28: Displaying 15 last attacks.

On clicking ‘any protocol’ of ‘last source ports’.

< Port > <Sensor> < Occurrences > < Unique Alerts > < Src. Addr. > < Dest. Addr. = < First = < Last>
[1 44076 [sans| [tantalo] [sstats] 1 2 2 1 1 20140531 19:20:056  2014-06-31 18:20:08
[ 47683 /tcp [sans] [tantalo] [sstats] 1 1 1 1 1 20140531 19:18:50  201408-31 18:18:50
[ 47684 tcp [sans] [tantalo] [sstats] 1 1 1 1 1 201405-31 19:18:50 - 2014-08-31 18:18:50
00 1/tcp[sans] [tantalo] [sstats] 1 2 1 1 1 20140531 19:18:50  201408-31 18:18:50
[1 47679 /tcp [sans] [tantalo] [sstats] 1 1 1 1 1 201405-31 19:16:49  2014-06-31 18:18:43
[0 135 /tcp [sans] [tantalo] [sstats] 1 2 1 1 1 20140531 19:15:49  201405-3118:18.43
[ 47681 /tcp [sans] [tantalo] [sstats] 1 1 1 1 1 201405-31 19:16:49  2014-06-31 18:18:43
[0 1052/ tcp [sans] [tantalo] [sstats] 1 29 3 1 1 MA05-2323:3324  201406-261241.07
[] ©090/tcp [sans] [tantalo] [sstats] 1 4K 1 1 1 20140524 18:09:06  2014-05-26 12:41:.07
[0 1053/tcp [sans] [tantalo] [sstats] 1 39 3 1 2 MAE-2B323:3323  201406-261241.07
[0  B0/tcp [sans] [tantalo] [sstats] 1 1906 3 9 1 MM405-2323:33:23  201405-26 124107
[ 1050/tcp [sans] [tantalo] [sstats] 1 1 1 1 1 01405-26 124107 201406-26 124107
[ 1081 /tcp [sans] [tantalo] [sstats] 1 4 3 1 ] 40523233324 201406-26 124107
[0 1261 /tcp [sans] [tantalo] [sstats] 1 1 1 1 1 0140524 18:37:18  201406-2418:37:18
[  1262/tcp [sans] [tantalo] [sstats] 1 1 1 1 1 0140524 18:37:18  2014-05-24 18:37:18

Fig.29: Displaying 15 last source ports.

On clicking ‘any protocol’ of ‘last destination ports’.

< Port > < Sensor> < Occurrences > < Unique Alerts = < Src. Addr. > < Dest. Addr. > < First » < Last >
O 445 [sans] [tantalo] [sstats] 1 2 2 1 1 2014-06-31 19:20:05  2014-05-31 19:20:05
[ 47683/ tcp [sans] [tantalo] [sstats] 1 1 1 1 1 20140631 191880 2014-05-31 19:18:80
O 1/tcp [sans] [tantalo] [sstats] 1 2 1 1 1 20140531 191880 2014-05-31 19:18:80
[] 47684/ tcp [sans] [tantalo] [sstats] 1 1 1 1 1 201406:31 191850 2014-05-31 19:18:50
[ 47673 /tep [sans] [tantalo] [sstats] 1 1 1 1 1 201440531 191843 2014-05-31 19:13:49
[ 47681 /top [sans] [tantalo] [sstats] 1 1 1 1 1 201440531 191843 2014-05-31 19:1%:49
O 135/ 1cp [sans] [tantalo] [sstats] 1 2 1 1 1 20140631 191848 2014-05-31 19:15:49
[] 1062 /tcp [sans] [tantalo] [sstats] 1 32 3 1 1 20140623 233324 2014-05-26 12:41:07
[]  80/icp [sans] [tantalo] [sstats] 1 2047 3 1 9 0140623233323 2014-05-26 12:41:07
] 1050/tep [sans] [tantalo] [sstats] 1 1 1 1 1 20140526 124107 2014-05-26 12:41:07
[]  8090/tcp [sans] [tantalo] [sstats] 1 15 H 1 1 201440624 180906 2014-05-26 12:41:07
[ 1262 /tep [sans] [tantalo] [sstats] 1 1 1 1 1 01440624 183718 20140524 18:37:18
[] 1261 /tcp [sans] [tantalo] [sstats] 1 1 1 1 1 201406:24 18:37:18  2014-05-24 18:37:18
[ 1298 /tep [sans] [tantalo] [sstats] 1 1 1 1 1 20140524 183715 20140524 18:37:15
] 1253 /tep [sans] [tantalo] [sstats] 1 1 1 1 1 201440524 183715 20140524 18:37:15

Fig.30: Displaying 15 last destination ports.

On clicking ‘destination’ option of the ‘Most frequent 15 addresses’.
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< DstIP address = Sensor# < Total # > < Unique Alerts = < Sre., Addr. =
O 192.168.0.130 1 2652 10 8
O 74.115.12.56 1 1538 2 1
| 192.168.0.2 1 760 4 1
O 50.17.255.143 1 283 3 1
O 192.168.0.255 1 216 4 2
O 207.171.139.80 1 100 2 1
| T4.125.236.192 1 42 2 1
O T4.125.236.183 1 32 2 1
O 103.245.222.175 1 30 2 1
O T4.125.236.166 1 pai 2 1
| 63.245.217.44 1 16 2 1
O 172.31.1.6 1 15 2 1
O 224.0.0.22 1 14 1 2
O T4.125.236.191 1 i 2 1
| 23.57.219.27 1 14 2 1

Fig.31: Most frequent 15 address.

e. On clicking ‘Most recent 15 unique alerts’.

< Signature > < Classification > < Total # > Sensor# < Source Address > < Dest, Address > < First > < Last >

[snort] hitp_inspect: NO CONTENT-LENGTH OR TRAMSFER- unknown 16{0%) 1 0140524 20140526
ENCODING [N HTTP RESPONSE 18:09:08 12:41:07

[snoit] http_inspect: MESSAGE WITH INVALID CONTENT-LENGTH OR unknown 6(0%) 1 2014-0524  2014-05-26

CHUNK SIZE 18:08:.05 12:41.07
[snort] Snart Alert [1:4:1] unknown 1494(26%) 1 1 2 2014-0523  2014-05-23

(| 233323 23:.48:40
[snort] Snort Alert [1:5:1] rmigc-activity 3927 %) 1 1 5 2014-05-23  2014-08-23

m RERER 7340

Fig.32: Most recent 15 unique alerts.

f. Onclicking ‘Most frequent 5 unique alerts’.

< Signature > < Clagsification > < Total#>  Sensor# < Sowrce Address> < Dest, Address > < First > <Last>
[0 [snort] Snort Alert [1:34] unknovwn 1816(31%) 1 19 5 MAEA23[E M3 234838

[ [snort] Snort Alet [1:4:1] unknavim 1494(26%) 1 4 U DB EHDE M1 3484

O [snort] Snort Alert [16:1]

misc-acthity 402(7%) 1 ) 8 MEBBH[T 040523234683

Fig.33: Displaying 5 most frequent alerts.
Thus you can obtain any type of information by clicking on any of the option available.
40. Generating attack scenario on the cloud node and checking for the alerts generated by
our CIDS.
a. Start Backtrack in virtual machine; configure the network properties of the
Backtrack, so that Windows XP and Backtrack are in the same network.
b. Now click on Applications > Backtrack > Exploitation Tools > Network

Exploitation Tools > Metasploit Framework > armitage.
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(f) backtrack

{(v Accessories »
& BackTrack » Q Information Gathering

,i Graphics » "h Vulnerability Assessment

Q Intemnet » @ Exploitation Tools % Network Exploitation Tools % Cisco Aftacks

m Office » \ Privilege Escalation Q"é Web Exploitation Tools oo Fast-Track
H Other » §J Maintaining Access g Database Exploitation Tools o+ Metasploit Framework " amitage

¥ Sound & Video » ||T Reverse Engineering reles 1 Tools » <3 SAP Exploitation ™ msfli

# System Tools » "\ RFID Tools ‘ Social Engineering Tools Q isrevilgrade & msfconsole
Y Wine L Stress Testing ‘\T Physical Exploitation g netgear-telnetenable e msfupdate

/f# Forensics @ Open Source Exploitation Q termineter Q start msfpro

Fig.34: Path to Armitage.

c. Click onarmitage optionto open it. It will than launch Metasploit framework.

-2l 3 backtrack

o] [ FrijJan 3, 12:18

Armitage VWiew Hosts Attacks Workspaces Help

> (B auxiliary
> (B exploit
> [ payload
»- ﬁ' post

Console X

Code: 00 00 00 G0 M3 T4 SP LO 1T FR 4M 3W OR K! V3 R5 I0 N4 00 00 00 00
Aiee, Killing Interrupt handler

Kernel panic: Attempted to kill the idle task!

In swapper task - mot syncing

0-dev [co . api:1.01
auxiliary 151 post
8 encoders - 8 nops

Fig.35: View of Armitage graphical interface.
d. Now go to Hosts option, and then click on Nmap scan, than on Ping scan, it

will ask you to enter the network range, provide the network range.

Enter scan range (e.g., 192.168.1.0/24):
192.168.0.0/24

| cancel | [ ok |

Fig.36: Providing Network Range for Ping Scan.
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e. Assoon upress ok, Metasploit launches its command and tells u which host
are UP in the network. In our case we find that host with IP 192.168.0.128 is
UP.

Console X | nmap X

[*] Mmap: Nmap scan report for 192,168.0.2
[*] Nmap: Host is up (0.00011s latency). * Message

[*] Nmap: MAC Address: 00:50:56:F8:1A:56 (VMware)

[*] Mmap: Nmap scan report for 192,168.0.128 Scen Complete!
[*] Nmap: Host is up (0.00024s latency).

[*] Nmap: MAC Address: 00:0C:29:58:52:2F (VMware)

Use Attacks-=Find Attacks to suggest
[*] Mmap: Nmap scan report for 192.168.0.129 applicable exploits for your targets.
[*] Nmap: Host is up. B
[*] Nmap: Nmap scan report for 192,168.0.254 &J
[*] Nmap: Host is up (0.00020s latency).

[*] Nmap: MAC Address: 00:50:56:E4:72:B8 (VMware)

[*] Nmap: Nmap done: 256 IP addresses (5 hosts up) scanned in 6.56 seconds

msf >

Fig.37: Result of Ping Scan.

f. Now click on Hosts than on Add Hosts (provide the IP of Windows Xp). A
virtual desktop resembling as an XP machine will appear. Right click on it and
then click on Scan, Armitage will tell u all the ports that are open and what
services are running on those ports.

msf auxildary( } = set RHOSTS 192.168.0.128
BHOSTS == 192.168.0. 128

msf auxiliary( ) = run -j

[*]1 Auxiliary module running as background job
[*]1 192.168.0.128:80 - TCP OPEN

[*1 19Z.168.0.128: 139 - TCP OPEN

[*1 19Z.168.0.128: 135 - TCP OPEN

[*1 192.168.0.128:445% - TCP OPEN

[*]1 192.168.0.128: 3306 - TCP 0OPEN

[*1 Scanned 1 of 1 hosts (100% complete)

Fig.38: List of open ports on XP.

msf auxiliary( ) = use scanner/smb/smb_version
msf auxiliary( ) = set THREADS 24

THREADS == 24

msf auxiliary( ) = set RPORT 445

RPORT == 445

msf auxiliary( ) = set RHOSTS 192,168.0.128

RHOSTS == 192,168.0.128

msf auxiliary( ) = run -j

[*] Auxiliary module running as background job

[*] 192.168.0.128:445 is running Windows XP Service Pack 2 (language: English) (name:SONY-7E3FE51353) (domain:WORKGROUP)
[*] Scanned 1 of 1 hosts (100% complete)

msf auxiliary( ) >

Fig.39: Services running on ports and OS running on host.

g. From the result we can see that the host is running Windows XP Service Pack
2, now we will find the vulnerabilities that can be used to exploit Windows
Xp, and we found that Windows XP has a vulnerability named Microsoft
Server Service Relative Path Stack Corruption. Thus we will take advantage of
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MSO08_067 vulnerability that uses the netapi module in the windows SMP
protocol that may be used for arbitrary code execution, using this vulnerability
we can obtain the shell of XP.

dcerpc
http

iis

mssql
Host mysql
oracle
proxy
realserver
samba

Login
Services
Scan

LAY Y Y YYYYYY

) = use scanner/smb /s, >MB
) = set THREADS 24 s ms10_061_spoolss

ms08_087_netapi

netidentity_xtierrpcpipe
timbuktu_plughntcommand_bof
pass the hash...

) = set RPORT 445

) = set RHOSTS 192.168.0.128
check exploits...

) = run -j
Fig.40: Exploiting netapi vulnerability.
h. Assoonas you click onthe ms08_067_netapi option, a screen will prompt and
will ask u to check the required details, if all the details are correct than you

can click on Launch button to launch the attack.
[ < attack 1921680128

Microsoft Server Service Relative Path Stack Corruption

This module exploits a parsing flaw in the path canonicalization code of NetAPIZ32.dll S
through the Server Service. This module is capable of bypassing NX on some operating
svstems and service packs. The correct taraset must be used to prevent the Server

Option A | Walue

LHOST 192.168.0.129

LPORT 22696

RHOST 192.168.0.128

RPORT 445

SMEFIPE BROWSER

Targets: |0 == Automatic Targeting vJ

L Use areverse connection

|| Show advanced options

Launch |

Fig.41: Launching attack.
I.  Armitage will than ask the Metasploit framework to run desired script in order

to exploit the vulnerability.
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msf = use exploit/windows/smb/ms08 067 netapi

msf exploit( ) = set LHOST 192.168.0.129
LHOST == 192.168.0.129

msf exploit( ) = set RPORT 445

RPORT == 445

msf exploit( ) = set LPORT 22696

LPORT == 22696

msf exploit( ) > set RHOST 192,168.0.128
RHOST == 192.168.0.128

msf exploit( ) = set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD == windows/meterpreter/bind tcp

msf exploit( ) = set SMBPIPE BROWSER

msf exploit( ) = set TARGET 0

TARGET => 0

msf exploit( ) = exploit -j

[*] Exploit running as backqround job.

[*] started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] selected Target: Windows XP SP2 Enqlish (AlwaysOn NX)
[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 192.168.0.128

[*] Meterpreter session 1 opened (192,168.0.129:44782 -> 192,168.0.128:22696) at 2014-01-03 12:44:31 +0530

Fig.42: Metasploit framework exploiting the vulnerability.
J. As soon as the exploit is complete you will find the red dragons on the
machine indicating that the machine with IP 192.168.0.128 has been

compromised, and u will get the shell of the compromised machine.

LArmitage Wiew Hosts Attacks Workspaces Help

- Iﬁ auxiliary
- (B explait
> (B payvlioad
= (B post

[ Consolae X T Scan X T exploit > T cmd.exe A060@1 X ]

Microsoft Windows XP [Version 5.1.2600]1
{(C) Copyright 1985-2001 Microsoft Corp.

C: ZWVWINDOWSYSYSsTem32=

Fig.43: Victim machine get compromised indicated by red dragon.

k. Now the point to be noted is that, if we have not installed the snort in our
network than the system administrator will never would have known that
his/her machine has been compromised but since snort was installed and
running in an NIDS mode that it will generate a log indicating that your

machine has been compromised, because of the following vulnerability.
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41.

42.

< Signature > < Classification > < Total # > Sensor# < Source Address > < Dest. Address > < First » < Last >
[snort] strearmb: TGP session without way handshake biad-unknawn B0%) 1 2 2 1403 40N
191649 19:18:0

[snort] portscan; TGP Porscan attempted-recon 1(0%) 1 1 1 0140831 2014083
[] 18:18:42 19:18:42

Fig.44: Alerts generated with signatures.

Parser and Summarizer Approach: from the cloud administrator point of view, a
proper readable and summarized alarm report is fundamental. IDS (Snort) by default
produces an intensive number of alerts, because of the large scalability of the cloud
network. Thus the executable code of our Parser and Summarizer algorithm when
attached with the schema of ‘snort’ database will reduce the number of alerts for the
cloud administrator. Our algorithm is based on an idea, if one machine is attacked by
one or more machine using same attack signature and has a same timestamp of attack,
than it is possible to reduce the number of alerts generated by the CIDS component.
This can be executed by integrating all the alerts with the similar combination
(destination IP, attack signature and timestamp) into a single alert only that also
merges their attributes.

Algorithm:

while (database has more row) {
/IFetch the current database row.
r =currentRow ();

/l Create an object of Alertld class. An instance of this class contains the destination machine IP Address

and a signature ID along with the timestamp of the attack.

Alertld id = new Alertld (r.getCol (destlp), r.getCol (signatureld),
r.getCol (timestamp));

if (hasmap.contains(id)) / If the hashmap already contains an instance of the class Alert Id

{

/I Get the value(an instance of class AlertDesc) associated with the key (an instance
of class AlertID).

AlertDesc desc = hashmap.get (id);

/lappend the IP Address to the list of source IP Address.
desc.getSourcelp ().add (r.getCol (sourcelp));
/l append the port to the list of destination port.
desc.getPort ().add (r.getCol (port));
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else

/[ Create an instance of class AlertDesc

AlertDesc desc = new AlertDesc ();

IIset all the properties of the desc object with values from the //database;

/ladd desc to the hashmap;

a. Alertld is a class with two properties: signatureld, timestamp and destinationld.

b. AlertDesc is a class with the

following properties:

signatureName,

signatureClassld, and signaturePriority, a list of sourcelp, ipProtocol, sourcePort

and list of destinationPort.

C. risthe current row.

d. hashmap is a map that will contain the summarised table.

43. If we look at the number of entries in the ‘acid event’” Schema Tables of ‘Snort’

Schema we will found that the number is very huge nearly to 5848.

sighature
220

230
253
225
230
253
217
126
126
126
126
126
126
126
126
506
507

<

ig_hame sig_class_id
NUP_INSPECT MESSAGE WITH INVALIL LUN TEN T-LEN...

hitp_inspect: NO CONTENT-LENGTH OR TRANSFER-E...
hitp_inspect: NON-RFC DEFINED CHAR

hitp_inspect: MESSAGE WITH INVALID CONTENT-LEN...
hitp_inspect: NO CONTENT-LENGTH OR TRANSFER-E...
hitp_inspect: NON-RFC DEFINED CHAR

portscan; TCP Portscan

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake

stream®: TCP zession without 3-way handshake
05-WINDOWS DCERPC MCACHAP-TCP sresve NetipPat..
05-wINDOWS DCERPC MCACM-P-TCP srvsve NetiPath..

[ NC R U U U R U U SR U SR SO U I U

S545 rowws Fetched in 0,2879s (0,03293)

sig_priciity | timestamp
ZU14-00-20 1 24107

2014-05-26 12:41:07
201405-26 12:41:07
2014-05-26 12:41:07
2014-05-26 12:41:07
2014-05-26 12:41:07
2014-05-31 13:18:42
2014-05-31 13:18:43
2014-05-31 13:18:43
2014-05-31 13:18:43
2014-05-31 13:18:43
2014-05-31 13:18:50
2014-05-31 13:18:50
2014-05-31 13:18:50
2014-05-31 13:18:50
201405-31 15:20:05
2014-05-31 13:20:05

= P3P R RI R ORI R ORI BRI L) L3 R LD G

# Edit

ip_src
5234239000

2887713030
3232235650
3232235650

240040335
3232235650
3232235649
3232235643
3232235650
3232235643
3232235650
3232235643
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3232235650
3232235643
3232235643

Fig.45: Number of alerts before applying summarizer algorithm.
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3232235650
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3232235650
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3232235650
v
?

M Last | P Search

44, Write the java executable code implementing the algorithm and JDBC connectivity to

‘snort’ schema.
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0] *Summarizer.java &

18 public static void main(String[] args){
19 Connection connect = null;
20 ResultSet rs = null;
21 Map<AlertID, AlertDescriptions summaryMap = new HashMap<AlertID, AlertDescriptions();
try {
(lass. forName("com.mysql.jdbe.Driver");
connect = DriverManager.getConnection("jdbcimysql://localhost/snort?user=rootlpassword=dingd@ng");
PreparedStatement ps = connect.prepareStatement("select * from acid_event');
rs = ps.executeQuery();
while(rs.next()) {
AlertID alertID = new AlertID{rs.getString(1), Integer.parselnt(rs.getString(2)), rs.getString(3));
if{summaryMap.isEmpty(} || summaryMap.get{alertID) == null) {
30 AlertDescription desc = new AlertDescription();

List<Integers portlist = new Arraylist<Integer=();
portlList.add(Integer.parselnt(rs.getString(8)));
desc. setDestinationPort(portlist);

List<InetAddress> sourcelplist = new Arraylist<InetAddress»();
sourcelplist.add(InetAddress. getByName(rs.getString(5)));

desc.setIpProtocol(rs.getString(6));
) desc.setSignatureClassId(Integer. parselnt{rs.getString(3)));
1 desc. setSignatureName(rs.getString(2));
desc. setSignaturePriority(Integer. parselnt(rs.getString(4)));
desc. setSourcePort(Integer. parselnt(rs.getString(7)));
desc. setSourcelps(sourcelplist);

summaryMap.put(alertID, desc);
}else {
AlertDescription desc - summaryMap.get{alertID);
desc.getSourcelps().add(InetAddress. getByNome(rs.getString(5)));
50 desc.getDestinationPort().add(Integer. parselnt(rs.getString(8)));
51 1

catch (UnknownHostException e) {
e.printStackTrace();

catch (NumberFormatException e} {
e.printStackTrace();

catch(ArrayIndexOut0fBoundsException ex) {
ex.printStackTrace();

catch (SQLException e) {

60 e.printStackTrace();

= AL DTN Y SRRV |

Fig.46: Executable code of summarizer algorithm.
45. The code once executed parses and summarizes the alerts that can be validated by the

number of alerts that are being generated after the execution of the algorithm.

siq_name timesstamp ip_dst

R P, T om0 1 Y AL D LI | i S0 U £ 1 Cun T ua

http_inzpect: NO CONTENT-LENGTH OR TRANSFER-E...  2014-05-24 18:36:51 3232235650 2

http_inspect: NON-RFC DEFINED CHAR 2014-05-24 18:37:15 2887713030

http_inzpect: NO CONTENT-LENGTH OR TRANSFERE..  2014-05-24 18:37:15 3232235650

http_inspect: NON-RFC DEFINED CHAR 2014-05-24 18:37:18 2887713030

http_inzpect: NO CONTENT-LENGTH OR TRANSFERE..  2014-05-24 18:37:18 3232235650

http_inspect: NON-RFC DEFINED CHAR 2014-05-24 18:36:51 2887713030

http_ingpect: MESSAGE WITH INVALID CONTENTLEN...  2014-05-26 12:41:07 2887713030

http_inzpect: NO CONTENT-LENGTH OR TRANSFERE..  2014-05-26 12:41.07 3232235650

hitp_inzpect: NON-RFC DEFINED CHAR 2014-05-26 12:41.07 2887713030

http_inspect: MESSAGE WATH INVALID CONTENTLEM...  2014-05-26 12:41:07 840040335

portscan: TCP Partscan 2014-05-31 19:18:42 3232235650

stream: TCP session without 3-way handshake 2014-05-31 19:18:49 3232235650

stream5: TCP session without 3-waw handshake 2014-05-31 19:18:49 3232235649 b/
217 rawes fetched in 0,009 (0.04545) M Last P Search
il i

Fig.47: Number of alerts after the execution of summarizer algorithm.
From the above figure it is clear that the number of alerts reduces from 5848 to 817
that are reducing the alarm generation of same alert by 86% which results in
increasing the efficiency of the CIDS administrator.
46. In addition to the above implementation, you can filter the alerts according to your
requirement by writing different SQL queries and executing it on the ‘acid event’

table of ‘snort’ schema.
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Chapter 5: Conclusion and Future Work

5.1 Conclusion

The thesis presents a comprehensive literature that describes the characteristics and
requirements for implementing efficient and effective IDS in cloud environment that
generates relevant alarms only. The literature provides in-depth knowledge of the layered
taxonomy of IDS and special attention was given to characteristics of cloud and the present
challenges restricting the implementation of IDS in cloud environment. The thesis also
provides the basic knowledge of cloud computing along with its various service and
deployment models and its key characteristics. The work also points to the major barriers that
restrict the broader adoption of cloud, crucial security concerns in cloud computing, specific
risks that a user should raise to a cloud provider and the proper defence strategy that should
be opted to protect the cloud environment from getting abused.

To rectify the problem presented in the thesis, Snort (an open source IDS) has been
implemented on a cloud hypervisor to detect the anomalous activities. The implementation
requires the installation and manual configuration of various support software that will help
in the proper functioning of our IDS. A graphical console was created which helps the system
administrator to view and analyse the alerts generated, the console has other security related
option that can also be analysed to study and thus improving the security of cloud
environment. All the events that are being captured by Snort are stored in a MySQ L database
which is attached to our ‘summarizer and parser’ algorithm which summarizes and combines
the related events (depending upon various attributes/trust factors) thus reducing the number
of alert triggered. After proper implementation of the algorithm on a Snort database it has
been observed that 86% of the irrelevant alerts have been deleted from generating alarm

which gives extra time to the system administrator to work on relevant alarms.

5.2 Future Work

Summarizer and parser algorithm that has been implemented can be optimized further by
changing or adding the trust attributes (destination IP, source IP, source port, destination port,
timestamp, signature ID, etc.) thus obtaining the relevant alerts according to the requirement
of the organization and eliminating the non necessary once.

Alerts can also be logged to a remote syslog server which lets the security

administrator to check alerts at a remote location which can be outside the perimeter of an
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organization. In addition to this, the implemented system can be made more advanced by
sending the alerts through electronic mail or through short message services to the security

analyst so that he can take relevant action in the real time, even if he is off from his work.
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