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ABSTRACT

Organizations in both public and private sectors have become increasinglydependent on
electronic data processing. Protecting these important data is of utmostconcern to the
organizations and cryptography is one of the primary ways to do the job.Public Key
Cryptography is used to protect digital data going through an insecurechannel from one
place to another. RSA algorithm is extensively used in the popularimplementations of
Public Key Infrastructures. A comparison introduced in this paper between the basic RSA

and the modified RSA version shows that the enhancement can easily be implemented.
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CHAPTER 1

INTRODUCTION

1. INTRODUCTION

Computer data often travels from one computer to another, leaving the safety of its
protected physical surroundings.(Once the data is out of hand, people with bad intention
could modify or forge your data, either for amusement or for their own benefit.
Cryptography can reformat and transform our data, making it safer on its trip between
computers. The technology is based on the essentials of secret codes), augmented by

modern mathematics that protects our data in powerful ways.

e Computer Security - generic name for the collection of tools designed to
protect data and to thwart hackers

e Network Security - measures to protect data during their transmission

e Internet Security - measures to protect data during their transmission over a

collection of interconnected networks

1.1 Security Attacks, Services and Mechanisms

To assess the security needs of an organization effectively, the manager responsible for
security needs (some systematic way of defining the requirements for security and
characterization of approaches to satisfy those requirements. One approach is to consider

three aspects of information) security:

e Security attack — Any action that compromises the security of information
owned by an organization.

e Security mechanism — A mechanism that is designed to detect, prevent or
recover from a security attack.

e Security service — A service that enhances the security of the data processing
systems and the information transfers of an organization. The services are
intended to counter security attacks and they make use of one or more security

mechanisms to provide the service.



1.2 Basic Concepts

COde: AnalgOrithm fOr transfOrming an intelligible message int0 an unintelligible One

using a cOde-b00k.

CryptOgraphy: The art Or science encOmpassing the principles and methOds Of

transfOrming anintelligible message intOOne that is unintelligible, and then

retransfOrming that message back t0 its Original fOrm.

Plaintext: The Original intelligible message.

Cipher text: The transfOrmed message.

Cipher: An algOrithm fOr transfOrming an intelligible message intOOne that is

unintelligible by transpOsitiOn and/Or substitutiOn methOds.

Key: SOme critical infOrmatiOn used by the cipher, knOwn)Only tO the sender &

receiver.

Encipher (encOde): The prOcess Of cOnverting plaintext tO cipher text using a cipher and

a key.

Decipher (dec0Ode): The prOcess 0f cOnverting cipher text back int0 plaintext using a

cipher and a key.

Thesis topic is
related to

cryptography

N

Plaintext

This system is well structured
andsystematic. It cOnsists Of

Cryptographic
system

cipher and key.

Figure 1.1: CryptOgraphic system

R@#%S@Sjdjkdhd
hnjbudf&*klhnklsdi
h87665

cipher‘text

Cryptanalysis:is a methOd tO cOnvert a decOded message frOm a nOn-readable fOrmat

back t0 readable fOrmat withOut knOwing hOw they were initially encOded frOm

readable fOrmat t0 nOn-readable fOrmat. In Other way it is similar tO cOde breaking

using trial and errOr based methOd.
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R@#%S@Sjdjkdhdh . z — Thesis topic is related
njbudf&*klhnklsdihg ryptanalysis to cryptography
7665
Unreadable message Readable message

This methOd is based On
trial- and-errOr based.

Figure 1.2: Cryptanalysis
Crypt010gyis a cOmbinatiOn Of cryptanalysis and cryptOgraphy.
1.3P1lain text and cipher text

Any cOmmunicatiOn in the language that we use t0 speak i.e. the human language, takes
the fOrm Of plain text Or clear text. That is, a message in the plain text can be
underst00d by anyb0dy knOwing the language as 10ng as the message is nOt encrypted in
any manner. SuppOse | say “Hi Amit”, it is plain text as bOth amit and | knOw its
meaning and intentiOn behind it.NOtably, we alsO use plain text during email
cOnversatiOn. FOr example, when we send an email t0 sOmeOne, we cOmpOse email in a
language that can be underst00d by the sender, the recipient and als0 by anybOdy whO
gets access t0 that message. SuppOse that my email tO my friend is cOnfidential fOr sOme
reasOn. TherefOre, 1 dOn’t nOt want anyOne else tO understand what i have written even if
he/she gets access t0 my mail befOre it reaches my friend. TO accOmplish this, simplest
methOd is t0 use cOdelanguage. FOr example, replace each alphabet in my cOnversatiOn
with sOme Other.COnsider fOur alphabets dOwn the Order. SO each A will be replaced by
E, B by F and sO0n. Table 1.1 shOws the Original alphabet in the first rOw and the
replaced One in secOnd rOw.

Table 1.1: Schemes t0O encrypt message by replacing each alphabet with alphabet fOur
dOwn the Order

11



A/B|C|D|E|F|GHI|J|K[1|MN|O|P|Q/R|S|T| U VW X Y| Z
E|F|G/H[I|[J|K[1|M N[O U (Y

Using the abOve scheme Of replacing each alphabet with the One that is fOur places
dOwn the line, a message “Thapar University” will becOme “xletev yrmzivwmxc”.
There can be many variant Of the abOve scheme. FOr example, it can be fOur five and
s00n dOwn the Order Or abOve the Order. SO, this cOdified message “x1letev yrmzivwmxc”

is knOwn as cipher text.

Sender Receiver
| | | |
I T =H | =1
Plain text Plain text
Encryption Decryption

\1/ u D Transmission > /]\
Cipher text Cipher text

Figure 1.3: Elements Of the cryptOgraphic OperatiOn

1.4 EncryptiOn and DecryptiOn

In technical terms, the prOcess Of encOding plain text message in tO cipher text message
is knOwn as encryptiOn. The reverse prOcess Of transfOrming cipher text t0 plain text

message is called as decryptiOn.

In cOmputer t0 cOmputer cOmmunicatiOn, the cOmputer at the sender end transfOrms the
plain text tO an encrypted text using encryptiOn algOrithm. This encrypted cipher

message is then sent Over the netwOrk (such as internet) tO the receiver. The receiver’s

12



cOmputer takes the encrypted text message and perfOrms appOsite Of encryptiOn i.e.
decryptiOn algOrithm tOObtain the Original message. Clearly the decryptiOn algOrithm
shOuld be similar tO encryptiOn algOrithm. Otherwise decryptiOn will nOt give the
Original message. FOr example, if the sender uses the rail fence technique fOr encryptiOn
and the receiver uses the simple cOlumnar technique fOr decryptiOn, the decryptiOn
wOuld yield a tOtally different plain text.

AnOther impOrtant aspect Of perfOrming encryptiOn and decryptiOn Of messages is the
key.

Input tO encryptiOn AlgOrithm
and
decryptiOn prOcess
Key
Key fOr encryptiOn and decryptiOn can be cOmpared tOcOmbinatiOn key and 10ck which
we use in day tO day life. The fact is that, the cOmbinatiOn 10ck and hOw tOOpen it
(algOrithm) are pieces Of public knOwledge. But the actual value Of the key required

t00pen the 10ck is kept secret.

Similarly the algOrithm fOr encryptiOn and decryptiOn prOcess is usually knOwn tO
everyOne. HOwever it is the key used fOr encryptiOn and decryptiOn that makes the
prOcess Of cryptOgraphy secure.

BrOadly we can divide the cryptOgraphic methOd based On keys in tO tw0: Symmetric
key cryptOgraphy and Asymmetric key cryptOgraphy. If same key is used bOth fOr
encryptiOn and decryptiOn prOcess then that mechanism is knOwn as Symmetric key
cryptOgraphy whereas when tw0 different key are used fOr encryptiOn and decryptiOn
methOd knOwn as Asymmetric key cryptOgraphy.

1.5 CryptOgraphy

CryptOgraphic systems are generally classified alOng 3 independent dimensiOns:

1. Type Of OperatiOns used fOr transfOrming plain text tO cipher text:

13



All the encryptiOn algOrithms are based On twQ general principles:
substitutiOn, in which each element in the plaintext is mapped int0 anOther

element, and transpOsitiOn, in which elements in the plaintext are rearranged.

2. The number Of keys used:

e If the sender and receiver uses same key then it is said tO be symmetric
key (Or) single key (Or) cOnventiOnal encryptiOn.
e If the sender and receiver use different keys then it is said tO be public key

encryption.
3. The way in which the plain text is prOcessed:

e A bl0ck cipher prOcesses the input and b10ck Of elements at a time,
prOducing Output b10ck fOr each input b10ck.

e A stream cipher prOcesses the input elements cOntinuOusly, prOducing
Output element One at a time, as it g0es a10ng.

1.6 SubstitutiOn Techniques

In the substitutiOn cipher technique, the characters Of a plain text are replaced by Other
character, number Or symb01s. There are many techniques, sOme Of them re listed
belOw:

Caesar Cipher

MOdified versiOn Of Caesar cipher
MOnO0-alphabetic Cipher
HOmMOphOnic SubstitutiOn Cipher
POlygram SubstitutiOn Cipher
POlyalphabetic SubstitutiOn Cipher
Playfair Cipher

Hill Cipher

© N o ok~ w NP

SOme Of the substitutiOn techniques are discussed belOw:
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1.6.1 Caesar Cipher

Scheme explained by replacing an alphabet with the One three places dOwn the line
was first intrOduced by Julius Caesar and is called as Caesar Cipher. FOr example,
using the Caesar cipher, the plain text THESIS will becOme cipher text WKHV1V.

Caesar Cipher is very weak technique Of hiding plain text messages. A1l that is required
t0 break the cipher is dO the reverse Of the Caesar Cipher prOcess i.e. replace each
alphabet in a cipher text message generated by Caesar Cipher with the alphabet that is
three places up the Order. Simplest algOrithm required tO break the Caesar Cipher is as
fO110ws:

Stepl: Read each alphabet Of the cipher text message and search fOr it in the secOnd rOw
Of the Table 1.2 given belOw.

Step2:When the match is fOund replace it with the cOrrespOnding alphabet in the first
rOw Of Table 1.2.

Step 3: Repeat the same prOcess fOr the entire alphabet in the cipher text message.

<
N

A/B|CIDIE|FIG|HII|J|K|1|MN|OIPIQR|SIT|U VI WX
DIEIFIGIH|I|J|K|[IIMN|OIP|QIR|SIT|U VI W X|Y Z

Table 1.2: Scheme shOws the Caesar Cipher encOding.
1.6.2 MOdified Caesar Cipher

let us nOw refine the Caesar Cipher t0 make it cOmplicate fOr attacker tO decOde it.
SuppOse that cipher text alphabets cOrrespOnding tO the plain text my nOt be fixed place
dOwn the Order, but instead Of it can be any paces dOwn the Order. It means that alphabet
A in plain text will nOt necessarily be replaced by D but it can be replaced by any
valid alphabet i.e. by F Or by K Or by 1 and s00On. SO0Once the replacement scheme is
decided it will be cOnstant fOr all the alphabets. There are 26 letters in the English
language. Thus an alphabet B can be replaced by any Of the remaining 25 alphabets.

15




S0, One can have 25 pOssibilities Of replacement.AlgOrithm tO decOde the Cipher text
fOr the mOdified versiOn Of Caesar Cipher is as f0110ws:

Stepl: let m be a number equal t0 1.

Step 2: Read the Cipher text alphabets One by One.

Step3: Replace each Cipher text alphabet with an alphabet that is k times dOwn the line.
Step4: Increase the m by 1.

Step5: If mis less than 26 then g0 tO step 2. Otherwise stOp the prOcess.

Step6: Original text message cOrrespOnding tO the cipher text message is One Of the 25
pOssibilities generated by the abOve steps.

COnsider an example, let Cipher text message be “HVSGWG” and nOw applying the
abOve algOrithm tO decOde it, frOm Table 1.3 it turns Out that at 12 attempt gives the
cOrrect plain text “THESIS” cOrrespOnding tO Cipher text.

Table 1.3: Dec0ding a cipher using mOdified versiOn Of Caesar cipher using all

pOssibilities.
Number of Cipher text message
Attempt
K HIV|S|G|W|G
1 Il | W|T|H|X|H
2 JI XU 1 |Y]I
3 K|lY |V |J|zZ]|]
4 112 W] K|A|K
5 MIA | X|1|B]|1
6 N|B|Y | M|C M
7 0O|C|Z|N|D|N
8 PID|/A|O0O]|E|DO
9 Q|E|[B|P|F|P
10 R|IF|C|Q|G|Q
11 S|G|D|R|H|R
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12
13
14
15
16
17
18
19
20
21
22
23
24
25

QMmMOolm >N XS cCl-
T mOOm>N< XS cClHdw
T mOoOm>N<L XS cCclHdw

| C|lHd|l »n Ol v|o|ZZ|rl Rl e|—

VOl volZ IR ael— IO mm

ClHdlw»n| 0O vlolZ|IZ|~r Rl|l—|I

1.6.3 M0N0 alphabetic cipher

MajOr weakness with Caesar cipher is its predictability. An attacker at max has t0 try 25
pOssibilities and he can sure Of decOding the cipher message. let us suppOse, rather than
using unifOrm cOding fOr all the alphabet if we use randOm substitutiOn fOr all
alphabets. FOr example, each A can be replaced by any alphabet between B t0 Z and B
can be replaced by any remaining 25 alphabets and s00n. NOw One can have
(26x25%24x23......2) Or 4x 10%° pOssibilities.

1.6.4 HOmMOphOnic SubstitutiOn Cipher

The hOmOphOnic( substitutiOn cipher is alike t0 mOn0 alphabetic Cipher. The main
difference between the tw0 techniques is that the replacement alphabet set in case Of
simple substitutiOn technique is fixed (e.g. replace A with D, B with E, etc.) whereas in
case Of hOmOphOnic substitutiOn cipher, One plain text alphabet can map t0 mOre than
One cipher text alphabet. FOr example, A cab be replaced by H,P,R,S,T ; B can be
replaced by E,\|,G,J,K, etc. In brief, hOmOphOnic substitutiOn cipher inv0lves)
substitutiOn Of On plain text with a cipher text character at a time but cipher text alphabet

can be any frOm the chOsen set.

1.7 TranspOsitiOn Techniques

17



TranspOsitiOn technique adds an extra feature tO the substitutiOn technique as nOt Only
replacing an alphabet with anOther One but alsO perfOrm sOme permutatiOn Over the

plain text characters. SOme Of the techniques are as f0110ws:

Rail Fence Technique

Simple COlumnar TranspOsitiOn Technique
Vernam Cipher (One —Time Pad)

BOOk Cipher (Running Key Cipher)

M w0 e

1.7.1 Rail Fence Technique

Rail fence technique uses transpOsitiOn methOd. A1gOrithm is shOwn belOw:

Stepl: AssOciate every letter in the plain text message with a number i.e. A=0, D=4 and
s00n.

Step2: Organize plain text matrix in the fOrm Of rOw matrix b the basis Of assOciatiOn in
the abOve step. FOr instance, let plain text be “AMIT”. FrOm stepl A=0, M=13 and
s00n. SO rOw matrix wil1100Kk like as:

Step3:Multiply plain text rOw matrix with a randOmly chOsen matrix nxn such that it
cOntain n number Of rOw which shOuld be equal tO rOws Of the matrix defined in step2.
let randOm1y chOsen matrix is:

oOrRrOoO R
_ o N
O RR W
R OR

18



Step 4: Multiply the

0 1 2 3 4 133
13 x 01 1 1 _ 42
9 1 01 0 - 9

20 0 1 0 1 33

Step5: COmpute mOd 26 value Of the matrix Obtained in step4 i.e. take the remainder
after dividing the abOve matrix values by 26.

3
16
9
7
Step 6: Translate back the numbers t0 alphabets3=C, 16=P and s00n .S00ur cipher text

is “CPIG”

Step 7: FOr decOding, take the cipher text matrix and multiply it by the inverse Original
key matrix.

19



CHAPTER 2

1LITERATURE SURVEY

2.1 Symmetric and Asymmetric Key CryptOgraphy
2.1.1 Need Of TwO CryptOgraphy Meth0Ods

let us discus why there is need fOr twO different cryptOgraphic methOds. COnsider a
prOblem as stated:

PersOn M wants t0 send a cOnfidential message tO persOn N. M and N live in the same
city, but separated by a few miles and cannOt meet each Other.

TO sOlve the abOve stated prOblem the basic sO1lutiOn used by M is, M will send the
letter in an envelOpe and pOst it t0 N and M will assume that n0One willOpen it befOre
it reaches t0O PrOblem with this sOlutiOn is that there is nO guarantee that an
unscrupulOus persOn dOes nOt Obtain and Open the letter befOre it reaches tO N. There is
a pOssibility that sOmeOne might Open the envelOpe read it and reseal the envelOpe.

NOw M cOmes with anOther sO1utiOn, M put the letter in a bOx and seals it with a highly
secure 10ck and end he bOx t0 N. As the 10ck is highly secure nObOdy in between can
pen this bOx and read the cOnfidentialletter. But this gave rise t0 anOther prOblem that
hOw N willOpen the bOx. This sO1utiOn prevented unauthOrized access and authOrized
access als0. What if M sends the key with the b0x, but this will alsO give unauthOrized

accCess.

NOw M cOmes with an imprOved plan. M decided tO send the 10cked bOx tO N but M
will nOt send the key al0ng with it. Instead M decided a place tO meet N and hand Over
the key in persOn. This seems t0 be full prOOfed sOlutiOn, but M can meet N in persOn
then M can hand Over the letter itself then why tO have anOverhead Of key. Remember
the whOle prOblem started because M and N cannOt meet in persOn they live a few

miles away!!!

20



As a result nOne Of the abOve sO1utiOn is cOmpletely acceptable. Main prOblem is Of
key distributiOn and key exchange. Since the sender and receiver will use the same key

t010ck and un10ck, this is called as symmetric key OperatiOn.

NOw let examine the abOve prOblem with mOre than twO peOple in cOmmunicatiOn. FOr
example, let us assume that MnOw wants tO cOmmunicate with twO persOns N and P. It
is clear that M cannOt use same 10ck and key pair fOr bOth the persOn. Thus the

f0110wing situatiOn arises:

e When M wanted tO cOmmunicate Only with N, M need Only One pair Of 10ck and
key (M-N).

e When M wanted tO cOmmunicate Only with N and P, M needs tw010ck and key
pairs (M-N and M-P). If N alsO wants tO cOmmunicate with P, One mQOre pair is
required as (N-P).SO three 10ck and key pair are required tO serve the needs Of
three cOmmunicating pairs.

e SuppOse fOur persOns (M, N, 0 and P) want tO cOmmunicate with each Other. TO
accOmplish this, six 10ck and key pair are required, M-N, M-0, M-P, N-0, N-P,
0-P.

Table 2.1: Number Of persOns and their cOrrespOnding 10ck and key pairs.

Personsinvolved | Number of lock and key pair
2 (MN) I(M-N)

3(MN.P) 2(M-NM-PN-P)

4 MN,0P) 6(M-N.M-OM-PN-ON-P,O-P)

We can see examine that:

e (If the number Of persOns invOlved is 2, we need 2*(2-1) / 2 =2 * (1) /2 =1 10ck
and key pair).

e |If the number Of persOns invOlved is 3, we need 3*(3-1) / 2 =3 * (2) /2 = 3 10ck
and key pair.
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e If the number Of persOns invOlved is 4, we need 4*(4-1) / 2 =4 * (3) /2 = 6 10ck
and key pair.)

In general, fOr n persOns, the number Of 10ck and key pairs is n*(n-1)/2. FOr example, if
we have 1000 persOn invOlved in the cOmmunicatiOn, 1000*(1000-1)/2=1000*(999)/2=
99,9000/2= 499,500 10ck and key pairs are required.

MOreOver, a recOrd is tO be maintained by sOmebOdy abOut the 10ck and key pairs is
issued tO which cOmmunicating pair. This recOrd is tO be maintained by sOmebOdy
assume it t0 be T. this recOrd is very essential it might be pOssible that sOmebOdy might
10se the 10ck Or key then in such situatiOn I is the duty Of the T t0 issue duplicate key Or
10ck. T must be highly trustwOrthy and accessible tO everyOne. This recOrd maintenance

in itself is a very time cOnsuming and tediOus task tO perfOrm.

2.1.2. Diffe- Hellman Key Exchange AlgOrithm

Martin Hellman and Whitefield Diffe invented a sOlutiOn tO the prOblem Of key
exchange in 1976 pOpularly knOwn as Diffe- Hellman Key Exchange AlgOrithm. In
this technique let twO persOns wh0 want tO cOmmunicate can agree securely On a
symmetric key. This symmetric key can be used fOr bOth encryptiOn and decryptiOn. But
this algOrithm can Only be used fOr Only key agreement but nOt fOr encryptiOn and
decryptiOn. As s00n as the persOns agree On key then they can use symmetric key
encryptiOn algOrithm fOr actual encryptiOn and decryptiOn Of the message.let us assume
twO persOns namely Frank and James want tO cOmmunicate and agree On a key t0 be
used fOr encryptiOn and decryptiOn a message. The steps Of the algOrithm are as
f0110ws:

Stepl: Frank and James agree On tw0large prime numbers n and g, nOte that they need

nOt t0 keep secret these 1arge prime number, they can agree this On an unsecure channel.
Step2: Frank chOses anOther randOm number x and calculate A such that:

A=g"m0d n

22



Step3: Frank sends this A t0 James.
Step4: James als0 chOse sOme Other randOm number y and calculates B such that:
B=g* m0d n
Step5: James sends this number B t0 Frank.
Step6: Frank nOw cOmputes the secret key using B as:
K1=B* m0d n
Step 7: James cOmpute the secret key using A as:
K2= A’ m0d n

Here K1 is equal tOK2 is the symmetric key which Frank and James must keep secret

and use it fOr encryptiOn and decryptiOn their messages.

Frank and James agree on

James

two prime number n and g.

A=g*mod n B=g” mod n
\ \
A B
K1=B* mad K2= AY mad

Here K1=K2=k becomes the shared
symmetric key between Frank and James

Figure 2.1: Diffe- Hellman Key Exchange AlgOrithms.
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PrOOf: 1let us take the equatiOn in step 6
K1=B* m0d n

Substituting the value Of B frOm equatiOn 4 as:
k1= (g")* m0d n=¢g”* m0d n (1)

NOw cOnsider the equatiOn in step 7 as:
K2= A’ m0d n

Substituting the value Of A frOm equatiOn 2 as:
K2=(g*)Y m0d n=g® m0d n (2)
FrOm equatiOn 1 and 2 it can be interpreted that K1 =K2.Hence pr00fed.

A questiOn may arise if Frank and James can calculate the keys independently then an

shared by James and Frank. Based On these values it is very difficult tO calculate the
values Of x and y that is knOwn tO Frank and James Only respectively. If the prime
numbers are sufficiently large then it makes it mOre cOmplex tOcalculatethe values Of
x and y. SO it makes difficult fOr the attacker tO calculate k.

PrOblem with Diffe- Hellman Key Exchange A1gOrithm

PrOblem with Diffe- (Hellman Key Exchange AlgOrithm can fallprey tO the man-in-
the-middle  attack.In cryptOgraphy and cOmputer  security,  a man-in-the-middle
attack (Often abbreviated t0 MITM, MitM, MIM, MiM Or MITMA) is an attack where the
attacker secretly relays and pOssibly alters the cOmmunicatiOn between twO0 parties whO
believe they are directly cOmmunicating with each Other. One example is active
eavesdrOpping, in which the attacker makes independent cOnnectiOns with the victims
and relays messages between them t0 make them believe )they are talking directly t0
each Other Over a (private cOnnectiOn, when in fact the entire cOnversatiOn is cOntrO1led

by the attacker. The attacker must be able tO intercept all relevant messages passing
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between the twO victims and inject new Ones. This is straightfOrward in many
circumstances; fOr example, an attacker within receptiOn range Of an unencrypted Wi-

Fi wireless access pOint, can insert himself as) a man-in-the-middZle.

As an attack that aims at circumventing mutual authenticatiOn, Or lack thereOf, a man-in-
the-midd1e attack (can succeed Only when the attacker can impersOnate each endpQint t0
their satisfactiOn as expected frOm the Zlegitimate Other end. MOst cryptOgraphic
prOt0c01s include sOme fOrm Of endpOint) authenticatiOn specifically tO prevent MITM

attacks.
COnsider an example,

Supp0seAmit (wishes t0 cOmmunicate with James. Meanwhile, TOm wishes t0 intercept
the cOnversatiOn t0 eavesdrOp and pOssibly (althOugh this step is unnecessary) deliver a
false message t0) James.

First, Amit asks (James fOr his public key. If James sends his public key tO Amit, but
TOm is able tO intercept it, a man-in-the-middle attack can begin. TOm sends a fOrged

message t0 Amit that claims tO be frOm James, but instead includes TOm’s) public key.

Amit, believing this( public key tO be James’s, encrypts her message with TOm’s key
and sends the enciphered message back t0 James. TOm again intercepts, deciphers the
message using her private key, pOssibly alters it if she wants, and re-enciphers it using
the public key JamesOriginally sent t0 Amit. When James receives the newly

enciphered message, he believes it) came frOm Amit.

1. Amit sends a message t0 James, which is intercepted by TOm:

Amit "Hi James, it's Amit. Give me yOur key." — TOm  James
2. TOm relays this message t0James; James cannOt tell it is nOt really frOm Amit:

Amit  TOm "Hi James, it'sAmit. Give me yOur key." —  James
3. James respOnds with his encryptiOn key:

Amit  TOm « [James’s key] James

4. TOm replaces James's key with her Own, and relays this tOAmit, claiming that it
is James's key:
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Amit  «— [TOm’s key] TOm  James

5. Amit encrypts a message with what she believes t0 be James 's key, thinking that
Only James can read it:

Amit "Meet me at the bus stOp!" [encrypted with TOm's key] — TOm  James

6. HOwever, because it was actually encrypted with TOm 's key, TOm can decrypt
it, read it, mOdify it (if desired), re-encrypt with James 's key, and fOrward it
t0James:

Amit  TOm "Meet me in the windOwless van On 22nd Ave!" [encrypted with
James's key] —  James

7. James thinks that this message is a secure cOmmunication frOm Amit.
This example shOws the need fOr Amit and James tO have sOme way t0 ensure that they
are truly using each Other's public keys, rather than the public key Of an attacker.

2.1.3 Asymmetric Key CryptOgraphy

Asymmetric cryptOgraphy, (alsO knOwn as Public-key cryptOgraphy, is a class
Of cryptOgraphic prOtOc01s based On algOrithms that require tw0 separate keys, One Of
which is secret (Or private) and One Of which is public. The public key is used, fOr
example, tO encryptplaintext ; whereas the private key is used tO decrypt cipher text.
The term "asymmetric" stems frOm the use Of different keys tO perfOrm these OppOsite
functiOns, each the inverse Of the Other — as cOntrasted with) cOnventiOnal (symmetric")
cryptOgraphy which relies On the same key tO perfOrm bOth.

Public-key algOrithms are (based On mathematical prOblems that currently admit n0
efficient sO1utiOn and are inherent in certain integer factOrizatiOn, discrete 10garithm,
and elliptic curve relatiOnships. It is cOmputatiOnally easy fOr a user tO generate a
public and private key-pair and tO use it fOr encryptiOn and decryptiOn. The strength lies
in the "impOssibility” (cOmputatiOnal impracticality) fOr a prOperly generated private
key tO be determined frOm its cOrrespOnding public key. Thus the public key may be
published withOut cOmprOmising security. Security depends Only )On keeping the private
key private. Public key algOrithms, unlike symmetric key algOrithms, dO nOt require
asecure channel fOr the initial exchangeOf One (Or mOre) secret keys between the

parties.
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Because Of the (cOmputatiOnal cOmplexity Of asymmetrical encryptiOn, it is typically
used Only tO transfer a symmetrical encryptiOn key by which the message (and usually
the entire cOnversatiOn) is encrypted. The symmetrical encryptiOn/decryptiOn is based On

simpler algOrithms and is) much faster.

Open netwOrked (envirOnments are susceptible tO a variety Of cOmmunicatiOn security
prOblems such as man-in-the-middle attacksand Other security threats. Security
prOperties required fOr cOmmunicatiOn typically include that the cOmmunicatiOn being
sent must nOt be readable during transit (preserving cOnfidentiality), the cOmmunicatiOn
must nOt be mOdified during transit (preserving the integrity Of the cOmmunicatiOn), the
cOmmunicatiOn must Originate frOm an identified party (sender authenticity) and t0
ensure nOn-repudiatiOn Or nOn-denialOf the sending Of the cOmmunicatiOn. COmbining
public-key cryptOgraphy with an EnvelOped Public Key EncryptiOn (EPKE) methOd,

al10ws fOr the secure sending Of a cOmmunicatiOn)Over anOpen netwOrked envirOnment.

The distinguishing( technique used in public-key cryptOgraphy is the use Of asymmetric
key algOrithms, where akeyused by One party tO perfOrm either encryptiOn Or
decryptiOn is nOt the same as the key used by anOther in the cOunterpart OperatiOn. Each
user has a pair Of cryptOgraphic keys — a public encryptiOn key and aprivate decryptiOn
key. TwOOf the best-knOwn uses Of public-key) cryptOgraphy are:

o Public-key encryptiOn, in which a message is encrypted with a recipient's public
key. The message cannOt be (decrypted by anyOne wh0 dOes nOt pOssess the
matching private key, wh0 is thus presumed tO be the Owner Of that key and the
persOn assOciated with the public key.) This is used in an attempt tO
ensurecOnfidentiality.

« Digital signatures, in which a (message is signed with the sender's private key and
can be verified by anyOne whO0 has access tO the sender's public key. This
verificatiOn prOves that the sender had access tO the private key), and therefOre is
likely tO be the persOn assOciated with the public key. This alsO ensures that the

message has nOt (been tampered with, as any manipulatiOn Of the message
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willresult in changes t0 the encOded message digest), which Otherwise remains

unchanged between the sender and receiver.

An analOgy t0 public-key encryptiOn is that Of a 10cked mail bOx with a mail s10t. The
mail s10t is expOsed and accessible tO the public — its 10catiOn (the street address) is, in
essence, the public key. AnyOne knOwing the street address can g0 tO the dOOr and drOp a
written message thrOugh the s10t. HOwever, Only the persOn whO pOssesses the key can

Open the mailb0x and read the message.

An analOgy fOr digital signatures is the sealing Of an envelOpe with a persOnal wax
seal. The message can be Opened by anyOne, but the presence Of the unique seal
authenticates the sender.

2.2 RSA AlgOrithm

RSA is One (Of the first practical public-key cryptOsystems and is widely used fOr
secure data transmissiOn. In such a cryptOsystem, the encryptiOn key is public and differs
frOm the decryptiOn key which is kept secret. In RSA, this asymmetry is based On the
practical difficulty Of factOring the prOduct Of twOlarge prime numbers, the factOring
prOblem. RSA is made Of the initialletters Of the surnames Of ROn Rivest, Adi
Shamir and 1eOnard Adleman, whO first publicly described the algOrithm in
1977. C1iffOrd COcks, an English mathematician, had) develOped an equivalent system
in 1973, but it was n0t declassified until 1997.

A user 0f RSA (creates and then publishes a public key based On the twQlarge prime
numbers, alOng with an auxiliary value. The prime numbers must be kept secret.
AnyOne can use the public key tO encrypt a message, but with currently published
methQds, if the public key is large enOugh, Only sOmeOne with knOwledge Of the prime
numbers can feasibly decOde the message). Breaking RSA encryptiOnis knOwn as
the RSA prOblem; whether it is as hard as the factOring prOblem remains anOpen

question.
2.2.1 OperatiOns in RSA

The RSA algOrithm invOlves three steps: key generatiOn, encryptiOn and decryptiOn.
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Key generatiOn

RSA inv0lves( apublic keyand aprivate key. The public key can be knOwn by
everyOne and is used fOr encrypting messages. Messages encrypted with the public key
can Only be decrypted in a reasOnable amQOunt Of time using the private key. The keys
fOr the RSA algOrithm are generated the) f0110wing way:

1. ChO0Ose twO(distinct prime numbers p and g.

e FOr security purpOses, the integers p and q shOuld be chOsen at randOm, and
shOuld be Of similar bit-length. Prime integers can be efficiently fOund
using a) primality test.

2. COmpute n = pq.

e nis used as( the mOdulus fOr bOth the public and private keys. Its length,

usually expressed in bits, is the key)length.
3. COmpute

e =09@E)e@)=(P-1)@-1)=n-(p+q-1),
Where,
¢ is Euler's tOtient functiOn. This value is kept private.

4. Ch0Ose an integer e such that 1 <e <g(n) and gcd(e, o(n)) = 1; i.e.,eand ¢@(n)

are cOprime.

e eisreleased as the public key expOnent.

e e having a shOrt bit-1ength and small Hamming weight results in mOre
efficient encryption — mOst cOmmOnly 2'° + 1 = 65,537. HOwever, much
smaller values Of e (such as 3) have been shOwn tO be less secure in

sOme settings. [15]

5. Determinedasd=e ™ (m0d ¢(n)); i.e.,dis themOdular multiplicative
inverse Of e (m0dul0 ¢(n)).
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e This is mOre clearly stated as: sO1ve fOr d given d-e = 1 (mOd ¢(n))

e This is Often cOmputed using the extended Euclidean algOrithm. Using the
pseudOcOde in the MOdular integers sectiOn, inputs a and n cOrrespOnd
t0 eand ¢(n), respectively.

o dis kept as the private key expOnent.

The public key cOnsists Of the mOdulusnand the public (Or encryptiOn)
expOnent e.The private key cOnsists Of the mOdulus n and the private (Or decryptiOn)
expOnent d, which must be kept secret. p, g, and ¢(n) must alsO be kept secret
because they can be used t0 calculate d.

e An alternative, used by PKCS#1, is t0 ch00se d matching de = 1 (mOd L) with A =
lcm(p — 1, g — 1), where 1cm is the least cOmmOn multiple. Using A instead Of
¢(n) al10ws mOre chOices fOrd. A can alsO be defined using the Carmichael
function, A(n).

EncryptiOn

Alice transmits her public key (n, e) t0 BOb and keeps the private key d secret. BOb then
wishes t0 send message M t0 Alice.

He first turns M int0 an integer m, such that 0 <m<nand gcd(m, n) = 1 by using an
agreed-upOn reversible pr0t0c01 knOwn as a padding scheme. He then cOmputes the

ciphertext ¢ cOrrespOnding t0
c=m" (mod n)

This can be dOne efficiently, even fOr 500-bit numbers, using MOdular expOnentiatiOn.
BOb then transmits c t0 Alice.

NOte that at least nine values Of m will yield a ciphertext c equal tO m.
DecryptiOn

Alice can recOver m frOm c by using her private key expOnent d via cOmputing

m=c" (mod n)
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Given m, she can recOver the Original message M by reversing the padding scheme.
COnsider a numerical example,

The parameters used here are artificially small, but One can alsO use OpenSS1 tO
generate and examine a real keypair.

1. ChO0Ose twO distinct prime numbers, such as
p=6lagggq =53
2. COmpute n = pq giving

n = 61 x 53 = 3233
3. COmpute the tOtient Of the prOduct as ¢(n) = (p — 1)(q — 1) giving

0(3233) = (61— 1)(53— 1) = 3120

4. ChOOse any number 1 <e< 3120 that is cOprime t0 3120. Ch0Osing a prime
number fOr e 1leaves us Only t0 check that e is nOt a divisOr Of 3120.

lete = 17

5. COmpute d, the mOdular multiplicative inverse Of e (mOd o(n)) yielding,

d=2753

WoO0rked exampZle fOr the mOdular multiplicative inverse:
e x d mod p(n)=1
17 x 2753 mod 3120 =1
The public key is (n = 3233, e = 17). FOr a padded plaintext message m, the encryptiOn

function is
e(m) =m'" mod 3233

The private key is (d = 2753). FOr an encrypted ciphertext c, the decryptiOn functiOn is
m(c) = ™ mod 3233

FOr instance, in Order tO encrypt m = 65, we calculate

c =657 mod 3233 = 2790
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TO decrypt ¢ = 2790, we calculate

m = 2790°™3 mod 3233 = 65

BOth Of (these calculatiOns can be cOmputed efficiently using the square-and-multiply
algOrithm fOr mOdular expOnentiatiOn. In real-1life situatiOns the primes selected wOuld
be much larger; in Our example it wOuld be trivial tO factOr n, 3233 (Obtained frOm the
freely available public key) back tO the primes p and g. Given e, als0 frOm the public
key, we cOuld then cOmpute d and sO acquire the private )key.

Practical implementatiOns use the Chinese remainder theOremt0 speed up the

calculatiOn using mOduZlus Of factOrs (mOd pg using m0Od p and mOd q).
The values dp, dq and giny, Which are part Of the private key are cOmputed as f0110ws:
d, = d mod (p— 1) = 2753 mod (61 — 1) = 53
d, = d mod (g — 1) = 2753 mod (53 — 1) = 49
G = ¢ mod p =531 mod 61 = 38
= (Ginv X q) mod p =38 x 53 mod 61 =1

Here is hOw dp, dq and giny are used fOr efficient decryptiOn. (EncryptiOn is efficient by
chOice Of public expOnent e)

my = ¢ mod p = 2790 mod 61 = 4
my = ¢ mod ¢ = 2790* mod 53 = 12
h = (g X (Mg —mg)) mod p= (38 x —8) mod 61 =1
m=mqy+hxg=12+1x 53 =65
2.3 Related WOrk

R. Rivest, A. Shamir, and 1. Adleman has prOpOsed a methOd fOr implementing a public
—key (cryptOsystem whOse security rest in a partOn the difficulty Of factOring the large
numbers. It permits secure cOmmunicatiOn t0 be established withOut the use Of cOuriers
t0 carry key and it a1s0 permits One t0‘sign’ digitized) dOcuments [18].
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An EncryptiOn methOd is presented with the nOvelprOperty that publically revealing an
EncryptiOn key dOes nOt thereby reveal the cOrrespOnding decryptiOn key. This has tw0

impOrtant cOnsequences:

e COuriers (Or Other secure means are nOt needed tO transmit keys, since a message
can be enciphered using an encryptiOn key publicly revealed by the intended
recipient. Only he can decipher the message, since Only he knOws the
cOrrespOnding )decryptiOn key [19].

e A message can be (“signed” using a privately held decryptiOn key. AnyOne can
verify this signature using the cOrrespOnding publicly revealed encryptiOn key.
Signature cannOt be fOrged; a signer cannOt deny the) validity Of his signature
[19].

This has ObviOus applicatiOns in “ElectrOnic mail” and “electrOnic fund transfer”

system.

XinZhOu and XiaOfei (Tang prOpOsed an implementatiOn Of a cOmplete and practical
RSA encrypt/decrypt s01utiOn based On the study Of RSA public key algOrithm [20]. In
additiOn, the encrypt prOcedure and cOde implementatiOn is prOvided in details.
EncryptiOn and decryptiOn algOrithm's security depends On the algOrithm [20], it
alsOdepends On the key cOnfidentiality. Key in the encryptiOn algOrithm has a pivOtal
pOsitiOn, Once the key was leaked, it means that anyOne can be in the encryptiOn system
tOencrypt and decrypt infOrmatiOn; it means the encryptiOn algOrithm is useless.
TherefOre, what kind Of data yOu chOOse tO be a key), hOw tOdistribute the private key,
and hOw t0 save bOth data transmissiOn keys are very impOrtant issues in the encryptiOn
and decryptiOn algOrithm.

Ishwarya M and Dr.Ramesh Kumar prOpOsed implementatiOn Of the RSA algOrithm
during data transmissiOn between different cOmmunicatiOn netwOrks and Internet, which
is calculated tO generate the keys by a prOgram and then save these values Of the keys in
the databases. Its advancing the existing database systems and increasing the security and
efficiency Of the systems. This is achieved with a new cOncept t0 implement a real
wOrld anOnymOus database [17] which imprOves the secure efficient system fOr
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prOtectiOn Of data, restricting the access t0 data even by the administratOr thus

maintaining the secrecy Of individual patients [17].

AayushChhabra, SruthiMathurprOpOsed that the security Of RSA can be further increased
with the use Of third prime number alOng with a new apprOach fOr encryptiOn and
decryptiOn [16]. This apprOach (eliminates the need tOtransfer n, the prOduct Of twO
randOm but essentially big prime numbers, in the public key due tO which it becOmes
difficult fOr the intruder tOguess the factOrs Of n and hence the encrypted message
remains safe frOm the hackers. Thus this apprOach prOvides a mOre secure path

fOrtransmissiOn and receptiOnOf messages thrOugh public key)cryptOgraphy [16].
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CHAPTER 3

PROB1EM STATEMENT

In this particular chapter, the gaps which exist in the current work, problem statement of
our proposed work, the objectives which are to be achieved and the method for achieving

these objectives are discussed.

3.1 Gap Analysis:
In the literature survey chapter, different Cryptography algorithm and related problems

are discussed and in the existing work following gaps exists:

1. A disadvantage of using public-key cryptography for encryption is speed.
2. Public-key cryptography may be vulnerable to impersonation, even if users'

private keys are not available.

3.2 Problem Statement

To increase security of computation of RSA algorithm we need to modify the RSA
algorithm which can be done by applying DUA1 RSA and using four prime numbers

and using a new variable for Encryption and Decryption.

3.3 Objectives

1. To study different Cryptography algorithms.
2. To focus on improving the security by applying DUAL RSA.
3. Using the concept of prime numbers and making it more complex for the attacker

by using four large prime numbers.
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CHAPTER 4

METHODODO10GY

4.1 Proposed Method:
In the proposed method, we are using four prime numbers to generate the modulus N;
and N and four prime numbers [3] along with N; and N is used to generate a new key,
which is used for Encryption and Decryption of data. We have also applied dual RSA
algorithm to enhance he security.
Three phases are as follows:
e Key Generation
e Encryption
e Decryption
Proposed algorithm
Step 1: Take four prime numbers P, Q, R, and S.
Step 2: Compute:
Ni= P*Q*R*S
N,=P*Q
Step 3: Compute:
@ (N) = (P-1)*(Q-1)*(R-1)*(S-1)
Step 4: Find e,
Such that GCD {e, @ (N)} =1
Step 5: Find d,
Such thatd * e=1 mod {@ (N)}
Or
D=e" mod {@& (N)}
Or
1=d*e mod {@ (N)}
Form the steps; we can derive the following keys:
Private Key = {e, N1)
Public Key={d, N2
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The flow chart for the proposed RSA algorithm is shown below in Figure 4.1.

Enter four prime numbers

p,q,r,ands.

|

Ni= P*Q*R*S
N=P*Q
N3=R*S

Compute:

@ (N1) = (P-1)*(Q-1)*(R-1)*(S-1)
@ (N3) =(R-1)*(s-1)

|

Find e, Such that
GCD {e1, @ (N1)} =1
GCD {e>. @ (N2)} =1

y

Find d,Such that
d1 * e;= 1 mod {@ (N4)}
dz * e;= 1 mod {@ (N3)}

L

Public Key = {e;, Ny)
Public Key = {e;, N3)

|

Private Key= {d;, Ny)
Private Key= {d,, N3)

Figure 4.1: Flow chart
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Consider a real time example,

As shown (in Figure 4.2, the process is more direct than with Diffie-Hellman. let’s
suppose you want to send your credit card number to Flipkart.com. Then in the simplest
variant, Flipkart picks fOur large prime numbers, p, g, r and s with the cOnditiOn that
p—1.,g—1,r—1ands-1isdivisible by 3. It then multiplies them tOgether tO get N; =
pxgxrxs and N, - pxq sends N; tO yOu. On retrieving N;, yOu calculate y = x® mOd Ny,
where x is yOur credit card number, and send y back t0 Flipkart, Flipkart then faces the
prOblem Of hOw tO recOver x given y. In Other wOrds, hOw dOQes it take a cube rOOt
mO0dul0 N? FOrtunately, it can dO that given using its knOwledge Of the prime factOrs p
and q, tOgether with the f0110wing fOrmula) discOvered by the mathematician 1eOnhard
Euler in the 1700’s:

xP D@ = q mOd N;

NOte: Basically, because (p — 1)(q — 1) is the Order Of the multiplicativegrOup mOd Ny,
cOnsisting Of a11 numbers frOm 1 tO N; that are relatively prime tON;.

If Flipkart can Only find an integer k such that 3k = 1 m0d (p — 1)(q — 1), then y* = x* =
x“CDE D = 5 ' m0d N, (where ¢ is sOme integer. But the fact that neither p — 1 nOr q — 1
is divisible by 3 implies that such an integer k must exist — and furthermOre k can be
fOund in pOlynOmialtime given p and g, fOr example by using Euclid’s algOrithm. And
Once Flipkart has k, it can alsO cOmpute y* m0d N, = x in pOlynOmial time using
repeated squaring. It can thereby recOver yOur credit card number x, as desired. The
ObviOus questiOn is, hOw secure is this system? Well, any adversary) wh0 cOuld factOr
N, into pxqg could obviously decrypt the message x, by using the same algorithm that
Flipkart itself uses. Hence this whole system is predicated on the presumed
intractability of factoring large integers and of course, any proof that factoring is hard

wouldalso prove P !'= NP.
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You Flipkart

nq
s.L. (p-1) and (g-1) are not
x divisible by 3
N N=pq
-—
Find k s.t.
y=x"modN 3k =1mod (p—-1)(g—1)

¥ .
5 y*modN=x*modN

=xmodN =x

Figure 4.2: Conversation between Flipkart and user.
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CHAPTER 5

IMPIEMENTATION & RESU1TS

The strength of large prime number depends on four variables p, g, r and s. It is difficult
to break the large prime number into four.Dual RSA has added extra security to the

system.

p-1#0mod 3
g-1#0mod 3
r-1#0mod 3

s-1#0mod 3

\ / Everyone
x=credit card #

Flipkart

Ve

You

® (N) = (p-1) (g-2) (r-1) (s-2)
3k=1(mod m)
(¢)=(x)mod(N)

Figure 5.1:Encryption and decryption process between user and Flipkart.

The first step is taken by the recipient of the message, by generating two giant prime
numbersp and g and (setting N2 = pxq. Note that p and g must be chosen such that p — 1,
r-1,s—1andq— 1 are nOtdivisible by 3. The recipient keeps p and g a c10sely-guarded
secret, but gives Out N; tO anyOnewhO asks. SuppOse a sender has a secret message X that
she wants t0 send tO the recipient. The sender calculates x> m0d N; and sends it tO the
recipient. NOw it’s the recipient’s turn tO recOver the message. He can use sOme number
theOry tOgether with the fact that he knOws p and g, the factOrs Of N,. The recipient first
finds an integer k such that 3 = 1 m0d (p — 1)x (q — 1), which) can be done in
polynomial time via Euclid’s algorithm, and then takes (x*)k mod N = x*k mod N = x.
The exponentiation can be done in polynomial time by using the trick of repeated

squaring. Voila! When you 100k at this procedure, you might wonder why are we cubing
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as opposed to (raising to another power; is there anything special about 3? As it turns
out, 3 is just the first choice that’s convenient. Squaring would lead to a ciphertext that
had multiple decryptions (corresponding to the multiple square roots mod N;), while
we want the decryptiOn tObe unique. Indeed, if we wanted the square r00t tO be unique,
then we’d need p—1 and q—1 tO nOt divisible by 2, which is a prOblem since p and g
(being large prime numbers) are 0dd! YOu cOuld, hOwever, raise tO a pOwer higher than
3, and in fact that’s what peOple usually d0. If the Other cOmpOnents Of the
cryptOsystem—such as the padding Out Of messages with randOm garbage—aren’t
implemented prOperly, then there’s a class Of attacks called “small-expOnent attacks”
which break RSA with small exponents though not with large ones). On the other hand,
if everything else is implemented properly, then as far as we know x® mod Njis already

Secure.

Window Help

File Edit Search Run Compile Debug Project Options

long int p,q,nl,n2,n3,t,t1,flag,el1001,d[100],temp[100], j,ml100],en[100]1,i,r,s
char msgl[100]1;

int prime(long int):;

void ce();

long int cd(long int):

F1 Help F2 Save F3 Open nAlt-FI9 Compile F9 Make F10 Menu

Figure 5.2: Shows the library and prototype of function.
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File Edit Search BRun Compile Debug Project Options Window Help
— RSAAAR.CPP ——

,8r);
f lag=prime(r):
printf (
scanf ( .3 H
f lag=prime(=s):
if (f lag==0i ip==q)
i
printf(
getch():
exit(1);
63:1
F1 Help FZ Save F3 Open Alt-F9 Compile F9 Make F10 Menu

Figure 5.3: The process of testing whether a number is prime or not.

= File Edit Search Run Compile Debugy Project Optiomns Lindow Help
——— B (PP ————

fflush(stdin):

scanf ( smsg):
for(i=0:msglilt=NULL:i++)
mlil=meglil:

nl=peg=r=s;

t=(p-1)slg—1)%(r—1)=(5-1);
t1=(r-1)=(s-1);
cel):

int primeClong int pr)
{

84:1 ——
F1 Help FZ Save F3 Open Alt-F9 Compile F9 Make F10 Menu

Figure 5.4: The proposed algorithm.
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= File Edit Search Bun Compile Debug Project 0Options Window Help
[H]—— R3AN.CPP ———

long int pt,ct,key=el0]1,k,len:
i=0:
len=strlenimsg):
while(it=1en)
i
pt=mlil:
pt=pt-96:
k=1:
for( j=0: j<key: j++)
i

k=k=pt:
k=kxn1l;
¥
templil=k:;
ct=k+36:
enlil=ct:
i++;
145:1 ——
F1 Help FZ Save F3 Open Alt-F9 Compile F9 Make F10 Menu

Figure 5.5: The encryption algorithm.

File Edit Search Run Compile Debugy Project Options

RsAAAA . CPP

Window Help

printf ( );
for(i=0;enlilt=—-1;i++)
printf ( senlill):
¥
woid decrypt()
i
long int pt,ct,key=dL[O],k:
i=0:
while(en[il?=-1)
i
ct=templil;
k=1:
for( j=0; j<key: j++)
{

k=k=ct;
k=k«nZ;
¥
pt=k+96;
mlil=pt:
166:1 ——
F1 Help FZ Save F3 Open nlt-F9 Compile F9 Make F10 Menu

Figure 5.6: The decryption process.

43



E DOSBox 0.74, Cpu speed: max 100% cycles, Frameskip 0, Program:  TC = B S

Enter 1st Prime Number

Enter Znd Prime Number

Figure 5.7: The input given to the program.

E DOSBox 0.74, Cpu speed: max 100% cycles, Frameskip 0, Program:  TC =X

1st Prime Number
Znd Prime Number
3rd Prime Number

4th Prime Number

Figure 5.8: The encrypted and decrypted process.
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5.1. Advantages of Proposed Method

e The strength of large prime number depends on four variables p, g, r and s. It is
difficult to break the large prime number into four.

e Eliminate the use of common modulus n by generating a new variable from
value of n and the prime numbers.

e Using new variable for encryption and decryption gives more security for data
transfer.

e By using four prime numbers RSA decryption phase speed is increased as the
value of N, is very large.

e Dual RSA has added extra security to the system.

Table 5.1: Comparison of existing and proposed method

Existing RSA system Proposed RSA system

Two prime numbers are selected to | Four prime are selected to generate the
generate common modulus n. common modulus n

Strength of large number depends on two | Strength of large prime number depends

variables. on four prime numbers.

Common modulus n is used for Encryption | Two variable N; and N, are and generated
and Decryption. used for encryption and decryption.

The most widely used [5]RSA is based on arithmetic modulo large numbers which
willlead to slow in operation in RSA decryption .The Encrypt Assistant Multi-Prime
RSA(EAMRSA) will speed up the decryption process by reducing modules and private

exponents in modular exponentiation.

A new variant of RSA is called EAMRSA (Encrypt Assistant Multi-Prime RSA) will
effectively combines Multi-Prime RSA [3] [4] and RSA-S2 system [5]. It can obtain a
higher speedup than the basic RSA and the above two RSA variants. The variant also has

obvious parallel characteristics and is easy to be implemented in parallel.
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CHAPTER 6 CONC1USIONS& FUTURE SCOPE

6.1 Conclusions

The proposed method is more secure than RSA algorithm as the public key exponent d
can be found out only by knowing the four prime numbers p,q,r and s and which can be
known only through N, but as N2 is not transmitted in public key, thus it is very

difficult to know the value of d, hence the encrypted message cannot be read easily.

6.2 Future scope

We can also use ‘n’ prime numbers which is provided the security over the networks. In
which we endeavored to get the quality that make easier the cryptography to have a good
use of ‘n” prime numbers. The ‘n’ prime numbers act (play) very important role in RSA

cryptosystem.
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