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ABSTRACT

Heterogencous Networks (HetNets) play an essential role in enhancing the quality-
of-service (QoS) for end-users by increasing the spectral efficiency of the network
and reducing the power consumption of user equipment (UE). With an exponen-
tial increase in the number of Internet of Things devices (IoTD), data traffic flow
demands, and the complex network structure of 5G, the HetNets are also growing
rapidly to increase the spectral efficiency of the wireless network. The market size of
HetNets is expected to reach about 51.1 billion USD by the year 2027 as compared
to 18.3 billion USD in the year 2020 with a compound annual growth rate (CAGR)
of 15.2%. In contrast to traditional homogeneous networks, HetNets allow small
cells to collaborate in macrocell networks, which increases the possibility of spatial
resource reuse and improves the quality-of-service (QoS) for user equipment (UE).

However, the dynamic and distributed nature of HetNets makes them susceptible
to various types of attacks (e.g., eavesdropping, jamming). Also, new technologies
of 5G such as Massive MIMO, mmWave, NOMA brings unique security concerns to
5G HetNets, which were not present in pre-bG HetNets. Implementing traditional
security techniques such as access control, encryption, and network security seems
to be insufficient for 5G HetNets and their inherent vulnerabilities. Also, HetNet’s
architecture is more open and varied than traditional single-tier cellular networks,
making information sharing more vulnerable to security threats. Thus, designing
and implementing effective eavesdropping countermeasures is essential for secure
wireless transmissions in 5G HetNets. Although, cryptography-based solutions have
been widely used to provide network security at the upper levels. But, these so-
lutions are limited in their ability to meet the security needs of 5G-and-beyond
networks due to the following constraints i) It is extremely difficult to use crypto-
graphic approaches using public keys in large, decentralized networks ii) Public-key
infrastructure (PKI) has remained unbreakable until now in light of the usage of
extremely long key pairs; however, advances in computing power, such as strong
quantum systems, can now crack the cryptographic keys.

PLS is based on the fundamentals of information theory and focuses on the secu-
rity of propagation channel. It can be used in the 5G HetNets to efficiently degrade
signal transmission efficiency at unauthorized receivers and applications to prevent
them from obtaining sensitive data from the received signal. It ensures safe and ef-
ficient communications, even though eavesdroppers (illegitimate smart devices) are

fitted with powerful computational devices in these networks. Some of the commonly



used anti-eavesdropping techniques in HetNets include secure beamforming, cooper-
ative jamming, and physical layer authentication (PLA). Beamforming (BF) is one of
the promising PLS techniques to solve the issues mentioned above. At the transmit-
ters and receivers, BF matrices can be used to shape the beam patterns of antennas
to maximize a specific security parameter, such as signal-to-interference noise ra-
tio (SINR), secrecy rate. Direct-sequence spread spectrum (DSSS) and frequency
hopping (FH) techniques have been widely adopted as antijamming strategies in
literature to mitigate the aforementioned issues. Particularly, FH is a sophisticated
and commonly used technique which allows user equipment (UEs) to change their
operating frequency to another frequency spectrum, which in turn avoids malicious
jamming assaults. Besides DSSS and FH, power control is also an effective anti-
jamming technique. Jamming cognition, decision-making, and joint optimization of
beamforming and power allocation are the three fundamental phases of the power

control aided anti-jamming communication cycle

Although the existing proposals include efficient usage of various signal-processing
PLS techniques, but these techniques suffer from the following constraints: i) Most
of the pre-existing PLS techniques require prior and accurate knowledge of channel
state information (CSI) values for effective PLS designs. However, it is difficult to
obtain instantancous global CSI of dynamic HetNet, since global CSI often varies
frequently ii) Usage of large number of relays and active antennas in PLS techniques
increases the power consumption. Also, cooperative jamming and broadcasting ar-
tificial noise require increased transmit power to achieve perfect secrecy iii) Most
of the above mentioned studies utilize classical optimization techniques to optimize
beamforming and power allocation vectors, which are less efficient in dynamic large-
scale networks. Also, FH and DSSS based anti-jamming techniques are constrained
by their inherent dependency on pre-shared secrets (i.e., spreading codes and hop-
ping sequences) between the communicating parties. Also, by using intelligent radio
devices such as software-defined radio (SDR), the jammers can work together to
block the wireless channels and disrupt the transmissions of FH-based UEs. More-
over, eavesdropping attacks and spectrum sensing on the control channel of 5G boost

the jamming strength of malicious jammers in FH-based HetNets.

As evidenced by widespread use of Al in different application areas of PLS, it
is undoubtedly one of the most necessary elements for enhancing the PLS of 5G
HetNets. It can be used to learn about normal and aberrant behaviors of HetNets
based on how users and base stations communicate with one another. Al techniques
can successfully anticipate future new instances by learning from existing instances.
AT techniques can also be used to forecast new attacks, which are usually mutations
of previous attacks. AI has been used in various PLS applications such as security

ori- ented beamforming, cooperative jamming, PLA, secure handover schemes, etc.
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Deep learning (DL) methods, in general, rely on training and experience to improve
task completion performance. This learning approach, which is a subset of machine
learning (ML), analyzes the data for categoriza- tion and decision-making without
programming. Also, Reinforcement learning (RL) algorithms can be used to design
an optimal policy using the Markov decision process (MDP). Although RL-based
techniques are viable solutions in designing PLS schemes, but the use of Q-learning
method for the large state and action spaces suffers from stagnant learning speed,
which may result in performance degradation of PLS techniques. DL has recently
been integrated into RL techniques, allowing them to tackle a wide range of com-
plicated problems. Deep reinforcement learning (DRL) is a set of approaches for
estimating value functions or policy functions using deep neural networks. It uses
Markov decision models to help choose between several actions based on state tran-
sition models. DRL have recently piqued the interest of the research community in
designing intelligent PLS techniques for wireless networks.

In this research work, the following schemes have been proposed to rectify the

aforementioned issues:

e Firstly, we propose a secrecy-aware energy-efficient scheme for a two-tier het-
erogeneous network (HetNet), consisting of a sub-6 GHz macrocell and mul-
tiple millimeter wave (mmWave) picocells. Each picocell is assumed to have
several users and an eavesdropper (Eve) which intercepts the signal of the pic-
ocell users. In the proposed scheme, firstly, to maximize the secrecy energy-
efficiency (SEE) of picocell users, a joint optimization problem of power con-
trol, channel allocation, and beamforming is formulated by considering the
minimum secrecy rate and signal-to-interference-plus-noise ratio (SINR) con-
straints. Due to the non-convex nature of the aforementioned optimization
problem in a highly dynamic HetNet environment, we transform it into a rein-
forcement learning (RL) problem using the Markov decision process (MDP).
Then, a multi-agent reinforcement learning (MARL) technique is used to ob-
tain the maximum long-term reward. Moreover, we propose a multi-agent
cooperative deep reinforcement learning (DRL) scheme known as SecBoost to
solve the MDP with large number of action and state spaces. It uses the du-
eling and double-Q architecture of dueling double deep Q-network (D3QN)
to optimize power control, channel allocation, and beamforming vectors to
maximize the SEE of picocells. Also, prioritized experience replay is used
to increase the sampling efficiency of SecBoost. The SEE performance of
SecBoost is compared with MARL, multi-agent deep Q-network (MA-DQN),
state-of-the-art joint beamforming based secrecy energy efficiency maximiza-
tion (JBF-SEEM) scheme, and one-time pad based encrypted data transmis-
sion (O-EDT). Simulation results demonstrated that the proposed SecBoost
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scheme achieves 14.7%, 8.33%, 30%, and 69% better average SEE in com-
parison to MARL, MA-DQN, JBF-SEEM, and O-EDT schemes, respectively,

which reveals its effectiveness in improving SEE of picocells.

Further,we propose a federated deep reinforcement learning (DRL) based anti-
jamming technique for two-tier 5G HetNets. In the proposal, each femtocell
of 5G HetNets is assumed to have multiple single antenna femto users (FUs)
and a multi-antenna jammer used to jam the downlink signals from femto base
station (FBS) to FUs. Aiming to improve the achievable rate at FUs in the
presence of jammers, a joint optimization problem of beamforming and power
allocation at FBSs is formulated by considering the quality-of-service (QoS)
requirements of FUs. Due to the non-convex nature of the aforementioned
optimization problem, we have used the Markov decision process (MDP) to
transform the optimization problem into a multi-agent reinforcement learning
(MARL) problem. Then, to solve this MDP with large number of states
and action spaces, a federated deep reinforcement learning (DRL) scheme is
proposed to maximize the achievable rate at FUs. The proposed scheme uses
federated learning and dueling architecture of dueling double deep QQ network
(D3QN) to optimize the beamforming vectors and power allocation jointly at
FBSs. The achievable rate performance of the proposed federated DRL scheme
is compared with double deep Q network (DDQN) and deep Q network (DQN).
Simulation results show that the proposed federated DRL scheme achieves
19.39% and 23.85% better achievable rate in comparison to DDQN and DQN

schemes.
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Chapter 1

Introduction

A rapid increase in the usage of intelligent devices, base stations (BS), and the
exuberant multimedia content have contributed to an exponential increase in data
traffic in the recent years. According to the report of International Telecommunica-
tion Union Radiocommunication Sector (ITUR) [1], the Global mobile traffic data
will be around 4.394k- Exabytes (M2M traffic not included) and around 5.016k- Ex-
abytes (M2M traffic included) by the year 2030. Modern wireless applications such
as e-healthcare, augmented and virtual reality (AR/VR), tactile internet, connected
robotics and autonomous systems, wireless computer brain interfaces (WCBI), and
the internet of vehicles (IoV) have become a reality, leading to an explosion in wire-
less data traffic, end-to-end devices, and massive internet of things (IoT). Thus,
due to the shift in users’ preference for wireless access, present communication in-
frastructure is experiencing significant capacity constraints. For example, meeting
the ever-increasing traffic low demands from the aforementioned applications will
be a difficult task for the existing fourth. generation (4G) and recently deployed
fifth-generation (5G) networks. Therefore, the 5G and sixth generation (6G) wire-
less networks will see a variety of technological revolutions in the upcoming years.
Apart from the high data traffic demand, these networks will also have to deliver
low latency, ultrareliable and secure communication to maintain quality-of-service
(QoS) and quality-of-experience (QoE) for the endusers. Thus, to support high traf-
fic flow demands from these applications, a variety of technological revolutions are
expected in the fifth generation (5G) and beyond wireless networks across the globe
in the years to come [2], which also increases the demand for smooth data trans-
mission, wireless coverage, and connectivity. In this direction, the heterogeneous
network (HetNet) [3] is among the most optimistic technologies to improve network
capacity, coverage, and energy-efficiency in 5G networks. The market size of HetNet
is expected to be around $51.1 billion by the end of 2027 [4] as shown in Fig. 1.1.
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Figure 1.1: HetNets Market Size

1.1 Heterogeneous Networks

HetNets allow dense deployment of the small cells to collaborate in the macrocell,
which significantly increases spectrum efficiency (SE), network coverage, and system
throughput of wireless networks. HetNet consists of various cellular base stations
with varying transmit power levels, such as macrocells, picocells, and femtocells [5].
Macrocells use a high power base station, i.e., macro base station (MBS) to enable
all macrocell users (MUs) with wide area coverage up to a few kilometers. MBSs
are always installed at a high elevation to allow for a clear view of the surround-
ing obstacles and buildings. A low-power BS (< 20 W) serves a microcell installed
in heavily populated areas, such as shopping centers [6]. The micro base station
has a coverage area (200m-1km), which is smaller than the MBS. Picocells are a
fusion between high capacity-long-range microcells and short-range femtocells. Pic-
ocell technology is expected to improve spectrum efficiency, capacity, and coverage
footprints [3]. These cells have low transmit powered (<2 W), operator-managed
pico base station (PBS) to work in a licensed spectrum and are generally used for
a small areas, aircraft, and buildings. Picocells offload data traffic from macrocells
and increase the network capacity by reusing the same spectrum in small dimen-
sions. Femtocells are equipped with low-powered (<0.2 W) small femto base stations
(FBS) to enhance the communication quality in a residential or small business firm.
The major difference between FBSs and PBSs is that FBSs serve a less number of
users than PBSs. Fig. 1.2 shows the architecture of 5G-enabled HetNet.
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Figure 1.2: 5G HetNet Architecture

1.2 Need of Security in 5G HetNets

The broadcast nature of 5G wireless networks makes them more vulnerable to a
broad set of adversarial attacks [7-9] that could jeopardize the security and pri-
vacy of the end-users. Traditional security techniques used in previous generations
of telecommunication networks focus on encrypting communication data to ensure
proper billing system functionality and radio interface security. For example, two-
way authentication was used in 3G to prevent the establishment of connections
with forged BS. While 4G uses advanced cryptographic techniques for the authen-
tication of users. However, some privacy concerns were addressed to some extent
in pre-bG networks as the user data was retained in databases owned by mobile
operators. Also, due to the increase in the number of user equipment (UE), ser-
vices, heterogeneity of connected UEs, high privacy concerns, and new requirements
to support various IoT technologies, 5G and beyond networks will face a new set
of security concerns. Also, most 5G applications are decentralized, which means
that UEs can join or leave the network at any time. Distribution and management
of cryptographic keys become extremely difficult in such cases. Also, the use of

cryptographic techniques in wireless communications has certain limitations, such
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as the need for individual secret keys for every wireless communication link, and
eavesdroppers with sufficient computational capacities can solve a complex math-
ematical problem. Thus, the existing cryptographic techniques can not guarantee
secure data transmission in 5G and beyond networks [10]. Also, HetNet is open
and diversified in comparison to standard single-tier cellular networks, making the
information exchange between different devices more sensitive to eavesdropping [11].
Thus, designing and implementing effective eavesdropping countermeasures is essen-

tial for secure wireless transmissions in 5G HetNets.

Bit-level cryptography-based approaches are traditionally used at the top levels
to ensure network security. However, those techniques are constrained in their abil-
ity to meet the needs of 5G-and-beyond applications due to the following factors:
i) In large-scale and decentralized networks, deploying cryptographic approaches re-
lying on public keys is extremely difficult. ii) By employing very long key pairs,
public-key encryption has remained impenetrable until now; but, advances in com-
puting powers, such as powerful quantum computers, can crack the key pairs. iii)
Further, methods based on cryptography are vulnerable to replay attacks. In re-
play attacks, an attacker retrieves the physical-layer bit-stream instead of cracking
the cryptography-based method and then transmits the recovered signal to the le-
gal receiver. Since the upper-layer signaling is not altered, the replayed signal can
easily impersonate the actual receiver. iv) Because of the sophisticated upper-layer
processes, such as encryption and decryption, cryptography-based methods have a
significant complexity and communication overhead. But since low-cost terminals,
such as the internet of vehicles (IoV), unmanned aerial vehicle (UAV), and mas-
sive internet of things (IoT), are implicitly power-limited and delay-sensitive, high

complexity and communication overhead inevitably raise UE cost.

1.3 Physical Layer Security

Physical layer security (PLS) has gained a lot of attention as it can be an alterna-
tive to cryptography-based techniques [12-14]. PLS uses the physical properties of
wireless channels to improve the reliability and secrecy of wireless communications.
It enables secure data transmission between base stations and the user equipment
(UE) without using the secret keys. The notion of PLS was first designed by defining
the secrecy capacity of a wiretap channel as explored in [15] and [16]. It is described
as the maximum secrecy rate at which private information can be transferred from
a transmitter to the receiver in the presence of eavesdroppers. The secrecy rate is
referred to as the the difference between the legitimate communication channel’s

achievable data rate and the eavesdropper’s maximum rate (eavesdropping rate).
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Some of the commonly used anti-eavesdropping techniques in HetNets include se-
cure beamforming [17], cooperative jamming [18], and physical layer authentication
(PLA) [19]. For instance, secure beamforming can be used to reduce the received
signal strength at the eavesdroppers. In contrast, physical layer authentication can
be used to quickly verify valid UEs, eliminating unnecessary signal processing for
undesired transmissions. However, in view of the dynamic nature of 5G HetNets,
existing PLS techniques may not guarantee the security in 5G HetNet with fast data
transmissions. Moreover, new wireless applications, such as the wireless computer-
brain interface (WCBI), massive IoT, and augmented and virtual reality (AR/VR),
brings new risks to the physical layer security in 5G HetNets. Hence, there is a

strong requirement to design new intelligent PLS techniques for 5G HetNets.

1.4 Al enabled PLS Design

As evidenced by widespread use of Al in different application areas of PLS [20-23],
it is undoubtedly one of the most necessary elements for enhancing the PLS of 5G
HetNets. It can be used to learn about normal and aberrant behaviors of HetNets
based on how users and base stations communicate with one another. Al tech-
niques can successfully anticipate future new instances by learning from existing
instances. Al techniques can also be used to forecast new attacks, which are usually
mutations of previous attacks. Al has been used in various PLS applications such as
security oriented beamforming [20], cooperative jamming [21], PLA [22], secure han-
dover schemes [23], etc. The MI based classification approach can identify the relay,
jammer, and eavesdropper for PLS, while ML-based regression can assist pick the
optimal antenna selection from a group. Hoang et al. [24] proposed support vector
machine (SVM) based eavesdropper detection technique for wireless networks in the
absence of channel state information (CSI). Wang et al. [25] proposed a decision tree
based relay node selection technique by converting it into multi-class classification
problem.

DL methods, in general, rely on training and experience to improve task com-
pletion performance. This learning approach, which is a subset of ML, analyzes the
data for categorization and decision-making without programming. A LSTM-based
impersonation attack detection technique was proposed in [26]. The data sequences
are preprocessed as a sliding window, and the sliding windows are then trained with
an LSTM network. In MIMO-OFDMA systems, Liao et al. [27] developed a CNN-
based multi-user authentication method to prevent spoofing threats. The authors
used CSIs from multiple transmitters as input and matching tags as output to train
the CNN. To construct finite alphabet iterative decoders (FAIDs) for LDPC codes,

Xiao et al. [28] presented a recurrent quantization neural network (RQNN) based

5



CHAPTER 1. INTRODUCTION

method. In a recurrent structure, the trainable parameters are shared across all
iterations, leading to fewer biases and weights and the capacity to extend to more
iterations than in typical multi-layer DNNs. Thomas et al. [29] created an adver-
sarial network-based system to learn secure coding techniques over a noisy wiretap
channel. The authors utilized an adversary approach to solve a minimax game in
which a genuine autoencoder network competes against an adversarial network and
then validated their approach for secure picture transmission using the CIFAR-10
dataset. Xiaopeng et al. [30] proposed a DBN-based intrusion detection method for
UAVs that was improved using particle swarm optimisation. Further, to improve
the PLS of wireless communications, O’Shea et al. [31] developed an end-to-end
autoencoder.

DL has recently been integrated into RL techniques, allowing them to tackle a
wide range of complicated problems. DRL is a set of approaches for estimating value
functions or policy functions using deep neural networks. It uses Markov decision
models to help choose between several actions based on state transition models. It
has gained a lot of success in a variety of fields, including video games (e.g., Atari) to
other realistic applications such as autonomous surgery, robotics, and autonomous
vehicles. PLS and wireless networks are two topics that have recently piqued the
interest of the DRL research community. For instance, to improve the PLS of MIMO
wiretap channels, Youbing et al. [32] developed a DQN-based optimum antenna se-
lection method. Also, to enhance the PLS of large MIMO systems, Zhang et al. [33]
developed an asynchronous advantage actor-critic (A3C) based secure beamforming
approach. Since it does not rely on channel estimation, the proposed technique also
overcomes the problem of poor CSI in large MIMO systems.

Deep-Q Networks (DQNs) were initially suggested by DeepMind in 2015 as an
attempt to apply the benefits of DL techniques in reinforcement learning (RL). DQN
uses two unique techniques: experienced replay and iterative updating to solve the
DL instability problems [34]. In this, the agent interacts with the environment
by performing a series of activities in order to maximize the cumulative reward.
Youbing et al. [35] proposed DQN based optimal antenna selection technique to
enhance the PLS of the MIMO wiretap channel. DL has significantly outperformed
key-based encryption techniques, as well as ML based security techniques. DL is a
useful technique for dealing with intricate problems such as detection and mitiga-
tion of jamming attacks, power allocation, and physical layer authentication since it
summaries hybrid and large physical layer parameters’ intrinsic patterns. Further-
more, channel modulation and secure channel coding techniques such as Polar codes
and LDPC codes need large computations in current networks. The DL approach
has the potential to dramatically increase the performance of these techniques. For

instance, as mentioned in the above literature, jamming and eavesdropping attacks
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can be mitigated by using DL and DRI based beamforming and power allocation
PLS techniques. Spoofing attacks can be detected using efficient PLA schemes,
further DL can be used to enhance the authentication accuracy and speed up the
process of PLA. DL based channel estimation and PLA can be utilized for efficient
CSI and RSSI estimation, which plays an important role in designing intelligent PLS
techniques and detecting MITM attacks. Moreover, DRL techniques are efficient in
handling dynamic environment, so these techniques can be used in effective design

of PLS techniques for highly dynamic 5G and beyond environment.

1.5 Primer on RL and MDP

Reinforcement learning (RL) is a machine learning (ML) based approach which uses
one or more agents to constantly interact with the environment to select the op-
timal policy, which can be viewed as a possible solution to classical optimization
problems. The environment responds to the agent’s actions by providing rewards
and transitioning to a new state. The RL has the following elements:

e FEnvironment: It is a representation of the optimization problem that needs to
be addressed. It can be a simulated or real-world environment with which the RL
agent interacts.

e State: State s, € S defines the agents’ place in the environment at time-step ¢.

e Action: Action a; € A is the agent’s method to interact with the environment
and changes its state from s; € S to s,.1 € S. Agents in RL chose their actions by
using a policy 7.

e Policy: It is the mapping between the environments’ action and state spaces, i.e.,
s X ap — [0, 1].

e Reward Function: The intrinsic desirability of each observed state of the environ-
ment is specified by a reward function, which maps each perception of state to a
single number. It enables RL-based algorithms to make judgments.

An environment in RL vane be described mathematically using the Markov Deci-
sion Process (MDP). It is described as a tuple of (S, A, r, Tss, A), where S represents
the set of states, A denotes the set of actions, r is the reward function, 7, shows
the transition probability from state s to ', and @w € (0, 1) is the discount factor.

The aim of MDP is to discover a policy m, that produces the best long-term reward.

1.6 Thesis Organization

The thesis will be organized as follows with the brief description of each chapter.
Chapter 1: Introduction
This chapter introduces the basics of HetNets, PLS, and Al in the 5G. Moreover,

7
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the challenges associated with conventional PLS techniques are also listed.
Chapter 2: Literature Review

In this chapter, we present an in-depth analysis of various PLS techniques for 5G
HetNets. These applications include security oriented beamforming, cooperative
jamming, resource allocation and power control, game theoretic approaches, chan-
nel secrecy codes, secure handover schemes, and physical layer authentication. We
provide challenges associated with each PLS technique and how the use of Al can
solve these challenges in optimizing the PLS-aware secure data transmission tech-
niques for 5G HetNets.

Chapter 3: SecBoost: Secrecy-Aware Deep Reinforcement Learning based
Energy-Efficient Scheme for 5G HetNets

The secrecy level of the mmWave channel model for multiple picocells consisting of
legitimate users and eavesdroppers is investigated. Moreover, we formulate a joint
power control, channel allocation, and beamforming optimization problem with an
aim of maximizing the secrecy energy-efficiency of picocells. A MARL based frame-
work is presented to obtain an optimal policy for joint power control, channel al-
location, and beamforming, such that an RL agent (controller) is placed at each
pico base station, which try to cooperatively optimize the policy by using Markov
decision process (MDP). A multi-agent cooperative DRL based scheme, SecBoost is
proposed to boost the secrecy energy efficiency of picocells. The proposed SecBoost
scheme exploits the channel allocation, beamforming, and power control domain,
along with the dueling structure of dueling double deep Q-network (D3QN). Also, a
prioritized experience replay is used with multi-agent D3QN architecture to increase
its efficiency. Finally, the SEE performance of SecBoost is compared with MARL,
MA-DQN, and JBF-SEEM schemes.

Chapter 4: Mitigating Jamming Attack in 5G HetNets

In this chapter, the achievable rate for multiple mmWave femtocells having FUs and
jammers is investigated in this chapter. Moreover, we have formulated a joint op-
timization problem of beamforming and power allocation at FBSs to maximize the
achievable rate at FUs. A multi-agent reinforcement learning (MARL) problem is
formulated using the Markov decision process (MDP) to obtain an optimal strategy
for joint beamforming and power allocation optimization. A federated DRL scheme
is proposed to maximize the achievable rate of mmWaveenabled FUs in a two-tier
downlink 5G HetNet. Using extensive simulations, we have compared the achievable
rate of proposed scheme with double deep Q network (DDQN) and deep ) network
(DQN) schemes.

Chapter 5

Conclusion and Future Scope This chapter concludes the work by highlighting the

main contributions made by the proposed techniques. Moreover, this chapter also
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provides the future directions in the research areas of Al enabled PLS for 5G Het-
Nets.



Chapter 2

Literature Review

The number of Internet connected wireless devices is growing rapidly and is antic-
ipated to reach around 50 billion by 2030 as per the report by Statistica [36], that
is almost 2.3 times from 22 billion in 2018. Modern wireless applications such as
e-healthcare, augmented and virtual reality (AR/VR), tactile internet, connected
robotics and autonomous systems, wireless computer brain interfaces (WCBI), and
the internet of vehicles (IoV) have become a reality, leading to an explosion in wire-
less data traffic, end-to-end devices, and massive internet of things (IoT).

Thus, due to the shift in users’ preference for wireless access, present communi-
cation infrastructure is experiencing significant capacity constraints. For example,
meeting the ever-increasing traffic flow demands from the aforementioned applica-
tions will be a difficult task for the existing fourth generation (4G) and re- cently
deployed fifth-generation (5G) networks. Therefore, the 5G and sixth generation
(6G) wireless networks will see a variety of technological revolutions in the upcom-
ing years. Apart from the high data traffic demand, these networks will also have
to deliver low latency, ultra-reliable and secure communication to maintain quality-
of-service (QoS) and quality-of-experience (QoE) for the end-users [37].

Physical layer security (PLS) has been recognized as a possible approach for
achieving confidentiality at the physical layer by utilizing the inherent randomness
of wireless communications [38]. It can be used to provide secure wireless communi-
cations without the use of a key to encrypt them. The advantage of using PLS over
cryptographic techniques is that PLS does not depend on computational complexity.
Thus, even if the eavesdroppers have high computational capacities, the communi-
cation secrecy and reliability can be achieved. Also, physical layer authentication
(PLA) can instantly authenticate legitimate UEs before demodu- lating and decod-
ing signals, avoiding wasteful signal processing for unwanted transmissions. PLS
methods can also be utilized as an extra layer of security, working in conjunction
with existing security measures to provide an adequate safeguard for 5G and beyond

networks. Different types of PLS techniques can be used to achieve secrecy. Some
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of them are as follows: artificial noise (AN) injection to degrade the signal quality
at the eavesdroppers, secure beamforming to eliminate the signal reception at eaves-

droppers, and automatic modulation classification for intrusion detection.

2.1 Overview

2.1.1 Scope of the Survey

There exist many review articles in which PLS and other security techniques have
been discussed to provide practical guidance and future research opportunities for
security concerns in 5G and beyond networks. For instance, Kakkar [39] presented
a survey on secure communication techniques for 5G HetNets, mainly focusing on
cryptographic algorithms. The authors in [12] discussed the fundamentals and ap-
plications of PLS techniques for confidentiality in wireless networks. Giougus et
al. [40] provide a detailed analysis of secure handoff optimization schemes for wire-
less HetNets. In [41], the authors presented an exhaustive survey on physical layer
authentication schemes in wireless networks, covering their limitations, challenges
and future recommendations. Haider et al. [42] presented a short survey on the
use of Al and ML for 5G network security, mainly focusing on anomaly detection.
In [43], the fundamentals, key technologies, and future research directions on PLS in
wireless networks are summarized. Yongjun et al. [44] provide a detailed overview
of resource allocation schemes in 5G HetNets. In [45], the authors presented a com-
prehensive survey on the physical layer security of 5G networks. However, these
previous efforts do not concentrate on the role of Al in optimizing the PLS tech-
niques for secure data transmission in 5G heterogeneous networks. Based on the
research questions formulated and listed in Table 2.1, we have compared this survey

to other existing most similar surveys in Table 2.2.

2.1.2 Our Contributions

The main contribution of the survey is to present the role of Al in the design and
optimization of PLS-aware secure data transmission techniques for 5G HetNets. Our
key contributions include:

e First, we present a comprehensive study of different types of physical layer at-
tacks and significant security concerns in 5G HetNets. e Further, we present a
comprehensive review on various types of PLS techniques available in the literature
for 5G and beyond networks.

e Then, we present an in-depth analysis of various PLS techniques for 5G HetNets.
These applications include security oriented beamforming, cooperative jamming,

resource allocation and power control, game theoretic approaches, channel secrecy

11



CHAPTER 2. LITERATURE REVIEW

Table 2.1: Common research questions and their objectives

S.No.

Research Question

Objective

RQ1

RQ2

RQ3

RQ4

RQ5

RQ6

RQ7

RQ8

RQ9

What is the role of physical layer se-
curity (PLS) in designing secure data
transmission techniques for 5G and be-
yond HetNets?

What are the different types of physical
layer threats and security concerns in
5G and beyond HetNets?

What are the existing PLS techniques
available for secure data transmission
in HetNets?

What are the challenges in these PLS
techniques concerning 5G and beyond
HetNets?

How can Al be used with existing PLS
techniques to mitigate the threats and
address the security concerns?

What are the applications of Al in de-
signing secure data transmission tech-
niques for 5G and beyond HetNets?

What are the different performance
evaluation metrics used to evaluate the
performance of Al-enabled secure data
transmission techniques?

What are these secure data transmis-
sion techniques’ strengths, weaknesses,
opportunities, and threats (SWOT)?

What are the challenges and future re-
search trends of using Al-based secure
data transmission techniques for 5G
and beyond HetNets?

It aims to explore the need of PLS
in designing secure data transmission
techniques in cellular HetNets, and the
advantage of using PLS over crypto-
graphic techniques.

New 5G technologies will bring new
threats and security concerns to Het-
Nets. It serves the purpose to discuss
different physical layer threats and se-
curity concerns in the design of secure
data transmission techniques for 5G
and beyond HetNets.

The purpose is to provide a detailed
overview of existing secure data trans-
mission techniques for HetNets.

It aims to explore the challenges of us-
ing existing PLS techniques for 5G and
beyond HetNets.

The purpose is to investigate how the
use of Al can effectively address the
security challenges in the design of se-
cure data transmission techniques.

It aims to investigate the use of Al in
various applications of PLS-aware se-
cure data transmission techniques.

The objective is to investigate different
performance evaluation metrics used in
literature to evaluate the performance
of Al-enabled secure data transmission
techniques.

The purpose is to provide a SWOT
analysis of the secure data transmis-
sion techniques to the readers.

It aims to provide future research
trends and challenges of using Al-
enabled secure data transmission tech-
niques for 5G and beyond HetNets.
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HETNETS

Table 2.2: Comparision of existing survey articles on Al enabled PLS

Survey Papers RQ1 RQ2 RQ3 RQ4 RQ5 RQ6 RQ7 RQ8 RQ9
Kakkar et al. [39] X v X X X X X v X
Jehad et al. [12] v v v v X X X X v
Giorgus et al. [40] X v v X X X X X X
Lin et al. [41] v v X v X X X X X
Haider et al. [42] X v X X v v v X v
Mukherjee et al. [43] v v v v X X X X v
Yongjun et al. [44] X X X X X X X X X
David et al. [45] v v X v X X X X X
This Survey v v v v v v v v v

codes, secure handover schemes, and physical layer authentication. We provide chal-
lenges associated with each PLS technique and how the use of Al can solve these
challenges in optimizing the PLS-aware secure data transmission techniques for 5G
HetNets.

e Also, we have performed SWOT analysis on the PLS aware secure data transmis-
sion techniques to assist readers in determining the strengths, weaknesses, opportu-
nities, and threats of these techniques.

e Finally, we discuss future research directions and challenges in the design of Al-

enabled secure data transmission techniques for 5G and beyond HetNets.

2.2 Physical layer threats and security concerns
in 5G HetNets

This section discusses different types of physical layer threats and significant security

concerns in 5G HetNets.

2.2.1 Eavesdropping

The unauthorized and imperceptible observation of a live, private conversation is
known as cavesdropping. Favesdropping occurs when attackers listen in on the data
traffic moving across machines, networks, UEs, and IoT devices. Passive eaves-
droppers intercept messages while remaining silent, so their CSIs are inaccessible to
transmitters. While active eavesdroppers acting as communication parties acciden-
tally send some messages to transmitters, whose CSIs may be acquired using CSI
estimation. Due to the open and more diversified structure of 5G HetNets as com-
pared to traditional single-tier cellular networks, 5G HetNets are more vulnerable

to eavesdropping attacks [18,46].
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2.2.2 Impersonation

Identity impersonators demolish the identity-centric credibility. These attackers
may create a large number of false identities or steal the identities of other genuine
nodes [47]. These types of attacks are also known as spoofing attacks. Impersonation
attacks can be more sophisticated for 5G and beyond HetNets. For example, if the
attacker possesses a full-duplex radio, it can broadcast false identifying data while
concurrently monitoring the victims. Sybil attack and identity spoofing are the most

common types of impersonation attacks.

2.2.3 Jamming

Jammers are malicious wireless devices installed by an adversary to create malicious
interference in wireless networks [48]. It significantly reduces the secrecy capacities of
wireless channels. Many studies [49,50] have shown that 5G HetNets are susceptible
to jamming attacks. Many jamming techniques for SVD-based MIMO systems,
including a practical and robust channel traffic threat, are demonstrated in [51].
Some of the most commonly studied jamming attacks are reactive jamming and

pilot jamming.

2.2.4 Contaminating

In contaminating attacks, attackers seck to contaminate the phase of channel esti-
mation to gain unfair advantages in the subsequent communication phase [52]. This
type of attack can be classified into feedback, pilot, and contamination based on
various channel estimate phases. The beamforming design at the base stations in
massive MIMO and NOMA communications is dependent on the CSI, which is de-
termined using pilot sequences. If attackers contaminate the pilot signals, they will
have a better chance of eavesdropping on legal communication or severely degrading

the communication performance of UEs.

2.2.5 Man in the Middle (MITM) Attack

A man in the middle (MITM) attack occurs when a perpetrator inserts oneself into
a dialogue between a user and an application, either to listen in or mimic one of the
parties, making it look as though a regular information exchange is taking place.
Some new MITM attacks possible on 5G and beyond networks are device bidding
down and battery drain [53].
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2.2.6 Semantic Information Attacks

5G networks have a much smaller coverage area than 4G networks, and unlike 4G,
their signals cannot penetrate barriers. As a result, indoor and outdoor 5G net-
works will require many smaller antennas and base stations. Identifying which cell
tower or antenna a UE communicates with can reveal crucial UE location data. In
semantic attacks, attackers can use false information to weaken the trustworthiness
of target resources by exploiting the location data of UEs.

Summary and Insights: In HetNets, there are countermeasures available that
provide security against many sorts of physical layer attacks. However, as wire-
less networks become more advanced, new risks and security problems emerge in
designing secure transmission techniques for 5G HetNets. Thus, the existing coun-
termeasures should be strengthened to address new security concerns and potential
threats on HetNets.

2.3 PLS in 5G and beyond networks

This section discusses various conventinal PLS techniques used in the key technolo-
gies of 5G and beyond as follows: NOMA, Full Duplex network, Massive MIMO,
Cognitive Radio, Relay Network, SWIPT, HetNet.

2.3.1 Non-Orthogonal Multiple Access (NOMA)

Non-orthogonal multiple access (NOMA) systems have received a lot of interest in
recent years for 5G cellular networks [54]. The capacity of NOMA to serve a large
number of users by sharing the same time and frequency resources is the central
motivation behind its adoption in 5G. It delivers high device performance, high
efficiency, increased coverage, low latency, and huge networking [55]. In contrast
to point-to-point transmission techniques, there are two types of eavesdroppers in
NOMA: external eavesdropper (passive) whose CSI cannot be identified by the trans-
mitter, and internal user (active) whose CSI can be recognized at the transmitter.
As a physical layer technology, the security of NOMA networks is a significant issue
that needs more investigation. However, certain issues must be addressed during
the design phase of PLS for NOMA, such as the disparity in transmit power and
the diverse security demands of users.

NOMA is recently used within the 3GPP long-term evolution advanced (LTE-A)
model because of its spectral performance gain, demonstrating the role of NOMA in
5G wireless networks. As a result, one of the top concerns in the design and opera-
tion of 5G wireless networks is to provide a peerless level of security for NOMA [56].

To effectively integrate physical layer protection with NOMA, a considerable amount
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of work is needed. Zhang et al. [57] analyzed the stable NOMA transmission for a
single transmitter, multiple receivers having perfect CSI, and one eavesdropper de-
vice with no CSI knowledge. Furthermore, in [58], a joint beamforming and power
allocation method for NOMA based satellite terrestrial integrated network is pre-
sented. A summary of the latest beamforming-based PLS techniques for NOMA is
given in Table 2.3.

2.3.2 Full Duplex Network

Full-duplex PLS is an exciting area that recently received a lot of attention. This
type of transmission includes sending and receiving data on the same frequency
range at the same time. It will theoretically double spectral efficiency as compared
to half-duplex ones. Thus, physical layer security for full duplex systems is a po-
tential resecarch subject that has recently achieved a lot of attention. The following
three categories can be used to categorize the research on full-duplex physical layer
security: i) Full-duplex base station ii) Full Duplex transmitter and receiver iii) Full
duplex active eavesdropper.

Li et al. [59] studied a single transmitter, a full-duplex receiver, and a single-
eavesdropper wireless communication model in which the full-duplex legitimate re-
ceiver uses one antenna to obtain the signal and another antenna to transmit AN
to the eavesdropper. Then, a joint transmitting and receiving beamforming ar-
chitecture for a single-antenna receiver, multiple-antenna transmitter, and a single
cavesdropper with incomplete CSI is studied by Zheng et al. [60]. Meanwhile, Ak-
gun et al. [61] suggested a similar MISO multiple-antenna eavesdropper wiretap
channel, in which the transmitter uses the zero-force beamforming to prevent inter-
ference caused by multiple users. A summary of the latest beamforming-based PLS

techniques for the full-duplex network is provided in Table 2.4.
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2.3.3 Massive MIMO

Massive MIMO is one of the ”big three” 5G innovations [77], and it is an exciting
solution for the effective transfer of massive data. One of the advantages of mas-
sive MIMO is that it significantly increases the capability of physical layer security
against passive cavesdropping assaults. However, the cavesdropper can take coun-
termeasures. For instance, it might place itself near to the legitimate user, so that
the routes to the legitimate user and the eavesdropper gets highly connected. There-
fore, physical layer security for massive MIMO system has to be advanced. A recent
study presents PLS for large MIMO networks with passive eavesdroppers. In this,
Zhu et al. [78] investigate stable massive MIMO communications for multicell-user
networks over Rayleigh fading wireless channel, in which an eavesdropper tries to
decipher the data transmitted to one of the users.

Regularized inversion of the wireless channel along with AN injection is pre-
sented in [79] for the massive MIMO to increase the secrecy rate further. Wang
et al. [80] analyze AN-assisted stable massive MIMO transmission over a fading
channel with Rician fading. Secure communication for massive MIMO systems with
restricted radio frequency and hardware abnormalities [81,82] secure tactics in the
existence of a massive MIMO eavesdropper [83,84], confidentiality outage likelihood
study for massive MIMO systems [85] are the recent developments in the design of
PLS of massive MIMO systems. A summary of the latest beamforming-based PLS
techniques for massive MIMO is presented in Table 2.5.
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2.3.4 Cognitive Radio Network

Cognitive Radio (CR) network is a technology to address the issue of under-utilized
wireless bandwidth by enabling secondary users to access approved networks with-
out interfering with primary users’ transmissions [93]. It adjusts its transmission
parameters in response to its interaction with other devices [94]. Although cogni-
tive radio is an effective strategy for alleviating the pressures of wireless spectrum
depletion, its characteristics have also introduced entirely new forms of PLS risks and
challenges [95]. In [96], authors studied robust secure beamforming for wirelessly
powered cognitive staellite-terrestrial networks. Further, Lin et al. [97] presented
a secure beamforming technique for Rate-splitting multiple access (RSMA) based
cognitive networks having multiple eavesdroppers. Furthermore, in [98], a coopera-
tive NOMA (co-NOMA) framework is presented to evaluate the security-reliability
tradeoff for primary user networks. Simulation findings reveal the co-NOMA’s effec-
tiveness compared to non-cooperative NOMA (nco-NOMA) in terms of total con-
nection outage probability and secrecy outage probability.

As a result, one of the most critical criteria for deploying CR networks is its
security architecture. A summary of the latest beamforming-based PLS techniques

for Cognitive Radio is provided in Table 2.6.
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2.3.5 Relay Network

Relay Networks are classified into two types: full-duplex and half-duplex [105, 106].
The term full-duplex relay, also known as a two-way relay, refers to the ability of
a relay to send and receive wireless signals on the same channel at the same time.
In comparison, for the half-duplex relay (oneway relay) to send and receive wireless
signals, two different channels are required. Recently, relaying techniques have also
gained substantial interest in the field of PLS over 5G wireless networks, benefiting
from information-theoretical techniques used in cooperative communications [107].
For example, analogous to cooperative communications, relay nodes maybe used
as trustworthy nodes to resend an improved version of the wireless signal obtained
from the transmitter with an appropriate power amplification coefficient, namely
amplify-and-forward (AF) relay network.

The advantage of using beamforming in multiple antenna devices for two-way AF
relaying was explored in [108]. In [109], authors investigated confidential message
transmission over multihop connectivity using a chain of linked untrusted relays.
The SOP in a three-node AF relay network has an untrusted relay node was investi-
gated in [110], where authors demonstrates that confidentiality can be maintained if
the transmitter and receiver are kept apart. A summary of the latest beamforming

based PLS techniques for relay network is illustrated in Table 2.7.

2.3.6 Simaltaneous Wireless Information and Power Trans-
fer (SWIPT)

SWIPT technology is used for simultaneous energy and information exchange within
a variety of modern wireless networks in the context of 5G connectivity. By allow-
ing simultaneous transmission of both information and power, SWIPT provides
significant gains in terms of energy consumption, spectral performance, interruption
control, and transmission delay [111].

However, it has been demonstrated that in certain situations, SWIPT receivers
might have a more powerful medium to obtain information directed at receivers,
thus putting the security of the data transmitted in danger. PLS has been used on
SWIPT in a variety of studies [112-115] in order to resolve these issues. Authors
of [66] proposed a safe beamforming architecture for SWIPT in a heterogeneous
network consisting of a single macrocell with multiple users and a single femtocell
with multiple eavesdroppers and a single receiver scenario. A summary of the latest
beamforming based PLS techniques for SWIPT is provided in Table 2.8
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2.3.7 Heterogeneous Network (HetNet)

A heterogeneous network, in general, is made up of several layers of networks that
use the same bandwidth. Recent research on PLS of heterogeneous network fo-
cuses on how to build transmission schemes that protect multi-tier communications.
The use of heterogeneous networks in 5G can intelligently and efficiently merge
various nodes into a multi-tier proposed network, which includes macro-cells with
high-power nodes for broad radio access networks, small cells with limited power
nodes for small radio access networks, and so on [128]. Compared to the traditional
single-tier topology, this multi-tier architecture presents new problems in the anal-
ysis of PLS. The positions of high/low power nodes would directly affect the PLS
architecture and must be carefully modelled and evaluated. Further, heterogeneous
networks can cause substantial cross-tier interference. This should be considered
when developing reliable and secure data transfer techniques. Furthermore, in Het-
Nets, users can access an arbitrary tier, such as open access. As a result, specific
user association policies that coordinate both QoS and secrecy are required.

Lv et al. [129] investigated the PLS in a two-tier heterogeneous downlink net-
work having multiple users and an eavesdropper in each cell. By comparing the
average received RSSI at the user with a given threshold, Wu et al. [130] proposed a
user association strategy. Then, for a downlink K-tier HetNet with multiple nodes,
a closed-form expression of secrecy outage probability is derived by modeling the
nodes’ positions as separate Poisson Point Processes, assuming that both intra-cell
and inter-cell interference would not occur. Xu et al. [131] suggested a complex
organized multipoint transmission strategy to expand the stable connectivity reach
in a downlink K-tier HetNet for intra-cell interference. A summary of the latest

beamforming based PLS techniques for HetNet is given in Table 2.9.
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2.3.8 UAV Communication Networks and Space Informa-
tion Networks

Unmanned Aerial Vehicles (UAVs) have gained much popularity in both commer-
cial and military applications for their ability to leverage evolving wireless networks
and deliver reliable communication due to their flexible deployment, high mobil-
ity, and inherent line-of-sight (LOS) air-to-ground (A2G) channels. Despite the
remarkable advancements made by UAVs, the open nature of air-to-ground wireless
channels makes secure information transfer difficult [135]. Therefore, the security
of UAV based communication network is critical. Li et al. [136] conducted a com-
prehensive survey on physical layer security in space information networks. In the
survey, the authors have briefly introduced the satellite Internet of Things (IoT),
related research issues, security performance metrics, and the state-of-art PLS ap-
proaches related to space information networks. In [137], the authors have intro-
duced PLS to UAV communication networks to address the problem of data leakage
induced by potential eavesdropping. The authors have also discussed PLS schemes
for two application scenarios of UAVs, i.e., UAV as a base station and UAV as an
aerial node. Further, in [138], secure transmission for cognitive satellite-terrestrial
networks is investigated to enhance the security of satellite links. In particular,
the authors examined the challenge of downlink beamforming for secure cognitive
satellite-terrestrial networks by evaluating the realistic scenario of incomplete CSI

for the primary user’s, secondary user’s, and Eve’s links.

2.3.9 Other 5G and beyond Scenarios

Physical layer security techniques have a wide range of uses in 5G and beyond.
Traditional security key systems rely heavily on the sharing of secret keys. The
key generation in the physical layer was first studied in [139, 140], where coupled
measurements of noisy patterns can be used to produce secret keys over a dedicated
network. Key distribution is one of the few physical layer security measures that
can be used in today’s wireless applications. Many prototypes involving physical
layer secret-key distribution have been published in [141-144]. Further, RIS is con-
sidered as one of the key technologies for B5G wireless networks. It comprises of
a large number of low-cost passive reflectors, which can reflect the signal indepen-
dently by adjusting its phase or amplitude to achieve signal enhancement or passive
beamforming. RIS empowered wireless networks have the capacity to regulate the
electromagnetic wave propagation environment [145]. Lin et al. [146] proposed joint
beamforming design and optimization for RIS based hybrid satellite-terrestrial relay
networks. Simulation results show the effectiveness of the scheme in enhancing the

QoS for satellite communications.
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Internet of Things (IoT) is a network of devices equipped with radio-frequency
identification (RFID), actuators, sensors, and networking to enable them to com-
municate with operators, suppliers, and other connected devices to achieve shared
goals. 5G would be a crucial component for IoT by allowing many machine-type
communication (MTC) devices to link to the network. In the literature on PLS,
these dimensions have received comparatively little consideration. For example,
there is still a need for a technically sound and holistic approach to define uncer-
tainty and energy constraints in PLS designs specifically.

Summary and Insights: We have found that the study of beamforming based
PLS techniques have provided a lot of literature with themes spanning from security-
related theoretical studies to practical criteria designs. Integration of beamforming
based PLS in different promising technologies of 5G is a potential research path
in security paradigms. For example, NOMA with Beamforming (NOMA-BF) can
use both the power and spatial domains to improve spectral efficiency and secrecy
by increasing SINR at UEs. In the case of full-duplex wireless communications,
beamforming-based approach can be effectively used to mitigate the signal interfer-
ence. Furthermore, using beamforming cancellation, several standard RF, antenna,
and baseband cancellation processes can be eliminated, which reduces the system
complexity. In massive MIMO systems, beamforming can be used to improve the
system security, spectral efficiency, and energy efficiency. In massive MIMO sys-
tems, the likelihood of an eavesdropper receiving the beamformed signal is lower
as compared to systems with conventional antennas. Further, beamforming can be
effectively used with artificial noise injection to enhance the secrecy of primary and
secondary networks in cognitive radio networks. Also, beamforming can be used for
confidential data transmission in relay networks by using relay nodes as trustworthy
nodes and optimizing the beamforming vectors for cognitive receivers’ signal. Beam-
forming is further used in the literature for designing secure transmission scheme
while satisfying the energy harvesting constraints for SWIPT enabled wireless net-
works. In terms of HetNets, beamforming can be used at macro base station, micro
base station, femto base station and pico base station to enhance the security of
multi-tier wireless networks. The physical layer characteristics of the wireless chan-
nel, in particular, may be used to develop novel security and privacy-preserving
techniques in 5G and beyond. In most of the literature, the eavesdropper is fre-
quently believed to have the same or worse channel characteristics as the legitimate
receiver. However, this may not always be the case in practice, like Eve can have

more antennas than base stations and user devices, leading to security issues.
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2.4 Key applications of Al in designing PLS aware
secure transmission techniques for 5G Het-
Nets

Al plays an essential role in the design of secure data transmission schemes. One
of the benefits of using Al-based PLS over traditional approaches is that they can
anticipate and detect future attacks by learning from prior incidents. In this sec-
tion, we discuss some of the key applications of Al in designing PLS-aware data
transmission techniques for 5G HetNets. We also discuss challenges associated with
traditional PLS techniques and how the use of AI can enhance the performance of
PLS for 5G HetNets. Finally, we also provide a SWO'T analysis of the secure data

transmission techniques.

2.4.1 Security Oriented Beamforming

Beamforming is a signal processing technique used to guide data transmission. It
ensures the best possible signal quality difference between the genuine receiver and
the eavesdropper. It is considered as one of the promising techniques in the design
of PLS [17], [99], [147]. Consider a simple PLS system model having one transmitter
(T), one receiver (R), and one eavesdropper (E), all of which have multiple antennas
in the quantity of Ny, Ng and Ng respectively. The legitimate receiver (R) receives

the signal vector rp(;) as

rr() = Hrr(j)w(j)s(j) +nr(j) (2.1)

where Hrg(j) is the wireless channel parameters matrix between transmitter and
receiver of size Ny x Ng, w(j) is the weight coefficient matrix of the channel, s(j)
is the transmitted signal and ng(j) is the AWGN vector of size Ng. Similarly, the

eavesdropper (E) receives the signal vector rg(j) as

re(7) = Hre(j)w(j)s(j) +ne(j) (2:2)

where HrE(j) is the wireless channel parameters matrix between transmitter and
eavesdropper of size NT X NE, w(j) is the weight coefficient matrix of the channel,
s(j) is the transmitted signal and ng(j) is the AWGN vector of size Ng. The SINR

at the receiver and Eavesdropper can be given as

Ng H
un = P 2.3
k=1
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User
Device

(«B))) Eve

Beamforming in Horizontal Direction 3D-Beamforming for single UE 3D-Beamforming for multiple UEs

Figure 2.1: Differet types of Beamforming

NE H
w" Ryp pw
v =Y Ps(5) (2.4)
k=1

where Rrgry and Rrpy are the Channel State Information (CSI) of the Receiver
and Eavesdropper which are available to Transmitter, Pgs is the power of transmitted
signal. The main objective of applying beamforming is to maximize the signal power
and minimize the other signal interference in the main wireless channel such that
the legitimate receiver can receive good quality signal. It can be formulated as SINR
at receiver must be greater then a threshold value Ry, i.e., g > Ry,. The optimal
beamforming design to maximize the secrecy capacity (Cs) can be mathematically

formulated as
max Cy(w)

w (2.5)
st ||w |P< P
where w is the beamforming matrix with the maximum transmit power constraint
pmer - Different types of beamforming are illustrated in Fig. 2.1. 3D beamforming
can be used if the beam has to be transmitted in multiple directions.

It has been studied as a potential PLS technique for 5G HetNets [18, 148, 149].
Yan et al. [18] proposed a robust beamforming algorithm to enhance the secrecy
rate of macrocell users in a two-tier 5G HetNet. The simulation results show the
effectiveness of the proposed scheme against collusive eavesdoppers in a massive
MIMO and NOMA enabled HetNet. Zheng et al. [148] studied distributed beam-
forming for secure content delivery in a two-tier 5G HetNet. It was observed that
the distributed beamforming and direct transmission scheme maximizes the over-
all secrecy throughput of a cache-enabled mmWave HetNet. Malcolm et al. [149]
implemented fast converging beamforming technique for macrocell users in massive
MIMO HetNet scenario. In this, the optimization problem of SINR balancing is

investigated for imperfect CSI. In [150], a joint beamforming and relay selection
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optimization problem was investigated to mitigate negative impacts of the jamming
signals in relay-based systems, and was solved using the semi-determined relaxation
scheme. A beam extraction method based on spatial data was proposed in [151]
to eliminate the eavesdropping and suppress the jamming signals in massive MIMO
systems. iejun et al. [129] presented a PLS technique based on secure beamforming
for a two-tier HetNet. The simulation results revealed the technique’s efficacy in
improving HetNet’s secrecy rate performance.

Challenges in security oriented beamforming: However, because of the simulta-
neous optimization of multiple variables and the constant modulus constraint, the
beamforming design is widely acknowledged to be a challenging non-convex prob-
lem, and it is rare to find a closed-form optimal solution [152]. Also, the above-
mentioned beamforming techniques are often practically challenging to deal with
highly dynamic 5G and B5G HetNet environments. Intelligent beamforming tech-
niques are the necessity to process excellent CSI by the base station, optimization
of beamforming vectors, and reduce the computational complexity. Al assisted
secure beamforming: Al has been acknowledged as a successful approach for solv-
ing intractable difficulties, and thus it has been used in numerous research studies
to solve the issue of BF optimization. Zhihan et al. [20] proposed a DNN based
technique to improve the PLS of 5G HetNets. In this, joint beamforming and mod-
ulation information recognition is studied with unsupervised deep learning. The
scheme reduces the computational complexity of beamforming design under differ-
ent number of transmit antennas and also solve the modulation recognition problem
in 5G HetNets. However, the quantity and quality of the dataset can affect the secu-
rity performance of the DL based schemes in 5G HetNets. In some studies, [153,154],
CNN has been used to improve beamforming vectors in cellular networks. By accept-
ing CSI as an input feature, CNNs are trained to generate effective beamforming for
a specified power constraint at the BSs. Specifically, in [154], the authors proposed
a CNN based fast beamforming design technique that converts the downlink beam-
forming to uplink beamforming and power allocation form. It was observed from
simulation analysis that the CNN based fast beamforming technique reduces the
computational complexity and iterations as compared to the weighted minimization
mean square crror (WMMSE) method. Wenchao et al. [153] proposed a CNN based
DL framework to optimize downlink beamforming in multiuser MISO systems. The
DL framework significantly reduces the computational complexity of beamforming
design to achieve the near-optimal solution to the SINR balancing problem. How-
ever, the use of CNN in designing beamforming optimization techniques is confusing
about the input format and phase/magnitude transformation.

The authors of [155] studied a DL based approach to optimize the beamforming

vector at the MISO base station, which can be used for any power constraint. The
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authors used the transmit power constraint of base stations as side information to
learn the impact of power constraint on universal MISO beamforming. The scheme
reduces the computational complexity of beamforming optimization while enhanc-
ing the average sum rate of the system. However, again the performance of DNN
in beamforming optimization is dependent upon the quantity of available dataset.
Qisheng et al. [156] proposed PrecoderNet, a deep deterministic policy gradient
(DDPG) [157] based DRL approach, to maximise the average rate upper bound.
The digital beamformer and analog combiner from the previous learning iteration
are utilized as state, while the matrices from the current learning iteration are used
as an action. Numerical results revealed the effectiveness of the PrecoderNet in
reducing bit error rate and time consumption. Although, PrecoderNet is robust to
CSI imperfection, but it is based on policy learning method and suffers from the
issue of slow learning rate. Xiao et al. [158] suggested a decaying DQN framework
for integrating reconfigurable intelligent surfaces (RIS) in wireless networks with
unmanned aerial vehicles (UAVs), where the RIS is used to improve the UAV’s QoS
requirements. Results revealed the effectiveness of this DRL based technique in re-
ducing the average energy consumption of the system. DQN works well for discrete
state and action spaces but is not well suited for continuous state and action spaces.
A relative comparison of the Al enabled beamforming techniques is presented in
Table 2.10.

Lessons Learned: Intelligent beamforming design, which can optmize the vari-
ables of beamforming vectors and variable radio resources is essential for all emerging
5G and B5G HetNets. Conventional beamforming techniques cannot handle the ul-
timate complexity of giant antenna arrays with multiple incorporated beamforming
active control components. The use of Al techniques can efficiently reduce the com-
putational complexity of beamforming design while maintaining the QoE and QoS
for the end-users. According to the literature, Al has been applied in the design of
intelligent beamforming techniques by embedding the Al based algorithms on the

various types of base stations.

39



LITERATURE REVIEW

CHAPTER 2.

sired uo1)OR-91R)S SNOU
-13U0D 10] 9[qeins JoN

9)eI SUTUIRS] MO[S

ooureurIojrod oY) 1097
-Je jesejep Jjo Ajent)

UOTI)RULIOJSTURIY
opnjiudeur /oseyd pue
NND ©031 gjeuroy 9nd
-Ul Jnoqe AjTure)Iodu )

UOI)RULIOJSTUR.I)
opnjiudeur /oseyd pue
NND ©031 gjeuro} 9nd
-Ul Jnoqe A}Ure}Ionu )

onbruyooy
poseq T JO oouew
-10510d oy} j00pe URD
josRIeD d[(R[IeAR O} JO
Lrywenb  pue  Ayeng)

SIosn
-pus 10 GO poroduur
pue uorpdwmouod A8I10
-0 9GRIGAR  PIDNPIY

ISD 3994
-toduwr 03 sseu)snqoy

uorpdwns
-0) IaMOJ peonpay

woqoxd
Suuereq  YNIS 0
uonrnjos Jewrnydo resu
pue Ajxorduwoo [euor)
-enduwoo poonpoy

SUOT)RIDII JO IoqUINU
pue  Ajxo[duion [eUOI)}
-endwoo poonpay

NS JO sonyea mof
ye ooueuriojd  poor)

‘Ayxordwio)) [euor)
-emnduwo)) poonpoy

ojey
9OUSSIDATUO))  ‘UOTI)
-dumsuo)) AS1ouy

Louamoryy [ei1yoedg
Py Iouy  ng

99eY WNg 9FRIoAY

UNIS

99eY WNg

uony
-ru8ooa1 wivjyed jo
Aoemooe pue YNS

sururiojureaq
aAtssed paseq NO

suruLIojuea( priq
-y peseq HdAA

surt

-uLI0JuIed OmEZ.
po[qeue NN

UOT)RZITU
-1ndo  Suruwiojuresq
10§ YIomourey

1A Poseq  NNDO

ugIs
-op  Sururiojureaq
18] poseq NND

Sururiojureaq
porqeuo NNA

[8CT] I 10 oery

[9GT] "1v 72 Suaysiyy

el

el

lcet] o

wooqun

lec1]
ORT[OUIAN

?mi ‘v 30 Suenpy

[0g] v 12 weylyy

SOPISUMO(]

9SejueApPY  OLIJOJ\ UOTYRN[RAG] 9OURULIOJISJ

pas( enbruypay,

(s)10mmy

SIONIOH 10} mOﬂUMQQUOP MQMEHO.%E@OO— polqeuo 1y 943l jo QOEMH@QEOO OAlle[AI YV QT°C °I9el

40



2.4. KEY APPLICATIONS OF AI IN DESIGNING PLS AWARE
SECURE TRANSMISSION TECHNIQUES FOR 5G HETNETS

2.4.2 Cooperative Jamming/Injection of Artificial Noise

Injection of Artificial Noise (AN) is another technique used in PLS design. In this
technique, the transmitter injects AN in the original signal to degrade the quality
of the signal at the wiretap channel used by the eavesdropper. AN injection was
first used in [159] to improve the physical layer security in wireless communication
systems. The generation of AN is carried out based on the status of CSI of the
eavesdropper. If the CSI of the eavesdropper is not known to the transmitter, then
identical AN is generated. The AN injection is performed in such a manner that
it does not affect the legitimate receiver’s channel since the AN is generated in its
nullspace. Artificial Noise can be used with beamforming to improve the PLS in
wireless communication systems further. A PLS model using AN and beamforming
is as shown in Fig. 2.2. The transmitted signal after AN injection can be mathe-

matically represented as follows
T = Mms, + s, (2.6)

where z is the final transmitted signal after addition of AN, m and n are the beam-
forming vectors for data and jamming signal respectively, s, and s; are the data
jamming signals. Also, the signals received by the legitimate receiver and eaves-

dropper can be given as follows
Yr = hpms, + grns; + ng (2.7)

yg = hgms, + ggns; +ng (2.8)

where hr and hg are the wireless channel responses of the main and wiretap channel.

ngr and ng represent the Gaussian Noise for Receiver and Eavesdropper, respectively.

Cooperative jamming is seen to be a potential physical layer-based technique to
secure wireless signals in the vicinity of eavesdroppers. It is a method in which a
helping interferer introduces artificial noise to mislead the eavesdropper. A Cooper-
ative Jamming assisted wireless network consists of a transmitter that transmits the
signal to the legitimate receiver and a jammer that transmits the jamming signal
towards the wiretap channel used by the eavesdropper to degrade it and improve
the PLS.

Cooperative relaying can be used along with cooperative jamming, where a relay
node is used to transmit data from the transmitter and legitimate receiver. After ap-
plying cooperative jamming, the received signal at the receiver yr and eavesdropper

yr can be given as follows

Yyr = \/ Pshrgs + whjrz +ng (2.9)
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Figure 2.2: Beamforming aided Artificial Noise

Yg = PshTES+thEZ+nE (210)

where Ps is the transmit power, z denotes the jamming signal with w as weight
vector. hrg, hyr, hrg, hyjr are the channel parameters of Transmitter Receiver
channel, Jammer Receiver channel, Transmitter Eavesdropper channel and Jammer

Eavesdropper channel, respectively.

Yan et al. [18] explored cooperative jamming for a two-tier 5G HetNet having
large scale antenna arrays at macro cell base stations. Results revealed the effective-
ness of the technique in improving the secrecy performance of the network. Jingjing
et al. [160] studied cooperative jamming for secure data transmission in D2D enabled
HetNets. Simulation results depict the enhanced security performance of uplink cel-
lular HetNet. Zhang et al. [47] proposed an artificial noise-aided secure transmission
technique for SWIPT in HetNet. Potential eavesdroppers are jammed, and the en-
ergy harvesting capability of the system is enhanced by constructing the downlink
information beamforming and artificial noise matrix of femtocell base stations and
macrocell base stations together. Shiwei et al. [161] designed an artificial noise-aided
scheme to enhance the PLS of D2D enabled cellular HetNet. More specifically, au-
thors [161] aim to improve D2D users’ secrecy capacity in a single cell when D2D
users share downlink resources with cellular users. Gong et al. [162] proposed an
artificial noise (AN) aided beamforming technique to maximize the secrecy rate of
wirelessly powered HetNet. The technique maximizes the AN power subject to the
secrecy rate requirements of femtocell users. Yan et al. [163] investigated coopera-
tive jamming in a two-tier HetNet with massive antenna arrays at the MBS. The
results demonstrate the effectiveness of the scheme in improving HetNet’s secrecy

performance. Also, the authors of [164] presented a secure data transmission system
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for D2D-enabled HetNets based on cooperative jamming. According to the simula-
tion results, uplink cellular HetNet has improved security performance.

Challenges in cooperative jamming/artificial noise injection: Almost all known
cooperative jamming techniques are centered on the premise that all UEs in a wire-
less system have perfect or statistical channel state information (CSI). However, it is
impossible to precisely assess an eavesdropper’s CSI, especially in passive eavesdrop-
ping mode. Also, the secure transmission methods described above based on coop-
erative jamming are at the expense of jamming power usage, which is inappropriate
for a low-power communication system such as [oT. Al assisted cooperative jam-
ming/artificial noise injection: Recently, AT has got a lot of attention in the design of
cooperative jamming based techniques and to solve the aforementioned issues. Yan
et al. [21] proposed a back-propagation neural network (BPNN) aided cooperative
jamming technique for secure data transmission in IoT environment. Simulation
results reveal that the proposed technique has better security performance than
continuous jamming under energy constraints. However, the problem with BPNN
is that any new learning induces catastrophic forgetting once a network has learned
one set of weights. Also, it is highly sensitive to noisy/complex data, which makes
it less suitable for highly dynamic 5G and beyond HetNet environments. Sangsoek
et al. [165] proposed a DL-based precoding scheme for MISO wiretap channels. It
exploits a DNN to optimize the precoder for artificial noise and information signals.
It was observed that the proposed DL based AN scheme performs better than the
conventional AN scheme. Although the scheme enhances the secrecy rate of the
system but the training of DNN requires high computational complexity, and due
to this it is very difficult to achieve ideal training in delay-constrained systems.
Zhang et al. [166] proposed a multi-agent DRL technique for secure communica-
tions in UAV enabled wireless network. It aims to solve the trajectory design and
cooperative jamming issues in the multi-UAV communication scenario. Specifically,
it uses continuous action attention multi-agent deep deterministic policy gradient
(CAA-MADDPG) to maximize the secrecy capacity of the system and improve the
convergence rate of DDPG based scheme. However, the DDPG based schemes are
highly sensitive to hyper-parameters and suffers form issue of instability due to its
sensitivity.

Yuxin et al. [167] designed a neural network based encoder to optimize the de-
sign of cooperative communications in wireless networks. This method employs a
two-stage technique to train and reduce the intended losses of a conventional three-
node cooperative system using a single autoencoder model. It was observed that the
proposed scheme achieves a similar block error rate (BLER) as compared to decode-
and-forward (DF') based scheme and outperforms amplify-and-forward (AF) scheme.

One advantage of the autoencoder-based scheme is that we don’t have to choose a
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precise training SNR value based on heuristics. Another is reduced sensitivity to
the accuracy of channel estimation. In another study, Yuxin et al. [168] proposed
a neural network-based autoencoder technique for relay-enabled cooperative com-
munications. Simulation results depict the effectiveness of DL-based technique’s
over the conventional amplify-and-forward (AF) and decode-and-forward (AF) re-
lay schemes in terms of BLER performance. The advantage of this autoencoder
based technique is that it eliminates the need of CSI and noise variance and is adap-
tive to any input block size. However, autoencoders need a large amount of dataset
to generate meaningful results and require high training time. Yuhan et al. [169]
presented a DRI based technique for cooperative communications and relay selec-
tion. In this, a DQN is trained using mutual information and outage probability,
and then the best relay is chosen from a pool of relay nodes without using previ-
ous data. Simulation results revealed that the proposed scheme reduces the outage
probability and energy consumption of the system. However, the authors of [169]
have considered the case of stationary sensor nodes, and the effectiveness of the
proposed scheme on the mobility of sensor nodes have to be tested, and also the use
of DQN for continuous action-state pairs is considerably limited. Table 2.11 depicts
a relative comparison of the existing cooperative jamming techniques for HetNets.

Lessons Learned: The deployment of Al based techniques such as ML, DL,
and DRL have been adopted as a promising tool to facilitate the cooperative jam-
ming/AN injection in the design of PLS for 5G HetNets. For instance, Al based
cooperative jamming methods can deliever comparable or better security perfor-
mance without compromising the expense of jamming power usage. Also, it has
been observed from the literature that the Al based techniques do not need perfect
CSI knowledge to secure data transmission from passive eavesdropping attacks. No-
tably, it is shown that integration of neural network and reinforcement learning with
online training can facilitate hyper-parameter tuning and optimize the convergence

rate, improving the cooperative jamming performance without having perfect CSI.
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2.4.3 Resource Allocation and Power Control

The enormous performance gain of HetNets comes at the cost of complex resource
allocation such as subcarrier, power, etc. Resource allocation is critical for control-
ling signal interference and designing secure data transmission techniques in 5G,
and B5G HetNets [44,170]. In the scope of PLS, resource allocation algorithms
are mainly used to optimize the secrecy capacity of wireless channels [171]. Also,
power control in a communication system is the adaptive selection of transmitters’
output power to ensure optimal security performance. Irrum et al. [170] proposed
secrecy-ensured optimization of resource allocation in 5G and beyond HetNets. It
was observed that the algorithm enhances the secrecy rate, energy-efficiency, and
throughput for D2D enabled HetNet. Humayun et al. [172] studied secure resource
management for secrecy rate maximization in mmWave enabled N-tier B5G HetNet.
Simulation results revealed the effectiveness of downlink uplink decoupled user asso-
ciation technique in terms of secrecy rate and secure user association performance.
Wang et al. [173] proposed a power control based secure transmission scheme for ve-
hicular 5G HetNets. Specifically, the authors used an on board unit (OBU) equipped
in vehicles and proposed a multi-level security architecture for OBU to enhance the
secrecy outage probability of the network. Marabissi et al. [174] proposed a user
cell association and cell-activation selection scheme for ultra-dense HetNet. The
simulation results show the effectiveness of the proposed scheme in minimizing the
energy consumption and to maximize the security of HetNet. Zheng et al. [175]
explored a jammed wireless network in which the operator adjusts the broadcast
power to enhance the system rate and ensuring the QoS requirements of receivers.
Also, in [176], a jamming-resistant receiver was proposed to enhance the resilience of
the wireless communications against the jamming, and an optimal power allocation
scheme was designed to increase the achievable data rate. To deal with jamming at-
tacks more effectively, Luliang et al. [177] explored an anti-jamming defense scheme,
which incorporates both the power and the spectrum domain of HetNet. Zhang et
al. [57] formulated a resource allocation optimization problem to maximize the se-
cure capacity of device-to-device (D2D) user equipment in D2D underlaying HetNet.
The proposed resource allocation solution significantly enhances the secrecy capac-
ity with a rapid convergence speed. Wang et al. [178] proposed a PLS scheme for
two-tier HetNet based on average received signal power (ARSP). By incorporating
pilot attacks from active eavesdroppers, the authors utilized the stochastic geometry
to analyze the secrecy performance of two-tier HetNet. Irrum et al. [179] explored
a resource allocation optimization problem for D2D enabled 5G HetNets. Simula-
tion results show that the proposed technique increased the network’s throughput,

secrecy rate, and energy efficiency. In [180], Xin et al. explored an alternative di-
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rection multiplier method (ADMM) to enhance the secrecy energy efficiency (SEE)
of wirelessly powered HetNet.

Challenges in resource allocation and power control: The resource allocation and
power control challenges vary depending on the application context. For instance,
in heterogeneous vehicular networks, the goal is to modify the user’s transmit power
appropriately and consider cache optimization and compute offloading in the com-
munication system. In this situation, focus must be on a more pragmatic and com-
plex application domain. However, the conventional resource allocation schemes
lack these features. Also, most conventional resource allocation techniques do not
consider the mobility of users, which changes the interference scenario and requires
more intelligent techniques to manage interference. Furthermore, from the stand-
point of the solution process, a more intelligent and self-optimizing algorithm should
be developed and created for future HetNets.

Al assisted resource allocation and power control: Al-based techniques can repli-
cate the surrounding radio settings adaptively. To adapt to the needs of secure wire-
less networks, the training system can dynamically modify its optimization param-
eters (e.g., transmit power, subcarrier assignment). Thus, the RA issues in HetNets
can be solved using intelligent Al-based methods. Yong et al. [181] designed a DRL
framework (HetDQN) for optimization of resource allocation in HetNets. Specif-
ically, the authors have used DQN to jointly optimize resource allocation, power
allocation, and user association under load coupling conditions. Simulation results
revealed the effectiveness of HetDQN in terms of fast convergence rate. Although
the DQN works well for a discrete set of transmit power in the power allocation
problem but is not suitable for continuous values of power. Ismail et al. [182] pro-
posed a ML based technique for energy-efficient resource allocation for 5G enabled
heterogeneous cloud radio access networks (EE-HCRAN). They used centralized Q
learning for joint optimization of resource blocks and power allocation for remote
radio heads. According to simulation results, the suggested resource allocation ap-
proach can considerably reduce interference, enhance energy and spectral efficiency,
and meet users’ QoS expectations. Although the Q-learning method works well for
a limited set of state-action pairs, when the values of Q-table increase, it becomes
very difficult to store a large amount of state-action pairs in Q-learning. Tang
et al. [183] investigated DRL for dynamic uplink/downlink resource allocation in
5G HetNets. In this, a deep neural network is used to extract the features of the
complex network data. Also, a dynamic Q-value iteration-based RL with experience
replay memory method is used to adaptively modify the time-division duplex (TDD)
uplink /downlink ratio by assessed incentives. The scheme achieves significant im-
provements in packet loss rate and network throughput compared to conventional

TDD-based resource allocation schemes. However, the proposed DRL based scheme
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suffers from high computation overhead.

Ding et al. [184] studied DRL for joint optimization of power control and user
association in HetNets. In this, the authors used a multi-agent DQN framework
to maximize the energy efficiency of UEs in OFDMA-based HetNets. Compared to
traditional RL, simulation results show that the multi-agent DQN approach offers
better convergence and energy efficiency. However, the problem with multi-agent
DQN is that it requires considerable time to train all agents. The received agent
data becomes less directed and relevant to UEs. Jing et al. [185] proposed DRL-
based mobility—aware robust proactive resource allocation (MRPRA) technique for
HetNets. They explored multi-actor DDPG to exploit and handle prediction for
proactive resource allocation optimization efficiently. Simulation results show that
the proposed method adapts well to the users’ mobility intensities and rate require-
ments. Although the proposed scheme achieves efficiency and robustness, but it
suffers from the issue of slow learning rate. Zhang et al. [186] proposed DRL based
multi-agent power control technique for HetNets. To be more specific, the authors
proposed a multiple-actor-shared-critic (MASC) technique to train the local DNNs
individually in a trial-and-error method by treating each access point as an agent
with a local DNN. Simulation results revealed that the proposed technique outper-
forms conventional power control schemes with respect to computational complexity
and sum rate. However, it requires a large amount of time to train a DNN and cal-
culate the transmit power. A relative comparison of the existing resource allocation
and power control techniques for HetNets is shown in Table 2.12.

Lessons Learned: In the literature, we've seen how Al techniques can be used
to solve problems like power control and resource allocation in 5G HetNets. When
learning capabilities are built into devices, the processing load on base stations is
distributed and the decision-making process becomes decentralized. Due to this, 5G
HetNets’ base stations will be empowered to conduct additional network services
such as cell association, mobility management, power control, and other responsibil-
ities as a result of this decentralized decision. Moreover, the security performance
can also be increased using Al enabled resource allocation and power control tech-

niques.
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2.4.4 Game theoretic approaches

Game theory can be defined as the mathematical analysis of individual or/and
cooperative behaviors of players who pick a certain strategy/action to meet their
self-interest [187]. In recent years, there has been a surge in interest in using game-
theoretic approaches to address various PLS concerns of HetNets. Ahmed et al. [188]
studied coalitional game for secrecy ensured resource allocation in D2D enabled 5G
HetNets. More specifically, the authors investigated a coalitional game to enhance
the information-theoretic security of D2D and cellular users in 5G HetNets. Lal-
ropuia et al. [189] designed a Bayesian game model to mitigate denial of service
(DoS) attacks for small cells in 5G HetNets. It uses a game-theoretical model to an-
alyze the interactions between a network defender and an attacker during a spoofing
attack. Yulan et al. [190] designed a stochastic game for analyzing the interactions
between a user and jammer, where the transmitter and jammer competes with one
another to obtain the best defense policies. In [191], a Stackelberg game based
beam domain anti-jamming transmission scheme was proposed to minimize the cost
of transmission in the presence of a jammer for a downlink massive multiple-input
multiple-output (MIMO) system.

Challenges in game theoretic approches: 1t’s nearly hard to define reward func-
tions for both attackers and defenders. Assumption-based strategies cannot be ap-
plied in real-time. The most common application of non-cooperative game theory is
mechanism design. Although the system can attain Nash equilibria (NE) through
mechanism design, it typically only achieves a sub-optimal solution. Also, the co-
operative game theory techniques also take only the ideal computing model into
account. This abstraction ignores the associated QoS limitations and the variety of
operations and dynamic and heterogeneous settings.

Integration of game theory and Al: Weerasinghe et al. [192] suggested a DL
based game theoretical technique to reduce the risk of jamming attacks. In this, us-
ing a non-cooperative security game, the authors describe the interaction between a
transmitter that employs chaotic pseudo-random patterns for channel hopping and
a smart jammer that uses LSTM model to anticipate the transmitter’s frequency
hopping patterns. Simulation results show that the LSTM based technique improves
the security performance of the system against jamming attacks. However, the prob-
lem with LSTM models is that these models take longer time to train, require more
memory and are highly sensitive to random weight initialization. Gupta et al. [193]
studied game theory based privacy-preserving DL technique for IoT devices. Specif-
ically, the authors used a game theory approach in collaborative DL to assess the
rationality of mobile edge devices. The proposed scheme addressed the issue of un-

fair cooperation in collaborative DL among rational IoTD. The proposed scheme
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has to be tested on more datasets to validate its accuracy.

Keywhan et al. [194] proposed a game theory based Q-learning approach to se-
cure communication systems from adversarial actors. The authors compensated
for the lack of data by allowing the ideal policy to be learned, which simulates cir-
cumstances where attackers probe system weaknesses and defenders train and renew
security policies and devices based on previous data. Simulation results revealed the
effectiveness of the proposed Q-learning based technique against irrational attackers.
However, the proposed scheme is not capable of detecting new attacks and also there
is a lack of coverage of undefined states or actions. Joseph et al. [195] suggested a
hybrid reinforcement learning and game theory technique to frame cyber-physical
systems security. Here, the strategic level is depicted as imperfect information, ex-
tended form game, in which the human administrator and malware creator choose
protection and attack methods, respectively. Although the scheme enhances the
security performance of cyber-physical systems, but it is not suitable in the scenario
with imperfect CSI. Feng et al. [196] proposed a RL based smart mode selection
technique for secure VR broadcasting in D2D enabled 5G HetNets. The authors
designed a Q-function and reward function to obtain the optimal transmission rate
for VR and optimize VR quality in mmWave HetNet. It has been observed that the
proposed scheme enhances the system throughput with a moderate resource cost
as compared to conventional broadcasting schemes in 5G HetNets. However, the
scheme is not suitable for the imperfect CSI scenario. A relative comparison of the
existing game theoretic techniques for HetNets is discussed in Table 2.13.

Lessons Learned: We have seen how Al techniques, specifically DL and rein-
forcement learning techniques can be used with game theory to improve the wireless
networks’ security performance. In the reinforcement learning environment, agents
are modeled as players in a standard form game who are trying to improve their
long-term strategies. Deep learning techniques are also integrated with game theory

to improve the security against jamming attacks and for privacy preservation.
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2.4.5 Channel Secrecy Codes

Error control codes (ECC) play an important role in designing reliable, secure com-
munication systems. The capacity to establish information-theoretic secrecy de-
pends on the investigation of different coding methods such as privacy amplification
and channel resolvability, in which ECC are used to affect the dispersion of stochastic
processes [197]. The development of realistic codes for PLS has recently got more
recognition. The main objective of the coding is to improve the security against
eavesdropping and jamming attacks. In this subsection, we analyze the recent de-
velopments in the coding-based PLS. Practical physical layer authentication codes

that will be used in 5G and beyond networks are as follows.

2.4.5.1 Low Density Parity Check (LDPC) Codes

On the wireless channel, 5G uses LDPC codes for channel coding. The LDPC
codes correct the channel errors by keeping parity bits for a subset of the data bits.
LDPC codes are used efficiently by researchers to design PLS techniques. Thangaraj]
et al. [198] shows that absolute confidentiality can be accomplished with any wiretap
channel by using LDPC codes. This conclusion lays out a framework for developing
secure coding schemes for use over the wiretap channel used by the eavesdroppers.

Later, Rathi et al. [199] designed the two-edge style LDPC codes to generalise
this coding scheme to binary erasure channel (BEC) of both the legitimate receiver
and the eavesdropper. Subramanian et al. [200] used the Ramauja graph for a
noiseless channel of the receiver and the BEC of the eavesdropper to create LDPC

codes of broad girth block length, which achieves a high secrecy rate.

2.4.5.2 Polar Codes

Polar codes are another error correction codes used to design the PLS techniques
for 5G and beyond. Mahdavifar et al. [201] created a polar coding scheme to obtain
the confidentiality for the symmetric wiretap channel under the constraint that the
eavesdropper’s channel is degraded to the intended user’s main channel for the poor
secrecy criteria. Furthermore, in [202] and [203], authors demonstrated that this
coding scheme can achieve the complete rate-equivocation area (defined in [204]).
Other polar coding techniques designed for eavesdropper’s channel include concate-
nating two polar codes [205], concatenating polar and LDPC codes to reduce the

security gap [206], and so on.

2.4.5.3 Lattice Codes

Belfiore et al. [207,208], describe a notation of confidentiality advantage for wire-

tap lattice codes, which represents the eavesdropper’s accurate decoding probability.
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The confidentiality advantage scales exponentially with the lattice dimension, ac-
cording to asymptotic theory. In addition, authors in [209] proposes a framework
to examine the confidentiality benefits for arbitrary unimodular lattices. In [210],
authors propose lattice codes for Rayleigh fading wiretap networks that are suit-
able depending on the confidentiality gain criteria. In addition, Choo et al. [211]
suggested a superposition lattice code for the Gaussian Binary Channel with secret
message and confidentiality. Nested lattices code designs for mutual jamming, in-
terference channels, and relay networks [212-214], the protection of the continuous
mod-lattice system with feedback [215] have been used to secure the physical layer

of the 5G wireless network.

The first feasible channel secrecy code design, based on Coset coding, was pro-
posed in [216]. Jeong et al. [217] studied energy adaptive LDPC and polar codes [218§]
for error correction in HetNets. Qinghe et al. [219] studied fountain codes for mul-
ticast security enhancement in IoT. The simulation findings demonstrate that the
proposed method can effectively improve information security while increasing trans-
mission efficiency with low accredited complexity. Kiran et al. [220] explored LDPC
codes along with Tomlinson-Harashima pre-coding scheme for interference mitiga-
tion in HetNets. The suggested approach improves mean, median, and edge user
rates significantly.

Challenges in channel secrecy codes: The encoding and decoding complexity of
the error-correction techniques must be optimized. Further, modern channel chan-
nel secrecy codes offer very low error rates at longer block lengths, however, long
blocks are not always acceptable for low-latency applications such as D2D assisted
5G HetNets. While short block codes have great error-correction performance when
decoded optimally, creating practical, low-complexity decoding algorithms that can
produce close-to-optimal outcomes for short codes is a major challenge. Also, these
techniques are vulnerable to timing attacks in post-quantum scenarios.

Al assisted channel secrecy codes: Use of Al techniques can significantly optimize
the encoding and decoding complexity of error correction techniques and also can
be explored to mitigate timing attacks. Xiaoling et al. [221] proposed a unified CNN
classifier based decoder for coexistent HetNets. In the training process, the unified
decoder is trained to learn the individual properties of encoded codewords that are
encoded according to different specifications. Then, the classifier extracts discrete
structural features and detect the coding pattern in the deployment phase. The sim-
ulation results show that the proposed CNN-based decoder outperforms benchmark
methods in terms of reliability over both Rayleigh fading channels additive white
gaussian noise (AWGN) channels. Further, in [222], CNN was used to correctly
anticipate noise before concatenating a conventional LDPC belief propagation (BP)

decoder to enhance BER performance. Specifically, a typical BP decoder is em-
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ployed to estimate the coded bits, followed by a CNN to eliminate the BP decoder’s
estimation mistakes and produce a more accurate assessment of the channel noise.
The advantage of proposed CNN based decoder is that its complexity is linear in
the length of the filter and is even suitable for channels having large memory. Al-
though the CNN-based decoders reduce the hardware cost, they only take the local
information of input data into account. The problems of exploding gradient and
overfitting are very common during the training process of CNN.

Zhang et al. [223] investigated DRL for construction of LDPC codes. The au-
thors integrate the Monte Carlo tree search (MCTS) and a DNN to guide code
development state by state with a long-term perspective. The proposed scheme im-
proved the BER performance of the system and is also flexible for the parameters
of arbitary codes construction. However, the proposed DRL based scheme suffers
from the issue of slow learning rate. Liao et al. [224] proposed reinforcement learn-
ing technique SARSA(A) for construction of polar codes. In particular, this study
presents a method for mapping polar-code construction to a game in which the agent
is trained to navigate a maze. Experimental results show that the proposed tech-
nique can approximate existing standard constructions for SC decoding and surpass
the standard construction for SCL decoding with moderate training. However, the
authors did not evaluate the effect of channel mismatching in the training process
and the proposed scheme needs to be tested for longer codes construction. Tadashi
et al. [225] suggested DL based trainable projected decoding technique for LDPC
codes. It is based on projected gradient descent technique. Numerical analysis shows
that the proposed method beats belief propagation decoding in terms of bit error
rate and number of iterations. One of the disadvantages of this technique is that
it suffers from the issue of vanishing gradient and redundant computation. Table
2.14 shows a relative comparison of the existing channel secrecy coding techniques
for HetNets.

Lessons Learned: The use of Al in designing error control codes has increased
a lot in recent years. The main strength of Al techniques is that they possess the
self-adaptive ability to variety of conditions, unlike the codes generated by conven-
tional methods. For instance, the AI based decoder can be trained to learn the
properties of codewords, which are encoded using different specifications. Also Al
techniques can be used to anticipate the channel noise correctly to enhance the BER

performance of existing decoders.
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2.4.6 Secure Handover Schemes

In HetNets, handover occurs when a mobile station transits from one wireless cell
to another, terminating its connection with the first base station and connecting
to the second. Zhang et al. [228] proposed a robust and universal seamless han-
dover authentication scheme (RUSH) for 5G HetNets. According to the compar-
ative simulation analysis, RUSH surpasses other computing and communication
efficiency schemes. Kumar et al. [229] suggested a universal subscriber identity
module (USIM) and elliptic curve cryptosystem-based secure handover authentica-
tion technique for 5G HetNets. Compared to other existing handover schemes, the
suggested approach is more efficient in reducing time, storage, and communication
cost. Kumar et al. [230] suggested secure handover authentication technique for
D2D communications in 5G HetNets. The security and performance analysis show
that the proposed scheme is capable of resisting a variety of attacks.

Challenges in secure handover schemes : With the emergence of various en-
abling technologies for fifth-generation (5G) networks, such as mm-wave, massive
MIMO, network densification, Internet of things (IoT), and so on, secure handover
management is expected to become more difficult, as the number of base stations
(BSs) per unit area and the number of connections has been steadily increasing.
Further, mmWave and higher frequencies are subject to significant attenuation, im-
plying that their transmission reach will be limited. Furthermore, because service
interruptions occur during HOs, customer happiness is significantly impacted, un-
dermining the tremendous promises of 5G networks. Also, establishing a trade-off
between secure data transmission techniques, dynamic resource allocation, and han-
dover management is important in designing secure data transmission techniques
for 5G and beyond HetNets.

Al assisted secure handover schemes: Alotaibi et al. [23] proposed a neural
network-based technique to manage vertical handover in HetNets. The authors
used artificial neural network (ANN) to improve the chances of getting higher suc-
cess to find another wireless network during the process of handoff across HetNets.
Simulation results show that the proposed handover technique can improve the QoS
of both data and voice services while also meeting the user’s preferences to a large
extent. However, the proposed scheme faces the issue of high computational com-
plexity. Zijun et al. [231] suggested a DQN based handover management scheme
for dense wireless local area networks (WLANSs). The proposed approach allows the
network to adapt from actual user actions and network state by adjusting its learn-
ing mechanism. Simulation results revealed that the proposed scheme enhances the
data rate during the handoff in WLANSs as compared to conventional handoff tech-

niques. The limitation of the proposed scheme is that the authors only considered
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one agent for simulations and also the simulated WLAN scenario can differ from the
actual scenarios.

Rihani et al. [232] proposed a neural network-based handover scheme for multi-
ple radio access technologies enabled HetNet. The scheme is built on reinforcement
learning to make it smart enough to decide whether or not to execute vertical han-
dover across various wireless networks. The chosen System on Chip (SoC) has a
partial reconfiguration (PR) functionality on the field-programmable gate arrays
(FPGA), which gives flexibility to the adopted high-performance devices. Although
the proposed scheme provides high rate of successful decisions but suffers form the
issue of high computation overhead. Mahira et al. [233] suggested a feedforward
ANN based approach for handover decision in wireless HetNets. Depending on the
service cost, data rate, received signal strength indicator (RSSI), and speed of mobile
devices speed, the neural network assists in taking the handover and selecting the
best option. Compared to other existing methods, the experimental findings demon-
strate an improvement in successfully lowering the number of handovers. However,
the problem with using feed-forward neural networks is that they are not transla-
tion invariance and require a large number of parameters to be optimized. A relative
comparison of the existing secure handover techniques for HetNets is presented in
Table 2.15.

Lessons Learned: Al enabled intelligent handover optimization schemes would
aid in determining the best BSs to connect as well as pre-allocating the resources
required at the BSs. For instance, supervised learning algorithms can assist in pro-
viding user mobility information by predicting future position, trajectory, cell, and
so on, which is required for proactive HO optimization in 5G HetNetss to improve
user QoS security performance. While, the unsupervised learning techniques can

enable decentralized and scalable handover optimization for 5G and B5G HetNets.

58



2.4. KEY APPLICATIONS OF AI IN DESIGNING PLS AWARE

SECURE TRANSMISSION TECHNIQUES FOR 5G HETNETS

SyIo0M)OU
SSO[IIM  pO[qrUD
OARA\ W UT IOAOD
ndysnoryy owrr) uondnisip  -uey oAT)OTpaId
ojel SUIUIRI[ JUOSULIYG  WIDISAS pooueyuy oomAmRs  ‘gndysnory], poseq Surwreds] () [pee] v 12 epoy]
UOISTOdP
poziuir) IaAopuey 10} onbru
-do 9q 09 sjowreIed JO SIoAOpURY NS -U993 NNV Pplem
Ioqunu o8re[ sexmboy Jo Ioqunu  poonpoy ‘ojey 10l owel] -Iojpeoj IoAR[MIN  [geg| v 10 eIR]y
901A
PROYIDAO oowewrojod  -10g jo Ayren() pue onbruyooy
[euonpenduwod  UYSIH IoAOpURY posorduwl] SUOISIOOD  [NJSSEDONG  Ieaopuey paseq TN  [zeg] v 10 muweyry
OLISUDS
[enjoR WO ISPIp Aew
NVIM poye[nuls oty
pue suojeUIIS 10}
JueGe QU0  POISPISUOD 9OURULIOJ JUOUWIOGRURUL IOAOP
Auo  sioyme oy, -10d ojer ejyep poroduy ojeI eIR(] -URY pPopre NO [1eg| v 92 unliy
Ayxordurod mdysnoayy Ae[op  JuoWOSRURW IOAOD
[euorjenduwod  YSIH  WISAS peouequy jeyoed ‘yndySnoiy], -uey peseq NNV  [€g] P 70 1qrejory
DLIPOJN UOT)
SOPISUMO(] oSRIURAPY  -BN[RAY OOURULIONID] pos) enbruyoaf, (s)1oyIny

S19NPOH I0] sonbrutpe) IoA0OpURY 2INDdS Po[eud [ 91} JO UOISLIedUIOd 9AIR[dI  :GT°Z OIqelL

59



CHAPTER 2. LITERATURE REVIEW

2.4.7 Physical Layer Authentication

Physical-layer authentication (PLA) is used to verify the authenticity of a wireless
signal and its emitter by examining its physical layer characteristics. To maintain
security, a PLA system should ensure that the attacker is unable to launch suc-
cessful attacks. Ting et al. [19] suggested a fast and efficient PLA technique for
software defined networking (SDN) enabled 5G HetNets. Simulation results proved
that the suggested approach gives dependable security performance for supplemen-
tary authentication. Feng et al. [235] suggested a mutual PLA scheme to secure
5G HetNets. Simulation results revealed the effectiveness of the proposed scheme
in enhancing security through PLA. Pinchang [236] studied PLA for heterogeneous
MIMO systems by using hardware and wireless channel features. Simulation anal-
ysis revealed the efficiency of the proposed technique. Jiazi et al. [237] proposed
a novel PLA scheme for HetNets by using AF cooperative relaying. The proposed
scheme selects the optimal relay from several AF relays for collaboration between
genuine transmitter and intended receiver to mitigate spoofing.

Challenges in PLA: PLA provides several benefits, including minimal computing
requirements and network overhead [11,238,239], but it also has some drawbacks.
The primary reason for this is that most physical layer authentication approaches
use static procedures when dealing with the diverse and complex environment of 5G
and beyond networks. For instance, the inaccurate estimations and changes of the
selected attribute degrade the performance of single attribute-based physical layer
authentication methods [240]. It limits the security performance of these meth-
ods in many applications, such as device security. Also, the unexpected changes of
attributes owing to possible decorrelation at various time instants and device mo-
bility can significantly impact the authentication performance of conventional static
authentication systems. As a result, changes in attributes raise the uncertainty for
attackers while decreasing the authentication accuracy of legal devices running with-
out learning the various attributes.

AT assisted Physical Layer Authentication: As a consequence of the significant
rise in the number of smart devices and to solve the aforementioned issues, Al
has already begun to attract a lot of attention in the context of PLA for Het-
Nets. The Al-based PLA methods can detect a large number of UEs simultaneously
while retaining good security performance. Fang et al. [241] proposed ML based
PLA scheme for 5G and beyond HetNets. The ML-based intelligent authentication
scheme uses the adaptive authentication process and varying attributes to learn
from the dataset without an exact attribute model. Simulation results revealed
that the proposed technique provides improved security and continuous adaptive

authentication for legitimate UEs. However, the proposed ML based authentication
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schems is not suitable for contionous long authentication across low power devices.
Liao et al. [22] explored multiple DL based PLA techniques for heterogeneous in-
dustrial wireless sensor networks (ISWNs). Specifically, three algorithms have been
used to implement PHY-layer authentication in IWSNs: DNN-based authentica-
tion, the CNN-based authentication, and convolution preprocessing neural network
(CPNN)-based authentication of sensor nodes. All the schemes are capable of both
lightweight authentication and multiple nodes authentication concurrently. Also,
the CPNN based authentication is best among three in terms of authentication and
training time performance. However, CPNN based authentication performance is
limited in highly dynamic 5G HetNet environments.

Xiaoying et al. [242] developed an adaptive neural network to identify anomalies
in wireless channel characteristics and assess if an intrusion has happened. It deals
with the problem of PLA in time-varying scenarios. Although the proposed scheme
provides a good trade-off between computational complexity and performance, there
is a high computation cost. Shi et al. [243] employed an autoencoder to identify hu-
man behavioral characteristics based on daily mobility patterns using Wi-Fi data
given by IoT devices. Particularly, the authors build a DL-based user authentication
technique to properly identify each user by extracting representative characteristics
from CSI values of WiFi signals. The authors claimed to achieve over 91% and 94%
authentication accuracy for stationary and walking activities of 11 subjects. How-
ever, the autoencoder based techniques require large amount of data for training and
have high training time. Xiaofan et al. [244] proposed a residual network (ResNet)-
based PLA scheme for industrial cyber-physical systems (CPS). Specifically, a CSI
based physical layer authentication scheme is designed, where ResNet was used for
the classification of CSI measurements. The authentication accuracy is consider-
ably increased, and all of the numerical findings provide important insights on how
to enhance such an approach for industrial wireless CPS. However, the training of
ResNet-based schemes requires a huge amount of time, making them practically in-
fisible for highly complexed and dynamic practical 5G HetNet scenarios. A relative
comparision of the existing PLA techniques for HetNets is shown in Table 2.16.

Lessons Learned: Al based PLA schemes act as the intelligent process for learn-
ing and utilizing the sophisticated time-varying environment, thercby improving the
robustness and reliability of PLA in wireless networks. Al based PLA schemes are
capable of authenticating a large number of UEs and can deliver good security per-
formance. Also, it was observed that AI based schemes can deal effectively with

anomalies and intrusion detection for the time-varying scenarios.
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2.5. RESEARCH GAPS

Summary and Insights: Al can help in solving 5G and beyond HetNets se-
curity issues in novel ways. The use of Al-enabled PLS techniques has signifi-
cantly outperformed key-based encryption techniques, as well as traditional PLS
techniques. Since it summarises the inherent patterns of hybrid and complex phys-
ical layer characteristics, Al is a powerful approach for dealing with complex issues
like beamforming optimization, resource allocation and power allocation, physical
layer authentication, etc. Furthermore, channel secrecy coding techniques such as
polar codes, fountain codes, and LDPC codes have high decoding complexity in cur-
rent networks. The Al has the potential to dramatically enhance the performance
of such techniques. Table 2.17 depicts the SWOT analysis of different secure data

transmission techniques in 5G and beyond HetNets.

2.5 Research Gaps

After a detailed analysis of the existing proposals, following research gaps must be

considered during the implementation of PLS for 5G HetNets.

2.5.1 Security of Massive MIMO based HetNets

Massive MIMO is one of the "big three” 5G technologies [245], and is considered as
a promising solution for transferring large amounts of data efficiently. The use of a
large number of antennas at the transmitter and/or receiver (massive MIMO) can
considerably improve the wireless network’s spectral and energy efficiency. Thus,
massive MIMO is critical for addressing many of the technological issues that the
5G HetNet will face, and they can be seamlessly integrated with existing systems
and access technologies. Although the use of massive MIMO increases the capability
of PLS against passive eavesdroppers, but smart eavesdroppers can take counter-
measures. For example, an eavesdropper may position itself near the legitimate user
such that the pathways between the legitimate user and the eavesdropper become

densely coupled, making secure transmission of data difficult.

2.5.2 Security of NOMA based HetNets

NOMA has been proposed to improve the spectral efficiency of wireless networks by
allowing more users to use the same subchannel [51]. The combination of NOMA
and HetNet creates a new NOMA-based HetNet capable of high throughput and
large connectivity. The fundamental distinction between OFDM-based HetNet and
NOMA-based HetNet is that in the NOMA network, the signal interference can-
cellation (SIC) approach is used at the receivers, allowing several UEs to share a

single subchannel for data transmission. In contrast to traditional HetNets, there
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are two types of eavesdroppers in NOMA based HetNets, i.e., external (passive)
eavesdroppers whose CSI cannot be detected by the transmitter and internal (ac-
tive) eavesdroppers whose CSI can be recognized by the transmitter. Moreover,
the disparity in transmit power and diverse security requirements of UEs are the
crucial factors while designing secure data transmission techniques in NOMA based
HetNets.

2.5.3 Energy efficiency and Power Control

In the communication system of 5G wireless networks, consumption of power and
the subsequent energy-relevant pollution are the major functional and cost-effective
concerns. But with an exponential increase in the network traffic and the increase in
the number of connected devices make the energy efficiency parameter an essential
aspect while dealing with the security of 5G HetNet. Also, to efficiently utilize the
resources, power of the transmitter must be controlled. If the devices are randomly
deployed under cellular networks, the network’s performance gets degraded due to
co-channel interference. Also, to fulfill the SNR requirements of cellular users, de-
vices need to limit their power. The power optimization techniques can improve the
throughput and energy efficiency of the network. The same can be used to mitigate
the co-channel interference. In 5G, especially for a multi-cell scenario, an efficacious

power control scheme needs to be addressed.

2.5.4 Privacy of the User Identity and Communications In-
frastructure Inheritence

Issues related to the identity of the user have been known since 4G and even previous
generations of wireless networks. In 5G, privacy needs to be maintained for the
users which can protect the user’s identity against different types of cyber-attacks.
Further, even though 5G networks are designed to be more secure, 4G information
security methods and practices are still supported in 5G networks. If not addressed,
the weaknesses in this archaic communication network can be exploited by malicious

parties.

2.5.5 Primary and Secondry Authentication

Device and network authentication in HetNets comes under primary authentication.
In the primary authentication, the base station must have inbuilt control to know
if the device is authentic for a specified network and then decide on data trans-
mission. So, to protect the network and user devices from getting eavesdropped
on by unauthorized users, there is a need for primary authentication. Moreover,

secondary authentication in HetNets should be designed for the networks which are
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not directly linked with user devices but are a part of HetNet, or we can say for
secondary networks. Consider the case of the smart grid, where the signals from the
smart meters are transmitted to the data concentrator unit by using Wi-Fi as the
primary network and other cellular network as secondary. So, here there is an equal
need to authenticate the secondary network to protect the data signal from getting

jammed or eavesdropped.

2.5.6 Need of Decentralized Security and Security by design

There were less number of physical points of contact in pre-5G networks, making
security evaluations and management more effortless. Also, the number of traffic
routing points in 5G’s vibrant softwarc-based systems is significantly higher. To
be completely secure, all of these should be checked. Moreover, in the traditional
communication systems, the location of the devices are first identified, authenticated,
and then encrypted to carry out the communication. This is a trusted system as it
is based on the core network. The security of 5G wireless networks must be ensured
from the first phase of the design by embedding the security mechanisms with the
architecture of 5G with the focus on access, identity management, integrity controls,

storage, and interface encryption, etc.

2.6 Objectives

After analysis of existing proposals, and the research gaps identified, following ob-
jectives are finalized by the research commitee:

1. To study and review the existing secure trasmission techniques for 5G-enabled
HetNet.

2. To design energy-efficient secure transmission techniques for 5G-enabled HetNet.
3. To verify and validate the proposed techniques by using various performance

evaluation metrics.

2.7 Methodology for Objective 1

Various existing physical layer security techniques will be analysed with their limi-
tations. A review will be performed on the issue of possible attacks on the physical

layer and existing schemes to mitigate these attacks in 5G enabled HetNet.

2.8 Methodology for Objective 2

This objective aims to design energy-efficient secure data transmission techniques for

5G enabled HetNet. To achieve this objective, we will integrate PLS techniques with
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Al to mittigate various physical layer attacks such as eavesdropping and jamming
attacks on 5G HetNet scenario. Specifically, we will explore reinforcement learning
and deep learning techniques to design new secure data transmission techniques for

mmWave and sub 6 GHz scenarios.

2.9 Methodology for Objective 3

To achieve this objective, the proposed schemes will be tested for their accuracy and
efficiency using realistic parameters. Since, the target scheme comprises of 5G en-
abled HetNet, so the proposed scheme will be simulated on the Python programming
tool to demonstrate the performance evaluation. On the Python tool, a program

will be designed to test the various performance metrics in different scenarios.

68



Chapter 3

SecBoost: Secrecy-Aware Deep
RL based Energy-Efficient Scheme
for 5G HetNets

In this chapter, we explore a two-tier HetNet consisting of a sub-6 GHz macrocell and
multiple mmWave picocells to maximize pico cells’ average secrecy energy-efficiency
in the presence of eavesdroppers in realistic time-varying channels. A multi-agent
DRL-based secure transmission scheme is proposed to jointly optimize the power
control, channel allocation, and beamforming vectors of pico base stations. Table
3.1 and 3.2 depicts the major symbols used in the chapter and relative comparison

of the SecBoost with existing PLS schemes, respectively.

3.1 Contributions

The key contributions of this chapter are summarized below.

e The secrecy level of the mmWave channel model for multiple picocells consist-
ing of legitimate users and eavesdroppers is investigated. Moreover, we formulate
a joint power control, channel allocation, and beamforming optimization problem
with an aim of maximizing the secrecy energy-efficiency of picocells.

e A MARL based framework is presented to obtain an optimal policy for joint
power control, channel allocation, and beamforming, such that an RL agent (con-
troller) is placed at each pico base station, which try to cooperatively optimize the
policy by using Markov decision process (MDP).

e A multi-agent cooperative DRL based scheme, SecBoost is proposed to boost
the secrecy energy efficiency of picocells. The proposed SecBoost scheme exploits
the channel allocation, beamforming, and power control domain, along with the du-
eling structure of dueling double deep Q-network (D3QN).

e Finally, the SEE performance of SecBoost is compared with MARL, MA-DQN,
and JBF-SEEM schemes.
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Table 3.1: Major symbols used

Symbol Description

hM Channel vector from MBS to k-th MU

Y- Channel vector from PBS, to p-th PU of n—th picocell

yM Recieved signal at k—th MU

W, Wnp Beamforming vectors for k~th MU and for p—th PU of n—th picocell

Sk, Snp The information signal intended for k-th MU and for p-th PU of
n—th picocell

2y Znp Additive white Gaussian Noise at k—th MU and at p—th PU of n—th
picocell

y,lfp Recieved signal at p—th PU of n—th picocell

Voo SINR of p-th PU of n—th picocell

M SINR, of k—th MU

yls Signal recieved at Eve, intended for p—th PU of n—th picocell

hl g, hiyp | channel vectors from n—th PBS to Eve and from MBS to Eve

Vs SINR of Eve

piotal Total power consumption of the picocells

pr Data transmission rate from PBS,, to PU,,

RP. Eavesdropping rate at PU,,

pr’sec Achievable secrecy rate at PU,,

L Minimum required secrecy rate at PU,,

w Discount Factor

A Learning Rate

Ny Number of sub-channels
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______ - cesesacncanancis
PBS-to-PU MBS-to-Mu  Co-channel Interference
Signal Signal Interference from MBS

to PU to Eve

Figure 3.1: System Architecture

3.2 System Model

We consider a downlink two-tier heterogeneous network as shown in Fig. 3.1,
where first tier consists of a Nj/-antenna macro base station (MBS) and the set of
K ={1,2,..., K}(Vk € K) macrocell users (MUs). The second tier comprises of
N ={1,2,...,N}(Vn € N) picocells and each picocell consists of a Np-antenna
pico base station (PBS) and the set of P = {1,2,..., P}(Vp € P) picocell users
(PUs). The PBS communicates with the PUs using mmWave. Also, to limit the
effect of co-channel interference, the transmit power P, of all the PBSs is considered
to be equal. The transmit power of MBS is assumed to be Py;. Also, each picocell
has an eavesdropper which tries to detect the desired signal for PUs. Orthogonal

frequency division multiplexing (OFDM) is used for resource allocation.

3.2.1 Sub-6 GHz Channel Model for Macrocell

Sub-6 GHz channel model is considered for macrocell in this study. In Sub-6 GHz
bands, the frequency directed from a base station is less than 6 GHz [249]. Also,
we consider that the sub-6 GHz channel experiences an independent and identi-
cally distributed Rayleigh fading. The channel vector of MBS to k-th MU can be

mathematically represented as
by = \/aMu)! (3.1)
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where u is the small scale fading vector, and z}7 is the path loss represented as

= () e (3:2)

where c is the light speed (m/s) in vacuum, f. represents carrier frequency, Ry is
distance of MBS to k-th MU, and «,, is the exponent of path loss.

3.2.2 Millimeter Wave Channel Model for Picocells

mmWave channel model is used for picocells in this study. The mmWave have
frequency range from 24 to 100 GHz [249]. The channel vector of PBS,, to p—th PU

of n—th picocell, similar to [250,251] is represented as

hinp = \/ Xinpas(gbinp)au( inp) (33)

where as(¢),,,) and a,(8},,) are the steering vectors, ¢/, and 8, are the angles
of arrival and departure at PBS, and PU,,, and X,IZ np 18 the path loss between

PBS,, and PU,, which can be formulated as follows.

c(RP Y~ for line-of-sight (LoS
XP . l( n,np) S ( ) (34)

nnp .
cn(RE )", otherwise

where ¢, ¢,, oy, and o; are the path loss intercepts and path loss exponents for
line-of-sight (LoS) and non-LoS communication links, respectively. R}, denotes
distance between p—th PU and n—th PBS.

3.2.3 Signal Model

Signal received at k—th MU, p—th PU and Eve of n—th picocell is given as follows.

K
yl = hMawgsy, + hy! Z w;s; (3.5)

j=1j#k

P
yrlzpp - hf:,npwnpsnp + hn,np Z WniSni
i=1j#p
N P

+ Z Z hfnpwlisli + Znp (3.6)

I=1,l#n i=1
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P
ynE = h’n nEwnpsnp + hn nk Z WniSni
i=1,j7fp
+ Z Z hl nEWiiSl + hnE Z WESk + ZnE (37)

I=1,l#n i=1

where hﬂ/] shows the channel vector of MBS to k—th MU. w; and s; represent the
beamforming vector and information signal intended for k—th MU. Similarly, wy,,
and s, are the beamforming vector and information signal intended for the p—th PU
of n—th picocell. z;, ~ CN(0,?) is the additive white Gaussian noise (AWGN) at the
k-th MU. hY np 18 the channel vector from n-th PBS to PU,,. w,, and s,, represent
the beamforming vector and information signal intended for PUs,. 2z, ~ CN(0,67,)
represents the AWGN at the PU,,. A, and k), represents the channel vectors
from n—th PBS to Eve and from MBS to Eve, respectively. z,p ~ CN(0,42,) is the
AWGN at the Eve placed in n—th picocell. Also, beamforming vectors for pico cell
users assure power constraint of Zle Wyp = P, and the beamforming vectors for
macro cell users satisfy power constraint of Zszl wg = Py

The achievable secrecy rate at PU,,, is formulated as follows.

erjp sec {1092(1 + 75}7) - 10g2(1 + 75E)}+ (38)

where {2} denotes max{z,0}. ~,, and ~}, are the signal-to-interference plus noise

ratio (SINR) at p—th PU and Eve of n—th picocell, respectively, given as follows.

hE  wp,|?
P | n,np - Np
e 3.9)
P IC+ID+5r2Lp
P
where I = Z |hn npwm-Q
i=1,i#p
N P
and Ip = Z Z|hz],3npwli|2
I=1,l#n i=1
hE o,
P | n,nE*np
= 3.10
E T T g+ Iy + 02 (310)
where Irp = Z |hnnEwm

i=1,i#p
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N P
Ie = Y > |Mupwil

1=1,l#n i=1

K
and Iy = Y |hhpwil’
k=1

Moreover, the total secrecy rate of pico cells is defined as follows.

N P
R;otal,sec = Z 2{1092(1 + 771;) - logQ(l + ijsz)}Jr (311)

n=1 p=1

Also, the total power utilization of pico cells is given as follows.

K P N P
plet — <[ZZ Lo 2+ 3 3 [ \\2]

k=1 p=1 I=1,l#n i=1
+N(NpP, + P,) (3.12)

where ( is power amplifier coefficient, P, shows the power consumption by each PBS
antenna, and P, depicts the basic power consumed by each PBS.

The objective of this chapter is to maximize the average secrecy energy efficiency
(SEE) of pico cells by jointly optimizing power control, channel allocation, and
beamforming vectors of pico cells while satisfying the SINR and minimum secrecy
rate requirements. Thus, the optimization problem is mathematically formulated as

follows:

RYotal
P.F . wrilgx PT—Oi’;,l (313)
yWnp N

K
st C1 o+ Y |lwg® < Py
k=1

P
c2 Z||wnp||2§pp
p=1

c3 - 7]?4 2 7]?47min
. P P,min
Cd 72

np
. pP P,mi
Cs Rnp,sec Z Rnprilslenc
where v,"™™" and Y™ are the minimum SINR requirements of MUy and PU,.
RE™n is the minimum secrecy rate requirement of PUs. Constraints C1 and (2

states that the beamforming vectors for MUs and PUs satisfy the power constraints
of 25:1 Wy = P, and 215:1 wy, = Py. Constraints C3 and C4 satisfy the SINR

requirements of macro and picocell users. Constraint C'5 states that the secrecy rate
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of picocell users should be greater than the minimum secrecy rate requirement.
Due to the presence of continuous variables and interference terms in v and yffp,
the optimization problem given in (3.13) is non-convex. Also, in practical HetNet
systems, wireless channel quality and the capacity of MUs and PUs alter dynam-
ically. Thus, to obtain the optimum solution, we translate the above-mentioned
optimization problem into a MARL problem using model-free RL approach. Model-
free RL is a dynamic programming technique for finding an optimum solution to the

decision-making problems in dynamic contexts [252].

3.3 SecBoost: Multi-Agent Cooperative DRL based
SEE Maximization

In this section, first of all, we discuss the rationale behind the use of reinforcement
learning. Then, we convert the optimization problem formulated in (3.13) as a
MARL problem using MDP. Also, we investigate the multi-agent Q-learning method
to jointly optimize the power control, channel allocation, and beamforming vectors
to maximize the SEE of picocells. Finally, we have proposed SecBoost, a multi-agent

cooperative DRL-based SEE maximization scheme for 5G HetNets.

3.3.1 Rationale behind the use of Reinforcement Learning

As discussed in Section III, the problem formulated in (3.13) is non-convex opti-
mization problem with five constraint conditions. Also, in a realistic HetNet envi-
ronment, the number of users, channel quality, CSI, data rate, and secrecy rate are
all time-varying. Thus, applying classic optimization techniques that transform a
dynamic environment into a static environment can degrade the secrecy performance
and may not be able to satisfy all the constraint conditions. Therefore, we solve
the optimization problem formulated in (3.13) using DRL, which is very well known
for its effectiveness in dynamic environments [253]. DRL uses the previously stored
experiences in the replay buffer to update the network parameters in real-time while
also keeping track of the heterogeneous dynamic environment. Moreover, it is diffi-
cult to obtain instantaneous global CSI of dynamic HetNet, since global CSI often
varies frequently [254]. The proposed scheme does not require prior knowledge of
instantaneous global CSI. It can be estimated during the learning process of DRL.
Thus in view of the above discussion, we propose a multi-agent DRL-based scheme,

i.e., SecBoost, to solve the stated optimization problem.
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3.3.2 Markov Decision Process

We formulate the MDP as a tuple (S, A, r, T, A), where S represents the state
space set, A denotes the set of actions, r is the reward function, 7,, shows the
transition probability from state s to s, and w € (0,1) is the discount factor. Here,
the controller at every PBS acts as an agent with respect to the HetNet environment.
The key elements of the MDP are as follows:

3.3.2.1 Agent

We consider the RL agent (controller) at each PBS capable of obtaining adequate
environmental information and has enough memory and resources to support deep
learning. Define ¢ € {c1,ca,...,cn}(Vn € N), where ¢, is controller at PBS,,. The
agent acquires experience from the wireless HetNet environment through the trial

and error method.

3.3.2.2 State Space

The state space s € § contains the channel information of FUs and MUs, interference
to the agents, minimum secrecy rate required, and secrecy rate of the last time slot,
which is given as follows:

s={nM Kt Bl o 1. RE . REmn (3.14)

nnp’ '‘nnk> np,sec’ * ‘np,sec

where h{?, hf; - hfi . are the channel vectors of k~th MU, p—th PU of n—th picocell,
and eavesdropper of n—th picocell. I. denotes the interference to the agents, and
pr,sec represents the secrecy rate. In this work, each agent (controller) at PBSs
concurrently observes the unknown environment. Specifically, using reinforcement
learning, at each time step, each agent at PBSs recieves observation of the local
environment, which consists of the pilot signal from PUs, through which the local
CSI is estimated. Further, each agent at PBS shares their local information with
other agents in order to collect global CSI. Here, the prior geometric information of
the HetNet environment is used to obtain the approximate location of Eve and the
corresponding channel information. Specifically, the agent at PBS explore the prior
geometric information of HetNet environment to estimate the possible location of

Eve, and thus estimate the approximate channel vector of the eavesdropping channel.

3.3.2.3 Action Space

According to the observed state s, the agent chooses the subchannel V;, the transmit

power level of PBS, and the beamforming vector for each PU. Therefore, the action
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a., € A of ¢,~th agent is defined as follows.

a’cn = {{Pp{lycn}? Pp{27cn}7 ] PP{P,Cn}}7
{Naieys Nezients - Npeny 1
{wn{l,cn}a Wn{2,cn}s - - - 7wn{P,cn}}} (315)

3.3.2.4 Transition Probability

T (s'|s,a) is the probability of transition from current state s € S to the next state

s’ € §, after executing joint action of all agents.

3.3.2.5 Reward Function

When the agent performs an action in the current state, the reward function serves
as a signal to verify the goodness of the policy. Also, MARL can be classified
into two types: MARL with centralized rewards and MARL with decentralized
rewards. All agents in MARL with centralized reward receive a shared (common)
reward [255]. While, in MARL with decentralized rewards, each agent receives a
unique reward [256]. In this study, we have selected MARL with a centralized
reward. We train a single policy using the collective experiences of all the agents,
which is followed by all the agents at FBSs. Moreover, we have used a centralized
reward calculator to calculate a centralized reward based on the joint actions of all
the RL agents at FBSs, which is emitted to all the FBS agents [257]. Also, the reward
function reflects the optimization goal, and our goal is to maximize the secrecy rate
of PUs while satisfying all the constraints. The common reward function of all the

agents is expressed as follows.

r =R (3.16)

In the MDP model, an agent observes a state s; at time ¢ and executes an action

a; in response, depending on the policy 7.

3.3.3 Multi-Agent Cooperative Q-learning

In multi-agent Q-learning, the goal of every agent is to choose an optimal policy 7
to maximize the expected discounted reward by choosing an action a, ; : 7(s;) :
S — A., . At state s; and policy 7., , the discounted cumulative reward function is

given as
o0

Dgiﬂ (St) = Z th’t(St, acmt|80 = St 7Tcn) (317)

t=1
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where w € (0,1} is discount factor. Furthermore, the optimal value of discounted

cumulative reward is given as follows:

Dy (s¢) = max P (s,) (3.18)

The learning agent’s goal is to determine the best policy 7 . Here, Q-learning is

used to learn the 7 . The Q function, which is utilized in Q-learning, is defined as

Q2 (5100,0) = E | 0 Tl )

St41

D (50415 ey 41) Q7 (S04, ey i1) + 7 (3.19)

Qcp,t+1

and the optimal value of Q(s;, a;) is given as

QZL(Sta ar) = w max Q" (Su41, Geppt1) + 11 (3.20)

Acp,t+1

Also, the Q-value can be updated as:

Qent+1) (58, Gep ) = Qen.t) (e, ey ) + Ne[r 1) +
@ max Qe,t) (51415 Aen+1)) — Qent) (St Aen )] (3.21)

(acp,t+1)

where \; € (0, 1] denotes the learning rate.
Finally, when the optimal Q function Q7 (s, a., ) is obtained, the optimal policy
can be obtained by
. (5¢) = argmax Q7 (s¢, e, 1) (3.22)

Qep,,t

Algorithm 1 describes the multi-agent cooperative Q-learning for joint power
control, channel allocation, and beamforming optimization problem. More specifi-
cally, agents apply the multi-agent RL method of Q-learning to obtain an optimal
policy according to the current state and Q-function. During the training process,
the proposed RL based technique acquires the Q-value for each policy. Further,
agents observe the next state s; ;1 to update the Q-function at ¢ time slot. Also,
the exploration-exploitation tradeoff must be included in the action selection mech-
anism during the training process [258]. We have used a greedy approach in the
action selection mechanism to balance the exploitation of the present optimal Q-
value function. In this, the action a., is selected with e probability and the best
action a is selected with € — 1 probability. Every episode of training lasts 7" steps,
and the execution action a., is chosen with the greedy policy from the projected

Q-value at each step of an episode.
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Algorithm 1 Multi-agent cooperative Q-learning for SEE maximization

Input:

1) w;

2) A; .
3) Minimum Secrecy rate required erb?;zeﬁ.
Output: Optimal set of actions

1: Each agent initializes Q;(s¢, ac, ) to 0.

2: for (Episode = 1; Episode < N; Episode + +) do

3: Initialize s;.

4: for (t=1;t<T;t++) do

5: Select action a., ¢, according to current policy, .

6: Compute the value of SINRs of the macro user, pico user, and Eve, i.e.,
M A A

T Compute Secrecy rate of pico users, i.e., Rﬁzx sec-

8: Compute average SEE of pico cells.

9: Calculate the reward ry.

10: Each agent gets new state s;y1, set sy — Sey1.

11: Each agent updates Q values.

12: end for

13: end for

Two-tier HetNet with sub-6 GHz macrocell and mmWave
Picocells for Secrecy Energy Efficiency maximization of picocells

v

System Model
Macro cell with multiple users, Multiple picocells with multiple users
and eavesdroppers and Co-Tier Interference

( 1\
Problem Formulation

Secrecy rate of Picocell users, total power consumption of

L the network, SEE )

s l N
Objective Function

Secrecy Energy Efficiency maximization of Picocells

!
( N
Proposed Scheme
SecBoost: Multi agent DRL based SEE maximization
scheme for mmWave Picocell users

. J
v v

Efficient resource

llocation. beamformi Priortized Experience
allocation, beamforming, Relay based D3QN
and power control

Priortized Experience Relay
based Multi-agent cooperative
D3ON

.

Multi-agent Q-
learning

Near Optimal solution for secrecy energy efficiency maximization problem
Simulator: Python
Parameters Improved: Secrecy of Picocells, secrecy energy efficiency

Figure 3.2: Progression of steps in SecBoost scheme
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Figure 3.3: Architecture of SecBoost

Algorithm 2 Multi-agent cooperative DQN for SEE Maximization of Picocells
Input:

1) w;

2) \;

3) Batch size b;

4) Minimum Secrecy rate required Rf}ﬂé@;

Output: Optimal set of actions

1: Initialize replay memory having size V

2: Initialize online Q network Q. (s, ac,;¢) for all controllers (agents).

3: Initialize target network parameters for all controllers.

4: for (Episode = 1; Episode < N; Episode + +) do

5: Initialize s;.

6: for (t=1;t<T;t++) do

T Select action a., ; at state s; from Q. (s, ac,; ¢) according to current e-greedy
policy.

8: All controllers take joint action.

9: Compute value of SINRs of the macro user, pico user, and Eve, i.e., 71]34 ,fyﬁp,'yf o8

10: Compute Secrecy Rate of pico user, i.e., Rﬁp,sec.

11: Compute average SEE of pico cells.

12: Compute the reward r;.

13: Each controller obtains new state s;11, set sy — s¢41.

14: Store a tuple of (s¢, ac,, ¢, 7, St+1) in replay memory V.

15: Select a small batch of size b uniformly from V with the help of stochastic
gradient for minimizing the loss between online and target network using L. (¢) =
B2 — Qe (51, Gen1i 0))

16: Update the weights of target network

17: end for

18: end for
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3.3.4 Multi-Agent Cooperative DRL based SEE Maximiza-
tion

In general, the MARL method works smoothly with considerably limited and dis-
crete state and action spaces [259,260]. However, if the state spaces and action spaces
are continuous or have a large dimension, using a QQ table to store all state-action
pairs is unfeasible. In the HetNet scenario, with a rising number of state-action
spaces, size of Q-table also increases significantly. We also have continuous action

spaces due to continuous variables such as power.

Algorithm 3 SecBoost: A Multi-Agent Cooperative DRL based SEE Maximization
Scheme

Input:

1) @;

2) A;

3) b; ,

4) Minimum Secrecy rate required be’?ééﬁ;

Output: Optimal set of actions

1: Initialize replay memory
2: Initialize online Q network Q.,, (s, @, ; ¢) for all controllers (agents).
3: Initialize target network parameters for all controllers.
4: for (Episode = 1; Episode < N; Episode + +) do
5: Initialize s;.
6: for (t=1;t<T;t++) do
T Select action a., ; at state s; from Q. (s, ac,;¢) according to current e-greedy
policy.
All controllers take joint action.
9: Compute the SINRs of the macro user, pico user, and Eve, i.e., ’y,i\/[ ,fyﬁ;,,’yf o
10: Compute Secrecy Rate of pico user, i.e., ansm
11: Compute average SEE of pico cells.
12: Compute the reward r;.
13: Each controller obtains new state s;41, set sy — sp41.
14: Store a tuple of (s, ac, +,7t, St+1) in replay memory of size V.
15: Select a small batch transition of size b with probability p = %, where
7 is the prioritization amount. ’
16: Determine the TD error using § = ygDQN — Qc, (St,ac, 150).
17: Update the mini-batch priority using J.
18: Each controller performs gradient descent step on E[(yQLDQN
an (3t7 Qe t5 ¢))2]
19: Update the weights of target network
20: end for
21: end for

Therefore, to overcome above-mentioned issues, multi-agent cooperative DQN
is proposed to approximate the Q function Q., (s, a,;®) by pairing multi-agent Q
learning with Deep Neural Network (DNN), where ¢ denotes its weights. Since huge
storage space is required for state-action pairs (Q-values), the DRL agent only keeps

weights in its local memory, thus reducing the computation complexity. In this, a
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*
Cn

neural network function approximator Q. (s, a.,; @) ~ (s,ac,) is used as an on-
line Q network. The multi-agent cooperative DQN uses a target network in addition
to the online network to keep the total network performance stable. Each agent ¢,
has a DQN in a multi-agent DRL configuration that accepts the current state s; as
an input and Q-value function as the output for all actions. Every agent captures
and saves their experiences as a tuple (sq, ac, +, 7t, St+1). A mini-batch of the data is
uniformly sampled from memory and utilized to update the online network weights
¢ in each iteration.

Using a variant of stochastic gradient descent, the () network is trained by min-

imizing the loss function given by

Le (9) = Bl(y0®™ = Qe, (1, e 15 9))°] (3.23)
where yﬁ QN ig the target value obtained by target network given as follows:
v N =@ max_ Qe,(S(r1)s Aenir1), 07) 7 (3.24)
A(cy,t4+1)EA

where ¢~ indicates the target network weights. The pseudo-code of the training
process of multi-agent DQN for secrecy energy efficient maximization is shown in
Algorithm 2. Also, because the same values are used in the multi-agent DQN ap-
proach to choose and assess actions, the Q-value function may be over-optimistically
calculated [261]. For instance, if action a.,, is more valuable in some states than
action a., ++1, the agents would still take action a., ; in such states. Now, if action
ac, ++1 has become better choice for such memory experiences, it will be difficult for
the neural network to comprehend that action a., 41 is superior to action a, ; in
such circumstances, since the DNN has been prepared to assign a significantly higher
value to action a, ;. Thus, the preceding issue is mitigated by using multi-agent
double DQN (DDQN), which replaces the target y[T)LQN with the following target

C
yCIiD QN defined as

DDQN

Ye, :cht(5t+17 max AQct(S(t—&-l)»a(cn,t—H);QS);

U(en,t+1) € (3.25)
¢_) + /rc'rut

Also, the Q network in DDQN can be trained by minimizing the loss function defined

as
In DDQN, both the online ) network and the target Q network use the next state

s¢+1 to calculate the optimal Q value Q., (S(t+1): G(cnt4+1); ¢). In addition, because
the Q-value function explains how advantageous an action a.,; is made at a given

state s;, the duelling NN [262] is used for the estimation of advantage function
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A(s;ac,1) = Qe (st5ac,t) — U(s) and a value function U(s). Here, the avantage
function A(s;ac, ;) shows the advantage of an action a.,; over various other ac-
tions.

Although multi-agent D3QN has the ability to perform well in policy learning
with large and continuous state space, it may train ineffectively and produce diver-
gence due to the sample correlations. Multi-agent D3QN samples cach mini-batch
(St, G, 15Tty St+1) from the experience replay uniformly, which may have an unknown
or bad influence on learning a better policy. This is because sampling every mini-
batch transition equally may result in the wasteful use of meaningful mini-batch
transitions. Therefore, to solve this issue and improve sampling efficiency, a prior-
itized experience replay-based multi-agent D3QN approach is proposed, where the
priority of mini-batch transitions is decided by the values of temporal difference
(TD) error. In prioritized experience replay-based multi-agent D3QN, a mini-batch
transition with a higher absolute TD error has a higher priority because the action-
value function is corrected more aggressively.

The learning model of the proposed scheme SecBoost is loaded for the imple-
mentation step when it has received appropriate training, as shown by the pseudo-
code mentioned in Algorithm 3. The computational complexity of SecBoost is
O(NT (jojr + ZkK:]l Jkjk+1)), where N is number of episodes, T is number of time
steps, jo is the size of input layer of DNN, and j;, denotes the neurons in the £ layer
of DNN. In the implementation phase, each controller employs the trained learn-
ing model of SecBoost to output its chosen action a,, ;, by combining the observed
states with the multi-agent D3QN parameter ¢.

The explaination of proposed SecBoost is described below.

Step 1: Each agent initializes the replay memory of size V' and online Q network
Q., (s,a.,;®), and observes the current system state s; including all the parameters
such as channel vectors, interference to the agents, minimum secrecy rate require-
ments, previously predicted secrecy rate of PUs.

Step 2: Initialize the target QQ network parameters and provide the state vector
st =AM 1 s BE gy Iey RY, oo RE2} as an input to D3QN to train the model.
Step 3: Evergy agent selects joint action a., having maximum reward with proba-
biity 1 — € using e-greedy technique.

Step 4: Compute the SINRs, of macrocell users, picocell users, and Eve, i.e.,
M ,fyfp,%f 1, secrecy rate of picocell user and average SEE of picocells.

Step 5: Evergy agent gets a common reward r based on the choosen action a., .
Step 6: Based on the obtained reward r, every agent observes transition of state
from s; to si41 and store a tuple of (s, ac, +, 1, S¢+1) in replay memory.

Step 7: Select a small batch transition with probability p = % using prior-

j/
tized experience replay.
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Figure 3.4: Reward performance analysis

Step 8: Calculate the TD error using § = y?P9N — Q... (s, ac, +; ¢) and update the
mini batch transition priority using the value of TD.

Step 9: Every agent performs gradient descent step and updates the weights of
target network.

Theorem 1: The learning process of the proposed scheme Secboost achieves its
convergence, i.e., optimal @} (s, a;) of Markov decision process with the probability
of 1, if the sequence of learning rate A; € (0, 1] confirms the following conditions:
Yoo A =00 and Y2 AN < oo.

Proof: The Q function and its associated policy have their optimal values with a
probability of 1 if every action is carried out with an unbounded number of learning
steps at every state of MDP [263].

Theorem 2: The proposed scheme Secboost given in Algorithm 3 achieves its
optimal policy 77 as

*

T

. = argmax hf,npwnp (3.27)

Wnp

Proof: According to (3.13), the optimal SEE performance can be achieved if

E

P . . .
Py, ppWnyp is maximized or Ay,

. E o .
nnp Wy 1s Teduced to 0. However, A/, w,, = 0 is only

possible if the geometric location of Eve is known [263]. Thus, optimal SEE perfor-

mance of SecBoost is achieved if hl w,, is maximized.

3.4 Performance Evaluation

In this section, we evaluate the SEE performance of SecBoost and compare it with
the following approaches:

e The classical MARL based SEE maximization scheme, in which Q learning is
used to find an optimal policy.

e The MA-DQN based SEE maximization scheme, which uses DNN to find out
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Table 3.3: Values of simulation parameters

Parameters Values
Radius of macro cell 500m
Radius of each pico cell 250m
Number of PBS 5

No. of RBs 10

No. of MUs 2

No. of PUs in each pico cell 1~8
MBS transmit power 40dBm
Noise power spectrum density -174dBm
Learning Rate 0.001
Discount Factor 0.9
Starting exploration 1
Exploration in final 0.01
Total exploratory steps 1000
Replay buffer size 1000
Layers of hidden layers in DNN 3
Neurons in hidden layers 64,32,32
Mini-batch size 32
Weights of reward 1,1
Power discretization level 10
Weights updation interval 10
Used activation function ReLu
Optimizer used Adam

the optimal policy of power control, channel allocation, and beamforming corre-
sponding to the optimal Q-value.

e Joint beamforming based secrecy energy efficiency maximization (JBF-SEEM)
[248] scheme which jointly optimizes the beamforming and artificial noise vectors
at MBS and small base station (SBS). Using Dinkelbach’s method, firstly, the non-
convex optimization problem is translated into a subtractive optimization problem
and further approximated as a convex problem using the difference of convex func-
tions (D.C.) technique.

e One-time pad based encrypted data transmission (O-EDT) scheme. One-time
pad is a post-quantum cryptography technique which uses a pre-shared key (single
use) and have value larger than the message to be sent. Channel state information,
i.e., the channel vectors, are used for the key generation. Since the key generation
depends on the common randomness between PBSs and PUs, we have evaluated
both downlink and uplink channels. We have allocated ) time slots for the estima-
tion of channels and the remaining Z — ) time slots for key generation and data

transmission. Based on [264], the key generation rate (KGR) for femtocells is given

as follows.
ng = H(h’rlzj,np‘hinE7 h’rljp,nE) - H(hinp|h5p,n’ (328)
hinE’ thp,nE)
where hl 5 is the channel vectors from p—th PU of n—th picocell to Eve of n-th
picocell, and A% is the channel vector from p-th PU to n—th PBS. Moreover, based

np,n
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on [265], the secrecy rate of O-EDT is given as follows.
pr,sec(O—EDT) = 10g2(1 + ,yrlz:)p)(z - y)/Z (329)

3.4.1 Numerical Settings

This simulation considers a two-tier downlink HetNet consisting of a central MBS
and uniformly distributed PBSs, MUs, and PUs. We assume the radius of the MBS
and PBS is 500m and 250m, respectively. The MBS and PBS antenna configurations
are Ny = 4 and Np = 4, respectively, in all simulations. The number of MUs is
K = 2, and the number of PUs for each PBS is P = 1. Also, according to [266],
the power amplification coefficient is assumed to be { = 2.6, power consumed by
each antenna of PBS is P, = 30 dBm, and each PBS’s basic power consumption is
P, =40 dBm. The minimum average SEE requirement of picocells is set to be 0.05
(bit/Joule/Hz). The parameters used in the simulation are shown in Table 3.3.
Remark: Tt is to be noted that the proposed scheme does not require prior
knowledge of instantaneous global CSI of HetNet. It is learnt from the continuous
learning process of DRL, which satisfies our rationale behind the use of DRL in the

absence of instantaneous CSI of HetNets.

3.4.2 SecBoost Performance Analysis

Since the convergence of the techniques influences system performance, we evaluate
the convergence of SecBoost in Fig. 3.4. The selection of network parameters de-
termines the efficacy and speed of the learning convergence. Here, we have used the
learning rate as the network parameter to show the relevance of network parameter
selection. Learning rate is a user-configurable hyper-parameter that determines how
quickly the model adapts to the task. The numerical configuration for this analysis
is P =05, Ny = Np =4, Pyy = 40 dBm and P, = 20 dBm. Fig. 3.4 depicts
the system reward versus training episodes at various learning rates i.e., A = {0.01,
0.001, 0.0001}. It can be observed that a high learning rate (A =0.01) causes rapid
convergence and substantial fluctuations in reward value, which can lead to unstable
training or even divergence. Further, if we use a too-low learning rate (A =0.0001),
it takes longer to reach convergence. In terms of secrecy rate, the modest learning
rate value (A =0.001) yields the richest and most consonant reward. As a result, we
pick a suitable learning rate (A =0.001) that is neither too large nor too small for
our simulations.

The loss function readings of the proposed SecBoost scheme during training are
displayed in Fig. 3.5(a). All five agents’ loss function readings reach their peak
after roughly 300 episodes and then decline as the agents exploit improved actions.

As the reward value converges, the loss function readings of all agents gradually
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decrease until it reaches the minimum value, which validates the accurate @ value
prediction of SecBoost. In SecBoost, agents are PBSs that try to maximize their
rewards by selecting the optimal policy. We have designed the reward function in
a manner that all agents receive the same reward. Thus, allowing agents to choose

actions that raise the cumulative value of the reward.

3.4.3 Secrecy Rate Analysis

Fig. 3.5(b) shows the convergence of the secrecy rate with respect to the number
of episodes. The numerical settings for this analysis is A = 0.001, P = 5, Ny, =
Np =4, Pyy = 40 dBm and P, = 20 dBm. As the number of episodes increases,
the secrecy rate of SecBoost, MA-DQN, MARL reaches its convergence and achieves
their respective maximum secrecy rate floors after around 600 episodes. Also, the
proposed SecBoost scheme achieves a better secrecy rate than MA-DQN and MARL
schemes. It is to be noted that, even with a low transmit power of PBSs, i.e., P, = 20
dBm, the proposed scheme achieves a better secrecy rate. This also satisfies the
rationale behind the use of prioritized experience replay with D3QN in the proposed
SecBoost scheme, which outperforms MARL and MA-DQN schemes in terms of

achievable secrecy rate performance.

3.4.4 Impact of Transmit Power on Secrecy Rate and SEE

Fig. 3.5(c) depicts the average secrecy rate of picocell users versus the transmit
power of PBSs. The numerical configuration for this analysis is P = 5, Ny = Np =
4. Tt can be seen that the average secrecy rate of picocells increases with an increase
in the transmit power level of PBSs. The reason is that when P, increases, the
received SINR of PUs also increases as compared to Eve. Also, it can be observed
from Fig. 3.5(c) that the proposed SecBoost scheme outperforms MA-DQN, MARL,
JBF-SEEM, and O-EDT schemes in terms of the achievable secrecy rate of picocells.

Remark: 1t is evident from Fig. 3.5(c) that the JBF-SEEM scheme utilizes high
transmit power to broadcast artificial noise to improve the secrecy level of 5G Het-
Net. On the other hand, the proposed scheme jointly optimizes the beamforming
and power allocation vectors efficiently, thus achieving better secrecy levels even at
the low transmit power values. Thus, the proposed scheme address the issue of high
transmit power required to broadcast artificial noise, discussed in Subsection B of
Section I.

Fig. 3.6(a) shows the average SEE of picocells versus the transmit power level of
every PBS i.e., P, = {20,22,24, 26, 28, 30, 32, 34, 36, 38,40}. It depicts the compar-
ative analysis of the SEE performance of SecBoost, MA-DQN, MARL, JBF-SEEM,
and O-EDT schemes with Py, = 40 dBm, P = 5, Ny, = Np = 4. It can be observed
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that the average SEE of the SecBoost, MA-DQN, MARL, JBF-SEEM, and O-EDT
schemes increases as the transmit power of each PBS is increased, implying that all
schemes achieve the maximum average SEE with the given transmit power level of
each PBS. This is because as the value of P, rises, the received SINR and average
secrecy rate at PUs rise, resulting in improved SEE performance. Further, with
a continuous increase in the transmit power of PBSs, the average SEE of all the
schemes converges to their respective average SEE levels. This is because all the
schemes will stop consuming more transmit power to improve the SEE of all pic-
ocells after achieving the maximum average SEE level. Moreover, we observe that
the proposed scheme SecBoost achieves 14.7%, 8.33%, 30%, and 69% better average
SEE than MARL, MA-DQN, JBF-SEEM, and O-EDT schemes, respectively, thus
showing its superiority to achieve maximum SEE. Thus, it is evident from Fig. 3.5(c)
and 3.6(a) that applying the classical optimization technique degrades the secrecy
and SEE performance of the 5G HetNet, since the secrecy and SEE performance
of JBS-SEEM is less than other RL based approaches, which proves the rationale
behind the use of RL. This also addresses the limitation of applying classical opti-

mization problems in dynamic environments, mentioned in Subsection B of section
L.

3.4.5 Impact of Number of Picocells

Fig. 3.6(b) demonstrates the average SEE of picocells versus the number of picocells
P for SecBoost, MA-DQN, MARL, JBF-SEEM, and O-EDT with Pp = 20 dBm,
and Np; = Np = 4. It can be observed that the proposed scheme, SecBoost out-
performs MA-DQN, MARL, JBF-SEEM, and O-EDT schemes in terms of average
SEE of picocells in two-tier downlink HetNet. As shown in Fig. 3.6(b), with an
increase in picocells P, the average SEE of all schemes decreases. This is because,
as the picocells increases, the average secrecy rate of picocells also increases with
increase in the total power consumption of picocells. However, the pace of increase
in average secrecy rate is slower than the rate of increase in total power consumption

of picocells, resulting in a decreased average SEE performance.

3.4.6 Impact of Number of Picocell Users

Fig. 3.6(c) shows the comparative analysis of the average SEE versus the number of
legitimate picocell users for SecBoost, MA-DQN, MARL, JBF-SEEM, and O-EDT
schemes. The numerical settings for this analysis is P =5, Nyy = Ny, =4, Pp = 20
dBm. As the number of PUs increases, the average secrecy rate of picocells decreases
due to increased co-channel interference with more PUs connected to the same PBS.

However, as the transmit power level of PBS remains the same, the average SEE of
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picocells also decreases with increasing picocell users. Also, it can be noticed from
Fig. 3.6(c), that the proposed scheme SecBoost performs better than MA-DQN,
MARL, JBF-SEEM, and O-EDT schemes in terms of SEE.

3.4.7 Impact of Number of Eavesdroppers

Fig. 3.7(a) shows the effect of multiple eavesdropping nodes on the achievable
average SEE of picocells in two-tier downlink HetNet. The numerical configuration
for this evaluation is P = 5, N)y = Np = 4, Pp = 20 dBm. It has been observed that
with an increase in the number of eavesdropping nodes, the average SEE of picocells
decreases. It is because more eavesdroppers in each picocell cause a significant
decrease in the achievable data rate of PUs, which reduces the achievable secrecy

rate of picocells. Thus, the average SEE of picocells decreases in all the schemes.

3.4.8 Impact of Number of PBS’s Transmit Antennas

Fig. 3.7(b) depicts the comparative analysis of the average SEE performance of Sec-
Boost, MA-DQN, MARL, JBF-SEEM, and O-EDT schemes for the varying number
of transmit antennas of PBSs. The numerical configuration for this analysis is P = 5,
Ny = Np =4, Pp =20 dBm. It is to be noted from Fig. 3.7 (b) that the average
SEE of all the schemes firstly increases and then decreases with a continuous in-
crease in the number of transmit antennas of PBSs. This is because increasing the
quantity of PBSs transmit antennas enhances the average secrecy rate of picocells,
it also increases the system power consumption. Further, the SecBoost outperforms
MA-DQN, MARL, and JBF-SEEM schemes in terms of the average SEE perfor-
mance of picocells.

Remark: 1t is evident from Fig. 3.5(c), 3.6(a), and 3.7(b) that the proposed
scheme consumes less transmit power to achieve better secrecy and SEE levels,
which leads to reduction in the overall power expenses of the system. Thus, the pro-
posed scheme addresses one of the limitations, i.e., high power expenses, mentioned

in subsection B of section I.

3.4.9 Impact of Number of MBS’s Transmit Antennas

In Fig. 3.7(c), we evaluate the SEE of picocells versus the number of MBS’s transmit
antennas for SecBoost, MA-DQN, MARL, JBF-SEEM, and O-EDT schemes with
P =05 Np =4, Pp = 20 dBm. It can be observed that increasing the number
of transmit antennas of MBS has nil impact on the SEE of picocells. It is because
there is no effect of interference from MBS to Eve on the achievable secrecy rate of
PUs. Also, the proposed SecBoost scheme performs better than MA-DQN, MARL,
JBF-SEEM, and O-EDT schemes in terms of achieving SEE of picocells.
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3.4.10 SEE Region of Picocells

To understand the behavior of SecBoost more effectively, we exhibit the average
SEE of pico cell users versus the transmit power and transmit antennas of PBSs in
a three-dimensional (3D) figure in Fig. 3.8, where we can see the variation pattern
of average SEE more effectively with different transmit power levels and transmit
antennas of PBSs. It is evident from Fig. 3.9 that the average SEE of picocells
increases with an increase in the level of transmit power and transmit antennas of
PBSs. Fig. 3.9 shows the SEE region of picocell users acquired via the proposed
SecBoost scheme with variation in the number of picocells and transmit power of
PBSs.

3.5 Summary

In this chapter, we maximize the secrecy energy efficiency of mmWave enabled 5G
HetNets while maintaining the other constrain requirments of UEs. To achieve this
goal, a joint optimization problem of beamforming, power and channel allocation is
formulated. To solve the non-convex optimization problem, we have used Markov
decision process. We translate the problem into multi-agent RL problem. Further,
we have proposed a mult-agent DRL scheme to enhance the SEE of 5G enabled
HetNet. The simulation results demonstrate the effectiveness of the proposed scheme

in achieving better SEE performance than other state-of-the-art schemes.
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Chapter 4

Mitigating Jamming Attack in 5G
HetNets: A Federated DRL
Approach

In this chapter, we propose a federated DRL based joint optimization of beamform-
ing vectors and power allocation at FBSs with an aim to maximize the achievable
rate at FUs in the presence of jammers. Table 4.1 shows the comparison of the

proposed federated DRL scheme with various pre-existing anti-jamming techniques.

4.1 Major Contributions

The major contributions of the chapter are as follows.

e The achievable rate for multiple mmWave femtocells having FUs and jammers
is investigated in this chapter. Moreover, we have formulated a joint optimiza-
tion problem of beamforming and power allocation at FBSs to maximize the
achievable rate at FUs.

e A multi-agent reinforcement learning (MARL) problem is formulated using
the Markov decision process (MDP) to obtain an optimal strategy for joint

beamforming and power allocation optimization.

e A federated DRL scheme is proposed to maximize the achievable rate of
mmWave-enabled FUs in a two-tier downlink 5G HetNet.

e Using extensive simulations, we have compared the achievable rate of proposed
scheme with double deep Q network (DDQN) and deep Q network (DQN)

schemes.
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—X X e >
FB Sfto-F U MBS-to-MU Co—c}}annel Jamming
Signal Signal Interference ienal
to FU signa

Figure 4.1: System Architecture

4.2 System Model

We have considered a two-tier heterogeneous network consisting of a macrocell
and a set of @ = {1,2,...,Q}(Vqg € Q) femtocells, as shown in Fig. 4.1. The
macrocell comprises of a N,,-antenna macro base station (MBS), and the set of
M={1,2,..., M}(¥Ym € M) single antenna macrocell users (MUs). Each femto-
cell consists of a Ny-antenna femto base station (FBS), and a set of single antenna
F={1,2,...,F}(Vf € F) femto users (FUs). The FBSs communicate with the FUs
using mmWave. Transmit power for all the FBSs is considered to be equal to limit
the effect of co-channel interference (CCI) and is represented by P;. The transmit
power of MBS is represented by P,,. Also, a reactive jammer having N ;-antennas
is placed in each femtocell, which tries to jam the downlink signals from FBS to
FUs. The reactive jammer has the capability to listen to the wireless channel while
remaining in an idle state. Further, it immediately transmits the jamming signals to
jam the active transmission when senses any channel activity, irrespective of the fre-
quency/channel in use. The set of jammers is defined as J = {1,2,...,J}(Vj € J).
The transmit power of jammers is represented by FP;. The major symbols used in

the chapter are shown in Table 4.2.

4.2.1 mmWave Tier

We have used mmWave channel model for femtocells in this work. The frequency
range spectrum of mmWave ranges from 24 GHz to 100 GHz [249]. Similar to
[250,251], the mmWave channel vector from f-th FU of ¢—th femtocell is represented

as follows.

hgar =/ Xg.aras(Paar)au(Bagr) (4.1)
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Two-tier HetNet with mmWave Femtocells for achievable
rate maximization of FUs in the presence of jammer

!

System Model
Macrocell with multiple Macrocell Users, Multiple Femtocells with
FBS, femtocell Users and jammer, Cross-Tier and Co-Tier Interference

Problem Formulation
Data Transmission Rate, SINR, Energy Efficiency

|

Objective Function
Achievable rate maxmization of FUs

v

[ Problem transformation into multi-agent }

reinforcement learning problem

Efficient optimization of beamforming
and power allocation at FBSs

'

Multi-agent DRL based joint optimization of power
allocation and beamforming vectors

.

Federated DRL based scheme against
jamming

'

Near Optimal solution against jamming attacks for mmWave Femtocells
Simulator: Python
Parameters Improved: Achievable rate of FUs, energy-efficiency

Figure 4.2: Sequence of steps involved in the proposed work
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Table 4.2: List of major symbols used

Symbol Description

Q Total number of femtocells

M Number of macrocell users

F Number of femto users in each femtocell

N, Number of the transmit antennas of MBS

Ny Number of transmit antennas of each FBS

J Number of jammers

Ny Number of antennas at jammer

hgqf Channel vector from F'BS, to f~th FU of ¢-th
femtocell

Ym Received signal at m—th MU

Wy Beamforming vector from MBS to m—th MU

Wy s Beamforming vector from g—th FBS to f-th
FU of g—th femtocell

Sm The information signal intended for m—th MU

Sqf The information signal intended for f-th FU
of g—th femtocell

Ngf AWGN at m~th MU

Ngf Additive white Gaussian Noise f-th FU of
g—th femtocell

Yof Received signal at f-th FU of ¢-th femtocell

Yqf SINR of f-th FU of g-th femtocell

Uom SINR of m—th MU

hjqr channel vectors from j—th jammer to f-th FU
of g—th femtocell and from MBS to jammer

Ryy Achievable rate at f-th FU of ¢-th femtocell

RZ}”‘ Minimum achievable rate requirement at f—th
FU of ¢g—th femtocell

A Learning Rate

I} Discount Factor

N Total number of episodes

where a;(¢qq7) and a,(B,4f) represents the steering vectors, ¢, ,¢ and f, ¢ denotes
the angle of arrival and the angle of departure at F'BS, and F'U,s, respectively.
X, 47 1s the path loss between F'BS, and FU,; which is formulated as follows.

dgqr)~ ™, for line-of-sight (LoS
Xoar = W aas) S lght (LoS) (4.2)

Cn(dgqr) @, otherwise

where ¢; and ¢, denotes the path loss of LoS and non-LoS links, dg ,¢ is the distance
between ¢—th FBS to f—th FU, «; and «,, are path loss exponents for the LoS and

non LoS wireless links.
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4.2.2 Sub-6 GHz Tier

In this chapter, a sub-6 GHz channel model is used for macrocell. The frequency
emitted by a cellular base station in Sub-6 GHz bands is less than 6 GHz [249]. The

channel vector from MBS to m—th MU is given as follows.

hon = /i (4.3)

where u,, represents the fading vector, and x,, is the path loss from MBS to m—th

MU defined as follows. )
c
— D. )" 4.4

where ¢ denotes the speed of the light in vacuum (m/s), f. is the carrier frequency,

D,, is distance from MBS to m-th MU, and o, shows the path loss exponent.

4.2.3 Downlink Signal Model

The signal received at m—th MU of macrocell is defined as follows.

M

Ym = N Wi S + Z hiw;s; + Ny, (4.5)
i=1,i%m

where h,, denotes the channel vector from MBS to the m—th MU. w,, and s,,

denotes beamforming vector and information signal from MBS to the m-th MU,

where w,,, € C¥*! is the continuous linear precoding [270]. n,, ~ CN(0,42)) shows

the additive white Gaussian noise (AWGN) of m—th MU. Also, the beamforming

vectors for MUs satisfy the power constraint of Z%:l Wiy = By

Also, the signal received at f—th FU of ¢—th femtocell is given as follows.

F
Ygf = hgqrWqrsqes + Z hqqrwatSqr + Njqrziar
t=1,tAf
F J
+ > D hugrwusit D hiarZige T s (4.6)
I=1,l#q t=1 u=Lu#j

where h,,¢ and hj,s represents the channel vector from ¢-th FBS to FU,s, and
channel vector from j—th jammer to FU,, respectively. s,; and wys denote the
information signal and beamforming vector for f-th FU from ¢—th FBS, where
wyy € CV7*1 is the continuous linear precoding. Also, the beamforming vectors for
FUs satisfy the power constraint of 2?21 wer = Pr. ngy ~ CN(0,07;) is the AWGN
at the FU,;. Moreover, z;,; € CNi*! denotes the jamming vector from j—th jammer
to FU,s and Z?Zl Ziaf = D
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4.2.4 Signal-to-Interference-Noise Ratio (SINR) Calculation

The SINR of the m—th MU of macrocell is defined as follows.

hm m 2
Ym = —7 | w|2 5 (4.7)
Zi:l,i¢m|hiw’i| +6m
Also, SINR at f-th FU of ¢—th femtocell is defined as follows.
|hg.qfqy |
Yop = ' (4.8)
Zf:l,t;éf|hq7qqut|2 + I, + 5§f
Q F
where I, = |hjgrziqr)® + D Y lhugrwnl’
1=1,l#q t=1
J
+ Y Nhjarzigl (4.9)
u=1,u#j

4.2.5 Downlink Data Transmission Rate Calculation

The downlink data transmission rate from MBS to m—th MU is represented as

follows.

‘hmwm|2 )
R,, = log,(1+1,,) =lo 1+ 4.10
ga( Vi) &2 ( Z¢Ai1,i¢m|hiwi|2 sy ( )

Also, the downlink data transmission rate from ¢g—th FBS to f—th FU is expressed

R, = log, (1 +—= |hq’q’”w”;|2 ] ) (4.11)
Zt:l,t;ﬁf‘hq,qqut| + 1, + 5qf

Also, the total sum rate of femtocells can be defined as

Q F
RE™ =3 "3 "Ry (4.12)

g=1 f=1

as follows.

4.2.6 Total Power Consumption at Femtocells

The total power consumption of femtocells is given as follows.
QR F
pirt = C[Z | wqy HQ] + Q(Ny Py + 1) (4.13)
qg=1 f=1

where ¢ denotes the power amplification coefficient, P, is the power consumption

by antenna of FBS, and P, represents the basic power consumption of FBS.
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4.2.7 Energy Efficiency Calculation

The energy efficiency of femtocells is mathematically defined as follows.

Total
RQ

Eg=—-2
Total
PQO(,L

(4.14)

4.2.8 Problem Formulation

The objective of problem defined in this chapter is to maximize the achievable rate
of FUs by jointly optimizing the beamforming vector and power allocation at FBSs.

The objective function is mathematically formulated as follows.

Fo 4.1
P.F qergg?équf (4.15)

M
st. C1 ZmeHQSPm
m=1

F
C2 : ) Jlwgl* < Py
f=1

C3 : Ry > RJ"
(4.16)

where Rg}i“ is the minimum achievable rate requirement at f—th FU of ¢—th fem-
tocell, P, is MBSs’ transmit power (transmission cost), and Py is FBSs’ transmit
power (transmission cost). The explanation of various constraints defined above is
given as follows. C'1 states that the sum of beamforming vectors for MUs does not
exceed the maximum transmission power of MBS, i.e., P,,. C2 ensures that the sum
of beamforming vectors for FUs from FBS does not exceed the maximum transmis-
sion power of FBS, i.e., Py. C3 implies that the achievable rate at FUs should be
greater than minimum achievable rate requirement at FUs.

The mathematical problem formulated in (4.15) is a non-convex optimization
problem due to the existence of interference terms in v, and . Also, the objec-
tive function is non-concave in nature over the beamforming vectors w,, and wgs.
Morcover, the maximum transmit power levels P, and Py and the beamforming vec-
tors wy, and w,; are complexly coupled inside the main objective function, which
makes the joint optimization problem difficult to be solved. In a realistic HetNet
scenario, the quality of wireless quality, and capabilities of MUs and FUs change
dynamically. The model-free RL is a dynamic programming tool which can be used
to learn the optimum policy for solving decision-making problems in dynamic en-
vironments [252]. Thus, we used the model-free RL approach to solve the given

optimization problem.
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Figure 4.3: Architecture of multi-agent DRL based anti-jamming transmission

4.3 Proposed Scheme

This section firstly transforms the optimization problem formulated in (4.15) as
a multi-agent RL problem using MDP. Then, we propose a federated DRL based

anti-jamming scheme to maximize the achievable rate of mmWave-enabled FUs.

4.3.1 Markov Decision Process (MDP)

We define the MDP as (S, A, T .., R, 3), where S denotes the set of state space, A
represents the set of action space, T,y depicts the transition probability from state
s; to state s;.1, R is reward function, and § € (0,1} is discount factor. We assume
that the controller at each FBS acts as an agent. The complete detail of the MDP

is defined as follows.

4.3.1.1 Agent(s)

Controller at FBSs.

4.3.1.2 State Space

The present state s € S contains the estimated channel information and the achiev-
able rate of previous time slot. For each controller, the observed state space is
defined as s = {hum, hgqr, Pjgrs e, Rep, P}, where s € S, h,, is the channel vec-
tor from MBS to MU,,, hyq¢ is the channel vector from FBS to FUs, h;,s shows
the channel vector from jammer to FUs, and I, is the interference to the agents

(controllers).
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4.3.1.3 Action Space

As per the observed state space, each controller selects the beamforming vector
{wy t}4eo rer at FBS and transmit power { P, ¢ },co, rer for FU. The action set for

g—th controller is defined as follows.

a = {{wgr}ecorer {Postecarer) (4.17)

where a € A, and {P, s },co,rer is the set of discrete power levels between 0 and P.

4.3.1.4 Transition Probability

Tss denotes the probability of transition. The probability of transition from existing
state s; € S to the next state s;,1 € S after executing an action a; at time ¢ is given

as follows.
Tos =T (st11 = 5|50 = 5,a4) (4.18)

The state transition probability reflects the system’s dynamics in such a way that
the probability of next state s, depends on the action a; and existing state s; only.

Further, the transition probability must sastisfy the following condition.

ZZT(S/,T|S,CL) =1 (4.19)

seS reR

4.3.1.5 Reward Function

Learning process of RL is based on an immediate value of reward function. As a
result, each agent selects an action to maximize its reward based on its interactions
with the environment.

In this study, the controller at ¢-th FBS takes action a,, upon state s,; at time
t to obtain the feedback reward. Here, the reward function reflects the correlation
between the optimization objective and the goal is the maximization of achievable

rate at FUs. Therefore, reward function at time slot ¢ is represented as follows.

F
Tt =Y Raps (4.20)
f=1

where 7,¢ € R is the reward obtained by ¢g-th FBS’s controller.

In MDP, an agent observes the state s; at time slot ¢ and responds with an ac-
tion a;, which is chosen based on the policy 7. So, the existing state of environment
transits to a new state sy with the reward ;.

Here, the controller at each FBS chooses the policy 7 to optimize the accumu-

lative reward function by selecting an action a,¢ : m(s44) : S A. The accumulative
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reward function at policy m and state s, is given as follows.

o
PT (504) = D Birgi(Sqss Ggalsgi1 = $44,7) (4.21)
t=1

Also, the best discounted accumulative reward function is given as follows.

Pl (Sqt) = max P (s44) (4.22)

Tq,t

The goal of RL agent is to search for the optimal policy 7* which maximizes the
discounted accumulative reward function. In Q-learning, the state-action function

of an agent at the pair of state-action (s,.,a,;) is given as follows.

Q" (84, q.t) = E{B Z Tss Z T(Sqi+1, g i+1)

Sq,t+1 Gq,t+1
@ (st tasn) + 1 (4.23)
and the optimal value is given by
Q" (Sqts gt) = max Q" (Sq.ts Aqt) (4.24)

Moreover, the Q-value is updated as follows:

Qqt11(8q,t, ag) = Qu(Sqt, Agr) + A[rg i

+/3 max Qt(sq,t+17 aq,t+1) - Qt(sq,ta aq,t)} (4~25)

Aq,t+1
where A € (0,1} shows the learning rate.
The optimal policy 7* at state s, is given as follows.

T (5q,) = argmax Q" (s, ag,) (4.26)

Qq,t

4.3.2 Multi-Agent DRL based joint optimization of beam-
forming and power allocation

Multi-agent Q-learning (MAQL) method works well for limited set of state and ac-
tion spaces [259,260]. However, it becomes difficult for the large-dimension state
and action spaces to store all the state-action pairs in Q-table. In a practical hetero-
geneous network scenario, the size of the Q-table increases with a rise in the number
of state-action spaces. Therefore, to solve the MDP with large state-action pairs and
to obtain an optimal policy, we introduce a DRL based scheme. It uses a multi-agent
DQN, that approximates the Q function ¢(s4, a,;6) by combining MAQL with Deep
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Algorithm 4 Multi-agent DRL based joint optimization of beamforming vectors
and transmit power

Input:

1) Discount Factor 3;

2) Learning Rate A;

3) Batch size b;

Output: Optimal sequence of actions

1: Initialize the replay buffer with size V'

2: Initialize the train network Q(sq ., aq¢;6) for all FBS controllers.

3: Initialize the parameters of target QQ network.

4: for (Ep=1;Ep < N;Ep++) do

5: Initialize sq ;.

6: for (t=1;t<T;t++) do

T Select action ag ¢ at state sq; from Q(sq+,aq+;0) by using the e-greedy policy.

8: Compute the achievable rate of FUs, i.e., Rys.

9: Compute the value of SINRs for macrocell users and femtocell users, i.e.,
1/)m,¢q f

10: Compute the total power consumption at femtocells, i.e., Pgoml.

11: Calculate immediate reward 7 ;.

12: Each controller transits to a new state sq;41, set sq1 — Sq.1+41-

13: Store a tuple of (sq4, ag,t, 7q.t: Sq.t+1) in replay memory of size V.

14: Determine the least square loss using L ¢(0) = E[(quDQN — Qq(sq.t,aq1;0))?).

15: Each controller updates target network weights ¢~ .

16: end for

17: end for

Neural Network (DNN), where 6 represents the DQN parameters.

In DQN, the function Q(s,, a,;0) is determined by using 6. Thus, the challenge
to find the best Q-function in an extremely large function space can be reduced for
finding the best 0 of finite dimension. Also, the DQN agent only stores weights in
its local memory, reducing computation complexity. We define two DQNs, as sug-
gested by the ”quasi-static target network” technique [271], the target DQN with
the parameters #’ and the train DQN with the parameters . Every controller cap-
tures and store their experiences in replay buffer as a tuple (sq¢, ag¢, g4, Sq.e41)-Also,
a mini-batch sample is sampled from the experience replay buffer and utilized for
updating the parameters of the train DQN network in each iteration.

The least square loss of train DQN at time ¢ is expressed as follows.

Lqa(8) = El(yzr" — Qq(s44: a44:60))’] (4.27)
where yth N'is the target value defined as follows:

DQN
Ut =@ max Qy(s(gur1), Agesn), 0) + Ta (4.28)
a(g,t+1) €A

where ¢~ indicates the target network parameters. Also, we assume that the sampled

mini-batch is trained using a stochastic gradient descent approach that minimizes
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Figure 4.4: Proposed federated DRL architecture

the loss function at each time step.

However, as the same values have been used to choose and analyze the actions
in the multi-agent DQN technique, the Q-value may be overestimated [261]. For
example, if an action a,; has a higher value than action a4, in some states, the
agents will always choose action a,,. Now, if the action a,,+1 becomes the superior
option for some memory experience, the neural network finds it difficult to learn
that action a,.1; is better than action a,; for these instances, because the neural
network has been trained to give higher value for action a,;. Thus, multi-agent
double DQN (DDQN) is considered to resolve the preceding issue, which uses the

train @ network to select the actions and the target Q network is used for evaluating

the action. Multi-agent DDQN replaces the target yf tQN with the target yq]? tD N
which is defined as follows.
yt?,tDQN = wQq(S(q+1): MaxX  Qq(S(g+1), Agur+1); D);
a1 €A (4.29)
Qb_) + rq,t
Also, the least square loss for DDQN is expressed as follows.
Lg:(0) = E[(nyQN — Qq((Sqt ag,3 9))2} (4.30)
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Both the train and target Q networks in DDQN use the next state s ;41) to de-
termine the optimal Q value Qy(5(g,141), @(qe+1); ). Further, since the Q-value func-
tion describes how beneficial an action a,; can be at a particular state s,,, we
have used the duelling NN architecture [262] to estimate an advantage function
A(Sqt,aq;0%0%) = Qq(sq4; a3 0°,0°,0%) =V (s44; 0% 0%), where V(sg4;6°,6") repre-
sents the value function, and 6¢, 6%, ¥ are parameters of common network, advantage
function parameters, and value function parameters. In D3QN, the advantage func-
tion A(sgt,aq4; 6 60%) denotes the advantage of an action a,: over other actions.
Thus, the final layer of multi-agent DDQN is divided into two different subnetworks
in multi-agent D3QN to estimate the advantage and value functions. The architec-
ture and pseudo-code of multi-agent DRL based anti-jamming transmission scheme

is presented in Fig. 4.3 and Algorithm 4, respectively.

Algorithm 5 Proposed federated DRL based scheme against jamming
Input:

1) Discount Factor j;

2) Learning Rate \;

3) Batch size b;

Output: Optimal sequence of actions.

1: Each controller initializes two D3QNs, i.e., Q(sq,aq;6) and Q(sy, aq; 07 ) and a replay
memory.
Initialize the global DQN.
for (Episode = 1; Episode < N; Episode + +) do

Initialize sq

for (t=1;t<T;t++) do

Each agent visits the initialized state s;; and perform action a,; according to

current policy 7(agq.t|sq.¢)-

T Compute the SINRs of macrocell user and femtocell user, i.e., ¥, and 1.

8: Compute the achievable rate of femtocell users, i.e., Ryy.

9: Compute the reward r;

10: Each agent obtains new state s, 41, i.e., set s; — s¢141-

11: Store the experience (Sg, Gqt,7q1t, Sqt+1) i a replay memory.

12: Global model server selects FBS controllers from the set of the 9 =
{1,2,...,Q}(Vq € Q) controllers.

13: Determine the least square loss using L .(0) = ]E[(y?DQN — Qq(8q.t,aq1;0))?).

14: The selected controllers samples the mini-batch transition from its replay buffer
and update its local D3QN parameters.

15: The selected controllers sample a mini-batch transition from its replay buffer
and update its local D3QN parameters.

16: Each selected controller provides parameters 0¥ and 6¢ to the global server,

and the global server aggregates them using ¢, = 1” > 07 and 0¢, = ﬁ qu v 000

= o] Leqer Vg
where 14 denotes the set of selected controllers.
17 Global server passes the new global parameters to all the controllers.
18: Each controller combines its locally trained parameters with obtained global
parameters.
19: end for
20: end for
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4.3.3 Federated DRL based scheme

Although DRL can determine the best strategy efficiently, it also requires a lot of
computational resources. DRL agent training has the following limitations [272]: i)
Multi-agent DRL takes significant amount of the time to properly train each agent.
ii) Although the training data can be modified to secure privacy, but the received
agent data is less relevant and directed among the UEs.

To mitigate the above-mentioned issues, we further propose a federated DRL
based scheme against jamming for 5G HetNets. Since the goal is to enhance the
overall security performance, so FBS controllers should consider the environment’s
common knowledge and local information, represented by the global parameters of
DQN. Also, to train the global DQN parameters as efficiently as possible, the shared
knowledge of environment must be expressed without taking controllers’ local pref-
erences in action space. Here, we have considered partial D3QN parameters of each
FBS controller to depict the controllers’ consensus and trained some local parame-
ters to include the local preferences.

In the proposed federated DRL based anti-jamming technique, each controller

a
q,t

by federated learning based training algorithm. Also, to obtain long-term perfor-

takes decisions depending on the trained D3QN parameters {07, 0¢ ;, 0%, }, trained
mance goals, global model server is placed for selecting FBS controllers in order
to perform the local training, and further aggregating the parameters acquired by
the chosen controllers for updating the global D3QN parameters. The proposed
federated learning based approach consists of initialization and the training phase.
In initialization phase, firstly, each controller establish two D3QNs, i.e., the train
D3QN with Q(s,, agt, @) and the target D3QN with Q(s,., agt, 07 ), and a replay
memory to store their experience in form of a tuple (sq+, Ggt, gty Sqt+1)-

In training phase, at every time slot ¢, controller ¢ visits a state s,; and makes
its beamforming and power allocation decision based on trained D3QN. Each con-
troller gets an immediate reward and moves to a new state after executing the
selected action. Then, the global server selects multiple controllers to undertake
local D3QN training using beamforming and power allocation strategy. Also, each
chosen controller samples a mini-batch transition of experiences randomly from the
replay memory. Each selected controller then provides its value function parameter
() and the common network parameter (6¢) to the global model server. Then,
the global model server aggregates these parameters to achieve value function pa-
rameter (67) and also the common network parameter (6%). Finally, the global
parameters are passed to all the controllers, where these parameters are merged
with local advantage function parameter (0”) to obtain new local D3QN parame-

ters. The architecture and pseudo-code of the proposed federated DRL based scheme
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are presented in Fig. 4.4 and Algorithm 5, respectively.

4.3.4 Computational Complexity Analysis

The computational complexity of the proposed scheme mainly depends on the DNN
model and its learning process. In the DNN training process, let [;, i;, and 7o, denotes
the number of training layers in DNN, neurons in k™ layer, and the size of the input
layer proportional to the total possible states. For each agent, the computational
complexity of each time step is O(igix + ZkK:_ll ikik+1). Further, in the learning
phase of the proposed scheme, each mini-batch transition has /N episodes, and each
episode has T time steps. Thus, the computational complexity of proposed scheme
is O(NT (igix + Son " ikiri1)).

4.4 Performance Evaluation

In this section, we have evaluated the performance of the proposed federated DRL
scheme in comparison to DDQN and DQN.

4.4.1 Numerical Settings

We have considered a downlink HetNet consisting of MBS, FBSs, and jammers in
the simulation settings. MUs and FUs are placed inside the radius of macrocell and
femtocells, respectively. The radius of the macrocell and femtocell is assumed to be
500m and 50m, respectively. Also, a reactive jammer is placed inside the radius of
every femtocell. Unless otherwise mentioned in the following subsections, the MBS,
FBSs, and jammers are equipped with Ny, = 8, Ny = 8, and N; = 8 antennas,
respectively. The number of FUs in each femtocell is F = 4. Also, the transmit
power of MBS, FBSs, and jammers is taken as P, = 40 dBm, P; = 20 dBm, and
P; = 20 dBm. It has been observed that RL based algorithms do not require prior
knowledge of the jammer, i.e., jamming power, jamming strategy, and the channel

activity [273]. Major simulation parameters used are presented in Table 4.3.

4.4.2 Convergence Analysis

In this section, we have compared the reward convergence of proposed federated DRL
scheme using different learning rates, i.e., A = {0.01,0.001,0.001}. The learning rate
is a tunable hyper-parameter which regulates how quickly the model adjusts to its
new task. It has been observed that a high learning rate of 0.01 creates significant
variations and relatively fast convergence in reward value for the proposed scheme,
as shown in Fig. 4.5. A significant change in reward values can lead to unstable

training or divergence, even though it delivers rapid convergence. Moreover, the
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Table 4.3: Major simulation parameters used

Parameters Values
Number of FBSs 3

No. of MUs 6

No. of FUs in each femtocell 4~6
Transmission power of MBS 40dBm
Noise power spectrum density -174dBm
Carrier frequency of mmWave Tier 1 28 GHz
Bandwidth of mmWave Tier 1 GHz
FBS to FU path loss exponent 3.75
Path loss constant for LoS, i.e., ¢ -61.4 dB
Path loss constant for non-LoS, i.e., ¢p -72 dB
FBS to FU path loss exponent 3.75
Jammer path loss exponent 2.5
Discount Factor 0.9
Starting Exploration 1
Exploration at final 0.01
Total exploratory steps 1000
Replay buffer capacity 1000
Mini-batch size 32
Weights of reward function 1,1
Updated weight intervals 10
Activation function used ReLu
Model optimizer Adam
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Figure 4.5: Reward performance with different learning rates

proposed scheme takes more time and episodes to reach convergence at a shallow
learning rate of 0.0001. However, the moderate learning rate, i.e., A = 0.001 provides
the most consistent reward values in the proposed scheme. Therefore, we set the

learning rate of A = 0.001 for all the simulations, neither too high nor too low.

4.4.3 Achievable Rate Analysis

In Fig. 4.6(a), the convergence analysis of the total achievable rate per femtocell for
federated DRL, DDQN, and DQN schemes is analyzed with respect to the number
of episodes. It has been observed that with an increase in the number of episodes,
the total achievable rate per femtocell of federated DRL, DDQN, and DQN schemes

reaches to its maximum floors and converges roughly after 600 episodes. Also, it has
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been observed that proposed federated DRL scheme reaches the convergence faster
and also outperforms DDQN and DQN schemes in terms of maximum achievable
data rates at femtocells. During the training, the proposed scheme takes about 105
minutes to achieve convergence as compared to DDQN (150 minutes) and DQN (170

minutes).

4.4.3.1 Impact of Transmit Power

Fig. 4.6(b) shows the total achievable rate per femtocell with respect to varying
transmit power levels of FBSs, i.c., Py = {5,10,15,20,25,30} dBm. It has been
observed that the achievable rate of federated DRL, DDQN, DQN, FH, and DSSS
schemes increases with an increase in the transmit power level of FBSs. It is because
as Py rises, the received SINR at FUs also increases, resulting in an increase in
the FUs’ achievable data rates. Also, at Py = 20 dBm, the proposed federated
DRL scheme achieves 17.39% and 23.85% better total achievable rate per femtocell
in comparison to the DDQN and DQN schemes, respectively. Also, the proposed

scheme outperforms conventional FH and DSSS techniques significantly.
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4.4.3.2 Impact of number of Femtocells

Fig. 4.6(c) shows the total achievable rate per femtocell versus the total number
of femtocells, i.e., Q@ = {3,4,5,6,7,8}. It has been observed that the proposed
federated DRL scheme outperforms DDQN, DQN, FH and DSSS schemes in terms
of the achievable rate performance of FUs. As observed from Fig. 4.6(c), with an
increase in the total number of femtocells, the achievable rates of all the schemes
increase. It is because when the number of femtocells increases, the SINR at the
FUs of all femtocells also increases significantly, resulting in improved achievable

rate performance.

4.4.3.3 Impact of number of FUs

In Fig. 4.7(a), the total achievable rate per femtocell of federated DRL, DDQN, and
DQN schemes is explored with respect to different numbers of FUs at each femtocell,
ie, F=1{1,2,3,4,56}. It is evident from Fig. 4.7(a) that as the number of FUs
in each femtocell increases, the total achievable rate per femtocell decreases. This is
because as the number of FUs connected to the same FBS increases, the co-channel
interference also increases, resulting in a decrease in the average achievable rate
performance. Also, it has been observed that the proposed federated DRL scheme

outperforms DDQN and DQN schemes in terms of the achievable rate performance.

4.4.3.4 Impact of FBS transmit antennas

Fig. 4.7(b) shows the total achievable rate per femtocell versus the transmit antennas
at FBSs, i.e., Ny = {5,6,7,8,9,10} for federated DRL, DDQN, and DQN schemes.
It has been observed that with an increase in the number of antennas at each FBS,
the total achievable rate per femtocell of federated DRL, DDQN, and DQN schemes
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increases. It is because as the number of transmit antennas at FBSs increases, the
signal strength also increases, resulting in an improved achievable rate performance.
Also, the proposed federated DRL scheme performs better than DDQN and DQN

schemes in terms of achievable rate.

4.4.3.5 Impact of MBS transmit antennas

Fig. 4.7(c) depicts the total achievable rate per femtocell with respect to different
number of transmit antennas at MBS, i.e., Ny, = {8,9,10}. It has been observed
that increasing the number of Ny, has no effect on FUs’ achievable rate. It is due
to the presence of different channel models in macrocell and femtocells. Also, it has
been observed that the proposed federated DRL scheme outperforms DDQN and
DQN schemes.
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4.4.3.6 Impact of number of antennas at jammers

Fig. 4.8(a) shows the total achievable rate per femtocell versus the number of
jammers transmit antennas, i.e., N; = {8,9,10}. It has been observed that as
number of N; increases, the total achievable rate per femtocell decreases. The
reason behind this is with an increase in the number of jammers transmit antennas,
the jamming capability of the jammer also increases, which results in a decrease
in the achievable rate of FUs. Also, it has been observed that the federated DRL
scheme performs better than DDQN and DQN schemes in terms of total achievable

rate per femtocell performance.

4.4.4 Energy-Efficiency Analysis

In this subsection, we evaluated the energy efficiency of the proposed federated DRL
scheme with DDQN and DQN schemes. Similar to [274] and [266], the numerical
setting for this simulation is ( = 2.6, P, = 30 dBm, and P, = 40 dBm.

4.4.4.1 Impact of FBSs’ transmit antennas on energy-efficiency

It has been observed from Fig. 4.8(b) that the energy-efficiency of femtocells slightly
decreases with an increase in Ny. This is because with an increase in the number of
FBS’s transmit antennas, the total power consumption at each FBS also increases;
thus, the energy-efficiency of femtocells decreases. Also, it has been observed that
the proposed federated DRL scheme outperforms DDQN, DQN, and beamforming

with random power allocation schemes in terms of energy-efficiency.

4.4.4.2 Impact of transmit power of FBSs on energy-efficiency

In Fig. 4.8(c), we analyze the energy efficiency of the proposed scheme with respect
to transmit power of FBSs. It has been observed that the energy-efficiency first
increases and then converge to its maximum level as Py increases. It firstly increases
due to the fact that large transmit power can obtain higher achievable rates, but the
rate of increase in achievable rate slows down after a certain transmit power level.
Also, the proposed scheme achieves higher energy-efficiency as compared to DDQN
and DQN schemes.

4.4.5 Achievable Rate Region of Femtocells

To understand the behavior of the proposed federated DRL scheme, we evaluated
the achievable rate area of femtocells versus Ny and N in a three-dimensional (3D)
figure in Fig. 4.9. It is evident from Fig. 4.9 that the total achievable rate per

femtocell increases when we jointly increase the values of Ny and N;. Although the
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increase in the number of jammer’s transmit antennas decreases the achievable rate.
Still, this loss is overshadowed by the increase in achievable rate with respect to
an increase in the number of FBS transmit antennas. Also, the proposed federated
DRL scheme outperforms the DDQN and DQN schemes in terms of the acquired
achievable rate region of femtocells.

Moreover, in Fig. 4.10, we have compared the achievable rate region of femtocell
with respect to increasing number of femtocells, i.e., @ = {3,4,5,6,7,8} and FUs
F ={4,5,6}. It has been observed that jointly increasing the number of femtocells
and FUs leads to a slow and steady increase in the total achievable rate per femtocell.
Also, it is evident from Fig. 4.10 that the proposed scheme performs better than
DDQN and DQN schemes.

4.4.6 Energy-Efficient Region of Femtocells

To clearly understand the effect of FBSs’ transmit power and antennas on the energy
efficiency, we have demonstrated the energy-efficiency region of femtocells acquired
by the proposed federated DRL scheme in Fig. 4.11. It has been observed that the
energy-efficiency of femtocells increases with an increase in the value of Py, and then
reaches convergence after reaching the maximum values. While the energy-efficiency
decreases a little with an increase in the transmit antennas at FBS. The proposed
scheme outperforms DDQN and DQN schemes in terms of efficient energy-efficiency
of femtocells. The comparison of the simulation results between the proposed scheme

and other existing anti-jamming techniques is presented in Table 4.4.

4.5 Summary

In this chapter, we maximize the achievable data rate and reduce the energy con-
sumption of mmWave enabled 5G HetNets in the presence of malicious jammers. To
achieve this goal, a joint optimization problem of beamforming and power allocation
is formulated. We translate the non-convex optimization problem into multi-agent
RL problem using MDP. Further, we have proposed a mult-agent federated DRL
scheme to enhance the data rate of 5G enabled HetNet. The simulation results
demonstrate the effectiveness of the proposed federated DRL scheme in achieving
better achievable data rate performance than other state-of-the-art schemes in the

presence of malicious jammers.
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Chapter 5

Conclusion and Future Scope

This chapter gives the concluding remarks on the research work related to applying
AT enabled PLS techniques in 5G heterogeneous networks for enhancing the security
levels. Moreover, it also points out the future scope of the proposed Al enabled PLS
techniques for 5G HetNets which an be taken as future works in these domains.

It has been predicted that by the year 2030, 5G and beyond 5G (B5G) networks
are expected to provide hundreds of trillions of gigabytes of data for various emerging
applications such as augmented, mixed, and virtual reality (AR/MR/VR), wireless
computer-brain interfaces (WCBI), connected robotics and autonomous systems.
Most of these applications share data with each other using an open channel, i.e.,
the Internet. The open and broadcast nature of wireless channel makes the com-
munication susceptible to various types of attacks (e.g., eavesdropping, jamming).
Thus, there is a strong requirement to enhance the secrecy of wireless channel to
maintain the privacy and confidentiality of transmitted data. Physical layer security
(PLS) has evolved as a novel concept and robust alternative to cryptographybased
techniques, which have a number of drawbacks and practical issues for 5G and be-
yond networks.

Firstly, we present an in-depth survey on conventional PLS techniques and var-
ious Al-enabled secure data transmission techniques to understand the conceptual
and practical challenges linked to 5G and beyond HetNets. We provide an in-depth
analysis of the use of Al in various PLS applications such as security oriented beam-
forming, cooperative jamming, resource allocation and power control, etc. SWOT
analysis of these secure data transmission techniques is also performed.

Then, we proposed SecBoost, a secrecy-aware joint optimization of power con-
trol, channel allocation, and beamforming by utilizing multi-agent cooperative DRL
to maximize the SEE of picocell users in 5G HetNets. Firstly, the optimization
problem is transformed into MARL problem using MDP. Then, to address the issue
of large state-action spaces of MDP in 5G HetNets, we have presented a dueling ar-

chitecture of multi-agent D3QN to determine the optimal policy of MDP. Further, to
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improve the sampling efficiency of mini-batch transitions from the replay buffer, we
have used prioritized experience replay. The numerical results demonstrate that the
proposed SEE maximization scheme, SecBoost outperforms the MA-DQN, MARL,
and the existing state-of-the-art scheme JBF-SEEM in terms of average SEE per-
formance of picocell users. In the future, the scalability of SecBoost will be explored
with multiple eavesdroppers in each picocell for the k-tier heterogencous networks.

Further, we propose a federated DRL-based transmission scheme to maximize
the achievable rate of FUs in the presence of jammers in 5G HetNet. Firstly, we
formulate an anti-jamming joint optimization problem of beamforming and power
allocation to achieve the maximum data rate for FUs. Then, we have used the MDP
to convert the non-convex optimization problem into multi-agent RL problem. Also,
a federated DRL-based optimization of beamforming vectors and power allocation
is proposed to solve the Markov decision process with huge state and action spaces.
Numerical analysis shows that the proposed federated DRL scheme outperforms
DDQN and DQN in terms of the achievable rate performance of mmWave enabled
femtocells. In future, the scalability of the proposed scheme will be explored for

k-tier HetNets, and multiple eavesdroppers and jammers in each femtocell.
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