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ABSTRACT

DevOps is an integral part of every software company, including Oracle Retail. The
Environment Creation Team here has major responsibilities of providing the
infrastructure for the Development, Quality Assurance and Production teams for
development, testing and further deployment of their Enterprise Applications. The
infrastructure is provided in the form of Environments. For each Environment certain
number of servers need to be build which commonly include setting up the DB
(Database) Server, SFTP (SSH File transfer protocol) Server, IDM (ldentity

Management) Server, APP (Application Server) Server.

Environment Creation Services (ECS) Team while building each server takes care of
setting up of Operating System with pre requisites, Installation and configuration of
Oracle Fusion Middleware Products, Implementation Single Sign On configuration

for Oracle Retail Products, Installing of Retail Merchandising Applications.

This work contribution to Environment Creation Team by designing the Single Sign
On for Environments and doing qualitative analysis of manual Build as well as
automated builds, verifying and validating advantages of automation over the manual
build. The work done is for the internal purposes of the Environment Creation Team,
subject to the Oracle Copyright.
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Chapter 1

Introduction

Before DevOps, Application Development teams were responsible for gathering the
business requirements for the software and writing code. Followed by separate
Quality Assurance team which were in charge of testing of the developed code in
separate QA Environments and if the code meets the requirements it was handed over
to Operations Team for the deployment. Operations teams are further divided in to

various fragments like Database Teams, App teams, Build Teams.

But many problem prevails when teams works separately. When the code is passed on
from one team to another it adds bottlenecks. Same code might work for Dev and QA
but not work for Operations team. This may be due to many factors like the choice of
system, opposing goals, less knowledge of the other team’s roadblocks, etc. This

ultimately led to inefficiency and finger pointing among the teams.

So to address these challenges DevOps came into picture by establishing collaborative
teams which share responsibility for maintaining the system that runs the software and
preparing the software to run on that system with increased quality feedback and
automation issues. DevOps is formed by combining two words Development and
Operations. Main idea behind DevOps is that deployments should be treated as part of
a development workflow, not as an afterthought. Details of the environment, the
server IP address, the database version, the environment variables to be set, etc. must
all be noted and verified accordingly. As a result of which “Automation” comes into

picture.
1.1 Environment Creation Services

At Oracle the environment creation services is a part of DevOps team whose task is to
create and deliver infrastructure in the form of Environments. An environment is a
group of servers where each server has a specific purpose and set of software installed
on it. Environment are delivered to Development, Quality Assurance, and Production

teams for their Applications to be installed and tested.



For each type of environment creation, we need to set up the certain number for

SEervers.

For example for the Merchandising Environment we need to set up servers namely
DB (Database) Server, SFTP (SSH File transfer protocol) Server, IDM (ldentity

Management) Server, APP (Application Server) Server.
1.2 Basic Roles of each Server

e DB Server — Installation of database server software. Creation of container and
pluggable database (multitenant concept).

e SFTP Server — The main purpose is to manage files on the server. Manage the
directories by moving files to the required place which may also be uploaded
by the customer. Deals with the setting up the SFTP Server daemon process to
move files for Oracle Retail Products.

e IDM Server — Identity Management Server is set up for Authentication,
Authorization of the Users and the Roles which can log in to Applications in
the environment via Single Sign-On (SSO).

e APP Server — Actual Merchandising application is installed here.
1.3 Manual build of environment

Manual build of environment consist of setting of the required number of servers.
Some common tasks involved in building of a server includes Creating users,
Installing and Securing Java, SSL Certificates, Installing WebLogic Server, Fusion
Middleware installation, RCU Schema Creation, Domain Installation and
Configuration, Creating Monitoring users, Securing Domains & Securing Cookies,
Deploy the Custom SOA Composite, Apply CPU Patches.

1.4 Automation in DevOps

“Manual Vs Automatic" has been a crucial and challenging topic since couple of
years in IT Industry. Human intervention cannot be completely eliminated from
computer-based systems, but automation can help during various phases of system
development in order to reduce problems in the finished product. Software automation
is a process of writing a computer program that intend to automate engineering tasks

and operations in a software process using well-defined strategies and systematic



solution that would otherwise need to be done manually. Once environment building
tasks have been automated, they can be run quickly and repeatedly in cost effective

way.
1.5 WebLogic Server

WebLogic Server is Java Enterprise Edition Application Server hosting Enterprise
Applications. Oracle WebLogic Server is the application server for developing and
deploying applications across conventional and cloud environments. It provides a
mission critical cloud platform for applications requiring performance, scalability and
reliability. It handles all the operations including front end, backend and database
processes for deploying applications and Fusion Middleware components. It also

offers security realms for authentication and authorization.
1.5.1 WebL ogic Server Characteristics

e WebLogic server as java code itself, requires java installation as prerequisite
for its installation.

e WebLogic server can be simply installed through command line by
downloading a WebLogic server jar and typing the following command :
java -jar <WebLogic jar_ path>

e GUI mode of WebLogic Server installation screens guides through whole
installation of WebLogic server. WEBLOGIC_HOME directory and path to
JAVA HOME are the inputs to be given. Rest of the inputs are taken from
system.

e Various WebLogic Server packages Utilities like WebLogic JDBC features,
Remote Method Invocation (RMI), Java Server Pages (JSP) are installed along
with WebLogic Server.

e WebLogic server can be simply launch by using "startweblogic.cmd™” and
"startweblogic.sh™ on Windows and Linux respectively can be used to start the
WebLogic domain built on the WebLogic server. Environment variables

needed to start the server are set by these scripts.



1.5.2 WebLogic Server Architecture
Following are the WebLogic architecture tiers:

1. Client Tier:

e |t contains programs that are executed by users and web browsers.

e Standard interfaces are used to take up Web Logic services.

e Uses HTTP protocol to take content from WebLogic Server.

e Ensures facilities like clustering and security for its clients.

2. WebLogic Server Tier:

e Reliability, scalability and high performance are necessary for
applications that uses this middle-tier architecture and these parameters
are provided by these servers.

e WebLogic servers can be added to the cluster if load increases.

e Italso ensures failure transparency.

3. Database Tier:

e This tier basically contains the data needed by clients via WebLogic
Server.

e A desired number of database connections are opened using JDBC
connection pool. Hence, now it is one connection per server instead of
one connection per application. Same connection is used by all
applications on that server.

Client Tier Middle Tier Backend Tier

WeblLogic
Server

Browser

rJavafSwingﬁ
Client

Figure 1.1 Architecture of WebLogic Server
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1.6 WebLogic Server Domains

A Domain is a collection of WebLogic Server resources. Applications are installed

within the WebLogic server domains.
1.6.1 WebLogic Domain basics

e Once WebLogic server installation gets completed, a domain is created.

e "Domain is defined as a cluster of WebLogic software pieces that are grouped
together to make it logically easy to administer and use the services of
WebLogic Server".

e "Config.sh" script is used to create a basic Domain. Before running the script
certain environment variables have to be defined.

e After running the script on VNC session, some input screen appears for which
the following inputs are to be given: Name of domain, path of domain,
Template used, data sources, User name and password, Managed Servers,

creating machines, system components, ports used.

Machine Machine Machine

a ™ N

Domain A Domain A

Admin
= server i1 | Server
) sener Sener
~ : Server

Product ! Product
Installation Product Installation Installation

Figure 1.2 Architecture of a basic WebLogic domain

A WebLogic domain normally consists of an "Admin Server" and one or more
“Managed servers” where the prime task of an Admin server is to take care of the

"managed servers" and set of managed servers together form a “cluster”.
1.6.2 Admin Server and Managed Server
Admin and managed servers communicate as follows:

e An Admin Server is managed by an Admin Console.



e As soon as the domain gets created, the link to the particular admin console
appears.

e The user has to enter the login credentials to login into an admin while
creating a domain and these details have to match the ones given during
manual domain creation.

e Status of all created Managed Servers can be seen in the admin console.
Possible status may be idle, running or shutdown.

e Manage servers can be started once admin server is in "running" state.

e Once managed servers comes to "running" state, application becomes alive.

e "startWeblogic.sh" script under domain home directory can be used to bring

the Admin server to running state.
1.6.3 Managed Server Components

e An application deployed on a managed server connects to database using
“DataSource”.

e JDBC database connections are configured during the creation of a
DataSource while creating WebLogic domain or can be done manually later

using WebLogic console.
1.6.4 DataSource in WebLogic domain

e A "DataSource" is required if a domain has to connect to a database.

e A DataSource is created during the creation of a basic domain.

e Navigate to "Services -> Data source ->Create a new Generic data source".

e Fields such as "URL of database”, password of database, schema required and
"Test the required connection™ are to be filled.

e "Save" the data source once connection is successful.
1.7 Oracle Internet Directory

Oracle Internet Directory is an LDAP directory which uses an Oracle Database for
storage. Lightweight Directory Access Protocol (LDAP) is used by clients to

communicate with a directory server. Below figure shows OID overview.



Figure 1.3 OID overview

Specific types of directory data can be managed by administrators and users.
Applications that derive data from the directory has this information is immediately

available.

pusServer Development

Figure 1.4 LDAP Directory Information Tree

Directory information tree (DIT) is a hierarchy in which entries in an LDAP directory
are arranged. The distinguished name tells where exactly the entry resides in the
directory hierarchy. The graphic shows a DIT with two users named Anne Smith. The
DN for the Anne Smith on the left is:

cn=Anne Smith, ou=Sales, c=us



The DN for the Anne Smith on the right is:

cn=Anne Smith, ou=Server Development, c=uk

In OID we can store Password policies, connection information etc.
Use of ODSM in OID

Configuring the structure of the directory is enabled by Oracle Directory Services
Manager. ODSM s the interface used to manage entries, schema, security, adapters,

extensions, and other directory features.
1.8 Oracle Data Integration

Oracle Data Integration is a fully unified solution for building, deploying, and
managing real-time data-centric architectures in an SOA, BI, and data warehouse
environment. Also, it is used to combine all the elements of data integration such as
real-time data movement, transformation, synchronization, data management, data
quality and data services to ensure accuracy and consistency of information across

complex systems.
Repository Creation Utility (RCU) Overview

The existence of schemas in a database is a prerequisite to installation is required in
most of the Oracle Fusion Middleware components. Repository Creation Utility
(RCU) is used to create these schemas and load into the database. The Repository
Creation Utility (RCU) is only available for Intel-based platforms (Windows and
Linux) platforms.

1.9 Automation

Automation in any system removes the necessity for direct human control of certain
processes. Automation is treating the infrastructure as code by programmatically

provisioning and configuring components.

Automating infrastructure is generally done by ‘shell scripting’. Shell scripting has
its own disadvantages so Oracle is adopting ‘Chef’ Automation Platform to that

transform infrastructure into code.

The Chef code is easier to manage, distribute. Chef code can be run number of times

on the nodes to converge to the desired state if any changes are made to the node then

8



rerunning the chef automation will bring it back to the defined state implementing
only changes which are required this property of preserving the state of the node in
Chef is called ‘idempotence’. If automation fails it can handle it by rolling back the

changes to the previous point.

Chef works on a three-tier client server model. On the workstation users develops and
test chef code. Chef server stores cookbooks, the policies that are applied to nodes.
Chef client nodes are the machines that are managed by Chef. The Chef client is

installed on each node and is used to configure the node to its desired state.

Chef
Workstation

Chef Server

Chef Chef
Node node
J

Figure 1.5 three-tier client server model of Chef



Chapter 2

Literature Review

This literature survey focuses on research done in the field of DevOps. Most of the
work proves the requirement of the DevOps in the Organizations and importance of

DevOps Lifecycle, mainly focusing on providing infrastructure as a code.
2.1 Literature Survey

In this work [1], the author proposes the importance of the DevOps in the
Organizations, based on the data collected by various surveys measuring the impact of
major factors to practice DevOps including culture followed, automation, sharing
information. Paper concluded that all these factors have directly proportional impact
on the improvement of software quality. Author also says that to improve software
quality companies should follow DevOps Aligned approach. The automation of tasks
plays an important role in improving software quality and maintaining standards. The
return of investment should be considered before implementing the automation in the
company. Also the working culture is very important, the development and operations

team should work together on the current problem and should share responsibility.

In this work [2], the author has discussed one of the tactics to speed up the product’s
development and deployment lifecycle. The tactic discussed here is to provide
infrastructure as a code. The TOSCA (Topology and Orchestration Specification for
Cloud Applications) is one of the industrial standards supporting Infrastructure as a
code. Infrastructure provision includes to provide the required physical or virtual
machines on which applications run, to install and configure the required middleware
and software on the machines, to instantiate and run the required services for the
software to be operated. Standard language and procedures are followed to provide
source code as scripts, automation, configuration code, etc. Author has proposed
various advantages of infrastructure-as-code some of which are re-usable service

templates, consistency, cost efficiency, etc.

In this work [3], the author has understood PaaS in cloud computing to be closer to

the DevOps. Cloud computing spans every area of computer science so need full stack

10



development which deals with the configuration, deployment and performance of
Hardware, OS, Container, Database, TCP/IP, firewall, etc. which provide the
functions like coding/testing, VM/Container monitoring, resource monitoring,
concurrency, scheduling, concurrency, logging, etc. Author has described the features
of state-of-the-art solutions available in the market. No PaaS solution fulfill all the
requirements, if we increase usability and reliability then the performance decreases,
VMs and contains cannot act as real machines, containers are more efficient in
resource utilization, VMs have better compatibility and isolation, startup companies
prefer to go for Public clouds, big well established organization prefer to go for

private clouds.

In this work [4], author proposes that earlier the applications used to be monolithic
but with the advent of internet facing applications which require relational databases,
servers, load balancing, disaster recovery using various third party libraries and online
services, we should adopt the configuration-management-tool to set up and configure
the IT infrastructure. Configuration management tools like Chef and Puppet allow to
control and automate infrastructure nodes by managing hosts, database, users,
services, configurations, storage, security, etc. Using configuration management tools
we can write rules and policies according to which the node need to converge. The
code for rules and steps are to be written in such a way that the dependencies are
taken care of by keeping in view the pre conditions and post conditions are satisfied.
The code should be written in the form of modules so that it can be managed easily
and it also hides the irrelevant information. The system can be put in the version
control system to collaborate, upgrade and manage code. This way of managing the

infrastructure is called providing “Infrastructure as Code”.

In this work [5] author has taken the example of an Australian company called wotif
group which was able to reduce the time for their software release from weeks to
hours by defining the deployment standards for development and operations teams.
They were facing the problem due to monolithic code and number of micro services
been added to the architecture. To address this issue a team was formed for
collaboration among the member from development, operations, testing, architecture,
and management. Discussions and meeting were encouraged to share problems,
propose solutions, fresh out ideas, discussing preferences and requirements. They

started using Atlassian’s Confluence software where they started collecting,

11



documenting and sharing ideas which formed lightweight application deployment
standards. Various targets including log file format and location, initialization script
location and invocation, configuration file location, packaging conventions, and SSL
configuration and certificate packaging, etc. were discovered and common standards
were decided and followed. Later on the automated scripts were developed to verify
the standards compliance to verify the system and applications look as expected
before and after deployment. The deployment process was also automated. Some
rules were followed to keep the process simple like changes should be independent,

prevent manual testing, application should comply with the latest standards, etc.

In this work [6], author has presented the analysis of the design and implementation
of the Enterprise Application Server. It has mentioned three tier architecture for the
application: the web interface tier, the logical tier, and the database tier. The important
characteristics include the repeatability, scalability, comparability, etc. For database
tier Oracle Database is used, for Middle Logical Tier Oracle WebLogic Server 10g is
used, and web interface comprise of the Actual application interface with user can be

implemented in any technology like forms and ADF.

In this work [7], author has proposed that for implementing DevOps only the cultural
and organizational change are not enough, there is need of end-to-end automation of
the processes. There are many heterogeneous automation approaches available in the
community which make hard to integrate it with cloud. TOSCA (Topology and
Orchestration Specification for Cloud Applications) standard should be followed to
enable seamless orchestration of artifacts in the cloud environment. For automation
reusable artifacts like scripts, modules, and templates are publicly available to be
used. Several aspects to be considered while choosing artifacts are level of
dependencies, virtualization, infrastructure or application dependency, etc. Chef is a
configuration management framework which provides a domain-specific language
based on Ruby. It used to define configurations of resources such as VMs. Recipes
contains configuration definitions for nodes. Multiple recipes are bundled in

cookbooks.

In this work [8], author describe the features of WebLogic server and said that it is
best for deploying the mission critical applications. Transactions as processed reliably
and with high performance because it leverage the features of new Oracle Database

12



features. Advance garbage collection has reduces pause time and has lower latency. It
has all new development feature available with java. It is available as a lightweight
zip installer. Performance can be easily monitored. Its web tier helps in easy

integration with the web services.

In this work [9], author describes the Single Sign On architecture which use cookie
based method for managing users and passwords. It supports the access to the legacy
application via middle tier. It is simple to configure and administer. Policies can be
configured for authentication, authorization and auditing. Cookie is sent to the client
as part of HTTP response header which include parameters like name, value, expiry,
URL, domain, etc. The author has also mentioned the mechanism that how the
centralized login server approach can be used to authenticate the user and describe the
flow as how the cookies are exchanged on that. Single Sign On can be chosen as the
authentication approach due to its centralized management which can be easily

deployed and good performance.
2.2 Gaps in Literature

Based on the Literature Review it has been identified that the Traditional Way of
working in which the Development and Operations Teams used to be separate the
release and deployment of the code used to be slow process due to inconsistency of
the process followed and infrastructure used by each teams.

For a user to use various products of the company separate logins were required for
each application which was a major inconvenience, so Oracle has come up with the
solution by designing the Single Sign On Environment for Authentication and
Authorization in which the user need not to go through authentication separately for

each application.

Manual Environment setup is time consuming and error prone task so many tasks are
automated. Shell scripts are used which are tedious to write and manage. Moreover if
automation fails the changes made till then cannot be revert back and clean up of the
server need to be done. Chef is the new technology to provide Infrastructure as a code
and has advantage over the drawbacks of shell scripting so Oracle is shifting to Chef

for the environment automation.

13



Chapter 3

Problem Statement

3.1 Problem Definition

IT Industry has developed a huge number of products, mainly in Retail Stores to
perform different manual tasks such as ordering store items etc. After the
development and testing phase of these products to a consistent level comes the task
of deployment of the products on the customer’s site. Product deployment and
implementation is an extensive part which is performed in order to expand the
business in an effective manner. For deployment of the product the infrastructure in
the form of Environment need to be provided to the Development, Quality Assurance
and Production teams. These Days due to following of agile practices and
implementation of DevOps the time to delivery of the infrastructure need to be

reduced and at the same time the quality should not be compromised.

The system of Signing in to various applications is inefficient as separate logins are
required for each of them. The design of the environment should be such that user

should be able to login through a single portal which is valid for all the application.

The present manual system is time consuming, tedious, error prone, inefficient at
resource utilization and costly. So to address this problem need of shift from manual
to automated system is necessary. Automated systems are fast, standardized, error

free, cost effective, anyone can use it and is efficient at resource utilization.

Deployments should be treated as part of a development workflow, not as an
afterthought. Details of the staging environment, the server IP address, the database
version, the environment variables to be set, etc. must all be noted and verified

accordingly. As a result of which “Automation” comes into picture.

While there is no doubt that human intervention cannot be completely eliminated
from computer-based systems, automation can help during various phases of

environment Creation in order to reduce problems in the finished Environment.

14



Environment creation tasks are performed so as to maximize profits, expand the
business, manage, consolidate, and use all the existing resources in proactive fashion.
The aim of this project is to conduct a qualitative product deployments and
implementing them on specific hardware and architectural platforms, by following the
respective install guide and provide feedback to make the entire procedure easy and
error-free, even for those who are not familiar with the technologies. Automation tool
helps to increase the productivity, allowing the employees to focus on other important
business operations. Developing an automation tool involves the writing of scripts,
basically involves the automation of a manual process. Automation should be adopted
as a prime strategy where human beings are likely to make more mistakes as

compared to machines.
3.2 Objective
The main objectives of this work are listed below:

e To design Single Sign On Environment for application development followed
by deployment.

e To perform qualitative analysis of manual builds as well as automated builds.

e To verify and validate advantages rendered by automated environment over

manual environment.

15



Chapter 4

Design & Qualitative Assessment

4.1 Design of Oracle Single Sign-On (SSO)

Oracle Single Sign-On is architecture designed for providing authentication and
authorization to the enterprise applications. It uses cookie based method for managing
logged in user. Policies can be configured for authentication, authorization and
auditing. Cookie is sent to the client as part of HTTP response header which includes

parameters like name, value, expiry, URL, domain, etc.

In SSO we use many Oracle Middleware products which are configured and set up to
interact with each other for this mechanism to work. The Middleware Products used

are:

1. OHS - Oracle HTTP Server is webserver component for Middleware which
provide a listener for WebLogic Server to host web applications online. HTTP
listener, to handle incoming requests and route them to the appropriate
processing utility [10].

2. OAM - Oracle Access Manager is Identity Management solution. It consists
of the Access System, and the Identity System. The Access System secures
applications by providing centralized authentication, authorization and
auditing to enable single sign-on. The Identity System manages information
about individuals, groups and organizations. [11]

3. OID - Oracle Internet Directory is an online directory is a specialized database
that stores and retrieves collections of information about objects. The
information can represent any resources that require management, for example
Employee names, titles, and security credentials [12]. The information in the
directory is available to single sign-on solution client. Clients communicate
with a directory server using Lightweight Directory Access Protocol (LDAP).
Oracle Internet Directory is an LDAP directory that uses an Oracle Database

for storage.
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Figure 4.1 Single Sign-On flow

The flow of Steps in new login for SSO is described referring the numbering in the

above diagram:

1.
2.

© o N o O

User request URL at External Load Balancer (ELB).

External Load Balancer redirects the request to Application Host Oracle HTTP
Server (OHS).

Application Host OHS checks app cookie. Since it is new login it is not
present. The request is redirected to OAM, configured in web gate.

OAM prompts user for username/password through SSO Login Page via
Identity Management Host OHS.

Identity OHS display the user the Login Page to enter username and password.
Username and password from user is sent to OAM via OHS.

OHS forward username and password to OAM.

OAM checks the user’s validity in OID.

Once the user is valid, OID provides OAM with the information about User

ID, Groups, etc.
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10. OAM then reconstructs a HTTP cookie with user authentication information
and send the cookie to Application Host OHS.

11. Application OHS redirects the request the request along with cookie to
managed server on which application is running.

12. Application authorizes the user and provides the response to Application Host
OHS.

13. Finally, Application Host OHS redirects the application to external lode
balancer and then to user along with the cookie.

4.2 Qualitative Analysis of Environment Build

Build of any environment is carried out by the resources in a step by step manner. For
setting up of environment we have to set certain number of servers which all work
together to provide environment for an enterprise application to run. Primarily the
Database server, SFTP Server, Identity Management server and Application server are
set up to build an environment. In this work flow of common tasks for setting up each
server by analyzing the manual and automated build is described. Some portion of the
manual installation related to WebLogic server installation, domain creation for

Application installation is explained.
4.3 Tech stack

The most initial step is to find out the components of the environment. Any manual
build starts from the tech stack. Tech stack is the list of components to be included in

a particular environment.
Following is the Tech Stack used in this work:

e Oracle Enterprise Linux (OEL 6)

e Oracle DB 12.1.0.2

e Oracle Client 12.1.0.2

e Oracle JDK 1.8

e WebLogic Server12.2.1.3

e Oracle Repository Creation Utility (RCU) 11.1.1.9

e Oracle HTTP Server 12.2.1.3 for Application server

e Oracle HTTP Server 11.1.1.9 for Identity Management Server
e Oracle Access Manager (OAM) 11.1.2.3
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e Oracle Internet Directory(OID) 11.1.1.9

e Desktop web browser (Chrome, Mozilla Firefox, Internet Explorer)
4.4 Manual Build

Following are the logic and steps followed for manually building the environment:

e Pre Installation Tasks - This includes tasks like checking hardware and
software requirements and installing the components required.

e Database Installation - This includes database schema creation for product
which will be used during deployment.

e If successful then install Oracle Fusion Middleware - This includes installation
of WebLogic base.

e Create Domain if not already present - This includes creation of domain
related to that particular product.

e OID Installation - This installs oracle internet directory.

e OBIEE Installation - This includes oracle business intelligence enterprise
edition installation.

e RCU Installation - Repository creation utility is installed and MDS schemas
are created.

e Application Installation - Application is installed.

e Launch Application URL - Application launching is tested.

e |If successful then Create users and groups - The users used for logging into
application are created.

e Login into the application - Application login is tested
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Figure 4.2 Flow diagram for logics of application installation
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4.5 Automated Build

In this work the high level view of automation is analyzed and described that how
each module is called to set up the complete environment. The proper standards are

followed while writing the automation code for the infrastructure.

High Level Modules

ON ERROR EXIT >=

) EXIT
INFR:USJERUC APP appLic. | | BULD =
o - DBA - ATION
O CREATION
=
i CALLING
= CALLING EACH
- CALLING
W CALLING INDIVIDAUL INDIVIDUAL | || FRODUCT Eﬂ(T:PTO
Z INDIVIDUAL PRODUCT PRODUCT Lol
— DOMAINS TOBE TOBE e
INSTALLED DEPLOYED HUDSON
o~ . INSTALL ! EXITTO
=] INSTALL THE | -
INSTALLING
8 EACH PRODUCT o LEVEL1
H SUBMODULE BY PRODUCT
VERSION
Figure 4.3 Diagram for Environment Automation high level modules
Description

MCP: MCP stands for master control program, which is the driver for calling all the
other modules in the Environment automation. The Master Control program reads the
response file, and gets the Environment Variable values. Based on the values the
master control program calls OS master program which sets up the servers (OS
Module), calls DB install and create programs to Install oracle database binaries and
creates Databases (DB Module), calls APP dba master program that creates schemas

and installs schema objects in Database and configures the apps (APP DBA Module),
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calls Application master program that installs WebLogic, reports etc. and finally calls

the Build module. If any of the modules fail the MCP will stop and exit.
Instructions for running the Automation

A master wrapper script is executed which takes certain number of inputs to set up

variables and calling the appropriate chef command to run the specific module.

The attributes passed to the wrapper script while running the wrapper script include
modules to be called, branch to take code from, environment type, environment file to
be used. In addition to these attributes various flags can also be set to tell whether to
provide database host information, identity host information, to encrypt credentials,

whether the environment is clustered, etc.

After getting this information wrapper script calls the appropriate chef solo command
which in turn asks for final inputs which include App host internal load balancer,
external load balancer, database host name, identity host name, environment build
name, seed value, environment type, system credentials, username and passwords, etc.

Flags are also set for various options.

The above inputs are updated by the script in environment file and config files based
on which automation proceeds. Credentials used can be found in data-bags folder and

the log files generated can be found in respective log folder.
4.6 Software, Tools, and Technologies Used

e Windows 7,8

e Oracle Enterprise Linux

o Putty

e MobaXterm

¢ Remote Desktop

e Web Browser

e VNC viewer

e Oracle Java Runtime Environment
e Oracle fusion middleware

e Oracle WebLogic Server

e sqlplus
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SQL Developer
Chef

Shell Scripting
Confluence

Jira
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Chapter 5

Results & Discussions

5.1 WebLogic Installation

This section presents the screen shots for comparative study between manual
deployment and automated build of an environment. Follow by the statistics
comparing the time consumption by the manual build and time consumed by the

automation scripts of the same tasks.
5.1.1 Manual Installation

Manual installation of WebLogic takes place through a series of steps and installer
screens when it is done manually. Steps along with the starting screen and ending
screens of installer containing the summary of the installation are presented.

e Java installation is prerequisite for the WebLogic to be installed in
JAVA HOME. Path of JAVA_HOME is exported and added to the system
$PATH

e For accessing graphical user interface DISPLAY variable is exported.

e The jar file for the WebLogic installer is placed and is run to launch the user
interface screens. Different inputs are fed into the successive screens as per
requirement. Then finally on clicking install, the WebLogic base is created on
that machine.

Below are the screen shots for comparative study between manual deployment and

automated build of an environment.

The successive screens look like the ones described below:

infrastructure.jar

Figure 5.1 Starting WebLogic installation using command prompt manually
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O Oracle Fusion Middleware 12c Infrastructure Installation - Step 1 of T@msp32302 M= B

Welcome

\I_.' Welcome
| ) g
¥ Installation Location

|

Installation Type
[

Prerequisite Checks
\TJ

| )
v Installation Summary
T Installation Progress
|

2 Installation Complete

Help

ORACLE

FUSION MIDDLEWARE

Welcome to the Oracle Fusion Middleware 12¢ §12.1.3.0.0) Infrastructure Installer,

Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
Infrastructure software. You can then install additional Fusion Middleware products that require the
Infrastructure into the Oracle home, oryou can use the Infrastructure to configure a WebLogic
Server domain for the deployment of Java and Oracle ADF applications.

For mare infarmation, see [nstall, Patch, and Uparade in the Oracle Fusion Middleware
documentation library.

Context-sensitive anline help is available from the Help button.

Copyright & 1956, 2014, Oracle and/or its affiliates. All rights reserved.

Next = Cancel

Figure 5.2 Welcome screen while installing WebLogic manually
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© Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 8@msp32302

; Installation Summary _ORACLE
; FUSION MIDDLEWARE
T Welcame » [ Install Oracle Fusion Middleware 12c Infrastructure =
.]l, Installation Location = Installation Location
| . Oracle Home Location: /scratch/ul0fwebadmin/products fwis_retail
T Installation Type Log File Location: /tmp/Oralnstall2016-04-27_04-16-14AM[install2016-04-27_04-16-14A
! .:, Prerequisite Checks M.log
1 } = Disk Space
! T Security Updates Required: 1384 MB
’ & Installation Summary Available; 377118 ME
l Installation Progress Eteatireseisliolin all
| Core Application Server 12.1.3.0.0
i Installation Complete Coherence Product Files 12.1.3.0.0
i K:E:D;:'I;iiu:;s:: ::er\ter 121300 §
i WebLogic Client Jars 12.1.3.0.0
I Oracle WebLogic Communication Services 12.1.3.0.0
! OPatch 13.2.0.0.0
I Toplink Developer 12.1.3.0.0
i Thirdparty JDEC Drivers 12.1.3.0.0
i WLS for FMW 12.1.3.0.0
'! Administration Console Additional Language Help Files 12.1.3.0.0
[ CIEWLS Config 12.1.3.0.0
Enterprise manager 12.1.3.0.0
Third Party Jackson 12.1.3.0.0 | i
Third Party Jersey 1.18.0.0.0 =
Save Response File
Select Install to accept the above options and start the installation.
To change the above options before starting the installation, select the option to change in the left pane or
use the Back buttan.
Help < Back Install Cancel

Figure 5.3 Installation summary for WebLogic in manual installation
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© Oracle Fusion Middleware 12c Infrastructure Installation - Step & of 8@msp32302

Installation Complete ORACLE i )‘
FUSION MIDDLEWARE

! = Installation Location -
Oracle Home Location: /scratch/u00/webadmin/products fwis_retail
Log File Location: ftmp/Oralnstall2016-04-27_04-16-14AM/install2016-04-27_04-16-144
M.lag

ST T s = Feature Sets Installed Successfully

Care Application Server 12.1.3.0.0
Coherence Product Files 12.1.3.0.0
ation Summa Web 2.0 HTTP Pub-5ub Server 12.1.3.0.0
oy o WebLogic 5SCA12.1.3.0.0
; . WebLagic Client Jars 12.1.3.0.0
«/ Installation Complete Oracle WebLogic Communication Services 12.1.3.0.0
OPatch 13.2.0.0.0
Toplink Developer 12.1.3.0.0
Thirdparty |DEC Drivers 12.1.3.0.0
WLS for FMW 12.1.3.0.0
Administration Console Additional Language Help Files 12.1.3.0.0
CIEWLS Config 12.1.3.0.0
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Third Party Jackson 12.1.3.0.0
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Next Steps:
Seethe online help for next steps after installation.

Oracle Fusion Middleware 12¢ Infrastructure installation completed successfully

Help Einish

Figure 5.4 Final screen showing the completion of WebLogic manual installation

5 Feb 9 02:02 jdk_java

5 Feb & _forms
ol 1 ' .:1.:1 ! -l_ S rg t g 1 -l__b =1 |'::.
24 wls retail

Figure 5.5 wis_retail is created as WebLogic home after manual WebLogic

installation
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5.1.2 Automation

Screen shots for automated install of WebLogic:

date

nv /webadmin
d uncher log file 1s / s Launcherze
Extracting files

300 MHz. Actual 2992.8
ter than 512 MB. Actu
platform requires a 64-bit JVM. Actual 6
temp space: must be greater than 308 MB.  Actual

Preparing to launch the Oracle Universal Installer from /tmp/OraInstall2
y Al

-26_087-12-16AM/ a -26_07-
Copyright (c) 1896, 2015, Oracle and/or its affiliates. All right
Reading response file
Skipping Software Updates

ertifiedversions

one of oracle-6,oracle-7,redhat-7, redhat-6,¢

lt: oracle-7

Check complete. The overall result of this check is: Passed
Certifiedversions Check o

16AM

check heckJDKVersion
: This JDK version was not certified at the time 1t was made generally available. It may have been certified following general avai

Recommendation: Check the Supported System Configurations Guide (http://www.oracle.com/technetwork/middleware/1; downloads /fusion-certifi
ontinue.

Expected resul
Actual r

www . orac le.com/support/policies.html for Oracle Technical Support policies.
Percent Complete

1on Middleware 12c Infrastructure .8 completed
cratch/u@e/oralnventory/logs.
allation of Weblogic-ADF-12.1.: 00 /webadmin/products /wls odi is
msp@Bbcv.us.oracle.com: [] fuB@/webadmin/products/backups= dat
[Tue Jun 26 87:17:36 EDT 201!

Figure 5.6 Starting time and finishing time of automated WebLogic installation
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5.2 Repository creation utility

5.2.1 Manual creation

gRepositnry Creation Utility - Welcome@msp32302

FUSION MIDDLEWARE

< Welcome
T
|

M Create Repaositary . . N . .
Wielcome to Repasitory Creation Wtility 12.1.3.0.0 far Oracle Fusion Middleware,

The Repository Creation Utility enables yvouto create and drop database schemas that are required for
Oracle Fusion Middleware products.

Skip this Page Mext Time

Help Mext = Cancel

Figure 5.7 Welcome GUI screen for RCU creation when done manually
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gl:ompletion Summary - Step 7 of 7@msp32302

I[=1 B3

Repository Creation Utility

Database details:

ORACLE &
FUSION MIDDLEWARE

Host Mame: msp52750.us.aracle.com

Paort: 1521

Service Mame: CIDSPOZFW

Connected As: 37

Operation: System and Data Load concurrently
RCU Logfile:

fecratchy/ul0fmebadmingproducts fwds_retailforacle_commonfrouflogflogdir. 2016-04-27_04-31frcu.log

Component Log Directory:

feoratchy/u00febadmingproducts fwds_retailforacle_commonfrouflogflogdir. 2016-04-27_04-31
Execution Time: 1 minute 20 zeconds

I
/! Completion Summary

Wiew Log: reulog

Prefix for {prefixable) Schema OwnerstALLOC

Coamponent
Metadata Services
Audit Services
Audit Services Append
Audit Services Wiewer
Oracle Platform Security Services
_ommon Infrastructure Services

Help

Figure 5.8 Final finishing screen during manual creation of RCU

Status
Success
Success
Success
Success
Success
Success

5.3 Domain creation and configuration

5.3.1 Manual Creation

Time
00:12.855(sec)
00:11.984(sec)
0009181 sec)
00;08. 136 {sec)
00;17.387 (sec)
0009, 244 sec)

Lagfile{Click to wiewnh
mds.log
jau.log

iau_append.log
iau_viewer.log
opss.log
sth.log

Close

A Domain is a collection of WebLogic Server resources. Actual Applications are

installed within the WebLogic server domains.

For accessing graphical user interface DISPLAY variable is exported.

For the Domain creation SWEBLOGIC_HOME/oracle_common/bin/config.sh script

is invoked to call GUI. Various inputs like Name of domain, path of domain,

Template used, data sources, User name and password, Managed Servers, creating

machines, system components, ports used are given in the successive screen of GUI

out of which some of the configuration screens along with the starting and the end

summary screen are shown here.
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ORACLE G
FUSION MIDDLEWARE

Configuration Type

[w) Create Dormain
Templates
Administrator Account

Domain Mode and |DK

Advanced Configuration

v Configuration Summary Yihat do you want to do?

Configuration Progress
) |Create a new domain

End Of Configuration
Update an existing domain
Domain Location: | 0fwebadmin/products fwds_retail fuser_projects/domains fbase_domain Bromse
Create a new domain.
Help Mlext = Cancel

Figure 5.9 Welcome screen during manual creation of domain.
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B Fusion Middleware Configuration

Configuration Summary

., Create Domain J
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Application Location

Administrator Account
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—

&

—

Datnain Mode and JDE

Database Configuration Type

Component Datazources
DEC Test
Advanced Configuration

S

/

Administration Server

Mode Manager
Managed Servers

Clusters
Coherence Clusters
Machines

Azsign Servers to Machines

Deployments Targeting
Services Targeting

Configuration Summary

Wizard - Page 19 of 21@msp32302

_ORACLE
FUSION MIDDLEWARE

;JI

View: |Deployment - Matme BazicWeblLogic Server Domain
- - - Description  Create a basic WeblLogic Server dom
[= base_domain {fscratchful0 fwebadmin/products Author Oracle Corpaoration
= & Server Lacation Fscratchfu00 fuebadming products §
= (& ALLOC_AdminServer
= & Service Mame Oracle Enterprise Manager
= [= Shutdown Class Description  Enterprise Manager
[ DMsShutdown Author Cracle Corporation
= = Startup Class Location fecratch/ul0 fmebadmingdproductsy
[ web Services Startup Class
_] 1PS Startup Class Mame emasTemplate
[ 1PS Startup Post-Activation Clas Description  emaz plugin Template
_1 WSM Startup Class Author Oracle Corporation
j JRF Startup Class Locatian fecratch/ul0mebadmingproductsy
[ ODL-Startup
j DMS-Startup Mame Oracle WebCenter Composer
_1 AWT Application Cantext Starty Description  This template co.nfigures Oracle Wek
= IDBC Author Oracle Corporation
— JE}JDBC Data Source Location fecratch/ul0mebadmingproducts
[ LecalsucThiDatasource Mam e Oracle WebCenter Skin
[1 opss-data-source Description  This template configures the Oracle
[] opss-audit-viewDs Author Oracle Corporation
[ opss-audit-DEDS =

Location scratch /ul0fwebadmindproducts g
’ . ‘ »

Select Create to accept the abowe options and start creating and configuring a newy domain. To change the
above configuration before starting Domain Creation, go back to the relevant page by selecting its name in
the left pane, or by uzing the Back button.

€

Help

= Back

Create Cancel

Figure 5.10 Final screen during manual creation of domain.

,uDD,webadmln,conflg,domaln ,wl_
config derbyShutdown.log
console-ext edit.lok
derby.log fileRealm.properties
JuBd/webadmin/config/domains
fuBBfwebadmin/config/domains/
/uBB/webadmin/config/domains fwls
data logs security an tmp
,uDD,webadmln,conflg,domaln /
32302:[1 suee/webadmin/config/domains /wls
t.properties
302:[] suee/webadmin/config/domain
p32302:[] sudd/webadmin/config/domains /wl
[1 suee/webadmin/config/domain
:[1 sue8/webadmin/config/domains fw

poo

“retail/aLLoC
generated cla
init-info
l1b

_retail/aLLO

_retail /ALLO!
_retail/ALLOCD

_retail/ALLOCD

_retail/ALLO
_retail/aLLoC
_retail/ALLO
_retail/aLLo

Figure 5.11 Manually starting Domain screenshots
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ORACLE Weblogic Server Administration Console 12¢

Welcome

Login to work with the Weblogic Server domain

T I

Password:

Sther names may b

Figure 5.12 After the creation of Domain we can access the WebLogic Admin
Console

a Welcome, weblogic | Cornectsd - APPNAMEDSmSI

ORACLE webLogie server »:
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B Custornize this Lable

Servers (Hitered - More Cobanis Exist)

s | [Suspena~] (S [AeEBrs Showing 1152072 Prewous | test

state Status of Last Action

Figure 5.13 After logging in to console we can manually start the managed servers

5.3.2 Automation

Instal
Dropplng t
Dropping S as for ALLOCDomain: g o tomation/FY12/ea_reorg/apps_infra/16.0.2/1og/RCUDROP.2018.05.16_89.19.86.log
3 S for ALLOCDomai
ol.rtk/automation/FY12/ea_reorg/apps_infras/16.0.2/10g/RCUCREAT.2018.05.16_09.19.12.1log
RCU Schema created sucessfull DJomaln
Deleting Domain Directories X15ts
ALLOC ion is in progress PL sk k/automation/FY12/e
eated Check /vol.rtl 6
Extending ALLOCDomain with ADF Template C
ALLOCDomain extended with ADF Templ
Adding alloc-server to ALLOCDomai
added to ALLOCDom:
> boot.properties
Directory / webadmin/config f /securlty doe
he Directory /ufo/we i ) [se _AdminServer,
Directory /u@®/webadmin/config/ _retail oc-server.
the Directory /u@ badmin/ 5 i in/servers
servers of
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webadmin/config/do _ret LLOCDomain:0utFile: /vol.rtk/automation/FY12/ea_reorg/apps_ir
1.17.out

badmin/config/domains /wls_retail/ALLOCDemain:0utFile: /vol.rtk/automation/FY12/ea_reorg/apps_infra/

badmin/config/domains /wls_retail/ALLOCDomain:OutFile: /vol.rtk/autemation/FY12/ea_reorg/apps_infra/

s_retail/ALLOCDomain creation completed

Figure 5.14 Screenshot Showing the starting and ending time for Domain creation
5.4 Results

The following table represents the statistics related to the time consumption in manual

build versus the time consumption after using automation scripts for the same tasks.

33



Table 5.1 Time consumption in manual build vs after using automation scripts

Description Manual Build Automation

Time consumption for | 15 min 4 min

WebLogic Server Installation.

Time consumption for the | 55 min 6 min
Domain  Creation  which
include repository creation
using RCU, domain creation,
starting Admin Server and

Node Manager.

Considering the statistics in above table the time consumption in WebLogic
installation reduced to 4 min with automation from 15 min when it was done
manually. Similarly, the time for Domain creation task which include the various
steps starting from repositories creation, domain creation, starting the WebLogic
server and node manager dropped from 55 min to 6 min. Similarly various individual
tasks are automated which lead to huge reduction in the overall time consumption to

set up the environment.
5.5 Issues with Manual Build of Environment

e Time Consuming - It takes approximately 2 to 3 weeks to completely build
an environment.

e More Resources Required - A number of resource personnel are required
to build an environment.

e Error Prone - Since it is done manually there are chances of more manual
errors.

e Fixing errors is comparatively time taking - This is because building an
environment itself takes around 2 weeks and if there is an error at some
stage which was missed out then it again takes double amount of time to

go back and fix that error and again continue with further steps.
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5.6 Advantages of Automation

The major advantages associated with Environment Automation are:

FAST - As it is an automatic process it will definitely be faster as compared to
manual build.

BETTER RESOURCE UTILIZATION - As the procedure is being automated
there will be very less requirement of human intervention. So the resources
can continue with some other important company works and thus this will help
in better resource utilization.

QUALITY ASSURANCE - As a standardized process is being used and as it
is automatic there will be fewer chances of manual errors and the product will
be of better quality.

SYNERGY BETWEEN COMPONENTS - A standard procedure is there
which is used for automation. So it will remain same even if it is being done

by different persons.
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Chapter 6

Conclusion and Future Scope

6.1 Conclusion

Environment Creation is always a lengthy and time consuming process. All the steps

are correctly documented, to ensure that the quality and standards of the Environment.

The work done here has resulted in successful Design of the Single Sign On
Environment for managing authentication and authorization for Users accessing the

web application.

The qualitative analysis gives the detailed overview of the flow of work for manual

build as well as automated build of the environment.

By validating and verifying both the manual and automated build of environment it is
concluded that using automation is advantageous over doing manual build.
Automation reduces the time to build the environment to great extent. The quality of
the environment creation increase as the chances of introduction of human errors is
reduced. There is synergy between the components as it is automatic procedure which

turns out the same results even if the work is done by different people.

This has help a lot to the organization to reduce workload and utilize the resource
potential in other tasks as the time consumption in building an environment has

reduced a lot.
6.2 Future Scope

This idea may also serve as a base for building of many other new automation
projects. Many post installation tasks are still required and the identification of the
tasks which can be automated should be find out and automated so that maximum

level of automation can be achieved.
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