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ABSTRACT

Blockchain is an integral distributed public ledger technology, which uses the consensus
algorithm and cryptography techniques to devise the characteristics of decentralization,
traceability, immutability and tamper-proof ledger. Blockchain is the main technology
behind the cryptocurrency. Now it is applied in many fields including education, 10T and
Risk management. Blockchain allows digital information has been distributed on

different nodes that increase the transparency and security of documents.

Digital Documents become a part of organization, institution and educational field
whether public or private. Digital Documents not only authorize the transition of
information but also maintain the data in digital form. Academic Certificates approve the
procurement of learning outcome. Certificates become necessary for people’s
professional careers. It is essential to save these certificates in long-term available and
tamper proof ledgers. A Blockchain stores transaction in a confirmable and persistent
way, therefore it is appropriate to save certificate or learning certification. Blockchain
divulge fraud of certificates and it substructure learning records. This is accomplished by
keeping digital crypto-hashes of learning certificates and controlling authorization
integrity through the development of smart contract on Blockchain. TUDocChain is the
platform that entitle authorize the academic certificates on public ledger in a reliable and
sustainable format. TuDocChain is implemented on Ethereum Blockchain. All the
academic certificates managed by the Interplanetary File System (IPFS) in an address
form. Blockchain does not store the records in original form it secures the data using hash
value. Blockchain maintains the privacy of documents as well as the privacy of individual
identities. In TuDocChain system issuer secure the document on Blockchain using
distributed web i.e. IPFS. Students as a receptor view their documents on framework. It
provides additional feature of verification of documents. The third party or authority
wants to verified the student’s documents, they verified using the address of certificates.
TUDocChain is a platform provide the transparency and privacy feature using

Blockchain technology.
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CHAPTER 1
INTRODUCTION

1.1 Overview

Blockchain is a peer to peer distributed ledger created by consensus; integrate with the
system for smart contract. Blockchain is the backbone of digital crypto-currency.
Blockchain is a prominent technology, with almost daily declaration on its applicability
to everyday life [1]. Blockchain technology has been implemented in different areas such
as crypto-currency in financial area, education field for securing the data in the digital
form, in healthcare sector securing the patient data. Because of its decentralized and
immutable properties, it is used in various sectors. Blockchain developing the current

internet from “The internet of information sharing” to “The internet of Value Exchange”

[2].

Academic Certificate plays an important role in education and development in
companies. Students complete their degree or courses in different universities and
educational institute. After completion of their courses universities and educational
institutes award their student with degree or issue certificate. Students receive the
certificate as a paper document. Certificates include many statements, most important
are: Registration number, name of student, Certifier Signature, Address of organization,

date of examination and other supplementary information.

Students receive a paper document that represents the certificate. Students can easily
store paper documents or show them to any organization and person for any specific
purpose. For entrance in organization or educational institute the authorities demand the
previous qualified certificates as a proof even for recruitment company authority verify
the credential of employee. They store the student document and maintain the certificate
for a long period of time.

The substitute method to paper documents are digital certificates that are
cryptographically signed. Comparatively management of digital certificate is easier than
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the paper document but it required a lot of registry efforts. Third party easily verifies the

students or employee documents with the help of crypto hash of certificate.

In frame of reference of education and certification, Blockchain technology provides
forged preservation of certificate. Third party easily verifies the documents with the help
of Blockchain features without the involvement of organization authority. In digital
certificate process mainly three main steps are identified. Firstly, identity of certification
authority has been created and maintained. Secondly certification authority awarded
certificate to students and third step is the authenticate certificate by the recruiter or other
organization authority. These three steps followed by a Blockchain based framework and
adding additional feature of sharing certificate by students [3]. Blockchain education
framework provide security as well as assured access and stable management of
certificates according to the requirement of students, organization or educational

institutions authority.

1.2 Introduction to Blockchain

Blockchain is the main technology behind bitcoin. Blockchain is first proposed in 2008
by Santoshi Nakamoto and implemented in 2009[4]. Blockchain is “an open distributed
ledger that can record transactions between two parties efficiently and in a verifiable and
permanent way”[5]. A Blockchain is a time-stamped sequence of immutable records of
data that is run by cluster of computers not maintained by any individual entity. Every
individual block of data is secured and bound to each other using crypto-hash value.
There is no central authority in Blockchain network. The information is open for anyone
due to its shared and immutable ledger. Hence anything builds using Blockchain is

transparent in nature and participation of individual is accountable for their action.

New block

e
- - - 0~ 57 -

Starting block

Time [Z=

Figure 1: Example of Blockchain
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1.2.1 Blockchain Architecture

Figure 2: An Example of Blockchain which consist of Continuous sequence of Blocks

Block Header
Mlerkla
Parent
Elock Tres Time )
Version Foot Stamp B Honce Hﬂﬁ
Haszh
Trosacton Counter
TX X X X = X

Figure 3: Block Structure

Blockchain is the chain of growing records(blocks). Blocks are linked together or form a

chain with the help of hash value of previous block as shown in Figure 2. Linked list is

implemented as a data structure to form a blocks whose main purpose is to bind the

transactions together and distribute the transactions to nodes in the network. The first

block is known as Genesis Block which has no parent block. Block internal structure is

as follows:

Block: -Block contains a block header and block framework as shown in Figure 3. Block

header includes hash value, version of block, time-stamp value, nonce value, nbits, parent

hash value, Merkle Tree.
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a. Block Version: - set of validation role followed by individual.

b. Merkle Tree Root Hash Value: - in the binary tree form it contain the hash value
of all transactions as shown in Figure 4.

c. Timestamp: - Current time according to universal time.

d. nbits: - valid block hash threshold target.

e. Nonce: - 4-bits value, used in verification of adding new block into the chain
through the process mining. For mining number of consensus algorithm are used.

f. Parent hash Value; - a 256-bit hash value that pointed previous block hash.

Blockchain framework contains the transaction counter and number of transactions. The
number of transactions stored by block depends upon the size of block and size of each
transaction. Asymmetric cryptography is used in the Blockchain. For asymmetric

cryptography digital signature is used for the verification of transaction [6].

Root Hash / Merkle Root

Hash AB Hash CD

| Hash A i Hash B Hash C iI Hash D

) 1t { i)

ITransaction A ITransacﬁon B Transaction C Transaction DI

Figure 4: Merkle Tree

1.2.2 Digital Signature

As the signature provides validation and authentication to any transaction same principle
digital signature works. Digital signature is the main feature of Blockchain that provide
the security and integrity of the data that are stored in the Blockchain. Digital signature
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work on the principle of asymmetric cryptography meaning information is shared with

the help of public key.

Signer .
/_. I — A :::Jr'_'_ m — — ENCTYPLION  ——— 10100101
Hosh O

Digitally Signed
Document

Hash when ha
.

are equal
oo [ e ——
Digitally Signed Hash

Document
Public Key

Figure 5:Working of Digital Signature

Digital Signature also known as Pubic Key Infrastructure (PKI). As shown in Figure 5 [1]

a digital signature is made up of 4 components.

e A SHA-256 hash, it is a hash algorithm to generate a unique value.
e A Public Key
e A Private Key

e A time stamped when the document was issued.

Firstly, hash of document is generated by using the algorithm. Combining both hash
value and the private key together generate a signature. Hash value of signed document is
different from unsigned document. If any changed occurred after signing document its
hash value changed automatically. For the verification of document sender send the
signed document and the public key, and then the document is decrypted if the hash value
is same as before the document is authenticated otherwise it is other’s document. The

combination of both private and public key secures the document.
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1.2.3 Key Characteristics of Blockchain Technology

Blockchain tackle the issue of manipulation. In the realm of present day innovation
numerous individuals have trust issues with Facebook, Google and bank. There are
numerous things that the Blockchain is going to change. It is conceivable that Blockchain
can genuinely disturb different ventures and make the procedures progressively just,
secure, straightforward, and productive. Characteristics of Blockchain technology as

follows: Decentralization, Immutability, Security, Trust.

1.2.4 Consensus Algorithm

Validation and security of new block is ensured by the consensus algorithm. When new
block entered into the Blockchain block is validated by the miner. The process is known
as mining. For the mining process some consensus algorithm is used. According to
different platforms of Blockchain different algorithms are used. For bitcoin and Ethereum
platform Proof of Work consensus algorithm is used. Improving the features of proof of
work Proof of stack algorithm is used. Proof of work requires more amount of energy.
Explain the work of these consensus algorithm as follows:

e Proof of Work
In order to add a new block into the existing block correct proof are generating
with the process known as mining. The individual who takes participation in this
process is known as miner. The complex cryptographic puzzle is solved by the
miners. The miner who solved puzzle early and correctly rewarded with the
bitcoin. In the complex puzzle 4-bit value (known as nonce) added with the
original hash value of the previous block. If the solution of puzzle is greater or
equal to the crypto hash value, then the block is added into the chain otherwise it
is rejected.

e Proof of Stack
The individuals participating in the process of generating a new block in proof of
stack algorithm are known as validators. Validator is chosen on the basis of
economic stake in the network. The one who kept large number of coins for long

time period is chosen for generating a new block. This algorithm is more relevant
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and energy efficient than the Proof of Work, because lesser number of resources

are used for choosing the validators.

For different crypto-currency number of consensus algorithm are used. Table 1 shows the

comparison among different consensus algorithm [4], [6].

Table 1:Consensus Algorithm Comparison

Property Pow PoS PBFT DPOS Ripple Tindermint
Node Identity Open Open Permissioned Open Open Permissioned
Management
Energy saving | No Partial Yes Partial Yes Yes
Tolerated <25% <51% <33.3% faulty <51% <20% <33.3%
power of computing  stake replicas validators faulty byzantine

power nodes in voting power
adversary

UNL
Example Bitcoin Peercoin  Hyperledger Bitshares Ripple Tendermint
Fabric

1.2.5 Types of Blockchain

Blockchain has been categorized into three types depending on the requirement of

application. Comparison is shown in table 2.

Public Blockchain: Public Blockchain is permission less Blockchain. Anyone

publically access the transaction easily. Public Blockchain provide maximum

immutability, decentralization and transparency [1] . For storing transactions, it

requires large cost and high electricity usage but the transaction speed is low.

Bitcoin is one of the examples of public Blockchain that’s why it takes 10 minutes

for mining of new block. Other examples are Ethereum and Litecoin.

Private Blockchain: Private organizations like bank perceive that they use the

idea of Blockchain as a Distributed Ledger Technology and generate a restricted

Blockchain. Write operation has been presented on central database and read

operations have been presented on distributed network or say public network.
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Private Blockchain increases the speed of transaction. Private Blockchain
decrease the energy cost. Example MONAX and Multichain [7].

Consortium Blockchain: In the Blockchain network some node manages the
consensus mechanism and some other nodes run the transactions. It is the hybrid
of public and private Blockchain. Multiple organizations share the network so it

acts as a public Blockchain, access on nodes is restricted so it acts as a private

Blockchain.
Table 2: Types of Blockchain
Public Private Federated/Consortium
Blockchain Blockchain Blockchain
Access Anyone Single Organization Multiple selected
organizations
Participants Permission less, Permissioned, Known | Permissioned, Known
Anonymous Identities identities
Security Consensus Pre—approved Pre-approved participants,
Mechanism- Proof of | participants, Voting/multi-party
work/ Proof of Stake | Voting/multi-party consensus
consensus
Transaction | Slow Lighter and Faster Lighter and faster
Speed
Example Bitcoin,  Ethereum, | Multichain, MONAX | Hyperledger,
Litecoin B3i(Insurance), R3(Banks)

1.2.6 Type of records stored in Blockchain

Blockchain is used to store different type of transactions in the form of records, currency

and contracts.

i.  Asset Transactions: Bitcoin is the main currency implemented using Blockchain

Technology. Different crypto-currency has been implemented since 2008. Every
crypto-currency has its own value. Crypto-currency is the digital money excluded
the involvement of third party and provides transparency in the transaction.

Table:3 in Chapter 2 describes the existing crypto-currency. The value of one
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crypto-currency is converted into another crypto-currency. For example, Bitcoin
value is changed into Ethereum coin value.

ii.  Smart Contracts: Smart contracts are a piece of code that serves as a
programmed conceptual agreement between two parties. Contract contains some
conditions which need to be fulfilled in order for some transactions to occur. Data
Owner and Data consumer contracts are written in the language of solidity. After
deploying the contracts agreement is established between two parties.

ii.  Certificates and Digital Signature: The academic certificates, any records and
personal documents in the form of transaction have been stored in Blockchain
network on distributes network. The hash value is generated by using the hashing
algorithm. If the records are directly stored into the Blockchain it occupies large
amount of memory and space that increase the cost of storing records. Hash value
stored with the digital signature stored into the Blockchain. Digital signature is
generated using asymmetric cryptography. In asymmetric cryptography both

private and public key has been used for encryption.

1.2.7 Applications of Blockchain

Blockchain technology has various applications in different fields. Blockchain is the main
technology behind the crypto-currency. Blockchain is the backbone of bitcoin. As the
part of fourth industrial revolution[2] since the innovation of steam engine, electricity and
information technology [2]. Blockchain has been implemented in different sectors like in
finance, internet of things, educational field, judiciary and commerce[2]. Figure: 6 gives
the overview of application of Blockchain [4]. In finance sector crypto-currency has been
used as a digital currency. It removes the involvement of third party and bank central
data. Recently Facebook wants to launch his crypto-currency name Libra. The vouchers
have been generating using the concept of Blockchain. PayPal coupon system works on
the principle of Blockchain technology. Blockchain works on the 10T based platform.
Literature Review in chapter 2 explains all the work performed using the Blockchain in
educational framework. Blockchain provides the immutable and transparency feature its
application works on the security and risk management platform. All the institutes’

functionality has been implemented on the Blockchain platform.
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*  Anti-malware

* Finandial service
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* Risk Management
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Figure 6: Application of Blockchain [4]

1.2.8 Characteristics of Blockchain Technology

Mainly Blockchain technology characterized four features. Decentralized, Traceability,

Immutability and currency Properties[2]. Figure 7 explain the characteristics of

Blockchain technology.

Decentralization: The transactions managed and secured on Blockchain are
distributed on different networks. Securing and verification of transaction depend

on distributed system architecture. With the help of mathematical algorithms and

smart contracts trust factor has been maintained between the networks.

Traceability: Transaction on Blockchain managed in chronological order. All
blocks are linked with the encrypted hash value. Every transaction stored on
Blockchain with the timestamped manner. Every transaction is easily traceable
using the hash value. The hash value is stored in binary tree form known as
merkle tree. The root of merkle tree is the hash value of that block which becomes
the previous hash value of the new block. With the help of hash value all blocks

are linked together.
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iii.  Immutability: Transaction shared on distributes network and all blocks are
linked together with the help of hash value, these two properties make the
Blockchain immutable. If someone wants to change the transaction content its
hash value changes accordingly and with the change of hash value everybody
knows about the change in hash value. It is impossible to change the content of
transaction. The transaction stored on public ledger on different nodes provides
the transparency property in Blockchain technology.

iv.  Currency Property: Blockchain technology is trustable. Transactions are shared
without the involvement of third party. Digital currency is used for securing the
transaction on the Blockchain. In education platform on Blockchain for securing
the academic certificates crypto-currency is used. Money is transferred from one
individual to another individual with the involvement of third party like bank.

Blockchain build a trustable network with the help of public ledger and consensus

algorithm.

Transparency Immutability

Peers

Shared & [amper- ’ .

; S " : Pseudonymity Redundancy Sy 5
public verification of proof R . participate in
B AL T = of participants of data )
mteraction transactions architecture development
Low friction Security Potential
in providing through — uscof
information cryptography antomation

Figure 7: Characteristics of Blockchain Technology
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Chapter 2

Literature Survey

Blockchain has been implemented in different sectors to entitle decentralization approach
such as health[8], finance [7] crypto-currency (NAKAMOTO 2008), 10T [8], [9], risk

management.

2.1 Blockchain in Education Field

Educational organizations and institutions use the Blockchain technology for verification
and sharing of Documents, Transcripts and Personal Documents. Table 2 compares the

existing applications of Blockchain in educational field.

2.1.1 Blockchain to permanently secure Certificates

In the United State around 200,000 forgery certificated are vend each year by a fraud
diploma mills. Some degree sold at a rate of $100 dollars and the price go up to
$50,000[10]. The verification, securing and sharing of documents is a manual process
which is very messy and time consuming. To stop this forgery, Learning Machine
collaborated with MTI Media Lab to the implementation of Blockcert for issuing,
Storing, and verification of document using Bitcoin platform in Blockchain
Technology[3],[10],[11]. University of Nicosia has issued Blockchain based certificate
for DFIN-511 : Introduction to Digital Currencies[10].

Arenas et al. (2018) proposed a Blockchain based system named credence Ledger for the
verification of academic documents [11]. System verified the credentials without the
transaction of crypto-currency. Credence Ledger is implemented using permissioned
Blockchain in which multichain is created by using multisignature. System require less

resources for the verification and sharing of digital documents.

Ocheja et al. (2019) implemented a platform named Blockchain of Learning Logs
(BOLL) [3]. BOLL platform manages digital hashes of learning records and managing
access rights by using smart contracts on Ethereum Blockchain. BOLL is used for
issuing, sharing and verification of learning records. ldentities of issuer, receptor and

verifier are stored into the Blockchain. The identity of issuer combined with the hash
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value of the document stored into the Blockchain. Smart Contracts are created between
the issuer and verifier of different organization. Learning Record Storage (LRS) is used
to store the learning records of different institutions collectively. Students are doing
studies in different institutes. LRS control all of the transcript and studying facts of that
particular pupil from all institutes. Student records are collected into the Secure Box and

the Secure box directly connect with the Blockchain.

In the field of education Sony Global Education developed a framework on IBM
Blockchain which is delivered via the IBM Cloud and powered by Hyper Ledger Fabric
1.0, a Blockchain framework and one of the Hyper ledger projects hosted by The Linux
Foundation. SGE platform is used by any institution for the securing and verification of
credentials [15], [16].

Harthy et al. proposed a platform which is utilizing Blockchain to meet all the transaction
of college i.e. college chain [17]. Chain include money transaction, certificate transaction,
securing the profile of students, staff and third party (stakeholders), online library access
and managing published research paper. Chain proposed using Ethereum Platform. Smart

Contracts are constructed according to requirements and changes include in the college.

Bin Wu et al. proposed an application on Blockchain as a digital education system
evaluate the competition skill grades of students [18]. An application has been framed as
the academic certificate and other certificates achieved by the students are secured on one
platform. The grade of individual student has been calculated through the certificate and
performance of the student. Both teacher and students act as a client on Blockchain
network. Both interact with the help of web. Teacher uploaded the data on Blockchain
network through database. Competition question has been solved by the students and
result is evaluated by the Blockchain network. Blockchain keeps the transparency

between the students and teachers.
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Table 3: Existing Applications of Blockchain on Education

Application Blockchain Record  Actual Verification  Access to
Table Type Data Records
Stored

BlockCerts | Bitcoin Certificates Hash of Open Off-

[10] Certificate Blockchain

authorization

UN |C[10] Bitcoin Certificates Grouped hash ~ Open Off-
on MOOC  of certificates Blockchain

authorization

Sony Hyper ledger Academic N/A N/A N/A

Global Records

Education

[11]

Grade base | Bitcoin Imperial Hash of Open Off-

[12] College certificate, Blockchain
Certificates  online profile authorization

and CV

Stampery Bitcoin and Certificates Hash of data Open N/A

[11][13] Ethereum &transactions

Credence Permissioned School Hash of Open N/A

Ledger[11] Blockchain Records Records

(crypto-currency is
not required)

TrueRec Ethereum Documents  Hash of Open Off-

[14] like documents Blockchain
passport, (multichain authorization
certificates  with multi-

signature)

Open Ethereum Certificate ~ IPFS generate  Open N/A

Certificate Insurance the crypto hash

[11] value

Blockchain | Ethereum Different Smart Open N/A

of Learning institut_e’s contracts

Logs transcripts

(BOLL)

2.1.2 Parallel Education Blockchain

Gong et al. implemented a smart education system using parallel education [19]. Parallel

education Blockchain has been described the data distribution schema and data transfer

on different layer. Figure:8 described the comparison between the education system and

the smart education system on different layers. Parallel smart education work on three

layers.
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Data Layer provided a double securing mechanism named as distributed and central.
Storage schema, storing achievements credits and rewards have been performed using
distributed network. Data is divided into two parts formal and informal. The educational
data such as records, academic certificates and rewards of certification act as a formal
data. The data in the form of video act as an informal data. Informal data stored on the
central network. Original data has been secured in central network and address of
transaction or formal data stored on distributed network. The individual identities address
stored on distributed network provide the transparency and privacy of data.

Logical Layer uses the consensus and non-consensus algorithm. Formal and informal
data both uses the non-consensus mechanism. Evaluation of certificate , certificate
recognition and grade certification [19] has been presented on logical layer. Formal data
uses the non-consensus mechanism for mining where informal data uses the consensus

mechanism.

Application Layer executed the smart contracts for different transaction on formal and
informal such as creativity transferring, credit transferring and grade transferring. Once

smart contract set up then the transactions are globally distributed on different network

like on different organization, school, institution. Globally data has been validated

through the smart contracts.

Educational Blockchain Smart Education

Figure 8: Education System on Parallel Blockchain
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2.2 Blockchain securing personal data

Goswami et al. presented an architecture name Public Key Infrastructure (PKI) used for
securing documents as e-document using Signing tools [20]. Digital Signature is used for
securing the e-documents. Digital signature uses asymmetric key cryptography. Digital
Signature is generated with hash value of the document. Hash value is encrypted using
private key of the issuer. Certificate Revocation List (CRL) or online certificate status

protocol (OCSP) act as a central server has been used for validation of documents.

Chowdhury et al. proposed a consortium based Blockchain application named personal
data store(PDS) [21]. PDS has been provided a service to manage, store and deploy the
personal data like medical records and academic records. A student goes for the interview
and the interviewer asked for the academic records of that individual. Instead of validate
all the records manually the students provide his/her access of PDS. Interviewer or
organization easily validate the individual records from Blockchain platform PDS.
Although PDS stores the personal data so the consortium Blockchain network is used for

storing the records.

Giang Do introduced a system named BlockDS provides a secure distributed storage
using distributed hash table (DHT) with keyword search service additionally [22]. The
data owner uploads their data in encrypted form then data has been distributed on the

distributed cloud storage nodes and data consumer validates the availability of data.

Data Owner
S, € e
Data Consumer Q— —

-2
’ ~= DHT

Figure 9: BlockDS System Model [22]
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BlockDS system has been implemented using Hyperledger fabric using composer to
handle the validation networks and assents for access to an off-chain method that is easily

adaptable and uncertain- providing unchangeable assurance of reliability and clarity.

Wang et al. proposed a system on Blockchain. Framework has been divided into two
parts [23]. One chain has been used for storing data and second chain used for storing
transactions. Double chain has been implemented in this framework. Original data is
stored in the DBC (Data Blockchain) and the records generated by the data transaction
were stored in TBC (transaction Blockchain). PBFT consensus algorithm is used in
double chain network. Double chain upgrade the performance of the Blockchain network
and decrease the communication pressure[23] of the single chain Blockchain network.

The architecture of this framework is as below in Figure:8.

TRC DRC

vvvvvv

Figure 10:Double chain Blockchain[23]

2.3 Blockchain in Crypto-currency
Blockchain primary application is crypto-currency. Blockchain technology is used for
generation of crypto-currency. For storing the data and documents on the Blockchain for

transaction as an assets purpose crypto-currency is used.
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Table 4; Comparison Between the Crypto-currencies

Crypto- Year Hash Function Mining Method

currency

Bitcoin 2008 SHA-256 Find all possible nonce value by
computing proof of work and
other users agree and verify the
proof.

Litecoin 2011 Scrypt Similar to Bitcoin(proof of
Work)

Peercoin 2012 SHA-256d Proof of work and proof of stake

Primecoin 2013 Cunningham Chain Proof of work

Ripple 2014 EC digital Signature Consensus System

Ethereum 2014 Ethash Proof of work

Permacoin 2014 Floating digital signature  Proof of retrievability

Blackcoin 2014 Scrypt Proof of stake

Auroracoin 2014 Scrypt Proof of work

DarkCoin 2014 X11 Proof of work

Namecoin 2015 SHA-256d Proof of work

Zcash 2016 Equihash Proof of work

Cardano 2017 Ethash Proof of Stake

EOS 2018 Ethash Cloud Mining

Libra 2020(upcoming) NA Proof of stake

2.4 Ensuring Data Integrity

Zikratov et al. proposed a schema on data integrity and provide guarantee to data owner

for securing the data [24]. Data integrity has been checked by TPA (third party auditor).

This schema handled by the data owner. Data owner view all the changes and

modifications done by the third party. Data owner assured the security of data. PDP

18| Page



(provable data possession) schema has been used to explore statically the authentication

of data uploaded to distributed cloud storage without restoring the data.

Augot et al. proposed a solution for user to achieve authenticated identities based on face-
to-face proofing that can be assured against a record on Blockchain network [25]. Zero
knowledge proofing has been used for identity. Framework has been implemented on
bitcoin Blockchain network and grouping commitments using Merkle tree and decreasing

bitcoin transaction and increasing the bandwidth of the network.

Methetwa et al. recommended a Blockchain based solution to authorize the assurance of
hardcopy documents [26]. Validation of hardcopy documents has been done by
combination of 2D barcodes, OCR (optical Character Recognition) and cryptographic

hashing.
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Chapter 3

Research Problem

3.1 Problem Statement

Certificates assure the competence of degree through a computation of knowledge and
skills. Student once completed their study in the school and colleges, they receive a
certificate or detail mark sheet. These certificates play a significant role in the learner’s
life. School, Colleges provide physical copy of the certificate and degree. Individual
submit their hardcopies in organization for further studies then organization manually
verify the documents of the student. Even in the career profession if individual apply for
job, company demand for submit all the academic documents for verification purpose.
Manually authorization of documents is time consuming and it increases the forgery
cases. Some people without perusing certification courses receive the hardcopy or
physical document from fraud institutes and organization. In the United State around
200,000 forgery certificated are vend each year by a fraud diploma mills. Some degree
sold at a rate of $100 dollars and the price go up to $50,000[10]. Forgery of documents
suspended in South Africa [26]. To decrease the forgery rate in the certificate and try to
provide transparency in the certification process we proposed a system which generate

the digital certificate by using Blockchain technology.

Blockchain technology provide the feature of trust, transparency, immutable and tamper-
proof records. We proposed a system named as TUDocChain that provides a Blockchain
platform in education. This can be used for issuing, securing and verification of academic
documents. Blockchain Technology removes the involvement of third party. All the
certificate and records of students stored on the Blockchain. All certificates manage by
the certificate authority. Verifier publically authorizes the documents of students. On one
platform all the student documents have been verified and secured. The personal

documents have been secured using this platform.

Issuer issues the certificate digitally using digital signature with hash value of the

particular certificate. Digital signature is generated using asymmetric key cryptography.
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In asymmetric key cryptography public and private key is used for encryption. Verifier
verifies the documents on distributed public ledger using public key of the issuer.
Documents are easily authorized using Blockchain technology. All the documents shared
on public ledger as a distributed network decrease the forgery. If anyone operate some
changes in the documents its hash value changes immediately that why changes identify

easily on the distributed shared network.

3.2 Research Gaps

Blockchain Technology has been implemented in different fields. A lot of work has been
implemented in the crypto-currency. Even Blockchain technology has been implemented
in the educational field. All the existing Blockchain based platform on education based
on Bitcoin platform. Bitcoin works on proof of work consensus algorithm. For
transaction it requires large amount of cost and energy. Transaction speed on the bitcoin
platform is slow. Miners mined the new transaction into the block takes 10 minutes. To
increase the throughput of the transaction Ethereum platform has been used for securing
documents on Blockchain. Limitations in pervious study and research work are described

below:

1. Multi-institution’s certificate disconnected from one another. There is not a single
platform which secures the entire learners certificate securely.

2. For transaction of document Bitcoin platform has been used. A Bitcoin
transaction fee is very expensive. Certificates are managed on different platform
which require excess of computational energy.

3. Transactions run on Ethereum platform which takes Ether for every transaction.
The cost of ether purchase paid by the certifier who issues the certificate on
Blockchain platform.

4. Lack of security and authority access of individual information by the certifier.

5. Disconnection of massive open online courses (MOOQOC) certification used as a
proof of skill and knowledge with academic certificates. If online certificates and
degree certificates both connected on platform will make the authorization

process for the verifier easy.
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6. Some application uses Hyperledger fabric for securing documents on Blockchain

on permissioned Blockchain. Hyperledger fabric implementation is complexed.

3.3 Research Objectives
In the light of above discussed research gaps following objectives have been formulated.

1. To study various tools and techniques available for the implementation of

Blockchain Technology.

2. Securing Certificates on distributed network to provide transparency among the

students, institutions and third party stakeholders.
3. To manage and authorize Smart contracts on Blockchain.

4. To generate the content address using IPFS to provide privacy feature of personal

profile.
5. To store Academic certificate using crypto hash value generated by the IPFS.

6. To use MongoDB NoSQL database for securing the documents.

3.4 Research Methodology

In the schema of our proposed system, we first are going through the literature review on
existing application of Blockchain on education. Especially, we understand the concept
of MIT Media Lab system named Blockcerts [27]. Blockcert implemented on bitcoin
platform and uses the Open Badges for managing the records and encrypted the data
using digital signature. Credence Ledger [11] architecture and Blockcert gives direction
how the system worked on Blockchain. We discussed with the teachers, students and
third party stakeholder that our proposed system feasible and useful for them. Exploring
hands on practice on tools worked on Blockchain environment. Postman and flask has

been used for implementing to generate the private Blockchain.

NodelS, IPFS, Ganache, Metamask and truffle are used for implementation of proposed
system. Ethereum Virtual Environment has been generated on the system. Smart
Contracts has been deployed on Ethereum platform using truffle. Smart Contract access

22| Page



the identity of issuer and student. Documents and records managed and stored using
IPFS. Privacy of documents and identity managed using content address. Ether is

generated from myether wallet for paying the transaction fees.

Our purposed system validated by uploading the college student’s academic certificate on
our system. Certificates and individual’s identity successfully secured on Blockchain.

Features of our proposed system can be executed successfully.
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Chapter 4

Design of Proposed System TUDocChain

In this section the design and detailed implementation procedure of the proposed
Blockchain on education TUDocChain has been described. It discusses tools and
technique used in implementation and includes architecture, work flow diagram of the

proposed system.

4.1 Brief Introduction on Ethereum

Ethereum is the crypto-currency released on 30 July 2015 by Vitalik Buterin[28].
Ethereum is an open source, public Blockchain established distributed computing
framework and provide the functionality of smart contract[28]. It is an upgrade version
of bitcoin i.e. changed from Nakamoto consensus via transaction based state machine.
The ethereum Blockchain is an imperative a Transaction Based State Machine[29]. State
transaction means when input is executed on system according to output transaction state
has been changed. Transaction from one account to another has been performed using the
ether value as a token. Go, C++ and Rust language is used for ethereum Blockchain.
Proof of consensus algorithm has been used for mining the new transaction and block.

Figure 11: Ethereum[30]

During the mining process as discussed in chapter 1 nonce value is added between the

hash value to increase the complexity of solving the equation by the miners. This
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complex mathematical problem is known as block difficulty. The relation between the

nonce and block difficulty has been shown mathematically as below [29].
2256
N SH—d[Zg]

Where, N is the nonce value. H,; is the block difficulty. As the complexity of block

difficulty increases it becomes harder for miner to find the nonce value.

4.1.1 Solidity

Solidity is an Object-oriented, high level language for executing Smart
Contract[31].Smart Contracts are piece of code that command the nature of accounts
within the Ethereum transition State. Smart Contract govern on Ethereum Virtual
Machine. We have been implemented Smart Contract using ~5.0.0. Smart Contracts code
effected from C++, Python and JavaScript programming language. Example of Smart

Contract of storing data on the Contracts has been described in figure 17.

pragma solidity >=8.4.8 <@8.7.8;

contract SimpleStorage {
uint storedData;

Ffunction setf{uinmnt x)} public {

storedData = x;

Ffunction getd) public wiew returns [(uint) L
return storedData;

Figure 12: Solidity Storage Program

4.1.2 Account

In Ethereum two types of accounts has been secured mapping 256-bit words to 256-bits
words which shares the same address space; External Account consist of key pairs i.e.
public and private key. Address is determined using the public key. Internal Account
created by the execution of smart contract. Each account contains a balance in Ether

(“wei” to be exact 1 ether is 10*18wei) [31]. Transactions have been done using Ether.

Every transaction is charged with amount of Gas, pay for the execution of transaction.
Gas Price is a value generated by the transaction.
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Price = gas price * gas required for transaction. [31]

4.2 Proposed Solution

We proposed a Blockchain based TUDocChain of academic certificates that provide
issuing, securing and verification of transcripts in immutable and secure ledger.
TUDocChain supports Ethereum, open source and public ledger. The IPFS generate the
content address of academic certificate. Consortium Blockchain is used in securing and
verification because the certificate management system is centralized system component
and verification is done by the third party or other institutes. It consists of smart
contracts, holding the information of issuer and receptor with document in the public
ledger.

4.2.1 System Overview

TuDocChain is the platform of Blockchain in Education used to secure the academic
certificate. Issuer with the hash value of the document and its private key generated from
the myetherwallet upload the academic certificate on Blockchain. Students and passed
out student authorized with a unique identification number. Through this ID they make
request on platform after granting the request TUDocChain send a JSON RPC as
response. Students want to apply in different institute through the certificate address.
Verifier authorizes the student’s records from the public distributed Blockchain. Figure

13 presents the overview of proposed system.

Record with hash value and digital signature

Hash Value secure on blockchain
Signed Document
Private Key J l

Venfy

JSON RPC

y
Y

Certificate
Addresss

Request for view certificate—————————————-

Student or
e Request granted and send JSON RPC

Figure 13: Overview of TUDocChain
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4.3 Architecture of Proposed system

The Architecture of Proposed system describes the implementation of TUDocChain in
Figure 14. It consists of Blockchain comprises Smart Contract, a distributed public ledger
securing the identities of users and certification authority. A document management
system i.e. IPFS interplanetary File System manages the academic certificates in the
form of hash value where IPFS is a distributed web[32]. Documents have been controlled

by using centralized NoSQL database MongoDB.

Profile of Issuer
Profile of Students

Document
Management

Certificate 1
Certificate 2

Figure 14: Architecture of TUDocChain

Initially smart contracts are secured on Blockchain by the authorizer in step 1. The first
Contract (UserContract) manages the identities on Blockchain TuDocChain for
Education framework and second one (CertificatemgmtContract) maintain the academic
certificates issued by the issuer through the Document management use the NoSQL
database query (Step 4a). MongoDB contain the details of Document in JSON and XML
file. JSON file has been converted into PDF document. Document Management secures
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the academic certificates in PDF Form. Issuer Access the Academic certificate on a

centralized schema that increase the privacy of documents and personal information.

When Smart contract deployed (step 2a) then its certification authority’s responsibility to
add the address i.e. public key of issuer and authorizer on distributed file system (Step

2b). The records stored on Blockchain as a Public Blockchain is read only.

It maintains the identities as long term and tamper-proof. It maintains the name, country
of issuer and students. Certification authority adds a public key address of issuer on
Authorizer in Blockchain framework (Step 3b) and give him right to access the
certificates. The authorized individual from the certification authority who kept the
private key secures the certificate content as an address on Blockchain (Step 4b).
Students receive and manage their academic documents from Blockchain (Step 5).
Verifier easily verifies the records from the Blockchain directly without the involvement
of authority and students not submit the physical documents to verifier. Verifier authorize
the documents from the Blockchain by examine the crypto hash value of the certificate
(Step 6).

4.3.1 IPFS as a distributed Tamper Proof Storage

The proposed Framework TUDocChain implanting on Ethereum Blockchain, On
Ethereum based framework identities of certificate authority, authorization authority,
issuer and students recognized by the Ethereum address i.e. hash of their generated public
key. This provides the privacy of identities and third person not access the personal

information.

IPFS add the identities and certificate on distributed web. All the hash value stored as a
binary tree known as Merkle tree. Hash value build a distributed hash table(DHT).

Transaction has been retrieved from the distributed hash table.

When the academic authority wants to register the new certification authority into the
system first they add the information of individual by submitting public key on IPFS.
Personal data has not been stored on the distributed web but their identity stored on
Blockchain using the address as a public key’s hash value. IPFS also contain the mutable

files. If anyone wants to make the changes on records the content address changed means
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crypto hash value has been changed. When verifier accesses the same documents he
easily identifies the change of content address. IPFS provides the privacy and tamper

proof ledger.

4.3.2 Work Flow of Proposed System TUDocChain
Workflow of the proposed system TuDocChain described in Figure 15. Five steps are
followed for implementation process.

Disfribute  public Web: IPFS

secures the records and generate Secure the identity of user and
the erypto hash value. Hash value used as a public key.
maintained by Merkle tree

users account
(mryetherwallet

Comnect the Ganache with
MetaMask by submittng prvate
key on metamask and generating
prvate key wusing localhost
network and port number.

Deployed the Smart Confract]
on ganache using truffle. Smart|
contract authorize the identities

and certificate.

Figure 15: Work Flow of TuDocChain

4.3.3 Query Processing on Ethereum based application

In proposed system TUDocChain Certificate are stored on centralized database using
NoSQL MongoDB. The records of students i.e. name of the students, grades, institute
name, country, saved in the JSON file on MongoDB. These JSON file converted into the
PDF format. Figure 15 described the query layer system.
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Figure 16: Query Layer System[33]

4.4 System Requirement

TuDocChain implemented on Ethereum Blockchain. Ethereum is the platform where

Blockchain application has been operated. To implement Ethereum on system Ethereum

Virtual Environment has been installed on system.

4.4.1 Tools
Following software is required for the implementation of system: -

1.

IPFS

IPFS is the interplanetary file system. IPFS is a distributed file system used to
storing and retrieving the record, website and applications[32]. Record is
uploaded on the IPFS and generated the content address. Based upon the content
it generates the address as a crypto hash value. If the content is altered, then hash
value of content changed according to the content. Crypto hash value is unique,
deterministic, co-related and one-way. The length of content address varies
according to the size of content [34]. The IPNS (interplanetary name system)
contain the content address of content it changes according to modification in
content. It secures the mutable links. The name in IPNS hash act as a public key
[35]. It works on a command line prompt. IPFS work with the Go language. It

works with the Java script files and NodeJS.
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Figure 17: IPFS Logo [32]

2. Ganache

Ganache is a private Blockchain of Ethereum development used to deploy

contracts, execute the application deploy by the truffle [36].ganache contains

following components:
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Accounts: number of accounts deployed by the smart contract and
individual participants in the smart contract [37].

Blocks: number of blocks mined by the miners and shows the transactions
used gas value. Balanced gas value [37].

Transaction: Count of transaction stored on Blockchain.

Contracts List: Deployed contracts used in smart contract

Events: Describe the fired events during the chain’s life [37].

Logs: server require the logs for debugging [32].

Figure 18: Ganache Logo [36]



3. Truffle

Truffle gives a development environment for Blockchain using Ethereum Virtual
Machine(EVM)[38]. Truffle deploys, migrate and compile the smart contract. truffle
perform the contract testing. Truffle managed the packages with EthPM and NPM.
Truffle deployed the smart contract on ganache. Truffle configuration file has been

created while developing the application on Blockchain.

Figure 19: Truffle Logo[38]

4. MetaMask

MetaMask provide the interaction between the Blockchain application and the
browser. Google chrome and Firefox provide the extension that connects to the
Ethereum network without executing full node on browser’s machine[39]. Metamask
introduced its own web3 instance[39]. Blockchain application on localhost with
metamask on network 127.0.0.1:7545. Account has been generated on the Metamask
extension on browser. Choose the network as the localhost network and connect with
Ganache. When transaction has been deployed, ganache sends Ether to the metamask

and application is executed on localhost.

> 4
o

Figure 20: Metamask[39]
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5. NodedS

JavaScript is base of NodelS, it is wused for developing server based
applications[40].NodeJS uses the library of JavaScript [40].The required packages
installed using NPM. According to the requirement of application of system modules
are installed using NPM. Truffle, IPFS installed using NPM. Using NodeJS our own
module has been created using JavaScript. JSON package has been created using
NPM. In our system we used 12.4.0 version of NodeJS and NPM version is 6.9.0.
NodeJS run on PowerShell and nodejs command prompt. NodeJS uses the JavaScript
runtime engine, same which is used by the google chrome[40]. NodeJS provide an
additional feature over the JS engine makes the execution faster and processing of
transaction on node increases. NodeJS manages all the simultaneous connection using

single process.

n deo

Figure 21: NodeJS [40]
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Chapter 5

Implementation and Results

This chapter discusses about the implementation in detailed manner as well as the results

of proposed system TUDocChain.

5.1 Implementation of Proposed System

This subsection presents the implementation steps: -

At initial step, install the IPFS on system. IPFS is the distributed web[32]. All the
academic certificate secured on IPFS. Firstly, download the Go language on system then
install the IPFS from https://docs.ipfs.io and kept the setup of ipfs on Go bin folder. IPFS
works on Command prompt. On command prompt first initiate the IPFS using ipfs init. It
stores all the documents on repository. Ipfs add the certificate after starting its Daemon

and describe all the connection with swam. As shown in figure :21

B Administrator: Command Prompt - ChGo\bin\ipfs.exe daemon

Figure 22: IPFS Daemon API

Add the file on IPFS as shown in figure 22. Crypto hash value is generated by adding the
file on IPFS. It acts as public key address of the records. Multiple files are added on the

IPFS as distributed file system. Merkle tree is generated; we retrieve the content address
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of the records from merkle tree build on distributed web. The transactions are stored

chronological order. IPFS maintain the transparency between the user and verifier.

E¥ Administrator: Command Prompt

n 168.8.1713
ation. All

Figure 23: Adding File on IPFS

Then, established a server network by installing NodeJS. NodeJS based on JavaScript.
NodeJS contain all the library of JavaScript. Using NPM installed all the required
packages. In our proposed system we have been worked on nodejs version 12.4.0 and
NPM version 6.9.0. Install the packages using npm install web3. We install all the
packages on NPM using Command Prompt. On Window PowerShell install the following
setup using Choco

i.  Choco install nodejs. Install —y
ii.  Choco install git-y
iii.  Choco install visualstudioCode —y
iv. ~ Npm install -.g npm
v.  Npminstall -g — product
vi.  Npm install —g ethereum js-testrpc truffle
vii.  Npm install web3

viii.  Npm install —-g —production windows-build-tools

5.1.1 Implement Smart contracts
Three smart contracts have been implemented using solidity language on Ethereum
Blockchain. User Contract, Certificate Contract and the migration contract. User Contract

manages the identities and account balances between the individuals. Migration contract
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migrate the contracts using truffle. Certificate contract authorize the certificates stored on

IPFS. Figure 23 describe the UserContract, and Figure 24 describe the migration contract.

pragma solidity @

ract Users |

32 pseudo) {

) public {

= _pseudo ;

1{msg.sender, pseudo);

function i ( _adi } public view returns(bytes32 pseudo) {

Figure 24: User solidity

5.1.2 Truffle Configuration JS File

Truffle configuration file consist of network ID attached which network connected with
the ganache. Both Ganache and truffle install from Truffle Suit. Truffle JavaScript file
configure the JSON file on Ganache. Figure 24 describe the truffle Java Script file.
Truffle migrate the contracts. Further in next step we discuss the truffle linking with the

ganache.
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Figure 25: Truffle JavaScript file

5.2 Ethereum Account

User has been created an account on Ethereum platform mainly on myetherwallet and
metamask. All the transaction fees transmitted from the user’s account. According to the
transaction payment fees gas value has been debited from the account. Firstly, generate a
Node on myetherwallet select the option generate custom node. Figure 25 present the

custom node, enter the private network address and port number.

Set Up Your Custom Node

Node Name

TUDocChain
URL Port
http://127.0.0.1 7545

HTTP Basic access authentication

ETH ETC Ropsten Kovan Rinkeby i®: Custom Supports EIP-155

Cancel Save & Use Custom Node

Figure 26: Generate a Custom Node
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Generate an ethereum account using following steps:

Stepl: Open www.etherwallet.com

Step2: Click on Create a new wallet in figure 26.
Step3: Create wallet by using JSON File mentioned on the webpage Figure 27.
Step4: Enter a strong password used for the generation of wallet.

Step5: Download the JSON file on system used for connecting with the metamask figure
28.

Step6: Wallet is created with private key and address key.

Create New Wallet

Enter a password

[ ZE R R R RN NN ] @&

Create New Wallet

7

Figure 27: Create Password

Save your Keystore File.

Download Keystore File (UTC / JSON)

Figure 28: Download JSON File

Save Your Private Key.

624e5b28279 KXKX KXKX KXKX 15ee@c3

Print Paper Wallet

Figure 29: Save the Private Key
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http://www.etherwallet.com/

YOUR ADDRESS
AMOUNT f NOTES
YOUR PRIVATE KEY

worw, My Ether'Wallet.com

Your AdC ress: Always look for this koon
Bx@d736439a2B08f F2866Ed7283F (0387623147581 e

Your Private Key:
£24e5b282793071097a3b981bebeacbl1cB4111821de8tbdf22de253fateedcl

17
©
3
-
@
=
)
w
)
=
Y

Figure 30: Private key and address

5.3 Truffle compile on Ganache
Ganache is the private Blockchain on Ethereum framework. Install Ganache on Desktop
from Truffle Suit. First create a workspace on Ganache and compile the truffle.js file on

Ganache. Figure 30 presents the compilation of project.

WORKSPACE

WORKSPACE MNAME

near-chess

TRUFFLE PROJECTS

C:\Users\Sugandha\CertChain\truffle.js

ADD PROJECT REMOVE PROJECT

Figure 31: Ganache Work Space
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Open the Window PowerShell on system. Here compile truffle all contracts compiled as

shown in Figure 31.

lindows Po
yright (

.certchain» truffle compile
truffle.js to truffle-config.js to ensure Windows compatibility.

> Compiling
> Compiling
Compiling
rtifact
> Compiled
- solc:

Figure 32: Truffle Compile

Now migrate all the contracts shown in Figure 32.

compatibility.

compatibility.

Figure 33: Truffle Migrate

Now execute npm run start in Figure 33.

ertchain> npm run start

rning: Unl

Figure 34:Execute Run Command
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Ganache transactions are described in Figure 34. The accounts address, balance of
Ethereum transaction. Number of transactions, Index value of the Block and Key provide

the key address of transaction and account.

RANSACTIONS

'CURRENT BLOCK GAS PRICE GASLIMIT HARDFORK NETWORKID RPC SERVER MINING STATUS WORKSPACE
10 20000000000 6721975 PETERSBURG 5777 HTTP://127.0.0.1:7545 AUTOMINING cc

MNEMONIC HD PATH
salt coconut twenty parade term average tree volume injury sphere lady post m/44' /60" /8" /8/account_index

ADDRESS BALANCE TX COUNT INDEX &
0xC29988636c680ad624deDDIbEN24565751779D%e  99.88 ETH 10 [c]

ADDRESS BALANCE TX COUNT INDEX
0xdB753A57C39A2c19DBF5a58483E21Fd22C3C76ec  1008.00 ETH (] 1

ADDRESS BALANCE TX COUNT INDEX
0xdcdB8D68539Bda07fcBD4AA3C8f6f21B1A0c461bd  100.00 ETH

ADDRESS BALANCE TX COUNT INDEX
0x78d4Cbf8B38477287A1B146ceCb7095beC19Edc5  1008.00 ETH

& 8 8

Figure 35: Ganache accounts

Ganache Shows the number of Blocks implemented on the Chain. Every Block is
connected with the hash value of the previous block. Figure 35 presents the Number of

Blocks in Chain.

& Ganache = X

(&) accounts  (58) BLocks

CURRENT BLOCK GAS PRICE GAS LIMIT RPC SERVER MINING STATUS
10 2000000000 7545  AUTOMINING

BLOCK MINED ON cas useD

10 2019-06-67 18:17:081 27034
BLOCK MINED ON GAS USED
2019-06-067 18:17:00 2177511
BLOCK MINED ON CAS USED
2019-06-87 18:17:00 368657
BLOCK MINED ON cAs UsED
2019-06-87 18:16:59 420834
BLOCK MINED ON GAS USED
2019-06-67 18:16:55 284908
BLOCK MINED ON GAS USED
5 2019-06-06 16:31:08 27034

Figure 36: Ganache Blocks

Transactions executed on the Blockchain shown in figure 36 and figure 37 describe the
contracts deployed on Ganache. Figure 36 shows the contract call and creation of

contract.
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ounts  (38) BLocks () TRansacTions () conTracTs (L)) Events () LoGs

CURRENT BLOCK GAS PRICE GASLIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
10 20000000000 6721975 PETERSBURG 5777 HTTP:/127.0.0.1:7545 AUTOMINING cc

TxHASH CONTRACT CALL
0x5c23bfafa516020bbcdfd8d0b38ed62e3delbcea54ebbee904d506e1f67d717f
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
©xC29988636C680ad624deDDIEB24565751779D9 ©x09302a58bcC7b64Be8h44773ECBEBB11E247SDET 27034 e

CONTRACT CREATION
0x5b757821d193525a4090calel14bfa0f997d83bf9e27300310adc7e0f8141904
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
8xC29988636¢680ad624deDDIbEB24565751779D9e BxEASfADACSD13FDFSF227CFOFB5C79B13D0607924 2177511 8

Figure 37: Ganache Transactions

NAME ADDRESS TX COUNT

CertChain 0x4892A1015D0B5048B4328d33c46E8FA6OFe7aaes 8 SEEEAES
NAME ADDRESS TX COUNT T
Migrations 0xd53CABBA7A71953A0F53b143F0688782BCED5840 1

NAME ADDRESS TX COUNT

Users Ox784afD2ad7EBOOD1Ce741370c7E10D7ba2679808 o S

Figure 38: Contract deployed on TUDocChain

5.4 Results

The homepage has been presented on localhost localhost: 8080 network. TUDocChain
manages the certificate on Ethereum based platform. Index page consists of two three
pages Issuer page. On Issuer page issuer issue the certificate as the address of the
certificate. All the transactions secured on TUDocChain in the form of address.
Certificate secured using crypto-hash value of the document generated from the IPFS
distributed storage. Recipient Page has been implemented for the students or alumni who
want to view the certificate. Students shared their address with the verifier. Verifier
enters the address of certificate on platform and view the existing certificate of students.

Figure 39,40 and Figure 41 shows the home page, issuer page and the certificate view

page.
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Recipient Page

Home Page

TUDOcCChAIN - certificate Management

Storing certificates on blockchain.

CertChain uses Ethereum blockchain to keep a record o
all your certificates, and makes them permanent.

Are you a recipient? Click here

or, are you an issuer? Click here

Figure 39: Index Page

Register certificates

Type | Enter type of the centificate
Name | Enter name of the certificate
Description | Enter description of the certit

Register a new certificate

Issue certificates

Address of Recipient | Enter the address of the rec

Select certificate | v || Issue new certificate

View your certificates

Enter recipient's address Get recipient details

Figure 40: Issuer Issue Certificate using address

View your certificates

Get All Certificates

Get Your Details

Enter certificate id Get Certificate Details

SSuer Get Issuer Details

Enter address of

Enter hash of certificate Get Issuer of certificate

Figure 41: Certificate Page
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Chapter 6

Conclusion and Future Work

In this work, we proposed a solution of authorizing the documents and securing school
level documents and college academic certificates on one platform. The primary
benefaction of presenting execution of Blockchain framework on Ethereum entitles
security and immutability of records. The system provides digital records of students
credentials that are easily verifiable by transact a gas value on Ethereum platform. It
provides a verification feature for other organization employee (Third Party
Stakeholders). Employee easily verifies the student’s records using P2P Blockchain. The
documents shared securely on distributed File management as a public distributed ledger.
Through this public ledger multiple entities verify the data without the need for a
centralized system. But transactions required a lot of computing energy and transaction
fees which is paid by the certifier.

In future work, system main focus on connecting multi-institution records and online
course certificate without using any transaction fees. Primary concern is maintaining

privacy of individual identities while implementing standard permission less Blockchain.
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