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ABSTRACT

The RSA algorithm is the most widely known and used public-key
cryptosystem in today’s scenario. It makes use of a pair of keys, namely
the public key and the private key. It may be used for both secrecy and
digital signatures and its security is based on the intractability of the
integer factorization problem.

RSA algorithm has an intricate connection with the number theory of
mathematics. The Fermat’s theorem, Fundamental theorem, Euler’s
theorem, Euler’s Totient function, Chinese Remainder theorem, etc. are
used in RSA algorithm.

RSA algorithm is a discipline of cryptography which is used for making
the network secure. The intricacies of RSA and its characteristics like
security issues, computational aspects make it the most sought after
asymmetric key algorithm till date.

In order to overcome the deficiencies in the original RSA many variants
have been proposed which include RSA-CRT, rebalanced RSA, dual RSA,
multi-prime RSA and multi-power RSA.

This thesis presents an insight into the basics of cryptography and different
types of cryptography. It describes RSA and explores its intricacies and its
characteristics. It even illustrates in general the different variants of the
RSA algorithm and presents various comparisons among them on the basis
of complexity and security. It also describes the shortcomings in
implementation like the flaws in security and functionality which have
occurred in the RSA algorithms implemented so far. It portrays that much
work can be done on RSA. In particular, the work discussed in this thesis
is about the implementation of multi-prime and multi-power RSA on 2048-
bits.

Keywords: Multi-Prime RSA, Multi-Power RSA, Implementation of RSA
algorithm on 2048-bit.
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Chapter 1
Introduction to Cryptography

This chapter introduces cryptography and the technologies and algorithms
involved in it. It explains the basics of cryptography, benefits of cryptography
and its categories.

1.1 Background

Today’s cryptography is extremely more complex than its predecessors.
Contrary to the fundamental purpose of cryptography in its traditional roots
where it was implemented to conceal both diplomatic and military secrets from
the enemy, the cryptography of today has been designed to offer a cost-
effective means of securing and protecting data, all the while sustaining
confidentiality of important individuals financial, medical, and ecommerce
data that might end up in the hands of those who should not have access to it.
There have been many developments in the field of modern cryptography that
started to appear in the beginning of the 1970s as the development of strong
encryption-based protocols and newly developed cryptographic applications
began to appear on the scene. In January 1977, the National Bureau of
Standards (NBS) accepted a symmetric encryption standard called the Data
Encryption Standard (DES), which was a landmark in beginning of
cryptography research and development into the present age of computing
technology. Cryptography even found its way into the commercial arena when
in December 1980, the same algorithm, DES, was adopted by the American
National Standards Institute (ANSI). Subsequent to this milestone, there was
another remarkable invention of a new concept when Public Key Cryptography
(PKC) was proposed to be developed and which is still today under research
development.

When modern cryptography is addressed, it generally refers to cryptosystems
because the cryptography of today comprises of the study and practice of
hiding information with the utilization of keys, which are related with Web-

based applications, ATMs, ecommerce, computer passwords and the like.



Most of the companies are incorporating data encryption and data loss
prevention plans which are based on strong cryptographic techniques into their
network security strategic planning programs. Cryptography serves as the
groundwork for most of the IT security solutions. Even though cryptography
and information security are multi-billion industries, the financial system of
the world and the defence of almost every nation worldwide depend upon it
and can not be carried out without it [11].

Cryptography is endowed with several attributes of security which are
associated with the exchange of messages through networks. These attributes
are confidentiality, integrity, authentication and non-repudiation. Cryptography

also aids to validate the sender and receiver of the message to each other.

1.2 Definitions

Some of the terms which are used in cryptography are defined in order to have

a clear understanding about its basics.

1.2.1 Cryptology

Cryptology is formed from the two Greek words — Kryptos which means
secret and Logos which means word. It generally refers to the study of secret
communication [2]. Cryptology is an area which is comprised of cryptography

and cryptanalysis [14].

[ Cryptology }

[ Cryptography } [ Cryptanalysis }

Figure 1.1: Classification of Cryptology

1.2.2 Cryptography

The word cryptography comes from the two Greek words — Crypto meaning
secret or hidden and graph meaning writing. It is the practice and study of
hiding information. The term refers to the science and art of transforming
messages to make them secure and immune to attacks. The schemes used for

encryption constitute this area [2].
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Figure 1.2: Cryptography Components [1]

The components involved in cryptography are — sender, plain text, encryption,

cipher text, decryption and receiver.

Plain Text
An original intelligible message which is fed as input before being transformed
is called plain text [14].

Cipher Text
The coded or scrambled message after transformation produced as an output is
known as the cipher text. It depends upon the plain text and the key used for

encryption [14].

Cipher
The encryption and decryption algorithms are referred to as ciphers. The term
cipher is also used to refer to different categories of algorithms in

cryptography. It is also known as cryptographic system [2].

Encryption
The process of converting plain text to cipher text is known as encryption. It is
also known as enciphering [14]. Any algorithm which encrypts the data is

known as encryption algorithm. The sender uses the encryption algorithm [2].



Decryption

Restoring the plain text from the cipher text is known as deciphering or
decryption [14]. Any algorithm which decrypts the data is known as
decryption algorithm. The receiver uses the decryption algorithm [2].

Key

A Kkey is a number (or a set of numbers) that the cipher as an algorithm
operates on [2]. To encrypt a message, an encryption algorithm, an encryption
key and the plain text are needed. These create the cipher text. To decrypt a
message, a decryption algorithm, a decryption key and the cipher text are

needed. These reveal the original plain text.

1.2.3 Cryptanalysis
Techniques that are used for deciphering a message without the prior

knowledge of the enciphering details fall into the area of cryptanalysis [14].

1.3 Dimensions of Cryptographic Systems
Cryptographic systems are characterized along three independent dimensions
[14]:
i. The type of operations used for transforming plain text to cipher text
All encryption algorithms are based on two general principles:
substitution, in which each element in the plain text (bit, letter, group
of bits or letters) is mapped into another element, and transposition, in
which elements in the plain text are rearranged. The fundamental
requirement is that no information is lost (that is, that all operations are
reversible). Most systems referred as product systems involve multiple
stages of substitutions and transpositions.
ii. The number of keys used
If both sender and receiver use the same key, the system is referred to
as symmetric, single-key, secret-key, or conventional encryption. If the
sender and the receiver use different keys, the system is referred to as

asymmetric, two-key or public-key encryption.



The way in which the plain text is processed

A block cipher processes the input one block of elements at a time,
producing an output block for each input block. A stream cipher
processes the input elements continuously, producing output one

element at a time, as it goes along.

1.4 Benefits of Cryptographic Technologies

There are many advantages of using the cryptographic technologies. Some of
them are [2]:

Data secrecy

Cryptography prevents the data from unauthorized disclosure and
maintains its confidentiality.

Data integrity

Cryptography assures that data received at the receiver end is exactly
as that being sent by an authorized entity (that is, contain no
modification, insertion, deletion or replay) from the sender’s end.
Authentication of message originator

Cryptography assures that the communicating entity is the one that it
claims to be.

Electronic certification and digital signature

Data appended to, or a cryptographic transformation of, a data unit that
allows a recipient of the data unit to prove the source and integrity of
the data unit and prevent against forgery (example, by the recipient).
Non-repudiation

Cryptography provides protection against denial by any one of the
entities involved in a communication of having participated in all or

part of the communication.

1.5 Categories of Cryptography

The cryptographic algorithms are divided into two groups: symmetric key

cryptography algorithms and asymmetric key cryptography algorithms.
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Symmetric Key
Cryptography

Asymmetric Key
Cryptography

Figure 1.3:

Categories of Cryptography [2]

1.5.1 Symmetric Key Cryptography

In a symmetric key cryptography, the same key is used by both the parties [2].
The sender uses this key and encryption algorithm to encrypt the data; the
receiver uses the same key and the corresponding decryption algorithm to
decrypt the data. The key is shared. It is also known as secret-key
cryptography [2]. Some of the currently used cryptographic technologies in
symmetric key cryptography are DES (Data Encryption Standard), IDEA
(International Data Encryption Algorithm), Blowfish, RC5 (Rivest Cipher 5),

AES (Advanced Encryption Standard) etc.

Sender
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Cipher
Text
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Text

Encryption
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Figure 1.4: Symmetric - Key Cryptography [2]




1.5.2 Asymmetric Key Cryptography

In asymmetric or public key cryptography, there are two keys: a private key
and a public key. The private key is kept by the receiver. The public key is
announced to the public. It is also known as public-key cryptography [2].
Some of the cryptographic technologies used in asymmetric key cryptography
are RSA (Rivest, Shamir, Adleman), DH (Diffie-Hellman Key Arrangement
Algorithm), ECDH (Elliptic Curve Diffie-Hellman Key Arrangement
Algorithm), RPK (Raike Public Key), EIGamal, IES (Integrated Encryption
Scheme), CEILIDIH etc.

Sender Receiver
Public Key Private Key
8 0
--""-.;-:: L] ) -'-"-._.:r.-:: P )
o — A
Plain Plain
Text Cipher Text
Text
\ 4 Y
» Encryption » Decryption

Figure 1.5: Asymmetric Key Cryptography [2]

Public-Key algorithms rely on two keys where:

a) It is computationally infeasible to find decryption key knowing only
algorithm & encryption key [14].

b) It is computationally easy to en/decrypt messages when the relevant
(en/decrypt) key is known [14].

c) Either of the two related keys can be used for encryption, with the other

used for decryption [14].



1.6 Advantages of Public-Key Cryptosystems
Public-Key Cryptosystem was developed to address mainly two key issues:
i.Key distribution: how to have secure communications in general without
having to trust a KDC with ones key.
ii.Digital signatures: how to verify a message that comes intact from the
claimed sender. It was invented by Diffie & Hellman at Stanford University
in 1976.
The advantages of public-key cryptosystems can be listed as below [14]:
a) Increased security and convenience
It is the chief advantage of the public-key cryptosystems. Private keys are
for no reason needed to be transmitted or revealed to anyone. By contrast,
in a secret-key system, the secret keys must be conveyed (either manually
or through a communication channel) as the same key is used for
encryption and decryption.
b) Offer digital signatures that cannot be repudiated
Authentication via secret-key systems requires the sharing of secret and
sometimes requires the confidence from a third party as well. As a
consequence, a sender can deny a previously authenticated message by
declaring that the shared secret was in some way compromised by one of
the parties sharing the secret. For example, the Kerberos secret-key
authentication system comprises of a central database that can maintain the
duplicates of the secret keys of all users; an attack on the database would
permit widespread imitation. On the other hand, public-key authentication,
avoids this type of refusal; it’s the sole responsibility of each user to shield
his or her private key.
In general, public-key cryptography is suitable for an open multi-user
environment. The first usage of public-key techniques was meant for secure
key establishment in a secret-key system. Secret-key cryptography still
continues to be extremely important and is also the subject matter of much of

the ongoing study and research.



1.7 RSA Algorithm
The RSA cryptosystem is a public-key cryptosystem that offers both

encryption and digital signatures (authentication). Ronald Rivest, Adi Shamir,
and Leonard Adleman developed the RSA system in 1977. RSA stands for the
first letter in each of its inventor’s last names. RSA is now widely been used in
electronic commerce protocols and is believed to be secure for sufficiently
long keys [11]. The typical size of n which is the product of the two prime
numbers for RSA algorithm is 1024-bits or 309 decimal digits. The block size

must be less than log,n.

1.8 Why RSA Algorithm

The main benefit of RSA comes from the information that while it is easy to
multiply two huge prime numbers collectively to get the product, it is
computationally hard to do the reverse.

The RSA system is presently been used in a wide variety of products,
platforms, and industries throughout the world. It has been observed in many
commercial software products and is planned to be in many more. The RSA
algorithm is put together into the current operating systems by Microsoft,
Apple, Sun, and Novell. In hardware, the RSA algorithm can be noticed in
secure telephones, on Ethernet network cards, and on smart cards. In addition,
the algorithm is even included in all of the major protocols for safe Internet
communications, including S/MIME, SSL and S/WAN. It is also used
internally in many of the institutions including branches of the U.S.
government, major corporations, national laboratories, and universities [11].

In today’s scenario, technology using the RSA algorithm is licensed by over
700 companies. The I1SO (International Standards Organization) 9796 standard
records RSA as a compatible cryptographic algorithm, as does the ITU-T
X.509 security standard. The RSA system is an element of the Society for
Worldwide Interbank Financial Telecommunications (SWIFT) standard, the
French financial industry's ETEBAC 5 standard, the ANSI X9.31 rDSA
standard and the X9.44 draft standard for the U.S. banking industry. The
Australian key management standard, AS2805.6.5.3, also lists the RSA

system. The RSA algorithm is found in Internet standards and projected



protocols including S/IMIME, IPSec and TLS as well as in the PKCS standard
for the software industry. The OSI Implementers Workshop (OIW) has issued

implementers agreements referring to PKCS, which includes RSA [11].

1.9 Organization of Thesis

A concise overview of the rest of the thesis work is explained below.

In this chapter, the background of cryptography was discussed. Definitions of
few terms which are involved in cryptography were reviewed. The different
categories of cryptography were also described.

Chapter 2 introduces the mathematical background needed in the remainder of
the thesis. It discusses the RSA cryptosystem and the different variants of
RSA.

Chapter 3 considers the computational aspects and security of RSA. It portrays
the comparison among the different variants of RSA algorithm on the basis of
complexity and security. It focuses on the implementation flaws in the already
implemented RSA algorithm. It illustrates the problem statement of this thesis
work.

Chapter 4 demonstrates the counter measures for the issues in the already
implemented algorithm.

Chapter 5 portrays the implementation of proposed work and the experimental
results of the work.

Chapter 6 includes the conclusion of the whole thesis along with the future
scope of the research so that further research work can be carried out on this

topic.
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Chapter 2
RSA Algorithm

This chapter mainly focuses on the literature survey done on the RSA
algorithm. It starts with an introduction to the mathematics involved in the
algorithm which is mainly the number theory in concern. The algorithm is
dealt with in detail in this section. The different variants of RSA like CRT-
RSA, Rebalanced RSA, Dual RSA, Multi-prime RSA and Multi-power RSA
are also portrayed in this chapter.

2.1 Mathematics Involved in RSA

Simple mathematics concepts like prime numbers, modular exponentiation,
Euler’s theorem etc. have had a dramatic impact on computer security.
Cryptography is considered not only a part of the branch of computer science,
but also a branch of mathematics. The strength of the RSA algorithm lies in the
mathematics that is involved in it [8]. Before proceeding with the RSA

algorithm, there is a need to know the mathematics on which RSA is based.

2.1.1 Fundamental Theorem of Arithmetic [5] [8]
Every positive integer n > 1 can be expressed as a product of primes; this
representation is unique, apart from the order in which the factors occur. It can

be written in canonical form as

where, for i = 1, 2... t, each @ iS a positive integer and each p; is a prime
number, with p, <p, <p,<........ <p,
Example: 91 =7 x 13,

11011 =7 x (11)*x 13

2.1.2 Fermat’s Little Theorem [5] [8]

If p is a prime number and a is a positive integer, then a” = a (mod p)

If p is a prime number and p is not a divisor of a, then a”* =1 (mod p)
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Example: 2*** (mod 11) = 2*° (mod 11)
= 1024 (mod 11)
=1

2.1.3 Euler’s Totient Function [8] [14]
For n > 1, ¢ (n) denotes the number of positive integers not exceeding n that
are relatively prime to n. It is also known as Euler phi-function. For a prime
number p, the Euler Totient function would be:
@ (p) =p-1
For two prime numbers p and g, n = p x g then
@ (n) = (p-1) x (a-1)
Example: ¢ 30) =0 (2x3x5)
= (2-1) x (3-1) x (5-1)
=1x2x4
=8

2.1.4 Euler’s Theorem [5] [8]

If n is a positive integer and gcd (a, n) = 1 then
a*™ =1 (mod n)

For every a and n which are relatively prime to one another:
a(p(n) +1

=a (mod n)

Example:a=2,n=11then ® (11)=10

2" (mod 11) = 2" (mod 11)

= 2" (mod 11)
= 2048 (mod 11)
=2

2.1.5 Extended Euclid’s Algorithm

The Euclidean algorithm [5] is based on the following theorem: For any non-
negative integer a and any positive integer b, gcd (a, b) = gcd (b, a mod b).
The Euclidean algorithm makes repeated use of this equation to determine the
greatest common divisor. The algorithm assumes a > b > 0. It is acceptable to

restrict the algorithm to positive integers because gcd (a, b) = gcd ((a], |b).
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If gcd (m, b) = 1, then b has a multiplicative inverse modulo m. That is, for
positive integer b < m, there exists a b < m such that bb™ = 1 mod m. The
Euclidean algorithm can be extended so that, in addition to finding gcd (m, b),
if the gcd is 1, the algorithm returns the multiplicative inverse of b.
EXTENDED EUCLID (m, b) [14]
1. (Al, A2, A3) — (1,0, m); (B1, B2, B3) «— (0, 1, b)
2. if B3 =0 return A3 =gcd (m, b); no inverse
3. ifB3=1return B3 =gcd (m, b); B2=b" mod m
4. Q =floor value of (A3/B3)
5. (T1,T2,T3) «— (Al - QB1, A2 -QB2, A3 -QB3)
6. (Al, A2, A3) — (BI, B2, B3)
7. (Bl, B2, B3) « (T1, T2, T3)
8. goto2
Throughout the computation, the following relationships hold:
mT1+bT2=T3,
mALl + bA2 = A3,
mB1 + bB2 = B3
If gcd (m, b) =1, then on the final step,
B3=0and A3=1
Therefore, on the preceding step,
B3=1
But if B3 = 1, then the following is held:
mB1 + bB2 = B3
mBl+bB2=1
bB2 =1-mB1
bB2 =1 (mod m)
And B2 is the multiplicative inverse of b, modulo m [14].
Example: gcd (1759, 550) = 1 and
Multiplicative inverse of 550 is 335
That is, 550 x 355 =1 (mod 1759)

13



Q Al A2 A3 Bl B2 B3
0 1 0 1759 0 1 550
3 0 1 550 1 -3 109
5 1 -3 109 -5 16 5
21 -5 16 5 106 -339 4

1 106 -339 4 -111 355 1

Table 2.1: Finding the multiplicative inverse of 550 in GF (1759) [14]

2.1.6 Property of Modular Arithmetic [14]

Finding the modulus of an integer number raised to an integer power when divided
by n is involved both in encryption and in decryption. So we make use of the
property:

(amod n) x (b mod n) = (ax b) mod n provided a >nand b >n.

2.1.7 Linear Congruence
An equation of the form ax = b (mod n) is called a linear congruence. The linear
congruence has a solution if and only if d is a divisor of b, where d = gcd (a, n). If
d is a divisor of b, then it has d mutually incongruent solutions modulo n [5].
Example: Consider the linear congruence 18x = 30 (mod 42)

ged (18, 42) = 6 and 6 divides 30

According to linear congruence theorem, there are exactly 6 solutions

which are incongruent to modulo 42

The six solutions are x =4 + (42/6) t

=4+ 7t (mod 42),
Plainly enumerated as x = 4, 11, 18, 25, 32, 39 (mod 42)

2.1.8 Chinese Remainder Theorem [5] [8][14]
Let ny, ny N, be positive integers such that gcd (n; nj) = 1 for i # j. Then the
system of linear congruence x = a; (mod ny), X = a, (mod ny)..., X = a, (mod n;) has

a simultaneous solution, which is unique to modulo of integer n3, n, ..., n,.
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Example: x =2 (mod 3),
X =3 (mod 5),
X=2 (mod 7)
Thenn=3x5x7=105
N;=n/3=35
N,=n/5=21
N3 =n/7 =15
Now the linear congruence
35x; =1 (mod 3)
21x2 =1 (mod 5)
15x3 =1 (mod 7)
are satisfied by x; = 2, X, = 1, x3 = 1, respectively.
Thus, a solution of the system is given by
X=2x35%x2+3x21x1+2x15x1
=140+ 63 + 30
=233
Finding modulo with 105, the unique solution is obtained as
x =233 (mod 105) = 23

2.1.9 Property of Odd Integer
Any positive odd integer n > 3 can be expressed as: n — 1 = 2q where k > 0, q is
odd. n — 1 is an even integer. Then, divide n — 1 by 2 until the result is an odd
number q, for a total of k divisions [14].
For example:n=15then15-1=14

=2t*7

2.1.10 Properties of Prime Number
The two properties of prime number are stated below [5]:
i. If pis prime and a is a positive integer greater than p, then a> mod p = 1 if
and only if eitheramodp=1oramodp=-1modp=p-1
ii. Letp be a prime number greater than 2. It can be written as p — 1 = 2q
with k > 0, g odd. Let a be any integer in the range 1 <a < p — 1. Then one
of the following conditions is true:
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a) a% is congruent to 1 modulo p. That is, a® mod p = 1, or

equivalently, a = 1 (mod p)

2

1
b) One of the numbers a% a?%, a*... a> % is congruent to —1 modulo

p. That is, there is some number j in the range (1 <j < k) such that

ji-1 j-1
a® 9modp=-1modp=p-1orequivalentlya> %= —1 (mod

p)

2.1.11 Miller Rabin’s Algorithm
The algorithm is used to test whether a large number is prime or not. The

properties of prime numbers leads to the conclusion that if n is prime, then either

k-1 k
2 2
q’ a Q)

modulo n equals 1, or some element in the list equals (n — 1); otherwise n is

the first element in the list of residues, or remainders, (a% a*, a*, ..., a

composite (i.e., not a prime). On the other hand, if the condition is met, that does
not necessarily mean that n is prime number [14].
For example, if n =2047 =23 X 89, thenn -1 =2 X 1023
Computing 2'°2 mod 2047 = 1 so that 2047 meets the condition
but is not a prime.
The procedure TEST takes a candidate integer n as input and returns the result
composite if n is definitely not a prime, and the result inconclusive if n may or
may not be a prime.
TEST (n) [14]
1. Find integers k, g, with k > 0, g odd, so that (n — 1) = 2q;
2. Select a random integer asuchthatl <a<n-1;
3. ifa%mod n =1 then return (“Inconclusive”);
4. forj=0tok—1do

o o .
5. if a2 mod n=n — 1 then return (“Inconclusive”);

6. return (“Composite”);

2.1.12 Hensel Lifting Method [9]

Hensel Lifting method was proposed by Henri Cohen. Let p be an odd prime, m
belongs to Zp*, e be a positive integer, such that gcd (e, p— 1) = 1, ¢ = m®* mod p.
M can be computed such that M®= ¢ mod p for a positive integer k.

Let M =mg + myp + ... + mesp?
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Since ¢ = M°® = mg® mod p,
Mo=m
It can also be written as M® = ¢ mod p™* where 0 <i<k—1
Let Fi = (Mo + mp + ... + mip")® = (Ai_1 + mip')%, where
Ai_1=mg+mp+ ... +mip™
Fori=1,
F1 = A + epmiAg®t mod p?
Som; = (c—me?) / (epmet™?) = (c — m®)/ (epm*™)
Similarly when mg, my... m;_; are given m; can be obtained. The procedure is:
Taking the modulus p'** at the two sides of the equation,
Fi = Fie + €A™ (p'my) = ¢ mod p™** = Fiy + Gia(mi pY)
Since gecd (mo, p) =1 =gcd (e, p)
ged (Gig, p) =1
Let Yi = p'm; = (¢ — Fi1)/Gix mod p™?, then m; = Yi/p', where
Fie = (Mo + mp + ... + miap'™) ¢ and

Gii=eAi =e (Mo +mp+ ...+ mpp )t

2.2 RSA Algorithm

There are three main operations which are to be performed in the algorithm. The
three operations are: key generation, encryption and decryption.
a) Key Generation
RSA comprises of two keys — public key and private key. The public key can
be known to everyone and is used for encrypting messages. Messages
encrypted with the public key can only be decrypted by using the private key.
e is released as the public key exponent and d is kept as the private key
exponent. The steps for key generation are explained below [11]:
i. Select p and g where p # q and both p and g are prime numbers.
ii. Determinen=pxq
ii. Compute ¢ (n) = (p-1) x (g-1)
iv. Choose an integer e such that gcd (¢ (n),e)=1land1<e<¢ (n)
v. Evaluatedasd=e " (mod ¢ (n))
vi. Public Key (PU) = {e, n}
vii. Private Key (PR) ={d, n}
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b) Encryption
The steps for encryption of message in order to get the cipher-text are
explained below [11]:
i. Obtain a plain text M such that M < n.
ii. Compute the cipher text as C = M° mod n
c) Decryption
The steps for decryption of cipher-text in order to get the original message are
explained below [11]:
i. Get the cipher text C.

. : d
ii. Calculate the plain textas M =C mod n

Encryption Unsecured Connection Decryption
Sender: R Receiver:
C=M*modn | M=C%modn

Figure 2.1: RSA Algorithm

Take an example where the message is 88 which needs to be encrypted and then
decrypted using RSA algorithm. The example is explained by using the three
operations as follows:
a) Key Generation
According to the steps, the private and public keys are to be generated as:
i. Selectprimes:p=17&q=11
ii. Computen=pxq=17x11=187
iii. Compute ¢ (n) = (p-1) x (0—1) = 16 x 10 = 160
iv. Selecte: gcd (e, 160) = 1. Choose e =7
v. Determine d: d x e =1 (mod 160) and d < 160. Value of d = 23 since 23
X7=161=10x160+1
vi. Publish public key PU = {7,187}
vii. Keep secret private key PR = {23,187}
Sample RSA encryption/decryption:
The given message M is 88. The encryption and decryption operation on the

message is performed as:
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b) Encryption

C =88"mod 187 = 11
c) Decryption

M = 11%°* mod 187 = 88

2.3Variants of RSA

In order to improve the original RSA, different investigations were carried out on
it. The researches lead to many variants which were proposed to enhance the

original RSA. These variants are explained one by one below:

2.3.1 CRT - RSA [17]
The key generation and encryption algorithm is identical to that of the original
RSA, except that the private key is the tuple (dp, dg, p, ) where
dp =d mod (p—1) and dy = d mod (g—1)
Obtain a cipher-text ¢ subset of Zy. The decipher can first compute
m, = ¢™ mod pand mg = ¢* mod q
Next, using the Chinese Remainder Theorem (CRT) in order to obtain
m=(m, q (q " mod p) +myp (p~' mod g)) mod (p x g) = c¢® mod N, due to

m =m, mod p and m = my mod q

2.3.2 Rebalanced RSA - CRT
The rebalanced RSA-CRT uses two prime numbers with n/2-bit size. The
difference in the algorithm lies in the decryption. The algorithm can be described
as:
a) Key Generation Operation [16] [17]

i. At random select any two large primes p and g, each of which is n/2-

bit long such thatgcd (p—1,9—1)=2

i. ComputeN=pxgando(N)=(p-1)x(q—1)

iii. After that, randomly choose any two 160-bit integers r; and r, such
thatged (r;, p—1)=1and ged (r;, q—1)=1

iv. Then obtain an integer d such thatd = r; mod (p — 1) and d = r, mod

(@1

Ultimately compute e = d™' mod ¢ (N)

<
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vi. The public key is (e, N) and the private key is (ri, r2, p, Q)
b) Encryption Operation
The encryption algorithm is similar to the original RSA.
c) Decryption Operation [16] [17]
The decryption process to decrypt a cipher-text ¢ with the private key (ry,

r,, P, Q) is carried out as shown in the subsequent steps:

r r
i. Computem;=c¢ " mod pand m;=c * mod q
ii. Using the CRT m can be obtained as m = ¢ mod N, due to the fact that

m =m; mod p and m =m; mod ¢

2.3.3 Dual RSA [15]

It is a variant of RSA in which there are two different instances of RSA which
share the same public and private key exponents. The public key is (e, N1, N;) and
the private key is (d, p1, p2, 01, 92) where e and d satisfy the relation

(exd)=1 (mod ¢ (N;)) and

(exd)=1(mod ¢ (N2))

There exist two relations:

exd=1+k; x¢(N;)and

exd=1+kyXx ¢ (Ny)

The basic idea is to construct ki, k», k3 such that

ko X ks = (p1—1) x (9:-1) and

ki X k3= (p2—1) x (g2-1)

2.3.4 Multi-prime RSA - CRT
The multi-prime RSA-CRT fundamentally employs RSA algorithm with more
than two prime numbers. The algorithm is described below:
a) Key Generation Operation [9]
The steps included in the key generation operation of multi-prime RSA-CRT
are illustrated as:
i. Select three large prime p, q and r at random, each of which is n/3-bit in
length.
ii. SetN=pxqgxrande (N)=(p-1)x(Q-1)x(r-1)
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b)

iii. Randomly pick an odd integer e such that gcd (e, ¢ (N)) = 1, example, e
=2'%+1=65537
iv. After that compute d = e " mod ¢ (N)
v. Finally, calculate d, =d mod (p — 1), dy = d mod (g — 1) and d; = d mod
(r—1)
vi. The public key would be (e, N) and the private key would be (d,, dq, dr,
p,q,r)
Encryption Operation
For a given plain text m which belongs to Zy the encryption algorithm is the
same as that of the original RSA: ¢ = m® mod N
Decryption Operation [9]
In order to decrypt a cipher-text c:

. . _ d d
i. The decipher first computes m, = ¢, *mod p, m, = ¢q *mod g, and m, =

crdr mod r where ¢, = ¢ mod p, ¢; =c mod g and ¢, = ¢ mod r
ii. Next, using CRT m can be obtained as m = c® mod N
(@xr)"'modp, (pxr) " modqgand (pxq) ' modr can be pre-calculated in

order to increase its efficiency.

2.5.5 Multi-power RSA - CRT

In multi-power RSA-CRT different exponents of the prime numbers are used so as

to increase the security of original RSA. The algorithm can be described as:

a) Key Generation Operation [9]

The key generation operation for multi-power RSA-CRT is been depicted
below:
i. Randomly select two large prime numbers p and g, each of which is
n/3-bit long.
ii. Calculate N =p®xq
iii. Choose an integer e such that gcd (e, (p — 1) x (g — 1)) = 1, example, e
= 65537
iv. Then determined=¢e'mod (p—1)x (q— 1)
v. Finally, calculate d, =d mod (p — 1) and dy =d mod (q — 1)
vi. The public key is (e, N) and the private key is (dp, dg, p, Q)
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b) Encryption Operation
The algorithm used in this algorithm is identical to the original RSA.
c) Decryption Operation [9]
To decrypt a cipher-text ¢ with the private key (d,, dq, p, q), the following

steps are carried out:
. _ _ d d
i. The decipher must first compute m_ = ¢, " mod p and m, = ¢q " mod q

where ¢, = ¢ mod p and ¢4 = ¢ mod ¢
ii. Itimplies that m ®=cmod p and m,* = cmod g
iii. Next, use the Hensel-lifting for constructing an m, " such that (m, ) =c
mod p?
iv. Finally, use CRT in order to obtain plaintext m such that m = m,"mod
p?and m =m, mod q
This chapter described the literature survey done on RSA. It portrayed the
mathematics involved in the RSA algorithm. It also discussed the RSA algorithm
in detail. It even illustrated the different variants of RSA algorithm.
The next chapter discusses the computational aspects of RSA which include the
efficiency. It also includes the security issues of RSA algorithm and discusses the
security attacks on RSA. The objectives are also stated in the next chapter. It
compares the different variants of RSA and finds out the implementation flaws in
the already implemented RSA algorithms.

22



Chapter 3
Analysis of RSA Algorithm

This chapter elucidates the objectives of the thesis. It illustrates the computational
aspects of RSA like the efficiency of the algorithm. It also describes the different
security attacks on RSA and compares the various variants of RSA on the basis of
complexity and security. It describes the implementation flaws in the already
implemented RSA algorithm and discusses the solutions which can be used in the
realization of a more secure version. It gives a brief overview of the

implementation of multi-prime and multi-power RSA algorithm.

3.1 Problem Statement

The most secure amongst the different variants of RSA algorithms is to be
implemented on 2048-bits.

To carry out this work, the different variants which were discussed in the previous
chapter need to be compared. It can be inferred which of the variants is more
secure after the comparison is made. The flaws in the already implemented
algorithm also need to be found so as to implement an algorithm which is free
from them. The solution of implementing RSA algorithm on 2048-bits is to be
obtained. There are many platforms on which the RSA algorithm can be
implemented. The platform chosen for this work is Java as it is an object-oriented,
secure, platform-independent language. Implementing most secure variant of RSA
algorithm would involve practically realizing the concept and the solution
obtained along with the measures to overcome the flaws which were already a part
of the existing RSA algorithm. To succeed further in this regard, the objectives for

this thesis are set out which are described below.

3.2 Objectives of Thesis

The objectives of this thesis are described below:
I. Analysis and comparison among the variants of the RSA algorithm.

ii. Determining flaws in the implementation of RSA.
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iii. Obtaining solution to implement RSA algorithm on 2048-bit.

iv. Realizing multi-prime and multi-power RSA on 2048-bit.

3.3 Computational Aspects
The issue of the complexity for the computation required to use RSA is considered
in this section. The two issues to consider are: encryption/decryption and key

generation.

3.3.1 Exponentiation in Modular Arithmetic
Both encryption and decryption in RSA comprises of raising an integer to an
integer power and finding the modulus of the resultant with respect to n. If the
exponentiation is done first and then the modulus with respect to n is calculated,
then the intermediate values are likely to be large [14]. An added concern is the
efficiency of exponentiation because RSA potentially deals with large exponents.
In order to see how efficiency might be increased while computing the value of
x'®, a basic approach which includes 15 multiplications can be followed:
X8 = (%) x (x) X (X) X (X) X (X) X (x) X (X) X (X) X (X) X (X) X (X) X (X) X (X) X (X) X (X).
On the other hand, if the square of each partial results are taken repetitively, the
same final result could be achieved with only four multiplications which
successively forms x?, x*, x® and x*° [14]. Another case in point is the expression
x** mod n for some integers x and n.

Xll — X1+2+8

=x x () x ().

In this case, x** mod n can be computed as x mod n, x> mod n, x® mod n and then

the final result can be calculated as [(x mod n) x (x> mod n) x (x® mod n)] mod n.

3.3.2 Efficient Operation Using the Public Key

A particular selection of e is generally made for speeding up the process of RSA
algorithm using the public key. The most frequently opted option is 65537 (2°—
1); two other accepted choices are 3 and 17. Every choice of e is made in such a
way that it has only two 1 bits in its binary representation. So the total number of
multiplications needed to perform exponentiation is minimized. On the other

hand, by a very small public key, such as e = 3, RSA turn outs to be susceptible
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even to a simple attack. Assume that there are three distinct RSA users who all use

the same value e = 3 but have exclusive values of n, namely n, n,, n.. If a user A
sends the same encrypted message M to all the three different users, then the

: ) 3 3
corresponding cipher texts would be C, =M mod n, C,=M mod n, and C, =
3 . .

M mod n, where n,, n, and n,are relatively prime. As a result, anyone can use the
: . . 3 .

Chinese Remainder Theorem in order to compute M mod (n,n,n,). Owing to the
. . 3

rules of RSA algorithm, M is less than each of the n. and as a result M < n n,n,

[14]. Accordingly, the attacker has to just find the cube root of M3.

3.3.3 Efficient Operation Using the Private Key
Small values for d cannot be picked for efficient operation as a small value of d is
exposed to a brute-force attack and other forms of cryptanalysis [14].

3.3.4 Key Generation [18] [19] [20]
Before applying the public-key cryptosystem, each applicant has to create a pair of
keys. This involves the following two tasks:

i. Determining two prime numbers p and g.

ii. Selecting either e or d and calculating the other.
After choosing p and g, the value of n = p x g can be calculated and it would be
known to any potential adversary. So, in order to avert the detection of p and g by
exhaustive methods, these primes are required to be selected from a sufficiently
large set (i.e., p and g must be large numbers). On the other hand, the method used
for deciding large primes must be quite efficient.
At present, there are no constructive methods that can yield randomly large
primes, so some other way of tackling the problem is required. The process that is
in general used is to pick an odd number at random of the desired order of scale
and test whether that number is prime or not. If not, pick consecutive random

numbers until the one that tests prime is found.
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3.4 Security of RSA
There are four possible methodologies to attack the RSA algorithm. The four
approaches are [14]:
i. Brute Force
The brute force incorporates seeking all probable private keys.
ii. Mathematical Attacks
There are numerous methods which aim to factorize the product of the two
primes.
iii. Timing Attacks
The timing attacks rely on the execution time of the decryption algorithm.
iv. Chosen Cipher-text Attacks
Properties of the RSA algorithm are exploited by using this type of attack.

3.4.1 Brute Force

A brute force attack or exhaustive key search is an approach that can be used
against any encrypted data by an attacker who is not capable of taking benefit
from any kind of flaw that exist in an encryption system which would make
his/her task easier. It comprises of methodically examining all the possible keys in
anticipation of the exact key to be found. In the worst situation, it would include

traversing through the whole search space [14].

3.4.2 Mathematical Attack
There are three different approaches to hit RSA mathematically. They are:
i. Dividing n into its two prime factors. It would facilitate estimation of ¢ (n)
= (p — 1) x (g — 1) which would sequentially allow to resolve d = e™* (mod
¢ (n)).
ii. Finding out ¢ (n) straightforwardly devoid of discovering p and g. Yet
again, this would permit the resolving of d = e™ (mod ¢ (n)).
iii. Resolve d directly without finding out ¢ (n) first.
Determining d given e and n seems to be as time-consuming as the factoring
problem by means of current well-known algorithms. So, factoring performance

can be used as a point of reference for evaluating the security of RSA.
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The intensity of effort is measured in MIPS-years: a million-instructions-per-
second processor running for one year which is about 3 X 10* instructions
executed. A 1 GHz Pentium is about a 250-MIPS-years machine [14].

N Year Algorithm
RSA-120 (399 bits) 1993 MQPS
RSA-129 (429 bits) 1994 MPQS
RSA-130 (432 bits) 1996 NFS
RSA-140 (466 bits) 1999 NFS
RSA-155 (512 bits) 1999 NFS
RSA-160 (532 bits) 2003 NFS
RSA-200 (665 bits) 2005 NFS
RSA-768 2010 NFS
RSA-1024 2011 NFS
RSA-2048 2030 77

Table 3.1: Year wise development of RSA algorithm [3]

A striking fact about Table 3.1 concerns the method used for breaking the RSA
algorithm for different bits. Factoring attacks were made using an approach known
as the quadratic sieve until the mid-1990. The generalized number field sieve
(GNFS) was used for attacking RSA-130 and was capable of dividing larger
number than RSA-129 at merely 20% of the computing effort [3].
The risk to larger key sizes is two-fold:

i. The continuing increase in computing power

ii. The continuing refinement of factoring algorithms.
The special number field sieve (SNFS) can factor numbers with a specific form
significantly more rapidly than the generalized number field sieve. It is logical to
anticipate a breach that would make possible a factoring performance in about the
same time as SNFS, or even better. Thus, a key size for RSA is to be selected
carefully. For the immediate future, a key size in the range 1024 to 2048 bits

seems sensible.
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Figure 3.1: MIPS-years needed to Factor [14]

3.4.3 Timing Attacks
Paul Kocher, a cryptographic consultant, confirmed that a private key can be
revealed by snooper via observing how long a computer takes to decode messages.
The timing attack is frightening due to the two causes [14]:

i. It occurs from an entirely unpredicted direction and

ii. Itisa cipher text-only attack.
A timing attack is to some extent similar to an intruder deducing the number
sequence of a safe by watching how long it takes for someone to rotate the knob
from number to number. The attack can be described by the modular
exponentiation algorithm but the attack can be modified to operate with any
implementation which does not run in fixed time. In this algorithm, modular
exponentiation is carried out bit by bit, by one modular multiplication to execute
iteration every time and an additional modular multiplication performed for each 1
bit.
Assume the target system uses a modular multiplication function that is extremely
rapid in approximately all cases but in a few cases takes a great deal of time than a
complete usual modular exponentiation. The attack carries out bit-by-bit
examination starting with the left most bit, by. Assuming that the first j bits are
identified, to find the whole exponent, the attacker again starts off with j = 0 and
replicate the attack until the entire exponent is identified. For a particular cipher
text, the attacker can finish the first j iterations of the for loop. The process of the
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successive step depends on the unknown exponent bit. If the bit is set, d « (d x a)
mod n will be performed. For only some values of a and d, the modular
multiplication will be exceptionally time-consuming, and the attacker recognizes
these values. It is found that whether the observed time to finish the decryption
algorithm is time-consuming or not. When a particular iteration is slow, then this
bit is assumed to be 1. If the observed execution times for the complete algorithm
is fast, then this bit is assumed to be 0 [14].

In reality, modular exponentiation operations do not have such severe timing
variations in which the execution time of a single iteration can go beyond the

mean execution time of the complete algorithm.

3.4.4 Chosen Cipher text Attack
The fundamental RSA algorithm is exposed to a chosen cipher-text attack (CCA).
CCA is described as an attack in which opponent picks up a number of cipher
texts and is then given the equivalent plain texts which are decrypted with the
target’s private key. Hence, the adversary could choose a plain text, encrypt it by
means of the target’s public key and then be able to obtain the plain text back by
having it decrypted by means of the private key. Evidently, this offers the
opponent with no new information. As an alternative, the adversary takes
advantage of properties of RSA and opts for blocks of data which are processed
using the target’s private key in order to yield information required for
cryptanalysis.
An uncomplicated example of CCA in opposition to RSA takes benefit from the
following property of RSA:
E (PU, M;) X E (PU, My) = E (PU, [M1 x M2])
C = M°® mod n can be decrypted using a CCA as follows [13]:
i.  Work out X = (C x 2°) mod n.
ii. Given X as a chosen cipher-text and obtain back Y = X% mod n.
It is found that X can be written as
X = (C mod n) x (2° mod n)
= (M°® mod n) x (2° mod n)
= (2M)° mod n
Therefore, Y = (2M) mod n. From this, M can be deduced.
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3.5 Comparison among the Different VVariants of RSA Algorithm
The different variants of RSA — CRT-RSA, Rebalanced RSA, Dual RSA, Multi-
prime RSA and multi-power RSA can be compared on the basis of security and

complexity.

3.5.1 Comparison on the Basis of Security

In order to avoid attacks using the multiplicative structure of the cipher text, good
implementations use redundancy (or padding with specific structure). RSA is
exposed to chosen plain text attacks and attacks in opposition to extremely small
exponents.

The basic RSA algorithm should not be used in any application. It is suggested
that implementations should follow the standard as this has also the extra
advantage of inter-operability with most major protocols.

The following table tells us about the security of the different variants of RSA
with respect to the original RSA:

Variant Small d Partial Key | Special
Many Keys, small d Weaker N/A N/A
Common Prime RSA Stronger N/A N/A
Dual RSA Weaker N/A Weaker
Multi-prime RSA Stronger Stronger N/A
Multi-power RSA N/A N/A N/A

Table 2.2: Security Comparisons among the Different Variants of RSA [7]

3.5.2 Comparison on the Basis of Complexity

The complexity of the various variants can be summarized into a table below:
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RSA | RSA- Multi- Multi- Rebalanced
CRT prime power RSA
Pub-exponent 21%+1 | 2'%+1 21%+1 21%+1 n bit
En-multipli 17 17 17 17 1.5n
En-complexity | 17n® | 17n? 17n? 17n? 1.5n°
Pri-exponent nbit | 0.5nbit | n/3 bit n/3 bit >160 bit
De-modulus nbit | 0.5nbit | n/3 bit n/3 bit 0.5n bit
De-multipli 1.5n | 1.5n 1.5n 1.0n >480
De-complexity | 1.5n° | 1.5n%2% | 1.5n%3% | 1.0n%3% | > 480(n/2)?

Table 3.3: Comparisons among different variants of RSA on the basis of
complexity [9]
3.5.3 Analysis Result
By comparing all the variants of RSA algorithm it is found that multi-prime and

multi-power RSA are much better algorithms when compared to other variants.

3.6 Implementation Issues
Many classes in java.security.* and java.crypto.* could be used to implement
RSA algorithm but it has many defects:
I. Low speed
Easiest programs for RSA encryption and decryption will cost about 700ms on a
PC with 2.4 GHz CPU and 512 MB RAM [10] [12].
ii. Poor Compatibility with other built-in library of Java
The software involves the encryption and decryption process to be run
independently. This indicates that one should save some parameters for
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decryption in a temporary file. Nevertheless, the parameters n and d with the

type java.security.Key could barely incorporate the 10 built-in library [10] [12].

Implementation
Flaws

Flaws in Flaws in
Security Function

Figure 3.2: Implementation Flaws

3.6.1 Flaws in Security
There are many flaws in the security of the already implemented RSA. They are
explained below one by one:
i. Use of long or int type forp, g, n, e, d
In java, the bit length for long is 64-bit and that for int is 32-bit. It cannot
resist the simplest brute-force attack [10] [12].
ii. Fix or manually input the parameters
The security would be reduced if the user physically inputs parameters, due
to his/her wicked aim or having a weak understanding of cryptography
[10] [12].
ili. No consideration of resistance to attacks
Hackers could make use of some mathematic knowledge to attack some
flawed parameters finely [10] [12].

3.6.2 Flaws in Function
There are few flaws from the point of view of function which are explained
below:
i. No partition of message
It must be made sure that the base is smaller than the module [10] [12].
ii. Adoption of the most deficient function for prime test
Most programs opt for the main fundamental function for prime test:
iteration from 2 to k. Whether k is prime or not can be checked by testing

whether the loop variant could be divided exactly by k. This method is
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feasible for basic data types such as long and int. But this function is far
from agreeable for big integers with 1024-bit or 512-bit [10] [12].

iii. Merely operate on strings
All the programs can only process strings of the command line
approximately. This method is absolutely not feasible if the message is
massive, especially when the message includes characters such as enter,

newline and space [10] [12].

3.6.3 Analysis of Implementation Issues
The main flaws in Java implementation of RSA algorithm are in security and in its

function.

3.7 Why Biglnteger is Used

The thesis work is carried out in implementing RSA algorithm on 2048-bit. It is
found that the Biglnteger class which is found in java can be used for
implementing RSA on 2048-bit. BigIntegers are represented in two's-complement
notation. Biglnteger provides analogues to all of Java's primitive integer
operators, and all relevant methods from java.lang.Math. Additionally, Biginteger
provides operations for modular arithmetic, GCD calculation, primality testing,
prime generation, bit manipulation, and other miscellaneous operations.
Bigintegers are made as large as necessary to accommodate the results of an

operation.

3.8 Realization of Multi-prime and Multi-power RSA

The implementation of multi-prime and multi-power RSA algorithm on 2048-bit
is carried out with the aid of Biginteger class. It involves key generation,
encryption and decryption operation. To avoid the algorithm from various security
attacks the counter measures are incorporated in the realization.

This chapter has portrayed the objectives of thesis. It described the computational
aspects and the security issues involved in RSA algorithm. It even listed the
comparisons among the different variants of RSA algorithm. It illustrated the
implementation issues involved in the already implemented RSA algorithm. It

discussed the solution involving the Biglnteger class and its importance. It even
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portrayed the realization of multi-prime and multi-power RSA algorithm on 2048-
bit.
The next chapter discusses the remedies for the issues analyzed in RSA algorithm

along with the counter measures needed to avoid the security attacks.
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Chapter 4

Counter Measures

This chapter discusses the counter measures which are adopted in our
implementation so as to make RSA algorithm more secured. It describes the

remedies to overcome the problems which were discussed in the previous chapter.

4.1 Computational Aspect of RSA

The computational aspect mainly deals with the issue of the complexity for the
computation required to use RSA. There are two issues to consider:
encryption/decryption and key generation. The counter measures to overcome the

problems encountered in the computational aspect of RSA are considered below.

4.1.1 Exponentiation in Modular Arithmetic
In general, in order to obtain the value of a® with a and b as positive integers, b

can be expressed as a binary number byby.; by which can be written down as b =
i b_ (Ch#02) _ (2)
zbi#OZ . Therefore, a” =a" i —Hbi#o a“’.
modn=[T], . .a?Tmodn= (], . [a%’modn])modn
bj#0 bj#0

An algorithm [14] for evaluating a” mod n is developed on the basis of modular
arithmetic. The steps followed in the algorithm are:
C«0 and f1
for i«— k down to 0
do
C—2xC
f— (fx f) mod n
ifbj=1
then
C— C+1
f— (fx a) mod n

return f
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Table 4.1 shows an example of the execution of the algorithm. The final value of ¢
is the value of the exponent.
Example: a =7, b =560 = 1000110000 and n = 561

i 9 8 7 6 5 4 3 2 1 0

bi 1 0 0 0 1 1 0 0 0 0

C 1 2 4 8 17 35 70 140 | 280 | 560

f 7 49 157 | 526 |160 |241 |298 |166 |67 1
Table 4.1: Example of Fast Modular Exponentiation Algorithm for a° mod n [14]

4.1.2 Efficient Operation Using the Public Key

The problem of efficient operation using public key can be solved by adding up a
pseudorandom bit string as padding to each occurrence of M which is to be
encrypted. From the definition of the RSA algorithm, the user has to select a value
of e which is relatively prime to ¢ (n). For example, if a user has pre-selected e =
65537 and then elected primes p and g, it may turn out that gcd (¢ (n), e) # 1.
Thus, the user should reject any value of p or g that is not congruent to 1 (mod
65537).

4.1.3 Efficient Operation Using the Private Key
The speed of computation can be increased by using CRT. In order to find M = C°
mod n, the subsequent intermediate results can be identified:

Vp = c® mod pand Vq = c" mod q
The quantities X, and X, are defined as: X, = q X (g™ mod p) and Xqg=PpX (p™* mod
). Then CRT can be used as: M = [(Vp X Xp) + (Vg X Xg)] mod n. Further, the
computation of V, and V can be cut down by using Fermat’s theorem as:
V, = c™ mod p = 4™ ®D (mod p) and Vq = c™ mod g = Ct™ @D (mod q),
If quantities d mod (p-1) and d mod (g-1) are pre-calculated, then it would
enhance the calculation by four times [14].
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4.1.4 Key Generation
A variety of primality tests have been developed. Almost invariably, the tests are
probabilistic. That is, the test will simply determine that a given integer is
probably prime or not. In spite of the lack of assurance, these tests can be made to
run in such a way so as to formulate the probability as close to 1.0 as desired. As
an example, one of the most popular and efficient algorithms is the Miller-Rabin
algorithm. With this and other such algorithms, the procedure for testing whether a
given integer n is prime or not is to carry out a few calculations which include n
and an arbitrarily chosen value for a. Then there can be a high assurance that n is
prime.
The procedure for picking up a prime number is as follows [18] [19] [20]:
I. Pick an odd integer n at random.
ii. Pick an integer a < n at random.
iii. Perform probabilistic primality test, such as Miller-Rabin, with a as a
parameter. If n fails the test, reject the value n and go to step i.

iv. If n has passed a sufficient number of tests, accept n; otherwise, go to step ii.

However, consider that this process is performed rather occasionally; only when a
new pair (PU, PR) is required. It is significant to note how many numbers are
likely to be rejected before a prime number is found. From the prime number
theorem it is known that the prime near N are spaced, on the average, one every
(In N) integers. As a result, on average, one would have to test on the order of In
(N) integers before a prime is actually found. As all integers can be at once
rejected, so the correct figure is In(N)/2 [14] [18] [19] [20].
After having determined prime numbers p and g, the process of key generation is
concluded by selecting a value of e and then calculating d or, instead, selecting a
value of d and then calculating e. Assuming the former, we need to first select an e
such that ged (¢ (n), €) = 1 and then calculate d = e™ (mod ¢ (n)). Advantageously,
there is a single algorithm that would calculate the greatest common divisor of two
integers and, if the gcd is 1 then would determine the inverse of one of the integers
modulo the other at the same time. The algorithm is referred as the extended
Euclid’s algorithm. Therefore, the procedure is to create a series of random
numbers, testing each against ¢ (n) until a number relatively prime to ¢ (n) is
found. It can be shown that the probability of two random numbers being
relatively prime is about 0.6 [14] [18] [19] [20].
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4.2 Security Aspect of RSA

There are four possible methodologies to assail the RSA algorithm. The four
approaches are Brute Force, Mathematical Attacks, Timing Attacks and Chosen
Cipher-text Attacks. The counter measures for handling these attacks are described

below.

4.2.1 Counter Measure for Brute Force

The defense against the brute-force attack is to use a large key space. Hence, for
improvement of the algorithm number of bits in d can be made big. However, the
calculations involved both in key generation and in encryption/decryption are
complex, due to which if the size of the key is made larger then the system will

run slower.

4.2.2 Counter Measure of Mathematical Attack
A number of other limitations have been recommendations have been made
besides increasing the size of n. To prevent values of n to be factored
straightforwardly, the algorithm’s originators suggested the following limitations
onpandq:
i. pand g should vary in length by only a small amount of digits. Thus, for a
1024-bit key (309 decimal digits), both p and g should be on the order of
size of 10" to 10" [19] [20]
ii. Equally (p—1)and (q— 1) should have a large prime factor [19] [20].
iii. ged (p—1, g—1) should be small [19] [20].

4.2.3 Counter Measure of Timing Attacks
Even though the timing attack is a severe risk, there are easy counter measures
that can be used including the following:
I. Constant exponentiation time [14]
Make sure that all exponentiations take the same amount of time prior to
returning to a result. This is a simple mend but degrades performance.
ii. Random delay [14]
A random delay is added to the exponentiation algorithm for better

performance in order to confuse the timing attack. Kocher mentions that if
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defenders don’t add an adequate amount of noise, intruder could still be
successful by gathering extra measurements to balance the random delays.
iii. Blinding [14]
A random number is multiplied to the cipher text previous to performing
exponentiation. This procedure prevents the intruder from knowing what
cipher text bits are being dealt with within the computer and consequently
avoids the bit-by-bit investigation necessary for the timing attack. RSA Data
Security fits in a blinding aspect into a few of its products.
The private-key procedure M = C* mod n is put into practice as follows:
a) Produce a secret random number r between 0 and n — 1.
b) Calculate C' = C (r®) mod n where e is the public exponent.
¢) Work out M’ = (C")? mod n with the common RSA implementation.
r'! is the multiplicative inverse of r mod n and r*® mod n = r mod n.
d) Compute M =M'r" mod n.
RSA Data Security reports a 2 to 10% performance fine for blinding.

4.2.4 Chosen Cipher text Attack

To conquer this attack, plain text is padded at random with practical RSA-based
cryptosystems prior to encryption. This randomizes the cipher text. On the other
hand, more complicated CCAs are feasible and a simple padding by a random
value is known to be lacking the required security. To oppose such attacks RSA
Security Inc., a top RSA vendor and previous holder of the RSA patent, advises
modifying the plain text via a process known as optimal asymmetric encryption
padding (OAEP) [13].

The steps involved in OAEP encryption are [13]:

I. Message M is padded.

ii. A set of parameters P is passed through a hash function H. A hash
function maps a variable-length data block or message into a fixed-
length value called a hash code.

iii. The output is then padded with zeros to get the required length in the
overall data block (DB).

iv. A random seed is generated and passed through another hash function
called the mask generation function (MGF).
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V.

Vi.

Vili.

viii.

DB =

Figure 4.1: OAEP (Optimal Asymmetric Encryption Padding) [13]

The resulting hash value is bit-by-bit XORed with DB to produce a

masked DB.

The masked DB is consecutively passed into the MGF to form a hash
that is XORed with the seed to construct the masked seed.

The concatenation of the masked seed and the masked DB forms the

encoded message EM.

The EM is then encrypted using RSA.

M
P
Padding; mHash salt
Padding, Salt Hash
A 4
maskedDB H bc
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4.3 Counter Measures for Implementation Issues

The imperfections in the already implemented RSA algorithm are identified in the

previous chapter. The flaws in security and function can be overcome by the

counter measures which are undertaken in the implementation of Multi-prime and
Multi-power RSA Algorithm.

4.3.1 Counter Measure for Flaws in Security

The faults along with their counter measures are described below:

Use long or int type forp, g, n, e, d

In java, the bit length for long is 64-bit and that for int is 32-bit. It cannot
resist the simplest brute-force attack. So, BiglInteger class which is in built-in
java library can be used.

Fix or manually input the parameters

The security would be reduced if the user physically inputs parameters, due
to his/her wicked aim or being deficient in understanding of cryptography.
The parameters can be created at random and sieved over and over again.

No consideration of resistance to attacks

Hackers could make use of some mathematic knowledge to attack some
flawed parameters finely. In practical applications, the parameters of RSA

must be sieved strictly.

4.3.2 Counter Measure for Flaws in Function

There are few faults from the point of view of function which are explained below

along with the counter measures taken to overcome these imperfections:

No partition of message
It must be made sure that the base is smaller than the module. For this
reason, the message must be partitioned into groups. It is likely to fail in

recovering the plain text if there is no partitioning of the message.

. Adopting the most deficient function for prime test

Most programs opt for the main fundamental function for prime test:
iteration from 2 to Vk. Whether k is a prime or not is checked by testing
whether the loop variant could be divided exactly by k. This method is
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feasible for basic data types such as long and int. But this function is far

from agreeable for big integers with 1024-bit or 512-bit.

iii. Merely operation on strings

All the programs can only process strings of the command line

approximately. This method is absolutely not feasible if the message is

massive, especially when the message includes characters such as enter,

newline and space. The strings can be converted into Biglnteger format and

the encryption and decryption can be performed.

4.4 Realizing Multi-Prime RSA Algorithm on 2048-bits

The Multi-Prime RSA algorithm is found to be the most secure variant when

compared to other variants. The Multi-Prime RSA algorithm involves three

operations: Key Generation, Encryption and Decryption. The procedure for the

practical implementation of each of the operations is discussed below.

a) Key Generation

The steps which are followed in the implementation of key generation of

multi-prime RSA algorithm are described below:

Vi.

Vil.

Choose three large primes p, q and r randomly each of n/3 bit length.
Check whether the primes are strong primes or not. If they are strong
primes then proceed further else generate another set of primes.
Setn=pxgxrando(nN)=(pP-1)x(q-1)x(r-1).

Randomly choose an odd integer e such that gcd (e, ¢ (n)) = 1.

Then compute d = e mod ¢ (n).

Finally, calculate d, =d mod (p — 1), dy=d mod (Q — 1) and d, = d
mod (r — 1).

The public key would be (e, n) and the private key would be (d,, dq, dr,
P, d, I).

b) Encryption

The encryption process is performed in the following way:

The encryption key, that is, the public key is obtained.
The message which is to be encrypted is divided into blocks.
Once the message is divided into blocks. It is then padded so as to

avoid chosen cipher text attack.
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iv. These padded blocks are then encrypted to obtain cipher text ¢ = m°

mod n where m is the message.

v. Once all the blocks have been encrypted they are converted into big-
endian format.

vi. The blocks are then added together so as to restore the complete
encrypted cipher text.

c) Decryption
The step by step process of decryption is carried out in the following manner:
i. Obtain the cipher text which is to be decrypted.

ii. Read the cipher text and divide them into blocks.

lii. Get the decryption key (private key) from the key generation
operation.

. . . d d
iv.  The decipher first computes m, = ¢, *mod p, m, = ¢q *mod g, and m, =

crOIr mod r where ¢, = ¢ mod p, ¢; =c mod g and ¢, = c mod r.
v. Next, using CRT m can be obtained as m = ¢ mod n.
vi. The blocks are then unpadded so that we get back the original
message.
vii. The blocks are added together in order to retrieve the complete

message.

4.5 Realizing Multi-Power RSA Algorithm on 2048-bit

The Multi-Power RSA algorithm is also one of the most secure variants. The
Multi-Prime RSA algorithm involves three operations: Key Generation,
Encryption and Decryption. The procedure for practical implementation of each of
the operation is discussed below.
a) Key Generation
The key generation operation for multi-power RSA-CRT has been depicted
below:
i. Randomly select two large prime numbers p and g, each of which is
n/3-bit long.
ii. Check whether the primes are strong or not. If they are strong primes
then proceed further else generate another set of primes.

iii. Calculate n = p>x q.
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iv.
V.
Vi.

Vii.

Choose an integer e such thatged (e, (p—1)x (g — 1)) =1.
Then determined =e ' mod (p— 1) x (q — 1).

Finally, calculate d, = d mod (p — 1) and dq = d mod (q — 1).
The public key is (e, n) and the private key is (d, dg, p, 9).

b) Encryption

The encryption process is performed in the following way:

Vi.

The encryption key or the public key is obtained from key generation.
The message which is to be encrypted is divided into blocks.

Once the message is divided into blocks. It is then padded so as to
avoid chosen cipher text attack.

These padded blocks are then encrypted to obtain cipher text ¢ = m®
mod n where m is the message.

Once all the blocks have been encrypted they are converted into big-
endian format.

The blocks are unblocked and reunited so as to obtain the whole cipher
text.

c) Decryption

The step by step process of decryption is carried out in the following manner:

Vi.

Vil.

viii.

Obtain the cipher text which is to be decrypted.
Read the message and divide them into blocks.
Get the decryption key (private key) from the key generation

operation.

The decipher first computes m, = cpdIO mod p and m, = chp mod q
where ¢, = ¢ mod p and ¢4 = c mod g.

It implies that m.® = ¢ mod p and m.° = ¢ mod g.

Next, use the Hensel-lifting method for constructing an m_’ such that
(m,) ¢ =cmod p.

Finally, use CRT to obtain plaintext m such that m =m,"mod p?and m
=m, mod g.

The blocks are then unpadded so that we get back the original
message.

The blocks are converted back into a stream of bits/bytes and reunited

S0 as to obtain the complete message.
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This chapter portrayed the counter measures for the attacks which are considered
while implementing the algorithm. It also illustrated the steps which are to be
followed in the implementation of the multi-prime and multi-power RSA
algorithm on 2048-bit.

The next chapter discusses about the experimental results which are obtained

while implementing the multi-prime and multi-power RSA algorithm.
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Chapter 5

Experimental Results

This chapter focuses on the implementation of multi-prime and multi-power RSA

algorithm on 2048-bits and shows the experimental results of this implementation.

5.1 Basic RSA Algorithm

The basic RSA algorithm without the use of BiglInteger was implemented first and

the results were found as under:

Command Prompt |E_@J&J

—target <{release)> Generate class files for specific UM version
—version Uersion information

~help Print a synopsis of standard options
-Akeyl=valuel Options to pass to annotation processors

-2 Print a synopsis of nonstandard options
-J<flag> Pass <{flag> directly to the runtime system

C:\Users\Admin\Desktop\Thesis\New One\Previous RSA>javac Rsa.java

C:\UsePs\ﬂdmin\Dggktop\Thesis\New One\Previous RSA>java Rsa
P

13

689

624

5

A

5.689 2

q
n =(p¥*q)
nl=C(p-1)*(q-1)

¢
s £
86

i

PlainText After Decryption is

C:\Users\Admin\Desktop\Thesis\New One\Previous RSA>_
Figure 5.6: Basic RSA Output

It is applicable only to integers. When applied to strings, the algorithm fails.

5.2 RSA Implementation with BiglInteger
The RSA implementation with Biglnteger has six classes:

i. MyRSA.class implements the RSA PKC (Public Key Cryptography).

ii. StrongPrime.class is a utility class to generate “strong primes” — prime p
such that (p + 1) and (p — 1) have a large prime factors and prime r, such
that (r — 1) also has a large prime factor. Products of these primes are
resistant to relatively factorizing algorithms.

iii. MyTransformer.class with static utility methods suggested for applying the
PKC to data files.
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iv. MyRSAEnNcrypter and MyRSADecrypter (subclasses of MyTransformer)

encrypt/decrypt a message using a MyRSA object.

v. MyRSATSst.class is an application driver for encrypting/decrypting a file.

5.2.1 MyRSA .class Implementation

This class implements the RSA PKC. There are 4 constructors:

1)

2)

3)

4)

Given an integer key size 1 < k < 4000, this constructor generates
random prime numbers p and q (Bigintegers) with k bits; then it finds n
= p X g and generates random BiglInteger d such that p, g<d <nand d is
relatively prime to (p-1) x (g-1). The inverse e of d mod (p-1) X (g-1) is
calculated and p, q and d are saved in “MyRsaConfig.txt” in
hexadecimal format.

Given two prime Biglintegers a and b, this constructor assigns the value
of p and g such that p = a and q = b. Check their primality and then
generates d, e as in (1). Save p, g, and d in “MyRsaConfig.txt” in
hexadecimal format.

Given p, g, d, this constructor checks the primality of p and g. It then
checks whether p,g<d<pxqand GCD (d, (p—1) x (g—-1)) = 1. Ifall
conditions are satisfied, generate inverse e of d mod (p — 1) x (q — 1).
Save p, g, and d in “MyRsaConfig.txt”.

Default constructor: reads p, g, d from “MyRsaConfig.txt” and compute

the inverse e of d mod (p-1) x (g-1).

| MyRSA java - Notepad =@
File Edit Format View Help
import java.math.BigInteger;
import Java.security. SecureRandon;
1mgort Java.io.
public class MyRSA {

private BigInteger p, q, n, d, e;
private static final int CRTTY = 300;
private static final String configPath = "MyRsaConfig. txt"
pubhc MyRSACint ksz) {
SecureRandom rng = new SecureRandom();
Tong startTm = System.currentTimeMillis(), endTm;
p = new BigInteger(kSz, CRTTY, rn )
endTm = System. currentﬁmeMﬂhs(
System.err.printin("Generating p took " + (endTm - startTm) + "ms");
startTm = endTm;
q = new BigInteger(ksz, CRTTY,
endTm = System. curr‘entT1meM11'I1s(§
System.err. prmﬂn( Generating q took " + (endTm - startTm) + "ms");
n = p.multiply(q);
generateDE (kSz);
saveConfig();

1
public MyRSA(Ethnteger bgl BigInteger bp2) {
(’setPQN(
ystem. ex1t(1)
int p p h1tLen9th() q1 = q.bitLength();
generateDE(pi>ql 3 al);
save(mlﬁg(g

public MyRSA(B1gInteger bﬁl BigInteger bp2, BigInteger dnew) {
(!setPaN(bpl,
Sys gem exi IE(% . . hO:
p.bitLengtl ql = g.bitLengtl
1f (VsetDE(dnew))
System.exit(1);
saveConfig();

public MyRSAQ) {
B1gI|2teger pn, an, dn;

BufferedReader in = new Bufferedkeader(new FileReader(configPath));
pn = new BigInteger(in.readLine(),
gn = new BigInteger(in.readLine(), 16)
n = new BigInteger(in.readLine(), 16);
in.close();
af 1 setPQN(pn qn))
ystem, exit(1);

if ('setDE(dn))

System.exit(1);

|2 Command Prompt fi Original R " 8 MyRsajava - Notep.. sktop > < @ (4 € 1036 AM

Figure 5.2: Code of MyRSA class
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The class has a main method which can be used to generate keys:

java MyRSA <integer>

It invokes constructor (1) which saves p, q and d in the config file.

generates a “random” RSA system of the required bit-size.

[c+] Command Prompt

C:\Users\Admin\Desktop\Thesis\New One>java MyRSA 512

Generating p took 593ms

Generating g took 234ms

d<n: -1

gedd{(d, (p—1){(g-1>>: 1

p = c¢5c679cdB8d8c992ad540eaB447e9h29h157c17f2e2eh5d26ac88a6801603dBh274eh58a9bf
f7e39ah67h6506274f 8df 9ef bc5f5hhAdaf 3a58h7hal?h8d6hch

= cdd8h2573ccB6583ca2ecal??8c42a39c?454ealfedfc8cB8f8215cf3e19563ff11e2d6B6h?
37h76a96ebBfB3c1a871e@1h886hdh?cS5ffablaafc1362948f2d

= 9£@758c75h282c%ae96483c517645e29982daf 7149893e821531a5812a05F f BB2hebhce31icfe?
a618ff8a?hfh2356£1544beh?7939458h39hfd53%aB85da?5c1a%e23ca552935086a?51h3af32fd6cB3
59e8534667265704dec2h5ee?78f8a204a9f0118a6251a705af ec4629d3c9d6676a90c4f 770296 f
feB@bh21ddf73ebe57af
(1624 hits)

d = 18daBd2e832132a08806fe3cePee68de299818f8afA?@53hcecPeb34%eechcefB528ab6ff436d
4h55f21c93££827d2153%eaf9%ec4198c3822hh4e4bf albf182%9ef9£11988%9ddad454c29ah?575de?
c4bdaeccichf5hc35742da4fBd89501h2ac%4elefhi3ehf4e598ae6742a51ef664e794450h272852
167df1£h8339f8eh5df1

= 8d02c32daB5df ad48hBB394aBcc51aB186e707d8e69492del1dIh5767a87d421c237696487¢76
h?7c12418a%e??7f 7ac43fdBa2eha2df3968e702h2a1a393h?0295f5h2ded?d467e15cch9475¢7c 920
386f7h108cc1460cBB8e4353h7561d24c5fBd8A3caadh941985977adcl1?hdeb3h437302a3cf1£2a%6
687317ea683996£48069

C:\Users\Admin\Desktop\Thesis\New One>_

Figure 5.3: Generation of Keys with n = 1024 bits

Command Prompt

Us NAdmin\Desktop\Thesis\New One>java MyRSA 1024
Generating p took 648%ms
rating g took 1342ms

<n: —1
gcd(d p—1>Cg—1>>: 1

= a7%ead?75h8ce3faB861a38d2218dbhBh5733ed?2£2235292fc11a67?7724hA30Be2hddca83h8605
ef6744e8ef26d467f?h25aad9ede20?f3ece1ba37967bad828bfhcfc3966@c845268d864f36754hh
6c528592576352f1cdc15af674d283bh34dcd?22ef8628h14f2381ff4d56ac4115874f1eb?a6213f6
29457fh6633Ff78c731a9

= 8d6Beac35hBBaddfd2f ?h213eb4c6%2e16a483b2d5926202f d8408f ?ac?d21d1fah?abhB8%hfe2h)
fBc7d2chebh341ed19a157f458e8a6e923dd387c11hf08d9 £57b7db422£735a55cB5ae2c925035c4
7%2e1d6248dbf f aB?87a4d74e518fe?25h8fce3eB493£64d14c29d3abbh864d91bh3f5dcah?ch3ce?
42dc5h170866h235he87

n = 5c%21dad46a4f5be357618h4c83d32a68%245a2be53ea?39270f1208768f 30bA1595¢c678e515de8c?

bbh143f2485a7f466e426488f33f%215edf 2eef686dh?28df 65adac2eBea?8ef5808eh3BeBhcbfac4?
78f38f182e9821d56acfe?2d425¢c72c292e509h38ab389%cabbhdd?78h?ddad4?ac?h198460822920e41
£fhddd4?7?71c3fd51fd13ffc5d65d751e3%elf

{2847 bhits>

d = 3f3167852c4dda285648%1ec42cc?4a44ed1?3dBebh?4a82ed?5347cabde69h3314adB35cc328
Bd?24c58aec1?da5854fdBee57621ec4B3e88ae68146f ada?8?haSh37fa8289872aa9%6ef£f££1266
£f2c?e8983bh7d38fa882f376f8cB6f9d13eBBf edcatbbebcaf1788fB216489h8867c287f a3B8dad4697?
B51187¢32241891427d79bbh2792%92c68f6c186457119264299%2ae7712268c362563e6730B6c62bh5877
af@5h4f db385e9388hee61dB8a?26ba3ffad2a?481f6d929813667a97%chSef?71861belc4d3d8al?ed
61668721h2dda80c?248h2200aB42f21df542e32dBalabcl1d827feBa2337571386fc4f2h?f731ad2a?
ccb6f8788ed4acee?8cBae3h?83£2338Ffh76d

e = 2ca2%abac2e13a92740f479783d0Be4f3d3bBcddBcB83fA32af fhf?74d2751bf5edad4276411368
233e12h%c363e29243dcfa2bl2caa6f25a4h4e8%2a772921d8ddc2be4684343c275208ca218c2a6f41d
a5991afB4a10824he?32d8b7476230861ehe38502e2h?hdfAcdea??3f4d?e11d68cd241812hee39541
a541a835755a7ch282de3cha%e84cf ?790c25b3£58c53aedc452d?ac1922a3cBa%e8c5224478h2092e
50df d489h4545ee122dc6bBf6df1d6885c26162a935daa?98ah499cB4£33526702b6ad4?ebh146845
ef266147087764408ac341%ceb487a1chdB2d1fe2176e927d9c2eBf cc4B85£7665f14404028c4f d%eec
5ad?c138£f08245d4f92860838dabh?7852h736985

C:\Users\Admin\Desktop\Thesis\New One>

Figure 5.4: Generation of keys with n = 2047 bits
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-] Command Prompt

5c6a5621085cc12d1B8cl1e3e58d8c?36a51fel13£f3632f6cf6a?8148b7a28bedf 28dbh29589£3e74529
dc873bhf469364693730913df90141e5f48fd

g = dedc5e322c?7f5dBd2f20d8ef 79c43593012638021b1bbcB8f2432abh2095b695e729f1Baef 203
8e43f3a65580149826fBa4279712a847da?6016c99deb62e7?bB1c88Bebaecd5711d47hB3869d6870
1dbe221df6aB872e1£f3082080152d7cc8fabSccl11921aa433f496a508cffd272cdc464fe?26bB3d26bc3a
cBbdel11139865c481e93a7ed879c?ecee3163eBcccd5381845cdb5fedc984c?7a485d408a%c3aB23f
603ef ff0227h791c581457892bc6d1921b6a?1bh?26feBh2f69d72d2ed??7187deba42118e£13d53529
alda82dd?f9328cBd64f a56fb1ldc42cd3d2f99bh14192feB325127c33238558f bc5¢c688de274034d
a2dcBedf 4e274dcaf2aaad?669193a2a995d

n = cBeBBh89778011329333h2282c3356d872dc?d3047%e874a446f2af6033905796da44495d807
43834670e435c764bbhB3fc8cB8eb155cee2df14618f145b8788b282254a5ce37babh43d685c45d5efd

c263a%98eed4c2h325dc85e4aa4B5bac?de8f £f4h77886aBecbc?d26ed?318e9278c8883a8cBe31de2e
cd623e162hd434ae?9272f5d36ecdbBh667c7c51842198d346208a4bh2c3941c?3bh54c5bhb2727e2471
bh3bf8ch428chbb42a1376bel112dcf124bhddcf1488e6849d7bf574888862cd81eebecB844827c2161b5
2d701747785a2h92242556a88631ah3068ef32777fce6d464803f a?c3675bb5d?69236b2d527c81ce
SeeeBcc481edd2198h1ff8973e9886998d7c3cd1Bc2dc2hdec?hc3e5ab6f288728fdecah28fe%baf
%gggg9%438§4a5d3c432h7e8hh2c@fa8542349925&5h44f@792bh15dd55646heh889

its

d6el1008548f bafa22dcB22238258el1ddaa?c3a53e28592c41926d3415f6ff7cB28%2adBB849cB266decH
B28d78e8c1329h1476179dBa%dc6e86de3df1200cBB6d1h4c8136a8315507575%a89d6fechlic8757
587edf f hdB28h80841d2e851e828cbhb1252ba?b4?79185hb65h44e348a%f aBd4ce8cB8el6876f a3baBaald
278bf2dfc4aaB821634fbef fbc20753922b624f2f23chh6b835a723832c418c185e77f

C:\Users\Admin\Desktop\Thesis\New One>

Figure 5.5: Generation of Keys with n = 4096 bits

1| MyRsaConfig.txt - Notepad (=X
File Edit Format View Help

29509dded6016ec876895h504bee2ddebdf9527349e112767788db0ebfh61375e475479420d6dd1276375Ff2946b193229a6e4 -
2cd08aa5afh23af0082b92da3325ac822514ebce278c20281h54fdc0b6047a3fd480111300ac9dceb9cd60b27b82609e399bb2
609d45577e02d6c5F4f7
8f9f8e0045ff32a7al6e3b30b9aa34e4be69928c4a4df0a585d15f12e7c00001d23f7a3348dac7ddea090f699e33cf1d49462
71e3774d5d8bf11cfd6f55c1e6eaf96f282df0bbb6e263d6d412f9badd9114108d2ee32606a9f15eff852017539%ece9cb31h3b
e8be58376f03bcba77as
44e29a57b5a3828a7b6edf7ddaf369b2d2316fa5dea5055ca915071bd860befde6e650472d74ef8c8fad04ad50fc429d65b15b
c1a35f9555eaf19053797903966cf7ach598a89h12afcdf2a0279ee092c16h541e2c3fa820632e92a99f404b63e01ebbd04c29
a04552f66c40871fb3b0d6asfef4457a4e3239554860fd55402bhde87bab9f051d9548beb2d0eh5b027a6755che03eh53f29e2
16c7acd9936bh3321d205feccace75dfal9ed375¢510981891d31261fad4806b9ec7 c66c4f87552ca324a7e35bdea825fe3a6f8
b8a2d3e7ec8972fa4fa2e81a45361366296chadd

Figure 5.6: MyRSAConfig.txt for 2048 bits
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java MyRSA <path>

It opens a text file and attempts to read two Biglntegers from it, and

invokes constructor (2). p, q, d are saved in the config file. Use this to

generate a system from a file containing two “strong primes”.

] Command Prompt

C:\Users\Admin\Desktop\Thesis\New One\Original RSA>java MyRSA “C:\Users\Admin\De
sktop\Thesis\Neuw One\Original RSA\MyRsaConfig.txt"

ged(d, (p-1(g-1)): 1
p = hBe?c3c58f5cec9caldfdeeblcI4f c48d25750c92f86174c97ad6105da36?754adee2cf a?d?abl
cdB85f1e86h26c3f766f4632089f 9c7e30954f 636d4340dh4B8d1hdedlic7ch4d4cBhealof af f33eBf8
e?73hf8831d22a1c5d6c42h84017d813885d1dc5alc813cf62d5707ef Bech95004f haa?5036a46582
ddaf dh407eae8048hbe3

g = 823%e617ach95c@537213d4a2920c@694h5a56a5221f4aa%e1270cf93ad9c1B113a2c5¢c5each
B78£9927h6£79f a64a5243573892315h5f 6adc941909e39622144ccha®622849£68h22cd61d2cB4d
3ahB540911e@%ac4h4e948e47a8F6103h84£1431846480he386871cf61551706eecb685fe15611685
944841h754822hhe21c5

n = 59fdh4@57f dcBBA1h5adah418d@8af e34Bee?3dIhBe9373add2caf 7heh5d374h2a9157f dB1d8
ee?h83a72h7351£698578h4cf371h295a9739688c4f 4e@2Bde12h81c19caf@56Bd2fele?a87chdl3
9fe8e957d05de9016f1hee@B207ffe3ch9e352801c8128@c7e18e22deha?ae2c?ac288f39d763e3
1cdceh835d2df36eh19de2d4Ac119e6e51838adh18e68255988h5¢c384ebae6988cAhe1157dh?ceds
48f 6hcdbchfB6cd@5h14513af e@d?7d2df a8B4246e43h47h964483d2f dSef 4ed?2a1B6c20d3f58a5
eh56f 7c?74721h7238e61hB36ah7e6Bdf A3dh27786d434324814285579c963BdcB894h4cdbh?1152e8e
4147420021dc%ee@3fh3bedc2c?f501f faf

(20847 hits)

d = 3h0486f9cfedabBbbedaafch9762321aB21cach35??fche@9fd2315190f diffc34eBdbaadh3ff
1d53¢87?775dbdf c3hf 9daSea?5dfe5h16691fBhc4d127h244d3739890cB57ddcP6338d95786dccfb
aad10e9h14hf 7d16h6f376adchabBbcal2188c91eeBasb?ed5cide2ad3chhecIcdbbabf dB2e?76a2
c71eef 76f1f4616fhB1e92h79317ea47028172ccf376c5f1df ab28ecBaece8d1643a8d5f8156cdaad
ac3086dfde83d16£513502h2aa3469d1c69deB551hee?52¢1cB9a553e8£579Fe11f9dabdf £2454he?
8ded49f9d1f?5chcbebfbehehaac?ad660820hd6@d?7502h19cf8f95hece?ccde5c152d22c0c 71291
d168d4fc39982ffd1c?52¢349£30759590¢c3

e = 59d8cec252¢75d7a15e9c55¢561d905ed94abf hdi86caeef12aB6a492d7h3a351h648ae8h678
2¢99628109h6h20ed23413f1140d38999f ce461d498aB64dd93d94d65%ahahb26ddf £377e5480053
9621d6ff84aeh237e43h57dc88h73d3e83F315d37f4f c9cadaBbifc475dh813hddbf ed?h?4925da2
93f611a975eaaeac2543a20c20hf 7a1368f6e286hf 7£81de858ffh932fadeelc3ch7cAlaedhf 1386
aad?ahB93a42615fefhhal?5e9c832c49e5ac4ac??33e760ed2083h6hdi6a2da2232061883£49662
hdahldeaecc2846hec43hfBa2d4474c6d02df 46601550cPedef ?9ec?8adIhbecc1187961£84d97h?
hdhad48h3e9c1f28a64aB7f5cd235a4054de3

C:\Users\Admin\Desktop\Thesis\New One\Original RSAD>_

Figure 5.7: Reading from “MyRSAConfig.txt” and Generating n

iii. java MyRSA

It invokes constructor (4) — reads p, g, d from the config file, and

displays the details.

The class is also an encrypter/decrypter factory: there are methods to

return a MyRSAEnNcrypter object and MyRSADecrypter object.




[c3.] Command Prompt

C:\Users\Admin\Desktop\Thesis\New One\Original RSA>java MyRSA

p = bBe?c3c58f5cecPcaBf4eeblc34fc4Bd25750c922f86174c97adb1085da36754adee2cf a?d?ab1
cd85f1e86b26c3f766£4632089f9c?e30954£636d4348dh408d1h4eBlc?ch44cBhealbf af f33eBf8
e?73hf8831d22a1c5d6c42h84017d813885d1dc5aBc813cf62d5787ef Bech?5084f haa?5036a46582
ddaf dh4B7eae8848h6e3

= 823%e617ach%5cB537213d4a2920cB694h5a56a5221f4aa%e1278cf93ad9c18113a2c5c5each
B78£9927h6f79f a64a5243573092315h5f6adc94190%9e39622144ccha?622849f68h22cd61d2cB4d
3ahB540%11eB%ac4h4e?48e47a8f6103h84f1431846480he386071cf615517B6eec685fe15611685
944841h754822hhe21c5

= 59fdh4857f dcBBBA1h5adaB418dB8af e34Bee?3d9h8e?373add2caf ?hch5d374h2a9157f dB1d8
ee?h83a72h?7351£698578h4cf371h295a9739688c4f4eB20de12h81c19cafB568d2fele?a8?cbdll
2fe8e257d05de?016f1heeBB2B7f fe3ch?e352801c81280c7%e18e22deba?ae2c?ac288f39d763e3
1c4ceh835d2df36eh19de2d4Bc119e6e51838adh18e68255988h5c384ebae6988cBhel1157dh?cedS
48f 6bcdbch?fB6cdB5h14513afeBd?d2df aBB4246e43hb47h964483d2f d5ef 4ed?2a1B6c2B8d3£58a5
eh56f7c?74721h7238e61hB36ab?e6Bdf B3dh27786d34324814285579¢92638dc894h4cdbh?1152e8e
4147420021dc%eeB3fh3be3c2c 7501 f faf
(2847 hits)

d = 3hB486f9cfe3aBB8bbedaafch?762321aB21cach35??fchcB9fd2315198fd1ffc34eBbaadh3ff
1d53c87775dhdfc3bf9daSea?5dfeSh16691fBhc4d127h244d3739890cB57ddcB6338d95786dccfb
aa41Be9h14hf 7d16b6£f376adchabB6ca32188c91eeBab7e45cidc2adB3chhec?c456abhfdB2e?76a2
c7leef?76f1£f4616fhB1e92h79317ea4?7028172ccf376c5f1df a628ecBaee8d1643a8d5f8156cdaad
ac3086dfde83d16f513502h2aa346%d1c69deBS551hee?52c1cBa553e8Ff579fel11£9daBf £2454hc?
8de449f9d1f?5chcbebfbechechaac?ad66B820hd6Bd?502h19cf8f95hece?cc4e5¢c152d22¢Bc71291
d168d4fc39982ffd1c?52c349£387595%90c3

e = 5%d8cec252c¢?75d7a15e9c55c¢561d9085ed?4aBf hd186caeef12aB6a492d?h3a351h648ae8h678
2c99628109h6h20ed23413£1148d3899%9f ce461d498aB64dd93d94d65%abah626ddf £377e54800853
9621d6ff84aeh237e43h57dc88h73d3e83£315d37f4f cIcadaB61fc4?75dh813h4dhf ed?h?4925da2
923f611a%75eaaeac2543a20c28hf 7a1368f6e286bf 7f81de858ffh932faleelc3c57cB3ae4bf1386
aad?abhB93a42615fefhbal?5e9c832c4%e5ac4ac??33e76Ped2883h6h416a2da2232061883£49662
64ahldeaecc2846bec43bfB8a2d4474c6dB2df 46601550cBedef ?%ec?8ad?bbecc1187961£84d97h7?
hdha48h3e9c1f28a64aB7f5cd235a4054de3

C:\Users\Admin\Desktop\Thesis\New One\Original RSA>

Figure 5.8: Output of java MyRSA

5.2.2 StrongPrimes.class Implementation
It uses Gordon’s Algorithm to generate strong primes. The main method takes
an integer as a run-time argument and generates a strong prime with at least as

many bits.

[l StrongPrimesjava - Notepad

File Edit Format View Help
hmport java.math.BigInteger;
gcrt Java.security.SecureRandom;
1lic class StrongPrimes
pub11c static BigInteger getStrongPrime(int kSz, int crtty, SecureRandom rng) {
hna1 BigInteger ONE = BigInteger.ONE, TWO = ONE.add(ONE);
if (ksz < 12?
System. err prmt]n( Too few bits for strong prime");
return nu

BigInteger s = new BigInteger(kSz/2-8, crtty, rng);
BigInteger t = new BigInteger(kSz/2-8, crtty, rng);
BigInteger i = BigInteger.valueof(1);

g1gl{nteger £

r = TWo.multiply(i).multiply(t).add(ONE);
i = i.add(ONE
} while (Ir. 15Prcbab1ePr1me(crtty))
BigInteger z = s. modPow(r subtract(Two),
BigInteger E multiply(z). mu1t1p1y(5) Isubtract(ONE) ;
Bngnteger = B1glnteger valueof(1);
B1gInteg p = TWO. mu'lt1E1y(r) multiply(s).add(ps);
hile (p. b]tLength() <=
k.multiply (TwO.
= TWO. nvu'lt1p1y(k) ‘multiply(r).multiply(s).add(ps);

while (IE 15Probalz'|eP;1me(crtty)) {
= Two.multiply(k).multiply(r).multiply(s).add(ps);
return p;

public stat1c void main(string[] args) {
t kSz = Integer. parseInt(args[O])

System err.printin("Finding a st rong pnme

Tong startTm = System.currentTimeMillis(Q);

Blg{nteger s;]u = getStrongPrime(ksSz, 300, new SecureRandom());

if (sp I=
system out. pr1nt1n(sp toStrmg(lG))
System.err.printin(". sp.bitiength() + " bits; took " +(System.currentTimeMillis() - startTm) + " ms");

Desktop > < @ ¥J00 1114 AM

Figure 5.9: Code of Strong Primes class
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java StrongPrimes <nBits> >> <file path>
If this is done multiple times to accumulate strong primes in <file path>,

separated by new line characters. They are in hexadecimal format.

Command Prompt =X

C:\Users\Admin\Desktop\Thesis\New One>java StrongPrimes 512

Finding a strong prime...
13he?79£4218f0c80d3c274hah546Peac84548194dalale8?29949595d@h2f aab6f 7619e4e5¢5d998
52h8hB567h1e?6c4999h78ha5hb3a5hbh5ae75138c65eeed

vo. 513 hits; took 2715 ms

C:\Users\Admin\Desktop\Thesis\New One>java StrongPrimes 768

Finding a strong prime...
1e58a285da%d52f6e34553128380cca3dbal ?h5023f 364hbadbideddf 2h?f h2a8dfSh4al2af 7e86h)
c68642ha?734d1801a6608f ff5d4caf1ffh3hc49c21eeadf f5hfbaa?95efd?Bedal?29ac54hde5488
ch3d43cdaleh2c48d5df 20a258¢ca50289

«ou 769 hits; took 8517 ms

C:\Users\Admin\Desktop\Thesis\New One>java StrongPrimes 1624

Finding a strong prime...

28h5651e0678h2daab7c4f 28fe26778e6d56162a83c82hhf3456e647479712cc8%9e43h74c 381e045
2ee6h32%ac5501dd61347c£1965£982ed521chd1h37h8chec?B591acBac2dadiheadfh367h59561
68863fe9d73d@2c5adb46e2ealeada?hIbceddeah16h6B4734h5454c43e173418794adde2d28e34
a833e@1cdch247he?

... 1626 hits; took 31982 ms

C:\Users\Admin\Desktop\Thesis\New One>_

Figure 5.10: Strong Primes with 768 and 1024 bits

Command Prompt || E) S

28h5651eB67@h2daab7c4f28fe26778e6d56162a83c82hhf 3456e647479712cc89e43h74c381eB45N
2eebh329ac5501dd61347cf1965F982ed521chd1ih37h8chec90591achac2dadiheadfh367h59561
68863fe9d73d02c5adb46e2ealdeada?h96ce43eah?16h604734h5454c43e173418794adde2d28e34
a833eB1cdch247he?

... 1026 hits; took 31902 ms

C:\Users\Admin\Desktop\Thesis\New One>java StrongPrimes 896

Finding a strong prime...

3998aB21£2d0373e56219849911cfaa?455d5hcdhBd9f Ycd4cBhIdeah442ah2912da@d251dcef 424
badafa2994dah24e11e82h9h9708831£37e98950764cced9544581347d7d9dc9ah9%e3d4dBe7463d9
4129h655eceal3924e8a2f855863d78244a1c7ad1ad@4hbh2d5f 3cehb32Bccael

... 898 hits; took 78871 ms

C:\Users\Admin\Desktop\Thesis\New One>java StrongPrimes 2048

Finding a strong prime...

2h77534661a82f dicScehee@q42h4087a4937f 2f he@6819cde35ccd13?e7876cahdcadc31e5915462
183healb18685h1431fe859579£2405hd17ch?36732044439da6?77333af87e9148%f ad6dBBalaadd
622da2f 7e817def f47d6edac1f726375813183ce@5fe648h238fB4d76a124d7d125af £ 9842114a%d
ad4f d34843d9df 75dbf 9019h33316c526caBi4e29e02dd765dBa?dch478c24eedaalfe?2a5£55d1d)
96352871ed?741d1h@55428£92a75eh42557dd2226d374e 3bf 410f dbf df c ?hBchecc79d7h76feb3cd
A1£0270f bhif3dh181441h881hhf 8h8B2a%a2%e7a6B88ec@I6371hBac8h3?764ct Beehd@54e46196
225d4686f0a71939257c89046dc517afd

«u. 20858 hits; took 161273 ns

C:\Users\Admin\Desktop\Thesis\New One>_

Figure 5.11: Strong Primes with 896 and 2048 bits
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Command Prompt |ﬂ%

C:\Users\Admin\Desktop\Thesis\New One\Original RSA>java StrongPrimes 512 >> "C:\
sers\Admin\Desktop\Thesis\New One\Original RSA\Strong Primes.txt"

[Finding a strong prime...

... 513 bits; took 7488 ms

IC:\Users\Admin\Desktop\Thesis\New One\Original RSA>java StrongPrimes 1024 >> "C:
NUsers\Admin\Desktop\Thesis\New One\Original RSA\Strong Primes.txt"
Finding a strong prime...

. 1826 hits; took 47622 ms

C:\Users\Admin\Desktop\Thesis\New One\Original RSA>

Figure 5.12: java StrongPrimes for 512 and 1024 bits

{ T
7| Strong Primes.txt - Notepad (=] B )

File Edit Format View Help

[Lc2e05589892bf9da4al49a63b361f6bdace091535fa977774958b7a9a296e0171f0f30946f7d9c0f7198911600446d6ee63c6 -
738e6599840d5ad9b0bf75d3335

2be704f7560b083d7 ebc8c59aa44222adca94e524a6c886c2d116¢2300781311102b6c8c4d08904ae426cb27d8ddbdd70d9405
167d38c6c680a55806810d8ad69ac3775f7elclce05hfec5h7aa3684f0388c2b1765693adlde72b9e70c18e94d444191ba9085
713c7d1274a029cb015b1a704774113d111294dabac653510c33

Figure 5.13: Output of Strong Primes executed more than once for 512 and 1024
bits stored in “Strong Primes.txt”

5.2.3 MyTransformer.class Implementation

MyTransformer.class is a base class with methods for blocking / unblocking /
padding / unpadding an array of bytes. An array of bytes needs to be divided into
blocks of suitable (and uniform) size. Each block is interpreted as a Biglnteger
and transformed using the encryption or decryption transformation. The result is
converted back into blocks of bytes which are reunited, minus the padding. The

cryptographic transformation appears as an abstract method.
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Bl MyTransformerjava - Notepad
File Edit Format View Help

fim gort java.math.BigInteger;
1lic abstract class MyTransformer {
protectedfsEg]ﬂc bYtEUH ad(byte[] m;g‘ int blksz) {

i
throw_new I]1ega1ArgumentExcept1on( Block size out of range");

int nToPd = b1kSz - msg.length%

byte[] pdMsg = new byte[ms .length + nToPd];

System.arraycopy(msg, 0, pdMsg, 0, msE 1ength)

for (int i=ms ength, i< pdMsg. 1engt HR )
pdvsg 1] (byte)nToPd;

return pdMsg;

protected static byte[] unpad(byte[] msg, int b]kSz) {
int nPd = (msg[msg.length - 1] + 256) % 256;
byte[] rs1t ="new byte[msg. 'Iength nPd];
System.arraycopy(msg, 0, rslt, 0, rs]t 1ength),
return rslt;

protected static byte[][] b]ock(bzte[] msg, int blkSz) {
int nB 1ks = msg length /

byte[][] b ew byte[ns]ks] [b1ksz];
or (int i < nBlks; +)
for (int j j_< blksz

ba[1][]] = msg[1 Eﬂksz +31;

return ba;

}

protected stat1c byte[] unb]ock(b\{te[] [ ba, 1nt b]ksz) {
te[] ub_- new byte [ba.length *

for Gnt i<ba. 1ength, 1++)

=
int j = b]kSz = ba[1].Tlength-1;

while (k >=
E b[ b'IkSz+J] = ba[i]1[k];
P

}
return ub;

public static vmd display(byte[] b) {
String digits = "0123456789abcdef";
for (Ant 1=0; i<b.length; i++)
System.out.print(digits.charAt((0xff&b[i]) >>> 4));
System.out.print(digits.charAt(b[i] & 0x0F));

MyTransformerjava - Notepad

System.out.printIn(" - "+ b.length + " bytes");

protected static byte[] getBytes(BigInteger bg) {
te[] bts = bg toByteArray%
(bg. b1tLength()%8 1= 0

——
(9 (=] B "Of ThesisRep...

Figure 5.14: Code of MyTransformer.class

5.2.4 MyRSAEnNcrypter.class Implementation

— —
B Anmple. = Commane. "W 3 Windo.. = "1 Strong P i!"PhotoFiitre & Lehmber.. M MyTransfo... | Desktop >

<Q

MyRSAEnRcrypter.class is a subclass of MyTransformer which implements the

encryption transformation.

| MyRSAEncrypterjava - Notepad "

| 5 |

File Edit Format View Help

[im Eort java.math.BigInteger;
Tic class MyRSAEncrypter extends MyTransformer {

private BigInteger e, n;

public MyRSAEncrypter(B1gInteger e, BigInteger n) {
this.e = e; this.n = n;
System.out.printin(" Encrypt1on key:"
System.out.println("n + n. toStr1ng(16)),
System.out.printin("e = " + e.toString(16));

}
public b¥te[] transform(byte[] msg) {
ong startTm = System.currentTimeMillis();
int blkSz = (n.bitLength() - 1)/8;
byte[1[] ba = b1ock(pad(msg b1kSz) b1ksz);
BigInteger msgBlkInt;
System.err.printin("" + ba.length + " blocks");
for (int i=0; i<ba.length; i++) {
msgBlkInt = new BigInteger(l, ba[il);
msgBlkInt = msgBlkInt. modPow(e, n);
bali] = getBytes(msgBlkInt);
ik (1%10 == 0) System.err. pr1nt( \rBlock " + i);

System.err.printIn("\rEncryption took " + (System.currentTimeMillis()-startTm) +
geturn unblock(ba, b]kSz+1¥;

ms");

Figure 5.15: Code of MyRSAENcrypter.class
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5.2.5 MyRSADecrypter.class Implementation

MyRSADecrypter is a subclass of MyTransformer which implements the

decryption transformation.

J MyRSADecrypterjava - Notepad

File Edit Format View Help

pu

ﬁmgort java.math.BigInteger;
Tic class MyRSADecrypter extends MyTransformer {

private BigInteger d, n;

public MyRSADecrypter (BigInteger d, BigInteger n) {
this.d = d; this.n = n;
System.out.print1n("Decryption key:");
System.out.printIn("n = ™ + n.toString(16));
System.out.printIn("d = " + d.toString(16));

}
public b¥te[] transform(byte[] msg) {
ong startTm = System.currentTimeMillis();
int blkSz = (n.bitLength()-1)/8 + 1;
byte[][] ba = block(nsg, b1ksz);
BigInteger msgBlkInt;
System.err.printin("" + ba.Tlength + " blocks");
for (int i=0; i<ba.length; i++g {
msgBlkInt = new BigInteger(l, ba[i]); //make a +ve BigInt out of current
msgBIkInt = msgBlkInt.modPow(d, n); // hlock, enxponentiate it, and
ba?i] = getBytes(msgB1kInt); // recover the bytes
if (%10 == 0) System.err.print("\rBlock " + 1);

System.err.print]n("\nDecr¥£tion took " + (System.currentTimeMillis()-startTm) + " ms");
return unpad(unblock(ba, blkSz-1), blkSz-1);

Figure 5.16: Code of MyRSADecrypter.class

5.2.6 MyRSATSst.class Implementation

MyRSATSst.class is a driver for encryption / decryption of files. File is assumed to

be of modest size, small enough to be processed as below entirely in memory. The

main method does the following:

Constructs a MyRSA object (by default -- wusing values

MyRSAConfig.txt).

in

Depending on run-time arguments calls the MyRSA object's factory

method to obtain an encrypter or a decrypter.
Reads input file into an array of bytes.
Transforms array using the encrypter/decrypter.

Writes the transformed array to a file.
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MyRSATstjava - Notepad

File Edit Format View Help

[import java. math B1gInteger
import Jjava.io.

public class MyRSATst {
public static void main(String[] args) throws IOException {

if (args.length < 2) %

System.out.printin("Usage: java MyRSATst [e|d] <path>");
} return;

MyRSA rsa = new MyRSAQ);

MyTransformer trfmr;

if (args[0]. charAt(O) = "e")
trfmr = rsa. getEncrypter()

else if (args[0].charAt(0) ==

trfmr = rsa.getDecrypter();

else
System.out. pr1nt1n(rsa)
System.out.printIn("No encrypt/decrypt option specified");
return;

}
File inFile = new File(args[1]);
int inputLength = (int)(inFile. 1ength()/100 + 1)*100;
BufferedInputStream inStrm = new BufferedInputStream(
new FileInputStream(inFile));
BufferedoutputStream outStrm = new BufferedoutputStream(
new F11e0utputstream(ar?s[1]+ .out™));
System.err.printin("Buffer size = " + inputLength);
byte[] buf = new byte[1nputLength]
int nBytes = inStrm. read( uf);
System.out.printIn("\n" + nBytes + " bytes read");
byte[] msg = new byte[nBytes];
System.arraycopy(buf, 0, msg, 0, nBytes);
byte[] tmsg = trfmr. transform(msg)
System.out.printin("" + tmsg. 1ength + " bytes produced");
outStrm.write(tmsg);
instrm.close();
outStrm.c1ose();

Windo-. = "I Decryptery.. | it PhotoFre | " & hgarSarai | ]2 Notepad ~ Desktop » < @ 4, WA 1158 AM

Figure 5.17: Code of MyRSATSst.java

In order to encrypt the command is of the format:
java MyRSATS st e <file path>

(C:\Users\Admin\Desktop\Thesis\New One>java MyRSATst e “C:\Users\Admin\Desktop\Th
esis\New One\New.txt"
Encryption key:
n = 916h4adhc57f161£012hh4hB6c8h817a395195aa5d8df d5%e33£76307fe96ea52098fhf1%e63
7e246h6c444c4725f 9h65hh32e7£8273010031965534d695Ff1a2032dd1334ha712hiabdf 9f Adfee
4ahf£3021c272h6d44689h02808dc472ehhB4e8095af ££4960988¢22BhebBc12h82c9049718cdab3
adcfab2he243dc511d6d8158cf?551aebae82d36fe6fd274004815%eedde15251h54dhabhl1639£573
f78f1c3ch?d35heedcdadB8613287h4fh%aaaf5f37%aaba?34a8c41c8436afe341a7a44284de1alil
67h47aB6hh579e 7f Bd4004881a8742595a31c81c882861590d970de21c1hlia4fef 98dBad5c55018
2e0d891a36f 7fd82f fc18h53722£87a996fd

= 1861a3h372h3a114927h944558c9hah8da6278860haB5073%¢35800f c1e5c2h8a%e6263442hf
a249d55640d@bhf e ?f ad3837hB357697hbafe392hale@?Bh230f 4h21chbe46759hcBad9fB3558h90
£294cfBhe3h61bf df 2aa?3094256a0964e4528f f 6hcadh4h434d86dh3eaf h5731h52f635hab392da
ﬁBSbhee5@0235149cSBe179eff?a3264f98b135Seﬂﬂdafa782f2Bdfefh1594c4h5d1d4991hb469ee
608fd2afB8f5ceadf2c4cf 74dc11350£364629£5547hdaall16Bc3814905a?7716701ac4B3dec23d8
\72d196aab2488948d6@5a268566766&hc?e2168d9da6thf4948fb9fe84ff@9454a56991b4bd1a7a
20dc?23c£35012994hB473d21d5¢cdead8f8h

Buffer size = 1400

1344 hytes read

6 hlocks

Encryption took 46871 ms
1536 hytes produced

(C:\Users\Admin\Desktop\Thesis\New One>

Figure 5.18: Encryption of Text Using 2048-bits
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v | New.txt - Notepad =i

|File Edit Format View Help

[Today’s chptography is vastly more complex than its predecessor. Unlike the original use of -
cryptography in its classical roots where it was implemented to conceal both diplomatic and military
secrets from the enemy, the cryptography of today, even though it still has far-reaching military
implications, has expanded its domain, and has been designed to provide a cost-effective means of
securing and thus protecting large amounts of electronic data that is stored and communicated across
corporate networks worldwide. Cry?tography offers the means for protecting this data all the while
preserving the privacy of critical personal financial, medical, and e-commerce data that might end up
in the hands of those who shouldn’t have access to it.

Computers allowed for the encryption of any kind of data representable in any binary format, unlike
classical ciphers which only encrypted written language texts; this was new and significant. In recent
times, IBM ﬁersonne] designed the algorithm that became the Federal (i.e., US) Data Encryption
Standard; whitfield Diffie and Martin Hellman published their key agreement algorithm, and the RSA
algorithm was published in Martin Gardner's Scientific American column. Since then, cryptograqhy has
become a widely used tool in communications, computer networks, and computer security generally.

Figure 5.19: The Plain Text which was used for encryption

| New.txt.out - Notepad =|E

File Edit Format View Help

B~ S0 DA TR g S D SRR IR SRR BB TR R D S e 5! Lo OERATANE S48 LI SI3R B DT I S D D R DS

{4 Covman g et 2083 Tl C-ORFaRE A0 MeE RHEREBARIHS DRSO D SIZURER RN M 4 D CUBIRAETTEIE AT ¥ Bt D 4 DO 3% C W ATAE 1 Y002 Tl 4 it
RS I A 2 ! ooy U DAY BB L SRS SHIRBUE ~ 038 0 5 D80 D CIg SRR OU PR iRee 02 DN X SR B S0 U DR s D O 0 M B S i
nRIABYLTE R S L2 AN BB H TSR E D Iioss 0TI DIRF I i W RTERIR R IR RN D D2 S 21 2008 ok CHRIE S R TEIBY 2064

e S00E - CBIBHA DU SR DT S = D REB NI e C D A DR 2R SRR A8 60 ¢ DR DT T B 2R 3B 0 2 D 0r g IR M N T T
BN PR ENGA TR 7 0 DT o BT CHEI ORI B iR U R Osl SIRECUMI CODSMER D SRARI R LB S €10 20 S Bl b DO BMIER DR AU R
RS DR 2 B S DU ERI AU Wi R R C CATRIC R D T

= -

? HERAE T T 2 OSBRI ST 2 D OS> T | B DR D RE
AR EN eSS E ¥ DR BRI BHR DREMEI R N S IR B D5 TREER e 8A 3K} o oREIB I Cf SHEM B TS1E0 0 CRERE1E 0 88 DA CEp mehiCiags
IETERRRCHBRAMEE R KR W A B3 SR C CRIBREEN R Dk T RS ShEne R I e fAL

Figure 5.20: Cipher Text with n = 2048 bits

In order to decrypt the command format is:
java MyRSATSst d <file path>

The output appears (eventually) in <file path>.out.
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C:\Users\Admin\Desktop\Thesis\New One>java MyRSATst d “C:\Users\Admin\Desktop\Th
esis\New One\New.txt.out"
Decryption key:
n = 5efd8f2c6eced5d582023697cec5e80571h5dh08620fB646518c805£5452¢1814681e3h0797
7e0933ee59293h1c3cA1£2d83a309deB1B2ccf4127cdd%eA3Bee7hdd41838342d4hdeehal3cBT6e5
9c1873477d05a94c464de2eabee236090c6a1840Bh4ch?c28e53a396cd3c95£692h035662234cAdl
a80f 4eaB19hB626@ecic27e26325fehdhe932092d20f ebf h3ce3BATeIhSadd625¢752a43a5¢4165h
9c04f188493d0f6£6d437382ecBdchBIB16623h3caBo809f408ee2al33haf fd25c2f hf h%aabch?23
7176e5788£47862fe2943782ch3f df dee4948277cf6c44bhh433
d = 44e29a57h5a3828a7hbedf ?ddaf369h2d2316fabdea5B55¢ca15071hd86@hef debe650472d74
ef8cBf ad@4ad50fc429d65h15he1a35£9555eaf19653797983966¢f 7ach598a89hi2afcdf2ab279e
e@92c16h541e2c3faB20632e92a99f 484h6 IeBiehhd@4c29aB4552F 66c40871f h3hBdbasfef 4457a
4e3239554860f d55402hhde87hahf B51d9548heh2dBeh5hB27a6755che@3eh53f2%e216c7acd993
6h3321d2@5feccace?5dfal%ed3?5¢510981891d31261fad48@6hec?c6b6cdf87552¢ca324a7e35hd
§a§%5fe3a6fShSaEgge7e08972fa4fa2e81a453613662960badd

uffer size = 1

1568 hytes read

7 hlocks

Block @

Decryption took 3292 ms
1344 hytes produced

C:\Users\Admin\Desktop\Thesis\New One>

Figure 5.21: Decryption of Cipher Text using the private key

| New.txtout - Notepad E=Re X
File Edit Format View Help

BB D A LR A L IR I SR B T SR T S Sl 5 Do e S S N T B DD D e

{42 Conm g AR 08l OVt M 8GR D RS ABLAE LR o D EI2URAY RIS ) D BN 280 5 Bt D A DORABIRC AN 1 9 Do 2 I A 4

RS DI A g7 8t Zoon U DA M EA T SRS SRIMRMIAE ~ D36 0 3 L D DR R0 O Pl il DB TN XU B 20y D kDO D I B Al
BRI AENSEE T 52 UIRANES R THRE D ko OB IEF AR BT RR R LIRSl R C D2 SR 24 DR S R DI TR RIGHE

5 S5 0RO S D S =1 ISR e D DR AR R AR 8 6D 4 TR DS M 30 8 D B D0/t I A D it
RO U B PERCHOR CR 3 D DD BT LR Y DR DR D S BB I DI TR D SRARTRR B S 1020 A Lo L ¥ BB D D A e R
B RS R Y EEE S [ ERIAE R R R DA R O L B IR BRI  SD M D OG0 T o) | W COEERE LSRR
PRGNS SR E 8 LB TN BN IRS R /DS S D5 &1 (R 34 o JRETB LA CE SR TR, EL 1 NEE 88 AR LR ehiase
ITEAERRIC IR 2 L KR AR B8l SR T DRI e Dok i IV et T ¢

Figure 5.22: Cipher Text
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| New.txt.out.out - Notepad = E

File Edit Format View Help

fToday’s chptography is vastly more complex than its_predecessor. Unlike the original use of
cryptograpl i

secrets from the enemy, the cryptography of today, even though it still has far-reaching military
implications, has expanded its domain, and has been designed to provide a cost-effective means of
securing and thus protecting large amounts of electronic data that is stored and communicated across
corporate networks worldwide. Cry?tography offers the means for protecting this data all the while
preserving the privacy of critica i i

in the hands_of those who shouldn’t have access to it.

Computers allowed for the encryption of any kind of data representable in any binary format, unlike
classical ciphers which only encrypted written language texts; this was new and significant. In recent
times,
Standard; Wi
algorithm was published in Martin Gardner's Scientific American column. Since then, cryptography has
become a widely used tool in communications, computer networks, and computer security generally.

y in its classical roots where it was implemented to conceal both dipTomatic and military

personal financial, medical, and e-commerce data that might end up

IBM ﬁgrsgnne1 designed the algorithm that became the Federal (i.e., US) Data Encryption
itfield Diffie and Martin Hellman published their key agreement algorithm, and the RSA

Figure 5.23: Plain Text after Decryption

5.2.7 Summary of Original RSA with BiglInteger

Use java StrongPrimes <int> >> <file> to generate strong primes.

Use java MyRSA <int> to generate a “random” RSA system, or java
MyRSA <file of primes> to generate an RSA system using your own file
of prime Biglintegers (i.e., strong primes). In both cases, the system is
saved in “MyRSAConfig.txt”.

Use java MyRSATSst [e|d] <file path> to encrypt/decrypt a file using the
system saved in “MyRSAConfig.txt”. The output file is <file path>.out.

5.3 Implementation of Multi-Prime RSA

The Multi-Prime RSA implementation has six classes:

MultiPrimeRSA .class implements the Multi-Prime RSA PKC.
StrongPrimes.class is a utility class to generate “strong primes” -- primes
p,q, rsuchthatp+1,g+1andr+ 1 have alarge prime factor, and p — 1,
g-1andr— 1 also have a large prime factor, s, such that s — 1 also has a
large prime factor. Products of these primes are resistant to factorizing
algorithms.

MultiTransformer.class with static utility methods used for applying the
PKC to data files.
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MultiRSAEncrypter  and MultiRSADecrypter ~ (subclasses  of
MultiTransformer) encrypt/decrypt a message using a MultiPrimeRSA
object.

MultiRSATSst.class is an application driver for encrypting/decrypting a file.

5.3.1 MultiPrimeRSA.class Implementation

This constructor implements the multi-prime RSA PKC. There are 4 constructors:

1)

2)

3)

4)

Given an integer key size 1 < k <4000, this constructor generates random
prime numbers p, q, r (BigIntegers) with k bits; then it findsn=pxgxr
and generates random Biglinteger d such that p, g, r < d < n and d is
relatively prime to (p-1) x (g-1) x (r — 1). The inverse e of d mod (p — 1) X
(@ - 1) x (r — 1) is calculated and p, g, r, d are saved in
“MultiPrimeRsaConfig.txt” in hexadecimal format.

Given three prime Biglntegers a, b and c, this constructor sets the value of
p, q, r such that p = a, @ = b and r = ¢. Checks their primality and then
generates d, e as in (1). Save p, g, r, d in “MultiPrimeRsaConfig.txt” in
hexadecimal format.

Given p, g, r, d, this constructor checks primality of p, g and r; checks
whetherp, g, r<d<pxgxrand GCD (d, (p—1)x(q—-1)x(r—1)) = 1.
If all conditions are satisfied, generates inverse e of d mod (p— 1) x (q — 1)
x (r—1). Save p, g, r, d in “MultiPrimeRsaConfig.txt”.

Default constructor: read p, g, r, d from “MultiPrimeRsaConfig.txt” and

compute the inverse e of d mod (p—1) x (q—1) x (r — 1).

The class has a main method which can be used to generate multi-prime keys:

java MultiPrimeRSA <integer>

It invokes constructor (1) which saves p, g, r, d in the config file. It
generates a “random” multi-prime RSA system of the required bit-size.
java MultiPrimeRSA <path>

It opens a text file and attempts to read three Biglntegers from it, and
invokes constructor (2). p, g, r, d are saved in the config file. Use this to
generate a system from a file containing three ““strong primes”.

java MultiPrimeRSA

It invokes constructor (4) — reads p, q, r, d from the config file, and
displays the details.
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The class is also an encrypter/decrypter factory: there are methods to return

a MultiPrimeRSAEnNcrypter object and MultiPrimeRSADecrypter object.

5.3.2 StrongPrimes.class Implementation

It uses Gordon’s Algorithm to generate strong primes. The main method takes an
integer as a run-time argument and generates a strong prime with at least as many
bits.

java StrongPrimes <nBits> >> <file path>

If this is done multiple times to accumulate strong primes in <file path>, separated

by new line characters. They are in hexadecimal format.

5.3.3 MultiTransformer.class Implementation

MultiTransformer.class is a base class with methods for blocking / unblocking /
padding / unpadding an array of bytes. An array of bytes needs to be divided into
blocks of suitable (and uniform) size. Each block is interpreted as a Biglnteger
and transformed using the encryption or decryption transformation. The result is
converted back into blocks of bytes which are reunited, minus the padding. The

cryptographic transformation appears as an abstract method.

5.3.4 MultiRSAEnNcrypter.class Implementation
MultiRSAEnNcrypter.class is a subclass of MultiTransformer which implements

the encryption transformation.

5.3.5 MultiRSADecrypter.class Implementation
MultiRSADecrypter is a subclass of MultiTransformer which implements the

decryption transformation.

5.3.6 MultiRSATSst.class Implementation
MultiRSATst.class is a driver for encryption / decryption of files. File is assumed
to be of modest size, small enough to be processed as below entirely in memory.
The main method does the following:
i. Constructs a MultiPrimeRSA object (by default -- using values in
MultiPrimeRSAConfig.txt).
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iii.
iv.

V.

Depending on run-time arguments calls the MultiPrimeRSA object's
factory method to obtain an encrypter or a decrypter.

Reads input file into an array of bytes.

Transforms array using the encrypter/decrypter.

Writes the transformed array to a file.

In order to encrypt the command is of the format:
java MultiRSATS st e <file path>

In order to decrypt the command is of the format:
java MyRSATSst d <file path>

The output appears (eventually) in <file path>.out.

5.3.7 Execution of Multi-Prime RSA

Use java StrongMultiPrimes <int> >> <file> to generate strong primes.
Use java MultiPrimeRSA <int> to generate a “random” multi-prime RSA
system, or java MultiPrimeRSA <file of primes> to generate a multi-prime
RSA system using your own file of prime BiglIntegers (i.e., strong primes).
In both cases, the system is saved in “MultiPrimeRSAConfig.txt”.

Use java MultiPrimeRSATSst [e|d] <file path> to encrypt/decrypt a file
using the system saved in “MultiPrimeRSAConfig.txt”. The output file is
<file path>.out.

Key Generation

The steps which are followed in the implementation of key generation of multi-

prime RSA algorithm are described below:

Vi.

Vii.

Choose three large primes p, g, r randomly each of n/3 bit length.

Check whether the primes are strong primes or not. If they are strong
primes then proceed further else generate another set of primes.
Setn=pxgxrando(nN)=(p-1)x(q-1)x(r-1).

Randomly choose an odd integer e such that gcd (e, ¢ (n)) = 1.

Then compute d = e mod ¢ (n).

Finally, calculate d, =d mod (p — 1), dqy =d mod (q — 1) and d; = d mod (r
- 1).

The public key would be (e, n) and the private key would be (dj, dg, dr, p,
q,r)
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Command Prompt

C:\Users\Admin\Desktop\Thesis\New One\Multi Prime RSA>java MultiPrimeRSA 683
Generating p took 1357ms
Generating g took 515ms
Generating » took 1810ms
Generating n took 1825ms

Cp—1><g—1d>>:= 1
= 71lafbaddabldfed44a35a2944d95922363e?fab4a98852%e3c32acd?2a38f6%e25f6ee216f1h%22
6eBd8932f71ccS3d8af4888345hc3de8a7cbb2Bd6261cah18c87a988a88985939883a8ecf61h854d
c54f1d11847%e37

g = 49c51aceS5hd5c¢3599928a565e?78b36673ec467dc55fde8225da?3ff8add8cBf6ac?54h500d4525 =
67af925ababh4?becBdfch3cfdlatad4185ed214e92d44ecd2311335400174f3460h701620859367fc91f
B446b18cPhd4casbf

r = 68a5aa2a?8bd51fcB4d83cled447ad448%abh304e4ec?24237ef1£f%2de33087de2b8a48a5f0B4634e
AfB5f a3ad187d?e110bed67d?d57b528bhd16d28f1h36166758788h52557hdf4913879239%e%2ebB2h8
ce320e4f 4445641

= d643c88edb2bB5a2714cad2ch32fbc?2bbabd?hh8485035d62f82h8daeB?12f5b3a5ac575653

166140212bBedf817achf187dc82bfe4378hd4922501bA8b621bh176a78d3231b37d2bebb46c46f1e
h63d614da?5eeBefeb8cfccecf61£f175d7ca?
(2048 bits>

d = 113e8292h%4eadd?e884d?2d56ba5d5d31a1366edal?Bf298f1dccBB846f57166a3808108f38he?8
aedbec2cdbhBcl2ababefaBab633bf226bbhd3547¢227904be393cac44hb344e45deh37e273a95%281bb
a890182293e332da586cdB268fee3B43d11blc??ed4282aeebaf843cf 7dBa219351a86111812c4b2
de24807h28c1c43977a928d45349236bef 2bB312d33e1Bal1fhd49264eh?5hB56a4d863e553ddf5%aaba
BaB8e5d5228a6b62412eaaB8179

e = 58864febbfa5546808d2c2cB68e3fB52d4fbc45bb4h2ah8d572fc5003365¢c6e6ch?6c24969d61
3b17d69826a16a85484332h%61cc5eB3c1873e5cf2d517h6d13a4e2d1892124b4f608e55026f3e%e19
chd2fd54a87£53d12374cccl12d?2d?5e284d748d262£1255c920096bcdB3a331820417279h87%e4%c?

adbh49283254e9286c7?aacdbf5865bcBchh483h2£f17a2bB86b142e7cha??7?a9221ch3Baf3fBcbecl14ica?
abBh8d34ael126a82a4c11a508e232a67847c9

C:\Users\Admin\Desktop\Thesis\New One\Multi Prime RSA>

Figure 5.24: Key Generation in Multi-Prime RSA with n = 2048 bits
Encryption
The encryption process is performed in the following way:
vii. The encryption key is read from the file.
viii. The file which is to be encrypted is read line by line and is divided into
blocks.
iX. Once the file is divided into blocks. It is then padded so as to avoid chosen
cipher text attack.
X. These padded blocks are then encrypted to obtain cipher text ¢ = m® mod n
where m is the message.
xi. Once all the blocks have been encrypted they are converted into big-
endian format.
xii. The blocks are then unblocked so as to store it in the file.

xiii. The output is stored in the file with the filename and the .out extension.
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Command Prompt |D_|@J&J

C:\Users\Admin\Desktop\Thesis\New One\Multi Prime RSAD>java MultiRSATst e "C:\Use
rs\Adnin\Desktop\Thesis\New One\Multi Prime RSA\New Trial.txt"

Encryption key:

n = d643c88edh2hB5a9714cad2ch3%fhc?2bhabdIhh8485035d69£82h8dae@712£5h3a5ac5 75653
dh41c692f6ee184h67117331d1cohc91dihibelad2hah8Baa2b5581chf 7eh4dc51eAb66466a53ef1
73hcf828f 9halfBacPes7c4c835128hBBhBa32295233d7e581FdBe91965a287c6ec8A54B6hhB83ahf
2¢84e6558dd48a2482307ec5d9ced?cbf318407377c17f checeect 84h59742e85¢cc4B93h3hih42ca
e91ded2eld3@c2fBf594685123h3A4d5da%d8hee3ceShf84878a262f f2%aed346e7c4d1c951a351
166140212hBedf 817achf187dc82hfe4378hd4922501hB8h621h176a78d3231h37d2hebhdbcdbf1e
h63d614da75ee@efebBefeccfb1f175d7ca?

e = 58864fehhfa554680d2c9chbBe3fB52d4f hc45hh4h?ah8d572fc50@3365¢c6ebch?6c24969d61
3h17d69026a16a85484332h%61cc5eB3c1873e5cf 9d517hod13ade?d189124h4f6Be55026f3ee1?
ichd2fd54a@7£53d12374ccc19d?7d?75e904d748d262f1255¢90096hedB3a331820417279h879e4%¢?
239h5282d210f £557dc8hcd45c68e07702da8B1cc257h530f e4895281£6378e235hh283695407633
5075e1dc?776c291138887de?70a4al1?77769915085d7f 38aabeef facaab415888d69h364a2e ?70ea2?
adh4903254e986¢7aacdhf 5865hcBchh483h9f17a9hB86h142e 7cha®77a%21ch3Baf 3fBcbc1dica?
ah@h8d34ael196a82a4c11a50e932a67847c9

Buffer size = 1400

1344 hytes read

6 hlocks

Encryption took 4183 ms
1536 hytes produced

C:\Users\Admin\Desktop\Thesis\New One\Multi Prime RSA>

Figure 5.25: Encrypting a plain text using multi-prime RSA with n = 2048 bit

MultiTry.txt - Notepad (=R
File Edit Format View Help

Today's chptography is vastly more complex than its predecessor. Unlike the or1?1na1 use of
cryptography in its classical roots where it was implemented to conceal both diplomatic and military
secrets from the enemy, the cryptography of today, even though it still has far-reaching military
implications, has expanded its domain, and has been designed to provide a cost-effective means of
securing and thus protecting Targe amounts of electronic data that is stored and communicated across
corporate networks worldwide. Crygtography offers the means for protecting this data all the while
preserving the privacy of critical personal financial, medical, and e-commerce data that might end up
in the hands of those who shouldn’t have access to it.

Computers allowed for the encryption of any kind of data representable in any binary format, unlike
classical ciphers which only encrypted written language texts; this was new and significant. In recent
times, IBM ﬁersonne] designed the algorithm that became the Federal (i.e., US) Data Encryption
Standard; Whitfield Diffie and Martin Hellman published their key agreement algorithm, and the RSA
a]gor1thm was published in Martin Gardner's Scientific American column. Since then, cryptogra?hy has
become a widely used tool in communications, computer networks, and computer security generally

Figure 5.26: Plain text used for encryption in Multi-prime RSA
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| MultTry txtout - Notepad o8
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File Edit Format View Help
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ERE Lt -t e e W el e s N e e G a0 E e e i R 3 B -
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B DR SRR R S R Sl0e S D SRt DA L3R IR U0 0 55 Ll 2

Figure 5.27: Cipher Text obtained after encrypting using Multi-prime RSA with n

= 2048 bit

Decryption
The step by step process of decryption is carried out in the following manner:
viii. Obtain the file to be decrypted which is file with the .out extension.
iX. Read the file line by line and divide them into blocks.
X. Get the decryption key from the file.
xi. The decipher first computes m, = cpdp mod p, m, = chq mod g, and m, = crdr
mod r where ¢, = ¢ mod p, cg =c mod ¢ and ¢, =c mod r.
xii. Next, using CRT m can be obtained as m = ¢ mod n.
xiii. The blocks are then unpadded so that we get back the original message.
xiv. The blocks are unblocked in order to retrieve the complete message.

xv. The original file is obtained with .out extension again.



Command Prompt e ™x™

C:\Users\Admin\Desktop\Thesis\New One\Multi Prime RSA>java MultiRSATst d “C:\Use
rs\Admin\Desktop\Thesis\New One\Multi Prime RSA\New Trial.txt.out"
Decryption key:
dp = 522f2e570hBedd46862795c251d8ecd?9hde68a1780151ch3B466£687a8a578eh8c2a8a?004
aea85d70445cf0114cc3d723%a6cfcl1f£14999800f7765dh8edd979441e91d7310h148d21d696h12
ddd2ac7h28ef 0961
dg = 126eah5h344d9d5641fcd51911310c514c632fd34a86e54eadball?f4782c404ed67979h2£5
119612112a8eacf dhfdBcf ab?ae?h48586e384h25eah?a135e?427h3ef 75¢146252df ddd9c?8%dee
f 7ceh?d6hib56a3hb
dr = al56bhc18a31528c8600ec475252e2ehBBd90Be923e877093ce??e84764c1760277da9h42777?
108a709517e56h5ha42h881Balhh8cf1948h82aa2565¢71cB242644d9a5d3735£1972359d4h375h8
411dd99c46d30£9
p = 7?lafbaddabldfed44a35a2944d9592363e?f ah4a98852%e3c32acd?2a38f69e25f6ee216f1h92
6eBd8932f 71cc53d8af4880345hc3deB8a?chh20d6261cah1Bc87a908a0B98c939883aBecf61h854d
c54f1d118479e37

= 49c51ace5hd5¢3599908a565e7Bh36673ec46?dc55fde8225da?3f f8add8cBf 6ac?54h50Bd525
67af 95ahah4?hecBdfch3cfdlabadifSed214e?d44ecd2311335400174f 3468h70162059367fc91f
#446h18cIhdcabf

= b8abaa2a?8hd51fcB4d83cled447ad448%ah3B4edec?4937%ef1f9de33087de2hB8a48a5f B4634e
dfB5fa3ad187d%el11Bhed6?d?d57h528hd16d20Bf1h36166750788h59557hdf 491387939%e%ehB2h8
ce32Bedf 4d45641

size = 16060

1536 bhytes read

6 hlocks

Block @

Decryption took 3416 ms
1344 hytes produced

C:\Users\Admin\Desktop\Thesis\New One\Multi Prime RSAD>_

Figure 5.28: Decryption operation using Multi-prime RSA with n = 2048 bit

| MultiTry.txt.out - Notepad oo 0
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Figure 5.29: Cipher text used for Decryption using Multi-Prime RSA with n =
2048 bit
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| MultiTry.txtoutout - Notepad (ol E S

File Edit Format View Help

Today's chptography is vastly more complex than its predecessor. Unlike the ori?ina1 use of
cryptograp i

secrets from the enemy, the cryptography of today, even though it still has far-reaching military
implications, has expanded its domain, and has been designed to provide a cost-effective means of
securing and thus protecting Targe amounts of electronic data that is stored and communicated across
corporate networks worldwide. Cryqtography offers the means for protecting this data all the while
preserving the privacy of critica

in the hands of those who shouldn’t have access to it.

Computers allowed for the encryption of any kind of data representable in any binary format, unlike
classical ciphers which only encrypted written language texts; this was new and significant. In recent
times, IBM Eersonne] designed the algorithm that became the Federal (i.e., US) Data Encryption
Standard; W

algorithm was pubTlished in Martin Gardner's Scientific American column. Since then, cryptography has
become a widely used tool in communications, computer networks, and computer security genera1q

y in its classical roots where it was implemented to conceal both diplomatic and military

personal financial, medical, and e-commerce data that might end up

itfield Diffie and Martin Hellman published their key agreement algorithm, and the RSA
y.

Figure 5.30: Plain text obtained after the Decryption using Multi-Prime RSA with

n = 2048 bit

5.4. Implementation of Multi-Power RSA

The Multi-Power RSA implementation has six classes:

MultiPowerRSA .class implements the Multi-Power RSA PKC.
StrongMultiPowerPrimes.class is a utility class to generate “strong
primes” — primes p, q such that (p + 1), (g + 1), (p — 1) and (q — 1) have a
large prime factor and prime r, such that r — 1 also has a large prime factor.
Products of these primes are resistant to factorizing algorithms.
MultiPowerTransformer.class with static utility methods suggested for
applying the PKC to data files.

MultiPowerRSAEnNcrypter and MultiPowerRSADecrypter (subclasses of
MultiPowerTransformer)  encrypt/decrypt a message using a
MultiPowerRSA object.

MultiPowerRSATSst.class is an application driver for

encrypting/decrypting a file.
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5.4.1 MultiPowerRSA.class Implementation

This class implements the multi-power RSA PKC. There are 4 constructors:

1)

2)

3)

4)

Given an integer key size 1 < k <4000, this constructor generates random
prime numbers p and q (BigIntegers) with k bits; then it finds n = p x q and
generates random Biglnteger d such that p, g < d < n and d is relatively
prime to (p-1) x (g-1). The inverse e of d mod (p-1) x (g-1) is calculated
and p, q and d are saved in “MultiPowerRsaConfig.txt” in hexadecimal
format.

Given two prime Biglintegers a and b, this constructor sets the value of p, g
such that p = a and g = b. It checks their primality and then generates d, e
as in (1). Save p, g, and d in “MultiPowerRsaConfig.txt” in hexadecimal
format.

Given p, q, d, this constructor checks primality of p and g; checks whether
p,g<d<pxgqgand GCD (d, (p — 1) x (q — 1)) = 1. If all conditions are
satisfied, generates inverse e of d mod (p— 1) x (q—1). Save p, g, and d in
“MultiPowerRsaConfig.txt”.

Default constructor: reads p, q, d from “MultiPowerRsaConfig.txt” and

compute the inverse e of d mod (p-1) x (g-1).

The class has a main method which can be used to generate Multi-Power keys:

java MultiPowerRSA <integer>

It invokes constructor (1) which saves p, g, and d in the config file. It
generates a “random” multi-power RSA system of the required bit-size.
java MultiPowerRSA <path>

It opens a text file and attempts to read two Biglntegers from it, and
invokes constructor (2). p, g, d are saved in the config file. Use this to
generate a system from a file containing two “strong primes”.

java MultiPowerRSA

It invokes constructor (4) — reads p, g, d from the config file, and displays
the details.

The class is also an encrypter/decrypter factory: there are methods to
return a MultiPowerRSAEnNcrypter object and MultiPowerRSADecrypter

object.
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5.4.2 StrongMultiPowerPrimes.class Implementation

It uses Gordon’s Algorithm to generate strong primes. The main method takes an
integer as a run-time argument and generates a strong prime with at least as many
bits.

java StrongMultiPowerPrimes <nBits> >> <file path>

If this is done multiple times to accumulate strong primes in <file path>, separated

by new line characters. They are in hexadecimal format.

5.4.3 MultiPowerTransformer.class Implementation

MultiPowerTransformer.class is a base class with methods for blocking /
unblocking / padding / unpadding an array of bytes. An array of bytes needs to be
divided into blocks of suitable (and uniform) size. Each block is interpreted as a
Biginteger and transformed using the encryption or decryption transformation.
The result is converted back into blocks of bytes which are reunited, minus the

padding. The cryptographic transformation appears as an abstract method.

5.4.4 MultiPowerRSAEnNcrypter.class Implementation
MultiPowerRSAEnNcrypter.class is a subclass of MultiPowerTransformer which

implements the encryption transformation.

5.4.5 MultiPowerRSADecrypter.class Implementation
MultiPowerRSADecrypter is a subclass of MultiPowerTransformer which

implements the decryption transformation.

5.4.6 MultiPowerRSATSst.class Implementation
MultiPowerRSATSst.class is a driver for encryption / decryption of files. File is
assumed to be of modest size, small enough to be processed as below entirely in
memory. The main method does the following:
i. Constructs a MultiPowerRSA object (by default -- using values in
MultiPowerRSAConfig.txt).
ii. Depending on run-time arguments calls the MultiPowerRSA object's
factory method to obtain an encrypter or a decrypter.
iii. Reads input file into an array of bytes.
iv. Transforms array using the encrypter/decrypter.
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v. Writes the transformed array to a file.

In order to encrypt the command is of the format:

java MultiPowerRSATSst e <file path>

In order to decrypt the command format is:
java MultiPowerRSATSst d <file path>

The output appears (eventually) in <file path>.out.

5.4.7 Execution of Multi-Power RSA

Use java StrongMultiPowerPrimes <int> >> <file> to generate strong
primes.

Use java MultiPowerRSA <int> to generate a “random” multi-power RSA
system, or java MultiPowerRSA <file of primes> to generate a multi-
power RSA system using your own file of prime Biglntegers (i.e., strong
primes). In  both  cases, the system is  saved in
“MultiPowerRSAConfig.txt”.

Use java MultiPowerRSATSst [e|d] <file path> to encrypt/decrypt a file
using the system saved in “MultiPowerRSAConfig.txt”. The output file is

<file path>.out.

Key Generation

The key generation operation for multi-power RSA-CRT is been depicted as

below:

viii.

Xi.
Xii.
xiii.

Xiv.

Randomly select two large prime numbers p and g, each of which is n/3-bit
long.

Check whether the primes are strong or not. If they are strong primes then
proceed further else generate another set of primes.

Calculate n = p®x q.

Choose an integer e such thatged (e, (p— 1) x (q—1))=1.

Then determined =e ' mod (p— 1) x (q — 1).

Finally, calculate d, = d mod (p — 1) and dqy =d mod (q — 1).

The public key is (e, n) and the private key is (d,, dg, p, Q).
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[c»] Command Prompt (L= X

C:\Users\Admin\Desktop\Thesis\New One\Multi Power RSA>java MultiPowerRSA 683 —
Generating p took 3184ms
Generating g took 889ms
Generating n took 889ms

(p-1)>Cg-1>>: 1
p = 59952887f3a5cdeehl16628eeh5e86a362a%d1df48d72cadef567daB4e?963eeBc??hcB6e51ch
gggggg%S%g%gggg3e98982741eb5BSidfe26fdd8b689a3c84610580376hf124a1&8da6d9a845?e7h
c

q = 62594d06f4f31d0A5f a41cd897a1562185cf32c642c6911h302f1e62e29172eeBf 2af h?530a
1723ddc12h3eac4B868cd8b1c5925c¢503dfBcf329hf8152f2910e888a13h71d186677676748a8f14f =
27ac83608159chel

n = cBbB666e3ec?al3e5?haa?60f84hA1alBcael12h8448hd?581cedee94f2726a88602ef35938a%9d5
ec1115747deB?734acd?c6d5B8aBb5h194b2aceabh2a5dh494888c503d3758a811chd@Bc5734d12d57,
A1d4f8e158accdf96977a2e85¢c382ef66069841c5%fefddce224fdd8c4eBBah8a39c8f468fdBcI 78
47465987a1h419422a4e4e9fcSefed?1d88a27a3a35cch4cfe8c?62e63Bc8ch821c43becced231adl
cdaf@f 1dB604e3a729d8d61fabBf c2365a33bb36a716873%d14aee?hd4939171433h110159909¢98
hA2d351273eal2BhbafB2a2513691003a2cc1544c27f613b%echB88B57352689744476c10cB20a93
c671cafclc41e4506179967465h8d4h0A2df 9

(2848 hits)

d = 16528eeba3fc81%ea34ebPabcbtB16dcc15998B6eccfh?a?82ecab446ale3d5ah6fccclib5651b9
8325682e2f871aad41e?4ea2Ba5d800Bh%cel18c53ea5081e4f87984bbe?6418f 4ec2c6611d58af2525
24ebc60324dafB2d61fe199d14hd?51cBhBh89c?a4c1h?baBaB1f25¢7828a8cdchBf24141efd835fF
891dcab5a621495214d28cch?52586ac1ch?917255e13d86dda3faaecc12eBf Bd3ad?Bcfb6ca2?7d3hb)
h4Baeh?4efdec2a%2aeh508dd

e = bhB88c549d2a34d27ee?15dc59886hf fd3bhf?e18975d692e2c627ah?98580617d21a8021a1e?
8heBa3841e34h2923c55853d66064e31568f791838566a8a6e132df £4dB5024f87c204cd8281e2a95
64hdc32934ah?46bh%de2a5988290677e3f8a%1fcPee8bh58cfafc4deBf £83hb4c11596c47266b4baf
338chbc3dh?bbb66%cfcalcabedd255845¢c4357f370f 1fBcd?hBf B2aaeffefB6d9202642h136c5d7,
108e9e53%afe?2h?7fBe?hf 8475

C:\Users\Admin\Desktop\Thesis\New One\Multi Power RSA>

Figure 5.31: Key Generation of Multi-Power RSA with n = 2048 bit

Encryption
The encryption process is performed in the following way:
vii. The encryption key is read from the file.
viii. The file which is to be encrypted is read line by line and is divided into
blocks.
iX. Once the file is divided into blocks. It is then padded so as to avoid chosen
cipher text attack.
X. These padded blocks are then encrypted to obtain cipher text ¢ = m® mod n
where m is the message.
xi. Once all the blocks have been encrypted they are converted into big-
endian format.
xii. The blocks are unblocked and reunited so as to obtain the whole cipher
text which is stored in the output file.
xiii. The output is stored in the file with the filename and the .out extension.
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B¥ Command Prompt =™

C:\Users\Admin\Desktop\Thesis\New One\Multi Power RSA>java MultiPouwerRSATst e "C
\Users\Admin\Desktop\Thesis\New One\Multi Power RSA\New Trial.txt"
Encryption key:
n = cBhB6b6e3ec?ale5?haa?6bf 84hB1lalBcael2h8448hd?581cedee?4f2726a88602ef35938a9d5
ec1115747deB@734acd?c6d58aBh5h194h2aceabh2a5dh494888c503d3758a811chdBBc5734d12d57
A1d4fB8e158accdf96977a2e85¢382ef66069841c5%fefddce224f dd8c4eBBahBa3?c8f468fdAc978
47465987a1h419422a4ede¥f chefed91d88a27a3a35cchdcfe8c962e63Bc8ch821c43beced231adl
cdaf Bf 1d0604e3a729d8d61fabBf c2365a33bh36a7168739d14aee?hd4939171433h110159909¢98
hA9d351273eal20BbbafB2a2513691003a2¢cc1544c27f613h%echB88057352689744476c108cB20a93
c671cafclc41e4506179967465h8d4h02df 9

= hhB#88c549d2a34d27ee?15dc59886bhf fA3bf 7e18975d692e2c627ah998580617d21a8821a1e?
BheBa3841e34h993c55853d66064e31568£791838566a8abe132df f4d0B5024£87c904cdB8281e2a95
64hdc32934ah?46h9de2a5988290677e3f8a%1fcee8hh58cfaf c4deBf £83h4c11596c47266hdhaf
338chbc3dh9bbh669cfcaleabedd255845¢4357£370f 1fBcd7hBf B2aaef fefB6d9202642h136c5d7)
10e%e53%afe?2h7f Be?hf 8d75
Buffer size = 1460

Encryption took 2792 ms
1536 hytes produced

C:\Users\Admin\Desktop\Thesis\New One\Multi Power RSAD_

Figure 5.32: Encryption of Plain text using Multi-Power RSA with n = 2048 bit

| New Trialtxt - Notepad | B

File Edit Format View Help

Today’s chptography is vastly more complex than its_predecessor. Unlike the ori?ina] use of
cryptography in its classical roots where it was implemented to conceal hoth diplomatic and military
secrets from the enemy, the cryptography of today, even though it still has far-reaching military
implications, has expanded its domain, and has been designed to provide a cost-effective means of
securing and thus protecting large anounts of electronic data that is stored and communicated across
corporate networks worldwide, Cryptography offers the means for protecting this data all the while
preserving the privacy of cr1t1ca? personal financial, medical, and e-commerce data that might end up
in the hands of those who shouldn’t have access to it.

Computers allowed for the encryption of any kind of data representable in any binary format, unlike
classical ciphers which only encrypted written language texts; this was new and significant. In recent
times, IBM Fersonne1 designed the algorithm that became the Federal (i.e., US) Data Encryption
Standard; whitfield Diffie and Martin Hellman published their key agreement algorithm, and the RSA
algorithm was published in Martin Gardner's Scientific American column. Since then, cryptograqhy has
become a widely used tool in communications, computer networks, and computer security generally

Figure 5.33: Plain text used for encryption using multi-power RSA
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| New Trial txtout - Notepad (=] S|

File Edit Format View Help

RS B R B RIRIE D SR S0 B B D TR T DR B B e { I I TR B T s TR (e -
Eric el 0T el T R T o N s DB o o D AL R i
BT D o AR TR S R Y L R SR A0 0 D DR e DR A D EORIB B O AR T SR DR DS B
e AR 3R D D B0 RS+ T O e SR SN L D P A R Lo DR B S o R D Y S B R R TS
FRAL IR ST I S TR e B0 B P IR IR A R DSBS S R M LR 1T DB T
AR CIREE T MICE AARARIE ik 2 CUMREASIO S T2 CH Rl SRR S0k D A OO X A S Al S U T Mt e Y TG Y
DTS BRI 2 S 2 D 5 B T D I D Dot ShOBA 530 VORI CoAmAY DO il CORRERA S0 B L A AL TP D UM B DD 0o
RESATEREIS YRR AlRICRIC S S LA o SR TR AR EC R AR BIHR e CH LR 2 USRI D DR

BeAp 0 M 2eiae Ce 00T SR AN T D05 Y B8 Cfetbag o

Figure 4.34: Cipher text generated after encrypting plain text with multi-power

RSA with n = 2048 bits

Decryption

The step by step process of decryption is carried out in the following manner:

X. Obtain the file to be decrypted which is the file with the .out extension.
xi. Read the file line by line and divide them into blocks.
xii. Get the decryption key from the file.
xiii. The decipher first computes m, = cpdp mod p and m, = chp mod q where ¢,
=cmod p and ¢ =c mod g.
xiv. Itimplies that m.®= ¢ mod p and m.° = ¢ mod g.
xv. Next, use the Hensel-lifting for constructing an m, " such that (m,) f=¢
mod p?.
xvi. Finally, using CRT in order to obtain plaintext m such that m = m, " mod p’
and m =m, mod g.
xvii. The blocks are then unpadded so that we get back the original message.
xviii. The blocks are unblocked and reunited so as to obtain the complete

message.
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xiX. The original file is obtained with .out extension again.

Command Prompt |2l

1344 hytes read

6 hlocks

Encryption took 2762 ms
1536 hytes produced

C:\Users\Admin\Desktop\Thesis\New One\Multi Power RSA>java MultiPowerRSATst d “C
\Users\Admnin\Desktop\Thesis\New One\Multi Power RSA\MultiTry.txt.out"
Decryption key:

dp = 49hdh552d195d5da3287e1d551335acc?cd954dda?33£08321ech5c589024alef 44feBB87980
c264217hche393cBabeb?72£828eba76d1073aaeh5f af88bac81181073463h7720f636ec1d?33Bbeal
96aa9107aB6328c5

dg = 31hB5h5d7a182e19365535266898a79156c8h3ce2fe37923102d3e4c9dd5c2h9c8614edabba
B80f411a86alabc@haBB45che?74ef8ef ab2856d8f 7c5df2£261234FB610h73e5642he51Bhaec24092
d6£29d8ff34ca3fd

p = 59952887f3a5cdeehl6628eeh5e86a362ad1df48d72cadef567dal4e?963eeBc?7hcBbeS1ch
Pe9559252a188403e98%e2741eh5051dfe26f dd8h68%aBc8461c58c376hf124aleBdabd?a8457e7h
B9dh2bhc26£ 9085

q = 62594d06f4f31d0805f a41cdB897a1562185c£32c642c6911h302f1e62e29172eebf 2af 9h7530a
1723ddc12h3eac4B6Bcd8h1c5925¢503df Bcf329hf8152£2910e888a13h71d186677676748a8f14f
27ac836815%chel

Buffer size = 1660

Decryption took 2808 ms

Figure 5.35: Decryption operation of multi-power RSA with n = 2048 bit

| New Trialtxtout - Notepad =y X
File Edit Format View Help

ARSI woB ORI B R TS U SORAINA SO ST DBTHAT PRBEHNERI 40T ¢ SO HI I TR DR
4538 Dl 10 Do D G SRR SIS 8 DI S 2 PR RS, R LR L g T
BB D oI A RN T B R R T R S ROV 3 0 X g A LU S I A0 L R0 SO S00B
e AR U D U A0 T IR T O R T L 2P L BRI RS SR RECSi LA SR TR BT H S
B R TR T SIS S A - T L SR 0 Y N B P IR LR B R DS SR | 52 TR T A (T SR DR Ch D
A0 DIE DS AR b DURERSIO ST DI B2 R S LU B RR IR 7 R S T S5 LD et M DR 2t
DTS S 2 I 2 R (D b B AT YORAE I o 2 T2 0 Coapap 0 B B SR B Do D OB B DD D
AT RS R A ¢ DAlRICR DS M 2 aRe T o BB Ub I B AR e RN M SR RIR R S » It DO ZEHEAREEE 0 LRI By
04 ZliRhae e t2s0 D Sam RGN 05y S Ba 0 fadeagrfo

Figure 5.36: Cipher text used for decryption using multi-power RSA with n =
2048 bits



| New Trialtxtoutout - Notepad (=l E S

File Edit Format View Help

[Today’s crﬁptography is vastly more complex than its predecessor. Unlike the original use of
cryptography in its classical roots where it was implemented to conceal both diplomatic and military
secrets from the enemy, the cryptography of today, even though it still has far-reaching military
implications, has expanded its domain, and has been designed to provide a cost-effective means of
securing and thus protecting large amounts of electronic data that is stored and communicated across
corporate networks worldwide. Cryqtography offers the means for protecting this data all the while
preserving the privacy of critical personal financial, medical, and e-commerce data that might end up
in the hands of those who shouldn’t have access to it.

Computers allowed for the encryption of any kind of data representable in any binary format, unlike
classical ciphers which only encrypted written language texts; this was new and significant. In recent
times, IBM Egrsqnne] designed the algorithm that became the Federal (i.e., US) Data Encryption
Standard; whitfield Diffie and Martin Hellman published their key agreement algorithm, and the RSA
algorithm was published in Martin Gardner's Scientific American column. Since then, cryptograqhy has
become a widely used tool in communications, computer networks, and computer security generally.

Figure 5.37: Plain text obtained after decryption using multi-power RSA with n
= 2048 bits.

5.7 The RSA Challenge Numbers

The RSA Challenge numbers are the numbers which are believed to be the hardest
to factor. These are the kind of numbers used in devising secure RSA
cryptosystems.

The numbers are designated "RSA-XXXX", where XXXX is the number's length,
in bits. The values are presented as decimal strings, with the most significant digit

first. Also listed are the number of digits and the decimal sum of the digits.

RSA-576

Status: Factored

Decimal Digits: 174
18819881292060796383869723946165043980716356337941
73827007633564229888597152346654853190606065047430
45317388011303396716199692321205734031879550656996
221305168759307650257059

Digit Sum: 785
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RSA-640

Status: Factored

Decimal Digits: 193
31074182404900437213507500358885679300373460228427
27545720161948823206440518081504556346829671723286
78243791627283803341547107310850191954852900733772
4822783525742386454014691736602477652346609

Digit Sum: 806

RSA-704

Status: Factored

Decimal Digits: 212
74037563479561712828046796097429573142593188889231
28908493623263897276503402826627689199641962511784
39958943305021275853701189680982867331732731089309
00552505116877063299072396380786710086096962537934
650563796359

Decimal Digit Sum: 1009

RSA-768

Status: Factored

Decimal Digits: 232
12301866845301177551304949583849627207728535695953
34792197322452151726400507263657518745202199786469
38995647494277406384592519255732630345373154826850
79170261221429134616704292143116022212404792747377
94080665351419597459856902143413

Decimal Digit Sum: 1018
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RSA-896

Status: Factored

Decimal Digits: 270
41202343698665954385553136533257594817981169984432
79828454556264338764455652484261980988704231618418
79261420247188869492560931776375033421130982397485
15094490910691026986103186270411488086697056490290
36536588674337317208131041051908642547932826013912
57624033946373269391

Decimal Digit Sum: 1222

RSA-1024

Status: Factored

Decimal Digits: 309
13506641086599522334960321627880596993888147560566
70275244851438515265106048595338339402871505719094
41798207282164471551373680419703964191743046496589
27425623934102086438320211037295872576235850964311
05640735015081875106765946292055636855294752135008
52879416377328533906109750544334999811150056977236
890927563

Decimal Digit Sum: 1369

RSA-1536

Status: Not Factored

Decimal Digits: 463
18476997032117414743068356202001644030185493386634
10171471785774910651696711161249859337684305435744
58561606154457179405222971773252466096064694607124
96237204420222697567566873784275623895087646784409
33285157496578843415088475528298186726451339863364
93190808467199043187438128336350279547028265329780
29349161558118810498449083195450098483937752272570
52578591944993870073695755688436933812779613089230
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39256969525326162082367649031603655137144791393234
7169566988069
Decimal Digit Sum: 2153

RSA-2048

Status: Not Factored

Decimal Digits: 617
25195908475657893494027183240048398571429282126204
03202777713783604366202070759555626401852588078440
69182906412495150821892985591491761845028084891200
72844992687392807287776735971418347270261896375014
97182469116507761337985909570009733045974880842840
17974291006424586918171951187461215151726546322822
16869987549182422433637259085141865462043576798423
38718477444792073993423658482382428119816381501067
48104516603773060562016196762561338441436038339044
14952634432190114657544454178424020924616515723350
77870774981712577246796292638635637328991215483143
81678998850404453640235273819513786365643912120103
97122822120720357

Decimal Digit Sum: 2738

This chapter described the experimental results obtained after implementing RSA-

2048. It also described the experimental results of implementation of multi-prime

and multi-power RSA algorithm on 2048-bits.

The next chapter summarizes this thesis work and suggests features that could be

incorporated in future for enhancement of RSA algorithm in cryptography.
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Chapter 6

Conclusions and Future Scope

This chapter includes the inferences drawn from the thesis work. It also portrays
the future scope of the topic so that further research work can be carried out on
this work.

6.1 Conclusion

Despite the fact that the fundamental idea of RSA remained the same from the
70s, new ways of generating primes and using RSA in practical situations was
developed since then. Messages can now be signed, so that receiver can verify the
legitimacy of the message.

i. Primes can be generated very efficiently. RSA keys can now be generated
and shared by different parties, such that all parties can participate in
generating the keys and decrypting the message.

ii. Not all implementations of RSA are secure; some of them have been proved
to be insecure. Multi-prime and multi-power RSA algorithm are found to be
the most secure amongst the different variants of RSA.

iili. The flaws among the already implemented RSA algorithm were found and
the counter measures are also incorporated.

iv. Solution for implementing RSA on 2048-bits, that is, BigInteger in Java
was found.

v. The multi-prime and multi-power RSA algorithm on 2048-bits has been

developed in order to make it more secure.

6.2 Contribution of thesis

As java is an object-oriented, cross-platform language and also provides lots of
library classes which are implemented with native programming language and its
execution efficiency is very high. Some of the contributions made by this thesis

are portrayed below:
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i. As multi-prime and multi-power RSA systems are implemented with java
language, the systems can run on all platforms, therefore it provides a sound
base for its application in electronic commerce. Compared with the
implementation of Java built-in library and other implementations, the RSA
class written in Java of this research work is more practical and secure.

ii. Programmers in need of RSA for encryption, decryption or digital signature
could employ it.

iii. RSA Laboratories are shifting from RSA-1024 to RSA-2048 for their
projects “TWIRL” and “BSAFE”. So this work would be helpful in
implementing RSA-2048.

6.3 Future Scope

The various areas which can be worked upon in this area are:
I. Removing the factorization problem of RSA.
ii. Finding more efficient cryptanalysis techniques of RSA.
iili. Overcoming the hardware implementation attacks of RSA.
iv. Implementation of RSA algorithm in FPGA.
v.  Implementing RSA on 8192-bit as it is found to be much more secure

for years to come.
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