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Abstract

In the modern data-driven world, the actual advantage of big data can be realized if data is
efficiently processed and knowledge extracted from it can serve as an important component
in decision making. Data mining techniques have been used to discover interesting patterns
and knowledge from large datasets. Providing all the data to data miners may provide good
analytics, but it can also raise many security challenges since such data can be misused by
malicious users. Thus, equilibrium should be maintained between data availability and data
security as one needs to secure the confidentiality of sensitive data without affecting the ef-
ficiency of applications.

Privacy preserving data mining techniques are used to extract useful information from
data without compromising the security of sensitive information contained in it. Before per-
forming any analysis on data set, it is anonymized by encryption techniques or by removing
the personally identifiable information from data sets, such that the person whom the data
refers will remain anonymous. The data sets used for the data mining purpose can be central-
ized owned by a single owner or it can be distributed among multiple parties having horizon-
tal, vertical or arbitrary distribution. Usage of traditional cryptographic techniques for pro-
tecting the information leads to large computation and communication overheads especially,
for large datasets. The anonymization techniques have less computation and communication
overheads, but there is a risk of re-identification of anonymized dataset, since a large amount
of data is available and by linking the different data sources with the anonymized dataset, the
probability of re-identification of data is higher.

This thesis proposes a framework for privacy preserving data mining on big data. Based
on the proposed framework, two application domains have been identified. The first one is
privacy preserving collaborative filtering technique used for recommendation generation in

the healthcare system where data is arbitrarily distributed among multiple healthcare sites.

X1l



It is an item-based collaborative filtering technique where item-item similarity is securely
computed using homomorphic encryption technique and secure scalar dot product algo-
rithm. The second is cloud-based privacy preserving collaborative filtering technique based
on naive Bayesian classifier for recommendation generation on arbitrarily distributed data
among multiple parties. In this technique, conditional probability is securely calculated us-
ing proposed privacy preserving conditional probability algorithm and prior probability is
securely calculated using homomorphic encryption technique. Both techniques are secure
and having less computation overhead as compared to the state of art privacy preserving
collaborative filtering techniques. Further, k- anonymization based on neural network and
support vector machine classifiers helps in the anonymization of social network data before
sharing or performing any analysis on it. The proposed technique is evaluated on different pa-
rameters: Precision, Recall, F-measure, Information loss and Average path length. Through
this thesis work, it can be concluded that efficient data analytics can be performed securely

for both centralized and distributed data sets without much computational overheads.
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Chapter 1

Introduction

The rapid technological advancements, especially in transmission, storage, and computing
techniques have led to increase in the volume of data generation from various sources which
include social media, internet of things, transactions, clickstreams, logs and multimedia [2].
The analysis of these massive data-sets in a secure manner has improved services and produc-
tivity across various sectors of our society which include climate, healthcare, traffic control,

fraud detection and security analysis.

1.1 Big Data

In modern-day computer terminology, huge data sets with diverse and complex structures,
produced at very high speed; stored, analyzed and visualized for further processes are re-
ferred as Big Data [3]].

According to recent Forbes reports [4], 2.5 quintillions are created every day and 90%
of total data has been created in the last two years. The Domo’s sixth annual infographic
report [1] has stated that the Internet population has risen to 3.8 billions from 3.4 billion in

2016 and Amazon, YouTube, Snapchat, Facebook and Netflix are the biggest users of Inter-
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net. Amazon ships 1,111 packages per minute, 4.33 million videos are watched per minute
on YouTube, Netflix is streaming 97,222 hrs of videos per minute and Snapchat is sharing
2,083,333 photos per minute (Figure [I.T)). As seen in Figure[I.I] a huge amount of data is

generated every minute and the USA alone uses 3,138,420 gigabytes of Internet data every

minute.
Instagram : Wheather channel
49,380 photos were posted every min recevies 18,055,555 forecast requests
every min

Skype
176,220 calls made
per min

Spotify
streams 750,000 songs per min

Uber
[1,389 trips were taken per min 12,986,111 texts sent per minute]

Venmo
processes $69,493 transactions

Twitter 1
per min e

473,400 tweets sent per minut

Reditt

4146 600 videos sent per minute]
1944 new per min

Linked In
Tumblr 120+ New:\:glf‘esnsqzc;nals joined
publish 79,740 posts every min Y
{ 103447520 spam emails sent every min Snapchat .
2,083,333 photos shared every min
Wikipedia )
600 new page edits published every min Netfilx :
97,222 hrs of video stremed every min
Google
3,877,140 searches conducted per min Whatsapp
41.67 million text msgs sent per min
Facebook
300+ profiles are created per minute

Figure 1.1: Data generation (2018)

1.1.1 Big data: Definition

Big data has been defined in several ways. Laney [5] in 2001 illustrated the challenges and
opportunities emerged due to the large data as a 3V model (volume, velocity, and variety).
In the 3V model, volume refers to the quantity of data generation, velocity refers to the rate
of data generation and variety represents the type of data: structured, semi-structured or

unstructured. Maniyka et al. [6] defined big data as “the amount of data just beyond tech-
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nology’s capability to store, manage, and process efficiently”. IDC [7] defined big data as
“a new generation of technologies and architectures, designed to economically extract value
from very large volumes of a wide variety of data, by enabling the high velocity capture,
discovery, and/or analysis”. In this definition, one more V of big data has been described,
i.e., “Value”. The large volume of data must be analyzed for extracting the value from it.
Nowadays, many Vs have been introduced to characterize the big data. The overview of big
data with the main ten V’s is provided in Figure Here, variability represents the data
whose meaning is constantly changing. Veracity represents the unreliable data from some
data sources, for example, the data from social networks (Facebook) [8] [9]. Unreliable data
also contains useful information but there is a need of analytic tools to extract the information
from this uncertain data. Validity refers to the accuracy and correctness of data according to
its use. Vulnerability is the important V of big data which represent the data breach that can
occur during data collection and data usage phase (data publishing, data mining, efc). The
organizations must protect their customers’ data and should be more transparent about the
usage of the collected data. Volatility refers to the time period for the storage of data. Since
the volume of the data produced is very large, there is a need to define the volatility of every
data-set. Another characteristic of big data is its visualization. The traditional visualization
tools such as spreadsheets, reports and traditional graphs cannot be used for big data due to
limitations of poor scalability, functionality and response time. For developing a meaningful
visualization from complex big data, tools such as tree maps, sunbursts, parallel coordinates,

tree cones, etc., can be used.

1.1.2 Big data mining

Big data has utility only if one extracts the knowledge and uses it for decision-making. Ef-

ficient processing and computational techniques are needed for extracting the knowledge
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Validity Volume
Data quality Traditional RDMS data
Governance Logs
Click Streams
Social Media
Data breach gzte::lhTime
Protection of personal data Streams
Transparent rules for usage of
collected data Volatility Big Data Variety

Variety

Volatility Structured

Unstructured
Semi-structured

Time period of data
Rapid retrival of required data

Validity Veracity

\ __ Changing Model

Changing Data
Tree maps Linkage
Sunbrusts

Parallel coordinates
Circular network diagrams

I Visualization I

Veracity
Trustworthiness
Authenticity
Statistical Origin N
Events Accountability
Correlations
Hypothetical

Figure 1.2: 10V’s of Big Data

from massive data with large velocity and variety. The overall process of extracting knowl-
edge from big data is segmented into two parts: - Data management and Data mining. Data
management includes processes and techniques for efficiently acquisition, storage and re-
trieval of data for analysis. Data mining refers to processes and techniques used to extract

the knowledge or intelligence from data.

Data management NoSQL databases are used for storing and retrieving big data which
can be categorized into four parts based on their data model: Key-value, Column-oriented,
Document oriented and Graph data store. In key-value data stores, data is stored as key-
value pairs where each value is addressed by a distinct key. It supports the mass storage and
query processing speed is better than a relational database. Column-oriented stores use the
table as a data model but do not support table association. These data stores can be used

for applications using large clusters to store bulk data. Most common column-oriented data
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stores are Cassandra, BigTable, HyperTable, and Hbase. Document-oriented data store is of
similar structure as key-value data store, but the value has semantic and it is not opaque to
the system. Documents encapsulate the key-value pairs and each document has a unique key,
which is used to identify the document among the collection of all documents. Commonly
used document-oriented database are MongoDB, CouchDB, and Riak. Graph data stores
are used to manage highly linked data-sets. These data stores are further divided into two
parts: property graph data stores and RDF’s framework data store. Neo4j and GraphDB are

property-based graph data stores, and Sesame and Bigdata are RDF based graph stores.

Data mining A big data mining framework can be divided into three layers as [10]]:-

Layer 1: Big data mining platform
The computer system requires access to two resources for efficient mining of data: the
data and processing units. For traditional small data mining tasks, single computers
having a hard disk and CPU processors are sufficient. For medium-scale data mining
tasks, having large data-set that can not be fit into main memory, parallel computing
and collective mining techniques can be used [11] [12]. In big data mining, since the
dataset is very large, the clusters of high-performance computing nodes are required.
The parallel computing programs like MapReduce and ECL are required to divide the
single task into parallel components that run on computing nodes on the cluster and
then merge the results received from different clusters. MapReduce is a programming
paradigm for processing the large set of data distributed over cluster in parallel. The
two important functions of the MapReduce paradigm are: map and reduce. The map
function processes the set of data and converts it into key-value pairs, whereas the
reduce function takes the output of map function as input and reduces it into a small

data-set. Generally, the input and output of map and reduce tasks are stored in the
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Layer 2:

file system. The main function is called on a single master machine to pre-process
the input data before map functions are called or post-process the output of reduce
functions. Based upon the application, a pair of the map and reduce functions are

operated once or multiple times.

Big data domain knowledge and privacy

Big data domain knowledge and privacy layer considers various aspects related to the
regulations, policies, application knowledge and domain information. The two main
concerns at this layer are (a) domain and application knowledge (b) data sharing and
privacy. The first one provides information related to knowledge and patterns that can
be identified from particular domain data and the underlying applications of a partic-
ular domain. The later provides the information regarding sensitive data that needs to
be preserved before sharing the knowledge or information with other parties. Domain
and application knowledge [13]] provide crucial information for designing an analytic
system. With the help of domain knowledge, correct features can be identified for
modeling the unrevealed data (for e. g., the level of T4 and T3 hormones are a better
indicator of thyroid as compared to body weight). Further, it helps in the formation of
achievable business objectives. For instance, in the stock market, data is generated ev-
ery second in the form of buys, puts, and bids, and the mood of the market is changing
continuously. The main aim of designing a prediction system for the stock market is
to predict the movement of the market for the next one or two minutes. Without the
proper knowledge of the domain of the stock market, it is challenging to build such
a system. When the data is distributed among multiple organizations, data sharing is
required to mine useful global patterns from localized data. While the intention of
sharing the data is good, the concern is about the sensitive information held by differ-

ent organizations such as bank transactions, medical records, efc. So direct exchange
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of data between the parties raise privacy concerns [14]]. For example, various location-
based services can be provided to people after knowing their locations and their pref-
erences, but the public revelation of data related to an individual’s movement can be
misused by malicious parties. To protect the privacy of the sensitive information, three

main approaches are:

1) Using an access control mechanism or certification to restrict access to data so

that only legitimate users can access it.

il) Anonymizing the data, so that sensitive information is not linked to individual
record. Generally, the k-anonymization privacy model is used for preserving the
privacy where each record in the database is identical to the k-1 other records
in terms of the quasi-identifiers. The other privacy models such as 1-diversity, t-
closeness and differential privacy are also used to achieve privacy. Suppression,
perturbation, generalization and permutation methods are mostly used to generate
the anonymized dataset. After anonymization, the data can be shared publicly

without any access control mechanism.

ii1) The third approach is the use of Secure Multiparty Computation (SMC) protocols
like secure sum, secure log, secure comparison, secure product, etc., to calculate

the global function values securely from the local data of multiple parties.

Data privacy while performing the data mining has open up another research area
called as privacy preserving data mining [15]], where the organization having sensitive
data try to perform the data mining while protecting the contained sensitive data or

information in the dataset.

Layer 3: Big data mining algorithms

Big data mining algorithms should tackle the difficulties raised by volume, distribu-
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tion, complexity and dynamic characteristics of big data. These algorithms can be
divided into three stages: data fusion stage, local mining, and model fusion and global
data mining. At the first stage, the sparse, heterogeneous, incomplete and uncertain
data are pre-processed using data fusion techniques. In the second stage, local data
mining is performed to extract local patterns. In the last stage, global knowledge is
discovered from local patterns, tested and then feedback is provided to the first stage

at the pre-processing level to adjust the model parameters.

1.2 Privacy Preservation in Big Data

Since big data has its potential value in healthcare, business analytics, government surveil-
lance, and customer relationship management, it is getting attention from all the domains
which include big companies, government organizations and academia [10]. Revealing all
the data to data miners may provide good analytic results, but it can also raise many security
issues. The value hidden in big data can also be misused by malicious users. So, a balance
between big data availability and big data security needs to be maintained. The major con-
sideration is given to 3V challenges of big data but for extracting the knowledge from data,
it should be stored and mined in an efficient and secure manner. Since the data is of major
importance in big data-based applications, there is a need to secure the confidentiality of
sensitive data without affecting the efficiency of big data applications. Different actors in-
volved in the knowledge discovery process (Figure [I.3)) have a significant role in preserving

the privacy of data.

1.2.1 Actors and their roles in preserving the privacy

In the process of knowledge discovery, the following actors can be identified:
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Selection by
domian expe!

Transform

Required ation . '
data Processed Models and Evaluation

collection data rules

Mining

Knowledge

Privac

Figure 1.3: Knowledge discovery process with privacy
1) Data subjects are persons or organizations from where data is collected for analysis.

i1) The data owners/curators are the organizations or people who accumulate the data
about the data subjects. They take the decision about the need of sharing the data with

third parties and the privacy measures required while sharing.

iii) Data analysts perform the mining operations on the data for extracting all useful pat-

terns from it.

iv) Data recipients are the parties who receive data mining results. If the data is published

on-line, the public can be seen as the data recipient, since it is accessible to all.

Every actor should preserve the privacy of sensitive information which they own. The role

of individual actors in preserving privacy are discussed in detail here:

1) Data subjects
If the data subject is individual, he possesses some data about his personal informa-
tion which is also called as microdata. When the data subject provides his microdata
directly to the data collector, his privacy can be compromised by an unexpected data
breach of sensitive information. The preventive measures which can be taken by data

subject to safeguard his sensitive information are:
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(a) If microdata of the subject is very sensitive, and he does not want to provide his
data, then he can decline to provide such data. He can also use the access control
mechanisms to protect his sensitive data from being taken away by the data col-
lector. While using the internet, the data subject can remove the elements of his
on-line activities by deleting cookies, clearing browsers cache and usage records
of applications, efc. Various security tools such as anti-tracking extensions, ad-
vertisement blockers and script blockers can also be used to secure the data while
using the internet. The technique proposed by Mitra ef al. [16] can also be used

for protecting the users’ login information in the sharing environment.

(b) In another approach, data subjects can provide his data in exchange for some
benefits such as better services or monetary awards. The data subject should sign
the contract with a data collector so that he will get enough compensation for
any possible loss in privacy. The game theory provided in [[17] can be used to
formalize the contract between the data subject and data collector, where both

parties want to get maximum benefits.

(c) In the third approach, if the data subject is not willing to provide his data and
cannot inhibit the access to his data, he can perturb his data by using the various
tools such as sockpuppets [[18], MaskMe [19] or by using a fake identity to create

phony information [20]].

11) Data curator
A data curator collects data from data subjects in order to perform the subsequent
data mining operations which may contain the sensitive information of data subjects.
Generally, the data collector uses data perturbation techniques to transform the original
data in order to prevent the leakage of sensitive information about individuals. But, the

modification of data can reduce the data utility. Therefore, the transformation of the
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collected data should be done in such a way that modified data has sufficient utility for
a desired data mining task, otherwise collecting the data will be a wasted effort. For
removing the sensitive information from data records, the data curator needs to identify

the types of attributes of the records. An attribute can have one of the following four

types:

(a) Explicit Identifiers (El) are attributes that uniquely identify a data subject from
the set of records. These attributes should be removed from the database for de-
identification of the data subjects from the set of records. But only the removal

of explicit identifiers is not sufficient to ensure privacy.

(b) Quasi-Identifiers (QI) are attributes that do not necessarily disclose an individ-
ual’s identity when used alone, but in combination with external databases can

be used to identify the data subjects.

(c) Sensitive Attributes (SA) are confidential data items of the data subjects, that one

does not want to disclose to other third parties.

(d) Auxiliary Information is non-confidential data items that bear no privacy risk and

do not fit into any of the above categories.

Before publishing the data or using it for data mining purposes, explicit identifiers
need to be removed and quasi-identifiers need to be modified for protecting the indi-
vidual’s identity and its sensitive attribute values from leakage. The quasi-identifiers
are modified using various anonymization techniques. Different privacy models used
for anonymization are k-anonymization, l-diversity, t-closeness, efc. For achieving
these privacy models, various methods like generalization, suppression, anatomiza-

tion, permutation, and perturbation are used.

iii Data miner: The data miner uses various data mining algorithms on collected data to
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extract valuable knowledge. The two main privacy issues faced by the data miner are:
first, if raw data provided to data miner contains the sensitive information of data sub-
jects, then data breach can happen by directly observing the data. Second, by applying
the various powerful data mining techniques, data miner can obtain sensitive informa-
tion from the underlying data. For the first issue, it is a data curator’s responsibility
to remove sensitive data from the database before providing it to the data miner. For
the second issue, data miners should use privacy preserving data mining techniques so
that sensitive information of data subjects does not appear in data mining results. Due
to the use of privacy measures, data utility can be reduced. So, data miners requires to

maintain a balance between privacy and data utility.

Data recipient

The data miner provides the data mining results to the decision-maker (data recipi-
ent), so that he can use the provided information for business growth or achieving his
objectives in the efficient ways, such as increasing business profit, hiring efficient em-
ployees, an efficient treatment plan for patients, efc. The two main privacy concerns of
data recipients are: first, the data mining results should be provided to the data recip-
ient directly, because if it is revealed to some other party, then a huge loss can occur
to a data recipient. For this, data recipient can sign a contract with data miner for
not revealing the results to any other third party without his/her consent. The second
concern is the credibility of data mining results. For example, if the data recipient
receives the results from the third party (transmitter) rather than directly from the data
miner, he might become skeptical about the credibility of the results. For checking the
credibility of the received data mining result, data recipient can use various techniques

of data provenance, credibility analysis of web information, efc.
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1.3 Privacy Preserving Data Mining

To facilitate the privacy of individual’s data or information along with mining of useful infor-
mation, an approach called Privacy Preserving Data Mining (PPDM) [15]] has been proposed.
The main aim of protecting the privacy in data mining task is to lessen the probability of mis-
use of data with no loss in the accuracy of results, i.e., results produced in the presence of
privacy preserving technique should not vary from those produced without it. The core of
PPDM is to perturb the data in such a way that valuable information should be extracted
without revealing the sensitive data or sensitive information contained in it. Figure [I.4] gives
a general layout of PPDM techniques. The two main objectives of PPDM techniques are:
Privacy

preserving
techniques

4

Data Mining Results

Database

Figure 1.4: Overview of PPDM

e The sensitive raw data (for e.g., individual’s identification number, name, and mobile

number) should not be directly used for mining.

e The sensitive mining results, whose revelation will compromise the privacy of the

entity should be eliminated.

These objectives can be further divided into seven parts [21] as shown in Figure [I.5] The
first objective, protection of sensitive raw data, can be divided into 5 parts. First part repre-

sents the public dataset that does not contain any sensitive data and it can be used by anyone
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Public Dataset
Sensitive values
Sensitive tuples
Sensitive attributes
Sensitive dataset
Intermediate results
Final Results

Protection of
Protection of sensitive raw data sensitive
mining results

Figure 1.5: Objectives of PPDM techniques

without any changes. The second part represents the dataset which contains the few sen-
sitive values which should be hidden before performing any analysis on it. The third part
represents the dataset having sensitive records that need to be protected, for e.g., the records
containing information of a very important person need to be protected so that information
about such person is not leaked. The fourth part represents the sensitive attributes that need
to be protected, e.g., the salary in a dataset. The fifth part represents the sensitive data which
need to be protected. It is a hybridization of the third and fourth parts. The second objec-
tive, protection of sensitive mining results can be divided into two parts: sixth and seventh,
where the sixth part represents the protection of sensitive intermediate results. During the
application of PPDM techniques, some intermediate results may contain sensitive informa-
tion which should be hidden. The seventh part represents the sensitive mining results which
may produce after application of data mining techniques and need to be protected. For ex-
ample, after the application of association rule mining techniques, some sensitive rules can
get generated that need to be hidden. The PPDM techniques achieve one or all objectives
depending upon the application’s requirements. If traditional cryptographic techniques are

used for privacy, they can have large overheads for big data. Anonymization techniques have
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arisk of re-identification of anonymized dataset since a large amount of data is available and
by linking the different data sources with anonymized data-set, there are more chances of
retrieval of actual information.

The PPDM techniques are evaluated on different parameters such as performance, pri-
vacy, data utility, etc. A PPDM technique can outperform other techniques on specific pa-
rameter like privacy or performance, but the majority of the proposed PPDM techniques

perform better for one parameter or other, not for all parameters.

1.3.1 Different dimensions for classification of PPDM techniques

The five dimensions for classification of PPDM techniques [22]] are:

Data distribution: The datasets can be centralized having a single data owner or it can be
distributed among multiple parties having multiple owners. Different PPDM techniques are
required depending upon the data distribution. Some algorithms carry out the PPDM on cen-
tralized data while others work well on distributed data. The goal of distributed data mining
is to compute the global model from data partitioned among multiple participants. Privacy
preserving distributed data mining techniques are used for co-operative computations of the
global model without revealing the individual datasets of co-operating parties to each other.
Distributed data comprise horizontal, vertical or arbitrary partitioned data.

Data modification: Data modification techniques are used to alter original database record
before release, for accomplishing the security assurance goal. The methods used to perform
data modification are perturbation, generalization, aggregation, swapping, merging, block-
ing, sampling or mix of these. The data perturbation methods are used to protect the confi-
dential data by adding random noise to original data such that aggregated values of original
data and perturbed data are the same. In the blocking method, sensitive data is protected by

replacing some attributes value with a specific symbol like “?”. In the aggregation method,
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aggregated results are used for data mining, instead of raw data for protecting privacy. For
the swapping method, the values of the attributes are exchanged within the same dataset,
such that original statistic of the dataset is maintained.

Data mining algorithms: Different patterns can be identified by using different types of
data mining tasks such as classification, association rule mining, and clustering. After ap-
plying the privacy preserving measure, the modified dataset should support all data mining
tasks that can be executed on the original dataset. But, the modified dataset supports only
some data mining tasks as data utility is reduced after modification. Therefore, in this di-
mension, PPDM techniques are classified based on data mining tasks they support, which
include privacy preserving association rule mining, privacy preserving classification, privacy
preserving clustering, efc.

Data or rules hiding: In some cases, original data with sensitive information needs to be
protected, while in other cases, the rules generated after performing the mining task like
association rule mining or classification on the original data need to be protected. In this
dimension, PPDM techniques are classified according to the privacy requirement of applica-
tion, i.e., does raw data need protection or rules need protection.

Privacy protection: The privacy protection techniques are used for selective modification of
data such that the privacy-utility balance is maintained. These techniques can be classified

into three types:

1) Heuristic-based techniques like adaptive modification which modify only selected val-

ues to maintain the privacy-utility balance.

i1) Cryptography based techniques like homomorphic encryption and secure multi-party

computation techniques which perform the operations on encrypted data.

iii) Reconstruction based techniques that reconstruct the original distribution of data from
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randomized data.

1.4 PPDM Applications

Privac preserving data mining has various applications in healthcare, recommender system,
genomic privacy, homeland security applications, social networks, customer transaction, efc.

Some of them are discussed in this section.

1.4.1 Healthcare

The huge data is generated by healthcare industry through record keeping, compliance and
regulatory requirements, and patient care which includes Patient Health Record (PHR), Elec-
tronic Health Record (EHR), physician’s notes, laboratory tests, medical imaging, sensor’s
data, prescriptions, insurance, and other administrative details. For extracting rules, patterns
and trends, big data analytics should be performed on this data. The analytics results can
help in providing low cost and effective treatments to patients. Since the healthcare data
contains the personal information of patients, the data analytics on healthcare data should be
performed in privacy preserving way such that no personal or sensitive information of the
patient is leaked. Various systems have been designed for protecting sensitive information
in healthcare data before performing the data analytics on it. Some of them are discussed
below.

Sweeney [23] developed a system for removing the personal information of patients from
the clinical notes and letters called the Scrub system. The clinical notes and letters contained
data (patient’s name, address, phone numbers, family members details, efc.) in textual form.
The Scrub system used the number of algorithms in parallel to find the text having personal

information of the patient. The traditional methods used global search and replace procedure
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for de-identification of data. The Scrub system identified the 99% of personal information in
the text which is much better than the traditional method whose accuracy is 30-60%.

Sweeney [24] introduced the Datafly System for performing the privacy preservation
transformations on medical records stored in the database while publishing the data or per-
forming the data mining. The stored data was in a multidimensional format having explicit
identifiers as well as quasi-identifiers along with the other data. The explicit identifiers such
as social security number and name were removed directly. For preventing the identification
of data using quasi-identifiers (age, sex, pin code) k-anonymity approach was used. The min-
imum bin size was set for each field within a range of 0 and 1, where 0 means providing the
original data and 1 means maximum generalization of underlying data. These values were
set according to the recipient of the data. The values in records were generalized according
to the bin size of the fields. Further, the outliers were also removed for the de-identification
of data.

The different healthcare providers, who have the patient’s information, work collabora-
tively for performing the data analytics on integrated data using cloud. The cloud service
providers act as the third party, which provides the storage and other computing resources
for performing the data analytics. Various techniques have been proposed to support such
approaches. Narayan [25] provided a secure system based on attribute-based cryptography
for sharing the patients’ data among healthcare providers in a secure manner. Jafferi er.
al. [26] introduced a secure management system for PHR using digital rights management
system where contents are encrypted using content key encryption scheme and license con-
taining policies to access data were issued by owners. The users possessing valid licenses

were authorized to decrypt and use the content.
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1.4.2 Recommender system

With the advancement in technology for storing, accessing and managing the massive data,
a lot of information is available on the internet for every topic, termed as “information over-
load”. To search for desired information in the pool of data for identifying the relevant
information is a daunting task. Recommender systems are a solution to the information
overload problem, which instinctively provides information to users according to their inter-
ests. They help in retaining customers, increasing sales, increasing advertisement revenues,
etc. Collaborative Filtering (CF) [27] is a prevalent technique used in recommender systems
for estimating user preferences. CF schemes provide users a list of items according to their
preferences from the millions of available items in the system, which saves the users effort
and time. Along with their benefits, CF schemes also have some issues like scalability, ac-
curacy, privacy and shilling attacks. CF schemes use the customer’s preferences for various
products to generate the recommendation for active users. Many customers do not share
their true preferences to recommender systems since they feel that such systems are inca-
pable of protecting their data. The customers look for the system which protects their data
and does not provide it to third parties without their consent. The fake user data generates
poorer recommendations having low accuracy. The collection of true and accurate data is
easier if the system has well-defined privacy measures. Protection of individual data while
generating the recommendations can be done by using various Privacy Preserving Collabo-
rative Filtering (PPCF) techniques [28]]. PPCF schemes can be divided into two types: PPCF
for centralized dataset and PPCF scheme for distributed dataset. The privacy scenario of the
centralized dataset for PPCF schemes is explained above. When the dataset is distributed
between multiple parties, they collaborate with each other for generating predictions using

PPCF schemes on integrated data such that their sensitive data is protected. The motivation
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behind collaboration is providing a more useful and richer CF service using integrated data

of multiple parties.

1.4.3 Genomic privacy

Due to the technological advancements, it is easy to perform DNA sequencing and interpret
the genomic information. The DNA database contains the uniquely identifying information
of individuals, so privacy preserving approach needs to be used while performing analysis
on it. The databases of collected DNA can be used for research purposes, medical use and
law enforcement, efc. Removal of explicit identifiers from the database will not prevent re-
identification of data, so other privacy preserving techniques like perturbation, anonymiza-
tion or differential privacy are required. Malin and Sweeney [29] build a software called
CleanGene for identifying the individuals from DNA entries by using publicly available in-
formation. The proposed approach had the accuracy of 98 — 100% in the identification of
individuals. The genetic profile was constructed from information like sex, genetic diseases,
location of DNA collection, which can be used for identification. In another study, Malin
[29] introduced a method for privacy preservation of DNA database by anonymizing DNA
sequencing using generalization lattices, such that DNA entry in the database cannot be de-
termined from (k — 1) other entities. The other methods for re-identification of individuals
by examining the visit of patients are discussed in [30], [31] where patients visit patterns
are combined with public information for unique identification. Malin [32]] provided various

methods to preserve the privacy of individuals in such a scenario.

1.4.4 Bioterrorism applications

In bioterrorism applications, medical data is analyzed for detecting bioterrorism attack. Usu-

ally, biological agent generates symptoms such as influenza-like illness, respiratory distress,
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gastrointestinal symptoms, and febrile hemorrhagic syndromes, efc. Without prior knowl-
edge of the bioterrorism attack, doctors may diagnose the patient with some related disease.
For detecting bioterrorism attack, the number of cases related to particular disease needs to
be identified and if it deviates from the usual number, then it can be considered as bioter-
rorism attack. Therefore, data related to diseases need to be reported to health agencies for
surveillance of bioterrorism attack. Sweeney [33] proposed a solution for privacy preserving
bioterrorism surveillance such that initially limited revelation was provided for data and if
there was any suspicious activity, then access to all data was provided for identification of

the bio-terrorism attack.

1.4.5 Social networking

Social networking sites such as Facebook, MySpace, Instagram, efc., are web applications
used by people to do social interactions with other people such as friends or relatives or
people having similar interests, career or activities [34]. Every social networking site has
some specific functionality such as career-oriented, social interaction, etc. According to

Thelwall [35]], these sites can be classified into three types:

e Socializing social network services mainly used for doing social interactions with ex-

isting friends and relatives (e.g., Facebook).

e Career-oriented social network services used by professionals for interpersonal com-

munication (e.g., LinkedIn )

e Social navigation social network services used for finding specific information or re-

sources (e.g., Goodreads for books)

The social networking services have several benefits such as social interaction, on-line adver-

tisement, web hosting service for users creation, finding job and internship opportunities by
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connecting with other professionals and groups, used by activists for grassroots organization
and curriculum, learning and professional use. With a lot of benefits of social networking
sites, some issues which arise by the use of these sites include spamming, trolling, privacy,

risk of child safety, unauthorized access and psychological effects due to excessive use.

1.4.5.1 Privacy in social network

Privacy concerns among users of social networking sites are rising due to the presence of a
lot of personal information on these sites. The large organizations or governmental bodies
can use personal information for creating the individual’s profile, and then use that infor-
mation for policy planning and decision-making. Furthermore, social network organization
may retain the information which was altered or deleted by the users and then pass it on
to third parties for analysis purposes. For example, social networking site Quechup used
email addresses of its users for spamming operation [36]. Some potential dangers of leaking

private information are:

e [dentity fraud: The personal information provided on social network can be used for
extracting the personal identity of individuals such as social security numbers [37]].
The researchers of Carnegie Mellon University have showed in their study that it is
possible to extract SSN numbers of individuals by using social networks and other

on-line databases [38]].

o Employment-related information: The employers analyzed the personal information
of individuals, such as their posts, photos, activities, and groups joined, efc., on social
networking sites for screening the potential candidates [39]. Their major concerns
are about getting information related to alcohol or drug use, communication skills,

unseemly photos and videos, and defaming about the previous employers.
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e Preteens and teens related information: Among all age groups, preteens and teenagers
are more vulnerable victims to social networking sites. They share their personal in-
formation, locations, activities, events, photos, and videos willingly or under the peer
pressure without knowing the consequences. They tend to share this information be-
cause they do not want to be left out or judged by other adolescents who are practicing
these sharing activities. By sharing too much personal information they can become
a victim of cyberbully, stalking, etc. In the future, such information could potentially

harm them when pursuing job opportunities.

e Stalking: It is surveillance or monitoring of an individual without his/her consent. On
the social networking sites, people share their photos, videos, address, etc., with other
on-line friends without ever meeting them once, which can make the victim of stalking

very easily.

1.5 Thesis Organization

The thesis has been structured in the following chapters:

Chapter 1: Introduction: This chapter provides an overview of big data, big data mining
and privacy preservation in big data mining. Further, PPDM along with its various dimen-
sions are discussed. Various applications of PPDM have been discussed at the end of the
chapter.

Chapter 2: Literature Review: This chapter provides a comprehensive review of PPDM
techniques based on the data mining task classification. PPDM techniques related to associ-
ation rule mining, classification, and clustering are discussed. Further, anonymization based
PPDM, privacy preserving collaborative filtering and cloud-based PPDM are discussed. This

chapter concludes with the problem formulation and objectives of the thesis.
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Chapter 3: Proposed framework: Privacy Preserving Data Mining in Big data: In this
chapter, the framework is proposed for secure data mining in big data and explained thor-
oughly. Further, its application on the healthcare recommender system is discussed. The
PPCF scheme for generating the healthcare recommendation on arbitrarily distributed data
among multiple parties is proposed. The proposed scheme has been analyzed on various
parameters like privacy, accuracy, coverage, and performance.

Chapter 4: ClaMPP: A Cloud-based Multi-party Privacy Preserving Classification
Scheme for Distributed Applications: In this chapter, a cloud-based multi-party privacy
preserving classification scheme has been proposed. The proposed scheme uses the naive
Bayesian classifier for generating the predictions on arbitrarily distributed data among mul-
tiple e-commerce companies.

Chapter 5: K-Neuro SVM based Privacy Preservation technique for Social Network:
In this chapter, K-NeuroSVM based privacy preservation technique has been proposed for
the social network graph. The proposed technique is evaluated on various parameters which
include Average path length, Precision, Recall, F-measure and Information loss.

Chapter 6: Conclusion and Future Scope: This chapter concludes the thesis by making
a brief statement of the proposed research work. Major contributions of the thesis are also

provided along with the future directions for working in this area.
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Literature Review

Data mining is the process of extracting the hidden patterns, knowledge and information
from massive data-sets [40], which are very useful for the number of applications. But,
due to the excessive use of personal data of people in the data mining process, there has
been an increasing concern about the privacy threat posed by the enormous data [41]]. The
individual’s privacy can be violated due to the illegitimate access to his personal data, the use
of personal data for other purposes without his consent, discovery of undesired information
during the data mining process, efc.

To manage these privacy issues in the data mining process, a sub-discipline of data min-
ing, named as privacy preserving data mining has been proposed by the research community
in the last few years. The main aim of PPDM is to protect sensitive data or information from
unwanted disclosure, while preserving the utility of the data for data mining process. Af-
ter the cutting edge research of Agrawal et al. [15]], various techniques for PPDM have been
introduced [42], [43], [44], [45]. The classification of PPDM techniques can be done accord-
ing to different dimensions: data distribution, data modifications, data mining tasks, data or

rules hidden and privacy protection, as discussed in the first chapter (section no. 1.3.1).

25
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2.1 Classification of PPDM techniques

The PPDM techniques have been classified into three main categories according to data min-
ing tasks: privacy preserving association rule mining, privacy preserving classification and
privacy preserving clustering. These classifications are further divided according to their data
distribution: centralized or distributed. In centralized distribution, entire data is stored at a
single location and owned by a single party. The sensitive information of data providers is
protected in this distribution using various techniques like randomization, data perturbation,
cryptography, efc. The data can be distributed among multiple parties having horizontal, ver-
tical or arbitrary partitioning. In Horizontal Data Distribution (HDD), multiple parties hold
different entities having the same attributes. For example, analysis of patients’ data held
by different hospitals for diagnose and treatment of diseases. In Vertical Data Distribution
(VDD), multiple parties hold the same entities but different attributes. For example, analysis
of the data held by the hospital and environmental department of the same location or areas
for prevention of the outbreak of disease. The Arbitrary Data Distribution (ADD)[460] is gen-
eralized distribution, where different parties can have different entities or different attributes.

The technique designed for ADD can be applied to both HDD and VDD.

2.1.1 Privacy Preserving Association Rule Mining (PPARM)

Association rule mining techniques are used to discover the frequent patterns, correlations,
and associations among the items of a dataset.

Mathematically, it can be represented as:

I =iy,ij...i,, represent itemset

T =t1,t...t,, represent transaction such that#; C

X — Y represent association rule such that X CI,Y Cland XNY = ¢
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Here X and Y are antecedent and consequent, respectively. Both antecedent and consequent
can have single or multiple items. The support and confidence are two measures used to find
important association rules. The support count of X is the total number of transactions that
contain X, represented as:

0X)=tXCt,; €T|

The support of association rule X +— Y is the percentage of the total number of transaction
that contains itemset X UY and confidence is the probability of occurring itemsets in Y in the
transactions containing X. Mathematically, it can be represented as:

spX—Y)= o(xur)

conf(X »Y)= Bg‘&)y)

PPARM is the mining of association rules from the database such that no rule will leak the
sensitive information of individuals or organizations.

The main objectives of PPARM are:

1) All the sensitive rules which can be extracted from the original database at a speci-
fied threshold should not be extracted from the sanitized database at the same or high

threshold level.

ii) All the non-sensitive rules which can be extracted from the original database should

also be extracted from the sanitized database at the same or high threshold level.

iii) No new rules should appear while mining the sanitized database at the same or higher

threshold.

There are two main approaches for PPARM:

a. Sensitive frequent itemset hiding

b. Sensitive association rule hiding.
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In the first approach, sensitive frequent itemsets are hidden, and they do not appear in associ-
ation rules. Hence, all discovered rules are non-sensitive. In the second approach, after min-
ing the association rules, the techniques are used to hide sensitive association rules. These
approaches for PPARM can be further divided into two types based on data distribution:

centralized and distributed.

Centralized PPARM Centralized PPARM techniques can be segmented into four types:
heuristic-based, border-based, exact and reconstruction based approaches. In the heuristic-
based approaches, the selected transactions are modified for hiding the sensitive association
rules. In the border based approaches, the border of lattice is redefined in order to convert
the sensitive frequent itemsets into infrequent itemsets. In the exact approaches, hiding of
sensitive rules or frequent itemsets is defined as a constraint satisfaction problem which
is further resolved by integer or linear programming. The details of these approaches are

provided below:

1) Heuristic-based approaches: In heuristic-based approach, the appropriate datasets are
found for data modification. Since the optimal selection of dataset for data modifi-
cation is an NP-Hard problem, heuristics are used for the same. Based on the data
modification techniques, these approaches can be of two types: distortion based and
blocking based techniques. In the distortion based method, a selected set of 1-values
are changed to 0-values for lowering the support of sensitive itemsets, whereas, in data
blocking techniques, existing values are replaced by “?”” or unknown values to fuzzify

the original values.

1) Border based approaches: The itemsets which separate the frequent itemsets from
infrequent itemsets form the border and this border is modified to hide the sensitive

rules. Different algorithms follow a different methodology for enforcing the new and
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revised borders in the modified database.

iii) Exact approach: In this approach, non-heuristic algorithms are used which formulates
the hiding process by constraint specification problem or optimization problem. The
linear or integer programming is used to solve these problems. The algorithms used in

this approach provide the optimal solution with no side effects.

iv) Reconstruction based approaches: The data is perturbed to sanitize the sensitive as-
sociation rule and then aggregate distributions are reconstructed to mine non-sensitive

association rules.

Dasseni et al. [47] provided three algorithms to hide the sensitive rules, where the first two
algorithms were based upon reducing the confidence of rule and the third algorithm was
based upon reducing the support of the rule. It was shown that the first algorithm had per-
formed slightly better than the second. The execution time of the first two algorithms was
linear to the size of the database, whereas, for the third algorithm, it was directly propor-
tional to the size of database. In another study, Saygin et al. [48] provided a framework for
PPARM on the centralized dataset. For hiding the sensitive rules, they used a data blocking
method. The new metrics (sensitivity level, support interval and confidence interval) were
defined and three algorithms: CR, CH, and GIH were proposed based on rule hiding by
reducing the minimum support and rule hiding by reducing the minimum confidence. The
experimental results had shown that CR had the least side effects followed by GIH. Oliveira
and Zaiane [49]] introduced a method for balancing privacy and knowledge discovery in asso-
ciation rule mining. The proposed sanitizing algorithms required only two scans of database
irrespective of the size of the database and a number of sensitive rules need to be hidden,
so it was more scalable and efficient as compared to techniques mentioned in [47], [48].

They had also considered the effect of sanitizing procedure on legitimate rules that should
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not be hidden, whereas the previous two techniques [47], [48] did not consider this factor.
Further, Evfimievski et al. [S0] discussed that privacy breaches occurred due to the use of
uniform randomization and introduced a class of randomization operators (per-transaction,
item-variant, select-size, cut-and-paste and mixing randomization) which provide more se-
curity during PPARM. The formulae for an unbiased support estimator and its variance had
been derived to find the support counts from randomized dataset and perform PPARM. A

number of PPARM techniques have been proposed since then. Some recent studies are dis-

cussed in Table[2.1.2.1

Distributed PPARM The secure multi-party computation techniques are used for PPARM
on distributed database among multiple parties. The transactions can be distributed horizon-
tally, vertically or arbitrarily among multiple parties. The different parties want to learn
global association rules collaboratively, without sharing their confidential data. So, they pro-
tect their data before sharing and then perform the computations on protected data to generate
association rules. In early work, Vaidya and Clifton [S1] presented a PPARM technique for
vertically distributed data between two parties based on secure scalar product protocol. It
was shown that the proposed protocol was secure and had quite less communication cost.
Further, Kantarcioglu and Clifton [52] introduced a PPARM technique for horizontally dis-
tributed data among three or more parties. The two phases were proposed to discover glob-
ally frequent item set. In the first phase, commutative encryption was used by each party
to encrypt its own itemset and the itemsets (already encrypted) it received from other par-
ties. These encrypted values were passed to each party, which decrypted them to obtain the
complete set. In the second phase, each party added a random value to its support count and
passed it to another party. The last party performed a secure comparison using Yao’s generic
method [53]] with the first party to determine whether the final result was greater than the

threshold value plus the random value. In another study, Zhan et al. [54] provided a solution



Chapter 2 Literature Review 31

for vertically distributed data between multiple parties (two or more than two parties) using
homomorphic encryption, whereas previous study Vaidya and Clifton [S1] were provided
for two parties only. Some recent PPARM techniques for distributed datasets are provided in

Table[2.1.2.2)

2.1.2 Privacy Preserving Classification (PPC)

Classification, a two-way step is a data mining technique used to analyze the data-set and
construct the set of rules to classify the target data into predefined classes or groups [35]. In
the first step, a model is build based on relationships between values of predictor and values
of target. In the next step, the build model is used to predict the class of target value. For
example, credit risks of loan applicants as low, high or medium, can be predicted by using
classification algorithms. The most commonly used classification models are Decision tree,

Support vector machine, Neural network, Bayesian network, efc.

2.1.2.1 Decision tree

The decision tree learning model consists of a flowchart like a tree structure, where each
internal node represents one of the input variables, edges from internal nodes represent the
outcomes of test on internal nodes, and leaf nodes represent the class labels [S5]. The path
from root to a leaf node represents the values of input variables which lead to target value
represented by the leaf node. Various privacy preserving techniques for realizing the decision
tree classifier have been proposed [[15], [S6l, [S7]. Aggarwal [S7] proposed a secure decision
tree classifier on the centralized dataset using randomization and reconstruction techniques.
The privacy of original data was preserved by using a randomizing function based on the
uniform or Gaussian distribution. For building a classifier, original data distribution was

reconstructed from the perturbed data distribution. Du and Zhan [38] proposed a random-
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ization response technique called a Multivariate Randomized Response technique for the
multiple-attributes dataset.

They used this technique to perturb the original dataset and build a decision tree classifier
using a modified Iterative Dichotomiser 3 (ID3) algorithm, on perturbed dataset. The ac-
curacy of decision tree classifier is good when the randomization parameter has value in
the range [0.6,1] and [0,0.4]. Agrawal and Srikant [73] proposed a solution for building a
privacy preserving decision tree classifier or naive Bayes classifier on the user’s perturbed
data. The user’s data was perturbed at the personal system using the normal distribution,
Gaussian distribution and by swapping values. From the aggregated perturbed data, the orig-
inal data distribution was reconstructed and used for building a classification model. Few
studies have been proposed for the distributed dataset. Lindell and Pinkas [15] proposed
a solution for building a privacy preserving decision tree classifier based on the ID3 algo-
rithm on horizontally distributed data using oblivious transfer protocol between two parties.
Xiao et al. [56] proposed a privacy preserving ID3 algorithm for building a decision tree
classifier based on SMC protocols for horizontally distributed data between multiple parties.
Various SMC protocols based on the data disguise techniques were proposed: a secure two-
party multiplication protocol, the secure two-party and multi-party reverse multiplication
protocols, a secure multi-party xLogx protocol, and a secure multi-party FindMax protocol.
The proposed method was more efficient than the solution proposed by Lindell and Pinkas
[15]. Du and Zhan [74] discussed a privacy preserving decision tree classifier on vertically
partitioned data-set between two parties, based on secure scalar dot product protocol. For
achieving good performance, a semi-trusted third party was used. The communication cost
of the proposed protocol is about 2n, whereas the computation cost is O(n). In this work, the

assumption was made that both parties should have the class attributes.
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2.1.2.2 Support vector machine

Support Vector Machine (SVM) is one of the finest available classifiers which is usually
used for binary classification. The bifurcation is done on the basis of kernel function which
divides the entire section into two regions. SVM basically finds the best possible linear de-
cision surface concerning the two classes. The biased arrangement of the support vectors is
generally known as the decision surface. In other words, the nature of the margin among the
two classes is decided by the support vectors. Primarily for a listed class, SVM determines
a hyperplane or a surface which increases the margin among the positive and negative ob-
servations. As depicted in Figure the boxes and circle are the support vectors that are
primarily the observations that support hyperplane on both sides. The hyperplane is simply
defined as a line in 2D, whereas in 3D, it is defined as plane. In greater dimensions i.e.,
more than 3D, it is entitled as hyperplane. Margin is well-defined as the space among the
hyperplane and the nearest data point. If that space is doubled up, it would be identical to
the margin. SVM determines a hyperplane or a surface which increases the margin among
the positive and negative observations for a designated class. Support Vector Machines are
adaptable for different decision function. SVMs are very effective when very high dimen-
sional spaces are concerned. Also, when the numbers of dimensions turn out to be bigger
than the current number of samples, then also SVM appeared to be very effective. Vari-
ous studies have been proposed for PPC using SVM [75], [76l, [77], [[78], [79]. Recently,
Maekawa et al. proposed a PPC scheme using SVM based upon protecting the extracted
features of data by using the random unitary transformation. The properties of the protected
features were used for secure computation of the SVM model by using the existing algo-
rithms. The performance of the proposed secure SVM model was same as for unprotected
SVM model. Further, Hyma et al. [80] presented a PPC scheme using SVM for the cen-

tralized dataset based upon the heterogeneous data distortion technique. Three parameters:
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privacy choice of the data subject, domain privacy, and correlation were considered before
modification of the original data. Based upon these parameters, modification of data was
done by adding noise for continuous data and by the generalization process for discrete data.

The proposed scheme was efficient and had good accuracy.
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Figure 2.1: SVM and Neural Network

2.1.2.3 Neural network

According to Gurney “A Neural Network (NN) is an interconnected assembly of simple
processing elements, units or nodes, whose functionality is loosely based on the animal neu-
ron. The processing power of the network is stored in the inter-element connection strengths,
which are computed by the process of adaptation to, or learning from a set of training pat-

terns”. The NN contains three types of layers: input layer, hidden layers, and output layer.
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The layer which receives the input from the external source is called an input layer. The
layer which produces the final result of NN is called an output layer. There can be zero or
more layers between the input and output layers, which are called hidden layers. In the hid-
den layer, NN changes the input data with some threshold value as per the layering and the

normal transformation for this layer can be represented as:

wi=ax+b 2.1

where w1 is the changed weight of the input data, a and b are arbitrary constants. The primary
elements of all Artificial Neural Networks (ANN) are closely interlinked artificial neurons
imitated by multiple nodes where each node accepts an input, implements a function to it and
after that transfers the output. At every node, the output is referred as its activation or node
value. As shown in Figure 2.Tb] in the input layer, the input values are weighted, i.e., each
input value is multiplied with individual weight. In the hidden layer, neurons implement
sum function which aggregates all the weighted inputs. In the output layer of ANN, the
aggregation of previously weighted inputs is carried through activation function in order to
generate the output value. A lot of studies have been done for PPC by using neural networks
on the centralized as well as distributed datasets [97], [98], [99], [100]. Recently, Chabanne
et al. [101] introduced a PPC technique by using deep neural networks for non-linear layers
greater than two. The proposed technique based upon the main ideas of cryptonets [102] and
batch normalization principle [103]] and had better accuracy than cryptonets. Its accuracy
was close to the accuracy obtained on the unprotected data. Abadi et al [104] presented PPC
scheme for neural networks by using differential privacy. The proposed scheme had three
main components: differentially private stochastic gradient descent algorithm for training

the model, moments accountant for estimating the privacy costs and hyperparameter tuning
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for balancing the privacy, accuracy, and performance.

2.1.2.4 Naive Bayesian Classification (NBC)

The Naive Bayes Classifier, based on Bayes’ theorem, is a simple and efficient probabilistic
classifier for binary and multi-class classification problems. As described in [105], NBC
used for the classification tasks where each instance r is described by the attribute values
< ri,ry...ry > and the target function f(c) can have any value from some finite set C. The
target function f(c) is trained by using the number of training samples and based upon that
new instance is classified. The Bayesian approach for classifying the new instance is to
assign the most probable target value, vypg, given the attribute values < ry,r;...r,, > that

describe the instance.

vmpe = argmaxcec(P(cj|r1,72...7n)) (2.2)

Using Bayes theorem

P(r1,ra...r4|P(cj))P(c))
P(ry,ry...rp)

VMPE = Argmaxc;ec = argmaxcjecP(rl ,12...1)P(cj) 2.3)

To simplify it further, it is assumed that attributes values are conditionally independent.

Hence,

vae = argmag;ec(P(e)) [[P() (24)
i J

where vypc represents the predicted value by the naive Bayes classifier. The conditional
probabilities P(rj|c;) and prior probabilities P(c;) are required to be calculated from the
training set. Various techniques have been proposed for Privacy Preserving Naive Bayesian

Classification (PPNBC) which have been discussed below.
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Centralized PPC using NBC

Zhan et al. [106] introduced a PPNBC scheme based on a multivariate randomized response
technique. They modified the naive Bayesian classifier algorithm such that it can handle
disguised data and then compared the accuracy of classifiers built on disguised data and
undisguised data. It was shown that when the randomization parameter 8 was selected be-
tween [0,0.4] and [0.6, 1] accuracy of the proposed PPNBC classifier was closed to classifier
built on original data. Agrawal and Srikant [[107] proposed a method for building NBC from
perturbed data provided by internet users. After constructing an NBC from perturbed data,
the model was provided to internet users for performing classification. Zhang et al. [108]
proposed a new method for randomization, named as Randomized Response with Partial
Hiding (RRPH). The NBC model was constructed on disguised data with RRPH method.
For the proposed scheme, the selection of random parameter p between the interval [0.35, 8]
provides a good balance between privacy and mining accuracy. Vaidya [[109] et al. provided
a differentially private NBC on the centralized dataset, which can be placed on a cloud as
a Platform-as-a-Service model. The parameters € and n need to be adjusted according to
the dataset, where n represents the total number of attributes. The time required to make
proposed differentially private NBC was almost the same as required for making NBC from
original data. Liu et al. [110] presented a secure patient-centric clinical decision support
system by using PPNBC. The additive homomorphic proxy aggregation scheme was de-
veloped for building an NBC model without leaking the sensitive information of patients.
Further, a secure Top-K protocol was presented for retrieving the top-k disease names by
patients according to their preferences where Paillier homomorphic encryption scheme and
secure multiplication protocol were used for achieving privacy. Gao et al. [[111] introduced a
PPNBC on the centralized dataset which was secure against substitution and comparison at-

tack. The proposed techniques used the double-blinding technique combined with additively
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homomorphic encryptions and oblivious transfers to preserve the privacy of both parties
(user requesting a classification service and server holding a classification model). It has less

on-line overhead computation and communication costs.

Distributed PPC using NBC

Kantarcioglu et al. [112] proposed a PPNBC scheme for horizontally distributed dataset
between multiple parties based on secure sum and logarithmic protocol and the semi-honest
attack model was considered. Vaidya et al. [113] provided a PPNBC scheme for horizon-
tally or vertically distributed data between multiple parties. They assumed the semi-honest
privacy model and various SMC protocols (secure sum, secure logarithmic, one-out-of-
two oblivious transfer, secure scalar dot product) were used. Zhan et al. [114] presented
a PPNBC for horizontally distributed data between multiple parties by using homomor-
phic encryption scheme. The proposed scheme was secure and efficient in terms of com-
putation and communication cost, having upper bound for communication complexity as
a(m? 4 2n+ 3t +2) and for computation complexity as 2N +m2 4 (5+n)t +n+m+ 1,
where o, m, n, and N represent the count of bits for each transmitted element, number of
classes, number of parties, count of random numbers generated by a party and the total
number of records respectively. Yi and Zhang [[115] proposed a PPNBC for horizontally dis-
tributed data between multiple parties using a homomorphic encryption scheme. First, they
provided the two-party protocol for PPNBC and then extended it to multiple parties using a
semi-trust mixer model. In the semi-trusted mixer model, party sent messages to two semi-
trust mixers, which execute the two-party protocol and send the classification result to other
parties. The proposed protocol was secure and had good efficiency in terms of computation

and communication cost as compared to the protocol proposed by Kantarcioglu et al. [112].
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2.1.3 Privacy Preserving Clustering (PPCI)

Clustering is the process of combining a set of similar data objects into a group called cluster.
The objects of a cluster have high similarity, and they are very dissimilar to objects in other
clusters. The similarities and dissimilarities between objects are generally calculated using
different distance measures such as Euclidean, Manhattan, Hamming distance, etc. Cluster-
ing methods can be classified into partitioning methods, hierarchical methods, density-based
methods, efc. Based upon data distribution recent studies of privacy-preserving clustering
can be divided into two types: schemes based on perturbation for centralized dataset and

schemes based on SMC for distributed datasets.

Centralized PPCl

Oliveira and Zaiane [[116] presented two data transformation techniques: Object Similarity-
Based Representation (OSBR) and Dimensionality Reduction-Based Transformation
(DRBT). OSBR transformation was used for privacy preserving clustering on centralized
data, whereas DRBT was used for privacy preserving clustering over centralized data and
vertically distributed data. Parameswaran and Blough [117] introduced a data obfuscation
technique named as Nearest Neighbor Data Substitution (NeNDS) and its hybrid version us-
ing Geometric transformation named as GT-NeNDS. Authors defined the property, named
reversibility, was to check the robustness of data obfuscation techniques. The GT-NeNDS
technique had cluster preservation, high displacement and difficult to reverse properties.
Hajian and Azgomi [118]] presented a PPCI technique for a centralized dataset using haar
wavelet transform and scaling data perturbation techniques. Li and Zhang [119] presented
a novel solution for PPCI over centralized data using Double-Reflecting Data Perturbation
Method (DRDP) and Rotation Based Translation (RBT) method. The proposed solution used

hybridization of DRDP and RBT methods, named as Hybrid Data Transformation (HDT),
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for perturbing the sensitive numerical attributes. It preserves the statistical features of data
while performing clustering. The variance between actual and perturb value was used to
quantify the privacy, and misclassification error was used to determine the effect on pri-
vacy on the accuracy. Rajalaxmi and Natarajan [[120] proposed the two data transformation
methods to perturb the sensitive categorical data while performing cluster analysis. These
were: Hybrid Data Transformation using Translation and Rotation (HDTTR) and Hybrid
Data Transformation using Scaling and Rotation (HDTSR). In HDTTR, sensitive categori-
cal attributes were perturbed using additive noise followed by a rotation, whereas in HDTSR
sensitive categorical attributes were perturbed using multiplicative noise followed by a ro-
tation. They also used variance for quantifying the privacy and miss classification error for
determining the effect of privacy on the accuracy. Liu and Xu [121]] proposed a PPCl scheme
that used hybridization of random response technique and geometric transformation method
for data perturbation of numerical data. The proposed scheme was efficient with high privacy
and accuracy of mining results. Four different types of geometric transformation used were:
translation, scaling, rotation, and reflection. The four random parameters which correspond
to probabilities of these four geometric transformations were used in the proposed algorithm

to select the different geometric transformation, which perturbs the sensitive numerical data.

Distributed PPCl

Merugu and Ghosh [122] introduced a secure framework for distributed clustering for the
unsupervised and semi-supervised case. First, the generative models were trained on local
data and then center combiner integrate these models based upon the received parameters of
generative models. The artificial samples were generated using Markov chain Monte Carlo
techniques and then the combined global model was fitted to these samples. The most im-
portant algorithm in clustering is k-means. Various privacy preserving k-means algorithm

were proposed on distributed data. Vaidya and Clifton [123]] introduced a solution for PPCI
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over vertically partitioned dataset among multiple parties. The entities of each party were
kept confidential, and a homomorphic encryption scheme and secure permutation [[124] were
used to find out the secure distance between parties. The three non-colluding parties were
required for the execution of the protocol and computational costs were also very high. Fur-
ther, Samet ef al. [125] introduced an algorithm, which can be applied to two parties and
there was no need for non-colluding parties. The proposed algorithm was based on novel
secure multi-party addition protocol and secure sum [[126] protocol. However, the protocol
reveals the number of entities in clusters. Doganay et al. [127] presented a PPCl scheme
using an additive secret sharing scheme instead of a homomorphic encryption scheme to re-
duce communication and computation costs. The overhead costs were reduced, but they end
up using four non-colluding parties instead of three [[123]]. For horizontal distribution, Jha et
al. [128] proposed the two protocols for PPCI on the dataset divided between two parties.
First protocol named OPE, was based on oblivious polynomial evaluation and the second
protocol named DPE, was based on homomorphic encryption. The entities of two parties
were kept confidential, while intermediate centers of clusters were revealed during the ex-
ecution of the above protocols. The semi-honest privacy model was considered. Further,
Samet et al. [125] provided the solution for the multi-party environment. The secure divi-
sion protocol was used, which protect the entities of each party as well as does not reveal the
number of entities in clusters. But the intermediate centers of clusters were also revealed in
this protocol. Jagannathan and Wright [46] introduced a PPCI for ADD between two parties.
The secure scalar product protocol was used for calculation of distance and Yao’s garbled
circuit was used for secure comparison and calculation of intermediate centres of clusters.
The proposed protocol has high computation cost, since security primitives were executed
separately for each entity. In this protocol, the division was considered as the multiplication

of inverse, which was not a correct implementation of the k-means algorithm. Su ez al. [129]
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proposed a solution for ADD using secure scalar product protocol, secure oblivious poly-
nomial evaluation protocol, and secure approximation technique. It was more secure and
accurate in mining results than protocol proposed by Jagannathan and Wright [46]] but has
some drawbacks such as leakage of the intermediate assignments of objects to clusters and
the count of objects in each cluster to different parties. Further, Bunn and Ostrovosksy [130]
introduced a PPCI protocol that had secure sub-protocols based on Paillier cryptosystem for
each operation of k-means clustering algorithm. The proposed protocol was more secure
as it does not leak intermediate centers and clusters assignment, but it leaks the number of

iterations of k-means algorithms.

2.2 Anonymization based PPDM

Anonymization is a process of removing the personally identifiable data from the original
data through different methods such as generalization, suppression, data removal, permu-
tation, swapping, efc. [131]. The k-anonymity method [132] is treated as the classical
anonymization method and the majority of the studies are based on k-anonymity. Few stud-
ies are based on its improved methods like I-diversity, t-closeness, k"-anonymization, (o,k)
anonymity, efc. [133].

The aim of the k-anonymity method is to generalize the values of quasi-identifiers in
an original table such that every record in the modified table is identical to at least k-1
other records in terms of the quasi-identifiers. If an attacker knows the quasi-identifier
values of target individual, the probability of identification of the target’s record from the
k-anonymized table will not exceed 1/k. Poovammal and Ponnavaikko [134]] introduced a
task-independent anonymization technique for protecting the sensitive raw data such that the

utility of data was preserved for mining purpose. In most of the privacy preserving general-
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ization methods, loss of information is due to generalization (transformation) of QI attributes
and SA attributes. Authors gained both privacy and no information loss, by only transform-
ing part of the QI and SA attributes. Zhu and Peng [[135] proposed a modified entropy
l-diversity model to the address privacy of medical data where more detailed attacking con-
ditions and characteristics of medical information were taken into consideration. Approaches
that address specific problems were also developed using the anonymization method. The
k-anonymity based method illustrated by Matatov et al. [136]] was used to search for optimal
feature set partitioning and the one discussed by Funga ef al. [137] was used for cluster
analysis. Zhu et al. [138]] proposed a data reconstruction scheme for the k-anonymization
of the dataset before performing the predictive analytics on it. The aggregation masking
method was used for protecting the sensitive numerical data and the swapping method was
used protecting the sensitive nominal data. The good subset from the masked data was found
by using the genetic algorithm and then it was replaced in the original dataset, such that the

modified dataset satisfies the k-anonymity constraint.

2.2.1 Social network privacy using anonymization techniques

In recent years, social networking sites are being used by people from every age group. For
finding the interesting social patterns and knowledge from data shared on these sites, the so-
cial network analysis has become very significant for organizations. To perform the analysis,
organizations that own the social network applications may need to provide their data to third
parties. But, even after the removal of the explicit identifiers from the dataset, which is called
as naive anonymization, the publication of the network data may leak sensitive information
about individuals, such as one’s intimate relationships with others. So, before publishing
the data, it should be completely anonymized. The k-anonymization and its variants such as

the k-neighborhood-I-diversity model [139]], k-isomorphism [140] and k-degree 1-diversity



Chapter 2 Literature Review 49

model [141] are used for properly anonymizing the social network data. The next paragraph
discusses this in detail.

Recently, a lot of research work has been done in social network privacy. The social
network data can have two types of attacks: active and passive attacks. In the active attack,
when the organization is collecting the social network data, the attacker embeds the special
type of sub-graphs in the original graph. The attacker then re-identifies those sub-graphs
and nodes connected to them from the published social network graph. In a passive attack,
the attacker uses background information like vertices degree, neighborhood information,
connections between vertices, etc. The two privacy models k-anonymity and k-anonymity
l-diversity have been used to protect the node re-identification and combination of node re-
identification and the sensitive attribute of nodes, respectively.

Fung et al. [142] introduced a k-anonymization technique for a social network dataset
with the aim of protecting the privacy of common sharing patterns (s-patterns), which was
used for knowledge discovery for marketing and consumer behavior analysis process. The
experimental evaluation has been done on three real-life datasets: Gnutella05, Gnutella08
and Adult. For computing, the data utility of s-patterns, the transformation of the common
s-patterns before and after anonymization were measured and A+ tool called MAFIA was
used to discover the frequent s-patterns. Zhou and Pei [141] presented a k-degree 1-diversity
model for protecting the privacy of social network data before publishing. They implemented
distinct I-diversity and recursive (c, 1) diversity privacy model and the proposed KD3D model
was tested with CORA and DBLP data sets and the KD5D model was tested on the Arnet
dataset. The experimental results demonstrated that the addition of noisy nodes was reduced
as compared to the previous work by edge editing only. Yuan and Chen [143]] identified some
significant privacy attacks, named as neighbourhood attacks. They identified the effect of the

parameters, namely, @, B and ¥ on the results obtained after anonymization and concluded
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that a person can trade-off between adding edges and deriving labels by modification of these
three parameters. Krishna and Murthy [144] presented k-degree 1-diversity privacy model
based on the noisy node addition method such that there is less distortion in the original
properties of the graph. They explained both distinct 1-diversity and recursive assortment
for the proposed k-degree 1-diversity privacy model. The experimental results illustrated
that the proposed technique had improved results compared to the preceding work using
edge editing only. Vasudevan er al. [145] proposed two privacy preserving approaches:
the first one protected data privacy using an extended role-based access control mechanism
and the second approach used cryptographic techniques. Xu et al. [146] proposed a
trust-based mechanism based on bandit approach for collaborative privacy management in
social networks. In the proposed scheme, aggregated opinions of all the involved users were
considered before posting any item on social networking sites. A brief overview of some

studies related to social network privacy is given in Table [2.2.1

2.3 PPCF

PPCEF is one of the applications of PPDM. Various PPCF schemes have been proposed for
the centralized dataset. Polat and Duo [[151] used Randomized Perturbation Techniques
(RPTs) to overcome the privacy problem in both correlation and Singular Value Decompo-
sition (SVD) based CF schemes. Bilge and Polat [152] discussed the methods to generate
predictions with more accuracy by utilizing Discrete Wavelet Transformation (DWT) tech-
nique while preserving the individual users’ privacy. For privacy preservation, users’ data
was masked by using RPTs. They tried to enhance the scalability and accuracy of PPCF
schemes by applying k-means, fuzzy c-means, self-organizing map and bisecting k-means

clustering on CF schemes while preserving the user’s privacy [[153], [154]. Parra et al. [155]
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introduced an architecture for preventing user profiling based on their ratings, by using a per-
turbation technique called suppression of ratings. The proposed approach enhanced privacy
at the cost of degradation of accuracy.

For the distributed dataset, Polat and Du [28] proposed a solution for generating recom-
mendations for a single item from the VDD distribution between two parties while preserving
their sensitive information. The proposed approach was based on the homomorphic encryp-
tion technique. Further, Polat and Du [156] introduced the techniques for generating top-n
recommendations from HDD or VDD distribution among multiple parties. The proposed
techniques were based on perturbation techniques; hence computation overhead was less as
compared to other techniques based on cryptographic techniques. Kaleli and Polat [157]
proposed the PPCF technique for HDD on multiple parties based on clustering . Different
parties perform clustering of their distributed data off-line securely and then generate rec-
ommendations online, based on the k-nearest neighbor approach. Further, Kaleli and Polat
[158] discussed a scheme based on NBC for generating predictions on distributed data while
preserving privacy. The scheme was based on binary ratings which determines whether user
will like or dislike an item. Yakut and Polat [159] investigated on how to generate refer-
rals from HDD or VDD distribution of ratings between two parties using the SVD based
method. The proposed approach was secure, generated accurate predictions and did not in-
troduce overhead on-line computation costs. Jeckman et al. presented a PPCF scheme based
on cryptographic techniques on HDD such that there was no accuracy loss due to privacy
measure, but it has high computation costs [160]]. Further, Kikuchi et al. presented the PPCF
protocol on HDD among two parties based on cryptographic protocols [[161]. For improving
the computation time of protocol, a similarity measure based on the aggregation of locally
computed similarity was used. All the schemes discussed in this section are for HDD and

VDD, whereas ADD is more generalized distribution. Yakut and Polat [[162], [163], [164]
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proposed three different schemes for ADD between two parties whose overview is provided
in Table 2.4, The proposed techniques have high computation cost due to the use of a ho-
momorphic encryption technique. Memis and Yakut [[165] proposed the PPCF technique for
resolving overlapped rating problems, but they did not consider the multiple parties and the
computation cost of the off-line model generation process is also high .

While exploring the medical domain, the two primary studies have been considered:
Katezbeisser and Petkovic [[166]] and Hoens er al. [[167]. Katezbeisser and Petkovic [[166]]
proposed a privacy preserving medical recommender system for centralized architecture,
which encodes the patient health data into the binary vector and recommends a suitable doc-
tor by using matching protocol. Hoens et al. [167] proposed a medical recommendation
system while maintaining patient privacy. Two architectures secure processing and anony-
mous contributions were proposed such that both maintain the patient’s privacy about who
was contributing the ratings and who was inquiring. The secure processing architecture has
high computation cost whereas, in anonymous contributions, architecture security can be

jeopardized if available ratings are less.

2.4 PPDM based on Cloud

The advent of cost-effective cloud services provides a great opportunity for organizations
to reduce their cost and increase productivity. The company lacking in expertise or compu-
tational resources can outsource its mining needs to a cloud, but the outsourced data may
contain sensitive information that cannot be directly stored or mined on the cloud. To protect
the sensitive data, privacy preserving techniques are required, while storing and mining the
data on the cloud. Various techniques have been proposed for PPDM through the usage of

the cloud. Yuan and Yu [168] provided secure back-propagation neural network learning
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on ADD among multiple parties on cloud environment based on the doubly homomorphic
encryption technique. In the proposed technique, all parties locally encrypt their data and
stored it on cloud. The cloud then executes the most expensive operations related to back-
propagation neural network on encrypted data and provides the result to all parties in an
encrypted form. The proposed technique was scalable and had minimal computation and
communication costs for each party. Yi ef al. [169] discussed the PPARM technique on
the encrypted data stored in the cloud. Wei et al. [170] presented a SecCloud protocol for
storage security as well as computation security. The SecCloud protocol used designated
verifier signature, batch verification, and probabilistic sampling techniques. Lin and Deng
[171] proposed an algorithm, named as, Cloud-based Association Rule Mining (CARM) for
secure frequent itemset mining on cloud environment by using the parallel algorithms. The
CARM algorithm was scalable and had less computation costs. Jindal and Dave [172] intro-
duced a data privacy protocol for the distributed cloud environments. The proposed protocol
protected the user’s information from unauthorized access, malicious users and cloud own-
ers.

The proposed technique used the n(n > 2) semi-honest servers, three solutions were pro-
vided based on distributed Elgamel cryptosystem to attain privacy at item-level, transaction-
level, and database-level respectively. Kao et al. [173] introduced a reversible contrast
mapping algorithm for preserving the privacy of data stored in the cloud while performing
the data mining on it. Li ef al. [174] presented a privacy preserving frequent itemset mining
and PPARM techniques for vertically partitioned datasets using the cloud. The efficient ho-
momorphic encryption and secure comparison scheme were proposed for maintaining data
privacy. The proposed scheme was secure and more efficient in terms of computation time
w.r.t other related techniques. Lai et al. [175] introduced a semantically secure solution for

outsourcing the association rule mining on cloud-based upon a fully secure symmetric-key
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predicate-only encryption scheme. Hussain ef al. [176] introduced a secure cloud based
scheme called incentives-based vehicle witnesses as a service (IVWaaS), which employs ve-
hicles moving on the road as the witnesses to designated events. Further, Giannotti et al.
[1'77] presented a novel encryption scheme named Robfrugal for PPARM on cloud. The
cloud service provider acted as a third party which mined the association rules for the data
owner. The items and association rules were considered as private data of data owner (organi-
zation). The third-party performed mining on encrypted data using the Robfrugal technique
and provided the pattern to the data owner. The data owner extracted the actual patterns from

the received patterns from the third party.

2.5 Motivation

The data has a vital role in all big data-based applications. Various data analysis techniques
are applied to data, which makes maintenance of privacy of the data the most important
component. The PPDM techniques are used to facilitate the privacy and security of an in-
dividual’s or organization’s information along with the mining of useful information. While
applying PPDM techniques the data miner needs to maintain a balance between privacy and
utility. The implications of privacy and data utility vary with the characteristics of data and
the purpose of the mining task. As data types become more complex and new types of data
mining applications emerge, finding appropriate ways to quantify privacy becomes a chal-
lenging task that needs to explore further. Considering the current scenario, the definition of
privacy is essentially personalized. There is a need for introducing personalized privacy in
existing privacy preserving data mining or privacy preserving data publishing techniques and
developing the practical personalized anonymization methods. Further, there is also a need

for quantifying an individual’s privacy preference. Currently, the related PPDM techniques
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either provide a high level of data privacy with high overhead costs (Computation and Com-
munication costs) or jeopardize the privacy of data. If traditional cryptography techniques
are used for privacy, they can have large overheads for large datasets. Usage of anonymiza-
tion techniques has a risk of re-identification of anonymized dataset. Since a large amount
of data is available and the linking the different data sources with the anonymized dataset
can lead to the re-identification of data. Therefore, a lot of research efforts are required for
the security and privacy challenges of big data. Here, in this thesis, the focus is on privacy
preserving data mining technique for big data, which is secure, has high utility and which is

efficient in terms of computation costs.

2.6 Research Objectives

The objectives of the proposed work are as:

1) To analyse and explore various Privacy Preserving Data Mining (PPDM) techniques

and analyse their applicability in various data mining domains.
ii) To propose the techniques for privacy preservation of sensitive information.

iii) To test and compare the proposed techniques using various evaluation metrics (like

accuracy, computation time) and existing techniques respectively.



Chapter 3

Proposed Framework: Privacy

Preserving Data Mining in Big Data

This chapter presents the architecture of the proposed framework Privacy Preserving Data
Mining in Big Data (PPDMB) for applications like healthcare, recommender system, bioter-
rorism, efc. The architecture and layered view of proposed framework PPDMB and its ap-

plication on the healthcare recommender system is presented in this chapter.

3.1 Architecture of PPDMB

The architecture of PPDMB framework is divided into three layers.

3.1.1 Layered view

Layer 1 : Data collection and pre-processing phase: Since the collected data is not in the stan-
dard format, it needs to be cleansed and standardized before performing any analysis

on it. Various phases of data pre-processing are:

(a) Data cleansing: Once the data is collected, it should be cleansed and transformed
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Figure 3.1: A framework for privacy preserving data mining in big data

into useful and appropriate form by data preparator. In the proposed framework,

missing data is removed from the dataset depending upon the threshold value.

(b) Data integration: In data integration, data with different representations are com-

bined and data conflicts are resolved for e.g., attribute values having different

representations and scales in different databases.

(c) Data transformation: This process is used for rectifying any inconsistencies in the

dataset for e.g., “Attribute Names inconsistency”. In some scenarios given data

elements might be referred by different names in the different databases. In the

proposed work, given data element is refereed by the same name in all databases.

(d) Data reduction: It is done to present a reduced representation of the original data

having similar analytical results. The data reduction techniques include simple

aggregation, tabulation or more sophisticated techniques like principal compo-

nent analysis, factor analysis, efc.
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(e) Data discretization: It is performed to reduce the number of values of a continu-

ous attribute by dividing them into the range of attribute intervals.

Layer 2 : Privacy preserving data mining is the process of performing data mining in a secure
manner. Various data mining techniques include classification, clustering, association
rule mining and CF (Discusses in Chapter 2 Section 2.1, 2.3). In the proposed work,
CF is used for generating the predictions in healthcare and e-commerce recommender
systems.

For distributed applications, data analytics needs to be performed in a secure manner
by using the collective data of all parties. Two secure communication models for this

are trusted third party model and SMC model.

e Trusted third party model: In this model, all parties provide their data to trusted
third party, which performs the analysis on all data and provides the results to all
parties. The trusted third party does not share any information, of an individual
party, with other parties. Identifying such a trusted third party in a real-world

scenario is quite a cumbersome task.

e SMC model: This model is used by parties to perform analysis of their collective
data in a secure manner without using any trusted third party. The two main
requirements of SMC protocols are privacy and correctness [178] i.e. parties
should learn only about their output during the execution of protocols and each

party should receive the correct results.

In the proposed work SMC model is considered. The two types of privacy models
considered under SMC are the semi-honest privacy model and the malicious privacy

model [[178]].

1) Semi-honest privacy model: In this model, all parties follow the protocol speci-
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ii)

fication honestly, but try to gain the information from the intermediate and final
results obtained during the protocol execution. It is also called an honest but

curious or passive privacy model.

Malicious privacy model: In this model, parties can deviate from protocol speci-
fications to obtain the sensitive information of other parties during protocol exe-
cution, also called active privacy model. It is highly secured since no adversarial

attack can succeed in this model.

The semi-honest privacy model is considered in our work since protocols for this

model are efficient, prevent the inadvertent leakage of sensitive information between

the parties and hence serve as main step toward designing a highly secure solution.

Various privacy preserving techniques used for analytic on distributed data are Crypto-

graphic techniques, Randomization, Random masking, polynomial aggregation, data

perturbation, efc.

(a)

(b)

Cryptographic techniques: Generally public key encryption and homomorphic
encryption techniques are used for distributed PPDM. The generic construction
paradigms used with these cryptographic primitives are oblivious transfer, obliv-

ious polynomial evaluation, secret sharing scheme, and zero-knowledge proofs.

Data perturbation: In these techniques, random noise is added to data for protect-
ing the privacy of data. The noise added is sufficiently large so that individual
values cannot be recovered. Two main methods used for the randomization pro-

cess are probability distribution method and the value distortion method [42].

i. Probability distribution method: The original data is replaced by the same

distribution’s sample data or by the distribution itself.

ii. Value distortion method: The random noise is added to the attribute values
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using additive or multiplicative random noise.

(c) The random masking and polynomial aggregation techniques are used in this
method to mask the attribute values using random numbers and the required val-

ues are calculated from the masked data using polynomial aggregation technique.

(d) De-identification: It is a traditional technique used to preserve the privacy of
data by using techniques like swapping, generalization, suppression, removal of
data, etc. Since a large amount of data is available so chances of re-identification
of data are increasing. To lessen the effects of re-identification of data, more
rigorous privacy models k-anonymity, 1-diversity, t-closeness, and their variants

have been introduced.

Layer 3 : In this layer, predictions are received after applying the PPDM techniques in the
previous layer. These results are evaluated based on various metrics which include

accuracy, security, computation and communication cost.

In the research work carried out so far in the domain of the privacy preservation of dis-
tributed big data analytics, PPDM techniques based on SMC protocols are used. The SMC
protocols use the cryptographic techniques for the secure computation of function based
upon the distributed data among multiple parties. Due to the use of cryptographic techniques,
computation overhead is very high. Some SMC protocols have used the data perturbation
techniques, which cause some loss in accuracy. In PPDMB, random masking and polyno-
mial aggregation techniques are used for SMC protocols and the homomorphic encryption
technique is used for computation of secure sum only, which results in less computation
overhead and negligible accuracy loss.

The proposed framework is implemented on two applications: one is PPCF for health-

care recommender system which is discussed in this chapter and another one is cloud-based
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privacy preserving naive Bayesian classification scheme for general recommender system

which is discussed in Chapter 4.

3.2 EMS-PPCF: An Efficient Multi-party Scheme for Pri-
vacy Preserving Collaborative Filtering for Healthcare

Recommender System

The tremendous growth in Information technology has revolutionized the healthcare indus-
try in a big way. Patients use the Internet for getting information about diseases, diagnoses,
treatments, physicians, and hospitals. One of the major concerns of the patients is choosing
an appropriate physician for the treatment of disease. A huge amount of healthcare data
presently available all over the world can be used to provide better healthcare services to
patients facing various aging problems. Since the extraction of useful personalized informa-
tion from the large amounts of data is a difficult task, one of the available options to ease
this information overload is to use healthcare recommender systems. Ailing persons can
ask their friends and family for advice on where to seek treatment. The recommendations
produced by them are trustworthy, but the likelihood that friends and family have the same
medical history as that of the patient is quite low. The other option for patients is to find the
information and/or ratings of the physicians through the Internet. Since the medical data is
generally treated as confidential, these ratings might be sparse and inaccurate. If the privacy
of a patient, who is contributing to the recommender system, is maintained and different
hospitals or health centers having healthcare data work collaboratively in a secured manner,
then reliable and accurate predictions can be generated for the physician. Different sites,

having ADD of healthcare services at various nodes can collaborate with each other to gen-
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erate customer’s preferences leading to mutual advantage and overcoming the issues related
to insufficient ratings. Few studies have proposed PPCF on ADD, but they have considered
only two parties and the computation cost of the off-line model generation process is also
high since they use the homomorphic encryption technique.

In this section, an Efficient Multi-party Scheme for PPCF for healthcare recommender
system, named as EMS-PPCEF, is proposed for ADD among multiple healthcare sites. Two
phases have been considered: off-line model generation and online prediction generation.
Three protocols have been considered for privacy preservation and analysis of each protocol
is done separately. The Paillier homomorphic encryption system is used to calculate the
length of vector X securely. Analysis of the EMS-PPCF has been done for security, accuracy,

coverage, and performance on healthcare and Movieslens datasets.

3.2.1 Background

Patients can submit their symptoms to the healthcare recommender system which can iden-
tify the disease from symptoms and recommend the physicians to them. The symptoms of
the patients like blood pressure, blood sugar, heartbeat, and temperature can be recorded by
using wireless body sensor nodes, which can transfer patient’s information to a smartphone
via Wireless Body Area Network (WBAN). Further, the smartphone submits this information
to the healthcare recommender system through mobile networks or Wi-Fi. The recommender
system recommends the physician to patient after diagnosis of disease from symptoms. The
overview of the health monitoring scenario using WBAN is depicted in Figure 1. Patients
submit their feedback or ratings about physicians to healthcare centers after receiving the
treatments. It is assumed that Hy,H;,...H, represent n healthcare recommender systems,
where S| = (P, P>...Py1), S2 = (P, P>...Ppp),...S = (P1, P>...Byy,) are set of patients registered

with healthcare recommender systems Hy, Hy, ...H, respectively, such that §{ N S,...NS,, # 0,
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Figure 3.2: Health-monitoring scenario via WBAN

as shown in Figure [3.3] The patient’s ratings can be distributed horizontally, vertically or ar-
bitrarily among different healthcare centers, where arbitrary distribution is more generalized
as compared to horizontal or vertical distribution. For providing accurate and reliable recom-

mendations, all ratings are needed to be considered. Among the various techniques used in
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Figure 3.3: Healthcare recommender system architecture

recommender systems, CF is the most popular and conventional technique used to generate

recommendations. The user-based CF technique tries to identify those users who have past
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rating patterns similar to that of the current user and then use their ratings of other items to
generate the predictions for the current user. In the item-based CF technique, similarities are
found among items instead of the users. These techniques are more scalable and produce
high-quality recommendations as compared to user-based CF techniques. In memory-based
CF, entire data is used directly to generate predictions, whereas in model-based CF, all data is
used to create model off-line and then that model is used to generate the prediction. Model-
based CF techniques are more scalable than memory-based CF techniques because they have
less online computation cost as compared to memory based CF techniques. Since a large
number of ratings are used in the prediction generation process, model-based recommender
systems are preferred over memory-based. Various techniques have been proposed for PPCF
on distributed data. In schemes proposed for ADD by Yakut and Polat [162], [[163], [164],
default or fake ratings were added for preserving the privacy of data of different parties. Due
to the addition of default or fake ratings, there can be some accuracy losses, and the predic-
tions generated from those are not based on the actual ratings only. Further, these schemes
were proposed for only two parties. If multiple parties can participate, then accuracy and
coverage during the prediction generation process will be more. Since these models need to
be regularly updated due to frequent addition of users in recommender systems, its compu-
tation time should be less. However, these schemes were based on model-based CF and used
homomorphic encryption techniques for the model generation process, which has high com-
putational cost. In our proposed work, a secured CF technique is presented for healthcare
recommendation generation on ADD among multiple parties, which maintains privacy and

requires less computation time.
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3.2.2 System and security models

3.2.2.1 System model

In EMS-PPCEF, patients are registered with the healthcare system using a secure cross-domain
handshake scheme provided by He ef al. [179]]. The key establishment and key sharing mech-
anism for registration of patients to the healthcare system is done through Trusted Authority
(TA) which generates the master key and private keys for healthcare centers. The healthcare
centers register with TA and obtain their private keys and use them further to generate the pri-
vate keys for their patients. A particular healthcare center collaborates with other healthcare
centers using its private key. After registering, patients submit their ratings and feedback to
the healthcare system, as shown in Figure @

EMS-PPCEF for secure recommendation generation on arbitrarily distributed healthcare
data is dependent upon the model-based item-item CF technique. In model-based item-item
CF technique, similarities between item vectors are found, and these item-item similarities
are used as a model to generate the prediction. Different similarity measures like cosine
similarity, adjusted cosine similarity, and Pearson similarity can be used to measure item-
item similarity weight. In the EMS-PPCF, the most commonly used similarity measure, i.e.,
cosine similarity is used to measure item-item similarity. The cosine similarity weight w; ;
between items i and j is defined as [[180]:

wij= SRy
1111
where ?.f'represents dot product between item vector i and j and | |?|\ represents the length of

item vector i. After finding the item-item similarities, online prediction Pred, ; is generated
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for N nearest neighbor of item i for user a as [163]:

Yjen(Wij X 1a,j)

Pred, ; =
! Yjen Wil

(3.2)

where r, ; represents the rating of user a for item j.

The system model of EMS-PPCF is shown in Figure Let Aj,A>...A, represent the
parties that want to collaborate for generating the recommendations. The complete dataset
D is distributed arbitrarily between different parties (p), such as D = Dy, ||Da,||Da,..-Da,
where Dy, € A;. Each party A; has its item set I, such that I4, € D4,. They share their
item set I, with each other in the secured form to calculate item-item similarities between
them. The item set I4, represents the rating matrix in the form of item vectors for party A,.
In EMS-PPCE, it is assumed that user id and item label are publicly known to each party.
This helps in the synchronization between different parties. Only the ratings are shared in
the secure form with each other. These item similarities act as an off-line model Modely,
for each party A; which are used by them to provide the prediction to the user. As shown
in Figure 3.4} when a party, say Ay, receives a query q,,; from the user a about item i, it
generates the prediction Pred, ; using its off-line model Model,, and sends it to the user a.
Here, party A; is Master Party (MP) and all other parties A,...A,, are Collaborating Parties

(CP).

Synchronization among multiple parties As shown in Figure [3.4] different parties col-
laborate with each other for generating the recommendations for the user a. The synchro-
nization among computations performed by multiple parties is required for appropriate com-
putations. The flowchart in Figure [3.5]shows steps for synchronization between two parties
which can be extended to multiple parties. Levchin et al. [181] have provided synchroniza-

tion technique using synchronization server which has been modified in the proposed work
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Figure 3.4: System model of EMS-PPCF

without synchronization server. Two parties A; and A, check each other’s identities and if
they identify each other, then only they start transaction among themselves. The first party A;
synchronizes with party A; and sends its transaction. The party A ; processes the transaction,

synchronizes with party A;, submits its value and closes the transaction.

Attack models During collaboration among multiple parties for the knowledge discovery
process, various types of attacks can be performed for extracting the sensitive information of

parties. Some of them are defined as:

1. Ay: Collaborating parties collude with each other for capturing MP’s data: In this
attack, (p — 1) collaborating parties collude with each other for extracting the MP’s

private data. Since MP is interacting with the user a, it contains the partial results from
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Figure 3.5: Flowchart for synchronization between two parties

all parties. MP combines its results to partial results and generates the prediction for

the user a.

2. Ay Collaborating parties and MP collude with each other for capturing the target
party’s data: In this attack, (p —2) collaborating parties and master party collude with
each other for extracting the private data of target party. Since the target party is a

collaborating party, it does not have partial results of all other parties.

3.2.2.2 Security model

The different parties involved in the prediction generation process follow the semi-honest
model of privacy, i.e., different parties will follow the protocol honestly; however, they can
try to guess the confidential information from intermediate and final results. In EMS-PPCEF,

ratings, information about rated items and non-rated items are considered as confidential
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Table 3.1: Comparison of schemes for calculating secure sum

Corpputa- Comrpum- Fault Secu-  Topology

Scheme tion cation . .
. . tolerance rity required

complexity complexity

Secret
. L High Yo High N

sharing oW ig es ig 0
Paillier High Low Yes High No
Data per- Low Low No High Yes
turbation

data of the user. Therefore, all protocols should be secure enough such that they will not
reveal any confidential information while exchanging intermediate and final results among

different parties.

3.2.3 Proposed work

EMS-PPCF on ADD consists of two phases: off-line model generation and online prediction
generation. In the off-line model generation phase, the item-item similarity of the distributed
data among different companies is calculated in privacy preserving way by using protocol I
and II. Protocol I is used to calculating the dot product between item vectors securely using
random masking and aggregation technique [182]. Protocol II is used to calculate the length
of item vector securely using Paillier homomorphic encryption technique. Additive property
of homomorphic encryption is used since only the secure sum is required to calculate the
length of item vector distributed among multiple parties. The comparison of different meth-
ods for calculating the length of item vector is provided in Table As shown in Table
3.1} the communication cost of the secret sharing scheme is very high as compared to homo-
morphic encryption whereas, for data perturbation scheme, fault tolerance is zero and parties
need to be connected in some topology (e.g., ring). Due to all these issues, the homomorphic
encryption scheme has been used in our proposed work. After that, each party A, has its own

Modely, consisting of similarity weights of items. In the online phase, the party receives a
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query of prediction generation from the user a for an item i. The party will use the model

generated off-line to provide the prediction to the user.

3.2.3.1 Off-line phase

In the off-line phase, item-item similarities are calculated and stored as an off-line model.
For calculating item-item similarity weight using Eq. (3.1)), the dot product between item
vectors X and Y is calculated. Since data is arbitrarily distributed between parties, the dot
product between vectors X and Y is represented as:

XYy =xAyd 4 xAvyd x4y A

+X42 yAr 4 xA2 yA2 | xA2 yAp

+ XA YA 4 XA Y A2 XA YA

where X4 represents the component of vector X held by party A, i.e. X4 € Iy,. The compo-
nents of item vectors X and ¥, owned by the same party, i.e., XA1.YA1 X42 y42 x4 y4p,
are calculated by them without any privacy measure. Whereas, the components of item vec-
tors X and Y owned by different party i.e. X41.Y42, X41.y43 X41 Y4» etc. are calculated by
the collaboration of different parties with privacy measures. Protocol I is used to calculating
these values securely.

Protocol I: Calculating scalar dot product X.Y securely
1. For each party A, where 1 <z<p

(a) Calculate dot product between components X4 and Y4 owned by A_, at its site
as:

Ug =Xx4.yA

Z
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(b) Calculate summation of the dot product between cross wide components UXZ
using PPSDPC as:
Ulgz = PPSDPC(A;)
where PPSDPC is algorithm 1 named as Privacy Preserving Scalar Dot Product

Computation.

(c) Calculate sum of UX; and U XZ as:

U, =Uj + U,
end for
2. Calculate dot product X.Y as: X.Y =) Uy,

In algorithm PPSDPC, the party A, masks its item vector X< using the random numbers
and then send those masked values to other collaborating parties, A., such that 1 < c¢ < p
and ¢ # z. These parties perform the computations on these masked values using their cor-
responding item vector Y4< and send the summation of these values to the party A,. The
party A, calculates the summation of the dot product between the cross wide components
UXZ using the received values Dsy,. from other collaborating p arties A.. Then, as shown in
step 2 of protocol I, the dot product XY is calculated using these values.

For calculating item-item similarities, length of item vector X i.e.,

|X|| needs to deter-
mined where (X : 1,2..m). The protocol II is provided to calculate the length of item vector
X securely which has been distributed among multiple parties.

Let X = x1,x2,x3...x, then

1X[| = VEX = /(3 + 3+ ... +22)

Since X is distributed among different parties, ||X|| is defined as:

2 2 2
11 = VXA X0 X0 X = (D 21+ E 7 )

2
where X4 is component of X held by party Ay and ) x?” represents the summation of
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square of x, over the total number of elements z, of vector X4, The Paillier homomorphic
encryption system is used to calculate the length of vector X securely [[183] by using the
additive property of homomorphic encryption.

Protocol 11: Calculate the length of item vector X.

To find the length of item vector X securely, homomorphic encryption technique is used.
The party, who receives the query from a user, generates public and private keys. It keeps
the private key with itself and shares the public key with all other parties using secure com-
munication channel. The detailed process of calculating vector length ||X|| is defined as:

For each item vector X such that X : 1,2,...m.

1. Party A generates homomorphic encryption public and private keys pk and sk respec-

tively and share the public key pk with all other parties.

2. Party A| computes
A2 A2 A2 A2
sump, =x1" +x" +ag =Y !
Esumyp, = E i (sumy, )
3. Each party A; (1 <i < p), receives Esumy, | from party A, | and compute

— Ai?
suma; =Y . Xz

Esumy; = Ep(sumy,)Esumy, |
4. Party A) sends Esumy, value to party Aj.

5. Party A computes Sum and ||X|| and sends those values to all parties.

Sum = Dy (Esumy )

|| X|| = v/ Sum

After execution of protocol I, each party A; has dot product X.Y between items X and Y,

where (X : 1,2,...m) and (Y : 1,2...m). They also have vector length ||X|| for each item. By
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Algorithm 3.1 Privacy Preserving Scalar Dot Product Computation
1: procedure PPSDPC(A,)
2: Step-1: Operations performed by A,
3: Choose the two large prime numbers p; and p, such that |p;| = ki,
(nt* +1)p?.
4: Set § = 0 and choose n positive random numbers (u1 ,U2,u3...uy) such that 1Y u, <
p1—tn.

pz’ = ko and ky >

5:  for each element X)° € X do
6: choose a random number rany, such that |ranyp;| = k3
7: calculate sy, = ranyps — u,
8: if x?z # 0 then
A,
9: Cy = xy*p1 +uy+ranyp;
10: S=58+s,
11: else
12: Cy = uy+ranyp;
13: S=58+s,
14: end if
15: end for

16: Keep p> and § confidential, and send ( p1,Cy,(2,C3...Cy...Cyy) to other collaborating
parties A¢ such that 1 <c<pandc#z

17: Step-2: Operations performed by each collaborating party A,

18: for each party A, do

19: for each element y;© € Y/ do

20: if y)c # 0 then

21: D, = y’;c D1 Cq

22: else

23: D, =C,

24: end if

25: end for

26: Compute Dsa, where Dsa, =3Y.7_ | Dy
27: end for

28: Send value of Ds4_ of each party A, to party A,.
29: Step-3: Operations performed by party A,

30: for each Dsy4, value do
31: 1= (DSAC +S) mod p;
o 2
32: [ =L medn
P1

33: end for

34: U‘XZ = ZAC IC
35: return sz

36: end procedure
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using that values, each party A; creates a model Models, by calculating similarity weight

between item X and Y using Eq. (3.1).

3.2.3.2 On-line phase

During the on-line phase, each party A, generates a prediction for the user a and item i by
using its model Modely,, created in the off-line phase. Protocol III is used to generate the
prediction.

Protocol 111: Generate the prediction for user a of item i

1. Based on ratings available for user a with party A_, it calculates summation of product
of user rating r, ; for item j and corresponding similarity weight w; ; between items i
and j , and summation of similarity weight w; ; between items i and j for s number of

the nearest neighbors of item i.

Sumyes =Y Wi j X rqj (3.3)

N

Sumcs — Zwl?.] (3'4)
N
2. The party A, calculates prediction Pred,; by Eq. (3.2), Eq. (3.3) and Eq. (3.4) as:

Sumycg

Pred, ; = 3.5

Sum

Collaboration among different parties Three protocols have been proposed in this work.
In protocol I and II, different parties collaborate with each other for generating the off-line
model. More precisely, in protocol I, the master party performs random masking on its item
vectors and send them to all other parties. The other parties perform some computation on

the masked values using their item vectors and send the aggregated results to the master
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party. From these results, the master party calculates the dot product between item vectors.
In protocol I, different parties calculate the length of item vector collaboratively in a secure
manner using the homomorphic encryption technique. The master party generates the public
and private keys and sends the public key to all other parties. The master party encrypts its
share of the length of item vector and sends it to the next party. The next party encrypts its
share of length of item vector and performs the multiplication of its encrypted value with the
value received from the previous party. This process is repeated by all parties. In the end,
the master party receives the encrypted value which is decrypted to obtain the length of item
vector. The master party has dot product between item vectors and length of item vectors.
By using these values, the master party calculates the similarity between item vectors. In
this way, different parties collaborate with each other for computing the similarities between

their item vectors.

3.2.4 Privacy analysis

Various protocols have been used in EMS-PPCF for generating prediction securely. The
protocol I and protocol II are used to generate an off-line model, whereas protocol III is used
to generate prediction online. The privacy analysis of each protocol is done separately in the

next subsections:

3.2.4.1 Analysis of protocol 1

In protocol 1, first party A, (1 < z < p) calculates the scalar dot product between components
of item vectors X and Y owned by them, i.e., X4z Y4 at its site. Since no data is leaked when
operations are performed on their own data at their site, no privacy measure is required during
these operations. The scalar dot product between cross-wide components X4 of party A, and

Y4 of other parties such that 1 <y < p and y # z are calculated securely using PPSDPC. In
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this algorithm, the party A, masks its component X4 with random numbers and large prime
numbers and sends it to other parties A,. They perform some operations on masked data and
their component Y4» as explained in PPSDPC, and then send the masked results to party A..

It calculates the value of the scalar product from these masked values.

3.2.4.2 Privacy analysis of PPSDPC

As mentioned in algorithm PPSDPC, each element xfz e X4 is converted into C, =
x‘;‘z p1+uy + ranyps or Cy = uy + ranyp, depending upon whether x‘;‘z %0 or x‘;‘z =0 re-
spectively. Since every element x?z is masked by random numbers u, and ran, and prime
number p», it is difficult to find whether C, is formed by xfz P1+uy+ranyps or uy+ranyp,.

Every time different random numbers u, and ran, are generated, it is difficult to link Cy

/

’ A,
y and rany). Therefore, each element x)* € XA

and C; (calculated using random numbers u
is secured. For other collaborating parties A., each element yf;c € Y4¢ is converted into
D, = y‘;\f p1C, or Dy = C, depending upon whether yf}c # 0 or y‘gc = 0. This operation does
not hide the value of y’;‘f. But when summation is performed on all values of D, of party A,
i.e. Dsy, = 22:1 D, it hides all values of D, and hence y‘;‘C. The party A, calculates the value
of U XZ from the received value Dsy4, of other collaborating parties. Hence, the calculation

of Uy{ is secured. By using the value U “Z, party A, calculates scalar product X.Y between

vector X and Y.

3.2.4.3 Analysis of protocol 1I

This protocol is used to the find length of item vector (||X||) securely, distributed among
multiple parties, using Paillier homomorphic encryption technique. The party A; generates
the public and private keys and shares the public key with all other parties. All parties A;

encrypt their value sum,,. The party A; sends its encrypted value to party A,. The party
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A; performs the addition on encrypted values and sends it to the next party A3z and so on.
In the end, party A, sends addition on encrypted values to party A;. Party A decrypts the
encrypted value, calculates the length of item vector and shares it with all other parties.
As discussed in [183]], ciphertext generated by the homomorphic encryption technique is
semantically secure, i.e., other parties are not able to infer any value from the encrypted text.

Hence, protocol Il is secured.

3.2.4.4 Analysis of protocol I1I

During the online prediction generation process, user a submits the query of prediction gen-
eration for item i to party A,. The party A, generates the prediction based on its model and
sends the result to user a. Since other parties are not involved in this process, the protocol is

secure.

3.2.5 Experimental results and analysis

The EMS-PPCEF is experimentally evaluated for two case studies: Healthcare recommender
system and Movies recommender system. The experiments are conducted on a PC having
processor Intel core i7 and 8GB RAM. The scheme is implemented in Java with parameter
settings for PPSDPC as k; = 256, ky, = 524 and k3 = 1024, and is evaluated on three pa-
rameters: accuracy, coverage, and performance. The performance of EMS-PPCF in terms of

offline and online computation cost is given in Section [3.2.6]

Resilience against attack models Defense mechanism of the EMS-PPCF against attacks

defined in Section 3.2.2.1 are:

1) Ay: In EMS-PPCE, the dot product between the item vectors of MP and CPs is calculated

using algorithm As explained in algorithm the item vector of MP is masked
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using random numbers and large prime numbers. So, colluding CPs will not get the item
vector of MP, even if all CPs collude with each other. During the calculation of length
of item vector using protocol II, the colluding parties will not know anything except
the length of item vector of MP. Our main privacy constraint is to preserve ratings and

information about whether the item is rated or non-rated, which is preserved in this case.

ii) Ap: In this attack model, (p —2) CPs and MP collude with each other against a single
collaborating party called target party. While calculating the dot product between item
vectors of MP and target party using algorithm [3.1] the colluding parties will know only
aggregated results of the target party. From these aggregate values, they will not be able
to infer the information about whether the item is rated or non-rated and the exact rating
of an item. As explained in the previous paragraph, during the calculation of the length
of item vector, the colluding parties will know only the length of item vector of target

party, nothing else.

Data tampering : Data tampering can be defined as an act of modifying the data intention-
ally. It can be done on data at rest or in transit. In the proposed work, semi-honest privacy
model is considered, so the parties will not tamper their data deliberately. Even if they do,
dishonest parties will not be able to guess the target party’s private data as discussed in Re-
silience against attack models. But, the accuracy of the prediction generation process will
get affected. For prevention against outside attackers, firewalls and access control mecha-
nisms are used. The data is transmitted over secure channels and data is always in encrypted
or masked form during transmission.

The accuracy of EMS-PPCF is calculated as Mean Absolute Error (MAE):

1 h
MAE:Z;M—PA (3.6)

1
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where £ is the number of test ratings, r; is actual rating and P, is predicted rating.

Coverage of CF technique is defined as:

N, pred

Cov = (3.7

ratings

where N4 represents the count of actual predictions generated and Nyings represents the

total count of the predictions that need to be generated.

3.2.5.1 Healthcare recommender system

The simulated dataset for healthcare contains discrete ratings from 1 to 5 of 10000 patients
for 500 doctors. The dataset is divided into training and testing data in 70:30 ratio respec-
tively and 10-fold cross-validation scheme is used while evaluating the results. In Figure
MAE values are shown for the healthcare dataset, where 10000 patient ratings for 500
doctors are divided among 5 parties. p represents the total number of parties collaborating
which varies from 1 to 5 and p = 1 means that there is no collaboration and all parties are
generating predictions individually. The p = 2 signifies that two parties are collaborating
and likewise for p = 3, 4 or 5. Figure [3.6a] depicts that MAE value is lower when all parties
are collaborating, i.e., p = 5. Lower the MAE value, more is the accuracy.

The techniques proposed by Yakut and Polat [162], [163], [[164] have some accuracy
losses due to the addition of default or fake ratings as shown in Table [3.3] but in the EMS-
PPCEF, there is no accuracy loss. The techniques Yakut and Polat [162], [163], [[164] are
referred as YakutPolatCDD, YakutPolatADD, and YakutPolatNBCADD, respectively in the
figures of this chapter as well as in the figures of next chapter (Ch. 4). As shown in Fig-
ure the accuracy of our scheme for healthcare dataset is same as original integrated
data having no privacy measure. For healthcare dataset, coverage is improved when parties

are collaborating as compared to when no party is collaborating as shown in Figure [3.6b]
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Table 3.2: Comparison of EMS-PPCF with related work in medical domain

Paper Scenario Data Multi- Privacy preserving method  Securit, Computation
P Distribution party Y pres s y overhead

Privacy preservation of patient’s data while
recommending doctor based on ratings
stored in centralized server and forming the Centralized No Cryptographic protocols High High
communities of patient’s having similar
health conditions.
Privacy preservation of patient’s data who is
inquiring about doctor recommendation as

Katezbeisser and
Petkovic [166]

Hoens et al.

well as who is providing the feedback about Horizontal Yes Anonymizer Low Low
[L67JACA . -
doctor using Anonymous Contribution
Architecture (ACA)
Privacy preservation of patient’s data who is
Hoens et al inquiring about doctor recommendation as Secure multi-part
- : well as who is providing the feedback about Horizontal Yes wti-party High High
[1671SPA . . . techniques
doctor using Secure Processing Architecture
(SPA)
Different healthcare recommender systems Random masking,
EMS.-PPCF Couaborate with ea_ch other for improving Arbitrary Yes polynomial aggrega_luon High Low
their recommendations on ADD in secure and homomorphic
manner encryption

Here, 1000 test ratings are considered, and their training data is divided among 5 parties,
and the value of p has the same significance as described above. As discussed earlier, in
the medical domain two main studies have been discussed for privacy preserving health-
care recommender system: Katezbeisser and Petkovic [[166] which uses centralized data and
Hoens et al. [[167] which considers horizontally distributed data. The relative comparison of

EMS-PPCF with above-mentioned schemes is given in Table

3.2.5.2 Movies recommender system

The MovieLens dataset [[184] contains discrete ratings of 943 users for 1682 movies having
a range from 1 to 5. It is divided into training and testing data in 70:30 ratio respectively
and 10-fold cross validation scheme is used while evaluating the results. The MAE values
calculated for ADD among different parties are shown in Figure for 1000 test ratings.
The value of p has the same significance as described in subsection Figure |3.7a
depicts that MAE value is lower when all parties are collaborating i.e., p = 5 and lower the
MAE value, more is the accuracy. As shown in Figure the accuracy of our scheme for
Movielens dataset is same as original integrated data having no privacy measure, whereas

other related techniques have some accuracy loss. Figure indicates that coverage is



Chapter 3 Proposed Framework: Privacy Preserving Data Mining in Big Data

85

MAE Values

0.8
0.86) B
—- 943 users
0.84 -6-1682 items E
0.82
0.8
0.78
0.76)
L L L L
074, 5 3 .
Number of parties (p)
(a) MAE values for MovieLens
1
0.98
¢
B
o 0.96 j —©-943—users |
%‘ ,,/ -HB-1682—items
o} 7
Z 0.94 e :
O o
0.92 e 1
| | |
O.QT 2 3 5
Number of parties (p)
(b) Coverage
0.76
0.75 Without privacy measure :
Proposed scheme
074l Y akutPolatCDD |
’ Y akutPolatNBCADD
Y akutPolatADD
B 0.73 i
>
®
> 0721 8
L
<
=071t 1
07F .
0.69 - A
0.68
1000 3000 8000 12000 16000

Number of ratings

(¢) Comparison of accuracy with other related schemes

Figure 3.7: MovieLens dataset



86 Chapter 3 Proposed Framework: Privacy Preserving Data Mining in Big Data

improved when parties are collaborating as compared to when no party is collaborating.

Here, 1000 test ratings are considered, and their training data is divided among 5 parties as

in subsection 3.2.5.11

3.2.6 Performance evaluation

The performance of EMS-PPCF is evaluated in terms of the computation costs of off-line
and online phases. The PPSDPC algorithm is used to calculate scalar dot product between
two item vectors during off-line phase. So, the computation cost of calculating scalar dot
product between all item vectors is O(m’n) where m represents the count of items and n
represents a count of users involved in the prediction generation process. Next, protocol
IT is used to calculate the length of item vector X using homomorphic encryption tech-
nique. For (HPE .key,HPE .enc,HPE.dec,HPE .mult,HPE .exp) homomorphic encryption
system, computation cost is O(mp)HPE .enc, O(mp)HPE .mul, and O(m)HPE .dec, respec-
tively where p represents the number of parties. The computation cost of online phase is
same as that of centralized system which is O(ns), where s is the number of similar items
considered while generating the prediction for an item. The computation costs of other re-
lated schemes are given in Table As shown in Table theoretically computation cost
of off-line as well as online phase of the EMS-PPCEF is less than other related schemes. Our
method is for multi-party, whereas other related schemes are for only two parties. Hence, to
compare the computation costs of off-line phase of EMS-PPCF experimentally with other re-
lated schemes, we have considered only two parties. When p = 2, the computation overhead
of EMS-PPCF for off-line phase is O(m)HPE .enc, O(m)HPE .mul, and O(m)HPE .dec. The
benchmarks available at CRYPTO++ toolkit (https:/ www.cryptopp.com/) are used to find
the running time of cryptographic functions. It is observed that the model generation time

of EMS-PPCEF is less than other related schemes. For online phase, the scheme proposed by
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Table 3.3: Comparison of EMS-PPCF with related techniques

Data Multi- Accu- On-line
Paper Lo Privacy preserving method racy Oft-line Computation overhead computation
Distribution party
loss overhead
Yakut and Polat Cross H hi tion. additi O(m?n)HPE .enc,
YokwandPolat - Cross -y Homomorphic ncryption addidon g, O(m*n)HPE dec and O(um)
istribution of default an e votes O(mn)HPE mul
2 . 2 O(mg;,)HPE .enc,
Yakut and Polat . Homomorphic encryption, addition O(m n>HP§'em’ O(m*)HPE mul, O(mgpw,.p)HPE .dec
, Arbitrary No . - 1% O(m*n)HPE .exp and g
[163] of default and fake votes O(m?)HPE dec and
i O(mgpw, . )HPE .exp
Yakut and Polat . Homomorphic encryption, addition ~ less than  O(mn)HPE.enc, O(m*)HPE dec,
{1641 Arbitrary No of default and fake votes 1% O(m*n)HPE mul O(nm)
. . No
EMS.-PPCF Arbitrary Yes Random masking and polynomial accuracy O(mp)HPE .enc, O(mp)HPE .mul O(sn)

aggregation techniques and O(m)HPE .dec

loss

Note: myp, and Wa;) Tepresent no. of z-scores sent to other party and number of random pieces in
which similarity weight wy; is divided [163], respectively

Yakut and Polat [[163] involves homomorphic encryption operations. So, its computational
cost is very high as compared to other schemes. The other two schemes proposed by Yakut
and Polat [[164] [162] have computation cost O(nm), whereas, for our scheme, it is O(ns).
Since s < m, the online computation cost of the EMS-PPCEF is always less than other related

schemes.

3.2.7 Discussion

The EMS-PPCEF is secure, as it does not disclose any rating of items and information about
whether an item is rated or non-rated. It has been experimentally demonstrated in the above
section that accuracy and coverage of prediction generation are improved due to the collabo-
ration of different parties, and off-line model generation computation cost, as well as online
prediction generation computation cost of the proposed work, are less than other related
schemes. The default and fake ratings have not been added for privacy preserving purpose,
on the other hand, multi-party random masking, polynomial aggregation, and homomorphic
encryption technique are used. So, there is no accuracy loss due to the introduction of pri-
vacy measures.

The main contributions of the proposed work in this chapter are:
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1) The PPCF technique is proposed for healthcare recommendation generation on ADD

among multiple parties.

i1) The three protocols have been proposed in our work. The similarity between items is
generated using Protocol I, Protocol II calculates the length of item vectors and Protocol

III generates the predictions.

iii) The EMS-PPCF is analyzed on different parameters: security, accuracy, coverage and
performance and it has been experimentally demonstrated that accuracy and coverage

of the EMS-PPCEF is better when different parties collaborate.

In the next Chapter 4, another application of the PPDMB is discussed for the recommender
system. A cloud-based multi-party privacy preserving classification scheme has been pro-

posed for prediction generation on ADD among multiple e-commerce organizations.



Chapter 4

ClaMPP: A Cloud-based Multi-party
Privacy Preserving Classification Scheme

for Distributed Applications

This chapter proposes a Cloud-based Multi-party Privacy Preserving Classification Scheme,
named as ClaMPP, which uses the NBC for recommendation generation on ADD among

multiple parties.

4.1 Background

In the existing literature, the majority of recommendation based systems make predictions
based on the available local data rating [185], [1511,[186],[152], [155]. This can be con-
siderably improved if ratings present with different e-commerce companies are taken into
account as this can maximize the precision and enhance the reliability of recommendations.
CF is a traditional and most commonly used method for recommendation generation based

on the preference dataset of similar users. For accurate and reliable predictions, sufficient

89
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data should be available, but newly established companies or existing companies launching
a new product will not have required data and in such scenario prediction generation from
a small amount of data by using CF technique may be difficult and inefficient. One of the
solutions to this problem is the collaboration of data available with different companies in
the form of ratings. If various companies (newly established and existing ones) collaborate
with each other, reliable and accurate predictions can be generated. But for different com-
panies their user ratings, rated items, and non-rated items are profitable assets, and they do
not want to reveal it [[162]. If these concerns of different companies are addressed, then they
might collaborate with each other in the prediction generation process. There is a need of
privacy preserving knowledge discovery technique to consolidate the data distributed among
various companies. But the privacy comes with the cost of high computational overhead
due to the use of cryptographic functions on massive datasets, which can be overcome by
the use of cloud computing technologies. The large storage and computational power of
cloud computing can be used to store massive datasets and perform high-intensive comput-
ing operations. With the help of cloud computing infrastructure, different parties belong to
different regions can collaborate with each other for prediction generation as shown in Fig-
ure[4.1] Data required for prediction generation can be distributed horizontally, vertically or
arbitrarily between different parties. Various techniques have been proposed for horizontal
and vertical distribution. In arbitrary data distribution, ratings are distributed among various
parties such that, for a particular item, some ratings are held by one party, some by another
party and so on. The user-item rating matrix can be numeric or binary, depending on whether
information stored is how much a user likes item or whether a user likes or dislike the item.
For binary user-item rating matrix, NBC can be used to anticipate the likeness of the user for
an item. To best of our knowledge, only two PPCF techniques have used NBC for prediction

generation on the distributed dataset. Among them, one has considered horizontal and ver-



Chapter 4 ClaMPP: A Cloud-based Multi-party Privacy Preserving Classification Scheme

for Distributed Applications 91
Server .
1 y v - Protected
Protected data| ) data
— 3 Cloud <
<« 3 =
Protected " | ’ Protected
Computation . awd Computation Server
result result .
Protected E
Protected Computation !
data Protecked\ result '
data '
Protected !
Computation !
result !
Server Server3

Figure 4.1: PPCF on cloud

tical data distribution among multiple parties, whereas other has considered ADD between
two parties only and none of the techniques have used the cloud environment. Since ADD is
generalized data distribution, the PPCF scheme should be designed which includes multiple
parties collaborating with each other without data perturbation and minimum computation

overhead.

4.1.1 NBC for recommendation generation

In some rating systems, users express their preferences about a product in binary form, i.e.,
they either like a product or dislike it. When factors affecting the classification results are
conditionally independent, NBC is considered as one of the best classifiers. It can directly
calculate the probability of user’s possible interests and calculation of similarity or distance
metrics ( e.g., Pearson correlation, cosine similarity, and Euclidean distance ) is not required,

whereas in other algorithms such as k-nearest neighbour there are many parameters which
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need to be determined manually.

The class label of item / given its m feature values can be calculated using NBC as:

p(classy| fi, fa...fm) o< p(classy)IIZ, p(fi|classy) 4.1

where f1, f2... fin represent the m features of item [, class, represents the class label of item
[ and the “naive” assumption is made that given the class label, features are independent of
each other. Here, p(class,) represents the prior probability and p(f;|classy) represents the
conditional probability and both are calculated from training data.

In the naive Bayesian model for user-based CF, users correspond to features and entries
of the rating matrix correspond to feature values. Similarly, for the naive Bayesian model for
item-based CF, items correspond to features and entries of rating matrix correspond to feature
values. In this proposed work, privacy preserving item-based CF naive Bayesian model
is constructed for distributed data among multiple parties. The steps used for generating a
prediction based on this model for centralized dataset without any privacy measure are as

follows [187]].

a) Let D be a user-item rating matrix recording the ratings provided by n users for m items.
The rating vector I?u of user u is denoted as: ﬁu = (r1,r3...rm), where r; represents rating

for item i.

b) Two classes of classification algorithm are: like and dislike, denoted by C,, where y rep-
resents like or dislike. The NBC classifier assumes that given the class variable, features

are independent of each other.

c) The probability of target item g belonging to class Cy, where y represents like or dislike

value, is defined as:

P(Gylri,raerm) o< p(C)ITZ p(ralCy) 4.2)
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where p(Cy) is prior probability and p(r;|Cy) is conditional probability.

d) For any active user a, the algorithm predicts the class for item ¢, based on probabilities
calculated for two classes. The item g is assigned to the class having high probability.
Based on these steps, the PPCF scheme using NBC for ADD among multiple parties is

proposed.

Three datasets MovieLens100K [[184], MovieLens20M [[184]] and Jester [[188]] are taken in
this work. For the MovieLens100K dataset, the number of feature sets is 1682 and the total
feature values are 1 lakhs, for MovieLens20M, the number of feature sets is 27000 and the
total feature values are 20 million and for Jester dataset, the number of feature sets is 140
and total feature values are 1.8 million. In this work, features are assumed to be independent

of each other for all the three datasets.

4.1.2 Problem definition

Privacy in distributed computing means that collaborating parties should mine their dis-
tributed data in such a manner that data is not disclosed to any party and they should get
final mining results only. If confidential data of one party is disclosed to other contending
vendors, then contending parties might loss their business advantages, leading to financial
losses. Also, legal constraints [189], [[116] prevent the data collector from sharing the con-
fidential information with other parties. In this work, the ratings, rated items and non-rated
items are considered as confidential data of the organization. The privacy constraint of this
work is that while exchanging intermediate or final results between different parties, any data
should not be disclosed that help in inferring any confidential values. Further, semi-honest
adversary model is considered, i.e., collaborating parties use protocol specification, but they

can use any information obtained as an intermediate or final result along with information
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from the outside world to infer confidential values. The main goal of the proposed scheme in
terms of privacy is to prevent collaborative parties from inferring confidential values or com-
promising the privacy constraints. Besides the privacy, the balance between other conflicting
parameters: accuracy, and efficiency needs to be maintained. There should be negligible
or less accuracy loss due to privacy measure. The communication, computation, and mem-
ory overheads that may occur due to privacy measure for on-line phase should be very less
as compared to the off-line phase, such that predictions can be generated within a defined
time limit. Hence, the problem definition of our work is to generate recommendations ac-
curately on ADD among multiple parties within prescribed time while following the privacy

constraints.

4.2 Proposed Work

The proposed privacy preserving NBC based prediction generation scheme considers more
than two parties and is based on binary ratings. Firstly, NBC based prediction model is
generated off-line by using the distributed data among multiple parties Py, P, P3...F; such
that # > 2 and then different parties use the generated off-line model for providing the on-

line predictions to their customers.

4.2.1 Off-line model generation

For generating off-line model, conditional probabilities p(r,|Cy) and prior probabilities
p(Cy) should be calculated for all item vectors. Hence, the parties P;,P», P3...P; collabo-
rate with each other off-line using cloud to compute these probabilities while maintaining
the privacy of their data. The privacy is ensured while calculating conditional probabilities

by using an extended version of privacy preserving scalar product protocol based on random



Chapter 4 ClaMPP: A Cloud-based Multi-party Privacy Preserving Classification Scheme
for Distributed Applications 95

masking and polynomial aggregation technique [182]]. The homomorphic encryption tech-
nique is used for ensuring privacy while calculating prior probabilities. Additive property of

homomorphic encryption is used since only the secure sum is required.

4.2.1.1 Calculation of conditional probabilities

Since the user can ask prediction for any item, a model is required which considers all pos-
sible ratings (1 and 0) for all items. Let’s consider that a user u wants prediction for item
[ belonging to the set of items m. Assume that K and L represent the rating vectors for an
item k and a target item /, respectively. Since data is arbitrarily partitioned among parties so
K = (Kp,||Kp,||...Kp) and L = (Lp, ||Lp,||...Lp,), where Kp. is rating vector for item k held by
party P, and l?pi is rating vector of item [ held by P,. It is assumed that there are no overlapped
ratings among different parties i.e., K_}Dl ﬁK?p2 ﬂl(_}>3 ...ﬁkpl =0 and L_;)l ﬂL}z ﬁL733...L_}nt =0.
For any rating ry, likelihood probability is computed as:
I Yio1 X1 (upp)

e 4.3
(re|Cy) S 5212321(51%&) -

where fipp; is the number of users who rated items k and / which are held by party F; and
P; respectively, and the ratings for item k are the same as r; of user u; having class label C,.
Let 6pl.pj be the number of users who rated both k and /; have a class label Cy and ratings
of k and [ are held by party P, and P; respectively. Since the data is arbitrarily distributed
among multiple parties, four possible cases are considered for calculating numerator and
denominator. Further, since binary ratings are considered, parties need to evaluate P(r|Cy)
for four cases (ry =0, ry = 1, Cyisiike = 0 and Cjjg, = 1). In Eq(4.3)) for i = j, the components
which are owned by same party (p,p,, Up,p,-..Upp, and Op p,, Op,p,...Opp are calculated by
respective parties (P, P»...P,) independently. However, for i # j the cross-wide components

p, p; and Opp; are calculated if different parties collaborate with each other. For calculating
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u and & securely, two protocols, namely Protocol I and Protocol IT have been proposed. The
parties are divided into two sets MP and CP, where MP contains only one party and CP
contains other parties who, by collaborating with M P, helps in calculating the value of u.
Protocol I : Calculation of | privately on distributed data

For each possible case (ry = 0,1, = 1,Cyjsire = 0 and Cjjge = 1)

For each item pair (k1 | k=1,2,3...m; 1=1,2,3...m; k # [)
Step 1: P; € MP and all other parties (P,...P,) € CP
Step 2: If r, = 0 then party P; inverts vector K;I.

Step 3: If Cyjsiike = O then party Py inverts their vector L_}l and all other collaborating parties

P; € CP invert their vector L;aj respectively.

Step 4: Every party P; € MP and P; € CP fill empty cells of their sets 153, L} and L}j with

Z€10.

Step 5: Compute Up, = Up,p, + Up,p, + Up,p; + ... Up p, using procedure Privacy Preserving

Conditional Probability Protocol (PPCPP(MP,CP)).

Step 6: For computing Lp, parties P; and P interchange their roles and carry out the steps

from 1 to 5. Similarly, the value of up,, lp,...tp 1s calculated.

Step 7: Compute U = Up, + tp, +---Hp, = (Hp Py + e Py + ey + e ) + (Mpopy + ey, +

Wpypy + o lpyp) + o (e Hp,py + Up,py + o lpp) = Yoy X (Upp,)-

By using Protocol I, the numerator pt of Eq. (4.3) is calculated securely. In step 1, the parties
are assigned to sets MP and CP. In step 2 and step 3, depending upon the value of r; and
Cy, the related vectors are inverted. Then non-rated cells are filled with zero in respective

vectors and the value of up, is calculated by using procedure PPCPP. In procedure PPCPP,
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Algorithm 4.1 Privacy Preserving Conditional Probability Protocol

1: procedure PPCPP(MP,CP)

2: Step-1:Operations performed by P, € MP

3: Compute Upp = EB-I:H

4: Choose two large prime numbers pn; and pn, such that |pn;| = leny, |pn;| = leny and
leny > (m+1)pn3.

5: Set § = 0 and choose m positive random numbers (rn1 ,FNp,TN3...rM,y,) such that
YL rn, < pnp—m.
6 for each element kp,_ € Kp, do
7: choose a random number ran; such that |ran,pn;| = lens
8 calculate s, = ran,pn, —rn,
9: if kp_ =1 then
10: Q‘Z = pn| +rn;+ran;pny
11: S=S+s;
12: else
13: Q. =rn,+ran,pny
14: S=S8+s;
15: end if
16: end for

17: Keep pny and S confidential, and send ( pny, Q1,02,03...0;...0y) to all parties P; € CP
18: Step-2: Operations performed by all parties P; € CP
19: for each element P; € CP do

20: for each element lpjz € L}j do
21: if lpjZ =1 then
22: D, = pn;Q;
23: else
24: D, =0,
25: end if
26: end for
27: Compute Dp, where Dp; =YL | D,
28: Send Dp, to party F;
29: end for
30: Step-3: Operations performed by party P;
31: for each value of Dp, received from collaborating parties do
32: E = (Dpj +S) mod pn>
E—E mod pn?
33: Mpp; = p—n%pl
34

35: end for

36: Compute Up, =3 ; Upp; + UpP,
37: return Up

38: end procedure
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the dot product between the vectors Kjo1 and Ljo1 is computed as shown in line 3. After that
the party P; masks its vector K}l with the random numbers and send those masked values
to other collaborating parties CP. These parties perform the computations on these masked
values using their item vector L;j and compute the value of Dp,. Next, they send the value
of Dp; to party Py. Using these values the party P calculate the up as shown in step 3.
Similarly, the parties calculate up,, lp;...[p, by interchanging their roles and in the end u is
computed. For calculating conditional probabilities given in Eq(.3)) parties need to calculate
the denominator too. The denominator of Eq(#4.3) denotes count of users who have rated item
k and [ and have class label C,. Protocol II is used to evaluate the denominator & securely.
Protocol II: Calculation of S privately on distributed data

For each possible case (ry = 0,1, = 1,Cgjsire = 0 and Cjjge = 1)

For each item pair (k.1 | k=1,2,3...m; 1=1,2,3...m;k # [)
Step 1: P; € MP and all other parties (P,...P,) € CP.
Step 2: Py replaces each rating in vector Kju1 by 1.

Step 3: If Cyjsire = 0, then party Pj inverts its vector L_;)] and all other collaborating parties

P; € CP invert their vectors L;j respectively, i.e., 1s to Os and Os to 1s.

Step 4: Every party P; € CP and P; € MP fill empty cells of their vectors K}i, Eg and L;)j

with zero.

Step 5: Compute 8p, = dp,p, + Sp,p, + Op, p, +...Op, p, using procedure PPCPP. (Note: Replace

u with 6 in PPCPP).

Step 6: For computing Op, parties P; and P, interchange their roles and carry out the same

steps from 1 to 5. Similarly the value of &p,, dp,...8p, will be calculated.
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Step 7: Compute 0= 5p1 —+ 5p2 + 6P, = (5P1p1 + 6P1P2 + 5P1P3 + ~~~6P1P,) + <6P2P1 + 5p2p2 —+

3P2P3 + ---5P2P,) + --.(53131 + 513,132 + 519[1)3 +..0pp) = 25:1 ZZJ-ZI(SRPJ).

Protocol II is almost similar to Protocol 1. In first step parties are assigned to sets MP and
CP. In the next step, all ratings in K;nl are converted to 1. Next, ratings of L}l and for all
L;:j where P; € CP are inverted if Cyjsike = 0. Then similar steps are followed as in Protocol
I to calculate 8. Since all parties have the value of numerator yt and denominator &, they
calculate the conditional probabilities by using Eq(4.3)). The flow diagrams for calculating

the conditional probabilities using protocols I and II are provided in Figure 4.2

4.2.1.2 Priori probabilities

Priori probability is calculated by finding the probability of selecting a rating having class
C, from all ratings of item vector L. Since the data is arbitrarily distributed among multiple

parties, it can be calculated as follows:

C - t C -~
P(Cy) = 2L =y 2 4.4)
IZ =1

where Cy,z is the count of ratings in item vector L having class C, and Cy’ 0, is the count
of ratings in item vector fg of party P; having class Cy. For completing the off-line model,
parties need the prior probabilities. Protocol III is used for calculating prior probabilities in
a privacy preserving manner by using Paillier homomorphic encryption [[183]. The additive
property of the homomorphic encryption system has been used in the proposed protocol. Let
E,(.) is an encryption function with public key pk and Dg(.) is decryption function with
secret key sk of Paillier homomorphic encryption. Then, according to the additive property

of homomorphic encryption, if E(b1) and Egy(by) are encryption of messages by and b,

encryption of sum of by and b; is: Ep (b1 4 by) = Epr(b1)Epk(b2) and sum of by and by is:
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Figure 4.2: Flowchart for calculation of yt and &

b1+ by = Dy (Epk(b1)Epk(b2)). The flow diagram for the calculation of prior probabilities

is depicted in Figure d.3]

Protocol 111: Calculation of prior probabilities

Step : 1 The party P; generates homomorphic encryption public and secret keys pk and sk

respectively, and share the public key pk with all parties.
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Step : 2 Party P; compute sumL; = Epk(L;l) and sumC,, = pk(Cy,L;l)

Step : 3 Each party P, where n > i > 1, receive sumL;_ and sumC,, , from party P,_; and
compute
sumL; = sumL;_1E (L;H)

sumCy, = sumCyi_lEpk(Cy,L;i_l)
Step : 4 Party P, sends sumL, and sumCy, to party P;.
Step : 5 Party P; compute Dy (sumL,) and Dg (sumC,,) and send these values to all parties.

The item [ can be any item from m items, so prior probabilities should be calculated for all

m items. At the end of the protocol, all parties have prior probabilities for all items.

4.2.2 On-line model: Prediction generation

The recommendation for user u for item / is generated by using the off-line model discussed
in the previous section. In this process, one party acts as an Active Party (AP) which interacts
with user u. Let P; is AP and u’s ratings are distributed among different parties and mp,
denotes the number of ratings held by party P,. Thus, AP has to calculate probabilities
for both classes with the collaboration of other parties and assign it to class having higher
probability. OP, the collection of other parties is generated in a privacy preserving manner
by Protocol IV. The flow diagram for the same is provided in Figure 4.3

Protocol 1V: Prediction Generation
Step:1 Party AP informs other parties P; € OPV through cloud about /.

Step:2 Party AP computes [];" p(r;|C;) based on u’s ratings held by it.

Step:3 The other parties VjP; € OP compute p(C}) H?Z’{ p(ri|Cy) based on user u’s ratings

held by them respectively.
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Figure 4.3: Flowchart for calculation of prior probabilities and prediction generation
Step:4 All other parties send calculated values of both classes to AP through the cloud.

Step:5 AP determines the final probabilities for both classes and compares them to find the

class label of item /.

Step:6 It assigns the item / to class having higher probability.
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4.3 Privacy Analysis

In the ClaMPP, data transfer is performed in off-line and on-line phases. Protocol I and Pro-
tocol II of the off-line phase are used to calculate i and 9 securely to determine conditional
probabilities as described in Eq.(@.3)). The security of Protocol I and Protocol II depends on
PPCPP algorithm, information leakage from self-crosswise components and final computed
value of numerator yt and denominator 8. The prior probabilities are calculated using Pro-
tocol III, whose security depends on homomorphic encryption system used. Protocol IV is
used for generating the predictions by using the offline model. Its security depends on the
information leakage while generating predictions from calculated values received from other
parties. Since the semi-honest model is considered, each party will follow the defined pro-
tocol and try to guess information from intermediate and final results it received from other

parties. The privacy analysis of each protocol has been described below.

1) Protocol I and II
PPCPP : As described in algorithm for every element kp,_ € K}i, Q. =pny+rn;+
ranzpny or Q; = rn;+ ranzpn; depending upon whether kp,_ = 1 or kp_ = 0 respectively.
Since every value of kp,_ is masked by random numbers rn; and ran;, and large prime
number pny, it is almost impossible to find whether Q. is formed by pn +rn,+ran,pn;
or rn, + ranzpn,. Different random numbers (rn,, ran;) are used in every iteration so
Q. and O/ are not linked. Therefore, each kp, € @1 is secure during computation of
p. For other collaborating parties P; such that P; € CP, for each Ip, € L}j, we have
D, = pnQ; or D, = Q; when [p, = 1orlp, = 0. This operation will not hide the value
of [p, . However, since summation is performed on all values of D, 1.e Dp, = YD, it
will hide the operation on each D, and hence the value of each lp; € L}j. By using the

value of Dp, and pny, Up, p; is computed. So the computation of fip, p, is secured. The
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same computations are done to calculate 6]31.7pj, hence, it is secured.
Self-Crosswise Component: The terms Upp, and Spp, such that i # jViVj are called
self-crosswise component. Let us examine the security of self-crosswise component in

terms of party Py and value of up, p,. If P; knows the value of up, p,, then the probability
|C

T K ‘). Similarly, if

of guessing the users who rated / as C, held by P, is 1 out of (
Hp Py

P; knows Op, p,, it can guess those users who rated / as C, held by P, with probability
. c .
of 1 out of (fp 1l ) Since the value of (| "kp, KPy |) < (g;’l‘) the security of Protocol I and
112

1Py Up Py

IT depends on value of |Crk K |. The inference probability value for both protocols is
Pl ’ 1

1/

other parties as well.

IC,E} :(7’1 |). Since protocol is symmetric, this inference probability value applies to
172

Final p and & values: Let us examine the security in terms of party P;. As given
in Eq for calculating u, the other parties P; € CPVj need to exchange the value
of pp;. It is difficult to derive information from exchanging aggregates, since the
self-computable values are known by other parties P; only, i.e. [pp; are added to
collaborative-computable values i.e. Up,p. Similarly, P; cannot infer useful informa-

tion from 8. Same applies to other parties too. Hence the proposed PPCPP algorithm is

secured.

Protocol III

Security of prior probability calculation depends on Paillier homomorphic encryption
scheme used for calculating the secure sum. In this protocol, party P; shares the public
key with all other parties. All parties encrypt their values with the public key. Party P,
sends its encrypted value to P>, which performs the addition on encrypted values and
sends it to the next party P3 and so on. Except for the party Pj, none of the parties
can decrypt the value because they do not have the secret key. In the end party P; gets

the encrypted value from party P,. Party P; decrypts the value, calculates the prior
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Table 4.1: Datasets

Dataset Category Size Ratings Density Range Type
MovieLens 100K Movie 943 x 1682 1L 6.30% [1,5] Discrete
MovielLens 20M Movie 138000 x 27000 20M [1,5] Discrete
Jester Joke 59132 x 140 1.8M 21.28% [-10,+10] Real

probability and shares it with other parties.

iii) Protocol IV
During the online prediction generation process, the AP gets two aggregate values for
each class from other collaborating parties. Through these aggregate values, AP can-
not determine the conditional probabilities used for calculating these aggregated values.
These aggregate values are multiples of the unknown number of conditional probabil-
ities. So, it is difficult to determine the conditional probabilities from these aggregate

values.

4.4 Experimental Results and Analysis

ClaMPP is analyzed experimentally to evaluate its prediction quality using three publicly
available datasets: Movielens Public (MLP), Movielens 20M (MLM) [184] and Jester [[188]]
datasets. Since there is no accumulated binary-ratings based dataset for recommendation
generation purposes, so the dataset containing numeric ratings has been used. Table [4.1] pro-
vides the properties of these datasets.

These datasets are converted into the binary form using the method suggested by [190]
and as done in [156], [191] and [192]. Each dataset is divided into training and testing
datasets in the percentage of 70 and 30 respectively, and 10-fold cross-validation scheme is
used for evaluating the prediction quality. Two metrics are considered: Classification Ac-

curacy (CA) and F-measure (F1). CA is computed by finding the percentage of correctly
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predicted items to total predictions generated. Let P, be a set of x recommendations gener-

ated for the user u then CA is:

l P,
CA = Z € |Pu1 Ful) @.5)

uclU

where p,,; is prediction generated for user u, for item / and r,; is an original prediction for
user u of item /.
F1 is computed as:

2y

where Y represents precision, which is the proportion of relevant recommended items to
the total number of recommendations generated and @ represents the recall which is the
proportion of relevant recommended items to the total number of relevant items. Y and ®

are calculated as:

1 #(l € Py)\pu1=ru
‘V:ﬁz ( |Puj = Tui) @)

X

w:l Z #(l € Pulpuj=ru1)

48
(€ Plrai= 1)+ (€ Pulra; = 0) (4.8)

Ui

In our experimental work, initially analysis is done to verify that ADD-collaboration im-
proves the prediction quality of different parties. The CA and F1 values are calculated for
different parties (t) and different datasets as shown in Figure The recommendation data
are distributed arbitrarily among 7 parties. For ¢t = 1, CA is calculated when a single party
generates recommendations as shown in Table 4.2] All parties generate predictions indi-
vidually and the average of their respective values of CA are considered. For t = 3, CA is
depicted when three parties generate recommendations collaboratively. All possible combi-
nations of 3 parties (+ = 3) from a group of 7 parties have been considered for generating

recommendations collaboratively. The average of their respective CA values are considered
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Table 4.2: CA values for¢ = 1

Sno | Party CA
MLP MLM Jester
1 1 0.5911 0.6122 0.6534
2 2 0.586 0.5987 0.6211
3 3 0.5521 0.5993 0.5989
4 4 0.6129 0.6212 0.6434
5 5 0.5744 0.6116 0.6061
6 6 0.5779 0.5829 0.6326
7 7 0.5801 0.6129 0.5991
Average 0.5821 0.6055 0.6221

(shown in Table and similarly the CA for =5 and ¢t = 7 is calculated, shown in Table
4.4l and Table d.5] respectively. In the similar manner, values of F1 are calculated for t = 1,
t=3,t=>5andt=7. As shown in Figure 4.4] when the number of collaborating parties
(t) increases, the CA and F1 values increase; indicating that prediction quality is increased
due to collaboration. It is required that there should be negligible or less accuracy loss due
to the introduction of privacy measures while calculating the results on integrated data. In
ClaMPP, no operations are performed during an on-line phase which affects the prediction
quality. In the off-line phase, while calculating likelihood probabilities, PPCPP algorithm
is used which does not affect the output accuracy and during prior probability computation,
homomorphic encryption based operations are used, which also do not affect the accuracy.
To verify that there is no accuracy loss in ClaMPP, experimental trials are carried out using
the same MLP data set. The outcomes obtained from originally combined data without any
privacy measure and with ClaMPP are shown in Figure which shows that there is no

accuracy loss due to privacy measure.
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Table 4.3: CA values for¢t = 3

S.no Par- CA
ties

MLP MLM Jester
1 123 0.5921 0.6689 0.6713
2 124 0.6125 0.6965 0.7015
3 125 0.5945 0.6741 0.6739
4 126 0.6013 0.6669 0.6589
5 127 0.6112 0.6681 0.6845
6 134 0.6243 0.6764 0.6775
7 135 0.5986 0.6697 0.6718
8 136 0.6012 0.6724 0.6771
9 137 0.6039 0.6636 0.6961
10 145 0.6231 0.6939 0.7039
11 146 0.6235 0.6976 0.7041
12 147 0.6289 0.70977 0.7089
13 156 0.5932 0.6523 0.6431
14 157 0.5987 0.6631 0.6751
15 167 0.5976 0.6634 0.6671
16 234 0.6189 0.6801 0.6983
17 235 0.5963 0.6634 0.6657
18 236 0.5879 0.6751 0.6845
19 237 0.5865 0.6631 0.6683
20 245 0.6231 0.6821 0.6883
21 246 0.6236 0.6829 0.6884
22 247 0.6138 0.6793 0.6779
23 256 0.5971 0.6611 0.6673
24 257 0.5901 0.6701 0.6775
25 267 0.5863 0.6687 0.6771
26 345 0.6213 0.6742 0.6885
27 346 0.6143 0.6624 0.6971
28 347 0.6362 0.6719 0.6898
29 356 0.5901 0.6625 0.6641
30 357 0.5824 0.6631 0.6671
31 367 0.5901 0.6601 0.6682
32 456 0.6139 0.6945 0.6985
33 457 0.6431 0.7058 0.6979
34 467 0.6275 0.7018 0.6921
35 567 0.5949 0.6941 0.7012
Average 0.6069 0.6758 0.6821
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Table 4.4: CA values fort =5

S.no Rar— CA
ties

MLP MLM Jester
1 12345 0.6709 0.7556 0.7541
2 12346 0.6758 0.6893 0.7706
3 12347 0.6824 0.6971 0.7428
4 12356 0.6721 0.6884 0.6941
5 12357 0.6818 0.6979 0.7248
6 12367 0.6763 0.6983 0.6895
7 12456 0.6793 0.7158 0.7686
8 12457 0.6877 0.7444 0.7503
9 12467 0.7057 0.7275 0.7816
10 12567 0.6619 0.7171 0.6884
11 13456 0.6639 0.7189 0.7731
12 13457 0.6927 0.7289 0.7482
13 13467 0.6934 0.7098 0.7764
14 13567 0.6825 0.7085 0.6865
15 14567 0.6849 0.7167 0.7753
16 73456 0.6713 0.7082 0.6959
17 23457 0.6983 0.7387 0.7039
18 23467 0.6815 0.6993 0.7089
19 3567 0.6701 0.6891 0.7015
20 24567 0.6955 0.7187 0.7298
21 34567 0.6764 0.6895 0.7104
Average 0.6812 0.7123 0.7321
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Table 4.5: CA values fort =7

S.no Parties CA
MLP MLM Jester
1 1234567 0.7231 0.7435 0.7437

4.4.1 Performance

The recommendation generation over distributed data with privacy measures can have vari-
ous overhead. Table [4.6] highlights overheads with respect to storage, communication, and
computation costs.

The computation, communication, and storage costs of the scheme proposed by Yakut
and Polat [[164] is given in Table The off-line model needs to be updated periodically
when the new data is inserted. Therefore, its computation time should not be very high,
which hinders the update process. As shown in Table theoretically computation cost
of the off-line phase of ClaMPP is less than other related schemes. Our proposed method
is for multi-party, whereas another related scheme is for only two-party. Hence to compare
the computation costs of the off-line phase of ClaMPP experimentally with another related
scheme, only two parties have been considered. When t = 2 the computation overhead
of ClaMPP for off-line phase is O(m)HPE.enc, O(m)HPE .mul and O(m)HPE .dec. The
benchmarks available at CRYPTO++ tool kit (https://www.cryptopp.com/) are used to find
total running time of cryptographic functions. Based on that, Figure 4.6 shows the computa-
tion time of model generation of different schemes. It is observed that the model generation

time of ClaMPP is less than the other related scheme.

4.4.2 Limitations of proposed scheme

The proposed scheme is devised for the homogeneous network domain and needs few mod-

ification before executing it on the heterogeneous network domain. The limitations of the
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Table 4.6: Storage, communication and computation complexity of ClaMPP

Phase

‘ Storage complexity ‘

Communication complexity

‘ Computation complexity

The four m x m
matrices are
required for storing
likelihood
probabilities and
one 2 X m matrix is
needed for storing
priori probabilities.
So, the storage
complexity is
o(m?)

Off-line
phase

In protocol 1, step 5 requires
2t — 2 communications, and as
mentioned in step 6, ¢ parties
will execute step 5. Thus, total
communication rounds of
protocol I are
t(2t —2) =2t —2t,i.e, O(t?).
Communication complexity of
protocol 11 is also O(¢?). In
protocol II1, step 1 requires ¢ — 1
communications to share the
public key pk generated by
party P; to t — 1 collaborating
parties. The total  number of
communications are required
from step 2 to step 4. Further, in
step 5, t — 1 communications
are required to send the
decrypted values to ¢ — 1
collaborating parties. So, the
total communication rounds of
protocol III are
t—14+t4+t—1=3t—-2,1i.e,
o(1).

The number of multiplications
performed in PPCPP algorithm
for party P; are
2|Kp |+ |Lp |+ |Lpy | + - |Lp| =
2|Kp,| 4+ m. As mentioned in
step 6 of protocol I, PPCPP
algorithm is run by all ¢ parties.
Therefore total number of
multiplications performed in
protocol I and protocol II are
Z‘Kpl ‘ +2‘KPZ‘ + 2‘KP,| +mt =
2m+ mt. Thus, computational
complexity is O(mt). If
(HPE .key, HPE .enc,

HPE .dec,HPE.mul)
homomorphic encryption
system is used for calculation of
prior probabilities for single
item vector, 2tHPE .enc,

2(t — 1)HPE .mul and
2HPE .dec are required.
Therefore, computational cost
for calculation of prior
probabilities of m item vectors
is 2mtHPE .enc,
2m(t — 1)HPE .mul and
2mH PE .dec, and computational
complexity is O(mt)HPE .enc,
O(mt)HPE .mul and
O(m)HPE .dec.

The storage
complexity is same
as conventional
NBC based scheme
without any
privacy measure.

On-line
phase

In ClaMPP, ¢ — 1
communications take place
when AP sends label of item [ to
t — 1 collaborating parties, and
t — 1 communications take place
when ¢ — 1 collaborating parties
send results to AP. So, the total

communication rounds are

The computation complexity is
same as conventional NBC
based scheme without any

privacy measure.

t—1+t—1=2t-2,ie,0(t).
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Figure 4.4: CA and F1 values for MLP, MLM and Jester dataset

proposed scheme with respect to the heterogeneous network domain is that single crypto-
graphic primitives cannot run on the heterogeneous network domains and synchronization
of the operations executed by multiple parties may become difficult. The datasets MLP and
MLM have the same type of interaction: user-item. The Jester dataset too has one type of
interaction: user-joke. So, datasets also depict the homogeneous information network as

discussed by Pham et al. [193].



Chapter 4 ClaMPP: A Cloud-based Multi-party Privacy Preserving Classification Scheme

for Distributed Applications 113
0.8
.Scheme without privacy measure
0.75 J
. Proposed scheme
.YakutPoIatNBCADD

0.7

CA

0.65

0.6

0.55

1 3 5 7
Number of parties (t)

Figure 4.5: CA values for MLP for with and without privacy measure

4.5 Discussion

The distributed data mining techniques should use security models to preserve the sensi-
tive information of individual parties. The cloud computing environment can be used to
store the massive datasets and perform the high-intensive computing on it. Existing pri-
vacy preserving techniques for prediction generation on distributed data use data pertur-

bation and homomorphic encryption. Data perturbation lead to accuracy losses whereas

Table 4.7: Comparison of proposed and related schemes

Data . Ac-  Stor- Off-line On-line . On-line
. Privacy . . Oft-line compu-
Dis- . : cu- age  Communi- communi- . -
Paper . Multi- preserving . . Computation tation
tribu- racy Over- cation cation
. party method overhead over-
tion loss head  overhead overhead
head
Yaku Cenerypton. L
and Arbi- g addition of than o 0(2) om ~ OmmHPEenc, .,
Polat trary default and fake 1% O(m*) O(m*)HPE .dec,
2
[164] votes O(m*n)HPE .mul
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Figure 4.6: Off-line model computation cost

homomorphic encryption lead to high computing cost. In this work, a privacy preserving
NBC based prediction generation scheme on a cloud environment for ADD among mul-
tiple parties is proposed. It is theoretically and empirically proved in the above sections
that ClaMPP is secure and efficient; prediction quality is improved due to collaboration and
there is no accuracy loss due to the proposed privacy measure. The computation overhead
in the off-line phase is less as compared to another related scheme since its computation
cost is O(m)HPE .enc, O(m)HPE .mul,0(m)HPE .dec whereas another related scheme has
O(mn)HPE .enc, O(m*)HPE .dec, O(m*n)HPE .mul for two parties.

The main contributions of the ClaMPP are:

1) The PPCF scheme based on NBC classifier on the cloud environment is proposed for
ADD among multiple parties such that the parties from different regions can collaborate

with each other efficiently.
ii) ClaMPP does not use data perturbation for privacy, so it has negligible accuracy loss.

iii) Four protocols are proposed in this work. Conditional probability between items is
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calculated using protocols I and II, while protocol III calculates the prior probability of

item vectors and protocol IV generates the predictions.

iv) The proposed scheme is analyzed using different evaluation parameters such as: - secu-
rity, accuracy and coverage. It has been experimentally demonstrated that accuracy and

coverage of the proposed scheme are better in comparison to the other existing schemes.

In this chapter and previous chapter, the privacy preserving data mining techniques are
proposed for distributed datasets. For some applications, there can be a centralized dataset.
In the next chapter, the privacy preserving technique is proposed for centralized social net-
work dataset. The optimized k-anonymization technique is proposed for privacy preservation

of social network dataset.



Chapter 5

K-Neuro SVM based Privacy
Preservation technique for Social

Network

With the coming up of social network sites like Twitter, Facebook, LinkedIn, etc. information
sharing has seen tremendous growth in the past few years. Although people wish to interact
with like-minded persons through such platforms, there is a lot of personal information about
individuals that need to be secured. To maintain the privacy of sensitive information in the
social network, efficient privacy preserving techniques like k-anonymization, randomization,
generalization, efc., are used. The majority of the proposed techniques apply edge editing
and clustering-based methods for creating k-anonymized social network graphs. Since these
techniques distort the original properties of the graph to a great extent, various enhancements
have been proposed which consider the addition of noisy nodes as one of the alternatives.
In this chapter, an improved version of k-degree-anonymization on social network graph has
been provided which uses the hybridization of NN and SVM, called as NeuroSVM where

average path length of graph is preserved and addition of noisy nodes and noisy edges is

116



Chapter 5 K-Neuro SVM based Privacy Preservation technique for Social Network 117

reduced significantly.

5.1 Overview

Social network sites such as Facebook, Twitter and LinkedIn are internet-based applications
used by people to build relations with persons having similar hobbies, activities, career inter-
est or real-life connections. People share a lot of information over the social network which
includes photos, videos, political and religious views, creative ideas, real-world activities,
and events, efc.; considering it safe and secure. Social networks can be easily modeled as
a graph representing the relations and processes between entities (e.g., person, community).

The social networks can be categorized into three main types [35]:

o Socializing social networks used by people to create and maintain social relations with

their friends and relatives.

o Networking social networks used by people for developing business or profession ori-

ented relations.

¢ Social navigation social networks used by people to discover particular information or

resources.

The organizations and government bodies perform data mining on social network data to
extract the information, which they can use for their business growth, law enforcement, pre-
vent epidemics, identify terrorist networks and organized crime and street gangs, efc [[194]].
Different types of network patterns (divided, unified, fragmented, clustered, broadcast) can
be identified, which can be further used to find the target audience [195]. Although social
networks provide a lot of benefits to social community as a whole, it is bundled with few is-
sues which include spamming, unauthorized access, influence on employability, child safety,

cyber-bullying, trolling and privacy.
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5.1.1 Anonymized social network graph

To extract useful information, the organizations might provide their social network data to
the third party. If the data is provided to the third party after naive anonymization i.e.,
unique identifiers are removed before providing the data, it can reveal a lot of information.
If third party has some background knowledge about the data like graph metrics, attributes
of vertices, vertex degree, neighborhood and relationships between vertices and embedded
subgraphs [196]], actual information can be easily extracted. Such serious privacy concerns
on graph data have been demonstrated in [[197]], [198]. So, social network data must be prop-
erly anonymized before giving it to the third party. The anonymization of the social network
graph is more challenging than relational data because, in relational databases, change in one
tuple does not affect the remaining tuples, whereas in graphs, change in one vertex or edge
can affect the entire network of graphs.

In the existing studies, two models have been proposed to anonymize the graph: edge-
editing based and clustering-based. In an edge-editing based model, addition or deletion of
edges is done to anonymize the graph, whereas in clustering-based model, similar nodes are
clustered into supernodes and supernodes are connected with each other using super edges.
The supernode represents multiple nodes of the original graph and similarly super edge rep-
resents multiple edges of the original graph. One of the major shortcomings of such models
is that the original properties of graph like edge intersection, diameter, Average Path Length
(APL) are distorted. Yuan et al. [150] presented a technique of noisy node addition to
anonymize the graph while preserving the APL property of the graph, but there is the scope
of further improvement in the proposed technique. This work proposes a novel technique to
generate a k-degree anonymous graph based on the noisy node addition method and neutral-

ized cluster behavior through the use of two well-known classification algorithms: NN and



Chapter 5 K-Neuro SVM based Privacy Preservation technique for Social Network 119

SVM.

5.2 Preliminaries

Definition 1. A social network is made up of 4 tuples represented as G(V, E, CW, y) where
V is the vertex set, E is the edge set, CW is the connection weight and f is the function
f:V XV = CW which maps pair of vertices (u,v) to its corresponding connection weight
(CW).

The number of structural attacks that can be performed on graph are: degree attack,
subgraph attack, neighborhood attack and hub fingerprint attack. Among them, degree (count
of incoming and outgoing connections form the node) attack is common because collecting

the background knowledge about the degree of the node is easy. Figure 1 represents a social

Ver- Out Total
tex In de- de- de-
id gree gree gree
1 1 2 3
2 1 1 2
3 2 1 3
4 0 1 1
5 1 0 1

Figure 5.1: Original graph G
Table 5.1: Degree of each node for
graph G

In Ot Total
degree degree degree
1 1
3 2
) 1
1
1

—»> Group 1

—= |~ k)

0
1

— Group 2

(RN [

I

Figure 5.2: Grouping as per k-anonymity

network graph where V=5 and E=5. Vertex 1 and 3 possess the same degree and 4 and 5
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possess same degree but vertex 2 has a degree which is not similar to any vertex degree, so
it is an attack prone as shown in Table Considering Figure if an attacker knows that
one person has two friends, then he can re-identify node 2 from the published social network
graph. To prevent such attacks it is desired that each node in a graph has at least k — 1 other
nodes with the same degree.

Definition 2 : A social network graph is called a k-degree anonymous graph G’(V’, E’, CW’,
f') if for each vertex (v’) there are k-1 other vertices with same degree.

If an edge is added between nodes 4 and 5 then the graph in Figure [5.1] will become
2-anonymous graph such that, nodes 2, 4 and 5 will have degree 2 and remaining nodes i.e.
1 and 3 will have degree 3 as shown in Figure[5.2]

Figure [5.3] represents an unbalanced graph in which the degree varies a lot as shown in

Table [5.2] It is difficult to make this graph k-degree anonymous by the simple addition of

Vertex In Out Total
id degree degree degree
1 1 2 3
2 2 1 3
3 4 3 7
4 2 4 6
5 1 6 7
6 3 1 4
7 4 0 4
8 1 2 3
9 2 2 4
Figure 5.3: Unstructured graph G(V, E) 10 ) 0 )

Table 5.2: Degree of each node for graph G

noisy edges. To overcome such issues, a solution was proposed by Yuan et al. [150] where
they added noisy nodes to the graph and connected it to different nodes who were lacking in

the degree value. The downside of this approach is that adding noisy nodes to graph solves
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the problem of degree, but adds the problem of integrity i.e., the original properties of the

graph like edges, nodes, degree, APL, etc. will change.

5.3 Proposed Solution

The proposed work tries to find an optimal k-degree anonymous graph such that distortion
in the original properties of graph (APL) is reduced to a great extent.

Mathematically, the objective function can be defined as :

X;.Ci
min(8,IL,Nsy,,Nsy.)
Grp-data"*V[x] input’ ci]: NeuroSVM(Cy) [OPCI]{ >l
p euro Y ¥ deg
2y x.d 2Yix;.d
where §— Z&itide8  2Litideg (5.2)
nn—-1) nn-1)
IL= 1i’(x deg — x!.deg)? (5.3)
n & i ;. .
Nsy, = |[(V'NV)] (5.4)
Nsy. = |(E'NE)| (5.5)
Xi.d x;.d
subject to le’, egZZ,x, °8 (5.6)
n n
xi.deg,xf.deg,,Nsye,Nsyv,IL,n,n' >0 5.7

where V. ,E, CW and x; represents the set of vertices, set of edges , set of connection weights
and node of graph G respectively. CI represents the clusters of nodes of graph G and Op¢;
represents the optimized cluster obtained from cluster C/ having minimum value of J, IL,
Nsy, and Nsy,. As represented by Eq[5.2] the & represents the distortion in APL property of
the original graph. IL represents the information loss occurred in newly constructed graph
G’, Nsy, represents the number of noisy nodes added in new graph G’ and Nsy, represents

the number of noisy edges added in new graph G’.
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For achieving k-anonymization in graph, the proposed solution is divided into three pro-
tocols named as:
Protocol I ( Clus_Creation): This protocol organized the nodes into clusters having minimum
size k such that minimum number of noisy nodes and noisy edges are added for achieving
the k-degree anonymous graph.
Protocol Il (Degree_Shift): The main role of this protocol is to shift the degree of the vertex.
Protocol 111 (Class_NeuroSVM): This protocol classifies the elements of cluster created after
Protocol II, through NeuroSVM.
Protocol I (Clus_Creation)
In this protocol, clusters of nodes cy,c2,c3...cs are formed such that each cluster ¢; contains
at least k elements, where k is the degree of anonymity. The vertices of the graph are ar-
ranged in decreasing order according to their degree represented as P =< py, p2...pn >.
For obtaining the clusters having at least k nodes, algorithm [5.1]is followed. The degrees of
nodes are used to calculate the mean p and median md of cluster ¢;. Based on the value of
u and md, the number of edges, E, and E,,4, required to be added or deleted to achieve k-
anonymity in the cluster are calculated. If E,; < E,,4, then each node in cluster ¢; has degree
u, else it has degree md. After completion of algorithm there are s clusters such that
each cluster ¢; is associated with its cluster degree c;.deg. Each node in cluster ¢; should have
a degree equal to cluster degree c;.deg to achieve k-anonymity. The graph is reconstructed
since there are uncertainties in the clusters. The graph reconstruction phase is completed in
two steps: The first step evaluates which vertex has a higher degree reference and which has
a lower degree reference in the cluster. The lower reference is shifted to higher reference. A
direct removal of the link will produce disorder in the graph and the graph will become attack
prone. Hence, to reduce the possibility of being attack prone, a security table is maintained

which contains the shifted link.
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gorithm 5.1 Cluster Formation

e e T e

W LW LW W W NN NN NN NN
FOR 230 R2IFRE SRS

R e A S

)
T2

: Input P k
:fori=1tokdo
c1[i] = P[i]
m=kp==k
end for ) .
Mean y = Zizlc}{[z].deg
Median md = M
Calculate E; and E,,g.
if £, < E,, then
cr.deg=Uu
. else
c1.deg = md
: end if
s cifm+1]=Plm+1]
: Calculate u, md, E;; and E,,,4 as in Steps 6,7 and 8
it Ey < Eyy then
MinEnext = E,u
Mindegnext =H
. else
MinE,1ext = Emd
Mindegnm =md
. end if
fori=ptop+k—1do
=1
ca[l] = Pli]
: end for
: Calculate u, md, E, and E,,4 as in Steps 6,7 and 8
it Ey < E,y then
MinEC2 =Ey
*]Mindegg2 =Hu
. else
A/IinEc2 = Lmd
M indegc2 =md
: end if
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35: if MinEm, < Ml'I’lEC2 then
36: discard cluster ¢,
37: ci.deg = Ming,,,,.,

38: p=m=m+1

39: else

40: remove last element from ¢y
41: cr.deg=M indegc2

42: p=p+tm—1

43: m=p

44: end if

45: Repeat the steps from 14 to 44, until left with less than k nodes in last and then add these
last nodes in cluster cg

Protocol 2 (Degree_Shift)

The s clusters created in algorithm are added into cluster list Cj;;. Each cluster ¢; is
further divided into two groups less and more based on the cluster degree c;.deg. The
graph reconstruction algorithm[5.2)results into a much more sophisticated architecture which

achieves k-anonymity and maintains the integrity of the network too. Figure depicts the

working of algorithm[5.2] Figure[5.4a] [5.4b| [5.4c|and[5.4d|represent different stages of group

formation of a graph G (V, E).

Figure is the raw data that is passed to the algorithm [5.1] and Figure [5.4b|represents
the clusters created from it. The edge replacement is done which results into a graph shown
in Figure The algorithm also includes constraints for the situation when the graph
is re-arranged but the condition is not satisfied. In such situations, algorithm adds noisy
nodes, which generates Figure[5.4d| The rule architecture generated requires strict monitor-
ing and hence some of the deep learning algorithms have been applied and tested.

Protocol 3 (Class_NeuroSVM)

The classification of elements in clusters is executed by the hybridization of NN and SVM
as shown in Figure[5.5] NN is a deep learning algorithm which consists of 3 layers. The first
layer, called the input layer is used for providing input to the processing layer. The proposed

layer utilizes CW as the input layer. The second layer is the hidden layer termed as the brain
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Algorithm 5.2 Graph Reconstruction

1: for each cluster ¢ in Cj;; do

| NS I NS I S R e e e e e e
N YR INRRN R

(SRS

N
W

[\
\]

28:

D A Al

o
RS AN

D =cj.deg
less=[]; // elements with less degree
1=0; // counter for less
more=[]; // elements with high degree
m=0; // counter for More
for each node ¢l in ¢ do
CUTTgeg = €lgeg
if currgqe, > D then
more[m| = el
m=m+1
else
less[l] = el
[=1+1
end if
end for

min, = min(V (morel]))// find node having minimum degree
mincy, = find(min(Cw,))// find connection of node v having minimum weight

Jnodel = V(minCW)
node opn = Mingy,

Remove node.,,, and attributes from cluster ¢ and add to security table

minv = mm(V(less[]))
Jnodez = min,
Add node noqe,m) 10 Jnode,

Repeat until all nodes are not neutralized or each node is traversed at least once.

if ely¢, is not neutralized then
Add noisy,pges
end if

29: end for
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/
ICSS. g
s o

(b) Clustering of graph

(d) Regrouped clusters with noisy
nodes

(a) Original graph

(c) Cluster after shifting vertex group

Figure 5.4: Example of Graph Reconstruction algorithm

of the NN. In the second layer, NN changes the input data with some threshold value as per

the layering. The normal transformation for this layer is represented as:

wi=ax+b (5.8)

where wy is the changed weight of the input data, a and b are arbitrary constants.

The trained architecture propagates with N number of hidden neurons. The SVM is
usually used for binary classification which can distinguish between two elements.
NeuroSVM: The proposed architecture utilizes the advantages of both the algorithm. The

main aim of applying a hybrid algorithm is to classify the elements of clustered groups and
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to check whether there is any need to update the groupset. If the classification accuracy
of elements in the clustered group is more than 75 % then the node editing is said to be
successful.  The classification algorithm [5.3] takes the connection weight of the grouped

INPUT % HIDDEN
LAYER » LAYER

OUTPUT LAYER

SVM LAYER

Figure 5.5: Hybridization of NN and SVM

elements as the input. The concerned groups are also part of the input to algorithm
The input set is initially analyzed with the neural network. The hidden layer of the neural
network is divided into 10 hidden neurons and it is trained on the basis of Mean Square Error
according to Levenberg-Marquardt algorithm as shown in Figure [5.6al The algorithm
takes the processed trained data and the raw data passed at the time of training. It provides
the group set at the training layer if the data is structured well. If not, it might provide
distorted group architecture. In the case of distorted group architecture, there is more than
one group for one element in the result set. In such cases, the binary classifier is quite
effective. Algorithm [5.3[has used SVM in such situations and finds out the best-fitted class.

The basic kernels used in SVM are [[199].
1. Linear Kernel xTy+b
2. Polynomial Kernel ~ (yx7y+b)"

3. Radial Kernel exp(—7y(x—y)?
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Algorithm 5.3 Classify NeuroSVM

1. Inputge = GroupedConnectionWeigh, ()
2: Groupser = GroupCluster(I”putset)
3: NeuralTrainSet = newf f (Inputge;, Groupse,20) // The NN is initialized with 20 Hidden
Neurons at one layer
4: nTrain = Train(NeuralTrainSet) // nTrained is the trained Neural Set
5: TestSet = NeuralTrainSet.
6: nResult = Classify(nTrain, TestSet // Employed architecture is for supervised learning
and hence the trainset will act as the test set itself
7: Anl = Analyze(Groupse,nResult)
8: if Anl.Contains.Groups > 1 then
: Initialize(SVM)
10: SVML = Input (ntrain(Anl),Groupse (Anl))
11: SvmOut put = Classify(SVML,ntrain(Anl))
12: Out put = SvmQOut put
13: else
14: Out put = nResult
15: [=1+1
16: end if
17: FindErrorRate(Out put)
18: Accuracy = 100 — ErrorRate
19: if Accuracy > 75 then

20: No_need_to_reconstruct;
21: m=m+1
22: else

23:  Reconstruct Group and Call NeuroSVM()
24: end if
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4. Sigmoid Kernel  tanh(yx"y+b)

where b,y and n are kernel parameters. The Gaussian Radial Base Fucntion Kernel (RBF)
i1s most commonly used kernel in SVM. Since datasets are non-linear in nature with fewer

features sets, Gaussian RBF is used for classification. It is represented as:

1
K(x,y) = exp(—zf‘z!!x—y\\z) (5.9)

where ¥ = # The RBF kernel defines the decision boundary which separates the training
data into two classes. The decision boundary function g(x) of RBF kernel can be represented
as [200] :

g(x) =w.K(x,y)+b wex,beR" (5.10)

where w is the normal vector to decision boundary and b is regularization parameter in m-
dimensional space R™. The decision function g(x) can be represented as optimization prob-

lem:

1 n
min(§]|w|\2+CZ§i) (5.11)
i=1

where 1||w||? represenst maximum margin and CY | &; represents the minimum error. The
& are slack variables added to counter the occurrences of inequalities during classification.
The Lagrange multipliers (o, ; > 0) are used to solve Eq. (5.11). By using Lagrange

multiplier the Eq. (5.10) can be represented as:

g(x) = i(ai—ﬁi)K(xJ’) +b ;B €[0,C] (5.12)
i=1

After choosing the kernel, its modeling parameters need to be chosen for getting a better
quality of classification. In RBF kernel, C and y have a direct effect on the accuracy of

classification. In order to find the right value of C and 7, the grid search approach is used as
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defined in [199].

5.4 Results

For the evaluation of proposed work, metrics considered are APL, Information loss, Preci-

sion, Recall and F-measure. The results obtained after the simulation of proposed work are

shown in this section.

)

iii)

APL: The APL is a ratio of the total distance between two vertices to the total number
of vertices in the given graph set. Evaluation of distance can be done through various
methods or algorithms. Mathematically, it can be represented as:

2Yjecdij

APL =
nin—1)

(5.13)

where d; ; is the distance between two vertices.

Information Loss (IL): Information loss is the total loss in the integrity of the data
when a graph is rearranged to achieve the k-anonymization. Different graph metrics can
be used to measure information loss. In this paper, the degree of vertices is used for

measuring information loss based on metric defined in [201].

\/ Z deg,, —deg (5.14)

where deg,, is the degree of vertex v; of original graph and deg’v / is the degree of vertex

v. of the k-degree anonymous graph.

Precision (P): It is defined as the ratio of relevant data (7)) with respect to total retrieve
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data (T, + F)).
Tp
T,+F,

P =

(5.15)

iv) Recall (R): It is the ratio of relevant data (7)) with respect to the total relevant data

(T, + F,) during training.

(5.16)

v) F-measure (y): It is the harmonic mean of precision and recall. it is approximately the

average value of precision and recall.

2PR

=_ 5.17
P+R .17)

v
In the first place, the classification of the re-grouped vertices takes place. The neural net-
work discussed earlier initiates training mechanism with certain iterations. The network
understands the input data if any of the provided validation is complete. The architecture
has been implemented in the MATLAB platform and there are 5 validation parameters other
than the total number of provided iteration as shown in Figure [5.6a] If any of the validation
parameter is satisfied then the network backtracks and find the cross point of the training
weight and the iterative best measurement as shown in Figure [5.6b
The NN varies the training data with fragmentation value of data along with the variation
of threshold for segmentation. NN also performs a regression analysis over the train set to
assure that the classification process gets the best out of the training data. The results in
Figure represent the regression analysis. High regression value results in good training
mechanism (0 < R < 1) where R represents regression. The support vector machine has
also been utilized with the Gaussian RBF kernel. The best value of C and y parameters of

Gaussian RBF kernel for maximum accuracy is calculated through grid search methodology.
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Figure 5.6: Neural network training
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For loose grid search, C value varies from (2_10, 277 274 271 21 24 27 210) and y value
varies from (277,27,273,271 21 23 25 27). The best value of C and 7 is found as (2!,271)
as shown in Figure [5.8] To further refine the value of C and 7, fine grid search is performed
in the neighborhood of the best value (2!,271). After fine grid search, the best value of C
and 7y obtained for maximum accuracy is (1.9,0.7). The SVM is trained using Gaussian RBF
kernel having values for C and y as (1.9,0.7). Next, the trained SVM is used on the test data
for performing the classification.

To test the effectiveness of the proposed algorithm, two datasets Arnet [202] and Cora
[203] have been used. For regression analysis, the value of k has been varied from 5 to
30. Figure demonstrates that APL value of the proposed technique is less than Yuan et
al. [150] technique. The proposed architecture also utilizes the data mining concepts and
hence the classification parameters have also been evaluated as shown in Figure [5.10] High
precision and recall values result in a high F-measure which leads to a better classification
mechanism. The average F-measure is approximately 0.75 which indicates an approximate
accuracy of 75% as shown in Table[5.3]

As shown in Figure and Table information loss of the proposed technique is
less compared to Yuan et al. technique. Less modification in original degree leads to less

information loss as explained in Eq. (5.14).

5.5 Discussion

In this work, a novel algorithm is proposed for optimal k-degree anonymization by using an
artificial neural network along with the support vector machine. The main idea of the pro-
posed work is to anonymize the graph to prevent degree attacks in such a way that there is

less distortion of the properties of the graph. It has been experimentally demonstrated in the
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above section that distortion in APL of the anonymized graph is less as compared to other

related technique. The information loss is also reduced and the accuracy is more than 75%

with better precision and recall rate.
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Figure 5.7: Regression analysis
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Figure 5.8: Grid search cross-validation of NeuroSVM
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K 5 10 15 20 25

K 5 10 15 20 25

Precision 76 0.78 0.74 0.79 0.77 Tnfo-Loss-

Yuan 1.25 1.45 1.46 142 147

0.69 0.72 0.71 0.77 0.77  Info-Loss-
Proposed 1.21 1.35 1.42 1.58 1.59

Recall

F-measure 0.72 0.74 0.73 0.78 0.76

Table 5.3: Average Precision, Recall and Table 5.4: Average Information Loss for Ar-
F-measure for Arnet and Cora dataset net and Cora dataset
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Figure 5.11: Information loss

The main contributions of this work are:

i) A novel technique is proposed for generating a k-degree anonymous graph based on

noisy node addition and classification algorithm NeuroSVM.

ii) The proposed technique is evaluated on different parameters like APL, precision, recall,

F-measure and information loss.

ii1) The proposed technique has accuracy more than 75%. The information loss and distor-

tion in APL have also been reduced as compared to other related technique.



Chapter 6

Conclusion and Future scope

The focus of this thesis has been on efficient PPDM techniques for big data applications like
healthcare, social network and recommender systems, etc.

The tremendous growth in Information technology has revolutionized healthcare indus-
try in a big way. Patients use the Internet for getting information about diseases, diagnoses,
treatments, physicians, and hospitals. Patient-oriented decision-making can enhance the ef-
ficiency of the healthcare recommender system provided the data scattered across different
geographical regions is collected, mined and analyzed efficiently. In this thesis, a PPCF
technique based upon randomization, masking and homomorphic encryption technique, is
proposed for healthcare recommendation generation on ADD among multiple parties. Three
protocols have been proposed in our work. The similarity between items is generated by us-
ing Protocol I and PPSDPC algorithm, Protocol II calculates the length of item vectors using
homomorphic encryption technique and Protocol III generates the predictions. The proposed
scheme is efficient in terms of computation cost and maintains the patient’s privacy. For an
e-commerce based recommender system, a multiparty privacy preserving naive Bayesian
classification scheme based on the cloud environment, named as ClaMPP, is proposed. Four

protocols have been proposed. Protocol I and Protocol II are used for calculating conditional
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probabilities securely using PPCPP algorithm, Protocol III is used for calculating the prior
probabilities using homomorphic encryption and Protocol IV is used for generating the pre-
dictions online. The proposed scheme is secure, and the accuracy of prediction generation
is improved due to the collaboration of multiple parties. Also, the accuracy loss due to the
introduction of privacy measures in the proposed approach is negligible.

With the coming up of social network sites like Twitter, Facebook, LinkedIn, etc. infor-
mation sharing has seen tremendous growth in the past few years, but these sites also contain
the personal information of individuals that need to be secured. To maintain the privacy of
sensitive information in the social networks, an improved version of k-degree-anonymization
on social network graph has been provided which uses the hybridization of NN and SVM,
called as k-NeuroSVM. The proposed technique is divided into three protocols: Protocol I
(Clus Creation), Protocol II (Degree Shift) and Protocol III (Class NeuroSVM). Protocol I is
used for dividing the nodes of graph into cluster. Protocol 11 is used for shifting the degree of
nodes to achieve k-anonymization and Protocol III is used for classifying the elements of the
cluster using NeuroSVM. In the proposed technique, the average path length of the graph is

preserved and the addition of noisy nodes and noisy edges is reduced significantly.

6.1 Contributions

Major contributions of this work are:

e The work proposes an efficient framework PPDMB for privacy preserving distributed
data mining on Big data. Based upon the proposed framework two novel efficient
PPCF techniques: EMS-PPCF and ClaMPP are proposed for privacy preserving rec-

ommendation generation on ADD among multiple parties.

i) EMS-PPCF is efficient model-based privacy preserving collaborative filtering
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technique for recommendation generation in the healthcare recommender sys-
tem where data is arbitrarily distributed among multiple parties. It is analyzed
using different parameters: security, accuracy, coverage, and performance. With
respect to these parameters, it has been experimentally demonstrated that accu-
racy and coverage of the EMS-PPCF scheme are better in comparison to the other
competing schemes when different parties collaborate with each other. Further,
the computation cost of the EMS-PPCF scheme is less in comparison to other

schemes.

ii) ClaMPP, cloud-based privacy preserving collaborative filtering scheme for e-
commerce based recommender system use NBC for recommendation generation.
It does not use data perturbation for privacy, so it has negligible accuracy loss
and also the computational overhead for off-line model generation phase is low

as compared to other related techniques.

e EMS-PPCF and ClaMPP schemes are implemented in Java with major performance

improvements compared to other schemes.

e For a centralized social network dataset, the K-neuroSVM anonymization technique
is proposed for the privacy preservation of the the social network graph. It is based
on noisy node addition and classification algorithm NeuroSVM. It is implemented in
MATLAB and it has accuracy more than 75%, and the information loss and distortion

in APL has also been reduced as compared to other related technique.

6.2 Future Scope

The proposed PPCF scheme for healthcare recommender system provides the recommen-

dations based on the item-item similarity model on ADD among various parties. As future
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work, parallel computing techniques can be considered to further reduce the computation
time of the off-line model generation process. The proposed scheme depends on item-based
CF technique. In the future, research can be carried out on privacy preserving schemes for
demographic, social or content-based recommendation generation on ADD among multiple
parties.

NBC based PPCF scheme on the cloud environment, has been used for generating the
predictions on arbitrarily distributed binary ratings among multiple parties. In the future, the
analysis of secure NBC based prediction generation on arbitrarily distributed numerical data
sets can be considered.

The proposed k-NeuroSVM technique is used for the k-anonymization of the social net-
work graph to prevent degree attack. This work can be extended for dynamic social net-
work analysis. Another direction is to extend the proposed algorithm for dealing with other
structural attacks like neighborhood, embedded subgraph, and hub fingerprinting for social

network graphs.
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