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Abstract

Passive testing is very important to guarantee the correctness of the fault detection. Passive Testing is a 

new concept of fault detection of any network in recent years. Fault detection is a fundamental part of 

passive  testing  which  determines  whether  a  system  under  test  (SUT)  is  faulty  by  observing  the 

input/output behaviour of the SUT without interfering its normal operations. A new approach to Finite 

State  Machine  (FSM) based  passive  fault  detection  which  improves  the  performance  and  gathers 

information during testing compared with the approach. 

The results of theoretical and implementation evaluations are reported. Testing is a trade-off between 

increased confidence in the correctness of the system under test and constraints on the amount of time 

and effort that can be spent in testing.

The presented thesis provided overview of passive fault detection algorithms which determine system 

under test  (SUT)  is  faulty by observing the input/output  behaviour. We are able  to take output of 

different  fault  detection  algorithms  and  Compare  these  fault  detection  algorithms  theoretical  and 

implementation based upon system under test.  The experimental  and implementation results  of the 

passive testing on fault detection algorithms are also shown and analyzed. We employ the finite state 

machine (FSM) model for networks to investigate fault identification using passive testing.

Keywords: system under test, fault detection, passive testing.
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                                                         Chapter 1

Introduction

1.1 Introduction
Finite state machines have been widely used to model systems in diverse areas, including sequential 

circuits (in lexical analysis, pattern matching etc.) and more recently, communication protocols .The 

demand of system reliability motivates research into the problem of testing finite state machines to 

ensure their correct functioning and to discover aspects of their behavior. 

The theory is very similar for the two types. We discuss the following two types of testing problems. In 

the first type of problems, we have the transition diagram of a finite state machine but we do not know 

in which state it is. We apply an input sequence to the machine so that from its input/output (I/O) 

behavior  we can deduce desired information about its  state.  Specifically,  in the state identification 

problem we wish to identify the initial state of the machine, a test sequence that solves this problem is 

called  a  distinguishing  sequence.  Here we will  focus  on  the  basic  problems of  testing  finite  state 

machines and present the general principles and methods.

There  is  an  extensive  literature  on  testing  finite  state  machines,  the  fault  detection  problem  in 

particular, dating back to the 50’s. Moore’s seminal introduced the framework for testing problems. 

Moore studied the related, but harder problem of machine identification: given a machine with a known 

number of states, determine its state diagram. He provided an exponential algorithm and proved an 

exponential lower bound for this problem. He also posed the conformance testing problem and asked 

whether  there  is  a  better  method  than  using  machine  identification.  Furthermore,  only exponential 

algorithms were known for determining the existence and for constructing such sequences. Hennie also 

gave  another  nontrivial  construction  of  checking  sequences  in  case  a  machine  does  not  have  a 

distinguishing sequence. During the late 60’s and early 70’s there were a lot of activities in the Soviet 

literature, which are apparently not well known in the West. An important research on fault detection 

was  by  Vasilevskii,  who  proved  polynomial  upper  and  lower  bounds  on  the  length  of  checking 

sequences.

Several  researches  were published in  the 60’s  on testing problems,  motivated  mainly by automata 

theory. During the late 60’s and early 70’s there were a lot of activities in the Soviet literature, which 

are  apparently  not  well  known  in  the  West.  An  important  discover  on  fault  detection  was  by 

Vasilevskii,  who proved polynomial  upper and lower bounds on the length of checking sequences 

Machines, such as nondeterministic and probabilistic finite state machines.



1.2 Background
Finite state systems can usually be modeled by Mealy machines that produce outputs on

Their state transitions after receiving inputs.

Definition 1.2.1: A finite state machine (FSM) M is a quintuple M (I, O, S, δ, λ)

Where  I,  O,  and  S  are  finite  and  nonempty  sets  of  input  symbols,  output  symbols,  and  states, 

respectively.

δ: S*I  δ   is the state transition function;

λ: S*I   λ is the output function.
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                      Figure 1.1: Specification of FSM M[27]

When the machine is in a current state s in S and receives an input a from I it moves to the next State 

specified by  δ (s, a) and produces an output given by λ (s, a).

We denote the number of states, inputs and outputs by n = |S|, p = |I|, and q = |O| respectively. Also 

the definition for the transition function d and the output function l can be extended from input symbols 

to strings as well. Starting from initial state  s0, an input sequence x = a0,a1,…,ak takes the machine 

successively to states si+1= d (si, ai), i=0,1,…,k, with the final state d(s0, x) = sk+1, and produces an 

output sequence y= λ (s0, x)=b0,…,bk, where bi= δ (si,ai), i=0,1,…,k.

Let M be the FSM shown in Figure 1.1 with X = {a, b, c} and Y = {e, f}.

The specification has the following characterization set

For state  : a/e, b/f



For state  : a/f, b/f

For state  : a/f, b/e

1.3Assumptions and Justifications for The FSM Model
1.3.1   Single Fault

We assume that if a fault occurs, only one fault occurs during a test cycle. This assumption is important 

since multiple faults can cause complications such as the hiding of faults. These complications make 

fault detection by passive testing either more complicated or even impossible. 

1.3.2 Complete Machines

If we define for each state all the possible combinations of inputs on   incoming channels, this may lead 

to a combinatorial explosion. Instead, we show only transitions that would actually take place during 

correctly specified operation. For all those not specified, a fault should be detected. So all unspecified 

transitions  will  lead to an implicitly defined additional  fault  state with a new output called  “f”  to 

indicate “fault.” This fault state is not an “original state” in the specification; it is used only to allow us 

to assume that the machines are completely specified.

1.3.3 Deterministic Machines

 Non-determinism sometimes comes from the lack of complete information during the specification 

phase. We are assuming here that all “necessary” information is available to indicate deterministically 

the behavior of the machine. Sometimes non-determinism is introduced in the specification machine to 

allow different  options to  be chosen during implementation.  We are  assuming specific  options are 

chosen in our FSM specification insuring that it is a DFSM.

1.4 The Fault Model
The fault  model  together  with a broad overview of the fault  detection procedure.  The fault  model 

describes  the assumption  about  fault  types  expected in  the network.  The fault  detection  procedure 

discussed in briefly covers the passive testing algorithm.

Due to our assumptions of the FSM model used in passive testing, the two types of faults that we can 

investigate, in terms of the FSM specification are

1.4.1 Output Fault: This occurs when a transition has the same head and tail states and the same 

input as in the specification FSM, but the output is altered.

1.4.2 Tail  State  Fault:  This  occurs  when  a  transition  has  the  same  head  state  and  input/output 

symbols as specified, but the tail state is altered.



Chapter 2

Literature Survey

2.1 Development Cycle Using FSM Tools
A set of software tools that have been developed to create, manipulate, verify and execute logic control 

systems written using finite state machines. Modular Finite State Machines (MFSMs) were developed 

as a new framework for logic control for large systems. They are used for developing, verifying and 

executing discrete event control systems.

The  main  advantage  of  MFSMs is  their  modular  structure  which  facilitates  the  creation  of  large 

systems. A designer would perform the following steps while using the software tools to aid in the 

development of a MFSM system.

1. Create text files defining the system.  This includes the overall system file as well as the modules 

and filters.  The same module or filter  file can be used in several  places  within a system or in 

different systems.

2. Load the files into the software tools. The software tools check the files for errors and consistency. 

If  errors  exist  the  software  tools  report  the  nature  of  the  error  and  the  line  on  which  it  was 

encountered.

3. Verify the system. The verification tools are defined for single modules. For small systems, the 

entire system can be composed into a single module. For larger systems, the designer would create 

subsystems bounded by filters, and verify each one by composing it into a module and checking the 

module.

4. Create a text file describing the IO for the system. A MFSM system interacts with its environment 

through external filters,  such as input bits,  output bits  and timers.  The software tools use FSM 

definitions of these external filters to perform the verification.

5. Load the IO description into the software tools. As with the system, module and filter files, the 

software tools check the IO description file for errors.

6. Run the system in the execution environment. the execution environment will attempt to attach the 

external filters to the environment using the information contained within the IO description. Once 

all errors are eliminated, the execution environment



2.2 Application to Real Protocols
2.2.1 Extended Finite State Machine

In order to specify a real protocol, we must use the Extended Finite State Machine (EFSM) formalism 

there may be a predicate on variables associated with each transition of an EFSM. The use of extended 

finite states machines raises a new issue. In active testing, it is easy to know the value of the variables, 

because we know the initial state.

In passive testing, we do not know their value, since the machine can be in any state at the beginning of 

the trace. We propose several approaches.

• generate the reachability graph

• transform the extended finite state machine into a nondeterministic finite state machine

2.2.1.1 Reachability Graph

The simplest  approach is  to generate  the reachability  graph,  which is  tantamount  to  unfolding the 

EFSM  to  its  equivalent  FSM.  The  reachability  graph  we  obtain  is  an  unfolding  of  the  EFSM 

specification,  which  includes  instantiations  of  the  variables  and  parameters  used  in  the  original 

specification.

2.2.1.2 Transforming the EFSM into an NDFSM

                                       

                        

                                                           Figure 2.1 a/Observable[23]

EFSM can be transformed into an NDFSM by removing the predicates enabling the transitions



                                           

          

                                                              Figure 2.2 b/ Unobservable[23]

This method, the detection power is lessened. Faults caused by bad parameters values or by control 

variables will not be detected.

2.3 Fault Location in SDH/WDM Networks
The components  of  an  optical  network,  in  the  presence  of  a  fault,  aiming  to  find  which  network 

component is causing the failure. The algorithm showed, named Correlated Fault location Algorithm, 

CFLA, uses the alarms’ correlation in order to reduce the list of suspected components shown to the 

network  operators.  In  this  algorithm operators  analyze  the  alarms  and  based  on  them,  they  make 

decisions in order to solve the problem. So having the alarms information, the operator has to locate the 

fault. Its main advantage over other existing algorithms is the low number of information necessaries in 

order to give the fault location. 

2.3.1 Network Components

An optical  network is basically composed by nodes linked by optical  fibers. The node is the place 

where the main optical devices as transmitter, receiver, add/drop filters and switch, among others, are 

located channel is established when one node communicates to another node.

Following are the elements considered in our network model are defined.

1. Network’s components

2. Interconnection

3. Alarms

4. Channel

Every time a fault occurs an alarm storm arrives at the management room and it is analyzed by the 

network manager. Aiming to improve the quality of the input data and the answers of the network’s 

operators, to reduce the redundancy of operations, to diminish the risks in the decisions and to increase 

the velocity of answer when a fault occurs, an algorithm for fault location was developed. The ability to 

find damaged passive components gives more power and efficiency to the algorithm proposed. In order 



to realize the location of the damaged components, the algorithm needs only the identification of the 

elements  that  are  sending alarms  to  the management  room.  The automatic  processing  of  the fault 

location relation realized by the algorithm proposed reduces also the necessary time required by the 

complete solution of the problem.
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                 Figure 2.3 The graphic representation of the fault location process[26]

2.4 Fault Coverage of Finite State Specifications
Underlying the techniques for fault coverage analysis and assurance mainly developed in the context of 

protocol conformance testing based on finite state models. Special attention is paid to parameters which 

determine  the  testability  of  a  given  specification  and  influence  the  length  of  a  test  suite  which 

guarantees complete fault coverage.

The essential idea of this correctness-proving viewpoint is that an execution scenario in which no error 

is detected should ensure that the implementation is free of faults. A coverage criterion guides a testing 

strategy and sets requirements for a test suite based upon coverage of certain characteristics associated 

with the given specification. The list of characteristics considered for defining the test coverage criteria 



includes the following.

• Conformance requirements

• Specification structure

• input domains

In the case of an FSM specification, a branch cover constitutes a transition tour which leaves many 

control errors untested. 

The coverage criteria described may be used with two different testing paradigms.

1. Exhibiting correct behavior concerning the criteria, or 

2. Discovering any implementation faults in relation to the criteria.

2.4.1 Fault models

The formidable obstacle in constructing or analyzing a test suite is that it must verify whether a given 

conformance relation defined on an infinite set of input sequences, holds between two machines. There 

are at least two other techniques to describe this set.

1. limiting the number of states

2. The use of fault functions.

A  mutant is an FSM obtained by applying to  MS (which might be a partial  machine) each of the 

following four types of operations.

 1. Alter the tail state of a transition (a transfer fault)

 2.  Alter the output of a transition (an output fault)

 3. Add a transition

 4. Add an extra state.

As an example, consider the FSM MS with two states {1,2}, two inputs {a,b} and two outputs {y,z} 

shown in Figure 2.4. Assume that the transition 1-a/y-->2 is correctly implemented, and the remaining 

are suspicious transitions. 

In particular, transition 1-b/z-->1 can have only output faults, 2-b/y-->1 can have only transfer faults, 

and transition 2-a/y-->1 can have any fault. The corresponding fault function is represented by Table 

2.1. Here, the entries shown in bold represent the state table of the specification FSM in Figure 2.1.

Table 2.1 can be interpreted as a state table of a nondeterministic FSM. It represents 1 * 2 *2 * 4 = 16 

mutants that are deterministic submachine of this nondeterministic machine, in other words, |Impl(MS)| 

= 16. Note that there exist 128 different FSM with two states, two inputs and two outputs, i.e. |Impl (2, 

MS)| = 128.



                

a/y

a/y       b/z

b/z 1 2

                                                   Figure 2.4 : An FSM[28]

                                 

     

                                                Table 2.1: A fault function

2.4.2 Fault coverage

To define the fault coverage, we need to use the following notations.

Nt (m, MS) - the total number of machines in Impl (m, MS).

Nc (m, MS) - the number of machines in Impl (m, MS) which conform to MS.

Np (m, MS, TS) - The number of machines in Impl (m, MS) which can pass the given test suite TS.  

Nt (m, MS) - Nc (m, MS) is the number of machines in Impl (m, MS) which do not conform to MS.

Nt (m, MS) - Np (m, MS, TS) is the number of machines in Impl (m, MS) which cannot pass the given 

test suite TS (and therefore do not conform to MS).

The fault coverage of a test suite TS with respect to MS, denoted as FC (m, MS, TS), is

FC (m, MS, TS) =Nt (m, MS) - Np(m, MS, TS) / Nt(m, MS) - Nc(m, MS).

Problems with this formula:

• The  fault  coverage  is  determined,  only  if  we  make  the  additional  assumption  that  the  output 

alphabets of all the machines in Impl(m, MS) are subsets of Y - the output alphabet of MS (under 

a b
1 2/y 1/z, 1/y
2 1/y,  1/z  ,2/y, 

2/z

1/y,2/y



this assumption,  Nt(m, MS) = (m|Y|)m|X|, where  X  is the input alphabet of  MS), otherwise the 

cardinality of Impl(m, MS) would remain unknown. Thus, the "real" coverage is much higher, since 

a large number of implementations with a "foreign" output symbol are also detected by the test 

suite.

• The value of FC (m, MS, TS) is not equally distributed over [0,1]. A TS consisting of a single test 

event already has the coverage of more than (|Y|-1) / |Y|. If we are given an FSM with, for instance, 

just ten outputs, the fault coverage of a single test event is already over 90%. As the number of 

outputs in the MS increases, the fault coverage of a single test event approaches 100%.

• For real protocol machines,  it  often occurs that  Nt(m,  MS) >>  Nc(m, MS) and  Nt(m,  MS) >> 

Np(m, MS, TS) and therefore FC(m, MS, TS) >> 100%. Thus calculations with a normal precision 

might not be sufficient to compare the test suites by their fault coverages.

2.4.3 Fault Coverage Analysis

The purpose of fault coverage analysis is to calculate the fault coverage for a given test suite  TS, a 

specification  MS and a fault model. In the following, we limit ourselves to the fault model  Impl(m, 

MS) of all complete FSM specifications with a number of states less or equal to m.

1. Exhaustive mutation analysis

2. Monte-Carlo simulations

3. Structural analysis

                          



  Chapter 3 

Testing

3.1 Testing
Development of software systems is comprised of three stages. In the first stage, developers of the 

system derive a set of requirements from their customers. These requirements are normally represented 

in a requirements specification. Then, in consultation with these requirements, a design is built. After 

that  Coding  or  implementing  takes  place  where  the  design  is  translated  into  code  using  some 

programming language. Errors might be introduced at this stage, but can be discovered by verification 

and testing.  Testing is an integral  and important part  in the life cycle  of software development.  A 

testing process aims to check whether the implementation under test is functionally equivalent to its 

specification.

“Testing is the process of executing a program or system with the intent of finding errors or involves 

any activity aimed at evaluating an attribute or capability of a program or system and determining that 

it meets its required results”.

The process of testing begins with test design. A set of tests is normally created through the analysis of 

the  system  under  test.  This  set  of  tests  is  used to  check  whether  the  system  has  been  correctly 

implemented. In the phase of test design, a test model is often required in order that the generation of 

tests is formalized. This model describes the system behavior with abstracted information, aiming to 

reduce  the  complexity  of  the  description  of  the  system  being developed.  The  test  model  can  be 

constructed by using either informal specification languages or formal specification languages. Due to 

the properties of imprecision and ambiguity, informal specifications often lead to misunderstandings 

and make testing difficult and unreliable. By contrast, formal specification languages are based upon 

mathematics and have a formally defined semantics.

A test strategy is an algorithm or heuristic to create test cases. Two measurements are applied for the 

evaluation of efficiency of a test. One of the measurements is test cost while the other is fault coverage. 

A good test strategy needs to embody the two measurements in two aspects:

1. Test cases generated with such a strategy should cover, as much as possible, all  faults that the 

system under test may have. 

2. Test  cost  associated with these test  cases should be relatively low. Unfortunately,  detecting all 



faults is generally infeasible.

Howden suggests that there is algorithm to find consistent, reliable, valid and complete test criteria. 

Complete testing is in general a very difficult process. Instead, testing provides a level of confidence in 

the correctness of an implementation with regard to the constraint of some test criteria. Exhaustive 

testing, where the test cases consist of every possible set of input values, is the only way that will 

guarantee complete fault coverage.

This  technique  is  size  of  the  input  domain  makes  exhaustive  testing  infeasible.  Regardless  of  the 

limitations,  testing  is  an  expensive  process,  typically  consuming  at  least  50  % of  the  total  costs 

involved in the development  while adding nothing to  the functionality of the product.  It  has been 

suggested  that  manually  generating  test  cases  could  be  very  difficult  even  for  moderately  sized 

systems. Although, for some systems, it is possible to generate test cases manually, the process tends to 

be costly and inefficient. Automation of the testing process is thus required, which could be desirable 

both to reduce development costs and to improve the quality of (or at least confidence in) software.

3.2 Passive testing 
Today’s  networks  are  becoming  larger,  more  heterogeneous  and  are  assembled  by  integrating 

equipment from multiple vendors. Consequently, managing networks and network devices is becoming 

increasingly difficult, making the development of automated network management tools and techniques 

more important. A key requirement of network management systems is detecting faults, where a fault 

identifies  abnormal  behavior  in  a  network  or  network  device.  Faults  are  detected  by  analyzing 

monitored network traffic or device state, the observed data is mid-stream in that the network may 

already have been in operation for some time and the fault detection process is passive in that it cannot 

affect the normal operation of the network or network device, such as by injecting arbitrary traffic for 

the purposes of testing.

3.2.1 The Basics of Passive Testing

In passive testing contrary to active testing, the tester does not control the implementation under test. 

The implementation is in operating condition, and the tester only observes the messages exchanged by 

the IUT and its environment,  in order to check if  they correspond to behavior compliant  with the 

specification (see Fig. 3.1). The main difficulty in passive testing is that we have no knowledge of the 

state in which the implementation is at the beginning of the trace (no assumption is made about the 

moment when the recording of trace begins and therefore it is not necessarily the initial state). Each 



input/output pair of the trace is assumed to represent a transition in the specification and our objective 

is to match the transitions of the trace with those of the specification.

The passive testing process can be decomposed into two steps; the passive homing sequence, in which 

the current state is found out and the fault detection phase, in which the trace is compared with the 

specification.

                      

Environment IUT

Tester

                                                  Figure 3.1   An architecture passive testing[23]

3.2.1.1 First Stage: Passive Homing Sequence

The current state is determined by elimination. Initially, all the states are candidates. The transitions of 

the trace are studied one after the other: the states which accept the input/output are replaced by the 

destination state of the corresponding transition (redundant states are eliminated), whereas the states 

which do not accept it are eliminated. After a number of iterations, there are two possible outcomes:

1. Either a single state is obtained: it corresponds to the current state and we proceed to the second 

stage.

2. An input/output  pair  that  is  not accepted by any candidate  state  is  encountered in the trace;  it 

indicates that the behavior observed does not correspond to the specification, and that a fault has 

been detected.



3.3.1.2 Second Stage: Fault Detection

From the current state, we follow the trace in the specification. If we reach a state which does not 

accept the following input/output pair of the trace, there is an error. If not (i.e the end of the trace is 

reached and there were no deadlocks), no error was detected.

Passive testing is weaker than other well-known validation methods such as verification and active 

testing in that system implementation details are unknown, inputs are not controllable and the system 

need not be in its initial state when testing begins. While several practical monitoring tools have been 

described,  both for network management  and for detecting security intrusions,  the first  formal  and 

systematic treatment of passive testing modeled a network as a (possibly non-deterministic) finite state 

machine  and  gave  algorithms  for  detecting  if  an  implementation  machine  conforms  to  a  given 

specification machine.

The fundamental idea underlying these passive testing algorithms is to perform a “homing” process 

which seeks to infer the current state of the specifications. In this passive testing algorithm is providing 

a  formal  setting  in  which  the  problems  of  fault  identification  and fault  location  are  addressed  by 

adapting  the  passive  testing  algorithm  suitably.  We  precisely  analyze  the  conformance  relation 

passively tested by the homing algorithm. We first formulate general correctness conditions on any 

algorithm which seeks to passively test an implementation for some particular property.  We call an 

algorithm (for testing) if, whenever it rejects an implementation, the implementation is indeed faulty. 

We term the algorithm complete  if,  in addition  to being testing,  it  rejects  a faulty implementation 

whenever observations are made that could not have been generated by a correct implementation. 

Given that these conformance relations are strictly distinct, it is somewhat countintuitive that the same 

testing algorithm could be complete for passively testing all of these different conformance relations. 

For example,  there are implementations  that are trace-contained in a specification machine but not 

observationally  equivalent  to  it.  By  the  testing  algorithm  for  trace-containment,  it  accepts  such 

implementations that are faulty with respect to observational equivalence.

However,  the  completeness  of  the  homing  algorithm  with  respect  to  observational  equivalence 

establishes that no other passive-testing algorithm could detect such implementations as faulty, either. 

Thus, the homing algorithm’s failure to reject these faulty implementations is not as much a reflection 

on the homing algorithm as an intrinsic  inability of the passive testing methodology to completely 

detect non-conformance according to observational equivalence.

We show that a passively testable property must be a safety property. This yields an alternate, more 

direct  proof  that  observational  equivalence  and  trace  equivalence  are  not  passively  testable 

conformance  relations.  However,  we exhibit  an example  of  a  safety property that  is  not  passively 



testable  which shows that  safety is  a  necessary but  not  sufficient  condition.  We develop an exact 

characterization of passively testable properties as being validity conditions on traces that are prefix 

and suffix closed.

Applying the conformance testing, we obtain that conformance is passively testable exactly when.

1. The conformance relation is trace containment. 

2. The set of traces of the specification machine is suffix-closed.

Using  this  characterization  of  passively  testable  properties,  we  show  that  while  a  passive-testing 

algorithm for an arbitrary property must account for the unobserved initial behavior of the system, a 

passive-testing  algorithm for  a  passively testable  property can “pretend”  as  if  the system is  being 

observed from its initial state without sacrificing. 

This allows us to derive complete passive testing algorithms for such properties that have O(1) running 

time, in contrast to the homing algorithm which has a running time of O(n) for each observation made, 

where n is the number of states in the specification machine.

There are two approaches to test for fault detection management: active testing and passive testing. The 

most  commonly  used  approach  for  fault  management  is  active  testing,  which  gathers  information 

actively.  By “actively”  we mean injecting  test  messages  into the application  of  network to  aid  in 

finding  network  faults.  Active  testing  has  techniques  in  common  with  conformance  testing  of 

protocols.  Conformance  testing  is  used  to  test  protocols  off-line  to  insure  that  a  protocol 

implementation conforms to its specification. 

Test sequences are generated from the specification. It is desired to keep testing traffic overhead to a 

minimum.  Passive  testing  simply  observes  the  normal  traffic  of  the  application  network,  without 

adding any test  messages.  Thus using passive testing enables  examining  the input-output  behavior 

without forcing the network to any test input sequences. As will be discussed here, quite a bit of fault 

management can be accomplished using passive testing. The simplest approaches to passive testing use 

a FSM specification to model the behavior of the application network. Given an implementation of the 

network under test, it is viewed as a black box where only the input-output behavior is observable. The 

problem is to determine whether the behavior of the implementation conforms to the behavior of the 

specification. If it does not conform, this implies the existence of a fault.

The effective fault detection capabilities of passive testing based on observation of the input/output 

sequence of the implementation. We apply passive testing of the fault detection algorithms, one of the 

most widely-deployed in application networks. In particular, the more complex and intricate core of the 

algorithms that is concerned with fault detection and an adaptive retrains mission is well amenable to 

passive testing.



3.3 Back-box testing

In back-box testing a system is tested against its requirements without having internal knowledge of 

how  the  system  was  implemented.  Test  cases  are  generated  from the  system  specification.  Only 

information about what inputs does the system expect and what are the specified outputs is available, 

without  knowledge  of  how  the  system  derives  those  results.  Since  this  no  knowledge  of  the 

implementation of the system is required in black box testing, test cases can be designed as soon as the 

system specifications  are  complete.  They test  not  only individual  system components  but  also  the 

interaction between them. The test cases are implementation independent. Typical black box design 

techniques include are

1. Equivalence portioning

2. Boundary value analysis

3. Decision table testing

4. Pair wise testing 

5. State transition tables

6. Use case testing

7. Cross function testing 

3.4 White-box testing
White-box testing uses information from the internal structure of a system to devise tests to check the 

operation of individual components or the system as a whole. Black-box and white-box testing both 

choose test cases that investigate a particular characteristic of the system, however in white-box testing 

test cases can be generated to test some implementation specific aspects of the system. Typical white 

box design techniques includes 

1. Control flow testing

2. Data flow testing  

3.5 Conformance testing
When testing from an FSM model M it is assumed that the implementation under test (IUT) can be 

modeled by an unknown FSM M0 and thus that testing involves comparing the behavior of two FSMs. 

Verifying that M0 is equivalent to M by only observing the input/output behavior of M0 is known as 

conformance testing or fault detection.



Often a fault can be categorized as either an output fault or a state transfer fault. Output faults are those 

faults where the wrong output is produced by a transition and state transfer faults are those faults where 

the state after  a transition is wrong. An output fault  can be detected by executing a transition and 

observing its output. A state transfer fault can be detected by checking if the final state is correct after 

the transition is executed.

The first step is known as homing a machine to a desired initial state . It can be done by using a homing 

sequence which can be constructed in polynomial time . The second step, transition verification, is to 

check whether M0 produces a desired output sequence. The last step is to check whether M0 is in the 

expected state  = (, x).

There are three main techniques that can be used in state verification:

• Distinguishing sequence (DS)

• Unique input/output sequence (UIO)

• Characterizing set (CS)



Chapter 4 

Testing from finite state machines System

4.1 Testing from finite state machines
Finite  state  machines  have  been  used  to  model  systems  in  different  areas  like  sequential  circuits, 

software development, and network management and communication protocols. When testing against a 

finite state machine we can only test that the specification has been correctly implemented. This is 

usually  done  by  observing  the  output  behavior  of  the  implementation  and  comparing  that  to  the 

specified output behavior. This process is known as conformance testing

4.1.1 Testing Problems

In a testing problem we have a machine M about which we lack some information and we would like to 

deduce this information by its I/O behavior. We apply a sequence of input symbols to M, observe the 

output symbols produced and infer the needed information of the machine.

Problem-1 (Homing/Synchronizing Sequence) Determine the final state after the test.

Problem- 2 (State Identification) Identify the unknown initial state.

Problem- 3 (State Verification) The machine is supposed to be in a particular initial state. Verify that it 

is indeed in that state.

Problem-4  (Machine Verification/Fault Detection/Conformance Testing) We are given the complete 

description of another machine A, the ‘‘specification machine’’. Determine whether M is equivalent to 

A.

Problem- 5 (Machine Identification) Identify the unknown machine M.

4.2 Algorithm for Passive Fault Detection

We first  present the algorithm for fault  detection by Lee,  then the new algorithms for FSM-based 

passive fault detection. In order to make the analysis and further comparisons of the algorithms, we 

consider the number of comparisons between the actual output y j  and the expected output λ(s, x j  ) as 

the measure of computational complexity,  1 ≤ j ≤ k,   s ε S.

4.2.1 The passive fault detection algorithms 

We  have  rewritten  the  fault  detection  algorithm  given  as  Algorithm  0  without  changing  its 

computational complexity. Consider the mealy machine represented by the following figure 4.1. We 



convert the transition diagram into the following transition table.

a/o a/1

b/1

b/0

b/1

a/0

b/0

q0

q1

q2

q3

a/1

                                        

Figure 4.1: An FSM M 

Present state Next state

Input a 

(state) (output)

Next state 

Input b 

(state) (output)
Initial q0 q2 1 q3 0
q1 q0 0 q1 1
q2 q1 1 q2 0
q3 q2 0 q0 1

                                    

                                     Table 4.1: Transition table an FSM m 



Algorithm- 0

Given: FSM M = (S, X, Y, λ, δ) S0 = S,

I/O sequence Q = (x1/y1)(x2/y2)…(xk/yk)

Begin:

j ← 1 /* j  is the counter for I/O pairs */

S' ←S0 ;

While (j ≤k )

If (S'≠ Ø) {

S" ← Ø;

For (each s ε S' )     /* check each state in S'*/

if ( = λ(s,xj))    S" ←S"  U δ(s,xj);

/*redundant states in S" are removed*/

End for

S' ←S";

 j ←j+1;

}

Else      /* S' = Ø*/

Return (“N is faulty”);

End while

Return (“No fault is detected by Q and the set of possible current states is S'”);

End

If the while loop terminates before the entire Q is checked, N is declared to be faulty. Otherwise, Q is 

declared to be insufficient to determine whether N is faulty. In this case, the possible current states are 

determined but the possible starting states (where  Q  starts) are unknown. In order to find the set of 

possible starting states, a post-processing will be needed.

Let sj denote the set of possible current states right after the first j I/O pairs of Q, i.e.,sj   = λ(s0,x1,x2 ..…

xj). The computational complexity of Algorithm 0 is c1 = (sigma) k 
j=1 | s j-1 |

In Algorithm 0, every state in the set of possible current states will be checked to compare its related I/

O pair with the current I/O pair in Q, i.e., for a state s in sj , there will be one comparison between y j+1 

and the expected output λ( s, xj+1), and | sj | comparisons are needed to check the set . Thus, the total 

number of comparisons is (sigma) k 
j=1 | s j+1 |.



4.2.2 Passive fault detection algorithm-1

Algorithm 1 is based on proposed approach which checks, for each state s ∈S0  whether Q is a trace of 

M at s. It terminates when Q is verified to be a trace of M at a state s ∈ s0 or when all states in s0  are 

checked and no state is found compatible with Q.

Algorithm -1
Given: FSM M = (S, X, Y, δ  ,λ) s0 ⊆S,
I/O sequence Q = (x1/y1) (x2/y2)…(xk/yk)
Begin:
i ←1;                                 /* i is the state counter */

While (i ≤n)
j← 1;                    /*← j is the counter for I/O pairs */
s ←si;                  /* s will represent , x1… xj-1) when j > 1 */

While (j < k AND yj  (λ= s, xj ))
s←δ (s, x j )
 j ←j+1;     /*s is updated as the current state*/
End while

If (j = k AND y j   =λ( s, x j ))
Return (“Q is a trace of M at state si and The possible current state is s”);
Else
i ←i +1;

End while
Return (“N is faulty”);

End
Algorithm 1 either declares  N  to be faulty or yields both the possible current state (s) and possible 

starting state (s i) once a state compatible with Q is found.

For the given state s i of M and I/O sequence Q = x 1,x 2 ,..xk  / y1 y2  ...yk let c i (Q) denote the largest 

number j (1 ≤ j ≤  k) such that

  y1 y2 ...yj-1 = λ( s i , x1…xj ) and  λ(δ(s i , x1…xj …) ) ≠ y j 

 Let c 2worst (M, s 0 , Q) = (sigma)i=1
n ci (Q) . If  s r  is the first state of M such that Q is a trace of M at  , 

then  (M, s 0 , Q) = (sigma)i=1
n ci (Q) . 

If N is faulty, then (M,  s 0, Q) = c 2worst (M, s 0 ,  Q) =  (sigma)i=1
n ci(Q).

In Algorithm 1, each state in s 0  is checked to determine whether it is compatible with Q. The checking 

procedure for a state  s  i   will not stop until it confronts a mismatch (then the next state  s  i  +1 will be 

selected to check) or the entire sequence Q has been checked and no mismatch found (then  is reported 

to be compatible with Q). The whole checking procedure will terminate when a state compatible with 

Q is found or when all the states have been checked and no state is found to be compatible with Q. 

Assume y1 y2 ...yj-1 =  λ (s  i  , x1 x2  .. xj-1 ) but y  j  = λ(δ(s  i  ,x1  x2  .. xj-1 ) xj  ), it means  j comparisons 



(denoted by c i (Q)) are needed to determine that Q is not a trace of M at s i . If s r ∈ s 0 is the first state 

of M such that Q is the trace of M at s r , Algorithm 1 will detect mismatch in checking s1 s2 .. s r-1and 

stop after checking . Thus, the total number of comparisons needed is (sigma)i=1
n ci(Q).

It  encounters  the  redundant  checking  problem which  is:  two  traces  starting  from  different  states 

converge to the same state after applying Q j 
p . In Algorithm 1, the common part Q j 

s will be rechecked 

redundantly.

Algorithm -2
Given: FSM M = (S, X, Y, δ, λ)   s 0 ⊆ S,
I/O sequence Q = (x1 / y1) (x2/y2)…(xk/yk)
Begin:
F1…k-∅; 
i ← 1; 
While (i ≤n)

j← 1;                       /*← j is the counter for I/O pairs */
s ←s i ;                       /* s (will represent δ(s i , x1… xj-1) when j > 1 */
While (j < k AND  = yj(s, x1 x2 .xj))
s ←δ(s, x j);                /* s is updated as the current state */

If (s ∈Fj)        /* to eliminate redundant checking problem */
Break;           /* state s has already been checked. Thus, end this trace */
Else
j ←j + 1;

End while
If (j = k AND  y j =λ( s,x j))
Return (“Q is a trace of M at state si and the possible current state is s”);
Else
i ←i +1;              /*record the trace*/

If (j > 1) add δ(si, x1…xl) to , l=1,…,j-1;
End while
Return (“N is faulty”);
End

For a given state  of M and an I/O sequence Q = x1…xk/y1…yk, let c'i (Q) denote the largest number j  (1 

≤ j ≤  k) such that

(1) y1…yj = λ ( s i , x1…xj-1) and  λ (δ(s i , x1…xj-1) xj ) ≠yj;

(2) for every l (1 ≤ l ≤ j-1), δ(s i , x1…xl) ∉. F l 

If the rth state checked, s r is the first state of M such that Q is a trace of M at s r, then the computational 

complexity of Algorithm 2
c 3 (M, s 0, Q) = sigma i=0 

n (Q) 

If  N is faulty, then (M,s 0, Q) = sigma i=0 n(Q);



 If r = 1, c 3 best(M,s 0 , Q) = c'i' (Q) .

Compared  to  Algorithm-1 the  checking  procedure  of  Algorithm 3  on  state  s  i   will  stop  when it 

encounters a mismatch with  Q, the whole  Q has been checked compatible, or δ( s  i  ,x1x2…xj)  ∈ Fj. 

Similar as for previous algorithm let c ′i(Q) denote the largest number j (1 ≤j ≤k) before checking on  s i  

terminates. If  s  r is the first state of  M such that  Q is the trace of  M at  s  r , then the total number of 

comparisons needed is sigma i=1 n(Q)  .

4.3 Comparison of the fault detection Algorithms

We consider the number of comparisons between the actual output yj and the expected output λ(s, xj) as 

the measure of computational complexity

The  computational  complexities  of  the  three  algorithms  given  in  the  previous  subsections  are 

summarized in Table 4.2

Table 4.2 Computational complexity

Type of algorithm Computational complexity
Algorithm0 C 1 = sigma j=1 k |  s j-1  |

A lgorithm1 C 2  (M,S0,Q) = (sigma) r  
j=1  c ' I (Q)

Algorithm2  C3  (M,  S0,  ,Q) =  (sigma) r  
j=1   c' i (Q)

1. k is the length of Q, | s j | is the number of states in the set of possible current states,

2. r is the number of states checked before a state compatible with Q is found,

3. c ‘i (Q) is the largest number j (1 ≤ j ≤ k) such that y1…= λ(, x1…xj-1) and λ(δ( s i, x1…xj-1), ) ≠  

4. c ′i (Q) is the largest number j (1 ≤ j ≤ k) such that y1…yj-1=  λ(, x1…xj-1) and λ(δ( s i, x1…xj-1), ) ≠  y j 

Thus, Algorithm-2 always performs at least as well as Algorithm-0. The equality in their computational 

complexities occurs when r = n. Based on the computational complexities of the algorithms presented 

above, several assertions can be made on their  performance in different conditions. When  N  is not 

determined to be faulty:

1. If there is no redundant checking problem, the performance of Algorithm -1 will be the same as 

that Algorithm -2 and be at least equal to that of Algorithm -0.

2. If there is redundant checking problem, the performance of Algorithm -2 will be at least equal 

to those of Algorithms-0 and-1 and it is not possible to compare the performances of Algorithm 

-0, Algorithm -1.



 When N is determined to be faulty:

3.  If there is no redundant checking problem, the performances of all the algorithms will be the 

same.

4. If there is redundant checking problem, the performance of Algorithm -2 will be equal to that of 

Algorithm-0  the  performances  of  Algorithms-1  and  it  is  not  possible  to  compare  the 

performances of Algorithms-0 .

 

4.4 Implementation of fault detection algorithms Evaluation

An  implementation  evaluation  is  made  to  compare  the  fault  detection  passive  computational 

complexity of the algorithms and to verify the validity of the assertions drawn cases when m = 0 or 1. 

In Case I, called correct implementation, there is exactly only one state in S0 that is compatible with Q 

(m = 1).

In Case II, called faulty implementation, there is no state in S0 that is compatible with Q (m = 0) and 

“faulty” is expected to be reported. 

We apply all three algorithms to the FSMs in these two cases and record the results. 

Experimental results confirm the assertion the output of theses Algorithms let M be as in figure 4.2 and 

transition table. We check for output result the above Algorithms, let Q(sequence)= “abbbab /100011” 

thus Q is declared to be sufficient, Q is trace of M , reported as “not faulty” .



                          Figure 4.2 Represent the not faulty implementation of FSM

If Q = “abbbab/100001”is insufficient at M, Q is not trace of M , reported as “faulty” 



 
 
                            Figure 4.3 Represent the faulty implementation of FSM

4.5 Fault Detection algorithms 2’s Overview

We compare the observed input/output sequence of the implementation machine M with the expected 

behavior of the specification machine M’. M is considered “faulty” if its behavior is different than that 



of M’. That is, there is no state in M’ that would display the input/output sequence observed from M. 

Here we consider only observational equivalence. We do not consider any structural isomorphism or 

equivalence by bi-simulation since all we can do is to observe the input/output sequence from B and we 

do not know the structure of M. We define the observer as the entity possessing passive testing fault 

management functionality. The fault detection procedure can be described as follows.

1. Since we do not know the state of M when the observation starts. We assume that M could be in 

any state representing a state of M’. Let  L 0  designate this initial set of possible states.

2. Once the observer observes the first input  ( i  l  )  together with the corresponding output  ( o l  ), 

transitions in M’ lead from states of  L 0  to another set of possible states .

3. As each input/output pair ( I l / o l ) is observed, a new set  L j  is produced similarly from the set  L 
j-1. The sequence L 0, L 1 , ....L j-1, L j   is formed such that, with every observation ( I l  /o l ), only the 

subset of states from  that can still accept an input  and produce an output  will survive, and they are 

going to be replaced by their successor states after applying the transition  (I  l /o l  ) .  The {L i} 

sequence  is  monotonically  non  increasing  in  size,  due  to  the  assumption  that  the  machine  is 

deterministic.

4. As the i/o sequence progresses, more observed input/outputs will join the observation sequence e= 

I 1 /o 1 ,I 2 /o 2, …I k /o k. Consequently, the sequence of sets of possible states L= L 0, L 1 , ....L j-1  is 

obtained.

5. At some point of observing the input/output sequence, the set of possible current states can lead to a 

singleton or to an empty set. In case of a singleton set , L k   all subsequent ,L j  , where j > k, will be 

a singleton sets, or become empty. This process of obtaining a singleton set is called the  passive 

homing sequence. And from that point on the current state is determined exactly.

6. As long as L k   is not an empty set, the observation is not contradicting the expected behavior of the 

specification machine. In this case passive testing concludes that there is no fault yet observed. The 

implementation machine behavior conforms to that of the specification up to that point.

7. If set L k     becomes empty, this indicates a fault in the implementation. There is no state in A that 

could produce the observed i/o  sequence  e. Assuming that the implementation  M is deterministic 

and complete, it will end up in some state and be able to continue, but no such state continuation is 

specified in M’. 

An example of a FSM model and the passive testing fault detection algorithm is shown in Figure 

4.4, where x is the observed input/output sequence.
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                             Figure 4.4 An example FSM for the specification [10,11]



4.6 Fault Identification

Fault Identification covers the theorems and algorithms for the fault identification process. 

4.6.1 The Backward Trace and Forward Trace

In backward trace we obtained the sequence of sets, L 0, L 1 , ....L j-1  from the observed input/output 

sequence. Now, let us we have an observed input/output sequence i1/o1,i2 / o2 ,....i k-1/ o k-1, ( ik/ ok)  and 

the resulting sequence of sets L 0, L 1 , ....L j-1  ,  Lj  where L k = Φ and L k-1  ≠ Φ That is, at step k we have 

just detected that a fault has occurred. 

We will call this process “forward trace” since it can be computed step-by-step as each input/output 

pair is observed. Now, for fault identification purposes we analyze this input/output sequence, in terms 

of  the  specification,  by  another  process  that  we  call  the  “backward  trace”,  to  produce  a  second 

sequence of sets of states.

1. We let (  L k  ) R be the set of all states of A.

2. In a backward manner we form set ( L J-1) R from   as follows:

( L J-1)  R Contains all states that are head states of transitions with input/output with tail states being 

members of (  L k  ) R  . 

The following relationship between the sequence s of forward and backward trace sets exists.

Theorem 1: The corresponding backward and forward sets are disjoint, i.e.(  L J  )  ∩ (  L J  ) R = Φ[10]

Proof: Assume the forward set (  L J )  and the backward set (  L J  ) R   are not disjoint, then we have at 

least one common state between the forward trace and the backward trace. So, we can follow –using 

the “faulty” input/output sequence- a valid path from some state in  down (  L J  )  to  and then using the 

common state between it and the(  L k  ) R   , we can continue in the backward trace from (  L J  ) R   to (  L 
k  ) R  . And this contradicts with the criteria of fault detection in passive testing, i.e. (  L k  )  = Φ.

Corollary 1: The backward set (  L J  ) R   is empty for some the j ≥0. 

This is an immediate result of the previous theorem, since L 0 contains all states of the FSM and since 

L 0∩ (  L 0 ) R  = Φ,   will contain no state.

4.6.2 Output Fault identification

Theorem 2: If L J has a state  that under i j+1  has an output ≠  o j+1  and (  L J+1  ) R   has δ(s p,ij+1, ) as an 

element, then the output fault s p  --(i j+1/ o j+1 )  δ ( s p,i j+1 )  could have occurred.

Proof: By definition of the output fault only the output symbol is altered. For a transition s p  --( α/β) 

s q to be an output fault, there should be a transition in the specification FSM s p --(α/γ)   s q where .  

So, s q  should be ( s p ,i j+1 ) assuming that ( s p ,i j+1  ) ≠ F (the Faulty state), i.e. s p  has such a transition 



in the specification going to some valid state. The specification should also satisfy the condition o j+1≠ 

λ(s p ,i j+1 ). Thus, we can consider the output fault sp  --(i j+1 / o j+1 ) δ(i j+1/ o j+1)  to occur if the state s 

p  is in  L j , δ( s p ,i j+1  ) is in ( L j )  R,≠ λ (s j ,i j+1 ) and the observed input/output tuple is ( I j+1 /o j+1 ).

4.5.3 Tail State Fault Identification

Theorem 3: If  L J  has a state s p  with transition  s p --( I j+1 /o j+1 ) s q  and there  is a s r  in   (L j+1 ) R 

then s p  --(i j+1 /o j+1)  s ris a tail state fault that could have occurred.

Proof: The tail state fault alters only the tail state of the transition from the specification. Thus for a 

transition s p--( α/β) s q in the specification to have a tail state fault, there should be a transition in the 

implementation FSM s  p  --( α/β) s  r where  s  q ≠ s  r   .  Now, for any  s r  ε (L j+1) R, changing the 

specified transition s p --( α/β) s q to s p  --( α/β)  s r is a tail state fault which creates a state sequence 

for the observed i/o sequence. Thus this tail state. We now describe our “forward-backward-crossover” 

algorithm fault could have occurred.

4.7   A Case study of fault identification 

Using  the  same  FSM  specification  as  shown  in  figure  4.4,  we  assume  an  observed  input/output 

sequence {0/0, 1/1, 1/0, 0/0, 1/0}. 

The forward and backward traces are shown in figure 4.5 along with “crossovers”.

1. The four “crossovers” arrows are applications of theorems 2 and 3 as described below.

Applying  theorem 2 we see that  this  crossover depicts  an output  fault  of  transition  s3--(1/1) s3 

changing to s3-- (1/0) s3.
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                                    Figure 4.5 The forward and backward traces [11]

2. Applying theorem 3 we see that this crossover depicts a tail-state fault of transition s5-- (1/0) s1 

changing to s5-- (1/0) s3.

3. Applying theorem 3 we see that this crossover depicts a tail-state fault of transition s1-- (0/0) s2 

changing to s1--(0/0) s5.

4. Applying theorem 2 we see that this crossover depicts an output fault of transition s2-- (1/1) s3 

changing to s2 --(1/0)s3

This example should provide insight over how single faults that could possibly occur, and would cause 

the implementation to produce that observed input/output sequence, can be found using the forward 

and backward traces along with crossovers.

4.7.1 Forward/Backward Crossover Algorithm

1. Do the forward trace analysis for the observed input/output sequence, letting k be the least k such 

that  L K =Φ.

2. Do the backward trace analysis  for the observed input/output sequence. Note: This can only be 

done after the complete input/output sequence has occurred.

3. Add crossover arrows by applying theorems 2 and 3. Output faults (theorem 2) can arise in this 

analysis from states, that under some observed input/output have no next state  in the forward trace 

analysis. 



In this example we found two such cases where the current tail state for the transition appeared in 

the backward analysis at the next step in the input/output sequence. On the other hand, tail state 

faults (Theorem 3) can arise from states in the forward trace analysis that have next states in the 

forward  trace,  but  whose  faulty  next  states  appear  in  the  next  step  of  the  backward  analysis. 

Although we can identify some of the possible faults (both output and tail-state) that could have 

caused the observed input/output sequence to be produced by an implementation, this procedure 

does not identify all such output or tail-state faults.

The basic problem is that the forward/backward crossover analysis only finds those faults for which 

the faulty transition was traversed only once during the observed input/output  sequence.  It can 

leave unidentified those possible faults in which a faulty transition is traversed more than once 

during the observed input/output sequence.

The  above  figure  4.6  shows  standard  forward/backward  crossover  analysis  for  the  input/output 

sequence {0/0, 0/0, 0/0, 0/0, 0/0, 1/1, 0/0}. In this case seven tail-state faults and one output fault are 

identified by the analysis. 

Yet, if we consider the fault s2-- (0/0) s4 to s2 --(0/0) s1 then the forward analysis, assuming this 

fault,

1. s1--(0/0) s2--(0/0) s1 --(0/0) s2-- (0/0) s1 --(0/0)s2 --(1/1) s3 --(0/0) s5

2. s2--(0/0)s1 --(0/0) s2-- (0/0) s1--(0/0) s2-- (0/0) s1--(1/1) X 

3. s3-- (0/0)s5 --(0/0)X 

4. s4 --(0/0)s4--(0/0) s4--(0/0) s4--(0/0) s4 --(0/0) s4--(1/1) s5--(0/0)X. 

5. s5 --(0/0)X.

Thus, as seen by this analysis, if initially in state , the observed input/output sequence would indeed be 

produced.
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                                       Figure 4.6 show the Recurrent Fault [10,11,16]

This s2--(0/0) s1 has been traversed multiple times in the sequence and this fault was thereby missed 

from being identified in the forward/backward crossover procedure. As it turns out two other “recurrent 

faults” are also possible for this input/output sequence. 

They are s2--(0/0)s4 to s2 --(0/0) s2 and s3 --(0/0) s5 to s3 --(0/0) s3.

4.7.2 Faults

The passive fault is to improve fault identification. At the end of the case study, passive faults can arise 

and may go unidentified using our standard forward/backward crossover algorithm. Some extensions to 

this approach need to be devised to improve its fault identification capability. 

First, we need to characterize passive faults. Then, we describe our extension to our standard fault 

identification approach to enable the identification of faults. 

Finally, for the time being, we assume that the recurrent fault occurs after the passive homing. Later, 

this restriction will be relaxed to generalize the algorithm, a recurrent fault may occur if it occurs more 

than once before being detected ( L  K=Φ) It  can be easily proven that an output fault  cannot be a 

recurrent fault since the occurrence of an output fault is followed by an “X” –i.e. impossible next state, 

so we cannot proceed to have such a fault occur more than once. 



Thus, recurrent faults are only tail-state faults. We now return to the tail state fault s2 --(0/0) s4 to s2 

--(0/0) s1 . We notice that before the passive testing detects this fault, the fault occurred again in the 

implementation before  (=Φ). This repetition of fault occurrence causes the fault to be “hidden”. The 

forward/backward  crossover  analysis  does  not  identify  this  fault.  Other  potential  faults  have  been 

identified, but not this recurrent fault.



                                                      Chapter 5

    Conclusions and Future work 

Finite  state  machines  have proved to be a useful  model  for systems  in several  different  areas  and 

undoubtedly will continue to find new applications. From the theoretical point of view, most of the 

fundamental problems have been resolved (for deterministic FSM) except that it is still not known how 

to construct checking sequences deterministically in polynomial time.

The theory of  passive testing for other  types  of  finite  state  systems,  such as  nondeterministic  and 

probabilistic FSM, is less advanced.  From the practical  point of view, a lot of issues remain to be 

explored. Passive testing offers a challenge due to a large number of states and non determinism among 

others. In Finite state machine based passive fault detection algorithms Compared with all the former 

fault  detection  algorithms  the algorithms  2 has  better  performance  and provides  more  information 

during testing. The results of both theoretical and implementation evaluations confirm the improvement 

over the new approach of detection algorithms.

We have shown passive testing  can be used to reduce the number of faults that could have caused a 

network  implementation  to  display  faulty behavior.  Thus,  once  a  fault  is  detected  this  fault 

identification approach can be used to narrow the possibilities of what fault occurred, thus simplifying 

the following tests of uniquely identifying and correcting the fault. In fact in some cases this reduced to 

a unique fault. So, passive testing could be used first for fault detection, followed by fault location and 

then followed by fault identification in the small region of the network containing the fault. 

The challenge is to see how the techniques that have  been  developed for passive testing might  be 

applied in the fault management systems of real network management. This somewhat formal approach 

and way of thinking seems to be quite distant from the techniques currently used in actual network 

management systems.

There are some research issues have been investigated. In each case, we have noted some problems. In 

the studies of the fault detection algorithms by applying network passive testing forced to form several 

fault detection, each of which aims to explore to passive testing algorithms. However, a problem was 

noted where the network implementation to display the faulty behavior. 

In the future work, a new encoding approach might be considered to overcome such a problem. In the 

studies  of  fault  detection  based  passive  testing,  detection  fault  location  and fault  overages.  In  the 

studies of fault diagnosis in finite state machine based passive testing, heuristics were defined that 

attempt to lead failures to be observed in some shorter test sequences, which helps to reduce the cost of 



fault isolation and identification. The examples studied in the work are comparatively simple. These 

issues need to be investigated in the future work.
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                                                                       Listof Abbreviations

FSM Finite state machine

IUT Implementation under test

SUT System under test

DS Distinguishing sequence

UIO Unique input output

I/O Input/output

CS Characterizing set

MFSM Modular Finite state machine

EFSM Extended Finite state machine

NDFSM Non deterministic Finite state machine

CFLA Correlated Fault location Algorithms

IMP Implementation
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