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Abstract

Mobile ad hoc networks (MANETS) can be defined as a collection of large number of
mobile nodes that form temporary network without aid of any existing network infrastructure
or central access point. Each node participating in the network acts both as host and a router
and must therefore is willing to forward to packets for other nodes. The characteristics of
MANETSs such as: dynamic topology, node mobility, provides large number of degree of
freedom and self-organizing capability of that make it completely different from other
network. Due to the nature of MANETS, to design and development of secure routing is

challenging task for researcher in an open and distributed communication environments.

The main work of this thesis is to address the security issue, because MANETS are
generally more vulnerable and we proposed a secure routing protocol for MANETS, are
named ASRP (Authenticate Secure Routing Protocol) based on DSDV. This protocol is work
on various modes; each mode corresponds to specific state of the node. This protocol is
design to protect the network from malicious and selfish nodes. We are implementing

Extended Public key Cryptography mechanism in ASRP in order to achieve security goals.

Keywords: - MANETS, Security, Cryptography.
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CHAPTER 1
Introduction

1.1 Motivation

Wireless cellular system has been in use since 1980s. Wireless system operates with the
aid of a centralized supporting structure such as an access point. These access points assist
the wireless users to keep connected with the wireless system, when they roam from one
place to other. In wireless system the device communicate via radio channel to share resource
and information between devices. Due to presence of a fixed supporting structure, limits the
adaptability of wireless system, so this generation of wireless system is required easy and
quick deployment of wireless network. Recent advancement of wireless technologies like
Bluetooth [3], IEEE 802.11 [4] introduced a new type of wireless system known as Mobile
ad-hoc network (MANETS) [1, 2, 5, 6], which operate in the absence of central access point.
It provides high mobility and device portability’s that enable to node connect network and
communicate to each other. It allows the devices to maintain connections to the network as
well as easily adding and removing devices in the network. User has great flexibility to
design such a network at cheapest cost and minimum time.

Mobile ad hoc network consist large number of node, it form temporary network with
dynamic topology. In this network each node communicates with each other through radio
channel without any central authority. In MANETS each node operates in a distributed peer-
to-peer modes [2], serves as an independent router to forward message sent by other nodes.
MANETSs has shows distinct characteristics, such as:

» Weaker in Security

» Device size limitation

> Battery life

» Dynamic topology

» Bandwidth and slower data transfer rate
Apart from these limitation MANETs has many extensive application like: Military

application, Natural disaster, Medical service.
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Figure 1.1 Infrastructureless Networks

In ad hoc network there can be node that will try to disrupt the proper functioning network.
These nodes can be malicious or selfish [8]. They try to disrupt network function by
modifying packets, injecting packets or creating routing loops. So, security is an important
task, because MANETSs has characteristics such as; dynamic topology, infrastructure less.
There are large numbers of secure routing protocols proposed by many researchers they
fulfill different security requirements and prevent specific attacks. They are divided into
three categories: Reactive routing protocol [5, 6], Proactive routing protocol [5] and hybrid
routing protocol [6]. In reactive routing protocol the route is discovered when it required, in
proactive each node maintain network information regarding to network connectivity and
route information to all others node within the network and proactive is one which is neither

reactive nor proactive.

Now, the Most of the solution uses cryptography mechanism to detect selfish, malicious
behavior of nodes and securing information from other types of attacks. The mechanisms
which are used by different secure routing protocol to detect malicious and selfish node have

address separately in different protocol. No secure mechanism has been proposed till date



that can address to detecting malicious and selfish node collectively. We proposed a
mechanism, Extended Public key Cryptography (EPKCH) [12, 13] that able to detect the
malicious nodes and selfish nodes collectively in order to achieving security goals such as;
Authentication, Integrity, Confidentiality and Non-Repudiation. Also, we proposed a routing
protocol named Authenticate and Secure Routing protocol for mobile Ad hoc Network
(ASRP). We implemented EPKCH mechanism in monitor mode of ASRP to securing
MANETSs. To design of this protocol follows the table-driven approach, in which each node
maintain the information, regarding to network structure and route from a particular source to

its all possible destination in its node info table. ASRP is a proactive secure routing protocol.
1.2 Purpose

The secure protocol design and development has become the most challenging task in
securing mobile ad hoc network. Most of the existing protocol has been develop based on
specific security scenarios. So the main purpose of this research is to understand and evaluate
the existing secure protocol and implement a secure protocol which is not address the

solution for particular security (attacks) but it is prevent different kind of security scenarios.

1.3 Thesis Outline

We have organized the thesis into 6 chapters. Chapter 2, are the literature review related
mobile ad hoc network, security goals, types of attacks on MANETs and some secure
solutions based on cryptography schemes. In chapter 3 discuses the problem statement. In
chapter 4 we proposed a mechanism for securing MANET and its operation. We present
ASRP in chapter 5, description of protocol, activity of nodes, working pattern, structure of
various packet forwarding during network initialing mode and packet forward mode of

nodes. Chapter 6 summarizes the conclusions drawn in the thesis along with future research.



CHAPTER 2
Literature Review

2.1 Mobile Ad hoc Networks

2.1.1 Introduction

The area of mobile ad hoc networking deals with devices equipped to perform wireless
communication and networking, but without any existing infrastructure such as base stations
or access points. Wireless devices form a network as they become aware of each other’s
presence. They communicate directly with devices inside their radio range in a peer-to-peer
nature. If they wish to communicate with a device outside their range, they can use an
intermediate device or devices within their radio range to relay or forward communications
to the device outside their range. An ad hoc network is self-organizing and adaptive [1, 2, 5].
Networks are formed on-the-fly, devices can leave and join the network during its lifetime,
devices can be mobile within the network, the network as a whole may be mobile and the
network can be deformed on-the-fly. Devices in mobile ad hoc networks should be able to
detect the presence of other devices and perform the necessary set-up to facilitate

communications and the sharing of data and services.

Figure 2.1 MANETS Operation



2.1.2 Features
A mobile ad hoc network has following features:
Autonomous Terminal

In MANET, each mobile terminal is an autonomous node, which may function as both a host
and a router. In other, since there is no background network words, besides the basic
processing ability as a host, the mobile nodes can also perform switching functions as a

router. So usually endpoints and switches are indistinguishable in MANET.
Distributed Operation

For the central control of the network operations, the control and management of the network
is distributed among the terminals. The nodes involved in a MANET should collaborate
amongst themselves and each node acts as a relay as needed, to implement functions e.g.

security and routing.
Multihop Routing

Basic types of ad hoc routing algorithms can be single-hop and multihop, based on different
link layer attributes and routing protocols. Single-hop MANET is simpler than multihop in
terms of structure and implementation, with the cost of lesser functionality and applicability.
When delivering data packets from a source to its destination out of the direct wireless

transmission range, the packets should be forwarded via one or more intermediate nodes
Dynamic Network Topology

Since the nodes are mobile, the network topology may change rapidly and unpredictably and
the connectivity among the terminals may vary with time. MANET should adapt to the traffic
and propagation conditions as well as the mobility patterns of the mobile network nodes. The
mobile nodes in the network dynamically establish routing among themselves as they move
about, forming their own network on the fly.

Light-weight Terminal

In most cases, the MANET nodes are mobile devices with less CPU processing capability,
small memory size, and low power storage. Such devices need optimized algorithms and

mechanisms that implement the computing and communicating functions.



2.1.3 Characteristics

MANETs are new paradigm of networks, offering unrestricted mobility without any
underlying infrastructure. Basically, ad hoc network is a collection of nodes communicating
with each other by forming a multi-hop network. Following are the characteristics of a
MANET [2, 7]:

Dynamic Topologies

Nodes are free to move arbitrarily. The network topology may change randomly and have no
restriction on their distance from other nodes. As a result of this random movement, the
whole topology is changing in an unpredictable manner, which in turn gives rise to both

directional as well as unidirectional links between the nodes.
Energy Constrained Operation

Almost all the nodes in an ad hoc network rely on batteries or other exhaustive means for
their energy. The battery depletes due to extra work performed by the node in order to
survive the network. Therefore, energy conservation is an important design optimization

criterion.
Bandwidth Constraint

Wireless links have significantly lower capacity [47] than infrastructures networks.
Throughput of wireless communication is much less because of the effect of the multiple
access, fading, noise, interference conditions. As a result of this, congestion becomes a

bottleneck in bandwidth utilization
Limited Physical Security

MANETSs are generally more prone to physical security threats than wireless networks
because the ad hoc network is a distributed system and all the security threats relevant to
such a system are pretty much present, as a result, there is an increased possibility of
eavesdropping, spoofing, masquerading [30], and denial-of- service type attacks.

2.1.4 Applications [5]

With the increase of portable devices as well as progress in wireless communication, ad hoc

networking is gaining importance with the increasing number of widespread applications. Ad
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hoc networking can be applied anywhere where there is little or no communication
infrastructure or the existing infrastructure is expensive or inconvenient to use. Ad hoc
networking allows the devices to maintain connections to the network as well as easily
adding and removing devices to and from the network. The set of applications for MANETS
is diverse, ranging from large-scale, mobile, highly dynamic networks, to small, static
networks that are constrained by power sources. Besides the legacy applications that move
from traditional infrastructured environment into the ad hoc context, a great deal of new

services can and will be generated for the new environment. It includes:

> Military Battlefield
Sensor Networks
Commercial Sector
Medical Service

YV V V V

Personal Area Network
2.2 Routing in MANETS

Routing in mobile ad hoc networks faces additional problems and challenges when compared
to routing in traditional wired networks with fixed infrastructure. There are several well-
known protocols [31,32] in the literature that have been specifically developed to cope with
the limitations imposed by ad hoc networking environments. The problem of routing in such
environments is aggravated by limiting factors such as rapidly changing topologies, high
power consumption, low bandwidth and high error rates [26]. Most of the existing routing
protocols follow two different design approaches to confront the inherent characteristics of
ad hoc networks, namely the table-driven and the source-initiated on-demand approaches.
The following sections analyze in more detail these two design approaches, and briefly

present example protocols that are based on them.

2.2.1 Table-driven Ad hoc Routing Protocols

Table-driven ad hoc routing protocols maintain at all times routing information regarding the
connectivity of every node to all other nodes that participate in the network. Also known as
proactive, these protocols allow every node to have a clear and consistent view of the

network topology by propagating periodic updates [26]. Therefore, all nodes are able to make



immediate decisions regarding the forwarding of a specific packet. On the other hand, the use
of periodic routing messages has the effect of having a constant amount of signaling traffic in
the network, totally independent of the actual data traffic and the topology changes. As an
example of two protocols that follow the table-driven design approach we will briefly present
the Destination-Sequenced Distance-Vector (DSDV) protocol [19] and the Optimized Link
State Routing (OLSR) protocol [27].

2.2.1.1 Destination-Sequenced Distance-Vector Routing (DSDV)

DSDV is a table-driven routing protocol based on the Bellman-Ford algorithm [25]. The
DSDV protocol can be used in mobile ad hoc networking environments by assuming that
each participating node acts as a router. Each node must maintain a table that consists of all
the possible destinations. In more detail, an entry of the table contains the address identifier
of a destination, the shortest known distance metric to that destination measured in hop
counts and the address identifier of the node that is the first hop on the shortest path to the
destination [19]. Furthermore, the DSDV protocol adds a sequence number to each table
entry assigned by the destination node, preventing the formation of routing loops caused by
stale routes. The routing tables are maintained by periodically transmitted updates by each

router to all the neighboring routers.
2.2.1.2 Optimized Link State Routing (OLSR)

The Optimized Link State Routing (OLSR) protocol is a proactive link state routing protocol
based on the Open Shortest Path First (OSPF) protocol [28]. OLSR has been specifically
developed to support mobile ad hoc networks and the constraints they impose on routing.
The OLSR protocol can be conceptually divided into three different operations, namely
neighbor sensing, distribution of signaling traffic and distribution of topological information
[27]. Neighbor sensing in OLSR is accomplished by transmitting periodic hello messages
that contain the generating node’s address identifier, a list of its neighboring nodes and the
type of the link it has with each neighbor (e.g.: symmetric or asymmetric). For the
distribution of signaling traffic OLSR adopts a flooding mechanism where every node
forwards a flooded message that it has not forwarded previously. Finally, the distribution of

topological information function is realized with the use of periodic topology control



messages that result in each node knowing a partial topology graph of the network which is

then used for the computation of optimal routes [24, 26].

The Table 2.1 and Table 2.2 outline the basic characteristics and complexity of two routing

protocols discussed above.
Table 2.1 Basic Characteristics of DSDV and OLSR

Protocol Routing Number of Critical Nodes | Characteristics
Structure Table Feature
DSDV Flat 2 No Loop Free
OLSR Flat 4 No Loop Free
Table 2.2 Complexity Comparison of DSDV and OLSR
Protocol Convergence Memory Control Advantage/Disadvantage
Time Overhead Overhead
DSDV O(Diameter of | O(Number of | O(Number of Loop Free/Higher
network-1) node in the node in the overhead
network) network)
OLSR O(Greater than | O(Number of | O(Number of | Loop Free/ Low overhead
the diameter of | node in the node in the than DSDV
routing tree) network)? network)

2.2.2 Source-initiated On-demand Ad hoc Routing Protocols

An alternative approach to the one followed by table-driven protocols is the source initiated
on-demand routing. According to this approach a route is created only when the source node
requires one to a specific destination. A route is acquired by the initiation of a route
discovery function by the source node. The data packets transmitted while a route discovery
is in process are buffered and are sent when the path is established. An established route is
maintained as long as it is required through a route maintenance procedure. The Ad hoc On-
demand Distance Vector (AODV) routing protocol [17] and the Dynamic Source Routing
protocol [18] are examples of this category of protocols also known as reactive

2.2.2.1 Ad hoc On-demand Distance Vector Routing (AODV)

The AODV protocol uses route request (RREQ) messages flooded through the network in

order to discover the paths required by a source node. An intermediate node that receives a



RREQ replies to it using a route reply message only if it has a route to the destination whose
corresponding destination sequence number is greater or equal to the one contained in the
RREQ [17]. This effectively means that an intermediate node replies to a RREQ only if it has
a fresh enough route to the destination. Otherwise, an intermediate node broadcasts the
RREQ packet to its neighbors until it reaches the destination. The destination unicast a
RREP, back to the node that initiated the route discovery by transmitting it, to the neighbor
from which it received the RREQ.

2.2.2.2 Dynamic Source Routing (DSR)

The Dynamic Source Routing (DSR) protocol is based on a method known as source routing
[18]. The route discovery process in DSR is similar to the one used by AODV, except that
each intermediate node that broadcasts a route request packet adds its own address identifier
to a list carried in the packet. The destination node generates a route reply message that
includes the list of addresses received in the route request and transmits it back along this
path to the source. Route maintenance in DSR is accomplished through the confirmations
that nodes generate when they can verify that the next node successfully received a packet.
These confirmations can be link-layer acknowledgements, passive acknowledgements or
network-layer acknowledgements specified by the DSR protocol. When a node is not able to
verify the successful reception of a packet it tries to retransmit it. When a finite number of
retransmissions fail, the node generates a route error message that specifies the problematic
link, transmitting it to the source node.

Tables 2.3 and 2.4 outline the basic characteristics and complexity of the two routing
protocols discussed in this section.
Table 2.3 Basic Characteristics of AODV and DSR

Protocol Multiple Route | Route Metric Route Route

Method Maintenance In | Reconfiguration

Strategy

AODV No Freshest and Route Table Erase Route then

shortest path Source
Notification or

Local

DSR Yes Shortest path or Route Cache Erase Route then
next path Source

available Notification.

10




Table 2.4 Complexity Comparison of AODV and DSR

Protocol Time Time Advantage Disadvantage
Complexity for | Complexity for
Route Route
Discovery Maintenance
AODV O(2*Diameter O(2*Diameter Adaptable to Scalability
of network) of network) highly dynamic | Problems and
topologies. large Delays
DSR O(2*Diameter O(2*Diameter | Multiple Routes, Scalability
of network) of network) Promiscuous problem due to
overhearing source routing
and flooding.

2.3 Security Problem with Existing Ad hoc Routing Protocols

The main assumption of the previously presented ad hoc routing protocols is that all
participating nodes do so in good faith and without maliciously disrupting the operation of
the protocol [19, 29]. However, the existence of malicious entities cannot be disregarded in
any system, especially in open ones like ad hoc networks. In ad hoc network the routing
function can be disrupted by internal or external attackers. An internal attacker can be any
legitimate participant of the routing protocol. An external attacker is defined as any other
entity. Cryptographic solutions can be employed to prevent the impact of external attackers
by mutual authentication of the participating nodes through digital signature schemes [14].
However, the underlying protocols should also be considered since an attacker could
manipulate a lower level protocol to interrupt a security mechanism in a higher level. Internal
attackers having capability to complete access the communication link they are able to
advertise false routing information at will and force arbitrary routing decisions on their peers

[23].
2.4 Security Goals

In providing a secure networking environment some or all of the following service may be
required [15, 16]

2.4.1 Authentication: This service verifies the identity of node or a user, and to be able to

prevent impersonation. In wired networks and infrastructure-based wireless networks, it is

11



possible to implement a central authority at a point such as a router, base station, or access
point. But there is no central authority in MANET, and it is much more difficult to
authenticate an entity. Authentication can be providing using encryption along with
cryptographic hash function, digital signature and certificates.

2.4.2 Confidentially: Keep the information sent unreadable to unauthorized users or nodes.
MANET uses an open medium, so usually all nodes within the direct transmission range can
obtain the data. One way to keep information confidential is to encrypt the data, and another
technique is to use directional antennas. It also ensures that the transmitted data can only be

accessed by the intended receivers.

2.4.3 Integrity: Ensure that the data has been not altered during transmission. The integrity
service can be provided using cryptography hash function along with some form of
encryption. When dealing with network security the integrity service is often provided

implicitly by the authentication service.

2.4.4 Availability: Ensure that the intended network security services listed above are
available to the intended parties when required. The availability is typically endure by
redundancy, physical protection and other non-cryptographic means, e.g. use of robust

protocol.

2.4.5 Non-repudiation: Ensure that parties can prove the transmission or reception of
information by another party, i.e. a party cannot falsely deny having received or sent certain
data. By producing a signature for the message, the entity cannot later deny the message. In
public key cryptography, a node A signs the message using its private key. All other nodes
can verify the signed message by using A’s public key, and A cannot deny that its signature
is attached to the message.

2.4.6 Access Control: To prevent unauthorized use of network services and system
resources. Obviously, access control is tied to authentication attributes. In general, access
control is the most commonly thought of service in both network communications and

individual computer systems.
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2.5 Vulnerability in MANETS

Malicious and selfish nodes are the ones that fabricate attacks [70, 14] against physical, link,
network, and application-layer functionality. Current routing protocols are exposed to two
types of attacks:

e Active attacks

e Passive attacks

Table 2.5 Classification of Security Attacks

Active attacks Spoofing, Fabrication, Wormhole Attack,

Modification, Denial of Service

Passive Attacks Eavesdropping, traffic analysis, monitoring

2.5.1 Active Attacks

Active attacks are the attacks that are performed by the malicious nodes that bear some
energy cost in order to perform the attacks. Active attacks involve some modification of data

stream or creation of false stream. These attacks can be classified into further following
types.

Spoofing: Occurs when a malicious node misrepresents its identity in order to alter the vision
of the network topology that a benign node can gather [2].

Fabrication: The notation “fabrication” is used when referring to attacks performed by
generating false routing messages. Such kind of attacks can be difficult to identify as they
come as valid routing constructs, especially in the case of fabricated routing error messages,
which claim that a neighbor can no longer be contacted [5].

Wormhole Attack: An attacker records packets at one location in the network and tunnels
them to another location. Routing can be disrupted when routing control messages are
tunneled. This tunnel between two colluding attackers is referred as a wormhole. Wormhole
attacks are severe threats to MANET routing protocols [21].
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Modification: The attacker performs such attacks is targeted to integrity of data, by altering

packet or modifying packets.

Denial of Service: This active attack [48] aims at obstructing or limiting access to a certain
resource. The resource can be a specific node or service or the whole network. The nature of
ad-hoc networks, where several routes exist between nodes and routes are very dynamic

gives ad hoc a built-in resistance to Denial of Service attacks, compared to fixed networks.

2.5.2 Passive Attacks

In passive attacks the attacker does not perturb the routing protocol, instead try to extract the
valuable information like node hierarchy and network topology from it. Passive attack is in
nature of eavesdropping on, or monitoring of, transmission. The goal of opponent is to
obtained information that is being transmitted [5]. Passive attacks are very difficult to detect

because they do not involve any alteration of data.

2.5.3 Other Advanced Attacks

We will now discuss several specific attacks that can affect the operation of a routing

protocol in ad hoc network.

Blackhole attack: In a black hole attack a malicious node advertising itself as having a valid
route to the destination. With this intension the attacker consume or intercept the packet
without any forwarding [8]. An attacker can completely modify the packet and generate fake

information, this cause the network traffic diverted or dropped.

Byzantine attack: A compromised with set of intermediate, or intermediate nodes that
working alone within the network carry out attacks such as creating routing loops,
forwarding packets through non-optimal paths, or selectively dropping packets, which results

in disruption or degradation of the routing services within the network [9].

Rushing attack: Two colluded attackers use the tunnel procedure to form a wormhole. If a
fast transmission path (e.g. a dedicated channel shared by attackers) exists between the two
ends of the wormhole, the tunneled packets can propagate faster than those through a normal

multi-hop route. This forms the rushing attack [21]. The rushing attack can act as an effective
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denial-of-service attack against all currently proposed on-demand MANET routing protocols,

including protocols that were designed to be secure, such as ARAN and Ariadne [22].

Replay attack: An attacker that performs a replay attack are retransmitted the valid data
repeatedly to inject the network routing traffic that has been captured previously. This attack
usually targets the freshness of routes, but can also be used to undermine poorly designed

security solutions [8].

Location disclosure attack: An attacker discover the Location of a node or structure of
entire networks and disclose the privacy requirement of network through the use of traffic
analysis techniques [10], or with simpler probing and monitoring approaches [14].
Adversaries try to figure out the identities of communication parties and analyze traffic to
learn the network traffic pattern and track changes in the traffic pattern. The leakage of such

information is devastating in security.
2.6 Secure Ad hoc Routing

There exist several proposal that attempt to architect a secure routing protocol for mobile ad
hoc network [31, 32], in order to offer protection against the attacks mentioned in the
previous section. There are several solutions proposed by researcher they are either
completely new stand-alone protocol or in some cases incorporation of security mechanism
into existing one like DSDV [19] and AODV [17]. Since routing is an essential function for
ad hoc networks, the integrated security procedures should not hinder its operation. Another
important part of analysis is the examination of assumption and the requirements that each
solution depend on. Although a protocol might be able to satisfy certain security constraints,
its operational requirements might thwart its successful employment. In order to analyze
exiting solution in structure way we have classified them into three categories; Solution
based on Symmetric cryptography, solution based on Asymmetric cryptography and Hybrid
solution. However, this classification is only indicative since a lot of solution can be

classified into more than one category.
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2.6.1 Symmetric Cryptography Solutions

2.6.1.1 SEAD [20]

The Secure Efficient Ad hoc Distance Vector (SEAD) is a secure ad hoc network routing
protocol based on the design of the Destination-Sequenced Distance-Vector (DSDV) [19]
algorithms. To developing SEAD, follow the table driven approach. In table driven routing
protocol maintain at all times routing information regarding to the network connectivity of
every node to all other nodes. It is also known as proactive routing protocol. In order to find
shortest path between two nodes, the distance vector routing protocol utilize a distributed
version of Bellman Ford Algorithm [19]. The SEAD routing protocol employ the use of hash
chains to authenticate hop count and sequence numbers.

Applying repeatedly a one-way hash function to a random value creates hash chain. The
element of such hash chain is used to secure the updates of the routing protocol. The SEAD
routing protocol proposed two different methods in order to authenticate the source of each
routing updates. The first method require clock synchronization between nodes that
participate in the network and the second method require the existence of shared secrete

between each pair of nodes.

SEAD deals with attacks that modify routing information broadcasted during the updates
phase of DSDV protocol: in particular, routing can be disrupted if the attacker modifies the

sequence number and the metric field of routing table updates message.

SEAD is prone through wormhole attack. Even if authentication is provided using hash
functions, a wormhole attack is possible through tunneling the packets from one location and
retransmitting them from other location into the network. All packets in the wormhole attack
flow in a circle around instead of reaching the destination. Spoofing attack is possible
through compromised node acting like a destination node in the route discovery process by
spoofing the identity of the destination node that can cause route destruction. Blackhole
attack is also possible through a compromised node advertising the shortest roots to non-
existing nodes in the network. Tunneling and DOS attacks are also possible through

compromised nodes. Table driven protocols are much more prone to security threats
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2.6.1.2 SRP [23]

Secure Routing Protocol (SRP) [23] was developed based on Destination Source Routing
protocol (DSR) [19]. The operation of SRP requires the existence of a Security association
(SA) between source node initiating a route query and the destination node. The security
association can be utilized in order to establish a shared secret key between the two nodes,
which is used by SRP. The SRP protocol appends a header (SRP header) to the packet of the
basic routing protocol. The source node sends a route request with a query sequence number
(QSEQ) that is used by the destination in order to identify outdated requests, a random query
identifier (QID) that is used to identify the specific request. The intermediate nodes broadcast

the query to their neighbors, after updating their routing tables.

The entire node maintains their priority ranking of their neighbors according to the rate of
generated queries. Nodes that generated a low rate of queries have a higher priority. The
destination confirms that the query is not outdated and verifies its integrity and authenticity
through the calculation of the keyed hash. So the malicious compromised nodes participating
in the network are given least priority to deal with. The security analysis is similar to Ariadne
as it is based on DSR protocol.

2.6.1.3 Ariadne

Ariadne is a secure routing protocol [16, 34] developed by Yih-Chun Hu, David B. Johnson
and Adrian Perrig based on the Dynamic Source Routing protocol (DSR) [18]. Ariadne is an
on-demand routing protocol, which find routes as when it required, dynamically [14].
Ariadne uses MAC s and shared keys between nodes to authenticate between nodes and use
time stamps for packet lifetime. It contains two phases in its routing mechanism; Route

discovery and Route maintenance.

In the route discovery phase the source node establishes a route by flooding route request
packets (RREQ). The RREQ contains the source IP address and destination IP address. The
neighbor nodes accumulate the traversed path into the RREQ and broadcast to its next
neighbor if the current node is not the destination node. Once the destination node receives
the RREQ it concatenates the source route in a Route Reply packet (RREP) and replies on
the same path as in RREQ. In the RREQ unicast process, intermediate nodes update their

routing tables to each of the nodes along the source route.
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Route maintenance is carried whenever there is a broken link observed in the specific route
to the destination. When the packets are forwarded through a specific route, each node sends
the packet to the next node in the route and the next node acknowledges the packet received.
When a broken link is observed in the destination path the broken link will not acknowledge
to the packet transmitted by the neighbor node, and the node send a route error message
(RERR) to the source node. The source then responds to this RERR and stops sending the
next packets and will look in its route cache for alternative routes and follow the next
available path.

Ariadne prevents spoofing attacks with time stamps. The use of source routes prevents loops,
since a packet passing through only legitimate nodes will not be forwarded into a loop due to

time stamps. Wormbhole attacks are possible in Ariadne through two compromised nodes.
2.6.2 Asymmetric Cryptography Solutions

2.6.2.1 ARAN [22]

The Authenticate routing for ad hoc network (ARAN) [22] is a secure routing protocol for
MANETS, developed by Kimaya Sanzgiri, Bridget Dahilly, Brian Neil Leviney, Clay
Shieldsz and Elizabeth M. Belding-Royer based on AODV [17].

ARAN utilizes cryptography mechanism in order to achieve security goals such as;
authentication, message integrity, and non-repudiation in ad-hoc networks [23]. It uses
asymmetric cryptography to securing routing in an ad hoc network and require universal
trusted third party (T) [24]. It consist three distinct operational stages: the first stage is the
preliminary certification process that requires existence of a trusted certificate authority
(CA). Each node before entering the network must contact to certificate authority and request
a certificate which contains address and its public key. After getting public key it broadcast
its own key to all nodes that participate in the network. The second operational stage of the
protocol is the route discovery process that provided end-to-end authentication. This ensures
that the intended destination was indeed reached. The route discovery process [17] of ARAN
[22] protocol is begins with, a source node broadcast to its entire neighbor a route discovery
packet (RDP). The RDP includes the certificate of initiating node, nonce, timestamp and the
address of the destination node. Furthermore the initiating node sign the RDP, each node

validate the signature with the certificate, updates its routing table and sign on RDP received

18



by neighbor and forward to its neighbor after removing certificates and signature of the
previous node but not the initiator node. The signature prevents malicious nodes form
injecting arbitrary route discover packets that alter routes of form loops. The destination node
receives the RDP and verify it the replay through route replay packet (REP). The REP
contains the address of source node, certificate, nonce and timestamp. The destination sign it
REP before transmitting it. The REP is forward back to source node by the process similar to

route discovery, except the REP is forward back in unicast along with reverse path.

The third operation stage of ARAN protocol is optional and ensures that the shortest path is
discovered. The source node broadcast shortest path discover message (SPM) to its neighbor,
which include the address of destination node, nonce, timestamp and its certificate. The
message is also encrypted with the destination public key. Route maintenance in the ARAN
protocol is achieved with broadcasting error message (ERR) to its neighbor. The ERR

include timestamp and a nonce in order to prevent replay attack.

ARAN uses public key cryptography and a central certification authority server for node
authentication and neighbour node authentication in route discovery. It prevents spoofing
attacks using a timestamp. It prevents many attacks such as replay.

Denial-of-service attacks are possible with compromised nodes. Tunneling attacks are
possible in ARAN. Two compromised neighbor nodes can collaborate to falsely represent the
length of available paths by encapsulating and tunneling the routing message between them.
Wormhole attack is also possible through two compromised nodes. Table overflow,

Blackhole attacks are impossible due to node level authentication with signatures.

2.6.2.2 SAR [21]

SAR was developed using a trust-based framework. Each node in the network is assigned
with a trust level. So the attacks on this framework can be analyzed based on trust level and
message integrity. As show below the author [Seung, Prasad, Robin] evaluated the security

of SAR [21] in terms of trust level and message integrity.

Trust Level: SAR routing mechanism is based on the behavior associated with the trust level
of a user. It is a binding between the identity of the user and the associated trust level. To

follow the trust-based hierarchy, cryptographic techniques like: encryption, public key
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certificates, shared secrets, etc. are employed. Message integrity: The compromised nodes
can utilize the information flow in between nodes and reading of packets to launch attacks. It
results in corruption of information, confidentiality of the information, and in denial of
network services.

The Security analysis on the attack patterns is based on the trust based framework. So the

analysis depends on the key management used and the cryptographic systems applied.

2.6.3 Hybrid Solutions

In this category we have included the secure routing protocols that employ both symmetric
and asymmetric cryptographic operations. The most common approach is to digitally sign the
immutable fields of routing messages in order to provide integrity and authentication, and to
use hash chains to protect the hop count metric.

2.6.3.1 SOADV [18]

Secure Ad hoc On-demand Distance Vector (SAODV) is a proposal for security extensions
to the AODV protocol [17, 18, 33]. The proposed extensions utilize digital signatures and
hash chains in order to secure AODV packets.

In order to facilitate the transmission of the information required for the security
mechanisms, SAODV defines extensions to the standard AODV message format. These
SAODYV extensions consist of the following fields. The hash function field identifies the one-
way hash function that is used. The field max hop count is a counter that specifies the
maximum number of nodes a packet is allowed to go through. The top hash field is the result
of the application of the hash function max hop count times to a randomly generated number,
and finally the field hash is this random number. When a node transmits a route request or a
route reply AODV packet it sets the max hop count field equal to the time to live (TTL) field
from the IP header, generates a random number and sets the hash field equal to it, and applies
the hash function specified by the corresponding field max hop count times to the random

number, storing the calculated result to the top hash field.

An intermediate node that receives a route request or a route reply must verify the integrity of
the message and the hop count AODV field. The integrity requirement is accomplished by

verifying the digital signature. Before the packet is re-broadcasted by the intermediate node
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the value of the hash field is replaced by the result of the calculation of the one way hash of

the field itself in order to account for the new hop.

SAODV is a widely implemented protocol in industry due to its strong security features.
SADOQV uses a central key management in its routing topology. Digital signatures are used to

authenticate at node level and hash chain is used to prevent the altering of node counts.

Tunneling attacks are possible through two compromised nodes. Wormhole attacks are
always possible with compromised nodes in any ad hoc network topology. The use of
sequence numbers could prevent most of the possible reply attacks.

Table 2.6 Shows mapping between the attack patterns and protocols

Protocols
—
SEAD Ariadne SRP ARAN SAR SOADV
Attack
Patterns
DoS Yes Yes Yes Yes Yes Yes
Tunneling Yes Yes Yes Yes Yes Yes
Spoofing Yes No No No No No
Blackhole Yes No No No No No
Wormbhole Yes Yes Yes Yes Yes Yes
Routing Yes No No No No No
table
overflows

Yes = Attack Possible

No = Attack not Possible
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CHAPTER 3
Problem Statement

3.1 Problem Statement

The participating nodes of a MANET are independent, mobile and don’t have a centralized
and organized network infrastructure. All these characteristics of MANETs allow the
attackers to easily intrude into the network and have exceptional chances of disturbing and
possibly jamming the communication. Any malicious or misbehaving nodes can generate
hostile attacks. These attacks can seriously damage basic aspects of security, such as

integrity, confidentiality and privacy of the node.

How we can secure our network and its operation during network initializing, packet
forwarding and route maintenance process and how we can detect the malicious and selfish
node. The above discussion needs the secure mechanism for secure routing in MANET and
make sure that it can adapt the situation regarding to detection of malicious and selfish node

and node mobility, while node leaving the network and joining the network.

3.2 Explanation

The characteristic of MANETS, such as dynamic topology, node mobility etc. due to this the
detection of malicious and selfish node are very difficult. The detection part of problem
basically consists of two questions, how to detect malicious and selfish nodes and how to
handle the condition of the node mobility while node leaving the network and node joining
the network. The EPKCH mechanism is implemented in ASRP to detect malicious and
selfish node during network initialization, packet forwarding and route maintenance
operation in MANETS. This protocol provides all the features to achieving security goals
such as; privacy, authentication, integrity and non-repudiation and that reduced the chance of
the attacks to bare minimum. In MANETS every node is mobile; due to the mobility of node
many attacks can possible. At the time of attacks the node may leave or join the network so.
In ASRP we discuss the different mode of nodes, that is responsible for detecting malicious

and selfish node and make network operation secure.
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3.3 Justification

The secure protocol discussed in previous chapter have limited with the respects to the
detection of the malicious and selfish nodes. ARAIDNE does not take into account the case
of the selfish node. SRP suffers for the lack of the validation mechanism. SEAD suffer the
problem of spoofing and wormhole. In ARAN DoS and wormhole attacks are possible. So

we cannot say that any one protocol is secure in all the security aspects.

EPKCH is implemented in ASRP to securing MANETs operation. EPKCH mechanism
detect malicious and selfish node during different operation of nodes. It provides
authentication and non-repudiation to each node to verify signature, nonce and timestamp for
preventing Blackhole and wormhole attacks. It also provides integrity and privacy by using
public key and private key of nodes. So, our protocol provides all the security features. It also

prevents MANETS from many types of attacks.
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CHAPTER 4
Extended Public Key Cryptography

Introduction

The word “Cryptography” [12, 13] is derived from Greek word means “secrete writing.” It
provides set of mathematical tools and for securing information. Cryptography can be used to
protect sensitive and valuable information from malicious hackers. The fundamental goals of

cryptography is; confidentiality data integrity, authentication and non-repudiation.

There are mainly two categories of cryptography mechanism that are used for designing

security based system. One is Symmetric key Cryptography and other is Public key
Cryptography.

4.1 Symmetric key Cryptography

This crypto-system used same key for both encryption and decryption. It is also known as

Secrete key Cryptography [12]. Both sender and receiver have the same key, when they

communicate to each other.
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Figure 4.1 Symmetric key Cryptography
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The Advantage of Symmetric key Cryptography are:

» Widely used and very popular,
> Very fast relative to other crypto-system, and

» Cipher text is compact.
The Disadvantage of Symmetric key Cryptography are:

» Non-repudiation is not possible,

» There need large number of keys to communicate large number of people in a group,
and

> Key length is small compare to public key cryptography.

4.2 Public key Cryptography

This crypto-system [13] uses two key, one key for encryption called public key and other key
for decryption called private key or secrete key ( Also known as Asymmetric key
cryptography). Each user has two key one public key and other private key. The public key
of each user is publically available to all other user in public key database. The public key
and private key are mathematically linked. Encryption is performed using public key and
decryption is performed using private key.

Example: RSA, which is first practically, implemented public key cryptography.
To generate the two keys, we choose two large random number p and q they are relative
prime to each other. Compute product of two numbers i.e. n=p*q.
Then randomly choose encryption key e, which is relative prime to (p-1)(g-1).
To compute decryption key d we uses Extended Euclidian Algorithms i.e.
ed =1 mod (p-1)*(g-1)
d = e mod (p-1)*(g-1)
To encrypt message m, first it divided into numerical block smaller than n with binary data.
After encrypting message (plane text) we get cipher text ¢
c=m®modn
To decrypt message, take encrypted block,
m=c® mod n
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» Support Non-repudiation,
» Consider very secure, and

cryptography.

» Key length is large, and

The Advantage of Public key Cryptography are:

» Cipher text is much larger than plain text.
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4.3 Extended Public key Cryptography (EPKCH)

The extended Public key Cryptography is a mechanism that is modify form of public key
cryptography. To generates public key and private key each node utilized RSA [14]
algorithms. This cryptosystem is mainly design for the securing data during packet
forwarding operation and also to detect malicious and selfish node during network initialing
and packet forward operation. As the reason discussed above the symmetric key
cryptography and public key cryptography are limited in their operation, they do not possess
the requisite feature to secure the MANETS operation. So, existing public key cryptography
mechanism has been extended to securing the MANETS operation.

The extended public key cryptography mechanism is basically suited for MANET
environment but apart from MANET, it is suited well for other environment also.
Confidentiality is the basic features provided by the public key cryptography but extended
public key cryptography also provide authentication, non-repudiation and integrity.

4.3.1 Operation and Key Management in EPKCH

The extended public key cryptography employs the mechanism that involves the information
being encrypted/decrypted or modified by the attacker during the packet forwarding
operation. The detail structure is given in the following section.

Node C

=
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Figure 4.3 Nodes Participating in EPKCH Mechanism
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If any node want to join the network, it first it send the PackHello message to all its
neighbour to getting certificate, and public key of all other node that participate in the
network. We assume that the new node have knowledge about the public key of neighbour
node. The PackHello contain its public key and signature of the node. After receiving
PackHello, the neighbour sends the certificates, and public key of all the nodes which are
available in their Nodelnfo table that are signed by its own private key. Certificate contains
the IP address of the nodes signature of each node, a timestamp t when node is created,
timestamp e, when certificates are expired and a nonce (A random number uses once). After
receiving certificate, it joins the network and broadcast its own public key, signature,
timestamp, and nonce to all other node within the network. Each nodes after receiving public
key, a nonce, a timestamp t, timestamp e and signature of new node, updates its own
Nodelnfo table.

If a node A want to send the packet to node G, it go to its own Nodelnfo table, and search the
route information from the source node A to the destination node G. If route information is
available to the destination node then packet is send via same route. Sine to design ASRP we
follows the table driven approach, so each node must maintain at all times a table that consist
the route information about all the possible destination reachable from source node and also
maintain the information regarding to network connectivity of every node participate in the
network. In this way every node has complete knowledge about the route of each node
reachable from a particular source node.

4 3
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Source node A Intermediate Node B Destination Node C

Figure 4.4 EPKCH Mechanism Implemented by Nodes

When the source node has got the complete route information the destination node it sends
the packets to destination node. Packet’s first part (PackPPart) send the data by encrypting
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first part using public key of destination node and the second part (PackNPart) is route guider

that guide the nodes on the way to which node they should route the packet. Again each

intermediate add his information by signing packets using its own private key and also check

the signature of source node by decrypting second part of packet using public key of source

node. If any change found it inform all the node within the network, there is malicious or

selfish node in a network. This means our mechanism detects malicious or selfish node

collectively during network initializing mode and packet forward mode.

4.4 Comparison

The following is the comparison of the

Table 4.1 EPKCH Compared to other cryptography schemes

Support for Symmetric key Public key Extended Public key
Cryptography Cryptography Cryptography
Non-repudiation
features No No Yes
Message
Authentication No Yes Yes
features
Packet modification
features No No Yes
Number of key 2*n i.e. n private key | 2*n i.e. n private key
required for the n n*(n-1)/2 and n public key and n public key
node
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CHAPTER5
Design, Development and Simulation of ASRP

5.1 Introduction

The ASRP is a proactive secure routing protocol. The design of ASRP follows the table-
driven approach, each node maintain a node info table regarding to network structure, route
information from a particular source to its all possible destination and information about
others node. When a new node enters into network all the node updates its own info table.

This means that every node have complete knowledge about the network structure.

The ASRP, protocol works on the terminology of the modes of node, in which each mode
define the working pattern of node. The different modes correspond to the activity of node
and each mode defines particular state of the node in ASRP. When MANETS is established
then every node in the Initialization Mode (IM: it is the network initialization mode) which
enables every node setup the network infrastructure and store initial information in its own
Nodelnfo table and also the information regarding to network structure. When nodes are
finish initialization they switch themselves to Lazy mode (LM), where they are waiting for
forwarding the packet. Lazy mode is the default mode of the each node when they do not do
anything. If any node wants to forward the PackFoward packet they switch from lazy mode
to monitor mode (MM), then packet forwarding mode (PFM). As soon as they finished the
packet forwarding they switch to lazy mode. In lazy mode the lazy node forward the

PackLazy packet to its neighbor node.

So, there are four mode correspond to different activity of node. The IM responsible for
the establishment of MANET, LM is the default mode of the node where they do not do
anything. MM mode is responsible monitoring the network and node, while node leaving the
network and joining the network. The IM also detect the malicious and selfish node within
the network. The PFM is also detects the malicious and selfish node during packet forward
operation.
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5.2 Assumptions

Our proposed secure protocols aim to protect the network from attackers. Our proposed

schemes work under several assumptions as follows:

> The network link is bidirectional. That is, if node A is able to transmit to node B, then

B is also able to transmit to A.

» The wireless interface supports promiscuous mode operations. That is, each node can
receive a copy of the messages being transmitted by other nodes within its receiving

range.

» A public key infrastructure exists in the MANET under consideration. Each mobile

node stores the public key of all other nodes.

» The trust relation could be instantiated. For example: by knowing public key of other

nodes.
» There is a security association between source node and destination node.

» The existence of security association is justified because, host chose to employ a secure

communication schemes and consequently, should be able to authenticate each other.
5.3 Packet types and their Structure

There are two types of packet being transmitted by the various nodes; conditional packet and

unconditional packet.
5.3.1 Unconditional Packets

The unconditional packets are those packets that a node sends to neighbour which have fixed

size and irrespective of the condition.
a) PackHello

This packet is send by node to all its neighbour when the node is in IM.
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Table 5.1 PackHello Packet and Structure

Packet Id
NodeNameA; Signatur_of_A;
PublicKey Ka1+

b) PackLazy
This packet is send by the node to all its neighbour when the node is in LM.

Table 5.2 PackLazy Packet and structure

Packet_Id

NodeName |  .........

PacketType PackLazy

5.3.2 Conditional Packet

The conditional packets are those packets that a node sends after detecting the particular
condition has been satisfied. Some of the conditional packets are fixed size and some are

variable size.
I. Conditional Fixed Size Packet
a) PackUpdate

This packet is send by various nodes to their neighbour when they detect that there is any

change in their neighbour position of the nodes.

Table 5.3 PackUpdate Packet and Structure

Packet Id
NodeName | ...
PacketType Conditional
NodeNomegher Info_about_other_node
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b) PackError

This packet is send by the node to the source node to indicate that the destination does

not exists

Table 5.4 PackError Packet and Structure

Packet_Id
NodeName | .........
PacketType Conditional
NodeNomegther PackError

c) PackMalicious

This packet is send by the node to its neighbour when it finds any malicious activity by

some node.

Table 5.5 PackMalicious Packet and Structure

Packet _Id
NodeName | ...
PacketType Conditional
NodeNomegher Info_about_other_node or
PackMalicious

d) PackSelfish

This packet is send by the node to its neighbour when it finds any selfish activity by some

other node
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Table 5.6 PackSelfish Packet and Structure

Packet Id
NodeName | ...
PacketType Conditional
NodeNomegner Info_about_other_node
or PackSelfish

Il. Conditional Variable size packet
The variable size packets are.
a) Packlnitialized
This packet is send by node to neighbour when neighbour node sends PackHello to him.

Table 5.7 Packlnitialized Packet and Structure

Packet_Id
NodeNamea; PublicKey(Kazi+)
NodeNamea, PublicKey(Kaz+)
Nonce_of A; TimeStamp_of A
Number_of node No_of Hopes
PacketType Packlnitialized

b) PackForward

This is the packet which is prepared by the source node first then it is modifying by the
all node which are on the route to destination, by adding its own information. All the
intermediate node encrypt the NPart of packet by the public key of source node and

verify it and then sign on it by using its own private key.
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Table 5.8 PackForward Packet and Structure

Packet_Id
NodeName | ...
PacketType PackForward
PrivacyPart(PPart) Non-repudiation
part(NPart)

5.3.3 General Structure of Packet
I. Fixed Size Packets
The general structure of fixe size packets for ASRP is

Table 5.9 Fixed Size Packets Structure

Packet_Id

MAC Sender

Cond_control_bits

MACother

Info_control_bits

Table 5.10 Cond_control_bits meaning

Bits Meaning

00 Unconditional PackHello Packet
01 Unconditional PackLazy Packet
11 Conditional Packet
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The Info_control_bits are meaningful only if the Cond_control_bits are 11. The 3 bit for the
Info_control_bits stand for whether the packet has left neighbour of the sender node has just
joined the network or sender node detect the MAC e to be the malicious node or the selfish
node. These 3 bit stand for the conditional packets so for the Cond_control_bits are 11.

Il. Variable Size Packets
The variable size packet structure for the ASRP is

Table 5.11 Variable Size Packets Structure

Packet_Id

MAC Sender

Info_control_bits

MACother

Info_variable_size

The Info_control_bits identifies whether the packet is PackForward or Packlnitialized
Packet.

Table 5.12 Info_control_bits Meaning

Bits Meaning
00 PackForward Packet
01 Packlnitialized Packet

5.4 Activities of Nodes

There are various activities of node in mobile ad hoc network:

I.  The node is sending HelloPacket packet to it all neighbour node to getting the

certificate and public key of all other nodes that participate in the network.
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Il.  The neighbour node sends the public key and certificate signed by its own private

key, to the node by sending PackCert packet.

1. The node will forward the PackFoward packet that will receive from its neighbour if

it is not destination node.

IV.  The node will monitor any topology change in its neighborhood that is if any node is
leaving the network, joining the network or changing its position with respect to
neighborhood.

All these activities correspond to the specific state of node in mobile ad hoc network. And
the group of activities represents the mode of nodes. The first and second activity grouped
into IM (network initialized mode), the third activity will come under the PFM (packet
forward mode) and the fourth activities come under MM (monitor mode). We discussed
every mode of the node detailed in next section.

Figure 5.1 Transitions between Modes

5.4.1 Initializing Mode (1M)
I. Description
This mode is responsible for the establishment of MANETS. It can be established MANET in

two ways. One way can be that all the nodes get on at the same time and second way can be

that the node get added to the network with the posses of the time. For the first way all the
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node are in the IM simultaneously and for latter situation the node added to the network is in
IM. After initialization mode node switches to lazy mode. In IM mode, each node got the
public key of all other nodes participating in the network before joining the network. In this
mode a trust relationship exists between each node that participates in the network by sharing

public key and other information.
I1. Procedure

> In this mode during the initialization of the network the node, say A, send the
PackHello packet to its neighbour to get the Packlnitialized packet. If other node send
the PackHello packet to the node, say B, it send the Packlnitialized to the node.

» When node receives the Packlinitialized packet it updates its Nodelnfo table, and
broadcast PackInfo to all node that participate in the network which contains its
public key, timestamp t, timestamp e, address and signature and then switch to lazy

mode.

» When the others node receive the information about new node updated its Nodelnfo
table and also check there is any change in the table or not. If there is no change in the
table then it switches to LM.

> If the node not receives the Packlnitialized to any its neighbour it again sends the

PackHello packet.

» This mode is can also help to find the malicious nodes as they may change the public
key of node intentionally. The node can compare the public key send by particular
node with the public key send by others nodes and if the find any deviation it send the

PackMalicious packet to other neighbour nodes.

> It the node find that a particular node is not responding with the Packlnitialized
packet corresponding to its PackHello it send the PackSelfish to its neighbour nodes.

> All the nodes switch to IM from the LM if all the node going to change their keys.
Then they perform the process of Initializing with neighbors.
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The node can change their mode according to their activity, if a node finish the Initialization
process it switch to lazy mode and if they want to be forward a PackForward to any node
then it switch lazy mode to packet forward mode through monitor mode. Transition between

modes depends upon the activity of nodes.

Table 5.13 Packet exchanged and Transition in IM

Mode Packet exchanged Transition to Mode

IM PackHello, Packlnitialized MM, LM

In the Network Initialization procedure, if a node is in IM and send the PackHello Packet.

1. Start
2. Send the PackHello packet to all node which are at the distance i=0.

3. Stop.

A. In the Network Initialized procedure, if a node is in IM and get the PackHello
packet.

1. Start
2. Update its Nodelnfo table.

3. Send the Packlnitialized packets which contain the public key all other
node and other information regarding to network structure which are
available in its own Nodelnfo. It send to that node which are at the

distance of i=0.

4. Stop.
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B. In the Network Initialized procedure, if a node is in IM and get the Packlnitialized

Packet.

1. Start

Then

6. Stop

2. Set change = false

Change = True

5. If change = true

Go to step 2.

3. Updates its Nodelnfo table

Send the PackHello again

4. Check for any change in its Nodelnfo table, if there is any change

I1l. Structure of the Nodelnfo table

The node stores the information regarding the network structure and information

about other nodes (such as public key, address, timestamp t, timestamp e, nonce and

signature to all others node that participate in the network)

Table 5.14 Structure of Nodelnfo Table

NodeName

Public key

Nonce

Timestamp

NextNodeName

NumberofHops
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V. Main Goals

The main goals of Network Initialized mode are listed below

» All the nodes can get the public key of all other nodes that participate in the

network.

» After IM procedure ever node updates its Nodelnfo table and gets complete
knowledge about the route of all other nodes that are reachable to source node

and also get the information regarding to the network topology.

» All the node have get approximate idea about how much distance and time

(millisecond) taken to sending a data to the particular node.

» This mode can help us to detect malicious and selfish node within the

network, by comparing the same node public key send by the different nodes.

» This mode is responsible for the establishment of mobile ad hoc network, by

adding node in the network.

» The transition from IM to either lazy mode or MM or packet forwarding mode

via monitor mode.

5.4.2 Lazy Mode
I. Description

The LM is the default mode of the node. The node switches this mode either from IM, or
from MM, or from PFM. When MANET is established every node are in the network
initializing mode, as soon as they finished the network initialization process it switch form
IM to LM. The node is in PFM, and if there is no packet to be forwarded they switch LM. In
this mode, if all the nodes want to change their public keys it switch from lazy mode to
initializing mode. If the node in LM and detect any neighborhood activity it switch to MM or
it has receive any PackForward packet it switch itself to from lazy mode to packet
forwarding mode through monitor mode, and after finishing packet forwarding procedure it

again back to LM, and forward PackLazy packet to all neighbour nodes.
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Initializing hiode

Lazy Mode ﬂ
I |

MMonitor Mode —L'\ Faclket Forwardmg MMode

Figure 5.2 Transitions between Modes in LM

Il. Procedure

» The Lazy mode is called the default mode of the node.

> As soon as the node finished the network initialization they switch from IM to
LM.

» If there is no PackForward packet to be forwarded they switch from PFM to
LM.

» When the node in LM detect that there is activity of neighbour node it switch
itself to MM

» If the PackForward packet comes from the neighbour node then it switch
themselves to PFM through MM and after finishing packet forwarding

procedure it comeback to LM.

» If all the nodes want to change their public key then they are also switch LM to
IM.

» In the nodes comes in the Lazy mode it send the PackLazy packet to all the

neighbour node.
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5.4.3 Monitor Mode

This mode is basically for monitoring the network topology when nodes leaving the network,
joining the network or changing its position with respect to neighborhood. This mode also
detect malicious and selfish node. If the node in mode found any activity of neighbour node
or receives any PackMalicious Packet or PackSelfish Packet or PackForward Packet it
switches itself to MM. This is the main mode for ASRP, it provide high level of security.

This mode is also called the protector mode. These above condition can divided into two

part; general condition and special condition

Lazy MMode

il

hionitor hiode

||
i

Packet Forwarding MMode

Figure 5.3 Transitions between Modes in MM

A. General Condition

I. Procedure for MM when node are in Lazy mode and detect any activity of neighbour

nodes

1. Start

Switch to MM
Else flag=0
End loop

5. Stop.

4. If not then return to LM

2. SetFlag =1 (i.e. If there is any activity of nieghbour, then)

3. It check the neighbour node, for malicious or selfish , if yes then send
PackSelfish to all neighbour node
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Procedure for MM when nodes are in Lazy mode and receive PackMalicious or

PackSelfish or PackForward to neighbour node.

~

Start

If (Flag = True)

Node receive any packet switch to MM if any PackMalicious or PackSelfish or
PackForward packet receive from its any neighbour\

Else (Flag = False)

Exit

Encrypt the NPart of Packet using public key of neighbour and Compare (by
matching signature, nonce, and address of node) the capture packet with the

information available in its Nodelnfo table.
If found any alteration it confirms nodes are malicious.

To check selfish node it send ChechPack to all its neighbour for any alteration in

network if found then confirms there is a selfish node
Else not malicious and selfish node

Stop

B. Special Condition

Nodes joining the network, nodes leaving the network and nodes are changing its position

within the network. These three special conditions are also handling in monitor mode by

sending or receiving PackUpdate packet. These three conditions are explained below. In the

case of new node joining the network, say node A want to join the network. There are two

cases possible, first is the network has no any node initially and the second case is node A

join the network through nodes B; to B. in first case node A enter into network without any
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condition. In second case if n=1, then it join through B, and if n=2, then it join through B;

and B.,.

a. The Procedure for node joining the network is given below

1.

Start
Flag Join = False

While ( Join = False)

The node A checks that if at least one node out of all the node through which it is
going to join the network. if there is one node, then

Join = True

Else Join = False

End Loop

The node A switch to IM and send the PackHello packet to nodes out of B; to B,

which are in LM.

The node which are in LM, out of B1 to Bn switch themselves to IM, when it receive
the PackHello packet from node A, then updates it Nodelnfo table and then it send the
Packlnitialized Packet to A.

Node A match all the Packlnitialized packet send by B1 to Bn if there is no change,
then

Node A Update its Nodelnfo table and send its own information to all node within the
network

All node in MANET Updates its own Nodelnfo table

Else send PackMalicious to all neighbours.

After finishing IM procedure they switch to LM
The resident nodes again switch to LM.

Stop.
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b. Procedure when the node, say D changes its position or detects the change in its

neighborhood or node D leaving the network.

1. Start

2. Check any change in its neighbors, if node D leave the network, then

3. The neighbor node E of D send the PackUpdate to all its neighbor

4. If node D change its position, then D send the PackUpdate to its neighbors

5. The neighbor node after receiving it switch to MM, and updates their Nodelnfo

table and send PackUpdate to all its own neighbors

6. Stop.

5.4.4 Packet Forward Mode

The ASRP is proactive secure routing protocol, so when MANET is established every source
node know the route to the all its possible destination node which are reachable from it. The
source node then prepare the packet and send it to first node which are on the route of
destination node, then first node send to next in this way the data is reaches to the

destination node. Now the packet that is sent, consist two parts

PPart NPart

The first part i.e. Privacy part contain the data which is to be transmitted is encrypted by
source node by using public key of destination node. The NPart i.e. non-repudiation part
contains the address of destination node, a nonce of destination node and timestamp, and the
address of all the node along they transmitted. It also contains the address of source and
signature of source node which is encrypted by private key of source node. Every

intermediate node along the decrypt the NPart of Packet and verify its addresses, if itself
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destination node or not then forwards the packet to the next node in the path. This way packet

reached to destination node. The NPart contains only the information related to route.

This mode detect malicious and selfish node by verifying NPart of packet. It also detect if
link is broken to destination node or if destination not exists by generating PackError packet.
If any node behaves as a selfish it detect by resending packet again. If packet send by source
node to particular destination and the intermediate node not find the particular destination it

send PackError packet to source node.

The data forwarding process is better understood by using an example. Let us suppose the
source node want to send the data in PackForward packet has to destination node along the

way to destination through the source A—» B—C — D destination.

Source—» A {PPart, NPart}
PPart =EPa (EPs (EPc (EPpestinaiion (Data, Source, t, n, C), B,) A), Source)

NPart = EPRsource (A, B, C, (Destination, t, n) Ksource-

A—> B{PPart, NPart}

PPart = EPg (EPc (EPDestination (Data, Source, t, n, C), B), A)
NPart = EPra (B, C, Destination, t, n) Kg.

B —» C {PPart, NPart}

PPart= EP¢ (EPpestination (Data, Source, t, n, C), B)

NPart = EPgg (C, Destination, t, n) Kc.

C —» EPpestinaiion {PPart, NPart}

PPart= EPpestination (Data, Source, t, n, C)

NPart = EPgc (Destination, t, n)
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5.5 Additional Security Features

The others security features enhanced the security of MANET, are given below.

I. The key of the nodes have to be change regularly after some specific time interval, so as
keep the MANET secure all time.

Il. The dummy packet forwarding operation can be implemented by the intermediate node
to detect the node who misbehaves.

[1l.  To detect malicious and selfish during the network initializing process by verifying
public key and signature send by all neighbour node to new node.

IV. In case of special scenario of military operation, like some nodes are to join the network

latter on, only those nodes join which has the MAC address that has been already verify
5.6 Inbuilt Defense

The various inbuilt defense are in ASRP, to securing MANET, these are:
I.  Cooperation Enforcement

The ASRP is the protocol that works by enforcing the cooperation between the nodes. That
makes the nodes are more responsible for their action and the probability of the non-
intentional behavior of the node also become less. The MANET does not pass the any
infrastructure so the nodes have to cooperate fully in order to enforce the operation on the

nodes in the correct way.
Il.  Robust Modular Implementation

There are four modes of the ASRP each mode has its own modular implementation and
independent working. That paves the way for the modification of the working of the modes
in the future as the need arises without modifying the working of the other modes. Moreover

the modular approach is best for the debugging also.
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5.7 Simulation

We are using turbo C, for the simulation, has been performed to simulate the transfer of data
between various nodes in initializing mode, lazy mode, packet forward mode and monitor

mode. The simulation has been performing on eight nodes.

Figure 5.4 Simulated MANET
The simulation program after taking the input performs the simulation as mention below.
I.  Network input by adding the node in form of adjacency list
Il.  Simulate the packet transfer in the Initializing Mode
[1l.  Simulate the packet transfer in the Lazy Mode
IV.  Simulate the packet transfer in the Packet Forwarding Mode

Since the ASRP is a proactive secure routing protocol, so in every step it displays the status
of tables of all the nodes. The simulation step along with screenshot has been given below.

I. Firstly the simulation program takes the input, in terms of asking for the number, name and

name of neighbour of nodes.
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Figure 5.5 Network Input
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a) The simulation program displays the network enters in terms of adjacency list.

v Turbo C++ IDE

The HMHetwork Enterxred
o rm of Adjacency Liist

B—>1 —>3

1—>8—>2—>5

2—>1—>3F—>4

FI—>a—>2—>7

4—>2 57

S—>1—>1—>6

65— >5—>7

>3 —>4—6

Figure 5.6 Adjacency list of Nodes in the Network
b) The simulation program input the time (in millisecond) to sending the data between each

nodes.

Turba C++ IDE

=xxxEnter the time in Milisecond to Forwarding Dat o
wxxBetween each Modes in form of adjacent matp iy

Time For the row:l
H 5 12 11 27 21 25 32

Time For the row:Z

S 8 Y 16 22 16 28 29

Time For the r»ow:3
12 17 @8 13 17 23 27 25

the row:d
A 29 32 38 21

the row:b
22 B 6 18 8

the row:ib

32 6 8 4 13

the row:?
38 18 4 8 2

the row:8
21 8 413 2 @

Figure 5.7 Input Times in Millisecond
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I1. Program to display the packet during the IM, i.e. one node sends the PackHello packet to

other and it sends the Packlnitialized to previous node.

Initially we assume that node O is only single node in MANET, and then enter node 1, and
then 2, and so on.

e+ Turbo C++ IDE

send the PackHello to @
send the PackInit to 1
send the PackHello to 1
send the Packlnit to 2
send the PackHello to @ and 2
zend the PackHello to @
send the PackInit to 2
send the Packhello to 3
send the PackInit to 3
send the PackInit to 3
send the PackHello to 2
send the PackInit to 4
send the PackHello to 1 and 4
send the PackInit to &
send the PackInit to &
zend the PackHello to &
send the PackInit to 6
send the PackHello to 4 and 3
send the PackInit to 7
the Packlnit to 7

Figure 5.8 Step Il Network Initialization Mode

IV. Packet Transfer in Monitor Mode
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In this mode if a node detect any activity of neighbour node it goes to MM and send a

PackCheck to all its neighbour for detecting Malicious node.

a) After step Il every source node shows the route information to its all destination, and

time in millisecond.

c+ Turbo C++ IDE

Source Node : B

Source Node -> ..-> destination node** time

A [51]
[121
[111
[271
[211
[251
[321

Source MNode : 1

Bource MNode -»> ..-» destination node*® time

1 [51
[?1
[161]
[221
[161]
(281
[291

Figure 5.9 Information about the route of all destinations from a source
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b) Network after (establishing MANET) step II.

cv Turbo C++ IDE

Figure 5.10 MANET after step Il
I11. Packet Transfer in Lazy Mode

Turbo C++ IDE

Lazy Mode s

zend the PackLazy to 1 and 3
send the PackLazy to B8 2 and
send the PackLazy to and
send the PackLazy to and

send the PackLazy to and

send the PackLazy to and

send the PackLaz=y % and 7

send the PackLazy 3 4 and

Figure 5.11 Packet transfer during Lazy Mode
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IV. Packet Forwarding Procedure

et Turbo C++ IDE

i dPacket Forwvading Mode e
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Enter the zource node

a

Enter the dstination node

4
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PackData

Destination Mode === Packet Receiwves

4 PackData

+ Turbo C++ IDE

Figure 5.12 Shows the data are going to source to destination via same route.
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CHAPTER 6
Conclusion and Future Scope

6.1 Conclusions

Wireless mobile ad hoc networks present difficult challenges to routing protocol
designers. Mobility, constrained bandwidth, and limited power cause frequent topology
changes. The very basic nature of the mode of communication is the main concern because
anything that moves over the open air medium is susceptible to be picked up by unauthorized
access. For any mission critical or organizationally sensitive information, ad hoc networks
add an element of insecurity. In the existing secure routing protocols most of the security attacks
are possible with a compromised node. In this work we focus on how to detect malicious and selfish
node and to design and implement a secure routing protocol.

In ASRP protocol we discuss various activity of node which they are shown during the MANET
operation and these activities are grouped into modes along their working. We also discussed the
packets that are going to be exchanged in different mode of nodes. The conclusion that comes are
given below.

I.  The problems of malicious and selfish node are handling simultaneously. We discussed

Extended Public key cryptography mechanism to handle the malicious and selfish node
during network operation. As the selfish node cannot malicious at same time, but if nodes are

not malicious then they may be malicious.

Il.  The protocol is handling the some special situation like nodes joining the network, node
leaving the network and nodes are changing its position within the network. The monitor
mode of ASRP handles all three situations.

1. In ASRP, there are four modes, the IM corresponds to network initialization phase, the LM
corresponds to default phase, PFM responsible for forwarding the packet form source to

destination and MM is the protector mode of the network.

IV.  The protocol has to develop in the way so that the future modifications are possible without

changing overall protocol.
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6.2 Future Scope

The proposed secure routing protocol, ASRP, is a proactive routing protocol based on table
driven approach. For the future work we can use the hybrid approach or reactive approach in
ASRP to implement a new secure routing protocol. We can also add another mode or existing
one can be extended to handle some exceptional conditions. The public key cryptography

algorithm can also be extended to securing MANET.
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Annex-111

List of Abbreviations

AODV Ad hoc On-demand Distance vector
DSDV Destination-Sequence Distance Vector
ARAN Authenticated Routing for Ad hoc Networks
DSR Dynamic Source Routing

EPKCH Extended Public key Cryptography
SEAD Secure Efficient Ad hoc Distance Vector
SRP Secure Routing Protocol

IM Initialization Mode

LM Lazy Mode

MM Monitor Mode

PFM Packet Forward Mode

MAC Media Access Control
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