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ABSTRACT

User mobility in the wireless data networks is increasing because of advancement in the
networking and computing technologies. In Large scale IEEE 802.11 Wireless Local
Area Network (WLAN) deployments, supporting user and devices mobility is a critical
issue, continuous transmission connectivity is highly desirable for most of the networks
and its applications. It has been generally seen, in the distribution environment user of
one access point moves to another access point and both AP’s are of different vendor
than the support for the multi-vendor access point interoperability is highly recommended
to have a seamless data transmission and fast handoff. In order to ensure all relevant
information is delivered to the correct AP to which the station is associated, an Inter
Access Point Protocol is required. This protocol enables multiple AP to communicate and
pass information regarding the location of associated stations.

This thesis is on the setting up of a small home network. Instead of affording the costly
hardware, one can use freeware software in Linux to build Software Access Point in a
personal desktop/Laptop as well as measures its performance against Hardware Access

Point on a number of relevant metrics.
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CHAPTER 1

INTRODUCTION

Communication is one of the most important parts of human society. Human have tried to

communicate over long distances for reasons of commerce, defence, family etc .

Wireless communication may be used to transfer information over short distances (a few
meters as in television remote control) or long distances (thousands or millions of
kilometers for radio communications). The term is often shortened to "wireless"”. It
encompasses various types of fixed, mobile, and portable two-way radios, cellular
telephones, personal digital assistants (PDASs), and wireless networking. Other examples
of wireless technology include GPS units, garage door openers or garage doors, wireless
computer mice, keyboards and headsets, satellite television and cordless telephones.
Wireless communication may be used to transfer information over short distances (a few
meters as in television remote control) or long distances (thousands or millions of

kilometers for radio communications).

1.1 Wireless Communication

There are many communication network standards[23] designed for wireless

communication. Some of them are as follows:

i.  Wi-Fi
Wireless Fidelity (Wi-Fi) is a group of wireless standards belonging to the IEEE
802.11 family. A Wi-Fi enabled device such as a personal computer, video game
console, Smartphone, and digital audio player can connect to other devices on the
network or to the Internet through a wireless network connected to the Internet.



ii.  WiMax
Worldwide Interoperability for Microwave Access (WiMax), also known as
802.16, combines the benefits of broadband and wireless. access to large areas
such as cities.

iii.  Bluetooth
Another standard 802.15, is used for Wireless Personal Area Networks (WPANS).

It covers a very short range and is used for Bluetooth technology. It is a packet

based protocol with a master slave structure.

Speed
A

> Mobility

Figure 1.1 Speed vs Mobility between various wireless technologies



1.2 Wireless Fidelity (Wi-Fi) is a wireless standard for connecting electronic
devices. A Wi-Fi enabled device such as a personal computer, video game console,
Smartphone, and digital audio player can connect to the Internet when within range of a
wireless network connected to the Internet. The coverage area of an access point is
dependent on the basis of usage; access point for home usage will have less coverage as
compared to an enterprise access point which needs to support much more connections.
Coverage is of low power access points can be overlapped to provide wireless connection

over larger area.

"Wi-Fi" is supported by the Wi-Fi Alliance, a non-profit group comprised of companies
like Cisco, Motorola and others. Which is composed of companies and the term was
originally created as a simpler name for the IEEE 802.11 standard. Wi-Fi is used by over
700 million people, there are over 4 million hotspots (places with Wi-Fi Internet
connectivity) around the world, and about 800 million new Wi-Fi devices every year. Wi-
Fi products that complete the Wi-Fi Alliance interoperability certification testing

successfully can use the Wi-Fi certified designation and trademark.

A wireless network uses radio waves just like cell phones, televisions and radios do. In
fact, communication across a wireless network is a lot like two-way radio

communication. Here's what happens:

I. A computer's wireless adapter translates data into a radio signal and transmits
it using an antenna.
ii. A wireless router receives the signal and decodes it. The router sends the

information to the Internet using a physical, wired Ethernet connection.

The process also works in reverse, with the router receiving information from the
Internet, translating it into a radio signal and sending it to the computer's wireless

adapter.

The radios used for Wi-Fi communication are very similar to the radios used for walkie-

talkies, cell phones and other devices. They can transmit and receive radio waves, and



they can convert 1s and Os into radio waves and convert the radio waves back into 1s and

0s.

1.3 Wireless Networking Standards

They use 802.11 networking standards[32], which come in several flavors:

802.11a transmits at 5 GHz and can move up to 54 megabits of data per second. It
also uses orthogonal frequency-division multiplexing (OFDM), a more efficient
coding technique that splits that radio signals into several sub-signals before they
reach a receiver. This greatly reduces interference.

802.11b is the slowest and least expensive standard. For a while, its cost made it
popular, but now it's becoming less common as faster standards become less
expensive. 802.11b transmits in the 2.4 GHz frequency band of the radio
spectrum. It can handle up to 11 megabits of data per second, and it uses
complementary code keying (CCK) modulation to improve speeds.

802.11g transmits at 2.4 GHz like 802.11b, but it's a lot faster -- it can handle up
to 54 megabits of data per second. 802.11g is faster because it uses the same
OFDM coding as 802.11a.

802.11n is the newest standard that is widely available. This standard
significantly improves speed and range. For instance, although 802.11g
theoretically moves 54 megabits of data per second, it only achieves real-world
speeds of about 24 megabits of data per second because of network congestion.
802.11n, however, reportedly can achieve speeds as high as 140 megabits per
second. The standard is currently in draft form -- the Institute of Electrical and
Electronics Engineers (IEEE) plans to formally ratify 802.11n by the end of
20009.

Other 802.11 standards focus on specific applications of wireless networks, like wide

area networks (WANS) inside vehicles or technology that lets you move from one

wireless network to another seamlessly.



Wi-Fi radios can transmit on any of three frequency bands. Or, they can "frequency hop"
rapidly between the different bands. Frequency hopping helps reduce interference and

lets multiple devices use the same wireless connection simultaneously.

As long as they all have wireless adapters, several devices can use one router to connect
to the Internet. This connection is convenient, virtually invisible and fairly reliable;
however, if the router fails or if too many people try to use high-bandwidth applications

at the same time, users can experience interference or lose their connections.

1.4 Roaming/Mobility is defined as being the process where mobility
stations(notebook computers, palmtops, laptops, handheld computers), equipped with
wireless network adapters, connected to a LAN via access points, are handed over from
one access point to another when they move out of coverage of one AP and into that of

another. The objective being that the user of the mobile equipment remains connected.

Whenever a mobile host roams to another subnet, its home agent will encapsulate all the
packets destined for the mobile host sent to the original subnet, and then forward the
encapsulated packets to the mobile host according to its new location. In this way, the
mobile host can roam among various subnets and can still receive and transmit data as
usual. Thus, even if mobile hosts roam to another subnets, their on-going data transfer
can still proceed.

1.5 Access Point

An Access point is a hardware device, which transmits and receives communication
signals with wireless devices connected to it. Wireless networking, also called Wi-Fi or
802.11 networking, is comprises of number of access points use to connect wireless

devices. Access point made the wireless networking so widespread that can access the



Internet just about anywhere at any time, without using wires.

Figure 1.2 A typical wireless network [24]

Figure 1.1 shows a typical network that connects together a number of wireless devices
like Laptops, Personal Digital Assistant, and Smartphone using a hardware wireless
access point. Wi-Fi has a lot of advantages. Wireless networks are easy to set up and
inexpensive. They're also unobtrusive -- unless on the lookout for a place to use a laptop,

may not even notice when in a hotspot.



1.6 Wi-Fi Hotspots

Figure 1.3 Wireless adapters for computer's PC card slot or USB port.[29]
Figure 1.3 shows the hotspots used to make the laptop to work as wireless device.

Most new laptops and many new desktop computers come with built-in wireless
transmitters. If laptop doesn't have wireless transmitters, then needs to buy a wireless
adapter shown in Figure 1.3 that plugs into the PC card slot or USB port. Desktop
computers can use USB adapters, or can buy an adapter that plugs into the PCI slot inside
the computer's case. Many of these adapters can use more than one 802.11 standard.

Once wireless adapter is installed and the drivers that allow it to operate, the computer
should be able to automatically discover existing networks. This means that when
computer on in a Wi-Fi hotspot, the computer will inform that the network exists and ask
whether want to connect to it. If the computer is very old then, may need to use a

software program to detect and connect to a wireless network. [31]



Being able to connect to the Internet in public hotspots is extremely convenient. Wireless
home networks are convenient as well. They allow easily connect multiple computers and

to move them from place to place without disconnecting and reconnecting wires.

1.7 Creating a Simple Wireless Network

Figure 1.4 A wireless router [25]

Figure 1.4 shows a wireless router uses an antenna to send signals to wireless devices and

a wire to send signals to the Internet

If already have several computers networked, they can create a wireless network with a
wireless access point. If having several computers that are not networked, or want to
replace Ethernet network, then it may require a wireless router. This is a single unit that

contains:

I.  Aport to connect to your cable or DSL modem
ii.  Arouter
iii.  An Ethernet hub

iv. A firewall



v. A wireless access point

A wireless router enables the use of wireless signals or Ethernet cables to connect devices
like computer to another device like a printer or the Internet. Most routers are Omni-
directional to a range of about 100 feet (30.5 meters), although reflective metallic objects
can create problems of connectivity. Usually extenders or repeaters are used to increase

the routers signal range like in a big building or public parks.

Most routers can use more than one 802.11 standard. Routers based on older technology
are less expensive like those based on 802.11b, but are much slower than those based on
new standards like 802.11g and 802.11n or newer revisions of existing standards like
802.11a. 802.11¢g is the most popular option due to its speed and reliability.

Once plug in to the router, it should start working at its default settings. Most routers use

a web interface to change its settings. The selectable values are:

i.  The name of the network, also known as its service set identifier (SSID), default
setting is usually the device manufacturer's name.

ii.  The channel used by a router is 6 by default. The problem of interference
experienced in an environment where a number of devices are being used can be
solved switching to a different channel should eliminate the problem.

lii.  Most routers have a bare minimum of security implemented by setting the same

default user and password, usually the company’s name.

Security is an important part of a home wireless network, as well as public Wi-Fi
hotspots. If router is set to create an open hotspot, anyone who has a wireless card will be
able to use your signal. Most people would rather keep strangers out of their network,
though. Doing so requires taking a few security precautions.

It's also important to make sure security precautions are current. The Wired Equivalency
Privacy (WEP) security measure was once the standard for WAN security. The idea
behind WEP was to create a wireless security platform that would make any wireless

network as secure as a traditional wired network. But hackers discovered vulnerabilities



in the WEP approach, and today it's easy to find applications and programs that can

compromise a WAN running WEP security.

To keep network private, one of the following methods can be used:

Wi-Fi Protected Access (WPA) is a step up from WEP and is now part of the
802.11i wireless network security protocol. It uses temporal key integrity protocol
(TKIP) encryption. As with WEP, WPA security involves signing on with a
password. Most public hotspots are either open or use WPA or 128-bit WEP
technology, though some still use the vulnerable WEP approach.

Media Access Control (MAC) address filtering is a little different from WEP or
WPA. It doesn't use a password to authenticate users -- it uses a computer's
physical hardware. Each computer has its own unique MAC address. MAC
address filtering allows only machines with specific MAC addresses to access the
network. Must specify which addresses are allowed when set up a router. This
method is very secure, but if buy a new computer or if visitors to want to use
network, needs to add the new machines' MAC addresses to the list of approved
addresses. The system isn't foolproof. A clever hacker can spoof a MAC address
that is; copy a known MAC address to fool the network that the computer he or
she is using belongs on the network.

Wireless networks are easy and inexpensive to set up, and most routers' Web interfaces

are virtually self-explanatory.

1.8 The IEEE 802.11 Wireless LAN Architecture

The IEEE 802.11 architecture [12] is comprised of several components and services that

interact to provide station mobility transparent to the higher layers of the network stack.

The basic architecture is depicted in Figure-1 Several entities can be distinguished,

namely the Wireless Station or Mobile Host, the Basic Service Set, the Distribution

System and the Access Point.
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Wireless LAN Station: The station (or Mobile Host, MH) is the most basic
component of the wireless network. A station is any device that contains the
functionality of the 802.11 protocol, that being MAC, PHY, and a connection to
the wireless media. Typically the 802.11 functions are implemented in the
hardware and software of a Network Interface Card (NIC). A station could be a
laptop PC, handheld device, or an Access Point. Stations may be mobile, portable,
or stationary and all stations support the 802.11 station services of authentication,
de-authentication, privacy, and data delivery.

Basic Service Set (BSS): as the basic building block of an 802.11 wireless LAN.
The BSS consists of a group of any number of stations.

Extended service set (ESS): An extended service set (ESS) is a set of connected
BSSs. Access points in an ESS are connected by a distribution system. Each ESS
has an ID called the SSID which is a 32-byte (maximum) character string.
Distribution System (DS): is the means by which an access point communicates
with another access point to exchange frames for stations in their respective BSSs,
forward frames to follow mobile stations as they move from one BSS to another,
and exchange frames with a wired network.

As IEEE 802.11 describes it, the distribution system is not necessarily a network
nor does the standard place any restrictions on how the distribution system is
implemented, only on the services it must provide. Thus the distribution system
may be a wired network like 803.2 or a special purpose box that interconnects the
access points and provides the required distribution services.

Access Point: is a fixed entity in the network that connects the mobile hosts with

the Distribution System.

11
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Figure 1.5 Basic Architecture of an IEEE 802.11 Wireless LAN [26]

The coverage area of the wireless LAN can be extended via an Extended Service Set
(ESS). An extended service set is a set of infrastructure BSS’s, where the access points
communicate amongst themselves to forward traffic from one BSS to another to facilitate
movement of stations between BSS’s.
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1.9 IEEE 802.11 distribution system services

The IEEE 802.11 standard specifies the following distribution system services as the

communication between an access point and mobile hosts or distribution system:

I.  Association : When a mobile host initially starts, it receives the beacon from an
access point, and then sends out association request to inform the access point of
its entrance into the BSS. After confirmation, the mobile host can then
communicate with other networks via this access point.

ii.  Disassociation : This service is used to notify the access point that the mobile
host has left the BSS served by it.

iii.  Reassociation : When a mobile host roams into another BSS served by a new
access point, it then sends out a reassociation request to inform the new access
point of its entrance into the BSS. Again, after confirmation, the mobile host can
then communicate with other networks via this new access point.

iv.  Distribution : This service is used when an access point wants to use a
distribution system to communicate with other networks.

v. Integration : This service is used for a non-802.11 wireless network to

communicate with a distribution system.

1.10 IEEE 802.11 Topologies

The 802.11 standard describes two modes of deployment for the WLAN

I.  Infrastructure mode

ii.  The Ad-Hoc mode.
The most basic wireless LAN topology is a set of stations, which have recognized each
other and are connected via the wireless media in a peer-to-peer fashion. This form of

network topology is referred to as an Independent Basic Service Set (IBSS) or an Ad-hoc

network.

13



In an IBSS, the mobile stations communicate directly with each other. Every mobile
station may not be able to communicate with every other station due to the range
limitations. There are no relay functions in an IBSS therefore all stations need to be

within range of each other and communicate directly.

N

Wireless PCI g Wireless USB
Wireless-LAN

. TAN Ad-Hoc .

Wireless USB Wireless F‘C Card

Figure 1.6 The ad-hoc mode [27]

WIRED METWORK

Infrastructure
x
i

Figure 1.7 Infrastructure mode [28]

An Infrastructure Basic Service Set is a BSS with a component called an Access Point

(AP). The access point provides a local relay function for the BSS. All stations in the

14



BSS communicate with the access point and no longer communicate directly. All frames
are relayed between stations by the access point. This local relay function effectively
doubles the range of the IBSS.

1.11 IEEE 802.11 Handoffs

The handoff procedure of IEEE 802.11[21][11][2] can be divided into two steps:

i.  Discovery
ii. Re-authentication.

Discovery: In order to find a nearby AP, a MH scans all channels either passively or
actively. In passive scanning, a MH listens to AP’s periodic beacon messages to know
their parameters, such as beacon interval, capability information, BSSID, supported rate,
etc. In active scanning, for every channel, a MH will broadcast a probe request and

expect probe responses from APs.

Re-Authentication: This typically involves the authentication and re-association
procedures. The re-authentication phase transfers the credentials of the MH from the old
AP to the new AP.

Below Figure-1.8 shows the steps involved during handoff. Whenever the station is on, it
starts the scans for APs by either sending probe request messages (active scan) or by
listening for beacon message (passive scan) broadcast by AP. In Figure-3 message A
through D shows the active scan. A probe request (message A and C) is sent by the STA
and probe responses (messages B and D) are received from the AP to station. After
scanning all intended channels, the station selects the AP based on data rates and signal
strength. After probe a station and AP exchange authentication (message E and F). After
authentication station sends a re-association request to AP (message G) and receives a re-
association response from the AP (message H). During re-association, the APs involved

exchange station context information.

At last the mobile host successfully connects with the Access point.

15



STA

Announce Protocol

A
v
>
o
o

Broadcast

Probe request

Probe response

Broadcast
Probe request

Probe response

Authentication

Authentication

Reassociation Request
Reassociation Response

802.11 messages

<
<

v

Figure 1.8 Handoff procedure by IEEE 802.11
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1.11 Structure of thesis

Chapter 2: In this chapter the Literature survey is carried out.

Chapter 3: In the chapter the Problem statement is defined, also set the objectives and
methodology used is mentioned.

Chapter 4: In this Chapter the Configuration details is shown, the Software Access
Point and Hardware Access point results have been obtained and analysis is carried
out. IAPP implementation in Software AP and messaging is also shown between
Software AP and Mobile Hosts

17



CHAPTER 2

LITERATURE REVIEW

To provide integrated networking service, Helal et al. (2000) presented architecture for
integration between wireless LANs and wireless WANSs. Similarly, their architecture uses
Mobile IP as an integrative layer a top different LAN/WAN networks. However,
reducing the handoff latency is not discussed in their paper.

Several studies have focused on reducing the handoff latency for mobile hosts to roam
across IP networks or across access points in various aspects. Fikouras et al.
(2001) proposed a method using the link-layer information to accelerate Mobile IP
handoff. Through link-layer information such as the 802.11b Service Set Identifier
(SSID) that provides the identity of Mobile IP agent, Mobile IP mechanisms for
movement detection and periodic Mobile IP agent broadcast advertisements are not
necessary. Therefore, faster Mobile IP hand-offs can be achieved. However, this method
should assume that the link-layer is capable of delivering information to Mobile IP layer
regarding the identity of Mobile IP agent. In contrast, our approach maintains the layer
independence and uses packet filter in access point’s bridge program to reduce
unnecessary broadcast advertisements from Mobile IP agent.

Mishra et al. (2004)[2] proposed proactive caching to avoid handoff delay caused by
IAPP communication between two access points as well as access point and RADIUS
server. Current access point of a mobile host distributes the security context of the mobile
host to its neighboring access points in advance. So that when the mobile host is re-
associating to its neighboring access point, context transfer from old access point to new
access point is not needed. They also devised an efficient data structure, neighbor graphs
(Mishra et al., 2004), to dynamically determine the set of potential neighboring access
points without examining network topology and manually creating the set. Currently, the
proposed proactive caching is included in the IAPP recommended practice (IEEE, 2003).
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Shin et al. (2004) devised a discovery method using neighbor graphs and non-overlap
graphs in the probing process to find a new access point with the best signal quality with
respect to the mobile host. Their goal is to reduce the total number of probed channels as

well as the total time spent waiting on each channel.

Pack and Choi, 2002a and Pack and Choi, 2002 proposed a fast inter-access point handoff
scheme for public wireless LAN. They use predicative authentication scheme to
minimize the handoff latency caused by authentication procedures at the new access
point. Whereas, our work focuses on the implementation of the system supporting |APP
protocol and using dual packet filtering technique to reduce traffic on wireless networks

and improve transmission performance.

Chun-Ting Chou and kang G. Shin[1], Fellow, IEEE proposed Enhancement relies on the
access point’s interoperability with other APs, provided by the IP-Based IAPP, so as to
enable the intra and inter-subnet link-layer frame buffering-and-forwarding. They used
ns-2 simulation results show that the inter-subnet handoff process is transparent to the
mobile host’s TCP session. The enhanced IAPP supports higher user mobility and
achieves a higher TCP throughput.

Sourav Pall, Sumantra Kundu3, Preetam Ghosh2, Kalyan Basu3,andSajalDas3, 1
Microsoft Corporation, 2 USM, 3 CReWMaN Lab[13], UTA describe the design,
implementation, and evaluation of a software based framework that facilitates seamless
and transparent handoff between different APs in standard IEEE802.11 based wireless
local area networks (WLANS). Although different solutions are available in the literature
that seeks to address the handoff latency, most of them propose changes that are outside
the purview of the current 802.11 standards. They have specifically kept such
compatibility restrictions in mind and have devised a software based client side solution
that is capable of reducing handoff delays to an average value of 20ms. They have
successfully implemented and tested our proposed solution framework on Atheros
AR5212 chipsets using the open source MadWifi driver.
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Kumudu S. Munasinghe and Abbas Jamalipour[19], School of Electrical and Information
Engineering, They presents an analytical model for evaluating signaling cost of vertical
handoffs in a heterogeneous mobile networking environment at the core network level for
a roaming user. The numerical analysis and evaluation is based on a framework designed
for interworking between Universal Mobile Telecommunications System (UMTYS),
CDMA2000 technology, and mobile WIMAX (Worldwide interoperability for
Microwave Access) Networks. Results and analysis illustrate the behavior of the
signaling cost metric against session arrival rate, network mobility rate, and the call-to-

mobility rate.

Li Jun ZHANG & Samuel PIERRE 2006[18], proposed A New Seamless Method to
Support CDMA2000/WLAN Vertical Handover and demonstrated the effectiveness of
their Numerical results show that the new method has better performance than the brute
force handoff the seamless handoff and the optimized seamless handoff.

Ping-Jung Huang, Yu-Chee Tseng, and Kun-Cheng Tsai 2006[7], wireless networks. This
paper proposed a fast and seamless handoff solution for IEEE 802.11 wireless LAN with
IAPP. It is based on a concept of neighbor graph, which describes the nearby access
points (APs) that a mobile host (MH) may find. Then we further derive selective
scanning with unicast in power-save mode, pre-registration of IAPP, and frame
forwarding-and-buffering mechanisms. Selective scanning allows a MH to only try
potential handoff targets. Pre-registration allows early transfer of a MH's security context
from its old AP to new AP. The forwarding-and-buffering mechanism is to solve the
packet loss problem during handoff. There performance evaluation shows that the
proposed solution can result in 90% reduction in the handoff latency from standard

handoff procedure.

Lei Zan, Jidong Wang and Lichun Bao[12], Bren School of Information and Computer
Sciences, University of California, Irvine, CA 92697 2005, roaming capabilities. They
propose a mobility management scheme, called Personal AP, to support station mobility
efficiently. In Personal AP mobility support system, the mobility context of each mobile

station is defined by the relevant state information at the currently associated access
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point, including the MAC layer association states at the access point. When the mobile
station roams, the access point context follows the mobile station from one physical
access point to another, thus creating the “ghost” access point following the mobile

station and eliminating the mobile station from re-associating with new access points.

Mobile 1IP2 David J. Y. Lee and William C. Y. Lee, Group Technology Strategy
2001[8], they proposed a mean for ubiquitous network access for consumers in both
wired and wireless environments. We introduce the concept of multiple-interfaced
multiple-connection to support high-speed handoff and seamless roaming between
different networks (wired and wireless). This is implemented by improving current
mobile IP concept, extending existing IP (specifically CMIP and Am) functions and

enhancing current PC device drivers and software.

Behcet Sarikayaa and Timucin Ozugur[10], Computer Science Department, University of
orthern British Columbia, Prince George, B.C., Canada, 2004, they design a protocol for
paging (tracking agent based paging or TAP) IEEE 802.11 wireless LAN hosts. Mobile
nodes in IEEE 802.11 BSS constitute a Layer-2 paging area. The tracking agent (TA) is
in charge of the paging state, and TA continuously updates the paging state after each
Layer 2 handoff. Paging on the wireless link is done by extended beacons, and does not
involve periodic layer-3 messages. Signaling in TAP is based on IEEE’s IAPP with
minor extensions. They evaluate the performance of TAP and show that TAP achieves

superior power savings.

SeongSoo PARK]17], New Technology Development Team, Network R&D Center, SK
Telecom 2004, They describe the roaming service with mobile [P between public
WLAN and cdma2000 Ix Ev-Do design, and implemented. In terms of network
Configuration, the coverage of public WLAN network is overlapped with that of Ev-Do
network. In this Configuration, mobile terminal will decide the access system among the
available systems. They propose the roaming method based on measuring the power of
WLAN signal in hybrid network environments, and implement it.
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M.S. Bargh, R.J. Hulsebosch, E.H. Eertink A. Prasad, H. Wang, P. School 2004[16],
They analyses the applicability of IEEE 802.11f and Seam by solutions to enable fast
authentication for inter-domain handovers and proposes a number of possible changes to
these solutions (typically in terms of network architectures and/or required trust

relationships) for inter-domain operation.

Cheng-Shong Wu et al[15], they propose a cross-layer fast handoff scheme in order to
provide seamless mobility support to the mobile hosts in IEEE 802.11 wireless networks.
They modify the enhanced IAPP to fit real-time traffic and extend the function of an
IEEE 802.11 Access Point to co-operate with cross layer considerations. The link layer

handoff latency has been improved by proposed scheme.

lan Herwono et al[20], this paper demonstrates how the Inter Access point Protocol
(IAOOQ) can be used to improve the performance in a Media Point systems. They present
three mechanisms to improve performance. First, IAPP allows reducing the required
signaling by means of an extended EAP-TLS authentication procedure. Second, |APP
can be used to trigger an abbreviated DHCP procedure. Third they present a pre-caching

mechanism for the hierarchically structured media point network.

Sangho Shin, Anshuman Singh Rawat & Henning Schulzrinne[21], discovered the new
handoff procedure which helps the mobile station to perform a Handoff whenever it
moves out of the range of one access point (AP) and tries to connect to a different one.
This takes a few hundred milliseconds, causing interruptions in communication. They
developed a new handoff procedure which reduces the MAC layer handoff latency, in
most cases, to a level where communication become seamless. This new handoff
procedure reduces the discovery phase using a selective scanning algorithm and a caching

mechanism.

Jungwook Choi $ Hyukjoon Lee[41], In this paper, they describe a seamless handover
scheme for an IEEE 802.11p-based wireless access system that take advantage of the
fixed-order placement of the RSUs and unidirectional movement of the vehicle along the
highway. More specifically this handover scheme utilize the IEEE 802.11 disassociation

22



message as to signal the old RSU of an on-board Unit’s (OBU) departure from its
coverage area. The subsequent downstream data frames can be proactively forwarded to
the new RSU for delivery to the OBU after its link establishment with the RSU.

A.Gueroui and S.Boumerdassi[33], In this paper the effect of handovers in the fixed part
of a cellular network by defining two new algorithms. These algorithms are based on two
different schemes: pre-establishment with prediction and uniform pre-establishment.
Their goal is to improve two parameters of the quality of service: blocking calls and
dropping handovers.

Masugi Inoue, Khaled Mahmud, Homare Murakami, Mikio Hasegawa, and Hiroyuki
Morikawa [34], An out-of-band Basic Access Signaling (BAS) protocol is introduced for
use in heterogeneous wireless networks. The BAS protocol enables a mobile terminal to
communicate with an agent in a fixed network through any radio access network (RAN)
chosen by the user as the Basic Access Network (BAN). The agent uses information on
the location of mobile terminals and on the availability of RANSs to decide which RAN to
use, taking the user’s preferences into account. This protocol was implemented in a
demonstration system using existing radio systems and the standard Mobile IP protocol.
The separation of the signaling path from the data paths was found to save energy and to
facilitate handover between RANS

Alex Yiu-Man Chan and Wen-Pai Lu[35], This paper presents an architecture for
wireless access in vehicles, to facilitate real-world deployments. A Mobile Access Router
provides network connectivity to multiple wireless networks, from wireless LANS to
wide area mobile networks such as CDPD or CDMA, in a size ideal for vehicles. A
wireless LAN allows a low-cost deployment of high-speed wireless networks in a metro
area. In addition, by using Mobile IP, VPN, and other intelligent network services, the
networked vehicle can achieve seamless roaming and secured network connectivity
anytime and anywhere. The possibility for innovative, multimedia applications on this

versatile architecture is endless.
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N. Olaziregi, A.H. Aghvami[36], This paper analyzes the management requirements
to control the reConfiguration process of terminals. Accordingly, a supporting
network element and subsequent software architectural design are proposed. In
particular the components allowing for soft handovers are addressed. In addition,
features to shorten the service outage time at mode selection are also described.

Ronald Beaubrun, Samuel Pierre, Paola Flocchini & Jean Conan[37] This paper presents
an efficient approach which facilitates interoperability between heterogeneous networks
during global roaming situations. Preliminary results reveal that such an approach
significantly improves the performance of the NG wireless systems in terms of generated
signaling traffic and response time during the global roaming process. Global Roaming
Management in the Next-Generation Wireless Systems

Murad Abusubaih, James Gross, and Adam Wolisz [38], this paper presents and valuates
an Inter-Access Point Coordination protocol for dynamic channel selection in IEEE
802.11 WLAN:S. It addresses an open issue for the implementation of many distributed
and centralized dynamic channel selection policies proposed to mitigate interference
problems in Wireless LANs (WLANS). The presented protocol provides services to a
wide range of policies that require different levels of coordination among APs by
enabling them to actively communicate and exchange information. An Intra-Cell protocol
that enables interaction between the AP and its accommodated stations to handle channel

switching within the same cell is also presented.

Farouk. Belghoul, Yan. Moret, Christian. Bonnet[39], In this paper they propose to
analyze current handover approaches in main IP-based mobility protocols in terms of
complexity, efficiency, and effect on TCP performances; we discuss number of issues
that motivate each handover design. A number of key design choices are identified and

exploited from this analysis to present our new IPv6-based soft-handover approach.

Eric Y. Chen and Mistutaka Itoh [40], In this paper, they presented Virtual Smartphone
over IP system that allows smartphone users to create virtual images of Smartphone in
the cloud and access these images remotely from their physical Smartphone. The

24



prototype we implemented integrates the remote environment with the local environment
and allows users to run remote applications as they would locally. Through our
prototype, mobile applications installed in the cloud can access sensor readings on the
physical Smartphone. Our prototype also boosts the performance of mobile applications
by providing virtually unlimited computing resources at user’s fingertips, without

draining the device battery.
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CHAPTER 3

PROBLEM STATEMENT

3.1 Problem Definition

Wireless enabled systems have become fairly ubiquitous, with Wi-Fi accessibility being
available not only with laptops but also cell phones, DVD-players, televisions and other
electronic devices. The increase in number of devices with Wi-Fi capability has helped
against the cable clutter, but a wireless network requires investment in a hardware
wireless access point device to transmit and receive signals from all the Wi-Fi enabled
device. These devices are preprogrammed and cannot be customized as per user
requirements and needs. In some networks most of the communication takes place
between just a client and server, like streaming a movie from a storage server to a display
device. Hardware access points are not necessary for such simple loads. The Hardware
access point has the mobility problem.

IAPP IEEE802.11f standard was proposed for smooth hand-off from one access point to
another, while client is on move. We wish to implement IAPP using Linux hosted access
points

3.2 Objectives

e To design and implement a Linux Access Point.
e To compare the Software Access point with Hardware Access Point, emphasis
IAPP Implementation.

e To evaluate and validate the test results.
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3.2 Methodology

e Set-up Isolated network using 2-3 wireless enabled laptops/Desktops (Linux
platform)

e Install the hostapd a freeware and configure it to work as an Access Point.

e Install and configure the dhcpd server so that the IP addresses can be released by
the Access point, while probed by the Mobile Hosts.

e Use Configuration stubs to test Linux Hosted Access Point functionality

e Start the Wi-Fi adapter of Laptop or Desktop into Master Mode to work as a
Software Access Point.

e Compare the Announce protocol of Hardware Access Point vs Software Access

Point using ping and test it by sending the different size of payloads.
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CHAPTER 4

LINUX BASED SOFTWARE ACCESS POINT

A wireless access point running on Linux can be configured to operate as a bridge, by
simply forwarding packets between the wireless network and the local Ethernet. This
allows wireless devices to be switched on and connected to an existing network with

Configurations to the host computer systems wireless network adapter.

The first step in setting up a system that can act as a Software Access Point we need a
Linux OS. The test system used uses the Ubuntu variant of Linux.

4.1 Ubuntu

Ubuntu is, and always will be, absolutely free. Created by the best open-source experts
from all over the world, Ubuntu is available in 24 languages and available free for
download. Ubuntu is a fast, secure and easy-to-use operating system used by millions of
people around the world. Thousands of free applications are freely available in the

Ubuntu Software Centre, which can be customized as required.

Ubuntu works brilliantly with a range of devices. No installation CDs. No fuss. And it’s
compatible with Windows also.
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Figure 4.1 a Fresh look of Ubuntu

Ubuntu loads quickly on any computer, but it's super-fast on newer machines. With no
unnecessary programs and trial software slowing things down, booting up and opening a
browser takes seconds. Unlike other operating systems that leave staring at the screen,
waiting to get online. And Ubuntu won’t grow sluggish over time. It’s fast. And it stays

fast.

Global community is made up of thousands of people who want to help build the best
open-source operating system in the world. They share their time and skills to make sure
that Ubuntu keeps getting better and better. From IBM to Google, Firefox to Wikipedia —
some of today's best software is based on an open-source model. Shared efforts. Shared

principles. No cost.

The best feature is that whether want to browse the web, email and chat, create
documents or edit videos, Ubuntu's got it all. Also Ubuntu does everything you need it to.
It'll work with your existing PC files, printers, cameras and MP3 players.
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4.2 Access Point setup

Ubuntu Access Point "WIlan0 10.10.0.1
DHCP Server 10.10.0.0

ethO connecting
wired equipment

P o

< <€
WLAN Client WLAN Client
10.10.0.x 10.10.0.x

Figure 4.2 Ubuntu Access Point

Figure 4.2 shows that the desktop computer system having Wi-Fi supported adapter is
configured as a Access Point. The interface wlan0O is configured as DHCP server
(10.10.0.0) and an IP pool is assigned to it. Whenever any wireless enabled device is
found within this Ubuntu Access Point Premises, it lease the IP to the client, after the
clients acquires the IP automatically they are ready for communicating with each other.
The information received at ethO (wired connected network) can also be broadcasted to

the wireless part of the network using routing technique.
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4.3 Concept

Used an application called hostapd and put it into the master mode, which allows the Wi-
Fi adapter to work as Access Point, where the SSID name, channel, hardware mode etc is
defined. To connect the client to the Access Point an IP address is required for that the

DHCP is used which lease the IP’s to the probing clients.

4.4 Important Configuration details

(NOTE: The actual Configuration files used are shown as Annexure as mentioned below)

The steps to configure a Software Access Point on host computer system are as

follows:
All the command to be in sudo mode

Installing the required packages for the Access Point is dhcp-server3 and hostapd. The

command used to install this package is
sudo apt-get install dhcp3-server hostapd
Once the packages are installed,
I.  modify the hostapd.conf and do the following Configuration. (Annexure-1)

interface = wlan0
driver = nl80211
ssid = MyAP
hw_mode =g
channel =11
IAPP_interface=eth0
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Configure the Dynamic Host Control Protocol (DHCP) on the interface wlanO .
(Annexure-11)
Subnet 10.10.0.0 netmask 255.255.255.0 {
Range 10.10.0.2 10.10.0.50;

Start the dhcpd daemon

Configure the new interface. (Annexure-111)
iface wlanO inet static

address 10.10.0.1

netmask 255.255.255.0

Now restart the network daemon and dhcpd daemon.
Now the dhcp is ready to lease the IP address to the Mobile Host, DHCP
configuration is bounded to the wlan0 interface.

NAT Configuration with IP Tables

Set up IP Forwarding and Masquerading

iptables --table nat --append POSTROUTING --out-interface ethO -j
MASQUERADE

iptables --append FORWARD --in-interface ethl -j ACCEPT

Enables packet forwarding by kernel
echo "1" > /proc/sys/net/ipv4/ip_forward
iptables -t nat -A POSTROUTING -0 eth0 -] MASQUERADE

Run the hostapd and this will display the messages on the consoles

hostapd -dd /etc/hostapd/hostapd.conf
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This will show the probes being done by other hotspot devices and also show its
association and inactivity details frequently.

4.5 Testing Platform

The tests were conducted on a Computer system Intel Core 2 Duo 2.10 Ghz CPU, 3GB
RAM, computer system has 1397 WLAN Mini-Card for Wireless, Installed OS Ubuntu
10.04.

4.6 Results

i.  From Ubuntu based Access Point

43 Applications Places System ﬁ
288 sukh@sukh: -
File Edit View Terminal Help

RX packets:@ errors:® dropped:® overruns:® frame:@

TX packets:25 errors:0 dropped:0 overruns:0 carrier:8
collisions:@ txqueuelen:l@es

RX bytes:8 (8.8 B) TX bytes:4182 (4.1 KB)

sukh@sukh:-% ifconfig

ethe Link encap:Ethernet Hwaddr @8:23:ae:40:df:c7
UP BROADCAST MULTICAST MTU:1508 Metric:1
RX packets:® errors:8 dropped:® overruns:® frame:@
TX packets:8 errors:8 dropped:@ overruns:® carrier:8
collisions:@ txqueuelen:le88
BX bytes:8 (0.8 B) TX bytes:8 (8.8 B)
Interrupt:18

lo Link encap:Local Loopback
inet addr:127.8.8.1 Mask:255.8.8.8
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:12 errors:® dropped:® overruns:0 frame:@
TX packets:12 errors:0 dropped:8 overruns:0 carrier:8
collisions:@ txqueuelen:@
RX bytes:728 (720.8 B) TX bytes:728 (720.8 B)

sukh@sukh:~% []

Figure 4.3 System ifconfig details prior to AP mode
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It shows the laptop ifconfig details where the wlan0 is not present means the Laptop is at

present working as normal Computer not an Access Point.

ethe

lo

mon.wlan@
-pe

wlan@

{3 Applications Places 5ystem6;_.

File Edit View Temminal Help
sukh@sukh:

sukh@sukh:

sukh@sukh: -

~% ifconfig

Link encap:Ethernet Hwaddr 00:23:ae:40:df:c7

UP BROADCAST MULTICAST MTU:1508 Metric:1

RX packets:0 errors:8 dropped:® overruns:@ frame:@
TX packets:0 errors:@ dropped:® overruns:® carrier:@
collisions:® txqueuelen:1000

RX bytes:® (0.6 B) TX bytes:0 (0.0 B)

Interrupt:18

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.0.0.8

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:12 errors:0 dropped:® overruns:Ekframe:@
TX packets:12 errors:@ dropped:@ overruns:0 carrier:@
collisions:® txqueuelen:@

RX bytes:720 (720.0 B) TX bytes:720 (720.0 B)

Link encap:UNSPEC Hwaddr 00-25-56-95-F9-D8-30-30-00-00-00-00-00-00-00

UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
RX packets:@ errors:@ dropped:® overruns:@ frame:@
TX packets:®@ errors:0 dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1080

RX bytes:® (0.8 B) TX bytes:0 (9.0 B)

Link encap:Ethernet Hwaddr ©0:25:56:95:19:d8

inet addr:16.10.0.1 Bcast:10.255.255.255 Mask:255.0.0.0
inet6 addr: fe8@::225:56ff:fe95:79d8/64 Scope:Link

UP BROADCAST MULTICAST MTU:1508 Metric:1

RX packets:@ errors:@ dropped:@ overruns:@ frame:@

TX packets:34 errors:8 dropped:@ overruns:0 carrier:@
collisions:@ txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:6513 (6.5 KB)

~% l

Figure 4.4 System ifconfig details after AP mode
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Figure 4.4 shows the Laptop ifconfig and at this movement the Wi-Fi adapter(i.e wlan0
interface) of this Laptop is in Master Mode means working as Access Point with the IP
Address of 10.10.0.1.

File Edit View Terminal Help

root@sukh:~# hostapd -dd /etc/hostapd/hostapd.conf

Configuration file: /etc/hostapd/hostapd.conf

Opening raw packet socket for ifindex 5971956

|Bss count 1, BSSID mask ff:ff:ff:ff:ff:ff (8 bits)

SIOCGIWRANGE: WE(compiled)=22 WE(source)=21 enc capa=0xf

nl86211: Added 862.11b mode based on 882.11g information

Allowed channel: mode=1 chan=1 freg=2412 MHz max tx power=20 dBm
Allowed channel: mode=1 chan=2 freg=2417 MHz max tx power=26 dBm
Allowed channel: mode=1 chan=3 freq=2422 MHz max tx power=28 dBm
Allowed channel: mode=1 chan=4 freq=2427 MHz max_tx power=28 dBm
Allowed channel: mode=1 chan=5 freg=2432 MHz max tx power=20 dBm
Allowed channel: mode=1 chan=6 freq=2437 MHz max tx power=28 dBm
Allowed channel: mode=1 chan=7 freq=2442 MHz max_tx power=20 dBm
Allowed channel: mode=1 chan=8 freg=2447 MHz max tx power=20 dBm
Allowed channel: mode=1 chan=9 freq=2452 MHz max tx power=28 dBm
Allowed channel: mode=1 chan=18 freq=2457 MHz max_tx power=20 dBm
Allowed channel: mode=1 chan=11 freq=2462 MHz max tx power=20 dBm
Allowed channel: mode=8 chan=1 freq=2412 MHz max tx power=28 dBm
Allowed channel: mode=8 chan=2 freq=2417 MHz max tx power=28 dBm
Allowed channel: mode=8 chan=3 freg=2422 MHz max tx power=20 dBm
Allowed channel: mode=8 chan=4 freg=2427 MHz max tx power=26 dBm
Allowed channel: mode=8 chan=5 freq=2432 MHz max_tx power=28 dBm
Allowed channel: mode=8 chan=6 freq=2437 MHz max tx power=20 dBm
Allowed channel: mode=8 chan=7 freg=2442 MHz max tx power=20 dBm
Allowed channel: mode=8 chan=8 freq=2447 MHz max_tx power=28 dBm
Allowed channel: mode=8 chan=9 freg=2452 MHz max tx power=20 dBm
Allowed channel: mode=8 chan=16 fregq=2457 MHz max tx power=28 dBm
Allowed channel: mode=8 chan=11 freq=2462 MHz max tx power=20 dBm
RATE[9] rate=10 flags=8x2
RATE[1] rate=28 flags=8x6
RATE[2] rate=55 flags=8x6
RATE[3] rate=110 flags=08x6
RATE[4] rate=68 flags=8x8
RATE[S5] rate=98 flags=0x@
RATE[6] rate=120 flags=0x0
RATE[7] rate=1808 flags=0x8
RATE[8] rate=248 Tlags=0x0
RATE[9] rate=3608 flags=6x0
RATE[168] rate=488 flags=6x@

Figure 4.5 Running AP showing the allowed channel for communication
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Figure 4.5 shows the Wi-Fi adapter is running as Access Point and allowing the channels

to be probed by the Mobile Host.

RATE[7] rate=180 flags=0x@

RATE[8] rate=240 flags=0x0

RATE[9] rate=360 flags=0x0

RATE[10] rate=480 flags=6x®

RATE[11] rate=540 flags=0x0

Passive scanning not supported

Flushing old station entries

Deauthenticate all stations

Mode: IEEE 802.11g Channel: 11 Frequency: 2462 MHz
Using interface wlan® with hwaddr 00:25:56:95:19:d8 and ssid 'MyAP’
wlan@: Setup of interface done.

MGMT (TX callback) ACK

Figure 4.6 MyAP interface done and ready to receive at channel 11

Figure 4.6 shows that, the Laptop is on the IEEE 802.11g mode with channel 11 and the
SSID is MyAP. Now it is ready to acknowledge the probe signals of the Mobile Hosts.
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File Edit View Terminal Help

unknown vendor specific information element ignored (vendor
STA 908:1b:77:4f:43:cf sent probe request for broadcast SSID
MGHMT (Tx callback) ACK

mgmt: :proberesp cb

unknown vendor specific information element ignored (vendor
unknown vendor specific information element ignored (vendor
STA 08:24:82:0b:62:a9 sent probe request for broadcast SSID
unknown vendor specific information element ignored (vendor
unknown vendor specific information element ignored (vendor
MGMT (TX callback) fail

mgmt: :proberesp cb

unknown vendor specific information element ignored (vendor
unknown vendor specific information element ignored (vendor
STA 98:4c:e5:2d:92:79 sent probe request for broadcast S5ID
MGMT (TX callback) fail

mgmt: :proberesp cb

unknown vendor specific information element ignored (vendor
unknown vendor specific information element ignored (vendor
STA 90:4c:e5:2d:92:79 sent probe request for broadcast SSID
MGMT (TX callback) fail

mgmt : :proberesp cb

STA 88:12:f@:8b:a7:8d sent probe request for broadcast S5ID
MGMT (TX callback) fail

mgmt : :proberesp cb

STA 88:12:f0:8b:a7:8d sent probe request for broadcast SSID
MGHMT (Tx callback) fail

mgmt: :proberesp cb

STA 00:12:f@:8b:a7:8d sent probe request for broadcast SSID
MGMT (TX callback) ACK

mgmt : :proberesp cb

STA 88:12:f8:08b:a7:8d sent probe request for broadcast SSID
MGMT (TX callback) fail

mgmt: :proberesp cb

STA 08:12:f0:0b:a7:8d sent probe request for broadcast 55ID
MGMT (TX callback) ACK

mgmt ; :proberesp cb

STA 68:12:f8:8b:a7:8d sent probe request for broadcast S5ID
MGMT (TX callback) ACK

mgmt : :proberesp cb

our

ouI

oux
ouI

ouT

oul
ouI

88:83:47

88:13:92
ea:1f:41

88:13:92
80:1f:41

:3
(g
o
& 0
= P

28
-
gt
£ 0
Pl

1 root@suk < (Updats Manager] 0 suh@sih -

len=T)

len=8)
len=13)

len=8)
len=13)

len=8)
len=13)

len=8)
len=13)

Figure 4.7 Probe request for broadcast SSID to Mobile Hosts

Figure 4.7 shows the probe signals received from the Mobile Hosts to the Software

access point
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mgmt : :auth

authentication: STA=88:12:f8:8b:a7:8d auth alg=8 auth transaction=1 status code=8 wep=8
wlan@: STA €0:12:f0:0b:a7:8d IEEE 802.11: authentication OK (open system)

wlan@: STA ©0:12:f08:6b:a7:8d MLME: MLME-AUTHENTICATE.indication(@@:12:f@:6b:a7:8d, OPEN S
wlanB: STA 88:12:f@:0b:a7:8d MLME: MLME-DELETEKEYS.request(60:12:f0:0b:a7:8d)

authentication reply: STA=86:12:f@:8b:a7:8d auth alg=@ auth transaction=2 resp=8 (IE len=
MGMT (TX callback) ACK

mgmt: :auth cb
wlan@: STA 86:12:f@:8b:a7:8d IEEE 882.11: authenticated
MGMT

mgmt: :as50C_req
association request: STA=80:12:f@:8b:a7:8d capab info=8x481 listen interval=10
old AID 1
wlanB: STA 86:12:f08:6b:a7:8d IEEE 882.11: association OK (aid 1)
MGMT (TX callback) ACK
mgmt::assoc resp cb
wlang: STA 08:12:f0:0b:a7:8d IEEE 862.11: associated (aid 1)
wlang: STA 08:12:f0:08b:a7:8d MLME: MLME-ASSOCIATE.indication(@e:12:fe:8b:a7:8d)
wlang: STA 08:12:f9:0b:a7:8d MLME: MLME-DELETEKEYS.reguest(08:12:fe:0b:a7:8d)
wlan@: STA 8@:12:f0:8b:a7:8d RADIUS: starting accounting session 4DF77861-86000806
Checking STA 68:12:f8:0b:a7:8d inactivity:
Polling STA with data frame
STA 60:12:f0:0b:a7:8d ACKed pending activity poll
Checking STA 80:12:f8:8b:a7:8d inactivity:
Station has ACKed data poll
STA ©6:22:fb:al:78:78 sent probe request for broadcast SSID
MGMT (TX callback) ACK
mgmt : :proberesp cb
STA 08:22:fb:a1:78:78 sent probe request for broadcast SSID
MGMT (TX callback) ACK
mgmt: :proberesp cb
STA 09:22:fb:al:708:78 sent probe request for broadcast SSID
STA 808:22:Tb:al:78:78 sent probe request for broadcast SSID
MGMT (TX callback) ACK
mgmt : :proberesp cb
MGMT (TX callback) ACK
mt: :proberesp cb

= sukh@sukh: ~

Figure 4.8 Association established with station

Figure 4.8 shows, as the Software Access Point Acknowledges the Mobile Host request,
then it authenticates and the association request is sent, once accept the association is
established.
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000 root@sukh: ~
File Edit View Terminal Help

STA 80:12:f0:8b:a7:8d sent probe request for our SSID
STA 80:12:78:0b:a7:8d sent probe request for broadcast SSID
MGMT (TX callback) ACK
mgmt: :proberesp cb
MGMT (TX callback) ACK
mgmt: :proberesp cb
STA 08:12:f0:8b:a7:8d sent probe request for our SSID
STA ©9:12:T08:8b:a7:8d sent probe request for broadcast S5ID
MGMT (TX callback) ACK
mgmt: :proberesp cb
MGMT (TX callback) ACK
mgmt : :proberesp cb
MGMT
mgmt::auth
authentication: STA=88:12:f8:8b:a7:8d auth alg=8 auth transaction=1 status code=8 wep=@
wWlan@: STA 80:12:f8:8b:a7:8d IEEE 862.11: authentication OK (open system)
wlan@: STA 80:12:f6:8b:a7:8d MLME: MLME-AUTHENTICATE.indication(@6:12:f@:6b:a7:8d, OPEN SYSTEM)
wlan@: STA 00:12:f8:8b:a7:8d MLME: MLME-DELETEKEYS.request(@6:12:f@:0b:a7:8d)
authentication reply: STA=88:12:f@:eb:a7:8d auth alg=e auth transaction=2 resp=0 (IE len=8)
MGMT (TX callback) ACK
|mamt: :auth cb
wlan®: STA 808:12:f6:8b:a7:8d IEEE 882.11: authenticated
MGMT
|mgmt::assoc reg
association request: 5TA=80:12:f0:6b:a7:8d capab info=8x481 listen interval=18
old AID 1
wlan@: STA B88:12:1§:0b:a7:8d IEEE 882.11: association OK (aid 1)
MGMT (TX callback) ACK
|ngmt: :assoc_resp cb
Wwlan®: STA @80:12:f0:8b:a7:8d IEEE 802.11: associated (aid 1)
wlan®: STA 80:12:f0:8b:a7:8d MLME: MLME-ASSOCIATE.indication(@8:12:f8:8b:a7:8d)
wlan®: STA 88:12:fB:8b:a7:8d MLME: MLME-DELETEKEYS.request(80:12:f8:8b:a7:8d)
wlan@: STA 80:12:f8:8b:a7:8d RADIUS: starting accounting session 40F77601-8086860ES
Checking STA 88:12:f@:8b:a7:8d inactivity:
Polling STA with data frame
STA ©88:12:f8:0b:a7:8d ACKed pending activity poll
Checking STA 808:12:f8:8b:a7:8d inactivity:
Station has ACKed data poll

Figure 4.9 Probing and checking the station inactivity

Figure 4.9 shows, inactive scanning. Once the association is established between
Software Access Point and the Mobile Host the Access point Keep on checking the status
of the Mobile Hosts which are associated with the Access Point. This ensures that the

Mobile Host’s are active or inactive.
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ii. Client end Screenshots

Wired Networks

Wireless Networks
MyAP
Disconnect

Hostel]
OpenAccess
Wi5_SarabhaNGR3
VPN Connections

annect to Hidden Wireless Network... N
Create New Wireless Network...

[4 © [llike Ubuntu: Let's be... [Computer - File Browser] ™ [kratos@Dione: ~]
Figure 4.10 Station connected with MyAP (a software AP)

Figure 4.10 shows that the Mobile Host is established an association with the MyAP
SSID of Software Access Point.
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kratos@ione:~$% ping 10.10.9.1
PING 16.10.06.1

(10.10.0.1) 56(84) bytes of
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10.
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: icmp seg=1

64 bytes from 10.10.8.1:

&

&

icmp seq=2
icmp seq=3
icmp seq=4
icmp seq=5
icmp seq=6
icmp seq=7
icmp seq=8
icmp segq=9

ttl=64
ttl=64
tt1=64
tt1=64
tti=64
tt1=64
ttl=64
ttl=64
ttl=64

data.

time=2.89
time=12.4
time=3.42
time=4.70
time=17.2
time=7.48
time=21.1
time=81.6
time=2.72

ms
ms
ms
ms
ms
ms
ms
ms
Mms

icmp seq=10 ttl=64 time=9.11 ms

: icmp segq=11 ttl=64 time=3.53 ms

icmp seq=12 ttl=64 time=28.8 ms
icmp seq=20 ttl=64 time=9.085 ms
icmp seq=21 ttl=64 time=6.29 ms

icmp seq=22
icmp seq=23
icmp seq=24
icmp seq=25
icmp seq=26
icmp seq=27
icmp seq=28
icmp seq=29
icmp seq=36
icmp seqg=31
icmp seq=32
icmp seq=33
icmp seq=34
icmp seq=35
icmp seq=36
icmp seq=37
icmp seq=38
icmp seq=39
icmp seq=40
icmp seq=41
icmp seq=42

tt1=64
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time=57.8
time=2.65
time=41.6
time=2.66
time=52.3
time=19.5
time=8.59
time=21.7
time=5.45
time=27.6
time=2.68
time=30.6
time=36.8
time=1.32
time=65.7
time=1.34
time=1.32
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Figure 4.11 Latency measures to transfer the payload of 64 bytes from client to software

AP
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points (Reading timing 10.15 am).
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kratos@Dione:
ping: cannot
kratos@Dione:
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kratos@ione:~$ []

31.560.
31.50.
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31.58.
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31.58@.
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31.560.
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~% ping -1 568 172.31.56.1
set preload to value > 3
~% ping -s 1500

|

File Edit View Terminal Tabs Help

172.31.58.
) 1568(1528
icmp seg=1

: icmp seq=2
: icmp seq=3

icmp seq=4
icmp seg=5
icmp seq=6

: icmp seq=7
: icmp seq=8
: icmp seq=9
: icmp seq=1@
: icmp seq=11
: icmp seq=12
: icmp _seq=13
: 1cmp seq=14

icmp seq=15

: lcmp seq=16
: icmp seq=18
: icmp seq=19
: icmp seq=20
: icmp seq=21
: icmp seq=23
: icmp seq=24
: icmp seq=26
: icmp seq=27
: icmp seq=28

icmp seq=29
icmp seg=31
icmp seg=32

: icmp seq=33
: icmp seq=34
: icmp seq=35

#® kratos@Dione: ~/Downloads

1

) bytes
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
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tt1=255
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tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
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of data.
time=19.4
time=44.6
time=6.08
time=15.3
time=23.4
time=4.78
time=14.0
time=25.3
time=6.85
time=4,43
time=4.18
time=4,65
time=8.19
time=4.36
time=33.1
time=4.35
time=46.
time=32.
time=18.
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Latency Performance measurements between Hardware and Software access

Figure 4.12 Latency measures while sending payload of 1500 to hardware AP from MH
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File Edit View Terminal Tabs H

kratos@Dione: ~ ¥ kratos@Dione: ~/Downloads
1568 bytes from 172.31.50.1: icmp seg=35 ttl=255 time=4.76 ms

Tz

[5]+ Stopped ping -s 1500 172.31.560.1
kratos@ione:~$ ping -s 1500 10.10.0.1

PING 10.10.0.1 (10.10.0.1) 1500(1528) bytes of data.

1568 bytes from 10.10.0.1: icmp seq=1 ttl=64 time=24.1 ms
1508 bytes from 10.10.0.1: icmp seq=2 ttl=64 time=24.3 ms
1568 bytes from 10.10.8.1: icmp seq=3 ttl=64 time=23.0 ms
1568 bytes from 10.10.0.1: icmp seq=4 ttl=64 time=19.2 ms
1508 bytes from 10.10.0.1: icmp seq=5 ttl=64 time=19.2 ms
1508 bytes from 10.10.0.1: icmp seq=6 ttl=64 time=20.2 ms
1508 bytes from 10.10.0.1: icmp_seq=7 ttl=64 time=19.6 ms
1568 bytes from 10.10.0.1: icmp seq=8 ttl=64 time=18.7 ms
1568 bytes from 10.10.0.1: icmp seq=9 ttl=64 time=31.6 ms
1568 bytes from 10.10.0.1: icmp seq=10 ttl=64 time=18.3 ms
15608 bytes from 10.10.0.1: icmp feq=11 ttl=64 time=19.0 ms
1508 bytes from 10.10.0.1: icmp Seg=12 ttl=64 time=17.7 ms
1568 bytes from 10.10.0.1: icmp seq=13 ttl=64 time=18.1 ms
1568 bytes from 10.10.8.1: icmp seq=15 ttl=64 time=31.7 ms
1568 bytes from 10.10.0.1: icmp seq=16 ttl=64 time=29.8 ms
1508 bytes from 10.10.0.1: icmp seq=17 ttl=64 time=30.8 ms
1568 bytes from 10.10.0.1: icmp seq=18 ttl=64 time=29.1 ms
1568 bytes from 10.10.0.1: icmp seq=19 ttl=64 time=23.0 ms
1508 bytes from 10.10.0.1: icmp seq=20 ttl=64 time=22.9 ms
1508 bytes from 10.10.0.1: icmp seg=21 ttl=64 time=24.6 ms
1508 bytes from 10.10.0.1: icmp seq=22 ttl=64 time=19.3 ms
1568 bytes from 10.10.0.1: icmp seq=23 ttl=64 time=19.5 ms
1508 bytes from 10.10.0.1: icmp seq=24 ttl=64 time=6.94 ms
1508 bytes from 10.10.8.1: icmp seq=25 ttl=64 time=6.98 ms
1568 bytes from 10.10.0.1: icmp seq=26 ttl=64 time=5.80 ms
1508 bytes from 10.10.0.1: icmp seq=27 ttl=64 time=5.78 ms
1568 bytes from 10.10.0.1: icmp seq=28 ttl=64 time=4.79 ms
1508 bytes from 10.10.8.1: icmp seq=29 ttl=64 time=4.82 ms
1568 bytes from 10.10.8.1: icmp seq=30 ttl=64 time=4.53 ms
1568 bytes from 10.10.0.1: icmp seq=32 ttl=64 time=29.9 ms
1508 bytes from 10.10.0.1: icmp seq=33 ttl=64 time=29.2 ms
1568 bytes from 10.10.8.1: icmp seq=34 ttl=64 time=29.0 ms
1508 bytes from 10.10.0.1: icmp seq=35 ttl=64 time=31.7 ms

Figure 4.13 Latency measures while sending payload of 1500 to Software AP from MH
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S.No | RTT taken for | RTT taken for
software AP Hardware AP
1 24.1 194
2 24.3 44.6
3 23.0 6.00
4 19.2 15.3
5} 19.2 23.4
6 20.2 4.78
7 19.6 14.0
8 18.7 25.3
9 31.6 6.85
10 18.3 4.43
11 31.6 4.18
12 18.3 4.65
13 19.0 8.19
14 17.7 4.36
15 18.1 33.1
16 31.7 4.35
17 29.8 46.8
18 30.8 32.9
19 29.1 18.9
20 23.0 11.2
21 22.9 25.3
22 24.6 43.8
23 19.3 11.6
24 19.5 12.2
25 6.94 186
26 6.98 18.7
27 5.80 9.63
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28 5.78 18.0
29 4.79 14.3
30 4.82 7.40
31 4.53 4.76

Table 1 Round Trip Time taken to send payload of 1500 bytes by Software AP and
hardware AP
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Figure 4.14 Graph showing Round Trip Time of 1500 bytes payload send to Software

Access Point and Hardware Access Point

Figure. 4.14 shows the Round Trip Time (RTT) taken by both software and hardware

Access Point. It shows when the Client station sends the payload of 1500 byte to the
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hardware access point the RTT shown a huge variation, while in the software Access
Point when the same payload is sent the RTT is very steady or it is almost constant.

The maximum RRT taken by software Access Point is 31.6ms as per the 9 and 11 reading
shown in the Table-1 where as in hardware Access Point it reached upto 186ms as per 25
reading shown in the table-1which is very high. With this result it has been show that the

Hardware Access Point takes the more RTT to sent the payload to the destination

3 Applications Places System /) @ =
2 @ ® nitin@nitin: ~
File Edit View Terminal Help

nitin@nitin:-% ping -s 560 18.10.8.1

PING 16.10.8.1 (19.10.8.1) 5680(528) bytes of data.

508 bytes from 16.18.6.1: icmp seg=1 ttl=64 time=166 ms
588 bytes from 16.18.8.1: icmp seq=2 ttl=64 time=1.93 ms
568 bytes from 10.10.0.1: icmp seg=3 ttl=64 time=1.90 ms
508 bytes from 10.190.8.1: icmp seg=4 ttl=564 time=1.97 ms
568 bytes from 10.10.0.1: icmp seg=5 ttl=64 time=1.90 ms
~“[[2~568 bytes from 108.18.8.1: icmp seq=6 ttl=64 time=1.89 ms
568 bytes from 10.10.0.1: icmp seq=7 ttl=64 time=2.51 ms
588 bytes from 16.16.8.1: icmp seg=8 ttl=64 time=1.88 ms
568 bytes from 10.10.0.1: icmp seg=9 ttl=64 time=1.89 ms
508 bytes from 19.198.6.1: icmp seg=18 ttl=64 time=2.37 ms
S08 bytes from 10.10.0.1: icmp seg=11 ttl=64 time=1.97 ms
508 bytes from 19.10.8.1: icmp seq=12 ttl=64 time=1.94 ms
508 bytes from 10.10.0.1: icmp seg=13 ttl=64 time=1.95 ms
508 bytes from 16.18.8.1: icmp seg=14 ttl=64 time=2.35 ms
588 bytes from 16.10.8.1: icmp seg=15 ttl=64 time=2.15 ms
508 bytes from 10.10.0.1: icmp seg=16 ttl=64 time=1.90 ms
568 bytes from 10.10.0.1: icmp seg=17 ttl=64 time=2.11 ms
568 bytes from 10.10.0.1: icmp seg=18 ttl=64 time=4.18 ms
568 bytes from 10.10.0.1: icmp seg=19 ttl=64 time=1.93 ms
508 bytes from 16.10.6.1: icmp seq=28 tt1=64 time=1.91 ms
588 bytes from 10.16.0.1: icmp seg=21 ttl=64 time=1.96 ms
568 bytes from 10.10.0.1: icmp seg=22 ttl=64 time=1.92 ms
5808 bytes from 19.10.6.1: icmp seg=23 ttl=64 time=2.86 ms
568 bytes from 10.10.0.1: icmp seg=24 ttl=64 time=1.98 ms
588 bytes from 16.18.8.1: icmp seg=25 ttl=64 time=1.94 ms
508 bytes from 10.10.0.1: icmp seq=26 ttl=64 time=1.95 ms
568 bytes from 16.18.8.1: icmp seg=27 ttl=64 time=1.89 ms
588 bytes from 16.10.0.1: icmp seg=28 ttl=64 time=1.94 ms
588 bytes from 19.10.8.1: icmp seq=29 ttl=64 time=4.16 ms
508 bytes from 10.10.6.1: icmp seg=30 ttl=64 time=3.49 ms
568 bytes from 18.18.8.1: icmp seq=31 ttl=64 time=3.56 ms
568 bytes from 10.10.0.1: icmp seq=32 ttl=64 time=3.53 ms
508 bytes from 16.18.6.1: icmp seq=33 ttl=64 time=3.54 ms
588 bytes from 10.18.0.1: icmp seg=34 ttl=64 time=3.52 ms

Figure 4.15 Latency measures while sending payload of 500 bytes to Software AP from
MH
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43 Applications Places ‘System )@ =l
m nitin@nitin: -

File Edit View Terminal Help

nitin@nitin:~$ ping -s 560 192.168.1.1

PING 192.168.1.1 (192.168. 1 1) 500(528) bytes of data.

508 bytes from 192.168. : lcmp seg=1 ttl=64 time=2.60 ms
508 bytes from 192.168. : icmp seq=2 ttl=64 time=3.23 ms
5608 bytes from 192.168. icmp seg=3 ttl=64 time=2.58 ms
5608 bytes from 192.168. icmp seg=4 ttl=64 time=2.61 ms
508 bytes from 192.168.1.1: icmp seqg=5 ttl=64 time=2.60 ms
508 bytes from 192.168. : icmp seq=6 ttl=64 time=2.60 ms
508 bytes from 192.168.1.1: icmp segq=7 ttl=64 time=2.76 ms
5608 bytes from 192.168. : icmp seq=8 ttl=64 time=2.63 ms
508 bytes from 192.168. : icmp seq=9 ttl=64 time=2.58 ms
568 bytes from 192.168. : icmp seq=10 ttl=64 time=2.59 ms
508 bytes from 192.168. : icmp seg=11 ttl=64 time=2.51 ms
508 bytes from 192.168.1.1: icmp seq=12 ttl=64 time=2.61 ms
508 bytes from 192.168. : icmp seg=13 ttl=64 time=2.56 ms
508 bytes from 192.168. : iecmp seq=14 ttl=64 time=3.84 ms
508 bytes from 192.168. : icmp seg=15 ttl=64 time=1.01 ms
568 bytes from 192.168. : iemp seq=16 ttl=64 time=2.61 ms
508 bytes from 192.168. : icmp seq=17 ttl=64 time=3.92 ms
508 bytes from 192.168. : icmp segq=18 ttl=64 time=0.967 ms
508 bytes from 192.168. : icmp seq=19 ttl=64 time=1.26 ms
508 bytes from 192.168. : icmp seq=20 ttl=64 time=3.20 ms
508 bytes from 192.168. : icmp seg=21 ttl=64 time=2.58 ms
508 bytes from 192.168. : icmp seq=22 ttl=64 time=2.61 ms
5608 bytes from 192.168. : icmp seq=23 ttl=64 time=2.59 ms
508 bytes from 192.168. : icmp seq=24 ttl=64 time=2.61 ms
508 bytes from 192.168. : icmp seg=25 ttl=64 time=1.42 ms
508 bytes from 192.168. : icmp seq=26 ttl=64 time=2.59 ms
508 bytes from 192.168. : 1cmp seq=27 ttl=64 time=3.64 ms
508 bytes from 192.168. : icmp seq=28 ttl=64 time=2.68 ms
508 bytes from 192.168. icmp seq=29 ttl=64 time=2.78 ms
508 bytes from 192.168. : icmp seg=30 ttl=64 time=2.65 ms
508 bytes from 192.168. : icmp seq=31 ttl=64 time=0.951 ms
508 bytes from 192.168. : icmp seq=32 ttl=64 time=2.65 ms
508 bytes from 192.168. : iemp seq=33 ttl=64 time=1.44 ms
508 bytes from 192.168. : icmp seq=34 ttl=64 time=3.03 ms
508 bytes from 192.168. : icmp seg=35 ttl=64 time=2.59 ms
508 bytes from 192.168.1.1: icmp seq=36 ttl=64 time=2.62 ms
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Figure 4.16 Latency measures while sending payload of 500 to Hardware AP from MH



S.No

RTT Time taken
for software AP

RTT Time taken
for Hardware AP

1 166 2.6
2 1.93 3.23
3 1.9 2.58
4 1.97 2.61
5 1.9 2.6
6 1.89 2.6
7 2.51 2.7
8 1.88 2.63
9 1.89 2.58
10 2.37 2.59
11 1.97 2.51
12 1.94 2.61
13 1.95 2.56
14 |2.35 3.84
15 2.15 1.01
16 1.9 2.61
17 |2.11 3.92
18 |4.18 0.967
19 1.93 1.26
20 1.92 3.2
21 2.06 2.58
22 1.98 2.61
23 1.94 2.59
24 1.95 2.61
25 1.89 1.42
26 1.94 2.59
27 4.16 3.64
28 3.49 2.6
29 3.56 2.78
30 3.53 2.65
31 3.54 0.951
32 3.52 2.65

Table 2 Round Trip Time taken to send the payload of 500bytes by Software AP and

Hardware AP
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Figure 4.17 Graph showing Round Trip Time of 500 bytes payload send to Software
Access Point and Hardware Access Point

Figure 4.17 shows the Round Trip Time to send a payload of 500 bytes from mobile host

to the Software Access Point and Hardware Access Point.

It has been seen that at the starting of the Software Access Point, the first payload which
has been sent by the Mobile Host to the Software Access Point took long time to send
i.e166ms. after that it remains steady till 17" (i.e around 1.5ms - 2ms) reading (Table 2).
In the 18" reading it took 4,18 ms(Table2) to send the payload of the 500 bytes from
Mobile Host to Software Access Point. Once again from 21-26" (1.5ms — 2ms) reading
very steady(Table 2). The 27" reading of Table-2 onwards the payload is sent with the

latency of 3ms-4ms.

Whereas the Hardware Access point for the initial time it is bit steady till reading 13" of
Table 2 then a big hick in the 14" (i.e 3.84ms)and then a sudden drop in the next reading
(i.e 15™ with the latency of 1.01ms), after that there is a big variations throughout as
shown in the Figure 4.17 the latency varies very frequently from 1ms to 4ms. It can be

49



seen with this the Software Access Point is also give good performance this might be

because the Software Access point is Built on the Laptop and the Laptop has its own

additional computational power. When the Laptop processor is free or not performing

any other task, then the Software Access point gives very good results as shown in the

Figure 4.17.
43 Applications Places System éﬂi > |
© ® @ nitin@nitin: ~
File Edit View Terminal Help
nitin@nitin:~% ping -s 1066 16.10.68.1
PING 10.18.0.1 (16.18.8.1) 1808(1628) bytes of data.
1668 bytes from 10.10.08.1: icmp seq=1 ttl=64 time=2.62 ms
1008 bytes from 10.10.0.1: icmp seg=2 ttl=64 time=2.75 ms
lees bytes from 10.10.8.1: icmp seq=3 ttl=64 time=2.67 ms
1808 bytes from 10.10.8.1: icmp_seq=4 ttl=64 time=4.46 ms
18688 bytes from 10.18.8.1: icmp segq=5 ttl=64 time=4.25 ms
1068 bytes from 16.18.8.1: icmp_seq=6 ttl=64 time=4.63 ms
1008 bytes from 10.10.9.1: icmp seq=7 ttl=64 time=4.26 ms
lees bytes from 10.10.0.1: icmp seq=B ttl=64 time=4.32 ms
1608 bytes from 10.10.08.1: icmp seq=9 ttl=64 time=2.73 ms
1668 bytes from 18.10.8.1: icmp seq=10 ttl=64 time=4.27 ms
1668 bytes from 10.18.8.1: icmp seq=11 ttl=64 time=4.35 ms
18688 bytes from 10.18.8.1: icmp seq=12 ttl=64 time=4.21 ms
1608 bytes from 10.10.8.1: icmp seq=13 ttl=64 time=4.61 ms
1608 bytes from 18.10.0.1: icmp seg=14 ttl=64 time=4.32 ms
1608 bytes from 10.10.0.1: icmp seq=15 ttl=64 time=4.29 ms
1808 bytes from 16.19.8.1: icmp seq=16 ttl=64 time=4.28 ms
18688 bytes from 18.10.8.1: icmp seq=17 ttl=64 time=4.38 ms
1608 bytes from 10.10.0.1: icmp seq=18 ttl=64 time=2.73 ms
1008 bytes from 10.10.0.1: icmp seg=19 ttl=64 time=4.27 ms
1608 bytes from 10.10.8.1: icmp seq=20 ttl=64 time=4.56 ms
1008 bytes from 10.19.8.1: icmp seq=21 ttl=64 time=4.35 ms
1868 bytes from 18.10.8.1: icmp seq=22 ttl=64 time=4.27 ms
1868 bytes from 18.10.6.1: icmp_seq=23 ttl=64 time=4.28 ms
1008 bytes from 10.10.9.1: icmp seq=24 ttl=64 time=4.32 ms
1688 bytes from 18.10.0.1: icmp seq=25 ttl=64 time=4.28 ms
1668 bytes from 18.10.08.1: icmp seq=26 ttl=64 time=4.31 ms
1668 bytes from 18.10.8.1: icmp seq=27 ttl=64 time=4.14 ms
1668 bytes from 10.18.8.1: icmp seq=28 ttl=64 time=4.26 ms
18688 bytes from 10.10.8.1: icmp seq=29 ttl=64 time=4.68 ms
1688 bytes from 10.10.0.1: icmp seq=30 ttl=64 time=4.24 ms
1068 bytes from 18.10.0.1: icmp seq=31 ttl=64 time=4.29 ms
1668 bytes from 18.10.0.1: icmp seq=32 ttl=64 time=4.31 ms
1808 bytes from 10.19.8.1: icmp seq=33 ttl=64 time=4.23 ms
18688 bytes from 18.10.8.1: icmp seq=34 ttl=64 time=4.27 ms

Figure 4.18 Latency measures while sending payload of 1000 to Software AP from MH
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Figure 4.19 Latency measures while sending payload of 1000 to Hardware AP from MH

51



S.No | RTT Time taken for | RTT Time taken for
software AP Hardware AP

1 2.62 2.73
2 2.75 2.75
3 2.67 3.31
4 4.46 5.25
5 4.25 2.73
6 4.63 2.73
7 4.26 2.74
8 4.32 3.94
9 2.73 2.94
10 4.27 2.7
11 4.35 2.75
12 4.21 2.71
13 4.61 4.07
14 4.32 2.72
15 4.29 2.74
16 4.28 21
17 4.3 17.3
18 2.73 2.64
19 4.27 3.22
20 4.56 2.72
21 4.35 3.9
22 4.27 3.7
23 4.28 1.14
24 4.32 1.09
25 4.28 5.8
26 4.31 2.71
27 4.14 2.78
28 4.26 2.67
29 4.68 2.76
30 4.29 1.46
31 4.31 2.75
32 4.23 3.91
33 4.27 4.44

Table 3 Round Trip Time taken to send the payload of 1000bytes by Software AP and

Hardware AP
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Figure 4.20 Graph showing Round Trip Time of 1000 bytes payload send to Software

Access Point and Hardware Access Point

Figure 4.20 shows the Round Trip Time to send a payload of 1000 bytes from Mobile

Host to the Software Access Point and Hardware Access Point.

It can be seen that the readings obtained by the Software Access Point is very steady
Most of the readings are of the latency of 4 ms-4.5 ms as per the Table 3. As per Figure
4.20 to send the pay load of 1000 bytes from Mobile Host to the Software Access Point

the latency is almost same throughout.

Whereas, when the same payload (i.e 1000 bytes) is send to the Hardware Access Point
from the same Mobile Host the latency varies frequently as in Table 3. Latency obtained
while sending the payload 16" and 17" it took 21ms and 17.3ms respectively, which is

very high with respect to other readings which are between 1ms-6ms as per Table 3.

Hence, it can be seen that even the payload size increases the software AP give the same

performance as previously shown.
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19.8.1

1) 56(84) by
icmp seqg=1
icmp seq=2
icmp seg=3
icmp seg=4
icmp seg=5
icmp seg=6
icmp seg=7
icmp seg=8
icmp seg=9
icmp seq=1@
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: icmp seq=34

m nitin@nitin: ~
File Edit View Terminal Help
nitin@nitin:~$ ping 18.
PING 16.10.0.1 (10.10.80.
64 bytes from 10.10.0.1:
64 bytes from 10.10.0,1:
64 bytes from 10.10.0,1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 19.10.0.1:
64 bytes from 10.10.8.1:
64 bytes from 19.10.0.1:
64 bytes from 10.10.8.1:
64 bytes from 10.10.0.1
64 bytes from 10.10.8.1:
64 bytes from 19.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.8.1:
64 bytes from 19.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 19.10.0.1:
64 bytes from 19.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 19.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:
64 bytes from 10.10.0.1:

tes of
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
tt1=64
tt1=64
tt1=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

data.

time=1.
time=1.
time=1.
time=1.
time=1.
time=1.
time=1.
time=1.
time=1.

time=1.
time=1.
time=1,
time=1,
time=1,

time=1

time=1,
time=1,
time=1,
time=1.
time=1,
time=1,
time=1,
time=2,

time=3
time=4

time=2,
time=2,
time=2.
time=2.
time=2,
time=2.
time=2.
time=2.
time=2.

18
34
25
26
28
26
32
24
21
28
28
25
32
48
.80
19
32
26
33
29
33
27

.87
37
89

95
87
85
98
86
91
93

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

Figure 4.21 Latency measures while sending payload of 64 bytes to Software AP from

MH
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Figure 4.22 Latency measures while sending payload of 64 bytes to Hardware AP from

MH
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S.No | RTT Time taken | RTT Time taken
for software AP for Hardware AP
1 1.18 3.59
2 1.34 6.55
3 1.25 2.51
4 1.26 2.54
5 1.28 2.51
6 1.26 0.847
7 1.32 2.47
8 1.24 2.48
9 1.21 0.862
10 1.28 2.48
11 1.28 0.8
12 1.25 2.47
13 1.32 2.78
14 14 2.53
15 1.8 2.5
16 1.19 0.853
17 1.32 2.53
18 1.26 2.49
19 1.33 3.46
20 1.29 2.44
21 1.33 0.816
22 1.27 3.25
23 2.88 2.53
24 3.07 2.48
25 4.77 2.51
26 2.89 0.787
27 2.88 2.95
28 2.95 2.45
29 2.87 3.1
30 2.85 0.866
31 2.9 75.2
32 2.86 2.49
33 2.93 3.05

Table 4 Round Trip Time taken to send the payload of 64bytes by Software AP and

Hardware AP
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Figure 4.23 Graph showing Round Trip Time of 64 bytes payload send to Software

Access Point and Hardware Access Point

Figure 4.23 shows the Round Trip Time to send a payload of 64 bytes from Mobile Host

to the Software Access Point and Hardware Access Point.

Here the Figure 4.23 show the Software Access Point is very steady and in the starting of

Software Access Point, when the Mobile Host sent a payload of 64 bytes to the Software

Access Point the latency found is 1ms-1.8ms from reading 1% to 22% as per Table 4. And

in the last ten readings the latency found to send the payload of 64 bytes is 2ms-3ms as

per Table 4.

57




Whereas in Hardware Access point the latency keeps on changing sometimes it is more

or sometimes it is very less like the minimum latency found in the reading 26 is 0.787 as

per Table 4 and the maximum latency captured in reading 31% is 75.2ms as per Table 4

Hence, by this all results it has been proved that the Software Access Point can also give

the good performance with respect to Hardware Access point.

iv.  Latency Performance measurements between Hardware and Software access

points (Reading timing 5.30 pm).

S.No RTT Time RTT Time taken
taken to send to send payload
payload of 64 of 64 for
for software AP | Hardware AP

1 5.12 3.33
2 6.03 4.74
3 3.79 10.3
4 3.23 2.44
5 4.8 2.47
6 5.92 2.49
7 4.04 2.48
8 6.09 2.55
9 1.48 2.5
10 4.79 4.29
11 5.59 3.88
12 1.14 3.37
13 157 2.53
14 5.6 2.85
15 4.58 3.71
16 4.3 4.59
17 4.57 4.01
18 1.15 2.59
19 5.29 2.93
20 1.16 6.81
21 4.59 4.99
22 4.04 2.48
23 4.55 3.07
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24 5.87 7.21
25 1.45 3.73
26 3.87 1.41
27 1.14 2.64
28 6.09 6.52
29 5.2 2.56
30 1.2 10.3
31 4.45 6.59
32 4.68 2.52
33 3.86 3.68
34 4.08 211
35 3.64 13.5
36 4.67 2.52
37 5.74 2.59

Table 5 Round Trip Time taken to send the payload of 64bytes by Software AP and

Hardware AP
160
140
120
100 ——RTT Time taken to send
payload of 64 for software AP
80
50 ——RTT Time taken to send
payload of 64 for Hardware
AP
40
20
O rrTr1rrrrrrrrrrrrrrrrrrrr 7T 1T 1rrrrrr7r1rrrrr 17111
1 357 91113151719212325272931333537

Figure 4.24 Graph showing Round Trip Time of 64 bytes payload send to Software

Access Point and Hardware Access Point
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At this particular time the reading of Table 5 shows that, except the reading 13" ,of
Software Access point and the reading 34™ of Hardware Access Point which took the
latency of 157ms and 21.1ms respectively, the both Software Access Point and Hardware

Access Point Round Trip time is almost same.

S.No | RTT Time takento | RTT Time taken to
send payload of 500 | send payload of 500
for software AP for Hardware AP

1 9.28 2.68
2 10.5 2.85
3 10.7 2.5
4 9.53 3.52
5 10.5 2.79
6 11 2.69
7 11.2 5.36
8 10 20.5
9 12.6 3.35
10 10.2 2.6
11 11.2 6.99
12 11.1 4.38
13 10.1 2.65
14 11 3.64
15 10.8 2.63
16 9.46 3.68
17 10.7 2.68
18 10.7 5.79
19 9.82 4.43
20 9.04 1.42
21 114 1.95
22 10.3 2.65
23 10.2 2.66
24 10.5 2.63
25 9.84 2.67
26 10.4 10.8
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27 111 2.69
28 11.7 2.83
29 9.23 2.88
30 10.9 5.73
31 3.82 2.64
32 10.8 2.6
33 19.8 2.94
34 55.6 3.12
35 9.23 4.23
36 9.57 5.09
37 12 2.64

Table 6 Round Trip Time taken to send the payload of 500 bytes by Software AP and

Hardware AP
60
50
40
- RTT Time taken to send
payload of 500 for software
30 AP
- RTT Time taken to send
payload of 500 for Hardware
20 4 AP
10 =L
0 rrrrrrrrrrrrrrrrrrrrrrrrrvrrrrirr1r17 1 1 1T
1 35 7 91113151719212325272931333537

Figure 4.25 Graph showing Round Trip Time of 500 bytes payload send to Software

Access Point and Hardware Access Point
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Figure 5.22 shows that, to send the 500 bytes of payload at this particular time the the

latency of Hardware Access Point and the Software Access Point is very different. As per

the Figure 5.22 the latency of Software Access Point is more than Hardware Access Point

this may be because of the usage of the other application by the Laptop while this reading

was taken (the telnet is used here shown in Figure 5.26). Hence, it has been seen that,

when the other tasks were performed by the process, the latency of Software access Point

increases.

S.No | RTT Time taken to RTT Time taken to
send payload of 1000 | send payload of 1000
for software AP for Hardware AP

1 16.2 2.8
2 15.2 3.17
3 16.3 2.78
4 14.2 2.79
5 14.9 2.73
6 194 4.33
7 16.2 2.79
8 16.1 2.76
9 16.7 2.73
10 14.6 2.78
11 15.7 5.95
12 16 5.82
13 14.3 2.75
14 15.9 13.6
15 13.7 3.42
16 15.2 2.74
17 5.62 28.9
18 145 40.8
19 15.9 4.85
20 15 2.68
21 14.5 4.78
22 16 4.19
23 16 1.33
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24 16.1 2.69
25 15.8 3.09
26 14.3 4.02
27 14.7 2.71
28 15.7 6.77
29 14.9 6.24
30 15.2 2.7
31 14.6 5.06
32 14.7 3.13
33 14.6 4.03
34 15.6 7.15
35 14.3 2.86
36 15 2.74
37 4.09 3.76

Table 7 Round Trip Time taken to send the payload of 1000 bytes by Software AP and

Hardware AP
45
40 i
35
30
——RTT Time taken to send
25 payload of 1000 for software
AP
20 .
——RTT Time taken to send
15 P A payload of 1000 for Hardware
10
AW Al
0 L L L L L L L L L L L L L L L D L D I D R D DN B BN B BN B N |
1 3 5 7 9 11131517 19 21 23 25 27 29 31 33 35 37

Figure 4.26 Graph showing Round Trip Time of 1000 bytes payload send to Software

Access Point and Hardware Access Point
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S.No

RTT Time taken to
send payload of 1500

for software AP

RTT Time taken to
send payload of 1500
for Hardware AP

1 18.5 8.79
2 13 10.4
3 19 4.43
4 18.4 11.8
5 19 4.83
6 18.1 3.85
7 18.7 4.18
8 23.5 5.49
9 26 4.44
10 21.2 9.58
11 22.9 9.91
12 24 9.16
13 24.8 6.28
14 21.1 3.79
15 23 3.45
16 23.5 11.6
17 21.7 17.6
18 21 3.72
19 23.9 3.06
20 20.1 6.14
21 20.3 12.6
22 21.3 2.26
23 19.9 9.27
24 21.7 16
25 23.7 10.9
26 20.6 4.31
27 22.6 19.7
28 23.2 4.23
29 23.2 9.21
30 22.4 8.82
31 20.3 6
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32 24.5 3.43
33 22.7 2.42
34 20.6 5.84
35 17.2 10.09
36 23.7 4.91
37 19.7 7.51

Table 8 Round Trip Time taken to send the payload of 1500 bytes by Software AP and

Hardware AP

30

25

AW
V

.
iwavifikiav

1 3 5 7 91113151719 212325 27 29 31 33 35 37

——RTT Time taken to send
payload of 1500 for software AP

——RTT Time taken to send
payload of 1500 for Hardware
AP

Figure 4.27 Graph showing Round Trip Time of 1500 bytes payload send to Software

Access Point and Hardware Access Point

Figure 4.25, Figure 4.26, Figure 4.27 Shown, as the payload increases the Latency of the

Software Access point and the Hardware Access Point also increases respectively.
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Figure 4.25,4.26,4.27 the latency of Software Access Point is more than Hardware
Access Point this may be because of the usage of the other application by the Laptop
while this reading was taken (the telnet is used here shown in Figure 4.28). Hence, it has

been seen that, when the other tasks were performed by the process, the latency of

Software Access Point increases.

43 Applications Places System ') @
iij-!i. nitin@nitin: ~ - -

File Edit View Terminal Help

sukh@sukh:~% telnet 16.10.8.38
Trying 18.19.6.38...

sukh@sukh:~% telnet 18.190.0.38
Trying 18.16.8.38...

Connected to 10.18.8.38.
Escape character is '"~]'.

T

[Ubuntu 16.84.2 LTS

7

nitin leogin: nitin
Password:

MU/ Linux
Ubuntu 18.84.2 LTS

Welcome to Ubuntu!

telnet: Unable to connect to remote host: Mo route to host

Last loginm: Mon Jun 20 14:25:19 IST 2011 from nitin.local on pts/2
Linux nitin 2.6.32-28-generic #55-Ubuntu SMP Mon Jan 18 21:21:81 UTC 2811 i686 G

* Documentation: https://help.ubuntu.com/
Initin@nitin:~% 1s
) examples.desktop tepdump 3.9.8-6.fcle i386.deb
1.cs5v flags.gif tcpdump-3.9.8-6.fcl8.1386. rpm
1.dump ftp.gif telnet . dump
2 . dump graph.dot telnet.gif
afterglow.pl http.dump temp
asdf.csv http.gif Templates
ba Music testl.sh
bash my test.sh
bash; perltest.pl Text-CSV-0.81
color.properties Pictures rext-C5V-0,01.1:
CSV.pm Public Ubuntu One
Desktop sample Videos
dip.gif script.pl wirel.csv
Documents sip.gif wirel,dump
| [ root@sukh: ~ 1 nitin@nitin:~

Figure 4.28 Telnet to the Mobile Host from Software Access Point




Figure 4.28 shows that the other application like Telnet, FTP etc. can also be done with
good performance using Software Access Point. Here, (Figure 4.28 Telnet is shown) the
Software Access Point connects the Mobile Host i.e. 10.10.0.30 and successfully
connected and the files of Mobile Host is displayed in the Software Access Point
Desktop.

fle Edit View Go Capture Analyze Statistics Telephonz Tools Help

BUdee EEXREIAes9T 2 EE QD #B0 % B

Filter: v Eupression.. Clear Apply

80211 Channel: Channel Offset || FCS Filter; | All Frames | Decryption Mode: None B Wireless Settings... Decryption Keys...

No..  Time Source Destination Pratocal  Infoo
52 12.081655 10.10.0.30 10.10.0.1 TELNET  Telnet Data ...
53 12.082973 10.10.0.1 10.10.0.30 TP 49687 > telnet [ACK] Seq=19 Ack=0313 Win=742 Len=0 TSV=278269 TSER=630812
54 12.085922 10.10.0.30 10.10.0.1 TELNET  Telnet Data ...
55 12085951 10.10.0.30 ).10.0.1 Telnet Data ...
56 12.085964 10.10.0.30 10.10.0.1 TELNET  Telnet Data ...
57 12.086277 10.10.0.30 10.10.0.1 TELNET  Telnet Data ...
56 12.086302 10.10.0.30 10.10.0.1 TELNET  Telnet Data ...
59 12.093869 10.10.0.1 10.10.0.30 TCP 49687 > telnet [Ack] seq=19 Ack=10763 win=7&7 Len=0 T5V=278271 TSER=630813
60 12.004628 10.10.0.1 10.10.0.30 TP 40687 > telnet [ACK] seq=19 Ack=12211 win=832 Len=0 TsV=278271 TSER=630813
61 12,095170 10.10.0.1 10.10.0.30 Tcp 49687 > telnet [ACK] 5eq=19 Ack=13410 Win=878 Len=0 TsV=278272 TSER=030813
62 12,095187 10.10.0.30 10.10.0.1 TELNET  Telnet Data ...
63 12.095598 10.10.0.1 10.10.0.30 TCP 49687 > telnet [ACK] Seq=19 Ack=14858 Win=923 Len=0 T5V=278272 TSER=630813
64 12.096308 10.10.0.1 10.10.0.30 TCP 49687 > telnet [ACK] seq=19 Ack=16447 win=968 Len=0 T5V=278273 TSER=630813

H Frame 55 (1514 bytes on wire, 1514 bytes captured)
® Ethernet II, Src: GemtekTe_c7:d3:90 (00:26:82:c7:d3:90), Dst: HonHaipr_95:f9:d8 (00:25:56:95:f9:d8)
® Internet Protocol, Src: 10.10.0.30 (10.10.0.30), Dst: 10.10.0.1 (10.10.0.1)
 Transmission Control Protocol, Src Port: telnet (23), Dst Port: 49687 (49687), Seq: 10763, Ack: 19, Len: 1448
H Telnet
pata: [Om/\rin
Data: drwxr-xr-x B8 nitin nitin 4096 2011-06-20 14:18 \033[01; 34mDesktop033[0m/\rin
Data: -rw-r--r-- 1 nitin nitin 16352 2011-04-23 16:17 '033[01; 35mdip. gif\033[0m\r\n
Data: drwxr-xr-x 2 nitin nitin 4096 2011-02-04 00:37 \033[01; 34mDocuments\033[0m/\r\n
[
[

Data: drwxr-xr-x 5 nitin nitin 4096 2011-06-18 19:59 \033[01; 34mDownloads\033[0m/\r\n
Data: -rw-r--r-- 1 nitin nitin 18131 2011-04-23 16:18 \033[01; 35mdport. gif\033[Om\rin
Data: -rw------- 1 nitin nitin 16 2011-02-04 00:37 .esd_auth\r\n

Data: -rw-r--r-- 1 nitin nitin 1357 2011-03-11 16:26 eth0.csvir\n

Data: -rw-r--r-- 1 nitin nitin 20338 2011-03-11 16:09 eth0. dump\rin

Data: drwxr-xr-x 7 nitin nitin 4096 2011-02-05 17:41 \033[01; 34m. evolution'\033[0m/\r\n
Data: -rw-r--r-- 1 nitin nitin 179 2011-02-04 00:18 examples.desktopir\n

0000 00 25 56 95 f9 dB 00 26 B2 c7 d3 90 08 00 45 10 .%V....&...... E.
0010 05 dc ed d9 40 00 40 06 37 00 0a 0a 00 le 0a 0a ....G.G 7.......
0020 00010017 c2171cf3 b2511997 2518010 ........ . Qivenns
0030 005b 9 2300000101 080a0009a01d0004 .[&.....ocvs.
0040 3e fdSb 30 6d 2f 0d 0a 64 72 77 78 72 2d 78 72 ».[Om/.. drwxr-xr

nnEn 34 79 I 90 3¢ IN En &N T4 &N En N En &D TA &N v 0 omi tin ondrd

Figure 4.29 Wireshark showing the Telnet to the Mobile Host from Software Access

Point
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Figure 4.29 shown the data of the telnet to the Mobile Host (10.10.0.30) from the
Software Access point (10.10.0.1). Here the Telnet data shows the Is command is

executed by the Software Access Point to the Mobile Host.

File Edit View Terminal Help

Allowed channel: mode=8 chan=9 freq=2452 MHz max_tx power=26 dBm
Allowed channel: mode=8 chan=18 freq=2457 MHz max tx power=28 dBm
Allowed channel: mode=8 chan=11 freq=2462 MHz max tx power=20 dBm
|RATE[8] rate=18 flags=0x2

RATE[1] rate=28 flags=08x6

RATE[2] rate=55 flags=0x6

|RATE[3] rate=110 flags=0x6

RATE[4] rate=68 flags=0x@

RATE[5] rate=98 flags=08x0

RATE[6] rate=128 flags=0x@

|RATE[7] rate=188 flags=6x8

RATE[8] rate=248 flags=0x@

RATE[9] rate=366 flags=0x8

RATE[10] rate=480 flacs=0x0

RATE[11] rate=540 flagi=0x0

Passive scanning not supported

Flushing old station entries

Deauthenticate all stations

Mode: IEEE 8082.11g Channel: 11 Freguency: 2462 MHz

Using interface wlan® with hwaddr ©0:25:56:95:f9:d8 and ssid 'MyAP'
IEEE 862.11F (IAPP) using interface eth®

wlan8: Setup of interface done.

EﬁﬂﬁT (TX callback) ACK

Figure 4.30 IEEE 802.11F (IAPP) interface is shown

In the hostapd.conf file iapp_Interface parameter is set. This helps the Software Access
Point to run an Inter Access Point Protocol as shown in Figure 4.30. Here the |IAPP

interface is ready to broadcast beacon signal for the Mobile Hosts.
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authentication:
New STA

wland:
wilan:
Wland:
authentication reply: STA=00:

STA=00:22:fb:

STA BB:22:fb:67:cl:ch
S5TA BB:22:fb:b7:cl:ch

STA Bg:22:fb:67:cl:ch

MGMT (TX callback) ACK
mgmt::auth cb
STA BB:22:fb:67:cl:ch

wlan@:

MGMT

mgmt::assoc_req

association reguest:

new AID 1
STA B8:22:fb:67:cl:c6é IEEE 882.11: associatiom 0K (aid 1)
MGMT (TX callback) ACK

Wland:

wland:

Wland:
wland:

S5TA B8
5TA B8
STA 08
5TA B8
STA B8

mgmt::assoc_resp
Wlani:
wland:
Wlan:
Wiland:
Wlan@:
Wland:

¥23:
122:
222
1221
122

ch

Th:
fb:
fb:
Th:
fb:

B7:cl:chb auth_alg=0 auth_transaction=1 status_code=0 wep=0

IEEE 882.11: authentication 0K {open system)

MLME: MLME-AUTHENTICATE.indication{@0:22:fb:67:cl:cb, OPEN_SYSTEM)
MLME: MLME-DELETEKEYS. request{88:22:fb:67:cl:ck)

22:fb:67:cl:cb auth_alg=0 auth_transaction=2 resp=08 (IE len=8)

IEEE 862.11: authenticated

STA=00:22:Tb:67:cl:ch capab_info=0x421 listen_interval=18

67 :
B7:
B7:
67
B7:

Lol i
cl:
o &
el
cl:

ch
ch
ch
ch
ch

IAPP BReceived 16 byte

IAPP RX:

IEEE B8682.11: associated (aid 1}

MLME: MLME-ASSOCIATE.indication{@8:22:fb:67:cl:ch)
MLME: MLME-DELETEKEYS.request(@0:22:fb:67:cl:ch)
IAPP: TAPP-ADD.request{seq=3783)

RADIUS: starting accounting session 4EBG19EE-08000000
IAPP frame from 10.0.0.4

version=08 command=8 id=8 len=16

STA B@:22:fb:67:cl:ch IAPP: Received IAPP ADD-notify (seq# 3783) from 10.0.0.4:3517
STA 08:22:fb:67:cl:cb IAPP: Removing STA due to IAPP ADD-notify

Figure 4.31 IAPP messaging between Software Access Point and Mobile Host.

Figure 4.31 shows the messaging between Software AP and Mobile Hosts. Once the

probe request is received by the Software AP it recognize the Mobile Host as a new

station and authenticates it after this as association request is accepted. When the Mobile

Host starts roaming between different Software AP configured with IAPP. The

IAPP.ADD request is sent by the station; once the IAPP received this frame the AP send

ADD-notify as shown in Figure 4.31, which ensures that the system is associated or not.

To make the IAPP functional the Linux kernel multicast config parameter must be

enabled.
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CHAPTER 5

CONCLUSION

5.1 Conclusion

A software access point is easily configurable to support any number of devices with Wi-
Fi capability. It can be concluded that software access points can easily replace hardware
access points where the coverage area of wireless network is not required to be large.
Also, when the number of devices connected to the network is not large then a software
access point can be easily used as the hardware on which the computer system runs
software AP is not designed to handle simultaneously large amount of concurrent
communication. Software access point give freedom of customization to change the
specifications as per the user requirements, it can be changed into devices with enhanced
functionality like Network Address Translation (NAT) , IPtables for better routing
providing more facilities to the user. It cannot be used in critical infrastructure or
commercial environment, though it is very useful to transfer data among devices that
support full Wi-Fi data transfer rates. Also software access points provide real time data
stream of information about connected devices so any unauthorized devices information
can directly be logged. We may finally conclude that though software AP may not be a
replacement for hardware AP but it is a viable solution with enhanced functionality that is

either not present or is very expensive to purchase as part of hardware AP.
5.2 Future scope

e Software Access point can be configure as IEEE802.11f (Inter-Access Point
Protocol). To implement IAPP protocol and allow the mobile hosts to roam across
Linux hosted AP’s and to ensure the seamless data transmission and smooth

handoff. Till date no such research paper is seen on the IAPP Implementation on
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Software Access Point, Further it can also be implemented in the Hardware

Access point.

Smarter algorithms for congestion control of communication between connected

devices.

The functionalities of various network devices and protocols can be embedded
into a single computer system based software access point, giving massive

savings in terms of hardware cost and maintenance.
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Annexure - |

Display the Configuration files used to make the Software Access point and the

parameters set according to the details of the Configuration details.

Screenshot show the hostapf.conf File details where the SSID is configured as MyAP

etc.

® © ® hostapd.conf [Read-Only] (/etc/hostapd) - gedit

File Edit View Search Tools Documents Help
& [0ven v & Q

1| ] hostapd.conf &

interface=wlan®
driver=nl86211

ss1d=MyAP

hw mode=g h
| channel=11)

7



Annexure - |1

This shows the DHCP Configuration set.

43 Applications Places System '} (@

2 @ ® dhcpd.conf [Read-Only] (/etc/dhcp3) - gedit

File Edit View Search Tools Documents Help

3 Eoven v Tisee g - Q

| ] dhepd.conf #

# Tlxed-address Tantasla.Tugue.com;
#}

# You can declare a class of clients and then do address allocation

# based on that. The example below shows a case where all clients

# in a certain class get addresses on the 10.17.224/24 subnet, and all
# other clients get addresses on the 18.8.29/24 subnet.

#class "foo" {
# match if substring (option vendor-class-identifier, 8, 4) = "SUNW";

#}

#shared-network 224-29 {

# subnet 10.17.224.0 netmask 255.255.255.8 {
# option routers rtr-224.example.org;

# }

# subnet 10.0.29.80 netmask 255.255.255.0 {
# option routers rtr-29.example.orqg;

# }

# pool {

# allow members of "foo";

# range 18.17.224.10 18.17.224.258;

# }

# pool {

# deny members of "foo";

# range 10.8.29.19 18.8.29.230;

# }

#}

subnet 10.10.8.0 netmask 255.255.255.8 {
range 10.18.0.25 10.10.8.58;
option domain-name-servers §.8.4.4, 208.67.222.222;
option routers 18.18.0.1;
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Annexure - 111

This shows the Interface Configuration details.

{3 Applications Places

2 @ @ interfaces [Read-Only] (/etc/network) - gedit

File Edit View Search Tools Documents Help

L lmopen v Tseve &

. jdhcpd.conf 8 | | interfaces ¥

auto lo
iface lo inet loopback

#auto wlan®
#iface wlan® inet dhcp

iface wlan® inet static
address 10.10.8.1
netmask 255.255.255.68
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