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ABSTRACT

With growing advancement in computer technology, the usage of computer and
internet is increased day by day; in turn the crime related to computers is also
increased gradually. So Computer forensics is a new field which incorporates
procedure, tools and techniques to find the evidence against cyber criminals and prove
it in court of law. The Computer forensics follow the investigation with some
predefined general steps in any forensic investigation i.e. identification, preservation,

extraction, interpretation, documentation and presentation.

There are many cyber forensic tools available for extraction, making copy of original
media and for analysis. Tools are inherent part of any cyber forensic investigation and
they must be based on proven methodology and techniques admissible under legal
procedure. The cyber forensic tools broadly categorized as commercial and open
source tools. Each has their own advantage and disadvantage. Open source tools are
not so user friendly but as efficient as commercial tools and can be authenticated
because their code is available, further we can expand it according to our requirement.
The Sleuth Kit (TSK) is a popular open source cyber forensic tool constitutes a library
and collection of command line tools that allow you to investigate disk images. These
command line tools are difficult to use and you have to use each one independently.

Your output is also not saved for future reference and analysis.

In this thesis work we created a command line common user interface for these
command line tools of sleuthkit and automate the process. Some other tools for hash
calculation are also incorporated in the system to make it more efficient. Guidance
and help is provided while we are executing these command line tools further your
output just not shown on screen, in addition it is saved for further analysis. Secondly
your whole session and steps you follow as a cyber forensic expert is also saved for

future reference.
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1. Introduction

From last few years, computer forensics plays a major role in prosecuting criminals.
Cyber forensics has come to front as an important field to investigate cyber crimes,
identification of cyber criminals and proves their crime in court. Before using any
cyber forensic investigation techniques and tools, lots of cases of crime related to

computer were left unsolved.

Due to integration of computer and communication technology and the fast
development of digital technology have made significant changes to computer world.
Firstly, the effectively and efficiently processing capability of computer made it most
important tool for data processing. With the new technology storage capacity is also
increased day by day. As a result, more and more data are processed and stored in
computer systems. Secondly, the internet influence is so much in our daily life from
simple email communication to banking transactions, online shopping, surfing, social
networking etc. Gradually, our society is in a state of transformation toward a “virtual
society,” where people’s daily activities, such as shopping, communication, and
particularly sharing of information, can be accomplished without face-to-face contact
with others. Although information technology has enabled world to flourish, it also
becomes one of the major interested area for unscrupulous individuals to commit

crime and escape apprehensions by law enforcement agencies.

1.1 Cyber Forensics:

Cyber forensics is defined as “The use of scientifically derived and proven methods
toward the preservation, collection, validation, identification, analysis, interpretation,
documentation and presentation of digital evidence derived from digital sources for
the purpose of facilitating or furthering the reconstruction of events found to be
criminal, or helping to anticipate unauthorized actions shown to be disruptive to

planned operations

[17”.



1.2 Need of Cyber Forensics:

The crime related to computers is also increased gradually. So Computer forensics is a
new field which incorporates procedure, tools and techniques to find the evidence
against cyber criminals and prove it in court of law. The Computer forensics follow
the investigation with some predefined general steps in any forensic investigation i.e.
identification,  preservation, extraction, interpretation, documentation and

presentation.

The identification and preservation refers to identify the digital devices or computer
related to crime and preserves the original media or data before analysis.
Documentation refers to record everything from start to end during investigation like,
what tools, techniques, procedure and steps which are also legally admissible follow
during investigation, it will be helpful and necessary while presenting case in court.
Presentation refers to present your evidence against culprit in court of law and prove
or relate the evidence with culprit under legal procedure. Extraction and interpretation
are two very important steps which we used to extract or collect evidence from the
copy of media or digital device under consideration and interpretation refers to

analyze and relate the evidence to crime and culprit, so that it can be prove in court.

1.3 Main goal of Cyber forensics is:

e Identification of criminal activities and unauthorized access.

e Acquiring, storing, preserving, processing and analysing the evidences and
present it under legal procedure.

e To use the experience and information gained during cyber forensic
investigation to protect computer systems and networks and also to prosecute

culprits [2].

To achieve these goals digital Investigations must be perform in a structured and
standardized manner so that the data collected and details to be produce as evidence in
a court during criminal prosecution of the culprit [2]. There are many reasons why an

cyber forensic investigation might not lead to success, but the most important one is
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non- availability of right set of tools and lack of preparation. The agencies
investigating the crime often deficient in carrying right tools, techniques and correct
skill set. Thus, computer forensics needs to focus on consistency and cohesion to the
field of acquiring and interpreting evidences collect from a digital device at a crime
scene. Specifically, the gathering of evidence from a computer is takes place in such a

way that the original evidence is not compromised.

1.4 Steps in Cyber Forensic Investigation:

It is observed that cyber crime investigation & forensics is the biggest challenge for
law enforcement agencies in this 21st century. Digital Forensics or Cyber Forensics

has grown to an important part of many investigations related to cyber crime.

Cyber Forensics generally follows these steps:
e |dentification
e Preservation
e Extraction
® |Interpretation
e Documentation and

® Presentation of computer data in such a way that, it can be legally admissible.

Identification

In the starting phase, the identification of containers and devices which are possible
containers of computer crime evidences is very important. This phase take care of
identifying devices, such as hard drives, floppy disks, and log files to name a few
which might be contain crucial evidence. Understand that a computer or hard drive

itself is not evidence - it is a possible container of evidence.

Preservation

Before performing a computer forensics analysis, we must take care to preserve the
original media and data. Typically this involves making a forensic image or forensic
copy of the original media, and conducting our analysis on the copy versus the

original.



Extraction

Any information/data which is of our interest and can be consider as evidence
relevant to the situation at hand will need to be extracted from the working copy
media and then must saved to another form of media as well as printed out for further

analysis.

Interpretation

Some of the tools available make forensic analysis extremely easy but being able to
find evidence is one thing and interpret it properly and relate it to crime is another
story. This is the most important part as we have to analyze and interpret the evidence
properly so that it can be proved in the court of law Results from any tool should
always be thoroughly checked by someone expert in the underlying technology.
Differences in interpretation may also arise and was due to the experience, tools used

and education levels of the experts.

Documentation

Documentation needs to be done from beginning till end. This includes what is
commonly referred to as a chain of custody form, as well as documentation pertinent
to what cyber forensic expert do during your analysis. When involved in a situation
where conducting a computer forensics analysis, it is recommended that keep in mind
that the case or situation is going to end up in court. If proper documentation is done
and recorded the steps follow for analysis than it will be great help to prove and
authenticate the work done during analysis. Take it in to consideration that analyst

will be questioned on every aspect of the case, and everything he do.

Presentation

Final findings and reports needs to be based on proven techniques, tools and
methodology, and any other competent forensic examiner should be able to duplicate
and reproduce the same results. Analyst may have to prove or relate his results and

opinions in a court of law or any other type of legal or administrative proceeding.

An important legal challenge faces cyber- investigators: not only must they find

incriminating evidence they must also produce it in a lawful manner. Otherwise, the
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evidence will not be admissible in court. One of the most important aspects of
introducing computer forensic evidence in a court or trial is the Chain of Custody by
assuring court that the computer or peripheral such as an external hard drive, flash
drive or other electronic media device has not been tampered with, the computer
forensic professional must keep a detailed log of how the device or devices were

obtained and who may have had access to the files in question during the trial.

1.4 Role of Tools in Cyber Forensic Investigation

Cyber Forensics tools are now used on a daily basis by examiners and analysts within
local, state and National law enforcement agencies. Separate Cyber forensic cells are
also established by the government for research and analysis of cyber related crime
and evidences. Several private organizations are also contributing in developing
software for cyber forensics from extraction of evidence to analysis of digital devices.
Developments in forensic research, tools, and process over the last decade have been
very successful and many government and private agencies are relying on it.
Moreover, there seems to be a widespread belief, that advanced tools and skillful
practitioners can extract actionable information from practically any device that a

government, private agency, or even a skillful individual might encounter.

So right kind of tool is in your hand to create a best sculpture, similarly right kind of
tools are required to properly investigate the case. Several commercial and open
source tools are available for cyber forensics investigation but not always a single
software or tool is enough for all types of cyber crimes. You need a different set of
tools for different type of investigation depending upon the digital devices and type of

crime.

1.5 Commercial Vs Open Source Forensics Tools:

From the above discussion it is clear that Interpretation/Analysis and documentation
are two important steps to find the evidence and to prove it in court of law. For

analysis of digital devices several commercial and open source forensic tools are



available. Commercial tools are software products provided by different
organizations. Law enforcement agencies are using these tools for cyber forensics.
Education institutes which running course in cyber forensics also use these
proprietary tools. These commercial tools are very expensive and can be purchased on
license for particular duration. After expiry you again have to renew the license. They
are easy to use and proper documentation and support is available for these

commercial tools usage.

On the other hand open source cyber forensic tools are also available which are also
equally efficient. But these tools are difficult to use and not proper documentation and
support is available for these open source tools. But there are several benefits attached
in using open source cyber forensic tools: You don’t have to purchase them, No
license fee is required, and you can use them anywhere i.e outside the licensed lab, for
students, educationist and the organizations who don’t afford commercial tools, the
open source tools are the best bet. Further the code is available for these open source
forensic tools, you can optimize and modify them according to your requirement, you
can also understand the internal working and code and how results are produced
which is not possible with commercial tools. You authenticate in court of law that
particular tool is work in this way and using this algorithm and produce the right

result.

As many commercial tools are available with proper manual, guidance and support
but you have to pay a heavy price for it. Secondly not a single tool is enough so you
have to pay more. In the scenario to learn, to experiment, to understand internal
working and code, open source cyber forensic tools are the best bet. Open source tools
with proper combination also provide all features provide by any commercial tool.
The disadvantage of using an open source tools is lack of support and proper
documentation. It is also finding difficult to use these tools. The Sleuth Kit (TSK) is
an open source cyber forensic tool constitutes a library and collection of command
line tools that helps in investigating disk images. These command line tools are
difficult to use and you have to use each one independently. Your output is also not

saved for future reference and analysis.



1.6 Slight Overview of Thesis Work:

In the thesis work we created a common interface for some of these command line

tools and automate the process. Some other tools for hash calculation are also

incorporated in the system to make it more efficient. Guidance and help is provided

while we are executing these command line tools further your output just not shown

on screen, in addition it saves in a file for further analysis. Secondly your whole

session and steps you follow as a cyber forensic expert is also saved. Figure: 1.1 given

below helps to understand the idea.

Sleuthkit

Library

T

Command
Line Tools

Common
Interface

Mew tools
Incorporated

l— Provide easy execution of command line tools

l— Automates the Process

|— Provide help and guidance while executing
command line tools

— Shows your output on screen as well as save it
for future analysis

l—Record your session and steps followed by you
during analysis for future reference

Mew tools are incorporated for hash calculation.
[ In addition provide flexibility to add new tools.
i.e Extensible in nature

Figure: 1.1: Higher Level Model of CUI for Sleuthkit

So, the interface created provides easy execution of command line tools, automate the

process, saves your output, record your session, and provide flexibility to add new

tools other than TSK. Thus making environment more user friendly, optimize it and

make it more useful at user end.



2. Literature Review

Whenever we have to take some problem in hand and also want to find its solution, its
background knowledge is very necessary. As much you know from the basics to the
current trends of the problem in hand, more easily you can resolve and find the better
solution and also you can emphasize on the significance of your work. So for all this
we first have to do a literature survey. As much time you spent on literature survey,
less time we have to spend on resolving the problem. Here in this section we mention
the main papers, publications and conference proceedings which we go through to
complete this work.

2.1 Role of Cyber Law and Survey of Cyber Crime in India:

“A Survey of Cyber Crime in India” In this paper the author discusses various
aspects of cybercrime and case studies in support of the same. It is concluded that
cybercrime is a crucial threat and disastrous in comparison to the other conventional
crimes and it also depend upon geographical boundaries and presence of criminal on
crime site. In the current scenario of technology advancement which is strictly
dependent on computers, every nation and the national will have knowledge of
cybercrime, criminal psychology and threats or associated with it[3].

“Role of Cyber Law and its Usefulness in Indian IT Industry” This paper discuss
cyber crime is not limited to geographical space, group and time of occurrence. Now
with time more and more people are using internet so more tendency to commit and
become victim of cyber crime. Around 500 million people using the internet and this
figure gradually increasing with time. Until recently, IT professional and even law
enforcement officers lacked in knowledge about cyber criminal behavior and
activities and how to counter them. They don’t have adequate tools, techniques,
procedures and laws to prove the crime and put the criminals behind bars. Old laws
are not so powerful and not fit the type of crimes happening in today’s world and even
new ones are not up to the mark in punishing the culprits. Furthermore, there was

certain amount of lack of coordination between two maint players in countering cyber



criminals: computer professional or experts and law enforcement agencies but the
close interaction and operation is necessary between these two players to tackle cyber
crime because law enforcement agencies understands the criminal mind set and also
they are responsible for making law and policies to counter cyber crime, whereas
computer professional or experts have knowledge of computers, computer networks,
information gathering and analysis of digital devices. So both must be work in tandem

to counter cyber criminals[4].

2.2 Research and Challenges in Digital Forensics:

“A Road Map for Digital Forensic Research” The aim of the workshop was to
constitute a forum for a recently born community of researchers, practitioners and
academics so that they can share their experience and knowledge on Digital forensics
Science. The targeted audience is law enforcement agencies, civilian and military who
use forensic procedure, technique and tools to gather evidences against criminal from
digital devices. This workshop is an initiated effort to bring together the best persons

and practices in the field of digital forensics [1].

“Challenges to Digital Forensics: A Survey of Researchers & Practitioners
Attitudes and Opinions” In this paper, the author focuses on Digital forensics and
consider it is really important to investigate computer related and cyber crimes.
Research is being undertaken and many tools are also exists, many questions
regarding domain future also exists simultaneously. Author specifies that literature
regarding challenges exist within domain. However, not much effort is focused upon
getting knowledge about reality of these challenges. This paper focus on research that
try to quantify, prioritize and identify these real challenges so that in future we focus
on real domain. To overcome these challenges author proposed that there is need of
improving communication between practitioners and researchers and also to develop

methodology to identify and gather significant data [5].

“Digital Forensics Best Practices and Managerial Implications” This paper
discusses main points to be followed in analysis of digital evidences and cyber

forensic investigation process. It also focuses on best practices followed in forensics



investigation process. Author states that the reliability and authentication of evidence
acquired is also depend on the cyber forensic tools used during investigation. If the
tools used for investigation are not reliable and authenticate the collected evidence,

the results are also not considered reliable and authentic [2].

“Framework for a Digital Forensic Investigation” The main aim of paper is to
create a proper guideline of what steps must be followed in a cyber forensic
Investigation. According to paper, the author wants to specify clearly a framework
which is used in cyber forensic investigation process. Overview taken from proposed
frameworks prescribed previously disclose that a many phases or steps overlapped
with each other and the main difference resides in terminology. New steps are not
added to the proposed framework instead similar tasks were grouped in to single
stage. This framework is extensible and uses to incorporate any number of additional

phases needs in the future[6].

“Digital forensics research: The next 10 years”, this paper states that good days of
computer forensics is rapidly vanishing. In deficiency of a standard strategy for
research efforts, research work of forensics will fall lack in getting pace according to
market trend, tools will get obsolete with time and computer professional, analyst,
experts and forensics products will not rely on the forensic analysis results. Author
gives overview of current forensic research directions and focus on modular and
standardized approaches for forensic processing and date representation. This paper
provides details of requirement to make research of digital forensics more efficient by
creating new abstractions. With considerable attention the cyber forensics research
community can simultaneously lower costs of development and quality of research

efforts can be improved [7].

2.3 Tools and Techniques for Digital Forensics:

“Computer Forensic First Responder Tools” This paper provides an important
although limited details of the nature of computer forensic first responder tools.
Author shown that open source tools may also more concisely and comprehensively

meet the guidelines and requirements than would closed source tools [8].
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“The Need to Adopt Agile Methodology in the Development of Cyber Forensics
Tools” As we know that cyber forensics is the process of identification, gathering and
analysis of digital devices. This paper states that it is challenging to develop cyber
forensics tools in scenario of rapidly change in digital device format and new
techniques to commit crime. If the traditional development method is followed and
time for development is long than there is chance that tool will be obsolete when
released. So agile development methods can be used by development teams to

manage change and quick release of tools [9].

“Hacktivism Trends, Digital Forensic Tools and Challenges: A Survey” states
that there is always a race between the development of forensics and anti forensics
tools. The speed of the criminals making anti forensic tools is similar to speed of the
ethical hackers which makes the process of gathering of evidences difficult from
digital devices. The main difficulty being faced by the digital forensics is the lack of
cyber policy and cyber laws which makes very easy for criminals to commit crime
without any fear of being caught. While analyzing devices for digital devices
following things take in to consideration: During examination of any evidence, also
make chain of custody which contains proper documented reports regarding hardware
examined and the tools, techniques , procedure followed and the results found during
investigation[10].

“Hash-algorithms Output for Digital Evidence in Computer Forensics” This
paper states that Hash-algorithm is, basically used to check message integrity. One of
its applications in the area of computer forensics is to provide authentication of
originality for evidence collected from digital device.. In this paper, the author

reviews the property of hash calculation and discusses the related computer forensics

application to increase the reliability of digital evidence while investigating cyber
crime. The MD5 and SHA-1algorithms for hash calculation has been applied to many
areas due to quickness and reliability they provide. The researchers conclude that
SHA-1 many times weaker than thought. This result cannot have quick effect on

security of cyber space, but this point is really important from information security
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point of view. The evidence of computer crime, its originality and completeness is
crucial to prove the crime under law. Author analyzes the basic hash property and
explains to which extent it is secure. The cracking of MD5 and SHA-1 may not have
instant effect in the area of computer forensics. Therefore, we can use available
substitute algorithms like SHA-224, SHA-256, SHA-384, and SHA-512 [11].

“Developing Forensic Computing Tools and Techniques within a holistic
framework: an Australian Approach” This paper presents work-in-progress in the
development of conceptual framework within which to accommodate diverse
approaches to forensic computing investigations. By use of this framework a suite of
cyber forensic computing tools and investigative procedures is produced to help
police and intelligence agencies. These tools provide help in detection of online
computer misuse and provide technical also. The accompanying integrated procedures
will take care that digital evidence is acquired methodologically and is presented in a

manner that is legally admissible [12].

“Integrating Forensic Investigation Methodology into e-Discovery” The paper has
two purposes; to give introduction on the e-Discovery process for analysts and also to
provide information regarding forensic investigative methodology to said process.
This paper proposes that forensic analyst and legal professionals can take advantage
when they combine their processes; forensic tools and techniques have been used in
the collection, analysis and presentation of evidence in the legal system for years.
This paper will also provide information regarding how the work and scope of a
forensic expert during the e-Discovery process different from a typical forensic

investigation.

2.4 Open Source Forensic Software

“ls the Open Way a Better Way? Digital Forensics uses Open Source Tools” This
paper discusses the tools used in computer forensics; it compares an open source tool
with two commercial tools, and in academic environment advantages and
disadvantages of all three tools are also compared. It suggests that we can also

consider open source forensic tools other than commercial tools for forensic
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investigation. Open source tools are most widely used tools in computer forensics.
While one tool like Sleuth kit/Autopsy is very good at performing disk analysis, it is
of great importance to be able to copy the steps taken with it in obtaining evidence
with another forensic program because credibility and authentication cannot be built
by only one program. It is important that both open and closed source tools works in
collaboration to validate each other’s results.. This means that closed source users
must also try other open source tools to validate their results. If an open source tool
produces the similar evidence as a closed source tool, then the open source tool’s code
which is available freely can be analyzed and proved that it works correctly.
Therefore the closed source tool’s source code can also be assumed that it works

correctly because of similar results produce by both [13].

“Preliminary Acquisition Information Gathering on Computer Data Storage:
Open Source Software (OSS) vs. FIRST Disklmager” This paper states that
acquisition of data and its analysis is important in cyber forensics investigation. The
output from this process will help cyber forensics experts to obtain accurate specific
information on device partitions, hidden partition metadata, unknown and deleted file
systems and data sectors. Generally, computer forensics investigator will be using
open source software (OSS) such as DD, FDISK, DISKTYPE and SLEUTHKITS to
capture this daunting process but using these tools is quite difficult for most forensic
investigators. Poor result documentations, confusing analysis and not user friendly are
some of weakness faced by experts. This paper discussed the experiment results
produced by the FIRST Disklmager and the adopted OSS tools when conducting
acquisition and information gathering [14].

“Building Open and Scalable Digital Forensic Tools” The main part of this paper
is to analyze current approaches used for building integrated digital forensic tools and
to propose alternatives. The author showed that current approaches, both commercial
and open source tools currently available, are not data and cost scalable in the face of
fast data growth; they does not support extensibility much to incorporate new tools
and standards and also have inadequate user interface. Specifically, our analysis leads
us to the following conclusions: On conclude, the author believe that it cannot be
possible to build all of its tools from the ground up. Instead, it must gain leverage by

opportunistically aligning itself with technologies that are being openly developed for
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the Web by big technology providers. This allows for reusing developed solutions and

focusing most of the development effort on forensic-specific problems [15].

“Using Open Source for Forensic Purposes” This paper states that for acquisition
and analysis of digital devices similar results can be shown by open source tools in
the broad field of analysis of digital evidence, There are huge varieties of open source
tools available which are characterized by multiple specifications, most of the tools
are certified and validated and are in no way less reliable and efficient than
commercial or proprietary tools. Commercial tools are more user friendly and easy to
use but it is not always possible to evaluate their reliability and also licensing cost is

very high. So open source tools provides a good alternative [16].

2.5 Open Source Forensic Software: The SleuthKit :

“Automating Disk Forensic Processing with SleuthKit, XML and Python” The
author states that in recent years many important applications for computer forensic
tools have been found that extend from traditional boundaries of law enforcement and
e-discovery. Many research are interested to work on disks, USBs and other digital
devices without go in to much details about disk image formats and partitions and
other things. Due to such needs, the standard approach is to write programs that run
SleuthKit command line tools in background and process the results. But SleuthKit’s
interface is not well suited to this task, so working applications using sleuthkit
requires good forensic knowledge. To assist users who wanted to create programs that
can automatically process disk images, author has developed a methodology for

automating the processing of forensic data using Sleuthkit, XML and python [17].

“Framework for the Design of Web-based learning for Digital Forensics Labs”
The author discusses that many open source forensic software are available in the
market. Teaching a student or learner, how to use every tool is impractical. However,
the students must get the thorough knowledge and basics so that it builds a strong
foundation for them. The author had identified several tools that are user friendly.
Computer Forensics has one main goal and that is acquired or extracts evidence from

digital devices, including computers, cell phones, PDA’s etc. Forensic tools are
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available there to safely assist in the process. One of the tool that may use for learning
purpose is Sleuthkit, It create timeline of file activity , Sorts files based on their file
type and performs extension checking and hash database lookups , Analyze image
partition structures process data units at content location brief description [18].

“Sleuthkit:http://www.sleuthkit.org/sleuthkit/docs.php” As mentioned above that
open source cyber forensic tools are also popular for cyber forensic investigation
specially in education and research community and they are as efficient as
commercial tools but these open source forensic tools has some limitation also like
they are difficult to use, don’t have proper documentation and support. In our problem
we had taken “sleuthkit” open source forensic tool in to consideration. The reason to
choose this tool is that it is very popular among cyber crime experts and it has vast
potential to expand its library, further its command line tools are efficient to conduct

disk and volume analysis when used properly and in right way.
Following are the main Command Line Tools available in Sleuthkit[22]:

o fsstat: Shows file system details and statistics including layout, sizes, and
labels.

e ffind: Finds allocated and unallocated file names that point to a given meta
data structure.

e fls: Lists allocated and deleted file names in a directory.

e icat: Extracts the data units of a file, which is specified by its meta data
address (instead of the file name).

e ifind: Finds the meta data structure that has a given file name pointing to it or
the meta data structure that points to a given data unit.

e ils: Lists the meta data structures and their contents in a pipe delimited format.

o istat: Displays the statistics and details about a given meta data structure in an
easy to read format.

e blkcat: Extracts the contents of a given data unit.

e blkls: Lists the details about data units and can extract the unallocated space

of the file system.
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blkstat: Displays the statistics about a given data unit in an easy to read
format.

blkcalc: Calculates where data in the unallocated space image (from blkls)
exists in the original image. This is used when evidence is found in
unallocated space.

Jcat: Display the contents of a specific journal block.

1Is: List the entries in the file system journal.

mmils: Displays the layout of a disk, including the unallocated spaces.
mmstat: Display details about a volume system (typically only the type).
mmcat: Extracts the contents of a specific volume to STDOUT.

img_stat: tool will show the details of the image format

img_cat: This tool will show the raw contents of an image file.

hfind: Uses a binary sort algorithm to lookup hashes in the NIST NSRL,
Hashkeeper, and custom hash databases created by md5sum.

mactime: Takes input from the fls and ils tools to create atimeline of file

activity.

sorter: Sorts files based on their file type and performs extension checking
and hash database lookups.

sigfind: Searches for a binary value at a given offset. Useful for recovering

lost data structures.

These tools perform some specific function and we can execute them

independently. We can also use many arguments with these command line tools

which make their function more specific. So sleuthkit contains rich set of these

command line tools which are used for disk analysis.

So above we discussed literature review studied or followed, Firstly we understand

what is cyber forensics and what are different cyber types of cyber forensics exists

like Digital Forensics, Computer forensics, Network Forensics and Mobile Forensics.

From these forensics we choose to work on Computer forensics and specifically disk

and volume analysis. So we studied papers and books related to these, There are

several Commercial and Open Source forensic tools are available for disk and volume

system analysis but commercial tools are available at very high cost second their code

is not available to understand their working. So we choose to work on open source
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software. Sleuthkit is the open source software which is very popular for collection of
its command line tools but the problem we observed with these command line tools is
that it is very difficult to use them without any help. So we try to automate the process
of execution of these command line tools and also provide flexibility in our frame

work to incorporate new tools other than sleuthkit.
Although more than mentioned paper and sources are studied to clear background

knowledge and to get direction of work but the mentioned papers are more suitable in

reference to thesis work that’s why only they are mentioned.
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3. Problem Statement

Problem Statement:

As it is clear from above discussion that open source tools provide a good alternative
for computer forensics. The Sleuthkit (TSK) is open source cyber forensic software
and constitutes a C library and collection of command line tools for file and volume
system forensic analysis. The file system tools are used to examine file systems of a
suspect computer. It works on both Windows and Unix platform. The volume system
(media management) tools are used to examine the layout of disks and other media.
The Sleuth Kit supports DOS partitions, BSD partitions (disk labels), Mac partitions,
Sun slices (Volume Table of Contents), and GPT disks. With these tools, you can
identify where partitions are located and extract them so that they can be analyzed
with file system analysis tools. When performing a complete analysis of a system, we
all know that command line tools can become tedious to use and you must know how
to use them. The basic idea behind working of sleuthkit command line tools is given

below in Figure 2.1:

Sleuthkit

Library

)

Command Line Tools
for
Disk and Volume System Analysis

USER

Figure: 3.1: User Interaction Scenario with Sleuthkit
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The user can execute command line tools directly and perform disk and volume

system analysis.

We observed following problems while using these command line tools:

e Each one can only be executed independently.

e Lack of help and support while executing these command line tools.

e Output is shown on screen only, not saved for further analysis.

e No case management is available or facility for session record while
executing these command line tools.

e Not a common interface available for all command line tools to show
these are the tools available to use and you can select one of them
according to your requirement at particular time.

e We can only use command line tools available with TSK.

The problem is that it is difficult to use these command line tools directly without any
prior knowledge. Secondly you have to execute each command line tool
independently and also the output is shown on terminal only, further what steps you
are performing in sequence is not recorded or saved for future reference and analysis.
In our thesis work we optimize this direct interaction of user with sleuthkit and
provide a common user interface to access these command line tools in easy way and
automate the process. The output is saved for further analysis and whole session is
also recorded for future reference. You may also incorporate new tools also other than
TSK in the framework. Around 700- 800 lines of code is written in Linux to provide

required functionality.
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4. Design and Implementation

4.1 Proposed Design

After considering the points mentioned in problem statement, we proposed and
develop a common user interface which overcome all above limitations and

provide us following benefits:

e Commands can be executed in collaboration.

e While you are executing command, at each step you get the help.

e Output is not only shown on screen but it can also save for later analysis.

e Case Management is available, you can record your whole session i.e what
commands and what steps you follow while doing analysis.

e Common interface is provided for command line tools.

e We can also incorporate other tools in to the system and use them.

According to our proposed solution, we design a framework that is used to access
sleuthkit command line tools through a common interface and we can also add more
tools which are not part of sleuthkit. This framework is useful in sense as it is simple
provides user help at each step while executing the tools and automates the process.
Secondly the results are saved in different files corresponding to each tool you
execute and you can see them later on for analysis and other purposes. One step ahead
this framework provides you case management that is your whole session records for
future reference and documentation. It records what steps you follow and commands
you execute and their corresponding output for a complete session i.e. until you exit

from the system.

Figure 4.1 given on next page shows block diagram of our proposed Framework.
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Figure 4.1: Block Diagram of proposed CLI for SleuthKit
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For implementation of our proposed Command Line Common User Interface for
Sleuthkit we use Shell Programming Language of Linux. The reason to choose this
scripting language is that firstly sleuthkit command line tools are meant to execute on
Linux platform, Secondly it is easy to use and implement shell programming, it has
vast variety of features and commands of Linux further we can use powerful features
like pipeline, redirection, regular expression and combination of Linux commands
which makes it unmatchable specifically for purpose like cyber or computer

forensics..

Currently we implement following command line tools of sleuthkit and in future
all command line tools present in sleuthkit will be implemented:

e img stat
e mmis
e mmstat
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e fsstat

o fls

In addition to these tools we also incorporate tools used for Hash Calculation and
these tools are not part of sleuthkit. We can also calculate SHA-224, SHA-256, SHA-
384 and SHA-512 hash values corresponding to some file or image in addition to
MD5 and SHA-1. The interface further provides you flexibility to add more tools

when required.

The Interface also provides you a very important functionality which is necessary
from point of view of cyber forensic investigation. It provides you complete case
management which help in documentation of your case investigation automatically
and also in future reference and analysis. For a complete session i.e. from invoking of
this common interface up to exiting, it records everything from steps you follow to
commands you execute, all are saved. Separately when you execute commands their

output is also saved in different file corresponding to each command.

It also makes execution of these commands easy for a beginner as well as professional
by providing help and guidance at each step. You can also get complete description of
tools and their various arguments before using them or while using them. So it

provides a user friendly environment for users.

Broadly we divide our interface in to five modules:

First module (Main Module) is main module corresponding to this module a script
file main.sh is used and all other modules are directly connected to it and it is also

responsible for start and providing first interface to user.

Second module (TSK Library and Tool Access Module) is very important; it is
used to provide access to user for command line tools of sleuthkit through the
interface. It provides you option to choose between available list of tools, you want to
use at particular time. Corresponding to each command line tool there is separate
script file to access it. For e.g if you want to use img_stat tool of sleuthkit then
corresponding to it script file imgstat.sh is available which works in background to

help in accessing the tool and providing the options which you can use with the
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command. it also responsible for providing help during execution in collaboration

with Document/Help Module.

Third Module (Document/Help Module) is responsible for providing
documentation and complete description regarding tools available for use when
required. It also provide help and description regarding various arguments/options
you can use with command line tools while executing the tool in collaboration with

corresponding script file of tool.

Fourth Module (Session Record Module) is responsible for case management. It
records your complete session and saved it for future reference. It also saves output of
all command line tools you used in separate file corresponding to each tool. It works

simultaneously with scripting file available for each tool.

Fifth Module (Other Than TSK Access Module) is used to provide access to user
for tools (which are not part of TSK) through the interface. It provides you option to
choose between available list of tools, you want to use at particular time.
Corresponding to each command line tool there is separate script file to access it. It
provides you flexibility to add new tools and access to them. This module is

expandable and you can incorporate new tools when required.

So it is clear from our module description that how our modules in interface work
together and specifically what they do. Figure 4.2 given on next page shows

interaction and integration of these modules:

Flowchart Working is described as: Now we show how control of out framework
flows from start to end with the help of flowchart diagram Figure: 4.3.1 to 4.3.4
which is helpful in getting to know about the flow of control and working of our

interface in depth.

In actual the flowchart from Figure 4.3.1 to 4.3.4 is complete one flow chart for whole
interface. So all are connected with each other at different point and can be consider

as a single flowchart while observing flow of our interface.

Flowchart is divided in to four parts, First part shown in Figure 4.3.1 shows flow of

our main module and what options it provide at start. It has main three option. Option
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1 is choose to get Help and Description about all Sleuthkit command line tools. 2™

option is the main option chosen by user to see list of all available tools under this

frame work and from there it choose to execute them. 3" option is used to exit from

the interface. Whenever you choose to exit during session at any stage, the whole

session is saved for future analysis and reference.

TSK Library & Tool Access Module

b e b

bl e oo

-

1C 8

G-

Document/Help Module
(document.sh)

W EHOo

oo~

Hash Calculation Tools
Other Tool 1

------- - hashcalculation.sh 1
--------- othertooll.sh - E

--------- Cpon -

Other Tool n

oI RN ]

=

M Z Qe e

(recorder.sh

Figure 4.2: Interaction and Integration of Main Script Modules

Other Than TSK Tool Access Module

Second part and Third part is demonstrated in Figure 4.3.2 and Figure 4.3.3 which

shows the most important part of our frame work i.e. selection of tool of your choice

and their execution. When you select option 2 from main page interface i.e. you

choose to use the tools then the system follow the control mention in this flowchart.

Before moving forward it asks you for case name. Your whole session now records

under this case name. After providing case name, the interface shows all the tools
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which are available for use, you can select one if want to run otherwise also select
exit. When you choose any tool then options corresponding to selected tool are
shown. Corresponding to each command line tool of sleutkit these options are shown.
The options are if you want to run the tool then select 1, 2" option is also important
here as it provides you to build your command line and directly run it on command
prompt, if you select 3" option then you get complete description about the tool and
various arguments you can use with this tool to make it more specific,4™ option take
one step back to see again list of available tools and from there you again continue to
choose same or any other tool, 5™ option takes you to home screen and 6™ takes to
exit point. If the user select wrong option than error checking mechanism display
message regarding wrong option and again takes you to the same screen to select the
right option.

If you select to choose run any command line tool then first it asks about image full
path i.e the image on which you want to apply forensic investigation and also
arguments are shown which can be used with the tool and also asking whether you
want to use one of these argument or not. If user select no than in that case tool is run
with default arguments otherwise if user select yes than interface asks for the
argument user want to use and prepare command line according to that and execute
the tool. When you execute some command, the output is shown on screen and also
message is displayed that your output is also saved and storage location is also

specified.

If user select option 6 in Figure 4.3.2, It shows all available tools which are not part of
sleuthkit but incorporated in to framework to provide more functionality during cyber
forensic investigation. Now your control goes to Figure 4.3.4, Currently Hash
calculation tools are incorporated in to framework so they are shown with
corresponding options. Either you choose to use tools for hash calculation or move
back to see list of all tools or select 3" option to go back to home or choose 4™ option
to exit. If user can’t choose the options given above then error handling mechanism
display message wrong option chosen and again prompt to same screen so that user

choose the right option.

If in Figure 4.3.4 user selects option 1 and chooses to run hash calculation tools then

interface shows all available options of hash calculation from md5 to sha-512. User
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can either select one of the hash calculation tool or choose option 6 to apply all hash
calculation algorithm and calculate all hash values but before executing one or all
tools system prompts user for name of file or image for which user wants to calculate
hash. User can also select option 7 which takes user back to see all available tools
again or user can also choose 8" and 9™ option for moving back to home or to exit. If
user can’t choose the options given above then error handling mechanism display
message wrong option chosen and again prompt to same screen so that user choose

the right option.

Refer to Figure 4.3.4, if we choose to calculate hash than interface ask for file or
image name on which user want to perform hash calculation and after giving image or
file name, it gives you output on screen and also saves it, further message is also

displayed that your output is saved and where it saved.
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Figure 4.3.1: Flowchart for Main Interface
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Figure 4.3.2: Flowchart for Interface of Tools available for Use and Command
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5. Experimental Results and Testing

5.1 Experimental and Test Results:

After coding ant integration of our Common CLI for sleuthkit is used and it is
observed that interface is working properly corresponding to the command line tools
which are implemented. Results are shown and also saved, commands are executed
successfully, and session is recorded. All the options shown in interface are working

correctly and flow of control is also following the valid path.

We here in this section show the screenshots of our interface to support our point. As
shown in screen shorts our interface is working quite well. It provides all features and
overcome all limitations which we described earlier. We also observed that we can
also incorporate more features and make it more user friendly by adding more
functionality which we will definitely incorporate in near future. Not all screen shots
included corresponding to all tools. Only limited screen shots are included but all the

screen interfaces and implemented tools are working correctly.

5.2 Screen Shots:

Screen Shot 5.2.1: HOME

Terminal 1y ) 11:40AM {
) bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script

£l
1]
=]

press "1" for getting Discription of "SLEUTHKIT"
press "2" for using "TSK TOOLS"
iress "3" for "EXIT"

ry

=
”
w
75
[

Above screen shot is our first main home page, Here it provides us three options
regarding getting description of sleuthkit, want to use tools or want to exit, You have
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to choose only one option by pressing corresponding number. After that it takes you

to next level.

Screen Shot 5.2.2: Description/Help for Tools

1 ) 11:18AM %

Terminal
/Desktop/Dilpreet/sleuth-script

TOOL DETAILS:

These are the "main modules" with their brief description:

The TSK tools are organized into layers and this description is organized based
In general, the following tools take a disk or file system imag

on those layers.
e as input.

File System Tools
Volume System Tools
Image File Tools
Disk Tools

Other Tools

getting Discription of "FILE SYSTEM TOOL
getting Discription c "VOLUME SYSTEM TOOLS"
getting Discription c "IMAGE FILE TOOLS"
getting Discription c "DISK TOOLS"
Discription c "OTHER TOOLS"

After choosing option 1 from home page, you move to this screen which provides you
link for complete description of sleuthkit command line tools category wise. To move

forward and to get complete description of tools again you have to select option from

the given ones.

Screen Shot 5.2.3: Asking for Case Name for Session Record

Terminal Y ) 11:19AM

% [ ] bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script
e s e s ke e e e e ek ok o o e sk ke ke ko ok ok ki e e s ok sk ko ok ok ok ok ke e

5]
--This script provide you easy handling of tools by giving you detail how you ca

n use the tool by shewing preoper example.

--This script alse saves the output in file of your choice and also displays the
output on your screen.

record your steps, what you do and you can later on you can s

--This script also
ﬁ ee it.
== Enter your case no. or name

When you select option 2 i.e. you choose to use the tools then you move to this

screen. Before moving forward it asks you for case name. Your whole session now

records under this case name.
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Screen Shot 5.2.4: Shown Tools available to execute

Terminal 1y B <) 11:20am %
A [ ] ) bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script
n use the tool by showing proper example.

--This script alsoc saves the output in file of your choice and alsoc displays the
output on your screen.

,ﬁ --This script also record your steps, what you do and you can later on you can s
- ee it.

Enter your case no. or name
casel
E This CASE NAME already exists
B== press "1" to use same case name
press "2" to enter new name

75

currently these are the command line tools of TSK available for use
1. img_stat deddkd S "1" for using "img_stat"
2. mmls e "2" for using "mmls”

. mmstat e "3" for using "mmstat”

. fsstat e "4" for using "fsstat”

. fls e "s" for using "fls"

. TSK others #%%%% S "6" for using tools other than TSK

. EXIT A e "7" to EXIT

This screen shows all the tools which are available for use, you can select one if want
to run otherwise also select exit. Currently img_stat, mmls, msstat, fsstat and fls are
implemented, so they are shown. At 6™ option there is choice to select tools other than

TSK and currently Hash calculation tools are implemented.

Screen Shot 5.2.5: Asking for execution of Command Line tool mmls and also

shown how it will be used.

L €)) 11:20AM 3%
) bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script
Command: mmls

Description:mmls: mmls utility can be used to retrieve information about various
partitions within an image.

example:

ﬁ mmls [-t mmtype (dos, mac, bsd etc) ] [-o offset ] [ -1 imgtype (raw, ewf etc.)

B0 1 [-b dev_sector_size (512,1024 etc. )] [-BrvV] [-aAmM] imagename [imagesnames]

press "1" for executing "mmls"”
P press "2" for "creating your own Command Line"

press "3" for more details about "mmls and its arguments”

—__ press "4" for going back to see other available "TSK TOOLS"
>_ |ll«press "5" HOME "TSK TOOLS"

iress "6" for "EXIT"

From above screen if we select one tool then this type of screen appears. Here we
choose the mmls tool so options corresponding to mmls are shown. Corresponding to
each command line tool of sleutkit these options are shown. The options are if you
want to run the tool then select 1, 2" option is also important here as it provides you
to build your command line and directly run it on command prompt, if you select 3™
option then you get complete description about mmls tool and various arguments you

can use with this tool to make it more specific,4™ option take you to screen no-4 to
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see again list of available tools and from there you again continue to choose same or
any other tool, 5™ option takes you to home screen and 6™ takes to exit point. If the
user select wrong option than error checking mechanism display message regarding
wrong option and again takes you to the same screen to select the right option.

Screen Shot 5.2.6: Asking for image full path on which command is applied, also
shown the no. of options you can use with the command and asking for whether

you want to use any option.

Terminal 1y <) 11:21aM I

1 bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script
press "5" HOME "TSK TOOLS"
press "6" for "EXIT"
2l
Enter image full path
./casel/case2file.dd
These are the options you can choose with this command.

-t mmtype
-o offset
-b dev_sector_size

-i imgtype

?want to use any option
" press "y" for "YES”
iress "n" for "NO"

If you select to choose run any command line tool then screen smilar to this appears,
Here in previous screen we choose to run mmls tool so this screen appears
corresponding to mmls tool. First it asks about image full path i.e the image on which
you want to apply forensic investigation and also arguments are shown which can be
used with the tool. Here arguments for mmls tools are shown and also asking whether
you want to use one of these argument or not. If user select no than in that case tool is
run with default arguments otherwise if user select yes than interface asks for the
argument user want to use and prepare command line according to that and execute
the tool.

Screen shot 5.2.7: Output is shown corresponding to execution of command

mmls and also told that where your output is saved.

This is output screen, when you execute some command, the output is shown on
screen and also below message is displayed that your output is also saved and storage
location is also specified. Above screen shows the output corresponding to execution

of mmls tool.
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Terminal 1 ) 11:21AM

bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script
press "n" for "NO"

n

DOS Partition Table

offset Sector: @

Units are in 512-byte sectors

Slot Start End Length Descriptien
00: 0000000000 0000000000 0000000001 Primary Table (#0)

ﬁ e1: ©PEEEEEOEO  ©OEEEEOO62  000E0OE863  Unallocated
| — |

ez2: 3 0000000063 0000052415 0000052353 DOS FAT16 (@x04)
e3: H 0000052416 0000164831 0000052416 DOS FAT16 (@x04)
04: 3 0000104832 0000157247 0000052416 DOS FAT16 (0x04)
e5: = 0000157248 0000312479 0000155232 DOS Extended (©x05)
86: e 00600157248 0000157248 0000000001 Extended Table (#1)
e7: 0000157248 0000157310 0000000063 Unalleocated
e8: H 0000157311 0000209663 0000052353 DOS FAT16 (@x04)
— 109 : 0000209664 0000209726 0000000063 Unalleocated

10: 1:01 0000209727 0000262079 0000052353 DOS FAT16 (@x04)
11: e 0000262080 0000312479 0000050400 DOS Extended (©x05)

alzy = 0000262080 0000262080 0000000001 Extended Table (#2)
Az 0000262080 0000262142 0000000063 Unallocated
14 0000262143 0000312479 0000050337 DOS FAT16 (0x86)
iour output is saved in mmlsoutput file under folder casel

Screen Shot 5.2.8: This screen shows the tools available within this frame work

other than TSK and also provides various options you can choose.

Terminal g B o) 11:z1am %

—~——

bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script

e e e e e e sk e i e e e e ek ko ok ok ok ek ok ok ok ke e ok ko o ok ok ok ke ok ok ook ok

These are the tools we can also use which are not part of TSK but useful for for
ensic purpose:

1.Hash Calculation

press "1" fer using "Hash Calculatien”

press "2" for going back to see other available "TSK ToOLS"
press "3" HOME "TSK TOOLS"

iress "4" for "EXIT"

Above screen appears when user selects to use tools other than TSK. It shows all
available tools which are not part of sleuthkit but incorporated in to framework to
provide more functionality during cyber forensic investigation. Currently Hash
calculation tools are incorporated in to framework so they are shown with
corresponding options. Either you choose to use tools for hash calculation or move
back to screen no.-5.2.4 to see list of all tools or select 3" option to go back to home
or choose 4™ option to exit. If user can’t choose the options given above then error
handling mechanism display message wrong option chosen and again prompt to same

screen so that user choose the right option.
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Screen Shot 5.2.9: Shows Hash Calculation tools available within this

framework.

ty B o) 11:22Aam I

) bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script

calculating "
calculating "SHA1"
calculating "SHA224"
calculating "SHA256"
calculating "SHA384"
calculating "SHA512"
calculating "ALL (1-6)"
going back to see other available "TSK TOOLS"
HOME "TSK TOOLS"
"10" for "EXIT"

If from previous screen 5.2.8, user selects option 1 and chooses to run hash
calculation tools then following screen appears. It shows all available options of hash
calculation from md5 to sha-512. User can either select one of the hash calculation
tool or choose option 6 to apply all hash calculation algorithm and calculate all hash
values but before executing one or all tools system prompts user for name of file or
image for which user wants to calculate hash. User can also select option 7 which
takes user to screen 5.2.4 to see all available tools or user can also choose 8" and 9"
option for moving back to home or to exit. If user can’t choose the options given
above then error handling mechanism display message wrong option chosen and

again prompt to same screen so that user choose the right option.

Screen Shot 5.2.10: Asking for File or image name for which hash will be

calculated, Result is also shown and also shown that where your output is saved.

Terminal ty B o) 1nzzam I

-

bajwa@bajwa-virtual-machine: ~/Desktop/Dilpreet/sleuth-script
press "8" for going back to see other awvailable "TSK TOOLS"
press "9" HOME "TSK TOOLS"

press "10" for "EXIT"

6

Enter full path for file or image full path

filel

Sat Jul 11 11:22:51 IST 2015

Image Name/File Name: filel

SHA512 Value:
8ad54eaBeac5452dalf31849c2bsael12cef559323947a02e3d011a9be3cocq7f26c6cB8asas54ff2cd
b7e459e24506ed8b254a9bd63a27530dF40604279149bca3  filel

your output is saved in hashoutput file under folder case1l

press "1" for calculating "MD5"

press "2" for i "SHA1"

press " g
<press "4" for calculating "SHA256"
press "5" for calculating "SHA384"
press "6" for calculating "SHA512"

3" for
4
5
6
press "7" for calculating "ALL (1-6)"
8
9
1

press "8" for going back to see other available "TSK TOOLS"
press "9" HOME "TSK TOOLS"

iress "

o" for "EXIT"
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From previous screen if we choose to calculate hash than this screen appears asking
for file or image name on which user want to perform hash calculation and after
giving image or file name, it gives you output on screen and also saves it, further
message is also displayed that your output is saved and where it saved. Currently from

previous screen we choose to calculate sha-512 so corresponding output is shown.

So from above screen shots it is clear that our common CLI for sleuthkit is working
properly and efficiently. In addition to this the framework also check errors, if any
wrong argument is passed or any wrong option is chosen by user and corresponding
message is displayed. Second, the whole session from start to end (until user choose

to exit) is recorded under the case name provided by user.

Above small set of screen shots are shown, for each tool there are around 5-6 main
screen shots are available, so it is not possible to include all screen shots but from

above screen shots you get an idea how actually this interface is working.
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6. Conclusion

Several Forensic framework, investigation procedures, policies, tools and techniques
are available and we also use them to prove the role of criminals in crime and put
them behind bars. Not a standard procedure or technique is available for all types of
crimes. For different types of crimes, we use different set of tools, techniques and
procedures for forensic analysis. So its responsibility of cyber forensic expert to
choose right set of tools to find the culprit. In addition to cyber experts normal
internet users or person using computers also have knowledge about cyber crime and

related threats so that they can be prone to cyber attacks.

In spite of several measures taken by law enforcement agencies, researchers and cyber
experts the cyber crimes takes place so it is must for us to tackle these crimes, if crime
happened then it is must to do forensic investigation and found the evidence against
the culprits. In forensic investigation cyber forensic tools plays a very important rule
and generally they are available as commercial and open source forensic tools. Each
has their own advantage and disadvantage. Commercial tools are easy to use, easy to
handle and more user friendly further they also provide proper documentation and
support. They are efficient and based on proven techniques. The only main
disadvantage of using a proprietary tool is that you have to pay a heavy price for it in
form of licensing fee for particular time period and after expiring of time period again
you have to renew it. Open source tools are also widely used and popular among
cyber experts, researchers, students and professionals. They are also equally efficient
as commercial tools but the main disadvantage is that not a single tool provides you
all functionality secondly they are not so user friendly. Output is complex and it takes

time to command open source forensic tool.

In our thesis work we focus on open source forensic tool because they are freely
available and their code is also available which you can study, modify, expand
according to your requirement, further you can authenticate the working of software
because code working is transparent to you. We choose to work on sleuthkit, which is
very popular tool for disk and volume system analysis in forensic investigation. It

constitutes set of command line tools. As we mentioned earlier these tools are not so
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user friendly, it is difficult to use them without any prior knowledge. We developed a
common interface for users who want to use these command line tools easily.
Actually we automate the process and each step we provide options to users and user
can easily select one of them. At the backend we are handling the command line tools
for user. When we are using these tools through our interface at each step you get help
about how to use these tools and what arguments you can use with the command. The
sleuthkit command line tools only show the output on screen but when you are using
it through our common interface it not only shown the output on screen but
simultaneously saved it for future analysis further from start to end your whole
session is recorded that is what steps you follow, what command line tools you used
and what is the output corresponding to each tool including timestamp is saved for
future analysis and reference. This interface also provides flexibility to incorporate
and use tools other than TSK under the same common framework which further

enhance the functionality of investigation process.

Future Scope:

Some tools of sleuthkit are not implemented in our interface, in our future work we
try to implement all remaining tools of sleuthkit and also add more tools other than
TSK to enhance the functionality of our framework as well as cyber forensic
investigation. Currently it is available on linux, we try to create interface for windows
on same pattern and there is also possibility of showing the output in graphical forms
so we try to implement this thing also.
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