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Abstract

Cloud computing is a new internet-based computing which provides computing ser-
vices as utilities, which are chargeable according to the usage and available on demand
over the Internet. It allows the users and enterprises to store and process their data in a
cloud infrastructure to let them focus better on their business needs. Rise in popularity
of cloud computing has led to the growth of large scale data centers which need signif-
icantly higher level of energy consumption. As these data centers remains underutilized
most of the time, a significant amount of energy get wasted in keeping the servers active.
Efficient management of this energy consumption thus becomes a key issue to address.
Various techniques are being developed these days for better power management in cloud.
One such method is to dynamically adjust voltage and frequency of a processor according
to its workload to reduce the energy consumption of underutilized servers. Another tech-
nique is VM consolidation which uses Live VM migration to pack the maximum number
of VMs on minimum number of servers to maximize utilization, and thereby, decreasing
energy consumption. In case of highly dynamic workloads, these techniques may lead to
resource insufficiency in VMs when there is an increased load. Migration should be done in
a way that there are no violations to Service Level Agreements (SLA) decided by the cloud
consumers and service providers. So overall, there is a need of method that can maintain
balance between energy efficiency and performance levels of a data center. Some methods
have been proposed to handle this problem but very few of them considered the cost of
migrating VMs in terms of time and energy.

We have proposed a strategy for energy-efficient cloud data centers. It makes use of
a prediction model based on historical data of workloads to anticipate the upcoming re-
source demands of applications. This enables identification of optimum number of servers
required to host all the VMs, so that underutilized servers can be hibernated. This re-
duces the energy consumption in data centers without violating the required performance
parameters. Our technique is migration cost-aware which means it takes into account the
cost associated with the migration in terms of both energy and downtime. The simulation
results show that our method provides a significant amount of energy conservation with

minimal downtime and number of migrations.
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Chapter 1

Introduction

Cloud computing is a popular and still an emerging computing technology which aims at
providing IT resources as a utility or a service. It uses the concept of virtualization to
deliver a shared pool of various resources like computing resources, network resources,
storage resources, softwares, data, etc over the Internet in a pay per use manner. Before
the emergence of cloud computing, there was a client-server computing, in which all the
software applications, data and controls reside on a centralized storage on the server side.
A user on client-side needs to connect to the server to gain access to any data or a program
as required. After that, distributed computing emerged, with all the computers networked
together which share their resources whenever needed. Both the above computing tech-
nologies influenced the emergence of cloud computing as the latter implemented concepts
from both. It has taken some part from other existing IT trends as well that involves au-
tonomic computing, where IT environment is able to manage itself automatically based on
increasing or decreasing demands of users and utility computing, where computing power
is provided as a ’utility’ like other utilities such as water or electricity, for which customers
can pay only for what they use. The term ”Cloud” in cloud computing refers to a web based
infrastructure of IT resources which is typically privately owned and offers access to these
resources in an automated and metered fashion. The users request for resources by speci-
fying various constraints for performance, QOS, response time, reliability and availability,
pricing negotiations efc in an agreement, called Service Level Agreement (SLA), with the
Cloud Service Providers (CSP). After this initiation, the users get their share of resources
which they can access or re-provision themselves as needed from anywhere through Inter-

net.



1.1 Key features of Cloud Computing

1. On-Demand Self-Service : A cloud user can access the cloud resources in a self-
provisioned way, that is, once configured, provisioning of resources can be done

automatically, without further human involvement by cloud providers.

2. Ubiquitous Access : Cloud services are widely accessible over the Internet, that is,
can be accessed from any place any time using wide range of devices, interfaces,

protocols and technologies.

3. Multitenancy and Resource Pooling : Ability to serve multiple cloud users (ten-
ants) simultaneously, which are independent from each other, is multitenancy. It en-
ables multiple cloud users to use the same resource or its instance without knowing

that it may be used by others.

- "
Cloud
Service
Consumer

a "
Cloud
Service
Consumer

Shared Computing Node

\\\

Figure 1.1: A multi-tenant environment where single instance of computing resource is
shared by multiple consumers

4. Scalability and Elasticity : Elasticity is ability of cloud that transparently scales the
IT resources automatically as required by the users in runtime conditions. Scalability
is ability of resources to handle the increasing or decreasing usage demands. There

are two types of scaling:

e Horizontal Scaling : Adding (Scaling out) or releasing (scaling in) IT re-

sources of same type.

e Vertical Scaling : When an IT resource is replaced with another with higher

(Scale up) or lower (Scale down) capacities.

2



5.

1.2

Measured Usage : Cloud service providers (CSP) can only charge its users for re-
sources they actually used and/or for the time duration they were allowed access to
these resources. Monitoring service usage not only helps in billing purposes but also
provides an insight to the resource usage pattern that helps in better maintenance of

system.

Resiliency : In cloud, redundant implementation of IT resources across different
physical locations provide great resilience against fail overs. Consumers can leverage
this characteristic of cloud resources to increase both the reliability and availability

of their applications.

Benefits of cloud computing

Reduced Investments and Proportional Costs: CSPs set up their infrastructures by
doing mass acquisition of IT resources in lower prices that they in turn, lease to cloud
consumers in attractively priced packages. This helps organizations to access such
large infrastructure without needing to purchase it themselves. This way it results
in elimination of up front investments for hardware and software purchases. CSPs
cut their costs by setting up large scale data centers in localities where real estate,
network bandwidth, IT professionals can be obtained at lower costs thereby reducing
both capital as well as operational costs. Also, sharing of cloud resources by its

consumers results in increased resource utilizations and thus reduced costs.

Increased Scalability: Cloud computing enables its users to dynamically scale cloud
resources on demand when needed. Users can scale up the resources to accommodate
load fluctuations or peaks in applications automatically and can release resources as

workload decreases.

Increased reliability and availability: by redundant implementation of resources
and simplified backup and archiving capabilities.

Less Energy consumption: Cloud data centers focus on sharing of resources which
leads to saving of energy used by these resources and also reducing the carbon foot-

prints of data centers.

Reduced Administrative responsibilities: Business organizations by adopting cloud
centers can focus more on their business-centered strategic decisions than worrying
about organizing and maintaining their own IT infrastructure required for business

operations.



1.3 Cloud Service Models

CSPs provides services in form of pre-packaged set of IT resources called cloud service

models. There are three common models of services:

e Infrastructure-as-a-Service (IAAS) : This model offers an IT environment which
comprises IT infrastructure centric resources like hardware, network, operating sys-
tem, connectivity, and other such raw resources. These resources are offered as
virtual instances. A typical resource available in IAAS environment is the virtual
server. The cloud consumers have to specify server hardware requirements such as

secondary storage, memory and processor capacity as shown in fig 1.2 below.

Cloud Cloud Provider

Consumer -

N /Virtual  Physical

o/ Server Server

4 ., -
. — R

/ IAAS Cloud Service Contract

/ Product: Virtual Server 32 GB RAM, 4GB Local Storage
SLA: Availability = 99.5%,_ no failover
Price: $ 0.95 per hour, § 0.05 per GB transferred out of cloud

Figure 1.2: A Cloud Consumer requesting for a virtual server through a contractual
agreement

o Platform-as-a-Service (PAAS) : It offers a ready made environment which consists
of already deployed and configured hardware and software resources. It provides the
tools and products required to support the life cycle of custom applications. PAAS
is beneficial for users when they want to deploy on-premise environments onto the
cloud to make them more scalable and reliable or when they want to completely
eliminate on- premise environments for economic purposes. PAAS provides different
development stacks to be used by customers. Some examples being .NET based
environment provided by Microsoft Azure, JAVA and Python based environments

provided by Google APP Engine. Fig 1.3 below shows the PAAS environment.

o Software-as-a-Service (SAAS) : It offers a software program as a shared service

and is available as a metered utility or product. This exploits the re-usability of



Ready-Made

Environment

Cloud

Consumer

‘,
F 3
",
)

/' CloudP Peiwaides

PAAS Cloud Service Contract

Product: Application Servers + DBMS Platforms
SLA: Availability = 99.5%, auto scaling

Price: § 0.45 per hour (500,000 requests)

Figure 1.3: A Cloud Consumer accessing ready made environment without knowing
internal implementation of platform

some software programs and make them available to a wide range of consumers.
In this architecture, users have a little administrative control over the underlying

infrastructure and services. Fig 1.4 below shows a SAAS implementation.

................... — .
lf,f’ I -\\‘-
Lo A pa \ \)
Cloud v e d H|' CLOUD | __ 9 \...l
Service D e \ ) SERVICEj e
Consumer - = L\ : |
.................. T Ny i _

+" SAAS Cloud Service Contract

s

SLA: response time = 0.5 ms
[ Price: $ 0.03 per 100 requests

Figure 1.4: A Cloud Consumer accessing Software as cloud service without knowing
internal implementation of platform



Table 1.1: Summary of Cloud Service Models

Model

Applications

Responsibility

SAAS

Sales-

Softwares are licensed to consumers as services for

Google Apps,
force, Microsoft Busi-
ness Productivity Suite
Online, Cisco

on demand use.

Consumer is responsible for nothing.

PAAS | Google = AppEngine, | Provider provides solution stack, computing plat-
Windows Azure, | form and software development platform which in-
VMware SpringSource | cludes hardware, OS, virtual instances and framework

stacks.
Consumer is responsible for development or deploy-
ment of applications.

IAAS | Amazon Elastic Cloud | Provider provides Computing infrastructure and is re-

Compute sponsible for the virtual instance and hardware.
VMware

Express, IBM

(EC2),
vCloud

Consumer is responsible for everything from operat-
ing system to application layer.

1.4 Deployment Models

Cloud deployment models represent hosting environments which are distinguished by pro-

prietorship, access and size of cloud infrastructure. Following are the four most common

deployment models:

1. Public Cloud: A public cloud is a cloud hosting environment which is generally

owned by a third party service provider and is open for public use. These service
vendors are responsible for the setup and maintenance of the IT resources in public
cloud. These services are provisioned to its users at a cost decided at the time of
registration into the cloud. It is maintained on the premises of cloud provider so

users do not have any idea and control over the location of infrastructure.

. Community Cloud: A community cloud is typically accessible to a specific commu-
nity of cloud users from different organizations that usually share common concerns
(e.g., security requirements, privacy, mission, policy, performance etc). The cloud
infrastructure may be owned, managed and operated by the members of community
or a third party organization that provides a public cloud with limited access. The in-
frastructure may exist on-premises or off-premises. It is suitable for the organizations

that work on joint ventures, tenders and/or research.



3. Private Cloud: A private cloud is privately owned and used by a single organiza-
tion. Organizations usually deploy clouds to centralize access to their IT resources
so that they can be used by different departments and locations of the organization.

It reduces the risk and challenges related to the management of infrastructure.

4. Hybrid Cloud: It is a cloud hosting environment which is a combination of two or
more deployment models (public, private or community). It is an adaptation between
two environments in which the workloads moves between public and private clouds
as per the need. For example, applications with more sensitive data can be deployed

to a private cloud while other less sensitive can be deployed on to public cloud.

1.5 Virtualization

Cloud computing evolved over pre-existing technologies which work in a seamless manner
to enable cloud to provide the services to its end users. Some of these technologies are web
services, service oriented architecture (SOA), virtualization technologies, network virtual-

ization, and shared compute resources (multicore processors) and inexpensive hardware.

1. Service oriented architecture (SOA): It is a way of designing softwares where ser-
vices are requested and provided among components using application components
or modules through the use of some communication protocols over network. A ser-
vice is a well-defined, self-contained function which is independent from the context

or state of other services.

2. Web services: A web service is a way of enabling any exchange of data between
applications or systems over computer networks by using a collection of open pro-
tocols and standards. Any application written in any programming language (say
JAVA) and running on any platform (say Linux) can interact and exchange informa-
tion with any other application written in other language (say .NET) and running on
any other platform (say Windows) by using web services. This interoperability is due
to the use of open standards like XML, SOAP, WSDL and UDDI.

3. Virtualization technology: In computing, virtualization means to create a software-
based (virtual) representation of a device or resource such as a storage device, net-
work, server, desktop, or even an operating system. This framework divides the
resources into more than one execution environments called virtual instances. It is an

effective way to reduce IT expenses by providing multiple devices or applications,



an isolated access to a single physical resource, as if each has a full access to the re-
source. This concept of sharing resources works because most of the applications do
not need the full use of underlying hardware or services. Some of the major benefits

that it provides are:

e Reduce both capital and operational costs.

Increases IT productivity, efficiency, flexibility, scalability and responsiveness.

e Increases reliability, availability and enables disaster recovery.

Makes provisioning of resources and applications faster and minimizes the

downtime.

Automated operations help build a real software defined data center.

Simplified data center management.

1.6 Types of virtualization

1. Network virtualization: is combining hardware and software network resources
into one single entity or an abstract layer as a single virtual network and then sharing
it through logical segmentation, each of which is independent from other which can
be assigned to any server or device in real time. It can be done by splitting up the
available bandwidth into many channels, each of which can be assigned to a device,

which makes it easier to manage.

2. Storage virtualization: It combines multiple network storage devices or physical
storage into a single pool of logical storage which can be managed through a central

console. It is commonly used in storage area networks (SAN).

3. Memory virtualization: aggregation of random-access memory (RAM) resources

from multiple networked systems to create a single memory pool.

4. Server virtualization: It provides the ability to mask server resources which in-
cludes number of individual physical servers, operating systems, processors, efc,
from users to increase resource sharing and utilization. The user does not have to

understand or manage the complicated details of underlying server resources.

5. Data virtualization: It provides abstraction to technical details of data and data
management, such as, data format, location or performance and provides broader

access and more resiliency according to business needs.



6. Application virtualization: is providing an abstraction to application layer to enable
it to run in an encapsulated form with isolation and no dependency on the operating
system running underneath. Using it, a Linux application can run on Windows or

vice-versa.

7. Desktop virtualization: is abstracting logical desktop away from the physical ma-
chine. It provides the user with remote access to the desktop typically using a thin

client.

1.7 Virtual Machine

A virtual machine (VM) is a self-contained software container with an operating system
and an application running on it. Each VM is completely independent and isolated from
all others. When multiple VMs run on a single computer, they enable several operating
systems and applications to run on a single physical server or a host. For example, a sys-
tem running Microsoft Windows can host a VM that looks like a system which is running
Ubuntu Linux operating system and an Ubuntu based application on it. Figure 1.5 shows

the architecture of a virtualized server containing VMs. The actual machine on which a

VIRTUAL MACHINES
VM1 VM2 VM3
App 1 App 1 App 1
. - . " o o
Guest Guest Guest
08 08 08
.r Hypervisor J
( Host Operating System
Host Hardware
== &
—=— &

Figure 1.5: A Server Virtualization Model

VM is created is called a host machine while the VM which is running over it, providing a



different execution environment (than the one provided by the underlying host machine) to
its users, is called a guest machine. A thin layer of software or firmware, called a Hyper-
visor or Virtual Machine Manager (VMM), is used to create a VM on the host hardware.
The VMM is responsible for decoupling a virtual machine from the host and allocating
the resources to each VM as needed dynamically. The following characteristics of virtual

machines offer several benefits:
e Partition:

— multiple operating systems can be run on one physical machine

— system resources are efficiently divided among virtual machines
e [solation:

— fault and security isolation is provided at the hardware level

— preserves performance by providing advanced resource controls
e Encapsulation:

— entire state of a VM can be saved on files

— moving and copying VMs is as easy as with files
e Hardware Independence:

— a VM can be provisioned or migrated to any other physical server easily

1.8 Traditional datacenter vs Cloud datacenter

Huge amount of data and information is transmitted worldwide, so the question that arises is
how to store data efficiently. A typical data center space, hardware, electricity and cooling.
It demands that someone manages the applications, operating systems and updates within
it. In traditional data centers, each application requires its own infrastructure (servers, data
storage, efc), so if it runs a thousand applications, it would need a thousand servers. While
in cloud data center, one common cloud storage hosts all the applications which reduces
the costs as compared to traditional data centers.

Traditional Data Center

The fig 1.6 shows the workflow of a traditional cloud data center, which hosts n number of
applications within a network. Each application uses its own physical infrastructure. As the

number of applications running in this data center increases, the need of physical storage

10
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and thus, the complexity increases linearly.

Key features:

e [t stores data within the local network of organization.

Database

Database

L

L

e Consists of heterogeneous hardware environment.

e [t requires special equipments and knowledge.

e Uses combination of different software architectures.

e Runs complex workloads.

e Cost of running is very high as each application needs separate server. It consumes
42% of costs for maintaining hardware, power supply, networking, and disaster re-

covery management. Other 40% is used in cooling and labour costs. So, in all, 80%

is spent in maintenance only.

e These are comparatively more secured. Within the local network, only authenticated

users can have access to it, so security is ensured.

Database
/

Database

Figure 1.6: Workflow of a Traditional Data center

e owner has to maintain complete control over software and hardware.

e In case of failures, it demands semi-automated repair.

11



e [ easing is in terms of physical resources.

Cloud Data Center
The fig 1.7 gives an idea about the functioning of a cloud data center. There are n number of

Load Balancerl

Al
tal

Primary Da k - Aiary Database
p Y Do
{ b

Cloud

\g

-

Figure 1.7: Cloud Data center Architecture

applications residing in different locations are hosted on the same cloud. New applications
can be added to the cloud at any point of time as it is easily scalable. Both primary and
secondary databases are on the same cloud, so even if primary database fails, there will
be no loss of data. Applications hosted on cloud are used by users worldwide through the
Internet.

Key features:

e [t stores data on the internet.
e Consists of heterogeneous hardware environment.
e It requires no special equipments and knowledge.

e Uses one standard software architecture.

12



e Runs simple workloads.

e Cost of running is low as applications share servers. Overall all, 48% 1is spent in

maintenance.

e These may be comparatively less secured. However, there are many ways available

to make data secure on cloud.
e Self-service, pay-as-you-go model.
e In case of failures, it has mechanisms for automated recovery.

e [t is platform independent and rents on the basis of logical usage.

1.9 VM Migration and Consolidation

The ability to migrate a virtual machine (VM) from one physical machine to another with-
out interrupting application availability is one of the most important benefits of virtualiza-
tion technology. In Live migration, a VM’s complete memory state along with the state of
its processor registers is captured and sent to memory space on another server. That server
then loads the registers and the applications in VM proceed to run. Figure 1.8 below shows
the process of Live Migration. Many technologies are available for Live migration of VMs
and are provided by most major virtualization vendors such as vMotion by VMware, Xen-
Motion by Citrix Systems and Hyper-V by Microsoft. Use of virtualized environments and

VM migration in data centers provide various benefits. Some of them are:

e Load Balancing: Many applications are dynamic in nature and may increase or
decrease their resource requirements according to the nature of workload. In such
a scenario, these VMs can be moved to a less busy host machine with enough re-
source capacities to accommodate the VM. Also, in case of addition or removal of
new physical servers, the process of VM migration makes the newly added capacity

useful.

e Maintenance: Moving VMs is helpful when a physical server needs to be shut down
for upgrades or maintenance purposes. Live migration leads to less application down-

time even when the hosting server is shut down.

e Easy backups and recovery from host failure: With virtualization, full backup of
a virtual machine can be created within minutes. These can then be moved from one
host to another and VM can then be restarted.
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Figure 1.8: Live Migration of a virtual machine

Increased uptime: It gives a VM the ability to keep running and recover quickly

from any unplanned outages and thus increases the uptime of applications.

Server consolidation: Using VM migration, more number of workloads can be
moved to and run on a single server which reduces the number of servers in a data

center.

Types of Migration

Cold Migration: VM is shutdown first and the powered-off VM is then moved to a

new host.

Suspended Migration: Moves a suspended VM to a new host by copying across
RAM and CPU registers. The VM can the run from the same point with a downtime

of some seconds.

Live Migration: Live migration moves the VM’s configuration file and CPU register
values to a new host while the VM is powered on without interrupting the availability
of the VM. VM continues to run while RAM pages are copied to another host. The
pages on which the contents are changed while VM is running are marked dirty and

are re-copied to the other host. After successful completion of copying the VM’s
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contents, VM is stopped at the previous host and is then run on the new host with a

brief suspension of less than a second.

Live Migration Techniques
There are two main techniques available for Live migration of VMs. These are:

e Pre-Copy memory migration: All the memory pages are copied from source to
destination while VM runs on the source before migration. VM is then stopped
on the original host and the dirty pages are copied to the destination and Vm then
resumes to run on destination host. The downtime ranges between few milliseconds

to seconds and depends on the size of memory of applications running on the VM.

e Post-Copy memory migration: VM is suspended at the source and a minimal subset
of execution state of VM which includes CPU state and register values, are transfered
to the destination. VM then resumes to run on target and generates a page-fault for
each page that it requests for and that has not yet been transfered from the source.

These traps are redirected to source host which responds with the required page.

Using pre-copy technique, a page can be transfered multiple times if it is dirtied repeat-
edly during migration. Whereas, in post-copy technique, each page is transfered exactly
once. In case of a destination fail over, the VM can be recovered in Pre-copy but it is dif-
ficult to recover when using Post-copy. This is because in pre-copy, an up-to-date state of
VM is retained at the source host during migration whereas post-copy distributes the state

of VM over both source and destination hosts.

1.10 Thesis Organization

The thesis is organized into following chapters:

e Chapter 1: This chapter introduces Cloud computing, its service models and deploy-
ment models. It provides a brief summary of enabling technologies that lay down the
foundation for cloud computing. Virtualization is discussed in detail along with its
role in distinguishing cloud data centers from traditional data centers and in Live VM

migration and Consolidation.
e Chapter 2: This chapter provides a review of the state of the art in the related area.

e Chapter 3: In this section, problem formulation along with research objectives and

assumptions are provided.
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e Chapter 4: This chapter gives details about the proposed method along with tech-
niques used. It is divided into two sections, one is describes the technique used
for prediction of resource demands of applications which are then used in the other
section that describes the method of consolidation with the help of flow chart and

algorithms.

e Chapter 5: Results obtained from proposed method are provided in this section.
This chapter evaluates the performance of the proposed method and compares its
result on various parameters with three existing VMC algorithms from the literature,
namely, FFD, ACO and V-MAN.

e Chapter 6: Finally, conclusion and future scope of proposed method are provided in

this chapter.
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Chapter 2

Literature Survey

2.1 Dynamic Consolidation

Many techniques have been introduced for consolidation of servers in order to improve
energy efficiency of cloud data centers. To get an overview of work done in this area some

techniques are discussed in this section.

Authors in [1] proposed an integrated energy-aware framework for resource provision-
ing in cloud data centers. They have used a prediction approach which is a combination
of clustering algorithm and stochastic theory. The k-means clustering algorithm is used to
to group all similar types of VM requests into one cluster to predict the number of VM
requests that the data center will receive in near future. A stochastic Weiner filter method
made of k Weiner filters is then used to anticipate the workload of each VM request cat-
egory/cluster. These predictions are then used to determine the right number of PMs that
need to be ON in data center. The presented framework uses a modified version of Best Fit
Decreasing (BFD) algorithm where they fit these predicted VM requests in PMs by prefer-
ring PMs that are ON and that have higher utilizations and more capacities. Finally they
have tested the framework using traces from Google cloud.

Mishra et al. in [2] discusses the role of Live VM migration techniques in dynamic
resource management, load balancing, hotspot mitigation and minimizing power consump-
tion. They present the detailed approaches used by different heuristics to address the three
important components of VM migration viz., when to migrate, which VMs to migrate and
destination hosts for migrations. They suggested some situations such as occurrence of a
hotspot, server sprawl, load imbalance, etc which can trigger the process of migration. Fur-
ther, the work presents some approaches to select target VMs such as a VM with smaller

memory makes the process of migration easy and less time consuming or communicating
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VMs that share memory together may be chosen to be placed on the same PM. Finally, the
authors conclude with a discussion about the challenges faced with storage migration and
network reconfigurations in wide-area migrations.

Xiao et al. introduced the concept of “skewness” in [3] for quantification of unevenness
in the utilizations across multiple resources of a server. They present an automated system
to achieve the goal of dynamic resource management with overload avoidance and support
green computing. A load prediction algorithm called Fast Up and Slow down (FUSD) is
used to estimate the future resource usage of applications without looking inside a VM and
is designed by introducing two new parameters in calculation of exponentially weighted
moving average (EWMA) in a TCP-like scheme. This work aims at minimizing the skew-
ness in resource utilizations of a server so that different types of workloads can be combined
nicely on a server to provide better overall utilization. Candidate VMs and destination PMs
for migration are then selected on the basis of skewness factor in a way such that both mi-
grating a VM away from a PM and placing a VM on a PM results in reduced skewness of
both PMs.

Dabbagh et al. [4] in year 2016, proposed an energy-efficient framework for resource
management in overcommitted clouds. To achieve the optimal utilization of servers and
thus to reduce the number of active PMs, this work uses resource overcommitment which
means assigning VM resources to a PM in excess of its actual capacity, assuming that these
VMs will not utilize their requested resources fully. An online predictive module using
Weiner filters, which does not require any prior knowledge about VMs, is used to avoid
PM overloading ahead of time and to increase utilization gains due to overcommitment of
host resources. The proposed framework has migration cost aware module which takes into
consideration the energy spent to move VMs and the energy spent in switching PMs ON
/OFF.

Li et al. [5] in 2015 presented the first comprehensive evaluation of scheduling poli-
cies for VM migration in order to reduce the energy consumption. Many policies for
determination of VM migration timing, selection of migrated VMs and selection of des-
tination servers have been compared both separately and in combinations. For determi-
nation of migration timing, Double Threshold trigger policy (DTTP) which sets upper
and lower thresholds on CPU utilizations and trigger migration whenever thresholds are
compromised and Single Threshold policy, that is, setting the upper threshold only, are
discussed. To determine the threshold values, policies like Median Absolute Deviation
(MAD), Interquartile range (IQR), Local regression (LR), LR Robust (LRR) are discussed
and compared in details. For selection of VMs to be migrated, policies like Minimiza-

tions of migrations (MM), Highest Potential growth (HPG), Random selection policy (RS),
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Minimum migration time (MMT) and maximum correlation (MC) policy are discussed and
compared. Greedy heuristic (GH), modified first fit heuristic (MFFH), optimal VM allo-
cation (OP) and best from random heuristic (BFRH) are some of the policies compared
for selection of destination servers. This paper introduced a new set of performance eval-
uation metrics which were used to evaluate the policies and also presented an evaluation
environment constructed according to these metrics.

Authors in [6] designed a power-aware application placement controller pMapper, which
uses an energy-aware placement algorithm mPP to determine a target scheme. It then com-
pares the target and previous schemes to classify the PMs as receivers and donors and
finally, the VMs are re-allocated from the donors to the receivers. Migration costs are
reduced as it keeps all the VMs in receivers unmoved. However, it limits further power
savings by keeping the VM assignments in receivers fixed.

Murtazaev et al. [7] proposed a server consolidation algorithm called Sercon which
minimizes the number of active servers while also minimizing the number of migrations.
This scheme tries to either move all the VMs in one PM to the other active PM or moves
none of the VMs at all, following an all-or-none strategy. On a successful attempt, this
method provides a new consolidated placement scheme with one less active server. This
algorithm iterates until no further improvement is found. One problem with this scheme
is that it can not consolidate the servers if an extra migration is needed. For example, if
virtual machine vmlI hosted on pml can be moved to pm2 only after we move a small
virtual machine vm2 hosted on pm2 to pm3 and pm1 can then be turned off. Sercon fails to
consolidate PMs in this case.

Wu et al. in [8] presents a migration cost aware dynamic VM consolidation scheme
which works on a bi-objective optimization problem. One objective is to consolidate VMs
in a heterogeneous cloud data center and the other is to limit the migration costs to save
maximum amount of energy. This scheme designed a consolidation score function for
overall evaluation of the two conflicting objectives. This method deals with VM consolida-
tion problem as a grouping problem and devises an improved grouping genetic algorithm
(IGGA) that uses a greedy heuristic and a swap operation to optimize the consolidation
score. IGGA was tested on a simulation environment based on traces from google clus-
ter and the results show that it achieves the highest consolidation score when compared
with traditional consolidation methods. however, the computation time of IGGA becomes
unacceptable after number of VMs becomes extra ordinarily large.

Ghribi et al. in [9] proposed two Exact algorithms for optimal allocation and migration
of VMs that jointly minimizes the energy consumption in cloud data centers. The VM

placement algorithm uses an extended bin-packing approach by including valid conditions
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in form of inequalities or constraints. The objective is to pack VMs into a set of PMs. The
exact migration algorithm is formulated as a linear integer program (ILP) to re-optimize the
placement of VMs for consolidation in minimum number of host machines. The proposed
algorithms are implemented on a JAVA based tool and results are compared with that of
Best-Fit heuristic and are found to be better.

Reguri et al. in [10] presented three VM migration schemes for energy conservation
in computing, migration and host re-activating. They have considered the communication
traffic factor and hence adopted VM clustering. The VMs are divided into clusters by
grouping VMs that exchange more traffic and have highly correlated services. An entire
VM cluster is then selected to be migrated to another server. They have proposed three
cluster placement algorithms namely, Least Increased Power, Best Fit Host and Best Fit
VM depending upon three different criteria. Results of simulations show that VM clustering
reduces migration costs dramatically and results in overall saving in energy consumption.
The proposed work can be applied on wireless mobile cloud where communication cost is
significant.

Beloglazov et al. [11] presented an architectural framework and power model for green
cloud computing. They proposed energy-aware resource allocation heuristics for dynamic
consolidation of VMs that take into account the energy efficiency as well as the negoti-
ated QOS. The proposed approach is evaluated using Cloudsim toolkit and results offer
significant energy and cost savings. A number of open research challenges in the area of
improvement in energy efficiency in cloud data centers has been discussed in the end.

A stochastic load balancing scheme is proposed by Yu et al. in [12] which provides a
probabilistic guarantee against resource overloading in case of VM migration with highly
dynamic resource demands. They consider the stochastic properties of workload in predic-
tion of resource demands of VMs. The proposed work makes migration decisions whenever
a hotspot is detected in a probabilistic way that there is a high probability of total demand of
VMs not exceeding the resource capacity of the host PM while minimizing the migration
overhead. This work characterizes the resource demands of workloads as random vari-
ables and maintains a probability that the requested resource demands does not exceed a
PM’s capacity for each resource type. This probability is decided by the SLA agreement
with consumers and it controls the degree of SLA violations which is tolerable for each
PM. The proposed migration algorithm considers network topology in minimizing the mi-
gration cost for load balancing and provides an improved worst case performance of the
system in presence of hotspots.

Wadhwa et al. in [13] presented a VM placement and migration technique for efficient

management of carbon emission and energy consumption in federated cloud data centers.
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This work can be applied to distributed cloud data centers, each data center having different
carbon footprint rates depending on its energy source. For each new VM request, the
placement algorithm finds a suitable host in most carbon-efficient data center available
among all. The migration algorithm is then used to optimize current allocation of VMs
inside each data center in order to reduce energy consumption. Minimization of migration
(MM) policy is used for selection of VMs to be migrated from the over or underutilized
hosts. For selection of suitable host to place these VMs, a modified version of Best Fit
Decreasing algorithm (MBFD) is used.

A light-weight interference-aware live VM migration strategy iAware is proposed by
Xu et al. in [14] to estimate and minimize performance interference and cost during and
after VM migration on both source and destination servers. A simple demand-supply model
is designed for multiple resources to measure and mitigate both VM migration interference
and VM co-location interference experienced on the source and destination servers during
live migrations of VM. The results of evaluation show that I/O and network throughput and
runtime overheads in terms of CPU consumption are improved substantially in comparison
to traditional interference unaware migration strategies.

A power management approach Dynamic Voltage and Frequency Scaling (DVFS) is
proposed in [15, 16] which saves energy by dynamically adjusting the operating frequency
and voltage of CPU in PMs according to the resource demands of workloads in the cluster.
A prediction model can be used to anticipate the demands apriori and make the adjustments
accordingly to ensure better management of energy efficiency in data centers. Although
these techniques provide some level of energy conservation but higher energy savings can
be achieved by consolidating workloads and switching off the unnecessary machines.

Authors in [17] present a novel strategy Predictive Elastic Resource Scaling (PRESS)
for minimizing energy consumption and costs associated with resource provisioning while
maintaining service level objectives (SLO). This method uses signal processing and sta-
tistical learning algorithms to predict dynamic resource requirements of applications. The
resource allocations of each scheduled VM are then tuned (VM resizing) according to these
predictions.

Tighe and Bauer in [18] combined dynamic consolidation of VMs with auto scaling of
applications to match changing workload demands. VM resizing is performed to scale up
and down according to the resource requirements of applications. These resized VMs are
consolidated on fewer number of ON PMs using VM migrations.

EnaCloud, a novel approach proposed by Li ef al. in [19] is used to enable live place-
ment of applications dynamically to improve energy efficiency in a cloud platform. They

consider the problem of application placement as a bin packing problem and use an energy-
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aware heuristic which extends the Best Fit (BF) algorithm to minimize the number of run-
ning machines. In order to cope up with the varying resource demands of applications,
they use an over-provisioning approach and the results of implementation show that this
approach is feasible and successfully conserves energy.

Canali and Lancellotti in [20] presents a new technique of Class-Based Placement
(CBP) which groups VMs that show similar behaviours. It considers VM placement prob-
lem as a multi-dimensional bin packing problem. CBP selects some representative VMs for
each class and use them as a building block to solve the global placement problem while
aiming to minimize the number of physical servers to reduce energy consumption.

A fully decentralized dynamic VM consolidation model is presented by Feller et al. in
[21] which is based on an unstructured P2P (peer-to-peer) network of PMs. The schema is
evaluated using three popular VM consolidation algorithms viz. Sercon, First-Fit-decreasing
(FFD) and V-MAN. This work improves the scalability or packing efficiency of VMs on
PMs by eliminating the application of these VMC algorithms on traditional centralized and
hierarchical system topologies.

In [22] Marotta and Avallone proposed a Simulated Annealing based algorithm to solve
the consolidation problem in order to reduce the number of active nodes and increase over-
all cost-efficiency.

Elnozahy et al. present five policies in [23] that use various combinations of two power
saving techniques namely, node vary-on/vary-off (VOVO) and dynamic voltage and fre-
quency scaling (DVES) for cluster-wide power management in data centers. This work
estimates the total CPU frequency needed by servers to provide necessary response time
and also determines the optimal number of physical servers and divide the total estimated
frequency among all the nodes and set the proportional frequency accordingly to each node.

The workload consolidation problem is modeled as a Multi-dimensional Bin Packing
(MDBP) problem by Feller ef al. in [24]. It considers the problem as multi-dimensional
because it takes into account multiple types of resources. This problem is then solved
using a nature inspired algorithm called Ant Colony Optimization (ACO) which is suitable
to be applied in a fully distributed environment. The ACO based approach is evaluated by
comparing it with a greedy algorithm called First Fit Decreasing (FFD) and results show
that better energy savings and lesser active machines are obtained by using the former
approach.

Khosravi et al. in [25] proposed a novel VM placement algorithm to reduce the power
consumption and carbon dioxide emission in distributed data centers. They take into ac-
count the different carbon footprint rates, power usage effectiveness (PUE) and energy

sources of these data centers to increase the environmental sustainability. This approach
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reduced carbon dioxide emission and power consumption in data centers while maintaining
the negotiated level of QOS.

Wang et al. in [26] present a VM placement approach based on an improved version of
Particle Swarm Optimization algorithm. This approach takes into account the heterogene-
ity in physical server configurations in national cloud data centers (NCDCs) and provides
minimized energy consumption with a global QOS guarantee during the provisioning of
data-intensive services.

Xu and Fortes in [27] proposed a two-level control system for management of work-
loads to VMs mapping and Vms to physical resources mapping. They formulate the prob-
lem of VM placement as a multi-objective optimization problem where the objectives are
to minimize power consumption, total resource wastage and thermal dissipation costs. For
efficient searching of large solution space, an improved grouping genetic algorithm is de-
vised and is used with multi-objective evaluation. This approach provides a good balance
among conflicting objectives.

Ferreto et al. in [28] present an LP formulation and heuristic for dynamic consolidation
and attempts to reduce number of migrations by prioritizing VMs with steady capacity
demands and controlling the migrations of such VMs. This work is tested on Google data
center workloads and results show that avoiding the migrations of prioritized VMs reduces
the number of migrations and has minimal negative impact on the consolidation of physical
SEervers.

Tao et al. [29] present a binary graph matching based bucket-code learning algorithm
(BGM-BLA) to solve the dynamic migration of VMs (DM-VM) problem. They make a
triple objective optimization formulation for DM-VM where the three objectives are energy
consumption, migration cost and communication between VMs.

Authors in [30] present a solution for power management in a data center by combining
five different policies. These different approaches are coordinated by applying a feedback
loop to the controller. This work deals with the management of CPU only and is indepen-

dent of the type of workload.

2.2 Load Prediction

A significant amount of energy overhead is associated with turning PMs ON/OFF, so a PM
should be turned OFF only if there is a surety that it will remain OFF for long enough that
the overhead will be compensated. For this, there is a need to predict the resource demands

of workloads to be able to make a correct decision. Many techniques have been proposed
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to predict the workload resource usage patterns and some of them are discussed below.

Table 2.1: Summary of Literature Survey

Techniques | Multi- Prediction | Energy/ Reduced Migration
Resource Module Power Number of | Cost
Saving Migrations | Aware
[1] Yes Yes Yes No No
2] Yes No Yes Yes Yes
[3] Yes Yes Yes Yes No
[4] No Yes Yes No Yes
[5] Yes No Yes Yes No
[6] No No Yes Yes Yes
[7] No No Yes Yes No
[8] No No Yes Yes Yes
[9] Yes No Yes Yes No
[10] No Yes Yes Yes Yes
[11] Yes No Yes Yes No
[12] Yes Yes No Yes Yes
[13] Yes No Yes Yes No
[14] Yes No Yes No Yes
[15] No Yes Yes No No
[16] No Yes Yes No No
[17] No Yes Yes No No
[18] No Yes Yes No No
[19] Yes Yes Yes No No
[20] Yes Yes Yes No Yes
[21] No No No No No
[22] No Yes Yes No No
[23] No Yes Yes No No
[24] Yes No Yes No No
[25] No No Yes No No
[26] Yes No Yes Yes Yes
[27] Yes No Yes No No
[28] Yes Yes Yes Yes Yes
[29] No Yes Yes Yes Yes
[30] No No Yes No No

Chandini et al. [31] discuss various load prediction approaches and models to mini-
mize the downtime of VMs during dynamic consolidation of VMs in cloud data centers.
This work discusses prediction using Bayesian model, Neural network (NN) model, Sup-
port vector (SVM) and Kalmann smoother, Phase Space reconstruction (PSR) and Group
method of data handling (GMDH) based on Evolutionary Algorithm (EA). This work also
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provides methods to find error rates and use them to compare the performance of prediction
techniques.

Ismaeel and Miri [32] designed a new prediction model to forecast future load in terms
of VM requests, CPU, memory and other parameters. They combined the Extreme learning
machines (ELMs) technique with the k-means clustering technique in their work to estimate
future VM requests by using the traces from historical resource usage pattern of workloads
in a data center.

Authors in [33] present a prediction algorithm to forecast the load on each PM by
predicting the future resource demands of all VMs. This work uses a modified version of
FUSD algorithm to predict the resource requirement by using the historic resource usage as
observation. This method captures both the acceleration and deceleration in resource usage
and helps to decide which PM is going to be overloaded next.

Liu et al. in [34] proposed a time series based algorithm for workload prediction of host
machines. The past workload values for a host are gathered to make a history of workload.
This history is used in predicting the future workload trend using the cloud model based
time series workload prediction technique.

A brief summary of literature review is given in table 2 on the basis of parameters that were

considered during work.
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Chapter 3

Problem Statement

3.1 Research Motivation

Physical servers in cloud data centers (CDCs) consume a huge amount of energy for ser-
vicing application requests. These requests are serviced by VMs hosted on servers. These
VMs are provisioned dynamically according to need and are freed periodically. This re-
sults in poor utilization of resources over time. A lightly loaded or an idle server waste
about 65% of its peak power [4]. Moreover, the cooling systems require an extra 0.3 to
0.8 W of power when a computing resource consumes 1 W of power. Thus, to reduce the
energy consumption in CDCs and make them more eco-friendly, server consolidation is
required to turn off the idle PMs maximize the overall resource utilization within the data
center. With this, it is necessary to also keep in mind the QOS parameters like throughput,
response time, bandwidth, delay efc to provide the negotiated performance levels to cloud
consumers. Also, with different types of applications like social network, enterprise and
scientific applications, resource demands can vary for each application as it can be data,
network or compute intensive. Most of the works done in consolidation usually considers
these applications to be having a uniform workload or of one particular workload type. So,
there is need for consolidation mechanism which combines these heterogeneous workloads

in an energy-efficient manner while meeting SLAs.

3.2 Problem Statement

Consider a data center (CDC) containing n number of PMs P1, P2, P3, ..., Pn and m number
of VMs V1, V2, V3, ..., Vm are hosted on these PMs. Each host in data center has multiple

types of resources such as CPU, memory and network resources. We assume that each
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resource type r has a maximum capacity cap; on each PM i. We assume that resource de-
mands of applications hosted on VMs can be taken as a random variable U ]r which follows
a probability distribution as predicted by a prediction algorithm. The problem of consol-
idating the number of servers then can be formulated as an instance of multi-dimensional
0/1 Knapsack problem [35], where the aim is to fill n number of knapsacks with a set
[ =1,2,...,n" of items. Each item j has a profit p; and weight value w; associated with
it and knapsack has capacities ¢;, i € 1,2,...,n. Then the knapsack problem is filling the
knapsacks in such way that total profit is maximized while sum of weights in each knap-
sack 1 does not exceed c;.

In our case, PMs act as knapsacks with multi-dimensional resource capacities cap; while
VMs are the items with resource demand U J’ as multi-dimensional weight values and p;
as profit value. These profit values are used to minimize the number of migrations tak-
ing place during consolidation. We take an indicator variable x;; which denote a mapping
between a VM and a PM as follows:

0, if VM jis not placed on PM i
Xij = (31)
1, if VM jis placed on PM i

The problem of consolidating VMs can be mathematically formulated as:

n m
maximize . Z Z DjXij 3.2)
i=1j=1
m
s.t. Ujxij <cap;, i€{l,..,n}, 1€ {cpu,memory,network} (3.3)
j=l1
n
injglv j€{17'-7m} (34)
i=1

where pj, U; and cap; are positive integers. The objective function mentioned in equa-
tion3.2 maximizes the total profit which in our case maximizes the number of VMs packed
on servers. Constraint 3.3 ensures that for each resource type, sum of total resource de-
mands of VMs hosted on a PM does not exceed the resource capacity of that PM while

Constraint 3.4 ensures that each VM is assigned only to one PM.

3.3 Assumptions

e Both PMs and VMs have multi-dimensional resource capacities and demands respec-

tively. For our work, we are taking three types of resources namely, CPU, memory
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(RAM) and network resources.

e We are assuming that servers in DC are homogeneous with respect to resource capac-
ity, that is, each PM has approximately equal maximum available capacity for each

type of resource.
e VMs are already placed on servers.
e We are aware of upcoming resource requests for each VM.

e During the process of consolidation, maximum resource capacities of VMs remain

same.

3.4 Objectives

Following are the objectives that this thesis work achieves:
e Minimize overall energy consumption of data center

Maximize resource utilization

e Minimize number of active servers in data center

Minimize number of migrations caused due to consolidation

Minimize SLA violation caused due to consolidation
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Chapter 4

The Proposed Scheme

This chapter provides the details of approach used in solving the problem stated in previ-
ous chapter. The solution can be divided into two main sections, first is Prediction, which
gives details about the algorithm used to predict the future resource demands of applica-
tions based on which the VMs can be consolidated on servers, and the second section is
Consolidation, which provides the solution to find an optimum number of servers required
to host all the VMs according to the results of prediction algorithm and the method used to
solve the MKP problem and the problem of VM migration.

4.1 Prediction

In order to make efficient VM consolidation and migration decisions, there is a need to
predict the resource utilizations of VMs such that these VMs can be placed on PMs effi-
ciently, providing better resource management and energy conservation, and reduced SLA
violations and performance degradation caused due to load imbalance or frequent migra-
tions of VMs. There have been many attempts to predict the resource requirements of
applications but due to the highly dynamic workloads running on these VMs, most of these
methods result in inaccurate predictions. This leads to inefficient use of resources as over
estimation in predictions result in wastage of resources while under estimation results in
SLA violations. To overcome this, we have considered the resource demands of workloads
as random variables which follow a probability distribution. The work in [12] shows that
most of the real world applications have resource usage in a pattern that follows Normal
distribution. We are taking a random variable U; ~ N ( Ui, (G; )?) to represent the resource
demands of VMs for each resource type r. This way using the variance of application’s
resource usage with mean usage helps to avoid resource overloading and SLA violations

in case of dynamic workloads. We use a prediction technique based on Linear regression

29



(LR) model [36] which fits a curve that satisfies all values lying in the set of previous n’
observations of resource demands of VMs for each resource. This technique however, is
too simple and can not determine the changing trends or uncertainties in resource usage of
these VMs. So every time a new prediction is made, the mean error from past predictions
is used to guide the change in resource usage pattern and variance of these errors are used

to handle the uncertainties.

Algorithm 1: Prediction Algorithm
Input: O; is the set of previous n” observations 01,02, ..,0,y of resource usage of
VM j for resource r
Output: u; predicted mean resource demand and (5]2 predicted variance of resource
demand of VM j for resource r
1 Use Linear regression (LR) model to fit a curve to the set of n’ observations of
resource usage of VM j for resource r, using Least squares approach.
2 Calculate the prediction to the resource demand of VM j 6,/ | in next interval using
the (LR) curve.
3 Calculate the errors in predictions for n recent observations:

E=op—0p, ke{l,2,..,n} 4.1

4 (I) Calculate the mean of errors &;1,&, ..., Ejp as:
1 n
pe=-Y & (4.2)
iz
(II) Calculate the variance in errors &j1,&, ..., &y as:

2 _
65_

ii(éi —ug)? (4.3)

S| =

5 Calculate u; as:
Hj = Opy1+ e 4.4)
6 Calculate GJZ as:

Gf = G§ (4.5)
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4.2 Consolidation

Fig 4.1 shows the scenario where consolidating VMs on lesser number of servers and then
shutting down the idle servers result in a great deal of overall energy savings in a data center.
We have worked with homogeneous servers in data center that have similar resource ca-
pacities but this method can be used for heterogeneous servers also. We have compared the
problem of consolidation to the multiple knapsack problem (MKP), where the capacities
and weights of knapsacks and items respectively are multi-dimensional, to take multiple
types of resources into consideration. For MKP though, number of knapsacks should be
known as an input. So, we have divided this work further into two parts, one deals with
determining number of optimal servers to host all the workloads in data center and the other
deals with the method of performing VM migration and finding the VM-to-PM mapping

using only the optimum number of servers.

V3 V6 V1o V15
v2 V5 A% Vi2 V14
Vi V4 v7 V8 Vil V13
PM1 PM2 PM3 PM4 PM5 PM6

BEFORE CONSOLIDATION

V7 V11 Vi2
V3 V6 V1o V15
V2 A% Vo V14
Vi V4 V8 V13
PM1 PM2 PM3 PM4 PM5 PM6
AFTER CONSOLIDATION

Figure 4.1: A view of cloud data center with and without consolidation

4.2.1 Optimum number of servers

Equation 4.6 below gives the optimum number of servers & required to host all the VMs in
a data center at a given point of time. Calculation in equation uses the results of prediction
of future resource demands of VMs to avoid resource overloading and SLA violations.
Z(’: Z"?: U’
o= i=1 &j=1%j (4.6)

Vinax
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where, Uj ~ N(uj, (o} )?) is the predicted resource demand for resource r of VM j, 7.
is the maximum capacity of each PM for resource r, j € {1,2,..,m} represents number of
VMs and i € {1,2,..,n} represents the number of PMs in data center.

As, U7 is arandom variable that follows a normal distribution [37] N (u7, (o} )?), the values

68% of data
0.2

95% of data ! |
% \
99.7% lof data—— ‘

1]

|
—

Figure 4.2: Standard Normal Distribution Curve

of ,u]r. and (0'} )% can not be combined directly. We use the distribution chart [37] given in
figure 4.2 to determine the overall value of U; as follows:
o — Zimt B 1 AL O)) @.7)

r
Ym ax

where p7 is the mean predicted value and o7 is the predicted variance of resource demands
of VMs. As shown in figure, four levels of deviation when added to mean value in normal
distribution graph makes the curve closer to 100% and gives a probability of 1. We have
included the deviation of applications to reduce the chances of overloading in case of dy-
namic workloads. With workloads that have lesser deviations the U} value will be closer to
1

In our work, the equation 4.7 is applied to all three resource types, cpu, memory and net-
work resources. The calculation of optimum number of servers is done in all three dimen-
sions and the maximum value among three is picked to determine the optimum number of

servers. This is done to satisfy the need for resources of VMs according to all resource

types.

n m cpu m cpu
(X T A Y o)
Oepyy = ———— = (4.8)
max
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Yo (X mem +4x Y0 o)

Onem = }",,7{5;" (49)
n(ET e A Y gt
net:Z—l( ]—luuj Z]—l j ) (410)

et
max

4.2.2 VM Consolidation

We have formulated the consolidation problem as MKP which is an NP hard problem. One
solution is the brute force approach which solves the problem in polynomial time only if the
problem space is decent in size. We have solved the problem by taking single knapsack one
by one until the number of knapsacks equals the number of optimum servers. Following

figure 4.3 shows the flowchart of our solution.

Choosing the Donor server

We assign a score value with each server in data center and the server with least score is
selected as a donor server. If once a donor selected, consolidation is performed and results
in emptying the donor server, then that server is shutdown and next donor server with next

least score value is selected.

Score function

The score function is based upon the utilization of physical servers and is the ratio of server

resources utilized to the resource capacity of server. The Score function is given in equation
4.11 as:

m ..
R Rt i (4.11)

where U ]’ represnt the resource utilization of VM j for resource r, x;; is used to sum the
utilization of VMs that are placed on PM i only and cap; is the total capacity of PM i for

resource r.

Choosing the Knapsack server

The server whose score value is the highest represents the server which is maximum filled.
So, the receiver or knapsack server is selected based upon the score value and the server
which has highest score is chosen. If more than one servers have the same score values then
the tie is broken by choosing the most power-efficient server out of them as the Knapsack

or receiver server. By choosing the most utilized server, we are reducing the number of
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Figure 4.3: Flowchart of proposed work
migrations that would take place during consolidation if this server had made to be a donor

server. So, number of migration are reduced by picking the least filled servers as donors

and most filled servers as receivers first.
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Assigning profit values to VMs

When assigning profit values to VMs, the VMs that are already placed on knapsack server
are given a higher value (2) as compared to the VMs (1) that are added to the VM itemset
by the donor PM. This again helps in minimizing the number of migrations by increasing
the chances of VMs which are already placed on receiver to remain there and does not have
to be migrated. Also, when the knapsack problem is solved, maximizing the profit values
indicate maximizing the number of VMs on a PM. The profit values are assigned to VMs

as follows:

1, 1if VM is not placed on knapsack PM i
pj= . - . (4.12)
2, if VM j is placed on knapsack PM i

Setting Flag Values

While consolidating, there is a need to determine if the servers are full to terminate the
process. This is done using a boolean variable FLAG. It is set to 1 for each PM that can not
host any more VMs and O for PMs that still have the resource capacities to be allocated to
VMs.

0, 1if PM i has resource capacity to host a VM
FLAG; = (4.13)
1, ifPMiis full

Consolidation Algorithm using knapsack approach

The algorithm 1 provides the required process of iteration for each knapsack and uses the
GreedyKP algorithm 2 to solve the single knapsack problem. In greedykp algorithm, VMs
in VMset are sorted according to the sorting factor sf. By, using sf, we are giving priority
to the VMs with higher profit values and VMs that are smaller in size, so that maximum

number of VMs can be packed in a server.
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Algorithm 1 Consolidation Algorithm using knapsack approach

Input: S; score values of all PMs, V set of all VMs, P set of all PMs
Output: x;; the mapping between VM and PM after consolidation

1: fori=1tondo
2 if FLAG,;==0 then
3 / * Choose a Donor server with least score * |
4 Lscore + MAX
5: for j=1 ton do
6 if S; < Lscore then
7 Lscore + §;
8 Donor <+ PM;
9 end if
10: end for
11: / *Make a set of VMs from Donor server* |
12: VMset <+ ¢
13: for j=1 to m do
14: if VM € Donor then
15: VMset < VM,
16: pj<1
17: end if
18: end for
19: while VMset && FLAG; is OFF do
20: / * Pick the knapsack PM x |
21: Hscore <— Min
22: for j=1 ton do
23: if S; > Hscore then
24: Hscore < S;
25: Knapsack < PM;
26: end if
27: end for
28: /*Add VMs from knapsack PM to V Mset x /
29: for j=1tomdo
30: if VM; € Knapsack then
31: VMset < VM;
32: Pj < 2
33: end if
34: end for
35: for VM; € VMset do
36: Calculate sf = UI;{M
37: end for !
38: / *Sort VMs in VMset based on sorting factor sf x /
39: Sort.decreasing(VMset,sf)
40: Apply Greedy KP on Knapsack-VMset
41: Update Sknapsack / * U pdate Score of Knapsack VM x |
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42: Update FLAGuqpsack < ON

43: / *if no more VM from VMset can be placed on knapsack x /
44: end while

45:  end if

46: end for

Algorithm 2 GreedyKP

Input: Vmset is sorted set of VMs in decreasing order of sf, k is knapsack PM, cap,’c 1S
resource capacity of knapsack PM for resource r, p; profit for VMs, U J’ is utilization of VM
j for resource r

Output: VM-PM mapping for single knapsack PM, z; is total profit of knapsack, ¢; is
remaining resource capacity of knapsack

1: Zk%o

2: & < capy,

3: for j=1 to m do

4 /xforeach VM in VMset x |
5: Xj < 0

6: if U;pu < ézp” && U™ < &' && UJ'-M < & then
7 Xj &= 1

8: et et —ust

9: é\;(nem <_ 6216"1 _ U]mem
10: Gl =u ]’f‘”
11: Lk < 2kt Pj
12:  end if
13: end for
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Chapter 5

Performance Evaluation

This chapter presents the performance evaluation of proposed algorithm CONKP for VM
consolidation in cloud data center. The proposed work is evaluated through simulation
based implementation and the results obtained from implementation are compared to other
VMC algorithms from the existing literature. This section presents details of simulation en-
vironment followed by the comparison of results from implementation of algorithms to be
compared, and the observations obtained from these results. We have taken both migration

cost-unaware and migration cost-aware approaches for comparison with our work.

5.1 Simulation Setup

5.1.1 Data Center Setup

We simulated a cloud data center with n number of homogeneous physical machines each
having multi dimensional resource capacities. We have taken three dimensions of resources
along CPU, memory and network I/O. The total resource capacity of CPU is set as 4.0 GHz,
memory as 10 GB and network bandwidth is 1 Gbps for each machine in simulated data
center. We have varied the number of machines and VMs within data center to test the
results better with scalable environment. The maximum BW capacity allowed for VM mi-
grations between PMs is assumed to be equal to the total BW capacity of each PM and is 1
Gbps.

We consider that m number of VMs are placed on these machines and are randomly dis-
tributed among them in a way that overall load across the DC is balanced. As in real
Cloud data centers, heterogeneous workloads are handled by VMs which require different
amounts of resources depending upon types of applications which can be CPU-intensive,

memory-intensive or network I/O intensive. Also, as with PMs, we consider that these ap-
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plications (VMs) request for three types of resources, that are CPU, memory and network
BW. We generated the resource demands of VMs across the three dimensions synthetically
by generating random numbers using normal distribution. The available network band-
width of PMs for migrating VMs are also generated synthetically at run time using normal

distribution.

5.1.2 Simulation Environment

We implemented the algorithms using a simulation tool cloudsim with JAVA (JDk and JRE
version 1.7.0) and used a workstation with configuration Intel Core 15-7200 3.1 GHz CPU
with 2 cores, 1 TB storage and 4 GB RAM hosting Windows 10 as OS.

5.2 Benchmark Algorithms

We are comparing the following existing works from the literature with our proposed
CONKP algorithm:

e First Fit Decreasing (FFD) Algorithm: VM consolidation is regarded as a bin pack-
ing problem by most of the works and many greedy heuristics have been used to solve
it. FFD is one of the greedy heuristics that has been used as a VMC approach. Itis a
migration cost oblivious algorithm which is used as a baseline algorithm to compare

with our work.

e Ant Colony Optimization (ACQO) Algorithm: A modified version of ACO meta
heuristic has been used for consolidation of VMs in a fully decentralized schema [21]

and is a dynamic migration cost-aware algorithm.

e V-MAN Algorithm: A decentralized algorithm for VM consolidation using a gossip
protocol [38].

5.3 Performance metrics

We have used following metrics to evaluate the quality of VM placement decisions taken

by evaluated algorithms and their impact on overall performance of data center:

e Number of Released Nodes: Reduced number of active servers result in reduced

energy consumption and costs. It can be calculated as number of active servers before
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consolidation minus number of active servers after consolidation.
AS, =AS, —AS, 5.1

where
AS, is the number of active physical servers released after consolidation.
AS), is the total number of active physical servers before consolidation.

AS, is the total number of active physical servers after consolidation.

Migration per VM: Number of VM migrations is an important metric to evaluate
the effect of consolidation algorithm on usual working of data center. It should be
less to reduce the downtime as well as performance degradation faced by consumers

due to consolidation process.

Packing Efficiency: It is important to evaluate the success of VMC algorithms in
consolidating the VMs on minimum number of active servers. It is calculated as the

ratio of number of released nodes to the total number of nodes.

_AS,

n

PE (5.2)

where
PE is Packing Efficiency of a VMC algorithm.

n is total number of nodes in the system.

Power Consumption: It evaluates the energy efficiency provided by evaluated al-
gorithms and is calculated by adding the power consumed by each individual server.

Ppc= Y P (5.3)
peEPM
where
Ppc is the total power consumption of DC in K watts.

P, is the power consumed by server p.
PM is the set of all PMs in DC.

Total VM Downtime: It captures the degree of performance degradation caused by

VMC algorithm. It is calculated as sum of downtimes of all the migrated VMs.
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5.4 Results

We have evaluated the algorithms with varying number of PMs and VMs, taking number
of PMs from 120 to 1008 and VMs from 720 to 6048 and obtaining the results for each
metric. The results for Number of released nodes is shown in table 5.1 with graphical view

shown in figure 5.1.

Table 5.1: Number of Released PMs

Number of | Number of | FFD ACO V-MAN CONKP
PMs VMs
120 720 29 36 39 42
240 1440 58 77 79 83
504 3024 124 161 122 163
1008 6048 246 322 323 325
350 T |
% 3007 —#FFD -e-ACO V-MAN -G-C'ONKPrﬁ”{f
B 250
é 200
150
% 100
g sog
128(720) 240(|1 440) ‘

504(3024)

Number of PMs (Number of VMs)

1008(6048)

Figure 5.1: Plot of Number of Released PMs vs Number of PMs

As can be seen from Table 5.1, the performance of FFD is worst of all as it released
the minimum number of nodes, that is, 246 while ACO and V-MAN closely followed our
algorithm CONKP which achives the best result with 325 nodes.

Table 5.2: Number of migrations per VM

Number of | Number of | FFD ACO V-MAN CONKP
PMs VMs

120 720 26 5 3 1

240 1440 26 7 5 1

504 3024 27 8 4 1

1008 6048 26 9 4 1
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Figure 5.2: Plot of Number of migrations per VM vs Number of VMs

As can be observed from Table 5.2 and figure 5.2, the number of migrations are very
less with ACO, V-MAN and CONKP, as compared to FFD. The reason for this result with
FFD is that it is not aware of current VM-to-PM assignment and assumes that it has a set
of VMs and a set of PMs and it has to move VMs to PMs in each iteration. CONKP gives
best results in this case as it is designed to give more weightage to VMs that are already

placed on receiver PMs in order to result in less number of migrations. The results of

Table 5.3: Packing Efficiency (%)

Number of | Number of | FFD ACO V-MAN CONKP
PMs VMs
120 720 24.1 30 32.5 32.7
240 1440 24.1 32 32.9 32.8
504 3024 24.6 31.9 24.2 32
1008 6048 24.4 31.9 32 33
34 T T
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Figure 5.3: Plot of Packing Efficiencies vs Number of PMs

packing efficiency are summarized in Table 5.3 and a graphical view is shown in figure
5.3. In contrast to the results of ACO and V-MAN, the packing efficiency of our algorithm
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CONKP remains almost same with increasing number of PMs, which means our algorithm

has good scalability. Also, it gives the best efficiency as compared to others.

Table 5.4: Total VM Downtime (in hours)

Number of | Number of | FFD ACO V-MAN CONKP
PMs VMs

120 720 3 1 1 0

240 1440 9 3 2 0

504 3024 18 5 3 1

1008 6048 26 9 5 2
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Figure 5.4: Plot of Total VM Downtime vs Number of VMs

Since total VM downtime is sum of downtime of all VMs, it is obvious that CONKP gives
best results in Table 5.4 as it reduces the number of VM migrations. ACO and V-MAN
requires 77% and 57% less total downtime respectively as compared to FFD. This is be-
cause FFD is migration cost unaware and does not take into consideration the memory size

of VMs while migrating. CONKP and FFD give similar results for power consumption

Table 5.5: Total Power Consumption (in K Watts)

Number of | Number of | FFD ACO V-MAN CONKP
PMs VMs

120 720 20 25 21 21

240 1440 35 40 37 35

504 3024 77 83 80 75

1008 6048 120 140 131 118

in Table 5.5 and figure 5.5, both save more energy as compared to ACO and V-MAN. As
number of PMs increase, power consumption with ACO and V-MAN increases gradually.
With increased number of servers CONKP manages to give a lead to the two migration

cost-aware algorithms while gives same results as migration cost oblivious FFD.
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Figure 5.5: Plot of Total Power Consumption vs Number of PMs

5.5 Summary

e CONKP gives slightly better results than ACO and V-MAN in number of released
PMs while FFD performs worst.

e FFD achieved worst number of migrations as it does not consider the given VM-to-
PM mapping while making placement decisions. CONKP results in minimal number
of migrations and minimam downtime as it gives weightage to current VM-to-PM
mapping.

e CONKRP is scalable as it provides almost uniform packing efficiency with increased
number of servers.

e CONKP is better than other two migration cost aware algorithms in case of power
consumption and provides similar results as that of FFD.
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Chapter 6

Conclusion

6.1 Concluding Remarks

With emergence of cloud computing, the problem of optimized resource utilization has
become tractable as compared to traditional data centers. It is due to the virtualization
technologies that separates the run time environment of applications from the underlying
physical resources, making them more scalable and easy to manage. However, in large
scale data centers, the applications in form of jobs come and go dynamically leaving most
of the resources underutilized which can not be controlled by a good VM placement strat-
egy only. Moreover, this underutilization of resources leads to significant wastage of energy
as well as emission of carbon dioxide making cloud computing non eco-friendly. So, there
is a need to control the energy consumption in these data centers while providing services
with negotiated levels of performance. VM consolidation is one way to reduce resource
underutilization by dynamically rearranging placement of VMs on the physical servers and
turning off the idle ones to save energy consumed by idle or underutilized servers.

This thesis presents a general introduction to cloud computing, its key features, virtual-
ization and VM migration. The multi-objective VM consolidation problem is addressed
in our work to increase the resource utilization of data centers and reduce the energy con-
sumption and promote green cloud computing. This is done with minimum performance
degradation and meeting SLA by reducing the number of migrations in dynamic place-
ment of these VMs. We have compared the problem of dynamic VM consolidation to the
problem of multiple Knapsaks (MKP), where physical machines represent knapsacks with
resource capacities as knapsack capacities and virtual machines are taken as items with re-
source demands as item weights and a profit value associated with each VM. The goal is to
fit VMs into PMs with total weights less than total capacities while maximizing the profit

of each knapsack. We have considered the three-dimensional capacities and demands for

45



resources, CPU, network bandwidth and memory and formulated the mathematical model
for the problem. As, it is a NP hard problem, we have proposed a migration overhead aware
VMC algorithm CONKRP to solve it, which decides a donor and a receiver server based on
server score values and take the receiver server as a knapsack. This way the problem size
reduces for each iteration where the problem is to fill a single knapsack with a small num-
ber of VMs. Profit values are assigned to VM in a way that gives more weightage to already
placed PMs over new PMs to reduce the number of migrations wherever possible. Finally,
CONKP is evaluated using a simulation based environment with number of PMs and VMs
varying from 120 and 720 respectively to 1008 and 6048 respectively. A number of per-
formance metrics are defined namely, number of released nodes, number of migrations per
VM, packing efficiency, total downtime and total power consumption. The results of our
algorithm are compared to that of three other algorithms FFD, ACO and V-MAN and ob-
servations are noted for each parameter. To conclude, our algorithm CONKP outperforms

all three overall.

6.2 Future Research Scope

With a novel VM consolidation method proposed, we look forward to come up with an
integrated platform to test the results of algorithms in a better way which provides an easy
way to implement and compare these scheduling algorithms. Secondly, we look forward to
optimize our algorithm further to make it suitable for real-time scheduling by adding more
parameters like dependency among jobs, division of jobs into multiple VMs, placing the
jobs based on type of applications like HPC, social networking and scientific applications,

and we will consider types of virtual machine sizes available in real clouds like EC2.
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