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Abstract

Cloud computing has become an increasingly popular technology for businesses
and individuals. With the ability to store and access data and applications from
any location with an internet connection, the benefits of cloud computing are
numerous. However, security remains a significant concern for many organiza-
tions utilizing cloud services. The primary security risks associated with cloud
computing include external and internal attacks. External attacks occur due to
unauthenticated access to sensitive data, insecure Application Programming In-
terfaces, and misconfiguration of security settings and can lead to loss of control
over data and systems. Another critical component of cloud security is managing
access to data and applications, which can cause internal attacks. This involves
controlling who has access to what data and what actions they are allowed to take
with that data. These can lead to regular attacks like Denial of Services, Brute
force, malware injection, ransomware etc. New and sophisticated attacks can be

performed, which makes cloud providers very difficult to secure cloud resources.

To mitigate these risks, cloud service providers implement robust security mea-
sures such as encryption, authentication, and access controls and maintain high
vigilance against potential threats. Also, Intrusion Detection System (IDS) is
widely used to detect security attacks. The techniques like Machine Learning
(ML), Deep Learning (DL) are used to enhance the accuracy of the IDS. But
maintaining security in wide networks such as the cloud is very tedious. So, to en-
hance the security of the cloud further, the behavior of the attacker and defender
can be analyzed. To model the interactions between the attacker and defender,
Game Theory can be used. This mathematical framework allows researchers to
analyze and address the complex security challenges, and the optimal strategies
for each side in a given security scenario can be delineated. Taking into account
factors such as the costs of launching an attack, the likelihood of success, and the
consequences of a successful attack can provide valuable insights into the strengths
and weaknesses of different security measures and inform the development of ef-

fective security policies and technologies.

To overcome the above-mentioned challenges, in this thesis, four different
game-theoretic models are proposed and developed, namely Game Theoretic Model
for Cloud Security (GTM-CSec), Bayesian Optimized Game Theoretic Approach
(BOGTA), Game Theoretic Approach to enhance IDS detection(GTA-IDS), and
Non-Cooperative Game Theoretic Model (NCGTM). (GTM-CSec) is developed to
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defend the external attacks. This is the first model and it is modeled between the
attacker and the defender competing against each other to gain maximum payoff.
Different strategies for both players are delineated, and a mixed strategy Nash
Equilibrium is attained to conclude the game. The payoffs of the attacker and
defender are analyzed and compared. Out of the different strategies available for

defenders, it chooses the best one to defend against the attack.

To increase the efficiency of GTM-CSec Model and to increase the accuracy
of the IDS, a second model is devised namely BOGTA. It covers every possibility
of working on three modules (signature, anomaly, or honeypot) of the defender
system in a single cycle with the graphical Game Theory method that reduces
the model’s time complexity. To optimize the IDS to a greater extent, a Bayesian
Optimised DNN is used, and hyperparameter tuning is also done. Three different
datasets for different detection modules are considered to train and test the IDS.
The results show that BOGTA has taken significantly less time to decide than
GTM-CSec and performed well with an improvement of 9.66%, 3.75%, and 4.16%
in detection rates of the signature, anomaly, and honeypot modules, respectively.
The accuracy is increased by 10.29%, 2.1%, and 3.41%, and the False Positive
Rate (FPR) is reduced to 0.01%, 0.026%, and 0.138% for the three modules. The
higher values of the detection rate and lower values of the FPR depict the adequate
performance of BOGTA.

The third model, GTA-IDS is devised to detect internal attacks, in which infor-
mation theory is used along with the game theory. In this model, the information
theory tracks the abnormal traffic flow and is sent to the GTA-IDS for further
analysis. A game is modeled between the malicious node and the defender sys-
tem. Different strategies for both players are also delineated, and a mixed strategy
Nash Equilibrium is attained to conclude the game. The model is implemented
on a benchmark real-time NSL-KDD dataset to check the detection rate and FPR
of the defender system. With the addition of the GTA-IDS module, the detection
rate of the IDS comes to be 99.5%, and FPR comes to be 0.07% which is better
than the existing models like KNN, CNN etc..

The fourth model namely NCGTM is devised to enhance the decision-making
process of the hybrid IDS which uses signature-based, anomaly-based, and a hybrid
of signature and anomaly-based modules. The Attacker’s strategies are analyzed
against the strategies of the IDS to make better predictions. Different machine
learning models train the IDS to increase its detection rate. The NCGTM is
tested on a real-time dataset and compared with the existing models. The overall

performance of the IDS improves with a higher detection rate of 99% and a lower

viii



FPR of 0.01.

The proposed models incorporate the interactions between the attacker and
the defender, who have conflicting goals of maximizing their profits. The mod-
els analyze the optimal strategies for both players, the consequences of security
breaches, and the incentives for cooperation and competition. The Machine Learn-
ing and Deep Learning techniques enhance the accuracy, detection rate and lower
the FPR of the IDS. The results obtained from the four proposed models show

improvement in the security of cloud services.
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Chapter 1

Introduction

Cloud computing and its multifarious services are proven a boon for the setup
of digital businesses. The end-users and organizations need not worry about ac-
quiring and maintaining infrastructure, as the Cloud provides many services and
resources. The increasing number of devices and users fabricates different chal-
lenges for the cloud computing paradigm. The primary security risks associated
with cloud computing include unauthorized access to sensitive data, data breaches,
and loss of control over data and systems. Also, internal attacks can be performed
on the Cloud with social engineering. Misconfiguration of security settings and
insecure Application Programming Interfaces (APIs) can be other causes of secu-
rity hazards. As technology attracts more users, security attack risk is increasing
daily. So, there is a need to build an intelligent defender system to monitor the
network traffic and detect malicious activities on the network.

This Chapter overviews the cloud computing paradigm and its security issues.
To tackle these security issues, the game theoretic approach is discussed, which is
used to predict the attacker’s strategies and thus help the defender system to take
suitable action. It further uses modern techniques like Machine Learning (ML),
Deep Learning (DL) to improve the accuracy of detecting security attacks. The

Chapter concludes with the contribution of this research work and its organization.

1.1 Cloud Computing

Cloud computing is internet-based utility computing in which resources, software,
and data are pooled and shared among many users [1]. IT services are deliv-
ered through the Internet and are paid for as they are used; this is known as a
pay-per-use model. Due to the uplifting of technologies, cloud computing has be-
come essential in our daily lives, like sports, medical sciences, education, business,
agriculture, etc. Cloud computing’s advantages can be leveraged in almost every
field. Cloud computing provides many services like storage, processors, develop-
ment platforms, etc [2]. Researchers define the term cloud computing in different
ways as follows.

According to NIST (National Institute of Standards and Technology), cloud



computing is defined as ”A model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and re-
leased with minimal management effort or service provider interaction” [3].

Buyya et al. state that "A Cloud is a type of parallel and distributed system
consisting of a collection of interconnected and virtualized computers that are dy-
namaically provisioned and presented as one or more unified computing resources
based on service-level agreements established through negotiation between the ser-
vice provider and consumers” [4].

The history of cloud computing starts with Grid computing which was in-
troduced in the mid-90s. Grid computing aims to solve significant problems with
parallel computing [5]. A virtual pool of resources is provided by grid computing.
From grid computing, the term utility computing was coined in the late 90s, of-
fering computing services as a metered service. After that, Cloud raised the level
of virtualization, and this model charged money by the value of the application
to subscribers rather than the resources exhausted. In 2010, companies including
Amazon Web Services, Microsoft, and OpenStack developed reasonably functional
clouds. Concurrently, Apple introduced iCloud, which was designed to store per-
sonal data such as photos, videos, and music. By 2014, cloud services had grown
in popularity and sophistication [6]. So, cloud computing is developed with the
combined ideas of grid computing and utility computing.

Cloud services have altered the global landscape, and their significance can-
not be understated. Personal computing has grown through three distinct phases
since its inception. The first phase stored the data and program on the local
PC. The application residing on a local server and desktop software, as well as
the Internet’s helpful information, can be termed the second phase. In the third
phase, often known as cloud computing, most data and applications are hosted
on virtual servers [7]. Cloud services can be leveraged by consumers through the
Internet anywhere, and cloud providers charge the users based on the data storage
size or the number of resources requested by the user. Some vendors charge the
customers by considering the time the service is used. Cost, speed, global scalabil-
ity, productivity, performance, dependability, and security are the primary drivers
for businesses to use cloud computing over traditional techniques. The following
Section explains that cloud computing has four deployment models to fulfill user

requirements and three service models to provide services.



1.1.1 Conceptual Model of Cloud Computing

The conceptual reference model that includes different deployment models, service
models, and characteristics of cloud computing is represented in Figure 1.1 and

discussed in detail.
Broad Network Rapid Measured On-Demand
Access Elasticity Service Self-Service
Essential
. Characteristics
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Figure 1.1: Conceptual reference model of cloud computing [8]

1.1.1.1 Deployment Models

Numerous services are provided to users through cloud resources and specific cloud
deployment methods for delivering these services to users. The NIST has outlined
four distinct deployment models: private cloud, public cloud, hybrid cloud, and
community cloud [9]. Each cloud deployment model is based on an organiza-
tion’s diverse requirements and has distinct characteristics. An appropriate cloud
deployment method is crucial for an organization to maximize its use of cloud
resources. Figure 1.2 illustrates all four models’ cloud deployment strategies. The
four deployment models of the cloud are as follows:

Public Cloud: The cloud services are made available to public users. Anyone
who has the necessary hardware and resources can operate the public cloud. The
cloud service provider is responsible for efficiently operating the shared computing
resources. Location independence, low price, and usability are common public
cloud benefits. There are numerous public cloud service providers, with Amazon
Web Services, IBM Cloud, Microsoft Azure, and Google Cloud Platforms being
the most prominent.

Private Cloud: The private cloud is widely utilized by users. The private cloud
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Figure 1.2: Deployment models of the cloud computing [10]

resolves the primary problems associated with the public cloud. Private and public
clouds are identical from a technical standpoint, except that private cloud services
are not accessible to the general public. The most significant advantage of the pri-
vate cloud over the public cloud is the ability to control the cloud’s configuration
and operation. In addition, a private cloud user can control data management
and privacy and security policies. Hewlett Packard (HP) Enterprisers, VMware,
Dell, Oracle, and Amazon Web Services are some of the largest providers of public
cloud services.

Hybrid Cloud: A hybrid cloud comprises public and private clouds. Large corpo-
rations or organizations gain a great deal from the security features of the private
cloud and the broad access to public cloud infrastructures. Hybrid clouds permit
businesses to utilize both public and private clouds as needed. For instance, the
company can use the public cloud for high-volume, low-security requirements and
switch to a private cloud for sensitive data and information storage. Advantages
of utilizing the hybrid cloud include data ownership and the ability to switch be-
tween public and private clouds.

Community Cloud: A public cloud is available to everyone, while a private
cloud is reserved for a single organization. The community cloud, a semi-public
cloud, is accessible to limited organizations. A community cloud is an option for
organizations that find the public cloud risky and the private cloud costly. A com-

munity cloud is an arrangement between organizations with similar requirements.



The cost is shared between multiple organizations, making it less expensive than a
single private cloud setup. Deployment models are designed and developed based
on the client’s need, and services will be given to them based on their needs, so

the following Section discusses the various service models in detail.

1.1.1.2 Service Models

Cloud services are provided in terms of Software as a Service (SaaS), Infrastruc-
ture as a Service (IaaS), and Platform as a Service (PaaS) [11] to the customers or
organizations. Organizations choose to use them quickly and affordably without
bothering about external hardware and infrastructure [12]. The service providers
are responsible for managing and securing the available services. To build these
service models, the main layers of infrastructure components, such as networking,
storage, servers, virtualization, and middle-ware application infrastructure com-
ponents, such as the operating system and run-time, are used and represented in

Figure 1.3.

On premises laaS Paa$S SaasS

Applications Applications Applications Applications

Data

Runtime Runtime Runtime Runtime

Middleware Middleware Middleware Middleware

0/s 0/s 0/s 0/s

Virtualization Virtualization Virtualization Virtualization

Servers Servers Servers Servers

Storage Storage Storage Storage

Networking Networking Networking Networking

You Manage Provider Manages

Figure 1.3: Service models of the cloud computing [13]

Software as a Service (SaaS): In the SaaS model, the cloud service provider
delivers a fully functional and comprehensive software product to the user over the
Internet. All software is installed on the service provider’s server, where clients can

access it after paying a subscription fee. Users can access this software from any

at



Internet-connected device anywhere in the world. Users need not worry about
purchasing infrastructure, updating software or operating systems, or replacing
outdated hardware or software. SaaS includes popular products such as Office365,
Google Apps, SalesForce, Oracle, Microsoft, and Amazon Web Services.
Infrastructure as a Service (IaaS): It is a model in which the cloud service
provider offers virtual machines and other resources to the user. The primary ben-
efits of [aaS are that it is extremely flexible, scalable, and accessible to multiple
users. Moreover, it is cost-effective. The user chooses an [aaS provider and imme-
diately begins using the services. This pay-per-use service model is advantageous
for businesses of all sizes, from the smallest to the largest. On IaaS platforms,
many well-known SaaS services are hosted. Amazon EC2, IBM SoftLayer, and
Google’s Computing Engine (GCE) are the three most popular IaaS providers.
Platform as a Service (PaaS): It is a service model in which the cloud service
provider leases software or applications to the user. The user is responsible for
developing, deploying, and customizing the service, while PaaS provides access to
the necessary resources. The user manages applications and data, while the ser-
vice provider oversees other services. PaaS is less accountable than TaaS but more
accountable than SaaS. This service is intended for developers, as it provides
a platform for application development. It is ideal for small and medium-sized
businesses. It is the most cost and time-efficient option for developers who wish
to build applications. This service is provided by Google App Engine (GAE),
DropBox, Microsoft’s Azure, and Google Drive, among others. The service and
deployment models of cloud computing offer many characteristics which help the

user in various ways. These are discussed in the next subsection.

1.1.1.3 Characteristics of Cloud Computing

The various characteristics are discussed as follows [13]:

On-demand self-service: Based on the requirements, users can individually
provision services, like database storage and bandwidth, without any middle ex-
pert between the cloud user and provider.

Broad network access: Cloud facilities are present on the network and can be
obtained through cell phones and workstations.

Resource pooling: As the cloud supports multi-tenancy, the resources are ac-
cumulated so multiple users can access the services. The physical and virtual
resources are accordingly assigned to the user’s needs. The resources can be stor-
age, processing, and bandwidth.

Rapid elasticity: Cloud resources are allocated and liberated according to the



user’s need. The resources appear to be never-ending to the users and can be
accessed at any number or anytime.
Measured service: Clouds can power and optimize the uses of resources by
leveraging measured capability. To prevent any issues between the cloud provider
and the consumer, the usage of resources can be checked and controlled.
Ready to use: The services offered by the cloud are always available if the user
is connected to the Internet.
Ubiquitous access: Cloud services can be obtained anywhere in the world at
anytime. So, there is no need to carry portable storage.
Improved collaboration: The dispersed people from different parts of the world
can meet easily and share information in real time.
Environmental friendly: Cloud providers are using green computing strategies
to reduce the bad environmental impact and make it more sustainable.
Pay-per-use method: The customers can measure the services they use and pay
accordingly. The utilities provided by the cloud are usually at a meager cost.
Secure data: If the personal device on which the data is stored gets lost or cor-
rupted, the data will also be lost. So storing data on the cloud makes the data
secure.
Disaster recovery: The backups are stored in various data centers; thus, data
can easily be recovered in any disaster.

The different characteristics of the cloud make it beneficial to the end users,
and its services can be leveraged by many applications of the modern era, which

are discussed in the next Section.

1.1.2 Applications of Cloud Computing in Current Era

These days cloud computing services are used by everyone as these services are
easily manageable, scalable, and adaptable.

Processing Big Data: The end-users and technologies like IoT and VANETS
generate large volumes of data which can be processed efficiently by cloud com-
puting [14]. Also, the cloud can be used to perform big data analytics. Cloud
computing is crucial in securing generated data, allowing devices to operate ef-
ficiently. Cloud computing application in processing big data has increased the
productivity of routine tasks [15].

Game Streaming: The cloud enables users to play games stored on a powerful,
Internet-connected remote server on a typical home computer without any tech-
nical fault. Cloud gaming’s primary benefit to the gaming community is that it

enables players to play high-end games on low-end consoles with excellent experi-



ence quality [16]. The failure of local devices results in the loss of game progress,
which is not an issue with cloud gaming. Even if a device breaks, the user can
continue progressing on another device. NVIDIA GeForce Now, Google Stadia are
some of examples of cloud gaming services.

Data Storage: The term “cloud storage” immediately conjures up images of
storing data (photos, videos, music, files) over the Internet, which can be accessed
from any device. Consequently, the technical definition of cloud storage is a cloud
computing model in which data is stored on a remote server that can be accessed
whenever necessary via the Internet. A cloud storage service is designed to provide
applications, services, and organizations with instant, flexible, and global access
to offsite storage capacity [17]. Apple (iCloud), Google (Google Drive), Dropbox,
Amazon (Amazon web services), and Microsoft (OneDrive) are among the most
popular cloud storage services providers currently available [18].

Social Media: Cloud computing and social media have a reliable relationship
[19]. Social media websites have millions of users worldwide, and the traffic vol-
ume is always enormous. Social media services often experience fluctuating user
activity, and cloud computing allows platforms to dynamically allocate resources
based on demand, ensuring smooth user experiences during peak periods. By
utilizing cloud servers efficiently, the traffic can be easily handled. In addition,
services on the cloud can be hosted without purchasing and installing hardware

and software, allowing businesses to save money.

Despite the discussed benefits and applications, many organizations and indi-
viduals fear losing their data on the cloud. The attacks on Apple and Sony cloud
have also created fear in the mind of customers [20]. If cloud security is compro-
mised, legitimate users’ data will be in the wrong hands. The hacker can update
or delete the data and add malicious data to the servers leading to mass damage
to the cloud. So, security is the biggest concern in cloud computing [21]. Different

security issues faced by cloud computing are discussed in the following Section.

1.2 Security Issues in Cloud Computing

As organizations increasingly rely on cloud-based services, the security of these
services has become a critical concern. Security issues can result in sensitive
data being accessed, modified, or deleted, which can cause significant harm to a
cloud organization’s reputation and financial stability. The security issues cloud
computing faces can be broadly discussed as security threats and attacks. These

are discussed as follows.



1.2.1 Security Threats

The prevalence of cloud computing has made it vulnerable. Many loose ends in
security structures pose a huge threat to cloud servers. Cloud-based attacks ac-
count for 20% of all cyberattacks [22]. It is required to understand the threats to
the cloud infrastructure and find a way to mitigate them with adequate security
controls and practices like Intrusion Detection System (IDS). The Cloud Security
Alliance (CSA), which works to improve cloud security best practices, recently
surveyed industry professionals regarding the most pressing security threats. Sig-
nificant risks include data breaches, unauthorized access to data due to insufficient
identity and access management, insecure APIs; and service hijacking [23]. The
major security threats are discussed as follows:

Poor Access Management: Poor access management poses a threat to cloud
services. The failure to implement multifactor authentication for weak passwords
contributes significantly to cloud attacks. Instead of attempting to breach com-
plex and secure firewalls and IDS, modern attackers attempt to gain access by
stealing employee credentials. The cyberattack on Deloitte cloud servers is a sim-
ple example of how ineffective access management can lead to a major security
attack [24]. The hackers compromised the company’s global email server by ex-
ploiting an “administrator’s account” that required a simple password and gave
them complete access.

Data Breach: Data breaches continue to be the greatest threat to cloud com-
puting. A data breach is a security event in which data intended for internal
cloud operations becomes accessible to unauthorized parties. Data breaches have
numerous causes, including targeted attacks, individual negligence, poor security
practices, and application vulnerabilities. In 2017, the most infamous recent data
breach occurred at Equifax. It exposed the personal information of approximately
143 million users stored on the cloud. This is because Equifax did not update its
software to address the identified flaw. This was exploited by hackers, resulting
in the breach [25].

Insecure API: In an ideal world, APIs are designed to increase the efficiency
of cloud computing processes. If left unprotected, APIs can provide communica-
tion channels that enable attackers to exploit private and sensitive data on cloud
servers. There are statistics to support the reality of this threat. Cybercriminals
are attracted to cloud APIs solely due to the growing reliance of businesses on
APIs. In 2018, at least six high-profile data breaches were caused by insufficient
API security. APIs are the most exploited vector in attacks against a company’s

data, according to Gartner [26].



Misconfigured Cloud Storage: Misconfiguration is also one of cloud comput-
ing’s major threats. This typically occurs when cloud service users deviate from
the default security and access management settings. When this occurs, sensitive
information of cloud users can be made public, altered, or deleted. A misconfig-
ured Amazon Simple Storage Service (Amazon S3) cloud storage bucket exposed
the sensitive information of 123 million American households in 2017 [27].

These security threats reflect how vulnerable a threat can be to the cloud
environment. Similarly, the cloud is susceptible to internal as well as external

attacks. These are discussed in the next Section.

1.2.2 Security Attacks

With the existing threats in the cloud environment, it is simple for attackers to ex-
ploit them for various malicious activities, ranging from cyber attacks against large
corporations to those against a single individual. Based on the various threats,
attackers can perform security attacks on the cloud. Cloud security attacks refer
to attempts by unauthorized individuals or organizations to gain access to cloud-
based systems, applications, or data. These attacks can take various forms, includ-
ing malware infections, phishing, denial-of-service (DoS) attacks, data breaches,
and man-in-the-middle attacks. Cloud security attacks can target various aspects
of cloud infrastructure, including the network, storage, and applications. These
attacks can be categorized as either internal or external, depending on their origin
28].

Internal Attacks: Internal cloud attack typically refers to an employee compro-
mising an organization’s security. Typically, internal attacks are unintentional,
but the organization cannot ignore the possibility that some attacks are deliber-
ate. These attacks typically occur due to human error, which may result in data
loss or leakage. Insider attacks occur for various reasons, including data theft, re-
taliation, and profiting from the sale of stolen data. If the attack occurs internally
with the intent to cause harm, it can be difficult to detect even by IDS due to the
nature of the attack [29]. Since the attacker is already inside the organization,
they can conceal these attacks, and it is difficult to distinguish between malicious
intent and simple error.

External Attacks: External attacks typically occur when an individual or group
uses viruses or malware to gain unauthorized access to the cloud and steal sensi-
tive data. These attacks are typically carried out by skilled hackers, making them
more difficult to combat because no one knows where they are coming from or

what will occur [30]. These attacks typically take the form of Spyware, Trojans,
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and Rootkits. Because cloud environments are accessed via the Internet, they are
especially susceptible to DoS and Distributed Denial of Service (DDoS) attacks,
a typical external attack. Social engineering and phishing attacks are other types
of external assault [31]. Once these login details or confidential information are
exposed, the attacker can easily log into and exploit the system, as the cloud is
accessible from anywhere. There is a need to address these challenges so people
do not hesitate to access cloud services.

In the old era, to address security issues, basic practices are opting for solid
passwords, multifactor authentication, and cloud cryptography [32]. Due to many
security issues, the attackers find loopholes in cloud security and attack the cloud.
In the modern era, it is essential to understand the behavior of the attacker and
defender in terms of their interaction, how they compete, and their strategies
for providing security at a more sophisticated level. Cloud security is the biggest
challenge affecting the cloud environment’s confidentiality, integrity, and availabil-
ity. The attacker can be a person or a machine that sends malicious packets to
compromise the cloud services. Cloud providers use defender systems like IDS to
tackle these kinds of attacks. Game Theory provides plausible practice based on
mathematical modeling that can be used to handle such types of problems. The
mathematical model can be delineated with pre-defined parameters and does not
require any datasets [33]. The decisions made by the game theory can assist the
existing defender systems like Intrusion Detection Systems (IDS) in making better
decisions. Machine Learning and Deep Learning can further optimize the working
of IDS. The game theory in cloud security and optimization of IDS is discussed in

detail in forthcoming Sections.

1.3 (Game Theory in Cloud Security

The game theory examines competition and cooperation between players based on
rational decision-making. Regardless of the game’s circumstances and nature, a
strategy exists for the players to win. These strategies are sometimes dependent on
the opponent’s choice. By applying the concept of game theory, rational decision-
making can be maximized. Game theory can be used to explain the analysis
of each player’s strategy and the determination of the optimal strategy for each
player to win the game when multiple players are involved [34]. The expertise of
the game theory can be leveraged to improve cloud security.

In cloud security, game theory examines the nature of a cyber incident, where

network defenders, attackers, and users interact to achieve an outcome. It de-
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scribes each player’s behavior and strategies and captures opponents’ interaction.
A single defensive error by the defender can be fatal. The cloud is a vast network,
so defense mechanisms are expensive and must be 100 percent effective. On the
other hand, attackers are continually modifying and establishing the rules. They
have endless opportunities to try without consuming many resources, but only
one successful attack can fail the cloud services. They can impersonate innocent
users to evade detection. There is a significant need to develop a defender system
capable of tackling every security attack on the cloud. Hence, game theory is
employed.

Game theory in cloud security is broadly used for cloud-attack-defense analy-
sis and cloud security assessment [35]. Cloud-attack-defense analysis can predict
attackers’ actions by modeling defense behaviors as games. In addition, it inves-
tigates the potential states of attack-defense equilibrium. Ideal counter-defense
strategies can be determined based on the equilibrium state. The equilibrium
state of cloud-attack defense can be analyzed, and the prognosis of attack and
defense strategies can justify and evaluate cloud security. Due to the quantita-
tive aspects of game analysis, security and reliability are viewed as a quantitative
evaluation that provides a cloud security and reliability calculation.

To analyze the security in the cloud, the game theory uses its fundamental com-
ponents, which include the players, the set of strategies available to each player,
and the payoffs or outcomes associated with each combination of strategies. By
analyzing the actions and behaviors of the players, game theory seeks to iden-
tify equilibrium points or states in which no player can improve their payoff by

unilaterally changing their strategy. These components are discussed as follows.

1.3.1 Components of Game Theory

The game theory consists of players, strategies, actions, and payoff functions [36].
Players: The individuals or entities making their own decisions regarding the
game are called players. Each individual or entity has unique objectives and
preferences. Entities may be individuals, organizations, or institutions; players’
primary objective is to select the action that maximizes their utility. The attacker
and the defender are the two players competing with each other in cloud security.
Actions: Each player’s decisions are actions. Each move of the player requires a
decision. Each player may or may not be aware of the actions of all other players.
The attacker’s action is to exploit the cloud resources, and the defender will try
to guard the resources.

Payoffs: The amount of benefit each player receives from an event is the player’s
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payoff. Depending on the decisions made, the player may receive a positive or
negative payoff. Each player’s payout is known after the completion of the game.
With a successful attack on the cloud, the attacker will gain the payoff, and the
defender will lose it. The defender will gain a payoff with the correct detection of
an attack.
Strategies: Each player’s set of actions to win the game will be defined concerning
the opponent’s past and anticipated actions. This collection of actions is referred
to as Strategies. The attacker’s strategy is to perform different security attacks,
and the defender’s strategy is to defend the attack with its various modules.

The different components of game theory are used to build different game
models. Depending on the situation, these game models can be implemented to
provide insights into the behavior and decision-making of the attacker and defender

in a real-world scenario. The different games are discussed as follows.

1.3.2 Types of Games

The game theory recognizes several types of games, each with its own set of rules,
strategies, and payoffs. The different types of games are discussed below [37].
Cooperative Games: The games in which all players must exhibit cooperative
behavior. These games are between coalitions of players, not between two indi-
viduals. Since the attacker and defender will never cooperate. So, the cooperative
game model can not be used in cloud security.

Non-cooperative Games: The games in which players act independently and
compete with other players. All players’ primary objective is to maximize their
payouts. This model perfectly fits with cloud security as the attacker and defender
are competing with each other. This model is used in this Thesis to design and
develop models discussed in Chapters 4, 5, 6 and 7.

Static Games: All players involved in a game make a single decision at the be-
ginning of the game. No player has any knowledge of the other player’s behavior.
As the attacker keeps changing his strategy, the static games do not fit in cloud
security.

Dynamic Games: Each player in a dynamic game will have some knowledge
of the behavior of the other players, and the game will be conducted in multiple
stages. Players will make their decisions based on the opponent’s behavior. The
dynamic game can be used to model a scenario between the attacker and the de-
fender as both keep changing their strategies based on previous outcomes.
Complete Information Games: All participants in the game will have com-

plete knowledge of the opponent’s behavior. Each player is aware of the strategies
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employed by all other competitors. The defender does not know the attacker’s
behavior, so this model does not work for cloud security.

Incomplete Information Games: None of the game players know their oppo-
nents. The player cannot devise an ideal strategy to win the game. This model
can depict the security incident as the attacker and the defender having little or
no knowledge about each other.

Perfect Information Games: A game in which players know their opponent’s
previous moves before making a move. The defender system logs the network
traffic to know the attacker’s previous moves. But the attacker may or may not
know the defense system’s strategies.

Imperfect Information Games: Games in which at least one player is unaware
of their opponent’s previous moves. It will be tough for players to move if they
are unaware of their opponent’s behavior. Cloud Security falls under this game
category as the attacker can perform new attacks that are not available in the
database of the IDS.

Stackelberg Games: In these games, one player, the attacker, makes their deci-
sion first, and the defender decides based on the attacker’s decision. This type of
game is often used to model scenarios where one player has a significant advantage
over the other player.

Differential Games: These games model dynamic scenarios where two or more
players compete over time. Unlike traditional games, where a single decision or
action determines the outcome, the outcome in differential games is determined
by the player’s actions over an extended period. As the attacker’s actions are
dynamic, this game can be used to analyze cloud security.

Stochastic Games: These games model scenarios where the outcomes are un-
certain and depend on chance events. Random events influence the outcome in
stochastic games. The game is played over a finite or infinite horizon. The attacker
can perform any random attack infinite times; stochastic games can be used to
model cloud security.

The security industry has adopted a non-cooperative, dynamic game model
from the different game types in game theory. The attacker strategies in security
attacks keep on changing and are not static. The dynamic model analysis is cru-
cial to achieving optimal effect because dynamic models represent real-time cloud
security issues. And for cloud-defense analysis, an incomplete information game
model is employed [38]. The game theory senses the attacker’s strategies and helps
the IDS to make correct decisions by starting the accurate detection module. The

working of the IDS with its various modules is discussed in the next Section.
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1.4 Intrusion Detection System (IDS) to handle

security attacks in cloud environment

IDS is much more popular and is based on autonomic computing. It tends to
detect intrusions automatically and then alerts the admin. It can be installed
on the switch, server, and virtual machine (VM) to detect attacks. It is a tool
that monitors the traffic for malicious activities and policy violations and pro-
duces log files for the maintenance team. Detection methodologies for the IDS
can be categorized as Signature-based Detection (SD), Anomaly-based Detection
(AD), and Stateful Protocol Analysis (SPA) [39]. SD matches the signatures or
patterns to the stored database containing the known attacks’ knowledge base. It
is also called knowledge-based detection. It is the simplest way of finding known
attacks. The limitations include high time consumption to update the knowledge
base and ineffective to detect unknown attacks. AD detects intrusions by detect-
ing the anomaly behavior, i.e., when there is unknown, unexpected, or deviated
behavior in the network. It is also termed behavior-based detection. The pros of
AD include effective detection of new attacks and less dependent on the OS. The
cons of AD are unavailability during rebuilding behavior profiles and weak profile
accuracy. SPA traces the protocol states and depends on the provider-developed
generic profiles to specific protocols. Another name is specification-based detec-
tion, also called SPA. The SPA includes the benefits of tracing the protocol states,
and the main limitation is resource consumption. The common challenge of the
IDS is sometimes it cannot detect the intrusions accurately [40]. The degree of
accuracy can be checked by the False Positive Rate (FPR) and Detection Rate
(DR). FPR alarm triggers if the IDS wrongly discovers the intrusion and DR is
the intrusion successfully detected by the 1DS.

The game theory helps the IDS to start the most accurate module in case of a
security attack. To further improve the functioning of the IDS, the emerging tech-
niques of Machine Learning and Deep Learning are used. The following Section

discusses these two techniques.

1.4.1 Optimization of IDS with Machine Learning

Machine learning (ML) enables software applications to predict outcomes with
greater precision without being explicitly programmed to do so [41]. The input
for ML algorithms is historical data used to predict future output values. Many

of today’s leading companies, including Facebook, Google, and Uber, utilize ML
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extensively. Classical ML is frequently categorized according to how an algorithm
learns to make more precise predictions. There are four fundamental learning
methodologies: supervised learning, unsupervised learning, semi-supervised learn-
ing, and reinforcement learning [42], discussed in Chapter 3. ML in security
defense is essential because it gives IDS a view of attackers’ trends and patterns.
Data scientists build various algorithms and models based on the type of infor-
mation to improve the accuracy of the IDS. To validate the proposed model, it is
tested on a real-time dataset, and the prediction accuracy is measured. Various
techniques like bagging and boosting are there to increase prediction accuracy, but
stacking is the most promising [43].

The stacking method can ensemble many models for classification or regression.
Stacking is used to investigate a variety of potential solutions to a problem. It
takes on a learning challenge by employing various models, each of which can
master a specific subset of the problem’s domain but not the whole thing [44].
Since there are several ways to construct a learner, a more nuanced prediction can
be made in the intermediate stage. After that, a second model is brought in to
learn from the first model’s intermediate forecasts of the same objective. Figure

1.4 depicts the architecture of stacking.
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Figure 1.4: Working of Stacking in Machine Learning

In Chapter 7, stacking is used, and the overall performance of IDS is boosted,
and in many cases, the final model outperforms all of the intermediate models
combined. Assume M heterogeneous weak learners and one-second-level learners,
i.e. meta-learners. On the training set, k—fold cross-validation is performed using
M learners, and predictions are made as pq, pa, ..., and p,, at the first level. The
predictions from the first level are treated as features, i.e., N features are created.
Then a new dataset [|y.ns and [J, is created for second-level training using these
N features and the y target variable, where N x M is a matrix of features. The
new dataset is trained with a meta-learner, and predictions are made at the second

level of training. The three heterogeneous base learners are used to make first-level
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predictions comprising Random Forest (RF), Gradient Boost Machine (GBM), and
XGBoost. The description and working of these three models are given below:

Random Forest (RF): It is a predictor that combines multiple decision trees
on distinct subsets of data and averages the results to improve the predictive
accuracy of IDS on the dataset. Rather than relying on a single decision tree,
the RF collects the results from each tree and predicts the output value using the
majority voting rule [45]. It can solve both classification and regression problems.
The structure of RF is represented by Figure 1.5. In classification, the result with
the highest vote count is selected. The mean of each tree’s predictions in regression
is calculated and used as the final resulGradient Boosting Machine (GBM):

SEE00R0E86 o

Decision Tree 1 Decision Tree 2

Decision Tree n

Class A ClassA T ClassB

Majority Voting

‘ Class A

Figure 1.5: Structure of Random Forest Model

It operates by combining multiple weak learners to create a single strong learner.
The weak learners correspond to a series of connected decision trees, with each
tree attempting to reduce the errors of the previous tree [46]. The goal of GBM
is the minimization of the loss function. Both the loss function and the base-
learner models can be arbitrarily specified. Given a specific loss function ¥(y, f)
and a custom base-learner h(zx, ), it cannot be easy to obtain the solution to the
parameter estimates in practice. To address this issue, it is suggested to select a
new function h(z,0;) that is most parallel to the negative gradient gt(xi)ﬁvzl =1

along the observed data as given in Eq. 1.1.

) x
gt(x) = E’Y [%M]ﬂx):f“l(m) <1'1)

Instead of searching for a general solution for the boost increment in the func-
tion space, the new function increment that correlates most strongly with —g,(x)

can be selected. This enables substituting a potentially difficult optimization task
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with the traditional least-squares minimization task. The structure of GBM is

explained in Figure 1.6.
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Figure 1.6: Structure of Gradient Boosting Machine Model

XGBoost: Extreme gradient boosting is an advanced implementation of the
gradient-boosting algorithm. A new model that predicts the errors or residuals
from the previous models is added and combined with the previous model. This
new model is retrained to remove errors from previous models, followed by addi-
tional retraining until all errors are eliminated. The stochastic gradient boosting
reduces error by subsampling each column and row. Regularized gradient boosting
minimizes overfitting with L1 (Lasso regression) and L2 (ridge regression) [47].
This improves performance and ensures that the IDS produces accurate results. It
is a highly efficient, dependable, and portable ML model that recursively reduces
error until accurate and efficient results are obtained. XGBoost is faster than
gradient boosting, stochastic gradient boosting, and regularised gradient boosting
due to its support for parallel processing. XGBoost requires 0.04 s to process 100
nodes and 0.16 s to process 1,000 nodes. It takes 0.24 seconds to traverse 10,000
nodes, demonstrating a linear increase in time. Therefore, it has a time complexity
of O(logn).

Different machine learning models used in this work are discussed that can
be used to enhance the working of the IDS. To further increase the prediction
accuracy of the IDS, a deep learning approach is used, which is discussed in the

next Section.

1.4.2 Optimization of IDS with Deep Learning

Besides ML, Deep learning (DL) is also a promising approach. DL is a sub-field of
ML and AI that mimics how humans acquire specific types of knowledge. It is a

crucial component of data science, encompassing statistics and predictive model-
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ing. It is highly advantageous for data scientists tasked with collecting, analyzing,
and interpreting large amounts of data; it makes these processes more efficient and
streamlined [48]. Each algorithm in the hierarchy applies a nonlinear transforma-
tion to its input and uses what it has learned to construct a statistical model as
its output. Iterations are repeated until the output achieves an acceptable level
of precision. The term “deep” was inspired by the number of processing layers
data must pass through. Most DL models rely on an advanced ML algorithm, an
artificial neural network. Consequently, DL is also known as deep neural learning
and deep neural networking [49]. There are various neural network types, such
as recurrent neural networks, convolutional neural networks, artificial neural net-
works, and feed-forward neural networks, and each has advantages for particular
applications [50]. DL is currently implemented in most image recognition tools,
natural language processing, speech recognition applications, and security tech-
niques like IDS. In Chapter 5, 6 and 7, Deep Neural Network is used, which is
discussed as follows.

Deep Neural Network (DNN): DNNs are feed-forward ANNs with multiple
hidden layers of neurons used for classification tasks of varying complexity. For
DNN to perform well with the text, voice, sounds, and other functions, innovative
thought is required. A DNN system employs multiple layers of nodes to extract
high-level functions from incoming data [51]. It involves transforming the facts
into a more creative and abstract component. DNN consists of more than one hid-
den layer (h). Each input, hidden, and output layer consists of neuron-like nodes.
The i** layer’s output is the input for the j** layer. Applying functional transfor-
mations and activation functions with weights (w; ;) and bias (b) values yields the

final output y. Figure 1.7 displays the structure of DNN. The various activation

3‘\» X
KK

Inputlayer Hidden Layers Output Layer
Figure 1.7: Structure of Deep Neural Network
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functions, such as tanh, Rectified Linear Unit (ReLU), and sigmoid, are used to
perform computations. The current study uses a ReLLU activation function with
five hidden layers. This procedure is known as a forward pass. During the training
of the IDS with DNN, the output values are compared to the predicted value to
determine the total error, also known as the total cost, of the neural network. The
error is then propagated backward over the whole link structure of the network
while considering each connection’s relative weights. It can determine the number
of errors associated with that weight’s contribution to the overall cost. And thus,
it calculates the modification required to make to that weight to get the output of
our DNN closer to the predicted output. Each model has many hyperparameters
that can be tuned for optimizing the IDS [52]. In contrast to model parameters,
which are learned during training, model hyperparameters are predetermined by
the data scientist. Tuning various hyperparameter values is referred to as hyper-
parameter tuning. In Chapter 5, hyperparameter tuning is done, and different
techniques used for the hyperparameter technique are discussed as follows:

Grid Search: This is the most fundamental method for tuning hyperparameters.
A grid of hyperparameter values is defined. The tuning algorithm sequentially per-
forms an exhaustive search of this space and trains a model for each possible com-
bination of hyperparameter values [53]. The grid search algorithm trains multiple
models (one for each combination) and then retains the optimal hyperparameter
value combination. Because the number of models to train grows exponentially as
the number of hyperparameters increases, grid search is not used in practice for
IDS as it can be very inefficient regarding time and computation.

Random Search: Random search differs from grid search in that values are sam-
pled from a statistical distribution for each hyperparameter [54]. A sampling dis-
tribution for each hyperparameter to conduct a random search is defined. Random
search can control or limit the number of utilized hyperparameter combinations.
In contrast to grid search, where every possible combination is evaluated, random
search allows us to train a fixed number of models and then terminate the tuning
algorithm. It is also possible to set the number of search iterations based on time
or resources. Since random search tests hyperparameter sets at random, it risks
missing the optimal set of hyperparameters and missing out on peak model per-
formance.

Bayesian Optimisation: Bayesian optimization is a Sequential Model-Based
Optimization (SMBO) algorithm that uses the previous iteration’s results to de-
termine the next set of candidate hyperparameter values. This method uses in-

telligence to select the next set of hyperparameters to improve the model’s per-
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formance instead of mindlessly searching the hyperparameter space (as in grid
and random search) [55]. This process is repeated iteratively until it converges
on an optimal solution. Bayesian optimization generates a probabilistic model by
associating hyperparameters with the probability that the objective function will
be met. The previous iterations’ results help the IDS predict the attacks better.

DL techniques can learn complex patterns in network data, resulting in highly
accurate and efficient IDS. They also have the added benefit of adapting to new
and evolving types of attacks. Overall, using ML and DL techniques in IDS is
a promising area of research, with the potential for significant improvements in
detection rates and decreased false positives. As the sophistication and complexity
of security attacks continue to increase, the importance of IDS and the application
of advanced ML and DL techniques continue to grow.

This Chapter discusses the concept of cloud computing with its various security
issues. The tools and techniques used to detect security attacks are elaborated.
The role of game theory in cloud security, including its components and various
game models, is presented. At last, ML and DL models are discussed, which fur-
ther improve the detection accuracy of the IDS. The contribution and organization

of the Thesis are discussed in forthcoming Sections.

1.5 Thesis Contribution

The major contributions of the Thesis are:
e Analysis and classification of related research work:

— The design and issues related to the security of the existing approaches

in the cloud environment are presented.

— An overview of security techniques related to Game Theory, ML, and
DL is provided.

e Four Game-Theoretic Models are developed, which assist the IDS in detect-
ing the different types of attacks in different scenarios more efficiently. These

models are:

— GTM-CSec: This model is based on the two-player Non-Cooperative
Game. It could be implemented where IDS and honeypots cooper-
ate as defenders to tackle external security attacks. Different security
attacks are detected by starting the defender’s most accurate module

(signature-based, anomaly-based, and honeypot).
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— BOGTA: In the model, the graphical method for the Game Theory
is used to select the most appropriate module of the IDS or honeypot.
ML algorithms are also used to improve the detection rate and lower
the false positive rate of the IDS.

— GTA-IDS: This model includes information theory and Game Theory
and is best used to detect internal security attacks. Information entropy
of the incoming traffic is measured, which leads the Game Model to

make more accurate decisions.

— NCGTM: In this model, different IDS modules, namely signature-
based, anomaly-based, and hybrid-based, are considered to defend against
regular and sophisticated attacks. This model can best be used where

a single IDS protects the network.

e The results of designed and developed game models show the improvement
in the existing defender system’s detection rate, accuracy, and payoffs. Also,
the False Positive Rate (FPR) is reduced with the proposed models.

1.6 Thesis Organisation

The Thesis is organized into the following eight Chapters:

Chapter 1: Introduction

This Chapter discusses the basics of Cloud Computing, its applications, charac-
teristics, and critical challenges for the Cloud. It focuses on various security issues
and how to tackle security attacks. Different tools and techniques of security in
the cloud environment are discussed. Game Theory and ML techniques are dis-
cussed in detail.

Chapter 2: Literature Survey

A comprehensive survey of research carried out in cloud computing security is dis-
cussed in the Chapter. Different game-theoretic models are highlighted that are
used to handle security in the cloud environment. Different ML and DL methods
to increase the overall efficiency of the IDS are also elaborated.

Chapter 3: Research Methodology

The Chapter discusses various software and hardware requirements for security in
the Cloud environment. Also, various techniques used in research methodology,
including Game Theory and ML, are explained.

Chapter 4: GTM-CSec: Game Theoretic Model for External Cloud At-
tacks
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To make the defense mechanism more efficient, a model is proposed for intelligent
systems monitoring network traffic regularly. The proposed model, namely GTM-
CSec, uses game theory to monitor the network traffic intelligently and adjust the
configuration of the IDS along with the honeypot for better results. The two play-
ers, Attacker and Defender, compete against each other to gain maximum Payoff.
The game theory model is updated with probability values for the defender’s and
attacker’s strategies to predict the best strategy. Ultimately, the best strategy is
delineated with the help of the Nash Equilibrium.

Chapter 5: BOGTA Model: Bayesian Optimized Game-Theoretic Ap-
proach

In this Chapter, Game Theory and Bayesian Optimised Deep Neural Network
(DNN) Model for IDS are used to eradicate the limitations of the GTM-CSec.
The GTM-CSec model breaks the 2X 3 matrix into different parts and solves them
in seven cycles. The BOGTA covers every occurrence in a single cycle with the
graphical method of Game Theory that reduces the time complexity of the model.
The delineated equations are solved by the saddle point method. Further, these
models are trained and tested on three datasets.

Chapter 6: GTA-IDS: Game Theoretic Approach to Enhance IDS de-
tection for internal cloud attacks

To make the defender more efficient and accurate, a game-theoretic model, GTA-
IDS, is devised based on non-zero-sum non-cooperative game theory. The model
first filters the incoming traffic with the information entropy. The filtered traffic
is fed to the game model, and a mixed strategy Bayes Nash Equilibrium (BNE)
is reached. The probability by which an attacker should attack and a Defender
should defend is calculated. Further, the model is simulated on the NSL-KDD
dataset.

Chapter 7: NCGTM: A Non-Cooperative Game-Theoretic Model to
Assist Hybrid IDS in Cloud Environment

The NCGTM Model is based on non-cooperative game theory. The two players,
attacker and defender, compete against each other to gain maximum Payoff. The
payoffs of the two players are calculated. The best strategy for the malicious node
and defender is derived and analyzed. Further, ML approaches are used to increase
the efficiency of the IDS. The model is implemented on an ISOT-CID dataset to
test and validate its real-time work.

Chapter 8: Conclusion and Future Scope

This Chapter concludes the Thesis outcome and provides insight into the future

scope of the research work for security in the Cloud environment. The future
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scope of the presented game-theoretic and machine-learning approaches involves
choosing more parameters and targeting a particular attack rather than a general

model.
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Chapter 2

Literature Survey

This Chapter reviews the literature on security models in the cloud environment.
The security models for handling internal and external attacks are discussed and
analyzed. Further, the classification of the game theoretic models for security
in cloud computing is done. It includes Stochastic, Differential, Non-Cooperative,
Stackelberg, and other game models( developed by the researchers). The analysis of
each game is done and represented in tabular form. The contribution of Machine
Learning (ML) and Deep Learning (DL) approaches used to optimize Intrusion
Detection System (IDS) is also discussed. From the literature survey, the future
directions of the research from the existing work and the gaps are identified. Based

on the present gaps, research objectives are delineated.

2.1 Security Models in Cloud Computing

This Section is divided into two parts: security models to tackle external attacks
and security models to handle internal attacks. Both models are discussed in detail

in the forthcoming Sections.

2.1.1 Security models to handle external attacks

Tsu-Yang Wu et al. [56] developed a lightweight authentication system to use in
cloud computing scenarios enabled by the Internet of Things. A formal security
study uses a real or a random model with an automatic verification program. The
experimental results concluded that after examining its security and performance,
the developed framework is reasonably secure and has satisfactory performance.
M. M. Kamruzzaman et al. [57] developed a 6G Wireless Communication-
assisted Security Management System (WC-SM-AI) to improve security by using
energy-efficient 6G real-time communication framework and the upgraded Deep
Neural Network (DNN) security module. Network longevity and spectrum effi-
ciency are improved by energy-efficient 6G real-time communication while lower-
ing energy usage and latency. On the other side, DNN provided a more secure

network connection by boosting data integrity, privacy, and access. The experi-
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mental findings indicate that the security of 6G networks is more efficient than

the existing solution.

Munwar Ali et al. [58] suggested a practical approach to secure data by intro-
ducing a new service model called Confidentiality-based Classification-as-a-Service
(C2aaS), which processes data in advance of cloud storage by handling data dy-
namically by the data security level. The proposed service model outperforms
traditional approaches regarding cloud system efficiency and the safety of sensi-

tive data.

Qian He et al. [59] conducted a study of the fundamental ideas of cloud com-
puting and the applications of cloud computing regarding the significance of safety
concerns. By utilizing data mining and the decision tree method, the proposed
algorithm can increase the level of security in the cloud computing platform. The
suggested technique is more straightforward to execute in practice because of its

low computational overhead and independence from the number of clients.

P. Abirami et al. [60]developed a crypto-deep neural network to improve a
distributed secure outsourcing mechanism. The suggested architecture includes a
cloud server, a web server, a data center, and an agent, which protects cloud-based
services from impersonation attacks using crypto-deep neural networks (CDNNCS).
Compared to a secure linear algebraic equation system, the proposed framework
boosted cloud customers’ confidence in the cloud. Delay, Jitter, Throughput,
and Goodput metrics are used to describe the performance, and it is found that
CDNNCS improved packet loss by 10% compared to the status quo and enhanced

response time by 5%.

Further, a revolutionary Customized Network Security (CNS) for cloud service
is presented by Jin He et al. [61] that not only protects cloud services from
external and internal assaults but also provides cloud users with individualized
protection for their networks. CNS is created by changing the Xen hypervisor,
and its viability as a practical answer to widespread cloud computing promotion is
demonstrated through a series of experiments. The experimental findings indicate

the efficiency of the proposed work.

Ding Li et al. [62] proposed a heterogeneous integrated network resource man-
agement algorithm based on information security transmission to solve the prob-
lems of the Internet of Things (IoT), which has many errors and is not very secure.
The resource management algorithms are improved, and a model is created for re-
source management algorithms based on information security transmission. The
effectiveness of the resource management algorithm is determined through ex-

perimentation, demonstration, and analysis. It is evident from the results that
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resource management errors are reduced, and security performance is enhanced

using the proposed work.

A Security-Aware Mechanism and Ontology-based Data Access Control (SA-
ODAC) is designed by Gangasandra M. Kiran et al. [63] to address the lack of
robust security and access control in cloud computing. The operational meth-
ods comprising the Secure Awareness Technique (SAT) for encryption, splitting,
and decryption and Ontology-based Data Access Control (ODAC) for control-
ling unauthorized access are used. The suggested architecture included a secret
sharing approach for handling the SAT method’s key. The algorithm is imple-
mented in MATLAB, and its performance is checked in terms of delay, encryption
time, encryption time, and ontology processing time, as well as compared to Role-
based Access Control (RBAC), context-aware RBAC, context-aware task RBAC,
security analysis of advanced encryption standard, and data encryption standard.
The results show that the SA-proposed ODAC’s data access control and security

strategy is superior to most proposed work.

Rajendra Patil et al. [64] presented a Hypervisor-level Distributed Network
Security (HLDNS) framework that is installed on each processing server in cloud
computing. At each server, intrusions are checked by watching the network traffic
from and to the virtual, internal, and external networks related to the Virtual
Machines (VMs) running on that server. The new fitness functions are added to
a Binary Bat Algorithm (BBA) to get the feasible features from network traffic
in the cloud. The features found are then used with the Random Forest classifier
to find intrusions in cloud network traffic, and intrusion alerts are made. The
proposed security framework is tested on the cloud network testbed at the National
Institutes of Technology (NIT), Goa, and with recent UNSW-NB15 and CICIDS-
2017 intrusion datasets. The experiment is performed, and it is evident from the

results the proposed work performed well with the best performance.

Tian Wang et al. [65] devised a buffer queue in the fog computing layer that
would send the results back to the cloud without going through intermediate
stages to maximize the utilization of resources. Then, the first round of alloca-
tions is achieved by extending the Kuhn-Munkres algorithm. Finally, the addi-
tional scheduling of the initially assigned resources is assessed. The results showed
that the solution is superior to conventional scheduling techniques, cutting down
scheduling rounds and computing expenses by 24.04% and 57.78% and 9.88 to
31.51%, respectively.

Christos Stergiou et al. [66] provides an overview of the IoT and Cloud Com-

puting, focusing on safety concerns. In this study, the technologies mentioned ear-
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lier (Cloud Computing and IoT) are integrated to understand better their shared
characteristics and how they might improve one another. Further, how Cloud
computing has advanced IoT infrastructure and how the IoT can benefit from
Cloud Computing’s enhanced functionality is demonstrated. The results discuss
the potential risks of merging the IoT with Cloud Computing.

K. Loheswaran et al. [67] presented a renaissance system paradigm for the
storing of confidential data in the cloud by including four entities comprising
data owners, the cloud, a cloud service provider, and an independent Third Party
Auditor (TPA). The proposed model is a semi-trusted proxy agent performed in
place of the data owner to reinstall the data blocks collected throughout the data
restoration process. The experimental results appeared reliable and can be relied
upon, and it is also impartial for cloud servers and data owners.

Quality of Service (QoS) driven techniques for cloud environments are defined
by Bruno Guazzelli Batista et al. [68] based on the findings of a performance
evaluation of a service using various security mechanisms. The findings suggest
that service performance can be maintained despite the added load from security
systems by adjusting the virtualized computational resources in a cloud setting.
It is also found that the response variables are directly affected by this shift in the
available resources.

Feda Alshahwan et al. [69] investigated the safety features of a system for
delivering advanced mobile web services by describing the various components
related to security and offering a security framework to guarantee authentication
and privacy between clients and mobile hosts. The experiment is performed, and
the results evidenced that the proposed work is performed efficiently with good
results compared to existing cutting-edge technologies.

A security model is created by Jinan Shen et al. [70], which is divided into
domains, and distinct security rules are applied independently to three domains
comprising the domain of data storage, the domain of data processing, and the
domain of data transmission. In addition, the security policies of upper-level apps
are modified according to the specific security requirements of those applications.
The results of performed experiments indicate that the suggested security model is
workable and lightweight because it can provide differentiated security protection
with minimal additional infrastructure.

A detailed conceptual survey of the models mentioned above is shown in Table

2.1.
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Table 2.1: Analysis of security models to handle external attacks in cloud security

Year | Title Technique Used Work Done Future Directions

2022 Rotating behind Security: A | Security Analysis | Privacy in IoT Ser- | Can be employed in Fog

[56] Lightweight Authentication Proto- | model vices. and edge computing en-
col Based on IoT-Enabled Cloud vironments for better re-
Computing Environments sults.

2022 6G wireless communication assisted | DL technique Security management | The Blockchain and in-

[57] security management using cloud in 6G wireless commu- | telligent technologies can
edge computing. nication networks. be improved.

2022 A Confidentiality-based data | Encryption/ Decryp- | C2aaS service is pro- | Keys can be assigned to

[58] Classification-as-a-Service (C2aaS) | tion technique vided to encrypt the | sub-files to control data
for cloud security confidential data. division in the future.

2021 A Novel Method to Enhance Sus- | Decision Tree (DT) | Security in the cloud | Memory overeheads and

[59] tainable Systems Security in Cloud | Learning and Homo- | computing platform. computational cost can
Computing Based on the Combina- | morphic Technique be reduced in future
tion of Encryption and Data Mining studies.

2020 Enhancing cloud security using | Crypto Deep Neural | CDNN cloud security | Incorporate different DL

[60] crypto-deep neural network for pri- | Network (CDNN) is used to handle im- | models to forecast the

vacy preservation in trusted environ-

ment

personation attacks.

unpredictable nature of

node communication.
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2020 Customized Network Security for | Spec analysis and | Network security of | Proposed CNS can be ap-
[61] Cloud Service log classification | services in cloud com- | plied on real datasets for
algorithm puting. performance validation.
2020 Security information transmission | DES, MD, RSA Information security | Resource management
[62] algorithms for IoT based on cloud in IoT can be improved for
computing better performance.
2020 Enhanced security-aware technique | SAT and ODAC Security and access | SAT and ODAC will be
[63] and ontology data access control in control in cloud com- | applied in edge comput-
cloud computing. puting. ing to provide security.
2019 Designing an efficient security | BBA, Random Forest | Security in a virtual | The proposed work can
[64] framework for detecting intru- | (RF) cloud environment | be used to detect network
sions in a virtual network of cloud network. attacks.
computing.
2019 Solving Coupling Security Problem | Kuhn-Munkres algo- | Fog Computing based | Inconvenient information
[65] for Sustainable Sensor-Cloud Sys- | rithm cloud security. can be achieved using
tems Based on Fog Computing sensor cloud which can
be resolved.
2018 Secure integration of IoT and Cloud | AES and RSA Algo- | Security in IoT and | The security challenges
[66] Computing rithm Cloud Computing presented in this research

can be minimized.
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2016 Renaissance System Model Improv- | Encryption Technique | Securing data storage | ML approaches can be
[67] ing Security and Third Party Audit- in cloud computing. employed for better re-
ing in Cloud Computing sults.
2016 A QoS-driven approach for cloud | SHA-1, AES, and | QoS-driven techniques | Prototype development
[68] computing addressing performance | RSA signature. for cloud environment | with actual hardware will
attributes and security be planned for follow-up
research.
2016 Security framework for RESTful mo- | Web service servlet, | Security in Restful | Key management can be
[69] bile cloud computing Web services HTTP listener, re- | mobile web services. discussed in further stud-
quest handler, parser, ies.
fuzzy  logic, aug-
mented offloading,
orchestrator, response
composer, Keytool
Generate Certificate
2015 A domain-divided configurable se- Security model in | To investigate the fea-
[70] curity model for cloud computing- cloud computing | sibility, reliability, and

based telecommunication services

transmission domain.

scalability, a simulated
experimental  platform
will  be  built

current resources.

using




2.1.2 Security models to handle internal attacks

Piotr Nawrocki et al. [71] presented a model for allocating tasks that considers
security by setting up an allocation algorithm and providing specific data privacy
needs of end users. Further, a simulation environment called MocSecSim is devel-
oped for testing the proposed algorithms. It is evident from the simulations and
experiments that the proposed model improves the security of calculations by a
significant amount compared to existing methods.

Seongmo AN et al. [72] set up CloudSafe and checked Amazon Web Services
(AWS) for security flaws. The in-depth evaluation of four distinct security coun-
termeasure choices, including vulnerability patching, virtual patching, network
hardening, and moving target defense, is performed. The project’s deployment
implementation feasibility for virtual patching, network hardening, and moving
target defense is determined. The experiment is performed, and the findings show
that the suggested tool CloudSafe is efficient and helpful in assisting security ad-
ministrators in choosing the most appropriate countermeasures to safeguard their
cloud.

A new multi-tier security architecture called SmartX Multi-Sec is proposed
by Shin JS et al. [73] to ensure the safety of distributed edge clouds. Using
an onion-like structure of physical, virtualized, and containerized cloud nodes,
SmartX Multi-Sec hides the underlying networking architecture among multi-site
edge clusters. The network traffic at each layer of the abstracted topology is
monitored, visualized, and filtered using the collective DevSecOps automation
functions. To validate the adaptability and scalability of flow-centric security
for multi-site cloud-native edge clouds, a Proof-of-Concept (PoC) version of the
SmartX Multi-Sec architecture is built, proving the proposed work effectively en-
hances the distributed edge cloud’s safety.

Danish Ahmad et al. [74] created a model using Al techniques to protect cloud
privacy. Data sanitization and restoration are the two main parts of the proposed
privacy-protection system. Shark Smell Optimization (SSO) and Jaya Algorithm
(JA) are hybridized into Jaya-based Shark Smell Optimization (J-SSO), which is
then used to generate a key. A best key pair is generated using a multi-objective
function based on the parameters like the degree of modification, hiding ratio, and
information preservation ratio. The results showed that the proposed algorithm
improved cloud security compared to the existing works.

Chenquan Gan et al. [75] tackled the problem of malware spreading between
virtual machines by presenting a dynamical propagation model to investigate the

drives of malware distribution and the role of antivirus software in VMs. A theo-
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retical analysis of the model is conducted to understand the malware spreads in a
cloud environment where it is compromised using differential dynamics. The effi-
ciency of the proposed work is validated, and the numerical simulations performed

well compared to existing works.

Haralambos Mouratidis et al. [76] introduces a novel security modeling lan-
guage and a set of original analytic methodologies to capture and analyze security
needs for cloud computing systems by integrating cloud computing, security, and
goal-oriented requirements engineering, which help elicit, model, and analyze cloud
infrastructures’ security needs. Further, three analysis techniques are proposed
that underpin an automated process that, when presented with a model of a cloud
computing system built with the proposed language, updates that model with new
security knowledge, such as threats and vulnerabilities, mitigation strategies, as-
sets, and actor responsibilities. The experimental finding shows the effectiveness

of the proposed work.

Muhammad Imran Tariq et al. [77] suggested an agent-based information
security framework for hybrid cloud computing as an all-inclusive approach in-
corporating cloud-related approaches. Software and intelligent agents’ ideas are
introduced, and accurate data is collected and passed to the proposed framework to
take action against the threat agents. Experiments and results show that ISO/IEC
27005:2011 is the best way for ISRA after comparing it to ABISF and other well-
known ISRA approaches. It is also evidenced that the fuzzy-logic analysis ensured

data safety in cloud computing settings.

Syed Rizwi et al. [78] provided a paradigm and mechanism for evaluating a
Cloud Service Provider (CSP) security strength based on the customer’s secu-
rity preferences. A security evaluation paradigm that includes conceptual and
quantitative models, including linear and non-linear equations, is provided. The
conceptual model increased the theoretical understanding of cloud security chal-
lenges. The quantitative model provided scientific approaches for establishing a
security index score for any CSP or comparing numerous CSPs for different secu-
rity preferences. The final security index value for a given CSP is determined from

the experiments, and the safety index calculations are also analyzed for several
CSPs.

A cloud security evaluation approach, named Cloud-Trust, is introduced by
Dan Gonzale et al. [79]. Cloud-Trust estimates high-level security metrics to
measure the degree to which a Cloud Computing Service (CCS) or cloud ser-
vice provider protects user data. Four multi-tenant [aaS cloud architectures with

different cloud security policies are compared and contrasted using Cloud-Trust.
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The results reveal that even with the most basic security measures in place, there
remains a significant risk of a CCS breach (compromising sensitive data).

Laurence T. Yang et al. [80] suggested a unique parallel block Wiedemann
technique on the cloud to reduce communication costs for solving large and sparse
linear systems over GF(2). The presented algorithm comprises three steps, includ-
ing strip partitioning, cyclic partitioning, and modified strip partitioning to par-
allelize the acceleration of the block Wiedemann algorithm. The experiment and
results show that the parallel block Wiedemann algorithm significantly improves
GNFS performance compared to other existing algorithms regarding execution
time and speedup.

Minhaz Ahmed Khan et al. [81] gives an overview of security threats and how
to fix them. The goal of this contribution is to analyze and classify the ways that
the main security problems work and the possible solutions that are written about.
The parameters are used to compare the risks that cloud platforms face. Further,
the different frameworks used to find and stop intrusions and deal with security
problems are compared. Moreover, how cloud security issues might change and
how to fix them are also discussed.

Murat Yesil et al. [82] provided an in-depth analysis of the primary elements
contributing to fulfilling the security requirements posed by each model and the
factors and considerations that should be prioritized. In addition, the strategies
and instruments for implementing security, confidentiality, and integrity of the
information or data that forms the basis of modern technology are investigated
and analyzed. The proposed work concluded that employing data hiding methods
regarding access security in cloud computing architecture and the security of the
stored data would be highly useful in securing information.

An innovative Network Security Architecture for Cloud Computing called Net-
SecCC is presented by Jin He et al. [83], which offers security to both the internal
and the external traffic in cloud computing and achieves flexible scalability con-
cerning a load of virtual middleboxes. Experiments and simulations are performed,
and it is validated that NetSecCC is a compelling architecture with minimal per-
formance overhead. It can be applied to extensive practical promotion in cloud
computing.

The analysis of the security models to tackle internal attacks is done in Table
2.2.

34



qg

Table 2.2: Analysis of security models to handle internal attacks in cloud security

Year Title Technique Work Done Future Directions
2022 Modeling adaptive security- | Security  Filteration | Data Privacy with | Model Optimization
[71] aware task allocation in mo- | Algorithm task allocation. will be done.
bile cloud computing
2022 Toward Automated Secu- | Hierarchical — Attack | Automated Security | Anomaly  detection
[72] rity Analysis and Enforce- | Representation Model | in cloud computing can be defined as
ment for Cloud Computing detecting zero-day
Using Graphical Models for attacks.
Security
2021 SmartX  Multi-Sec: A | DevSecOps automa- | Monitoring and filter- | SmartX  Multi-data
[73] Visibility-Centric Multi- | tion features with | ing of network traffic | Sec’s analysis module
Tiered Security Framework | extended Berkeley | is done using DevSec- | will be enhanced using
for Multi-Site Cloud-Native | Packet Filter Ops automation func- | intelligent intrusion
Edge Clusters tion. detection algorithms.
2020 A multi-objective privacy | Hybridized J-SSO Hybrid metaheuristic | Advanced optimiza-
[74] preservation model  for is used to preserve | tion techniques can be

cloud security using hybrid
Jaya-based shark  smell

optimization

data.

applied in future.
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2020
[75]

Dynamical Propagation
Model of Malware for
Cloud Computing Security

Dynamic Propaga-
tion (Local Stability,
Global Stability, &

Equilibrium)

Malware propagation
among VMs in laaS

environment.

The proposed work
can be extended to
control strategies
which lacked in the

current study.

2019
[76]

A security requirements
modeling  language  for
cloud computing environ-

ments

Resource knowledge
base, cloud and threat

model

Security requirements

for cloud computing

Computational time
will be reduced in

future work.

2018
[77]

Agent Based Information
Security Framework for Hy-

brid Cloud Computing

Agent Technique,
Fuzzy logic simula-

tions

The decision system
introduced by agents

for cloud security.

The proposed frame-
work can be validated
using different scenar-

i0s.

2017
[78]

A security evaluation frame-
work for cloud security au-

diting

Conceptual and quali-

tative model

Security index score is
calculated with Linear
and non-linear equa-

tions

Fuzzy Logic can be
used to develop a set
of evaluation rules for

security purposes.
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2017
[79]

Cloud-Trust—a

Assessment Model for In-

Security

frastructure as a Service
(TaaS) Clouds

Bayesian Network

(BN) Model

Computed conditional
probabilities using a
BN

Extension to PaaS as

well as SaaS services.

2016
[80]

Parallel GNFS algorithm
integrated with  parallel
block Wiedemann algo-
rithm for RSA security in

cloud computing

General Number Field
Sieve (GNFS) algo-

rithm

Security of RSA algo-

rithm

Wiedemann method
can be used to reduce
transmission time
and enhance parallel

performance.

2016
[81]

A survey of security issues

for cloud computing.

Security issues and

threats in cloud.

ML and DL ap-
proaches  for  IDS
can be considered in

future.

2014
[83]

NetSecCC: A scalable and
fault-tolerant architec-
ture for cloud computing

security

Security Management,
Fault Tolerant Tech-

nique

Network Security in

cloud computing.

NetSecCC can be ap-
plied in fog and edge

computing security.




Different models used for security in the cloud environment are studied and
discussed in detail. It is realized that different researchers have proposed many
models and techniques to defend the security attacks. Besides the nature of the
attack, it is essential to understand the attacker’s behavior. Game theory helps
understand the attacker’s nature and predicts his strategies. The following Section

discusses different game theory models to understand the attacker’s strategies.

2.2 Game Theory Security Models in Cloud Com-
puting

This Section is divided into five different game theoretic models for cloud security.
These are Stochastic games, Differential games, Non-Cooperative games, Stackel-

berg games, and other game models. Each model is discussed in detail below.

2.2.1 Stochastic Game Theoretic Security models

Lukasz Gaza et al. [84] presented the Epistemic Games with Conditional Be-
lieves paradigm for automating security decisions concerning Cloud Computing
system security. The paper lays forth a process for factoring in one’s assumptions
about the rationality of one’s opponent. The given model makes it possible to
contemplate an assault on a Cloud system seriously. Experimental evaluation of
the Cloud Sim simulator validates the proposed solution. Cloud services providers
can use the presented approach to identify measures against cyber attacks on their
data and infrastructure.

Tengchao Ma et al. [85] came up with the idea for a lightweight, adaptive
intelligent defense strategy, which is implemented on the client and did not re-
quire any configuration support from Domain Name System (DNS). In the first
step, the process of attack and defense as a static stochastic game with incom-
plete knowledge and restricted rationality is described, followed by the use of Deep
Reinforcement Learning (DRL) which is proposed to ensure monotonic progress.
The simulations are performed on the Alibaba Cloud, and the efficiency of the pro-
posed solution is demonstrated against numerous attacks, which shows a success
rate of around 97.5%.

Qimeng Li et al. [86] created a security game evaluation model based on
dynamic games and examined the system from the perspectives of confidentiality,
integrity, and availability of the game. The game process between cloud-based

security defense and hostile attackers is examined. The optimal defense strategy
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of the Smart Grid (SG) is studied, and the security risk value of the system is
determined by calculating the equilibrium solution of the model. The simulation
demonstrated that the developed game model and framework could improve the

accuracy of risk assessment of nodes and optimize the defense strategy.

El Mehdi Kandoussi et al. [87] developed an integrated defensive system com-
bining honeypots with virtual machine migration. In addition, the proposed model
quantitatively determines the potential attack paths and is further divided into
two distinct subsets: attack paths that are merely investigated and attack paths
that are studied and exploited based on the black box intrusion stages. Further,
in conjunction with the stochastic game theory, the attack graph simulates the
interaction between the attacker and the defender. The experiment is performed,
and the numerical findings illustrate the effectiveness of the suggested security

game model.

Amandeep Singh Sohal et al. [88] suggested a cyber security system that
employs the Markov model, IDS, and Virtual Honeypot Device (VHD) to detect
malicious edge devices in a fog computing setting. The four classes of edge devices
are efficiently classified using a two-stage hidden Markov model. VHD is created
to keep a log repository of all known harmful devices, which helps the system
protect itself against future attacks. The experiment was performed, and the
results showed that the suggested cyber security architecture effectively detects

malicious devices and decreases the number of false IDS alarms.

Junjie LV et al. [89] presented a model for assessing the security risks associated
with cloud services using stochastic game nets. With the help of visual aids,
cloud services’ virtualization security risk scenario is presented in detail, and the
virtualization security risk factors are evaluated with precision. The investigation
findings demonstrated the robust capacity to model intricate and variable security
problems in cloud services. The results assist cloud service providers and tenants

in implementing necessary countermeasures.

Guishang Fan et al. [90] suggested a stochastic game model that combines
stochastic Petri nets and game theory to characterize the attack-defense behaviors
in cloud computing. The best defensive tactic is determined by computing a
physical machine’s Nash equilibrium (NE) of the attack-defense process. The
related theories of Petri nets and the attainable states of the attack-defense game
model are utilized. Further, an enforcement algorithm is presented to pick the
defense strategy to counterattack behavior as rapidly as possible. The case study
findings and the simulation reveal that the suggested method can swiftly adjust to

new cloud application requirements by enhancing the safety of cloud computing.
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Research is conducted by Priti Narwal et al. [91] in which analysis of the secu-
rity risks that OpenStack private clouds face and the effects of those risks is done.
The most common DOS (Denial-of-Service) attacks on the Dynamic Host Con-
figuration Protocol (DHCP) server on the private cloud platform are examined.
The vulnerabilities in an OpenStack networking component called Neutron are
evaluated and carried out through a rogue DHCP server. At last, a game-theory-
based cloud architecture is proposed that can assist with detecting and preventing
denial-of-service assaults in OpenStack.

Liu et al. [92] investigated the existing security mechanism that the organi-
zations used to protect against the attack. The stochastic evolutionary coalition
game framework is proposed for sensor services. The parameters of resource avail-
ability and QoS are checked at every game stage, and the attacker’s strategies are
delineated from previous stages. The evolutionary coalition algorithms are used
to defend the attacker’s strategy. The Markov Chain is constructed by which the
sensor nodes can learn the best strategy and maximize the payoffs of the defender.
The proposed framework can also be used in other cloud platforms.

The analysis of the stochastic game-theoretic security models in cloud com-

puting is discussed in Table 2.3.

2.2.2 Differential Game Theoretic Security Models

Hengwei et al. [93] used complex networks and differential game theory to explore
the real-time defense decision problem. First, a scale-free propagation model has
been created for real-time security analysis. The assault and defensive strategy,
revenue calculation based on confrontation analysis, and network node security
state modification based on equilibrium strategy have been then discussed. Finally,
a simulated network has been created for tests. The proposed work performed well
and showed an improvement of 17.3% when compared with existing works.

Li et al. [94] designed a differential game model of IDS in cloud computing.
The rate of detecting the intrusions and the false alarms generated by the IDS
is considered. To investigate the game model, two players are chosen, out of
which one is a rational cloud resource defender and the other is a malicious user.
The interactions and strategies between the players are analyzed until the Nash
equilibrium is achieved. This work leads to deciding the optimal strategies by the
IDS for the defense of the cloud resources by theoretical foundations of the game

theory.
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Table 2.3: Analysis of stochastic game-theoretic security models in cloud computing

Year

Title

Work Done

Future Directions

2022
[34]

Epistemic Games with Conditional Be-
lieves for Modelling Security Threats
Defence in Cloud Computing Systems

Automatic Security Decisions in

Cloud Computing

More advanced game models that
blend Stackelberg Games, Epis-
temic Game Theory, and condi-

tional beliefs can be used.

2020
[85]

Intelligent-Driven Adapting Defense
Against the Client-Side DNS Cache
Poisoning in the Cloud

Intelligent defense strategy to se-
cure attacks on cloud environ-

ment.

Global optimization can be ap-

plied for better performance.

2020
[86]

A Risk Assessment Method of Smart
Grid in Cloud Computing Environment

Based on Game Theory

Security risk assessment of cloud-
based Game Theory SG

Analyse and evaluate the cloud-
based SG system’s information
security concerns based on the

third-party audit.

2019
[87]

Toward an integrated dynamic defense
system for strategically detecting at-
tacks in cloud networks using stochastic

game

Game Security model in the cloud

computing environment.

Dynamic stochastic game model
can be used to reduce the in-
efficient migrations and to ad-
just the configuration of the de-

fender’s strategy.
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2018
[88]

A cyber security framework to identify
malicious edge device in fog computing

and cloud-of-things environments

Prevention of malicious edge de-
vices in fog computing environ-

ment

The proposed work can be in-
tegrated with ethical hacking to

deal wiith hacked devices.

2018
[89]

Virtualisation security risk assessment
for enterprise cloud services based on

stochastic game nets model

Security risk assessment for cloud

services.

Investigate security vulnerabili-
ties and expand the model ap-
plication scenario to assess cloud

service security risk.

2017
[90]

A game-theoretic method to model and
analyze the attack-defense strategy of

resource service in cloud application

Attack-Defence

cloud environment

strategies  in

QoS parameters, as well as inte-
gration of offset tools, can be con-

sidered for better results.

2017
[91]

Game-Theory based Detection and
Prevention of DoS Attacks on Network-
ing Node in Open Stack Private Cloud

DoS attacks security in Open-
Stack Private Cloud

Cooperative game theory can be
used in future for prevention from
DoS attacks with better perfor-

mance.

2015
[92]

A stochastic evolutionary coalition
game model of secure and dependable

virtual service in Sensor-Cloud

Maximizes the expected sum of
discounted payoffs using min-max

Q learning.

Proposed work can be used in

other cloud computing services.




Cheng [95] designed a non-cooperative differential game model between IDS
and attackers in Wireless Sensor Networks (WSN). The sensor is clustered in this
model, and each cluster head node is assigned with the IDS. Nash Equilibrium finds
the solution of the game between IDS and the attacker. The optimal strategies that
increase the payoffs of the IDS are obtained. The Theoretic model is simulated,
and the results are obtained in favor of IDS.

The analysis of the differential game theoretic security models in cloud com-

puting is discussed in Table 2.4.

Table 2.4: Analysis of differential game theoretic security models in cloud

computing
Year | Title Work Done Future Direc-
tions
2017 A differential game ap- | Network at- | RL can be applied
[93] proach for real-time se- | tack-defense game | in future to pro-

curity defense decision | model to solve the | vide network se-

in scale-free network. equilibrium strategy. curity.

2017 A differential game | Detection of malicious | Ml  approaches

[94] model of intrusion de- | attacks to improve de- | can be used for
tection system in cloud | fensive ability IDS.
computing

2016 A Differential Game | Improve IDS strate- | Combine the

[95] Model Between Intru- | gies to secure WSNs. differential model
sion Detection System with  WSN  for
and Attackers for Wire- better perfor-
less Sensor Networks mance.

2.2.3 Non-Cooperative Game Theoretic Security Models

Yi Han et al. [96] focused on one risk attack, the co-resident attack at the virtual
machine level, by figuring out the attackers and legal users. Then, the users
are grouped using clustering analysis and semi-supervised learning. Finally, the
problem is modeled as a two-player security game in which the best moves for each
player are analyzed. From experimental findings, it is found that the proposed
mechanism raises the attacker’s total cost by one to two orders of magnitude.
Kai Li et al. [97] proposed a dynamic game theory-based edge computing

container security risk assessment approach. The dynamic game theory-based
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container system security model targets the complex container security attack
and defensive process. The NE solution of the model is constructed by merg-
ing the attack and defensive matrices, and the dynamic process of the security
defense-malicious attacker mutual game is investigated. The model’s feedback NE
solution calculates the attackers’ optimal strategy. Finally, the simulation tool
solves the feedback NE solution of the two players in the proposed model, and the

experimental setting validates the risk assessment approach.

A game theory is employed by Kaho Wan et al. [98] to examine the interplay
between many actors when the cloud is under attack. If the cloud service provider
made a logical strategy choice, the resultant NE demonstrates that collateral dam-
age is uncommon; however, the NE may shift if the cloud service provider does not
treat cloud users equally. The cloud provider’s prejudices may affect its strategies
in response to Distributed Denial of Service (DDoS) attacks, leading to unintended

harm for users who are not the intended targets.

Dongao Zhang et al. [99] developed a cloud-based framework to safely out-
source finding mixed-strategy Nash equilibria. Before being uploaded and stored
in the cloud, the payout matrix in the proposed work is first protected with addi-
tive homomorphic encryption and then decrypted. The cloud server can calculate
Nash Equilibria on the encrypted data by combining secure multi-party computing
approaches. This is accomplished without compromising the privacy of the cloud’s
users. Experiments are carried out to validate the method’s efficiency, evaluations
of the precision are carried out, and finally, an analysis of the computational com-

plexity is done, which is significantly less compared to existing works.

Yan Sun et al. [100] developed a model for an optimal defense strategy based
on a differential game to solve the optimal defense strategy of edge nodes in both
infinite and finite horizons. This is done by the characteristics of limited resources
of edge devices, which are combined with the theory of dynamic gameplay. The
optimal defense strategy of the edge nodes is simulated under various scenarios.
The simulation demonstrates that the edge nodes may acquire the optimal de-
fense effect with the minimal consumption of resources when working together to

construct the defensive system.

Qianmu Li et al. [101] used game theory in edge computing networks to propose
a data-driven imitation intrusion detection game-model-based technique called
GLIDE, based on dynamic intrusion detection. In-depth analyses of how players’
earnings and utility computing techniques change over various deployment options
are provided. The experiment is performed, and by determining the ideal deploy-

ment plan for the multi-redundancy edge computing terminal intrusion detection

44



service in the edge computing network, it is found that the defender won the game.

Poria Pirozmand et al. [102] developed the performance of IDS using game
theory. The suggested method thoroughly analyzed the attacker infiltration mode
and the behavior of the IDS as a two-player and non-participatory dynamic game.
The NE solution is employed to generate specialized subgames. The simulation
results of the suggested method revealed that using IDS based on cloud fog in the
Internet of Things can be highly effective in recognizing attacks with the fewest

errors in this network.

To protect the hypervisor from potential dangers, Kashish Prabhakar et al.
[103] developed a game strategy block similar to a tower defense game and estab-
lished rules for security depending on those principles. In addition, an effort is
made to develop a utility function called the Virtual Machine Vitality Measure
(VMVM), intended to shed light on the current state of the virtual machines in

the virtual environment.

Sane Branade et al. [104] proposed a new method for mitigating VM escape
attacks in which the attacker’s goal is to co-locate their VMs and the target VMs
on the same physical server. Consequently, various fundamental VM allocation
policies using a game-theoretic technique are simulated to provide quantitative
analyses. In each VM allocation policy, the attacker determines when to start the
VMs, how many VMs to start, and the VMs’ security level. The experiment is
performed on CloudSim under the VM allocation policies. Our findings indicate

that the Round Robin allocation policy is the least safe against VM escape attacks.

Soodeh Hosseini et al. [105] presented a model for identifying vulnerable cloud
computing data centers. This model is established based on examining the cloud
computing system conducted in the game theory field. The game theory is used as
a mathematical tool to develop the model. By game theory, the authors measured
the degree to which data centers in the cloud computing network are susceptible
to attack.

A framework is created by Hao Wu et al. [106] for the game-theoretic study of
collaborative security detection by considering the conflict between the defender
and the attacker. NE in a game model with a perfect agreement is studied, and
its existence and uniqueness are determined. A computation approach based on
iterative learning that yields the NE is provided. Complete and partial consensus
with an infinite and finite number of iterations are considered, and the relationship
between the Nash equilibriums of the game models is analyzed quantitatively.
The experiment was performed, and the findings showed that the proposed work

performed well compared to the current work.
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Amin Nezarat et al. [107] presented a group of mobile agents that operate in
the cloud environment as the sensors of invalid operations. Authors differentiated
an attack from legitimate requests, as well as determined the severity of the attack
and its point of origin. A game of non-cooperation is played with the person
suspected of being the attacker, and then the NE value and utility are calculated.
The simulation results reveal that the proposed strategy is accurate 86% of the
time while detecting attacks.

Fahad Yaman Choudhary et al. [108] presented an innovative method for ward-
ing off Economic Denial of Sustainability (EDoS) attacks using game theory. A
static game scenario is created to depict an interactive game between an attacker
and a defender. The suggested EDoS Eye approach could locate a superior strate-
gic threshold value via NE. This threshold value is capable of efficiently blocking
EDoS traffic. Additionally, adding honeypots within the proposed model helps
lower the false rate. The simulation outcomes further validated the efficiency of
the proposed work.

Fan et al. [109] proposed a model to analyze resource service attack and defense
strategy in cloud applications using a game theoretic approach. The game model
works on stochastic Petri-nets, which define the behavior of the attacker and the
defender. An enforcement algorithm is designed to find the possible attack path
and enforce strategies according to the path. The Nash equilibrium is computed
in a physical machine to choose the best strategy. The simulation results verified
that the defense strategy chosen by the defender quickly tackled the attacker and
thus improved the security of the cloud.

The analysis of the non-cooperative game theoretic security models in cloud

computing is discussed in Table 2.5.

2.2.4 Stakelberg Game-Theoretic Security Models

Xueqin Liang et al. [110] created a formal economic model of Hybrid Encrypted
Cloud Data Deduplication (H-DEDU) by quantifying the benefits to data holders,
data owners, and CSP. Then, a Stackelberg game is built to model the interplay
between the various parties involved in the system. The requirements for a sub-
game perfect NE are examined, and a gradient-based approach is presented to aid
stakeholders in selecting near-optimal strategies. The experiment is performed,
and it is evident that the proposed approach effectively obtains the NE of the

Stackelberg game in extensive testing.
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Table 2.5: Analysis of non-cooperative game theoretic security models in cloud computing

Year | Title Work Done Future Directions
2022 Game Theoretical Approach to | Game Theory and security in Vir- | The defense mechanism on nor-
[96] Defend Against Co-Resident | tual Machines mal users can be considered for
Attacks in Cloud Computing: practical use.
Preventing Co-Residence Us-
ing Semi-Supervised Learning
2021 Security  Risk  Assessment | Security risk assessment of edge | ML and DL can be applied for se-
[97] Method of Edge Computing | computing curity risk assessment in future.
Container Based on Dynamic
Game
2021 Game-Theoretic Modeling of | Security threat in cloud comput- | Examine a recurring dynamic
[98] DDoS Attacks in Cloud Com- | ing game.
puting
2021 Privacy-Preserving Out- | Cloud-based framework to secure | The proposed approach can be
[99] sourced NE Computation in | outsourcing the task of comput- | employed in cloud computing ap-

Cloud Computing

ing mixed-strategy

plications to secure players’ pri-

vacy.
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2020
[100]

Optimal  defense strategy
model based on the differential

game in edge computing

Defense model for complicated
dynamic edge computing environ-

ment

Work on computation overhead

can be done in future.

2020
[101]

GLIDE: A Game Theory and
Data-Driven Mimicking Link-
age Intrusion Detection for

Edge Computing Networks

Game Theory in the field of the

edge computing network.

Darwin’s theory of biological evo-
lution and Lamarck’s genetic the-
ory can be used to provide secu-

rity.

2020
[102]

Intrusion Detection into

Cloud-Fog-Based IoT Net-
works Using Game Theory

Cloud-Fog based Intrusion detec-

tion system

The proposed framework can be

used in real-time applications.

2019
[103]

Securing Virtual Machines on
Cloud through Game Theory
Approach

VM security in game theory

based Cloud environment

Security of end devices using co-
tainer security can be applied in

future.

2019
[104]

A Game Theoretic Approach
for Virtual Machine Allocation

Security in Cloud Computing

VM allocation security in cloud

computing

Consider cost, coverage, power
consumption, and workload bal-
ancing under alternative VM al-

location policies.

2019
[105]

Game theory approach for de-
tecting vulnerable data centers

in cloud computing network

Vulnerability of malware data
centers and cloud network struc-

ture in game theory

Concentrate on the degradability

of service in optical data centers.
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2018
[106]

A Game Theory Based Col-
laborative Security Detection
Method for Internet of Things
Systems

Game theoretical framework for
the collaborative security detec-

tion in IoT systems

Determine the strict criteria un-
der which the iterative learning

algorithm will converge.

2017
[107]

A game theoretic-based dis-
tributed detection method for
VM-to-hypervisor attacks in

cloud environment

Game theory and virtualization

security

The proposed work is time con-
suming, so better model can be

applied to reduce time complex-

ity.

2017
[108]

EDoS eye: A game theoretic
approach to mitigate economic
denial of sustainability attack

in cloud computing

Combat EDoS attacks using

game theory in cloud computing.

To develop a dynamic game
model where players can change

strategy in a single game.

2017
[109]

A game-theoretic method to
model and analyze the attack-
defense strategy of resource

service in cloud application

Help the defender to select opti-
mal defense strategy and quickly,

securely allocate resources.

Consider QoS for cloud comput-

ing security.




A recurring Bayesian Stackelberg game with the help of a risk assessment
framework and a live-migration defense mechanism using an ML-based technique
is presented by Omar Abdel Wahab et al. [111] that collects malicious data from
VMs using honeypots and employs one-class Support Vector Machine (SVM)
to learn the distributions of the attackers’ types. The optimal distribution of
the detection load over the VMs in the hypervisor is determined. The findings
showed that the proposed work outperforms state-of-the-art detection and defen-
sive strategies such as Collabra, probabilistic migration, Stackelberg, max-min,
and fair allocation using data from Amazon’s data center and AWS honeypots.

El Mehdi Kandoussi et al. [112] suggested a defense system combining virtual
machine migration and honeypot. Security policies are used to discuss how well
the proposed system would work. The proposed model quantifies the possible
attack paths and divides them into two groups. These groups are based on the
black box intrusion steps—the attack graph and the stochastic game theory model
of how the attacker and the defender work together. The experiment is performed,
and the numerical results show that the proposed security game model works well
compared to existing works.

Agnieszka Jakébik et al. [113] introduced the Stackelberg Game as a model for
the robotic management of security decisions in cloud computing by allowing the
description of attack-defense scenarios. Defenders and attackers face off against
one another in this game. First, the attacker tries to attack, then the combined
efforts of the attackers are represented by the second player. The second player
reacts to the leader’s actions and pursues their own goals when making choices.
The black-box approach is introduced to determine an attacker’s tactics. The use
of several ANN processing pipelines derives the utility function. The experimental
findings facilitate the cloud service provider’s ability to identify the appropriate
defensive measure.

Agnieszka Jakébik et al. [114] defines a model based on Stackelberg games and
enabling the automatic selection of provider-level security decisions in systems that
make use of cloud computing. The experiment is performed that will result in the
most significant gain for the defense while providing the most negligible benefit
to the attacker. The model’s effectiveness in automatically selecting protection
strategies from the point of view of the cloud provider is experimentally validated,
which shows that the proposed work is best compared to existing techniques.

The analysis of the Stackelberg game-theoretic security models in cloud com-

puting is discussed in Table 2.6.
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Table 2.6: Analysis of Stackelberg game-theoretic security models in cloud

computing
Year | Title Work Done Future Directions
2021 Investigating the Adoption | Encryption  of [ Multiple CSPs com-
[110] | of Hybrid Encrypted Cloud | cloud data using | peting in a worldwide
Data Deduplication With | Game Theory market will be consid-
Game Theory ered.
2021 Resource-Aware Detection | Detection and | Optimized data-
[111] | and Defense System against | defense  mech- | driven solutions can
Multi-Type Attacks in the | anism for VMs | be provided in future
Cloud: Repeated Bayesian | risk assessment. for cyber security.
Stackelberg Game
2020 Toward an integrated dy- | Security —mea- | A dynamic stochas-
[112] namic defense system for | sures as intru- | tic game can be em-
strategic detecting attacks | sion prevention | ployed to reduce inef-
in cloud networks using | and detection in | ficient migrations and
stochastic game cloud environ- | adapt the defender’s
ment security settings based
on the attacker’s in-
teraction history with
the VM.
2020 Stackelberg game modeling | Game  Theory | More advanced algo-
[113] of cloud security defending | and security de- | rithms combined with
strategy in the case of infor- | cisions in cloud | Nash algorithms.
mation leaks and corruption | computing
2018 Stackelberg  games  for | Automatic De- | The obtained math-
[114] | modeling defense scenar- | fence Strategies | ematical formulation

ios against cloud security
threats

in Cloud Com-
puting Security.

can also be used for

predicting attack
techniques on cloud
systems in  which

the attacker behaves

rationally.
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2.2.5 Other Game Theoretic Security Models

E Balamurugan et al. [115] designed a framework referred to as IDSGT-DNN
to enhance the cloud IDS system’s level of security. A mechanism for standard
data processing and an attacker mechanism is incorporated with game theory
through IWA to locate the best possible solutions. The performance of the pro-
posed IDSGT-DNN model is assessed using the CICIDS-2017 dataset. The ex-
periment is performed, and the proposed IDSGT-DNN network is compared to
an existing approach. The simulation analysis results demonstrated that the sug-
gested IDSGT-DNN achieves a higher accuracy, detection rate, and precision, as
well as F-score, AUC, and FPR.

Quang HE et al. [116] makes the initial effort to address the edge DDoS
mitigation (EDM) issue by treating it as a constraint optimization problem and is
demonstrated as an NP-hard problem. The edge DDoS attacks are mitigated with
an innovative game-theoretical technique called EDMGame. The EDM problem
is formulated as a prospective EDM Game that can admit a NE. A decentralized
algorithm is used to locate the NE, which solves the EDM problem. The experi-
ment is performed, and the results demonstrate that the proposed approach can
successfully and efficiently resolve the EDM problem.

T.P. Anithaashri et al. [117] has come up with a new framework to solve the
problems of cloud security by using a mathematical method called "novel dominant
game strategy” in software-defined networks. The framework sets up an improved
version of an intrusion detection and prevention system and gives cloud services
high security when deployed. The author has tested algorithms on 25 test beds
with different numbers of nodes in a simulation of the cloud. The best result is
that network services through the cloud worked 90% of the time. The work is
compared to an algorithm for a lexicographic game, showing that cloud services
are not very useful during peak hours. Together, the new framework and the most
popular game strategy in software-defined networks solve the problems caused by
fuzzy logic and lexicographic games, which makes software-defined networks better
at providing network services.

Banavath Balaji Naik et al. [118] proposed a secure VM allocation against
co-resident attacks utilizing support value-based game policy to reduce cloud se-
curity risks and maximize efficiency, coverage and link utilization. For each multi-
objective value, the support value is calculated. Finally, game theory selects the
optimal VM. Experimental results showed that the suggested method surpasses
existing methods in coverage, efficiency, maximum link utilization, execution time,

latency, throughput, power consumption, workload balance, and standard devia-
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tion.

Pan Jun Sun et al. [119] came up with a quantitative weight model of privacy
information, used evolutionary game theory to set up a game model of attack
protection, made an algorithm for choosing the best protection strategy, and used
the limited rational constraints to make an evolutionary solution method. An
improved evolutionary game model of attack protection is built. The stability of
the equilibrium point is further studied by the Jacobian matrix method, and the
optimal selection strategy is found under different conditions. Lastly, experiments

show that the model is correct and valid compared to other state-of-the-art works.

A cloud-based platform is suggested by Mina Emami et al. [120] to admin-
ister IoT service selection and composition in fog computing. To optimize CPU
utilization, power consumption, and latency of IoT workflows in cloud-assisted
fog computing settings, a multi-objective evolutionary game theory is offered that
is enhanced by an evaporation-based water cycle algorithm (EG-ERWCA). The
experiment is performed, and the simulation findings demonstrate a 2.66-fold in-

crease in the overall quality of service compared to competing methods.

Fanyu Kong et al. [121] presented a security reputation model called SCNN-
DGT based on a Convolutional Neural Network (CNN) called S-AlexNet and
dynamic game theory by ensuring the confidentiality of patient’s health records
within the IoT. First, a CNN is trained with the S-AlexNet algorithm on textual
input that makes up the user’s health data. Then, a recommendation incentive
approach is suggested based on dynamic game theory. The experimental study is
conducted to test the correctness of the model, and it is found that the proposed
work can tackle the problems of low reliability of the health data screening index

and low precision of credit distinction in cloud environments.

Talal Hababi et al. [122] uses the Goal-Question-Metric (GQM) approach to
develop a set set of parameters that quantitatively describes the Security-SLA in
the Cloud. Further, a hedonic coalitional game model is used to form a Cloud
federation, with a preference relation by considering the quality of security and
the standing of individual CSPs. Moreover, an algorithm for federation creation
that allows CSPs to join federations while incurring minimal security losses is
proposed. From the experiments, it is found that the presented framework reduced
the frequency and severity of Security-SLA breaches in the created federations,

proving its effectiveness in practice.

Baris Bulent Karlar et al. [123] has proposed a brand new and highly effective
encryption method that uses XTR i.e. effective and compact subgroup trace rep-

resentation. These interactions are constructed in the direction of cryptographic
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tools that address a natural optimization problem in game theory and financial
economics. From the simulations, it is found that game theory and its optimiza-
tion have provided a suitable framework for designing a crypto-cloud computing
system that is seen as a powerful technique that satisfies the needs of many par-
ticipants and users of the cloud.

Fadlullah et al. [124] optimized the QoS and security in next-generation het-
erogeneous networks by game theory. Imposing security in any network leads to
lower QoS parameters. A GT-QoSec framework is designed to balance the security
and the QoS parameters. The transition matrices are considered, and the NE is
obtained in the expected number of steps.

Rao et al. [125] explained the role of game-theoretic models in defending cy-
ber infrastructures from cyber-physical attacks. The proposed framework is based
on two game models. The boolean attack-defense model is considered between
attacker and defender. The probability of successful attacks and defense is calcu-
lated, and the Nash Equilibrium is computed in polynomial time. The analytical
results are general and can be applied to high-performance computing infrastruc-
tures.

Duy La et al. [126] presented a game model in honeypot-enabled networks for
[oT. The theoretic game approach is used in which attackers use various attacks to
deceive the defender. The defender, in turn, uses honeypots to trap the attacker.
The Bayesian game of incomplete information is modeled, and the equilibrium is
calculated for the one-shot and repeated games. The defender used the mixed
strategy to decide whether to deploy a honeypot or not to keep the energy level
optimum and the attacker’s success rate low.

Wang et al. [127] studied the existing security problems in ad hoc networks
and designed a mean field game theoretic approach to enhance security. In the
mean-field game, the game is played between many players, and any players can
use their strategies to defend the network. The designed model is fully distributed,
and each node should know the aggregate effect on the other nodes. The simulation
of the mean-field game is done, and the results show low energy utilization and
security value loss.

The analysis of the other game theoretic security models in cloud computing
is discussed in Table 2.7.

Different researchers have proposed different security models based on game
theory. The commonly used games are Stackelberg games, Differential games,
Non-Cooperative games, and Stochastic games. From a security scenario, the

game is modeled between the attacker and the defender.
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Table 2.7: Analysis of other game theoretic security models in cloud environment

Year

Title

Area

Future Directions

2022
[115]

Network optimization using de-
fender system in cloud computing se-
curity based intrusion detection sys-
tem with game theory deep neural

network (IDSGT-DNN)

Cloud security in IDS

Proposed work can be applied
to real time application scenar-
ios like intelligent transporta-

tion system.

2022
[116]

A Game-Theoretical Approach for
Mitigating Edge DDoS Attack

Mitigating DDoS at-
tacks in edge comput-

ing

Latency models can be inte-
grated for domain-specific ap-

plications.

2021
[117]

Enhancing the Cloud Security using

Novel Dominant Game Strategy

Security  issues in
cloud computing

technologies.

Machine intelligence will auto-
mate the cloud security moni-

toring system.

2021
[118]

Secure virtual machine allocation
against attacks using support value-

based game policy

Security threats of
cloud and allocation

of best VM

Better game strategy such as
bayesain Nash equilibrium can
be used for better perfor-

mance.
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2020
119]

Research on the Optimization Man-
agement of Cloud Privacy Strategy

Based on Evolution Game

Evolutionary ~ game
model for privacy
security in  cloud

computing

Address the attack-protect
strategy  set,  trustworthy
third-party supervision, and
incentive coefficient measure-

ment.

2020
[120]

A modified water cycle evolution-
ary game theory algorithm to uti-
lize QoS for IoT services in cloud-
assisted fog computing environ-

ments

Cloud-assisted fog
computing to enhance

QoS parameters.

The model optimization can be

done for better performance.

2019
[121]

A Security Reputation Model for
IoT Health Data Using S-AlexNet
and Dynamic Game Theory in

Cloud Computing Environment

Data Privacy in IoT

Optimizing the CNN, the per-
formance can be improved in

future studies.

2018
[122]

Towards Security-Based Formation
of Cloud Federations: A Game The-
oretical Approach

Security in cloud fed-

eration

More in-depth discussion of
the proposed work can be
done to build the Security-SLA

baseline.
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2016
[123]

A game-theoretical and crypto-
graphical approach to crypto-cloud
computing and its economic and fi-

nancial aspects

Game Theory and op-
timization in crypto-

cloud computing

The cooperative game theory
and obligation rules can be in-
cluded for efficient encryption

algorithms.

2016
[124]

GT-QoSec: A Game-Theoretic Joint
Optimization of QoS and Security
for Differentiated Services in Next

Generation Heterogeneous Networks

Next generation het-

erogeneous networks

GT-QoSec can be applied to
cloud computing for providing

security.

2016
[125]

Defense of Cyber Infrastructures
Against Cyber-Physical Attacks Us-
ing Game-Theoretic Models

Attack-defense model

for cyber security.

More details of system-specific
details of Cloud computing in-
frastructure should be consid-

ered.

2016
[126]

Deceptive Attack and Defense Game
in Honeypot-Enabled Networks for
the Internet of Things

honeypot based de-

ception mechanism.

The proposed work can be ap-
plied on real-time datasets to

prove its effectiveness.

2016
[127]

Dynamic GameModel of Botnet
DDoS Attack and Defense

DDoS attack protec-

tion on the servers.

DL algorithms can be used for
IDS.




These two players have opposite goals. So, the best game model is the non-
cooperative game model that can be used to analyze the behavior, actions, and
strategies of the attacker and the defender. The best defender system used in the
modern era is the IDS, based on Machine Learning and Deep Learning techniques.
The survey of both these techniques to optimize the IDS is discussed in the next

Section.

2.3 IDS in Cloud Computing

The Section is divided into IDS with Machine Learning (ML) techniques and IDS
with Deep Learning (DL) techniques, used to optimize IDS. The feature extraction
and optimization techniques applied to real-time datasets are discussed in detail.
Further, the performance is evaluated using three performance parameters: accu-
racy, detection rate (DR), and False Positive Rate (FPR). These are discussed as

follows.

2.3.1 Machine Learning Techniques to Optimize IDS for
Cloud security

Machine Learning (ML) also plays a vital role in IDS. Various researchers have
worked on IDS using ML; e.g., Md. AlaminTalukder et al. [128] presented a
new hybrid approach incorporating ML and DL to improve detection rates while
maintaining reliability. The developed technique is compared to a wide range of
ML and DL methods to identify a more effective algorithm to implement in the
pipeline. Finally, the best network intrusion model is selected using a battery
of benchmarked performance analysis criteria. The proposed technique is highly
effective on two different datasets (KDDCUP’99 and CIC-MalMem-2022), with
an accuracy of 99.99% and 100%, respectively, with no overfitting or Type-1 and
Type-2 problems.

Sivamohan Krishnaveni et al. [129] developed a system that uses feature selec-
tion and classification with ensemble techniques effectively and efficiently detect
intrusions. Combining the three best feature selection methods (gain-ratio, chi-
squared, and information gain) into a single model, this proposal provides a qual-
ifying result and four leading classifiers (SVM), Logistic Regression (LR), Naive
Bayes (NB), and DT) via weighted majority voting. Honeypots, Kyoto, and NSL-
KDD are used in all trials. With an accuracy of 98.29%, False Alarm Rate (FAR)
of 0.012%, Detection Rate (DR) of 97%, and Area Under Curve (AUC) of 0.9921
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%, the results show that the suggested intrusion detection based on the Honeypot

dataset is better and more efficient than other approaches.

Sumathi Sokkalingam et al. [130] proposed an IDS paradigm combining ML
and traditional methods. Using the publicly available benchmark NSL-KDD
dataset, the performance of the proposed IDS model is improved by applying
a 10-fold cross-validation technique to accomplish feature selection, lowering data
dimensionality. The parameters of an SVM are optimized with a combination
of the Harris Hawks optimization (HHO) and the particle swarm optimization
(PSO) techniques. The proposed SVM with hybrid optimization HHO-PSO ML

IDS model exhibits superior DDoS detection to the selected performance metrics.

Zouhair Chiba et al. [131] proposed an intelligent method to automatically de-
sign an efficient and effective anomaly network based on deep neural networks
by utilizing a cutting-edge hybrid optimization framework called ISAGASAA.
The Improved Self-Adaptive Genetic Algorithm (ISAGA) is a novel self-adaptive
heuristic search algorithm that combines the Simulated Annealing Algorithm with
Self-Adaptive Genetic Algorithm (SAA). The experiment is performed, and the
testing results show that the proposed work can detect intrusions with high de-

tection accuracy and low false alarm rate and is superior to existing work.

The state-action-reward-state-action (SARSA) Markov decision process for
honeypot design is developed by Abbasgholi Pashaei et al. [132]. Two agents
are used, one to classify and the other to describe the environment. The environ-
mental agent tries to give the classifying agent as little money as possible. Hence,
the proposed method increased the level of interaction to find honeypots faster by
keeping track of aggressive behavior. The proposed method is compared to two
types of malicious ICS attacks, such as MITM and DDoS, and the results show
that the proposed model is more accurate and has a higher F-measure of 98%

which is far better than traditional non-linear IDS models.

An ML-based hybrid IDS is proposed by Ammar Aldallal et al. [133] in which
SVM and Genetic Algorithm (GA) are used. The SVM is tuned using GA, and
the experiment is performed on the CICIDS dataset. Further, the results are
compared with the NSL-KDD dataset, and it is evident from the results that the
proposed work performed well with an accuracy of 99%.

Gopal Singh Khushwaha et al. [134] presented a Self-adaptive evolutionary
extreme learning machine (SaE-ELM) to detect the DDoS attack. The presented
work consists of two adaptive operations: adapting the crossover operator and

classifying the number of hidden layer neurons. The experiment is performed
on four datasets: NSL-KDD, ISCX IDS 2012, UNSWNBI15, and CICIDS 2017.
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The results showed that the proposed work gives an accuracy of 86.90%, 98.90%,
89.17%, and 99.9%, respectively, for the ab datasets mentioned above.

Zina Chkirbene et al. [135] suggested a revolutionary weighted classes cate-
gorization system to protect the network from malicious nodes using supervised
ML algorithms. To improve the accuracy of seldom detectable attacks, authors
integrate a supervised ML algorithm with prior network node information and a
specially constructed best-effort iterative approach. The experiment is performed
on the UNSWNB15 dataset, and it is shown from the results that the proposed
work maximizes the number of reliably detectable classes and improves overall
detection accuracy.

Ishu Gupta et al. [136] put forth a cutting-edge methodology called ML and
probabilistic analysis-based model (MLPAM) that enables many participants to
share their data for various objectives safely. The four ML models comprise SVM,
RF, K-Nearest Neighbor (KNN), and NB, which specify the communication proto-
col and access rules for the several untrusted parties that process the data for the
owners. The suggested model offers a robust system for detection and prevention,
hence reducing the risk related to the leakage. The experimental findings show
the proposed model ensures high accuracy of 97%.

An ML-based IDS for heterogeneous client networks in mobile clouds with
data fusion is presented by Saurabh Dey et al. [137], which can protect mobile
clouds from DDoS and Man in the Middle (MITM) assaults. Moreover, adopting a
cloud-of-cloud approach can aid in securing VM on cloud premises. The suggested
approach comprises two steps: multi-layer traffic filtering and decision-based VM.
The suggested technique can be conceptualized as a cognitive system that performs
traffic screening based on gathered location and Operating System (OS) data and
selects the appropriate VM. The experimental findings show the proposed work’s
effectiveness compared to existing methodologies.

Xueluan Gong et al. [138] conducted a comprehensive study of previous meth-
ods, assault strategies, and countermeasures for model extraction in the cloud.
The state-of-the-art assault techniques are divided into two groups, according to
whether the attack’s goal is to steal the model’s parameters, hyperparameters,
architecture, or functionality. Further, defense strategies are divided into output
disturbance and query observation. A comprehensive overview of the various tech-
niques is provided, and a thorough comparison of attack and defense strategies is
also made concerning other methods.

The analysis of the ML techniques used to optimize IDS in cloud computing
is discussed in Table 2.8.
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Table 2.8: Analysis of IDS using ML techniques for cloud security

Year | Title Dataset Used ML Model Limitations
2023 A dependable hybrid ML model for | KDDCUP’99 XGBoost  and | The work is limited to old
[128] | network intrusion detection and CIC- | SMOTE datasets. The latest datasets
MalMem-2022 can be used for better results.
2022 Network intrusion detection based | Honeypots, Ky- | SVM, LR, NB, | Advanced feature optimization
[129] on ensemble classification and fea- | oto, and NSL- | and DT techniques can be used to im-
ture selection method for cloud com- | KDD datasets prove performance.
puting
2022 An intelligent intrusion detection | NSL-KDD SVM with hy- | HHO algorithm has low ex-
[130] system for distributed denial of ser- | dataset brid Harris | ploring ability because Hawks
vice attacks: A support vector ma- Hawks optimiza- | must wait many minutes to
chine with hybrid optimization algo- tion hours for prey.
rithm based approach
2022 Automatic Building of a Powerful | Kyoto ver- | Self  Adaptive | The proposed method cannot
[131] IDS for The Cloud Based on Deep | sion 2015 and | Genetic  Algo- | separate backdoor and analy-
Neural Network by Using a Novel | CICIDS-001 rithm sis assaults. The False Positive
Combination of Simulated Anneal- | datasets Rate (FPR) of 3.6% is high

ing Algorithm and Improved Self-
Adaptive Genetic Algorithm

and should be lowered.




¢9

2022 Early Intrusion Detection System | Cyber-kit SARSA Different reinforcement learn-
[132] | using honeypot for industrial control | Datasets ing (RL) methods can be used
networks to reduce the learning time.
2021 Effective Intrusion Detection System | CICIDS SVM tuned with | The computation cost to im-
[133] to Secure Data in Cloud Using ML GA plement the proposed work is
quite high, which needs to be
considered in future work.
2021 Optimized extreme learning ma- | NSL-KDD, SaE-ELM Advanced DL algorithms can
[134] chine for detecting DDoS attacks in | ISCX IDS 2012, be applied for the detection of
cloud computing UNSWNBI15, DDoS attacks.
and CICIDS
2017
2020 Machine Learning Based Cloud | UNSWNBI15 Weighted Model | The performance achieved
[135] | Computing Anomalies Detection with the presented work can
be improved using other ML
methods.
2020 MLPAM: A Machine Learning and | Glass, Iris, | SVM, RF, KNN, [ The unique keys for the data
[136] | Probabilistic Analysis-Based Model | Wine, and | and NB items can be used to address

for Preserving Security and Privacy

in Cloud Environment

Balance Scale

the issue of shared data key.
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2019 A machine learning-based intrusion | Own generated | K-means clus- | During filtration, basic type
[137] | detection scheme for data fusion in | dataset tering of traffic from FTP protocol
mobile clouds involving heteroge- is considered. Better perfor-
neous client networks mance can be achieved using
traffic from HTTP and SMTP
protocols.
2020 Model Extraction Attacks and De- | 11 online avail- | SVM, DNN, LR | Cloud based DNNs can be ap-
[138] fenses on Cloud-Based Machine | able datasets plied for better results.

Learning Models




2.3.2 Deep Learning Techniques to Optimize IDS for Cloud

security

C. Kavitha et al. [139] developed a Deep Learning Model (DLM) and filter-
based ensemble feature selection (FEFS) for use in detecting intrusions in the
cloud. At first, we filtered our intrusion statistics from KDDCup-99 and NSL-
KDD databases. The information is used to verify the accuracy of the proposed
approach. To facilitate the training procedure in the DLM, the necessary features
are chosen based on the FEFS. The selected features are then sent to the classifier.
A recurrent neural network (RNN) and Tasmanian devil optimization (TDO) are
combined to create the DLM. The TDO aids in the selection of the best weighting
parameter for the RNN. The proposed method is implemented in MATLAB and
evaluated using a variety of performance metrics (sensitivity, F' measure, precision,

sensitivity, recall, and accuracy).

Bishwajeet Kumar Pandey et al. [140] presented the Exponential Shuffled
Shepherded Optimization (ExpSSOA) Algorithm, a DL method for intrusion de-
tection. The suggested ExpSSOA melds together EWMA (exponential weighted
moving average) and SSOA (shuffled shepherded optimization algorithm) (SSOA).
MQTT-IOT-IDS2020 and Apache Web Server Samples are used to test the pro-
posed ExpSSOA-based Deep Maxout network for intrusion detection. FExperi-
mental results on the Apache webserver dataset show that the recommended
ExpSSOA-Deep max-out network provides a better outcome, with an accuracy
of 0.883%.

To identify potentially malicious actions in a cloud environment, Loheswaran
Karuppusamy et al. [141] proposed a Chronological Salp Swarm Algorithm-based
Deep Belief Network. The fitness function reveals the best strategy for intrusion
detection by rewarding a minor error value. In this case, the suggested algorithm
fine-tunes the weights to produce an efficient and optimal answer to the intru-
sion problem. As a result of improved exploitation and search space exploration,
the suggested Chronological Salp Swarm Algorithm-based Deep Belief Network
achieved superior performance. Using the KDD cup dataset and the BoT-IoT
dataset, the proposed method is compared to existing state-of-the-art techniques.
It is found that the proposed work performed well with an accuracy of 96% on the
KDD cup dataset and 97% on the BoT-IoT dataset, respectively.

Andrea Sharron et al. [142] used a Bi-DLDA (Bi-directional LSTM followed by
a dense layer, a dropout layer, and a layer with attention mechanism) in conjunc-

tion with a sparse autoencoder and stacked contractive autoencoder (S-SCAE)
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to detect intrusions in a cloud environment. In addition, a cloud IDS collected
the NSL-KDD dataset’s data traffic, using the S-SCAE + Bi-DLDA algorithm to
evaluate whether or not a received packet is malicious. The experiment is per-
formed and the detection performance of the proposed system is evaluated using
several metrics, including precision, recall rate, and accuracy. The results of the
simulations show that the suggested model has an accuracy of over 98%, a recall

rate of over 99%, and a precision of 99%.

Abdulaziz Fatani et al. [143] created innovative techniques for feature extrac-
tion and selection that take advantage of the benefits offered by swarm intelligence
(SI) algorithms to improve the capabilities of the IDS. A mechanism for extracting
features is devised based on the traditional CNN. Four widely recognized public
datasets, namely CIC2017, NSL-KDD, BoT-IoT, and KDD99, are used to evalu-
ate the effectiveness of the proposed work. The experiment is performed, and the
findings demonstrate that the created strategy performs exceptionally well when

measured against various evaluation metrics.

To identify DDoS attacks, Devrim Akgun et al. [144] suggested an IDS in-
cluding preprocessing steps and a DL model. Different DNN, CNN, and Long
Short Term Memory (LSTM)-based models are tested for this purpose, and their
detection and real-time performance are assessed. The CIC-DDoS2019 dataset is
utilized to test the proposed model. According to the test findings, the CNN-
based inception-like model produced the best results among the offered models,
with an accuracy rates of 99.9% for binary and 99.30% for multiclass classification.
The findings from the suggested IDS system and preprocessing techniques showed

superior performance compared to recent studies.

V. Gowdhaman et al. [145] suggested a DNN-based IDS. The best character-
istics from the dataset are selected using a cross-correlation technique, which is
then employed as the building blocks of a DNN to look for intrusions. The ex-
perimental findings showed that the proposed DNN efficiently recognizes attacks
and outperforms traditional ML models, including SVM, DT, and RF, with 96%

accuracy.

M. Mayuranathan et al. [146] uses a hybrid DL method to create an ideal
security solution for detecting intrusions in cloud computing (EOS-IDS). The im-
proved heap optimization (IHO) method is utilized during preprocessing to guar-
antee high-quality data by omitting irrelevant information. Finally, a chaotic
red deer optimization (CRDO) method is provided for reducing the high dimen-
sionality of data by rigorous feature selection. Next, a deep Kronecker neural

network (DKNN) is demonstrated for detecting and classifying cloud attacks and
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intrusions. The efficacy of the proposed EOS-IDS method is demonstrated by
an evaluation and comparison to other current IDS strategies on two benchmark
datasets comprising DARPA IDS and CSE-CIC-IDS2018. It is evident from the
results that the proposed work performed well with an accuracy of 97.118%.

Omar A. Alzubi et al. [147] proposed a model for effective seeker optimization
in the context of a machine learning-enabled IDS (ESOML-IDS) applicable to both
the Fog and edge computing environment. A novel ESO-based feature selection
(FS) strategy is developed for selecting an appropriate subset of features to detect
the occurrence of intrusions. Further, the authors combined complete learning
particle swarm optimization (CLPSO) that included a Denoising Autoencoder
(DAE). The experimental outputs proved that the ESOML-IDS model produced
better results than the existing state-of-the-art techniques.

The analysis of the DL techniques used to optimize IDS in cloud computing is
discussed in Table 2.9.

2.4 Gaps Identification for game-theoretic model

for security in cloud environment

The work done by different researchers related to security in cloud computing is
discussed in this Chapter. It is concluded that security is the main challenge which
is a hurdle in the success of cloud computing. Various models are discussed to
provide security, and some researchers discussed the benefits of IDS in providing
security in cloud computing. The gaps identified from the literature survey are as

follows:

e Li et al. [94] proposed and implemented a differential game to improve the
detection rate of the IDS in the cloud environment. The focus is increas-
ing the detection rate and decreasing false positives and negatives. The
researcher mentioned parameters like response time and overhead that can

be considered in future work.

e A security model for virtual services in Sensor-Cloud is proposed by Liu et al.
[92]. The IDS is used, and the attacker’s strategies and resource consump-
tion are checked at each stage. Security issues like jamming communication
between sensor and cloud, using different sensors as zombies to flood the
cloud servers, and the researchers did not consider malicious sensors that

are the bottleneck in sensor-cloud secure communications.
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Table 2.9: Analysis of IDS using DL techniques for cloud security

Year | Title Dataset Used ML Model Limitations
2023 Filter-Based Ensemble Feature Se- | KDDCup-99 RNN and TDO Model validation on other
[139] | lection and Deep Learning Model for | and NSL-KDD datasets including CICIDS,
Intrusion Detection in Cloud Com- and UNSW can be done in
puting future.
2023 ExpSSOA-Deep maxout: Exponen- | MQTT-IOT- Deep  Maxout | Basic DL model is used to
[140] | tial Shuffled shepherd optimization | IDS2020 Network model experiment.
based Deep maxout network for in- | dataset, and
trusion detection using big data in | the Apache Web
cloud computing framework Server dataset
2022 Chronological salp swarm algorithm | KDD cup | Chronological The proposed solution has
[141] | based DBN for intrusion detection in | dataset and | SSA-based DBN | the limitation of not being
the cloud using fuzzy entropy BoT-IoT dataset able to identify previously
unseen attacks.
2022 An Intelligent Intrusion Detection | NSL-KDD LSTM The work is limited to NSL-
[142] System Using Hybrid Deep Learning | dataset KDD dataset only. More

Approaches in Cloud Environment

datasets can be used for bet-

ter predictions.




89

2022 Advanced Feature Extraction and | CIC2017, NSL- | CNN with | The AQU has slow conver-

[143] Selection Approach Using Deep | KDD, BoT-IoT, | Aquila opti- | gence, which affects the per-
Learning and Aquila Optimizer for | and KDD99 mizer (AQU) formance of the proposed
[oT Intrusion Detection System work.

2022 A new DDoS attacks intrusion de- | CIC-DDoS2019 CNN, DNN, and | AI techniques along with

[144] tection model based on deep learn- LSTM game theory can be applied
ing for cybersecurity for IDS.

2022 An intrusion detection system for | NSL-KDD DNN Detection —accuracy  de-

[145] | wireless sensor networks using deep creases when the number of
neural network network attacks increases.

2022 An efficient optimal security system | DARPA IDS | CRDO with | Parameter optimization can

[146] | for intrusion detection in a cloud | and CSE- | DKNN be done for efficient intru-
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e Cheng [95] considered a differential game between the attacker and the IDS in
Wireless Sensor Networks. The optimal strategy for IDS is achieved by Nash
Equilibrium in their work. Still, there is no consideration for false positives,
false negatives, detection rate, and missing rate of the IDS. Significant work

can be done on these parameters.

e Fan et al. [109] analyzed the attack-defense mechanism of resource services
in cloud applications. The defense strategies build to tackle the attack are
only effective in certain attack behaviors and can fail in multi-stage attacks.

This work has a scope to secure the virtual machines and hypervisor.

e Fadlullah et al. [124] optimized the QoS and security in next-generation
heterogeneous networks. With decoupling the control and data plane, the
attack surface for Software Defined Networks (SDN) is augmented compared
to traditional networks. SDN in the cloud environment still faces many
threats like unauthorized access, data leakage, malicious applications, and

DoS, which must be solved to make the cloud environment more secure.

e The defense of cyber infrastructure in the cloud environment is discussed by
Rao et al. [125]. The solution is provided with the boolean and component
attack-defense game. The defense model considers only a starting point of
the game-theoretic analysis in the uniform attacks and thus cannot work for
multi-stage attacks. A dynamic game should be proposed to handle multi-

stage attacks.

e The security defense using honeypot-enabled networks in the Internet of
Things is spotted by La et al. [126]. The honeypots are deployed in the
network to deceive the attacker, and both the one-shot and repeated games
are considered. A specific threshold value is set, after which the honeypots
are deployed. If an attacker uses mixed strategies by changing the frequency
of the attacks, this model fails to deploy security. Hence, it has been analyzed

that further work can be done in this area.

e Wang et al. [127] applied a dynamic game model over botnet DDoS at-
tacks on the servers. The firewall configuration is done dynamically with
the help of a dynamic game between the attacker and the defender system.
It fails to detect the unknown DDoS attacks not presented in KDB (Knowl-
edge Database). The anomaly module of the IDS should be considered and

optimized to detect unknown attacks.
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Different researchers have proposed various ML and DL approaches to opti-
mize IDS. Various metaheuristic approaches have been discussed to optimize the
parameters of ML and DL models. It is found that among all the ML and DL
algorithms, RF, GBM, and DNN performed best in the optimization of IDS. Fur-
ther, it is found that none of the authors worked on the Bayesian optimization
technique. Therefore, we have proposed a Bayesian optimization to optimize IDS

in the present study.

2.5 Objectives

Based on the literature review and research gaps, the following objectives are

delineated:

1. To study the existing game theoretic models and different types of security

requirements in cloud environment.
2. To devise a game-theoretic model to enhance security in cloud environment.
3. To analyze the devised model in order to derive an optimal defense strategy.
4. To test and validate the derived strategy in simulated environment.

Different security models based on game theory are proposed to fulfill the
abovementioned objectives. ML and DL techniques are also used to enhance the
working of IDS further. The research methodology adopted to formulate these

models is discussed in the next Chapter.
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Chapter 3
Research Methodology

The Chapter discusses the methodology to address the research objectives of the
Thesis. The methodology is classified into three categories, i.e., requirement spec-
ifications, game-theoretic approach, and ML model, as shown in Figure 3.1. The
requirement specifications include the exhaustive study of security devices like IDS
concerning hardware, software configuration, and their calibration for separating
malicious and non-malicious data. The game theory approach includes proposing
a game theory model, delineating strategies for both players and reaching the NE
stage. The ML model includes training and testing the game model on a real-time
dataset. The dataset used to test and validate the proposed model is discussed in
this Chapter.

Research Methodology

Requirement Game Theory Machine
Specification Approach Learning

Software

Requirement Identifying Players Data Preprocessing

Hardware Delineating Feature Extraction /
Requirement strategies Selection

Calculating Payoff's Model Training

Reaching Equilibrium Testing and
/ Finding Solution Validation

Figure 3.1: Flow of Research Methodology to attain the proposed objectives
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3.1 Requirement Specifications

To address the objectives stated for the Thesis, the foremost requirement is to
understand the required specifications for hardware and software. For the same,

the specifications are described.

3.1.1 Software Requirements

The following tools are used to address the research objectives.

Anaconda (Spyder): Spyder is a free and open-source scientific environment
written in Python and designed for scientists, engineers, and data analysts [148].
It combines the advanced editing, analysis, debugging, and profiling capabilities of
a comprehensive development tool with the data exploration, in-depth inspection,
and beautiful visualization capabilities of a scientific package in an unmatched
way. In this research, game theory models have been implemented in Python.
The libraries are installed and used to experiment, including numpy, matplotlib,
time, pandas, keras and schedule. Further, the KNNimpute method is also im-
plemented in Python, which is required to impute the missing values. The ML
models are implemented in R language for which RStudio is required, which is
discussed below.

RStudio: R is a programming language and environment for statistical com-
puting and data visualization. R offers a vast array of statistical and graphical
techniques and is highly extendable [149]. One of R’s strengths is the ease with
which publication-quality plots, complete with mathematical symbols and formu-
las, can be generated. The source code for R is free software under the terms
of the GNU General Public License from the Free Software Foundation. The
RStudio Integrated Development Environment (IDE) is a set of integrated tools
designed to enhance R and Python productivity. It consists of a console, a syntax-
highlighting editor that supports direct code execution, and an assortment of ro-
bust tools for plotting, viewing history, debugging, and managing your workspace.
In the present research, ML models are implemented in RStudio. All the required
packages are installed using install.packages() command. These installed packages
are used for model training and testing, including h2o0, Dplyr, caret, Hmeasure,
ParBayesianOptimization, and tidyverse. The normalization of the dataset is also
done in R using the scale function. Finally, the performance of the presented
work is evaluated using the EvaluationParameter function, which is a part of the
HDMeasure library. The following Section discusses the hardware requirements to

implement the above-discussed software requirements.
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3.1.2 Hardware Requirements

System’s Configuration: The minimum system configuration required for the
Thesis is described.

e Processor: Intel® Core” i5 processor.
e Memory: 4 GB of RAM, 8 GB recommended.

e Hard Disk: 20 GB of hard disk space required, 10 GB additional hard disk

space required for installation.

e Display: 1024 X 768 or higher-resolution display with 24 bits colors.

3.2 Strategic Modelling with Game Theory

The process of modeling the strategic interaction between two or more players in
a situation with predetermined rules and outcomes is game theory. A solution
to a game describes the optimal decisions of the players, who may have similar,
opposing, or mixed interests, and the possible outcomes of these decisions. Game
participants are assumed to be rational and seek to maximize their payoffs [150].

Mathematically a strategic game (G) can be given as:
G = (P.(S,). (1)) (3.1)

Here, S; is the strategy of Player P and U; is the payoff of that P™ player [151].
Figure 3.2 shows the essential elements of game theory.

Different stages in game theory to attain the proposed objectives are discussed
as follows.
Identifying Players: A player is a participant in a game and a decision-maker
whose objective is to choose actions that result in his most desired outcomes or
outcomes determined by chance. A game requires at least two players to qualify
it. Additionally, the players must be able to interact with each other. The players
are rational, with complete and transitive preference orderings. In this work, the
players identified are the attacker and the defender. Both players have opposite
goals and will try to exploit each other. The attacker’s goal is to perform malicious
activities and exploit cloud resources. The goal of the defender and this research
is to analyze the attacker’s behavior and predict his strategies.

Delineating Strategies: Strategies are the actions that players take in a game
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v

Figure 3.2: Basic Elements of Game Theory

based on the potential circumstances that may arise. Frequently, a player’s strat-
egy is based on their self-interest and what other players are anticipated to do.
Players commonly know the game’s rules, available strategies, and possible out-
comes. Depending on the scenario, the attacker’s strategies are to perform a simple
or regular attack like brute force or a more advanced or sophisticated attack. The
defender’s strategy is to detect the attack by starting the accurate defense module.
Calculating Payoffs: The payoff of a game is the incremental gain/benefit or
loss/cost that accrues to a player as a result of executing its strategy in light of
the opponent’s strategy. To showcase the payoffs of both players, a payoff matrix
is used. It is a table in which the strategies of one player are listed in rows, and
those of the other player are listed in columns, and the cells display payoffs to
each player, with the row player’s payoff listed first. By calculating the payofts,
the attacker’s strategy can be analyzed. Also, it aids in determining the existence
of a dominant strategy and equilibrium.
Reaching Equilibrium/ Finding Solution: To end the game is to achieve
equilibrium, the point at which all players have decided and an outcome is deter-
mined. NE refers to the optimal outcome of a game in which there is no incentive
to deviate from the initial strategy. The dominance property, min-max method,
saddle point theorem, and graphical methods can be used to find the NE.

After analyzing the attacker’s behavior, the defender can start the most accu-
rate module to defend the attack. ML and DL enhance the accuracy of different

IDS modules, which is discussed in the next Section.
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3.3 Enhancing IDS Accuracy with Machine Learn-

ing and Deep Learning

ML allows a machine to learn from data, identify patterns, and make decisions
based on that learning without being explicitly programmed. There are several
types of ML, including supervised, unsupervised, semi-supervised, and reinforce-
ment learning.
Supervised Models: In supervised learning, the machine is trained on labeled
data, meaning that the desired output is already known. The target variables are
used to determine which variables can increase the model’s efficiency. It is possible
for supervised learning to occur when the training data contains both input and
output values. Each data set containing inputs and the expected output is called
a supervisory signal. When the inputs are fed into the model, the training is based
on the deviation of the processed result from the documented result [152].
Unsupervised Models: Unsupervised feature selection refers to a feature se-
lection method that does not require the output label class and is utilized for
unlabeled data. Unsupervised learning involves identifying data patterns. Then,
additional information is utilized to fit patterns or clusters. This is also an itera-
tive process that increases precision based on the correlation to expected patterns
or clusters. This method produces no reference output dataset [153].
Semi-supervised Learning: A combination of labeled and unlabeled data is
used to train the algorithm. This combination will typically consist of a min-
imal amount of labeled data and a vast amount of unlabeled data. The basic
procedure first involves similar clustering data using an unsupervised learning al-
gorithm, then labeling the remaining unlabeled data with the existing labeled
data. Typical use cases of this type of algorithm share a common characteristic:
acquiring unlabeled data is relatively inexpensive, whereas labeling said data is
extremely costly, [154].
Reinforcement Learning: This class of models includes algorithms that use
estimated errors as rewards or penalties. If the error is significant, the penalty
is severe, and the reward is modest. The penalty is low, and the reward is high
if the error is minor. The most relevant characteristics of reinforcement learning
are trial-error search and delayed reward. For a model to learn which action is
optimal, reinforcement feedback is required, known as the reinforcement signal.
Q-learning is an example of a model that belongs to reinforcement learning.[155].
In the present research, supervised learning models comprising Random Forest
(RF), Gradient Boosting Machine (GBM), XGboost, and Deep Neural Network
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(DNN) are used to experiment as the dataset present is labeled, and the desired
output is already known. These models are implemented in R studio. ML involves
four steps, including data preprocessing, feature selection, model training, testing,

and validation to perform specific tasks discussed in forthcoming Sections.

3.3.1 Data Preprocessing

Data preprocessing is preparing unstructured data for an ML model. Typically,
data from the real world contains noise and missing values and may be unusable,
preventing its direct use in ML models. Data preprocessing is required to clean the
data and make it suitable for an ML model, improving its accuracy and efficiency

[156]. The process of preprocessing data includes the following:

e Getting the Dataset

Importing Libraries

Importing the Dataset

Handling Missing data

Encoding Categorical data
e Normalization and Transformation of data

The current study uses the scale function of R language to normalize the dataset.
The 10% missing values are removed using na.omit function of RStudio followed
by the imputation of remaining missing values using KNNimpute function of the
Python language. The dataset is preprocessed and passed on, featuring selection
methods to select the relevant features required for training and testing. The

feature selection methods are discussed below.

3.3.2 Feature Selection

Feature selection refers to selecting a subset of features (also known as predictors
or variables) from the data to use in the machine learning model. This is im-
portant because not all features in the data are equally important or relevant for
solving a particular problem. By removing irrelevant or redundant features, fea-
ture selection can improve the model’s performance, reduce overfitting, and make
the model easier to interpret. Different methods used for feature selection models

are represented in Figure 3.3 and elaborated in detail as follows.
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Figure 3.3: Feature Selection Methods in Machine Learning [157]

Filter Method: In this method, features are eliminated based on their correlation
with the output. The correlation is used to determine if the features are positively
or negatively correlated with the output labels, and based on the results, the
features are eliminated [158]. For example, Information Gain, the Chi-Square Test,
and Fisher’s Score. The goal is to improve model performance, reduce overfitting,
and enhance interpretability.
Wrapper Method: Wrapper method is a type of feature selection technique
in ML that involves evaluating the performance of different subsets of features
by training an ML model and evaluating its performance. The feature selection
process is repeated until an optimal set of features is found. The feature selection
process is guided by the ML model’s performance. The features that improve the
model’s performance are kept, while those that do not are discarded. The process
is repeated multiple times until an optimal set of features is found. Forward
Selection, Reverse Elimination, Recursive Feature Elimination etc. are different
wrapper methods. [159] .
Embedded Model: This method combines the Filter and Wrapper to produce
the optimal subset. This method handles the iterative ML process while keeping
computation cost to a minimum [160]. For example, Lasso and Ridge Regression.
In this Thesis, Chapter 7, FSelector is used to select the features which work
by calculating the information gain value. The rank is assigned to each feature
based on the computed information gain, and the top-ranked features are selected
for model training. Further, In Chapter 5, Recursive Feature Elimination (RFE) is
used to select the features which work by selecting the features recursively. A small
subset is selected, then passed to model training for performance evaluation. The
process is repeated for all the subsets, and the best subset with the best accuracy

is selected for model training. The model training is discussed below.
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3.3.3 Model Training

Model training is the process of using a set of labeled data to estimate the pa-
rameters of an ML model. Model training aims to find the values of the model
parameters that minimize the difference between the model’s predictions and the
actual target values in the training data [161]. The model training process starts
with defining a loss function that measures the difference between the model’s
predictions and the actual target values. The loss function is used to guide the
optimization process, and the goal is to find the values of the model parame-
ters that minimize the loss. An existing optimization algorithm is used to find
the values of the model parameters that minimize the loss function. Standard
optimization algorithms include random, grid, and Bayesian optimization. The
optimization algorithm updates the values of the model parameters in each itera-
tion based on the loss function. Once the optimization process has converged and
the values of the model parameters have been estimated, the model is said to be
trained. The trained model can then make predictions on new, unseen data. In
Chapter 5, Bayesian optimization tunes the parameters. Chapter 6 uses Gradi-
ent Boosting Machine (GBM), Random Forest (RF), and Deep Neural Networks
(DNN) models to train the dataset. In Chapter 7, stacking of RF, GBM, and
XGBoost as first-level training and DNN at second-level training is performed to

train the dataset.

3.3.4 Testing and Validation

Testing and validation are two important ML processes to assess a trained model’s
performance. They help determine how well the model generalizes to new, unseen
data and whether it is overfitting or underfitting the data [162]. Testing refers
to evaluating a trained model’s performance on a separate, independent dataset
not used during training. The purpose of testing is to estimate the model’s per-
formance on new, unseen data and to provide an unbiased estimate of its gener-
alization performance. The test set should be large enough to provide a reliable
estimate of the model’s performance but not so large that it significantly reduces
the size of the training set.

Conversely, validation refers to evaluating a model’s performance during train-
ing to tune its hyperparameters. Hyperparameters are parameters set before the
model is trained and control the behavior of the learning algorithm. Common
hyperparameters include the learning rate, the number of hidden units in a neu-

ral network, or the depth of a decision tree. Validation is performed by dividing
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the training set into two parts: a validation set and a training set. The model
is trained on the training set, and its performance is evaluated on the validation
set. This process is repeated several times with different hyperparameters, and
the hyperparameters that result in the best performance on the validation set are
selected. It is important to remember that validation should not be used to eval-
uate the performance of the final model, as it is performed on a portion of the
training set and may result in overfitting the validation set. Testing should be
used to evaluate the performance of the final model. The performance parameters
used to test the performance in the present research are accuracy, Detection Rate
(DR), and False Positive Rate (FPR).

Different datasets are used to test and validate the proposed models: BOGTA,
GTA-IDS and NCGTM. These datasets are NSL-KDD, ISOT-CID, UNSW-NB15,
CICIDS and Bot-IoT. The description of each dataset is given in the next Section.

3.4 Dataset Used

Five different real-time datasets are considered and discussed below:
NSL-KDD: The NSL-KDD data set is an updated version of the KDD’99 data
set. This is a useful benchmark data set for researchers to compare various in-
trusion detection methods. The configuration comprises one training set and two
testing sets with 125,973 and 22,544 records. Each NSL-KDD record has 41 fea-
tures (e.g., protocol type, Logged in, Duration, etc.). These features are repre-
sented as numeric, nominal, and binary, defined as continuous or discrete, and
labeled as normal or attack. The NSL-KDD dataset is divided into four classes.
The types of attacks considered to test the model are DoS, probe, R2L, and U2L
[163].

ISOT-CID: The ISOT Cloud Intrusion Dataset (ISOT-CID) is the first public
dataset of its sort gathered from a production cloud environment. The dataset
contains over 2.5 terabytes of data spanning normal operations and a diverse array
of attack vectors. It was gathered in two phases and spanned several months for
the VM instances and numerous days and time slots for the Hypervisors. The
benign /normal data comes from online apps and administrative tasks such as
monitoring the health of virtual machines, rebooting, updating, generating files,
SSHing into the machines, and signing in to a remote server. Over 160 authentic
visitors created web traffic, comprising over 60 human users and genuine traffic
generated by 100 robots completing duties such as account registration, read-

ing /posting and commenting on blogs, and exploring other websites. ISOT-CID
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is intended to represent a real cloud dataset; it is raw and is not processed, modi-
fied, or changed in any way. This is critical for industry and research in designing
and assessing realistic cloud computing intrusion models. The dataset is divided
into two classes, i.e., benign and malicious. There are 10,42,558 samples, of which
4,13,484 are malicious and 6,29,074 are benign. The malicious samples are divided
into regular and sophisticated samples, with 2,85,453 and 1,28,022 samples in each
type [164][165].

UNSW-NB15: UNSW-NB15 dataset was created by the IXIA PerfectStorm
tool in the Cyber Range Lab of UNSW Canberra for generating a hybrid of real
modern normal activities and synthetic recent attack behaviors. The tepdump
tool was utilized to capture 100 GB of the raw traffic files. UNSW-NB15 consists
of nine types of attacks: Fuzzers, Analysis, Backdoors, DoS, Exploits, generics,
Reconnaissance, Shellcode, and Worms. Therefore two classes were there, one for
attacks and the other for normal samples. UNSW-NB15 has 175341 and 82332
training and testing instances with 49 features [166].

CICIDS: The CICIDS2017 dataset includes common attacks that are both safe
and up-to-date, making it an accurate representation of data from the actual
world. In addition, it incorporates the findings of the network traffic analysis per-
formed by CICFlowMeter, complete with labeled flows organized according to the
time stamp, source, and destination IP addresses, source and destination ports,
protocols, and attack types. CICIDS is divided into 93500 and 28481 training and
testing samples, respectively, and contains 49 features. [167]

Bot-IoT: Bot-IoT [23] dataset includes DDoS, DoS, OS and Service Scan, Key-
logging, and Data ex-filtration attacks, with the DDoS and DoS attacks further
organized, based on the protocol used. To ease the handling of the dataset, 5%
of the original dataset is extracted via select MySQL queries. The extracted 5%
comprises four files of approximately 1.07 GB and about 3 million records [168].

3.5 Summary

This Chapter discusses different tools and techniques, hardware and software spec-
ifications. The game theory components used for modeling different strategies are
also presented. The ML and DL steps are elaborated to optimize the IDS, includ-
ing data preprocessing, feature selection, model training, testing, and validation.
A detailed description of different datasets used to test and validate the proposed
models is also given. Four models are proposed based on this research methodol-

ogy, discussed in the forthcoming Chapters.
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Chapter 4

GTM-CSec: Game Theoretic Model for
External Cloud Attacks

In this Chapter, a non-cooperative game-theoretic model GTM-CSec is developed
to tackle external security attacks on the Cloud. A game is modeled between the
attacker and the defender competing against each other to gain mazimum pay-
offs. The attacker’s primary goal is to exploit the cloud services with different
security attacks, and the defender’s goal is to detect these security attacks. The
signature-based and anomaly-based modules of IDS, and honeypot are used as a
defender system. Different strategies for both players are delineated, and a mized
strateqy Nash Equilibrium (NE) is attained to conclude the game. The payoffs of
the attacker and defender are analyzed and compared. The results show that with
a proper detection module, the payoffs of the defender system come out to be more
than the attacker.

4.1 Overview of GTM-CSec

Cloud computing and its multifarious services are a boon for digital businesses’
setup. On the other side, security is the primary concern for the Cloud. The
Cloud’s top security threats are data breaches, hijacking accounts, Distributed
Denial of Services (DDoS), malware injection, inside threats, insecure Application
Programming Interfaces (APIs), and data loss. Also, the increasing number of
IoT devices is a significant threat to the cloud [66]. With various factors like
power consumption, product life, and overall efficiency, the vendors compromise
with the security aspects of these devices. Some devices like CCTV cameras are
situated in public places that can be easily accessed and are vulnerable. Several
devices are available with default or weak authentication methods that can be
easily guessed by a Brute Force attack [169]. As an illustration, the Mirai DDoS
in 2016 occurred in which intelligent devices like CCTVs, and DVRs were used
as bots [170]. This attack affected enterprises dreadfully and is one of the most
significant DDoS attacks, with a traffic rate of 600 Gbps to 1.5 Tbps. The bot

army is increasing daily because of IoT device usage [171]. This imposes a massive
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threat on cloud servers or other resources. The scenario is shown in Figure 4.1.
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Figure 4.1: Cloud under Attack of IoT Botnets

The perception layer consists of IoT devices where the attacker uses a botmas-
ter machine to find the vulnerable devices with the help of a Brute Force attack
[172]. The vulnerable devices are then hacked and used as zombies. The zombies
send malicious requests to the Cloud to make the server unavailable or corrupt the
data. The communication between the [oT devices and the Cloud occurs through
the networking layer. The attacker tries to compromise the cloud operations at
the storage and processing layer. If the attacker successfully invades the cloud se-
curity, the services provided by the Cloud may not be assessed by the consumers

at the end-user layer.

4.1.1 Motivation

The motivation is to address the growing security concerns in cloud computing
and IoT, which have become increasingly vulnerable to cyber attacks due to their

complex and distributed nature. The main aim is to propose a model that can
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intelligently select the most suitable detection module and provide a more effective
defense system against attackers. For this purpose, GTM-CSec model is proposed
and developed to intelligently monitor the network traffic and adjust the configu-
ration of the Intrusion Detection System (IDS) along with the honeypot for better
results. The game theory model is updated with probability values for the de-
fender’s and attacker’s strategies to predict the best strategy. Ultimately, the best
strategy is delineated with the help of the NE.

4.2 GTM-CSec Model to tackle external cloud

attacks

The GTM-CSec model uses a non-cooperative game model (discussed in Chapter
2 to present the relationship between the Attacker (A) and the Defender (D).

Mathematically, the proposed non-cooperative game model (G) can be given as:
G={(D,A)(Sp,S4)({Up,Uax)} (4.1)

where Sp and S, are the strategies space, Up and U, are the payoff functions
for the defender and the attacker respectively. The framework of the GTM-CSec
is shown in Figure 4.2. The framework is divided into four layers; Attack Layer,
Security Layer, Back-end Layer, and End-user Layer. In the Attack Layer, the
attacker or the botmaster sends malicious requests to the IoT devices and controls
these devices from Command and Control (C&C) Server [173]. The attacker at-
tacks according to its best strategy to attain maximum payoff. The Security Layer
comes into action to defend against the attacker’s attack. This layer consists of the
IDS, including signature-based and anomaly-based detection modules, a honeypot-
based detection module, and the GTM-CSec Model with the decision-maker. The
IDS has two modules, Signature Detection (SD) and Anomaly Detection (AD).
SD best defends the known or regular attacks as these attacks are already in the
database. The SD checks with the database and gives results more efficiently and
quickly. On the other hand, the AD deals best with unknown or sophisticated
attacks. If there is a deviation in the behavior of the incoming traffic or packets,
the AD techniques give a true positive signal indicating there is an attack. The
honeypots reside on a network and contain dummy data to trap attackers. After
the detection system, legitimate traffic is sent to the cloud for safe networking.
The defender plays its best strategy to defend the attacker’s attack. The Back-

end Layer contains all the data and resources on the cloud servers that must be
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Figure 4.2: GTM-CSec framework for Security in Cloud Environment

protected from any cost. At last, there is an End-user layer where all cloud com-
puting services are leveraged. The GTM-CSec Model is further extended into four
layers; L1: Perception Layer, L2: Logical Analysis, L3: Computational Analysis,
and L4: Decisive Analysis.

4.2.1 GTM-CSec Layers

L1: Perception Layer: In the first layer, the strategies of both the attacker and
the defender are fed to the GTM-CSec module. The parameters are initialized and
passed to the next phase according to players’ strategies. Table 4.1 represents the
terminology used to define the payoff functions. The main parameters considered
are the energy consumption for the IDS (Ej4s) and Honeypots (Hpy,). The gain
or benefit (By,) the defender system gets by successfully detecting the attack and
the value of the assets (V') under attack for a particular time (Z). The assets can
be any cloud resources, including a server, hypervisor, virtual machine, or API.
The attacker attacks with some resources, which leads to the exhaustion of the
resources (R, ) during the attack leading to the negative impact on its payoffs.
The attacker waits for some time which costs him (W, ). The gain (G, ) which
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the attacker gets after successfully invading the cloud adds up to the payoff of
the attacker. The whole model is designed considering the time parameter (%)
for which the attacker attacks and the defender defends. The attack remains for
a particular time that is used with each parameter. The defender will respond
to the attack at the same time ¢. The detection rate of the signature module,
anomaly module, and honeypot is represented by u, a, and v, respectively. The
False Positive Rate of the IDS is given by £.

Table 4.1: Parameters used to develop GTM-CSec Model

Description Symbol
Energy consumed by IDS Eigs
Energy consumed by Honeypot Hp,
Gain for successfully detecting By
Value of the assets under attack %

Resource consumption by attacker Ry

Gain for successfully attacking G o

Waiting time cost for attacker W ot

Detection rate of IDS for signature | u

Detection rate of IDS for anomaly

False Positive Rate of Defender

e
Detection rate of honeypot v
s

L2: Logical Analysis: It calculates the payoffs of both the players from the ini-
tialized parameters, which helps the defender system to understand the strategies
of the attacker. Sy = {Sa1,Sa2, Sa3} are the attacker’s strategies and are given
in Table 4.2.

Table 4.2: Attacker’s Strategies for Attacking the Cloud

Representation | Strategy
St Attacking the cloud servers with regular attacks
S a9 Wait for particular time period (%)
Saz Attacking the cloud with new or sophisticated attacks.

The defender’s strategy set can be represented as Sp = {Sp1, Sp2, Sps} and
are elaborated in Table 4.3.
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Table 4.3: Defender’s Strategies for Defending the Cloud

Representation | Strategy
Spi1 Monitoring with signature-based IDS
Spo Monitoring with anomaly-based IDS
Sps Monitoring with honeypot.

The strategies and relationship between the defender and attacker in the form

of a tree are represented by Figure 4.3. For each strategy of the attacker, the

1
Attacker's Strategies | Defender's Strategies

Signature
Based

Anomaly
Based

Honeypot
Based

Signature
Based

Anomaly
Based

Honeypot
Based

Signature
Based

Anomaly
Based

Honeypot
Based

Figure 4.3: Tree representation of defender and attacker with their strategies

defender has three strategies. The GTM-CSec model helps the defender system
to decide the best response to the attacker’s strategy.

L3: Computational Analysis: The calculated payoffs are converted into ma-

trices in Layer 3 to compute the equilibrium. The strategy space of the defender

and the attacker is represented as rows and columns in M.

mi1 Myz Ma3
M = Ma1 Mo M3

mg3; Mgz 133

(SDla SAI) (SDIJ SAZ) (SDh SA?))
(Sp2,Sa1) (Sp2,Sa2) (Spa,Sas) (4.2)
(SD37 SAI) (SD37 SAQ) (SD?)’ SA?))
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The my; in M, describes the strategy of using signature-based detection of IDS
(Sp1) and regular attack of the attacker (Sa1). The attacker attacks with reg-
ular techniques already known to the defender. The defender monitors with a
signature-based method. Hence it will successfully monitor the attacks. The pay-
off of the IDS depends upon the energy consumed and the benefit gained for the

successful monitoring and is given by Eq. 4.3:
Un(D) = Bas(t) — Eias(t) (4.3)

The attacker loses the resources he used because of the unsuccessful attack. The

payoff of the attacker is given by Eq. 4.4:
Un(A) = —Rat (4.4)

Similarly, there are payoffs for the other strategies. The complete payoff functions
of defender and attacker are described by Matrices Mp and M, as shown in Eq.
4.5 and Eq. 4.6 respectively.

din dia dis Bas(t) — Eias(t) —Eius(t) —Eias(t) — V(1)
Mp = |dy dy dys| = | —FEias(t)  —FEigs(t) Bas(t) — Eigs(t) | (4:9)
d3y dzp dss Bas(t) — Hpp(t) —Hpp(t) —Hpp(t) =V (t))

aiy Qi Q13 — Ry (1) —War(t) Gar(t) — Rae(t)
Ma= lag ag ag| = |Gu(t) — Ru(t) —Wal(t) —Ra(t) (4.6)
az; as As3 —Ry(t) —Wa(t) Gar(t) — Rat(t))

dq11 and aq; are the corresponding payoff functions of strategy Matrix element 4.
Lj: Decisive Analysis: This layer calculates the equilibrium from the payoff
matrices. If pure strategy NE exists, the control is directly passed to the decision-
maker to start the accurate module. Otherwise, a mixed strategy NE is calculated
if both players do not agree on a single outcome. The defender system filters the
traffic, sends legitimate traffic to the cloud servers, and blocks illegitimate traffic.
It also updates its knowledge base to increase detection accuracy further. The
cloud provides services to its authenticated and authorized users by the interface
layer. To calculate the NE, the scribing method is used [174]. The maximum ben-

efit function is calculated with the help of Matrices Mp and M 4. If the maximum
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benefit function of M4 matches the corresponding element of Mp, that is the pure
strategy NE solution of this game model. The maximum profits for attacker by
Eq. 4.6 are the a3, as; and aszz. Similarly, dq1, dez and d3; are the maximum profits
for the defender from Eq 4.5. The following two inferences are made:

Inference 1: There exists no pure strategy NE in this game model.

Proof: The subscript of the maximum profits of both Matrices Mp and M4 do
not match. The maximum profit for the attacker lies in attacking the cloud with
a sophisticated attack. But, sophisticated attacks consume more resources, and
the attacker can’t attack every time in a new way. So, the defender will choose to
detect by anomaly method and thus bust the attacker. Then, the attacker will try
to attack with the regular method because the defender has chosen the anomaly
method. Again, the defender can choose the honeypot or the signature method
and prevent the attacker from attacking. The system can not be stabilized as
there exists no pure strategy NE.

Inference 2: The attacker will not get any profit while waiting for the attack,
so he always chooses to attack.

Proof: From the maximum benefit subscript; a;3,a9; and ass, it is clear that
strategy Sas has never been taken into account. To gain maximum benefit, the
attacker will always choose between S4; and S43, which means he will always
choose to attack. From the above statement, the strategy Sas can be neglected.
After eliminating the strategy of attacker (S42), the strategy left for the attacker
is to either choose a Regular Attack (RA) or the Sophisticated Attack (SA). A
regular attack can easily be performed with fewer resources and experience. The
sophisticated attack is more difficult to perform, but its success rate is more than
the regular attack. The defender still has the same strategies. Thus, the updated

game model is shown in Table 4.4.

Table 4.4: Payoff matrix of defender and attacker in cloud environment

Sa,5p SD AD Honeypot

RA Bds (t) - _Eids (t)w Gat (t) - Bds (t) -
FEias (t)a —Ra (t) Rat (t) th(t)> — Ry (t)

SA —Figs(t) — | Buas(t) — | —Hpp(t) —
V(t),Gar(t) — Rae(t) | Eias(t), —Rat(t) V(t), Gar(t) — Rae(t)

Suppose the attacker attacks with a regular attack, and the defender detects
with signature-based IDS. Then, the payoff function of the attacker for this sce-
nario can be given by Eq. 4.7.
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Ull(A) = (1 - M)Gat(t) - Rat(t) (47)
Similarly, the payoff function can be represented for the attacker in Eq. 4.8.
Un(D) = pBas(t) = (1 — p)V(t) — Eias(t) (4.8)

The payoff matrix of the defender (M})) and the attacker (M) for all possible

scenarios are given by Eqs. 4.9 and 4.10 respectively.

) pBas(£)=V (#)(1—p) = Eias(t) —Eiqs(t)—V(t) YBas () =V (#)(1=)—Hpp(t)
My = [ ] (4.9)
—Eiqs(t)=V(t) aBys(t) =V (t)(1—a)—Ei4s(t) —Hpp()—=V (1)
. (1-)Gat(t)—Rat(t)  Gat(t)—Rat(t)  (1—7)Gat(t)—Rat(t)
My =] ] (4.10)

Gat (t)—Rat (t) (1—04)Gat (t)—Rat (t) Gat (t)—Rat (t)

4.3 GTM-CSec Model Analysis

According to Inference 1, no pure strategy exists; hence mixed strategies for the
players are analyzed. The probabilities for each strategy used by the defender and
attacker are assigned. To maximize the payoff and to calculate the probability, the
partial derivative of the various payoffs of the defender is done concerning (wrt)
probability of the defender. Similarly, the partial derivative of the payoff of the
attacker is taken wrt probability of attacker. The saddle point of Game Theory is
used and is explained with the toy example in three steps as follows:

Step 1: Find out the minimax and maximin values.

Player B Row min

9 7 7
PlayerA (4.11)

5 11 )

Column Max: 9 11

From Eq. 4.11, 7 is maximin and 9 is minimax. Since this game’s minimax and
maximin values are not equal, this game has no saddle point.

Step 2: The 22 matrix finds the oddments for both row and column. To find odd-
ments, take the difference between the highest outcome and the smallest outcome
of the first row and put it on the right side of the second row (Eq. 4.12), i.e. the
difference between 9 and 7 is 2, and it is placed at the right of the second row.
Similarly, take the difference between the highest and the lowest outcome in the

second row and put it at the right of the first row, i.e. the difference between 11
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and 5 is 6, and is placed at the right of the first row. Similarly, find oddments for
columns as well. The result is shown in Eq. 4.12
Player B Oddments

9 7 6
Player A (4.12)

5 11 2

Oddments: 4 4
Step 3: The probabilities for each row are calculated. Let x and (1 — x) be the
probabilities of the selection of strategies of player A, and y and (1 —y) be the
probabilities of the selection of strategies of player B as shown in Eq. 4.13.
Player B Probabilities

9(1411) 7(1412) X
PlayerA (4.13)
5(1421) 11(1422) (1-X)

Probabilities: y (1—1y)
The calculation of probabilities  and (1 — ) are shown in Eq. 4.14 and 4.15.

A22 - A21 3

v (A1 + Agg) — (Arz + An) ! (4.14)
(1—2x)= i (4.15)

Probability y and (1 — y) calculation is given by Eq. 4.16 and 4.17.

Agy — Aio 1
= = — 4.16
Y (A11 + Ago) — (Ara + Aay) 2 ( )
1
(1-v)= (4.17)

Based on the above-discussed toy example, the probabilities of the attacker’s and
the defender’s strategies can be calculated with the help of Eqgs. 4.9 and 4.10.

These are discussed in the next Section.

4.3.1 Probabilities of attacker and defenders strategies

The attacker has two strategies: regular attack and sophisticated attack. The
defender has three strategies: signature-based detection, anomaly-based detection,
and honeypots. Seven possible cases are delineated from the given strategies and

shown in Table 4.5. Case 1 to Case 7 are discussed as follows:
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Table 4.5: Description of different cases

Cases Defender’s Strategies

Case 1 | Signature | Anomaly Honeypot

Case 2 | Signature | Anomaly and Honeypot

Case 3 | Anomaly | Signature and Honeypot

Case 4 | Honeypot | Signature and Anomaly

Case 5 | Signature Anomaly
Case 6 | Signature Honeypot
Case 7 | Anomaly Honeypot

Case 1: In this case, the defender uses signature-based, anomaly-based, and
honeypot-based strategies separately. The probability by which the attacker at-
tacks the cloud with regular attack and sophisticated attacks is given by f and
(1-f), respectively. The defender performs the signature-based, anomaly-based,
and honeypot-based monitoring with the probability of %, % and £. The proba-
bility of both the modules of IDS is taken the same and more than the honeypot.
Sophisticated attacks are relatively more challenging to perform than regular at-
tacks. Hence, the attacker would choose the regular method more often than the
sophisticated attacks. The updated total benefits of both defender (Upsa,) and
attacker (Ugasqn) With the probabilities are represented by the Eq. 4.18 and 4.19
respectively.
2p

Upsar =CENNU(D) + () AVia(D) + (B)(HVis(D)

F D) = NOn(D) + (D)1~ V(D) + (B)(1 ~ F)Us(D)

(4.18)

Ussan = CENEU(A) + CEYNU(A) + (B (1)U (4)

F D) = N0n(A) + (Y1 = F)U(A) + E)1 = )Tl 4)

(4.19)

The partial derivatives of defender payoffs (Ups.n) and attacker’s payoff (Uasan)
w.r.t probability p and f respectively is given by Eq. 4.20 and Eq. 4.21:

aUaz:ah _ %f[Bds(t) FV][20 — 20 +4] + 27’%‘[}3%(10 F V()] o
ApEay(t) — pV (t) — gﬂhp(t) —0
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2p

Wasan _ PIGal) g o, 4 1 4 pGas(t) — pRus(t) — 5 0Gau(t) =0 (4.21)

af 5

By solving Eq. 4.20 and 4.21, p, f, (1 — f) are determined as:

p =00 (4.22)
2x
I = Sea—a-m"
1

21 = 2a +9][Bas(t) + V(1)]

(4.23)

[4E;qs(t) + Hpp(t) + 5V (t)]

I e
1=£)= (2u —2a +7)

1
L Bu = 2a A Bam + vy Dt F Hip(D) 5V (D)

(4.24)

Case 2: The signature-based IDS works individually, while anomaly-based and
honeypot work in coordination. The probability of using signature-based is given
by s, and the combined probability of anomaly and honeypot is given by (1-s).
The attacker has the same strategies, namely regular attacks and sophisticated

attacks with g and (1-g) probability. The defender strategy is given by Eq. 4.25:

Ups = (s)(9)U1n(D) + (s)(1 = 9)Ux (D) + (1 = 5)(9)[Ur2(D)+

(4.25)
Uis(D)] + (1 = 5)(1 = g)[Uz2(D) + Uns(D)]
The payoff of the attacker is given by Eq. 4.26:
Uas = ()04 + ()1 =)0 d) + (1 =)@V

Urs(A)] + (1 = s)(1 = g)[Uz2(A) + Uns(A)]

To maximize the payoff, the partial derivative is done of Upg and Uus wrt s and

g respectively.

aggs = sguBas(t) + sguV (1) + sV (t) + g7Bas(t) + 97V (t)—
$97Bas(t) — sgyV (t) — saBs(t) — saV (t) + sHpy(t)— (4.27)
gaBys(t) — gaV (t) + sgaBgs(t) + sgaV (t)
OUxs

gy = 1Gult) ~shGu(t) + 50Gu) ~26u(0) = nCulirt

9aG o (t) — sguGar(t) + sg7Gar(t) — sgaGar(t) — aGar(t) — 2R e (1)
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Solving Eq. 4.27 and 4.28, we get s, (1-s), g and (1-g) as follows:

1

§=—- (4.29)
Ht o=y
v —
l—§)= ——— 4.30
(-9 = (4.30)
gty V(t) 3 Hyp(t)
p—y—a  (p—7—a)(Bu(t)+V(E) (=7 —a)(Baslt) + V(1))
(4.31)
a V(t)
l—g)=—— — |1 — —
1-9) p=o—a | (k= — a)(Bus(t) + V(1))
(4.32)
th(t) ]
(k=7 —a)(Bas(t) + V(1))
. .. V(t) Hp,(t) .
For simplicity, (M—’Y_a)(B(ds(t)"FV(t)) - (M_’Y_a)(ths(t)‘f'V(t)) is represented by ¢. So, Eq.
4.31, becomes:
— v — 2«
g=H"772 4 (4.33)
p—7—a
and Eq. 4.32, becomes:
Q@
l-g)=—"——-[1-9] (4.34)

p—7—a
Case 3: The anomaly-based IDS works individually, and the signature-based
IDS and honeypot work together. r is the probability of anomaly-based detection
and (1-r) is the probability of honeypot and signature-based detection. Here, ¢
and (1-q) are the probabilities of RA and SA, respectively. The payoffs of the
Defender and the Attacker are given by Eq. 4.35 and 4.36 respectively:

Upa = (r)(q)U12(D) + (r)(1 = )Ux(D) + (1 = 7)(g)[Unn (D) + (4.35)

Uis(D)] + (1 = r)(1 = q)[Ux(D) + Uzs(D)]

Uaa = (r)(@)Ur2(A4) + (r)(1 — q)Us2(A) + (1 = r)(@)[Un1 (A)+

Ui3(A)] + (1 = 7)(1 = q)[U21(A) + Uzs(A)]

The partial derivatives of the calculated payoffs are calculated by taking partial
derivatives of Upa wrt r (Eq. 4.37) and Uas wrt q (Eq. 4.38).

(4.36)

OUpa
or

Bas(t) = 2qV (t) — q7Bas(t) + a7V (8) — qH(t) — rquBas(t) — rauV (t)— (437)
rgyBas(t) — rqyV (t) + rHpy(t) + qEias(t) + 2qV (t) + qHpp(t)

=raBys(t) —rV(t) + raV(t) — rqaBgs(t) — rqaV(t) + ru
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OUpsx
9 =1rGu(t) — raGu(t) — rRu(t) + rqaGu(t) — pgGu(t) — qa (438)

Gar(t) + 1quG o (t) + rqyGar(t) + 2Gai(t) — 2Rar(t) — 2rGar(t) + 2r Ry (t)

Solving Eq. 4.37 and 4.38, we get r, (1-r), ¢ and (1-q) as follows:

e (4.39)
_ KT
(1-n =L (4.40)
go Pt V() +
Y+ pta  (pty+a)(Bat) + V(1) (4.41)
th(t) .
(1 + v+ a)(Bas(t) + V(1))
e o
A e RO SO (4.42)
Hyy (1) |

7+ ) (Bal) TV (D)

V(t) Hyp(t) .
The term T BTV T (MﬂJra)(g’ds orvay 18 represented by €. The Eq. 4.41
becomes: N
— Vfiﬂ—la +e (4.43)
The Eq. 4.42 can be represented as:
Q@
(1—Q):—7+M+a+[1—€] (4.44)

Case J: The signature and anomaly-based work together with probability (1-z)
and the honeypot works individually with probability z. The attacker attacks
with two choices, regular attack with probability y and sophisticated attack with
probability (1-y). The defender’s payoff is given by Eq. 4.45:

Upr = (2)(y)U13(D) + (2)(1 — y)Uss(D) + (1 — z)(y)[Unn (D) +

(4.45)
Ur2(D)] + (1 = 2)(1 = y)[Ua1(D) + Uzz(D)]
The payoff of the attacker is given by Eq. 4.46:
Uar = (2)(y)U13(A) + (2)(1 — y)Uszs(A) + (1 — 2)(y) [Un (A)+ (4.46)

Ura(A)] + (1 = 2)(1 — y)[Ua1(A) + Usz(A)]
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The partial derivatives of the defender are given by Eq. 4.47.

oU
8?{ZWWRMQ+MMV®—Wwa_mV@_mwﬁﬁw_wmtM4U

V(t) — xaBgs(t) + 22V () — xaV (t) + 20 E;qs(t) + zyaBas(t) + zyaV (t)

The partial derivatives of the attacker are given by Eq. 4.48.
OU s
dy
YHGlar(t) + 2yuGlar(t) + 2Gas(t) — 2Ru(t) — aGur(t) — 220G (t)+  (448)
20 Rt (t) + 2aGat(t) + yaGu(t) — vyaGa(t)

= —2yyGu(t) + G (t) — TRy (t)—

By solving Eq. 4.47 and 4.48, x, (1 — x),y, (1 — y) are calculated as:

g

S (4.49)
__n-a
“‘x»_u—v—a (4.50)
e 40

Y e T h—a)Ba) V) (4.51)

Hi (1) ) 2Bias (1 |

(= 11— a)(Ba®) + V(H) (7~ a)(Bas() + V(D)
S Vi)

=y = e T - o B V) (4.52)

iy 1) 2ae(0) |

i (v == a)(Bas(t) + V() (v —p —a)(Bas(t) + V(t))]

v(t) Hpp(t) _ 20,45(t) : i
BV T @) B 0TV () (Bas () 1V 1S TEP
resented by o. The Eq. 4.51 becomes:

For simplicity, i

_ Y- k-2

Yy 7—u—a+a (4.53)
(1-y)= W—_a+[1—0] (4.54)

Case 5: Either the defender system chooses to detect the attack with the
signature-based method or the anomaly-based method. The probability with
signature-based detection is given by a, and the probability for anomaly-based
is given by (1-a). The attacker attacks with a regular attack by the probability
of b and with a sophisticated attack with the probability of (1-b). The defender
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payoffs are given by Eq. 4.55.
Upsa = (a)(b)Un (D) + (a)(1 = b)Ua (D) +
(1 —a)(0)Ur2(D) + (1 — a)(1 — b)Uxn(D)
The payoff of the attacker is given by Eq. 4.56:
Unsa = (a)(0)U11(A) + (a)(1 = 0) U1 (A)+
(1 —a)(b)Ur2(A) + (1 — a)(1 — b)Uxn(A)
The partial derivatives of the defender are given by Eq. 4.57.

aZ—]Dsa
Ja
abaV (t) — aaBys(t) — aaV (t) — baBys(t) — baV (t)

= abuBys(t) + abaBgs(t) + abuV (t)+

The partial derivatives of the attacker are given by Eq. 4.58.

aUAsa
ob

= —abuGu(t) + 1 — aGu(t) — Ru(t) + ax
Gat<t) + bO{Gat(t) — abO{Gat(t>

By solving Eq. 4.57 a, (1 — a) are calculated as:

o«
13 et

a

1

(1) =t

By solving Eq. 4.58 b, (1 — b) are calculated as:

1L

h=
n+ o

Q

(1_b>:u+a

(4.55)

(4.56)

(4.57)

(4.58)

(4.59)

(4.60)

(4.61)

(4.62)

Case 6: The defender system chooses to detect the attack with the signature-

based or the honeypot-based method. The probability with signature-based de-

tection is given by j, and the probability for honeypot based is given by (1-j).
The attacker attacks with the regular attack with the probability of £ and with a
sophisticated attack with the probability of (1-k). The defender payoffs are given
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by Eq. 4.63.
Upsh = (7)(k)U11(D) + (7)(1 — k)Uxn (D)+
(1 =a)(b)Ui3(D) + (1 — a)(1 = b)Uss(D)

The payoff of the attacker is given by Eq. 4.64:

Uash = (a)(0)U11(A) + (a)(1 = b)Uar (A)+
(1 —a)(b)Ui3(A) + (1 — a)(1 — b)Us3(A)

The partial derivatives of the defender are given by Eq. 4.65.

= jkpuBas(t) + jkuV (t) + kyBas(t) + kyV (t)—
kv Bas(t) = GV (t) = Hyp(t) = V(1) + jHip(t) = j Eias(t)
The partial derivatives of the attacker are given by Eq. 4.66.

8UvAsh

8[{; = —jk',uGat(t) — k”}/Gat(t> — jkGat(t) + jk'OéGat(t>+

JkRat(t) + Gut(t) — Rar(t) + jkGai(t) — jkrat(t)

By solving Eq. 4.65 j, (1 — j) are calculated as:

j=—
v
7

1—j) =t
( ) w="
By solving Eq. 4.66 k, (1 — k) are calculated as:

EidS(t) — th(t)

H—="
_h== Eias(t) + Hpp(?)
="

k=

(1—F)

(4.63)

(4.64)

(4.65)

(4.66)

(4.67)

(4.68)

(4.69)

(4.70)

Case 7: The defender system chooses to detect the attack with the anomaly-

based or the honeypot-based method. The probability of anomaly-based detection

is given by u, and the probability for honeypot based is given by (7-u). The at-

tacker attacks with a regular attack by the probability of v and with a sophisticated
attack with the probability of (1-v). The defender payoffs are given by Eq. 4.71.

Upan = (u)(v)Uia(D) + (u)(1 — v)Use(D)+
(1 —w)(v)U3(D) + (1 — u)(1 — v)Uas(D)
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The payoff of the attacker is given by Eq. 4.72:

Usan = (a)(b)Uir2(A) + (a)(1 — b)Usz(A)+

(4.72)
(1 =a)(b)Uis(A) + (1 —a)(1 — b)Usz(A)

The partial derivatives of the defender are given by Eq. 4.73.

aUvDah
= vyBys(t) + vV () — uvyBys(t) — uvaV (t) + uaBys(t)+
o = B0+ eV (0~ wn Bat) — waV () waBaiy

uaV (t) — uvaBys(t) — uvaV (t) — Hpy(t) — V()

The partial derivatives of attacker assuming Hy,(t) is equal to Eq4(t) is given by
Eq. 4.74.

OU 4q
# = uGar(t) + uvaG oy (t) — uyGai(t) + uvyG oy (t) + Gar(t) — Rai(t)
(4.74)
By solving Eq. 4.73 u, (1 — u) are calculated as:
w=—1 (4.75)
v+ o
o'
1—u)= 4.76
(1-u) = (4.70
By solving Eq. 4.74 v, (1 — v) are calculated as:
v=—2 4.77
Caty (4.77)
~
]_ — e
(1—wv) o (4.78)

There can be another case in which the defender is at rest, and one of the signature-
based, anomaly-based, or honeypots is working. But, as the attacker always
chooses to attack, resting the defender could be a considerable risk. Hence, the
NE is computed to find the stable solution from the above-stated cases. The
GTM-CSec game model helps the detection system to secure the cloud efficiently.
The steps of execution are shown in Algorithm 4.1.

The payofts of the defender and attacker are represented in general as Up and
Uya. It corresponds to the payoffs of the respective cases. The values of parameters
(Step 1 of Algorithm 4.1) are taken as input to the game model (see Table 4.1).
From the input values, the game model calculates the payoffs of the defender
U;;(D) and the attacker U;;(A) and constructs their payoff matrices M, and M/

respectively. If the pure strategy NE exists, the game model passes the solution
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to the decision-maker, and the particular detecting module tackles the attack.
Else, update the payoffs of the defender and the attacker with probability £ and
[ respectively (See Step 8). Calculate the payoffs and derive the mixed strategy
NE. In Step 10, pass the results to the decision-maker and execute the delineated
strategy. To test the effectiveness of the GTM-CSec Algorithm, its performance
is tested against the attacker. The results obtained are discussed in the following

Section.

Algorithm 4.1 GTM-CSec Algorithm to tackle external security attacks in cloud

Input: Bys(t), V(t), Eias(t), Hnp(t), Rat(t), Gar(t) and W ().
Calculate: U;;(D) and U;;(A).
Construct: M}, and M.
if Pure Strategy NE then Goto Step 11.
end if
Else Input: u,a,y
for Case 1 to 7 do
Update Uij (D) and UZJ<A) with £ and L
Find mixed strategy NE.
end for
. Start the accurate detection module.

—_ =
— O

4.4 Results and Discussions

The Cases 1-7 discussed in Section 4.3.1, after applying game theory, the following
Nash Equilibrium Solution (NES) for the defender Sp and the attacker S, are
computed. These are shown in Eqs. 4.79 and 4.80.

Sp=[p,(1—=p),s,(1—=s),r,(1l—=r)z(1—2x),a (1—a),j(1—7)),u,
. n v—a a ety v
( —U)]—[ T ) ) 5 (479)
pt+roao—v y—p—ay+puta y+ut+tao yt+a—u
f—a o 1 v f ol a
p—y—a pta ptay—pp—y y+a aty

SA: [fa(l_f>7g7(1_g>7Q7(1_Q)7y7(1_y>7b7<1_b)7k7(1_k)7va<1_v>]

p——2a o p+y o
R - e (1),
w—y—« w—"y—a« Y+ uta Y+ u+a
vopm2 e gy b o Balt) - Hyl),
T H— TR Pt o pt o B=7
= — Eigs(t) + Hpp(t) « 7]
p=" aty yta
(4.80)
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If the values of both probabilities for each case come out to be equal, then the
attacker and the defender have the maximum benefits. The simulation environ-
ment is built in Python script to verify and validate the GTM-CSec model. The
algorithm is set up along with payoff functions and probabilities. The detection
rate of defender system (u, a,y) is 0 to 0.99 (i.e., 0% - 100%). The asset’s value
should be equal to or less than the gain. Otherwise, there is no point in defending
the asset because the defender will gain less than the asset’s value. The simula-
tion is run for several hours, and one instance of 120 seconds is tested for Case
2.3,4,5,6,7 as shown in Figure 4.4 as the Case 1 got rejected in NES. Both the
players compete with each other along with their strategies. The values generated
are stored and analyzed. In Case 1, the probability of the detection comes out
to be infinite, which means if the defender waits long enough, it can detect the
attack. Since the attack must be detected soon, this case is unfavorable for the
defender. So, this case is rejected. The probability values of Case 2 are pro-
portional to the signature-based module detection rate, and the combination of
anomaly-based and honeypot depends directly on their respective detection rates.
It is represented by Figure 4.4a. Similarly, in Case 3 and Case 4 represented
in Figure 4.4b and 4.4c, the probabilities of the functioning of detection modules
are directly proportional to their detection rates. The more the detection rate
of the module for the particular instance more will be chance of its working to
defend against the attack. In Case 5, if the value of u is fixed, and the value of
« increases, the a = b = /ﬁ increases as shown in Figure 4.4d. It indicates the
detection accuracy of the anomaly detection method increases. Then, the rational
attacker will try to reduce the probability by adopting a sophisticated method,
ie, b= ﬁ From the defenders’ perspective, the probability of signature-based
detection will increase after the attacker’s strategy. If the value of p is fixed, the
greater the «, the greater will be a = b = uj%a So it increases the probability
of a signature-based method, so the attacker will adopt a regular method to at-
tack. In Case 6, the payoff of the defender remains steady. The defender is not
gaining, and the sudden peak in the attacker’s payoff shows the successful attack.
This case is not favorable for the defender. In Case 7 which is shown in Figure
4.4e, if the value of « is fixed, and the value of v increases, the u = v = 7—13
increases. It indicates the detection accuracy of the anomaly detection method
increases. Then, the rational attacker will try to reduce the probability by adopt-
ing a sophisticated method, i.e., b = ;ﬁ From the defenders’ perspective, the
probability of signature-based detection will increase after the attacker’s strategy.

If the value of i is fixed, the greater the «, the greater will be u = v = vj%a So it
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increases the probability of a honeypot-based method, so the attacker will adopt

a regular method to attack. The players’ payoffs for Case 7 are shown in Figure
4.4f. The GTM-CSec chooses the best strategies out of the delineated strategies.
The trends in Figure 4.4 show that Case 2 is very effective against the attacker

for this particular instance.
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Figure 4.4: Comparison of the attacker and defender’s payoffs.

The payoffs of the defender in Case 2 are more than the attacker, which means
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the defender is winning the game. So, for this particular instance, the defender
system will automatically turn on the signature module and the combination of
anomaly and honeypot. Similarly, the GTM-CSec model will calculate the payoffs

and start the best-suited module for the next instance.

4.5 Summary

This Chapter proposes a non-cooperative game model (GTM-CSec) in which
attack-defense scenarios are illustrated. The attacker has two strategies i.e. reg-
ular attack and sophisticated attack. Similarly, the defender has three strategies
i.e. signature-based, anomaly-based, and honeypot-based detection methods. The

following conclusions are made:

e The game model finds the pure or mixed strategy NE according to the sce-

nario.

e The simulation results show the GTM-CSec model is very effective in de-

fending against the attacker.

e Instead of using all three detection modules, the GTM-CSec algorithm chooses
the best module for attack detection. This leads to an increase in the ability

of the defender to tackle the attack most efficiently and intelligently.

e The GTM-CSec model is an independent module. Due to that, it can be
easily implementable in real systems by coupling the game module with

existing IDS and honeypots.
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Chapter 5

BOGTA Model: Bayesian Optimized Game-
Theoretic Approach

In this Chapter, Game Theory and Bayesian Optimized Deep Learning approaches
are used to eliminate the shortcomings of the GTM-CSec model. The graphi-
cal method of game theory optimizes the decision-making process of the proposed
model BOGTA by eliminating the least significant Strategy of the IDS. The hyper-
parameter tuning with Bayesian optimization further enhances the accuracy and
detection rate of the Intrusion Detection System (IDS). Also, it lowers the FPR
of the IDS. It is validated and tested on three datasets, namely UNSW-NB15, CI-
CIDS, and Bot-IoT. The results show that BOGTA is more accurate and takes less
computation time than GTM-CSec. The comparative analysis of IDS and BOGTA
is done. After analysis, it is observed that the overall performance of IDS is better

than the existing models.

5.1 Overview of BOGTA

The vast application areas of cloud computing pose an enormous security risk to
cloud servers and other resources. Different hardware devices like IDS, Firewalls,
and software like anti-virus are used to tackle these attacks. The GTM-CSec
model (discussed in Chapter 4) defends against external attacks on the cloud en-
vironment, but its few limitations should be addressed to make it more efficient.
In this work, the proposed model BOGTA covers every possibility of working each
defender system module (signature, anomaly, or honeypot) in a single cycle. The
graphical method of game theory reduces the time complexity of the model. A
Bayesian Optimised Deep Neural Network technique is used to optimize the model
to a greater extent, and hyperparameter tuning is done. Three different datasets
for different detection modules are considered to train and test the IDS. The de-
tection rate, accuracy, payoffs, and false positive rate are calculated and compared
with the existing models. To test the signature-based module, the UNSW-NB15
dataset is used [175]. The anomaly-based detection is tested on a CICIDS dataset
[176]. The Bot-IoT dataset tests the Honeypot module [177]. The BOGTA model
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is discussed in the next Section. The BOGTA framework is shown in Figure 5.1.

The User Layer consists of the end-users, devices, and attackers. The Network
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Figure 5.1: BOGTA deployment framework
Layer connects the User Layer with the Security Layer, where the defender sys-
tem monitors the unfiltered traffic. The IDS has two modules signature-based and
anomaly-based. Honeypots are also deployed in the network to catch malicious
packets. BOGTA is divided into four phases Game Theory, Preprocessing, Feature
Elimination, and Bayesian Optimization DNN. These four phases are discussed
in detail throughout the Chapter. The filtered traffic from the defender system is

sent to the Cloud Layer for safe computing.

5.1.1 Motivation

The ever-expanding horizons of cloud computing’s applications underscore its pro-

found impact on various domains. The diverse landscape of cloud-based services
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and solutions demands a robust defense against potential security breaches. To
fortify these digital bastions, organizations deploy a spectrum of tools ranging
from specialized hardware devices like IDS and Firewalls to sophisticated soft-
ware solutions like anti-virus programs. This research endeavors to confront the
multifaceted security challenges embedded in cloud computing. It aims to de-
sign an innovative framework, christened as BOGTA (Bayesian optimized Game
Theoretic approach), empowered by Deep Neural Networks (DNNs) and Game
Theory. BOGTA cultivates a harmonious coexistence between these cloud secu-
rity components, optimizing their respective roles to create a robust line of defense.
Leveraging the predictive prowess of DNNs, the proposed model strategically al-
locates attacks to specific detection modules within the defender system, thereby

minimizing False Alarm Rate and elevating Detection Rate (DR).

5.1.2 Game Theory Approach in BOGTA Model

The mathematical representation of the suggested non-cooperative game model G
is as follows [178]:
G = (D,A)(Sd,Sa)(Ud,Ua) (5.1)

where Sd and Sa are the strategies space, Ud and Ua is the payoff functions for
the defender and the attacker, respectively. The strategy set for the attacker can
be represented as Sa = {Sa;, Say} and is given in Table 5.1.

Table 5.1: Attacker’s Strategies to Attack the Cloud

Representation | Strategy

Say Regular attacks
Sas Sophisticated attacks.

The defender’s strategy set can be represented as Sd = {Sdy, Sdy, Sd3} and are
elaborated in Table 5.2.

Table 5.2: Defender’s Strategies to Defend the Cloud

Representation | Strategy
Sdy Detection with Signature based IDS
Sdy Detection with Anomaly based IDS
Sds Detection with Honeypot.
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The terminology used to define the payoff functions is given by Table 5.3.
Table 5.3: Parameters to develop BOGTA

Description Symbol
Energy consumed by IDS €
Energy consumed by Honeypot Xh
Gain for successfully detecting Kq
Value of the assets under attack v
Resource consumption by attacker Pa
Gain for successfully attacking Ta
Waiting time cost for attacker Wq
Detection rate of IDS for signature 19
Detection rate of IDS for anomaly !
Detection rate of honeypot A

The main parameters considered are the energy consumption for the IDS (¢;)
and Honeypots (1), the gain or benefit (k;) the defender system gets by success-
fully detecting the attack and the value of the assets (v) under attack for particular
period (t). The assets can be any cloud resources, including a server, hypervisor,
virtual machine, or API. The detection rate of the signature and anomaly modules
is given by & and «, respectively. The detection rate of a honeypot is given by
A. The attacker attacks with some resources, which leads to the exhaustion of
the resources (p,) during the attack leading to the negative impact on its payoffs.
The attacker waits for some time which costs him (w, ). The gain (7,) which the
attacker gets after successfully invading the cloud adds up to the payoff of the at-
tacker. The whole model is designed considering the time parameter (¢) for which
the attacker attacks and the defender defends. The attack remains for a particular
time that is used with each parameter. The defender will respond to the attack at
the same time t. The attacker attacks with regular techniques already known to
the defender, and the defender monitors with the signature-based method. Hence
it will successfully monitor the attacks. The payoff of the IDS depends upon the
energy consumed and the benefit gained for the successful monitoring and is given
by Eq. 5.2:

Udy1 = kq(t) — €(t) (5.2)
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The attacker loses the resources he used because of the unsuccessful attack. The

payoff of the attacker is given by Eq. 5.3:
Uayr = —pq (5.3)

Similarly, there are payoffs for the other strategies. The complete payoff functions
of defender and attacker are described by Matrices Mp and M, as shown in Eq.
5.4 and Eq. 5.5 respectively.

ka(t) — e(t)  —e(t) — v(t)
Mp = —e(t) kal(t) — € (t) (5.4)

ra(t) = xn(t)  —xa(t) —v(t))

—pa(t)  Ta(t) = palt)
Ma= |7,t) = pa(t)  —palt) (5.5)
—pa(t)  Talt) = pa(l))

To calculate the Nash Equilibrium (NE), the scribing method is used [179].
The maximum benefit function is calculated with the help of Matrices Mp and
M 4. If the maximum benefit function of M, matches the corresponding element
of Mp, that is the pure strategy NE solution of this game model. The maximum
profits for attacker by Eq. 5.5 are the aqo, as; and age. Similarly, di1, dss and ds;
are the maximum profits for the defender from Eq 5.4.

An attacker’s most profitable strategy is launching a Sophisticated Attack
(SA) on the cloud. However, complex assaults cost more resources, and the at-
tacker cannot launch a fresh attack every time. Therefore, the defense will choose
to detect an abnormality, preventing the attacker. Since the defense has selected
the unorthodox approach, the attacker will next attempt to attack using the reg-
ular way. Again, the defense might select between the honeypot or signature
approach to thwart an attack. The system cannot be stabilized since no pure
NE strategy exists. To gain maximum benefit, the attacker will always choose
between Sa; and Sas, which means he will always choose to attack. The Regular
Attack (RA) can be readily executed with fewer assets and experience. The so-
phisticated attack is more complex to execute than the standard attack but has a
higher success rate. The defender’s tactics remain unchanged. Thus, the updated

game model is shown in Table 5.4.
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Table 5.4: Payoffs of defender and attacker

Sa,Sd Signature based Anomaly based Honeypot
RA "‘fd(t) - ei(t)7 _pa(t) —€ (t)v Ta(t) - pa<t) /{d(t) - Xh(t)> _pa(t)
SA | —a(t) — v(t)7a(t) = | mal)—ei(0), —palt) | —x(t)=0(0) 7a(6)-
Pa(t) Pa(t)

If the attacker attacks with a regular attack and the defender detect with
signature-based IDS. Then, the payoff function of the attacker for this scenario
can be given by Eq. 5.6.

Uay = (1 = &)7a(t) — pa(t) (5.6)

Similarly, for attackers, the payoff function can be represented in Eq. 5.7.
Udiy = Erg(t) — (1 = &v(t) — () (5.7)

The defender’s payoffs are given in Matrix (M},) in Eq 5.8.

Era(t)—v(t)(1-€)—ei(t) —ei(t)—v(t) Arig(t)—v(t) (1=X) —xn ()
Mp = [ ] (5.8)

—ei(t)—v(t) arg(t)—v(t)(1—a)—e;(t) —xhr(t)—v(t)
The attacker payoffs are given in Matrix (M) in Eq 5.9.

A-O7a(O=pa(®)  Tal®)=palt)  (1-N7a()=pa(®
My = [ ] (5.9)

TaO)=pa(t)  (1=a)ra(®)=pa(t)  Ta(t)—palt)

The BOGTA algorithm is discussed in Algorithm 5.1.

5.1.2.1 Graphical method to solve game theoretic model

The final payoff matrices are 3X2, which can be solved with the graphical method
of the game theory. The goal of the graphical method is to reduce the 3X2 matrix
into 2X2 so that it can be solved by the saddle point method. The steps of the
graphical method by considering a toy example are discussed as follows:

Step 1: The size of the payoff matrix is reduced by applying the dominance
property.

Step 2: Let x be the probability of selection of alternative 1 by player A and
(1-z) be the probability of selection of alternative 2 by player A as shown by Eq
5.10.
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Algorithm 5.1 BOGTA Algorithm to optimize GTM-CSec

—_ =
— O

12:
13:
14:
15:
16:
17:
18:

Input: kq(t),v(t), €(t), xn(t), pa(t), 7a(t) and wy(t).
Output: Increased Detection Rate, Decreased FPR
Begin

Calculate: Ud,;; and Ua;; where 1 > 4,5 < 2.
Construct: M}, and M.

if Pure Strategy NE then

Goto Step 17.

end if

Else

Input: & a, A

. x be the probability of the attacker and (1 — z) be the probability of the

defender

Calculate the updated Ud,;; and Uay;
Calculate min-max point

Eliminate the extra column of M}, and M.
Calculate the values of z and (1 — z)

Find mixed strategy NE.

Start the accurate detection module.

End

Player B

Player A (5.10)
ol3 -9 4|(1-2a)

The expected gain function of player A, relative to each of player B’s options, is

determined as shown in Table 5.5.

Table 5.5: Expected Payoff Function and Gain of Both Players

A’s expected gain
B’s Alternative | A’s expected Payoff function
r=0 r=1
1 —4dr+3(1 —2)=—-Tzr+3 3 —4
2 20 —9(1 —z) =11z -9 -9 2
3 —6x +4(1 —x) = —10x + 4 4 —6

To accomplish this, the column values of B’s alternatives are multiplied by

the probabilities of their selection by player A. For instance, the first alternative
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of player B is column 1, so multiply —4 with z and 3 with (1 — z) and add the
resulting expression to obtain the expected payoff function for player A. Similarly,
the second option for player B is column 2, so multiply 2 by  and —9 by (1 — )
and add them. Similarly, player B’s third option corresponds to column number
4, so multiply —6 by = and 4 by (1 — x) and add the results.

Step 3: The gain function on a graph by assuming a suitable scale is plotted. If
B selects the first alternative i.e. first strategy when z = 0, A’s expected gain is
3, and when x = 1, A’s expected gain is —4. If B selects the second alternative
i.e. second strategy when x = 0, A’s expected gain is —9, and when z = 1, A’s
expected gain is 2. If B selects the third alternative when = = 0, A’s expected
gain is 4; when x = 1, A’s expected gain is —6.

Step 4: The highest intersection point in the lower boundary of the graph, which
acts as the Maximum point as A is the Maximin player as shown in Figure 5.2.
The lower boundary is ABC, and the highest point among A, B, and C is B. This

intersection point B is called the Maximin point.

6+ +6
This Line represents 5T T°
Attacker’s expected  *1 I
payoff function when¢ z z
Defender selects the | L1
first strategy
-1+ F -1
2+ T -2
a3+ 1 3 ThisLine represents
44 - -4 Attacker’s expected
o : I> payoff function when
e rereers 7 oimin ]’y Deferdrhecthe
payoff function when 4% 1 Point -2

Defender selects the ~
second strategy

Figure 5.2: Maximin point of 3X2 Matrix by graphical method of game theory

Step 5: The two lines passing through the maximin point are considered to form

a 2X2 payoff matrix as shown in Eq. 5.11.

Player B
2 3
112 -6
PlayerA (5.11)
21-9 4

After calculating the maximin point, the least effective strategy of the defender is

eliminated. The remaining 2X2 matrix can be easily solved by the game theory
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saddle point method. The calculated values are used to find the attacker and
defender payoffs. According to these payoffs, the most suitable module of the de-
fender system is used to detect the attack. The next step is to optimize the working
of IDS to increase the prediction and accuracy of detecting security attacks. It
is achieved by Preprocessing, Feature Elimination, and Bayesian Optimization,

which are discussed in the forthcoming Sections.

5.1.3 Preprocessing of Dataset to implement BOGTA

The dataset typically has noise and missing values and may be in an unsuitable
format, preventing its direct use in ML models. Data preprocessing is required
to clean the data and make it suitable for an ML model, improving its accuracy
and efficiency. For the three datasets, namely UNSW-NB15, CICIDS, and Bot-
IoT, the first 10% missing values are removed using na.omit function of RStudio.
na.omit searches for the rows having 10% missing values and deletes the complete
row. Further, the remaining missing values are imputed using KNNimpute func-
tion. KNNimpute fills the missing values by imputing the value from the nearest
neighbor. The data is pre-processed, and the relevant features are selected using

the feature selection methods discussed below.

5.1.4 Feature Elimination to Train BOGTA

Recursive feature elimination (RFE) eliminates irrelevant features by returning
optimal relevant features to the target variable. This technique starts with build-
ing a model on the complete set of features and calculates a rank for each feature.
The features with the minor rank are removed, the model is rebuilt, and the rank
is computed for the remaining features. This is repeated until the desired sets of
features are achieved. Therefore, it will return the essential features by recursively
eliminating the minor important features [47]. By doing so, all model dependencies
and col-linearity exits are eliminated. Once the features are selected, the model
training uses a Bayesian Optimized Deep Neural Network (DNN), discussed in the

next Section.

5.1.5 Bayesian Optimisation of BOGTA

DNN consists of more than one hidden layer (h). Each input, hidden, and output
layer consists of neuron-like nodes. The i** layer’s output is the input for the ;™

layer. Applying functional transformations and activation functions with weights
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(w; ;) and bias (b) values yields the final output y. For example, the following Eq.
5.12 yields the output y.

K
= FO _(wigja; + bi) (5.12)
k=1

where h represents the hidden layers, z; represents the input at layer ;™ w;;
represents the weights, and b represents the bias value. In the equation, the acti-
vation function is nonlinear. Various activation functions, such as tanh, Rectified
Linear Unit (ReLU), and sigmoid, can be used to perform various computations.
The current study uses a ReLU activation function with five hidden layers. The
hyper-tuning of parameters is done using the Bayesian Optimization technique
to improve the performance of the trained model. Three techniques are available
to optimize the hyperparameters: Grid Search, Random Search, and Bayesian
model-based optimization. The comparison of these three techniques is given in
Table 5.6. The lowest score is depicted by +, and + + + is the highest. Bayesian

Table 5.6: Comparison of Hyperparameter techniques

Hyperparameter Ease of | Less Compu- | Better Re-
technique Approach tational Cost sults

Grid Search +4++ RIS +

Random Search +++ 4+ 4+
Bayesian Optimisation | ++ +++ R

Optimization performs better than the other two techniques because it is a sequen-
tial model-based optimization algorithm that uses the previous iteration’s results
to determine the next set of candidate hyperparameter values. This method se-
lects the next set of hyperparameters to improve the model’s performance instead
of mindlessly searching the hyperparameter space (as in grid search and random
search) [180]. This process is repeated iteratively until it converges on an optimal
solution. Bayesian optimization generates a probabilistic model by associating
hyperparameters with the probability that the objective function will be met.
The workflow of Bayesian optimized DNN is shown in Figure 5.3. The Bayesian
approach, as compared to random or grid search, keep track of past evaluation
results, which are used to form a probabilistic model mapping hyperparameters

to a probability of a score on the objective function given by Eq. 5.13.

P(score | hyperparameters) (5.13)
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Figure 5.3: Workflow of Bayesian Optimised Deep Neural Network

The Algorithm of Bayesian Optimization is given in Algorithm 5.2.

Algorithm 5.2 Bayesian Optimization

1: Input: Training Dataset D = {p,, ¢, }_, Acquisition function o
2: Output: maz(o)

3: Begin

4: Fori=1ton do

5. Optimize the Acquisition function fn

6: Calculate p; using p; = argmax,o(p|D1.;—1)

7. Calculate objective function i.e. ¢; = f(p;)

8: Update posterior of function fn by adding Dy.; 4

9: End For

10: End

The Bayesian approach builds a probability model of the objective function
and uses it to select the most promising hyperparameters to evaluate the true
objective function. To model the hyperparameters that yield the best score on the
validation set metric, Eq. 5.14 is used [181].

" =arg (min) f(z) (5.14)

TEXH

Here f(x) represents an objective score to minimize RMSE or error rate evaluated

on the validation set; x* is the set of hyperparameters that yields the lowest value
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of the score, and x can take on any value in the domain X. The flowchart of
the BOGTA is discussed in Figure 5.4. The traffic is passed through the Game
Theoretic Model and used to generate a dataset to train and test the IDS. The
Game Theoretic Model checks NE and starts the most optimal detection module
of the defender System. The filtered traffic is sent to the cloud servers.
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No Attack
[ Attack J [ o Atac } [ Attack
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Figure 5.4: Flowchart of the BOGTA

5.2 Analysis of BOGTA

The analysis of the BOGTA model can be done by discussing three strategies of

the defender system. These are discussed as follows:
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Strategy 1: Either the defender system chooses to detect the attack with the
signature-based method with probability z or the anomaly-based method with
probability (1-z). The attacker attacks with a regular attack by the probability
of y and with a sophisticated attack with the probability of (1-y). Eq. 5.15 gives

the defender’s partial derivatives.

W0t ytina(t) + wyomalt) + w€v(t) +ay (5.15)

av(t) — xakg(t) — zav(t) — yarg(t) — yau(t)
The partial derivatives of the attacker are given by Eq. 5.16.

a(]Asa
dy

= —xylta(t) + 1 — at,(t) — pa(t) + xaT,(t) + yar,(t) — zyat,(t) (5.16)

By solving Eq. 5.15 z, (1 — x) are calculated as:

o §

v E+a’ (1-2) +a (5.17)
By solving Eq. 5.16 y, (1 — y) are calculated as:
& Q
Y +a (1=y) +a (5.18)

Strategy 2: The defender system chooses to detect the attack with the signature-
based probability of z or the honeypot-based probability by (1-z). The attacker
attacks with the regular attack with the probability of y and with a sophisticated
attack with the probability of (1-y). The defenders derivative is given by Eq. 5.19.

OUps
gf; " = wytra(t) + 2y€o(t) + yhralt) + yro(t)— (5.19)

TYAka(t) — wyAv(t) — xu(t) — v(t) + oxR(t) — vei(t)

The partial derivatives of the attacker are given by Eq. 5.20.

8UvAsh -
9y Y€1 (t) — yAa(t) — 2y7a(t) + 2y00 (5.20)

Ta(t) + 2Ypa(t) + Ta(t) — pa(t) + 2y7a(t) — 2YRAL(T)

By solving Eq. 5.19 z, (1 — x) are calculated as:

A

pE (1-2)=—= (5.21)

§
-

Tr =
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By solving Eq. 5.20 y, (1 — y) are calculated as:

_alt) — xal)
£—\

_ A —e(t) + xalt)

r— (5.22)

Strategy 3: The defender system chooses to detect the attack with the anomaly-
based with z probability or the honeypot-based method by the probability of
(1-z). The attacker attacks with a regular attack by the probability of y and with
a sophisticated attack with the probability of (1-y). Eq. 5.23 gives the partial

derivatives of the defender.

aUDah
= YAkq(t) + y \vo(t) — xyky(t) — t) +
ot = PRl) () s eyt £

Kq(t) + zav(t) — xyaky(t) — zyav(t) — xn(t) — v(t)

The partial derivatives of attacker assuming y,(t) is equal to Ey(t) is given by
Eq. 5.24.

aU'Aah
dy

= xaT,(t) + xyar,(t) — e AT, (1) + 2yA7a(t) + 70(t) — pa(t) (5.24)

By solving Eq. 5.23 z, (1 — x) are calculated as:

,(1—2)= (5.25)

By solving Eq. 5.24 y, (1 — y) are calculated as:

«Q A

e 1— e
Y Oz—l—)\’( v) A+«

(5.26)

The calculated values are used to find the attacker and defender payoffs. The
model is analyzed after developing the BOGTA model with game theory, ML, and
DL techniques. To validate the working of BOGTA, its effectiveness is proven
mathematically and is tested on real-time datasets comprising UNSW-NB15, CI-
CIDS and BOT-IoT. The results are discussed in the next Section.

5.3 Results and Discussions

This Section is divided into two parts. In the first part, mathematical validation
of BOGTA is done by analyzing and comparing the payoffs of the attacker and
the defender. In the second part, the BOGTA model is tested on three real-time
datasets to check the accuracy, detection rate, and FPR of the IDS.
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5.3.1 Mathematical validation of BOGTA

The Game Theory model is implemented in Python to verify and validate the
proposed model. Both players’ payoffs are calculated. The graphical method to
solve the 2X3 matrix selects the best Strategy out of the three. The BOGTA

model is compared with the GTM-CSec model as shown in Table 5.7.

Table 5.7: Comparison of GTM-CSec and BOGTA

GTM-CSec

BOGTA

Solved game model in 7 cycles

Solved game model in a single cycle

It takes more time to make a decision

Takes less time to make a decision

No Optimisation with modern tech-
nique

Optimisation done with Optimised
Bayesian DNN Model

Not implemented on a real-time | Implemented on three real-time
dataset datasets

Only payoffs of the defender are cal- | DR, Payoffs, Accuracy, and FPR are
culated calculated

The payoffs of the attacker and defender for the GTM-CSec Model are depicted
in Figure 5.5 and for BOGTA in Figure 5.6. The graphs show that the payoff of
the defender remains higher in BOGTA compared to the GTM-CSec. Both models
are tested on several iterations to evaluate the execution time they take to start
the accurate module of the defender system. Figure 5.7 shows that the BOGTA
takes significantly less time than the GTM-CSec Model.
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Figure 5.5: Payoffs of attacker and defender of GTM-CSec
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Figure 5.6: Payoffs of attacker and defender of BOGTA
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Figure 5.7: Comparison of BOGTA and GTM-CSec about execution time

5.3.2 Validation of BOGTA with real-time datasets

The game theory model is validated using Bayesian Optimised DNN. Three real-
time datasets comprising UNSW-NB15, CICIDS, and BoT-IoT are collected, which
were then preprocessed using na.omit and KNNImpute function. The description
and the results gathered from the datasets are discussed as follows:

UNSW-NB15: 1t consists of nine types of attacks, namely, Fuzzers, Analysis,
Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms [182].
Therefore two classes were there, one for attacks and the other for normal sam-
ples. UNSW-NB15 has 175,341 and 82, 332 training and testing instances with 49
features. Figures 5.8 show the accuracy and detection rate comparison of BOGTA
with Kumar et al. [183] on the UNSW-NB15 dataset. The results show BOGTA

118



has performed better with a 10.29% increase in accuracy and a 9.66% increase in

the detection rate of the signature-based module of IDS.

UNSW-NB15
105
99.98
100
95.12
g % 90.32
@ 90
2 84.83
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75
Accuracy Detection Rate
Performance Parameters
B UNSW-NB15 Kumar et al. B UNSW-NB15 BOGTA

Figure 5.8: Comparison of Accuracy and Detection Rate of BOGTA on
UNSW-NB15 with Kumar et al.

CICIDS: The dataset contains benign and the most up-to-date common attacks,
which resembles the actual real-world data (PCAPs) [176]. CICIDS has divided
into 93,500 and 28,481 training and testing samples, respectively, with 49 fea-
tures. The results are shown in Figure 5.9. BOGTA outperforms the existing
model, R. et al. [184] with a 2.1% increase in accuracy and 3.75% increase in the
detection rate of the anomaly-based module of the IDS.

Bot-IoT: 1t includes DDoS, DoS, OS and Service Scan, Keylogging, and Data
ex-filtration attacks, with the DDoS and DoS attacks further organized, based on
the protocol used [185]. To ease the handling of the dataset, we extracted 5%
of the original dataset via select MySQL queries. The extracted 5% comprises

CICIDS2017
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$
T 97 96 96.2
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m CICIDS2017 R et al. m CICIDS2017 BOGTA

Figure 5.9: Comparison of Accuracy and Detection Rate of BOGTA on CICIDS
with R. et al.
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Figure 5.10: Comparison of Accuracy and Detection Rate of BOGTA on Bot-IoT
with Lee et al.

four files of approximately 1.07 GB and about 3 million records. The collected
dataset is in the raw form, which needs to be preprocessed. Then RFE is used
to extract relevant features and passed to DNN for training. The dataset was
divided into 70% training and 30% testing dataset. The parameters of DNN are
hyper-tuned using Bayesian Optimization, and performance is evaluated on the
testing dataset. The results are generated and compared with existing techniques.
Figure 5.10 compares the BOGTA model with the existing model, Lee et al. [186].
The accuracy and detection rate of the honeypot module is 3.41% and 4.16% more
than the existing model.

The FPR of all three models on three datasets is presented in Figure 5.11. The
BOGTA has the lowest payoffs of all the existing methods [183], [184] and [186].
The plots depict that BOGTA has performed well with an accuracy of 95.12%,

False Positive Rate
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0.24

3
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Kumar et BOGTA Retal. BOGTA Leeetal. BOGTA

al.

UNSW-NB15 CICIDS2017 Bot-lot
Dataset

Figure 5.11: Comparison of False Positive Rate of BOGTA with existing models
(Kumar et al., R. et al. and Lee et al.)

98.1%, and 99.41% in the UNSW-NB15, CICIDS, and Bot-IoT datasets, respec-
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tively. The Detection Rate comes out to be 99.98%, 99.95%, 99.66%, and FPR
are calculated as 0.011%, 0.015%, 0.102% in signature, anomaly, and honeypot

module, respectively.

5.4 Summary

This Chapter is inspired by game theory and the Bayesian Optimised Deep Learn-
ing model and consists of three detection modules: signature-based, anomaly-
based, and honeypot-based. BOGTA assists the defender system in handling

external security attacks. The contribution of this Chapter is:

e A novel lightweight module based on game theory is developed to study the
non-cooperative behavior between the attacker and the defender in Cloud

Environment.

e The strategies of the attacker are analyzed with different strategies of the
defender, and higher payoffs of the defender as compared to the attacker
show the effectiveness of BOGTA.

e The overall performance of the IDS improves with lower time complexity,

higher detection rate, and lower false positive rate with BOGTA.

e The model is trained, implemented, and tested on UNSW-NB15, CICIDS
2017, and Bot-IoT datasets. The results show that BOGTA has taken sig-
nificantly less time to decide than GTM-CSec. The performance increased
drastically with an improvement of 9.66%, 3.75%, and 4.16% in detection

rates of the three modules.

e The accuracy is increased by 10.29%, 2.1%, and 3.41%. The FPR of BOGTA
is reduced to 0.01%, 0.026%, and 0.138%. The higher detection rate values
and lower FPR values depict the adequate performance of BOGTA.
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Chapter 6

GTA-IDS: Game Theoretic Model to En-
hance IDS Detection for Internal Cloud
Attacks

In this Chapter, information theory and game theory approaches are used to tackle
internal security attacks on the cloud that can be done with social engineering.
The information entropy tracks the abnormal flow in the traffic, and it is sent
to the game-theoretic model for further analysis. A game is modeled between the
malicious node and the defender system. Different strategies for both players are
delineated, and a mized strateqy Nash Equilibrium (NE) is attained to conclude
the game. The Intrusion Detection System (IDS) is used as a defender system and
is trained using ML techniques, namely Random Forest (RF'), Gradient Boosting
Machine (GBM), and Deep Neural Network (DNN). The GTA-IDS is implemented
on a benchmark NSL-KDD dataset to check the accuracy, Detection Rate (DR),
and False Positive Rate (FPR) of the defender system.

6.1 Overview of GTA-IDS

Cloud computing is a rapidly growing technology used in the current era. Besides
external attacks, the cloud should also be protected from internal attacks. Internal
attacks can be performed with social engineering, and the reasons include poor
access management, angry employee leavers, human error, and employee bribery.
The malware can be injected to make a hypervisor, virtual machine, or cloud
server into a malicious node. Also, malware attacks increased by 53% in the last
year in India. An analysis shows 3.9 trillion malware attacks in 216 countries
worldwide. Another research by SonicWall Capture Labs shows a 30% rise in
IoT malware (32.4 million) in September 2020 [187]. So, this issue needs to be
addressed because modern malware is intelligent and challenging to detect. To
protect the assets of the cloud from malicious nodes, there is a need to build a
solid defending system. Defender systems like IDS need to be more optimized
to detect these intelligent malicious packets for the proposed GTA-IDS model,

which works on information theory and game theory. Information theory is a
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mathematical sub-field concerned with data transmission over a noisy channel. A
tenet of information theory quantifies the amount of information in a message.
Calculating information entropy is the foundation for techniques including feature

selection, decision tree construction, and fitting classification models.

6.1.1 Motivation

The motivation of this research is to address the security implications of loT de-
vices and propose a solution to improve the efficiency and accuracy of the Defender
system using a game theoretic approach. The main aim is to enhance the detection
of Intrusion Detection System (IDS) in cloud environments by modeling the inter-
action between the Attacker and the Defender as a game and finding the optimal
strategies for both parties. A non-zero non-cooperative game is designed between
the malicious node and the defender system. Both malicious node and defender
use their best strategies to increase their payoffs. By delineating the Bayesian
Nash Equilibrium (BNE), the probability of attacking and defending the Asset is
calculated. Further, Machine Learning (ML) is used to lower the false positive
rate (FPR) and increase the detection rate (DR) of the IDS.

6.2 GTA-IDS Model to tackle internal security

attacks in cloud

The defender system must always work efficiently and accurately with minimum
energy requirements [179]. GTA-IDS is designed based on a non-zero non-cooperative
game to make the defender system more efficient. The framework of the proposed
model is depicted in Figure 6.1. The packet is entered into the defender sys-
tem comprising Entropy Module, GTA-IDS, and the IDS. These three models are

described in detail in the following Section.

6.2.1 Entropy Module

The entropy module consists of three layers: Capture Layer, Calculation layer, and
Process layer. The packets are captured at the Capture Layer. The information
entropy of the packet is calculated at the Calculation Layer by using relative
entropy or Kullback Leibler distance formula [188]. It is given by the Eq. 6.1:

D(PIIQ) = 3 pilog () (6.1)
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Figure 6.1: Framework of GTA-IDS Model

where () is the distribution calculated on the legitimate set of traffic, P is the
distribution that can be of the malicious form. If the value of p; is greater than
qi, the value of the logarithm will be greater than 1, resulting in a higher total
value. So, a threshold value is placed, which is given by Threshold High (T'H},)
and Threshold Low (T H,), if the Change in Entropy (CiFE) increases by T H},, the
packet will be treated as malicious and will directly be blocked. If the value lies
between T'H;, and T H;, the packet propagation to the network will be decided on
anomaly and signature tests. Traffic will be forwarded to the cloud network if the
value is below T'H;. The decision is taken at the Process Layer by calculating
the entropy of the information changed. According to the decision made by the
Entropy Module, the packet is passed to the GTA-IDS model, and the process is
discussed in Figure 6.2 with the help of a flowchart.

6.2.2 GTA-IDS Module

This module is divided into three stages: Initialize, Compute, and FEquilibrate.

These three stages are discussed as follows:
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Figure 6.2: Working steps of GTA-IDS Model

Initialize: In this stage, the interaction between two players, namely malicious
node (P,) and defender (FP,), is designed. The malicious node has two pure strate-
gies [Attack, Not-Attack]. The defender has two strategies, namely [Defend, Not-
Defend]. However, the strategy of the normal node is [Not-Attack/. It can be repre-
sented as Figure 6.3. The defender has no prior knowledge about the maliciousness

of the nodes. So, the game of imperfect information can be mathematically given

as G = (P, S, U) [189] where:

e P = P, P, are the two participating and competitive players, namely the

malicious node and the defender, respectively.

e S = 5,XS5,; is the game strategy space where strategies of the malicious

node are represented as S, and strategies of the defender are given by Sy.
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Figure 6.3: Strategies of malicious node and defender in GTA-IDS Model
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o U =U,XU,; are the payoffs gained by the malicious node and the defender
by their strategy space S. U, is the payoff of the malicious node with S,
and Uy is the payoff gained by the defender with strategy S;. The other

parameter used in the game model is represented in Table 6.1.

Table 6.1: Parameters used to develop GTA-IDS Model

Description Symbol
Resources consumed by defender Eg
Detection rate of defender A
False Positive Rate of defender o
Value of the Asset to be protected (0
Malicious node d
Number of malicious nodes zZ
Timestamp T,
User ID of Trusted nodes Tia
Threshold value of entropy(High) TH,
Threshold value of entropy(Low) TH,
Change in Entropy CiE

The energy or the resources the defender consumes while defending the traffic is
Ey,. If the defender is at rest, this factor will be zero. The detection rate i.e.,

the true positive rate, or the accuracy of the defender is defined by A. The false
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positive rate means the defender identified the legitimate node as malicious and
blocked it. It is given by o. The value of A and o lies between 0 and 1 i.e. Ao
€[0,1]. The asset the defender needs to protect can be a hypervisor, a server,
software, or any other helpful cloud entity. The Asset’s value should always be
greater than the resources the defender consumes and more significant than the
resources exhausted on the malicious node’s side. Suppose the asset value is lower
than the resources consumed by the defender. In that case, it will not prevent
the attack as, ultimately, it is gaining a low value (players are rational in game
theory). Otherwise, the malicious node and the defender will continuously lose the
game whenever he attacks, similar to the case with the defender. The attacking
or malicious nodes are represented by d. The number of malicious nodes used is
given by z. The time the node keeps sending malicious packets is given by Tj,.
Some nodes connected with the cloud servers are put in the trust category. These
nodes are assumed to meet the security requirements to connect to the cloud. The
id of these trusted devices is given by T;4.

Compute: Based on the parameters, the payoffs of both players are calculated
and are given in Table 6.2. It shows the relationship between the malicious node
and the defender. All the possible combinations of events (Attack, Defend), (At-
tack, Not-Defend), (Not-Attack, Defend) and (Not-Attack, Not-Defend) are dis-

cussed. The normal node will never attack the cloud servers, so its payoff will be

Table 6.2: Payoff matrix of malicious node and defender.

Defend Not-Defend
Attack (ToE4s =2\ —zd, 2A— Egs)0 =Ty Egs | (¥ — 2d)T,, =T
Not-Attack | 0,(—ow) — Ey)T, 0,0

zero. Although, the defender has two strategies to defend or not to defend. By
defending the normal node, the defender is just wasting resources. So, the best
strategy for the defender system is not to defend the normal node.

Equilibrate : After building the game model, there is a need to analyze this
model to compute the NE, which is discussed in Section 6.3. Both players will
have the best strategies and payoffs at NE.

6.3 Analysis of GTA-IDS Model

The purpose of payoffs shown in Table 6.2 is to calculate the probability of the

defender successfully detecting the attack. We assume there is some initial belief
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of maliciousness of node and is given by probability py. So, (1 — pg) is the initial
belief of a non-malicious node. An extensive game model between the malicious
node and the defender is shown in Figure 6.4. The different possibilities of a node

and the defender are presented. These possibilities are discussed in Table 6.3.

Vulnerable

Attackers
Strategy

Defenders
Strategy

(Eqgs—240 —2dT,, (- zd)T,, 0, 0,0 0, 0.0 Attackers Payoffs,
(24 Eqglr-ToE gs Ty (—Yo—Ey) (Yo - Egq) J Defenders Payoff

Figure 6.4: An extensive game theory model between defender and malicious
node

Table 6.3: Description of different cases in GTA-IDS Model

Case Malicious Node’s Strategy | Defender’s Strategy
Case 1 Attack Defend /Not-Defend
Case 2 Attack /Not-Attack Defend
Case 3 Attack Defend
Case 4 Attack Defend, Not-Defend

6.3.1 Computation of Nash Equilibrium (NE)

To calculate the NE, the four cases are discussed in detail as follows:

Case 1: The node is malicious and chose its pure strategy as Attack. The pure
strategies of the defender are Defend and Not-Defend. The payoffs of defender in
this case is given Eq 6.2 and Eq 6.3:

U(Defend) = pO[(Z)‘ - Eds)w - TaEds] - (1 - pO)KJw + Eds)Ta] (62)
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U(Not-Defend) = —poT,¢ (6.3)

If the defender chooses to Defend, it will result in true positive means this strategy
will gain the defender. The defender successfully prevents the asset from getting
damaged. If the defender chooses the strategy Not-Defend, it will lose the asset,
and the malicious node will be completely in gain.

Case 2: The pure strategy of defender is Defend, the payoffs of the malicious
node for strategy Attack and Not-Attack is given in Eq 6.4 and Eq 6.5 respectively:

U(Attack) = po[(TuEas — 2\ — 2dTs (6.4)

U(Not-Attack) = 0 (6.5)

U(Attack) represents the profit of the attack by exploiting the asset. If the mali-
cious node chooses the strategy Not-Attack, neither will it lose nor gain anything.
So, the payoff, in this case, will be 0.
Case 3: When the malicious node has chosen its strategy as Attack, the defender
will choose its pure strategy Defend.

If U(Defend) > U(Not-Defend): If the defender plays its Defend strategy, the
node will stop attacking because of getting caught every time. Hence, the defender
and malicious node keep changing strategy in this case, so it does not follow NE.

If U(Defend) < U(Not-Defend): the defender chooses Not-Defend, and then

the malicious node strategy will always be Attack which follows the NE.
Case J: If the malicious node chooses Not-Attack strategy, the beneficial move
for the defender is to Not-Defend. But if the defender tends to choose the Not-
Defend strategy, the malicious node changes its strategy to Attack. Thus, this
case will also not follow NE.

So, in some cases, there does not exist NE. So, we need to find the mixed
strategy NE. Let the attacking probability of the malicious node is p. Thus, (1-p)
is the probability of not-attacking. Similarly, ¢ is the probability of defending the
Asset, and (1-q) is the probability of not defending. From Figure 6.4, the net
payoffs can be deduced by Eq. 6.6 and Eq. 6.7

U(Defend) - ppO[(2>‘ - (Eds>¢ - TaEds] - (1 - p)pOKO_l/} - Eds)Tzz]_
(1 - p)[(O'@/) - Eds)Ta]

U(Not-Defend) = —ppoT ) (6.7)

(6.6)

For the malicious node, the payoffs for strategies Attack and Not-Attack are given

130



by Eq. 6.8 and Eq. 6.9:

U(Attack) = polg(TuEas — 206 — 2dT,) + (1 - q)((6 — 2d)T)]  (68)

U(Not-Attack) = 0 (6.9)

For the sake of Equilibrium, we equate U(Defend) and U(Not-Defend) and prob-
ability for attack(p) and is given by Eq. 6.10:

o, + Ey4T,

= 6.10
P 2\ — Egs + Tu(o + 1)]poyp (610
The probability of defending is given by Eq. 6.11:
d—yT,
g= 247 (6.11)

w(TaEds —2) — Ta)

So, to gain maximum payoffs, a malicious node will attack with probability p, and
the defender will defend with probability g¢.

The analysis of the game model clearly shows that there does not exist any pure
strategy NE. However, there exists a mixed strategy Bayesian Nash Equilibrium
(BNE) in which strategies depend upon the probability of the attack and defense.
The GTA-IDS Algorithm is given by 6.1:

6.4 Training of IDS

To further increase the accuracy, detection rate, and false positive rate of the IDS,
it is trained with ML models, namely Random Forest (RF), Gradient Boost Ma-
chine (GBM), and Deep Neural Network (DNN). The working of these models is
discussed as follows:

Random Forest (RF): 1t is a predictor that combines multiple decision trees
on distinct subsets of data and then averages the results to improve the predictive
accuracy of the dataset. In RF, random vector o4, is generated using distribution
without requiring previous random vectors oy, ......... m—1. The tree is constructed
with oy and the training set to generate the classifier p(z, a,,) from the input vec-
tor . « represents independent random numbers chosen at random within the
interval [1,m]. The production of many trees aids in voting for trendy classes.
This technique generates a random forest. Therefore, a random forest classifier
is produced by grouping various classifiers of tree structure p(z, a,,), m = 1. The

margin function in the ensemble of classifiers pi(x), pa(z),....pm(z), with a ran-
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dom training set selected according to a random vector’s distribution (z,y). In
Equation 6.12, the indicator function is I(), the margin value; M is the classi-
fication confidence, and an is the empirical probability of any classifier outcome
pm(z). The probability subscripts x,y are utilized to define Eq. 6.13 for the

generalization error E* [190].

M(z,y) = Gl (pm(z) = y) = mazim(pm(z) = i) (6.12)
E* = P, ,(M(z,y) < 0) (6.13)

Algorithm 6.1 GTA-IDS Algorithm to tackle internal cloud security attacks
Input: Packet entering the defending system

Output: Non-Malicious packets entering the cloud
startsession()
if T,y == True;y then > True;q is the authenticated id in Database
return Pass
else if C"E > T H), then
return Fail
else if (CiE < TH}) and (CiE > TH,) then
initialize GTA-IDS module
Calculate: U;;(D) and U;;(A) .
Construct: M}, and M.
if Pure Strategy NE then Goto Step 19.
end if
: Else Input: A
for Case 1 to 4 do
Update U;;(D) and U;;(A) with k£ and 1.
Find mixed strategy NE.

e T e T e T o T S Gy =
N g s 72

end for

,_.
1%

Start the accurate detection module.

[y
©

. end ifreturn Pass

NI &}
— O

. stopsession()

Gradient Boost algorithm (GBM): It operates by combining multiple weak
learners to create a single strong learner. The weak learners correspond to a series
of connected decision trees, with each tree attempting to reduce the errors of the
previous tree. Instead of searching for a general solution for the boost increment in

the function space, one can select the new function increment that correlates most
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strongly with —g;(z). This enables the substitution of a difficult optimization task

with the traditional least-squares minimization task with Eq. 6.14

(pr,00) = argmin y_[=gu(ws) + ph(w:, O)]* (6.14)

In conclusion, the complete form of gradient boosting algorithm proposal can be
formulated to train the IDS [191]. The exact form of the algorithm derived will
depend heavily on the design decisions made for ¥ (y, f) and h(z, ).

Deep Neural Networks (DNNs): DNNs are feed-forward neural networks
with multiple hidden layers of neurons used for classification tasks of varying
complexity. DNN consists of more than one hidden layer (h). Each input, hidden,
and output layer consists of neuron-like nodes. The " layer’s output is the input
for the j™ layer. Applying functional transformations and activation functions
with weights (w; ;) and bias (b) values yields the final output y. For example, the
following Eq. 6.15 yields the output y.

K

i = FO (wigga; + b)) (6.15)

k=1

where 1 represents the hidden layers, x; represents the input at layer gt (e
represents the weights, and b represents the bias value. The models above train
the IDS to increase its accuracy, Detection Rate (DR), and False Positive Rate
(FPR). The results obtained by applying these techniques are discussed in the

next Section.

6.5 Results and Discussions

A Python code is developed to determine the best strategy for the malicious node
and defender during the [Attack, Defend] scenario. The parameters’ values are
randomly varied to understand the players’ best strategy. The payoffs of the
defender and the malicious node are shown in Figure 6.5. It can be observed that
the payoffs of the defender are almost stable. Still, the payoff of the malicious node
fluctuates at a high rate but in a negative direction. This means the malicious
node is trying its best with different parameters and methods each time but is
not winning. So, it is clear that the malicious node’s payoffs are lower than the
defender’s. The defender’s strategy is to use minimum energy and minimize the
attacking time, while the malicious node’s strategy is to gain maximum payoff by
increasing the attack time and using fewer devices. Also, the best payoff for the

malicious node is to attack the cloud with probability p, and the defender should
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defend the cloud with probability ¢ to gain maximum payoff as given in Eq. 6.1
and Eq. 6.11.

lelé

Pay Off

—3.0 1 — defender
attacker

0 50 100 150 200 250 300
Time (sec)

Figure 6.5: Comparison of malicious node’s and defender’s payoff

GTA-IDS is tested on a real dataset NSL-KDD, and the results are compared
with other existing techniques like NIDS [192], AS-IDS [193] and Hybrid [194].
The NSL-KDD dataset is an enhanced version of the KDDCUP’99 dataset. This
dataset comprises a training and testing dataset with 125973 and 22544 records.
Each NSL-KDD record has 41 features (e.g., protocol type, Logged in, and Du-
ration, etc.). These features are represented as numeric, nominal, and binary,
defined as continuous or discrete, and labeled as normal or attack. The NSL-
KDD dataset is divided into four classes. The types of attacks considered to test
the model are DoS, probe, R2L, and U2L. The Z-score achieves the normaliza-
tion of the dataset. After the normalization, the three models, Gradient Boosting
Machine(GBM), Random Forest, and Deep Learning, are trained using ML. Af-
ter training with these models, the Detection Rate (DR) and the False Positive
Rate (FPR) of the IDS are calculated. The DR and FPR values are tested on
the GTA-IDS model. The payoffs of the defender are calculated from the DR and
FPR values that are further delineated from the NSL-KDD Dataset.

Table 6.4 shows the comparative analysis of GTA-IDS with the existing tech-
niques. GTA-IDS performed well with a detection rate and payoff value of 99.5
and 0.84, respectively. The FPR is also the lowest of all techniques, with a value
of 0.05.

The graphical representation of the payoffs of the IDS respective to its detection
rate is shown in Figure 6.6.

The trend clearly shows the payoff value increases and decreases with the
increase and decrease of the DR. In other words, the payoff gained by the defender
is directly proportional to the DR of the defender. It also shows that the DR and
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Table 6.4: Comparative Analysis of GTA-IDS with existing models

Technique Model detection rate | FPR (in %) | payoff
KNN 0.71 2.27 0.66
NIDS [192) CNN 0.7 2.25 0.7
C4.5 0.76 3.88 0.58
IBK 0.71 2.28 0.22
AS-IDS [193] | AS-IDS | 0.96 3.4 0.72
Hybrid [194] Hybrid | 0.94 0.77 0.69
GBM 0.995 0.07 0.84
GTA-IDS RF 0.97 0.05 0.75
DNN 0.997 0.06 0.81

payoff of GTA-IDS are highest compared to the other methods.
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Figure 6.6: Comparison of defender’s payoff and detection rate with existing
models

The relation between the FPR and the payoff of the defender is presented
in Figure 6.7. With the employment of RF, GBM, and DNN in the GTA-IDS
module, the values of the FPR swiftly decrease. Also, the FPR of GTA-IDS is the
lowest when compared to other models comprising NIDS [192], AS-IDS [193], and
Hybrid [194] The low FPR leads to an increase in the payoff of the defender. The
overall comparison of GTA-IDS with other models is given in Figure 6.8. The bars
of the graphs clearly show the GTA-IDS performs better than other techniques
in DR, FPR, and payoff. The clubbing of the GTA-IDS module with the IDS
increases the DR and the payoff of IDS by 0.997 and 0.84, respectively. It also
decreases the FPR of the IDS to 0.07.
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Figure 6.8: Comparison of GTA-IDS Model with existing models

6.6 Summary

This Chapter proposes a game-theoretic model (GTA-IDS) to make the defender
more efficient and accurate based on non-zero-sum non-cooperative game theory
and information theory to fight the internal malicious nodes. The game model is
analyzed after specifying the players’ payoffs. The probability of a malicious node
attacking and a defender defending is calculated. The following observations are

made:

e A lightweight module (GTA-IDS) is added to work parallel with the ex-
isting defender system (IDS) and assists it in working more efficiently by

calculating the prior probabilities and entropy of the traffic flowing.

e The energy of the defender system can be saved by activating it only during
times of need. When there is a high risk, GTA-IDS will suggest the defender
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start the defending, and when there is no risk, the defender can rest.

The best strategy for the malicious node is to use fewer nodes and increase
the time for the attack. The defender’s best strategy is to minimize the

energy cost and the attack timing.

The model is applied to the NSL-KDD dataset, and results are compared
with NIDS, AS-IDS, and Hybrid IDS. With the addition of the GTA-IDS
module, the detection rate of the IDS comes to be 99.5%, and FPR comes
to be 0.07% which is better than the existing techniques.

137



138



Chapter 7

NCGTM: A Non-Cooperative Game The-
oretic Model to Assist Hybrid IDS in Cloud

Environment

In this Chapter, a Non-Cooperative Game-Theoretic Model (NCGTM) is proposed
and developed to enhance the decision-making process of the hybrid Intrusion De-
tection System (IDS). The attacker’s strategies are analyzed against the strategies
of the IDS to make better predictions. NCGTM model assists the IDS in determin-
ing whether to use the signature, anomaly, or hybrid modules. Different Machine
Learning (ML) models comprising Random Forest (RF), Gradient Boosting Ma-
chine (GBM), XGBoost, and Deep Neural Network (DNN) are stacked together to
train the IDS, which is required to increase the detection rate (DR) and lower the
False Positive Rate (FPR). The NCGTM is tested on a real-time cloud dataset
and compared with the existing models. NCGTM performs better than the existing
approaches by giving better DR and lower FPR.

7.1 Overview of NCGTM

Cloud computing provides excellent help in processing, handling, and storing big
data. The attackers try to hack the servers or steal the users’ sensitive informa-
tion. Another motivation for the attackers can be to deface the firm by stopping
the cloud servers from providing services by performing attacks like DDoS [195].
The whole scenario is depicted in Figure 7.1. The attacker tries inserting the
malicious code into the devices called nodes. The nodes are divided into three
categories; Trusted, Vulnerable and Malicious Nodes. The nodes with maximum
security implications and placed in search places are Trusted nodes. These nodes
are impossible to attack. The vulnerable nodes can be attached to sophisticated
attacks. The nodes having the most minor security implications are malicious
nodes. These are very easy for the attacker to perform security attacks. The
malware can be transmitted to the Cloud through the network by malicious and
vulnerable nodes. In Figure 7.1, the red packets show the infection, and the black
packets show the unfiltered traffic. If this unfiltered traffic directly enters the cloud
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environment, the provider can lose millions of dollars and users’ trust. Thus an
efficient defender system is required to detect and stop malicious packets. Only
then the cloud applications can be safely used by the users. Many tools and tech-
niques are used to provide security. Different researchers have proposed many
algorithms, but attackers still find some loopholes and attack the services offered
by Cloud. The new approach, much more popular nowadays, is IDS based on
autonomic computing. Detection methodologies for the IDS can be categorized
as Signature-based Detection (SD), Anomaly-based Detection (AD), and Hybrid
Intrusion Detection System (HIDS) [196]. Hybrid IDS is the combination of the
SD and AD IDS. To enhance the working of IDS, the NCGTM model is proposed
based on non-cooperative game theory. The working of NCGTM is discussed in

the next Section.
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7.1.1 Motivation

In the realm of cloud security, the emergence of the Internet of Things (IoT) has
ushered in unparalleled connectivity and convenience, but it has also magnified
the challenges of safeguarding our digital landscapes. The ubiquity of IoT devices,
ranging from secure installations to public spaces, introduces a complex network
teeming with both trusted nodes and potential vulnerabilities. The motivation be-
hind this proposed research is to redefine the boundaries of IDS efficacy, unveiling
a novel approach that leverages the power of Game Theory. The introduction of
the Non-Cooperative Game-Theoretic Model (NCGTM) is a paradigm shift that
addresses the formidable task of filtering the massive traffic cascading from bil-
lions of IoT devices. The NCGTM derives its strength from the intrinsic nature of
Game Theory and Machine Learning (ML), offering a distinct probability-based

approach to calculating outcomes.

7.2 NCGTM Model to assist Hybrid IDS

The IDS must always work efficiently and accurately. IDS uses two modules;
signature-based and anomaly-based. These two modules can work independently
or be tuned together, thus making the IDS hybrid [197]. To increase the smartness
of the IDS, a game-theoretic model, NCGTM, is proposed based on a non-zero
non-cooperative game. NCGTM is designed to model the interaction between two
players, i.e., attacker and defender. The NCGTM model is shown in Figure 7.2.
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T4 - ] E
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Cloud Traffic Defe’f‘d/ | Layer =
i 1 Not-Defen - -
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A Layer =

Block Update Analytical =

Malicious Information Detection Layer -

Traffic Efficiency emakr =

] Layer =
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— =

STOP Knowledge Un-Filtered =

Base Traffic =

Figure 7.2: NCGTM Model and IDS

The working of the NCGTM model is discussed in the following Section.
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7.2.1 Working of NCGTM

The NCGTM module is divided into four layers: Loader Layer, Analytical Layer,
Computational Layer, and Settlement Layer which are discussed below:

Loader Layer: The values of the parameters are initialized and updated at every
instance. The description of the parameters used to develop NCGTM is given in
Table 7.1. All the cloud assets would be valued according to their possessions.
The asset with more valuable information or task will be given more value. If
the attacker succeeds in compromising that asset, it will gain a big payoff, and

simultaneously the defender will suffer a massive loss if it cannot defend it.

Table 7.1: Parameters used to develop NCGTM

Description Symbol
Resources consumed by defender 0
Gain for successful defence 4}
Detection rate of signature module $
Detection rate of anomaly module Q@
Detection rate of hybrid module 6]
Value of the asset under attack Y
Resources consumed by attacker s
Gain for successful attack w
Degree of the maliciousness €
Vulnerable nodes V
Malicious nodes N

The parameters used in this model are explained as follows. The energy or
the resources the defender consumes while monitoring the traffic is 6. If the de-
fender is not working at any instance, this factor will become zero. The detection
rate of the signature, anomaly, and hybrid modules, is defined by $, «, and S
receptively. The asset which the defender needs to protect can be a hypervisor,
a server, software, or any other helpful entity of the Cloud. The asset’s value
represented by v should always be greater than the resources consumed by the
defender and more significant than the resources exhausted on the attacker side.

Otherwise, both players will continuously lose the Game. The resources that the

142



attacker consumes to perform the regular or sophisticated attack are represented
with 7. If the attacker is not attacking, the value of the 7 can be 0. The gain
for the attacker after the particular attack is given by w. The € represents the
degree of the maliciousness of the packet. After the initialization of parameters,
the strategy of both players is delineated in Analytical Layer.

Analytical Layer: The strategies of the attacker and defender are delineated
in this layer. The strategy set for the attacker can be represented as Ag =
{Ags1, Age, Ags} and are given in Table 7.2

Table 7.2: Attacker’s Strategies to perform attacks

Representation Strategy
Agy Sophisticated Attack
Agso Regular Attack.
Ags Wait for particular time period (%)

In Figure 7.3, the attacker attacks the trusted, neutral, and vulnerable nodes
using three strategies in Table 7.2. The trusted nodes are very secure, so the best
strategy for the attacker is not to attack these nodes. The neutral nodes can be
compromised but only with sophisticated attacks. The vulnerable nodes can easily
be attacked with regular attacks. Figure 7.3 represents the best strategy for every
node. On the other hand, the defender also has three strategies and plays its

NODES AVAILABLE BEST
STRATEGIES STRATEGY

Trusted Node (T)wsissreae > Regular Attack Not-Attack
7~ [
A Not-Attack
.7 Sophisticated Attack
ATTACKER Vulnerable Node (V) ':;;'_---> Regular Attack Regular Attack
® " Not-Attack

... Sophisticated Attack
Neutral Node (N) %> Regular Attack Sophisticated

A Not-Attack Attack

.,
.
e

Figure 7.3: Strategies of the attacker in NCGTM Model
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best strategy to defend against the attacker’s attack. The defender’s strategy set
can be represented as Dg = {Dg1, Dga, Dg3} and are elaborated in Table 7.3.

Table 7.3: Defender’s Strategies to detect attacks

Representation Strategy
Dgy Monitoring with signature-based IDS
Dgo Monitoring with anomaly-based IDS
Dgs Monitoring with hybrid IDS.

Figure 7.4 represents all the strategies and the corresponding best strategy of

the defender. The defender will not monitor the trusted nodes to conserve energy.

NODES AVAILABLE BEST
STRATEGIES STRATEGY

Trusted Node (T) #iz::;-+-->Anomaly-module Not-Monitor
® "3 Hybrid-module
= Signature-module Signature or
DEFENDER Vulnerable Node (V)::,:}'.-.;» Anomaly-module Anomaly
r XN ) module
Q ] Hybrid-module

Neutral Node (N)##:;:+++> Anomaly-module Hybrid
---- Module

Figure 7.4: Strategies of the defender in NCGTM Model

For vulnerable nodes, the defender can use any of the strategies. However, the
hybrid module would be neglected for regular attacks to conserve energy. Only the
other two modules will be used. For sophisticated attacks, only the hybrid module
will be used. According to the strategies of both players, the payoff matrices are
formed in Computational layer.

Computational Layer: The attacker and defender’s payoff matrices are gener-
ated according to the pre-defined strategies in the Analytical Layer. The parameter
values generated from the Loader layer are passed to the general matrices in the
second layer. The equations in these matrices are solved with the values. Both
the general matrices having equations are converted to the actual number matrices

and are passed to the next layer. Eq. 7.1 gives the general payoff matrix with a
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defense and attack strategy.

(SD17SA1> (SDDSAZ) (SDDSAS)
X = |(Sp2,S41) (Sp2,S42) (Sp2,Sas) (7.1)
(SD37SA1> (SD37SA2> (SD37 SA3)

—m(t).V —m(t).V+w(t)+¢ —=n(t).V
Xa=|-7(t).N+wt)+¢ —7(t).N —7(t).N (7.2)
0 0 0
—0(t).e+d(t) + v —0(t).e — —2.0(t).e+0(t) + ¢
Xp = —0(t)e—1p  —O@)e+5t)+U —20(t)e+ot)+u | (7.3)
—0(t) —0(¢) —20(t)

From Matrix X4 and Xp given in Eq. 7.2 and Eq. 7.3, the dominance property
is applied to eliminate the unnecessary column. The last row of the Matrix X4
contains the 0 payoffs. If the attacker waits for the attack, there is no gain for
him. So, an attacker will continuously attack the nodes to gain maximum profit.

Table 7.4 shows the updated new payoff matrix.

Table 7.4: Payoff matrix of defender and attacker

As/Dg SD AD Hybrid based
Regular | —0(t).e + () + | —0(t).€ — | =2.0(t).e + o(t) +
Attack | ¢,—n(t).V Y, —7(t).V+wit)+y | Y, —n(t).V
Sophist-| —6(t). — | —0(t).e + () + | —2.0(t).e + 6(t) +
icated W, —m(t).N + | ¢, —7(t).N W, —m(t).N
Attack | w(t)+

The Computational Layer computes the payoffs of the defender and the at-
tacker with the detection rate of the particular module. Suppose the attacker
attacks with a regular attack, and the defender detects with signature-based IDS.
Then, the payoff function of the attacker for this scenario can be given by Eq. 7.4.

Un(A) = (1 - $)(w(t) + ) — 7).V (7.4)
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Similarly, the payoff function can be represented in Eq. 7.5 for attackers.

Un(D) = (8)(6(t) +2¢) — 0(t).c — ¢ (7.5)

As explained in Eq. 7.4 and Eq. 7.5, all the attacker and defender payoffs are
calculated to complete the payoff matrix. The payoff matrix of the attacker and the
defender for all possible scenarios are given by Matrices X/, and X7J,, respectively.

(1-8) (w(t) +1)— m(t).V wt)+p—m(t).V  —m(t).V

] (76)

w(t)+¢) =7 ()N (1—a)(w(t)+¢)—m(t).N (1=5)(w(t)+¢)—=(t).N

, (8)(3(t)+2¢)— 0(t).e—1p —6(t).e— (6(t)—260(t).e+v)
Xp = [ ] (7.7)
—0(t).e=v  (a)(6(t)+2¢)—0(t).e—¢ (B)(6()+2¢)—20(t).e—¢)
The detailed working of the whole framework is discussed with the help of an

activity diagram in Figure 7.5.
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Figure 7.5: Activity diagram of the NCGTM framework
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7.3 Analysis of the NCGTM Model

Settlement Layer: At NE, both players will have the best strategies and payoffs.
However, there exists no pure strategy Nash Equilibrium (NE). The explanation
is that if the attacker attacks the trusted node with a regular or sophisticated
attack, it will waste resources as the trusted node can not be compromised. Also,
there will be no monitoring for the trusted node by the defender as this node can
not send malicious packets. If the attacker tries to attack the neutral node with a
regular attack, this strategy will not work because of the security implications on
these nodes. Again, the attacker can try to attack the node with a sophisticated
attack and win the situation. As a rational player, the defender will defend the
node with the hybrid module, as the attack from the regular node would be more
sophisticated. The third strategy of the attacker is to attack the vulnerable node
with a regular or sophisticated attack. Logically, the attacker will try the regular
attack more often, as it will consume less time and resources. Further, regular
attacks are easier to perform. Developing source code for a sophisticated attack is
more complex and consumes more resources. An attacker will always choose the
regular attack over the sophisticated attack for the vulnerable nodes. Conversely,
the defender can detect regular attacks more quickly than sophisticated ones. So,
choosing the attack’s regular strategy more often will not work as the defender
will always detect the attack. So, to solve this problem, a Game-theoretic model
needs to be analyzed to find the mixed strategy NE for this scenario. The mixed
strategy NE is calculated using the graphical method from game theory modeling.
Since the Game has no saddle point, the size of the 3X2 Matrix is needed to reduce
to 2X2 by dominance property. The graphical method is discussed in detail in
Chapter 5. The updated matrix consists of three possibilities in the form of three
different Cases shown in Table 7.5.

Table 7.5: Different cases and their description

Cases | defender’s Strategies

Case 1 Signature or Anomaly

Case 2 Anomaly or Hybrid

Case 3 Signature or Hybrid

These different cases are analyzed, and the values of the probabilities of strate-

gies of the defender and attacker are calculated. These cases are described below.

147



Case 1: Either the defender system chooses to detect the attack with the
signature-based method or the anomaly-based method. The probability with
signature-based detection is given by z, and the probability for anomaly-based
is given by (1-z). The attacker attacks with a regular attack by the probability
of ¢ and with a sophisticated attack with the probability of (1-¢). The defender
payoffs are given by Eq. 7.8.

Ups = (x)(q)Un (D) + (z)(1 = q)Uxn (D) + (1 — 2)(q)[Ur2(D)]+
(1 =2)(1 = q)[Un(D)]
The payoff of the attacker is given by Eq. 7.9:
Uas = (@)(@)Un1(A) + (z)(1 — q)U2(A4) + (1 — 2)(9)[U12(A4)]+
(1==)(1 = q)[Uxn(A)]

To maximize the payoff, the partial derivative is done of Upg and Uyg wrt x and

q respectively.

ag:]pjs 2q80(t) + 22q8¢) — xqb(t)e — gy + wqb(t)e + xq) + ad(t)+ (7.10)

200) — Oe — p — xad(t) — 2z — qad(t) — 2aqy) + xqad(t) 4+ 2zqan)

oU.
15 _ _pgSu(t) — 2486 — gr(t)V — 7N +w(t) + 9 — aw(t) — avr+
dq (7.11)
zaw(t) + zay + qr(t)N + gaw(t) + qap — zqoaw(t) — zqan)
Solving Eq. 7.10 and 7.11, we get z, (1-z), ¢ and (1-q) as follows:

_ )V + 7N + w(t) + ¢

Sw(t) + %Y +w + (7.12)
C Sw(t) + 8 +7w(t)V +7(t)N
A=) = — g s troto (7.13)
ad(t) + 20
7 85(t) + 250 + b (t) + 2a0) (7.14)
$(t) + 2%¢ (7.15)

1—¢q)=
1= $6(t) + 289 + ad(t) + 2a1)
Case 2: The defender system chooses to detect the attack with the anomaly-
based method or the hybrid method. The probability of anomaly-based detection
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is given by z, and the probability for a hybrid based is given by (1-z). The attacker
attacks with a regular attack by the probability of ¢ and with a sophisticated
attack with the probability of (1-¢). The defender payoffs are given by Eq. 7.16.

Ups = (2)(q)Ur2(D) + (z)(1 — q)Ux(D) + (1 — x)(q)[Ui3(D)]+

(7.16)
(1 —2)(1 = q)[Us(D)]

The payoff of the attacker is given by Eq. 7.17:

Uas = (2)(q)Ur2(A) + (2)(1 = q)Uz(A) + (1 — 2)(q) [U1s(A) ]+
(1= 2)(1 = q)[Uss(A)]

To maximize the payoff, the partial derivative is done of Upg and Uag wrt x and

(7.17)

q respectively.

aggs = zad(t) + 2zay) — xqad(t) — 2zqar) + qb(t)e + x6(t)e + SI(t) + 2xp—
20(t)e — o — xPo(t) — 225 — qBO(t) — 28q1 + zqB6(t) — 2xq0(t)e — 2zqy)
(7.18)
0(8]25 = zqw(t) + 2qp — za) — zaw(t) — zw(t)N — xqV + w(t) + —

Pw(t) — v — N + xpw(t) + 6 — xn(t)N — qu(t) — qb + qBw(t)+ (7.19)
qf + qr(t)N — 2qB¢ — xqfuw(t)

Solving Eq. 7.18 and 7.19, we get z, (1-z), ¢ and (1-q) as follows:

AW = N) + (1= () + ) 20

(1= B)(w(t) + )

7(t)(V + N)
(1= B)(w(t) + )

o ad(t) + 200 +0(t)e + 29 — 30 — 2¢ (7.22)
= 25(t) + 200 — Bq — 289 + 20(t)e + 20 '

(1 - ) o e(t)e _ Ba(t)

V= $5(t) + 250 + b (t) + 2a0)

Case 3: The defender system chooses to detect the attack with the signature-
based method or the hybrid method. The probability with signature-based de-
tection is given by z, and the probability for a hybrid based is given by (I-z).

(1-2)= (7.21)

(7.23)
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The attacker attacks with the regular attack with the probability of ¢ and with a
sophisticated attack with the probability of (1-q). The defender payoffs are given
by Eq. 7.24.

Ups = (2)(q)Unn(D) + (z)(1 = q)Ux1 (D) + (1 — 2)(q)[Ur3(D)]+

(7.24)
(1 —2)(1—q)[Uas(D)]

The payoft of the attacker is given by Eq. 7.25:

Uas = (2)(@)Un1(A) + (2)(1 = q)Un(A) + (1 — 2)(9)[U13(A)]+
(1 —2)(1 = q)[Uss(A)]

To maximize the payoff, the partial derivative is done of Upg and Uyg wrt x and

(7.25)

q respectively.

OUps _ — o — - -
o = B0(t) + 200 — 20(t)e — b — 2qB + 20(t)e — Bad(t) (7.26)

2q8 + q0(t)e + xqB6(t) + 2xqBY — xq0(t)e — xqi

aggs = zqu(t) — 2zqfw — 2zqBY — qpi(t)V + w(t) + ¢ — Bw(t)— (7.27)

By = m(O)N + zbuw(t) + xfY — qw(t) — g + qBw(t) + qfY + qm(t)N
Solving Eq. 7.26 and 7.27, we get z, (1-z), ¢ and (1-q) as follows:

ROV = N) £ (1 - A)(w(t) + 1)
TS0 — 2Bt — 20 (7.28)

m(t)(V - N)+¢ - Bw(t) —¢)

L0 =T 2t - 20 (720)
260 B(0)e — 551

" B6(0) + 260 — 00 — (730

(1-q) ) (7.31)

= BO(t) — 28¢ + 0(t)e
The Algorithm of the proposed NCGTM model is presented in Algorithm 7.1. The
ISOT Cloud Intrusion Dataset (ISOT-CID) analyzes NCGTM on a real dataset.
ISOT-CID represents a real cloud dataset [198][165]. The dataset achieved is
in raw form, which needs to be pre-processed for better performance. For pre-

processing, normalization using a z-score is done. Further, after pre-processing,
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feature selection using FSelector [199] is done to select the most relevant features.
FSelector works by computing an information gain for each feature. Once the
information gain is computed, a rank is generated for each feature. The features
are sorted in ascending order, and the top-ranked features are selected for further

processing.

Algorithm 7.1 NCGTM Algorithm

1: Input: 0,9,¢, 7, w,VandN.

2: Calculate: U;;(D) and U;;(A) where 1 > 4,5 < 2.

3: Update the values of parameters in X}, and X’; matrices.
4: if Pure Strategy NE then Calculate NE Start IDS.

5. end if

6: Else Input: $, o, 8

7: if Dominance property exists then Reduce the size of the matrix.
8: end if

9: Else Initialize y and (1 —y) =0

10: Calculate: U;;(D) and U;;(A)

11: Plot the U;;(D) and U;;(A) values

12: Calculate Minimax point

13: Form a 2X2 matrix from the minimax point.

14: Calculate: y and (1 — y)

15: Update: U;;(D) and U;;(A) with &k and L.

16: Calculate NE.

17: Start IDS.

After, the pre-processed dataset is divided into 80 percent training data and
20 percent testing data. Stacking is performed on the data to train the dataset.
Stacking aims to investigate numerous potential solutions to a problem and tackle
a learning problem with various models, each of which can master a specific subset
of the problem field. Thus, it is possible to construct several distinct learners, each
of which can be used to construct an intermediate prediction. A second model can
be added using intermediate predictions to learn the final goal. This research uses
three heterogeneous models, Gradient Boost Machine (GBM), Random Forest
(RF), and XGBoost, to train the data at the first level. The training of the
heterogeneous models is done in parallel. Once the first-level predictions are made,
a new model called the meta-model is added to the intermediate predictions for
second-level predictions. The deep neural network (DNN) is used as a meta-model.
After training with these models, the DR and the FPR of the IDS are calculated,
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which are discussed in the next Section.

7.4 Results and Discussions

The results are divided into two parts. In the first part, the payoff of the attacker
and defender are calculated and analyzed. The second part tests the IDS on the
real-time dataset to find the DR and FPR.

7.4.1 Payoffs of attacker and defender

The analysis of the game model shows a mixed strategy Bayesian Nash Equilib-
rium (BNE) exists in which strategies depend on probability. A Python code is
developed to determine the best strategy for the attacker and defender during the
[Attack, Defend] scenario. The parameters’ values are randomly varied to under-
stand the players’ best strategy. Figure 7.6 shows the payoffs of the defender and
the attacker on the Y-axis and the time elapsed (in seconds) on the X-axis. This
screenshot of the simulation is taken on various time instances (40 sec (Figure
7.6a), 100 sec (Figure 7.6b), 200 sec (Figure 7.6¢), and 300 sec (Figure 7.6d))
when the attacker attacks the System. The negative payoff shows the depletion of
the resources and the energy used by the defender or the attacker. From Figure
7.6, it is clear that the defender’s payoffs are high than the attacker, which means
the defender is effectively handling the security attacks. To further validate the
model in a real-time scenario, it is tested on ISOT-CID cloud data and is discussed

in the next Section.

7.4.2 Detection Rate and False Positive Rate of IDS

Further, the NCGTM is validated on the real-time cloud dataset. The ISOT Cloud
Intrusion Dataset (ISOT-CID) has been used to test the NCGTM model. There
is a total of 10,42, 558 samples, of which 4,13,484 are malicious samples, and
6,29,074 are benign samples. The malicious samples are divided into regular and
sophisticated samples with a total of 2, 85,453 and 1, 28, 022 samples in each type,
respectively. The Table 7.6 shows the complete dataset description. The dataset
achieved is in raw form and hence needs to be preprocessed. For preprocessing,
z-score normalization scales the data from —1 to 1. There is a total of 75 features
in the dataset. Out of the 75 features, only a few relevant features are essential.
Therefore, to extract those relevant features, feature extraction is performed using

the FSelector package [199], which works by calculating the information gain and
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Figure 7.6: Defender’s and attacker’s payoffs at different time windows

generates a rank for each feature. The top 15 features are selected and passed
to stacking for model training and testing. After training, the DR and the FPR
of the IDS have been calculated. The DR and FPR values are tested on the
NCGTM model. The payoffs of the defender are calculated from the DR and
FPR values that are further delineated from the ISOT-CID dataset. The trend
in Figure 7.7 clearly shows that the payoff value increases and decreases with
the increase and decrease of the DR. In other words, the payoff gained by the
defender is directly proportional to the DR of the defender. It shows that the
DR and payoff of the NCGTM are highest compared to the K Nearest Neighbor
(KNN), Convolutional Neural Network (CNN), C4.5, AS-IDS, IBK, and Hybrid
methods. The attacker’s payoff is the lowest in the NCGTM model compared to
other models. Also, with the addition of the NCGTM, the DR and the payoff of
the defender increases gradually. The comparison of the FPR and the payoff of the
NCGTM with existing approaches is presented in Figure 7.8. With the NCGTM
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Table 7.6: Description of ISOT-CID Dataset

Dataset Sample Count
Total Samples 10,42,558
Benign Samples 6,29,074
Malicious Samples 4,13,484
Regular Attack Samples 2,85,463
Sophisticated Samples 1,28,022
15
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Figure 7.7: Comparison of Detection Rate of NCGTM with existing models

module, the values of the FPR swiftly decrease. This leads to an increase in the
payoff of the defender. In NCGTM, the FPR rate is lowest at 0.078.

5
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Figure 7.8: Comparison of False Positive Rate of NCGTM with existing models

7.5 Summary

The NCGTM Model is based on non-zero-sum non-cooperative game theory. The

players, malicious node and defender, compete against each other to gain max-
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imum payoff. The game model is analyzed after specifying the players’ payoffs.
The analyses show that there exists no pure strategy NE. However, a mixed strat-
egy BNE is reached. The probability by which an attacker should attack and a

defender should defend is calculated, and the following observations are made:

e A novel lightweight module based on Game Theory is developed to study the
non-cooperative behavior between the attacker and the defender in Cloud

Environment.

e The NCGTM is implemented and validated on a real-time cloud data set

using an ML stacked ensemble framework comprising RF, GBM, XGBoost,
and DNN models.

e With NCGTM, the overall performance of the IDS improves with a higher
detection rate of 99% and lower FPR of 0.01.
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Chapter 8

Conclusions and Future Work

This Chapter brings out the overall conclusions of the research work carried out
in this Thesis. The suggestions regarding future research directions and possible

work extensions are also discussed.

8.1 Conclusion

In this Thesis, an attempt is made to solve the security problems faced by Cloud
Computing. The following points can be concluded from this research work, and

the following novel contributions can be attributed.

1. The study of the existing approaches in the field of security in cloud com-
puting is discussed. The study is divided into three Sections. The first
Section analyzes security models for internal and external attacks. The sec-
ond Section discusses different game models to handle cloud attacks. The
third Section discusses Machine Learning (ML) and Deep Learning (DL)

techniques to optimize IDS in the cloud environment. (Chapter 2)

2. The Chapter details the methodology to address the research objectives of
the Thesis. The Thesis aims to design and develop an intelligent security sys-
tem for the cloud environment. For this purpose, the methodology is classi-
fied into three categories, i.e., requirement specifications, game-theoretic ap-
proach, and ML model. The requirement specifications include the exhaus-
tive study of security devices like IDS concerning hardware, software con-
figuration, and their calibration for separating malicious and non-malicious
data. The game theory approach includes proposing a model, delineating
strategies for both players, and reaching the NE stage. The ML model in-
cludes training and testing the game model on a real-time dataset. The
dataset used to test and validate the proposed model is discussed in this
Chapter.

3. Four Game-Theoretic Models are developed, which assist the Intrusion De-
tection System (IDS) to detect different security attacks more efficiently.

These models are:
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o GTM-CSec: A non-cooperative game-theoretic model (GTM-CSec)
is developed to tackle external security attacks on the cloud. A game is
modeled between the attacker and the defender competing against each
other to gain maximum payoffs. The signature-based and anomaly-
based modules of IDS and honeypot are used as a defender system.
The payoffs of the attacker and defender are analyzed and compared.
The results show that with a proper detection module, the payoffs of
the defender system come out to be more than the attacker. (Chapter
0

e BOGTA: Game Theory and Bayesian Optimized Deep Learning ap-
proaches are used to eliminate the shortcomings of the GTM-CSec
model. The graphical method of game theory optimizes the decision-
making process of the proposed model BOGTA by eliminating the
least significant strategy of the IDS. The hyper-parameter tuning with
Bayesian optimization further enhances the accuracy and detection rate
of the Intrusion Detection System (IDS). Also, it lowers the FPR of the
IDS. The results show that BOGTA is more accurate and takes less
computation time than GTM-CSec. The overall performance of IDS
with BOGTA is better than the existing models. (Chapter 5)

e GTA-IDS: This model uses information theory and game theory ap-
proaches to tackle internal security attacks on the cloud. The informa-
tion entropy tracks the abnormal flow in the traffic, and it is sent to the
game-theoretic model for further analysis. A game is modeled between
the malicious node and the defender system. The IDS is used as a
defender system and is trained using ML techniques, namely Random
Forest (RF), Gradient Boosting Machine (GBM), and Deep Neural Net-
work (DNN). The GTA-IDS is implemented on a benchmark NSL-KDD
dataset to check the accuracy, detection rate (DR), and false positive
rate (FPR) of the defender system (Chapter 6)

e NCGTM: A Non-Cooperative Game-Theoretic Model (NCGTM) is
proposed and developed to enhance the decision-making process of the
hybrid Intrusion Detection System (IDS). The attacker’s strategies are
analyzed against the strategies of the IDS to make better predictions.
NCGTM model assists the IDS in determining whether to use the sig-
nature, anomaly, or hybrid modules. Different ML models comprising
RF, GBM, XGBoost, and DNN are stacked together to train the IDS,
which is required to increase the DR and lower the FPR. NCGTM
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performs better than the existing approaches by giving better DR and
lower FPR. (Chapter 7)

4. The proposed Game models are validated on real-time datasets using ML
and Deep Learning (DL) Algorithms. The results show an improvement
in the defender’s detection rate, accuracy, and payoffs. Also, the FPR is

reduced with the proposed models.

The comparison of the GTM-CSec, GTA-IDS, NCGTM, and BOGTA is presented
in Table 8.1.

Table 8.1: Comparison of GTM-CSec, GTA-IDS, NCGTM, and BOGTA

Work Done Performance
Work
Game The- | ML and DL A B C D
ory
GTM- NE. Per- | - 0.80 - - -
CSec formed in
seven cycles.
BOGTA | Improvement Bayesian 0.84 | 0.991 | 0.011 | 99.41%
of GTM- | Optimization
CSec. Per- | with DNN
formed in one
cycle
GTA- BNE. GBM, RF, | 0.81 [ 0.98 0.06 96.9%
IDS and DNN
NCGTM | Graphical Stacking with | 0.82 | 0.99 0.01 | 98.12%
method. GBM, XG-
Boost, RF
and DNN

A-payoft, B-DR, C-FPR, D-Accuracy

8.1.1 Deployment Cost

This Section discusses the actual cost in terms of deployment and run-time over-
head due to the application of the proposed techniques in a real testbed deploy-

ment. The deployment is done on Amazon EC2, which is a free software for
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the first year. This includes 750 hours of Linux and Windows t2.micro instances
(t3.micro for the regions in which t2.micro is unavailable), each month for one
year.

The run time overhead is calculated in terms of performance monitoring and load

testing which is discussed as follows:

1. Performance Monitoring: To measure the run time overhead of the pro-
posed techniques, we have computed the CPU utilization on the local host
and CPU utilization on the Amazon AWS cloud. The total CPU utilization
on the local host is 45%, and on Amazon AWS cloud is 17% which is utilizing
almost 28% less as compared to the local host. Moreover, the total number
of packets send is 20K — 25K on the Amazon AWS cloud.

2. Load Testing: The load testing is performed on both the local host and
Amazon EC2 cloud, and it has been found that the deployed application of
Amazon AWS handles the load efficiently. As there are four modules in the
proposed research, they all are tested on different no. of seconds starting
from 100s to 4000s and it has been found that the local host sometimes
runs out of time due to the increasing number of seconds. On the other side,
Amazon AWS performed efficiently without any server error in the increasing

number of seconds.

8.2 Future Work

Research is an iterative and continuous procedure. The work presented in the
Thesis focuses on solving security issues in Cloud Computing and IDS. The future

scope of this work is as follows:

1. Modifications can be done in parallel by implementing the proposed GTM-
CSec, GTA-IDS, and NCGTM algorithms that may improve its performance.
A parallel implementation of the algorithms may be designed for a dis-

tributed and shared memory architecture.

2. The number of parameters can be increased in game models to cover every
detail, which can increase the complexity but can give promising and better

results.

3. Instead of developing a general model for all security attacks, a more specific
model for a particular attack can be made by choosing only parameters
related to that attack.
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4. New machine learning and deep learning approaches can be explored for

accurate and fast predictions.
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Appendix

A.1 Github Links

The code of the proposed models can be accessible using the following link:

https://github.com/komalgillz/ALL_models
The datasets used in the proposed research comprising NSLKDD, ISOT, UNSWNB-

15, CICIDS, and BoT-IoT are present at:
https://github.com/komalgillz/Dataset-
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