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ABSTRACT

Post-quantum cryptography (PQC) refers to the cryptographic techniques that are secure
against cryptanalytic attacks by quantum computers. In PQC, lattice-based cryptography (LBC)
is the popular approach for designing public-key cryptographic techniques such as key ex-
change protocols, digital signature, and encryption techniques. The key exchange protocol is
one of the basic cryptographic primitives of the Public Key Infrastructure (PKI). However, the
literature about the study of key exchange protocols using lattice-based cryptography is lim-
ited, and often the schemes are studied independently. Therefore, a review of lattice-based key
exchange protocols has been done in this work. Further, these protocols have been classified
under two different categories depending on the reconciliation mechanism used by the protocol.
From the comprehensive literature survey, it has been found that the key exchange protocols
designed using LWE/RLWE problems of lattices are not secure if their public-private keys are
reused. Due to key reuse, these key exchange protocols are vulnerable to signal leakage attack
(SLA) and key mismatch attack. Among these signal leakage attacks is the most severe, and all
the RLWE-based key exchange protocols are vulnerable to SLA attack. Therefore, an efficient
cryptographic key exchange technique that can resist signal leakage attack has been proposed.
This key exchange technique has been proposed for different scenarios. These scenarios are
described below as.

Firstly, a new Lattice-based Anonymous Password Authenticated Key Exchange (LBA-
PAKE) protocol for mobile devices has been proposed. The proposed protocol resists the signal
leakage attack and provides key reusability, anonymity, and perfect forward secrecy. Also,
the formal security analysis of the proposed LBA-PAKE protocol has been done using the
widely adopted Real-Or-Random (ROR) model. Further, the proposed LBA-PAKE protocol
and Feng et al.’s protocol have been implemented on the common mobile-server platform for
the comparative performance analysis. The experimental results show that the proposed LBA-
PAKE protocol is as efficient as Feng et al.’s protocol with an extra shield of security. Next,
the modified two-party authenticated key agreement (m-2PAKA) protocol for post-quantum
world has been proposed. This protocol is the improvement of Islam [1] provably secure two-
party authenticated key agreement (2PAKA) protocol. By the cryptanalysis of Islam’s 2PAKA
protocols, it has been found that the protocol is vulnerable to improved-signal leakage attack
(1-SLA) if its public/private keys are reused. Using i-SLA, the attacker can successfully recover

the honest user’s long-term private key by instantiating the utmost ¢ number of key exchange

il
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sessions with the honest user using ¢ number of malformed public keys. Hence, the modified
two-party authenticated key agreement (m-2PAKA) protocol has been proposed to counter the
i-SLA attack. The proposed m-2PAKA protocol inherits the basic design of Islam’s protocol,
with an additional countermeasure to resist the i-SLA attack.

Finally, a simple lattice-based three-party password-authenticated key exchange (SL3PAKE)
protocol has been proposed. The protocol is simple and resists signal leakage attack if its pub-
lic/private keys are reused. The provable security of the proposed SL3PAKE protocol has been
proved using the ROR model. Also, our concrete parameter of choice, implementations, and

calculation of communication cost shows that protocol is efficient and practical.

iii
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Chapter 1
Introduction

Cryptographic techniques are the base of all the security practices used in modern era. Al-
most all the security system relies on cryptographic algorithms for the secure data storage and
secure transmission of data. Till now, all these algorithms are dependent on hard mathematical
problems for their security such as integer factorization problem, discrete logarithmic problem
and elliptic curve discrete logarithmic problem. These problems are assumed to be computa-
tionally hard in the past but the invention of quantum computing change the whole perception
of researchers. Now, it is believed that these classical mathematical problems will be solved
easily by the powerful quantum computers. So, cryptographers are designing the algorithms
that are secure in post quantum world which led to development of new field in cryptography
known as post-quantum cryptography.

This chapter introduces the post-quantum cryptography (PQC) and its different family.
Among the different families of PQC, the lattice family has been chosen; hence, the basic back-
ground of lattice-based cryptography (LBC) is presented. The famous LWE/RLWE problems
of lattices and their implications in designing key exchange protocols have been discussed. In
addition, thesis motivation and contribution have been presented to give an overall picture of
the thesis.

1.1 Post-Quantum Cryptography: An Overview

Post-quantum cryptography is an emerging field of cryptography and it refers to crypto-
graphic algorithms that are secure against quantum computers. The cryptographic algorithms
which are based on the mathematical problems like factoring the large prime numbers, discrete
logarithmic problem etc., are hard to break with present-day resources. Researchers show that
these problems can be solved in polynomial time using quantum computers. In 1999, Shor [5]
proposed a quantum algorithm for integer factorization that runs in polynomial time. This
algorithm can be used to break RSA on an ideal quantum computer as the security of RSA

depends on the fact that integer factorization of a large number is hard. Similarly, Grover’s [6]
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quantum algorithm can be utilized for searching an unstructured database in polynomial time.
Researchers claim that although symmetric cryptography offers some resistance, the asym-
metric or public key cryptography will be drastically affected by the introduction of quantum
computers.

To resolve the above issue, researchers denoted themselves towards developing the cryp-
tographic techniques that can withstand the quantum effect and at the same time provide ef-
ficiency equivalent to that of classical algorithms. Therefore, they have proposed many algo-
rithms based on different approaches that can be used in post quantum cryptography. National
Institute of Standards & Technology (NIST) classified these approaches into multivariate, hash-
based, lattice-based, code-based, supersingular elliptic curve isogeny and symmetric key quan-
tum resistance cryptography. Figure 1.1 shows the classifications of different approaches in

post-quantum cryptography.

Post-Quantum
Cryptography

l l l l l

Multivariate Hash-based Lattice-Based Code-Based Supersingular Elliptic Symmetric Key
Cryptography Cryptography Cryptography Cryptography Curve Isogercy Quantum Resistance
Cryptography

Asymmetric Cryptographic

Techniques
Key Exchange Digital Encryption
Protocols Signatures Techniques

Figure 1.1: Classification of different approaches in Post-Quantum Cryptography

The lattice-based family is the most popular among these approaches. Almost all the public-
key cryptographic techniques like key exchange protocols, digital signatures, and encryption
techniques have been designed using lattice-based cryptography. Key exchange is one of the
important cryptographic technique for the security of protocols on the internet like Transport
Layer Security (TLS), Session Initiation Protocol (SIP), Voice over Internet Protocol (VoIP) etc.
There are different lattice counterparts proposed taking inspiration from Diffie Hellman key
exchange protocols. Most of these protocols are dependent on learning with errors (LWE) [7]
or ring learning with errors (RLWE) [8] problems. Both these problems have been studied
thoroughly by the researchers and they served as the basis of many key exchange schemes in
lattice-based cryptography. Thus, the basic background of the lattice-based cryptography and

Key Exchange protocols have been discussed in the below subsections.
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1.1.1 Lattice-Based Cryptography

Lattices are set of points in n dimensional plane. Mathematically, description is as follows:

Let R* be the k dimensional Euclidean space. A lattice in R is the set

m
L(ay,az,........... Jam) = Y Xiti : Xi € L (1.1)

of all integral combinations of m linearly independent vectors ap,as, ...... .y, in Z* where k >
m. The integers m and k are called rank and dimension of lattice respectively. If m=k, then the
lattice is called full rank lattice. The sequence of vectors ay,as, ......... ,ay 1s called lattice basis
which can be represented in matrix form as B = [aj, a2, ...,ay] € R¥*™ where basis vectors are

occurring on columns. Using this matrix notation, equation (1) can be expressed as
L(B)=Bx:xeZ" (1.2)

where Bx is the usual matrix-vector multiplication.
Some of the common notations used throughout the thesis have been described in Table 1.1.
If there is any symbol which is not explicitly mentioned, then the meaning of symbols can be

referenced from the notation Table 1.1.

Table 1.1: Notation Table

Commonly Used Notations

q: large positive prime number
Z: Set of integer numbers

Zg4: Z modulo q

s € Zy: Here s is a vector of n integers modulo g
Z|x] . o
R: —————, Quotient ring of the polynomial rin
<f)> Q g poly g

Where f(x) is Cyclotomic polynomial x* 4 1 of degree n
and n = 2 where k is any postive integer

R,: R/gR, Quotient Ring

|.]: Floor Function

[.]: Ceil Function

[.]: Rounding Function

A || B: String A concatenated with string B

There are various problems on lattices like SVP(Short Vector Problem), CVP (Closest Vec-
tor Problem), LWE (Learning with errors Problem), RLWE (Ring learning with errors Prob-
lem) that are useful for designing cryptographic primitives. LWE and RLWE are the problems
that are widely used for designing the cryptographic primitives as these problems are well-

studied [7, 8]. These problems are defined as follows:
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Learning with errors (LWE) Problem: “Fix a size n > 1, a modulus ¢ > 2 and an error
probability distribution y on Z,. Let A,y on Zj X Z4 be the probability distribution obtained
by randomly choosing a vector a € Zg, secret key be s € Z;; and choosing error e € Z, accord-
ing to y. Then, output is (a,< a,s > +e), where additions are performed in Z, i.e. modulo
q. An algorithm will solve LWE problem with modulus ¢ and error distribution y if for any
s € Z, given an arbitrary number of independent samples from Ay y, it outputs the secret key s

with high probability in polynomial time” [7].

Ring learning with errors (RLWE) Distribution: “For security parameter A, let f(x) =x"+1
where n = n(A) is a power of 2. Let ¢ > 2 be a prime integer, R = Z[x|/ < f(x) >, R; =R/qR
and y be a discrete Gaussian distribution over R, with small standard deviation say 8. A dis-
tribution Ay y is created by taking the samples (a;,b;) € R, x Ry, where g; is uniformly sampled
from R, and b; = a;s + e, where s be drawn from R, uniformly and error e is sampled from y
as e <— Sample(y)” [8].

RLWE Assumption: “The RLWE assumption states that for a fixed s sampled from distribu-
tion ¥ as s <— Sample(y), the distribution Ay, is computationally indistinguishable from the

uniform distribution on R, X R, given polynomial number of samples” [8].

1.1.2 Key exchange protocols overview

Key exchange protocols are designed to provide secure communication among two or mul-
tiple parties over an insecure network. These protocols are widely used for providing the secu-
rity in various applications domains like smart grid [9], smart city [10], smart healthcare [11]
etc. The common session key generated among the parties acts as a means to provide secure
channel (secure channel is an establishment of the channel among the communicating parties
by which they can exchange messages securely using symmetric encryption under the derived
session key). The design of key exchange protocols to provide a secure channel needs some of

the basic requirements to be fulfilled. These basic requirements are described below:

* Authentication: The key exchange protocol designed for session key generation must
ensure that each party involved in the key exchange should be able to verify the identity

of the peer involved.

* Secrecy: The key exchange protocol also needs to protect the session key from the third
party i.e. no third party should be able to deduce anything about the session key created

by two trustworthy peers.

* Consistency: If two honest parties create a shared session key, they must both have a

consistent picture of who the session’s peers are. The key exchange protocol must ensure

4
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that the binding between the session key generated and the identities of the honest parties
must be strong enough. The inability of this property leads to an attack called an identity

misbinding attack which is more commonly known as an unknown key-share attack.

The famous Diffie-Hellman [12] key exchange protocol directly generates the shared se-
cret key (also called session key) using public/private key pairs of the parties involved. Unlike
the famous Diffie-Hellman key exchange and its other variants, the LWE/RLWE key exchange
protocols do not directly yield the shared secret key from public/private keys of the parties in-
volved. With LWE/RLWE key exchange protocols, the parties involved in the key exchange
only compute approximately equal values of shared secret key. To cope with this issue, the no-
tion of reconciliation has been introduced. The idea is that one of the parties sends a hint to the
other party, so that they agree on the same shared secret. This is known as noisy Diffie-Hellman.
The idea of reconciliation mechanism of the LWE/RLWE-based key exchange protocols has

been discussed in below subsection.

1.1.3 Basic approach of reconciliation mechanism

The idea of reconciliation mechanism is to construct Diffie-Hellman styled key exchange
protocol where both parties generate the same shared secret naturally without the need of en-
cryption and decryption. These type of key exchange protocols offers better bandwidth require-
ment as compared to encryption based key exchange protocol.

To understand the reconciliation mechanism, consider the following RLWE based key ex-
change protocol, where both parties tries to establish a common session key. Let a be public
known element such that a € R, and g is the discrete Gaussian distribution over R, with stan-

dard deviation 3. Now, the key exchange protocol operates as follows:

* First, Alice samples its secret and error term as s,4,¢, <— Xp and sends its public key p,

to Bob as p, = a.s, + e,.

* Then, Bob samples its secret and error term as s,,ep, <— Xp and computes O, as 0p =
Pa-Sp = (a.5q+ eq).Sp = a.54.5p + e4.5p. Finally, Bob computes computes p;, as p, =
a.sp + ep and send it to Alice.

* Alice after receiving p, computes G, as 6, = pp.Sq = (a.5p +€p).Sq = a.54.5p + €p.Sq.

From the above steps, note that o, is quite close to o, but they are not equal. So, additional
efforts have to be made to make o, equal to 0. This is where reconciliation mechanism has
job to be done. So, the main function of reconciliation mechanism is to eliminate the minor
difference between o, and o}, values so that both parties involved in key exchange will have
same shared secret key or session key. Hence, in the above scenario Bob needs to send addi-
tional information about o}, so that Alice can have same &, value. This additional information

is the Hint value which is output of Hint function described below.

5
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A reconciliation mechanism broadly comprised of two functions:

* Hint Funtion S(): The Hint function is also known as signal function . The hint function

takes x as input, where x € R, and output the hint value as w = S(x), where w € {0, 1}*.

* Reconciliation function Rec(): The Reconciliation function takes o, and o, along with

hint value w as input and output the reconciled value such that Rec(c,,w) = Rec(0p,w).

The reconciliation mechanism requires two conditions to be satisfied for its proper func-

tioning. These conditions are as follows:

¢ Correctness- This condition states that if the difference of the calculated values of 6, and
o) are below some threshold value, then o, is equal to 6. Mathematically, this can be
expressed as if | |0, — Op|| < thershold value, then 6, = 0. This threshold value depends

upon the reconciliation mechanism being employed.

e Security- This condition says that for any element ¢ such that o < R, the reconciliation
function Rec(o,w) is uniformly distributed over {0, 1}* (where w is the output of Hint

function as w = S(0)).

1.2 Research Motivation & Contribution

In post-quantum cryptography (PQC), the lattice-based cryptography is the popular ap-
proach to design the public-key cryptographic techniques. These cryptographic techniques in-
clude key exchange protocols, digital signatures and encryption techniques. The key exchange
protocols are designed using LWE/RLWE problems of lattices and they serves as substitute for
Diffie-Hellman-styled key exchange protocols. However, deploying these key exchange proto-
cols in existing Internet standards like Internet Key Exchange (IKE) and TLS makes these pro-
tocols insecure when their public/private keys are reused. Key reuse is a common practice that
is vastly employed to save computation and communication overhead of the internet standards.
Despite its overhead benefits, this practice exposes key exchange protocols to signal leakage
attack (SLA) and key mismatch attack (both attacks are discussed in chapter 2). The signal
leakage attack is the more serious of the two, as it may be used to compromise nearly every
RLWE-based key exchange protocol. Hence, there is need to design an efficient cryptographic
key exchange technique that can resist signal leakage attack. Therefore, the main motive of
the current research is to propose an efficient key exchange technique that support key reuse
in lattice-based cryptography. To achieve the above purpose, the key exchange technique has
been proposed for different scenarios. These scenarios are described below as.

Firstly, the crypt-analysis of ideal lattice-based anonymous authentication protocol for mo-
bile devices [4] has been done. This is the first anonymous authentication protocol for mobile

devices in lattice-based cryptography. The protocol is designed using the RLWE problem of
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lattices and is claimed to be quantum-secure. But after careful analysis, we found that the
protocol is vulnerable to signal leakage attack if its public/private keys are reused. Also, due
to design flaws, the protocol is susceptible to spoofing attack, manipulation-based attacks, and
user anonymity attack. Thus, the Lattice-based Anonymous Password Authenticated Key Ex-
change (LBA-PAKE) for mobile devices has been proposed to overcome the above security
weaknesses. The proposed LBA-PAKE protocol resists the above attacks, in addition to it,
it also provides key reuse, anonymity, and perfect forward secrecy features. The formal se-
curity analysis of the proposed LBA-PAKE protocol has been done using the widely adopted
Real-Or-Random (ROR) model. Finally, the proposed LBA-PAKE protocol and Feng et al.’s
protocol have been implemented on the common mobile-server platform for the comparative
performance analysis. The experimental results show that the proposed LBA-PAKE protocol
is as efficient as Feng et al.’s protocol with an extra security shield.

Next,the crypt-analysis of the Islam’s [1] two-party authenticated key agreement (2PAKA)
protocol for post-quantum environments has been done. The protocol is based on the RLWE
problem and does not include any pre-registration step, hence supports the key exchange be-
tween two unknown parties. The protocol employs the implicit authentication of the parties
involved and does not use extra cryptographic primitive. Despite the above advantages, it
has been proved that the Islam’s [1] key agreement protocol (2PAKA) is vulnerable to the
improved-signal leakage attack (i-SLA) [13] if its public/private keys are reused. Using i-SLA,
the attacker can successfully recover the reused secret key of the honest party by instantiating
the utmost ¢ number of key exchange sessions with g number of malformed public keys, which
are authenticated by the Certificated Authority (CA). Hence, the modified two-party authenti-
cated key agreement (m-2PAKA) protocol has been proposed to counter the i-SLA attack. The
proposed m-2PAKA protocol inherits the basic design of Islam’s protocol, with an additional
countermeasure to resist the i-SLA attack.

Finally, the three-party key exchange protocols based on RLWE problem has been analyzed.
From the analysis, it has been found that all the three-party protocols (Xu et al. [14], Choi
et al. [15] and Liu et al. [16]) based on RLWE problem of lattices are vulnerable to signal
leakage attack if their public/private keys are reused. Also, the design of these protocols are
pretty complex, thus making these protocols highly inefficient. Hence, to overcome the above
issues, a Simple Lattice-based Three-Party Password Authenticated Key Exchange (SL3PAKE)
protocol has been proposed. The proposed SL3PAKE protocol is simple in its design and resists
signal leakage attack if its public/private keys are reused. The provable security of the proposed
SL3PAKE protocol has been proved using the ROR model. Also, the concrete parameter of
choice, implementations, and calculation of communication cost shows that protocol is efficient

and practical.
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1.3 Thesis Organization

The introduction of the thesis has been presented in chapter 1 and rest is structured as fol-

lows:

Chapter 2: Literature Review

This chapter provides a comprehensive literature survey of key exchange protocols designed
using LWE/RLWE problems of lattices. The chapter first classifies the key exchange protocols
based on the reconciliation mechanism. Further, the security analysis of these key exchange
protocols has been provided. In addition, the basic reconciliation schemes have been discussed
whose reconciliation mechanisms are adopted by other schemes. Further, the literature survey

findings have been described, followed by research gaps and objectives of the research work.

Chapter 3: LBAPAKE: Lattice-based Anonymous Password Authenticated Key Exchange
Jor mobile devices

This chapter first crypt-analyzed the ideal lattice-based anonymous authentication protocol for
mobile devices proposed by Feng et al. The cryptanalysis of Feng et al.’s protocol shows that
the protocol is vulnerable to signal leakage attack (SLA), spoofing attack, manipulation-based
attacks, and user anonymity violation attack. Therefore, we have proposed a new Lattice-
based Anonymous Password Authenticated Key Exchange (LBAPAKE) for mobile devices to
overcome the above security weaknesses. The proposed protocol resists the above attacks and
provides key re-usability, forward secrecy, and anonymity to the participants involved in the key
exchange. Also, the formal security of the proposed protocol has been proved using Abdalla
et al.’s ROR model. Finally, the comparative performance analysis of the proposed LBAPAKE

protocols and Feng et al. protocol has been done.

Chapter 4: Modified two-party authenticated key agreement protocol for post-quantum world
In this chapter, the cryptanalysis of Islam’s two-party authenticated key agreement (2PAKA)
protocol has been done. It has been found that the protocol is vulnerable to improved-signal
leakage attack (i-SLA). Thus, to overcome the above vulnerability, the modified two-party au-
thenticated key agreement protocol has been proposed without changing the original design of
Islam’s protocol. In addition, the condition of the correctness of the modified 2PAKA has also

been computed.

Chapter 5: SL3PAKE: Simple Lattice-based Three-party Password Authenticated Key Ex-
change for post-quantum world

A Simple Lattice-based Three-party Password Authenticated Key Exchange (SL3PAKE) for
the post-quantum world has been proposed in this chapter. The proposed SL3PAKE resists

signal leakage attack and thus, supports key reuse. The formal security of the proposed pro-
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tocol has been proved using Abdalla et al.’s ROR model. Finally, performance analysis with a

concrete choice of parameters has been done.

Chapter 6: Conclusion and Future Scope
This chapter concludes the thesis by highlighting the contributions made using the proposed
schemes. Moreover, this chapter provides future directions of the proposed key exchange pro-

tocols.



Chapter 2
Literature Review

Post-quantum cryptography is broadly classified into six different families. These families
are as follows: lattice-based, code-based, supersingular elliptic curve isogeny, multivariate,
hash-based, and symmetric key quantum resistance cryptography. Among these, lattice-based
is the leading candidate for public-key post-quantum cryptography. The LWE/RLWE problems
of lattices are used to design a wide range of public-key cryptographic techniques, including
key exchange protocols, digital signatures, and encryption techniques. The key exchange is the
important cryptographic technique for the security of the internet protocols such as Transport
Layer Security (TLS), Internet Key Exchange (IKE), Session Initiation Protocol (SIP), etc.

Thus, a comprehensive literature review of key exchange protocols designed using LWE/RLWE
problems of lattices has been provided in this chapter. The chapter first classifies the key ex-
change protocols based on the reconciliation mechanism used. After that, the security analysis
of these key exchange protocols has been provided. In addition to it, the complete review and
security analysis of the basic reconciliation-based key exchange schemes are given in section
2.3. Also, the literature survey findings have been described, followed by research gaps and

objectives of the research work.

2.1 Classification of LWE/RLWE-based key exchange proto-

cols

The taxonomy of key exchange protocols based on LWE/RLWE problem has been shown in
Figure 2.1. From the figure, it can be seen that there are two major categories of LWE/RLWE-
based key exchange protocols. First category is based on Ding et al.’s [2] reconciliation mech-
anism and second category is based on Peikert’s [3] reconciliation mechanism. Both of these
reconciliation mechanism are discussed in detail section 2.3. These two reconciliation mech-
anisms are the base for all the reconciliation-based key exchange protocols in lattice based
cryptography. In this section, all the reconciliation-based key exchange protocols have been

classified in two categories. These categories have been discussed below as:

10
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i. Key exchange protocols based on Ding et al.’s [2] reconciliation mechanism: Ding et
al. [2] is the first one to employ reconciliation mechanism in its key exchange protocol to
generate the shared session key. The idea is to propose the Diffie-Hellman variant of the key
exchange protocol using LWE/RLWE problem that is secure against the quantum adversary. In
this way, the common shared secret key is being generated at both parties naturally as a part of
protocol without the use of encryption/decryption. In the proposed protocol, odd modulus and
even errors are used while generating LWE and RLWE samples. Also, a hint value (discussed
in section 2.3.1) o(), where b € {0, 1} is sent by one party to another party so that both parties
agree on same value of session key. This hint value will help to recover the least significant bits
(LSB) of the final generated session key. Also, the passive security of the protocol is proved
against PPT (Probabilistic Polynomial-Time) adversary, which is based on hardness of LWE
and RLWE problem.

In 2015, Zhang et al. [17] proposed the authenticated key exchange protocols using Ding
et al.’s reconciliation mechanism. The motivation behind the protocol is to propose the authen-
ticated key exchange protocol using ideal lattices that do not use extra cryptographic primitive
like digital signature for authentication and whose security is solely relies on hardness of RLWE
problem. The protocol is similar to classical HMQV [18] and OAKE [19] protocol and inherits
the nice features of these protocols like implicit authentication, better efficiency. The security
of the protocol is proved using BR model [20] with perfect forward secrecy. The protocol uses
two different Gaussian distribution to sample RLWE samples and while implementing we find
out that approach in this work is a very inefficient way to do lattice-based AKE (Authenticated
Key Exchange).

In 2017, another work of Ding et al. [21] designed provably secure password authenticated
key exchange (PAKE) using the reconciliation mechanism of Ding et al. The proposed key
exchange protocols are the lattice variant of PAK and PPK [ [22], [23]] protocols. The proposed
protocol assumes that the two parties involved in key exchange have shared password of low
entropy beforehand. They will now authenticate each other and generate the shared secret
key by using the proposed key exchange protocol. The trick is to do this in such a way that
an attacker cannot brute force the password with recorded data. This ensures the password
remaining secure in spite of the low entropy because attacker have to talk to one of the parties to
try a guess. The security of the protocol is proved using BR model but after carefully analyzing
the protocol, we find out that both versions of protocol (PAK & PPK) are vulnerable to signal
leakage attack (SLA) (discussed in section 2.2.1). The standard user with malicious intentions
can recover the secret key s of the server in polynomial time if public/private keys of the server
are reused.

Thus, motivated to design key exchange protocol that can resist SLA attack, Gao et al. in
2018, proposed the “practical randomized RLWE based key exchange protocol” [24]. “The
protocol inherits the reconciliation mechanism of Ding et al. in its design with the use of

additional error term e,. The scheme introduces two modes of protocol design, one is regular

11
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Classification of Key Exchange
protocols in Lattice based

cryptography
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Figure 2.1: Taxonomy of Key Exchange protocols based on LWE/RLWE problems of lattices

mode and the other is key reuse mode. In regular mode, fresh keys are generated every time the
protocol is instantiated while key reuse mode allows both the parties to reuse the private/public
keys. Due to reuse of public /private keys the computation and communication cost is low in
key reuse mode. The practical parameters are chosen in such a way that it offers at least 200-bit
of classical and 80-bit of quantum security” [24].

“The error term e;, will ensures the randomness in the generated signal function values and
thus, the generated signal values is indistinguishable from uniform random values, therefore,
the SLA attack no longer works. The author proved the randomness of the signal value using
the NIST statistical test suite [25] for a random number. The result of the test comes positive
and the signal value passes all randomness tests on 1,000,000 signal bit strings. These results
prove that the output of the signal function is truly random even with reused RLWE keys and
therefore, the signal leakage attack is not possible against the proposed protocol” [24]. How-
ever, the authors have used a heuristic justification approach (using NIST randomness test)
to prove the security of the protocol against signal leakage attack and does not provide prov-
able security of the protocol. The active security of the proposed protocol has also not been

analyzed.

12



Vivek Dabra, 951603009

In 2018, Feng et al. [4] proposed proposed the first lattice-based anonymous key exchange
protocol for mobile devices. The proposed protocol instantiate the reconciliation mechanism
of Ding et al. and includes the user registration and mutual authentication phase. Both formal
and informal security of the protocol have been provided by the author. The informal secu-
rity includes security against many of the known attacks and formal security has been done in
Random Oracle Model (ROM). The result of the analysis shows that the protocol is secure in
client-server environment. But despite of the above security claims, our recent work (Dabra et
al. [26]) shows that the protocol is vulnerable to signal leakage attack, spoofing attack, manip-
ulation based attacks and user anonymity violation attack.

Recently, Islam [1] proposed the provably secure two-party authenticated key agreement
(2PAKA) protocol using Ding et al.’s reconciliation mechanism. In the proposed protocol,
both participating parties uses the public/private keys issues by the Certificate Authority (CA).
The protocol has been designed using the intractability assumption of RLWE problem and its
provable security is proved using random oracle model (ROM). As public/private keys used
by both parties are issued by Certificate Authority so they are being reused. The key reuse is
an important feature that saves the computation time and vastly employed in the majority of
TLS (Transport Layer Security) connections. But this feature makes this key agreement proto-
col vulnerable to signal leakage attack (SLA) and thus, adversary can recover the secret key of

the honest party by carefully observing the signal function output (also known as hint function).

ii. Key exchange protocols based on Peikert’s [3] reconciliation mechanism : Peikert pro-
posed another idea of reconciliation mechanism that uses most significant bit (MSB) of the
number in Z, to generate the reconciliation value instead of least significant bit (LSB) as used
in the above Ding et al.’s reconciliation mechanism. Peikert reconciliation mechanism divides
Z4 into four intervals. The two intervals have same signal bits but different reconciled bits
if they are not neighboring interval. If signal bit of the secret key is provided to the passive
adversary then she cannot decide the region in which the secret key lies. The Peikert also
designed key exchange protocol [3] based on the the above reconciliation mechanism. The
detailed description of the key exchange protocol along with reconciliation mechanism is given
in section 2.3.2. The security of the key exchange protocol has been proved using CK-model
in post-specified peer settings [27].

Peikert’s error reconciliation mechanism has been adopted by many other key exchange
protocols in their work. One of them is the Bos et al.’s scheme [28] that utilizes Peikert’s rec-
onciliation mechanism into their key exchange protocol, which is integrated to Transport Layer
Security (TLS) protocol. The scheme uses RSA or elliptic curve digital signatures to provide
authentication. This work shows that their scheme is provably secure in ACCE (Authenticated
and Confidential Channel Establishment) model and also claim that it provides post-quantum
forward secrecy. However, in 2017, Gao et al. [29] present a comparison analysis of Ding et

al. [2] and Bos et al. [28] key exchange protocols. This work shows that their efficient imple-
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mentation of Ding et al.’s key exchange protocol is 11 times faster than Bos et al.’s protocol.
This shows that Bos et al. protocol has high computation cost than Ding et al. protocol.

In 2016, Bos et al. [30] proposed the key exchange protocol, termed as Frodo, using LWE
problem. The protocol is designed by generalizing the Peikert’s reconciliation mechanism to
agree on multiple bits rather than on a single bit from coefficients in Z,. But this will happen
at the cost of error term value, which should be kept small. For larger error tolerance, Alkim
et al. [31] proposed the key exchange protocol, termed as new hope. The proposed protocol
extends the Peikert’s reconciliation mechanism and uses the multiple-bit signal value instead
of single-bit and extract a single bit from four coefficients. The proposed protocol chooses
good parameter sizes and error distribution, specifically, the centered binomial distribution y;
of parameter k=16 is utilized instead of Gaussian distribution for sampling the secret and error
terms. The security of the proposed scheme is analyzed similar to LWE based schemes, as
there is no known attack that makes use of ring structure. After analyzing different LWE
attacks, the post-quantum security of the protocol has been claimed to be 128 bits. The scheme
received much attention when Google utilized the scheme for the security of google chrome
web browser [32] and launched the test version of the google chrome that is quantum secure.

In 2017, Saarinen [33] introduced the efficient reconciliation mechanism by introducing
the concept of SafeBits based on Peikert’s [3] error reconciliation mechanism. The protocol
in [33], which is also known as HILAS, employs an error correction method that can be imple-
mented without branches or table lookups on secret data and thus provides defense against side-
channel attacks. The protocol does not need a randomized smoothing function (also known as
a randomized doubling function in Peikert’s scheme [3]) to produce unbiased keys as SafeBits
technique produces non-biased secrets. The author claims that the scheme is as efficient as
new hope [31] scheme with shorter messages and decryption failure rate falls to 27?8 as com-
pared to 27 in original new hope scheme. Due to low decryption failure rate, the scheme is
suitable for both key exchange protocols and public key encryption. As the scheme is based
on existing Peikert’s error reconciliation technique, therefore the protocol is categorized under
Peikert’s reconciliation mechanism. Further, the SafeBits algorithm introduced in this work
can be utilized to increase the efficiency of the existing key exchange protocols based on Peik-
ert’s reconciliation mechanism. The complete summary of the above-discussed key exchange

protocols are tabulated in Table 2.1.
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2.2 Security Analysis of LWE/RLWE-based key exchange pro-

tocols

In this section, we will classify the different types of attacks against the LWE/RLWE-based
key exchange protocols. The taxonomy of attacks is shown in Figure 2.2. From the figure, it
can be seen that the attacks are classified in two branches. First branch is key reuse attacks and
other branch is small field attack. The key reuse branch is further divided into signal leakage
attack and key mismatch attack. The signal leakage attack node further consist of nodes of the
specific signal leakage attack and same is the case with the key mismatch attack. Finally, leaf
nodes are the key exchange protocols that are vulnerable to these attacks. Same scenario is

adopted for small field attack. The taxonomy of attacks has been discussed below.

2.2.1 Key Reuse attacks

The key reuse is the common practice in widely used Internet standards. One of them is
TLS 1.3 (Transport Layer Security), where keys are reused in pre-shared key (PSK) mode. Re-
cently, there has been series of work which shows that the key reuse in the reconciliation based
key exchange protocols make them vulnerable to different types of attacks. These attacks are
broadly classified into two categories as : signal leakage attack (SLA) and key mismatch at-
tack. In signal leakage attack (SLA), the adversary will observe the signal function output to
recover the reused secret key of the honest party. On the other hand, in key mismatch attack
the attacker has an approach of querying the honest party number of times and then tries to
recover the secret key based on the match or mismatch of the final shared key. These two types

of attacks is discussed below.

i. Signal Leakage Attack (SLA): As shown in Figure 2.2, the SLA attack is broadly divided
into signal attack by Ding et al. [34], improved signal leakage attack by Ding et al. [13] and sig-
nal leakage attack by Liu et al. [35]. The three SLA attack uses different approaches to recover
the secret key of honest party by observing the signal function output. Firstly, Ding et al. [34]
proposed the signal leakage attack against RLWE based key exchange protocols that reuses the
public/private key pair. In this attack, the attacker will instantiate the multiple sessions with
the honest party and analyze the output of the signal function to derive the private key of the
honest party. The attack will also work against the schemes where the final shared keys have
been derived from LSB (Least Significant Bits) of approximately same keys computed by both
parties. Therefore, the attack will work against the Ding et al. [2] key agreement protocol. The
complexity of SLA attack to recover the private key s of the honest party is 2 x g (where g is an
odd prime number as described in notation Table 1). The attack has been successful against the
basic Ding et al. [2] protocol, Ding et al. [21] protocol, Feng et al. [4] protocol and recently,

proposed Islam [1] key exchange protocol.
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In another work of Ding et al. [13], it has been shown that the SLA attack can be mounted
efficiently with less number of queries. The authors in [13] suggest that it is not necessary to
vary the constant k in the malformed public key of adversary looping from O to ¢ — 1 (as done
in original SLA [34]) and there are many iterations of k that can be skipped. Thus, the fewer
number of queries are required to recover the private key s of the honest party. These fewer
number of queries are utmost g + ¢ (where c is a constant and ¢ is an odd prime number as
described in notation Table 1) and thus, the complexity of the SLA attack is reduced to g+ c,
in comparison to 2¢q in the original SLA attack. In section 7 of [13], authors considered two
cases of basic Ding et al.’s protocol [2] to show how a fewer number of queries can successfully
recover the private key of the honest party. The first case is the simplified one where the error
term gp is not added by the honest party during the computation of its shared key Kp. The
adversary chooses its private key s4 to be 0 and the corresponding public key is a constant
term i.e. py = k. The second case is the complicated one, where error term gp is added by
the honest party during its shared key computation Kp, and also, adversary deviates slightly
from the original protocol by choosing its error term e4 = 1 and private key s4 according to the
error distribution ¥g. Thus, the public key of the attacker is of the form ps = ass +k, where
a € R,. The authors show that the complexity of attack for the simplified case is g +4 and for
the complicated case is g + c.

The key exchange protocols which are vulnerable to the above Ding et al. [34] signal leak-
age attack are also vulnerable to this improved attack. In addition to it, this work also shows that
the proposed signal leakage attack can be extended to Peikert key exchange protocol [3] and
the schemes that use the reconciliation mechanism of Peikert like Bos et al. [28] and Alkim et
al. [31], also known as new hope are vulnerable to signal leakage attack (see section 6 of [13]).
Lastly, Liu et al. [35] in 2019, proposed a new signal leakage attack against the new hope [31]
protocol. The author emphasize the fact that the reconciliation mechanism of new hope is more
complex than Ding et al. [2] reconciliation mechanism and thus, the Ding et al. [34] signal
leakage attack cannot be directly applied against new hope key exchange protocol. Therefore,
in the proposed work a new method is introduced that will use special property of new hope
signal function to recover the reused secret key of the honest party. The experimental results of

the proposed attack [35] verifies the correctness of the attack.

ii. Key Mismatch Attack: In 2016, Fluhrer [36] first proposed the key mismatch attack against
the RLWE-based key exchange protocols that reuses the public/private key pair. The attack
works against the protocols where final shared keys have been generated from MSB (Most Sig-
nificant Bits) of the approximately equal keys computed by both parties. Taking idea from this
attack, many different versions of key mismatch attack have been proposed which are shown in
Figure 2.2.

From the Figure, it can be seen that there are five mismatch attacks that have been proposed

against the popular new hope key exchange protocol. These are key mismatch attack by Bauer
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et al. [37] in 2019, Qin et al. [38] in 2019, Okada et al. [39] in 2020, Prasanna et al. [40]
in 2020 and recently proposed by Vacek et al. [41]. In the first four attacks i.e by Bauer et
al. [37], Qin et al. [38], Okada et al. [39] and Prasanna et al. [40], the adversary has access
to key mismatch oracle and she is looking to find the specific output patterns. These patterns
will help the adversary to recover the secret key of the honest party. In these attacks, the
adversary act as as one of the participating party in key exchange protocol i.e. may be Alice
or Bob and will require more than 26000 queries to key mismatch oracle. Recently, Vacek et
al. [41] proposed more efficient attack against the new hope key exchange protocol. The attack
will recover the reused secret key of the honest party with 100% probability with less than
3200 queries on average. In 2018, Bernstein et al. [42] proposed another key mismatch attack
against HILAS [33] technique. The proposed attack proves that HILAS is not CCA secure and
an adversary can recover the secret key of the honest party by sending multiple encapsulation
messages and using the replies of honest party to determine whether her decapsulated shared

secret matches a certain guess or not.

2.2.2 Small Field Attack (SFA)

This attack was proposed by Gong et al. [43] and it uses the CRT(Chinese Remainder
Theorem) basis of R, to recover every CRT coefficient of the secret key s, corresponding to a
public key p = as+e. The attack is pointed out by Gong et al. [43] against the one-pass 7;
variant of Zhang et al.’s scheme [17]. Gong et al. [43] has also questioned the security claim
(claim 16) of the two-pass 7, variant of the Zhang et al.’s scheme [17]. The SFA attack allows
the adversary to recover the static key of the honest user after issuing a set of random looking
session queries to the honest party in one-pass 7; variant of Zhang et al.’s scheme. The random
looking queries make it hard for the honest user to prevent or even detect the attack.

SFA attack will work in the scenario where both static private keys and ephemeral private
keys are mixed in generating the key material from which the session key is derived as in case
of one-pass 7y variant of Zhang et al.’s scheme. According to Gong et al. [43], SFA does not
work in schemes where only one private key, either the static private key or the ephemeral
private key, is utilized for session key generation; the attack is applicable when both, the static
private key and the ephemeral private key, are utilized for session key generation. Therefore,
this attack does not work in schemes where only ephemeral private keys are involved in the
session key generation. Moreover, SFA also requires the adversary to register its public keys
on behalf of the dishonest user. This is practically feasible situation and by not allowing an
adversary to register public keys on behalf of dishonest user leads to weak and unrealistic
security model. Also, the traditional mechanism for proof-of-knowledge (POK) or proof-of-
possession (POP) of the private key does not prevent SFA attack as the adversary knows the
private key corresponding to the registered public key. In Table 2.3, the comparative security

analysis of key exchange protocols has been done using the above discussed attacks.
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2.3 Review and Security Analysis of the basic reconciliation
based Key Exchange Schemes using Lattice-based Cryp-
tography

From section 2.1, it is apparent that the key exchange schemes proposed by Ding et al.
[2] and Peikert [3] are the basic instantaneous of the reconciliation mechanism. Schemes in
[17,21,24] and [28,30,31] inherit the reconciliation mechanism of Ding et al.’s [2] and Peikert’s
scheme [3] respectively. In the forthcoming subsections, a detailed review and analysis of the

Ding et al. [2] and Peikert’s [3] key exchange scheme has been presented.

2.3.1 Review of Ding et al.’s Scheme [2]

The idea behind the design of Ding et al. ’s scheme is to propose the quantum variant of
the Diffie-Hellman key exchange protocol, which is simple as well as elegant in its design.
Therefore, Ding et al. [2] in 2012, proposed a simple provably secure key exchange scheme
based on LWE problem and later extended the protocol to RLWE problem. The key idea is to
share a secret given by the values of a bilinear function of two elements x and y via the bilinear

form
O(x,y) =xxmxy (2.1)

where x and y are sampled from distribution v, y is discrete Gaussian distribution over R, with
small standard deviation say 3, m is a fixed element of R, and a small error is introduced to
make the system secure. The reconciliation mechasim introduces the notion of robust extractor
so that both parties will have a common secret session key. The communicating parties would
compute two very close values in R, and then one party additionally sends a signal of his value
to the other so that both the parties would share the same secret key. The protocol in RLWE
settings is described as follows.

Let Alice and Bob be the two parties. Now, the reconciliation mechanism of the scheme in-
cludes the Signal function ¢ that uses the Hint algorithm S() to generate the output and robust
extractor. These are defined as follows

For prime ¢ such that g > 2, the signal functions oy (x) and o;(x) are given by

. 9, 4
Go(x):{ 0 ifxel-14114) };

1 otherwise
{ 0 ifxe[-|Lj+1,124+ }
(6] (x) = 4 4
1 otherwise

The robust extractor is defined as
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—1
E(x,0) = (x+ G.qT mod q) mod 2

The Hint function S(), is defined as: For any y € Z,, S(y) = o,(y) where b & {0,1}, here
$ denotes randomly chosen from {0, 1}. The parameters for the key exchange protocol are n,

q, m, ¥ which are defined as follows:
« Let n be the security parameter such that n = 2%, where k is any positive integer.

* g be any prime integer such that g > 2.
Z[x]
<fx) >

* v is a discrete Gaussian Distribution over Z" with small standard deviation say f3.

m is fixed element in ring R,, where R, = , where f(x) =x"+1.

The complete key exchange protocol based on RLWE problem is shown in Figure 2.3 and
described as follows. First the public parameters n,q, y, B are generated and a fixed element
m is sampled from ring R,. After this, the following communication occurs between Alice and
Bob

* Alice first chooses a secret key s, by sampling from discrete Gaussian distribution y as
Sa < Sample(y) and computes p, = ms, + 2e, where error e, is also sampled from y

as e, < Sample(y). Alice then sends the computed p, to Bob.

* Bob on receiving p,, generates the secret key s;, as s, < Sample(y) and computes k, =
Pa+2ep1 where error ey < Sample(y). Then, Bob computes the signal function output
with the help of Hint function S() as ¢ < S(k,). He then samples error term ej, as
ep < Sample(y) and computes p, = ms;, + 2ep. Finally, Bob sends (p;, o) to Alice and

obtains the secret session key as sk, = E(kp, 0).

* On receiving (pp, o) from Bob, Alice samples error e, as e, <— Sample(y) and com-
putes k, = s,pp + 2e41. At the end, Alice computes her secret session key as sk, =
E(kq,0).

For the correctness of the scheme i.e. for sk, = sk, the necessary condition to hold are

8nB? < % ) (2.2)

As seen from key exchange scheme (Figure 2.3), “Bob has to send a signal to Alice to
indicate that the value of k;, is in the range close to [— LE—ILJ, LE—ILJ] or not. This will make sure
that the error terms in k, and k; do not give different outputs to generate a different secret
session key. The main drawback of sending the signal value is the leakage of information to

the adversary i.e. the information of the value of s, x m x s, lies close to [— ng, ng] or away

474
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Alice Bob
m——-IR,
Sar €a— Sample (l/))
P,=Ms,+2e, € R, Pa Spy €y —Sample()

Kp= PaSp* 2€p;

o —S(ky)
e,— Sample(y)
Py, 0) Pp= Ms,+2e; € R,
e Sample (i)
ka: Sa pb+ 2eal
sk,= E(k,,0) € {0,1}" sky= E(ky, 0) €{0,1}"

Figure 2.3: Key Exchange Scheme proposed by Ding et al. [2]

from this range get leaked. However, there will be no harm to the security of scheme as it
can be showed that k; is pseudo-random in R, and the additional modulo 2 operation makes
the secret session key uniform in R,. Authors have compared the proposed scheme with key
exchange schemes based on public key encryption dependent on RLWE problem” [2]. The
two RLWE based schemes considered for comparison are Lyubashevsky et al.’s scheme [8]
and NTRU variant by Stehle et al. scheme [44] for n-bit secrecy. It had been found that the
proposed scheme performed better among the other schemes with public key size of nlogg,
communication complexity of (2nlogq + n) and computation complexity(given by the number

of multiplication operation in the ring R;) of 4.

2.3.1.1 Security Analysis of Ding et al.’s Scheme

The Ding et al.’s scheme is an attempt to provide the Diffie-Hellman version of key ex-
change protocol in post-quantum cryptography. Like the classical Diffie-Hellman counterpart,
the proposed scheme does not support authentication, consistency and identity protection fea-
tures. Moreover, the security of the scheme depends on the core hardness of RLWE problem
and has proved to be secure against PPT adversary. The theorem stating the security of the
scheme against PPT adversary is as follows
Theorem: The key exchange scheme proposed above is secure against PPT adversaries, if the
RLWE assumption holds.

Despite the above security claims, recently proposed signal leakage attack [34] shows that the

scheme is vulnerable to the leakage of signal function if RLWE keys are reused in the key ex-
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change. The idea of this attack comes from the cryptanalysis of ring-LWE based key exchange
with key share reuse by Fluhrer [36] in 2016. In the proposed attack, the attacker initiates mul-
tiple sessions with the honest party and analyzes the output of the signal function. By carefully
framing the multiple queries against the honest party, the attacker can successfully recover the
private key of the honest party. Finally, the introducers of leakage attack (Ding et al. [34])
conclude that the attack can also be possible against recently proposed New Hope scheme [31].
Therefore, the Ding et al.’s scheme [2] is not fit for use with existing Internet standard protocols

like TLS where key reuse is a common practice to save the computational cost.

2.3.2 Review of Peikert Scheme [3]

As discussed in section 1.1.2, authentication [45] and consistency [46] are the core basic
requirements of a key exchange protocol to provide a secure channel. One of the solutions to
fulfill these two requirements is to use the digital signature as a means for authentication and
MACing the identities of the parties involved to ensure consistency. SIGMA family [46] of key
exchange protocols adopted the above approach of signature and MAC (SIGn-and-MAc) to de-
sign the authenticated Diffie-Hellman type key exchange protocols [47,48]. The work in [46]
explains the underlying design process and the various subtleties related to the design of the
key exchange protocol of SIGMA family. According to authors in [46], different variants of
SIGMA protocol (variants as given in section 5 of [46]) follow the common design core. While
the above analysis of SIGMA protocols is an informal one, the formal analysis of SIGMA pro-
tocols is given in the work of Canetti and Krawczyk [27], where the security of SIGMA variants
is proved using the complexity-theoretic model of security. Building on the same design pro-
cess of SIGMA, Peikert [3] in 2014 proposed a key exchange protocol based on RLWE problem
in lattice-based cryptography. He first proposed a Key Encapsulation Mechanism (KEM) for
lattice-based cryptography which is IND-CPA (Indistinguishability under Chosen Plaintext At-
tack) secure and later uses this KEM to design an authenticated key exchange (AKE) protocol
based on SIGMA model. The Key Encapsulation Mechanism (KEM) and authenticated key
exchange (AKE) protocol of Piekert have described below.

i. Key Encapsulation Mechanism (KEM): The KEM proposed by Peikert is based on RLWE
problem which is proved to be secure by Regev et al. [8] against quantum attacks. One of the
attractions of the KEM is its reconciliation technique characterized by low bandwidth signal
function. This property of KEM is attained by replacing one of the two ring elements, say a
polynomial of degree n, in the ciphertext with a binary string of dimension n. This replacement
reduces the cipher-text length by a factor of two as compared to the previous schemes [ [8,49]].

According to Peikert’s [3], in previous schemes [ [8,49]], encryption is one of the alternatives
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for asymmetric key encapsulation' but KEM is more beneficial as the key K is generated as an

output of the sender’s encapsulation algorithm that can run on the receiver’s public key alone.

The parameters for KEM are as follows:

Let m is a security parameter such that m = 2%, where k is any positive integer.

n is the degree of the minimal polynomial x* 4+ 1 of ’a’ where ’a’ is a fixed element of

ring R, and n = ¢(m) = g for the above described m.

¢ is an odd prime integer such that gcd(q,m) = 1 or ¢ = 1(mod m)

Ry =2la2lt] = g1

Here, ¢, is the primitive m'" root of unity and it is the root of ®,,(x), where ®,,(x) is the

m'" cyclotomic polynomial x” + 1 of degree n.

Y is the discretized error distribution over Z".

In RLWE setting, it is noticeable that the modulus ¢ is an odd prime number, therefore the
whole KEM is described taking g as an odd prime. We have omitted the case when ¢ takes

even value, the case is trivial one and can be refereed from [3] for more information.

Table 2.5: Key Generation Algorithm

Key Generation

Input: (m7 q’ a, II/)
Output: Private key s, and public key pk;

Ss,e < Sample(y)
pky = asg + e where pk; € R,

Table 2.5, 2.6 and 2.7 describe the key generation, key encapsulation and key decapsulation
algorithm respectively in Peikert’s scheme [3]. Here the subscript ’s’ denotes the sender’s (ini-
tiator or first party) parameters while subscript ’»’ denotes the receiver’s (responder or second
party) parameters. Sample(y) is the function that is used to sample the parameters from the
discretized error distribution Y over R,. The key generation procedure takes the parameters
m, ¢, a, ¥ as input and outputs the secret key s; and public key pk; of the sender. The secret
key and error term e are sampled from discrete Gaussian distribution y and combined with the

fixed element ’a’ of ring R, to generate the public key pk; of the sender.

! Asymmetric Key Encapsulation is different from KEM. It is also known as key transport technique where
sender transmits a random chosen cryptographic key K encrypted with receiver’s public key and therefore, the
key can be only decrypted by the intended receiver. This key K is further used by symmetric algorithms for
encryption/decryption of bulk data.

27



Vivek Dabra, 951603009

Table 2.6: Key Encapsulation Algorithm

KEM.Encapsulation

Input: public key pk;

Output: encapsulation c, shared secret key sk,
Srye1,ey < Sample(y)

pk, = as,+e

v = pkss,+ e

v < dbl(v)

c= (pkr, <V >2q’2) ERy X Ry

sk, = Lﬂ 242 €ER

The encapsulation algorithm shown in Table 2.6 takes public key pk; of the sender as input
to output the shared secret key sk, of the receiver and encapsulated ciphertext ¢. The shared

secret key will belong R; and ciphertext will lie in R X R;.

Table 2.7: Key Decapsulation Algorithm

KEM.Decapsulation

Input: encapsulated ciphertext c, private key s
Output: shared secret key sk

c= (pkr, <V >2q’2)

d=<V>3>

w = pk,s;

sky = rec(2w,d) € R,

The decapsulation algorithm as shown in Table 2.7 takes the ciphertext ¢ and private key
s as input to output the shared secret key sk,. It has been asserted that the above KEM will
generate a common secret key at both, the sender and the receiver i.e. sky = sk,. By virtue of the
smart reconciliation proposed by Peikert, two parties agree upon a common secret key instead
of approximate and different values of the secret keys at both the ends. The parameter w of
rec() function in decapsulation algorithm is approximately equal to that of v of encapsulation
algorithm as:

w = pk,.sy = (asy +e1)ss = s5as, + Sseq = s5as, + SpSs + €2 =~ pkys,+ey =v

The definitions of the functions used in the instantaneous of the Peikert’s KEM are
as follows: As mentioned in note earlier, we will discuss all the functions related to KEM for
odd ¢ i.e. odd modulus. The randomness in the output of modulus rounding function (defined
below) depends on the value of g. If g is an even integer, then the output of the modulus
rounding function is unbiased and is completely random. On the other hand, for the odd ¢

its output is biased and is, therefore, not suitable for cryptographic operations. To avoid this
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bias, Peikert scaled up the parameters using a Randomized Doubling Function dbl() (described
below) so that computations can be conducted modulo 2¢; this change introduces small amount

of extra randomness in the mechanism.

* Modulus Rounding Function

The modulus rounding function for odd ¢ is defined as |.], g2 Log = Zy such that

Doy = | 53] noa 2= | 5] moa

* Randomized Doubling Function dbl()

The randomized doubling function is given by dbl : Z, — 7, such that for

Yy € Zg, dbl(y) =5 = (2y— ¢) mod 2q € Zo4 for some random error ¢ € 7Z to be uni-
formly random over modulo 2 and is independent of y. Here error e is sampled from the
set {-1, 0, 1} with probabilities of {-1, 0, 1} as p(-1)=p(1)=1/4 and p(0)=1/2. Another
alternative of randomized doubling function dbl() is randomized rounding function (Ran-
domizedRound()) given by Vikram singh [50] while instantiating the Peikert’s scheme.
This randomized rounding procedure produces the similar effect as that of randomized
doubling function dbl() without additional computational overhead of mapping all ele-
ments of Z, into Zp,. Therefore, Randomized rounding function is more efficient than

randomized doubling function dbl().

* Cross Rounding Function

Let us define the disjoint interval for odd modulus ¢ as

2
Ih=1{0,1,..., {Tﬂ 1Y mod 2g =1{0,1,.., @ — 1} mod 2g

I ={- fél_qJ vy —1} mod 2qg = {— EJ ,
ey —1} mod 2q

The cross rounding function is defined as <. >42: Zp, — 7
0 ifvelyU(lh+q)

<V >p42=
1 ifvehU(ly+q)

¢ Reconciliation function

Defining the disjoint interval for odd modulus g as
2q q

Ih=1{0,1,..., {ﬂ 1Y mod 2g=1{0,1,..., H — 1} mod 2g

L=1{- L%J v — 1)} mod 2q = {— gJ

— 1} mod 2q
—2q 2q —q q
letE=— =)NZ=[—,2)NZ b 1

Now, before applying reconciliation function rec(),the parameters are scaled up using the
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randomized doubling function dbl() as
2w=dbl(w)

Then, the reconciliation function is applied as
rec: Lng X Lo — 7o

0 i I, +F d 2
rec(2mb)= ifvel,+ '(mo q)
1 otherwise

The above-discussed reconciliation function is used to compute the shared secret key sk,

where the value of b provides reconciliation information to the rec() function.

The KEM’s algorithm corresponding to key generation, encapsulation and decapsulation are
shown in Table 2.5, 2.6, 2.7 respectively. Peikert’s uses this KEM to design the SK-secure Au-
thenticated Key Exchange (AKE) derived from CK-model [27] in post-specified peer setting.
The complete AKE has been explained below.

ii. SIGN-and-MAC Authenticated Key Exchange (SMAKE) : The family of key exchange
protocol that uses SIGN-and-MAC approach was proposed by Krawczyk [46]. Based on the
same idea, Peikert [3] proposed the key exchange protocol with the replacement of Diffie-
Hellman key agreement in SIGMA model by the above described KEM. This replacement is
permissible as the core functionality of Diffie-Hellman key exchange is to generate the common
shared secret key without providing additional security features like authentication, consistency
in the key exchange protocol. The security of the IND-CPA secure KEM scheme is dependent
on the well studied RLWE problem [8]. The successful execution of the key exchange protocol
will output the session key kg at both the parties.

The parameters for the SMAKE key exchange protocol are given by

* Key encapsulation Mechanism (KEM) with key space k

¢ Pseudorandom function PRF : k x {0,1} — K

* Digital Signature Scheme SIG with long term signing key x

* Message Authentication Code scheme with key space of K and message space of {0,1}*

The description SMAKE key exchange scheme shown in Figure 2.4 is as follows:

(a) Start Message (S — R): (sid, pk;)
The sender S is also known as the initiator or the first party with its identity as IDj.
Sender S instantiates the protocol by generating session identifier (sid), which must be
distinct from all the previously chosen session identifiers in previous sessions instantiated
with identity /Ds. Then, the KEM Key generation algorithm (as described in Table 2.5)

is invoked with input parameters m, q,a, ¥ to output the ephemeral private key s; and
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Sender (Initiator/First Party) Receiver (Responder/Second-

Party)

(IDg , sid) <« Activation() )
(pk., s;) — KEM.KeyGen() (sid, pk;) (1d, ) “—Activation()

SIGN.verify(X,), Mac.verify(z, )

(c,k) «— KEM.Encapsulation(pk)

ko=PRF,(0) , k,=PRF,(1)

X, «—— SIGN.sign,(1]|sid||pk||c)
(sid,c, Id,, 2., 7,) 7, «— MAC.tag,,(1||sid||ID,)

If verification fails then abort,
Otherwise

k «— KEM.Decapsulation(c,s)
ko=PRF,(0), k,=PRF,(1)

2 ,+~— SIGN.sign,(0]|sid]|c||pks) sid, ID,, Z,, T,)

7, «— MAC.tag,,(0]|sid||ID,) SIGN.verify(Z;), Mac.verify(z;)
If verification fails then abort,

SK =k, Otherwise SK,=k,

(b)

(©)

Figure 2.4: SIGN-and-MAC Authenticated Key Exchange Scheme (SMAKE) [3]

public key pk, of the first party. After generating private and public key pair, the first
party (sender) will send the pair of session identifier sid and public key pk; to the second

party (receiver).

Response Message R — S : (sid,c,ID,,Y ., T,)

The receiver R with identity /D, is known as the responder or the second party. R re-
ceives the start message (sid, pky) and verifies whether the session identifier sid sent by
S having identity /D was used earlier at receiver with identity /D,. If sid is never used
earlier then R activates the session sid as responder. After that, the KEM encapsulation
algorithm (as described in Table 2.6 ) is invoked using public key pks of S to output the
secret key k and encapsulated ciphertext c¢. This secret key is used to derive the shared
session key kg using the pseudorandom function as ko = PRFj(0). The pseudorandom
function is also used to generate the key for MAC.tag() function as k; = PRFj;(1) and
then R compute the MAC.tag() as 1, = MAC.tagy (1||sid

||ID,). Also, there is a long term signing key x to compute the digital signature as

Y, = SIGN .signy(1||sid||pks||c). R then sends the above computed information i.e.
(sid,c,IDy, Y, T,) to S.

Finish Message (S — R) : (sid,ID;, Y, T;)
When S receives the response message from R, it verifies the digital signature and the
MAC tag and if any of these fails to match, the connection is aborted. Otherwise, S

calls the decapsulation algorithm (as described in table 2.7) on encapsulated ciphertext
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c using the secret key s, to output the shared secret key k. This shared secret key k is
used to generate the shared session key kg and k| as described in above paragraph using
pseudorandom function PRF(). Similarly, digital signature and MAC tag is computed to
send in finish message as

(sid,IDy,Y s, Ts).

(d) Completion at receiver
After receiving the finish message from S the receiver R verifies the digital signature and
MAC tag and if any of these verification fails, the connection is aborted. Otherwise, both
the parties have the common shared session key kg in the key space K at the completion

of the protocol.

2.3.2.1 Security Analysis of Peikert’s Scheme

The security of the Peikert key exchange protocol is proved in post-specified peer settings
using the notion of SK-security (See details of post-specified peer setting with SK-security
in [27]). The SK-security requires two properties to hold by a key exchange protocol. These
properties are as follows: (1) When two uncorrupted parties with identity /Dg and 1D, com-
plete a key exchange protocol with the matching sessions? , then both the parties should output
the same session key. This property ensures the correctness of the protocol. (2) There is no
polynomial time attacker that can distinguish the real response from a random response using
a test session query. The second property will ensure the secrecy of the key exchange protocol.

The theorem proving the SK-security of Peikert’s key exchange scheme is as follows

Theorem: Assuming that digital signature, MAC are unforged under chosen message attack
(CMA), PRF is secure pseudorandom function and KEM is IND-CPA secure, then the proposed

key exchange protocol is SK-secure in the post-specified peer model of [27].

The protocol inherits the properties of authentication [51, 52] and consistency from the
Krawczyk’s SIGMA family of protocols [46]. The digital signature is used for providing the
authentication while MAC is used for providing the consistency among the parties involved
in the key exchange. The SK-security of the scheme relies on the security of KEM, which
is assumed to be IND-CPA secure in the above-specified theorem. Bos et al. [28] instantiate
the Peikert’s scheme by integrating with TLS protocol and recently, it has been found that the
scheme is vulnerable to signal leakage attack proposed by Ding et al. [34]. In the resumption
mode of TLS protocol where the private/public keys are reused, the attacker can successfully

recover the secret keys of the honest user by initiating multiple sessions with it. The active

ZDetails of matching session and test session are given in section 2.1 of [27]
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secure KEM proposed by Peikert is resistant to this attack by use of Fujisaki-Okamoto trans-

formation [53] but this transformation is computationally very costly. Thus, a new approach is

required to resist this attack that should be computationally efficient.

24

Literature survey findings

In this section, we provide the insights of this review work. The following are the implica-

tions of this work:

There are two basic instantaneous of the reconciliation technique proposed by Ding et
al. [2] and Peikert [3]. All the reconciliation based key exchange protocols proposed in

lattice cryptography adopted the reconciliation technique of Ding et al. or Peikert.

The reconciliation technique of Ding et al. [2] is more efficient than Peikert’s reconcilia-

tion technique.

While the schemes like that of Zhang [17] adopted the reconciliation technique of Ding
et al. [2] to propose the secure key exchange and Bos et al. [28] adopted the Peikert
reconciliation technique [3]. Likewise their are others schemes which adopted the recon-

ciliation technique of the above two schemes.

It has been found that all these schemes are vulnerable to different types of attacks like
Zhang et al. [17] scheme is vulnerable to small field attack [43] and Bos et al. [28]
scheme with public/private key reuse is vulnerable to signal leakage attack [34]. Both of
these attacks allow an attacker to obtain the secret session key shared/agreed between the

honest parties.

The cause of signal leakage attack is the reuse of public/private keys. The adversary
will exploit this vulnerability by sending manipulated queries to the honest user and then

analyzing the signal changes to extract the value of secret s of the honest party.

The signal leakage attack can also be adapted to New Hope [31] scheme, whose recon-

ciliation mechanism is extension of Peikert’s error reconciliation mechanism.

The basic scheme given by Ding et al. [2] suffers from signal leakage attack. Same is
true for the basic scheme given by Peikert [3]. The only scheme available is given by
Zhang et al. [17]; it resists signal leakage attack but is susceptible to small field attack.
Since the design of any reconciliation based key exchange scheme is inherited from these
basic schemes (so far from schemes in [2,3]), all the proposed reconciliation schemes are
bad omened with these two attacks. Very recently proposed Gao et al.’s scheme [24] is
successful in combating both of these attacks but it lacks any kind of security proof.
Instead of any security model the author used the randomness test of NIST statistical test

suite [25] in support of the security of their scheme.
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* Security of all the reconciliation based key exchange schemes in lattice-based cryptog-
raphy has been justified using classical security models such as Random Oracle Model
(ROM) is used by Ding et al. [21]. However, proofs from classical security models are
inefficient in establishing/evaluating the security of the key exchange schemes designed
for quantum world against quantum adversary. For example, Ding et al. [21] poses to
evaluate the security of their proposed scheme in Quantum Oracle Model(QROM) in the
future scope of their work.

2.5 Research Gaps

After the comprehensive literature survey, the following research gaps have been identified:

* The cryptographic schemes give only theoretical explanation of the schemes in post-
quantum setting without specifying the complete details: Some of the proposed cryp-
tographic schemes, presented the theoretical idea of their work and did not give the com-
plete details of the parameter sizes along with hashing technique used. The detail de-

scription is required to validate the correctness and security of the proposed scheme [17].

* Lack of comparison between different quantum resistive cryptographic schemes:
The lattice based cryptography is used to develop the public-key cryptographic schemes
like key exchange protocols, digital signatures and encryption techniques. For selecting
an efficient cryptographic scheme for quantum computing, there is need to compare the

different cryptographic schemes on common basis [21].

* The key exchange protocols that are designed using RLWE problem are not secure
if their public/private keys are reused: Key reuse is an important feature that saves
the computation and communication overhead and is vastly employed in a majority of
TLS connections. Despite its overhead benefit, this feature generate the security issue for
the RLWE-based key exchange protocols. These key exchange protocols are subject to
signal leakage and key mismatch attacks due to key reuse. The signal leakage attack is
the most serious of these, and most RLWE-based key exchange protocols are vulnerable
to it [13].

* Flaw in design methodology for key exchange protocols: The design of a key exchange
protocol is the major issue that decides its efficiency and security. It has been found that a
design flaw can lead to an inefficient scheme [17] with different security vulnerabilities.
So, there is a need for better design models for a key exchange scheme for different
applications. Different design models are prevalent in modern cryptography that are used
to design lattice-based key exchange schemes, like SIGMA model [46], CK-model [54],
BR-model [20] etc. Now, adopting these design models for lattice-based key exchange

schemes and proving their security is an open problem.
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» Absence of provable security of the key exchange protocols: The security analysis is
one of the crucial aspects of designing a key exchange protocol that provides a secure
channel. Particularly, instead of heuristic justifications [24], researchers prefer provable

security to prove the security of the scheme.

* Lack of standardization of the key exchange protocols: There is no standardization
of key exchange protocols, so as to find the key lengths of the schemes that will provide

particular level of security [55].

2.6 Objectives of the Research Work

After analysis of existing proposals, and the research gaps following objectives are pro-

posed in the proposal.
1. To study and explore the existing cryptographic schemes used in quantum computing.
2. To design and propose an efficient cryptographic technique.

3. To validate the proposed technique using different types of attack.

2.7 Summary

This chapter presents the detailed analysis and classification of LWE/RLWE-based key ex-
change schemes in lattice-based cryptography. From the detailed analysis, it has been found
that all the key exchange schemes are vulnerable to either signal leakage attack, key mismatch
attack, or small field attack. Among these, signal leakage attack is the most severe to which
almost all the schemes are affected. Therefore, there is a need to design an efficient key ex-
change technique that can resist signal leakage attack. So, in the next chapter the lattice-based
anonymous password authenticated key exchange (LBA-PAKE) for mobile devices has been
proposed. The proposed protocol would be able to resist signal leakage attack and will provide

key reuse, anonymity, and perfect forward secrecy.
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Chapter 3

LBA-PAKE: Lattice-based Anonymous
Password Authenticated Key Exchange for

mobile devices

The recent advancement in quantum computers generates the threat alarm of breaking the
security of key exchange protocols which is based on discrete logarithmic or prime factorization
problem in polynomial time. Hence, motivated to develop the key exchange protocol that is
secure in the post-quantum era, Feng et al. proposed an anonymous authenticated key exchange
protocol for mobile devices in a post-quantum world. Although the protocol is simple, elegant,
and efficient for mobile devices, but it is vulnerable to different types of attacks.

Therefore, in this chapter the cryptanalysis of Feng et al.’s protocol has been performed
and it has been proved that the protocol is vulnerable to signal leakage attack, spoofing attack,
manipulation-based attacks, and user anonymity violation attack. Further, to overcome the
above security weaknesses, the LBA-PAKE protocol for mobile devices has been proposed.

The proposed LBA-PAKE protocol resists the above attacks, in addition to it, it also pro-
vides key reuse, anonymity, and perfect forward secrecy features. Also, the formal security
analysis of the proposed LBA-PAKE protocol has been done using the widely adopted Real-
Or-Random (ROR) model. In the end, the proposed LBA-PAKE protocol and Feng et al.’s
protocol have been implemented on the common mobile-server platform for the comparative
performance analysis. The experimental results show that the proposed LBA-PAKE protocol

is as efficient as Feng et al.’s protocol with an extra shield of security.

3.1 Background

In 2015, Kirkwood et al. [56] first revealed that the RLWE based reconciliation schemes,
that reuses the public/private key pairs may leak the private key of the honest party to the

adversary. Further, they suggested that, to secure the schemes against this vulnerability, there
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is a dire need for public-key validation. The authors do not know the direct way of public
key validation in lattice-based cryptography and, thus, suggested the indirect key validation
through Fujisaki and Okamoto transformation [53]. Although this work warns the users against
the reuse of public/private key pairs but they do not provide a concrete description of how
to exploit this vulnerability. In 2016, Fluhrer [36] showed how RLWE based key exchange
protocols that reuse public/private keys can be broken by the information derived from the two-
party agreement. The idea behind the attack is to derive information about the private key of
the honest party from the match or mismatch of the final shared key. However, the attack will
not work against the key agreement protocols where the final shared keys have been derived
from LSB (Least Significant Bits) of the approximately equal keys computed by both parties.
Thus, the attack does not work against Ding et al.’s [2] key agreement protocol.

Taking ideas from the above attacks, Ding et al. [34] in 2017 proposed another attack against
the RLWE-based reconciliation schemes. The attack is termed as Signal Leakage Attack (SLA).
Similar to the above attacks, in SLA attack, an attacker will take advantage of reused pub-
lic/private key pairs to breach the security of the scheme. The attacker will instantiate the
multiple sessions with the honest party and will analyze the output of the signal function to
derive the secret key, say, s of the honest party. It has been shown that signal function tends to
leak the information that might help to recover the secret key s of the honest party. The attack
will also work against the schemes where the final shared keys have been derived from LSB
(Least Significant Bits) of the approximately equal keys computed by both parties. Therefore,
the attack will work against the Ding et al. [2] key agreement protocol. They also mention that
the complexity of the SLA attack to find the secret key s of the honest party is 2 x g (where ¢
is an odd prime number as described in Table 3.1 ). As per the related work discussed above,
the recently proposed Feng et al.’s [4] ideal lattice-based anonymous authentication protocol
for mobile devices is vulnerable to the signal leakage attack (SLA), in addition to it, it is also
suffering from spoofing attack, manipulation based attacks, and user anonymity violation at-
tack. Hence, in this work, an RLWE-based key exchange protocol for mobile devices, termed

as LBA-PAKE has been proposed that is secure against all of the above-discussed attacks.

3.2 Weakness of Feng et al.’s [4] protocol

Table 3.1 depicts the notations of Feng et al.’s lattice-based anonymous authenticated key
exchange protocol. The user registration and mutual authentication phase are given in Table
3.2 and 3.3 respectively. For a detailed description of the protocol, refer to the article [4]. This
section presents the cryptanalysis of Feng et al.’s protocol. Thorough cryptanalysis of Feng
et al.’s protocol suggests that the protocol is vulnerable against signal leakage attack (SLA),
spoofing attack, manipulation-based attacks which includes Trojan horse attack and device
stolen attack and user anonymity violation attack. The detailed description of the above attacks

is given below.
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Table 3.1: Feng et al.’s protocol parameters

Feng et al.’s notations of parameters

q: odd prime number

R: %, Quotient ring of the polynomial ring

Where f(x) is Cyclotomic polynomial x"* 41 of degree n

and n = 2% where k is any postive integer

R,: R/gR, Quotient Ring

n: Positive security parameter s.t. ¢ mod 2n =1

xp: Discrete Gaussian Distribution over R,
with standard deviation 3

e < Xp: Sample error term e from xg

a: random element in R,

pi: master public key of server SP; s.t. p;=a.s+2.e
where s, e < ¥

s: master secret key of server SP;

A || B: String A concatenated with string B

Hy : {0,1}* — {0,1} Secure hash function that
output the fixed length string of length 1

{n,q,xp,a,pi,Ho() }: System or Public parameters

s: Confidential secret key of the server

Table 3.2: Feng et al.’s mobile user registration phase

Mobile User MU; Server SP;
Choose id;
{id;}
e
Si = Ho(idl‘| |S)

Generate pw;
df = s; ® Hy(id;|| pw})
{pwidi'y

Choose pw;

d; = d & Holids| | pw; ) & Hofidi] |pw,)

vi = Ho(idi| | pwi||d;)

Stores {d;, v;} into his/her mobile device

3.2.1 Signal leakage attack (SLA)

While applying SLA to Feng et al.’s key exchange protocol, one can observe from Table
3.1, there is a master public key p; of the server SP; such that p; = a.s + 2.e where a is random
element in R, and s,e are random sample from discrete Gaussian distribution xz. The master
public key p; has corresponding master secret key s and both are reused by the server in each

instantaneous of the protocol.
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Table 3.3: Feng et al.’s mutual authentication phase

Mobile User MU; Server SP;

Inputs id; and pw;

MD;: Check v; = Ho(id;||pwi|d;)
MD;: Generate r;, fi < X

MD;: xi =a.ri+ 2fz

{xi}

Generate ry, fs < X

Compute: x; = a.rs+ 2. f;

ks = x;.8

wy = Cha(ks)

05 = Mod; (ks, wy)

s = Ho(xi[xs|[ws|| o5)
{xg,ws,04}

MD;: computes k; =r.pi

MD;: Gs/ = Modz(k/s,ws)

MD;: Check o, = Ho(x;||x,||ws||o7)

MD;: Compute: s; = d; @ h(id;||pw;)

MD,'i k,‘ = Xg.I;

MD,‘I w; = Cha(ki)

MD;: o; = Modz(k,-,w,-)

MD;: aid; = id; & Ho (x| |wi| 07| ||| ws| | o)

MD;: 0; = Ho(idj|si|aid;| x| |wi| 07| |xs [ ws| | o et

MD;: sk; = Ho(idi||aid;]|x;|[wi| 07| | 04| xs | ws | o5 ]| %)
{aid;,w;, o}

k; = Xj.Ts

Gl-, = Modz(k;,wi)

id; = aidz’@HO(xi|’WiHGi/HXSHWSHGS)

S = H()(idi| |S)

a; = Ho(idi|sil|aidi]|xi|[wil|o; | |xs | [ws] |05 | )
Check o L o;, If not Abort

Otherwise,

compute: sk, = Ho(id;||aid;||xi||wil |0} ||| |xs]|[ws| | O] | 0% )

Theorem 1. The mobile user (MU;) which acts as an adversary <7 can recover the reused

master secret key s of the server SP; with overwhelming probability in polynomial time.

Proof: To carry out the SLA attack, an adversary o7 plays the role of valid mobile user (MU;).
The adversary which acts as a valid mobile user MU;, generates its public key x; by choos-
ing its secret key r; = 0 and error term f; = 1 in R,. Thus, the public key x; is computed as
x; = a.0+k.1 = k. The deviated public key x; is sent to the server (SP;) on a public channel.
The server on receiving the public key x; computes ks as kg = x;.s = k.s. The k; is utilized

as input of signal function Cha() to generate the signal function output as wy = Cha(ks)
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Cha(x;.s) = Cha(k.s). In particular, wi[i] = Cha(kg[i]) = Cha(x;.s[i]) = Cha(k.s[i]), where k
loops from 0 to ¢ — 1. Thus, wy[i] can be used to recover the master secret key s[i] of the server,
as the value of signal wy|i] flips exactly 2 « s[i] times when k loops from 0 to ¢ — 1. Therefore,
by initiating multiple sessions with server using public key x; generated by looping k from O
to ¢ — 1, adversary MU; can recover the master secret key s of the server upto £ sign based on
the number of times the signal w[i] changes. Further, &+ sign of each of the coefficient of s[i]
can be resolved by further initiating ¢ number of sessions with public key x; = (x+ 1)k, where
k loops from 0 to g — 1. Hence, the total number of key exchange sessions required to recover
the secret key s of the server is 2 x g [34]. The complexity of attack can further be reduced to
q + c by using [13] approach, where c is a constant.

In the above approach, the adversary MU, chooses its public key x; as x; = k, which is con-
stant polynomial in R,. The victim SP; can defend itself against the above attack by verifying
the public key x; of the dishonest party MU; and checking whether x; is a constant polynomial in
R, or not. The honest party SP; will abort the session if the public key of user MU; is a constant
polynomial in R,. To overcome this, the adversary will modify the above attack to bypass the
verification of its public key x; by generating it in a way that it is indistinguishable to the honest
party SP;. All other steps are same as described in the above simplified SLA attack (refer to
section 4.4 of [34] for more details of the extended SLA attack).

3.2.2 Spoofing attack

After carefully analyzing the Feng et al.’s protocol, we found that the security of the scheme
is largely dependent on the master secret key s of the server. If the adversary somehow gets the
master secret key s of the server, then the adversary can easily masquerade as a legal server to

mobile users and thus, leads to the spoofing attack. Thus, we prove the following theorem:

Theorem 2. If the adversary gets the master secret key s of the server SP;, then the adver-
sary 2/ can successfully masquerade as a valid service provider SP; (i.e. as a valid server) to

the mobile users.

Proof: Here, the mobile user MU; and server SP; act as an honest party, while the adversary
<7 is the man-in-the-middle between the mobile user MU; and the legal server SP;. Also, the
adversary 2/ holds the long term master secret key s of the legal server SP; and pretends to be
valid server SP; to the mobile user MU;. The mobile user (MU;) authenticate the server (SP;)
when MU; checks that o — Hy (x;]|xs||ws]|G,). Now, if the adversary .« can somehow bypass
this authentication step, then he can successfully masquerade as a legal server. For this to hap-
pen, adversary .o/ requires to compute the correct &;. Now, o = Hy(x;||xs||ws||05). Therefore,
the adversary </ requires the parameters {x;,x;,ws, Os}. As an active adversary, <7 can in-

tercept the x;, wy parameter from the network and generate the parameter x; as x; as follows:
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xg = a.rg +2f;, where rg, I < xp and lastly, compute the oy from (ks and wy) as ks = x; s,
ws = Cha(ks) and 65 = Mod;(ks, ws). Here, it is assumed that the master secret key s is known

to the adversary .7 by SLA attack or any other attack. Therefore, this proves the theorem.

3.2.3 Manipulation-based attacks

Feng et al.’s lattice-based anonymous authentication protocol provides anonymity of the
mobile users (MU;) by authenticating the users locally i.e. at mobile user end through an ap-
plication (App) installed on the mobile user device. For this, the protocol stores the parameters
{d;,v;} locally on the mobile device during the registration phase (see Table 3.2) and these
parameters are responsible for authenticating the mobile users. Now, the idea of storing the
sensitive parameters on the mobile device creates a security issue for mobile users. The adver-
sary can bypass the authentication by modifying, delete, or steal the values of these parameters
from a mobile device, and thus, the protocol is vulnerable to manipulation-based attacks. Thus,
the cost of providing anonymity by authenticating the mobile users locally is very expensive
and is at the expense of the security of the protocol. Hence, Feng et al. protocol is vulnerable to
two manipulation-based attacks. First one Trojan horse attack and second is the device stolen

attack. We discuss them by one by one as follows:

3.2.3.1 Trojan Horse attack

A Trojan horse is a malicious code that looks like a genuine program but it is designed by an
adversary to control the honest user device. A Trojan may steal, modify, or send the honest user
information back to an adversary. The Feng. et al. protocol stores the parameters {d;,v;} into
the mobile device for authentication of mobile user MU; locally through the installed mobile
App. Nowadays, with much storage and network resources available, mobile users usually
install a large number of mobile Apps for their different needs. Some of the Apps has embedded
Trojan horse inside it. Therefore, If the mobile user installs this infected App in his/her mobile
device with Admin privilege, then malicious Trojan horse code also gets executed with Admin
privilege. This Trojan horse code can modify, delete or send these stored parameters {d;,v;}
back to adversary. Thus, the adversary can then use these modified parameters to authenticate

itself as a valid mobile user.

3.2.3.2 Device stolen attack

The second manipulation-based attack is the device stolen attack. The adversary can steal
the mobile device of the honest mobile user and then, modify the parameters {(d;,v;)} stored
in the mobile device to authenticate itself as a valid mobile user. Thus, an adversary can mas-

querade as a valid mobile user to the remote server.
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3.2.4 User anonymity violation attack

Feng et al.’s protocol aims to conceal the identity of the mobile user MU;. To achieve this
purpose, the protocol does not send the mobile user identity over the public channel. But after
carefully analyzing the protocol, we find out that an active adversary can successfully deter-
mine the identity of an honest mobile user. For this, an adversary only needs to know the
master secret key s of the server and he/she can recover the exact identity of the mobile user

MU;. Thus, we prove the following theorem:

Theorem 3. An active adversary .2/ having the master secret key s of the server SP; can re-
cover the exact identity id; of the honest mobile user MU;.

Proof: Let o/ be an active adversary that intercepts the network traffic between an honest mo-
bile user MU; and server SP;. Now, the adversary 7 will act as an active man-in-the-middle
between the mobile user MU; and the server SP;.

The adversary aims to obtain id; of the mobile user MU;. Now, the identity of the mobile user

is obtained by solving the following equation (see Table 3.3):
id; = aid; & Ho (x| |wil|; | [xs||ws| | o) 3.1)

To solve the above equation, adversary will first intercept the public key x; from the mobile user
MU;. The adversary .7 will allow this value to pass to the server SP; as it is. The adversary &/
will again intercept the value, {x;,wy, &} sent from the server. .7 will pass the wy as it is to
mobile user but modify the value of x; and corresponding value of ¢;. The modified value are
labeled with *. Therefore, the adversary .7 will modify x; as x§ and calculate x; as:

Xy = a.rg +2.f;  such that ry, f{ < xp (3.2)

Therefore, o = Hy(x;||x}||ws||05), here oy is computed from (ky; and wy) as ks = x; * s, wy =
Cha(ks) and o3 = Mod;(ks, wy). Here, it is assumed that adversary has the master secret key s
of the server.

Finally, adversary <7 will capture the {aid;,w;, @;} sent from mobile user MU;. From this
point of time, we assume that adversary .7 has everything to recover the identity id; of the

mobile user MU;.

Again, from the equation 3.1, it can be seen that adversary .« require aid;, x;, w;, Gil ,Xs, Wy, O
to solve right hand of equation 3.1 and to recover the exact value of identity id; of mobile user
MU;. Now, continuing with the above scenario, we can see that adversary <7 intercept the value
of aid;, x;, w;, ws from the public channel, while x; is modified as x§ by the adversary. Now, only
o, and Gl-, are required by the adversary to complete the attack.

The parameter Gi/ can be recovered by adversary by computing k;- as k;. = x;.ry, here r; is the
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Table 3.4: LBA-PAKE mobile user registration phase

Mobile User MU; Server SP;
Choose id; and pw;
{ld,'}

Generate a random number r;, pseudo-identity psid;
and pseudo-secret key s* such that s* < xp
s; = Ho(id;||s*), s* is server’s pseudo-secret key
Computes d; = s; ® Ho(id;||r})

{rjd;} psid;}

Computes d; = dl* @Ho(idi‘ ]rj) @Ho(idi‘ |pW,')

Computes v; = Ho(id;||pwi||d;)

Computes PW; = H(v;) € R,

Stores { psid;,d;} into his/her mobile device
{Pwi}

Stores { psid;, PW; and s*} in server’s secure database

modified secret key generated while calculating modified public key x; as shown in equation
3.2. From the k;, the O'l-/ can be easily computed as Gil = Mod»> (k;,w,-), here w; is already inter-
cepted by the adversary. Now, the only parameter left to be computed is o5. The o; is already
computed above during the computation of ;. Thus, the adversary ./ can now recover the
exact identity id; of the mobile user MU; by using equation 3.1. Thus, this ends the required

proof.

3.3 The Proposed Protocol

In this section, the improved protocol is presented, which includes the different phases
along with the correctness of the protocol. As discussed in the previous section, Feng et al.’s
protocol is vulnerable to different attacks, and signal leakage attack (SLA) is the most severe
among all the attacks. The solution of the SLA attack is the public key validation, therefore,
the idea of direct public key validation of Ding et al. [57] has been used to design the proposed
LBA-PAKE protocol. The proposed LBA-PAKE protocol is described as follows:

3.3.1 Setup Phase
The server SP; executes the following steps to complete the system initialization:

* SP; chooses the security parameter n such that n is power of two, and also the value of n

is chosen according to sensitivity of the application for which protocol is to be used.

* SP; chooses an odd prime number g such that g mod 2n = 1, a discrete Gaussian distri-

bution yg over R, with standard deviation § and random element a such that a € R,,.
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* SP; randomly samples s,e < xp and calculates the master public key as p; = a.s + 2e,

where s is the master secret key of the server.

* SP; selects three one-way hash functions. They are Hy(),H;() and H>(). They are de-
scribed as follows:

Hy:{0,1}* — {0,1} (3.3)

Here, Hy() is the one-way hash function whose input is the string of variable length and
output is hash of fixed length say 1. Typically, it is implement using SHA-3 family of
hash function.

Hy:{0,1} - R, (3.4)

H() is the secure one-way hash function whose input is a string of fixed length 1 and

whose output is an element in R,,.

H, : {0, 1}* — ){B (3.5)

H,() is the secure one-way hash function whose input is an element in R, and output is
sampled from yg distribution. The H() hash function is modeled as a random oracle H,
(in a similar way as Hj(x) is modeled as random oracle H in [57] ) and typically imple-
mented using the combination of Hy() hash function and an algorithm P that samples the
element from yg. The fixed-length output generated from the Hy() is used as a seed for

the P algorithm to generate the random sample from g distribution.
* Finally, Server SP; publishes the system parameters {n,q, xg,a, pi, Ho(), H1(),H2() } pub-

licly and keeps master secret key s as confidential.

3.3.2 Registration Phase

After the Setup phase, registration of the mobile users is commenced in the following man-

ner (see Table 3.4). The messages transferred in this phase are through the secure channel.

1. First, the mobile user MU; chooses his id id;, password pw; and sends id; to the server
SP;.

2. Server SP; onreceiving id; from MU; generates the random number r; along with pseudo-
identity psid; and pseudo-secret key s* as s* <— xg. Server SP; will then compute s; as
S;i = Ho(idi||s*)and dl* = @Ho(idinl’j). SPj will send {rj,d;k,psidi} to the MUj;.

3. MU; after receiving {r;,d;, psid;} from SP; computes d; = d; ® Hy(id;||r ;) & Ho(id;|| pwi),
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vi = Hy(id;||pwi||d;) and PW; = H;(v;). MU; will store parameters { psid;,d;} in his mo-
bile device and send {PW;} to the server SP;.

4. Finally, the server SP; will store the parameters { psid;, PW;,s*} in server’s secure database.

3.3.3 Login & Authentication Phase

In this phase, the mobile user MU; and server SP; authenticate each other and establish a
common session key (see Table 3.5). All the messages in this phase are transferred in plain-text

through the insecure public channel. This phase has been described below as:

1. The mobile user MU; initiates the session by inputing the identity id; and password pw;.
The parameters {psid;,d;} are fetched from the mobile device for further computation
of other parameters. The mobile user MU; computes v; as v; = Hy(id;||pwi||d;), PW; =
Hi(v;) and public key x; as x; = a.r; +2.f;, where a is the random element in R, and
ri, fi <= Xp- After that MU; computes x; as x; = x; + PW; and sends the parameters
{psid;,x} } to the server SP;.

2. Server SP; after receiving the parameters {psid;,x;} from the mobile user MU;, fetch
PW; and s* corresponding to psid; from the server’s secure database. The server SP;
then recovers the public key x; as x; = x; — PW; and computes its ephemeral public key
Xg as Xy = a.ry + 2.fs, where ry, fy < xg. SP; then calculates y,z as y = Hy(x;), z =
H>(xs), computes X; = x; +a.y and ks as ks = %;.(s +2) + 2.fs/ such that fs/ < xp- Finally,
SP; computes wy; = Cha(ky), 05 = Mod,(ks,ws), 0t = Ho(x;||x||ws||05) and send the

parameters {x;, wy, 0 } to the mobile user MU;.

3. MU; after receiving the parameters {x;, ws, 0} from SP;, authenticate SP; and generate
shared session key in the following manner: The server MU; first computes the parame-
ters y,z in same manner as done by SP; as y = Hy(x;),z = Hz(x,). Then, MU; computes
pi=pitaz, ; = pi.(ri+y) —|—2.fl-/ such that fl/ < xp and 6; = Modz(k/s,ws). MU; now
authenticate the server SP; by checking whether o ~ Hy (x;||xs| [ws|| ). Tf it is not equal,
then the session is aborted, otherwise MU; will continue to complete the session. After
the successful authentication of SP;, MU; computes s; = d; ® Hy(id;||pwi), ki = x,.1i,
wi = Cha(k;), 6; = Mody (ki,w;), aid; = id; & Ho(x;||wi|| ;] |xs| || |0,),

o = Ho(id;||si||aid;| |xi||wi||0;]|xs| ]| 0, ]| ot ) and finally, the session key
sk; = Ho(id;||aid;||x;||wi|| 01| ||| xs| [ws| |O.] | 0ts). The mobile user MU; sends the parame-

ters {aid;, w;, o} to the server SP;.

4. SP; after receiving the parameters {aid;,w;, o} from MU;, authenticate MU; and gen-

erate the shared session key in the following manner: SP; computes k:- = Xj.Ts, O'l-/ =
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Table 3.5: LBA-PAKE login and authentication phase

Mobile User MU; Server SP;

Inputs id; and pw;
MU;: Fetch psid;, d; from mobile device
MU;: computes v; = Hy(id;||pwi|d;)
MU;: computes PW; = H,(v;) € R,
MU;: Generate r;, f; < X
MU;: x; = ari+2fi
MU;: xj =x;+PW, €R,
{psid; x;'}

Fetch PW; and s* corresponding to psid;
from Server’s Database

Compute: x; = x; — PW;

Generate ry, f; < xp

Compute: x; = arg+ 2f;

Compute: y = Hy(x;), z= Ha(xs)
Computes: x; = x;+a.y

ky = Xi(s +2) +2f,, where f; < xp
ws = Cha(ks)

05 = Mod; kg, wy)

oty = Ho (xi[xs| |ws|| o)

{xx Ws ;(xx}

MU;: computes y = Hy(x;), z = Hp(xy)

MU;: computes p; = p;+a.z

MU;: computes k; = pi.(ri+y) +2fi/, where fl/ X
MU;: o, = Mod, (ky, wy)

MU;: Check o = Ho (x;|xs||ws||0,)

MU;: Compute: s; = d; @ Hy(id;||pw;)

MU,'Z ki = Xg.j

MUZ‘I w; = Cha(k,)

MU;: O; = Modz(ki,wi)

MU;: aid; = id; ® Ho(x;||wi|| 07| x| [ws | o))

MU;: o = Ho(idy||sil|aid;||xi[ [ wil | o3 xs | ws | o5 | %)
MU sk = Ho(idj|aid;| |x;||wi| 01| o] |xs | ws] | o || %)

{aid;,wi, 0}
k; = X;.Is
Gi/ = Modz(k;-,wi)
id; = aid; ® Ho (x| [wi |0} ||xs |ws] | o)
S,‘/: H()(id,‘| |S*) )
o = Ho(id;|[sil|aid;||xi||wil|0; [[xs] [ws|| o] | )
Check (X; 2 a;, If not Abort
Otherwise,
compute: sk; = Ho(idl-\|aid,-|\xini\|Gl./|\Oc,-HstwsHGsHocs)

Mod, (k;,w;), id; = aid; & Ho(x;||wi]|0; ||xs] || 05), si = Ho(id;]|s*) and
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o, = Ho(idy||si||aid;||x;||wi] |G} | |[xs||ws|| 0| | 0ts). The server SP; will authenticate the mo-
bile user MU; by checking if Oc; 2 o;. If it is not equal, SP; will abort the session, other-
wise SP; will compute the session key sk as sky = Ho (id;||aid;||x;||wil| Gl-/ || 0] |xs||ws| | O] | 0t )-
Here, we assert that sk; == sk; 1.e. the session key sk; computed by SP; is same as the

session key sk; computed by MU;.

3.3.4 Password Update Phase

If the mobile user MU; wants to update his password, he can do so by inputting the old
password. The whole procedure is shown in Table 3.6. It is worth noting that all the messages

transferred in the password update phase are through the secure channel.

3.3.5 Condition for the correctness of the proposed protocol

From the Login & authentication phase of the proposed protocol shown in Table 3.5, it can
be see that oy and Gs/ should be same for the correctness of the protocol. Similarly, 6; and Gl-/
should be same so that both parties agree on the same shared session key. The condition for the
correctness of the proposed protocol for o; and G; has been derived and the reader can derive
similarly the correctness condition for o; and Gl-/. Both computed conditions for the correctness
are same.

The values of oy and 0'; are derived from ks and k; respectively.

ks =x;.(s+2z) +2-f;
ks =a.ri.s+a.ri.z+a.y.s+a.y.z+ (3.6)
2fis+2fiz+2.f)

k= pi.(ri+y) +2.f;
k; =a.s.ri+a.s.y+a.z.ri+a.zy+ 3.7)
2e.r; —|—2€.y—|—2.f;

From the above system of equation, we get k; and k/s. Now, subtracting the values of k; and

k;. Thus, we get

ks —k, =2fis+2fi.z42.f, —2e.r;—2ey—2.f,
:2(ﬁ.s+f,~.z—l-f;—e.r,~—e.y—fi/)
Vs = Il = 241 £l + 1 fi2l | + 11
—le.rill = [le-yl| = II£i 11}

(3.8)
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Table 3.6: LBA-PAKE password update phase

Mobile User MU; Server SP;
Input id; and old password pw;
Fetch psid;, d; stored in mobile device
Compute v; = Ho(id;||pwi||d;)
Compute PW;* = H; (v;)
{psid;,PW;*}

For psid;, Fetch PW; from database
Check if PW; = PW;
If it is not equal, abort the connection.

Otherwise, send ACK Token
{ACK—Token}

IF ACK-Token is received, then choose new password pw/"
Computes d"" = d; @ Hy(id;|| pwi) ® Ho(id;|| pw}"')
Computes v = Hy(id;|| pw!®"||d")

Compute PW;" = H; (V")

Stores updated {d/"*"'} in mobile device

{PVVinew}

Stores updated PW;"®" in server’s secure database

Now, Applying lemma 1 and lemma 2. we get,
ks — k|| < 2(4.82.032 +2.B.v/n) (3.9)

By referring Lemma 3, we can see that ||u —v|| < |[2.¢|| < % Thus, ||e|| < g Thus, for the
correctness of the protocol:

T 20482032 +2.8.v/n)
8 (3.10)
g > 16(4.82.0°* +2.B.\/n)

Thus, above is the condition for the correctness of the proposed protocol.

3.4 Formal Security of the Proposed protocol

In this section, the formal security of the proposed LBA-PAKE protocol is proved using
Abdalla et al.’s [58] Real-Or-Random (ROR) model. First, a brief description of our security
model is provided, which is designed by following the ROR model and then, the security of the
proposed LBA-PAKE protocol is proved in Theorem 4.
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3.4.1 Brief description of security model

In this subsection, the main components of our security model have been described, which
is followed from the ROR model [58]. All the security definitions are directly followed from
the ROR model. The execute, send, test oracle queries are the same as in the basic ROR model.
Additionally, we introduce the CorruptMD(U’) and CorruptS(S/) oracle queries for verifying
the Perfect Forward Secrecy (PFS) of the proposed LBA-PAKE protocol. These oracle queries

are as follows:

+ CorruptMD(U’): This oracle query simulates the manipulation based attacks which
include mobile device stolen and Trojan Horse attack against the user instance U’. The
query outputs all the sensitive information stored in the mobile device of user U’ to the

malicious adversary 7.

 CorruptS(S/): This oracle query models the attack in which the long term master secret
key s and secure database of the server has been compromised. The query simulates the
attack against the server instance S/ and output the long term secret key and sensitive
information stored in the server’s database. This query illustrates the perfect forward
secrecy of the proposed protocol. Here, CorruptS() oracle query follows the strong-
corruption model as not only a long term secret key but also a secure database has been

compromised.

Semantic Security of the session key in our security model: In the ROR model, an adversary
can ask Execute, Send and Test oracle queries but not the Reveal query. Indeed, the adversary
can ask as many Test queries as he can. In this case, all the Test queries will be answered in
accordance with the same value of flipped coin bit » which has been derived during the start
of the experiment. Therefore, during the whole experiment whenever the Test query has been
called to any instance of client and server, the output of the Test query will be either all real or
all random session keys.

Let SUCC denotes the event in which adversary correctly guesses the bit b of the flipped

coin.

Definition 1: The advantage of an adversary .o in correctly guessing the bit b of the flipped
coin i.e. breaking the semantic security of the protocol P is given as:

AdVIAKE (o) = |2.Pr[SUCC] — 1|

The protocol P is secure authentication and key agreement protocol if AdvEAKE (o7 is negligi-

ble.
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Definition 2: As proved in [8], the RLWE problem is hard for the polynomial-time ad-
versary. Thus, the advantage of the polynomial-time adversary (Ad vﬁqLWE ) to solve the RLWE

problem is negligible. Hence, AdvquWE < &, where ¢ is a sufficiently small value.

3.4.2 Security Proof of the proposed LBA-PAKE protocol:

This sub-section states the theorem that proves the security of the proposed LBA-PAKE

protocol by following the above-discussed security model.

Theorem 4: The proposed LBA-PAKE protocol is secure and supports perfect forward
secrecy, if the size of password and identity dictionary, the range space of hash function, the size
of Gaussian distribution space are sufficiently large enough and the advantage for polynomial-
time adversary .o/ to solve the RLWE problem should be negligible i.e. AdvquWE < &, where €
is a sufficiently small value.

Now, Let AdvEAXE (o7) denotes the advantage function for adversary <7 to break the semantic
security of the proposed LBA-PAKE protocol P, then

2 2
AdVPAKE (o7 < 9u 96
P ~ |Hash|  ¢"
4 (95 + Gexe)? s s (3.11)
[SPy | (D % | Zip|
2 AdRIVE
q

where |Hash|, q", [SPy,|, |Zpw| and |Zip| are the range space of Hy() hash function, range
space of H| () hash function, range space of Gaussian distribution xg, size of password dictio-
nary and size of identity dictionary respectively. Also, Adv%WE denotes the advantage for the

polynomial-time adversary in solving the RLWE problem.

Proof: The proof of the theorem consists of a sequence of games G; where 1=0,1,....4. For
each Game G;, SUCC; denote the event wherein the adversary .7 succeeds in guessing the bit
b in the Game G,. Here, bit b is generated at the start of the experiment by flipping the coin and
kept concealed from the adversary .o7. This value of bit b is utilized in the sequence of games

played, whenever Test() oracle query will be called.

Game Gq: The game Gj is the real attack by an adversary .7 against the proposed protocol
P. In this game, the adversary .« will guess the bit b of the flipped coin. According to defini-
tion 1, the advantage of the adversary .7 in guessing the bit b is:

AdVIAKE (o7) = 2. Pr[SUCCo] — 1 (3.12)
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Also, note that the advantage of the adversary in guessing the bit b is 0 in the above equation

1
(as Pr[SUCCy) = 3 for a random flip of a coin) due to the rescaling of the probabilities.

Game G;: The Game G, simulates the eavesdropping attack using Execute oracle query
(Execute(C',S7)). The Execute oracle query (Execute(C',S7)) captures the honest execution
between a client instance C' and a server instance S/. The query outputs the transcript that
consists of messages exchanged during the honest execution of the protocol P. In the end, the
adversary .« calls the Test Oracle query (Test(U;)) and it has to output the guess b of bit b, to
determine whether the output of Test oracle query is the genuine session key or a random key.

In the proposed protocol, session key is calculated as sk; = Ho (id;||aid;| |x;||wi| | 6] o] |xs||ws| |00 | ots) =
Hy(id;||aid;||x;||wi |Gil ||ti||xs||ws||Os|| &ts) = sks. In order to derive the session key sk; or sk, the
adversary o7 requires the parameters id;, o;, G;, as other parameters {aid;,x;, w;, &;, x5, W, O }
are obtained through Execute oracle query (Execute(C',S’)). Now, o; is calculated from k; as
k; = x,.r;. Thus, adversary o7 require secret key r; to derive o;. Similarly, s is required to derive
to compute o;. Therefore, the probability of wining the Game G by an adversary 7 is not

increased by the eavesdropping attack. Mathematically, this can be expressed as :
Pr[SUCCy| = Pr[SUCC,] (3.13)

Game G»: This game is modeled as an active attack using a hash, send and execute ora-
cle queries. The game simulates the real-time hash functions and considers the collisions of
hash values. The proposed protocol consist of three hash functions Hy(),H;() and H»(). The
input parameter of H,() oracle are available on a public channel and can be intercepted by
Execute oracle query (Execute(C',S/)). Thus, adversary 7 is interested in the collisions of
Hy() and H,() oracles. For this purpose, </ calls adaptively the Hash oracle queries in or-
der to identify the hash collisions. Therefore, using the Birthday paradox, the probability of

2 2
collision using Hash oracle query is < 73 |(1]‘7ash| 2ZGq i

of hash queries corresponding to hash Hy() and H; () respectively, While |[Hash| and ¢" is the

. Here, gy and g are the number

range space of Hy() and H| () hash function respectively. The range space of H; () is ¢" because
it outputs the polynomial of degree n, where each coefficient of the polynomial can have ¢
possible values (Here ¢ is an odd prime number as described in setup phase).

The probability of collisions of the parameters {x*,x,} using send oracle query Send (U i m)

and execute oracle query (Execute(C',S7)) is also given using Birthday paradox and is utmost

(g5 + qexe>2
2%|SPyg|

the range space of discrete Gaussian distribution yg. The reason for this value of probability is

. Here, g5 and g,y are the number of send and execute queries, while |SPxﬁ| is

because the computation of the parameters {x},x, } involves the secret key value, error term r;, f;
and ry, f; respectively as x; = a.r; +2.f; and x; = a.ry+ 2. fs, which is sampled from discrete

Gaussian distribution yg. Therefore, we have
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2 2
dn a6
Pr|iSUCC,| — PrlSUCG|| <
PriSUCal = PrSUCCI S 3 THash] ¥ 2egr (3.14)
(C]s‘l‘C]exe)2 .
2% |SPy|

Game G3: This game simulates the corrupt mobile device oracle query CorruptMD(U") and
models the manipulation based attacks. The manipulation based attacks consist of controlling
the device by an adversary either by injecting the Trojan horse or either stealing the mobile
device. By either way, Adversary .o/ gets access of the stored information on a mobile device
and he can use that information to bypass the authentication.

In the proposed protocol, the adversary .o/ gets the parameters {psid;,d;} by CoruptMD
oracle query. Now, the adversary can make an online guess of id and password combination,
eliminating one possibility with each guess. Therefore, each send query will eliminate one pos-
sible combination of id and password. Hence, mathematically the probability of an adversary

<7 in guessing id and password combination correctly is given by :

\Pr{SUCC,] — Pr{SUCCS]| < ——2

e — 3.15
= 1Dl ¥1%10) G-19)

Here, g, is the number of send queries, ,,,, and %, are the size of the password and identity
dictionary respectively. However, the number of wrong identity and password combination in-

puts should be limited by the server.

Game G4: This game simulates the corrupt server oracle query CorruptS(S/) and models
the attack in which the server S gets fully compromised by an adversary .o#. This game captures
the notion of perfect forward secrecy of the proposed protocol. In this game, adversary <7 gets
the stored parameters of the mobile users in the server’s secure database and also, the long term
master secret key s of the server. The adversary ./ aims to generate the past session key from
the past intercepted parameters values. The adversary .o gets the parameters { psid;, PW;,s,s*}
pertaining to all mobile users by CorruptS(S/) oracle query. Now, the adversary will get past
intercepted parameter’s values by execute oracle query (Execute(C',S/)). The parameters are
{psid;,x}}, {x5,ws, 0} and {aid;, w;, 0;}. The adversary can compute x; from x as x; = x} —
PW;, as adversary has both x; and PW; pertaining to any mobile user. Now, the adversary task
is to fetch s and ry to generate o and Gi, respectively and correspondingly the session key
sk = Ho(id;||aid;| |x;||wi]|o; ||| |xs]|ws| |Os]|0t) (all other parameters are already intercepted
by the adversary through execute oracle query (Execute(C',S’))). The value s is provided
to adversary .o/ through corrupt server CorruptS(S) oracle query and the task of computing

rg from xg are same as solving the RLWE problem, which is hard as stated in definition 2.
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Therefore, we have following result:
Pr[SUCC) — Pr[SUCCy]| < AdvitVE (3.16)
Rq

All the games are executed until now. If the adversary has tried all possible ways to break
the security of the protocol but he is not successful, then the last way to win is to call the Test
oracle query Test(U') and guess the bit b produced by that query. Therefore, the probability of
winning the game Gy is:

1
PriSUCC] = 3 (3.17)

Using the equation 3.12, we obtain

1
AdviARE (o) = 2.|PrSUCC)] — 5|

= 2.|Pr[SUCCy] — Pr[SUCC,])|

Using triangular inequality, we solve the equation as

AdVIARE (o7) < 2.(|Pr[SUCCy] — Pr[SUCG,]|
+|Pr[SUCC,] — Pr[SUCG;]| (3.18)
+|Pr[SUCC3] — Pr[SUCCY]|)

Using Equation 3.13, we get the following equation:

AdviARE (o) < 2.(|Pr[SUCC)] — Pr[SUCG,]|
+|Pr[SUCGC,] — PrSUCG3]| (3.19)
+ |Pr[SUCC3] — Pr[SUCC4]|)

Putting values from equation (3.14, 3.15 and 3.16) we get

2
AdVEARE (o) < 0. (— T 6
d = "2x|Hash| 2xq"

(‘Is + qexe)2 4 qs
2% ’SPZ[S‘ |Dpw| = | Zip|

+ AdvEVE)

_I_
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PAKE qi e
Ad o) < -
() < |Hash| = q"
i (95 + Gexe)? 12 s (3.20)
[SPy | | Dpw| %210
+ 2. AdVRIVE
q

Hence, proving the Theorem 4.

3.5 Performance Analysis

In this section, firstly, suitable parameters are chosen for the proposed LBA-PAKE protocol.
Then, classical and quantum security levels are analyzed for the parameters of choice. Further,
the proposed LBA-PAKE and Feng et al.’s protocol have been implemented for {512,256, 128}
values of security parameter n, where n is the degree of any polynomial p(x) such that p(x) €

Rj. Finally, the communication cost of the proposed LBA-PAKE protocol has been computed.

3.5.1 Parameters chosen, computation & communication overheads

The following parameters has been chosen for calculating the computation and communi-
cation overhead of the proposed LBA-PAKE protocol.

The security parameter n is of power of two and is of {512,256,128} values, the dis-
crete Gaussian distribution g for sampling secret and error terms is of standard deviation

g8

2% T

~ 3.192. For the correctness of the protocol ¢ > 16(4.82.n3/% +2.B.1/n), there-

fore for n equals to 512 and standard deviation of = ~ 3.192 of x4 distribution, the

8
V2xm
calculated value of odd prime ¢ is 7557773.

With the above values of the parameters, we analyze the classical security of the proposed
LBA-PAKE protocol using the LWE estimator [59]. LWE estimator estimates the level of secu-
rity provided with the particular set of the parameter’s values for both LWE and RLWE based
cryptosystem. The idea is to compute the attack complexity of the meet-in-the-middle, decod-
ing, reducing BDD to unique-SVP, BKW, lattice reduction, and exhaustive search attack. From
the given set of parameter’s values, the LWE estimator outputs the time and space complexity
of these attacks. The snapshot of the sage code to estimate the classical security level of the

proposed LBA-PAKE protocol is given in Figure 3.2.
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Figure 3.1: Comparison of key exchange timings of Feng et al.’s protocol & proposed
LBA-PAKE protocol

In [1]: load(“"estimator.py™)
In [19]: n, alpha,q=512,alphaf(8,7557773),7557773
In [28]: set verbose(l)
In [ ]: _=estimate lwe(n,alpha,q,skip=["arora-gb™])
Figure 3.2: Snapshot of sage code using LWE estimator
The output of the above sage code shows that our parameters of choice will provide at least
100-bit of classical security.
For the estimation of quantum security, the idea of NewHope key exchange protocol [31]
has been followed to calculate the quantum security level of the proposed LBA-PAKE protocol.
“The idea is to compute the computation complexity of primal and dual attacks for solving

the underlying lattice problem on a quantum computer. The estimation is pessimistic as the

underlying lattice problem considered is only core SVP and actual complexity is much higher
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than the result of the estimation” [31]. Hence, the results of the estimation for the above
parameters of choice shows that the proposed LBA-PAKE protocol offers at least 75-bits of
quantum security.

The notations for the other calculated parameters are as follows:

* Tsamp depicts the average time elapsed for sampling from the discrete Gaussian distribu-

tion xg.

* T,mu shows the average time elapsed for the multiplication of two polynomial elements

a,b where a € R, and b is sampled from discrete Gaussian distribution xg as b < x3.

* Ty shows the average time elapsed for computing the Hy() function (specifically sha3-
224() function).

* Tp1: depicts the average time elapsed for computing the H; () function.
* Ty stands for the average time elapsed for computing the H;() function.

* Tcna shows the average time elapsed for computing the Cha() function.

Tinoaq depicts the average time elapsed for computing the Mod; () function.

The system configurations used for the implementation of the proposed LBA-PAKE and
Feng et al.’s protocol are as follows: The mobile user uses the Redmi 5 smartphone with Octa-
core Max 1.80 GHz CPU and 2GB RAM on the Android version-7.1.2 N2G47H. The server is
running on Intel(R)Core(TM)i15-7200U processor with 2.50 GHz frequency and 8 GB RAM.
The message digest is generated using SHA3-224() hash function as Hy() output. The running
time of the above-discussed parameters are listed in Table 5.2.

The comparison of the computational overhead of the proposed LBA-PAKE and Feng et
al.’s protocol has been presented in Fig. 3.1. The Figure 3.1a depicts the server-side computa-
tion cost while Figure 3.1b shows the client-side (mobile) computation cost. From the Figure
3.1a and 3.1b, it can be seen that the computation cost of the proposed LBA-PAKE protocol is
slightly more (few milliseconds) than the Feng et al.’s protocol. The reason for this extra com-
putational cost is the provision in the proposed LBA-PAKE protocol to resist the signal leakage
attack (SLA). As discussed in above sections, Feng et al.’s protocol is vulnerable to SLA at-
tack and the attacker can successfully recover the master secret key s of the server. Thus, to
resist the SLA attack, the proposed LBA-PAKE protocol introduces extra one-way hash func-
tion H(). The idea behind the SLA attack is the manipulation of the public key by the mobile
user to obtain the master secret key s of the server. Now, the H;() hash function keeps a check
on the public key x; of the mobile user and ensures that it does not deviate from the protocol.
However, this will add to computation cost, as seen from the Table 3.5, the computation of

y = Hj(x;), z= Hy(x5) and X; on server-side and y = H;(x;), z = H»(x;) and p; on mobile-side.

56



Vivek Dabra, 951603009

Table 3.7: Running time of cryptographic operations (in microseconds) for n = 512,
B =3.192 and ¢ = 7557773

Cryptographic Running Time | Running Time
Operation of Server of Mobile User
Tsamp 48.52 150.61

y— 496.59 1518.764

Tho 2253.79 10915.585

T 127.96 281.282

Ti» 1612.21 6562.526

Tcha 1845.08 8512.699

Toa 756.34 5018.214

This extra computation cost contributes to secure the proposed LBA-PAKE protocol against the
SLA attack. Thus, the proposed LBA-PAKE protocol is more secure than Feng et al.’s protocol
with approximately the same computational overhead. Also, one can see from Table 5.2 that
the individual operations on a mobile device take more time than on the server. This behavior
is quite obvious as the server is computationally more powerful than the mobile device.

Further, the proposed protocol has three rounds of communication between mobile client
and server. Hence, to compute the communication complexity, we calculate the bit size of the
each parameter exchanged between mobile client and server. The parameters exchanged be-
tween the mobile client and server in three rounds of communication are { psid;, x} }, {xs, wy, 0 }
and lastly, {aid;,w;, o;}. The bit size of psid, is of 8 bits, x}, x, is nxlog, (g) bits each, wy, w; is n
bits each and o, o, aid; is 224 bits each (as it is output of sha3_224() function). Thus, combing
together the overall communication complexity is 2nlog,(q) + 2n + 3 % 224 + 8=2nlog,(q) +
2n+ 680 bits.

3.6 Summary

In this chapter, the Feng et al.’s anonymous authentication key exchange protocol for mobile
devices has been crypt-analyzed. From the crypt-analysis, it has been found that the Feng
et al.’s protocol has many security risks. Thus, a new protocol named LBA-PAKE has been
proposed, which can resist the signal leakage attack (SLA) and other attacks, to which Feng et
al.’s protocol is vulnerable. The idea to prevent the SLA attack is to verify the public keys using
the direct validation technique of Ding et al. [57]. The formal security analysis has been done
using Abdalla et al.’s ROR model. The implementation parameters of choice offer 100 bits of
classical and 75 bits of quantum security. The computation timings also validate the proposed

protocol in terms of efficiency for the mobile client-server environment.
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Chapter 4

Modified two-party authenticated key
agreement protocol for post-quantum

world

The previous chapter expatiated the impact of signal leakage attack (SLA) on the security
of Feng et al.’s key exchange protocol. Thus, the LBA-PAKE protocol for mobile devices has
been proposed. The proposed protocol resists the SLA attack and also provides key reuse,
anonymity, and perfect forward secrecy features.

In this chapter, it has been shown that Islam’s two-party key agreement is vulnerable to the
modified version of the signal leakage attack (SLA), which is also termed as improved-signal
leakage attack (i-SLA). Therefore, the modified two-party authenticated key agreement (m-
2PAKA) protocol for post-quantum world has been proposed. This protocol is the improvement
of Islam’s provably secure two-party authenticated key agreement (2PAKA) protocol. Also, the

condition for correctness of the modified protocol has been calculated.

4.1 Background

In 2018, Ding et al. [13] showed that the SLA attack can be mounted efficiently with less
number of queries. The authors in [13] suggest that it is not necessary to vary the constant k in
the malformed public key of adversary looping from O to ¢ — 1 (as done in original SLA [34])
and there are many iterations of k that can be skipped. Thus, the fewer number of queries are
required to recover the private key s of the honest party. These fewer number of queries are
utmost g + ¢ (where c is a constant and ¢ is an odd prime number) and thus, the complexity of
the SLA attack is reduced to g + ¢, in comparison to 2¢ in the original SLA attack.

The above version of the SLA attack is termed as improved-signal leakage attack (i-SLA).
In this work, it has been shown that the Islam’s [1] key agreement protocol (2PAKA) is vul-
nerable to the improved-signal leakage attack (i-SLA) [13]. Using i-SLA, the attacker can
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successfully recover the reused secret of the honest party by instantiating utmost ¢ number of
key exchange sessions with the honest party using ¢ number of malformed public keys, which
are authenticated by the Certificated Authority (CA). The countermeasure to defend the proto-

col against this attack has been provided without changing the original design of the protocol.

4.2 Cryptanalysis of Islam’s [1] two-party authenticated key
agreement protocol (2PAKA)

This section has been reserved for the cryptanalysis of Islam’s [1] two-party authenticated
key agreement (2PAKA) protocol. The summary of the notations of the Islam’s protocol is
given in and Table 4.1 respectively. The complete key agreement protocol of Islam is given in
Table 4.2. As discussed above, Islam’s [1] key agreement protocol (2PAKA) is vulnerable to
improved-signal leakage attack (i-SLA) [13]. Hence, the method to exploit the Islam’s [1] key

agreement protocol has been described using the i-SLA attack.

Table 4.1: Islam’s protocol parameters

Islam.’s notations of parameters
n: Positive security parameter s.t. ¢ mod 2n =1
xp: Discrete Gaussian Distribution over R, with standard deviation f3
a: random element in R,
x < xp: x 1s sampled from R, unifromly at random according to ¥
CA: Certificate Authority
U;|U;: Initiator (User)IResponder (User)
id;|id: Identity of U;lIdentity of U;
si: Long term private key of U;
pi: Long term public key of U; s.t. p; = a.s; +2.e;
where s;,¢; < X8
sj: Long term private key of U;
pj: Long term public key of U; s.t. p;j = a.s;+2.e;
where sj,e; < X
Region E: E = {— EJ ey E-‘}
E€: Complement of E
Cha(.): Characteristic Function Cha() is complement of E such that
Cha(v) =0if v € E and 1 otherwise

—1
Mod,(.): Mody(v,w) = (v+w.qT) mod g mod 2

H(.): Secure hash function that output the fixed length string
H;:{0,1}* - {0,1}},1=1,2,3
{n,q,xp,a,pi,pj,Hi()}: System or Public parameters
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Table 4.2: Islam’s [1] two-party authenticated key agreement protocol (2PAKA)

User U; (Initiator) User U; (Responder)
Sample ry, f; < Xp Sample rj, fj < X
Compute x; = ar; + 2 f; Compute x; = ar; +2f;
Compute #;; = s;.p; Compute #j; = s;.p;
Compute w;; = Cha(t;)) Compute w;; = Cha(t;)
Compute ;1 = Mod, (t;1,wir) Compute oj; = Moda(tj1,wj1)
Compute o1 = H (l'di‘ |x,-\ |0','1) Compute aj] = H; (idj||xj| |Gj1)
{id; xi,wi1,061 }
{idj,x_,-,wjl,ocjl}
Compute G}l = Mod,(ti1,wj1), Ot;-1 = Hl(idexjHG;-l) Compute O'l-'1 = Mod,(tj1,wi1), a;l =H, (idi|\xi|\6;1)
if aj1 # o}y, Abort if iy # oy, Abort
Else, Compute t;» = r;.xj, wip = Cha(t;) Else, Compute /o = rj.x;, wj» = Cha(t»)
Compute Op = Modz(t,'z,wiz), O = Hz(id,'| ‘x,'| ‘x/" |G,'2{) Co}mpute Ojp = Modz(l‘jz,wj'z), Qjp = Hz(idj‘ |xj||xi| ‘sz)
idi,wip, 0

{idjwj,aj}

Compute 6, = Mod (ti2, wj2), 06y = Ha(id||x;||xi||6},) ~ Compute 07, = Mods (tj2,win), 04y = Hy (idi|xi] x| 07)

if ajp # oy, Abort if o # oy, Abort
Else, Compute sid = (id,-||idj|\x,~||xj\|w,~1||wj1|l|a,~1 U(le) Else, Compute sid = (idiHidexinjHIWil ||,Wj1 ||OC,'1HOCJ'1)
Compute session key sk = H3(sid||0i1|[012||0;,/0}5) Compute session key sk = H3(sid||0;,||0,]|0j1]|0)2)

4.2.1 improved-Signal Leakage Attack (i-SLA) on [1]

While applying i-SLA to Islam’s key agreement protocol, one can observe from Table 4.1
that, p;,s; are the long term public and private key respectively of user U;. Similarly, p;,s; are
the long term public and private key respectively of user U;. Also, these long term public keys
i.e. p; and p; are authenticated by a certificate authority (CA) before using them. Using old
SLA [34], the adversary require 2g number of public keys authenticated by CA to recover the
private key of the honest party (where g is an odd prime number). Using i-SLA, the adversary
can recover the private key of the honest party with utmost ¢ number of public keys that are
authenticated by CA.

Let us consider a case, where the user U; is an adversary and user U; is an honest party
that reuses its long term key pair (p;,s;). The goal of adversary U is to recover the long term
private key s of the honest party U;. To fulfill its goal, the adversary U; will instantiate multiple
session with the user U; while varying its public key p; in each session in such a manner to get
some information about the private key s; of user U; in each of the session instantiated. Here,
we assume that adversary has ¢ number of authenticated public keys by CA, where ¢ is an odd

prime. Now, we claim the following statement:
Claim 1: The user U; which act as an adversary can recover the long term private key s; of

the honest user U; by instantiating utmost ¢ number of key exchange sessions with g number
of malformed public keys, that are authenticated by certificate authority (CA) using i-SLA.
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Proof: In this scenario, it is assumed that the user U; act as an adversary while user U; act
as an honest user. From Table 4.2, it can be seen that the signal value w;; may leak the long
term secret key s; of the honest user U; to adversary U; using signal leakage attack. Now, us-
ing old signal leakage attack [34], the adversary U; counts the number of times the signal bit
wji = Cha(t jl) changes for each coefficient of #;, for varying k across all the values of Z, in
the public key p; = a.s; + ke; of the adversary U; (here k is a constant whose value varies from
0 to g — 1). To obtain the precise value of the secret key s;, this attack requires 2¢g number of
queries to party U;. (refer to [34] for detailed description).

In 2018, Ding et al. [13] proposed the more efficient signal leakage attack (which is termed
as i-SLA in this article) than the old signal leakage attack [2]. “The attack emphasize the fact
that it is not necessary to vary the value of k through all the values of Z, in the public key
(pi = a.s; + k.e;) of the adversary. This is due to the reason that for each coefficient of secret
key s;[i], as k varies from O to g-1, the value of ¢;; changes in multiples of s;[i]. Thus, de-
pending of the value of s;]i], the period of signal change varies and this can be used to perform
the attack more efficiently” [13]. Here, we consider two different cases to show the successful
launch of the i-SLA attack against the Islam’s [1] two-party authenticated key agreement pro-
tocol (2PAKA).

Case 1: First, we’ll look at a simple scenario. Here, the adversary U; will first generate its
public keys p; = a.s; + k.e; by choosing the secret key s; = 0 and e; = 1 in R,;. Thus, the public
key of the adversary U; becomes p; = a.0+ k.1 = k. Now, it has been observed that the first

value of k where the signal bit w; flips gives the value of s;[i] upto + sign. This is due to

the fact that the first flip of signal bits happens when k changes from q —| to 1 - +1
4spli] 4spli|
by the definition of region E,E€ and signal function Cha(.) (see Table 4.1 for the definition

of E,E€ andCha(.) ). Also, the adversary U; will recover each coefficient i of s;[i] at once by

varying k from O to % +2. This is due to the reason that the smaller values of s;[i] needs more
number of queries for counting the first signal change e.g. s;[i] = £1 needs % + 2 queries for
first signal change, s;[i] = &2 needs % + 1 queries for first signal change and so on. Thus, using

% + 2 queries, the adversary U; can recover the value of secret key s;[i] upto & sign. Again,

using 5_11 + 2 number of queries the adversary U; with public key p; = (1 4 x)k can resolve the
ambiguity of £ sign. The idea to resolve the ambiguity of £ is same as that of old SLA [34] (re-
fer section 4.2 of [34]) but the value of & in the public key (p; = (1 + x)k) of the adversary U; is
not varied through all the values of Z,. Instead, the adversary will find the first value of k where
the signal bit w; [i] flips (which is % +2 in worst case i.e. when s[j] = & 1 as described above)
and hence, recover the coefficient values of s;{0] —s;[n—1], s;[1]+s;[2],..., sj[n—2]+sj[n—1]
upto £ sign. Now, with additional information about these coefficients, the adversary U; can

determine if each pair of coefficients s;[m],s;[n] have equal or opposite sign and therefore, the

61



Vivek Dabra, 951603009

ambiguity of & sign can be resolved using additional z—i -+ 2 number of queries. Lastly, the

adversary U; can recover the secret key s; of the honest user U; with 2(% +2)= % +4 number

of queries and thus reducing the query complexity of i-SLA attack by factor of 7 as compared
to old SLA attack [34].

In the above approach, the adversary U; chooses its public key p; as p; = k, which is a constant
polynomial in R,. The victim U; can defend itself against the above attack by verifying the
public key p; of the dishonest party U; and checking whether p; is a constant polynomial in
R, or not. The honest party U; will abort the session if the public key of user U; is a constant
polynomial in R,. To overcome this, the adversary will modify the above attack to bypass the
verification of its public key p; by generating it in way that it is indistinguishable to the honest

party U;. This approach is accomplished below in case 2 as:

Case 2: This is the second case of the protocol where the public key p; of the adversary U; is
computed as p; = a.s; +k.e;, where s; is sampled from the error distribution Yg, e; = 1 in Ry, a is
random element in R, and k is a constant. Thus, the public key p; of the adversary U; becomes
pi = a.si+k.1 =a.s;+k. At honest user side U}, the ¢;; is computed as ¢;; = a.s;.s; +k.s jand
the corresponding signal function w;jis computed as w;; = Cha(a.s;.s; +k.s;). Now in this
case, we cannot use the first k value where the signal w;; flips to determine the value of s; as
done in case 1. This is due to the reason that for every coefficient i, a constant value of a.s;.s ;|i]
is added to k.s;[i] while computing ¢;; and this value of a.s;.s;[i] is unknown to the adversary
U;. Hence, to count the number of signal changes, the adversary U; first varies k from 0O to
positive values of k until the first signal change w;; happens. Let m; be the value where the
adversary U; notice the first signal change in wj;. After that, attacker U; vary k for negative
values and notice the first signal change in w;;. Let m; be the k value for first signal change in

negative direction. Now, the value of (m| —m;) is the span of region E or E€ (see Table 4.1) in

q

multiples of s;|i|. Hence, the value | ————
P il 2.(my —my)

reveals the value of s;[i] upto & sign as the

period of the signal change is (m; — my). Thus, by instantiating 9 umber of sessions with g
number of public keys, the adversary U; can recover the private key s;[i] of the honest user U;

upto =+ sign. For recovering the exact value of s;[i], additional g number of public keys of the

form (14 x)p; is required to instantiate the 9 humber of sessions. Thus, with utmost g number
of sessions using ¢ number of public keys, that are authenticated by CA, the adversary U; can
recover the long term private key s; of the honest user U;. Thus, this completes the proof.
Now, in another scenario if the user U; is the honest party and the user Uj is an adversary,
then user U; can also recover the long term secret key s; of the user U;. Thus, we claim the

following statement:

Claim 2: The user U; which act as an adversary can recover the long term private key s; of
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Table 4.3: Modified two-party authenticated key agreement (m-2PAKA) protocol

User U; (Initiator)

User U; (Responder)

Sample r;, fi <= X
Compute x; = ar; +2f;

m = Ho(pi),n=Ho(p;)
Compute | p; = pj+a.n+2.fy, where fio < xg

Compute

Compute | ;1 = pj.(s; +m)+2.fi1, where fi1 < xp
tn = (pj+an+2.fi).(si+m)+2.fi

tii = pj.si+m.pj+anm+n.p;+2.s;. fio +2.m. fi
+2-fil — 2.71.8,‘

tit = pj-Si + A+ 2.5;. fio+2.m.fio+2.fi1 —2.n.e;
Here A=m.p;+a.n.m+n.p;

Check if A[i] # 0 AND ||A|| is large enough
Otherwise Abort the session.

Compute w;; = Cha(t;)

Compute o;; = MOdz(til,Wil)

Compute o;; = H; (id;||x;||oi1)

Sample 7, fj < xB

Compute x; = arj +2f;

m = Ho(p:),n = Ho(p;)
Compute | p; = p;+a.m+2.fjo, where fjo < xp

Compute

Compute tip = p_i.(Sj +n) +2.fj1, where fj] — X
tiyp = (pi+a.m+2.fjo).(sj —|—n) +2.fj1

tjh =pisjtnpi+amnt+mp;+2.s;.fio+2.n.fjo
—|—2.fj1 —2.m.ej

tih = pisj+A+2.s;. fio+2.nfio+2.fj1 —2.m.e;
Here A=n.p;+a.mn+m.p;

Check if Ai] # 0 AND ||A|] is large enough
Otherwise Abort the session.

Compute wj; = Cha(tj)

Compute 0j1 :Modz(tjl,wjl)

Compute o = H (id;||xj||oj1)

{id; xi,wir, i1}

{id;jxjwjn 001}

Compute G],'l = Modz(til,le), (X}l =H, (idj| ’x]" |G}1)
if oy # oy, Abort

Else, Compute t;5 = r;.xj, wip = Cha(t;2)

Compute o = MOdz(tiz,Wiz), O = Hz(idi||xl‘| |xj| ‘Giz)

Compute Gi/l = Modz(tjl,wil), (X;l =H (idl'| |x,~| |Gi,1)
if a1 # oy, Abort
Else, Compute tj, = r;.x;, wj» = Cha(tjs)

Compute o), IMOdz(tjz,sz),OCjz = Hz(idj||xj||xi||6j2)

{id;,wi,02}

{idjwp,0}

Compute 6}2 = Mod(tin,w;2), Oc;-z = H, (id;||x;]||xi| ]6]/.2)
if 05 # ot Abort

Else, Compute sid = (idl'| |idj| ]x,-||xj| |W,’1HWJ'1||06,'1HO£]'1)
Compute session key sk = Hj(sid||0i1||0p2]|0;[|0),)

Compute 622 = Mod,(tj2,wi), 042 = Hy (id;||x;||x}| |G;2)
if oy # oty Abort

Else, Compute sid = (id,'||idj|\xi\|xj|]wi1||wj1||oci1||ocj1)
Compute session key sk = H3(sid||o;,||0,||0j1]|0/2)

the honest user U; by instantiating utmost ¢ number of key exchange sessions with ¢ number of

malformed public keys, that are authenticated by certificate authority (CA) using i-SLA.

Proof: The proof of this claim can be derived similarly as that of claim 1.

4.3 Countermeasure

In this section, we provide countermeasure to improve the Islam’s two-party authenticated

key agreement protocol (2PAKA) so that it can resist the improved-signal leakage attack (i-
SLA). The cause of both SLA and its modified version i-SLA 1is the deviation from the protocol

by an active adversary (which acts as one of the party in key exchange) and generating the

public key in a way to recover the long term (or reused) secret key of the honest party. Thus, to

resist this attack there is need of public key validation technique so that adversary (acting as one
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of the legitimate party) cannot generate the public key that may help to leak information about
private key of the honest party (acts as other legitimate party). In 2018, Ding et al. [57] proposed
a technique for direct public key validation in RLWE-based zero-knowledge authentication
protocol. Our countermeasure is based on the trick used in this work to validate the RLWE-
based public/private key pairs. The trick is to force each of the party involved in key agreement
protocol to behave honestly by hashing their public keys with a hash function that is modeled
as a random oracle and whose output are sampled from the error distribution ). The patched
Islam’s key agreement protocol with applied modifications that are boxed out are shown in
Table 4.3.

As seen from Table 4.3, the user U; prepossesses the public key p; of the user U; as p;,

where p; is computed as follows:

Pi = pi+a.Ho(pi) +2.fjo where fjo < xp
= p,'-l-a.m-i-z.fjo

4.1

As discussed above, the hash function Hy() is modeled as a random oracle whose output
are sampled from xg. Typically, Hy() is implemented using combination of SHA3 like hash

function and discrete Gaussian sampler. Mathematically, it can be represented as:

=
—~~
=
S—
I

Hoy(Hoi(x)), where x € Ry
Hya(seed), where seed = Hy) (x)

X
~~
=
N—
I

In the above equation, the Hy; is a typical hash function of SHA3 series whose input x is the
element in R, and it will generate the fixed length output string (also termed as seed). It is
implemented by concatenating the coefficients of the input element x, where x € R,,. The fixed
length output string generated from Hy; () is feed to Hyy() function as input. The Hypy() is a
discrete Gaussian sampler that generates the random polynomial of degree n whose coefficients

are sampled from discrete Gaussian distribution xg. The Hoy () function is represented as

Hy, = DiscreteGaussianSampler(n,q, B, Hy; (x))
where x € Ry
Hy, = DiscreteGaussianSampler(n,q, 3, seed)

where seed = Hy) (x)

Here, the parameters n,q,  are security parameter, an odd prime number and standard devia-

tion of discrete Gaussian distribution Y respectively.
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Now, the user U; will generate #; key using preprocessed public key p; as follows:

tj1 = ﬁi.(sj' +n) —|—2.fj1, where fjl — Xﬁ
=a.s;.sj+ansi+amsj+amn+2.e;.s; “4.2)

+2.e;.n+ Z-Sj-ij + 2.I’l.fj() + 2'fj1

From the above equation, we can see that the adversary acts as user U; do not get any in-
formation about the private key s; of the user U; from the computed signal function output
wj1 = Cha(tj;). This is due to the reason that m, n and fjy are parameters used in the computa-
tion of 7;1 and the values of the coefficient of m, n and fy are randomly chosen and uniformly
distributed over discrete Gaussian distribution yg.

Again, the user U; prepossesses the public key p; of the user U; to force its honest behavior.

The computation on user side U; is as follows:

Pj=pj+a.Ho(pj)+2-fio where fio < xp

4.3)
=pjtan+2fjo
The t;; is computed as:
ti = p'j.(si—I—m) +2.fi1, where fi1 Xp
=a.si.sjt+ansi+am.s;+amn+2.e;j.s; “4.4)

+ 2.ej.m +2.5;.fio + 2.m. fio + 2. fi1

Similarly, we can see that the adversary act as user U; does not get any information about
the private key s; of the user U; from the computed signal function output w;; = Cha(t;;). This
is due to the reason that n, m and f;y are parameters used in the computation of #;; and the values
of the coefficient of n, m and fjy are randomly chosen and uniformly distributed over discrete
Gaussian distribution . Thus, the above modification to Islam’s key agreement protocol make
it secure against improved-signal leakage attack.

Further, due to above modifications to Islam’s key agreement protocol, there is change in
the correctness condition of the modified protocol. The modified condition for correctness is

described below.

4.3.1 Condition for correctness of the modified protocol :

From the modified Islam’s protocol (see Table 4.3), it can be seen that for the correctness

of the protocol following condition should be satisfied:

! / /! /
i1 = 0y, 0j1 = 0}, Oip = Oy and 0jp = Cj.

Now, it can be observed that in computation of oy, Gi/l, 01 and G]/.l, the preprocessed public

keys p; and p; are used (during the computation of #;; and ¢;; which are used in computation
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/ l . . . . !
of 61, 0;;, 0j1 and ;). Due to this preprocessing of public keys, the computation of o1, 0;,,
/ . .. . . l
o1 and 0, consist of extra terms in its computation than the computation of 6, 6,5, 02 and

U / / .« . .
0, Thus, for 0j; = 0;; and 6;; = 0;; , the correctness condition require larger error tolerance

!/ /! . . . !/ /
than for the 0;; = 0, and 6, = G- Thus, we derive the condition for 6;; = 0;; and 61 = Cj

!

. . . .. /
and it will also satisfies the correctness condition for 6, = 0}, and Gjp = O

. . . .« . !/ /
Now, trivially it can be seen that the correctness condition for ¢;; = 0;; and 0;; = oy

same (as number of terms in computation of #;; and 7;; are same, which are further used in

| are

. ! / . . e /
computation of 6j1, 6;;, 0j1 and 6;;). So we will derive the correctness condition for 6;; = 0y

. .. .. /
and readers can derive similarly the correctness condition for 6;; = 0.
!/ .
The values of 0;; and 0;; are computed from #;; and ¢;; receptively. The 7;; and 7;; are computed

as:

i1 = ﬁj.(si+m) +2.fi1, where fj; < Xp
=a.si.sjtansi+amsj+amn+2.e;.s; 4.5)

+2.ej.m+2.s;. fio +2.m. fio + 2. fi1

tj1 = p_i.(Sj +n) +2.fj1, where fj1 < Xp
=a.s;.sj+ansi+ams;j+amn+2.e;.s; (4.6)

+2.e;j.n+ 2-S_i-fj0 + 2.I’l.fj() + 2'fj1

Now, subtracting the equation 4.5 and equation 4.6, we get

tih—tj1 = 2.ej.s,~ + 2.ej.m +2.5i. fio + 2.m. fio
+2.fin _2~ei~5j —2.e,~.n—2.sj.fjo “4.7)
- 2.n.fj() — 2~fj1

[ltin = j1]] = 2-lejsil[ +|lej.ml] +]]si. fioll
+lm-fiol| + il = llei-s;]]

(4.8)
= lez-nll =lls;-fioll = [ln-Fjoll
— [l
Now applying Lemma 1 and Lemma 2 of [1] to the above equation, we get
tn —1;1]] <2(8B%.n%% +2.8/n
[ltin —2j1]] < 2(8B Bv/n) 9)

< (168%.1°/% +4.By/n)
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Applying Lemma 4 of [1] to above equation, we get

% > 2(88%.0%/% +2.8/n)
q > 8(8B2.n*2 +2.8/n) (4.10)
q > 16(4B%.n°% + B/n)

Thus, above is the condition for correctness of the modified protocol. This implies that with
g > 16(4B%.n%/2 4 B+/n) as an odd prime number, the party U; and U ; will generate the same

session sk by following the modified Islam’s protocol.

4.4 Summary

This chapter shows that Islam’s two-party key agreement is vulnerable to the improved-
signal leakage attack (i-SLA). Using i-SLA, the attacker can successfully recover the long-term
private key of the honest user by instantiating the utmost ¢ number of key exchange sessions
with the honest user using g number of malformed public keys. To overcome the attack, we
provide a countermeasure to the existing Islam protocol and hence, the modified two-party
key agreement protocol. The correctness condition of the modified two-party key agreement

protocol has also been provided.
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Chapter 5

SL.3PAKE: Simple Lattice-based
Three-party Password Authenticated Key

Exchange for post-quantum world

The RLWE-based three-party key exchange (3PAKE) protocols are vulnerable to signal
leakage attacks if their public/private keys are reused. Also, the design of the RLWE-based
3PAKE protocols are pretty complex, thus making these protocols highly inefficient. There-
fore, in this chapter a simple lattice-based three-party password authenticated key exchange
(SL3PAKE) protocol has been proposed. The protocol is simple in its design and resists sig-
nal leakage attack if its public/private keys are reused. Further, the provable security of the
proposed protocol has been proved using Abdalla et al’s ROR model.

Lastly, the comparative analysis based on communication overhead among the proposed
SL3PAKE and other three-party protocols has been presented. In the analysis, it has been
shown that the proposed SL3PAKE protocol has much less communication overhead and fewer
communication rounds than the other three-party protocols. Thus, the proposed SL3PAKE

protocol is more efficient than the other three-party protocols for the post-quantum world.

5.1 Background

Motivated to propose the 3PAKE that can resist quantum-attacks, Xu et al. [14] in 2017,
proposed the first three-party password-authenticated key exchange (3PAKE) using the RLWE
problem [8] of lattices. The security of the protocol is proved in Random Oracle Model (ROM).
Further, the implementation of the protocol has been done using the LatticeCrypto library, and
it is claimed to be efficient for practical applications. However, despite the above claims, Choi
etal. [15] in 2018, find the Xu et al.’s protocol complicated and is not computationally efficient.

Further, it proposes a new three-party key exchange protocol named "AtLast." AtLast is a
simple three-party PAKE protocol based on the RLWE problem of lattices. The protocol in-
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herits the design of Ding et al.’s [21] RLWE-PPK protocol to three-party settings by using the
generic approach of Abdalla et al. [58]. Further, the protocol is claimed to be quantum-secure
and resist various known attacks. Apart from the above claims, we find that the proposed
protocol is prone to signal leakage attack [34] if its public/private keys are reused. In 2019,
Liu et al. [16] proposed the provably secure three-party password-authenticated Key Exchange
(B3PAKE) using the RLWE problem. The protocol’s security is only dependent on the hard-
ness of the RLWE problem and is independent of any external cryptographic primitives. The
provable security of the protocol is proved using the modified Bellare et al.’s [60, 61] model.
But we find that the protocol’s design gets extra complicated to provide the authentication of
the participating party. Also, the protocol is vulnerable to modified signal leakage attacks (see
section 6 of [13]), if its public/private keys are reused. Therefore, we have proposed the sim-
ple lattice-based three-party password-authenticated key exchange (SL3PAKE). As from the
name of the protocol, the protocol is simple in its design and resists signal leakage attacks if its

public/private keys are reused.

5.2 Proposed SL3PAKE Protocol

In this section, the proposed SL3PAKE protocol has been described along with the correct-
ness condition of the proposed protocol.

5.2.1 Description of the protocol

Let g be an odd prime number such that ¢ = 1 mod 2n and a be random element such that
a € R,. Itis assumed that all the parties involved in the key exchange are aware of the element a
and identity /Dy of the server . Furthermore, the hashes of the participants’ passwords are saved
in the server’s database in advance via some secure channels. Let yz be a discrete Gaussian
distribution with a standard deviation of . Let h(), () and hy() be the hash functions such
that
ho:{0,1}* = R,

where, hg() is the hash function that takes string of variable length as input and output the
element e such that e € R,,.
hy:{0,1}* —{0,1}%

where, /() is the hash function that takes string of variable length as input and output the
message digest of fixed length say g. The A () hash function is typically of SHA3 type hash

function.
h2 . {Oa 1}* — %ﬁ

where, /() is the hash function that takes an element e as input such that e € R, and output

the element x such that x is sampled from xg distribution. The SL3PAKE protocol is based on
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Table 5.1: Simple Lattice-based Three-party Password Authenticated Key Exchange

Client A

Client B

Server S

Input IDy4, pwa

XA = a.sp+2.ex, where sy, ep B
Xy =xa+ho(pwa)

has = hi(IDa,IDg,x4,X})

{IDp X} )has}

m = hy(IDg,ID4,xg,x4)

kas = (XS.SA +2.m).m+ 2-fA1

Cas = Mod, (kas, wsa)

Ops = /’l] (IDA,IDB,IDs,CA,XA, GAS)
Check if a5 ; OsA

If not equal then abort, otherwise continue
VAR = CA-SA +2.fa2, where fan Xﬁ

0B = Mod>(vap,wpa)

SkAB = h] (IDA,IDB,IDs,XZ,XE, GAB)

Input IDg, pwp

X = a.sp+2.ep, where sg, eg B
Xy =xp+ho(pwp)

hBS = hl(IDB,IDs,xB,Xg)

{ID4,IDp X} Xp.has,hps}

n= /’lz(IDs,IDB,.XS,xB)

kBS = (XS.SB + Zn)n + 2.f31

ops = Mod; (kps,wsp)

OBs = h1 (IDA,IDB7ID5,CB7)CB, (735)
Check if ogs = aigp

If not equal then abort, otherwise continue
vpa = cg-Sp+2.fp2, where [ < Xp

wpa = Cha(vpa)

opa = Mod>(vpa,wpa)

skpa = hl(IDA,IDB,IDS,xZ,xE, GBA)

{IDp X} ,ca,X5,WpA WsA,0sA }
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Xy =253~ ho(pwa)

Check if hys = hy (ID4,IDs, xy,x5)
If not equal abort, else continue

x5 = x5 — ho(pwa)

Check if hps = hy (IDp, IDs, X, %)

If not equal abort, else continue

Xs = a.ss+2es, where sg,es < X

ca zx;.sS+2.fs4, where fs4 < Xp
CB :xA.sS+2.f55, where fss < X
m = hy(IDs,IDa, X, X, )

n = hy(IDs,IDg, x;, xp)

kea = (x;‘.ss +2.m).m+2.f5

WsA = Cha(kSA)

Osa = Mod, (ksa,wsa)

Oispg = ]’l] (IDA,IDB,]Ds,CA,)C;‘, O-SA)
ksp = (x;;.ss +2.n).n+2.fs3

wsp = Cha(kSB)

osp = Mod, (ksp, wsg)

osp = hy (IDA,[DB,IDS,CB,)C;;, GSB)

{ca,cBXs,WsA,WsB,0tsa ,O0sp }
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Ding et al.’s [2] error reconciliation mechanism. The proposed protocol presented in Table 5.1

is described as follows:

1. First, client A instantiates the session by inputting its identity /D4 and password pwy.
Client A then computes the public key x4 as x4 = a.s4 +2.e4 where s4,e4 XB- After
that the parameters x; and /145 are computed as x}; = x4 +ho(pwa) and hys = h(ID4,1Ds,x4,x}).
Finally, client A sends the parameters {ID4,x},has} to client B.

2. After receiving the parameters, client B input its identity /Dp and password pwp. It then
computes the public key xp as xp = a.sp + 2.ep where sp,ep < xAB- After that the pa-
rameters xj and hpg are computed as x5 = xp + ho(pwp) and hgs = hi(IDp,IDgs,xp,X}).

Finally, client B sends the parameters {ID4,IDp,x}, X}, has,hps} to server S.

3. Server S after receiving the parameters from client B, first authenticate both client A and
client B. For authentication of client A, server S will compute x/, = x; — ho(pwa) and
hi(IDa,IDs,x},x}). Then, it will check whether hsg 2 hi(ID4,1Ds, X, ,x}), if it is not
equal then server S will abort the session otherwise it will continue. Similarly, server
S will authenticate client B by computing x = x} — ho(pwg) and hy(IDg,IDg,xp,x3) -
Then, it will check whether hgg 2 hi(IDp,IDg, x5, x3), if it’s not equal then server S will

abort the session otherwise it’1l continue.

4. After the successful authentication of client A and client B, the server S computes its
public key x5 as xg = a.ss + 2es where sg,eg < xp- Now, server S computes the pa-
rameters c4 and cp which will help client A and client B respectively to establish the
common session key between them. The parameter c4 is calculated as ¢4 = x};.ss +2.fs4
where fs4 <= X and ss is the secret key of the server S corresponding to public key xs.

Similarly, the parameter cp is computed as cg = Xy .55 + 2. fs5s where fg5 < xB-

5. Now, server S will compute the parameters ksy, wsa, Osa and 054 to authenticate itself to
client A. These parameters are computed as follows: kg4 = (xlA.sS +2.m).m+2.fs; where
m= hz(IDS,IDA,xS,x;\) and fs1 + xp- Then, from kg4 the wgq, Og4 and o4 are com-
puted as wss = Cha(ksa ), Gsa = Mody (ksa,wsa) and 0igq = hy (ID,1Dp, IDs, cA, X, Osa).-
Similarly, the parameters ksp,wsp, Osp and Osp is computed to authenticate server S to
client B. Finally, server S sends the parameters {ca,cp,Xs, Wsa, Wsg, Osa, Osg } to client
B.

6. Client B after receiving the parameters {ca,cp,Xs, Wsa, WsB, Osa, 0sp} from server S,
first authenticate the server S. The authentication is done by computing the parameters
kps,ops and ops as kps = (xs.sp +2.n).n+2.fg) where n = hy(IDs,IDpg,xs,xB), fB1 <
x> OBs = Mod(kps, wsp) and ags = h1(IDa,1Dp,IDs,cp,xp, Ops). Then, the client B
will check whether ogg 2 Qsp, if it’s not equal then server S will abort the session other-

wise it’ll continue. After successful authentication of server S, client B will now generate
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the session key skp4 using the parameters {vga,wpa and opga} as follows: The parame-

ters {vpa,wpa and opa} are computed as vpa = cp.sp +2.fp2, where fpy < Xpg, wpa =
Cha(vps) and ops = Mod,(vpa,wpa). Finally, session key skpy is computed as skpy =
hi(ID4,1Dg,IDs, X}, x5, 0pa) and client B sends the parameters {/Dg, X}, ca,Xs, WpA, WsA, 0tsA }
to client A.

7. Similar to client B, client A after receiving the parameters {IDg, X}, ca,Xs, WpA, Wsa, Otsa }
from client B, authenticate the server S by computing the parameters {kss, Oas and ous}.
The parameters {kas, Oas and o5} is computed as kas = (xs.54 +2.m).m+ 2. f4; where
m=hy(IDs,1Da,Xs,%a), fa1 < Xp» Oas = Moda (kas,wsa), and 0tas = hy(ID4,IDp,IDg,ca,Xa, Oas)-
The client A will now check whether o4 2 Qsa, if it’s not equal then server S will abort
the session otherwise it’ll continue. After authentication of server S, client B will now
generate the session key skap using the parameters {vap and cap} as follows: The pa-
rameters {vap and Gap} is computed as vap = ca.5a + 2. fa2 where fay < g and Gap =
Mod;(vag,wpa). Finally, session key skup is generated as skagp = hi(ID4,1Dpg,IDs, X}, X, OAB).
Here, we assert that the session key skap == skpa.

5.2.2 Condition for the correctness of the proposed SL3PAKE protocol

From the SL3PAKE protocol shown in Table 5.1, it can be seen that for the correctness of
the protocol Gap = Opa, Osa = Oas and Gps = Osp. Now, trivially it can be seen that the compu-
tation of 045 and op4 includes extra terms as compared to computation of G4s, Osa, Ops and Osp.
Thus, the correctness condition for 645 = Opy4 requires larger error tolerance than for 645 = 054
and ogs = ogp. Therefore, the condition of correctness for c4p = 04 has been derived and
this correctness condition is also true for o453 = 054 and 6gg = ogg. Now, the value of 45 and

oy are computed from v4p and vpy respectively. The v4p and vg4 are computed as:

VAB = CA-SA + 2.fA2, where fA2 < %ﬁ

5.1)
= a.54.5p.5Ss+2.ep.55.54 +2.54. fsa +2.fa0
vga = ¢B.Sp+2.fp2, where fpy < Xp 52)
= a.sp.S.Ss+2.e4.55.5p+2.55.fss + 2. g .
Subtracting equation 5.1 and 5.2, we get
VBA — VAR = 2.€4.55.5p + 2.55.fss +2.fp (5.3)

- 2.€B.S5.SA - 2~SA-fS4 - 2-fA2

72



Vivek Dabra, 951603009

|lva = vagl| = 2{llea-ss-spl| +|[sz-fss|| + || /5]l (5.4)

— lles-ss-sall = [lsa-foal| = [| fa2ll}
Applying Lemma 1 and Lemma 2, we get
HVBA _VABH < 2.(2.[33.\5/54— 2.ﬁ2.\3/ﬁ+2.ﬁ.\/ﬁ)

< 4.(B*/n+B2n+B./n) (5.5)
<4.B.n(B*n*+B.n+1)

Now, applying Lemma 3 to above equation, we get

g > 4B /(PR +Bat1)
q>32.B./n(B2n*+Bn+1)

(5.6)

As a result, the above-mentioned criterion for the proposed SL3PAKE protocol’s correct-

ness has been obtained.

5.3 Formal Security of the Proposed SL3PAKE protocol

Using the ROR model, this section has presented the formal security of the proposed
SL3PAKE protocol.

Let SUCC denote the event of an adversary o/ correctly predicting the bit b of a flipped

coin.

Definition 1: The advantage of an adversary .7 correctly predicting the bit b of the flipped
coin is as follows::
AdviPKE (o7 = |2.Pr[SUCC] — 1

This is the same as violating the proposed 3PAKE protocol P’s semantic security. The protocol

P is a secure key exchange protocol if AdvyAKE (o7) is small.

Definition 2: As proved by Lyubashevsky et al. [8], an adversary &/ cannot solve the
RLWE problem in a polynomial-time. Thus, the advantage (Adv%WE ) of solving the RLWE

problem by the polynomial-time adversary is small. Mathematically,it can be represented as

AdVEIVE < ¢
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, where € is a low number.

Theorem 1: For a huge password and identity dictionary, as well as a wide range of hash
algorithms (ho(),h1(),ha()), large size of discrete Gaussian distribution space and small ad-
vantage of solving RLWE problem i.e. AdvIISgJWE < g, the proposed SL3PAKE protocol is a
secure key exchange protocol.

Now, Let Adv?;P AKE (7)) represents the advantage of breaking the semantic security of the pro-
posed SL3PAKE protocol P by an adversary 7, then

2 2
AdV3PAKE(,,<Z/) < M + qn + (qs +Qexe)2
g T q" |RSw| RS
2.4s (5.7)

\Dipal * [Dpwal * |Dipg| * |Dpws|

+2.AdvigtVE

where ", |RSp1 ], |RSy, |, |Dpwal/|Dipal; [Dpwal/|Dipa| are the ho() and k() range spaces,
Gaussian distribution range space x f3, size of password dictionary/size of identity dictionary of
client A and client B respectively. Also, AdvﬁjWE represents the advantage of solving RLWE

problem by the polynomial-time adversary.

Proof: A sequence of games G; is used to prove the above theorem, where i = 0,1,2,3,4.

Let SUCC; denotes the event of correctly guessing the bit b in the game G; by an adversary .o/ .

Game Gj: The game Gy is the actual attack against the protocol P by an adversary o7
In-game Gy, adversary .o/ tries to guess a hidden bit b. By definition 1:

AdvIPAKE (o7) = 12.Pr[SUCCy] — 1 (5.8)

Game G1: The game G simulate the eavesdropping attack using the execute oracle query
(Execute(U;, S;)). Finally, adversary .27 uses the test query to determine the concealed bit b. The
test query returns either a genuine or a random session key as a result. In the proposed protocol,
the session key is calculated as skag = h1(IDa,IDp,IDg, x*4,x*p,0ap) = hi(IDA,IDp,IDg, X%, X%p,0ps) =
skps. For the computation of session key, adversary need to find parameters /Dg, G4p, and Opy
as other parameters are obtained through execute oracle query. Now, 645, and opy are calcu-
lated from v4p, vga which in turn computed from sy4, sg, and sg . Thus, the adversary <7 requires
the parameters s4,sp, and s to drive o4p, and Gp4. As a result, the eavesdropping attack has

no effect on the chance of an adversary ./ winning the game. So,

Pr[SUCCy)] = Pr[SUCCY] (5.9)
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Game G,: An active attack using the send, execute, and hash oracle queries are simulated
in the game G,. This game attempts to identify collisions of hash values by simulating real-
time hash functions. The three hash functions %(),4;(), and A () have been utilized in the
proposed SL3PAKE protocol. Let g0 and g;,; be the number of hash queries corresponding to
hash function ho() and h () respectively. The corresponding range space of ho() and hy() are
q" (where ¢ is an odd prime number) and |RSj,| receptively. Now, as a result of the Birthday

2 2
paradox, the risk of hash values colliding is < % + ;]RL; Also, the probability of collision
-q [Xop]
. (st qere) .
of then parameters x},xp,xs by using send and execute oracle query is < W (using
. xﬁ

Birthday paradox), where g... and g, are the number of execute and send queries respectively,
while |RSxﬁ| is the discrete Gaussian distribution’s g range space. Thus, overall probability

can be written as

2 2
) qn

Pr|SUCCq|| — |PriSUCG || <

PrSUCG]) ~ |PriSUCCy)| < 37 + 5B

(g5 +qexe)2
2-|RSX/3|

(5.10)
+

Game G3: The game G3 simulates online dictionary attack. In this game, the adversary will
try the online guesses of the identity and password combination at server’s end using the send
oracle query. Each send query will rule out one possible id and password combination. Mathe-

matically, it can be represented as

\Pr[SUCG,] — PriSUCG]| < s

— 5.11
D1pa] * D | * | Dins] * | Dpws| (.11

Here, ¢, is the number of send queries,|Djpa|, |Dipg| is the size if identity dictionary of
client A, client B respectively and |D 4/, |Dpws| is the size of password dictionary of client A,
client B respectively. The number of incorrect identification and password attempts should be
controlled by the server S in real time.

Game G4: The game G4 simulates the corrupt server (CorruptS;) oracle query, where ad-
versary gets the long-term secret of a server S and the stored parameters of client A and B in
the server’s database. Now, the goal of an adversary to generate the past session key from the
values of the intercepted parameters through execute oracle query. Thus, the adversary will
get the parameters {IDy,IDp,x*4,x*p,has,hps} and {ca,cp,xs,Wsa,WsB, Osa, Qsp}. The ad-
versary .27 uses x; and xj to compute the value of x4 and xp respectively, as x4 = x}; —ho(pwa)
and xp = xj — ho(pwg). The session key skap and skps have the parameters o4 and opy re-
spectively. Now, osp and ops are computed from the parameters v4p and vgs respectively,

which in turn are computed from s4 and sp respectively. Now, fetching s4 and sp from x4 and
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xp respectively are same as solving RLWE problem. Therefore, we have the following result

|PrISUCG]] — [Pr{SUCC,]| < Advgl"*

(5.12)

All the games are played now. If the adversary .7 does not succeed in breaking the semantic

security of the proposed protocol, then the last way out is to call Test oracle query Test(U").

Now, the adversary o/ will try to guess the output bit b of the Test oracle query. Thus, the

probability of winning the game G4 is given by:
1
PriSUCC4) = 3
From (5.8), we have

1
AdviPARE (o7 ) = 2.|Pr[SUCC)] — 5|
= 2.|Pr[SUCCy| — Pr[SUCC4]|

By using triangular inequality and using equation (5.9), we get

AdvPARE (g7) < 2.(|Pr[SUCCy] — PrlSUCG,]|
+ |Pr[SUCGC;] — Pr[SUCGs3]|
+ |Pr[SUCC3] — Pr[SUCCY]|)

putting the values from (5.10) - (5.13), we get:

2 2 2
A+Qexe)
AdVPAKE (o7 < 9. ) am (s
e () < (2.q” 2.|RSh1]+ 2.RSy,|
+ s
\Dipal * |Dpwal * |Dips| * |Dpws|
RIWE
+AdVRq )

in q%l (QS + Qexe)2

Advp™KE () < 210 4 +
P () q"  |RSu| RSy
2.4
\Dipal * |Dpwal * |Dipg| * |Dpys|
+2.AdVREVE
q

hence proved.
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Figure 5.1: Key exchange timings of the proposed SL3PAKE protocol

5.4 Concrete parameters & implementation of SL3PAKE

In this section, the concrete choices of parameters and the performance analysis of the
proposed SL3PAKE protocol have been presented. The performance analysis has been done
with {512, 256, 128} values of security parameter n. Also, the comparative analysis based on
communication cost among the proposed SL3PAKE protocol and the other three party protocols

has been done.

5.4.1 Parameters of choice, implementations and communication cost of
the proposed SL3PAKE protocol

As stated above, the chosen values of n are {512, 256, 128} such that n = 2k where k

is any positive integer. The yg is a discrete Gaussian distribution with standard deviation

B — 8
2vV2m
protocol is ¢ > 32.B8.\/n(B%.n> 4+ B.n+1). Thus, for B = 1.596 and n = 512, the value of ¢

is chosen as ¢ = 1931502101. This value of g results in less than 1% of error rate (error rate

~ 1.596. From section 5.2.2, the condition for the correctness of the proposed

is defined as number of session between party A and party B when session key do not match
divided by total number sessions between party A and party B). Here, total number of sessions
used to calculate error rate is 1000.

Now, with the above parameters of choice, the “classical security level of the proposed
SL3PAKE protocol has been computed using LWE estimator. LWE estimator indicates the
level of security provided by the particular sets of parameters in the LWE/RLWE based cryp-
tosystem. This work is accomplished by calculating the attack complexities of the decoding,
BKW, lattice reduction, meet-in-the-middle, reducing BDD to unique-SVP, and exhaustive
search attacks. The LWE estimator estimates both the time and space complexities of the
above attacks” [59]. The sage commands screenshot to calculate the classical security level of

SL3PAKE protocol using LWE estimator has been shown in Figure 5.2.
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Table 5.2: Cryptographic operations running time (in milliseconds) for B = 1.5965 and
q =1931502101

Cryptographic | 5y, n=256 n=128
Operation

Tyamp 076 048 025
T 3.867 1.546 613
Tho 137 0359 058
T 1368 831 339
T 2210 963 404
Ten 1.296 823 345
Trtod 810 508 211

The output of sage commands presented in Figure 5.2 shows that the proposed SL3PAKE
provides 55-bit of classical security with the above parameter of choice.

In [19]: load("estimator.py")
In [20]: n, alpha, g=512, alphaf(4, 1931502101), 1931562101
In [21]: set_wverbose(1)

In [22]: _=estimate_lwe(n, alpha, q,skip=["arora-gb"]

Figure 5.2: Sage commands to calculate classical security level using LWE estimator

The representation of various cryptographic operations are:

Tsamp shows the average time taken to sample an element x from the discrete Gaussian
distribution xg.

* T represents the average time spent for the multiplication of two polynomial elements
¢,d where ¢ € Ry and d sampled from yg.

* Tjo depicts the average time taken to compute the /() function.
* Ty stands the average time spent to compute the /() function.
* Ty represents for the average time taken to compute /() function.

* Tcna depicts the average time spent to compute the characteristic function Cha().

Tp10q Shows the average time taken to compute the Mod, () function.

The configurations for the performance analysis of the proposed SL3PAKE are as follows:
The client and server run on Intel(R)Core(TM)i5-7200U processor with 8 GB RAM. The hash
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Figure 5.3: Comparative Analysis based on Communication Cost

function /() output has been produced using the SHA3-224() hash function. The computa-
tional time of the cryptographic operations are shown in Table 5.2.

The average key exchange timings of Party A, Party B, and Server S for the proposed
SL3PAKE protocol have been presented in Figure 5.1. From the Figure, it can be seen that the
proposed SL3PAKE protocol is more server computational intensive rather than user compu-
tational intensive. This behavior is quite favorable as, in most cases, the server has high-end
resources while the user has low-end resources. Thus, the server can efficiently perform com-
putationally intensive tasks than the user.

Finally, the communication cost of the proposed SL3PAKE protocol has been computed. From

the Table 5.1, it can be seen that the SL3PAKE protocol has four rounds of communications

among party A, party B and server S. Thus, to calculate the communication cost , we will calcu-

late the bit size of each parameter exchanged during the four round of communication. The pa-

rameters exchanged during four rounds of communications are {ID4, X}, has},{IDa,IDp,x}, X5, has,hps},
{ca,cB,xs,Wsa,wsp, Osa, 0sp} and {IDp,x},ca,Xs, WA, Wsa, Osa }. The bit size of (ID4,IDp)

is 32 bits each, (x},xp,ca,cB,Xs) is nxlog,(q) bits each, (wsa,wsp,wpa) is n bits each and

(has, hps, 0sa, Osp) is 224 bits each. Thus, combining together the overall communication com-

plexity of the proposed protocol is 9nlog, (q) +4n+6 x 22444 x 32 =9nlog,(q) +4n+ 1472

bits.

Similarly, the communication complexity of Xu et al. [14] and Liu et al. [16] are 10nlog,(q) +
5n+ 1440 and 11nlog,(gq) +4n + 1856 bits receptively. Now, with the above communication
complexities of the proposed protocol and other two protocols, the comparative analysis based
on communication cost has been done and presented in Figure 5.3 for n = {128,256,512} and g =
1931502101. From the Figure 5.3, it can be seen that the communication cost of the proposed
SL3PAKE protocol is much less than the Xu et al.’s [14] and Liu et al.’s [16] protocol. Thus,
the proposed SL3PAKE protocol is more efficient than the other three-party protocol. Besides,
the proposed SL3PAKE protocol only needs four communication rounds while Xu et al.’s [14]

protocol needs six communication rounds, and Liu et al.’s [16] needs seven communication
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rounds.

5.5 Summary

In this chapter, a new 3PAKE protocol termed as SL3PAKE has been proposed. The pro-
tocol is simple and resists signal leakage attacks if its public/private keys are reused. Further-
more, the provable security of the protocol has been proved in the ROR model. Again, the
concrete choice of parameters and implementation result shows that the protocol is efficient
and favorable for client/server scenarios. Finally, the communication cost of the protocol has
been calculated. From the computation and communication calculation, it can be seen that the

proposed SL3PAKE protocol is efficient to be used in real-world applications.
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Chapter 6
Conclusion and Future Scope

This Chapter presents the summary of the research work and Future scope. Some significant
findings of research works are also pointed here. Section 6.1 introduces the conclusion of the

research work and Section 6.2 discusses the Future scope.

6.1 Conclusion

This thesis introduces the key exchange protocols designed using LWE/RLWE of lattices.
These key exchange protocols claim to resist classical and quantum attacks. Moreover, the
detailed literature survey related to LWE/RLWE-based key exchange protocols has been dis-
cussed. From the literature survey, it has been found that the LWE/RLWE-based key exchange
protocols have security vulnerability if their public/private keys are reused. Due to key reuse,
these key exchange protocols are vulnerable to SLA and key mismatch attack. The signal leak-
age attack (SLA) is the most severe among the two attacks, and almost all the RLWE-based key
exchange protocols are vulnerable to this attack. Therefore, the main motive of this work is to
design an efficient key exchange technique that will resist the signal leakage attack if its pub-
lic/private is reused. To achieve the above objective, the RLWE-based key exchange protocols
have been proposed for different scenarios. These scenarios are discussed bellows as.

In the first type, the Lattice-based Anonymous Password Authenticated Key Exchange pro-
tocol for mobile devices (LBA-PAKE) has been proposed. The proposed protocol resists signal
leakage attack (SLA) if its public/private keys are reused. The idea to prevent the SLA attack
is to verify the public keys using the direct validation technique of Ding et al. [57]. The formal
security analysis has been done using Abdalla et al.’s ROR model. The implementation param-
eters of choice offer 100 bits of classical and 75 bits of quantum security. The computation
timings also validate the proposed protocol in terms of efficiency for the mobile client-server
environment.

In the second type, the modified two-party authenticated key agreement (m-2PAKA) pro-

tocol has been proposed for post-quantum world. This protocol is the improvement of Islam’s
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provably secure two-party authenticated key agreement (2PAKA) protocol. By the cryptanaly-
sis of Islam’s 2PAKA protocols, it has been found that the protocol is vulnerable to improved-
signal leakage attack (i-SLA) if its public/private keys are reused. Hence, the modified two-
party authenticated key agreement (m-2PAKA) protocol has been proposed to counter the i-
SLA attack. The proposed m-2PAKA protocol inherits the basic design of Islam’s protocol,
with an additional countermeasure to resist the i-SLA attack.

In the third type, a Simple Lattice-based Three-party Password Authenticated Key Ex-
change (SL3PAKE) protocol has been proposed for the post-quantum world. The protocol
is simple and resists signal leakage attacks if its public/private keys are reused. Furthermore,
the provable security of the protocol has been proved in the ROR model. Again, the con-
crete parameters and implementation results show that the protocol is efficient and favorable
for client/server scenarios. Finally, the comparative analysis based on communication cost has
been done. From the analysis, it can be seen that the proposed SL3PAKE protocol is efficient

to be used in real-world applications.

6.2 Future Scope

The above key exchange protocols constitute a step towards proposing provably secure
key exchange protocols in lattice-based cryptography. The future of the quantum secure key
exchange schemes can be seen in providing security to the modern smart infrastructure. This
will include the modern infrastructure like smart grid, smart city, smart healthcare, smart traffic
etc. It will not be an exaggeration to say that quantum secure key exchange schemes will
replace the existing key exchange schemes everywhere, leading to a quantum secure post-

quantum world.
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