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Abstract 

 

Multithreaded programs deal with simultaneous execution of multiple threads. There 

are various types of bugs that can occur during execution of multithreaded programs 

like deadlock, livelock, race condition and synchronization faults. These bugs are 

difficult to detect and correct due to non-deterministic nature of multithreaded program 

execution. This thesis work presents a critical analysis of these bugs by categorizing 

them on the basis of their detection and visualization techniques. 

Here, deadlock due to lock acquisition and wait-notify dependency have been 

addressed. Dependencies have been visualized with four types of dependence graphs, 

namely data-control, lock acquisition, wait-notify and thread dependence graphs. A 

prototype tool Bug Visualizer has been proposed to provide a graphical representation 

for multithreaded programs and finally to locate the bugs. Suspicion of deadlock is 

detected due to the presence of cycle in lock dependence and thread dependence graphs.  

Algorithms have also been proposed for visualizing deadlock and wait-notify anomaly 

in multithreaded programs. 
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Chapter 1 

Introduction 
 

Multithreaded programs have simultaneous execution of multiple threads [1]. There are 

various types of bugs like deadlock, livelock, race condition and other synchronization 

faults that can occur in multithreaded programs. Visualization of these bugs helps in 

easy understanding of cause and location of the bug, which leads to effective debugging 

of the program. This chapter introduces various terms and bugs related to multithreaded 

programs along with their visualization tools.  

1.1 Multithreaded Programs 

Multithreaded programs deal with simultaneous execution of more than one thread. 

There is difference between parallelism and concurrency in multithreaded system [1]. 

Parallelism means at least two threads literally execute at the same time. This can be 

possible with multiple CPUs like in multiprocessor system. In this, threads run in 

parallel on separate processors whereas, there is illusion of parallelism in a concurrent 

multithreaded system. Some terms related to multithreaded programs are discussed in 

this section. 

1.1.1 Concurrency 

Concurrency can be defined as overlapped execution of processes/threads i.e. before 

one process completes its execution, other process starts executing [1]. In concurrent 

thread execution, threads make progress, however this progress needs not to be parallel. 

In this approach start and complete (fork and join) operations are used for specifying 

start and completion points of processes. 

Figure 1.1 shows fork and join operations in a system having three sub-systems S1, S2 

and S3. Fork is used to represent concurrently executable sub-systems, whereas join is 

used to combine the result of those sub-systems, which can execute concurrently. S1 

and S2 are two sub-systems, which execute concurrently as shown after fork operation. 

Sub-system S3 is introduced after performing join operation over sub-systems S1 and 

S2. 
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1.1.2 Semaphore 

Semaphore is a variable with integer value, which is used for signaling mechanism. 

Except its initialization, it can be accessed only through following two operations [3]: 

i. Wait: In this operation, value of semaphore is decremented by 1. It is also known 

as proberen (P), down and lock. 

ii. Signal: In this operation, value of semaphore variable is incremented by 1. It is 

also known as verhogen (V), up and unlock. 

Figure 1.2 shows semaphore S for a critical section having entry and exit point. At entry 

point, there is wait operation over semaphore S. After that, critical section is executed 

and then signal operation is performed over semaphore S. 

There are several types of semaphores, however basic idea for all of them is same. Two 

main types of semaphores are discussed below [3]: 

i. Binary Semaphore: This is used for accessing single resource in a mutually 

exclusive way like serial port, hard disk drive etc. Here semaphore variable is 

 

Figure 1.1 Fork and join operations [2] 

 

 

 

Figure 1.2 Wait and signal operation on semaphore S [4] 
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having only 0 or 1 value so it is called binary semaphore. Also, this can be stated 

as counting semaphore having maximum value 1.  

ii. Counting Semaphore: When there are multiple resources to be handled in 

mutually exclusive way then counting semaphores are used. Counting 

semaphores are having maximum value equal to the number of resources like 4 

printers or 5 memory buffers etc. 

Semaphores can be used in the following two ways [5]: 

i. For controlling access to shared devices among several tasks: Consider an 

example of printer used by two tasks. As two tasks cannot access printer 

simultaneously therefore, a binary semaphore is created for accessing printer in a 

mutually exclusive way. Now for using printer, it should be acquired by any task, 

if it is available, else that task has to wait for the printer till the signal comes for 

acquiring semaphore. 

ii. For task synchronization: Concurrent programs produce unpredictable results due 

to non-deterministic nature of their execution. Therefore, there is a need to force 

the tasks for performing certain operations in a particular order. This work is also 

carried out by using semaphores. 

1.1.3 Mutex 

Mutex can be defined as mutual exclusion object that is used for locking shared 

resources among multiple threads [5]. It is mainly used by multiple threads to access 

re-entrant code turn by turn. Mutex is based on ownership concept i.e. if one thread 

acquires lock for a resource then only that particular thread can free that resource after 

finishing its task [6]. 

Figure 1.3 represents a section of Java code as an example for mutex. In this example, 

mutex.acquire() function is used for acquiring mutex lock. Mutex lock blocks the entry 

of all other threads for the section between lock acquiring and release operation. Thread, 

which has acquired the lock, can proceed further and complete its task. In this example, 

finally block is used for releasing mutex lock with mutex.release() operation. 
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1.1.4  Critical Section 

Critical section can be defined as a synchronized code segment that is shared among 

multiple threads. Critical section problem ensures that no more than one thread can 

enter in the shared section [2]. Solution to this problem involves mutual exclusion, 

progress and bounded wait [3].  

Strucure of a process having critical section is shown in Figure 1.4. At the start of 

critical section there is an entry section. Before executing critical section, entry 

condition is checked in entry section. At the end of critical section, there is an exit 

section having some exit conditions which are needed to be fulfilled after executing the 

critical section. 

1.2 Bugs in Multithreaded Programs 

Multithreaded programs are prone to many types of bugs like deadlock, livelock, 

starvation, race condition and wait-notify anomaly. Simultaneous execution of multiple 

threads and their interleavings make bug detection a trivial task. Brief description of 

these bugs is given in this section. 

 

Figure 1.3 Java mutex example [6] 

 

 

Figure 1.4 Structure of a process having critical section [3] 
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1.2.1 Livelock 

In a multithreaded program, livelock is a state in which program neither becomes 

deadlocked nor it gets terminated, but it does not progress. It is also referred as busy 

waiting in a loop for a condition that is never going to be true [7]. 

In Figure 1.5, livelock is shown with an example of a road and two passengers. Initially 

both passengers A and B are on left lane of the road for crossing it. Then after inspecting 

blocked situation, both decided to move to right lane of the road. But now also lane is 

blocked for each other due to each other. Then they again move to left lane and continue 

like this. This leads to the livelock situation when both passengers A and B are moving 

and still having no progress.  

1.2.2 Starvation 

Starvation can be stated as waiting for infinite time for a non-sharable resource [8]. In 

this situation, all processes desire to execute in a mutually exclusive manner. A process 

is starved if it is waiting for a shared resource but other higher priority processes 

repeatedly access that resource.  

There can be any of the following cause for starvation [9]: 

i. Process priorities are fixed and strict: If priorities of processes are fixed then a 

lower priority process will always get less preference than higher priority 

processes and will get starved for shared resources.  

 

Figure 1.5 Livelock example [7] 
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ii. Random selection procedure is used instead of queue mechanism: If processes are 

selected randomly then there can be a chance that a process will never be chosen 

for resource allocation and it will get starved. 

iii. Resources demand can exceed its supply: If supply of resources is not according 

to their demand then some processes will get starved due to their high demand of 

less available resources. 

Figure 1.6 shows a starvation situation of timid driver in a one-lane bridge. Here timid 

driver waits for crossing of other cars, which are on opposite side of bridge, to cross a 

narrow bridge. This indefinite wait for oncoming cars to exit the bridge, leads to 

starvation condition. 

1.2.3 Race Condition 

Race condition arrives when two or more threads access shared data simultaneously 

and change it [3]. This leads to unpredictable output for that shared data because the 

order in which threads access shared data/variable is unknown [8]. Race condition 

requires three things [11]: 

i. Concurrency: System must have at least two control flows executing 

simultaneously in concurrent manner. Threads can be those control flows in 

multithreaded system. 

ii. Shared Data: There must be some data which is shared among threads in 

concurrent system. That shared data is called as race object which is accessed by 

concurrent control flow. 

iii. Change of State: At least one control flow must do some changes in the state of 

shared data or race object. 

 

Figure 1.6 Timid driver example of starvation in one-lane bridge [10] 
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Race condition occurs in “check-then-act” scenario as shown in Figure 1.7. In this 

scenario, one thread checks some condition and then performs some action. However, 

between “check” and “act” step, some other thread changes the state of race object i.e. 

value of  variable ‘m’. 

Lock can be acquired for shared data to prevent race condition shown in Figure 1.7. In 

Figure 1.8, lock is acquired over variable ‘m’ to prevent race condition. Locking of 

variable ‘m’ ensures that no one else can change its value while it is being accessed by 

one thread to manipulate the value of variable ‘z’. 

1.2.4 Deadlock 

Deadlock is a state in which program execution gets blocked and it remains blocked 

forever [8]. Deadlock situation can be suspected with cyclic wait among tasks for non- 

sharable resources. Deadlock can be detected by showing dependencies of processes 

for acquiring resources with the help of wait-for graph. Presence of cycle in wait-for 

graph shows deadlock condition in the system. 

Consider processes P1 and P2 as shown in Figure 1.9 for understanding deadlock 

condition. In this wait-for graph, process P1 acquires resource B and waits for resource 

A, which is acquired by process P2. Also, process P2 is waiting for process P1 for 

acquiring resource B. Here cyclic wait is present between P1 and P2, therefore it leads 

to deadlock situation [3]. 

 

Figure 1.7 Check-Then-Act example [12] 

 

 

Figure 1.8 Lock acquisition example to prevent race condition [12] 
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Following four conditions are necessary to hold simultaneously for a deadlock situation 

[3]: 

i. Mutual Exclusion: There should be at least one resource that is not shared among 

processes. If any other process want that resource then that request must be 

delayed till previous process release that particular resource. 

ii. Hold and Wait: There must be a situation when one process is holding some 

resource(s) and simultaneously waiting for other resource(s) acquired by other 

process. 

iii. No Preemption: There should not be preemption of resources. Only the process 

which has acquired the resource can free that resource after completing its task. 

iv. Circular Wait: There should be circular wait among a set of resources. If P0, P1 

and P3 form a set then, P0 waits for P1, P1 waits for P2 and P2 waits for P3. 

1.3 Visualization 

Card et al. [13] defined the term visualization as “The use of computer-supported 

interactive visual representations of data to amplify cognition”. Visualization helps in 

easy understanding of essential facts to quickly see outliers and regularities. 

There are various tools available for visualizing programs. Graphs and UML diagrams 

are the main tools used for this purpose. Basic details of these two are as follows: 

1.3.1 Graph 

A graph G (V, E) consists of a non-empty finite set of vertices, V and a finite set of 

edges, E. In any graph, edges are used to represent flow, dependency or any other 

relationship between vertices. Different types of graphs are discussed in this sub-

section. 

 

Figure 1.9 Deadlock example [3] 
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i. Control Flow Graph (CFG) [14]: In a control flow graph (or flow graph) G, an 

edge (i, j) joins two nodes ni and nj. G = (N, E) represents a flow graph G with 

nodes contained in a finite set N and a finite set E representing edges. In a CFG, 

edges represent flow of control between vertices.  

Figure 1.10 shows control flow graph for an example program by providing 

numbers to each statement of the program. In the CFG, these statement numbers 

are used for showing control flow form one statement to other statement. Some 

statements can be grouped into a block and a block number is provided for its 

representation like A, B, C etc.  

ii. Data Flow Graph (DFG) [14]: DFG is also known as def-use graph as it shows 

relationship between nodes where the variable is defined and used. It is a control 

flow graph with additional information of each node about definition and use of 

data. 

Figure 1.11 shows an example data flow graph in which definition, computational 

use and predicate use of variables are shown. In a DFG, ‘def’ is used for 

definition, ‘c-use’ is used for computational use and ‘p-use’ is used for predicate 

use. This figure also shows grouping of statements into blocks and then providing 

labels to those blocks. Further, these labels are used for creating the data flow 

graph. 

 

Figure 1.10 Control flow graph [14] 

 

 main() 

{ 

 int number, index; 

1. printf(“Enter a number”); 

2. scanf(“%d”, &number); 

3. index=2; 

4. while(index<=number-1) 

5. { 

6.  if(number%index==0) 

7.  { 

8.   printf(“Not a prime number”); 

9.   break; 

10.  } 

11.  index++; 

12. } 

13. If(index==number) 

14.  printf(“prime number”);  

15. }//end main 
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iii. Control Dependence Graph (CDG) [14]: A control dependence graph is a directed 

graph showing dependencies among nodes. Nodes m2 is control dependent over 

node m1 if there exist a path from node m1 to program exit node including node 

m2.   

Figure 1.12 shows a control dependence graph by considering a sample code as 

shown in the figure. Node 7, 8 and 9 are control dependent over node 6 as node 6 

is decision making node. Decision of node 6 will choose whether control will 

come over node 7, 8 and 9 or not. 

iv. Data Dependence Graph (DDG) [14]: Similar to control dependence graphs, data 

dependence graph is also a directed graph showing data dependency between 

nodes. It shows the relation between those nodes which defines and uses value of 

a variable.  

 

Figure 1.12 Control dependence graph [14] 

 1         begin 

2         int num, product; 

3         bool done; 

4         product=1; 

5         input (done); 

6         while (!done) { 

7             input (num); 

8             product=product * num; 

9             input (done); 

10          } 

11         output (product); 

12         end 

 

 

 

Figure 1.11 Data flow graph [14] 
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Figure 1.13 shows an example data dependence graph with the help of sample 

code. Here statement 8 is dependent over itself, statement 7 and 4 for definition 

of variable ‘product’. Similarly statement 6 is dependent over statement 5 and 9 

for definition of variable ‘done’ and so on. 

1.3.2 Unified Modeling Language (UML): 

UML diagrams are also useful for effective visualization of the programs. 

Multithreaded tasks can be visualized using following UML diagrams:  

i. Activity Diagram [15]: This diagram shows flow of activities with in a system. 

Transitions are shown from one activity to another activity. In this diagram, fork 

and join are used to show concurrent tasks. 

Figure 1.14 shows an activity diagram with fork and join to show concurrency in 

the system. This diagram shows two concurrently executing activities A2 and A3. 

ii. Collaboration Diagram [15]: In this diagram, all components which are going to 

interact, are collaborated together. Objects are connected with links and these 

 

Figure 1.14 Activity diagram with fork and join [16] 

 

 

 

 

Figure 1.13 Data dependence graph [14] 

 1         begin 

2         int num, product; 

3         bool done; 

4         product=1; 

5         input (done); 

6         while (!done) { 

7             input (num); 

8             product=product * num; 

9              input (done); 

10         } 

11         output (product); 

12         end 
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links are adorned with messages that are sent and received by the objects as shown 

in Figure 1.15. This makes a clear visualization of whole flow of control among 

objects. 

Figure 1.15 shows a collaboration diagram having active objects and concurrent 

messages. Active object is shown by a rectangle with thick border and concurrent 

messages are having same label before dot separator like A.1 and A.2. 

iii. Sequence Diagram [15]: This diagram shows messages according to their time 

ordering. This diagram gives a clear visualization of flow of control with time 

sequencing. There is an object lifeline shown with vertical dashed line in the 

diagram for each object. Also there is a focus of control that shows active period 

of an object with a thin, tall rectangle.  

Figure 1.16 shows an example of sequence diagram with additional information 

of time ordering, which is not shown by collaboration diagram. This example 

shows that concurrent messages A.1 and A.2 execute after message B. 

 

Figure 1.15 Collaboration diagram [16] 

 

 

Figure 1.16 Sequence diagram [16] 
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iv. Statechart Diagram [15]: In statechart diagram, there is flow of control from one 

state to another state. This diagram shows sequence of states in response to the 

events an object goes through in its lifetime. Transition from one state to another 

state occurs if some event takes place and some conditions are satisfied. 

In Figure 1.17, concurrent regions of a state are shown by splitting it with fork 

(left side vertical bar) and join (right side vertical bar). In a statechart diagram, 

concurrency can also be shown by splitting concurrent sub-states with a horizontal 

dash line instead of fork and join.   

 

Figure 1.17 Statechart diagram [16] 
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Chapter 2 

Literature Survey 
 

This chapter categorizes the work that has been previously done for detecting various 

bugs of multithreaded programs. To better cognize the concept of multithreading and 

its debugging, multithreaded programs are visualized. This section also summarizes 

earlier proposed visualization techniques for multithreaded programs. At the end of the 

section, various tools for visualization and debugging of multithreaded programs, are 

summarized in a table. 

2.1 Deadlock Detection Techniques 

Deadlock is a situation in which a group of threads wait for some other event or task 

for some resource(s) in a cyclic manner and this wait never gets over [8]. Detailed 

categorization of deadlock detection techniques is discussed in this section. 

2.1.1 Specification Based Detection 

During early nineties, N.D. Francesco, and G. Vaglini [17] proposed a specification 

based approach for deadlock detection. In this approach, static and dynamic tools are 

used for checking specifications of a program. W. Araujo et al. [18] used Java modelling 

language (JML) as specification language for writing contracts with Java program. Java 

classes are instrumented with runtime assertion checking (RAC) code, which is 

generated by compiler of JML toolset after compiling the specifications. Race and 

deadlock conditions are detected with the help of contract based assertions. A 

methodology defined in research paper [19] captured the behavior of program in terms 

of type and effect system for deadlock detection. By using abstract system, cycles are 

detected in which processes wait for shared resources. In another approach, class under 

test (CUT) is given as input and a single output, bug report is generated by proposed tool 

[20]. Bug report for input thread safe class shows exception and deadlock. Later, for 

detecting race condition, deadlock and atomicity violation in concurrent program, 

concurrent predicates (CP) and concurrent predicate expressions (CPE) [21] are 

presented as instrumentation for developers. It can help in capturing the program state 

and necessary schedule for detecting specific bug. 
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2.1.2 Event Based Detection 

Instead of using wait-for graph, D. Feitelson [22] detected deadlock when all events are 

in waiting stage. The only demerit of this algorithm is that there can be a chance that a 

process can be in busy waiting instead of deadlock. In paper [23], deadlock is detected 

dynamically by proposing three phases for its detection. In first phase, program is 

executed and critical events are monitored with their log creation for lock dependency. 

In second phase, Magiclock algorithm is used for detecting CycleSet of all possible lock 

dependency by depth first searching. Then in third phase, MagicFuzzer is provided with 

CycleSet as input and it executes program for detecting deadlock cycles in CycleSet. A 

methodology named counterexample-guided abstraction refinement (CEGAR), is also 

proposed in paper [24]. In this scheme, abstraction and compositional reasoning are 

combined for deadlock detection. Figure 2.1 shows components of a system represented 

in the form of state machine as labeled transition systems (LTS). Use of abstractions for 

verification reduces state space explosion problem. 

2.1.3 Petri Net Based Detection 

Proper termination, determinacy and deadlock detection for parallel programs written in 

occam language, is done using petri nets graph model [25]. Non-termination of a parallel 

program can be detected as infinite looping and infinite waiting for which four type of 

anomalies are detected. In this paper, main algorithm uses contraction procedure and 

static communication deadlock detection procedure. In paper [26], programmable logic 

controller (PLC) programs of automated machining cell (AMC) are tested for deadlocks 

and conflicts. Control model is developed using petri nets for PLC programs and 

deadlock detecting algorithm is applied over it. In papers [27, 28], structural analysis of 

system is proposed using a class of petri nets named as ES3PR net model for detecting 

 

Figure 2.1 An example of labeled transition system [24] 
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deadlock. Three algorithms are used in this approach, one is supervisor synthesis for an 

ES3PR and two algorithms are for rearrangement of output arcs of monitors. 

2.1.4 Graph Based Detection 

Deadlocks can also be determined by using geometric description for constructing 

partial order directed graph whose local maxima represents deadlock [29]. K.C. Tai [8] 

defined deadlock in terms of reachability graph and also proposed an algorithm for its 

detection. In research paper [30], program written in SHIM concurrent language, is sub-

divided into a tree of tasks. Then each task is abstracted as an automation for performing 

communication, invoking and waiting for its children. Finally, these are converted into 

NuSMV symbolic model checker compatible form, which identifies deadlock. In 

research paper [31], dynamic synchronization dependence graph data structure is created 

in system level designs. Then loop detection algorithm is applied over dependence graph 

to detect deadlock. Lock graph is created in research paper [32] after capturing lock 

acquisition sequences and cycle in this graph shows presence of deadlock. However, 

false positive results can occur due to cycle inside one thread, cycle that is guarded by 

gate lock or may be due to cycle involving non-concurrent fragments. In research paper 

[33], bug locations are identified for single variable using Falcon tool. For detecting 

concurrency bugs UNICORN tool is used. Then Griffin is used for understanding the 

identified bugs using bug graph as shown in Figure 2.2 and clustering algorithm. 

 

Figure 2.2 Bug graph [33] 

 

 



Page | 17  
  

2.1.5 Heuristic Based Detection 

In the methodology presented in paper [34], heuristics are proposed to solve problems 

related to state space explosion for concurrent programs. Evaluation function finds out 

distance to goal node using heuristics to solve the problem. Searching algorithm A* 

guides to expand that state first which takes to the detection of deadlock present in the 

system. Other searching algorithms like greedy, IDA* are used for handling output 

interpretation problem in deadlock detection [35]. In another approach, constraints are 

imposed on total ordering of resources using resource ordering method (ROM) 

algorithm. Processes are required to request passive resources in equivalence classes 

based on ordering done by resource ordering algorithm [36]. Now resource requests 

generated by run time system fulfill AND-OR request condition and prevents deadlock. 

2.2 Race Detection Techniques 

Race condition occurs when two or more threads access shared data simultaneously and 

change it, which leads to unpredictable output for that shared data [3]. This section 

discusses various race detection approaches. 

2.2.1 Logical Clock Based Detection 

A race detection algorithm is defined for blocking as well as non-blocking send and 

receive message passing in parallel programs using logical clocks [37]. It is on-the-fly 

race detection algorithm so it saves memory for storing states of the program. This 

methodology can also be used for avoiding deadlocks in parallel programs. This paper 

also shows a scope for developing a tool in future to find out whether an execution of 

message passing program is portable and repeatable. 

2.2.2 Monitoring Memory Accesses 

For variable tracing of a block, all memory accesses are monitored including read and 

write accesses using address tracing [38]. In the given approach, a series parallel task 

graph is generated which represents sequential execution of concurrent program as 

shown in Figure 2.3 and then race is detected using variable access sets. A new 

approach for automatic identification of shared variables is stated using efficient 

dataflow algorithm [39]. Next step is to do pointer analysis to figure out aliases for 
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pointer locks. Finally, a new technique is proposed for warning reduction. Two 

algorithms, dataflow analysis for shared variable detection and summary computation 

for lock pointer analysis, are used in this approach.  

2.2.3 Graph Based Detection 

Error detection is done through manipulation of event graph generated by recording run 

time information of program [40]. A tool for event manipulation (ATEMPT) is used for 

manipulating event graph. Race condition is detected with other communication errors 

in distributed share memory access, using this methodology. Monitoring of input/output 

access for performance is still to be done as an extension to the proposed work. In the 

approach given by M.-Y. Park et al. [41], unaffected races are detected and then 

visualized. The idea for detecting unaffected races came from the fact that mostly 

affected races are due to side effect of unaffected races. Affecter algorithm based on 

"happened before relation" is used for determining affecters. Then graph is created for 

affecter-relations and affected-relations for detecting races. Y. Chen et al. [42] generated 

race condition graph (RCG) for representing race condition in the system. It helps in 

visualizing race condition and program interaction. Then potential race condition graph 

(PRCG) is generated from RCG. Various classification of race condition is shown in 

Figure 2.4. 

Data race in ARNIC-653 health monitor is detected dynamically using a visualization 

tool, which includes runtime monitor and visualizer [43]. In this approach, events are 

visualized by showing them with different colors. Two accesses to a shared variable are 

concurrent if they are not connected with each other with same color. In another paper 

of static analysis [44], transactions are captured in the form of transaction graph using 

 

            (a)                              (b) 

Figure 2.3 (a) Series-parallel task graph (b) Sequential execution task graph for 

race detection [38] 
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partial order reduction techniques and scheduling constraints. Then graph is refined by 

removing unreachable nodes iteratively which enhances scalability. This also reduces 

false warnings captured by initial lockset analysis. Two algorithms are used in this 

technique, namely transaction delineation based on static partial order reductions (POR) 

and iterative refinement of transaction graph. 

2.2.4 Using Model Checker 

E. Yoshida and H. Kakugawa [45] defined an approach which converted assembly 

language program into process meta language (PROMELA) using a simulator. Then 

simple Promela interpreter (SPIN) model checker takes Promela as its input and detects 

mutual exclusion bugs in program. If any race, deadlock or starvation error is found, it 

is reported with that particular thread sequence which causes error, for understanding its 

cause. Aspect oriented programming language [46] is extended for three new pointcuts 

i.e. lock(), unlock(), and maybeshared() for detecting data races, which are not detected 

earlier by the tool Eraser. These new pointcuts are implemented as an extension to aspect 

bench compiler. New algorithm RACER is an adaptation of the Eraser algorithm. 

2.2.5 UML Based Detection 

In this approach, data race is detected at design phase so that it can be easily removed. 

Design model expressed in UML is analyzed for data race detection [47]. Then genetic 

algorithm is used for identifying concurrency problems like data race, deadlock and 

starvation. 

 

Figure 2.4 Race condition classification [42] 
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2.2.6 Using Code Instrumentation 

With Java programs, a specification language named as Java modeling language (JML) 

is used for writing contracts [18]. Compiler of JML toolset is used to translate 

specifications into runtime assertion checking (RAC) code. Therefore, instrumentation 

of Java classes is done by adding RAC code to them. Results of industrial case study 

show that contract based assertions are helpful in detecting race and deadlock in 

concurrent programs. Faults are at immediate vicinity of their assertion points as shown 

in Figure 2.5. 

2.2.7 Mix of Software and Hardware Approach 

An approach having better performance and accuracy is proposed with RADISH race 

detector [48]. Already proposed software approaches are with high overheads and 

hardware approaches generally miss some data races. Therefore, RADISH detector is 

proposed with the benefits of both software and hardware approach without having their 

limitations. 

A comparison of already proposed techniques is also done using parameters like 

additional synchronization, execution traces, data race conditions and fault recovery 

[49]. This survey identifies that little communication among processes diminishes data 

race condition. 

 

Figure 2.5 Diagnosis of concurrent faults [18] 
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2.3 Other Bug Detection Techniques 

Multithreaded programs are prone to many bugs other than deadlock and race condition. 

Detection techniques for these bugs are discussed in this section. 

2.3.1 Starvation 

In terms of reachability graph of concurrent programs, starvation can be defined as 

infinite waiting of a process for a resource that is repeatedly acquired by other higher 

priority processes [8]. E. Yoshida and H. Kakugawa [45] proposed a methodology for 

starvation detection using SPIN model checker. A program written in assembly language 

is given as input to OS simulator which converts it into PROMELA. A SPIN model 

checker takes PROMELA as its input and detects mutual exclusion bugs in program. If 

any error is found then it is reported with that particular error causing thread sequence 

so that the cause of error could be understood. SPIN model checker is used for detecting 

mutual exclusion bugs like starvation. K.C. Tai [8] also defined an algorithm for 

detecting starvation. 

2.3.2 Livelock 

In terms of reachability graph of concurrent programs, livelock is defined as busy 

waiting with no progress [8]. For detecting livelocks, D. Lugato et al. [50] defined an 

approach based on UML. Using UML editor Objecteering, UML model (class diagram 

and state machine) is specified and translated into AGATHA extended input output 

labeled transition system (A-EIOLTS) specification by implementing two step 

specification generator. A-EIOLTS specification is given as input to AGATHA (atelier 

de g´en´eration automatique de tests holistiques pour automates) tool for developing 

symbolic execution tree. Symbolic test cases are generated by following each path of the 

symbolic tree which are further translated into sequence diagram for user visualization. 

After computing execution tree, livelocks become visible for the system. An algorithm 

defined by K.C. Tai [8] is also used for detecting livelocks. 

2.3.3 Inconsistency and Order Violation Bugs 

There are several other bugs, like correlated variable access bug which can occur in a 

multithreaded programs. In research paper [51], source code analysis and data mining 
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techniques are combined for automatic detection of correlated variable accesses and 

then detecting concurrency bugs. Multi-variable inconsistent updates and multi-

variable concurrency bugs are detected by the proposed approach. This approach 

detected four new concurrency bugs in Mozilla. 

Order violation bugs can also occur in multithreaded programs, which are needed to be 

detected and removed. A study done by S. Lu et al. [52] helps in developing tools for 

order violation bugs and multiple-variable bugs. It can also help in focusing small group 

of memory for the best utilization of testing efforts. Analysis and dynamic exploration 

techniques are combined in the approach proposed by E. Trainin et al. [53]. Results of 

this approach suggest that better models and better forcing algorithms improve 

efficiency of finding bugs. 

2.4 Visualization of Multithreaded Programs 

In the present era of multithreading, most of the tasks are executed in a concurrent 

manner. To better cognize the concept of multithreading, an expressive way is needed 

i.e. visualization. This can be used for many purposes [54]: 

i. Error Detection: Visualization helps in tracing the errors by showing their exact 

location in the system. 

ii. Better Comprehension: Understandability of program increases via visualization. 

iii. Deadlock Detection: Visualization helps in deadlock detection by focusing every 

aspect of the program. 

iv. Performance Analysis: Performance can be analyzed in better manner using 

visualization. 

v. Race Condition Detection: Race conditions can be detected in better manner using 

visualization techniques for multithreaded programs. 

2.4.1 Two Types of Visualization Systems [55] 

i. Algorithm Animation: It animates the execution of an algorithm. Whole working 

of algorithm is animated and presented in this approach. 

ii. Still Visualization: It displays the execution behavior of a program in one view. 

All events of the program are visualized all together. 
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2.4.2 Techniques for Visualizing Concurrency 

i. Real Time Technique [56]: In this technique, concurrent programs are visualized 

during its execution time. This technique can depict status of thread execution at 

any time. 

Advantages: 

 This technique shows real time scenario of threads. It is a quick method of 

thread visualization. 

 There is more comprehensibility due to clear visualization of execution 

steps. 

Disadvantages: 

 It is very hard to implement such scenario. 

 This technique also requires updated thread status very frequently. 

Tools implementing real time technique are Jive, JavaVis etc. [57]. 

ii. Postmortem Technique [58]: In this technique, the program behavior is visualized 

after its execution. In this technique, program execution traces are captured for 

visualizing it later on. 

Advantage: 

 All the significant data related to program execution are kept for future use.  

 This approach is easier than real time approach because no run-time 

overhead is associated with it. 

Disadvantages: 

 Debugging is hard using only one example of program implementation. 

 Due to unusual stopping of program execution, a large amount of 

incomplete data could be generated. 
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 Instrumentation of program could lead to change in original program 

behavior or any other error. 

Tools implementing post-mortem approach are Xtango, Polka and Parade [58]. 

2.4.3 Problem with Multithreaded Program Visualization 

Main problems associate with concurrent programs are [56]: 

i. Probe Effect: Adding some extra information for better visualizing or 

understanding the program, changes behavior of the program. This change in 

behavior is known as probe effect. 

ii. Non-repeatability: Any execution sequence of thread or any failure, is very tough 

to repeat in multithreaded programs. 

iii. Non-determinism: Each execution of any multithreaded program results in 

diverse outputs. This non-deterministic nature of concurrent program produces 

many difficulties for its visualization. 

iv. Execution Order: In a multithreaded program, execution order of operations is 

very hard to control, which makes testing difficult. Testing every branch for each 

input test case is also a challenge. 

2.4.4 Tools for Multithreaded Program Visualization 

Table 2.1 presents various tools for visualizing multithreaded programs, with their 

advantages and disadvantages. 

Table 2.1 List of multithreaded program visualization tools 

S. No. Tools Year Advantages Disadvantages 

1  PARAVER [59] 1995 Visualization using traces. Post-mortem approach. 

2  VAMPIR[60] 1996 Performance analysis, graphical 

visualization, animation. 

No deadlock detection. 

3  JinSight[61] 1998 Open source, memory leaks and 

performance analysis. 

No proper 

visualization. 

4  Prism(Sun) [62] 2000 No separate debugger, easy to-use, 

flexible, and comprehensive set of 

tools. 

Paid and no deadlock 

detection. 
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5  JaVis[63] 2002 Visualization based on UML 

sequence, collaboration diagrams 

extended for modelling thread 

synchronization and deadlocks. 

Visualization based on 

other UML diagrams is 

not there. 

6  RetroVue[64] 2002 Graphical debugger instead of 

replaying program execution. 

Instrumentation to 

generate execution 

traces. 

7  JAVAVIS[65] 2002 Main focus is to develop a tracing 

based analysis tool for deadlock 

detection. 

Works for small 

program, no filters or 

automated analysis for 

errors. 

8  Jacot[66] 2003 It uses the UML sequence, state chart 

and activity diagram paradigms. 

Not much interactive. 

9  Jink[57] 2004 Open source, interactive. No performance 

analysis. 

10  VisiVue[67] 

(VisiComp) 

2004 Runtime visualization tool, creates 

animated diagrams. 

Only for small 

applications of Java. 

11  TraceVis[68] 2005 Interactive, anomaly detection and 

searching ability. 

No support to visualize 

the memory behavior 

of the program. 

12  CORE[69] 2010 Atomicity and sequence violation 

detection. 

Performance issues. 
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Chapter 3 

Gap Analysis and Problem Statement 
 

This chapter introduces research gaps identified by analyzing previous work done in 

the area of multithreaded program and their bug detection. On the basis of gap analysis, 

problem statement of the research work is identified. 

3.1 Gap Analysis 

Based on the literature review of work related to bug detection techniques and tools for 

multithreaded program, following gaps have been identified: 

 Till date, no approach has visualized deadlock due to wait-blockage and join-

blockage [70].  

 Effective visualization of large multithreaded programs is still a challenge due to 

management issues related to large number of elements [57]. 

 There is need to consider deadlock arising due to non-lexical lock primitives such 

as Lock.lock() and Lock.unlock() [70]. 

3.2 Problem Statement 

After detailed review of literature related to anomalies and deadlock detection in 

multithreaded programs, this has been analyzed that an enhanced approach can be 

proposed for deadlock detection that uses a combination of lock graph, wait-notify 

dependence graph and thread dependence graph. Earlier, most of the approaches have 

considered only lock graphs for deadlock detection. Also, concurrent programs having 

wait expression and no corresponding notify expression, or having notify expression 

and no corresponding wait expression, are needed to be visualized for easy detection of 

wait-notify anomaly. Further, visualization of data and control dependencies helps in 

effective debugging of multithreaded programs. 
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Chapter 4 

Methodology 
 

This chapter gives a detailed view of proposed methodology by elaborating its every 

step with proposed algorithms. Architecture of the methodology is also explained in 

this section with five proposed algorithms. 

4.1 Architecture of Bug Visualizer 

As shown in Figure 4.1, the architecture of the proposed approach includes three 

components i.e. static parser module, matrix generator module, and graph generator with 

bug analyzer module. Bug Visualizer is developed using Java version 7. 

Static analyzer module assigns line numbers to each statement of the program. Then it 

finds out various keywords, variables and corresponding dependencies between 

variables by statically analyzing and traversing the input Java program statement by 

statement.  

Matrix generator module keeps earlier identified dependencies within adjacency 

matrices. Dependencies are stored according to their statement numbers. Various 

matrices are generated for different dependencies viz. control, data, lock, thread and 

wait-notify dependencies. 

Graph generator module generates various graphs using the matrices generated by the 

matrix generator module. Data-control dependence graph is created using the data and 

control dependency matrices. Lock graph is created using lock dependency matrix. 

Wait-notify dependence graph is created using wait-notify dependency matrix. Thread 

dependence graph is created based on wait-notify thread dependencies. Finally, bug 

analyzer identifies bug(s) present in the Java program with the help of lock dependence 

 

Figure 4.1 Architecture of proposed Bug Visualizer tool 
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graph and thread dependence graph showing cycle for deadlock condition. It also shows 

wait-notify anomalies with wait-notify dependence graph. 

4.2 Overview of Methodology 

For visualizing thread blockage and wait-notify anomalies in a multithreaded Java 

program, the steps followed are shown in Figure 4.2. 

i. Statically Parsing the Input Java Program 

 Java program is taken as input file. 

 Then whole file is numbered statement by statement. 

 File is then traversed statement by statement for finding data, control, lock, wait-

notify and thread dependencies. 

ii. Matrix Generation 

 Previously identified dependencies are mapped into an adjacency matrix 

corresponding to their line numbers. 

 Different identification marks are stored for showing different dependencies in 

the matrices. 

iii. Graph Generation 

 Firstly, data dependence and control dependence matrixes are traversed for 

generating multithreaded program dependence graph. 

 Lock dependence matrix is also traversed thoroughly for generating lock 

dependence graph. 

 

Figure 4.2 Overview of proposed methodology 
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 Then wait-notify dependence matrix is traversed for generating wait-notify 

dependence graph. 

 Finally, thread dependence matrix, based on wait notify dependency, is 

traversed for generating thread dependence graph. 

iv. Deadlock and Anomaly Detection 

 Thread blockage is identified with the help of presence of cycle in lock 

dependence graph. 

 Wait-notify anomaly is detected due to wait having no notify or notify having 

no wait dependency. 

 Cycle in thread dependence graph shows deadlock due to cyclic wait-notify 

dependency among threads. 

4.3 Proposed Algorithms 

Five algorithms are proposed for the proposed tool Bug Visualizer as explained in this 

section. These algorithms can be categorized as follows: 

4.3.1 Data-Control Dependence Graph 

Matrices are generated by traversing input Java program statement by statement. Data 

dependence matrix is generated using proposed Algorithm 1. This algorithm gives 

‘data_matix’ as output adjacency matrix showing data dependencies.  

Algorithm 1: Data Dependence Matrix Generator 

/* variable_array is used to store the name of variables, define array stores the line 

number of the variable definition, data_matrix is the adjacency matrix for storing data 

dependencies. n is total number of lines. */ 

Input: Java program file 

Output: Data dependence adjacency matrix 

1. Assign statement number 1,2,3,...,n to each statement of input Java program. 

2. Initialize i = 0, variable_array = Φ, define = Φ and data_matrix = Φ. 

3. Traverse the input Java file statement by statement. 
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4. For each statement L in input program  

do 

a. If variable v is declared, then 

 Add variable v to variable_array at index i. 

 Increment the index i.  

b. If v ∈ variable_array at index i, is assigned a value, then 

 define[i] = L.   

c. If v ∈ define at index i is used at statement L, then 

 data_matrix[L][define[i]] = true. /*variable usage statement L is 

dependent on the statement which defines the value of variable*/ 

end 

Control dependence matrix is generated using Algorithm 2. It gives control_matrix as 

output matrix. Then, data_matrix and control_matrix is given as input to proposed 

Algorithm 5 for generating data-control dependence graph. Data and control 

dependencies are visualized with different colors to differentiate between them. 

Algorithm 2: Control Dependence Matrix Generator 

/* control_matrix is the adjacency matrix for storing control dependencies. n is total 

count of statements in input program */ 

Input: Java program file 

Output: Control dependence adjacency matrix 

1. Assign line number 1,2,3,...,n to each statement of input Java program. 

2. Initialize control_matrix = Φ.   

3. Traverse the input Java file statement by statement. 

4. For each statement L in input program  

do 

a. Search for control construct keywords.  /*keywords such as ‘if’, ‘for’, 

‘while’ etc.*/ 

i. Each statement s inside the keyword block is control dependent on 

starting statement of the block. 

ii. ‘else’ is control dependent on ‘if’ statement. 
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iii. Statements between ‘case’ and corresponding ‘break’ are dependent on 

case statement. 

iv. Statements in ‘do-while’ block, depend on both ‘do’ and ‘while’ 

statements. 

b. If any other block is started at statement L, then  

/*each statement s inside this block is dependent on start statement of the 

block*/ 

control_matrix[s][L] = true. 

end 

5. Any nested statement is dependent on the innermost nested block statement for its 

control. 

4.3.2 Lock-Acquisition Dependence Graph with Deadlock 

Lock dependencies are captured in lock_matrix by traversing input Java program. 

Proposed Algorithm 3 is used for this purpose. Then lock acquisition graph is created 

using Algorithm 5 in which lock_matrix is given as input. This graph also detects thread 

blockage bug due to deadlock condition. Deadlock situation is suspected via presence 

of cycle in lock dependence graph. 

Algorithm 3: Lock-Acquisition Dependence Matrix Generator 

/* lock_matrix is the adjacency matrix used for storing lock acquisition dependencies. 

Lock array keeps variables which are locked. Line array keeps line number of locked 

variables. n is total number of statements in input program */ 

Input: Java program file 

Output: Lock acquisition dependence adjacency matrix 

1. Initialize i = 0, lock_matrix[][] = Φ. 

2. For each run method in the input program 

 do 

a. If ‘synchronized’ keyword is found for variable L1, then /*lock is acquired 

for L1 variable in rth run method*/ 

Lockr [i] = L1. /* storing locked variable at ith location of rth run method 

in Lock array*/ 
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Liner [i++] = s.  /* storing line number of variable at ith location of rth run 

method in Line array*/ 

b. Each variable which is locked in one method is flow dependent on previously 

acquired lock in same method. 

lock_matrix[Liner[i]][Liner[i-1]] = true ∀ i >= 1 and i <= n    

/* lock acquiring statement is flow dependent on previous lock statement (in the 

sequence in which locks are acquired) in that method */ 

end 

3. If  L1 ∈ (Locku[i] ∩ Lockv[j]) , then  /*variable L1 is locked by thread u 

at index i and thread v at index j respectively*/ 

a. Add lock dependency between these two lock dependence statements such that, 

if (i  > j) then  /* Statement which acquires lock later, is 

dependent on the statement which has acquired the lock previously*/ 

 lock_matrix[Lineu[i]][Linev[j]] = true. 

else 

  lock_matrix[Linev[j]][Lineu[i]] = true.  

4.3.3 Wait-Notify and Thread Dependence Graph with Anomalies and Deadlock 

Wait-notify and thread dependencies are captured by traversing input program statement 

by statement. Thread and wait_notify_matrix are generated as output adjacency matrices 

using Algorithm 4. Afterwards, wait_notify_matrix and Thread matrix are given as input 

to Algorithm 5 for graph generation. Wait-notify dependence graph not only shows wait-

notify dependencies, however, it also shows wait-notify anomalies. Nodes, which are 

not connected to any other node in the graph, show wait-notify anomaly. Algorithm 4 is 

implemented by using different colors to show different anomalies. Thread blockage, 

due to wait-notify dependency, is identified with the help of thread dependence graph. 

Cycle among threads in this graph depicts deadlock suspicion in the program. 

Algorithm 4: Wait-Notify and Thread Dependence Matrix Generator 

/* Wait array is used to keep variables that are in waiting state. Wline array store line 

number of waiting variables. Notify array is used to store variables which are notified. 

Nline array is to store line number of notified variables. Thread matrix is used to store 

thread dependencies and wait_notify_matrix is used to store wait notify dependencies*/ 
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Input: Java program file 

Output: Wait-notify and thread dependence adjacency matrix 

1. Search for ‘wait’, ‘notify’ and ‘notifyAll’ keywords in the input file.  

2. If wait found for thread T1 at line number L, then 

Add T1 in wait list. Also keep its line number. 

Wait[j] = T1. 

Wline[j++] = L. 

3. If notify or notifyAll for T1 is found at line number L, then 

Add T1 in notify list. Also keep its line number. 

Notify[i] = T1. 

Nline[i++] = L. 

4. If T1 ∈ Wait at index j and T1 ∈ Notify at index i then 

wait_notify_matrix[Wline[j]][Nline[i]] = true. 

5. If there is Wait[j] which is never notified, then 

wait_notify_matrix[Wline[j]][0] = true. /*wait without corresponding notify 

stored at 0th column*/ 

6. If there is Notify[i] , for which no one is waiting, then 

wait_notify_matrix[0][Nline[i]] = true. /*notify without corresponding wait 

stored at 0th row*/ 

7. If wait for resource R is in M thread and its notify part is in N thread, then 

Thread[M][N]=true. /*Showing M is dependent over N thread*/ 

Algorithm 5 generates each type of graph corresponding to the matrix given as input. 

lock_matrix is the input matrix for lock acquisition dependence graph. Presence of cycle 

in the graph, shows suspicion of deadlock. wait_notify_matrix is the input matrix for 

wait-notify dependence graph. Wait- Notify anomalies get clearly visible due to 

presence of unconnected nodes. Thread dependence matrix shows dependencies among 

threads due to wait-notify dependencies. Cycle in this graph shows suspicion of 

deadlock in the input program. 

Algorithm 5: Graph Generator 

/* Matrix is the adjacency matrix for which graph is to be drawn. For storing nodes, 

which are visited before, visited array is used. visited array also keeps the coordinates of 

visited node. */ 
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Input: Adjacency matrix for which graph is to be drawn say Matrix[][] 

Output: Directed graphs and bugs 

1. Adjacency matrix is given as input. 

2. Initialize i = 0, j = 0, visited = Φ. 

3. Input matrix is traversed row by row for each cell. 

4. If Matrix[i][j] = true, then /*true value means i is dependent on j*/ 

a. If ((i OR j) ∉ visited), then  

Draw corresponding node(s). 

Add node’s coordinates in visited array. 

b. Draw arrow line from ith node to jth node using coordinates from visited array. 

5. Use different colors to show arrow lines for different types of dependencies. 
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Chapter 5 

Implementation 
 

The proposed methodology is implemented in a prototype tool named as ‘Bug 

Visualizer’. This tool is developed in Java version 7. This application identifies 

deadlock due to lock dependency and thread dependency due to wait-notify 

dependency. Wait-notify anomalies are also identified by this application. Snapshots of 

application are presented in this chapter. 

5.1 Snapshots of Implementation 

This section shows graphical user interface of ‘Bug Visualizer’ with various resultant 

graphs and bugs for the input Java program. Snapshots of the proposed approach are 

shown by categorizing them in following categories: 

5.1.1 Interface for User Interaction 

This application interface has been designed in Java7. As shown in the Figure 5.1, the 

main application consists of five sections. 

i. Text Section: This section contains one text area for showing the input file with 

the line numbers assigned to each statement. 

 

Figure 5.1 Graphical user interface of application 
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ii. Lock Dependency Section: This is a panel attached to the main application which 

shows the lock dependence graph. 

iii. Wait-Notify Section: This is another panel on the main application for showing 

the wait-notify dependency along with the anomalies like wait() without notify() 

or notify() without wait(). 

iv. Thread Dependency section: In this panel, thread dependence graph shows 

dependency among threads due to wait-notify dependencies. 

v. Button Section: This section contains 6 buttons. On each of the button, appropriate 

event handling is applied. The details of buttons are as follows: 

 Choose: This button helps the users in choosing the Java file to be given as 

input to the application. 

 Upload: On clicking this button, file chosen by the user with their line numbers 

appears in the text area of the application. 

 Generate PDG: On clicking this button, a new frame opens showing the 

program dependence graph of the selected file. Blue arrow represents control 

dependence and black arrow shows data dependence between the statements 

of the program chosen by the “Choose” button. 

 Generate Lock Graph: When this button is clicked, the lock graph is shown in 

the lock acquisition section. Presence of a cycle in the lock graph shows the 

chances of deadlock in the input program. 

 Wait Notify: When this button is clicked, the wait notify dependencies are 

visualized in the wait notify section. Wait and notify nodes without their 

counterparts are represented as isolated nodes. 

 Wait Notify Thread Dependence: On clicking this button, thread dependence 

graph gets created showing thread dependency due to wait notify dependency. 

A cycle in this graph detects the suspicion of deadlock. 

5.1.2 Selecting and Uploading the Input Java File 

File is chosen on clicking “Choose” button as shown in Figure 5.2. Then selected file 

is uploaded in the text area by clicking “Upload” button. Uploaded file is adorned with 

line numbers associated with each statement. For referring any statement, 

corresponding line number is used in the graphs. 
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When “Upload” button is clicked, chosen file gets uploaded in the text area of the 

application with statement numbers as presented in the Figure 5.3. These statement 

numbers are further helpful while generating the different matrices for every 

dependency and drawing the corresponding graph. 

Figure 5.4 shows the example Java program uploaded in Bug Visualizer. This example 

program is used for identifying multithreaded program bugs like deadlock and wait-

notify anomalies. 

 

Figure 5.2 Selecting input java file 

 

 

 

Figure 5.3 File uploaded in the application 
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5.1.3 Generating Multithreaded Program Dependence Graph 

Multithreaded program dependence graph (PDG) is generated on clicking “Generate 

PDG” button. At the back end, data and control dependence matrices are generated. 

These matrices are then traversed to generate the program dependence graph. In 

program dependence graph, different colors are used to distinguish data and control 

dependencies. Figure 5.5 shows data-control dependence graph generated for input 

example program. Here, data dependencies are shown with black color and control 

dependencies with blue color. 

5.1.4 Generating Lock Dependence Graph 

Lock dependence graph is created on clicking “Generate Lock Graph” button. Here 

deadlock is shown due to presence of cycle in lock dependence graph. Figure 5.6 shows 

lock dependence graph generated for input Java program. Figure 5.6 (a) shows the 

suspicion of deadlock for input program due to presence of cycle in lock dependence 

graph. Figure 5.6 (b) depicts the deadlock situation clearly. 

 

Figure 5.4 Input Java example program 



Page | 39  
  

  

 

Figure 5.5 Data and control dependence graph 

 

 

(a) 

 

 

(b) 

Figure 5.6 (a) Lock dependence graph. (b) Deadlock section of (a) 
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5.1.5 Generating Wait-Notify Dependence Graph 

Wait-notify dependence graph is created on clicking “Wait Notify” button. This graph 

shows wait-notify dependencies and anomalies. 

Figure 5.7 shows wait-notify dependence graph in Bug Visualizer. Wait notify 

dependencies are shown with blue color. Red node shows notify without wait anomaly 

i.e. notify node without corresponding wait node. Black node shows wait without notify 

anomaly i.e. wait node without corresponding notify node. 

5.1.6 Generating Thread Dependence Graph 

Thread dependence graph is generated to show dependency among threads due to wait-

notify dependency. Figure 5.8 shows thread dependence graph in Bug Visualizer. 

 

(a) 

 

(b) 

Figure 5.7 (a) Wait-notify dependence graph in Bug Visualizer. (b) Wait-notify section of (a) 
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There can be a deadlock due to dependency among threads based on wait-notify 

dependency. Figure 5.9 shows an example program which is taken as input for 

identifying deadlock due to wait-notify dependency. 

Figure 5.10 shows output of Bug Visualizer on giving Figure 5.9 example program as 

its input file. This graph shows wait-notify dependencies among threads in thread 

dependence graph. Cycle in thread dependence graph shows suspicion of deadlock due 

to wait-notify dependency as shown in Figure 5.10 (b). There is wait-notify dependency 

between thread t1 and t2 for the given input program. Dependency of wait node 14 on 

notify node 23, leads to dependency of thread t1 on thread t2. Similarly, dependency of 

wait node 22 on notify node 15, leads to dependency of thread t2 on thread t1. The 

mutual dependency between thread t1 and thread t2 leads to a cycle. Presence of cycle 

in this graph depicts the suspicion of deadlock in the system. 

 

(a) 

 

(b) 

Figure 5.8 (a) Thread dependence graph in Bug Visualizer. (b) Thread dependence section of (a) 
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Figure 5.9 Java example program 

 

 

(a) 
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5.2 Results and Discussion 

This section compares and discusses the results of proposed methodology with earlier 

proposed techniques. Proposed tool identifies deadlock due to lock acquisition and 

wait-notify dependencies. This tool also identifies wait-notify anomalies in 

multithreaded program. To debug multithreaded programs effectively, data-control 

dependence graph is created by the proposed tool Bug Visualizer. 

Table 5.1 shows comparison of proposed methodology with earlier proposed tools. Also 

Bug Visualizer can detect and visualize wait-notify anomalies which were not 

visualized before by any other tool. 

Table 5.1 Comparison of Bug Visualizer with JCAT and RacerX 

S. No. Techniques/Tools Comparison 

1 Java Concurrency 

Analysis Tool(JCAT) [71] 

JCAT does not consider data and control flow analysis. 

However, Bug Visualizer shows both of these dependencies. 

2 RacerX (Deadlock and 

race detection tool) [72] 

RacerX can detect deadlock only due to lock acquisition 

however, Bug Visualizer can also detect deadlock due to 

cyclic wait-notify dependencies. 

 

  

 

(b) 

Figure 5.10 (a) Thread dependence graph in Bug Visualizer. (b) Deadlock cycle in thread 

dependence graph 
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Chapter 6 

Conclusion and Future Scope 
 

This chapter concludes the proposed work and lists some points for further 

consideration as future work. 

6.1 Conclusion 

This thesis work detects deadlock and wait-notify anomalies by visualizing the 

multithreaded programs with the help of dependence graphs. This work is different 

from other approaches because of the following points: 

 Proposed tool Bug Visualizer, presents a user interface for visualizing deadlock 

and wait-notify anomaly in multithreaded programs. 

 Deadlock due to lock acquisition and wait-notify thread dependencies are 

identified using lock dependence and wait-notify thread dependence graphs 

respectively.  

 Data and control dependence graphs are also shown to aid debugging of input 

Java program. 

 This technique detects wait-notify anomalies with the help of wait-notify 

dependence graph for better fault localization.  

6.2 Future Scope 

The proposed approach detects deadlock and wait-notify anomaly by generating 

various graphs, however there are some points that can be elaborated further. 

 This work can be further extended for detecting thread blockage due to join 

dependencies among threads by constructing join dependence graph. 

 Further, the proposed tool Bug Visualizer can be enhanced to detect other 

multithreaded bugs like starvation, data race etc. 
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