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ABSTRACT

In the present day of automated world, machines are replacing the human in every aspect
of life. Due to this, the security concern regarding the authenticity of the user goes on increasing.
Hence, it becomes necessary to include some constrains in order to reject imposters
(unauthorized persons) and allow only the authorized user to access automated services.
Biometric can provide the solution to these problems. Although a lot of work has been done in
the field of biometric, particularly, in the field of fingerprint biometric, nevertheless objective of
highly secure practical solution is still to be achieved. Present thesis is an attempt to propose
biometric based security solutions for human authentication with improvement in existing
techniques and solutions based on level of security concerns. In the initial part the major
problems in minutiae based fingerprint authentication system have been addressed. The
improved algorithms for thinning, minutiae extraction and relative alignments of query and
reference fingerprint images have been proposed. In addition to that an image based fingerprint
verification system; a combination of biometric (voice) with conventional method (password)
and a fuzzy logic based multibiometric system using fingerprint and palmprint has also been
proposed.

An improved thinning algorithm (preprocessing step in minutiae based system) has been
proposed and implemented by using the Karnaugh map (K-Map) technique in which all the rules
are simultaneously applied to each and every pixel which resulted in faster response as compared
to look up table technique. The response time of the system has further been reduced by
improving the window extraction time and by using the short circuit logical operators. Single
isolated pixels are also removed from thinned image as they are not required in the final minutiae
extraction stage. Rotation independent thinned skeleton of one pixel width and overall significant
reduction of CPU time has been achieved with the proposed method.

Crossing Number method is one of the most widely used binarization based method for
minutiae extraction but is highly depends upon the pre-processing steps and is not robust against
the spikes (a non minutiae point which is required to be eliminated in the post processing step).
A new method has been proposed for the minutiae (feature) extraction. In the proposed method

only the genuine cases of minutiae have been identified and solved to a minimized logical



expression using a well known minimization technique of Karnaugh map. The capability of the
proposed algorithm has further been enhanced by including the steps to remove the boundary
pixels. The proposed method eliminates up to 25% false minutiae in the extraction stage, which
remains with the crossing number method.

In order to find the rotation and/or translation between the reference image and query
image a Genetic Algorithm (GA) based relative alignment algorithm has been proposed. In the
proposed algorithm there is no need to find the reference core or delta point because reliable
detection of these reference points is a difficult task. In the proposed algorithm, all the three
parameters X, y (translation) and & (rotational) have been optimized separately. The processing
time of the GA based algorithm has been improved by considering the range of deviation of the
query data point from the reference data point and by using the binary search algorithm.

An image based fingerprint verification system using LabVIEW (Laboratory Virtual
Instrument Engineering Workbench) has been implemented. The proposed method uses a
learning phase, which is not present in conventional image-based systems. The rotation and
translation between the query and reference image has been taken care by calculating and
comparing the circular intensity profile of both the images. Further in order to increase the speed
of the system, sub sampling of the image has been performed which reduces the amount of data
required for matching. The size of the template is very critical for the success of image based
system. The simulation results had been obtained for three different sizes of template images (i.e.
50x50, 100x 100 and 200x200) and for different thresholds (threshold of 700, 750, 800, 850
and 900). For the smaller size template image (50x50) the false rejection rate is less in
comparison to larger learning images but false acceptance is high. So, a compromise has to be
made between false acceptance and false rejection. Simulation results for different fingerprints
with various learning image sizes of FVC2002/Db1l_a database reveal that a 100x 100 learning
image size for a threshold value of 700 (1000 being the perfect match) gives good results for
false acceptance rate (FRR) and false rejection rate (FAR). A FRR of 1.027% and FAR of 0%
have been achieved with 100x100 sized template image at a threshold of 700. Further, the
fingerprint images have been enhanced using the STFT analysis and contextual filtering in the
Fourier domain and processed in the similar way to find false acceptance and false rejection
rates. On comparing the enhanced database results with the original database results it has been

observed that the later (original) are better than the former (enhanced). This is due to the fact that

Vi



although with enhancement ridge- valleys structure of the fingerprint improves but much richer
grey-level information of a fingerprint image has been lost.

Finally, in order to overcome limitations of single biometric such as non uniqueness, noise
and intra class variation etc., two solutions have been proposed. In the first solution, a system
integrating a single biometric (speech) with conventional method (password) has been
developed. In the developed system, the first stage identifies the group of persons on the basis of
biometric (speaker identification) and second stage authenticates the person on the basis of
password from the list of selected entries in the first stage. The proposed integrated system has
increased the accuracy of the system to 99.875% (with ten entries extracted in the first stage) and
at the same time also overcomes the problem of non-enrollment of the user. In the second
solution, two biometric traits, palm print and fingerprint have been combined at the score level
using Fuzzy logic based system. Three different sets of if-else rule have been formulated for low,
medium and high security. In order to overcome the problem of non universality the rules for the
low security system, have been formulated in such a way that if any of the inputs is with a
reasonable score then the system accepts the claim of the user. With this type of arrangement 0%
false rejection rate and 0.75% false acceptance rate has been achieved. With the formulated rules
of medium and high security false rejection rate increased to 1.61% and 2.88% respectively from
the 0% for low security but false acceptance rate get reduced to 0.225% and 0% respectively.

Further, a two step very high security system has also been proposed in which another
biometric trait (voice) has been added with the palm and fingerprint to enhance the security. The
three biometric traits have been combined in such a manner that the voice biometric identifies
the person while the combination of palm and fingerprint authenticates the person. Findings of

this research work can be utilized to improve existing human authentication systems.
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CHAPTER 1

Introduction

1.1 Preamble

The word biometric comes from the Greek words bio and metric, meaning life
measurement” [1]. Generally speaking, biometric is the study of measurable biological
characteristics or personal trait [1, 2]. In lay-man's terms, a physical characteristic can be
defined as things that we are, while a personal trait can be defined as things that we do.
Examples of physical characteristics are:

o Fingerprints

o Eye features such as iris or retina

o Facial features

e Hand geometry

e Palmprint

Examples of personal traits are:

e Handwritten signatures

e Kkeystrokes or typing

e Vvoice print
“Biometric” is a general term used alternatively to describe a characteristic or a process,
where as a characteristic, it is a measurable biological (anatomical and physiological) &
behavioral characteristic [3] that can be used for automated recognition and as a process it is
an automated methods of recognizing an individual based on measurable biological
(anatomical and physiological) and behavioral characteristics [4].
This technology is becoming popular on pretext that each person has specific unique physical
characteristics that can't be lost, borrowed or stolen. In the present day of automated world,
machines are replacing the human in every aspect of life. Due to this, the security concern
regarding the authenticity of the user goes on increasing. Hence, it becomes necessary to
include some constrains in order to reject imposters (unauthorized persons) and allow only

the authorized user to access automated services.



In practice there are two traditional methods to check identity of a person [1, 2], these are:
e Ownership: Something you have (Key, Smart cards, etc.), also known as token based
approach
¢ Knowledge: Something you know (PIN, Password etc.)
These traditional methods of checking someone’s identity actually suffers from a common
problem of inability to differentiate between an authorized person and an imposter who
fraudulently acquires the access privilege of the authorized person [2, 5], for example, in the
knowledge-based approach, to some extent, the “knowledge” can be guessed, forgotten or
shared and in the token-based approach, the “token” can be easily stolen or lost. These
weaknesses generate serious financial damage to companies and societies. The following are
some interesting statistics:
¢+ According to Javelin Strategy and Research (2009) [6], in 2008, existing account
fraud in the U.S. totaled $31 billion.
% Almost 10 million Americans learned they were victims of identity fraud in 2008, up
from 8.1 million victims in 2007 [7].
% According to Aberdeen group, businesses across the world lose $221 billion a year
due to identity theft [6].
The search is on for better ways of proving identity. As computer power has grown, it leads
to an idea that the automated capture, measurement and identification of distinctive
physiological or behavioral characteristics could safeguard our identities and provide security
to our property, privacy etc.. The technologies now being developed for these purposes have
come to be labeled 'biometrics'. Biometric is a technology that relies on “Something that

you are or something you do”.

1.2 History of Biometric

Measurement of physical features such as height, eye color etc., as a method of
personal identity is known to date back to the ancient Egyptians. Archaeological evidence of
fingerprints being used to associate a person with some event or transaction is also said to
date back to ancient China, Babylonia and Assyria. But it was not until the end of the 19th
century that the study of biometrics entered the realm of crime detection. Alphonse

Bertillon, a French police clerk and anthropologist, pioneered a method of recording multiple



body (anthropometric) measurements, physical descriptions and photographs for individual
identification purpose. It was adopted by many police authorities worldwide during the
1890s, but soon became obsolete once it was recognized that people could indeed share the
same physical measurements [8, 9]. Meanwhile, the quest for a physical identifier that was
unique to each individual gained significant ground when British anthropologist, Sir Francis
Galton, worked on the principle that fingerprints were permanent throughout life, and that no
two people had identical fingerprints [10]. Galton calculated the odds of prints from two
people being identical to be 1 in 64 billion and also identified characteristics — known as
‘minutiae’ — that are still used today to demonstrate that two impressions made by the same
finger match. Galton classified the fingerprints as whorl, arch and loop [8, 11].

In 1897, Sir Edward Henry and colleagues established a modified classification
system based on Galton’s observations, allowing fingerprints captured on paper forms using
an ink pad to be classified, filed and referenced for comparison against thousands of others.
By 1901, Henry’s fingerprinting system had been adopted in the UK by Scotland Yard [12]
and its use then spread through most of the world to become a standard method of identity
detection and verification in criminal investigations. In 1904, fingerprint bureaus were
established in United States at Leavenworth, Kansas and the St. Louis, Missouri. In 1921, the
“Identification Division of the FBI” was set up [13]. In 1936, Ophthalmologist Frank Burch
proposed the concept of using iris patterns as a method to recognize an individual [14]. The
first semi-automatic face recognition system was developed by W. W. Bledsoe in 1960. This
system locate the facial features such as eyes, ears, nose and mouth on the photographs and
calculates distances and ratios to a common reference point that was compared to the
reference data [15]. A Swedish Professor, Gunnar Fant, 1960, published a model based on
the analysis of X-rays of individuals describing the physiological components of acoustic
speech production and in 1970, Dr. Joseph Perkell extended this model by including the
tongue and jaw. The model provided a more detailed understanding of the complex
behavioral and biological components of speech [16]. The first commercial hand geometry
recognition systems became available in 1974 for applications in physical access control,
time & attendance and personal identification. In 1977, a patent was awarded for the personal
identification apparatus that was able to acquire dynamic pressure information [16]. In 1985,

David Sidlauskas awarded the patent of hand geometry for identification. In 1987, Sirovich



et al. [17] applied principle component analysis technique to the face recognition problem.
This was a milestone because it showed that less than one hundred values were required to
approximate a suitably aligned and normalized face image. In 1994, Dr. John Daugman was
awarded a patent for his iris recognition algorithms. The FBI launched Combined DNA
Index System (CODIS) to digitally store, search and retrieve DNA markers for forensic law
enforcement purposes in 1998. In 2001, Lm et al. [18] published the first research paper for
biometric recognition by using hand vein pattern. The International Standardization
Organization (1SO) established the ISO/IEC JTC1 Subcommittee 37 (JTC1/SC37) to support
the standardization of generic biometric technologies in 2002 [16]. The Subcommittee
develops standards to promote interoperability and data interchange between applications and
systems. In 2003, the European Biometric forum was established. In 2004, Connecticut,
Rhode Island and California established statewide palm print databases that allow law
enforcement agencies in each state to submit unidentified latent palm prints to be searched
against each other's database of known offenders [19]. In order to give boost to biometric, in
2005, NIST along with national security agency of USA have sponsored a number of
biometric-related activities including the development of a common biometric exchange file
format (CBEFF) , NIST biometric interoperability, performance and assurance working
group etc. [20]. In 2006, the department of passport USA (United States of America) began
to issue biometric passports to diplomats and other officials. Later in 2006, biometric
passports were issued to the public. Since august 2007, the department has issued only
biometric passports [21]. In 2009, Indian government has set up National Authority for
Unique Identity to provide multipurpose national identity card to each of its 1.25 billion
people, carrying the biometric information of the individual. The project is expected to be
completed in 2011 [22].

1.3 Properties for a Good Biometric
Theoretically psychological or behavioral characteristics of human being can be used
to make personal identifications only if it has following properties [23, 24]:
¢ Universality, which means that every person, should have the required characteristic

which can be used as a biometric.



e Uniqueness, which means that any characteristic to be used as a biometric, possessed
by two different persons must be distinctive enough.

e Permanence means that the characteristics must be invariant with time, position and
conditions.

o Collectability means that the required characteristic must be easily measureable.

Practically following parameters are also required
» Performance means that a system needs to perform quickly and accurately.
» Acceptability means that the people must accept the system easily.

» Circumvention refers to how easy it is to fool the system by fraudulent techniques?

1.4 Biometric Modalities

The most common biometric modalities include fingerprint, face, iris, voice, hand
geometry, palm print. There is no single biometric modality that is best for all
implementations. Each modality has its advantages and disadvantages. Many factors must be
taken into account when implementing a biometric system including location, security risks,
task (identification or verification), expected number of users etc. In this section, a brief
introduction of different biometric modalities is presented.

1.4.1 Fingerprint

Fingerprint biometric is the most commonly used biometric technique [25-28]. Since
the late nineteenth century, fingerprint identification methods have been used by police
agencies around the world to identify both suspected criminals as well as the victims of
crime. A fingerprint is a smoothly flowing pattern of alternating valleys and ridges [29,30],
the ridges and valleys being parallel in most regions. Several permanent and semi-permanent
features such as scars, cuts, bruises and cracks are also present in a fingerprint. The patterns
and geometry of fingerprints are different for each individual and they are unchanged as body
grows [1]. The fingerprint patterns are hereditary. They are formed before the birth, while
one is still in the womb, they never change throughout the lifetime and they are even around
for a while after one dies. They are totally unique, Even identical twins sharing the same

DNA also have different fingerprints. The classification of fingerprints is based on certain
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characteristics as whorl, right loop, left loop, arch, twin loop, and tented arch as shown in

Figure 1.1.

Loop Arch
(Right Loop) (Tented Arch)

Figure 1.1 Classification of fingerprints

Because of their uniqueness and consistency over time, rich feature information fingerprints
have been used for authentication for many years, more recently becoming automated (i.e. a
biometric) due to advancements in computing capabilities. Fingerprint authentication systems
are secure, fast, reliable and easy to use. The other advantage of fingerprint recognition is
that fingerprint scanners are small, which can be embedded in laptops, mobile phones and
personal digital assistants. But a small portion of the population cannot provide clear
fingerprint images due to aging and genetic problems; moreover, their use for access security

requires special input devices [5].

1.4.2 VVoice

Voice is a combination of physiological and behavioral biometric. The features of an
individual’s voice are based on the shape and size of the appendages (e.g., vocal tracts,
mouth, nasal cavities, and lips) that are used in the synthesis of the sound [5]. These
physiological characteristics of human speech are invariant for an individual, but the
behavioral part of the speech of a person changes over time due to age, medical conditions
such as common cold, emotional state, etc [23].

The automatic recognition process of the human voice is often divided in speech
recognition and speaker recognition [31]. These two areas use the same input signal (the
voice), but not for the same purpose, the speech recognition aims to recognize the message

uttered by any speaker, and the speaker recognition wants to identify the person who is



talking. This method captures the sound of the speaker's voice as well as the linguistic
behaviors. The speaker-specific characteristics of speech are due to differences in
physiological and behavioral aspects of the speech production system in humans [32]. These
systems rely on very low-cost devices (hardware requirement is very low), they are generally
the least expensive systems to implement for large numbers of users and the acceptability
level is very high in this type of biometric system. It would allow a remote verification using
the phone such as phone banking but, these systems suffers from drawbacks like mimicry by
imposter or recording the voice of the authorized person or emotional statement of the

authorized person [5].

1.4.3 Hand Geometry

Hand geometry recognition systems are widely used for applications in physical
access, attendance tracking and personal verification. They have found a sustainable market
through use in security and accountability applications. Their ease of use, stand-alone
capabilities, and small data requirements make them a popular choice for those in need of
authentication systems.

Hand-geometry-based systems require the subject to place his or her hand (usually the
right hand) on a plate where it is photographically captured and measured. This method
measures certain key features of the hand like length of fingers and thumb, the width between
two points, thickness, surface area of an individual’s hand etc [32]. The image captures both
the top surface of the hand and a side image that is captured using an angled mirror. Hand
geometry data is easier to collect . Since the user has to perform an obtrusive task (placing
his or her hand on the platen for sampling), because of this obtrusiveness, subjects cannot
have their biometric features sampled without their knowledge. So, hand-based biometrics
represent less of a privacy threat than some other systems also hand geometry can be easily
integrated with other biometrics [32] but, It has the limited accuracy and shape of every
person’s hand is not necessarily different than another person’s hand also the shape of a

person’s hand changes significantly over a time period .
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Figure 1.2 Hand geometry

1.44 Palm Print

Palmprint, the inner surface of our palm normally contains three flexion creases,
secondary creases and ridges. The flexion and secondary creases are also called principal
lines and wrinkles respectively. The flexion creases and the main creases are formed between
the 3rd and 5th months after conception [33] and superficial lines appear after birth. These
creases are not genetically deterministic. Even identical twins who share the same DNA
sequences have different palmprint [34].

These non-genetically deterministic and complex patterns have rich information for
personal identification. There are two types of palmprint recognition research, high
resolution and low resolution approaches. High resolution approach is suitable for forensic
applications such as criminal detection, while low resolution is more suitable for civil and

commercial applications such as access control.



Figure 1.3 Palmprint(a) High resolution image (b) Low resolution image

The advantage of using palm print is that they cannot be acquired without the
knowledge of the person. Moreover, the uniqueness and permanence of palmprint is also

high while its universality is medium.

145 Face
Face is a primary focus of attention in social intercourse, playing a major role in
conveying identity and emotion. With the advancements in computing capability over the

past few decades, face biometric comes into picture.

Figure 1.4 Features of face

This type of biometric system use PC-attached cameras to capture the facial geometry [1] and
records a number of points and measurements, including the distances between key

characteristics such as eyes, nose and mouth, angles of key features such as the jaw and



forehead, and lengths of various portions of the face. Using this information, the program
creates a unique template incorporating all the numerical data. This template may then be
compared to enormous databases of facial images to identify the subject. Face recognition
based biometric system is highly accurate and gives good performance, also this type of
biometric system is fast but, because of the camera cost, the system is costly and

acceptability of the system is also less [5].

1.46 Iris

The iris is a muscle within the eye that regulates the size of the pupil, controlling the
amount of light that enters the eye. Iris recognition is the process of recognizing a person by
analyzing the random pattern of the iris. The automated method of iris recognition is
relatively new, existing in patent only since 1994. Iris scanning measures the iris pattern in
the colored part of the eye (although the color has nothing to do with the scan). The Iris
forms during the early stages of fetal development and is complete by the eighth month. It is
highly distinctive and will not be same even for the identical twins [5]. The iris pattern of
one’s left eye is also different from the iris pattern of the right eye. The retinal blood vessels
highly characterize an individual, so, accuracy is one of the advantages of this method of
identification [31]. Duplicate artificial eyes are useless since they do not respond to light but
blind people or people with severe damaged eyes (diabetics) will not be able to use this
biometric method. Acceptability is another problem for the iris based biometric system [5].
Moreover the specialized cameras are required which increases the cost and size for this

biometric system.

1.4.7 Signature

Signature is a behavioral biometric and is widely accepted in governmental, legal and
commercial transactions. The signature biometric systems measures the physical activity of

signing, such as the pressure applied, the quantity & directions of the strokes , overall size of

L

Figure 1.5 Signature biometric

the signature, speed etc. [35,36] .
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While it is easy to copy the image of a signature, it is extremely difficult to mimic the
behavior of signing [35, 37]. People are used to sign documents, so signature recognition
systems are not perceived to be invasive. People may not always sign in a consistent manner
because many factors can influence the consistency of signatures such as emotional and
physical conditions. Furthermore, professional forgers are capable of reproducing signatures
to fool recognition systems. In conclusion it can be said that collectivity and acceptability of

the signature biometric are high while its performance and permanence are low.

1.4.8 Deoxyribonucleic Acid (DNA)

DNA is a nucleic acid containing all genetic instructions for development of organs,
is commonly applied to forensic applications such as criminal investigation and corpse
identification. Everyone has unique DNA pattern, except identical twins [38, 39]. DNA can
be extracted from blood, hair, skin etc., which can always be collected in crime senses. One
of major concerns of using DNA for personal identification is privacy since DNA can be
collected unintentionally and contains all genetic information including genetic disorder. The
accuracy level of DNA is very high [40]. The universality and permanence of DNA is also
high but collectivity and acceptability of DNA as a biometric is low. Moreover, whole DNA
process is too costly.

Phegphate
Backbone

~Base pair

Adenine

Nitrogenous
base

Thymine

Guanine

Cytosine

Figure 1.6 DNA biometric
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1.4.9 Keystroke Dynamics

Keystroke dynamics is a behavioral measurement and it aims to identify users based
on the typing characteristics of the individuals such as duration of a keystroke or key hold
time, latency of keystrokes or inter keystroke times, digraph or length of time between
consecutive keystrokes, typing error and keystroke pressure [41, 42]. This technology is
relatively cheaper than the fingerprint or retinal scan technology, which requires expensive
and extra hardware for data collection. Keystroke dynamics do not require any extra

hardware [43] but the uniqueness, performance and permanence of this biometric are low.

1.4.10 Hand Vein Recognition

This type of biometrics can be used to identify individuals based on the vein patterns
in the human finger. The technology works by identifying the subcutaneous (beneath the
skin) vein patterns in an individual’s hand. When a user’s hand is placed on a scanner, a
near-infrared light maps the location of the veins. The red blood cells present in the veins
absorb the rays and show up on the map as black lines, whereas the remaining hand structure
shows up as white. After the vein template is extracted, it is compared with previously stored
patterns and a match is made. The vein patterns are unique to each individual [44, 45]. The
vein pattern does not change over time (except from size). This feature makes it suitable for
one-to-many matching, for which hand geometry and face recognition may not be suitable.
But invasiveness, acceptability and cost are some of the issues that restrict the use of hand

vein biometric.

1.5 Choice of the Biometric Trait

There are several biometric techniques in use/ under investigation such as fingerprint,
iris, retina, hand geometry, palmprint, hand vein, voice, face, signature, DNA, Keystroke
etc.. Each biometric technology has its strengths and limitations. A brief comparison of

different biometric traits is given in Table 1.1.
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Table 1.1 Comparison of different Biometric modalities [29]

Universality | Uniqueness | Permanence | Collectability | Performance | Acceptability | Circumve
ntion
Fingerprint M H H M H M M
Voice M L L H L M H
Hand
Geometry M M M H M M M
Palmprint M H H M H M M
Face H L M H L H H
Iris H H H M H L L
Signature L L L H L H H
DNA H H H L H L L
Keystroke L L L M L M M
Hand Vein M M M M M M L

*M= Medium, *H=High, *L=Low

Although each of these biometric techniques, to a certain extent, possesses the above
mentioned desirable properties and has been used in practical systems or has the potential to
become a valid biometric technique, but no single biometric trait can effectively meet the
requirements of all the applications [29, 46]. Moreover, deployability (device size,
environmental conditions and infrastructure requirements), invasiveness (the level of
involvement required by the user) and implementation cost are the other issues which need to
be taken care for the selection of a particular biometric.

The fingerprint trait has a very good balance of all these desirable properties.
Fingerprints are unique [47] and they rarely change throughout the life [48]. Even identical
twins having similar DNA have different fingerprints [49]. Every person has fingerprints
with the exception of very few people. More over acceptability and deployability of
fingerprint is very high as size & infrastructure requirements are very less. In Fingerprint

biometrics the image of only exterior features is required so they are non invasive. The
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implementation cost of fingerprint biometric is also less in comparison to other biometrics
(with the exception of voice). Owing to the above reasons the fingerprint has been chosen as
the parameter for the further investigation.

From the literature review it has been found that there is still a scope to work in the
following areas for the fingerprint verification:

1. Inaccurate alignment i.e translation and rotation of the test image and the reference

image.
2. Preprocessing/enhancement of the poor quality signals.

3. Deletion of the spurious minutiae from the test and reference representation.

A biometric system which relies only on a single biometric identifier in making a
personal identification is often not able to meet the desired performance requirements
[50]. Noisy data, performance limitation, circumvention and non-universality (leading to
failure-to-enroll) all affect the performance, security and convenience of using such a
system. Some of the limitations imposed by single biometric systems can be overcome by
multibiometric systems. These systems take the samples of more than one biological
characteristics or personal trait. Multibiometric systems-

(i) Address the problem of non-universality, since multiple traits ensure sufficient
population coverage

(i)  Address the problem of non uniqueness caused by single biometric which may
increase the false accept rate

(ili)  Address the problems of noise and intra class variation present in single biometric
which results in false reject rate (FRR)

(iv)  Provide anti-spoofing measures by making it difficult for an intruder to “steal”
multiple biometric traits of a genuine user.

So, multibiometric systems are more reliable and provides higher security and
verification rates due to the presence of multiple, independent pieces of evidence. For this
purpose of developing multibiometric system (using different biometric traits) voice and
palm print along with fingerprint have been chosen as other biometric traits because voice
biometric is natural, user find it noninvasive. Moreover, acceptability and deployability of

voice is very high. Palm print biometric has a high uniqueness and medium acceptability
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and circumvention. The palm print of a person cannot be acquired without the knowledge of
the person which is very critical aspect in high security applications. Also the
implementation cost of palm print biometric system is less than that of face or iris biometric

because of the low cost of scanner compared to high resolution cameras.

1.6 Objectives of the Thesis

The objectives of the Ph.D research proposal titled “Biometric Security Solutions For
Human Authentication” is to develop algorithms for the human authentication using
fingerprint with a view of

Q) Image preprocessing/enhancement for low quality signals

(i) Inaccurate alignment

(a) Translation

(b) Rotational

and/or thereof using soft / evolutionary computational techniques.
(iii)  Testing the developed algorithm with the standard database/ recorded in the lab
(iv)  To explore the possibility of combining the fingerprint biometric with other

biometric parameter for enhancing the security of the system.

1.7 Contributions in the Thesis

Based upon the literature survey and keeping in mind the objectives of the thesis in the
present work, improved algorithms for thinning, minutiae extraction and relative alignments
of query and reference fingerprint images have been proposed. In addition to that an image
based fingerprint verification system; a fuzzy logic based multibiometric system using
fingerprint and palmprint, a combination of biometric (voice) with conventional method
(password) has also been proposed. The brief description of the contribution in the thesis is
as follows

1. Thinning is an important pre-processing step in minutiae based automatic fingerprint
identification systems, as a good thinned image map can facilitate the minutiae
extraction. An improved thinning algorithm has been developed which provides the
thinned fingerprint skeleton of one pixel width and also makes the thinning rotation

independent. In the proposed algorithm single isolated pixels are removed as they are
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not required in the final minutiae extraction stage and by using the Karnaugh map
technique all the rules are simultaneously applied to each and every pixel which
resulted in faster response as compared to look up table technique. The response time
has further been reduced by improving the window extraction for templates and by
using the short circuit logical operators. An improved thinned image and overall
significant reduction of CPU time has been achieved with the proposed methods.
Feature extraction is a very important step in a human authentication system. The
minutiae based identification systems have been popular because of their accuracy
and less complexity. Crossing Number method is one of the most widely used
binarization based method for minutiae extraction but, is not robust against the spikes
and tends to register spike as minutiae, also the method highly depends upon the pre-
processing steps such as thinning. A new method has been proposed for the minutiae
extraction which uses genuine cases only. All these cases are solved to a minimized
logical expression using a well known minimization technique of Karnaugh map. The
proposed method eliminates up to 10% false minutiae in the extraction stage, which
remains with the crossing number method. The capability of the proposed algorithm
has further been enhanced by including the steps so that the boundary pixels should
not be included in the list of minutiae.

Rotation and translation between the reference image and query image are the major
issues involved for the success of an automatic fingerprint authentication system.
Because, rotation and translation between the two images make it difficult to find the
correspondence between the features (minutiae) of the two images. A Genetic
Algorithm (GA) based relative alignment algorithm for the alignment of reference
and query fingerprint image has been proposed. In the proposed algorithm there is no
need to find the reference core or delta point because reliable detection of these
reference points is a difficult task. In the proposed algorithm, all the three parameters
X, y (translation) and & (rotational) have been optimized separately. In order to
improve the processing time, two steps, one of which uses binary search algorithm
and other uses the range of deviation of the data from the query image, have been

implemented.
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A new image based fingerprint verification system using LabVIEW (Laboratory
Virtual Instrument Engineering Workbench) toolbox version 6i has been proposed
and implemented. The proposed method uses a learning phase, which is not present in
conventional image-based systems. The rotation and translation between the query
and reference image has been taken care by calculating and comparing the circular
intensity profile of both the images. Because the circular intensity profile of the
translated image will be same while for the rotated image it will be same but shifted
to right or left depending upon the amount and direction of rotation. Further, in order
to increase the speed of the system, sub sampling of the image has been performed
which reduces the amount of data required for matching.
In order to decrease the false reject rate and to overcome some of the limitations such
as non uniqueness, noise and intra class variation imposed by single biometric a
combination of biometric and tradition method (password) for speaker identification
has been proposed. The proposed method not only solves the above problems of
single biometric but also overcome the problem of non enrollment of the user in the
system. The improved results have been obtained by the proposed method than the
single biometric method. The proposed model can be implemented using any of the
other biometric traits.
A new fuzzy logic based technique to fuse the multi biometric traits at the score level
has been proposed for the high, medium and low security using the fingerprint and
palmprint. In low security system in order to take care the problem non universality
the rules are framed in such a manner that the matching of only one biometric is
sufficient. In high security system the rules have been proposed to overcome the
problem of false acceptance. While, the medium security system is the tradeoff
between false acceptance rate and false rejection rate. Further, a two step very high
security system has also been proposed in which another biometric trait (voice) has
been added with the palm and fingerprint to enhance the security. The three biometric
traits have been combined in such a manner that the voice biometric identifies the
person while the combination of palm and fingerprint authenticates the person.

In the subsequent chapters a detailed description including methodology, experimentation

and results of each of these contributions has been provided.
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CHAPTER 2

Literature Survey

To achieve the objectives laid out for the present work, extensive literature survey
was done to decide the direction of work. The present chapter puts forth the pioneer work
done in the field of fingerprint as biometric and multibiometric including fingerprints. In this
chapter image and minutiae based fingerprint authentication systems have been discussed.
The multimodal biometric techniques have also been discussed with reference to the fusion at

the different stages and their relative merits and demerits.

2.1 Background

Archaeological evidence has shown the interest in fingerprints and their use by
ancient civilizations. In Nova Scotia a picture writing of a hand with ridge patterns was
discovered while fingerprint impressions were found on a standing stone on Goat Island. In
ancient China, thumb prints were found on clay seals [51]. However, first scientific paper on
fingerprints was published in 1684 by Dr. Nehemiah Grew, describing his systematic study
of ridges, furrow and pore structure in fingerprints. In 1686, Professor Marcello Malpighi, at
the University of Bologna, noted ridges, spirals and loops in fingerprints. Since then, many
persons carried out the study on fingerprints. In 1788, Mayer made a study on the anatomical
formation of fingerprints and identified many ridge characteristics [52]. Professor John
Evangelist Purkinje, in 1823, published his thesis entitled “A Commentary on the
Physiological Examination of the Organs of Vision and the Cutaneous System” in which he
identified 9 fingerprint patterns of fingerprints [53]. In 1858, Sir William James Herschel,
Chief Magistrate of the Hooghly district in Jungipoor, India, first used fingerprints on native
contracts [54]. He used the prints of the right index and middle fingers--on every contract
made with the locals. Personal contact with the document, they believed, made the contract
more binding than if they simply signed it. As his fingerprint collection grew Herschel began

to note that the inked impressions could, indeed, prove or disprove identity. Dr. Henry
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Faulds, in 1880, published an article in the scientific journal, "Nature™ discussing the use of
fingerprints as a means of personal identification and advocated the use of printers ink, as a
method for obtaining such fingerprints [55]. In 1882, Gilbert Thompson of the U.S.
Geological Survey in Mexico used his own thumb print on a document to prevent forgery. In
1892, Sir Francis Galton published his book, "Fingerprints”, establishing the individuality
and permanence of fingerprints i.e. no two fingerprints are exactly the same and fingerprints
do not change over the course of an individual's lifetime. According to his calculations, the
odds of two individual fingerprints being the same were 1 in 64 billion. He classified the
fingerprints as arch, loop & whorl and also identified the characteristics by which
fingerprints can be authenticated [56]. In 1899, Sir E. R. Henry established the Henry system
of fingerprint classification. He further classified the arch, loop & whorl (Galton work) into
tented arch, arch, right loop, left loop and Whorl [57]. The fingerprint branch at New
Scotland Yard (London Metropolitan Police) was created in July 1901 using the Henry
system of classification. During the early part of twentieth century the fingerprint recognition
was formally accepted as a valid personal identification method [58] and fingerprint
characteristics were well understood as:

% Ridges and valleys have different characteristics for different fingerprints

+ Fingerprints can be classified because configuration of each fingerprint vary within a

limited range

®,

¢ The structure of fingerprint pattern remain unchanged over the period of time

During the next 25 years more and more law enforcement agencies join in the use of
fingerprints as a means of personal identification. In 1924, the FBI fingerprint identification
division was set up with a database of 810,000 fingerprint cards. This database goes on
increasing and by 1946, the FBI had processed 100 million fingerprint cards in manually
maintained files. Because of the large database and increasing processing requests FBI
started to develop automatic fingerprint identification system in 1960 [59]. With the
introduction and success of live-scan technology the fingerprint authentication system grew
rapidly. In 1977, the Royal Canadian Mounted Police began operation of the first automatic

fingerprint identification system (AFIS) system. Now a days automatic fingerprint
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authentication system has been used by many countries and in many fields such as access
control, financial (tele-banking), medical, forensic applications etc..
2.2 Fingerprint Features
Fingerprints consist of raised friction ridges of skin separated by recessed valleys of

skin. A fingerprint is characterized by the curved formation of ridges on a finger.
Fingerprints are identified by both macro and micro features [5].
Some of the macro features of the fingerprint are

¢ Ridge pattern

¢ Ridge pattern area

e Core Point

e Delta point

e Ridge count
Some of the micro features of the fingerprint include

e Ridge ending

¢ Ridge bifurcation

e Enclosure or lake

e Shortridge

e Dot orisland

o Crossover etc.
Among the micro features ridge ending and ridge bifurcation are mostly used for

authentication.
2.3 Fingerprint Authentication Systems

Broadly, the automatic fingerprint authentication systems can be classified into two

categories.
i) Pattern (Image) based systems
i) Minutiae based systems
2.3.1 Image Based Fingerprint Authentication System

In image based fingerprint authentication system the fingerprint image itself is used

as a template or reference image and the intensity values at each and every point of this
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template are compared with the intensity values of the query image. Depending upon the

correlation between the intensity values of the two images the authenticity of the person can

be determined. The correlation between reference image R and query image Q :
is [60]
For 0,1,2,cciiinnn.n. ,M-1land =0,1,2,............... , N-1

The summation is taken over the image region where reference and query image overlap. The
Cross correlation of the system is a measure of similarity between the two images. Higher the
value of cross correlation between the two images higher is the similarity between the
overlapping portion of the two images and vice versa. Hence, the authenticity of the person
can be determined by calculating the cross correlation between the reference and query
images.

Due to translation (both in x and y direction) and rotation between the two images the
determination of cross correlation directly will not give the valid result. So, either some
technique has to be applied which will determine the translation and rotation between the two
images before applying the cross correlation or one of the images has to be shifted in the
given range of translation & rotation and cross correlation between the two images at each
shift has to be determined and the maximum correlation among the group should be taken as
the similarity between the two images. For example, If 6x, dy and 60 represents the range of
probable translation in x, y- direction and rotation respectively, then similarity between the
two images is given by

(2.2)
The direct application of the above equation is computationally very expensive. For example,
If X and y both are sampled with a one pixel step in the range of 6x = dy = [-50,+ 50] and 6
with a step size of 1" in the range of [-20°, +20°] then the direct computation of above
equation requires 101 101X 41 cross correlations and each correlation for a size of 400 X
400 pixel size images requires 1,60,000 multiplications and additions. Moreover, skin
conditions, finger pressure etc. may cause brightness, contrast, ridge thickness etc. to vary
significantly across the different impressions of the same finger. Also, nonlinear elastic

distortions may cause the different impressions of the same fingerprint to be different.

21



In the literature different authors proposed the different solutions to the problems of
image based fingerprint authentication systems.

Bazen et al. [61] proposed a three step correlation based fingerprint verification
system. In the first step small size templates have been selected in the primary reference
fingerprint. In the second step template matching has been used to find the position in the
secondary (query) fingerprint image at which the template match the best. Finally, the third
step aims to compare the template position in both the fingerprints to make the decision
regarding the authenticity. Since in this method small templates have been used which means
the correlation has been computed locally i.e for the local position, which is much more
stable than the global correlation. So, this method can tolerate the non uniform local shape
distortions in the fingerprint, but this method is computationally more expensive and is not
capable to deal with rotations of more than 10 degree.

Nandkumar et al. [62] proposed a local correlation based fingerprint matching
algorithm. In the proposed algorithm the author used a window size of 42 x 42 pixels around
the minutia locations in the template image and 32 x 32 pixels size windows around the
corresponding location in the query image. The normalized cross-correlation between the
query window and template window is computed and peak is detected. If the peak lie outside
10 pixels from the centre, the correlation between template and query window is zero
otherwise this is the absolute value of correlation between the query and template window.
The local correlation of all template windows with the corresponding regions in the query
image are computed and mean correlation value is found. In this way all the possible
correspondence from the alignment stage are tested and maximum correlation value over all
the correspondence is taken as the matching score between the query and template image. In
the proposed method, minutiae points are required to be extracted so all the problems related
to minutiae extraction remains with this system. Moreover, the proposed system depends
upon the alignment algorithm used before matching and system is computationally
expensive.

Cavusoglu et al. [63] proposed a robust correlation based fingerprint matching
algorithm. The proposed algorithm requires segmentation, ridge orientation, reference point
detection and normalized operations before the application of correlation algorithm. During

the enrollment stage starting from the selected reference (core) point of the template image a
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set of features is obtained with different radius (r) and angle 6. For the authentication purpose
the features of the input query image are obtained by rotating the query image with an
incremental size of 1° in the given range of -15° to + 15°. For each rotation the normalized
cross correlation values of both images are calculated. The maximum value of cross
correlation in the given range, determine the similarity of the query and template image. This
method is efficient in terms of storage since instead of template (reference image or part of
reference image) the features of the template are stored but this method requires the accurate
detection of core point which is a trivial task. Moreover, this method also fails in case the
core point is not present in the fingerprint image.

Owang et al. [64] proposed a correlation based matching method using local Fourier-
Mellin descriptor (FMD) and phase only correlation (POC) function. In the proposed method
most likely FMD pair is calculated from the reference and query fingerprint images.
According to the information obtained from the pair two fingerprints are aligned and other
corresponding FMD pairs are checked if they are matched or not. The symmetric phase only
correlation function (which is shift and brightness invariant and is robust against noise) is
used during the calculation of similarity of the two FMDs and the alignment parameters. The
proposed method does not require any minutiae or core information while taking rotation into
account. The proposed system is fast but requires efficient method for the extraction of local
FMDs to improve the performance of the system.

Ito et al. [65] proposed a band limited phase only correlation (BLPOC) based image
matching algorithm. BLPOC method is more robust to the noise and provides a sharper peak
to distinguish between the genuine and imposter matching than POC. In the proposed
algorithm the translational displacement is obtained using the positions of the core points (if
present) in both query and reference images. The rotational alignment is determined by
evaluating the similarity between the rotated replicas of the reference image (in the range of -
40° to +40°) and the query image using BLPOC function. If either reference or query image
do not have the core point then firstly rotational displacement is determined using the above
said method and translational displacement between the rotational-normalized image & query
image is obtained using the POC function. In the next step, the common effective image area
of the same size is extracted from the two images for matching using BLPOC function. The

proposed technique is particularly effective for verifying low quality images that cannot be
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identified accurately but the detection of the core point and larger number of computations
involved for rotation restricts the use of this method. Moreover, the presence of elastic
deformations in the image further degrades the system performance.

Zhang et al. [66] proposed another correlation based fingerprint matching method
using both Fourier-Mellin transform and band limited phase only correlation. In the proposed
algorithm FMT is used to determine the rotational angle between the reference and query
images. The proposed system calculates three different angles (depending upon the local
maximum values) instead of one in the FMT algorithm and then selects the most appropriate
angle using the following verifying steps

Q) Extend the two aligned images

(i)  Compute the correlation of two extended images using POC and maximum of

the correlation

(ili)  Compute the position of maximum

(iv)  If the position is near the origin, two images are well aligned. Otherwise

alignment is false and repeat step (i) to (iv) for other two angles.
If none of the three angles will give the satisfactory response then maximum one of the
three correlation values will be used to determine the alignment. In the matching step the
BLPOC is used to find the correlation between the two images.
The proposed method combines the advantages of BLPOC (sharpness of correlation
peak and robustness) and FMT (Rotation and translation) but the performance of the
system degrades if the query and reference image contains much noise and that too of

different types.
2.3.2 Minutiae Based Fingerprint Authentication System

Minutiae based fingerprint authentication systems are widely used by both human experts
and machines. These systems usually rely on “local discontinuities in the ridge flow pattern”
called minutiae. According to the empirical study, two individuals will not have more than
seven common minutiae [1, 67]. The set of minutiae are restricted into two types:

¢ Ridge endings

¢ Ridge bifurcations
Ridge endings are the points where the ridge curve terminates, and ridge bifurcations are the

points where a ridge splits from a single path to two paths at a Y-junction as shown in Figure
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2.1. The positions and angular orientations of these points within a fingerprint uniquely

characterize the fingerprint.

___-#‘_“h-..__}_,
_F-_-U

(a) (b)
Figure 2.1 Minutiae points (a) Ridge ending (b) Ridge bifurcation

Broadly, minutiae based verification/identification system is divided into following three
steps to find the out the authenticity of the person:

1. Preprocessing of the image

2. Extracting the required information (minutiae extraction)

3. Fingerprint Matching

2.3.2.1 Preprocessing

Preprocessing becomes an essential component of automatic fingerprint
identification/verification systems. This step is used to remove that part of the fingerprint
image which contains no information and is not required for minutiae extraction. In other
words preprocessing of the captured image is performed to enhance the quality of image by
removing the useless information. The various steps of preprocessing required in minutiae
based system depends upon the manner in which the features (minutiae) are extracted from
the fingerprint image. Minutiae extraction methods (discussed in the next section) can be
classified into binarization based methods and direct gray scale extraction methods. The
binarization based methods require enhancement (if images are of poor quality),
segmentation, binarization and thinning as preprocessing steps while direct gray scale
extraction methods require enhancement and segmentation as preprocessing steps.

2.3.2.1.1 Image Enhancement

The success of the fingerprint authentication system depends entirely on the quality of
the reference and the query image. The clarity of the ridge valley structure defines the quality

of the fingerprint image. A good quality fingerprint image has high contrast and well defined
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ridges and valleys while a bad quality fingerprints has low contrast and undefined ridges and
valleys. Ideally, in a fingerprint image ridge and valley must alternate and flow in a constant
direction, so that ridges & valleys can be easily and precisely detected. However, practically
due to sensor noise, incorrect finger pressure, skin conditions (e.g. wet or dry, cut or bruises)
etc. fingerprints may be of poor quality. The poor quality fingerprint images may lead to
false feature extraction which ultimately affects the performance of the system. The goal of
an enhancement algorithm must be to improve the ridge valley structure of the fingerprint
image so as to enhance the performance of the system. Figure 2.2 represents the good quality,

noisy and bad quality fingerprint images.

() (®) (©

Figure 2.2 Fingerprints of (a) Good quality, (b) Noisy (c) Bad quality

Due to the non-stationary nature of the fingerprint image, using a single filter that
operates on the entire image is not effective. Instead, the filter parameters have to be adapted
to enhance the local ridge structure. A majority of the existing techniques are based on the
use of contextual filters. The parameters of contextual filters depend upon the local ridge
frequency and orientation.

O' Gorman and Nikerson [68] applied the idea of contextual filtering for the
enhancement of fingerprint images. In the proposed method each point of the image is
required to be convolved with one of the 16 predefined filters whose orientation best matches
with the local ridge orientation. Sherlock and Monro [69] performed contextual filtering in
the Fourier domain. The image is convolved with precomputed filters of the same size as that
of an image. The precomputed filter bank is oriented in eight different directions at an
interval of 45 degree. This algorithm assumes that the ridge frequency is constant through out
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the image so, context is determined by the orientation only. Moreover, the algorithm also
requires locating the singular points accurately which is a very difficult task in poor quality
images.

Hong et al. [70] proposed a fingerprint enhancement method based on the
convolution of the image with Gabor filters. The authors used Gabor filters because of their
frequency-selective and orientation-selective properties. These properties allow the filter to
be tuned to give maximal response to ridges at a specific orientation and frequency. In other
words, a properly tuned Gabor filter can enhance the ridges oriented in the direction of the
local orientation. For a given frequency ( ) and orientation (¢) the even symmetric two

dimensional Gabor filter is given by

- — — (2.3)

Where, and  are the standard deviations of the Gaussian envelop along the x and y
directions. The choice of and is very critical. With too low value of these parameters
the filter will not be robust to noise while too high value may create spurious ridges and
valleys. Although, Gabor kernel is beneficial from a time-frequency analysis prospective, it
does not necessarily translate to an efficient means for enhancement. Hong et al. assumed
that the parallel ridges and valleys exhibit some ideal sinusoidal-shaped plane waves
associated with some noises. Unfortunately, their prior sinusoidal plane wave assumption is
inaccurate because in some fingerprint images, the signal orthogonal to the local orientation
does not consist of an ideal digital sinusoidal plane wave. Yang et al. [71] proposed a
modified Gabor filter (MGF) by discarding the inaccurate prior sinusoidal plane wave
assumption. The authors have proposed an image independent adaptive parameter selection
scheme, which leads to artifacts in some cases. Although, MGF is more accurate in
preserving the fingerprint image topography but like GF approach the method fails when
image regions are contaminated with heavy noises. Wang et al. [72] proposed a Log-Gabor
filter based fingerprint enhancement method. Comparing with Gabor filters, Log-Gabor

filters can be constructed with arbitrary bandwidth which can be optimized to have minimal
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spatial extent. For fingerprint enhancement, this unique property contributes significantly to
improve the image quality. But due to the singularity in the log function at the origin, one can
not construct an analytic expression for the shape of the Log-Gabor function in the spatial
domain. Therefore, the filters are constructed in the frequency domain. Apparently, the
original fingerprint image should be accordingly transformed to frequency domain for the
implementation of the filter. Jang et al. [73] proposed an enhancement method based upon
Half Gabor Filter (HGF) to reduce the computational cost of Gabor based approach. The
HGF is a modified filter that reduces the mask size of Gaussian filter while preserving the
frequency property of the Gaussian filter. The method proposed by Jang et al. is faster and
saves memory space in comparison to the conventional Gabor Filter.

Willis et al. [74] proposed an FFT based fingerprint enhancement method. In this
method the enhancement is achieved by multiplying the Fourier transform of the block by its
power spectrum raised to a power k. The proposed method is computationally more
expensive as large amount of overlap between adjacent blocks is required to avoid
discontinuity at the edge between the adjacent blocks. S Chikkerur et al. [75] proposed an
image enhancement algorithm based on Short Time Fourier Transform (STFT) analysis and
contextual/ non-stationary filtering in Fourier domain. In the proposed method ridge
orientation, frequency, angular coherence and region mask are probalististiclly estimated
simultaneously using STFT analysis. The algorithm while reducing the space requirements in
comparison also uses the full contextual information i.e. ridge orientation, frequency and
angular coherence for enhancement. Some wavelet based fingerprint image enhancement [76,

77] methods have also been proposed in literature.

2.3.2.1.2 Segmentation

Segmentation is the decomposition of an image into its components. A captured
image consists of two components known as foreground and background. The foreground
regions correspond to the clear fingerprint area containing the ridges and valleys, which is
the area of interest. The background corresponds to the noisy area outside the border of the
fingerprint area, which do not contain any valid fingerprint information. So the function of
the fingerprint segmentation is to separate the foreground region and the background region
and to eliminate the background region. Segmentation is very important for the reliable
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extraction of minutiae because without segmentation most feature extraction algorithms
extract a lot of false features when applied to the noisy background area.

In the literature several approaches for fingerprint image segmentation are discussed.
Mehtre et al. [78] proposed a method in which fingerprint area is classified according to the
local histogram of ridge orientations. A histogram is computed for each 16x 16 block and
ridge orientation is estimated at each pixel. The orientation pattern is donated by the
histogram peak while flat histogram donates the isotropic signal. This method fails when the
input image has uniform blocks because no local ridge orientation can be found in those
regions. Chatterjee et al. [79] modified the above method by assigning those blocks as
backgrounds which have the gray scale variance lower than a particular threshold value. The
above two methods suffer from the limitation of moderate segmentation performance. Ratha
et al. [80] proposed another method in which each 16x 16 block is classified as foreground or
background according to the variance of gray levels in the orthogonal direction to the ridge
orientation. Maio and Maltoni [67], proposed to classify fingerprint images as foreground or
background by using the average magnitude of gradient in each image block. The gradient
response is high in the foreground area due to ridge valley alteration in the fingerprint area
and low in the background region. Shen et al. [81], convolved eight Gabor filters with each
image block and used variance of filter response for fingerprint segmentation. Bazen et al.
[82] proposed a pixel wise segmentation technique proposed in which coherence, mean and
variance three pixel features are computed for each pixel. Then an optimal linear classifier is
trained for the classification per pixel and morphology is applied to reduce the classification
errors. Disadvantage of this algorithm is low speed and moderate performance. Chen et al.
[83] used clusters degree, mean and variance for segmentation by means of an optimized
linear classifier. The error rate for misclassified blocks is 2.45%. Klein et al. [84] computed
gray mean, variance, gradient consistency and Gabor response for segmentation by using
Hidden Markov Model (HMM). The performance of the model highly depends upon the
choice of pixel features.

2.3.2.1.3 Binarization

Binarization is the process to convert a gray scale fingerprint image into a binary

(black and white image).The easiest approach uses a global threshold works by setting the
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pixels whose gray-level is lower than threshold to O and the remaining pixels to | [85]. A
global threshold cannot be used as the different portions of the image may have different
contrast and intensity. Another technique based upon the local threshold changes locally by
considering the average local intensity. But the local threshold technique cannot guarantee
acceptable results for images of poor quality. Stock et al. [86] proposed a composite
approach based on a local threshold and a “slit comparison” formula that compares pixel
alignment along eight discrete directions. Moayer et al. [87] proposed a binarization
technique based on an iterative application of a Laplacian operator and a pair of dynamic
thresholds. In each iteration, the image is convolved through a Laplacian operator and the
pixels whose intensity lies outside the range bounded by the two thresholds are set to 0 and 1,
respectively. Xiao et al. [88] proposed a method similar to Moayer et al. [87] but after the
convolution step a local threshold is used to deal with regions of different contrast. In both
the above techniques, repeated convolution operations are required which is a time
consuming process. A fuzzy approach is proposed by Verma et al. [89]. This approach uses
an adaptive threshold to preserve the same number of 1 and O pixels for each neighborhood.
Ratha et al. [90] explained another binarization approach based on peak detection in the gray-
level profiles along sections orthogonal to the ridge orientation. A 16x 16 oriented window is
extracted around each pixel. The gray-level profile is obtained by projection of the pixel
intensities onto the central section. The profile is smoothed through local averaging, the
peaks and the two neighboring pixels on either side of each peak constitute the foreground of
the resulting binary image. The algorithm proposed by Ratha et.al. [90] is fast, but most of
the bifurcations and even some ridges are broken by the oriented line segments. If the ridges
are very close in the image, the binarized ridges are merged together. Emiroglu et al. [91]
discussed a regional average thresholding (RAT) algorithm, which uses a 8x8 window but
threshold only the 8x 4 portion and slide the window for the next 4 points. Implementation of
the RAT algorithm increases the processing time in comparison with a single threshold level
algorithm but gives better results. In [92], Abutaleb et al. used genetic algorithm to
discriminate ridges and valleys along the gray-level profile of scanned lines. The proposed
optimization criterion is aimed at increasing the correlation between adjacent gray-levels
along fingerprint sections. An adaptive binarization method proposed by Dong et al. [93]

used the inter ridge distance to calculate the size of the neighborhood for each pixel. The
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method of Onnia et al. [94] considers binarization as an optimization problem, which finds
the best threshold that minimizes a weighted sum of square error function. Kheiri et al. [95]
proposed a binarization algorithm in which the block size is optimized by calculating the
statistical variance, and mean value of the intensity of a pixel of the block is used as a
threshold value for that block. Zhang et al. [96] proposed an algorithm in which fingerprint
image is divided into regions, each containing ridges that have similar ridge gray scale value
and in order to store these regions a data structure has also been proposed. The binarization is
then obtained by local thresholding.

2.3.2.1.4 Thinning
Thinning is the process of eroding the ridges of the fingerprint until they are one pixel
wide. Thinning reduces the ridge pattern to a 1-pixel wide skeleton from which minutiae can
easily be extracted [97, 98] as shown in Figure 2.3.

Figure 2.3 Thinning (a) Original image (b) Thinned image
According to the elimination of pixels, the thinning algorithms are of two following types:
e Sequential
e Parallel
In sequential algorithms, the pixels are examined for deletion in a fixed sequence in
any iteration. The deletion of a pixel in any iteration (say n™) depends upon the results of (n-
1)™ iteration as well as on the pixels already processed in the n™ iteration. To prevent

sequentially deletion of an entire branch in any iteration, a sequential algorithm marks all the
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pixels to be deleted and all the pixels are removed at the end of the iteration. In parallel
thinning algorithms a pixel satisfying a set of rules is immediately removed and deletion in
n™ iteration depends only on the result that remains after (n-1)" iteration.
A good thinned image should have the following properties [99]
% Unit width — which means that obtained thinned image must be of single width.
%+ Connectivity- means that there should not be any discontinuity in the resulting image.
% Central axis- means that the resulting thinned ridges must be approximated to the
medial axis.
% Noise elimination- means that any unwanted pixel including singular pixel (as they

are not required by feature extraction stage in fingerprints) must be eliminated.

A fully parallel thinning algorithm that requires only a single pass per iteration has
been proposed by Jang et al. [99]. The proposed algorithm requires a set of 20 elimination
templates out of which 12 are 3 x 3, four are 4 x 4 and four 5 x 5. In addition to that the
algorithm also requires 10 restoring templates of different sizes (three 3 x 3, three 4 x 3 and
four 4 x 4). Since this algorithm requires with large neighbourhood information to ensure
connectivity and performance with corners it consumes more time. Datta et al. [100]
proposed a thinning algorithm which ensures some basic properties of thinning but the
proposed algorithm uses multipass iterations and the algorithm is also not fully parallel and
creates many spurious branches. A 2-sub iteration thinning algorithm with template matching
is proposed by Zhang et al. [101]. The algorithm preserved the connectivity of the patterns
and produces one pixel wide skeletons. The algorithm discussed above requires two sub
iterations for thinning and is not fully parallel. Ahmed et al. [102] proposed a rule based
rotation invariant thinning algorithm in which shape of the image is preserved because it
thins the symbol to their central lines. The system has 20 rules which are applied
simultaneously to each pixel. The algorithm is rotation invariant but it cannot remove the
isolated points and the proposed algorithm is iterative in nature. Huang et al. [103] also
proposed a rule base thinning algorithm, in which contour information is also added to
overcome the problem of dis-connectivity and possible loss of information. The produced
skeleton is close to the medial axis thus preserving the topology of the image. The proposed

algorithm does not give one width skeletons, cannot remove isolated points and is not
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rotation independent. A pixel array circuit for thinning has been proposed by Wang et al.
[97]. The proposed thinning algorithm is based upon the Exclusive-OR, AND and OR logical
operations between the pixels of a 3 x 3 window as shown in Figure 2.4.

Py | P3| P2

Ps | P | P,

Ps | P; | Pe

Figure 2.4 3x3 window
The algorithm uses two sub iterations and following conditions are examined:
(KL & X)+H(Xo & Xa)t..... (X7 &Xg)+(Xe&X1)=0
b. (Xg ® X))+ (X0 @ Xip2)#0
C. XpotXpt (Xg & X12) =0
d. Xg+Xpo+(X10& X11) =0
Where:
Xi=(Pi® Pis1) ,eennnnn. i=1,2,....8 and Pg = P;.
Xm=(P @ P@n1)) ... m =n+8and n=1,2.....4;
+ stands for Logical OR
& stands for Logical AND

@ stands for Exclusive OR

[o})

In the first sub iteration conditions a, b and c are examined. If all of them are satisfied, the
center pixel P as shown in Figure 2.4, will be reset to 0. In the second sub iteration,
conditions a, b and d are checked. The signal of the center pixel P will remain as it is if any
of the conditions is not satisfied. The proposed algorithm each pixel in the array needs only
four connections with its neighbors and uses simple logic operations, so, it is easy to
implement but the algorithm requires many iterations for the thinning process and does not
generate images of unit width.

Luping et al. [104] proposed a parallel template based pulse coupled neural network
based thinning algorithm. Under the control of pulse-coupled templates, this algorithm

iteratively skeletonizes images using neuron pulses. It can preserve the basic image shape
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and original connectivity without new breaks. A special direction-constraining scheme is
applied to fingerprint image thinning via the orientation field, but the proposed algorithm is

iterative in nature and requires much iteration for thinning.

2.3.2.2 Minutiae Extraction

The accuracy of the authentication system depends heavily on the capability of the
feature extraction algorithm to extract the stable and accurate features. Reliable minutiae
extraction is the key for the success of the minutiae based authentication system. Minutiae
extraction methods can be divided into following two types:

= Direct gray-scale extraction methods
= Binarization based extraction methods

Direct gray-scale extraction methods do not require binarization and thinning. Many
Direct gray-scale extraction methods are proposed in the literature. Leung et al. [105],
introduced a neural network-based approach in which the image is first transformed into
frequency domain where the filtering takes place and the resulting magnitude and phase
signals constitute the input to the neural network composed of six sub-networks, each of
which is responsible for detecting minutiae at a specific orientation. Finally a classifier is
employed to combine the intermediate responses. Maio et al. [67] proposed a direct gray-
scale minutia extraction technique based on the ridge line following algorithm. The ridge line
following algorithm extract a ridge line, given a starting point and direction. The algorithm
runs until ridge ending or bifurcation occurs or any one of other three stopping criteria
becomes true. The system returns the type, coordinates and direction of the detected minutiae
points. In the proposed algorithm the value of the ridge following step has been determined
according to the average thickness of the ridge lines. Jiang et al. [106] proposed a
modification to the method of Miao et al.. The proposed method uses the ridge information
(ridge intensity variation and bending level) to find the ridge following step automatically.
The low value of ridge intensity variation and bending level will result in larger ridge
following step while a high value of these parameters will result in a small ridge following
step. The proposed step will increase the speed of the system while the accuracy of the
system will be less in comparison. Liu et al. [107] proposed another minutiae extraction

algorithm which tracks a central ridge and two surrounding valleys simultaneously. During

34



the minutiae extraction process, the relationship between central maximum of the ridge and
two minima of the corresponding valleys are monitored. Any change in the relationship
indicates the presence of a minutia. In this method the ridge following step is calculated and
adjusted automatically according to the distances between lateral minima from the central
maximum. In [108], a method using Linear Symmetry (LS) properties computed by spatial
filtering via separable Gaussian filters and Gaussian derivative filters is proposed by Nilsson
and Bigun. Minutiae are identified in the gray-scale image as points characterized by the lack
of symmetry i.e. minutiae are local discontinuities of the LS vector field.

In Binarization based methods the most commonly employed method of minutiae
extraction is the crossing number (CN) concept. This method involves the use of the skeleton
image where the ridge flow pattern is eight-connected. The minutiae are extracted by
scanning the local neighborhood of each ridge pixel in the image using a 3x3 window of
Figure 2.4. The CN value is then computed, which is defined as half the sum of the
differences between pairs of adjacent pixels in the eight-neighborhood[109-112]. The CN for
a ridge pixel P is given by

8
CN =05>|p; P, . Py =P, (2.4)
i=1

If CN = 1 then ridge pixel is a ridge ending, while if CN = 3 the ridge pixel is a ridge
bifurcation otherwise it is a non-minutiae point. Crossing Number method registers minutiae
to many such pixels which are not minutiae in actual and are required to be eliminated.

Moreover, this method also considers minutiae to the boundary pixels.

2.3.2.3 Fingerprint Matching

Ideally, the minutiae extracted from the different impressions of the same fingerprint
must match with each other but practically, due to displacement, rotation and other linear/
nonlinear distortions minutiae extracted from different impressions of the same fingerprint do
not match with each other. In order to maximize the number of matching minutiae the
alignment of the two fingerprints is required. After the pre-alignment process the matching
process is simply a pairing process. Correctly aligning the fingerprints requires the
translation and rotation between the two images, to be recovered exactly. Different
approaches of fingerprint alignment proposed in the literature by the different authors have
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been divided into absolute and relative pre-alignment. In absolute pre-alignment every
fingerprint image is aligned, independently of the others, with respect to some reference
point (core point, delta point etc.) or pattern before storing in the database. Wegstein [113]
proposed a method which pre-aligns fingerprints with respect to core positions and average
orientation of regions around the core point. Bazen et al. [114] described an absolute pre-
alignment method based on the orientation of singularities. However, accurate and reliable
detection of reference points is a difficult task especially in poor quality images. So, the pre-
alignment errors due to inaccuracies involved in determining the reference point will cause
the matching errors.

Jain et al. [115] proposed a relative pre-alignment approach in which ridges
associated with minutiae are used to estimate the alignment. Each minutiae in a fingerprint is
associated with a ridge, during the feature extraction stage when a minutia is recorded, the
ridge corresponding to that minutia is also recorded. By matching these ridges in the
reference and query image, the translation (Ax and Ay) and rotation (A&) between the two
images is estimated. The ridge matching task proceeds by iteratively matching pairs of ridges
until a pair is found whose matching degree exceeds a certain threshold. The minutiae
associated with the two matched curves are used as a reference points and the remaining
minutiae are converted to polar coordinates. The converted minutiae are translated into
symbolic strings and the correspondence between the minutiae is then obtained by dynamic
programming algorithm that finds the minimum edit distance between the strings. This
approach is capable of compensating for the alignment to some extent. However, the size of
the template has to be large which require more memory and is more computationally
expensive. Luo et al. [116] proposed a slightly different method in which instead of
correlating the y coordinates of the sampled points along the two ridges, the distances and
relative angles of the sampled points are matched. Zhang et al. [117] explored the possibility
of using core points for relative alignment. In the proposed algorithm the core points from the
two fingerprints are detected using multi resolution algorithm and are used to calculate the
translation parameter. Structural features of minutiae close to the core point are computed
and are used to determine the rotation parameter. This is a fast approach of fingerprint
alignment but the system fails in case of plain arches or images that do not have core points.

Moreover, the performance of the system degrades for low quality fingerprints. Feng et al.
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[118] proposed another approach which uses one minutia and several associated ridges to
align two fingerprints. This is accomplished by firstly defining a substructure that contains as
much local information (one minutia and several ridges) as possible, and secondly by finding
the substructure pair which have the most consistent substructure pairs around. The proposed
algorithm uses the information in the local area and estimate deformation more accurately
but the proposed alignment algorithm is required to be improved for fingerprints with fewer
minutiae and is computationally expensive. In the method proposed by Hu et al. [119], eight
types of special ridges have been introduced to align two fingerprints. The ridge with
maximum of sampled curvature has been used as reference ridges for initial alignment and
other corresponding ridges have been aligned using different features. The alignment
parameters of translation and rotation finally come from all aligned special ridge pairs. The
proposed method shows some improvement over minutiae based method but is dependent
upon the preprocessing steps such as thinning, enhancement etc.. Zhao et al. [120] proposed
another technique for alignment of partial high resolution fingerprints using pores. In the
proposed method after pore detection, a pore-valley descriptor (PVD) has been defined to
describe pores based on their local characteristics. Then a coarse-to-fine pore matching
method has been used to find the pore correspondences based on PVD. With the detected
corresponding pores, the alignment transformation between the fingerprint fragments has
been estimated. The PVD-based method can accurately detect the corresponding feature
points and hence estimate better alignment transformation, but, this method from the problem
that all pores will not appear in the fingerprint images of the same person which are captured
at different times. Other problem of this method is the expensive computational cost caused
by the large amount of pore features.

A wide variety of fingerprint matching techniques have also been proposed in the
literature. Chen et al. [121] proposed a topology based matching algorithm for fingerprint
authentication in which the structure of the fingerprint is represented by a geometrical
configuration of its minutiae, thus reflecting the general spatial structure in the neighborhood
of each minutiae. After the minutiae have been extracted, a specific neighborhood, called the
minutiae window is determined for each of them. This information is used to find candidate
minutiae from each set that are potential matches. Starting from a minutia in one set, a tree is

grown with minutiae as the tree nodes. After an edge is added the other minutiae set is
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examined to see if a similar edge can be added. This process continues until the tree is
sufficiently large or no more edge can be added to both sets. The scheme is based upon the
assumption that the surrounding features of closed neighborhood are supposedly invariant to
rotation and translation. Moreover minutiae associated with whorls, noisy region creates
troublesome. Spurious and missing minutiae further degrade the system.

Hybrid matching algorithms using both local and global features are proposed in
[122-124]. Jain et al. [122] proposes a method capturing both the local and global features
into a so-called FingerCode, using a bank of Gabor filters. The matching is then reduced to
finding the Euclidean distance between these FingerCodes and hence it shall be very fast and
the rotation invariance can be easily achieved. But, this representation and matching scheme
assume that the reference point can be determined with a reasonable accuracy, which is not a
trivial task. This scheme also does not take into account a significant nonlinear elastic
distortion in the fingerprint. Jain et al. [123] proposes another hybrid matching algorithm that
uses both minutiae (point) information and Texture (regional) information for matching the
fingerprints. The hybrid method leads to a substantial improvement in the over all matching
performance but non linear deformation present in the fingerprint images have not been
accounted for in this method. Huvanandana et al. [124] proposed another hybrid system for
automatic finger identification with a fast filters based searching and a minutiae matching.
This method needs fewer steps to identify individuality than tradition methods but the
accuracy of fingerprint classification is less in this method. Jia et al. [125] proposed a minutia
method based on the vector triangle. This method incorporates the information of ridge lines
into the process of determining the reference points in two fingerprint images and realizes the
fingerprint matching in the polar coordinate system. This method does not rely on the core
points and is invariant to rotation and small amount of scale changes but this system gives
errors for images of poor quality. Ceguerra et al. [126] proposed a new approach for
combining the local and global recognition schemes for automatic fingerprint verification by
using matched local features as the reference axis for generating global features. They
combined the minutia based and shape based techniques. The integrated scheme gives the
average performance. However by combining the better local and global recognition schemes
this performance can be improved. P Bhowmick et al. [127] proposed a new technique of

fingerprint matching using an efficient data structure, combining the minutiae representation
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with the individual usefulness of each minutia to make the matching more powerful. This
method uses the local topological structure of a valid minutiae and the global structure of the

minutiae as a whole. The improvements in execution time and FAR are still possible.

2.4 Multibiometric

The dictionary meaning of multi is more than one or many. In multi biometric system
more than one source of information are combined together to form a combined system in
order to overcome the limitation of single biometric system. The source of information in
multi biometric system, when multiple source of information is derived from the same
biometric trait, may include:

Q) Multiple sensors to capture the same biometric trait (e.g. capturing fingerprint

image using optical and solid sensors)

(i) Multiple algorithm for the same biometric trait (e.g. texture and minutiae based

algorithm for fingerprints)

(iii)  Multiple samples of same biometric trait (e.g. more than one impression of the

same finger of the person)

(iv)  Multiple instances of same biometric trait (e.g. fingerprint image of the two

different fingers of the same person)

When the information is derived from the different biometric traits the same is known
as multimodal biometric system. Fingerprints are often combined with other biometric traits
to form a multimodal system. The combined system is likely to produce a system that is
usable by a large population because a small fraction of the population that cannot use
fingerprint biometric due to hand related disabilities or due to poor quality fingerprints, may
be given the option to use the another biometric combined with the fingerprints. Moreover,
the combined system will be more robust to impostor attacks and it will not be easy to
circumvent the system because the chances of stealing all the biometric of a person at the
same time are very less. In addition, a multimodal system can be used to know the presence
of the authorized person by asking the user to present the different biometric trait in random
order. A large number of studies have been performed combining the fingerprints with other

biometric modalities as given in Table 2.1.
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Table 2.1 Different biometric modalities combined with fingerprints

Biometric
Sr. no. Authors Year | Reference trait(s)
no. fused with
fingerprint
1 a) L. Hong and A. K. Jain 1997 [128]
b) L. Hong and A. K. Jain 1998 [129]
C) A. K. Jain, L. Hong and Y. Kulkarni 1998 [130] Face
d) M. Indovina, U. Uludag, R. Snelick, A.| 2003 [131]
Mink and A. K. Jain
e) R. Snelick, U. Uludag, A. Mink, M.| 2005 [132]
Indovina and A. K. Jain
f) D. Bouchaffra and A. Amira 2008 [133]
g) | T.Sim, S. Zhang, R. Janakiraman and S. | 2007 [134]
Kumar
h) | A. Patraand S. Dass 2008 [135]
2. A. K. Jain, L. Hong and Y. Kulkarni 1999 [136] Face and
speech
3 a) A. Ross, A. K. Jain and J. Qian 2001 [137] Face and
b) | A.Ross, A. K. Jain 2003 [138] hand
geometry
4. J. F. Angular, D. G. Romero, J. O. Garcia | 2005 [139] Signature
and J. Gonzalez
5. K. A. Toh, W. Xiong, W. Y. Yau and X. | 2003 [140] Hand
Jiang geometry
6 a) Y. Wang, Y. Wang and T. Tan 2004 [141] Voice
b) | K. A TohandW.Y. Yau 2004 [142]
C) K. A. Tohand W. Y. Yau 2005 [143]
7. |a) | A. K. Jain, S. C. Dass and K. Nandkumar 2004 [144] Soft
b) A. K. Jain, S. C. Dass and K. Nandkumar 2004 [145] biometrics
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7. | ¢) | H. Ailisto, E. Vildjiounaite, M. Lindholm, 2006 [146] Soft
S. M. Makela and J. Peltola biometrics
8. A. K. Jain, K. Nanadakumar, X. Lu and 2004 [147] Face and soft
U. Park biometrics
9. S. Ribaric and I. Fratric 2005 [148] Palmprint
10. A. Kumar and D. Zhang 2006 [149] Palmprint
and hand
geometry

2.4.1 Level of Fusion

The process of combining the evidences provided by different biometric sources is
known as biometric fusion. Depending upon the type of information that is required to be
fused, the fusion scheme can be classified into following four categories:

Q) Sensor or signal level fusion
(i) Feature level fusion
(iii)  Score level fusion

(iv)  Decision level fusion

In sensor the fusion the raw data from different sensors is combined together [150].
Maximum information content is available at this stage but the raw data from different
information sources must be compatible and their interrelationship must be either known in
advance or can be reliably estimated. So, the sensor level fusion can be performed in a
system where the information sources use samples of the same biometric trait obtained from
either multiple compatible sensors or multiple instances using a single sensor. For example,
mosaicking of multiple fingerprint impressions to form a more compatible fingerprint image
[151 -155].

In feature level fusion features extracted from different information sources are
combined to form a joint feature vector. Like sensor level fusion, the feature level fusion is
also used for combining multiple feature sets from the same finger. Feature sets form
different biometric modalities may be concatenated to form a single feature set, provided the

feature sets are compatible. Some examples of feature level fusion are explained in the
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literature by the different authors [156-158]. Integration at feature level is difficult to achieve
because the relationship between the feature spaces of different biometric sources may not be
known and feature set may be incompatible. Moreover, concatenating two feature vectors
will result in a feature vector with large dimensionality which may lead to the curse of
dimensionality problem [159].

Score level fusion is commonly preferred method in multibiometric systems [160]. It
is relatively easy to access and combine (than sensor and feature) the match scores generated
by different biometric matching stages but the information content is less than sensor and
feature level fusion. In fact, score level fusion is best tradeoff between effectiveness and ease
of fusion. Moreover, this type of fusion can be implemented in all type of biometric fusion
scenarios. Integration at score level requires some attention in the sense that the output of the
individual matchers may be in the different range or may follow different probability
distributions [160].

In decision level fusion the output of the individual biometric systems are combined
to take the final decision. In a verification system each individual systems returns a match or
no match (binary decision) so, the obvious decision level fusion methods are AND and OR
rule [161], majority voting [162], weighted majority voting [163] based methods. One
advantage of these methods is that they are easy to explain and implement. The AND and OR
decision level fusions are duals of each other. AND results in lowering the False Match Rate
(FMR) and increases the False Non Match Rate (FNMR) while OR results in lowering the
FNMR and increases the FMR. Fusion at decision level is simple but the accuracy of the
output depends on the accuracy of the individual components of the system working

independently.

2.5 Summary

Although, lot of work has been done in the field of fingerprint authentication, still
fingerprint authentication is not a fully solved problem. There are still many challenges in
designing completely reliable and automatic fingerprint system. In the preprocessing stage of
minutiae based system many thinning algorithms have been proposed but still there is a need
to design a thinning algorithm that not only produce a thinned image of one pixel width but

also preserves the connectivity of the image and consumes very less time. In the feature
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extraction stage crossing number is the commonly used and widely accepted binarization
algorithm of minutiae extraction but this method is not robust against spikes (false minutiae)
and register many points as ridge ending or bifurcations points although in actual they are not
minutiae points so there is a need to modify this algorithm in order to extract reliable features
from the fingerprints. Moreover, during fingerprint matching more robust fingerprint
alignment algorithms are required which may be developed using soft / evolutionary
computational techniques that perform the required function accurately.

The single biometric alone sometimes cannot meet all the security requirements of the
modern day transactions due to intra class variations, noise, non uniqueness etc. So, for high
security requirements multibiometric or combined strategy of biometric and conventional

methods is the need of the hour.
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CHAPTER 3

Minutiae Based Fingerprint Authentication

System

Minutiae based fingerprint authentication systems rely on local discontinuities in the
ridge flow pattern i.e. ridge endings and ridge bifurcations. The locations and angular
orientation of the ridge endings and ridge bifurcations within the fingerprint uniquely
characterize the fingerprint. The present chapter includes improved methods for
preprocessing of fingerprint image, minutiae extraction and genetic algorithm (GA) based
relative alignment. A comprehensive comparison of the results of improved methods with the
existing methodologies has also been presented in this chapter.

In minutiae based authentication system the various steps required to find the out the
authenticity of the person are:

i) Preprocessing

ii) Feature Extraction (Minutiae Extraction)

iii) Post processing

iv) Alignment and validation

3.1 Preprocessing

Preprocessing of the fingerprint image is a critical step in an automatic fingerprint
authentication system in order to reliably extract minutiae from the input fingerprint image.
In order to eliminate unwanted information and to prepare the image for feature extraction,
preprocessing of the signal is required. Various steps for preprocessing used in this work are:

e Segmentation

e Binarization

e Thinning

Segmentation is the decomposition of an image into foreground (area of interest) and
background. Various segmentation algorithms present in the literature [78-84] have been

discussed in the previous chapter.
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In the present work, segmentation is performed by calculating the variance and mean. A
foreground region has a high variance value while a background region has low variance
value. The image is divided into a WxW window size and variance of each window is
calculated. If the variance is below a particular value (threshold) “then it is a background. If it
is above a particular value then it contains information. The variance window k of size

W x W is given by

L

W -

o? (k) = Wiz X G)-ME3 (3.1)

Ly

Where M(k) = Mean of block k

I(i, J) = Value at pixel (i, j)

The choice of threshold value of variance and the window size W x W is very critical.
Experiments have been conducted on a number of images of FVC2002/Db1_a database using
the different threshold values and different window sizes. It has been observed that too low
value of variance (threshold) leaves the background pixels while too high value of threshold
distorts the image. It has also been observed that with too low and too high size of the
window the image gets distorted. A threshold value of variance 75 and window size 16 x 16
gives good results. So, these two values have been used in the present work.

For the purpose of binarization Regional Average Thresholding (RAT) algorithm
proposed in [91] has been used. The algorithm of RAT operates in the following stages:

i)  Divide the image into windows of 8x 8 pixels
i)  Calculate the average of the gray level in the first window
i)  Threshold the leftmost region (8x4) by using the average gray level calculated in
stage 2
iv)  Move the 8x 8 window by 4 pixels to the right.
Repeat stage ii) to iv) until whole image is processed.

The comparison of Global thresholding and Regional Average Thresholding (RAT)
has been shown in Figure 3.10.

Thinning is one of the most important components of fingerprint
identification/verification system. A good thinned image can facilitate the reliable feature
extraction and hence the authentication of a person. An improved and efficient thinning
algorithm has been proposed with modifications in the algorithm suggested by Huang et al.
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[103]. In the proposed algorithm the 8 neighbors of a pixel in a 3 x3 window are arranged as
8 bits of a byte and corresponding Hexadecimal (Hex) value is calculated. These Hex values
are used to obtain a minimized Boolean expression, using standard Karnaugh Map (K map)
technique. The proposed algorithm results in better thinned images. Three implementation

steps have also been proposed to speed up the thinning process.

3.1.1 Proposed Thinning Algorithm
The process of thinning begins with eliminating the pixels that lie on the outer
boundary of the ridge until the ridge is one pixel wide. In a thinning algorithm two types of
rules are required-
e Rules for elimination of a pixel
¢ Rules for preservation of a pixel (to ensure connectivity)

For the elimination process, a 3x 3 window has been considered as shown in Figure 3.1.

Pe | Ps | P2

Ps | P | P,

Pes Pz Ps

Figure 3.1 3x3 Operation window
All 256 combinations of neighboring 8 pixels of the central pixel are examined. A set of
combinations is then selected for elimination and these combinations are given in the Figure
3.2.

New added rule
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Four pixel rules proposed in [103]
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Seven pixel rules proposed in [103]
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Figure 3.2 Conditions for elimination of a pixel

Figure 3.2 (a) to 3.2 (g) represents the different conditions under which the pixel is to be
eliminated. These figures are differentiated according to the number of 1s (green pixels)
around the central pixel ina 3x3 window.

New rules have been added to the rules proposed in [103] as shown in Figure 3.2. The

singular points are removed, as they are not required in the minutiae extraction stage of
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fingerprints. The rules have been added to make the elimination symmetric and rotation
independent. This step has improved the resulting thinned image because main problem in
finger print authentication is that of translation and rotation of the fingerprint image.

The templates for preservation of pixel are used to avoid any loss of connectivity of the
thinned image. The preservation rules are used as proposed in [103] and is given in Figure

3.3.

¥ ¥ ¥ ¥
1111 1 11 1 1 111
1111 1 1 111 111
¥ ¥ ¥ ¥
() (b {c} {d)
A, 11 1] % ¥
111 111 111
1] % |11 x ¥ |1

(e} i) {0}
Figure 3.3 Templates for preservation of pixel as proposed by Huang et al. [103]

In order to speed up the process three implementation steps have been used. These are-
e Extraction of a single 5x5 window instead of extracting 3x 3, 4x 3 and 4 x 4 templates
separately as proposed in [103] to check the preservation of the pixel. Extracted
window as shown in Figure 3.4 is used to check simultaneously all the condition

given in Figure 3.

S t u \Y w
r f g h X
q e P a i
z d C b J
0 n m L k

Figure 3.4 5x5 window around the pixel P in question

The Logical expression for the preservation of a pixel is given by the following expression
Y=(a&b&Cc&J1&e&~g&~m)+(g&f&~a&~c&~d&~e&~U&~V)+(b&c&~d&~e&~g&~h&~a&
~m&~n)+(a&b&c&~d&~e&~f&~9&~h&~i&~j&~k&~1&~Mm&-~N&~y)+(a&b&~c&~d&~e
&~9&~h&~1&~y)+(a&g&h&b&c&~i&~e)+(~a&~b&~c&d&e&~f&~g&~q&~r);
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Where: &, + and ~ represents Logical AND, Logical OR and Logical NOT operations

respectively.

If Y=

This process improves the time required for window extraction.

Arranging the 8 neighbour of a pixel as 8 bits of a byte to calculate the Hex value as

shown in the Figure 3.5 (instead of calculating the weight values of the eight

neighbouring pixels and using the look up table to decide the elimination of a pixel as
given in [103]).

Ps | P3| P2
P | P | P, Pi| P2 | P3| Ps|Ps|Ps|P7|Pg
Pe | P7 | Ps
1101
ol P |1 1|0 110
o(1]0

=D2H

Figure 3.5 Calculation of Hexadecimal value

Table 3.1 shows the truth table of all the conditions required for the elimination of a pixel for

thinning.

Table 3.1 Truth table of elimination rules for thinning
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All the Hex values are combined to obtain a simplified Boolean expression using standard

Karnaugh Map (K-Map) technique. The K-Map thus obtained for all the conditions of

eliminating the pixel is shown in the Figure 3.6.
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Figure 3.6 Karnaugh map for the elimination rules for thinning

Applying the short circuit AND (&&) and OR (||) operators available in the
MATLAB instead of using simple AND (&) and OR (|) logical operators. Short
circuit operators evaluate the second operand only when the result is not fully

determined by the first operand and thus speed up the whole operation.
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Figure 3.7 shows the flow chart of proposed thinning algorithm.
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Figure 3.7 Flow chart of the proposed thinning algorithm




3. 1.1.1 Results and Comparisons of Thinning Algorithms

The above thinning algorithms have been developed in MATLAB version 7.0 on
Pentium D CPU 2.80 GHz, 1GB of RAM. On comparing the proposed algorithm with the
algorithm proposed in [103] it has been observed that the proposed algorithm is superior to
the later. As shown in Figure 3.9 the proposed algorithm results in entire one pixel width
thinned image in comparison to the two pixel width image resulted from the Huang et al.
algorithm. The Figure 3.8 represents the original image on which thinning algorithms has

been applied.

Figure 3.8 Original image for thinning
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Figure 3.9 (a), (b) Thinned image & expanded portion of thinned image of proposed method
with global thresholding (c), (d) Thinned image & expanded portion of thinned
image Huang et al. method with global thresholding
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Figure 3.10 represents the effect of global and regional average thresholding algorithms on

the thinned images.

AL ASn ity

Figure 3.10 (a), (b) Thinned image & expanded portion of thinned image of proposed
method with global thresholding (c),(d) Thinned image & expanded portion of

thinned image of proposed method with regional average thresholding
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The results of the three proposed implementation steps are given in Table 3.2, 3.3 and

3.4. All the tables show the actual implementation (CPU) time of the algorithms in seconds.

As observed from the Table 3.2 the extraction of 5x 5 window result in reduction of time by

22% in comparison to the time taken by extracting variable i.e. 3x3, 4x3 and 4x4 size

window.

Table 3.2 Comparison of CPU time (seconds) for variable size window and 5x 5 window

CPU Time (Seconds)
%
Figure Variable Window | Reduction
No. Window Size 5x5 in time
11 2.469 1.859 24.71
21 2.078 1.578 24.06
3.1 1.078 0.828 23.19
41 1.422 1.094 23.07
51 2.953 2.297 22.21
6_1 3.375 2.625 22.22
71 2.953 2.266 23.26
81 2.469 1.922 22.15
(a)

Time (Seconds)

o = f
o Uk, 1N W
|

B Variable Window Size
@5 X 5 Fixed Window

I
i

w
w Ul

N

112 13 14 15 16 17 18 1
Fingerprint Images

(b)

Table 3.3 Comparison of CPU time (seconds) for Lookup table method and K-map method

CPU Time (Seconds) %
Figure | Lookup Table | K-Map | Reduction
No. method method | in time
11 1.859 1.609 13.45
2.1 1.578 1.391 11.85
31 0.828 0.734 11.35
41 1.094 0.953 12.89
51 2.297 1.953 14.98
6 1 2.625 2.219 15.47
71 2.266 1.958 13.59
8 1 1.922 1.641 14.62
(a)

Time (Seconds)

B ookup Table Method
3 1 BK-Map Method

1121314151617.181
Fingerprint Images

(b)



Table 3.3 shows the superiority of the K-Map technique over the lookup table

method. A reduction of more than 10% in time has been achieved by implementing the

simplified Boolean expression using K-Map having 5x5 window. The time further reduced

by using the short circuit logical operators available in MATLAB instead of simple logical

operators as shown in the Table 3.4.

Table 3.4 Comparison of CPU time (seconds) for simple and short circuit logical operators

CPU Time (Seconds)
Logical Operators %
Figure Short _red_uction
No. Simple circuit in time
11 1.609 1.453 9.70
21 1.391 1.235 11.21
3.1 0.734 0.640 12.81
41 0.953 0.844 11.44
51 1.953 1.750 10.39
6_1 2.219 2.016 9.15
71 1.958 1.766 9.81
8 1 1.641 1.480 9.81
(a)

2.5 7

N

M Simple Operator
@ Short Circuit operator

=
[

Time (Seconds)
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&)
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Fingerprint Images

(b)

Table 3.5 Comparison of CPU time (seconds) for Huang et al. method [103] and proposed

method

CPU Time (Seconds)
%
Figure | Huangetal. | Proposed | Reduction
No. method[24] | method | !ntime
11 2.469 1.453 41.15
21 2.078 1.235 40.57
31 1.078 0.640 40.63
41 1.422 0.844 40.65
51 2.953 1.750 40.74
6 1 3.375 2.016 40.27
71 2.953 1.766 40.20
8 1 2.469 1.480 40.06
(a)

Time (Seconds)

B Original Method
B Proposed Method

11213141516.17.181
Fingerprint Images
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As indicated in the Table 3.5 the overall enhancement in speed of about 40%, in the

implementation of algorithm has been achieved.

3.2 Feature Extraction

Features (Minutiae) are extracted from the fingerprint in question and are compared
with the features of the reference image already stored in the database for authentication.
Crossing number (CN) is the most commonly used minutiae extraction method in

fingerprints. The CN for a ridge pixel P is given by [109-112]
8
CN =05>|p; P4 . Po=P; (3.3)
i=1

If CN = 1 then ridge pixel is a ridge ending, while if CN = 3 the ridge pixel is a ridge
bifurcation otherwise it is a non-minutiae point. Crossing number method is not robust
against the spikes (false minutiae) and tends to register spike as minutiae, which is required
to be eliminated in post processing. In this work, a new method of minutiae extraction has

been proposed which eliminates the spikes (false minutiae) as well as the boarder pixels.

3.2.1 Proposed Method of Minutiae Extraction

In the proposed method ridge ending and ridge bifurcation (minutiae) are extracted by
scanning the local neighborhood of each ridge pixel in the image using a 3x3 window of
Figure 3.1. The 8 neighbors of a pixel in a 3x 3 window are arranged as 8 bits of a byte and
corresponding hexadecimal (Hex) value is calculated. These Hex values are simplified using
standard Karnaugh Map (K map) technique to obtain the minimized logical expression.

3.2.1.1 Ridge Ending

All 28 = 256 cases 8 surrounding pixels of the central pixel of 3 x 3 are examined to

find out the ridge ending. Finally the following genuine cases as shown in Figure 3.11 are
considered as ridge ending conditions.

00 299 900 D99 #] ) ) 000 000 000
L8] ) 201" ) 000 009 009 00 L 18] ) 00
00 101" oL 1 000 000 900 200 000
000 900 290 8] ) po® 900 000 900
L 28 00 009 009 000 00 000 000
000 00@ 0e9 0200 000 900 D99 000

Figure 3.11 Conditions for ridge ending
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The Truth table and the corresponding Hex values of the ridge ending conditions are shown
in Table 3.6.
Table 3.6 Truth table of ridge ending

Hex.
P, P, P3 P, Ps Ps P; Ps Value
0 0 0 0 0 0 0 1 01
0 0 0 0 0 0 1 0 02
0 0 0 0 0 1 0 0 04
0 0 0 0 1 0 0 0 08
0 0 0 1 0 0 0 0 10
0 0 1 0 0 0 0 0 20
0 1 0 0 0 0 0 0 40
1 0 0 0 0 0 0 1 81
0 0 0 0 0 0 1 1 03
0 0 0 0 0 1 1 0 06
0 0 0 0 1 1 0 0 0C
0 0 0 1 1 0 0 0 18
0 0 1 1 0 0 0 0 30
0 1 1 0 0 0 0 0 60
1 1 0 0 0 0 0 0 Co
1 0 0 0 0 0 0 0 80

From the truth table given in Table 3.6, a pixel in an image is a ridge ending if
{(Sum of 3 x3 window is 2) + [(Sum of 3 x 3 window is equal to 3) & {(P1& P;) + (P2&P3)
+ (Pg&P4) + (P4&P5) + (P5&P6) + (PG&P7) + (P7&P8) + (Pl&Pg)}]}: 1

There are total 16 genuine ridge ending conditions as shown in Table 3.6. The minimized

logical expression solved by K map of all these 16 conditions is given by the following

logical expression
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(~P1&&~ P2&&~ P3&& Ps&&~ Ps&&~ P7&&~ Pg)|(~ P1&&~ P2&&~ P3&&~ P, &&
Pe&&~ P7&&~ Pg)||(~ P1&&~ P2&&~ P3&&~ P4&&~ Ps&& P7&&~ Pg)||(~ P1&&~ P& &~
P3&&~ P1&&~ Ps&&~ Ps&& Pg)||( P1&&~ P2&&~ P3&&~ Py&&~ Ps&&~ Ps&&~ P7)||(
Po&&~ P3&&~ P4&&~ Ps&&~ Ps&&~ P7&&~ Pg)||(~ P1&& P3&&~ P;&&~ Ps&&~
P& &~ P7&&~ Pg)||(~ P1&&~ P2&& P& &~ Ps&&~ P& &~ P7&&~ Pg)

Where:

~ stands for Logical NOT operation

+ stands for logical OR operation
& stands for logical AND operation
|| stands for Short circuit logical OR operation

&& stands for Short circuit logical AND operation

3.2.1.2 Ridge Bifurcation

Ridge Bifurcation is the point where the ridge splits from the single line to two lines.
e.g. for window of Figure 3.1 if, pixel valuesare P;=0,P,=1,P3=0,P;=1,P5s=0,Pg=
1, P, =0, Pg =0 then the resulted ridge bifurcation is shown in Figure 3.12.

I
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1A 070D

Figure 3.12 Ridge bifurcation example

All 256 cases of different combinations of the eight neighboring pixels are examined and the

genuine cases are given in Figure 3.13.
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Figure 3.13 Conditions for ridge bifurcation
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The Truth table and the corresponding Hex values of the ridge ending conditions are shown

in Table 3.7.

Table 3.7 Truth table of ridge bifurcation
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0 0 1 0 1 0 1 1 2B
0 1 0 0 1 0 1 1 4B
0 1 0 1 0 0 1 1 53
0 1 0 1 0 1 1 0 56
1 0 0 1 0 1 1 0 96
1 0 1 0 0 1 1 0 A6
1 0 1 0 1 1 0 0 AC
0 0 1 0 1 1 0 1 2D
0 1 0 0 1 1 0 1 4D
0 1 0 1 1 0 0 1 59
0 1 0 1 1 0 1 0 S5A
1 0 0 1 1 0 1 0 9A
0 1 1 0 1 0 1 1 6b
0 1 1 0 1 1 0 1 6D
1 0 1 0 1 1 0 1 AD
1 1 0 1 0 1 1 0 D6
0 1 0 1 1 0 1 1 oB
1 1 0 1 1 0 1 0 DA
1 0 1 1 0 1 0 1 B5
1 0 1 1 0 1 1 0 B6

From the truth table given in Table 2, a pixel in an image is a ridge bifurcation if (Sum of 3

x 3 window is either 4 or 5 or 6) & (Any of the condition shown in Table 2) =1

In all, 48 such cases are formed for ridge bifurcation as given in Table 3.7. The minimized
logical expression solved by K map of all 48 bifurcation conditions is given by the following
expression

(~P1&&P,&&~P ;& &P5& &~P& &P3)||(P2& &~P3&&P5& &~P & &P7 & &~Pg)||(~P1&&P3& &
~P4&&P5&&~Ps&&P7)||(P1&&~P,& &P3& & ~P ;& &P & &~P7)||(~P1&&P,&&~P1& &P & &

~P7&&Pg)||(~P1&&P3& & ~P4& &P & &~P7&&Ps)||(~P2& &P 1 & &~P5& &Ps & &~P7& &P3)||(P1
&&~P7&&P;1&&~Ps&&Ps&&~Pg)||(P2&&~P3& &P ;& &~Ps& & P& &~Ps)||(P1&&~P,& &P,

&&~Ps&&P7&&~Pg)||(P1&&~P7& &P3&&~Ps& &P7&&~Pg)||(P2& & ~P3& &P 4 & & ~Ps& &P+

&&~Pg)||(~P1&&P,&&~P3& &P 1 & & ~Ps& &Pg)||(P1&&~P2& &P3& & ~P & &P & & ~Ps & &~P
(~P2&&P3&&~P1& &P5& & ~Ps&&~P7& &P3)||(P1&&~P2&&~P3& &P5& & ~Ps & &P7& &~

Ps)

All the conditions given in Table 3.6 and Table 3.7 are solved using the K map to obtain the

combined minimized logical expression. The resulting K map is shown in Figure 3.14.
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Figure 3.14 K map of Combined Minutiae Extraction Rules

The combined minimized logical expression for minutiae (ridge ending and bifurcation)
extraction is given by
X=(P2&&~P3&&P5&&~Ps&&~P7&&~Pg)||(~P1&&P,&&~P ;& &P5& &~P& &~P7)||(~P2&&
P3&&~P;1&&Ps&&~P7& &Pg)||(~P2& &P 1 & & ~P5& &P & & ~P7&&Ps)||(P1&&~P2& &P 1 & &~
P5s&&P&&~Ps)||(P1&&~P,&&P3&&~Ps& &Ps& &~Pg)||(P1&&~P2& &P3& & ~Ps & &P7& &~
Pg)||(~P1&&P,&&~P ;& &~Ps & &P7& &Pg)||(P2& &~P3& &P & &~P5& & ~P7&&~Pg)||(P2& &~
P3&&P1&&~P5&&~P&&~Ps)||(~P1&&P2& &~P3& &P & &~P& &~P7)||(~P2&&P3&&~P1&
&P5&&~Ps&&~P7&&Ps)||(P1&&~P2& &~P3&&Ps&&~P& &P7&&~Pg)||(~P1&&~P2& &P
&&~P;&&P:&&~P;&&P-)||(~P2&&P3:& &P ;& &Ps& &P & &P7&&~Pg)||(P1 & &~P,& &P &
&~P;&&P5& &~P7&&~Pg)||(~P1&&~P,&&~P3& &~P ;& &P5& &~P7&&~Ps)||(~P1&&P,&&
~P3&&~P;&&Ps&&P7&&Pg)||(~P1 & &P2& & ~P3& &~P5& &Ps & &P7&&Pg)||(~P1& &P, & &~
P& &~P5&&Ps&&P7&&Pg)||(~P1&&~P2&&~P3& &~P ;& &~P5& &P & &~Ps)||(P1&&~P,&
&~P3&&P1&&~Ps&&P7&&~Pg)||(~P1&&~P2&&~P3& & ~P1&&~P5& &~Ps & &P7)||(~P1&&
~P2&&~P3&&~P1&&~Ps&&~Pc& &Pg)||(P1 & &~P7& & ~P3& &~P4&&~Ps& &~Ps & &~P7)||(~
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P1&&~P,&&P;&&~P5&&~P&&~P7&&~Py)||(~P1&&~Pr&&~P;& &P & &~P&&~P1& &~
Po)[|(~P1&&P,&&~P3& &P1& &P:& &P & &P-&&~Py):
X = {1 P is a Minutiae Point

0  NotaMinutiae Point

Where, P is the pixel in question.

3.2.2 Difference in Proposed Method and Crossing Number Method
The proposed method is different from the CN method in the following ways:
e The minutiae owing to the spike structure are eliminated, because for a spike to occur,
one of the conditions shown in Figure 3.15 must be present i.e.
[(P1 && P, && Pg) || (P2 && P3 && Py) || (P4 && Ps && Pg) || (Ps && P7 && Pg)]
=1
For crossing number method these are ridge ending conditions but in the proposed

method these conditions are eliminated.

gi@ 00 9 o9
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L1 9 9 200
Figure 3.15 Conditions for spike
e Ina3 x 3 window, if up to four consecutive pixels are zero ridge ending conditions
may not occur in actual (The conditions may occur due to improper thinning), as

shown in Figure 3.16 but crossing number method consider these conditions as ridge

endings. All these conditions are also eliminated by the proposed method.
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Figure 3.16 False ridge ending conditions considered by CN method
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e The false ridge bifurcation conditions shown in Figure 3.17 are also eliminated by the

proposed method, which are considered as bifurcations by CN method.

20 O 0@ o9 oL 1) 81 18] oL 1) 000
200 200 00 200 O 00 gle] ol
o glel o1 ) Q0 200 90 0 0

Figure 3.17 False ridge bifurcation conditions considered by CN method

\

e Few false minutiae are identified as a result of border because the image ends
abruptly at the border so additionally following rules have been incorporated in the
proposed algorithm to remove the false border minutiae.

(1)  Sum all the values in the row towards the right of the pixel in question
(i) Sum all the values in the row towards the left of the pixel in question
(iii)  Sum all the values in the column on the top of the pixel in question

(iv)  Sum all the values in the column below the pixel in question

If sum of the values either of the above steps is zero then the minutiae is due to border

and ignore it. Owing to these reasons the proposed method gives better results as

compared to CN method.
3.2.3 Results, Comparison and Discussions of Minutiae Extraction

Algorithm

A new feature (minutiae) extraction algorithm using minimum logical expression has
been discussed. The experiments conducted on the FVC2002/Dbl a database and
comparison of crossing number and proposed method in Table 3.8 and Table 3.9 shows that
the proposed method of minutiae extraction is far better than the crossing number method.
Table 3.8 shows the comparison of minutiae extracted by crossing number and proposed
method without removing the border minutiae, while Table 3.9 gives the comparison of the
extracted minutiae by the two methods when minutiae due to border are also removed by the
proposed method. Table 3.8 also shows the coordinates (considering the coordinates of top
left corner pixel as {1, 1}) of the false ridge bifurcation points eliminated by the proposed
method. Comparison of two methods reflects that the proposed method eliminates most of

false minutiae in the extraction stage which remains with the crossing number method.
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Table 3.8 Comparison of proposed method (without removing border minutiae) and CN

method
CN method Proposed Difference Pixels coordinates(X/Y)

Sr. where false bifurcation

no. | Image | Ending | Bifur | Ending | Bifur | Ending | Bifur are detected

1 11 344 85 227 85 117 0

2 |21 403 106 303 105 100 1 (1/224)

3 |31 590 190 405 184 185 6 (1/174),(303/199),(323/279),
(337/280),(359/243),(361/270)

4 141 355 86 229 85 126 1 (71/193)

5 |51 320 99 215 99 105 0

6 |61 219 215 149 210 70 5 (111/237),(135/265),(191/269),
(366/118),(366/197)

7 |71 369 80 257 78 112 2 (63/280), (366/54)

8 |81 347 293 235 290 112 3 (362/308), (366/207),
(366/129)

9 |91 207 75 178 75 29 0

10 | 10_1 | 440 104 326 104 114 0

11 |11.1 | 353 36 304 34 49 2 (158/310),(172/316)

12 | 12.1 | 470 71 396 71 74 0

13 | 131 |412 120 334 120 78 0

14 |14 1 | 784 103 722 103 62 0

15 | 151 |402 129 289 129 113 0

16 | 16_1 |928 336 811 331 117 5 (47/295), (143/176), (169/244),
(185/319), (239/232)

17 | 171 415 173 330 172 85 1 (87/162)

18 | 18 1 476 71 400 71 76 0

19 | 191 417 193 318 192 99 1 (168/81)

20| 201 681 36 640 35 41 1 (159/240)

21| 211 322 320 206 319 116 1 (295/103)

22 | 221 352 336 237 333 115 3 (52,222), (217/112), (351/284)

23 | 231 625 106 517 105 108 1 (87/272)

24 | 24 1 418 88 317 87 101 1 | (366/277)

25 | 251 401 93 328 93 73 0

26 | 26 1 262 170 165 169 97 1 (88/299)

27 | 27 1 418 56 388 56 30 0

28 | 28 1 308 39 228 39 80 0

29 | 291 492 78 436 78 56 0

30| 301 472 69 393 67 79 2 (18/240), (223/280)

31| 311 609 65 528 65 81 0

32| 321 458 58 418 58 40 0

33| 331 388 36 304 36 84 0

34| 341 389 108 249 107 140 1 (1/127)

35| 31 402 85 298 85 104 0

36| 361 379 336 299 333 80 3 (160/308), (255/137),
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(366/244)
37 [ 371 | 252 | 114 | 168 | 113 84 1 | (122/292)
38| 381 | 804 | 255 | 690 | 252 | 114 3 | (1/155), (1/215), (186/269)
39 [ 301 | 380 | 133 | 288 | 133 92 0
40 | 401 | 462 38 416 38 46 0

Table 3.9 Comparison of proposed method (after removing border minutiae) and CN method

Sr. CN method Proposed Difference Total %age
no. | Image | Ending | Bifur | Ending | Bifur | Ending | Bifur difference difference
1 11 344 85 132 85 212 0 212 97.7
2 2.1 403 106 138 105 265 1 266 109.5
3 31 590 190 144 184 446 6 452 137.8
4 41 355 86 84 85 271 1 272 160.9
5 51 320 99 106 99 214 0 214 104.4
6 6 1 219 215 75 210 144 5 149 52.3
7 71 369 80 87 78 282 2 284 172.1
8 81 347 293 147 290 200 3 203 46.5
9 91 207 75 127 75 80 0 80 39.6
10 | 101 440 104 161 104 279 0 279 105.3
11 | 111 353 36 177 34 176 2 178 84.4
12 | 121 470 71 175 71 295 0 295 119.9
13 | 131 412 120 190 120 222 0 222 71.6
14 | 141 784 103 483 103 301 0 301 51.4
15 | 151 402 129 160 129 242 0 242 83.7
16 | 16 1 928 336 522 331 406 5 411 48.2
17 | 171 415 173 181 172 234 1 235 66.6
18 | 18 1 476 71 208 71 268 0 268 96.1
19 | 191 417 193 144 192 273 1 274 81.5
20 | 20 1 681 36 408 35 273 1 274 61.9
21 | 211 322 320 134 319 188 1 189 41.7
22 | 221 352 336 109 333 243 3 246 55.7
23 | 231 625 106 284 105 341 1 342 87.9
24 | 24 1 418 88 204 87 214 1 215 73.9
25 | 251 401 93 107 93 294 0 294 147.0
26 | 26 1 262 170 52 169 210 1 211 95.5
27 | 27 1 418 56 184 56 234 0 234 97.5
28 | 28 1 308 39 117 39 191 0 191 122.4
29 | 291 492 78 261 78 231 0 231 68.1
30 | 301 472 69 221 67 251 2 253 87.8
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31 | 311 609 65 345 65 264 0 264 64.4
32 | 321 458 58 173 58 285 0 285 123.4
33 | 331 388 36 224 36 164 0 164 63.1
34 | 341 389 108 108 107 281 1 282 131.2
35 | 351 402 85 175 85 227 0 227 87.3
36 | 36_1 379 336 142 333 237 3 240 50.5
37 | 371 252 114 61 113 191 1 192 110.3
38 | 381 804 255 485 252 319 3 322 43.7
39 | 391 380 133 146 133 234 0 234 83.9
40 | 401 462 38 362 38 100 0 100 25.0

The percentage difference in the above table represents the error (false minutiae) and is
calculated as

Minutiaecalculated by CN method — Minutiaecalculated by proposed method y
Minutiaecalculated by proposed method

100

The Figure 3.18 is a graphical representation of total number of minutiae extracted by the CN
method and the proposed method. It can be easily concluded from the graph that the
proposed method eliminate most of the false minutiae (including the border minutiae) which
are left with the CN method.

The expanded portions of thinned fingerprint images from FVC 2002/Dbl_a database are
shown in Figure 3.19 and Figure 3.20 of ridge ending and ridge bifurcation respectively, in
which the marked 3 x 3 windows shows some of false minutiae points, to which the CN
method counts as valid minutiae (ridge endings or bifurcations) points. These points need to
be eliminated in the post processing stage while in the proposed algorithm these points are

automatically eliminated.
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Figure 3.18 Comparison of CN method and proposed method (with and without border pixel elimination)
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Figure 3.19 Expanded versions of the different parts of the thinned images. I:lRectanguIar
window shows the false ridge ending minutiae rejected by proposed algorithm.
(Caption shows FVC 2002/Dbl_a database fig. no. followed by coordinates
(xly) of the pixel in question)
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(m)26_1 (88/299) (n)30_1 (223/280) (0) 36_1 (255/137) (p) 38_1 (186/269)

Figure 3.20 Expanded versions of the different parts of the thinned images. I:lRectanguIar
window shows the false ridge bifurcations minutiae rejected by proposed
algorithm. (Caption shows FVC 2002/Dbl_a database fig. no. followed by
coordinates (x/y) of the pixel in question)
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3.3 Post Processing

Most of the false minutiae points including spike points are eliminated in the
proposed minutiae extraction algorithm. Still, there may exist some false minutiae points
which are required to be eliminated. False minutiae are introduced into the image due to
factors such as noisy images and image artifacts created by the thinning process. Figure 3.21
illustrates some examples of false minutiae structures, which include the spur, hole, triangle

and spike structures [164].

(a) Spur (b) Hole (¢) Triangle () Spike

Figure 3.21 Some of typical false minutiae structures [164]
The problems of fingerprint image post processing for false minutiae elimination have been
addressed by different authors in a different manner. Xiao and Raafat [164] introduced an ad
hoc approach to remove false minutiae structures. They proposed a rule based algorithm
which requires some numerical characteristics associated with the minutiae such as length of
ridge(s), the minutia angle, and the number of facing minutiae in a neighborhood. Hung
[165] proposed a set of algorithms using the property of duality between the ridge and
valley structures for detecting and removing spurs, holes and bridges. Hung's algorithm uses
thinned images and only ridge minutiae having a counterpart (of complementary type) in the
valley skeleton are retained. In Ratha et al. [80] algorithm validation of minutiae is based on
a set of three heuristic rules. For example, a ridge ending point that is connected to a
bifurcation point, and is below a certain threshold distance is eliminated. This heuristic rule
corresponds to removal of the spike structure. Additional heuristic rules are then used to
eliminate other types of false minutiae. Furthermore, a boundary effect treatment is applied
where the minutiae below a certain distance from the boundary of the foreground region are
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deleted. A novel approach to the validation of minutiae is the post processing algorithm
proposed by Tico and Kuosmanen [166]. This algorithm operates on the skeleton image. This
approach incorporates the validation of different types of minutiae into a single algorithm. It
tests the validity of each minutiae point by scanning the skeleton image and examining the
local neighborhood around the minutiae. The algorithm is then able to cancel out false
minutiae based on the configuration of the ridge pixels connected to the minutiae point. A
Tariq et al. [167] proposed a windowing method of post processing which takes into account
the minutiae neighboring information in a fingerprint image to validate ridge ending and
bifurcations. They used separate elimination and validation rules for ridge ending and
bifurcation. In the present work the windowing method has been used but instead of

validating the minutiae separately, the same rules for bifurcation and ending have been used.

3.3.1 Post Processing Algorithm
The algorithm of post processing used in this work is as:
1. Select the window size
2. Extract the minutiae point in question obtained from 3 x 3 window
3. Store 1 or 3 i.e. type of minutiae (1 for ridge ending and 3 for ridge bifurcation) in the
variable flag.
4. Increase the size of the window around the pixel in question by 2 i.e. from 3x3 to 5x5
or from 5x5 to 7x7 and so on.
5. Extract the pixels which are connected to the central pixel and make all the other
pixels zero
Check the 0 to 1 transitions of the boundary pixels for the extracted window
Store the result in flag

Repeat the steps 4 to 7 up to window size

© o N o

If all the values in a flag are same then it is a valid minutiae point and stores its
content (x, y, 0 and type).
10. Repeat the steps 2 to 9 for all the minutiae points extracted during feature extraction

stage.
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Experiments have been conducted on different fingerprint images and for different
window sizes by applying the above algorithm. The effect of the window sizes on the
minutiae validation is as shown in Figure 3.22, Figure 3.23 and Figure 3.24 for image 1 1,
2_1 and 4_1 respectively of FVC2002/Db1_a database. The red dots in the images of Figure
3.22, Figure 3.23 and Figure 3.24 represents the minutiae points where as the blue circles
represent some of the false minutiae points and green circles shows some of the lost
(genuine) minutiae points.

From the experimental results it has been observed that as the value of window size
increases total number of minutiae points go on decreasing. At the small window size the
number of false minutiae points are more and false minutiae go on decreasing as window size
has been increased. If the window size has been further increased some genuine minutiae
points may also be lost which will affect the accuracy of the system. Experimentally it has

been concluded that a window size of 15 gives the optimum results.
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(Tatal Minutiae =129 , Window Size =7) (Tatal Minutiae =103 | Window Size =3)

b) c) }

(Total Minutiae =64, Window Size =17) (Total Minutiae =58, Window Size =19) (Total Minutiae =54, Window Size =21)



(Total Minutiae =70, Window Size =17) (Total Minutiae =67, Window Size =19) (Total Minutiae =64, Window Size =21)

(9) (h) (i)
Figure 3.24 Images after post processing of image 4_1 of database FVC2002/Db1_a with

different window size
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3.4 Alignment and Validation

Each extracted minutiae of fingerprint image in the minutiae extraction stage is
defined by its location (X, y), its orientation (&) and its type (ridge ending or ridge
bifurcation). Each minutia in the reference image is required to be matched with the
corresponding minutia in the query image to find the authenticity of the person. So, the
success of minutiae based fingerprint authentication systems normally depends upon the
point matching algorithm. However, rotation and translation between the reference image
and query image are the major issues involved for the success of an automatic fingerprint
authentication system. Because, rotation and translation between the two images make it
difficult to find the correspondence between the features (minutiae) of the two images.
Generally, fingerprint matching algorithm has two steps

Q) Align the template and query images.

(i)  Determine the correspondences between features of the two images.

Aligning the two fingerprints is a mandatory step in order to maximize the number of
matching minutiae. Correctly aligning the fingerprints requires the translation and rotation to
be recovered exactly. Different approaches of fingerprint pre-alignment divided into absolute
and relative pre-alignment, proposed in the literature by the different authors and have been
discussed in the chapter 2 [113-120].

In the present work, a new genetic algorithm based relative alignment method has
been developed. All the three parameters X, y (translation) and & (rotational) have been
optimized separately and the fitness value is calculated using the parameters from reference
and query image in the sorted form. In order to speed up the fitness evaluation function two

speed enhancement steps have also been incorporated in the developed algorithm.

3.4.1 Genetic Algorithm

Genetic algorithm is a method for solving optimization problems. The genetic
algorithm (GA) repeatedly modifies a population of individual solutions. At each step GA
selects individuals at random from the current population to be parents and uses them to
produce the children for the next generation. Over the successive generations, the population
evolves towards an optimal solution [168]. The Genetic algorithm works in the following

manner [169]:
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The algorithm begins by creating a random initial population of N chromosome.
The algorithm then evaluates the fitness function of each member in the current
population.
Based upon the fitness value the algorithm then creates a new population of children
by using the individuals in the current population (parents). Three types of children
i.e. elite children, crossover children and mutation children are created for the next
generation. This process is known as reproduction and is explained in section 3.4.1.1.
With the newly formed generation the algorithm goes to step 2. This process is
repeated until one of the stopping criteria is met.

The algorithm stops when one of the stopping criteria is met. The different stopping
conditions are explained in the section 3.4.1.2 under the heading termination

conditions.

3.4.1.1 Reproduction

Reproduction determines the creation of next generation in genetic algorithm. The

various steps of reproduction are [169]

a)

b)

Elite count: It determines the number of individuals with the best fitness value in the
current generation that is guaranteed to survive in the next generation. These
individuals are known as elite children. The value of elite children should be small
because setting the elite count to a high value means more number of fit individuals
in the next generation, which will make the search less effective.

Crossover: The crossover children are created by combining the genes from a pairs
of individuals in the current population. The crossover enables the algorithm to
extract the best genes from different individuals and recombine them into potentially
superior children. The crossover fraction specifies the fraction of each population,
other than the elite children, that are made up of crossover children. The value of
crossover fraction varies between 0 and 1. A crossover fraction of 1 means that all
children other than elite children are crossover children which means the algorithm
can not create any new genes. So, any value between 0 and 1 should be chosen which

will give the best result.
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c) Mutation: Mutation adds to the diversity of a population and thereby increases the

likelihood that the algorithm will generate individuals with better fitness values.
Mutation children are created by applying random changes to single individual in the

current generation.

3.4.1.2 Termination Conditions

Termination conditions decide when the genetic algorithm should stop. Following are

the termination conditions which may be considered for stopping the GA [169].

Generations: it specifies the maximum number of iterations the genetic algorithm
will perform.

Time Limit: it specifies the maximum time in seconds the genetic algorithm runs
before stopping.

Fitness Limit: The algorithm stops if the best fitness value is less then or equal to the
fitness limit.

Stall Generation: If there is no improvement in the best fitness value for the number
of generations indicated by the stall generation the algorithm will stop.

Stall Time: If there is no improvement in the best fitness value for an interval of time

in seconds indicated by the stall time the algorithm will stop.

3.4.2 Proposed Alignment Algorithm

In fingerprint authentication system main problem is due to relative displacement i.e.

rotation and translation between reference and query fingerprint images. The translation is

further divided into x and y directions. But r = /x* + y® can not be optimized in place of x

and y because for the same change in value of x and/or y the change in value of r is different

for the different base value of x and y. Thus there are three different parameters to be

optimized with the help of Genetic algorithm.

Optimizing these three parameters together will pose a problem, if at some point of time an

optimum value of theta is approached by the chromosome the same may not be reported as

optimized value, as x and y may not be optimum at that point of time, so three being
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optimum at the same time has a less probability and the answer may not be correct. In other

words optimizing these three parameters separately will give an accurate result.

3.4.2.1 Fitness Evaluation Function

Fitness value is calculated by subtracting the values of reference data and value of
current chromosome from the query data. Since the query data and reference data are not in
order of matching so each value in the query data is compared with the all the values in the
reference data and errors are calculated for each comparison. The minimum of these errors is
chosen. After evaluating the errors for each value in the query data by the above modus
operandi the root mean square (RMSE) of those errors is taken, which is the fitness value for
the chromosome in action, likewise the fitness value for all the chromosomes of the current
population is calculated
Let us take the case of theta optimization as an example, let the
Query datais: 96,,90,,96,,96,,96,,096,,96,,90;,......... ..
Reference data: ré,,r0,,r0,,r0,,r6,,r6,,r0,,ro;,....... ..
Population generated by GA: 6,,6,,6,,6,,6,6,,6,,6,.......... ..
Calculate the fitness value as shown in following steps:

1. Take the first point of the populationé,.
2. Take the first point of Query data i.e. q6,.

3. Subtract all points of reference data and population point from the above query point

and evaluate the error as:

E,=q6,-r6, -6,

E,=q6,-16, -6,

E;=06,-r6,-6,

E,=q6,-r6, -6,

E.=q6,-r6, -6,

E,=q60,-r6, -6, and soon ...............oo..il

4. Search out the absolute minima of errors calculated in step 3 and assign it as the error
for g6, asqE,, i.e. qE, =min(E, |E,|, |Es|, |E4|s [Es|s vvvvvvmmnne .

J

5. Repeat the steps 3 and 4 for all the points of query data.
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Calculate the RMSE of qE,,qE,,qE;,qE,,qE;,.......... This value of RMSE is the

fitness value for 6, .

Repeat the steps from 2 to 6, to calculate the fitness value for all the points in the

current population.

3.4.2.2 Speed up Process

In order to reduce the computational time taken by the Genetic algorithm various

speed up steps are introduced in the algorithm, as given below:

Instead of calculating the error for each point of reference data as proposed in the
fitness evaluation function, only those data values of reference data are taken which
lies within a range i.e. upper and lower limit of the query data point. Suppose in the
optimizing x and the current value of query point is 25 and if the range is+10, then
only those values of reference data are taken for calculation of error which lies
between +35 to +15. Greater the range more will be the accuracy but speed will be
less, by decreasing the range the speed can be increased but this will decrease the
accuracy.

Binary search algorithm is used to find the minimum of the calculated errors. With
binary search algorithm there is no need to calculate all the values of error i.e. E;, E,
Es v En. Binary search algorithm searches a sorted array by repeatedly
dividing the search interval in half. By using this algorithm errors in the middle value,
one value above and below middle value are calculated. The algorithm narrows its
search in the lower half part if error in middle value is greater than the error in value
one term below the middle value while it narrows its search in the upper half part if
error in middle value is greater than the error in value above the middle value. This
process will continue until minimum value of error is determined. Binary search

algorithm requires at most 1+log, N iterations in comparison to N iterations in the

linear search.

3.4.2.3 Termination Conditions and Reproduction

Termination conditions are required to stop the Genetic algorithm. In the

present case following termination conditions have been considered and are tabulated

82



in Table 3.10.

Table 3.10 Termination conditions

Generations 50
Time Limit No time limit
Fitness Limit 0
Stall Generation 15
Stall Time 15 seconds

Reproduction determines the proportion of the three types of children in the new generation.
Experiments have been conducted for different values of crossover fraction and
corresponding fitness values and it has been observed that any value between 0.75 to 0.8 will
give the best results. So, a crossover value of 0.8 has been selected. In the present case a
population of 20 individuals has to be created so the contribution of different reproduction
functions is

1) Elite children =2

2) Crossover children — 18*0.8 = 14.4 =14

3) Mutation children = 4

The flow chart of the proposed alignment using genetic algorithm and validation of
image is shown in Figure 3.25. As shown in the Figure 3.25 after the initialization of
different parameters like population size, crossover fraction, elite count, type of error (to find
out fitness value in the present case RMSE), number of generations etc. the system optimizes
the value of X, y and @ separately. Figure 3.26 shows the flow chart for the optimization of

X,yand@

After knowing the relative linear and angular displacement between the reference
image and query image from the GA based alignment algorithm, the query image has been
translated and/or rotated as per the calculations and minutiae points are calculated again from
the query image. Minutiae related to ridge bifurcations and ridge endings have been
separated both for reference and query images. These two types of minutiae have been stored

in different variables and have been arranged in the ascending order. The minutiae from the
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two images are compared and a score is calculated to validate the authenticity of the person.

If the score is above a particular value, then the claim of the user is authenticated, otherwise

rejected.

Initialize population size and Crossover
fraction

v

Initialize elite count, type of error, no. of
generations etc.

v

Get the required data from query and
reference image

v

Optimize the value of x, y and 0
separately

v

Apply the calculated correction in query
image

v

Extract the minutiae from query image

v

Separate the minutiae into ridge ending
and bifurcation

v

Arrange the minutiae in ascending order

v

Compare the corresponding minutiae
and count matched minutiae

Extract the required

v

Compute the score

v

Score > Threshold

No

data of reference image
from database

Authorized person

A 4

Unauthorized person

>
<

Stop

Figure 3.25 Flow chart for alignment and validation of an image 84



Figure 3.26 represents the flow chart to optimize x, y and 4.

A 4

Initialize population
forx ory or 6

A

Get the query image and

reference figure data to
optimize x or y or

v
Size =0

»
»

\ 4
Calculate fitness value for
current X or y or 0

\4
size =size+1

size = population

No
size?

Generate next population —

Sa_tisfy e Elite Count
termination e Crossover
e Mutation

conditions?

Figure 3.26  Flow chart for the optimization of x, y and &



3.4.3 Results of Alignment and Validation

In the present work the fingerprint images from FVVC2002/Db1_a database has been used to
obtain the results. The fingerprint images were intentionally rotated and translated to check
the performance of GA based relative alignment algorithm. Table 3.11 shows the results of

the proposed alignment method for some of the fingerprint images chosen randomly from the

database.
Table 3.11 Results of alignment
Fig. Calculated results after
Simulated GA Difference

No. X Y 0 X y o X Y 0
11 0 0 -2 0 0 -2 0 0 0
11 0 0 -3 0 0 -3 0 0 0
11 -1 1 2 -1 1 3 0 0 1
11 -5 2 3 -4 2 3 1 0 0
2.1 0 0 -5 0 0 -5 0 0 0
21 0 0 -14 0 0 -14 0 0 0
21 0 0 14 0 1 14 0 1 0
2.1 4 4 0 3 4 -1 -1 0 -1
31 0 0 0 -1 1 -1 -1 1 -1
31 4 4 0 3 3 1 -1 -1 1
31 11 11 0 10 10 1 -1 -1 1
31 0 0 -8 1 0 -7 1 0 1
41 0 0 5 0 0 5 0 0 0
41 0 0 -15 1 0 -15 1 0 0
41 5 5 5 5 6 4 0 1 -1
41 -10 -10 8 -8 -8 6 2 2 -2
51 -1 -1 0 0 0 1 1 1 1
51 9 9 0 9 9 -1 0 0 -1
51 15 15 2 15 13 0 0 -2 -2
51 0 0 -14 0 1 -14 0 1 0
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6.1 0 0 1 2 0 2 2 0 1
6 1 0 0 10 1 0 12 1 0 2
6 1 -8 -8 0 -8 -8 1 0 0 1
6.1 15 15 7 12 11 7 -3 -4 0
71 0 0 ) 0 0 2 0 0 0
71 0 0 -3 0 0 -3 0 0 0
71 -1 1 2 -1 2 2 0 1 0
71 5 2 3 -4 3 3 1 1 0
8 1 0 0 5 0 0 -4 0 0 1
8 1 0 0 -14 0 0 | -14 0 0 0
8 1 0 0 14 2 0 14 2 0 0
8 1 4 4 0 3 4 -1 -1 0 -1
9 1 0 0 0 1 0 -1 1 0 0
9 1 4 4 0 4 3 0 0 -1 0
9 1 11 11 0 11 10 2 0 -1 2
91 0 0 -8 0 0 7 0 0 1
101] o0 0 5 0 0 5 0 0 0
101 o 0 -15 1 1 | -15 1 1 0
101 ]| 5 5 5 5 6 5 0 1 0
101 [ -10 -10 10 10 | -8 9 0 2 2

Difference = Calculated results after GA - Simulated

Experiments have been performed on 3600 image database obtained by translating, rotating

and translating plus rotating the fingerprints from FVC2002/Db1l_a database by 1 pixel and 1

degree up to + 15 pixel and + 15 degree for alignment and validation using GA. The results

obtained are:

i) Within £ 1 pixel and +1 degree

When the simulated translation and rotation are within = 5 then correct result
obtained are 96% for a tolerance of + 1 pixel translation and +1 degree rotation. For

simulated translation and rotation from = 5 to + 10, the results are 95% while for
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simulated translation and rotation within = 10 to + 15, 94% results have been

obtained within £ 1 pixel translation and +1 degree rotation.

Translation and Correct identification out of 1200 Success
Rotation images (Within +1 pixel and £1 degree) rate
Within +5 1152 96
Within + 10 1140 95
Within + 15 1128 94

1)  Within £ 5 pixels and + 2 degree

When the simulated translation and rotation are within £ 5 then correct result

obtained are 98.5% for a tolerance of £ 1 pixel translation and +1 degree rotation.

For simulated translation and rotation from + 5 to + 10, the results are 98% while for

simulated translation and rotation within £ 10 to + 15, 97.5% results have been

obtained within £ 5 pixel and +2 degree.

Translation and Correct identification out of 1200 Success
Rotation images (Within +5 pixel and £2 degree) rate
Within +5 1182 98.5
Within + 10 1176 98
Within + 15 1170 975

In about 95% of the cases the algorithm gives results in + 1 pixel and +1 degree. If range of

tolerance is increased to £ 5 pixels and = 2 degree accuracy becomes 98%.

3.5 Summary

Pre-processing is an essential part in minutiae based automatic fingerprint

authentication systems. This step helps to extract reliable minutiae (features) from the

fingerprint image. Three preprocessing steps namely segmentation, binarization and thinning
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has been implemented. Segmentation has been performed by using mean and variance in a
block of 16 x 16. A comparative study has been carried out to find the effect of thresholding
on the fingerprint by using global thresholding and regional average thresholding. It has been
concluded that the regional average thresholding is a better choice than global thresholding in
case of fingerprint, which has been shown pictorially in Figure 3.10. An improved and
efficient thinning algorithm has been proposed and implemented. In the proposed algorithm
the 8 neighbors of a pixel in a 3 x 3 window have been arranged as 8 bits of a byte and
corresponding Hexadecimal (Hex) value has been calculated. These Hex values have used to
obtain a minimized Boolean expression, using standard Karnaugh Map (K map) technique.
The proposed algorithm resulted in better thinned images by reducing the fingerprint image
to one pixel width and makes the image rotation independent. Three different implementation
steps have also been proposed and implemented to speed up the thinning process which
results in the reduction of operational time by 40%. In the minutiae extraction stage a new
minutiae extraction algorithm has been proposed and implemented by considering the
genuine cases of minutiae only. A truth table has been formulated of the genuine minutiae
cases and solved to a minimized logical expression using a well known minimization
technique of Karnaugh map. The proposed method eliminates up to 25% false minutiae in the
extraction stage, which remains with the crossing number method. It has also been observed
that the while there is significant improvement in identification of ridge endings, only a few
false ridge bifurcations case are reported. A window method of post processing has been
implemented. The validity of the minutiae point has been checked by varying the size of the
window. Experiments have been conducted to find out the optimum size of the window (15
in the present case) so that maximum false minutiae are eliminated and all genuine minutiae
are preserved.

A new genetic algorithm based relative alignment method has been proposed and
implemented to take care of the translational and rotational difference between query and
reference image. All the three parameters x, y (translation) and & (rotational) have been
optimized separately and the fitness value has been calculated using the parameters from
reference and query image. To speed up the process during the fitness evaluation function
only those data values of reference data have been considered which lies within upper and

lower limit of the query data point. The speed of the process has been further enhanced by

89



incorporating the binary search algorithm to find the minimum of the calculated error. The
proposed method gives accurate results in 95% of the cases with a difference of + 1 pixel and

+ 1 degree while an accuracy of 98% has been obtained for the tolerance of £ 5 pixel and + 2

degree.
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CHAPTER 4

Image Based Fingerprint Verification System

Different aspects of minutiae based authentication system have been discussed in the
previous chapter. The minutiae based algorithms depend upon the local discontinuities in the
ridge flow pattern and requires extensive preprocessing and/or post processing operations. In
this chapter an image based fingerprint verification system has been discussed. Image based
matching algorithm use both the micro and macro features of a fingerprint instead of using
only the minutiae locations. The present chapter includes the development of an image based
verification system using the Laboratory Virtual Instrument Engineering Workbench
(LabVIEW) version 6i. The effect of fingerprint image enhancement on the accuracy of the

image based verification system has also been presented in this chapter.
4.1 Verification System

Verification is a process which authenticates the identity of a person by comparing the
captured biometric information with his/her biometric information stored in the system. It
performs one to one comparison to determine whether the identity claimed by the user is true
or not. A verification algorithm consists of two steps:

1. Enrollment of the user

2. Authentication of the user

4.1.1 Enrollment of the User

In the enrollment process new users are enrolled in the system. Each user has to enter

his/her name and password along with one’s biometric information i.e. the fingerprint. The
flow chart of enrollment type module is shown in Figure 4.1. This module has been designed
in such a way that no two users should be of the same name although any user can have any
password. If same name is entered that already exists in the database the algorithm will
demand a new name to be entered. For the enrollment of the user a data record is to be
maintained in the database containing the name, password and biometric information of the

user. If simple text files are used the name and password get stored together as a single
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string. Using LabVIEW data log files [170] (which are exclusively available in LabVIEW to
maintain data base of records) the information regarding the user is stored in the form of
clusters. Data log files makes writing and reading much faster. It also simplifies data retrieval
because the original blocks of data can be read as a record without having to read all records
that precede it in the file. Random access is fast and easy with Datalog files because all it

needs is to access the record as the record number.

Enter the name

<
<

Whether m

already exists? Yes

Enter the new name
|

Enter the password

v

Capture the input image

v

Extract the required
template and features

v

Store the information in
the database

v

Figure 4.1 Flowchart of enrollment process

4.1.2 Authentication of the User

In the authentication step first of all the system demands the name and password of

the user. The entered name and password is compared with all the enrolled users in database
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to check if name and password match with any particular entry in the database. If any of the
name and/or corresponding password is incorrect then the system gives a message “You are

not an enrolled user” and stops. The flow chart of the authentication module is shown in the

Figure 4.2. @

Enter the name

v

Enter the password

Whether name
and password
correct?

You are not an
enrolled user

Enter the query
image

v

Extract required data

!

Compare the two images

Template in
data base

A 4

Is required
threshold achieved?

Unauthorized
person

Yes

Authorized person > Stop

Figure 4.2 Flow chart of authentication process
As shown in the flow chart if name and password of the user are matched with any of

the entry in the database then the system demands for the biometric information (fingerprint

image in the present case) in question. The system extract the features from the image in
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question and compares the features of the present image with the features of the user already
stored in database. If matching of features from both the images lies within the accepted limit
the system accepts the claim of the user, otherwise, will reject it.

The following sections explain in detail about the different blocks used and the

simulation results obtained in the image based fingerprint verification system.

4.2 Template Extraction

The choice of a template is very critical for the success of the image based
authentication system. A good template can be easily localized in a query image while bad
template cannot be easily found in the query image. The choice of the template is influenced

by its type, size and position. These factors are discussed below.

4.2.1 Type of Template
Type of the template to be extracted from the reference image is very
important parameter for the success of an image based authentication system.
Following points must be kept in mind for the while selecting the type of the template
in an image based authentication system [171].
e The template should be asymmetric enough so that it can be uniquely identified at a
certain orientation.
o Complex templates will take longer to match than very simple ones. However, too
simple template may result in spurious matches and increased false acceptance rate.
e The template should contain enough detail to fix its spatial position in the image. To
do this, it needs to contain both vertical and horizontal features.
4.2.2 Size of Template
In order to overcome the problem of high computational complexity of the correlation
based methods a small size template should be extracted from the reference image and to
be correlated with each and every point in the query image. Size of the extracted template
is very critical because size of the template affects the speed and accuracy of the system.
Too small size template may not provide enough distinction [61]; on the other hand if
entire fingerprint is taken as a template then apart from the speed limitation, the elastic

deformation of the query image may cause serious errors.
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4.2.3 Position of Template

Position of the template i.e. the point from where the template is to be extracted is
also very crucial. The core or delta points in a fingerprint image may act as reference
point. However, when these points can not be reliably detected or they are very near to
the border of the fingerprint area, the extracted features of the input fingerprint may be
incomplete or incompatible with respect to the template.

In the literature minutiae based, coherence based and correlation based three different
template selection methods have been discussed. In minutiae based approach, templates
around the minutiae point are extracted to locate the template in the query image
correctly and efficiently [172]. This method suffers with all the problems of minutiae
based systems, moreover, time will be required to extract the minutiae points. In the
coherence (a measure of direction for local gradients) based template selection method
those templates are chosen which have low coherence values [61]. The advantage of this
system is that it also includes the minutiae points because the area around the minutiae
points contains more gray scale gradient orientations which results in a lower coherence.
But the disadvantage of this method is that the noisy areas also represent the low
coherence so it becomes difficult to differentiate between the area of interest and the
noisy area. In correlation based template selection method templates are selected
depending upon their dissimilarity at other positions in the same fingerprint. If the
dissimilarity of the template at its original position and at all the other positions in an
image is more then it will be a good template because this particular template contains
enough distinction to give the accurate results. If the dissimilarity is less then it is not a
useful template. This method of template selection suffers from the limitation of
computational requirements.

In the present work, a square template of size 50x 50, 100x 100 and 200x 200 pixels
has been considered for extraction. The reference templates are extracted starting from
the center of the image and the selection of the template depends upon its value of the

standard deviation. The standard deviation of template k of size W x W is given by:

1/2

i, H)-MK?3 (4.1)

w-1 W

)

Where, M (k) = Mean of block k and I(i, j)= WValue at pixel (i, j)

1 1
o (k)= VF _

j=0
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Since standard deviation is a very good measure of dispersion of the data [173]. More the
value of standard deviation more is the distinction between the components of the template
and more time it will take to learn while if the value of the standard deviation is less then the
distinction in the components of the template is less which may affect the accuracy of the
system. So, a compromise has to be made between the accuracy and speed of the system for
the choice of the standard deviation of the template. Experimentally it has been observed that
the standard deviation of 300 units , 450 units and 600 units gives good results for the
template image size of 50x 50, 100x 100 and 200x 200 pixels respectively. The flow chart of

template extraction process has been shown in Figure 4.3.

Calculate the size of the
image
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the image

»
>
A

y

Extract the template of
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Adjust the center point
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7y Calculate the standard deviation
of the extracted template

Is
standard deviation
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No

Figure 4.3 Flow chart for template extraction from the image
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As shown in the flow chart if, the extracted image does not provide the required standard
deviation then a new window has to be extracted. This has been done by moving the center of
the extraction window to 1/4™ of the template size in x and y direction simultaneously. The
standard deviation of the new window has to be calculated again. This process continuous

until the template of required standard deviation has been obtained.

4.3 Feature Extraction and Learning

The feature extraction and learning phase of image based verification system involves
analyzing the template image to find features that can be exploited for efficient matching
performance. The traditional grayscale correlation methods have no learning phase. In
traditional methods the template is simply compared to every possible location in the image
via a 2D correlation. The main drawback of this type of method is the huge computational
effort required [174]. With a learning phase the number of calculations can be reduced by
sub-sampling of the template image. This stage should extract the information about the
overall structure of the image, identifies & extracts features of the template that are rotation
independent & scale independent. The extracted features will be useful for localizing the
match. The information extracted by this stage will be used for comparison with the data of
the query image, during the matching stage. The feature extraction stage is divided into
following two parts

Q) Translation and rotation
(i)  Sampling and edge detection

4.3.1 Translation and Rotation

Translation and rotation between the reference and query fingerprints is a major issue
which must be taken into account for the success of an image based fingerprint authentication
system. In order to take care of the rotation and translation the circular intensity profile of the
template image has been calculated. Figure 4.4 (a) depicts the original image 1_1 of database
FVC 2002/ Db_1a while Figure 4.4 (b) depicts the image 1_1 with 14 pixels translation in x
and y direction. Figure 4.5 shows the circular intensity profile of the selected region indicated
by the red circle in the original image. Figure 4.6 shows the circular intensity profile of the

selected region indicated by the red circle in the translated image.
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(b)

(a)
Figure 4.4 (a) Original image 1_1 (b) Image 1_1 with 14 pixels translation in x and y

direction
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Figure 4.5 Circular intensity profile of original image 1_1
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Figure 4.6 Circular intensity profile of image 1_1 with translation of 14 pixels in x and y
direction
The comparison of Figure 4.5 and 4.6 reveals that the circular intensity profile of both
original and translated image is same. The circular intensity profile of rotated image will also
be same as that of the original image, but it will be shifted to right or left depending upon the

amount and direction of rotation.

4.3.2 Sampling and Edge Detection

In order to take care the problem of high computational complexity present in the
traditional correlation based methods an image understanding technique has been used.
Image understanding refers to the image processing technique that extracts the overall
structure of the template image. This has been done by using the quasi-random sub sampling
operation in which pixels are analyzed by checking their surrounding neighborhood for
uniformity and each pixel is classified according to how large its surrounding neighborhood
is uniform (i.e. 3x 3, 5x5 and so on)[175]. Quasi- random sub sampling reduces the amount

of information needed to fully characterize an image or pattern, which speeds up the
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searching process. Also, extracting useful information from a template and removing the
redundant and noisy information provides a more reliable and accurate result.

At last, Sobel edge detector has been applied on the template image to find out the
strong edge points i.e. the edge points having the magnitude greater than a threshold value.
These details will be helpful for the fine tuning the location of the matched template in the
query image. This learning phase is quite complex and calculations may take several seconds

to perform. But, this phase needs to be done once per template [175].

4.4 Matching

During the matching stage the required pattern is searched in the query image by
using the information from the learning phase. The matching phase consists in sliding the
sampling structure over the query image and look for the rotated or translated version of the
circular intensity profile of the reference (template) image stored in the file. Several
candidate matches are possible during this stage. In order to speed up the process the search
space may be restricted by specifying the degree of rotation. The system then considers each
candidate separately to find out the overall structure of the template. This has been done by
using the quasi-random pixels extracted during the feature extraction stage and performing
the cross correlation with all the possible candidates identified by the circular intensity
profile. A score is calculated for each candidate and candidates for higher score are
considered for matching with the edge detection results of the learning phase to fine tune the
location of each match. A score is again determined using cross correlation to determine the
degree of match between the two images and to validate the claim of the user. Figure 4.7 (a)
shows the fingerprint image 1_1 of database FVVC 2002/Db1l_a. The square box with the blue
colour indicate the portion of the image to be extracted for learning as shown in Figure 4.7
(b). Image in Figure 4.7 (c) is the query image, which is the translated and rotated by 15
pixels (x and y direction both) and 15 degree respectively. The red box in Figure 4.7 (c)

indicates the matched region with the template in the query image.
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Figure 4.7 (a) Fingerprint image 1_1 of database FVC 2002/Dbl_a (b) Extracted portion of
the image (c) Query image (red box indicates the matched portion in query image)
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4.5 Database

In the present work the fingerprint images from FVVC2002/Db1_a has been used to obtain
the results. Further, a data base has been created by:

= Translating the fingerprint images by 1 pixel in both X and Y direction

= Rotating the fingerprint images by 1 degree

= Both translating and rotating the images by 1 pixel and 1 degree
The images are translated and rotated up to +15 pixels and + 15 degree. Figure 4.8 shows
the original image 1 1 of FVC2002/Dbl _a, its translated, rotated and translated plus rotated

versions.

(d)
Figure 4.8 (a) Original Image (b) Translated Image in X and Y direction (c) Rotated Image

(d) Rotated plus translated image
In this way for every selected image of FVC2002/Db1_a 90 (30 translated, 30 rotated and 30

translated plus rotated) images have been obtained.
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4.6 Results

Two performance measures namely, false rejection rate and false acceptance rate
have been calculated for different images, with different thresholds and template sizes.
Experiments have been performed by considering template size of 50x 50, 100x 100 and 200
x 200 pixels respectively extracted from the image as explained in section 4.3. Figure 4.9
shows the extracted images of template size 50x50, 100x 100 and 200x200 pixels
respectively from the image 1_1 of FVC2002/Db1l_a database.

A\

o ,
i
(a)

(b)
Figure 4.9 Template size of (a) 50x50 pixels (b) 100x 100 pixels (c) 200x 200 pixels
extracted from image 1 1 of FVC2002/Db1_a database

4.6.1 False Rejection Rate

False rejection rate also known as false non-match rate (FNMR) is the error which
occurs when the system considers two biometric measurements from the same source
(fingerprint in the present case) to be from the different sources (fingerprints). Each
fingerprint image of different person in the database is compared with all 90 (30 translated,
30 rotated and 30 translated plus rotated) images of the same person to find out the false non-
match rate (FNMR). The simulation results obtained for learning image sizes of 200x 200,
100x 100 and 50x 50 have been tabulated in Table 4.1, Table 4.2 and Table 4.3 respectively.
Figure 4.10, Figure 4.11 and Figure 4.12 shows the graphical representation of the obtained
results. Table 4.4, Table 4.5 and Table 4.6 shows the consolidated results of all the fingers in
the database for learning image sizes of 200x 200, 100x 100 and 50x50 respectively.
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Table 4.1 False rejection rate for learning image size 200x 200

Sr. Image Translated Rotated Translated plus rotated
No. No.
Threshold Threshold Threshold
700 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% 0% 0% 0% 0% 0% 3% 3% 3% 10% 0% 3% 3% 3% 10%
2 2.1 0% 0% 0% 0% 0% 13% 13% 13% 13% 23% 13% 13% 13% 13% 23%
3 31 0% 0% 0% 0% 0% 27% 27% 40% 40% 63% 37% 37% 40% 40% 67%
4 41 0% 0% 0% 0% 0% 13% 13% 17% 47% 73% 13% 13% 17% 47% 73%
5 51 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 0% 7%
6 6 1 0% 0% 0% 0% 0% 13% 13% 13% 23% 33% 13% 13% 13% 23% 33%
7 71 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 0% 7%
8 81 0% 0% 0% 0% 0% 13% 13% 13% 13% 23% 13% 13% 13% 13% 23%
9 91 0% 0% 0% 0% 0% 13% 13% 17% 47% 73% 13% 13% 20% 47% 73%
10 10 1 0% 0% 0% 0% 0% 13% 13% 13% 13% 23% 13% 13% 13% 13% 23%
11 11 1 0% 0% 0% 0% 0% 13% 17% 30% 37% 43% 13% 17% 30% 37% 50%
12 12 1 0% 0% 0% 0% 0% 0% 7% 20% 37% 53% 0% 7% 20% 40% 53%
13 13 1 0% 0% 0% 0% 0% 7% 7% 7% 17% 60% 7% 7% 7% 17% 60%
14 14 1 0% 0% 0% 0% 0% 0% 3% 3% 7% 33% 0% 3% 3% 7% 33%
15 15 1 0% 0% 0% 0% 0% 7% 7% 7% 20% 37% 7% 7% 10% 20% 37%
16 16 1 0% 0% 0% 0% 0% 0% 3% 13% 20% 27% 0% 3% 13% 20% 27%
17 17 1 0% 0% 0% 0% 0% 17% 20% 30% 33% 37% 17% 23% 30% 33% 37%
18 18 1 0% 0% 0% 0% 0% 3% 10% 13% 20% 46% 3% 10% 17% 23% 50%
19 19 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 7%
20 20 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 17% 0% 3% 3% 7% 27%
21 211 0% 0% 0% 0% 0% 3% 7% 17% 20% 33% 3% 7% 17% 23% 37%
22 22 1 0% 0% 0% 0% 0% 3% 3% 7% 13% 23% 3% 10% 13% 13% 23%
23 23 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 0% 7%
24 24 1 0% 0% 0% 0% 0% 13% 13% 13% 27% 40% 13% 13% 13% 27% 40%
25 25 1 0% 0% 0% 0% 0% 3% 3% 10% 20% 53% 3% 3% 13% 23% 53%
26 26 1 0% 0% 0% 0% 0% 3% 7% 13% 40% 67% 3% 7% 13% 43% 67%
27 27 1 0% 0% 0% 0% 0% 3% 3% 13% 13% 37% 3% 3% 17% 23% 47%
28 28 1 0% 0% 0% 0% 0% 7% 10% 13% 13% 30% 10% 13% 13% 27% 33%
29 29 1 0% 0% 0% 0% 0% 0% 3% 3% 3% 13% 0% 3% 3% 3% 13%
30 30 1 0% 0% 0% 0% 0% 0% 3% 3% 10% 27% 3% 3% 3% 13% 27%
31 311 0% 0% 0% 0% 0% 0% 0% 3% 13% 17% 0% 0% 7% 13% 17%
32 32 1 0% 0% 0% 0% 0% 0% 0% 3% 3% 17% 0% 3% 3% 3% 20%
33 33 1 0% 0% 0% 0% 0% 10% 10% 13% 20% 40% 10% 10% 13% 23% 40%
34 34 1 0% 0% 0% 0% 0% 0% 0% 0% 10% 23% 0% 0% 0% 10% 23%
35 35 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 30% 0% 0% 0% 13% 33%
36 36 1 0% 0% 0% 0% 0% 10% 17% 30% 40% 47% 10% 17% 30% 40% 47%
37 37 1 0% 0% 0% 0% 0% 0% 3% 23% 27% 30% 3% 3% 23% 27% 30%
38 38 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
39 39 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 17% 23%
40 40 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 3% 0% 0% 0% 3% 30%
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Figure 4.10 False rejection rate of different images for various thresholds with learning image size 200x 200

(@) Rotation only (b) Rotation and translation
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Table 4.2 False rejection rate for learning image size 100x 100

Sr. Image Translated Rotated Translated plus rotated
No. No.
Threshold Threshold Threshold
700 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 3% 10%
2 2.1 0% 0% 0% 0% 0% 0% 0% 3% 3% 20% 0% 3% 7% 7% 23%
3 31 0% 0% 0% 0% 0% 0% 0% 3% 17% 57% 0% 0% 0% 17% 57%
4 41 0% 0% 0% 0% 0% 0% 0% 0% 0% 33% 0% 0% 0% 0% 33%
5 51 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
6 6 1 0% 0% 0% 0% 0% 0% 7% 10% 13% 30% 0% 7% 13% 17% 30%
7 71 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
8 81 0% 0% 0% 0% 0% 13% 13% 13% 13% 17% 13% 13% 13% 13% 17%
9 91 0% 0% 0% 0% 0% 3% 3% 17% 43% 73% 3% 3% 20% 43% 7%
10 10 1 0% 0% 0% 0% 0% 13% 13% 13% 13% 17% 13% 13% 13% 13% 17%
11 11 1 0% 0% 0% 0% 0% 0% 0% 0% 10% 30% 0% 0% 0% 10% 30%
12 12 1 0% 0% 0% 0% 0% 0% 0% 13% 33% 47% 0% 3% 13% 33% 47%
13 13 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 7%
14 14 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 0% 10%
15 15 1 0% 0% 0% 0% 0% 0% 0% 0% 13% 30% 0% 0% 7% 20% 37%
16 16 1 0% 0% 0% 0% 0% 0% 3% 13% 20% 27% 0% 3% 13% 20% 27%
17 17 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 0% 0% 0% 0% 13%
18 18 1 0% 0% 0% 0% 0% 0% 0% 3% 3% 3% 0% 3% 3% 3% 3%
19 19 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
20 20 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 0% 0% 0% 3% 20%
21 211 0% 0% 0% 0% 0% 0% 0% 7% 10% 33% 0% 3% 10% 17% 37%
22 22 1 0% 0% 0% 0% 0% 0% 0% 0% 7% 20% 0% 0% 0% 7% 23%
23 23 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
24 24 1 0% 0% 0% 0% 0% 13% 13% 13% 27% 40% 13% 13% 13% 27% 40%
25 25 1 0% 0% 0% 0% 0% 0% 0% 3% 17% 53% 0% 0% 3% 20% 53%
26 26 1 0% 0% 0% 0% 0% 0% 0% 0% 20% 40% 0% 0% 3% 23% 46%
27 27 1 0% 0% 0% 0% 0% 0% 0% 13% 13% 37% 3% 3% 13% 23% 40%
28 28 1 0% 0% 0% 0% 0% 0% 3% 10% 13% 30% 7% 7% 17% 23% 30%
29 29 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 7%
30 30 1 0% 0% 0% 0% 0% 0% 0% 0% 7% 13% 0% 0% 0% 7% 13%
31 311 0% 0% 0% 0% 0% 0% 0% 3% 10% 17% 0% 0% 7% 10% 17%
32 32 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 10% 0% 0% 0% 3% 10%
33 33 1 0% 0% 0% 0% 0% 3% 3% 3% 3% 26% 3% 3% 3% 3% 26%
34 34 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 0% 7%
35 35 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 13% 0% 0% 10% 13% 13%
36 36 1 0% 0% 0% 0% 0% 3% 7% 20% 20% 40% 10% 17% 20% 23% 40%
37 37 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 0% 10%
38 38 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
39 39 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 10%
40 40 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 7%
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Figure 4.11 False rejection rate of different images for various thresholds with learning image size 100x 100

(a) Rotation only (b) Rotation and translation
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Table 4.3 False rejection rate for learning image size 50x 50

Sr. Image Translated Rotated Translated plus rotated
No. No.
Threshold Threshold Threshold
700 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
2 2.1 0% 0% 0% 0% 0% 0% 0% 0% 0% 20% 0% 0% 0% 0% 20%
3 31 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
4 41 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
5 51 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
6 6 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
7 71 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
8 81 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
9 91 0% 0% 0% 0% 0% 0% 0% 0% 3% 3% 0% 0% 0% 3% 3%
10 10 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 7% 0% 0% 0% 3% 7%
11 11 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
12 12 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
13 13 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
14 14 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
15 15 1 0% 0% 0% 0% 0% 0% 0% 0% 13% 30% 0% 0% 3% 17% 37%
16 16 1 0% 0% 0% 0% 0% 0% 0% 0% 7% 10% 0% 0% 0% 7% 10%
17 17 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
18 18 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
19 19 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 0%
20 20 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
21 211 0% 0% 0% 0% 0% 0% 0% 7% 10% 33% 0% 3% 10% 17% 33%
22 22 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 0% 0% 0% 0% 10%
23 23 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
24 24 1 0% 0% 0% 0% 0% 0% 7% 13% 20% 33% 0% 7% 13% 20% 33%
25 25 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 0% 3%
26 26 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 13%
27 27 1 0% 0% 0% 0% 0% 0% 0% 7% 13% 33% 0% 0% 0% 13% 30%
28 28 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 7% 17% 17% 20%
29 29 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
30 30 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
31 311 0% 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 7% 17%
32 32 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 3% 10%
33 33 1 0% 0% 0% 0% 0% 3% 3% 3% 3% 17% 3% 3% 3% 3% 10%
34 34 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 0% 7%
35 35 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 13% 0% 0% 3% 13% 13%
36 36 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 7%
37 37 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 0% 10%
38 38 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
39 39 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 10%
40 40 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 7%
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Figure 4.12 False rejection rate of different images for various thresholds with learning image size 50 x 50

(a) Rotation only (b) Rotation and translation

109



Table 4.4 Consolidated false rejection rate for learning image size 200 x 200

Threshold Translation only Rotation only Translation plus rotation Total falsely
Falsely rejected FRR Falsely rejected FRR Falsely rejected FRR rejected images | Overall FRR
images (out of 1200) images (out of 1200) images (out of 1200) (out of 3600)
700 0 0.00% 62 5.17% 68 5.67% 130 3.61%
750 0 0.00% 79 6.58% 88 7.33% 167 4.64%
800 0 0.00% 125 10.42% 134 11.17% 259 7.19%
850 0 0.00% 200 16.67% 223 18.58% 423 11.75%
900 0 0.00% 369 30.75% 398 33.17% 767 21.31%
Table 4.5 Consolidated false rejection rate for learning image size 100 x 100
Threshold Translation only Rotation only Translation plus rotation Total falsely
Falsely rejected FRR Falsely rejected FRR Falsely rejected FRR rejected images Overall ERR
images (out of 1200) images (out of 1200) images (out of 1200) (out of 3600)
700 0 0.00% 14 1.17% 20 1.67% 34 0.94%
750 0 0.00% 20 1.67% 28 2.33% 48 1.33%
800 0 0.00% 48 4.00% 60 5.00% 108 3.00%
850 0 0.00% 100 8.33% 120 10.00% 220 6.11%
900 0 0.00% 250 20.83% 269 22.42% 519 14.42%
Table 4.6 Consolidated false rejection rate for learning image size 50x 50
Threshold Translation only Rotation only Translation plus rotation Total falsely
Falsely rejected FRR Falsely rejected FRR Falsely rejected FRR rejected images Overall ERR
images (out of 1200) images (out of 1200) images (out of 1200) (out of 3600)
700 0 0.00% 1 0.08% 3 0.25% 4 0.11%
750 0 0.00% 3 0.25% 6 0.50% 9 0.25%
800 0 0.00% 9 0.75% 15 1.25% 24 0.67%
850 0 0.00% 23 1.92% 37 3.08% 60 1.67%
900 0 0.00% 82 6.83% 97 8.08% 179 4.97%
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4.6.2 False Acceptance Rate (FAR)

False acceptance rate also known as false match rate (FMR) is the measure of the
likelihood that the biometric security system will incorrectly accept an access attempt by an
unauthorized user. False acceptance typically is considered the most serious of biometric
security errors as it gives unauthorized users access to systems that expressly are trying to
keep them out.

Each fingerprint image of different person in the database is compared with 100 images of
the different person to find out the false match rate (FMR). The simulation results obtained
for learning image sizes of 200x 200, 100x 100 and 50x 50 have been tabulated in Table 4.7.
No false acceptance has been found for the learning image size of 100x 100 and 200x 200
pixels upto a threshold of 700, however for learning image size of 50x 50 pixels some false
acceptance results have been observed. Figure 4.13 shows the graphical representation of the
obtained results for learning image size 50x50. Table 4.8, shows the consolidated results of

all the fingers in the database for learning image 50 x 50.
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Table 4.7 False acceptance rate of different learning images and different thresholds

Learning image size 200 x 200

Learning image size 100 x 100

Learning image size 50 x 50

Sr. Image Threshold Threshold Threshold
No. No.
700 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
2 2.1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 25% 10% 5% 0% 0%
3 31 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 40% 35% 30% 13% 0%
4 4.1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 50% 30% 5% 3% 0%
5 51 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0%
6 61 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 28% 20% 13% 8% 0%
7 71 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 50% 40% 10% 5% 5%
8 81 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 4% 0% 0% 0% 0%
9 91 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 5% 0% 0% 0% 0%
10 10 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 45% 38% 23% 10% 0%
11 11 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 28% 15% 10% 5% 3%
12 12 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 40% 30% 20% 10% 5%
13 13 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 8% 8% 0% 0%
14 14 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 5% 0% 0% 0% 0%
15 15 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 23% 3% 0% 0% 0%
16 16_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
17 17 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 48% 30% 15% 3% 3%
18 18 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
19 19 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 63% 50% 23% 15% 5%
20 20 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
21 21 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 50% 23% 10% 5% 0%
22 22 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
23 23 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 53% 25% 15% 3% 0%
24 24 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 40% 30% 20% 10% 5%
25 251 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
26 26 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 18% 10% 0% 0% 0%
27 27 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
28 28 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 5% 3% 0% 0% 0%
29 29 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
30 30_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0%
31 311 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 70% 55% 38% 15% 5%
32 321 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 8% 0% 0% 0% 0%
33 331 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 0%
34 341 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 5% 0% 0% 0% 0%
35 35_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
36 36_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 43% 30% 18% 10% 3%
37 371 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 20% 3% 0% 0% 0%
38 38_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
39 39 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
40 40_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
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Figure 4.13 False acceptance rate of learning image size 50 x 50

Table 4.8 Consolidated false acceptance rate of different learning images and different thresholds

Threshold Learning image size 200 x 200 Learning image size 100x 100 Learning image size 50 x 50
Total falsely Total falsely Total falsely
accepted images FAR accepted images FAR accepted images FAR
out of 4000 out of 4000 out of 4000
700 0 0% 0 0% 795 19.87%
750 0 0% 0 0% 488 12.20%
800 0 0% 0 0% 263 6.57%
850 0 0% 0 0% 115 2.875%
900 0 0% 0 0% 34 0.85%
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4.7 Fingerprint Image Enhancement

In this section the effect of enhancement of the fingerprint images on the performance
of the image based fingerprint verification system has been studied. Enhancement of the

fingerprint image is required to be performed before the feature extraction stage as shown in

Figure 4.14,

Enter the name

<
<

Enter the new name

Whether the name
already exists?

Enter the password
v

Capture the input image

v

Enhance the fingerprint
image
v

Extract the required
template and features

v

Store the information in
the database

Figure 4.14 Flowchart of enrollment process with enhancement

Various fingerprint enhancement techniques have been discussed in the chapter 2 [69-
77]. To have the contextual filtering in frequency domain the filter used should be separable
in radial and angular domains [69]. The radial filter depends upon local ridge frequency
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while the angular filter requires local ridge orientation and angular coherence. Moreover,
due to the non stationary nature of the fingerprint image the traditional Fourier analysis is not
adequate to analyze the image completely. Since the characteristics of the image are to be
analyzed both in time and frequency so the image has to be divided into frames. Short Time
Fourier Transform (STFT) analysis can fulfill both these requirements i.e. finding the local
ridge frequency, local ridge orientation, angular coherence parameters and analyzing the
fingerprint image into small frames.
The STFT based enhancement algorithm has the following advantages [75]:

Q) All the parameters of enhancement i.e. ridge orientation, ridge frequency, angular

coherence etc. are probabilistically estimated simultaneously from STFT analysis.

(i) The enhancement utilizes the full contextual information (ridge orientation, ridge

frequency, angular coherence) for enhancement.

(iii)  The algorithm has reduced space requirements compared to more popular Fourier

domain based filtering techniques.

Chikkerur et al. [75] proposed a STFT based enhancement algorithm in which for STFT
analysis, the image is divided overlapping windows (overlapping is done to preserve the
ridge continuity). For each small region the probabilistic estimates of the ridge frequency,
probabilistic estimates of the ridge orientation, angular coherence and region mask have been

obtained using the STFT analysis.

STFT of a non-stationary 1D signal x(t) and window , X (z, w) [176] is given by
X (1, ®) (4.2)
and STFT of a non-stationary 2D signal IS given by
(4.3)
Here represent the spatial positions and @i, w, represents the spatial frequency
parameters of the two dimensional Hanning window . Any local region in the

fingerprint image has a consistent orientation (except at singular points such as core and
delta). Therefore, the local region can be approximated as a surface wave that is
characterized completely by its orientation & and frequency f. If 8 is a random variable with
probability density function p(6). The expected value of the orientation may then be obtained

by performing a vector averaging
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- (4.4)

However, ridge orientation can be estimated by considering the orientation of its
immediate neighborhood if there is a crease in the fingerprints that spans several analysis
frames or when the frame consists entirely of unrecoverable regions with poor ridge structure
or poor ridge contrast. The resulting orientation image is further smoothened using

vectorial averaging. The smoothened image is obtained by using

- (4.5)

represents a 3x3 Gaussian smoothening kernel.
The orientation image is used to compute the angular coherence [177]. The coherence

is related to dispersion measure of the circular data and is given by

(4.6)
The coherence is high when the orientation of the central block is similar to each of
its neighbors . In a fingerprint image, the coherence is low close to the points of the

singularity. If ridge frequency to be a random variable with the probability density function
p(r) then the expected value of the ridge frequency is given by
(4.7)

The frequency map so obtained is smoothened by process of isotropic diffusion [70] and is

given by:

(4.8)

The variable ensures that only valid ridge frequencies are considered during the
smoothening process. is non zero only if the ridge frequency is within the valid range
otherwise it will assume a zero value.

The information obtained in STFT analysis is used to compute the radial and angular
filters. The angular filters are calculated by having the information of mean angle from the
orientation image and angular bandwidth from the coherence image, centered around
The radial filter is calculated from the ridge frequency and centered around . These
filters are used to filter each block in the Fourier domain. The enhanced block is obtained by

performing the inverse Fourier transform. This process is repeated for all the blocks and the
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enhanced image is obtained by tiling the result of each enhanced block. This work presents
the modified version of the algorithm proposed by Chikkerur et al. [75]. Instead of
performing the STFT analysis of all the blocks and then cleaning the resulting image with
region mask, STFT analysis of only those blocks have been calculated which have the
variance value greater than a particular value. Results obtained by Chikkerur et al. [75]
algorithm and modified STFT enhancement algorithm as proposed in the present work, have
been shown in Figure 4.15 for the images 1_1 and 2_1 from database FVC2002/Dbl_a. As
shown in the Figure 4.15 it can be concluded that the results obtained by the modified STFT

algorithm are far better than the results obtained by original STFT enhancement algorithm.

(d) (€) (f)

Figure 4.15 (a) Original 1_1 image (b) Enhanced 1_1 image by Chikkerur et al. method
(c) Enhanced 1_1 image by proposed method (d) Original 2_1 image (e)
Enhanced 2_1 image by Chikkerur et al. method (f) Enhanced 2_1 image by
proposed method
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The flow chart of the enhancement process is shown in Figure 4.16.
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Figure 4.16 Flow chart of the enhancement algorithm

4.8 Database and Results of Enhanced Fingerprint Images
The fingerprint images of database F\VC2002/Db1_a have been enhanced using the

method discussed in section 4.7 and database has been created in the similar manner by
translating, rotating and translating plus rotating the enhanced images as explained in section
4.5. The images of template size of 50x50, 100x 100 and 200x 200 pixels have also been
extracted in the same manner and from the same positions as that of the original database.
Figure 4.17 shows the enhanced extracted images of template size 50x 50, 100x 100 and 200
x 200 pixels respectively from the enhanced image 1 1 of FVC2002/Db1 _a database.
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Figure 4.17 Template size of (a) 50x 50 pixels (b) 100x 100 pixels (c) 200x 200 pixels
extracted from enhanced image 1 1 of FVC2002/Db1_a database

The simulation results obtained for learning image sizes of 200x 200, 100x 100 and 50x
50 have been tabulated in Table 4.9, Table 4.10 and Table 4.11 respectively. Figure 4.18,
Figure 4.19 and Figure 4.20 shows the graphical representation of the obtained results. Table
4.12, Table 4.13 and Table 4.14 shows the consolidated results of all the fingerprints in the
database for learning image sizes of 200x 200, 100x 100 and 50x 50 respectively.

Table 4.15 represents the false acceptance rate results obtained for different sized learning
images. Figure 4.21shows the graphical representation of the obtained FAR results for 50 x

50 size learning image while Table 4.16 represents the consolidated FAR results.
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Table 4.9 False rejection rate of enhanced images for learning image size 200x 200

Sr. No. | Image No. Translated Rotated Translated plus rotated
Threshold Threshold Threshold

700 [ 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% | 0% 0% 0% 0% 40% 50% 60% 60% 70% 40% 50% 63% 63% 73%
2 2.1 0% | 0% 0% 0% 0% 30% 30% 30% 33% 4% 30% 30% 30% 33% 4%
3 31 0% | 0% 0% 0% 0% 21% 33% 40% 43% 63% 31% 3% 40% 47% 67%
4 41 0% | 0% 0% 0% 0% 13% 13% 20% 4% 73% 13% 13% 20% 47% 73%
5 51 0% | 0% 0% 0% 0% 27% 33% 37% 40% 70% 40% 40% 43% 60% 73%
6 61 0% | 0% 0% 0% 0% 17% 33% 43% 50% 53% 17% 33% 43% 50% 70%
7 71 0% | 0% 0% 0% 0% 37% 50% 50% 57% 7% 37% 50% 50% 57% 7%
8 8 1 0% | 0% 0% 0% 0% 13% 17% 30% 33% 53% 13% 17% 30% 47% 73%
9 91 0% | 0% 0% 0% 0% 13% 17% 20% 47% 73% 13% 17% 20% 4% 73%
10 10 1 0% | 0% 0% 0% 0% 20% 23% 33% 53% 57% 20% 23% 33% 53% 73%
11 111 0% | 0% 0% 0% 0% 33% 33% 3% 57% 80% 31% 43% 4% 60% 80%
12 2.1 0% | 0% 0% 0% 0% 0% 7% 20% 33% 53% 3% 7% 20% 40% 53%
13 13 1 0% | 0% 0% 0% 0% 7% 10% 13% 23% 53% 7% 10% 13% 21% 60%
14 141 0% | 0% 0% 0% 0% 0% 3% 13% 57% 90% 0% 3% 13% 63% 90%
15 15 1 0% | 0% 0% 0% 0% 7% 10% 20% 50% 67% 10% 10% 20% 50% 67%
16 16 1 0% | 0% 0% 0% 0% 10% 20% 23% 33% 4% 21% 21% 3% 40% 50%
17 17 1 0% | 0% 0% 0% 0% 17% 17% 30% 37% 53% 17% 23% 30% 37% 53%
18 18 1 0% | 0% 0% 0% 0% 13% 20% 30% 37% 60% 13% 23% 40% 47% 60%
19 19 1 0% | 0% 0% 0% 0% 3% 3% 3% 7% 20% 3% 3% 3% 7% 20%
20 20 1 0% | 0% 0% 0% 0% 60% 60% 63% 70% 7% 69% 70% 70% 80% 83%
21 211 0% | 0% 0% 0% 0% 10% 13% 23% 40% 57% 13% 13% 23% 67% 80%
22 221 0% | 0% 0% 0% 0% 7% 13% 4% 63% 80% 7% 13% 47% 73% 83%
23 23 1 0% | 0% 0% 0% 0% 50% 60% 60% 60% 60% 50% 60% 60% 60% 63%
24 24 1 0% | 0% 0% 0% 0% 13% 17% 43% 90% 93% 13% 17% 43% 90% 93%
25 25 1 0% | 0% 0% 0% 0% 27% 30% 37% 57% 70% 21% 21% 67% 93% 93%
26 26_1 0% | 0% 0% 0% 0% 3% 7% 17% 21% 50% 27% 27% 33% 60% 73%
27 27 1 0% | 0% 0% 0% 0% 0% 10% 17% 33% 67% 3% 10% 17% 33% 70%
28 28 1 0% | 0% 0% 0% 0% 7% 10% 43% 67% 67% 10% 13% 43% 70% 90%
29 29 1 0% | 0% 0% 0% 0% 0% 0% 17% 33% 53% 30% 50% 53% 53% 70%
30 30_1 0% | 0% 0% 0% 0% 3% 10% 10% 17% 30% 3% 10% 17% 17% 57%
31 311 0% | 0% 0% 0% 0% 7% 7% 7% 13% 17% 7% 10% 10% 13% 30%
32 321 0% | 0% 0% 0% 0% 30% 40% 57% 67% 80% 33% 40% 60% 70% 83%
33 33 1 0% | 0% 0% 0% 0% 10% 10% 23% 27% 4% 53% 53% 53% 67% 80%
34 341 0% | 0% 0% 0% 0% 3% 3% 20% 43% 67% 0% 3% 23% 43% 70%
35 35 1 0% | 0% 0% 0% 0% 13% 27% 40% 57% 70% 13% 30% 43% 60% 73%
36 36_1 0% | 0% 0% 0% 0% 10% 17% 21% 40% 57% 20% 30% 40% 4% 67%
37 371 0% | 0% 0% 0% 0% 0% 13% 23% 33% 60% 13% 17% 23% 33% 60%
38 381 0% | 0% 0% 0% 0% 13% 20% 21% 3% 43% 37% 60% % 90% 90%
39 39 1 0% | 0% 0% 0% 0% 7% 13% 20% 33% 47% 10% 17% 27% 37% 47%
40 40 1 0% | 0% 0% 0% 0% 0% 7% 23% 30% 53% 17% 20% 23% 33% 57%
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Figure 4.18 False rejection rate of different enhanced images for various thresholds with learning image size 200x 200

(a) Rotation only (b) Rotation and translation
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Table 4.10 False rejection rate of enhanced images for learning image size 100x 100

Sr. No. | Image No. Translated Rotated Translated plus rotated
Threshold Threshold Threshold

700 [ 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% | 0% 0% 0% 0% 0% 0% 3% 20% 53% 0% 3% 7% 20% 53%
2 2.1 0% | 0% 0% 0% 0% 0% 0% 3% 13% 4% 0% 3% 7% 17% 4%
3 31 0% | 0% 0% 0% 0% 0% 0% 3% 17% 57% 0% 0% 7% 17% 57%
4 41 0% | 0% 0% 0% 0% 0% 0% 0% 7% 33% 0% 0% 3% 7% 3%
5 51 0% | 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 3%
6 61 0% | 0% 0% 0% 0% 3% 7% 10% 21% 53% 13% 20% 30% 50% 70%
7 71 0% | 0% 0% 0% 0% 0% 7% 13% 37% 70% 0% 10% 23% 43% 70%
8 8 1 0% | 0% 0% 0% 0% 13% 13% 30% 33% 53% 13% 13% 30% 4% 73%
9 91 0% | 0% 0% 0% 0% 3% 3% 17% 43% 73% 3% 3% 20% 43% 7%
10 10 1 0% | 0% 0% 0% 0% 13% 13% 30% 33% 53% 13% 13% 30% 47% 73%
11 111 0% | 0% 0% 0% 0% 3% 17% 37% 57% 80% 3% 17% 40% 60% 80%
12 2.1 0% | 0% 0% 0% 0% 0% 0% 13% 33% 47% 0% 3% 13% 37% 47%
13 13 1 0% | 0% 0% 0% 0% 0% 0% 3% 10% 23% 0% 0% 7% 17% 3%
14 141 0% | 0% 0% 0% 0% 0% 0% 13% 53% 90% 0% 0% 13% 63% 90%
15 15 1 0% | 0% 0% 0% 0% 0% 0% 0% 13% 37% 0% 0% 7% 30% 43%
16 16 1 0% | 0% 0% 0% 0% 0% 3% 13% 20% 30% 0% 3% 13% 23% 30%
17 17 1 0% | 0% 0% 0% 0% 3% 7% 13% 23% 40% 7% 7% 20% 30% 40%
18 18 1 0% | 0% 0% 0% 0% 0% 0% 3% 7% 30% 0% 3% 3% 7% 33%
19 19 1 0% | 0% 0% 0% 0% 0% 0% 0% 0% 10% 0% 0% 0% 0% 10%
20 20 1 0% | 0% 0% 0% 0% 0% 7% 23% 4% 73% 0% 3% 23% 4% 73%
21 211 0% | 0% 0% 0% 0% 10% 10% 23% 33% 43% 13% 22% 47% 67% 80%
22 221 0% | 0% 0% 0% 0% 3% 13% 4% 63% 80% 3% 13% 41% 73% 83%
23 23 1 0% | 0% 0% 0% 0% 3% 7% 10% 10% 17% % % 13% 13% 27%
24 24 1 0% | 0% 0% 0% 0% 13% 13% 43% 90% 90% 13% 13% 43% 90% 90%
25 25 1 0% | 0% 0% 0% 0% 0% 7% 33% 57% 70% 10% 21% 67% 93% 93%
26 26_1 0% | 0% 0% 0% 0% 0% 0% 3% 20% 43% 3% 10% 33% 47% 7%
27 27 1 0% | 0% 0% 0% 0% 0% 3% 13% 20% 47% 3% 3% 13% 20% 47%
28 28 1 0% | 0% 0% 0% 0% 0% 3% 10% 17% 50% % % 33% 70% 90%
29 29 1 0% | 0% 0% 0% 0% 0% 3% 17% 33% 53% 3% 7% 20% 30% 53%
30 30_1 0% | 0% 0% 0% 0% 0% 3% 7% 13% 30% 0% 10% 17% 30% 57%
31 311 0% | 0% 0% 0% 0% 0% 0% 3% 10% 30% 0% 0% 7% 13% 30%
32 321 0% | 0% 0% 0% 0% 7% 13% 37% 53% 7% % 13% 40% 53% %
33 33 1 0% | 0% 0% 0% 0% 3% 7% 23% 27% 4% 10% 20% 40% 67% 7%
34 341 0% | 0% 0% 0% 0% 3% 3% 20% 43% 67% 3% 3% 23% 43% 70%
35 35 1 0% | 0% 0% 0% 0% 13% 27% 40% 57% 70% 13% 30% 43% 60% 73%
36 36_1 0% | 0% 0% 0% 0% 10% 13% 21% 30% 57% 20% 30% 40% 47% 67%
37 371 0% | 0% 0% 0% 0% 13% 13% 23% 30% 60% 13% 13% 23% 33% 60%
38 38_1 0% | 0% 0% 0% 0% 0% 0% 7% 13% 33% 3% 7% 13% 20% 37%
39 39 1 0% | 0% 0% 0% 0% 3% 3% 13% 23% 30% 3% 3% 13% 2% 33%
40 40 1 0% | 0% 0% 0% 0% 0% 7% 23% 30% 50% 17% 20% 23% 33% 57%
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Figure 4.19 False rejection rate of different enhanced images for various thresholds with learning image size 100x 100

(a) Rotation only (b) Rotation and translation
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Table 4.11 False rejection rate of enhanced images for learning image size 50x 50

Sr. No. | Image No. Translated Rotated Translated plus rotated
Threshold Threshold Threshold

700 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% 0% 0% 0% 0% 0% 0% 0% 10% 23% 0% 0% 0% 13% 30%
2 2.1 0% 0% 0% 0% 0% 0% 0% 0% 0% 20% 0% 0% 0% 3% 20%
3 31 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 0% 0% 0% 0% 13%
4 41 0% 0% 0% 0% 0% 0% 0% 0% 7% 21% 0% 0% 0% % 21%
5 51 0% 0% 0% 0% 0% 3% 3% 10% 23% 43% 3% 3% 10% 23% 60%
6 61 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 0% 0% 0% 0% 13%
7 71 0% 0% 0% 0% 0% 0% 0% 7% 17% 37% 0% 0% 10% 20% 40%
8 8 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 0% 0% 0% 0% 13%
9 91 0% 0% 0% 0% 0% 0% 0% 10% 17% 37% 0% 0% 10% 20% 43%
10 10 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 10% 0% 0% 0% 3% 13%
11 111 0% 0% 0% 0% 0% 0% 0% 10% 30% 40% 0% 3% 10% 30% 40%
12 2.1 0% 0% 0% 0% 0% 0% 0% 0% 0% 23% 0% 0% 0% 0% 23%
13 13 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 17% 0% 0% 0% 0% 17%
14 141 0% 0% 0% 0% 0% 0% 0% 7% 10% 33% 0% 3% 20% 27% 37%
15 15 1 0% 0% 0% 0% 0% 0% 0% 10% 13% 37% 0% 3% 20% 17% 3%
16 16 1 0% 0% 0% 0% 0% 3% 7% 10% 17% 50% 10% 10% 13% 23% 60%
17 17 1 0% 0% 0% 0% 0% 0% 0% 0% 3% 17% 0% 0% 0% 7% 23%
18 18 1 0% 0% 0% 0% 0% 0% 0% 7% 10% 27% 0% 0% 7% 17% 27%
19 19 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0% 10%
20 20 1 0% 0% 0% 0% 0% 0% 0% 0% 7% 23% 0% 0% 0% % 23%
21 211 0% 0% 0% 0% 0% 0% 0% % 13% 33% 0% 3% 10% 17% 33%
22 221 0% 0% 0% 0% 0% 0% 0% 3% 20% 20% 0% 0% 3% 20% 21%
23 23 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 0% 0% 0% 0% 10%
24 24 1 0% 0% 0% 0% 0% 0% 7% 13% 23% 40% 0% 7% 17% 27% 50%
25 25 1 0% 0% 0% 0% 0% 0% 0% 10% 4% 53% 0% 0% 10% 53% 53%
26 26_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 7% 3% 10% 17% 20% 20%
27 27 1 0% 0% 0% 0% 0% 0% 0% 7% 13% 33% 0% 0% 17% 23% 33%
28 28 1 0% 0% 0% 0% 0% 0% 0% 0% 7% 7% 7% 7% 7% 17% 20%
29 29 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 17% 0% 0% 7% 10% 20%
30 30_1 0% 0% 0% 0% 0% 0% 0% 0% 0% 17% 0% 0% 0% 0% 17%
31 311 0% 0% 0% 0% 0% 0% 0% 0% 0% 20% 0% 0% 0% 7% 20%
32 321 0% 0% 0% 0% 0% 7% 7% 27% 21% 37% 7% 7% 27% 30% 3%
33 33 1 0% 0% 0% 0% 0% 3% 3% 3% 7% 23% 3% 3% 30% 30% 30%
34 341 0% 0% 0% 0% 0% 0% 7% 10% 20% 40% 0% 7% 13% 23% 40%
35 35 1 0% 0% 0% 0% 0% 0% 0% 3% 10% 20% 0% 7% 20% 30% 33%
36 36_1 0% 0% 0% 0% 0% 0% 0% 0% 13% 21% 0% 3% 13% 30% 40%
37 371 0% 0% 0% 0% 0% 7% 13% 20% 23% 67% 7% 13% 20% 23% 67%
38 38_1 0% 0% 0% 0% 0% 0% 0% 0% 7% 3% 0% 10% 13% 20% 47%
39 39 1 0% 0% 0% 0% 0% 0% 3% 7% 17% 40% 0% 3% 7% 17% 43%
40 40 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 13% 7% 10% 13% 17% 20%
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Figure 4.20 False rejection rate of different enhanced images for various thresholds with learning image size 50x 50

(a) Rotation only (b) Rotation and translation
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Table 4.12 Consolidated false rejection rate of enhanced fingerprint image for learning image size 200 x 200

Threshold Translation only Rotation only Translation plus rotation Total falsely
Falsely rejected FRR Falsely rejected FRR Falsely rejected FRR rejected images Overall ERR
images (out of 1200) images (out of 1200) images (out of 1200) (out of 3600)
700 0 0% 180 15.00% 250 20.83% 430 11.94%
750 0 0% 243 20.25% 315 26.25% 558 15.50%
800 0 0% 359 29.92% 434 36.17% 793 22.03%
850 0 0% 520 43.33% 619 51.58% 1139 31.64%
900 0 0% 721 60.08% 823 68.58% 1544 42.89%
Table 4.13 Consolidated false rejection rate enhanced fingerprint image for learning image size 100 x 100
Threshold Translation only Rotation only Translation plus rotation Total falsely
Falsely rejected FRR Falsely rejected FRR Falsely rejected FRR rejected images Overall ERR
images (out of 1200) images (out of 1200) images (out of 1200) (out of 3600)
700 0 0% 36 3.00% 61 5.08% 97 2.69%
750 0 0% 68 5.67% 108 9.00% 176 4.89%
800 0 0% 195 16.25% 268 22.33% 463 12.86%
850 0 0% 350 29.17% 460 38.33% 810 22.50%
900 0 0% 600 50.00% 696 58.00% 1296 36.00%
Table 4.14 Consolidated false rejection rate enhanced fingerprint image for learning image size 50x 50
Threshold Translation only Rotation only Translation plus rotation Total falsely
Falsely rejected FRR Falsely rejected FRR Falsely rejected FRR rejected images | Overall FRR
images (out of 1200) images (out of 1200) images (out of 1200) (out of 3600)
700 0 0% 7 0.58% 14 1.17% 21 0.58%
750 0 0% 15 1.25% 34 2.83% 49 1.36%
800 0 0% 54 4.50% 103 8.58% 157 4.36%
850 0 0% 124 10.33% 189 15.75% 313 8.69%
900 0 0% 319 26.58% 369 30.75% 688 19.11%
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Table 4.15 False acceptance rate of enhanced fingerprint images for different learning images and different thresholds

Learning image size 200 X 200

Learning image size 100 X 100

Learning image size 50 X 50

Sr. No. Image No. Threshold Threshold Threshold

700 750 800 850 900 700 750 800 850 900 700 750 800 850 900
1 11 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
2 21 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 25% 12% 5% 3% 2%
3 31 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 44% 35% 33% 13% 0%
4 41 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 50% 30% 5% 3% 0%
5 51 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 8% 0% 0% 0% 0%
6 6.1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 20% 13% 5% 0% 0%
7 71 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 53% 40% 23% 10% 5%
8 81 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 8% 0% 0% 0% 0%
9 91 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 5% 0% 0% 0% 0%
10 10 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 63% 55% 38% 25% 0%
11 11 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 30% 18% 13% 10% 5%
12 12 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 40% 35% 22% 10% 5%
13 131 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
14 14 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0%
15 15 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 50% 38% 8% 0% 0%
16 16 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
17 17 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 40% 25% 20% 15% 0%
18 18 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
19 19 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 68% 65% 50% 35% 20%
20 20 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
21 211 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 73% 55% 30% 20% 3%
22 221 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
23 23 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 65% 50% 38% 18% 13%
24 24 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 40% 35% 22% 10% 5%
25 251 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 33% 25% 18% 5% 0%
26 26 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 23% 10% 3% 0% 0%
27 27 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0%
28 28 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0%
29 291 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 25% 15% 10% 3% 0%
30 301 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 25% 15% 10% 3% 3%
31 311 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 73% 70% 55% 28% 8%
32 321 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 25% 13% 3% 0% 0%
33 331 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 58% 40% 20% 3% 0%
34 341 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 48% 20% 3% 0% 0%
35 351 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 30% 8% 0% 0% 0%
36 361 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 38% 28% 13% 10% 0%
37 371 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 33% 23% 3% 0% 0%
38 38 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 25% 15% 13% 3% 0%
39 391 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 48% 13% 3% 0% 0%
40 40 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 3% 0% 0% 0% 0%
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Figure 4.21 False acceptance rate of enhanced fingerprint images for learning image size 50 x 50

Table 4.16 Consolidated false acceptance rate of enhanced fingerprint images for different learning images and different

thresholds
Threshold Learning image size 200 x 200 Learning image size 100x 100 Learning image size 50x 50
Total falsely FAR Total falsely FAR Total falsely FAR
accepted accepted accepted
images images images

700 0 0% 0 0% 1178 29.45%
750 0 0% 0 0% 801 20.025%
800 0 0% 0 0% 466 11.65%
850 0 0% 0 0% 227 5.675%
900 0 0% 0 0% 69 1.725%
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4.9 Comparison of Results and Discussion

The Table 4.17 shows the false rejection rate for three different sized learning images
(200x 200, 100x 100 and 50x 50) at different thresholds for original and enhanced database
while Figure 4.22 shows its graphical representation.

Table 4.17 Comparison of false rejection rate for different learning image sizes of

original and enhanced database

Threshold Original database (FRR) Enhanced database (FRR)
Template size
200x 200 100x 100 50x 50 200x 200 100x 100 50x 50
700 3.61% 0.94% 0.11% 11.94% 2.69% 0.58%
750 4.64% 1.33% 0.25% 15.50% 4.89% 1.36%
800 7.19% 3.00% 0.67% 22.03% 12.86% 4.36%
850 11.75% 6.11% 1.67% 31.64% 22.50% 8.69%
900 21.31% 14.42% 4.97% 42.89% 36.00% 19.11%
50.00%
45.00%
40.00% /}
35.00% X
—=0=—200 x 200
€ 30.00% Ay "
s 25.00% - —8—100 x 100
§° 20.00% a4 450 x 50
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0.00% -
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Threshold

Figure 4.22 Graph between the percentage FRR and Threshold for different template size
systems
On examining the Table 4.17 and Figure 4.22 it has been observed that false rejection

rate (FRR) has been increasing with increase in template size i.e. FRR for 200x 200 sized
template image being highest and that of 50x 50 sized template image being the lowest at all

the threshold values. Hence, 50 x 50 sized template image is best while the 100x 100 template
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sized system is better than 200x 200 sized template image system in terms of FRR. On

comparing the enhanced database results with the original database results it has been

observed that the later (original) are better than the former (enhanced) in all the cases at all
the thresholds. For the template size of 100x100 the FRR is 2.69 % for the enhanced

database in comparison to 0.94% of the original database for the same size at a threshold of

700. This is due to the fact that although with enhancement ridge-valleys structure of the

fingerprint improves but much richer grey-level information of a fingerprint image had been

lost.

Table 4.18 shows the false acceptance rate for different sized learning images at

different thresholds for original and enhanced database and Figure 4.23 shows its graphical

representation.

Table 4.18 Comparison of false acceptance rate for different learning image sizes of

original and enhanced database

Threshold Original database (FAR) Enhanced database (FAR)
Template size
200x 200 | 100x100 50x 50 200x 200 | 100x 100 50x 50
700 0% 0% 19.87% 0% 0% 29.45%
750 0% 0% 12.20% 0% 0% 20.025%
800 0% 0% 6.57% 0% 0% 11.65%
850 0% 0% 2.875% 0% 0% 5.675%
900 0% 0% 0.85% 0% 0% 1.725%
35.00%
30.00%
L 25.00% .\
£ 20.00% \l\
i;P 15.00% \\ \ a=@=750 x 50
" 1000% \ == Enhanced 50 x 50
5.00%
0.00%
700 750 800 850
Threshold
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Figure 4.23 Graph between the percentage FAR and Threshold for 50x 50 template size
systems
False acceptance rate (FAR) is 0% for images of 200x 200 and 100x 100 up to the

threshold of 700 as shown in Table 4.18. However, false acceptance occurs for the template
size of 50x 50 for both original and enhanced database. The false acceptance rate increases as
threshold decreases. This is due to the fact that probability of having the same lesser
information in other images (query image) is more.

Although, 50x 50 template sized system results in a FRR of 0.11% in comparison to
0.94% of 100x 100 template sized system and 3.61% of 200x 200 template sized system at a
threshold of 700, but the FAR of 19.87 % has been obtained in 50x 50 in comparison to 0%
in 100x 100 and 200 x 200 sized template image at a same threshold (threshold of 700). The
FAR of 50x50 sized template image decrease to 0.85% at a threshold of 900 but the false
rejection rate becomes 4.97%. So, a medium sized template image of 100x 100 size is the
best choice among the three template sizes considered for experimentation.

4.10 Summary

In this chapter an image based fingerprint verification system has been developed and
checked for the validity using the images from FVC2002/Db1_a database. A database has
been created by translating, rotating and translating plus rotating the fingerprint images of
FVC2002/Dbl_a database. The rotation and translation between the query and reference
image has been taken care by comparing the circular intensity profile of the images. The
speed of the system has been increased using quasi-random sub sampling, which reduces the
amount of data required for matching. The simulation results had been obtained for three
different sizes of template images and for different thresholds.

The images which were translated only from the original image, no false rejection has been
found for any reference template size at any threshold value. However, when images were
rotated and translated plus rotated, false rejections have been found for different sized
learning images. It has also been observed that as the value of the threshold go on increasing
the value of false rejection rate also increases. Further, false rejection has been found to be
increasing with increase in template size i.e. FRR for 200x 200 sized template image being
highest and that of 50x 50 sized template image being the lowest at all the threshold values.
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However, No false acceptance has been observed (up to threshold of 700) for the learning
image size of 100x 100 and 200x200 but for 50x50 size learning image considerable
amount of false acceptance has been observed. These results are on the expected lines as
smaller sized template images contain lesser information in comparison to larger images.
Although a 50x 50 sized template image system has lower FRR than 100x 100 sized template
image system but 100x 100 sized image system has lower FAR. So, a medium sized template
image of 100x 100 size is the best choice among the three template sizes considered for
experimentation.

Further, the fingerprint images had been enhanced using the STFT analysis and
contextual filtering in the Fourier domain. The database, again, had been created by
providing the required translation, rotation and translation plus rotation to the enhanced
images. The simulation results had been obtained for the enhanced database. On comparing
the enhanced database results with the original database results it has been observed that the
later (original) are better than the former (enhanced). This is due to the fact that although
with enhancement ridge-valleys structure of the fingerprint improves but much richer grey-
level information of a fingerprint image had been lost. It can be concluded that the
enhancement does not improve the results in case of image based systems. So, image
enhancement steps should be avoided for image based fingerprint system.

In the next chapter the problems due to the single biometric system and their solutions

with multimodal biometric systems will be discussed.
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CHAPTER 5

Multimodal Authentication Solutions

Single biometric systems have been discussed in the chapter 3 and chapter 4.
Although a single biometric system has been used in many applications such as ATM, airport
security checks etc., but the single biometric system has certain drawback which must be
kept in mind before its deployment for a particular application. The focus of this chapter will
be to discuss the limitations of single biometric system and suggest the measures to

overcome the limitations in order to enhance the system performance.

5.1 Limitations of Single Biometric System

The single biometric system suffers from the following drawbacks:

1. Non-universality: Universality is the basic requirement of a biometric
authentication system in which every user is expected to possess the biometric trait
used for verification/ identification. However, in practice the biometric trait used may
not be universal i.e. every user in the population may not have the required biometric
trait. For example, T. Mansfield et al. [178] reported that in fingerprint biometric
system 1 in 1000 fingers are missing or have no fingerprints. P. M. Cobby et al. [179]
reported a 15 % failure to enrollment problem in an iris based biometrics system. The
persons who are suffering from eye abnormalities or diseases cannot provide good
quality of samples for iris biometric system [180]. Similarly some people do not have
hand so they cannot provide the required information for hand or palm print
recognition system. In general it can be said that a single biometric trait cannot cover

the entire population for a given biometric based security system.
2. Non-uniqueness: The characteristics of the chosen biometric system must be

unique in the sense that no two individual should have the same characteristics but in

practice, it may not be the case. For example, in a face recognition system due to
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genetic factors identical twins or father-son may have the same facial appearance
[181]. The lack of uniqueness will increase the false accept rate (FAR) of the system.

3. Noise: The presence of noise in the acquired biometric information may affect the
accuracy of the authentication system. The noise may come into picture mainly due
defective sensor or unfavorable environmental (ambient) conditions. The
accumulation of dirt on the fingerprint sensor or scar on the fingerprint may add the
noise component in the fingerprint based system while voice altered due to cold and
blurring of the images due to non-focusing of camera are examples of noise in
speaker based and face based authentication system. If the biometric system depends
upon a single biometric trait than the false reject rate (FRR) will increase due to the
presence of noise [182].

4. Intra-class variation: Biometric data obtained from the same subject may vary at
different instants of time, for example, data obtained during verification/
identification may vary from the data that was obtained during enrollment. The inter
class variation results due to

Q) Improper interaction of user and the sensor
(i) Change in biometric traits over a period of time
(iii)  Use of different sensors during enroliment and authentication

The inter class variation may increase the false reject rate (FRR) of the system.
5. Circumvention: An imposter can circumvent the system by stealing biometric

traits of the authenticate user or by spoofed traits. The possibility to circumvent the
system is more when behavioral traits such as voice [183] or signature [184, 185] are
used than the physical traits. However, physical traits such as fingerprint can be
artificially constructed to circumvent the system.

5.2 Solutions to the Problems Caused by Single Biometric

The non universality problem of single biometric system (which results in failure to
enroll and/or failure to capture errors) can be taken care by using a multi-biometric system

which contains more than one biometric trait. The resulting system is likely to be used by a
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large population and will be perceived as user friendly since the user can choose the
biometric (s) of his/her own choice.

The non uniqueness problem of single biometric can be addressed by combining
biometric with the conventional authentication (knowledge/possession) systems. For
example, instead of asking only the biometric trait of the person, the biometric trait and the
password may be requested, which will give more security than the single biometric system
or the conventional system alone. The multi biometric system can also address the problem
of non-uniqueness of a single biometric trait. The introduction of more than one biometric
trait can significantly improve the recognition accuracy of authentication system.

The problem of noise and intra class variation can also be addressed in a similar
manner. For example, two or more than two different biometric can be fused in such a way
that if one biometric trait results in a lower value of match due to noise or intra class
variation and the other gives the higher value of match then the claim of the user can be
accepted (some other fusion rules can also be formulated). In the biometric plus conventional
system the threshold value, to accept or reject the claim of the user of biometric part may be
reduced to compensate for noise and intra class variation because another security layer is
also provided by the conventional system.

It becomes difficult to circumvent the combined system or multi-biometric system as
it is comparatively difficult for the imposter to steal all the biometric traits of the authorized
person simultaneously.

The multi-biometric system are computationally and economically more expensive
than single biometric system. However, the computational time can be reduced by using a
relatively simple but less accurate modality to prune the database before using the more
complex and accurate modality on the remaining data to perform the final authentication.

So, in conclusion it can be said that the problems introduced by the single biometric system
can be rectified by

(@ Combining a biometric modality with conventional techniques

(b)  Combining more than one biometric modality i.e. multibiometric system
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5.3 Combining Biometric with Conventional Techniques

Any biometric modality can be combined with the conventional methods but for
the purpose of user convenience, user acceptance and low cost it has been decided to
combine human voice (biometric) with the password (conventional method). The automatic
recognition process of the human voice is often divided in speech recognition and speaker
recognition [31,186]. These two areas use the same input signal (voice), but not for the same
purpose, the speech recognition aims to recognize the message uttered by any speaker, and
the speaker recognition wants to identify the person who is talking. Speaker recognition
based systems are classified into two major categories speaker verification and speaker
identification [5]. Speaker identification systems are used in the applications such as entry of
the only authorized persons in a club or finding out a criminal from a group while speaker
verification system is needed for applications like secured voice access to information (as a
bank account or a voice-mail box) [31,187].

The proposed system has been developed in such a manner that firstly, it will use
biometric (speaker identification) for the broader classification then narrow down its search

using the password.

5.3.1 Speaker Identification

Speech and hearing, man's most used means of communication, have been the objects of
intense study for more than 150 years. A speech production system is divided into following
three groups [188]
(a) Lungs act as a power supply and provide airflow to the next stage larynx.
(b) Larynx modulates airflow from the lungs and provides either a periodic puff-like or a
noisy airflow source to the third organ group, the vocal tract.
(c) The vocal tract consists of oral, nasal, and pharynx cavities, giving the modulated
airflow its "color" by spectrally shaping the source.
Following the spectral coloring of the source by the vocal tract, the variation of air
pressure at the lips results in a traveling sound wave that the listener perceives as

speech. The simplified view of speech production is shown in Figure 5.1.
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Figure 5.1 Simplified view of speech production system [188]

Voice is a combination of physiological and behavioral characteristics. The

features of an individual’s voice are based on the shape and size of the appendages (e.g.,
vocal tracts, mouth, nasal cavities, and lips) that are used in the synthesis of the sound [188].
These physiological characteristics of human speech are invariant for an individual, but the
behavioral part of the speech of a person changes over time due to age, medical conditions
such as common cold, emotional state and others [5]. Speaker recognition system can be text
dependent or text independent. A text dependent voice recognition system is based on the
utterance of a fixed predetermined phrase and a text independent voice recognition system
recognizes the speaker independent of what the user speaks. However, better results are
obtained by using text dependent speaker recognition, both because a control of what is said
can be done and also because more accurate models (phonemes, words) can be built [189].
The process of the speaker recognition consists of the following steps:

e Speech Processing

e Feature extraction

e Pattern matching

e Decision making

The first stage of speech processing consists of recording, digitizing and
preprocessing of the signal. The recording and digitizing can be performed with the help of a
microphone and a sound card. The requirements of the sound card are not very stringent
because of its relatively low bandwidth. The clarity of the digital sample is more dependent

on the microphone quality and the environmental noise. The speech data generated by sound
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card is stored in the computer. The speech waveform consists of a sequence of different
events. This time variation corresponds to highly fluctuating spectral characteristics over
time. It is very difficult to capture this time varying frequency content as a whole so the
signal has to be divided into frames. The vocal tract is not able to change its shape faster than
fifty times per second, which gives a period of 20 milliseconds [190]. So, the speech signal
must be divided into frames of 20ms. This can be done with the help of a window. The most

frequently used window is the hamming window [191], which is given by

0.54 —0.46 cos(zn%j, 0<n<N

w(n) = (5.1)

0 otherwise

The flow chart of the speech recording is shown in Figure 5.2.

Configuring the Input channel
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Store sound data wave file

Figure 5.2 Flow chart of capturing the sound signal
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Configuring the input channel means selecting the sound operation (mono or stereo), its
playing rate and number of bits (8 or 16). The processing speed is another issue, which
affects the performance of a speaker based recognition because a large amount of digital
filtering and signal processing is involved in automatic speaker recognition. As with just
about any CPU intensive software, the faster is the better. In the present case 3.0 GHz
Pentium IV processor with 512 MB RAM has been used.

The choice of the feature(s) is very critical for the success of a speaker
authentication system. A well chosen feature(s) can result in quality recognition while
wrongly chosen feature(s) can result in a poor recognition. Many features have been
described in the literature such as energy, zero cross rate, autocorrelation, linear predictive
coding, mel frequency cepstral coefficient (MFCC) etc.[192]. In this work MFCC has been
used since the Mel-cepstrum exploits the auditory as well as de-correlating features of the
cepstrum. It is a speaker dependent feature as well. In addition Mel-cepstrum is amenable to
compensation for convolution channel distortion [188]. The computation of Mel-cepstrum is

shown in Figure 5.3.

A 4

Energy +——»

Figure 5.3 Computation of Mel-cepstrum [188]

As shown in the Figure 5.3 the STFT of the input signal has been calculated by
converting the input speech signal into small pieces of 20 ms duration using Hamming
window. The magnitude of STFT has been weighted with a Mel-scale filter bank and energy
of resulting signal has been calculated.

If frequency response of Ith filter is defined by V|(®) then resulting energies for Ith Mel-scale

filter at time n of each frame are given by:
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where, L, and U, denote the lower and upper cutoff frequencies of the Ith filter and
(5.3)
which normalizes the filters according to their varying bandwidths so as to give equal

energies for flat input spectrum. The real cepstrum associated with Eqe is known as Mel-

cepstrum and is computed as [188]:

. — (5.4)

where, m = number of cepstral coefficients and R = number of filters.

Many pattern matching algorithms for speaker identification like Minimum Distance
Classifier [188, 193], Vector Quantization [194, 195], Hidden Markov Model (HMM) [196],
Gaussian Mixture Model (GMM) [197] etc. have been proposed in the literature. GMM have
proven to be very effective for text independent speaker recognition [198]. GMM is a density
model that comprises the number of component functions. These component functions are
combined to provide a multimodal density. A Gaussian mixture density is a weighted sum of

k component densities [197], with

(5.5)
Where,
are the mixture weights and , X isan N by N dimensional random vector
and A 1s a model of speaker.
Each component density is
- (5.6)
Where, =mean vector, =N by N covariance matrix and T represents the transpose of a

matrix.

The complete Gaussian mixture density is parameterized by the mean vectors, covariance
matrices and mixture weights from all component densities. Each set of parameters
represents the model of a speaker Ax ( ) [197-199].
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The estimates of mean ( ), covariance () and mixture weights ( ) is given by the
Expectation maximization algorithm. For a given feature vector X( X1,Xz,...... Xm) and current
estimate A' the EM algorithm aims to maximize with respect to unknown A" the expectation
of the log likelihood function . This expectation over all the possible acoustic

classes [200] is given by:

(5.7)
By using the above formulation that maximizing over increases the
ith log likelihood i.e. . The values of unknown GMM mean covariance
and weight parameters can be obtained by differentiating with respect to
these unknown parameters individually and is given by [188]
— (5.8)
(5.9)
(5.10)
(5.11)
Where is the kth pdf mixture component on the ith iteration and T in the covariance

expression denotes the matrix transpose.

In the decision making stage given an utterance from an unknown speaker, the identifier
simply evaluates the log likelihood — for all models and identify the

person corresponding to the highest log likelihood value.

5.3.1.1 Results of Speaker Identification

To analyze the speech signal, a 256-point Hamming window has been used for
calculation of STFT. The length of the frame is 20 ms and the sampling frequency used is
11025 Hz. A mel-scale band pass filter bank which is based on human auditory experiments
has been created. This scale is linear up to 1 kHz and logarithmic thereafter. In the present
case 40 filters have been taken, 13 of which are linearly spaced and the remaining 27 are

logarithmically spaced with respect to their central frequencies. The central frequencies of
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the filters have been spaced equally on the linear scale and equally on logarithmic scale

above 1 kHz. Table 5.1 show the central and edge frequencies of filter bank.

Table 5.1 Central and edge frequencies of filter bank

Filter No. Lower frequency Central frequency Upper frequency
(Hz) (Hz) (Hz)
1 100 169.23 238.46
2 169.23 238.46 307.69
3 238.46 307.69 376.92
4 307.69 376.92 446.15
5 376.92 446.15 515.38
6 446.15 515.38 584.62
7 515.38 584.62 653.85
8 584.62 653.85 723.08
9 653.85 723.08 792.31
10 723.08 792.31 861.54
11 792.31 861.54 930.77
12 861.54 930.77 997.01
13 930.77 997.01 1067.97
14 997.01 1067.97 1143.98
15 1067.97 1143.98 1225.40
16 1143.98 1225.40 1312.61
17 1225.40 1312.61 1406.03
18 1312.61 1406.03 1506.09
19 1406.03 1506.09 1613.28
20 1506.09 1613.28 1728.10
21 1613.28 1728.10 1851.09
22 1728.10 1851.09 1928.83
23 1851.09 1928.83 2123.95
24 1928.83 2123.95 2275.11
25 2123.95 2275.11 2437.03
26 2275.11 2437.03 2610.48
27 2437.03 2610.48 2796.27
28 2610.48 2796.27 2995.28
29 2796.27 2995.28 3208.45
30 2995.28 3208.45 3436.80
31 3208.45 3436.80 3681.40
32 3436.80 3681.40 3943.40
33 3681.40 3943.40 4224.05
34 3943.40 4224.05 4524.68
35 4224.05 4524.68 4846.70
36 4524.68 4846.70 5191.65
37 4846.70 5191.65 5561.14
38 5191.65 5561.14 5956.92
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39 5561.14 5956.92 6380

40 5956.92 6380 6835

The experiments have been conducted on the database of 800 samples of 80 users (10
samples for each user) out of which 50 were male and 30 were female, acquired in the
laboratory in two different sessions i.e. morning and evening separated by a week. Each of

the subject was requested to speak any sentence of English language for at least five second

duration.
Table 5.2 Results of speaker identification
Total number of | Tests per % age
persons person Total tests | Tests passed | success
Male 50 10 500 410 82
Female 30 10 300 250 83.3
Total 80 10 800 660 825

5.3.2 Combining Speaker Identification with Password

In the previous section speaker identification using MFCC and GMM has been
explained and results obtained suggest that the best identification rate of 82.5% has been
obtained. In this section study has been presented to see the effect of combining the biometric
with the conventional authentication method. The system has been designed in such a way
that the first stage authenticates the group of persons on the basis of biometric (speaker
identification) and then in the next stage verifies the person on the basis of password. The
flow chart of the proposed system has been shown in the Figure 5.4. As shown in the flow
chart the MFCC features of the speech of unknown speaker has been extracted and then log
likelihood of unknown speaker with each entry in the database has been calculated. To
expand the possibility of matching, instead of identifying and extracting the single entry from
the database, more than one entry or person (i.e. 2, 3,...... ) has been identified and their
corresponding data has been extracted. The selection of the group has been carried out on the
basis of their log likelihood values. All the log likelihood values corresponding to the
unknown speaker and all the entries in the database have been arranged in the descending
order and the entries with the higher log likelihood values have been selected. In the second

stage the passwords (which were stored during the enrollment stage corresponding to each
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entry in the database) of all the selected entries or persons in the first stage has been extracted

and compared with the password entered by the unknown speaker. If the password matches

with any of the entry from the selected group then the corresponding person has been

identified otherwise, the system prompts the message ““You are not an authorized person”.

Record the speech of the unknown
speaker

v

Remove silence

v

Extract features (MFCC)

v

Read data for each
speaker

Calculate the log likelihood of unknown
speaker with each entry in database

v

Arrange the calculated log likelihood
values in the descending order

v

Extract the passwords corresponding to
required sorted log likelihood values
from the database

v

Enter the password of unknown speaker

v

Compare entered password with
extracted passwords

Is password
matched?

Unauthorized person

Corresponding person
identified Stop

Figure 5.4 Flow chart of the proposed system
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In the enrollment process of the proposed system the data record of the user is to be

maintained in the database containing the name, password and Ak ( ) of the user.

53.2.1 Results of Proposed System

The experiments have been conducted on the same database of 800 samples of 80
persons (50 male and 30 female) on which the experiments for speaker identification had
been conducted. The results in Table 5.3 have been presented on the basis of 1, 2, 3,...... up

to 12 persons identified during the first stage.

Table 5.3 Results of proposed combined system

Results
Number of entries True Rejected (in percentage)
extracted from identified out | samples out -
the database during of 800 of 800 Genuine I_:als_e
the first stage samples acceptance rate | rejection
rate
1 660 140 82.5 17.5
2 720 80 90 10
3 746 54 93.25 6.75
4 765 35 95.625 4.375
5 775 25 96.875 3.125
6 784 16 98 2
7 787 13 98.375 1.625
8 790 10 98.75 1.25
9 796 4 99.5 0.5
10 799 1 99.875 0.125
11 799 1 99.875 0.125
12 799 1 99.875 0.125
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Figure 5.5 Graph between FRR and number of entries extracted in first stage

A graph between the FRR and number of entries extracted in the identification stage
has been shown in the Figure 5.5. As shown in the graph the FRR goes on decreasing up to
10 entries extracted in the first stage and then becomes stable. Thus by extracting more
number of entries in the identification stage, the false rejection rate error introduced in the
system due to noise and intra class variation can be taken care. In the present
experimentation, the database consists of 800 entries and extraction of entries from the
database has little bearing on the time and performance of the system in real time. However,
in practical applications with sufficiently large databases the calculation of log likelihood for
all the entries can take considerable amount of time but it will not be affected by the number
of entries extracted. So, number of entries to be extracted can be decided based on the
success rate. In the present case 3.0 GHz Pentium IV processor with 512 MB RAM has been

used which gives results in real time.
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5.4 Multi-biometric System

A multi-biometric system is a biometric system that uses more than one
independently or weakly correlated biometric trait taken from an individual (e.g. speech

signal and fingerprints of the same person).

The choice and number of biometric traits used for any biometric system depends
upon number of factors such as security, user acceptance, cost, user convenience, design
complexity etc.. Voice or speech based biometric systems have the advantage of user
convenience, user acceptance and low cost. Fingerprint based biometric systems exhibits
uniqueness, consistency over time, rich feature information, acceptability and good
performance. Unlike the fingerprints, palm prints cannot be acquired without the knowledge
of the person or user which is very necessary in security related applications. Moreover, palm
prints have medium to high performance. So, in this work it has been decided to work with
these three parameters or traits of personal authentication. Since, in the previous
chapters/sections, fingerprints and speech have already been discussed. So, a brief

introduction of palm prints has been discussed here.

5.4.1 Palmprint

The inner surface of our palm normally contains principal lines, wrinkles and creases.
There are usually three principal lines in a palmprint: the heart line, the head line, and the life
line. These lines vary little over time, and their shapes and locations on the palm are the most
important physiological features for individual identification. Wrinkles are much thinner than
the principal lines and much more irregular. The principal lines and the main creases are
formed between the 3rd and 5th months after conception [201] and petty lines appear after
birth. These features are not genetic in nature. Even identical twins those are having the same
DNA sequences have different palmprints [34]. These complex patterns have rich
information for personal authentication. Human beings were interested in the palm lines for
fortune telling long time ago. Scientists and fortunetellers name the lines and the regions

differently, as shown in Figure 5.6.
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Figure 5.6 Definitions of palm lines and regions (a) from scientists and (b) from fortune-

tellers
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There are two types of palmprint recognition research, high resolution and low
resolution approaches. High resolution approach is suitable for forensic applications such as
criminal investigation, while low resolution is more suitable for civil and commercial
applications such as access control. Generally speaking, high resolution refers to 400 dpi or
more and low resolution refers to 150 dpi or less. Figure 5.7 illustrates a part of a high
resolution palmprint image and a low resolution palmprint image. In high resolution images,
researchers extract ridges, singular points and minutia points as features while in low

resolution images, they generally use principal lines, wrinkles and texture.

-Singular points <~ 7 1771

(b)

Figure 5.7 Palmprint features in (a) High resolution image and (b) Low resolution image

Palmprint authentication system includes preprocessing, feature extraction and
matching steps. The preprocessing step is used to align different palmprint images and
detecting key points so that a coordinate system can be established for extracting the central

parts of the palmprint. To perform the above function different approaches have been
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discussed in the literature [202-206]. For feature extractions line based approach [207-209],
subspace based approach [210-212], Statistical approach [213-214], Coding approach
[202,215-216] etc. are used and for the purpose of palmprint matching neural networks [203],
Hidden Markov Model [205], correlation filter [217] techniques etc. are present in the
literature. In this work same method has been used for palmprint authentication as had been

used for fingerprint authentication discussed in chapter 4.

5.4.2 Combining the Biometric Modalities

As discussed in the previous section speech, fingerprint and palmprint have been
chosen as biometric modalities which are required to be combined. However, data pertaining
to all of the three modalities was not available for a single set of user. Due to the mutual
independence of these three modalities it has been decided to assign the standard databases of
fingerprint (FVC2002_DB_1_a), palmprint (The Hongkong PolyU_Palmprint_Database 2nd
Version) and recorded database of speech to subject 1, subject 2, .............. , subject 40. For
the purpose of experimentation, the database of fingerprint and palmprint was rotated,
translated and translated plus rotated by +1° and +1 pixel in x and y direction up to +15° and
+15 pixels respectively. In this way for each image of fingerprint and palmprint has 90
rotated, translated and translated plus rotated images.

Thus a database having 90 x 40 = 3600 fingerprint images, 90 x 40 = 3600 palmprint images
and 80 x 10 = 800 speech signals, has been created.

It has been decided to combine fingerprint and palmprint biometric traits. Some
fusion techniques like sum rule, decision tree rule, weighted tree rule are present in the
literature but in the present work it has been decided to use fuzzy logic to combine (fuse)
fingerprint and palm print at score level.

5.4.3 Fuzzy Logic

Fuzzy logic is a way of processing data by accepting noise and imprecise input. It
provides a simply way to arrive at a definite conclusion based on vague, ambiguous,
imprecise, noisy or missing input information. Fuzzy logic approach mimics, the way in

which a human make decisions, but it is much faster than human brain. Fuzzy logic can be
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termed as problem — solving methodology that can be implemented in systems ranging from
simple, small, embedded microcontrollers to large, networked, multi-channel PC or
workstation-based systems. It can be implemented in hardware, software, or a combination of
both [218]. Fuzzy logic is an approach to computing based on “degrees of truth” rather than
the usual “true or false” (1 or 0) Boolean logic on which the modern computer is based.
Fuzzy logic not only includes 0 and 1 as extreme cases of truth (or “the state of matters” or
“fact”) but also includes the various states of truth in between these two values.

Fuzzy Logic offers several unique features that make it a particularly good choice for

authentication problem. Some of these are

1. Fuzzy logic is conceptually easy to understand. The mathematical concepts
behind fuzzy reasoning are very simple and are easy to understand. This property
makes it one of the favorable techniques [219].

2. Fuzzy logic technigue is based upon the simple rules, which are easy to apply and
can be modified easily to improve the system performance [220].

3. Because of the rule-based operation, any reasonable number of inputs can be
processed and reasonable number of outputs can be generated, although defining
the rule base quickly becomes complex if too many inputs and outputs are chosen
for a single implementation [221] .

4. Fuzzy Logic can control nonlinear systems that would be difficult or impossible

to model mathematically [221].

5.4.4 Steps for Fuzzy Logic Implementation
Following steps have been used for the implementation of fuzzy logic [222]:
(i) Define the Universe of Discourse
The first step for the designing of a fuzzy logic controller requires to define all
the input and output variables along with the range of values that the inputs and
outputs may take. In the present case score of fingerprint and palmprint are the
inputs while the claim of authentication of the person is the output. Table 5.4

shows the universe of discourse for the inputs and output.
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Table 5.4 Universe of discourse for the inputs and output

Name Input/ Output | Minimum Value Maximum
Value
Fingerprint Input 0 1000
Palmprint Input 0 1000
Claim of Output 0 1000
authentication

(i) Setup Fuzzy Membership Functions for Inputs
Fuzzification is a process where the crisp quantities are converted to fuzzy
quantities [223]. In the present case, fingerprint and palmprint are inputs with the
crisp values ranging from 0 to 1000. Experiments have been conducted to find out
the optimum number of fuzzy variable and ultimately, low, medium, high and
very high fuzzy variables have been chosen. Table 5.5 shows the assignment of
ranges and membership functions to different variables of fuzzy set both for

fingerprint and palmprint.

Table 5.5 Fuzzy variable ranges and membership functions for fingerprint and

palmprint
Crisp input range Fuzzy variable Membership function
0-700 Low Trapezoidal
600 — 800 Medium Triangular
700 —900 High Triangular
800 — 1000 very high Trapezoidal

Figure 5.8 and Figure 5.9 represents the fuzzy membership function for

fingerprint and palmprint respectively.
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Figure 5.8 Fuzzy membership function for fingerprint

T T T T T 1
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1 1 1 1 1
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input variable “palmprint®

Figure 5.9 Fuzzy membership function for palmprint

(iii) Setup Fuzzy Membership Functions for the Output(s)

The next step in the design of fuzzy logic is to set up fuzzy membership

functions for the outputs. The present case has only one output, that is, the claim

of the user for authenticity. Fuzzy memberships to this variable have been defined

in the similar manner as has been defined for the inputs. Table 5.6 and Figure 5.10

shows the range, fuzzy variables and the membership functions used for the

output variable.
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Table 5.6 Fuzzy variable ranges and membership functions for output variable

Crisp range Fuzzy variable Membership function
0 - 500 Reject Trapezoidal
300 - 700 Reenter Triangular
500 — 1000 Accept Trapezoidal
II eject I I I renlter I ac:lc:ept
: o
0.5 4
0 1 1 1 T

1 1 1 1 1
a 100 200 300 400 s00 =1uln} Foo =1ul] 900 1000
autput wariable "output1”

Figure 5.10 Fuzzy membership function for the output variable

(iv) Create a Fuzzy Rule Base

Rules form the basis for the fuzzy logic to obtain the fuzzy output. Fuzzy rules
are a collection of linguistic statements in the form of IF-THEN rules that may
mimic the behavior of a human being while making a decision. Fuzzy rules are
written in the following form:

If (fingerprint is very high) AND/OR (palm print is very high) then (output is
accept)

In the above statement, if-part of the rule "fingerprint is very high/ palm print is
very high" is called the antecedent, while the then-part of the rule "output is
accept™ is called the consequent. If in a rule there are more than one antecedent
(as in the case of above rule) then logical operators are required to obtain one
value that represents the result of antecedent for that rule. AND/OR in the above

statement are known as logical operators.
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The number and complexity of rules depends on the number of input
parameters that are to be processed and the number fuzzy variables associated
with each parameter. In the present case different fuzzy input variables of
fingerprint, palmprint and fuzzy output variables are combined to formulate the
IF-THEN rules for biometric security systems. All these rules are described in the
next section and to evaluate more than one antecedents AND logical operator with

min function has been used.

(v) Apply Implication Method

The next step is to correlating the rules of consequent with the truth value of
the antecedent value to obtain the output fuzzy set. This can be done with the help
of implication method. The input for the implication process is a single number
given by the antecedent and the output is a fuzzy set. The most common methods
of implication are clipping (min) and scaling (prod). In the method of clipping
consequent membership function is cut at the level of the antecedent truth while
in scaling the original membership function of the rule consequent is adjusted by
multiplying all its membership degrees by the truth value of the rule antecedent.
Clipping is often preferred method of implication because it involves less
complex and faster mathematics and generates an aggregated output surface that
is easier to defuzzify. In the present work, clipping (min) has been used as an

implication method.

(vi) Aggregate All Outputs
Aggregation is the process by which the fuzzy sets that represent the outputs
of each rule are combined into a single fuzzy set. The input of the aggregation
process is the list of truncated output functions returned by the implication
process for each rule. The output of the aggregation process is one fuzzy set for
each output variable. Three aggression methods max (maximum), probor
(probabilistic OR), and sum (simply the sum of each rule's output set) are

commonly used. In the present work max aggression method has been used.
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(vii)  Defuzzify the output (s)
The last step in the fuzzy inference process is defuzzification. Fuzziness helps us
to evaluate the rules, but the final output of a fuzzy system has to be a crisp
number. Defuzzification means fuzzy to crisp conversion [223, 224]. The input
for the defuzzification process is the aggregate output fuzzy set and the output is a
single number. Many defuzzification methods like maximum membership,
weighted average, centroid, centre of sums, centre of largest area etc., are
available in literature. Among all these methods centroid method is most
commonly used and is also known as centre of gravity method. In the present

work centroid method for defuzzification has been used.

5.4.5 Different Security Systems

The system that uses biometric for security applications can be classified into three
different categories depending upon the importance of a particular application. These
are:

i) Low security system

i) Medium security system

iii) High security system

Low security systems can be used in such situations where breach of security does
not have a long lasting impact (in terms of financial concerns and loss to human
being) on the society such as attendance of the students/ employees in a university/
company or issue/ return of book(s) from a library etc.. The low security system aims
to have a very low false rejection rate. High security systems are employed in very
critical situations such as defense related applications, protection of foreign policy
documents, security for intelligence information etc.. In applications, where high
security is required, the false acceptance should be as low as possible, while false
rejection can occur to some extent in the system. Medium security system includes
applications such as physical access control, logical access control, operation of
ATM, operation of mobiles and laptops etc.. Medium security system is a tradeoff

between high security and low security. In other words, medium security system aims
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to have low false acceptance rate than low security and low false rejection rate in
comparison to high security system.

Realizing the requirements of different security systems, various rules have
been framed for different security systems i.e. low, medium and high. While low
security system has to be oriented towards low FRR, the high security system looks
for zero false acceptance rate. The results of all the three i.e. low, medium and high

security systems have been analyzed in detail in the following section.

5.4.5.1 Rules for Low Security
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The rules for a low security system have been formulated in such a way that if
any of the inputs is very high or high then the system must give a high output i.e. the
system should accept the claim of the user. On the other hand if the input from the
fingerprint is low and from palmprint is low or medium then the claim of the user
must be rejected. For all other cases the user should be asked to enter the biometric
traits again. The various rules that have been defined for the different combination of
inputs (fingerprint and palmprint) and output, in a low security system are given

below:

If (fingerprint is very high) AND (palmprint is very high) then (output is Accept)
If (fingerprint is very high) AND (palmprint is high) then (output is Accept)

If (fingerprint is very high) AND (palmprint is medium) then (output is Accept)
If (fingerprint is very high) AND (palmprint is low) then (output is Accept)

If (fingerprint is high) AND (palmprint is very high) then (output is Accept)

If (fingerprint is high) AND (palmprint is high) then (output is Accept)

If (fingerprint is high) AND (palmprint is medium) then (output is Accept)

If (fingerprint is high) AND (palmprint is low) then (output is Accept)

If (fingerprint is medium) AND (palmprint is very high) then (output is Accept)

. If (fingerprint is medium) AND (palmprint is high) then (output is Accept)

. If (fingerprint is medium) AND (palmprint is medium) then (output is renter)
. If (fingerprint is medium) AND (palmprint is low) then (output is renter)

. If (fingerprint is low) AND (palmprint is very high) then (output is Accept)
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14.
15.
16.

If (fingerprint is low) AND (palmprint is high) then (output is Accept)
If (fingerprint is low) AND (palmprint is medium) then (output is reject)
If (fingerprint is low) AND (palmprint is low) then (output is reject)

5.4.5.2 Rules for Medium Security

For a medium security system the if- then rules have been formulated in a manner

that the claim of the user is accepted only if both the inputs individually are very high or

high at the same time. On the other hand the claim of the user is rejected if any of the

inputs is low and if both the inputs have medium value. For all other cases the user

should be asked to enter the biometric traits again. The various rules that have been

defined for the different combination of inputs (fingerprint and palmprint) and output, in

a medium security system are given below:
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If (fingerprint is very high) AND (palmprint is very high) then (output is Accept)
If (fingerprint is very high) AND (palmprint is high) then (output is Accept)

If (fingerprint is very high) AND (palmprint is medium) then (output is renter)

If (fingerprint is very high) AND (palmprint is low) then (output is reject)

If (fingerprint is high) AND (palmprint is very high) then (output is Accept)

If (fingerprint is high) AND (palmprint is high) then (output is Accept)

If (fingerprint is high) AND (palmprint is medium) then (output is renter)

If (fingerprint is high) AND (palmprint is low) then (output is reject)

If (fingerprint is medium) AND (palmprint is very high) then (output is renter)

. If (fingerprint is medium) AND (palmprint is high) then (output is renter)

. If (fingerprint is medium) AND (palmprint is medium) then (output is reject)
. If (fingerprint is medium) AND (palmprint is low) then (output is reject)

. If (fingerprint is low) AND (palmprint is very high) then (output is reject)

. If (fingerprint is low) AND (palmprint is high) then (output is reject)

. If (fingerprint is low) AND (palmprint is medium) then (output is reject)

. If (fingerprint is low) AND (palmprint is low) then (output is reject)
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5.4.5.3 Rules for High Security

For a high security system the if- then rules have been formulated in a manner that the
claim of the user is accepted only if both the inputs individually are very high or high at
the same time. On the other hand the user is asked to enter the biometric traits again if
one of the inputs is very high and other is medium. For all other cases the claim of the
user is rejected. The various rules that have been defined for the different combination of

inputs (fingerprint and palmprint) and output, in a high security system are given below:

1. If (fingerprint is very high) AND (palmprint is very high) then (output is Accept)
2. If (fingerprint is very high) AND (palmprint is high) then (output is Accept)

3. If (fingerprint is very high) AND (palmprint is medium) then (output is renter)

If (fingerprint is very high) AND (palmprint is low) then (output is reject)

If (fingerprint is high) AND (palmprint is very high) then (output is Accept)

If (fingerprint is high) AND (palmprint is high) then (output is Accept)

If (fingerprint is high) AND (palmprint is medium) then (output is reject)

If (fingerprint is high) AND (palmprint is low) then (output is reject)
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If (fingerprint is medium) AND (palmprint is very high) then output is reenter
10. If (fingerprint is medium) AND (palmprint is high) then (output is reject)

11. If (fingerprint is medium) AND (palmprint is medium) then output reject

12. If (fingerprint is medium) AND (palmprint is low) then output reject

13. If (fingerprint is low) AND (palmprint is very high) then (output is reject)

14. If (fingerprint is low) AND (palmprint is high) then (output is reject)

15. If (fingerprint is low) AND (palmprint is medium) then (output is reject)

16. If (fingerprint is low) AND (palmprint is low) then (output is reject)

Figure 5.11 shows the flow chart of the fuzzy logic based security system. As shown
in the flow chart first of all the person asserts its identity and provides the biometric
information i.e. fingerprint and palmprint. Both these biometrics are processed to extract the
features. The features of fingerprint and palmprint of the corresponding person are extracted
from the database. A comparison has been made between the features of the query images

with the corresponding features of the reference set. A similarity score has been calculated
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for both the biometrics and fed to the fuzzy inference system for verification. Depending
upon the formulated if-else rule and defuzzification method used the fuzzy inference
generates a crisp value. If this value is greater than a predefined threshold value then the
claim of the user should be accepted and access should be provided to the user. If the crisp
value is less than the lower threshold then claim of the user should be rejected. On the other
hand, if the value is between upper and lower threshold then the person has been asked to
provide the second stage biometric features again and this process will terminate after three
such attempt. However, depending upon the importance of the application the number of
attempts for reenter may be increased or decreased e.g. for high security system reenter
option may be decreased to zero.

Table 5.7 shows the results of genuine acceptance rate of low, medium and high security
systems using the fuzzy logic while Table 5.8 shows the false rejection rate (FRR) of low,

medium and high security systems using the fuzzy logic.
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Table 5.7 Genuine acceptance rate of low, medium and high security systems using the fuzzy logic

Biometric Sample Accept Renter Reject
Low Medium High Low Medium High Low Medium High
Subject 1 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 2 100.00% 96.67% 96.67% 0.00% 3.33% 3.33% 0.00% 0.00% 0.00%
Subject 3 100.00% 96.67% 96.67% 0.00% 3.33% 0.00% 0.00% 0.00% 3.33%
Subject 4 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 5 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 6 100.00% 96.67% 96.67% 0.00% 3.33% 0.00% 0.00% 0.00% 3.33%
Subject 7 100.00% 93.33% 90.00% 0.00% 6.67% 6.67% 0.00% 0.00% 3.33%
Subject 8 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 9 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 10 100.00% 86.67% 86.67% 0.00% 6.67% 0.00% 0.00% 6.67% 13.33%
Subject 11 100.00% 100.00% 96.67% 0.00% 0.00% 3.33% 0.00% 0.00% 0.00%
Subject 12 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 13 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 14 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 15 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 16 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 17 100.00% 93.33% 93.33% 0.00% 6.67% 6.67% 0.00% 0.00% 0.00%
Subject 18 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 19 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 20 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 21 100.00% 100.00% 93.33% 0.00% 0.00% 6.67% 0.00% 0.00% 0.00%
Subject 22 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 23 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 24 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 25 100.00% 90.00% 90.00% 0.00% 10.00% 0.00% 0.00% 0.00% 10.00%
Subject 26 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 27 100.00% 96.67% 93.33% 0.00% 3.33% 6.67% 0.00% 0.00% 0.00%
Subject 28 100.00% 100.00% 93.33% 0.00% 0.00% 3.33% 0.00% 0.00% 3.33%
Subject 29 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 30 100.00% 96.67% 90.00% 0.00% 3.33% 3.33% 0.00% 0.00% 6.67%
Subject 31 100.00% 93.33% 90.00% 0.00% 6.67% 6.67% 0.00% 0.00% 3.33%
Subject 32 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 33 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 34 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 35 100.00% 100.00% 93.33% 0.00% 0.00% 6.67% 0.00% 0.00% 0.00%
Subject 36 100.00% 83.33% 76.67% 0.00% 16.67% 6.67% 0.00% 0.00% 16.67%
Subject 37 100.00% 100.00% 96.67% 0.00% 0.00% 3.33% 0.00% 0.00% 0.00%
Subject 38 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 39 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Subject 40 100.00% 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
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Table 5.8 False rejection rate of low, medium and high security systems using the fuzzy

logic
Biometric Sample Low Medium High
Subject 1 0.00% 0.00% 0.00%
Subject 2 0.00% 3.33% 3.33%
Subject 3 0.00% 3.33% 3.33%
Subject 4 0.00% 0.00% 0.00%
Subject 5 0.00% 0.00% 0.00%
Subject 6 0.00% 3.33% 3.33%
Subject 7 0.00% 6.67% 10.00%
Subject 8 0.00% 0.00% 0.00%
Subject 9 0.00% 0.00% 0.00%
Subject 10 0.00% 13.33% 13.33%
Subject 11 0.00% 0.00% 3.33%
Subject 12 0.00% 0.00% 0.00%
Subject 13 0.00% 0.00% 0.00%
Subject 14 0.00% 0.00% 0.00%
Subject 15 0.00% 0.00% 0.00%
Subject 16 0.00% 0.00% 0.00%
Subject 17 0.00% 6.67% 6.67%
Subject 18 0.00% 0.00% 0.00%
Subject 19 0.00% 0.00% 0.00%
Subject 20 0.00% 0.00% 0.00%
Subject 21 0.00% 0.00% 6.67%
Subject 22 0.00% 0.00% 0.00%
Subject 23 0.00% 0.00% 0.00%
Subject 24 0.00% 0.00% 0.00%
Subject 25 0.00% 10.00% 10.00%
Subject 26 0.00% 0.00% 0.00%
Subject 27 0.00% 3.33% 6.67%
Subject 28 0.00% 0.00% 6.67%
Subject 29 0.00% 0.00% 0.00%
Subject 30 0.00% 3.33% 10.00%
Subject 31 0.00% 6.67% 10.00%
Subject 32 0.00% 0.00% 0.00%
Subject 33 0.00% 0.00% 0.00%
Subject 34 0.00% 0.00% 0.00%
Subject 35 0.00% 0.00% 6.67%
Subject 36 0.00% 16.67% 23.33%
Subject 37 0.00% 0.00% 3.33%
Subject 38 0.00% 0.00% 0.00%
Subject 39 0.00% 0.00% 0.00%
Subject 40 0.00% 0.00% 0.00%
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In all there are total 40 different images and 90 versions of each image so total images
are 3600. Table 5.9 shows the consolidated false rejection rate results for low security,

medium security and high security system.

Table 5.9 Consolidated results of false rejection rate for different security systems

Low security Medium security High security
system system system

Total true images
rejected by the 0 58 104
system (out of 3600)

False Rejection
Rate 0% 1.61% 2.88%

False acceptance rate is the measure of wrongly accepting the claim of the imposter
(unauthorized person). To find out the false acceptance rate of a system it is required to
match the features of the reference image of one person stored in the data base to the features
of the query image of some other person to find out if any correspondence exists between the
two images. For example, the features of subject 1 are compared with the features of the
subject 2, subject 3 and so on. The simulations results obtained are presented in Table 5.10.
Each set of images in one subject has been compared with 100 set of images for other

subjects.

Table 5.10 False acceptance rate of low, medium and high security systems using the fuzzy

logic
Biometric Sample Low Medium High
Subject 1 0.00% 0.00% 0.00%
Subject 2 0.00% 0.00% 0.00%
Subject 3 4.00% 0.00% 0.00%
Subject 4 0.00% 0.00% 0.00%
Subject 5 6.00% 0.00% 0.00%
Subject 6 0.00% 0.00% 0.00%
Subject 7 4.00% 0.00% 0.00%
Subject 8 0.00% 0.00% 0.00%
Subject 9 0.00% 0.00% 0.00%
Subject 10 0.00% 0.00% 0.00%
Subject 11 0.00% 0.00% 0.00%
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Subject 12 4.00% 1.00% 0.00%
Subject 13 0.00% 0.00% 0.00%
Subject 14 0.00% 0.00% 0.00%
Subject 15 0.00% 0.00% 0.00%
Subject 16 0.00% 0.00% 0.00%
Subject 17 2.00% 1.00% 0.00%
Subject 18 0.00% 0.00% 0.00%
Subject 19 2.00% 2.00% 0.00%
Subject 20 0.00% 0.00% 0.00%
Subject 21 0.00% 0.00% 0.00%
Subject 22 0.00% 0.00% 0.00%
Subject 23 2.00% 2.00% 0.00%
Subject 24 0.00% 0.00% 0.00%
Subject 25 0.00% 0.00% 0.00%
Subject 26 0.00% 0.00% 0.00%
Subject 27 0.00% 0.00% 0.00%
Subject 28 0.00% 0.00% 0.00%
Subject 29 0.00% 0.00% 0.00%
Subject 30 3.00% 2.00% 0.00%
Subject 31 1.00% 0.00% 0.00%
Subject 32 0.00% 0.00% 0.00%
Subject 33 0.00% 0.00% 0.00%
Subject 34 0.00% 0.00% 0.00%
Subject 35 2.00% 0.00% 0.00%
Subject 36 0.00% 0.00% 0.00%
Subject 37 0.00% 0.00% 0.00%
Subject 38 0.00% 0.00% 0.00%
Subject 39 0.00% 0.00% 0.00%
Subject 40 0.00% 0.00% 0.00%

Table 5.11 shows the consolidated false acceptance rate results for low security, medium

security and high security system.

Table 5.11 Consolidated results of false acceptance rate for different security systems

Low security

Medium security

High security

system system system
Total true images
accepted by the 30 9 0
system (out of 4000)
False Acceptance
Rate 0.75% 0.225% 0%
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Table 5.9 and 5.11 indicates the false rejection rate and false acceptance rate for low medium
and high security systems. As is clear from the results that false rejection rate of low security
system is less and false acceptance rate is high, while for high security system false rejection
rate is high and false acceptance rate is very low. The low security systems may be utilized to

overcome the problem of non universality and high security systems for the non uniqueness.

5.5 Very High Security Systems

Proposed medium and high security systems have provided a reasonable performance
measure i.e. false rejection rate and false acceptance rate but still in an application where it is
required to provide a very high security such as access to the nuclear weapons, false
acceptance cannot be tolerated at all (should be zero), although, reasonable false rejection
can be tolerated in the system. For a very high security system another layer of security, i.e.
Speaker identification with password, may be added to the high security system. The flow
chart of the very high security system is shown in Figure 5.12. The system has been designed
in such a manner that in the first stage the person is identified based upon the speech
biometric and the password. The second stage authenticates the user based upon the level of
matching between the reference features and the features provided by the biometric traits i.e.
fingerprint and palmprint.

If the person is not enrolled (not in the database) or is an unauthorized person or
provides wrong information then the system stops at the first stage and do not process further
to give access to the imposter. On the other hand if the person is identified then the system
will go to the second stage for authentication using fingerprint and palmprint through fuzzy
logic system. Such a system will overcome the problem of non uniqueness and intra-class

variation effectively.
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5.5.1 Results of Very High Security System

In a very high security system two systems speaker identification and fuzzy logic

system using fingerprint and palmprint have connected in cascade. Since the data pertaining

to all the three modalities was not available for a single set of users. So the data of 80 users

of speech (with 10 samples of each) was randomly paired with images from fingerprint and

palmprint databases (with 10 samples of rotated, translated and rotated plus translated

versions of same image randomly chosen) for the purpose of experimentation. The simulated

results thus obtained for very high security system are given in Table 5.12.

Table 5.12 Results of very high security system

Number of entries True Rejected Results
extracted from identified samples out (in percentage)
the database during | out of 800 of 800 Genuine False
the first stage Samples Acceptance rate | Rejection
Rate
1 646 154 80.75 19.25
2 734 66 91.75 8.25
3 729 71 91.125 8.875
4 739 61 92.375 7.625
5 753 47 94.125 5.875
6 762 38 95.25 4.75
7 764 36 95.5 4.5
8 766 34 95.75 4.25
9 772 28 96.5 3.5
10 775 25 96.875 3.125
11 775 25 96.875 3.125
12 775 25 96.875 3.125

Although, the addition of another stage in a system provides better security but this

stage has increased the false rejection rate and will also add up to the user discomfort.
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5.6 Summary

In this chapter various limitations of single biometric system have been discussed.
Two solutions have been proposed and implemented to overcome these limitations. In the
first solution, a system combining single biometric (speech) and conventional method
(password) has been developed. The system has been designed in such a manner that the first
stage identifies the group of persons on the basis of biometric (speaker identification) and
second stage verifies the person on the basis of password from the list of selected entries in
the first stage. The developed system is also capable to ensure that any two enrolled users do
not have same name and/or password otherwise the system may give wrong results. The
proposed integrated system has increased the accuracy of the system and at the same time
overcomes the problem of non-enrollment of the user. The proposed system authenticates the
persons in real time with an accuracy of 99.875%. Moreover, the integrated system also
overcomes the problems of intra-class variation, noise and non-uniqueness (due to the
presence of extra layer of security by the password).

In the second solution, two biometric, traits palm print and fingerprint have been
combined at the score level. The fusion of these two biometric traits has been done using the
Fuzzy logic. Three different sets of if-else rule have been formulated for low, medium and
high security systems. In order to overcome the problem of non universality the rules for the
low security system, have been formulated in such a way that if any of the inputs is with a
reasonable score then the system accepts the claim of the user. With this type of arrangement
0% false rejection rate has been achieved but 0.75% cases of false acceptance has been
reported. With the formulated rules of medium and high security false rejection rate
increased to 1.61% and 2.88% respectively from the 0% for low security but false acceptance
rate get reduced to 0.225% and 0% respectively.

In order to further decrease the possibility of false acceptance another layer of
security in the form of speaker identification has been proposed in the very high security
systems. Although with very high security system FRR of the system has increased but at the
same time chance FAR has completely ruled out.
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CHAPTER 6

Conclusions and Future Scope

The work presented in this thesis has been carried over a period and work on different

modules has been carried out at different periods of time. The outcome of work has been

presented in this chapter along with the future scope in this area.

6.1

Conclusions

The conclusions of the work are being presented in the point wise manner and
are given below.
The regional average thresholding is a better method than the global thresholding in
case of Fingerprints.
Thinning is an important pre-processing step in minutiae based automatic fingerprint
authentication systems, as a good thinned image map can facilitate the minutiae
extraction. The proposed algorithm improves the thinned image by reducing it to one
pixel width and makes the image rotation independent. Single isolated pixels are also
removed as they are not required in the final minutiae extraction stage. By using the
Karnaugh map technique all the rules are simultaneously applied to each and every
pixel which resulted in faster response as compared to look up table technique. The
response time has been reduced by improving the window extraction for templates
and by using the short circuit logical operators. An improved thinned image and
overall reduction of about 40% in time has been achieved with the proposed methods.
Crossing Number method is one of the most widely used Binarization based method
for minutiae extraction but this method is not robust against false minutiae such as
spikes and tends to register spike as minutiae. The new proposed method eliminates
most of the false minutiae during the minutiae extraction stage because it uses
genuine cases only. All these cases are solved to a minimized logical expression using

a well known minimization technique of Karnaugh map. The proposed method
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eliminates up to 10% false minutiae in the extraction stage, which remains with the
crossing number method. It has also been observed that the while there is significant
improvement in identification of ridge endings, only a few false ridge bifurcations are
eliminated. Moreover, the proposed algorithm also takes care so that the boundary
pixels should not be included in the list of minutiae.

Rotation and translation between the reference and query images make it difficult to
find the correspondence between the features (minutiae) of these two images. In the
proposed Genetic Algorithm (GA) based relative alignment algorithm for the
alignment of reference and query fingerprint image there is no need to find the
reference core or delta point because reliable detection of these reference points is a
difficult task. In order to find the accurate result all the three parameters X, y
(translation) and & (rotational) have to be optimized separately. The GA based
algorithm was able to accurately find out the rotation, however because of
optimization of all the parameters separately system becomes slow.

This image-based fingerprint verification system provides a very simple and direct
solution to the fingerprint matching problem. The system uses the much richer gray-
level information of a fingerprint image. An image based fingerprint verification
system has been developed and checked for the validity using the images from
FVC2002/Dbl_a database. The success rate of verification system is highly
dependent on the threshold value and size of the template used for the learning stage.
Smaller size learning image have lesser false rejection rate and higher false
acceptance rate while larger size learning images have higher false rejection rate and
lesser false acceptance rate. Moreover, higher the value of threshold, higher is the
false rejection and lower is the false acceptance. So, a compromise has to be made
between false acceptance and false rejection. The experimental results for different
fingerprints with various learning image sizes reveals that a 100 x 100 learning image
size for a threshold value of 700 (1000 being the perfect match) is a good
compromise for false accept and false reject rate.

It has been also been observed that the False Accept and False Reject Rate in most of
the cases of enhanced images is high in comparison to the original image. This is due

to the fact that although the enhancement of the images will improve the ridge valley
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structure but richer gray level information is lost due to the enhancement process. So,
preprocessing /enhancement of the images may be avoided in image based fingerprint
authentication system.

* The proposed scheme of combining the biometric with the conventional method
(speaker identification followed by password authentication) not only solved the
problem of non uniqueness , interclass variation and noise but also overcome the
problem of non enrollment of the user in the system which otherwise remains with
the speaker identification system. Moreover, the results obtained indicate that the
false reject rate can be reduced by extracting more entries during the identification
stage.

» Fuzzy logic based technique used to fuse the two biometric traits at the score level is
based on simple rules, which are very easy to apply and takes less time. In low
security system in order to take care the problem non universality the rules are framed
in such a manner that the matching of only one biometric is sufficient. In high
security system the rules have been framed to overcome the problem of false
acceptance. The addition of another biometric trait (voice) in the identification mode
had further enhanced the security of the system. The advantage of using fuzzy logic is
that there is the need to change the software part slightly when going from low
security to high security system. While adding a biometric trait overcomes the
problems of non uniqueness, intra-class variation etc., but it may add to user
discomfort. So, a compromise has to be made between the security required and the

user acceptance.

6.2 Future Scope

As discussed earlier the future belongs to the biometric based security systems for
different applications such as physical access control, financial transactions etc.. So, the
need is constantly felt to develop a biometric based technology with high success rate
(Low FRR and FAR). While a significant improvement has been reported in this work

for the development of different modules of single and multibiometric systems, still, we
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believe that techniques proposed in this thesis can be further expanded and refined in the

following ways.

1. The proposed K-map based minutiae extraction algorithm can take care of the spike
(a false minutiae) in a 3x3 window but still post processing need to be performed to
remove the false minutiae such as spur, hole, triangle etc. Rules may be formed in

future to take care of these false minutiae by varying the window size from 3x3.

2. Although two speed up process have been incorporated for fitness evaluation function
for alignment still it takes major time of minutiae based authentication system.
Additional speed up steps may be incorporated to the present system to decrease the

alignment time.

3. In future, a system using voice or speech can be thought off which will be

independent of text and language.
4. In future, a biometric modality may be added to the system which will ensure the

presence and aliveness of the user. e.g. ECG of the person may be incorporated as one

of the biometric to ensure presence and aliveness of the user.
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