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Abstract

Grid computing has emerged as an important field for complex systems with need of

sharing of resources in a large scale environment, wide area communication and multi
institutional collaboration. Grid computing is used where there is a need of large amount
of computational power which cannot be provided by a single computer.

Both grid and distributed environments are different from each other in context of large
scale resource sharing in grid. With the increase in the size of these systems the need to
evaluate their reliability is increasing day by day. Hence various methods for estimating
reliability are being developed. Bayesian Networks (BN) can also be used to estimate grid

reliability.

BN is used to depict the interactions between the various components of the distributed
system and show the relationship between them. The BN depicts the probabilistic
associations between the system components in a very simple and easy way. The
relationship is represented using directed acyclic graph where nodes represent the
variables and the links between each pair of nodes represent the causal relationships
between the variables. So BN is the best method that can be used to evaluate the

reliability of the grid services.

This thesis discusses the use of Minimal Resource Spanning Trees (MRSTs) and BN in
estimating grid service reliability. Also this thesis depicts that the Bayesian Networks can
help in easy representation of grid networks, hence only historical data is required to
construct them. In this thesis, the K2 algorithm has been extended to estimate the
reliability of the MRST and used to build BN. Then this extended algorithm has been
implemented using Java and validated.
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Chapter 1

Introduction

This chapter gives a brief introduction about grid computing, reliability in grid
computing and Bayesian Networks (BN). It also presents the estimation of grid
reliability using BN along with the organization of the thesis.

1.1.Grid Computing
In today’s world of high speed and powerful computing, even home based
desktops are powerful enough to run complex applications. But still there are
numerous applications and complex scientific experiments which require huge
amount of computational power and other resources. Such requirements are
fulfilled by grid computing[29].
The basic idea of grid computing was conceived by lan Foster, Carl Kesselman
and Steve Tuecke. They worked to develop a toolkit which could manage
computations, data movement, storage and other infrastructure to handle large
grids without any restrictions regarding specific hardware and requirements. The
conventional networks focus on communication among devices. Contradictory to
these, grid computing (a form of networking) utilizes the unused processing
cycles of all computers in a network for solving problems that are not possible for
any stand-alone machine[30].
Thus, grid computing can be defined as a form of networking unlike conventional
network that focus on communication among devices. It harnesses unused
processing cycles of all computers in a network for solving problems too
intensive for any stand alone machine[4].
The real and specific problem that underlies the Grid concept is coordinated
resource sharing and problem solving in dynamic, multi-institutional virtual
organizations. The sharing that we are concerned with is not primarily file
exchange but rather direct access to computers, software, data, and other
resources, as is required by a range of collaborative problem-solving and resource
brokering strategies emerging in industry, science, and engineering. This sharing
is, necessarily, highly controlled, with resource providers and consumers defining
clearly and carefully just what is shared, who is allowed to share, and the
conditions under which sharing occurs. A set of individuals and/or institutions

defined by such sharing rules form what we call a Virtual Organization (VO)[2].



Grid computing appears to be a promising trend for three reasons|[6]:

. its ability to make more cost-effective use of a given amount of
computer resources

. as a way to solve problems that can't be approached without an
enormous amount of computing power

. because it suggests that the resources of many computers can be
cooperatively and perhaps synergistically harnessed and managed
as a collaboration toward a common objective.

There are several reasons for programming applications on a Grid[1]:

. to exploit the inherent distributed nature of an application;
. to decrease the turnaround/response time of a huge application;
. to allow the execution of an application which is outside the

capabilities of a single (sequential or parallel) architecture;
. to exploit the affinity between an application component and Grid

resources with a specific functionality.
1.1.1. Comparison With Other Distributed Computing Technologies
Grid computing system is different from conventional distributed computing
systems by its focus on large-scale resource sharing and open architecture for
services[2].
» Comparison With Cluster Computing:

e Resources in a Cluster lie in the same administrative domain, where as
in a Grid 1t’s hardly the case.

e Grids consist of heterogeneous resources, Clusters deal with
homogenous resources that too only computational in nature.

e Grids are dynamic in nature, resources come and go in a Grid where
as Clusters are static in nature.

e Grids are inherently distributed over a local, metropolitan, or wide-
area network. Usually, clusters are physically contained in the same
complex in a single location.

o Cluster interconnection technology delivers extremely low network
latency, which causes problems if clusters are not close together and
also makes Cluster scalability an issue. Grids are dynamic and hence

more scalable.



» Comparison With CORBA:
CORBA shares surface level similarities with Grid Computing due to the
strategic relationship between Grid Computing and Web Services in the Open
Grid Services Architecture (OGSA). Both are based on the concept of Service-
Oriented Architecture (SOA). A key distinction between CORBA and Grid
Computing is that only CORBA assumes object orientation. In OGSA, there isn't
a presumption of object-oriented implementation in the architecture. The
architecture is message oriented; object orientation is an implementation concept.
» Comparison With P2P:
Grids usually have some form of centralized management and security which P2P
systems lack, making them ideal for providing anonymity. Also, P2P systems are
generally far more scalable than Grid Computing systems and P2P systems are
generally more tolerant of single-point failures than Grids.
1.1.2. Classification of Grid
Grids can be classified on the basis of two parameters[2]:
e Grid Functionality
On the basis of functionality, grid can be classified as computational grid
and data grid
e Grid Topology
On the basis of topology grid can be classified as IntraGrid, ExtraGrid and
InterGrid
A Grid platform could be used for many different types of applications. Gridware
applications are categorized into six main classes[1]:
e distributed supercomputing
e high-throughput
e on-demand
e data intensive
e collaborative

e service-oriented computing



1.1.3. Benefits Of Grid Computing:
Some benefits of grid computing are[3]:

e The first benefit is high performance and scalability that comes from the
massive parallelism of many machines working together to finish
compute workloads in parallel.

e The second benefit is ultimate reliability that comes from its managed
clustering technology, in which a cluster of machines are connected and
managed together to provide redundancy to each other. As long as there is
one or more machines alive in the cluster, the grid should be able to
continue serving for existing and new requests with its remaining
capacity.

e Some other benefits like:

o Exploitation of under-utilized resources

o Reduces computational time

o Provide information access

o Reduces cost by optimising existing IT infrastructure

o Providing access to parallel CPU capacity

o Offers improved reliability

o Provision of resource balancing

o Effective management of resources

o Access to additional resources
1.1.4. Grid Projects and Applications:
A well-known grid computing project is the SETI (Search for Extraterrestrial
Intelligence) @Home project, in which PC users worldwide donate unused
processor cycles to help the search for signs of extraterrestrial life by analyzing
signals coming from outer space. The project relies on individual users to
volunteer to allow the project to harness the unused processing power of the
user's computer. This method saves the project both money and resources[4]. Fig
1.1 depicts the various initiatives taken by different countries in grid computing.
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Fig 1.1: Some Grid Initiatives by different countries[4]

A typical example of a Grid Application is “weather prediction”. This involves
collaboration between several partners: TV stations that produce regular weather
news reports, a Satellite Company that regularly provides space images of the
earth, a supercomputing center that rapidly analyses the images and a
visualization center that produces visual interpretations of the weather analysis.
The smooth running of this project for the timely production of regular weather
reports crucially depends on appropriate schemas for securely sharing,

exchanging, and coordinating information between these partners.
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Fig 1.2: Weather Prediction Using Grid[4]
The power of Grid is particularly useful in areas involved in intensive processing
such as life science research, financial modeling, industrial design and graphics

rendering.



1.1.5. Issues in Grid Computing:
Grid Computing has following issues[7]:

e User Interface : Accessing information on the Grid is fairly important, and
the user interface component handles this task for the user.

e Security: Computers on a Grid are networked and running applications;
they can also be handling sensitive or extremely valuable data, so the
security component of Grid Computing is of crucial concern. This
component includes elements such as encryption, authentication, and
authorization.

e Reliability: The ability to share resources among users is a fundamental
concept for grid systems. Therefore, resource reliability is an important
concern.

o Workload Management: Applications that a user wants to run on a Grid
must be aware of the resources that are available, hence workload
management service becomes an important consideration.

e Data Management: If an application is running on a system that doesn’t
hold the data the application needs, then data management facility takes
care of moving that data to the right place across various machines,
encountering various protocols.

e Scheduler: A scheduler is needed to locate the computers on which to run
an application, and to assign the jobs required.

1.2.Reliability in Grid Computing

Grid Computing has gained enormous importance with rapid spread of
computational environments dealing with large-scale applications in various
areas. These applications involve a variety of geographically or logically
distributed resources including supercomputers, storage systems and data sources
owned by different organizations. In such circumstances, grid architecture offers
communication among various users using an integrated system[9].

The ability to share resources among users is a fundamental concept for grid
systems. Therefore, resource security, integrity and reliability are important
concerns. Traditionally, the function of computer networks has been to exchange
files between remote computers. In grid systems, this traditional requirement is

taken a step further, so that networks provide different types of services such as



computing, management, storage and so on. Thus, grid service reliability
becomes an important issue for the system users due to these excessive system
requirements[24].

The traditional reliability analysis perspective aims to provide accurate
predictions about the system reliability using historical or test data. This approach
is valid whenever the system success or failure behavior is well understood.
However, for complex grid systems, understanding component interaction may
prove to be a challenging problem, which usually requires intervention of a
domain expert. In this respect, the Internet can be given as an example of a
complex grid system. Due to the large number of internet users and the resources
that are shared through it, interactions between the users and resources cannot be
easily modeled. Hence estimating and evaluating reliability of grid service
becomes a necessity[9].

Reliability can be defined as the measure of the likelihood of non occurrence of
faults. The reliability of a system as a function of time R(t), can be defined as the
conditional probability that the system has not failed in the interval [0,t], given
that it was operational at time t=0. Therefore, it is essential to examine reliability
to understand system fault tolerance[23].

Software reliability is a probabilistic measure and can be defined as the
probability that software faults do not cause a failure during a specified exposure
period in a specified use environment. The probabilistic nature of this measure is
due to the uncertainty in the usage of the various software functions and the
specified exposure period here may mean a single run, a number of runs, or time
expressed in calendar or execution time units[5]. All the systems ought to fail, but
the main point to be analyzed is when and how do they fail.

A number of analytical models have been proposed to address the problem of
software reliability measurement. These approaches are based mainly on the
failure history of software and can be classified according to the nature of the
failure process like Times Between Failures Models, Failure Count Models, Fault
Seeding Models, Input Domain Based Models, etc[5].

The most common software reliability model used is:

R(t) = e™

where A is the failure rate.



Traditionally, the function of computer networks has been to exchange files
between remote computers. In grid systems, this traditional requirement is taken a
step further, so that networks provide different types of services such as
computing, management, storage and so on. So, the major problem that underlies
the Grid concept is synchronized sharing of resources and solving problems in
ever changing, multi-institutional virtual organizations. The sharing that the grid
computing is concerned with is not only exchanging files but in fact accessing
computers, software, data, and other resources directly. Lots of collaborative
problem-solving and resource-brokering strategies emerging in industry, science,
and engineering require use of such sharing. This sharing is highly controlled,
such that here resource providers and consumers define what is to be shared, who
is allowed to share, and the conditions under which the sharing occurs. So this
sharing needs to be highly reliable and in a synchronized and controlled way[23].
In an early stage, the grid reliability is mainly determined by the reliability of the
Resource Management System (RMS), while in a later stage, the grid reliability
is mostly affected by the reliability of the network for communicating or
processing.

In RMS, the reliability is required because failures may occur in any of the layers
in RMS like in application layer, the resource described by the program may be
unclear or translated into wrong resource requests. In collective layer, the request
may be matched to a wrong resource because of misunderstanding or faulty
matching. In fabric layer, the virtual organization may register wrong information
of their resources or remove its registered resources without notifying/updating
the resource management system.

1.3.Reliability Using Bayesian Networks

The Bayesian Networks (BN) can be summarized as an approach that represents
the interactions among the elements in a system from a probabilistic
perspective[26]. BN can be represented using directed acyclic graph where
variables are represented using nodes and the relationship between the variables
is represented using links. For evaluating reliability of a system, the elements of a
system are represented by the variables in BN and the interaction among the
elements is depicted by the directed links between two elements (forming a child

and parent relationship where child being the dependent component) leading to



success or failure of the whole system[14]. So the probability of the child node
being successful becomes dependent or conditional on the probability of the
parent node being successful. Here conditional probability of child node can be
evaluated using Baye’s theorem[13]. Absence of a link depicts that there is no
interaction between those nodes hence they are independent of each other or in
other words we can say that their probabilities can be calculated separately. The
Baye’s theorem can be shown using:

p(p1,p2|c)p(c)
p(p1,p2)

From a system reliability perspective, the variables of a BN are defined as the

p(clpl,p2) = (1

elements in the system while the links represent the interaction of the elements
leading to system “success” or “failure”[15].
In a BN the interaction between the various elements of the system is
represented using a directed link between two components, forming a child and
parent relationship, so that the dependent component is called as the child of the
other. Therefore, the success probability of a child node is conditional on the
success probabilities associated with each of its parents [14]. The conditional
probabilities of the child nodes are calculated by using Bayes’ theorem via the
probability values assigned to the parent nodes. Also, absence of a link between
any two nodes of a BN indicates that these components do not interact for system
failure/success and thus, they are considered independent of each other and their
probabilities are calculated separately[27].

1.4.0rganization Of Thesis
The chapters in this thesis are organized as follows:
Chapter 2 gives introduction about the state of the art of estimating grid service
reliability with the help of Bayesian Networks.
Chapter 3 introduces the problem that has been solved in this thesis. It tells
about the existing K2 algorithm and the need to improve K2 algorithm.
Chapter 4 gives the solution of problem, design of solution and implementation
of the solution of the problem.

Chapter 5 describes the conclusion and future research work possible.



Chapter 2
Review of the State of the Art

The previous chapter gave a brief introduction about estimating reliability using

Bayesian Networks. This chapter tells about the state of the art of estimating grid
service reliability using Bayesian Networks.

2.1.Reliability Models In Grid Computing
Although reliability estimation methods for small-scale systems has been
discussed in many studies, those conventional models have some common
assumptions:

1. The network topology is made up of physical links (cables) and
nodes (processors) that are static without considering dynamic
changes of components and logic structures.

2. The operational probabilities of nodes or links are constant
without considering bandwidth and information content.

These assumptions are not appropriate for grid service reliability modeling and
therefore need to be relaxed.
In grid computing, communication between two nodes can be broken logically
although a physical link exists. To solve these problems, Dai and Wang have
used a virtual structure [14]. Hence in a grid system, the nodes represent the sites
that contain the resources, and the Resource Manager (RM) sites that can process
the service requested are represented as virtualized root nodes (RN). Unlike
general nodes, the RN is used to provide various services: receives the service
requests from the users, analyzes the service requests, starts that service, then
compiles the results returned from those resources, and finally, provides outputs
to the users.
Operational probabilities of the virtualized nodes and links cannot just be set at a
constant value, as done by the conventional models. Rather, the operational
probabilities are affected by various conditions such as[10]:

1) for links, the available bandwidth and,

2) for nodes, the time to conduct the request.
Therefore, a model combining these conditions is much closer to the reality of a
grid environment and hence can handle the unpredictability of a wide-area
communication. However, Dai and Wang [10] model is based on the assumptions

10



that failures occurring on these nodes and links satisfy a Poisson process.
Furthermore, their model also assumes the failures on different elements are
independent from one another, which is a good approximation to the reality found
in large-scale grid systems.

Furthermore, Levitin and Dai [11] consider grid computing systems in which the
resource management system (RMS) divides service task into subtasks and send
the subtasks to different resources for parallel execution. In order to evaluate the
quality of service its reliability and performance indices should be defined. This
paper introduces the indices: service reliability (probability that the service task is
accomplished within a specified time) and conditional expected system time.
Also it presents the numerical algorithm for the evaluation for arbitrary subtask
distribution in a given grid with star architecture. It shows the existence of a
trade-off between service reliability and its expected time. It is also shown that
for any given number of subtasks the reliability and performance indices depend
on subtask distribution among resources.

However, grid reliability analysis is not easy because of its complexity, Dai et
al.[12] presents a hierarchical model for the grid service reliability analysis and
evaluation. In this study the overall architecture of the grid service system is
mapped to a hierarchical modelling. They have investigated various types of
failures such as blocking failures, timeout failures, matchmaking failures,
network failures, program failures, and resource failures to achieve a complete
picture about grid service reliability. They use Markov models, Queuing theory,
and Graph theory to model, evaluate, and analyze the grid service reliability.

In another study Dai et al.[13] focuses on remote accessing and information
communication in grid systems. They consider communication and processing
times in grid systems, which are usually ignored by other studies while estimating
reliability. Also, the new model is compared with different types of conventional
models [13], through which this model is verified more suitable for grid service
reliability.

Similarly in another study[14], the Bayesian networks are constructed using the
historical data which has been proved to be a very efficient tool. BN have
significant advantages (such as efficiency in evaluating associations and
simplicity in providing a system model) over traditional frameworks, partly

because they are easy to use in interaction with domain experts in the reliability
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field. In this there is an assumption that the BN can be built by an expert who has
“adequate” knowledge about the behavior of the system. However, finding such

an expert may not be possible at all times for every system under consideration.

2.2.Need For Bayesian Networks

On the basis of the analysis done in the previous section, the following

comparison table, Table 2.1 has been designed.

Table 2.1: Comparison between various models on the basis of some parameters

Model Time to | Cost for | Estimating Includes
Estimate Estimating | Reliability sensitivity
Reliability | Reliability analysis

Hierarchical Modelling | no No Maximize no

(using Markov Model,

Queuing Theory and

Graph theory)

Genetic Algorithm based | no minimize Maximize no

model

Bayesian Networks based | no minimize Maximize yes

model

As depicted by the analysis done in Table 2.1, the hierarchical modelling just
maximizes reliability but does not consider time and cost used to estimate
reliability whereas genetic algorithm based modelling minimizes time and
maximizes reliability but does not consider cost. Both of them do not consider
sensitivity analysis too[25]. On the contrary, the Bayesian networks (BN) include
sensitivity analysis. In other words, Bayesian networks is a probabilistic model
which is advantageous for calculating the reliability of the grid service. So
Bayesian networks are useful in identifying the probabilistic relationships and
between the various elements of the system. Bayesian networks are mainly used
in estimating system reliability because it becomes easy to represent systems. A
Bayesian network depicts the various interactions possible among the different

elements in a system from a probabilistic point of view.

2.3.Reliability Estimation Using Bayesian Networks

Estimation of systems reliability using BN dates back as early as 1988, when it
was first defined by Barlow [18]. The idea of using BN in systems reliability has
mainly gained acceptance because of the simplicity it allows to represent systems
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and the efficiency for obtaining component associations. The concept of BN has
been discussed in several earlier studies. More recently, BN have found
applications in, software reliability, fault finding systems, and general reliability
modelling[28].
Currently, predefined BN are used for reliability estimation for specific systems.
Gran and Helminen [19] provide a BN for nuclear power plants and introduce a
hybrid method for estimating the reliability of the plant. They assume the
existence of a BN that models the system and introduce methods for estimating
prior probabilities and assessing the system reliability accordingly.
In addition to these, Amasaki et al. [20] uses BN for software quality assessment.
They modeled the phases of a software system as a BN, and by using this model
they observed the faults that may occur in their system. They used the actual data
and created sensitivity analysis of the BN model that they constructed.
Alternatively Boudali and Dugan [21] introduce a method for reliability
assessment in dynamic systems by using temporal BN; where the system
components change states at different time intervals. The great majority of BN
assume that the prior probabilities and the structure of the BN are already known.

2.3.1. Constructing Bayesian Networks
This methodology uses the K2 algorithm[17] for constructing the BN
automatically using historical data. This algorithm searches for the parent set for
a node that has the maximum association with it. The K2 algorithm is composed
of two main factors: a scoring function to quantify the associations and rank the
parent sets according to their scores, and a heuristic to reduce the search space to
find the parent set with highest degree of association [15]. This algorithm takes
observational data set as an input and generates a Bayesian network as an output.
Hence with K2 algorithm, we have a methodology that utilizes historical data to
construct a BN model.

2.3.2. Estimating Reliability Using Bayesian Networks
Here, each element is assigned with an individual CPT (conditional probability
table) within the BN. Each CPT of a given element X contains the conditional
probability, p(X|S), where S is the set of X’s parents. In each CPT the parents are
assigned as either “Success” and “Failure”; so for x parents there will be 2*

different parent set assignments; thus 2* entries in CPT[14]. A complete BN can
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be constructed using all the calculated conditional probabilities. This concept can

be explained using Fig 2.1.

System
Behaviour

Fig 2.1: A sample Bayesian Network

Fig 2.1 shows how various components A, B, C, D and E of a system interact
with each other. For this BN the child parent relationships of the components can
be observed from the arrows shown. Quantitatively, the degrees of these
associations are expressed as probabilities and each node is associated with a
CPT.

As shown in the Fig 2.1, the topmost nodes (C, D and E) do not have any
incoming edges, therefore they are independent of the rest of the elements in the
system whereas the nodes A and B are dependent upon C, D and E. The prior
probabilities that are assigned to these nodes should be known using historical
data about the system[14]. Using these prior probabilities, the success probability
of the dependent nodes, like A, can be calculated using (1). So, the probability of
the node A is dependent on its parents, C and D as shown in Fig 2.1. Overall
system reliability can also be calculated by using 1.

2.4.Estimating Grid Reliability Using Bayesian Networks

The first step is to find the Minimal Resource Spanning Trees (MRSTSs). These
are formed from a network when a path is required to fulfil a resource request
keeping into consideration the usage of minimum number of resources. The K2
algorithm, as explained in next section, is used to construct the BN model for
each MRST. Here historical data is used for estimating node and link reliabilities
with the help of the BN model[13]. Here the focus is on reliabilities of MRSTs in
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a grid system to evaluate the overall grid service reliability. So, each MRST acts
as a smaller size grid system [9] and therefore can be modeled and evaluated
separately. Once a historical system dataset is available, the K2 algorithm can be
used to construct BN for each MRST. Each row in historical data shows the state
of the components at some specific point of time. For simplifying our
methodology, it is assumed that the component failure data follows a binary
behavior. That is, for each component in the MRST the value of O represents
failure while the value of 1 represents full functionality. Also, the last column
depicts the information about the overall MRST Behavior (0 depicts failure and 1
depicts availability of the grid service through MRST).The K2 algorithm uses
this historical data to find associations between the various elements of the
system and finally produces the BN as an output[13].

Step 1: The first step picks up the first element and evaluates its possible parents
according to the ordered set of nodes i.e. K2 algorithm iterates on the elements
according to their ordering in the dataset. For this the K2 algorithm computes the
function f (scoring function) using the possible parent sets and the results are
compared such that the set with highest f value will be chosen as the parent set.
As and when the iterations of K2 algorithm follow, the number of possible parent
sets and hence f score calculations increases[13]. After certain iterations when the
algorithm finishes with the last column, the BN structure is displayed as an
output.

Step 2: The next step of the methodology uses the BN constructed in the first
step to estimate the system reliability[14]. In this step all the conditional
probabilities are calculated and stored in a table called CPT (conditional
probability table). Here the components that have one or more parent sets are
associated with conditional probabilities and the others with no parent set are
associated with prior probabilities. If n is the number of parents of that
component then each CPT has 2" entries. Here, the probability values are
calculated using the historical data[13].

Now as it can be seen that the accuracy of the reliability of this MRST increases
as the number of the observations increases, hence for getting a more accurate
result we need to have more number of observations in historical dataset[14]. So

we can construct BN of other MRSTs and calculate their reliabilities using same
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method. Then using Baye’s rule, the overall grid service reliability can be

calculated.
2.5.K2 Algorithm

Although there are various algorithms for learning Bayesian networks from data,
they can be subdivided into two general approaches: methods based on
conditional independence tests, and methods based on a scoring function and a
search procedure. There are also hybrid algorithms that use a combination of
independence-based and scoring-based methods[22].

The algorithms based on independence tests perform a qualitative study of the
dependence and independence relationships between the variables in the domain,
and attempt to find a network that represents these relationships as far as
possible. The examples of algorithms based on independent tests are Power
Constructor and Bayesian Network Power Constructor. The algorithms based on
a scoring function (also called a metric) attempt to find a graph that maximizes
the selected score; the scoring function is usually defined as a measure of fit
between the graph and the data[22].

K2 is a scoring function and a search procedure based algorithm. This kind of
method starts from an initial DAG and, at each step, performs the local change
(operator) yielding the maximal gain, until a local maximum of the scoring
function is reached. The algorithm is as follows[17]:

i. procedure K2;

ii.  {Input: A set of n nodes, an ordering on the nodes, an upper bound u on
the number of parents a node may have, and a database D containing m
cases.}

iii.  {Output: For each node, a printout of the parents of the node and
reliability of MRST}

iv. fori:=1tondo

V. IT; := ¢;
Vi. Poid := f(i, IT;); {This function is computed using 2.}
vil. OKToProceed := true;
viii. While OKToProceed and | IT; | < u do
iX. let z be the node in Pred(x;) - IT; that maximizes
f(i, I U {z});
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X. Prew = f(i, ITi U {z});

Xi. it Prew > Poig then
Xii. Poid = Prew,
Xiii. ITi .= 1T U {z};
Xiv. else OKToProceed := false;
XV. end {while};
XVi. write(’Node: ’, xj, * Parent of x;: *,IT;);

xvii.  end {for};
xviii.  end {K2};

. N—114i (ri—1)! T
f @=L, (Nij+ri—1) + k=1

iji! (2)

where:

IT;:  set of parents of node Xx;

qi = | @il

¢i:  list of all possible instantiations of the parents of x; in database D. That is,

if p1,..., Ps are the parents of x; then ¢; is the Cartesian product {v

vrill}x v Xyt vf;ss} of all the possible values of attributes p; through ps.

ri = Vil

Vi:  list of all possible values of the attribute x;

aij:  number of cases (i.e. instances) in D in which the attribute X; is instantiated
with its k™ value, and the parents of x; in IT; are instantiated with the j™"

instantiation in ¢;.

Nij =X, @i, That is, the number of instances in the database in which the

parents of x; in IT; are instantiated with the j™ instantiation in ¢.

The informal intuition here is that f(i, IT;) is the probability of the database D

given that the parents of x; are IT;.
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Chapter 3

Problem Statement

This chapter introduces the problem that has been solved in this thesis. It tells about the

existing K2 algorithm and the need to improve K2 algorithm.

3.1.Existing K2 algorithm

K2 is an algorithm used for constructing a Bayesian Network (BN) from a
database of records. This algorithm heuristically searches for the most probable
belief-network structure given a database of cases. The main advantage of using
K2 algorithm for constructing a BN is that it is a score function based algorithm

and hence it does not require use of experts’ advice to construct networks.

3.2.Need For Extending K2 Algorithm

The main need to improve this algorithm is that it does not include reliability
calculation. Also this algorithm has not been implemented in any of the
programming environments. Hence an easy to use interface is required for this
algorithm and its enhanced version needs to include calculation of reliability of
an MRST.

3.3.0bjectives of Thesis

To analyze and compare the available reliability models in grid computing.

To assess the probabilistic relationships and identifying probabilistic mappings
between system components using BN.

To implement the improved version of K2 algorithm using Java.
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Chapter 4

Design and Implementation

The previous chapter discusses about the problem which is being solved in this thesis.

This chapter discusses about design and implementation of the solution of the problem.
4.1.Extended K2 Algorithm

The K2[17] is an algorithm used for constructing a Bayesian Network from a

database of records. This algorithm heuristically searches for the most probable

belief-network structure given a database of cases. The extended K2 algorithm,
after finding the probabilistic relationships, finds the reliability of the MRST. The

extended algorithm is as follows:

Vi.
Vii.

viii.

Xi.
Xil.
Xiil.
XiV.
XV.
XVi.

XVil.

XViii.

procedure XK2;
{Input: A set of n nodes, an ordering on the nodes, an upper bound u on
the number of parents a node may have, and a database D containing m
cases.}
{Output: For each node, a printout of the parents of the node and
reliability of MRST}
fori:=1tondo
IT; := ¢;
Poid := (i, IT;); {This function is computed using 2.}
OKToProceed := true;
While OKToProceed and | IT; | < u do
let z be the node in Pred(x;) - IT; that maximizes
f(i, Il U {z});
Prew := T(i, IT; U {z});
if Pnew > Poig then
Pold := Prew;
IT; := 11 U {z};
else OKToProceed := false;
end {while};
write(’Node: ’, xj, * Parent of x;: °,1);
Probi=p(c|p1,p2); {This function is computed using 3 and this is an
addition to the original algorithm}
end {for};
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xix.  Reliability=Probmgrst{This is also an addition to the original algorithm}
xx. end {K2};

£ e T i @

where:

IT;:  set of parents of node x;

ai = | ¢il

¢i:  list of all possible instantiations of the parents of x; in database D. That is,

if P1,.., Ps are the parents of x; then ¢; is the Cartesian product {v}"

vf;ll}x e Xl vf;ss} of all the possible values of attributes p; through p.

ri = Vil

Vi:  list of all possible values of the attribute x;

aij:  number of cases (i.e. instances) in D in which the attribute X; is instantiated

with its k™ value, and the parents of x; in II; are instantiated with the j"
instantiation in ¢;.

Nij =X, @i, That is, the number of instances in the database in which the

parents of x; in IT; are instantiated with the j™ instantiation in ¢.

p(p1p2|c)p(c)
p(plp2) (3)

p(clpl,p2) =
where
c is variable whose conditional probability is required
pl and p2 are the variables upon which ¢ depends
In this extended algorithm, the main extensions that have been done are to
include conditional probabilities using Baye’s theorem as depicted in lines xvii
and Xix.

4.2.Flowchart for Extended K2 Algorithm

The following flowchart depicts the extended K2 algorithm. It shows the main
steps that have been performed in the implementation. All the processes are
shown in order in which they are implemented. The Fig 4.1 depicts the flowchart
of the extended K2 algorithm:
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/ Read set of n nodes and /
database D containing m cases

N > Reliability=Prob, qr

yes

Prob:=p(c|p1,p2);

m=0; P,;=fli, m.); OKToProceed=true

Write (‘Node: ", , "
Parentsof ' x, :’, 1)

If
OKToProceed=true
and |7[<u

no

N

z=node that maximizes (i, T\ {z});
Pl mufz))

OKToProceed=false =

PP e T2}

new’

Fig 4.1: Flowchart for extended K2 algorithm
4.3.Implementation
Grid computing utilizes unused processing cycles of all computers in a network
for solving problems that are too intensive for any stand-alone machine[2]. To
evaluate the reliability for any given grid service, the links between all the nodes
and various resources need to be identified. These sets of nodes and links utilized

in running a service form a spanning tree. By calculating the reliability of these
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spanning trees, the grid service reliability can easily be determined[6]. A
spanning tree that connects a root node or resource manager to other nodes using
links, such that the nodes contain all the resources utilized by the grid service, is
known as resource spanning tree(RST). The number of RSTs can be very large
but minimum resource spanning tree(MRST) is an RST that includes each
resource only once i.e. it does not contain any redundant resource. So while
selecting MRSTSs, all the RSTs having redundant resources need to be removed.
The reliability of a service in a grid system can be evaluated by using the
reliabilities of services through MRST[8].

Case 1: Three Node System

In this system, there are three nodes each with grid networks. Each network has
specific number of resources. Fig 4.2 depicts a sample three-node grid system

which we will be using in our first case.

L1 L3

G3
R3

Fig 4.2: Grid Network for Case 1
As can be seen in the Fig 4.2, when the root node G1 requests R1 and R3, there

are several paths to fulfil these requests. Some of the RSTs that include the
requested resources are {G1, G2, G3} and {G1, G3}. Here, {G1, G3} is an
MRST but {G1, G2, G3} is not, because {G1, G3} already covers all the
requested resources.

Now the MRST {G1,G3} has been considered. It forms one of the MRSTs with
two nodes (G1 and G3) and one link (L3). Thus it can be considered as a system
with three components and a BN model for this MRST can be created. So, each
element in the MRST is represented using a separate node in this BN model. The
historical dataset for this MRST is depicted in Table 4.1. It shows all the three
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components of the example MRST represented in different columns (Gs

represent nodes and Ls represent links).

Table 4.1: Historical dataset for case 1
Observation | G1 L3 G3 | MRST Behaviour
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After performing step 1 in the methodology mentioned in chapter 2, a BN

structure is developed which is depicted in Fig 4.3.

MRST Behaviour

Fig 4.3: BN Structure for case 1
Here it can be seen from the BN in Fig 4.3 that G3 is dependent on G1 and L3,

and from Table 4.1, p(G3=1|G1=1,L3=1)=0.63. Hence the success probability for
MRST Behaviour node can be calculated as 0.63 or 63%. So the reliability of this
MRST is 63%.
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Case 2: Four Node Grid System
In this system, there are four nodes each with grid networks. Each network has
specific number of resources. Fig 4.4 depicts a sample four-node grid system

which we will be using in our second case.

Fig 4.4: Grid Network for Case 2
As can be seen in the Fig 4.4, when the root node G1 requests R1 and R3, there

are several paths to fulfil these requests. Some of the RSTs that include the
requested resources are {G1, G2}, {G1, G3, G4}, {G1, G2, G4} and {G1, G2,
G3, G4}. Here {G1, G2} is an MRST but {G1, G2, G4} is not, because {G1, G2}
already covers all the requested resources.

Now here the MRST {G1,G2} has been considered. It forms one of the MRSTs
with two nodes (G1 and G2) and one link (L1). Thus it can be considered as a
system with three components and a BN model for this MRST can be created. So,
each element in the MRST is represented using a separate node in this BN model.
The historical dataset for this MRST is depicted in Table 4.2. It shows all the
three components of the example MRST represented in different columns (Gs

represent nodes and Ls represent links).
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Table 4.2: Historical dataset for case 2
Observation | G1 L1 G2 | MRST Behaviour
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After performing step 1 in the methodology mentioned in chapter 2, a BN
structure is developed which is depicted in Fig 4.5.

MRST Behaviour

Fig 4.5: BN Structure for case 2
Here it can be seen from the BN in Fig 4.5 that G2 is dependent on G1 and L1,

and from Table 4.2, p(G2=1|G1=1,L1=1)=0.67. Hence the success probability for
MRST Behaviour node can be calculated as 0.67 or 67%. So the reliability of this
MRST is 67%.

Case 3: Five Node Grid System

In this system, there are five nodes each with grid networks. Each network has
specific number of resources. Fig 4.6 depicts a sample five-node grid system

which we will be using in our second case.
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Fig 4.6: Grid Network for Case 3

As can be seen in the Fig 4.3, when the root node G1 requests R1 and R5, there
are several paths to fulfil these requests. Some of the RSTs that include the
requested resources are {G1, G2}, {G1, G3, G5} and {G1, G4, G5}. Here {G1,
G2} is an MRST but {G1, G2, G5} is not, because {G1, G2} already covers all
the requested resources.

Now the MRST {G1,G3, G5} has been considered here. It forms one of the
MRSTSs with three nodes (G1, G3 and G5) and two links (L1 and L2). Thus it can
be considered as a system with five components and a BN model for this MRST
can be created. So, each element in the MRST is represented using a separate
node in this BN model. The historical dataset for this MRST is depicted in Table
4.3. It shows all the three components of the example MRST represented in

different columns (Gs represent nodes and Ls represent links).

Table 4.3: Historical dataset for case 3

Observation G1 L1 G3 L2 G5 MRST Behaviour
1. 0 0 1 1 0 0
2. 1 0 0 0 0 0
3. 1 0 0 1 1 0
4. 1 1 1 1 1 1
5. 1 1 1 1 1 1
6. 0 1 0 0 1 0
7. 0 0 0 0 0 0
8. 1 1 1 1 1 1
9. 0 1 0 1 0 0
10. 1 0 0 1 1 0

After performing step 1 in the methodology mentioned in chapter 2, a BN
structure is developed which is depicted in Fig 4.7.
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MRST
Behaviour

Fig 4.7: BN Structure for case 3

From the Table 4.3, G3 being 0 given the parent instantiations as G1=0 and L1=0
is 0.5, as two out of ten observations parents are instantiated as 0 and 0; and for
one of these cases G3 is instantiated as 0. In the next step, with the help of CPT
and the prior probabilities that G1 and L1 have, the success probability value for
G3 can be calculated. According to the BN structure (in Fig 4.7) components G1
and L1 are independent of others; therefore their success probabilities can be
directly inferred from the observations dataset in Table 4.3. Hence it can be
evaluated that p(G1=1)=0.6 and p(L1=1)=0.5. When we continue the
computations for the other components in the network, success probabilities for
the rest of the components in the sample MRST can be evaluated; such that
p(L2=1)=0.6 and p(G5=1)=0.75. In the last step, the MRST reliability can be
calculated by using these probability values and the CPT of the MRST Behavior
node in the BN structure given in Fig 4.7. The success probability of the MRST
Behavior node can be calculated as 0.35 or 35%; which is the reliability of the
MRST.

4.4.Installation Of Pre-requisites and Necessary Components
4.4.1. Eclipse IDE

Eclipse is an Open Source community whose projects are focused on providing a

vendor-neutral Open development platform and application frameworks for
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building software. The Eclipse Foundation is a not-for-profit corporation formed

to advance the creation, evolution, promotion, and support of the Eclipse

Platform and to cultivate both an Open Source community and an ecosystem of

complementary products, capabilities, and services. The Eclipse [19] IDE can be

downloaded from the homepage of Eclipse Foundation [19].

The IDE can be installed easily following the on screen messages. The next step

is to configure the Eclipse IDE for the implementation of the algorithm. The steps

to be followed are:

. Make sure JDK 1.5 is installed on the system.

. Change the runtime environment to JRE 1.5 from that of default Eclipse.
4.5.Experimental Results

This thesis depicts the implementation of the extended K2 algorithm which takes

the MRST and the historical grid data as an input and tells the probabilistic

relationship (child parent relationship) between those nodes which will help to

form Bayesian Networks. After telling the relationship between the nodes this

algorithm tells the reliability of the MRST. This algorithm has been implemented

using Eclipse IDE for Java. The implementation flows as follows:

e The input is taken from the user in the form of number of nodes and
number of observations.

e The historical data is then entered by the user. In case the user tries to
enter the data which is greater than the number of observations, a prompt
box appears which warns the user.

e When the user clicks on Show button, the relationship between the nodes
appear which is required to form a Bayesian Network. This relationship is
the optimal relationship which is formed after analyzing the grid historical
data.

e When the reliability button is clicked the reliability of the MRST is
calculated and returned to the user.

Case 1: Three Node Grid System
Fig 4.8 depicts the page of the implementation of the algorithm before the user
enters the number of nodes and number of observations. This is the first page

which appears when the implementation is executed.
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Enter the number of nodes
Enter the number of observations

Fig 4.8: First page before entering no. of nodes and no. of observations

2| weLcome [E=SNEER3)
Enter the number of nodes e ]
Enter the number of observations o]

Fig 4.9: First page for case 1 after entering no. of nodes and no. of observations

When the user enters the required information i.e. the number of nodes and
number of observations, the page for case 1 is as depicted in Fig 4.9. After this

the user clicks the OK button and reaches to the next page as shown in Fig 4.10.
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node1 | | node2 | | node3 | | noded | |
1 | 2 | k) | 4

‘ Add || Show ‘

Fig 4.10: Page after clicking OK button
Fig 4.10 depicts the page after clicking the OK button in the previous page. Now

the user is required to add the grid historical data observation by observation.
Here the user is allowed to enter only 10 observations as mentioned in the
previous page.

Fig 4.11 depicts the page when the user has entered data by entering the
information in above text boxes. As the user clicks on Add button, the
observation appears in the row of the table as depicted Fig 4.11.

When the user tries to enter the data which is greater than the number of
observations as entered by user on first page, the prompt box appears, as depicted
in Fig 4.12, which warns the user.

After taking the input the child parent relationship between the various nodes of
an MRST appear as shown in Fig 4.13. This relationship is actually required to
form a Bayesian Network. When the user clicks on Show BN button the next

page appears which is depicted in Fig 4.14.
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Fig 4.11: Page after entering the grid historical data for case 1
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Fig 4.12: Prompt box that appears when the user tries to enter more number of observations than

as mentioned earlier
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Parents of node 1 :[0]
Parents of node 2 :[0]
Parents of node 3 :[1,2]
Parents of node 4 :[3]

Fig 4.13: Page showing relationship between the nodes of case 1

a

Fig 4.14: BN structure for case 1
Fig 4.14 depicts the snapshot of the BN structure for case 1.
Fig 4.15 depicts the page that depicts the reliability of the MRST. This page

appears when the user clicks on Reliability button on previous page.
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Reliability : 63%

Fig 4.15: Page showing the calculated reliability of MRST of case 1

Case 2: Four Node Grid System
Fig 4.16 depicts the page of the implementation of the algorithm before the user

enters the number of nodes and number of observations. This is the first page

which appears when the implementation is executed.

%] WELCOME

Enter the number of nodes
Enter the number of observations

Fig 4.16: First page before entering no. of nodes and no. of observations
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Fig 4.17: First page for case 2 after entering no. of nodes and no. of observations

When the user enters the required information i.e. the number of nodes and
number of observations, the page for case 2 is as depicted in Fig 4.17. After this
the user clicks the OK button and reaches to the next page as shown in Fig 4.18.

node1 | | node2 | | node3 | | noded | |
1 | 2 | 3 | 4

‘ Add || Show ‘

Fig 4.18: Page after clicking OK button
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Fig 4.18 depicts the page after clicking the OK button in the previous page. Now
the user is required to add the grid historical data observation by observation.
Here the user is allowed to enter only 10 observations as mentioned in the
previous page.

Fig 4.19 depicts the snapshot of the page when the user has entered data by
entering the information in above text boxes. As the user clicks on Add button,
the observation appears in the row of the table as depicted in above figure.

When the user tries to enter the data which is greater than the number of
observations as entered by user on first page, the prompt box appears, as depicted
in Fig 4.20, which warns the user.

After taking the input the child parent relationship between the various nodes of
an MRST appear as shown in Fig 4.21. When the user clicks on Show BN button
the next page appears which is depicted in Fig 4.22.

'Iél =B |
nodel (1 |node2 [0 |node3 [0 | noded [0 |
1 2 3 4
0 1 1 0 ‘ g H S |
0 1 0 0
1 0 0 0
1 0 1 0
0 0 0 0
0 0 1 0
1 1 1 1
1 1 0 0
0 1 1 0
1 0 0 0

Fig 4.19: Page after entering the grid historical data for case 2
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Fig 4.20: Prompt box that appears when the user tries to enter more number of observations than

as mentioned earlier

(=) NoDE [ESREER )

Parents of node 1 :[0]
Parents of node 2 :[0]
Parents of node 3 :[1,2]
Parents of node 4 :[3]

Fig 4.21: Page showing relationship between the nodes of case 2
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Fig 4.22 depicts the BN structure for case 2.

yal

Reliability

Fig 4.22: BN structure for case 2

Fig 4.23 depicts the page that depicts the reliability of the MRST. This page

appears when the user clicks on Reliability button on previous page.

-
| RELIABILITY

= | S [ |

Reliability : 67%

Fig 4.23

: Page showing the calculated reliability of MRST of case 2
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Case 3: Five Node Grid System
Fig 4.24 depicts the page of the implementation of the algorithm before the user

enters the number of nodes and number of observations. This is the first page

which appears when the implementation is executed.

| £/ WELCOME = | = 22
Enter the number of nodes
Enter the number of observations
Fig 4.24: First page before entering no. of nodes and no. of observations
S [ B S |

| £ WELCOME

Enter the number of nodes
Enter the number of observations

s |
10)

Fig 4.25: First page for case 3 after entering no. of nodes and no. of observations
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When the user enters the required information i.e. the number of nodes and
number of observations, the page for case 3 is as depicted in the Fig 4.25. After
this the user clicks the OK button and reaches to the next page as shown in Fig
4.26.

o m—

node1 | | node2 | | node3 | | node4 | | nodes | | nodes | |
1 | 2 I 3 I 4 ] 5 [ B

| Add || Show |

Fig 4.26: Page after clicking OK button
Fig 4.26 depicts the page after clicking the OK button in the previous page. Now
the user is required to add the grid historical data observation by observation.
Here the user is allowed to enter only 10 observations as mentioned in the
previous page.
Fig 4.27 depicts the page when the user has entered data by entering the
information in above text boxes. As the user clicks on Add button, the
observation appears in the row of the table as depicted in Fig 4.27.
When the user tries to enter the data which is greater than the number of
observations as entered by user on first page, the prompt box appears, as depicted
in Fig 4.28, which warns the user.
After taking the input the child parent relationship between the various nodes of
an MRST appear as shown in Fig 4.29. When the user clicks on Show BN button
the next page appears which is depicted in Fig 4.30.
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ESEE )

® Number of Observations you entered =10

&
node1 |1 | node2 [0 | node3 [0 | noded4 [1_ | node5 [1 node6 [0
1 2 3 4 5 B
0 0 1 1 0 0 | g || ST |
1 0 0 0 0 0
1 0 0 1 1 0
1 1 1 1 1 1
1 1 1 1 1 1
0 1 0 0 1 0
0 0 0 0 0 0
1 1 1 1 1 1
0 1 0 1 0 0
1 0 0 1 1 0
Fig 4.27: Page after entering the grid historical data for case 3
(& l=[@] = |}
node1 |1 | node2 [0 | node3 [0 | noded [1__ | node5 |1 | nodes 0 |
1 2 3 4 5 B
0 0 1 1 0 0 | Add_ | | ST |
1 0 0 0 0 0
1 0 0 1 1 0
1 1 1 1 1 1
1 1 1 1 1 1
0 1 0 0 1 0
0 0 —lo o o o
1 1 Message u
0 1 —
1 0

i

Fig 4.28: Prompt box that appears when the user tries to enter more number of observations than

as mentioned earlier
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[£| NODE [E=REEE

Parents of node 1 :[0]
Parents of node 2 :[0]
Parents of node 3 :[1,2]
Parents of node 4 :[0]
Parents of node 5 :[2,4]
Parents of node 6 :[3,5]

Show BN

Fig 4.29: Page showing relationship between the nodes of case 3

Fig 4.30 depicts the BN structure for case 3.

XY

Reliability

Fig 4.30: BN structure for case 3
Fig 4.31 depicts the page that depicts the reliability of the MRST. This page

e

appears when the user clicks on Reliability button on previous page.
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|2 RELLABILITY

Reliability : 35%

Fig 4.31: Page showing the calculated reliability of MRST of case 3
In this thesis work, the user requirement is on the basis of minimal resource

spanning trees. Thus if the user is not satisfied with the reliability level, then he
must consider other alternatives of his system requirements like optimizing the

system on the basis of cost and reliability or both.

42



Chapter 5

Conclusions and Future Scope

5.1.Conclusions
The work presented in this thesis provides an insight into the world of grid
computing and the current state of the art in the techniques available to estimate
grid reliability.
This thesis work primarily focuses on how Bayesian Network based model can
be used to estimate reliability in a distributed environment, specifically grid
reliability and tries to extend the K2 algorithm. This extended K2 algorithm is
implemented in Java and used to estimate the reliability of an MRST .
The MRSTSs are basically constructed to estimate reliability of a network and the
Bayesian Networks (constructed using K2 algorithm) to know the relationships
between various nodes in a network. So this thesis uses both MRSTs and
Bayesian Networks to know the associations between various nodes and to
analyze grid service reliability. The success probabilities of various nodes are
calculated using historical data, hence there is no need of experts.
5.2.Thesis Contributions
The main contributions of the work are:
e Analyzing the need of estimating grid reliability.
e Comparing the available reliability models for grid computing
e Assessing the probabilistic relationships and identifying probabilistic
mappings between system components.
e Analyzing the need of using Bayesian Networks to estimate the grid
reliability.
e Extending the K2 algorithm to estimate the grid reliability and
implementing it using Java.
5.3.Future Scope

e This thesis provides implementation for estimating the reliability of an
MRST only. In future this implementation can be extended so that it

calculates the overall grid service reliability using the methodology
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discussed in this thesis. This can be done by calculating the reliability of
each MRST and then combining them using the Baye’s rule.

This thesis work considers only reliability but for more practical
considerations other parameters like cost, time etc. can be optimized

simultaneously.
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