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ABSTRACT

In this ever-changing technology world, being competitive and successful is important.
This competition results in organizations to improve their short software development
process timelines to produce high quality and efficient software. Various testing types
are performed on product before it is released to the market. Earlier testing was
considered a process that occur after software development is completed. But now
testing is being performed at every phase of Software Development Life Cycle. Due to
increase in security attacks organizations are performing software security assurance
testing on their software along with functional testing.

Manual and automated testing are performed to ensure the efficiency of software. With
time organizations are moving towards automated testing. Scripts and tools are used
and trusted more than manual testing. Tools used are generic tools and can’t depict the
functionality of applications. Thus the reports generated contains a lot of false positive
errors. Inspecting these false positives wastes a lot of time of developers. Thus it is
important to not depend on automated testing alone. Manual testing must also be
performed. Security testing should be performed by security experts manually as well
as with tools. This will increase the efficiency of software and thus increase the revenue
of organization as maintenance cost will be less.

Retail Merchandising System is one of Oracle’s Retail product which deals in the
functions like item management, replenishment, inventory management etc. Due to
shifting to cloud micro services are being implemented and delivered to the customers.
For auditing of retail operations Oracle provides Retail Sales Audit to the customers
which can be integrated to the RMS. All the pricing related information that flows
between RMS and ReSA is provided by Retail Pricing System. The above said testing
i.e. functional and security testing was performed on two of the products RMS and

ReSA to make sure the performance of the software is acceptable.
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Chapter 1

Introduction
1.1 Merchandise Operations Management (MOM)

Retail industry deals in operations like buying the products in bulk, breaking that bulk
into smaller pieces and then selling those pieces to gain profit. The major activities
that takes place during the whole MOM process are :

e Planning : Planning is the phase in which decision of what item, in what
amount and from which supplier items need to be ordered is taken. Along with
this it also includes the activities like which supplier will be available for the
delivery of the items, which warehouse to be used for the delivery or how
many items need to be transferred from warehouse to the store etc.

e Buying : In this phase an order is being placed for the selected item against the
selected supplier. Item, its quantity and warehouse to be delivered is decided
in the planning phase.

e Merchandising and Inventory Management : After the ordered quantity is
received then the Inventory management is done. Stock count of the received
item will be revised or updated and the transfer of the item from warehouse to

stores are being performed in this phase.

1: Order Goods

Suppliers

e

2: Goodssupplied

3: Arrange Goods

—
Retailer Goods
-—

4: Goodsarranged

5:Sell Goods
—

Customers

-—
6: Goods sold

Figure 1.1 MOM Operations
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e Selling and Customer Service : This includes selling of the products at store
level and provide services to customers. This phase impacts on the inventory
management.

e Support : Includes support for the customers.
1.2 Retail Merchandising System (RMS)

RMS is the central repository that records and controls all the data and maintains
integrity of all the systems integrated to it. The main functions of RMS are inventory
management, item maintenance and replenishment. Due to these key functions of
RMS it is easy to have access to day-to-day merchandising activities that are critical
in nature. This helps retailer to focus on the key decisions and achieve the sales and
profit targets. As RMS is a web based and scalable application it supports bulk data
without any problems.

Beside online application various others ways were needed to be introduced in 3 tier
architecture to perform the above described operations. One of them is Web Services.
Web Services is a client server application which helps in the communication between
two devices over network. Various HTTP methods are used for communication. For
example: “GET” method is used for getting information about any entity passed in
URI (like item, order etc).

As RMS is a cloud based application, security is very important as there will be no
direct database access. Data will be available from cloud. The connection as well as
the data on the cloud must be secured while processing is being performed. Here

processing include posting the data, getting the data, and updating the data etc.
1.3 Security in RMS

Security is the process of protection against potential harm from external threats. It is
achieving a fearless state or state of freedom from any kind of threats. Application
security is the protection of application from external threats by the use of hardware,
software or any other potential methods. Security requirement needed to be taken care
before and after software development. Some security measures are implemented
before software development process is started like updated versions of JDK must be

present for the use of cryptographic extensions.



1.3.1 Oracle Software Security Assurance Testing

Security in Oracle products is assured by Oracle Software Security Assurance
(OSSA). OSSA encompasses constantly-evolving processes, procedures, and
technologies implemented by Oracle to ensure that Oracle’s products are meeting

customers security requirements, while providing for the most cost-effective

O

Prevent

ownership experience.[1]

Formal
Policies

Improve

Rermediate 4

Figure 1.2 : Software Security Assurance[1]
OSSA is applied to every Oracle products. It will be applied to software components
of hardware products also. Security is being considered at each phase of software
development. Following are the major programs included in OSSA testing.
e Secure Development Standards
In this program of OSSA, design level security standards, secure coding standards and
secure coding practices and trainings are included. Standards like Old and weak
cryptography is banned, secure coding standards etc are to be followed while whole
development process. Mandatory trainings are given to every employee in

development sector.

Product Product
Definition Development

Ongoing Assurance

Figure 1.3 : Secure Development Standards



e Secure Design
A secure application will be a result of secure design. Security architecture refers to
the fundamental pillars: the application must provide controls to protect the
confidentiality of information, integrity of data, and provide access to the data when it
is required (availability) — and only to the authorized users [2]. Use of strong
cryptographic libraries and Single Sign On (SSO) is mandatory and developers need
to implement this in all the Oracle products.

e Security Tools and Testing
Both proactive and reactive testing are performed. Whenever any new functionality or
module is added then a thorough testing is performed on it. Integrating it with
application should not effect other modules functionality. In house tools and third
party tools are used to configure scans on products before delivered to customers.

e Security Compliance
Newly acquired products are checked for security vulnerabilities before they are used
by employees in any of the activities of software development life cycle. Exceptions
are tracked and resolved.

e Security Evaluations
Third party product security evaluation against standards of ‘what you mean when
you say you are secure’ i.€. checking if the product is as secure and bug free as it was
said.

e Internal Security Assessments
In this the product is given to internal Ethical Hacking team for evaluation of security
vulnerabilities.

e External Security Assessments
In this application is tested against common criteria, FIPS 140. Federal Information
Processing Standards Publications (FIPS PUBS) are issued by the National Institute
of Standards and Technology (NIST). This standard specifies the security
requirements that will be satisfied by a cryptographic module utilized within a
security system protecting sensitive but unclassified information [3].

e Critical Patch Updates and Security Alerts
Security patching is the most public evidence for ongoing assurance[1].Patches are

provided in two ways. Predictable patches are those which are provided after periodic



time like after every four months etc. Cumulative Patches are those in which customer

can install all the previous patched in a single patch update.

1.3.2 Testing Process
Testing is performed in two ways in most of organizations. Those are :

e Manual

e Automated
First test cases are created in Oracle Test Manager. Separate folders for different
functionalities are created and in those folders test cases are created. Each test case
contains information like what the test case is about, for what type of testing the test
case was created, who is the owner of the test case, who updated the test case, what is
the name and number of product etc. Along with this steps to recreate the test case is
also written. After the test case is recreated (if no error exists) then it is passed

otherwise it is failed.

In Manual testing, application is tested manually by recreating the test cases. The
software is tested by performing the operation manually again and again without the
use of tools. Tester plays a very important role in this as tester will execute the test
cases manually. All the test cases created for Ul manual testing are recreated and
behaviour of the application is studied. If the application is behaving normally then
the test case is passed otherwise a bug is created against it. There are also some cases
in which the test case is passed but while checking another bug is found then again a

bug is logged against it.

Advantages of Manual Testing :
e No environment limitations
e Programming knowledge is not required
e Recommended for software which has dynamically changing GUI design

requirements.

In Automated testing, goal is the same but approach is different.
e Automation Testing
e Weblnspect
e SoapUl



Postman
SQLSPLAT

Advantages of Automation Testing :

Fast

Reliable

Comprehensive : A batch file can be created which will run without user
interaction.

Scalable and Modular : The RMS Automated Testing tool allows you to add
as many records as you need with which to test across any number of
scenarios. Your testing can span various technology platforms (including
forms and ADF) and can encompass your end-to-end merchandising solution
or just a single functional area.

Flexible : Automation scripts validate the environment for stability, ensuring
that all activities, such as a new migration, implementation, or a patch can be
executed. Once the scripts run successfully with the desired results across all
features, the system can be deemed stable and ready to be used and loaded
with production data.

Automated Regression Testing is the testing area in which you can leverage
automation to the fullest extent. You can execute all previously executed test
cases on the new build through automation. This ensures that testing is
accurate and provides confidence that the product is working as expected.
Automation also yields significant time savings for the regression cycle.

Patch validation is often time consuming, since previously working features
can be broken because of a new fix. Automation delivers huge savings in
terms of time and testing. Retailers can either run the pre-defined accelerator
kit or run their customized datasheets that encompass all their critical business
work flows. With automation, you can expect that all the regression scenarios
will work even after the new patch is applied, without breaking previously
working features.

Efficient : Quality assurance (QA) professionals have been required to spend
numerous hours or days testing a new patch depending on its size and scope.

Automated testing provides the QA team with a time-saving tool that allows



them to focus on other core business activities. The time saved with
automation can free up resources and take the squeeze out of deadlines. The

scripts and customizable datasheets offer significant time savings along with

executable repeatable tests.



Chapter 2

Literature Review

Testing can be defined as gathering information on software’s reliability [4]. It is the
process in which software is tested against various set of inputs. Test cases are made
and behaviour of the software is tested by recreating those test cases. Test cases
covers both functional, non-functional i.e. security and other requirements of the
software. There can be various sources which may result the errors in the programs
[4].

e Not defining the user requirement correctly

e deciding the major functions of program

e gaps in designing individual software components

e coding/implementation of software
To determine all the errors in a program two approaches are used [4] :

e deterministic approach

e probabilistic approach
When test cases are made by taken into consideration the types of errors, then the
approach is said to be deterministic. Probabilistic methods estimates the likelihood of
undetected errors still present in the program. Probabilistic approach focuses on the
effectiveness of test cases to detect the errors that are still present in the program. It is
very important that tester have the correct data to test. If tester does not have the
correct data set to test then it may result in undetected errors in program.
Organizations use various test data management tools from the purpose of avoiding

this like HP has its own HP Test Data Management .

2.1 Test Data Management (TDM) [5]

Test Data is any information (static/transactional) that is used as an input to perform a
test. Test Data management is the process that ensures the data used by testing team is
of right quality. It ensures that the test data contains all the necessary inputs that are
needed for the testing the product. It should be of appropriate length- not too large in
quantity like production data and also not too same to fulfil all the testing needs. But

the requirement is purely dependent on the type of software.



2.1.1 Challenges for TDM [5]
e Often incomplete
e testing team may not access to all the data sources.
e some data may be used by other teams also.
e at code level may be logic relationships are hidden and testers may not be able
to extract all the needed data.
e data dependencies

e large amount of time spend in data gathering etc.

After data is verified by the TDM, tester starts the job by executing various test cases.
Study the results and report for errors if exists.

With time, the way of testing are also changing. According to Infosys, QA’s need to
shift their focus from traditional functional testing to customer experience [6]. The
data set which a TDS system prepare, the input data should be customer experience.

In this way reliability, performance of the application will increase [7].

Data fmm
POS

Figure 2.1 : Data Management System [7]
2.2 Introduction to Oracle Retail Merchandising System

Oracle Retail Merchandise System executes the core retail operations like inventory
management, replenishment etc across countries, various channels, and business

models which help retailers to establish a solid platform for growth and innovation.

The major challenge is to handle the large bulk of data efficiently and provide vast

amount of information available in a usable and consumable format. Due to flexible



and scalable nature of RMS it is capable of providing such information effectively.
This feature of RMS reduces the cost and time to perform the complex day-to-day
merchandising activities. Also it provides the information about the where the items
are in their life-cycle i.e. replenishment attributes.

2.3 Functional Areas of RMS [8]

The following functional areas exist in the Oracle Retail Merchandising System
(RMS). Each functional area has business processes designed to help you complete a
task.

e Foundation Data - Merchandise Hierarchy

e Foundation Data - Organizational Hierarchy

e Item Maintenance

e Purchase Orders

e Deals

e Replenishment

e Contracts

e System Administration

e ORAAC - Oracle Retail Application Administration Control

e Cost and Price Management

2.3.1 Foundation Data — Merchandise Hierarchy [8]

Merchandise Hierarchy defines the products at different levels. The purpose is to
track and manage inventory. The levels can be specified according to the requirement
of the project. Item Attributing Management at merchandise hierarchy levels is done
to improve data consistency thus improving analysis and operations.

Following are the levels of Merchandise Hierarchy in RMS :

e Company : It is the highest merchandise and organizational entity defined in
RMS. Only one company can be defined.

e Division : It is the first level of merchandise hierarchy within an organization.
This level is basically used for differentiating the item types. For example :
Within an organisation there can be two divisions- Food and Clothing.

e Group : It is the second level in merchandise hierarchy. Divisions can have
many groups. For example : In clothing there can be various groups —Winter

clothing, Summer clothing etc.
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Department : The third level after Group is Department. A group can have
multiple departments. Key information about how inventory is tracked and
reported is stored at the department level. For example : Men’s Clothes and
Women'’s Clothes etc.

Class : The fourth level below department in the merchandise hierarchy is
Class. A department can have multiple classes. A class provides the means to
group products within a department. For example : Shirts, Jeans etc.

Subclass : The fifth level after class in the merchandise hierarchy is subclass.
A class can have multiple subclasses. A subclass provides the means to
classify products within a department/class combination. For example : Full

sleeves shirt.

The examples here are flexible i.e. may vary company to company. It is also possible

that for some organisations not all the merchandise hierarchy levels exists.

2.3.2 Foundation Data — Organizational Hierarchy [8]

Organizational Hierarchy gives the complete structural hierarchy from business

perspective. It is the structure that enhances retailers ability to target selling outlets.

Following are the levels of Organizational Hierarchy :

Company : It is the highest merchandise and organizational entity defined in
RMS. Only one company can be defined.

Chain : The next level after the company level in the organizational hierarchy.
The definition of a chain is based on the needs of the company, but a chain can
be used to group various store formats, concepts, and geographical locations
within the organization.

Area : The next level after the company level in the organizational hierarchy.
The definition of an area is based on the needs of the company, but an area is
used typically to define a geographical group within the organization. An area
can belong to only one chain.

Region : The next level after the company level in the organizational
hierarchy. The definition of a region is based on the needs of the company, but
a region can be used to group geographical locations within the organization.
A region can belong to only one area.

District : The next level after the company level in the organizational

hierarchy. The definition of a district is based on the needs of the company,
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but a district is used typically to group geographical locations within the
organization. A district can belong to only one region.

Channel : A channel is different modes to sell the items i.e. Internet, Bricks
and Mortar, Telephone, Catalogues etc. We can assign channel to locations

while creating virtual warehouse or store.

2.3.3 Item Maintenance [8]

This module is used for item creation and maintenance. Submission and approval of

items also included in this.

Following are the operations in Item Maintenance module :

Set Up Diffs : RMS allows you to create items with different differentiators.
Differentiators are the attributes of item that define the item uniquely.
Differentiators are used to differentiate the items based on different attributes
like size, colour etc. Diffs are used to distinguish items by their characteristics.
Create Items : RMS allows you to create six different kind of items like —
Regular, Pack Items, Deposit Items, Consignment/Concession, Catch weight
and Transformable. RMS also allows you to create child items for the items
having transaction level greater than one. Along with the item attributes it is
mandatory to give the supplier and supplier country details for that item. Vat
and taxes are also calculated on the basis of the department chosen. It will also
calculate unit retail for that item (per EA). Calculations are being performed
by Oracle Retail Sales Audit System.

Submit/Approval : Initially when item is created it is in worksheet status.
When all the details filled are correct then only item can be submitted for
further approval. Before placing order against an item it need to be in
approved status.

Reclassify Items : This is the process of moving an item or item list from one

department or class or subclass to the another.

2.3.4 Purchase Orders [8]
Orders can be placed for approved items. Key elements for purchase orders are

Supplier, Delivery Date, Items, Cost, Quantities and Locations. There are various

constraints while placing the orders like there may be a supplier who has set a

minimum quantity as a constraint. Then in that case retailer has to order according to
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that quantity. In case of failing satisfying the constraints will also fail the order
creation process. There are various types in which orders can be created.

e Manual Creation : New Order can be generated or Order from an Existing PO

can be created.
e Automated : Automated orders can be created through Store Orders,
Replenishment or Contracts.

e Vendor Managed Inventory (VMI) : Order is created via supplier.
Bracket costing, Deals, Scaling and Truck Splitting are the constraints that can be
applied on the orders.
2.3.5 Deals [8]
Deals are a set of discounts and/or rebates negotiated with a supplier that share a
common start and end date. A deal provides the means by which retailers can manage
reductions in the supplier’s purchase order cost of an item. Following type of deals
are available in RMS. Deal contains Supplier or Deal Partner, Status, Active and
Close Date etc. A deal partner, such as a manufacturer, distributor or wholesaler, that
gives rebates to the retailer. Deals can be Annual, Promotional or PO-specific. In
Annual deal no end date is required. It can be closed manually by user or
automatically upon creation of a new annual deal for the supplier. Promotional deal is
automatically closed on specific end date. In PO-specific deal start date is set to the
orders not-before-date. No end date is required.
Deals can be created and edited in worksheet status. Once entered a deal must be
submitted and approved via batch before it becomes active. Deals can be manually
closed or deactivated. Deals can be purged after specified number of days (system
option). The Recalculate orders indicator, if checked, will recalculate any approved,
non-received orders that fall within the deal dates according to the new deal discounts.
Deals are applied online by clicking the Apply Process button in the Purchase Order
dialog. Then check the Apply Deals box in the Recalculation Options form. Deals will
be applied in the nightly batch regardless if the user has hit the Apply button in the
Ordering dialog. The discount can be applied when the PO is approved or when the

PO is received.
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2.3.6 Replenishment [8]

Replenishment is the process of automated ordering of items. It monitors retailers
inventory conditions at item/location level. As reorder points are met, RMS
replenishment generates orders or recommended order quantities to meet need.

The Retail Merchandising System Replenishment module helps reduce manual
processes and increase efficiency by providing :

e Automation of recommended order quantity calculations

e Automation of ordering process from supplier to stores and warehouses

e Automation of transfer process from warehouses to stores

Purchase order generated through replenishment which can be to warehouse, direct to
store. There are various Replenishment Methods to calculate the ROQ. Three of these
methods don’t use forecasts as part of their algorithm.

e Constant : It is the simplest method. In this method inventory is ordered when
the user falls below the user defined “maximum”. It will only consider the
maximum defined by user and if the stock count is less than that it will
automatically places the order.

e Min/Max : In this method the user will define the minimum and maximum
stock . When the stock count is less than the minimum then it will place the
order and fills to the maximum.

e Floating Point : It uses same principle as that of Min/Max. In Min/Max user
gives a maximum number which will act as the maximum stock count , but in
this the maximum will be calculated on the basis of the sales history(store) and
issue history(warehouse). It needs 15 months of sales history for proper need
calculations.

e Dynamic : This is the most complex replenishment method. It minimizes stock
on hand, whilst preventing stock outs. It replenishes only quantity required
between each replenishment cycle. It considers forecasted demand, review and
lead times, and available inventory in calculation. Dynamic replenishment also
considers the following attributes when calculating ROQ:

= Service level: Determines the level of safety stock that is desired.
= Inventory selling days: Desired inventory turn objectives.
= Lost sales factor: Allows any lost sales in the last replenishment period

to be factored into the next replenishment period.
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2.3.7 Contracts [8]

In Oracle Retail, a contract is a binding agreement with a supplier to purchase a
volume of items at a particular cost price over time. It improves supplier relationships
by helping suppliers to plan their production in advance. It provides retailers with
early margin figures and eliminates risk. The balance of the contract is decreased
when an order is written against it, enabling commitment tracking. Stock is sourced
from the best contract by replenishment according to predefined logic. Contract
Orders are visible from PO and/or Contracts dialog. Item cost is defined on the
contract at item/supplier level. Bracket costing, Deals, Scaling and Truck Splitting do
not apply on contracts.

2.3.8 System Administration [8]

This module of RMS has all the system options. There are various system options that
need to be enabled/disabled according to the situation. For example : There may be a
case where a department level order need to be placed. In that case the department
level indicator need to ne enabled in the System Administration. These setting are
only available for Administration and the link will be hidden for all other users.

2.3.9 ORAAC - Oracle Retail Application Administration Console [9]

ORAAC is the security feature of the Retail Merchandising System. RAAC include
the roles, duties and privacy policies that are applied on the RMS. This feature is only
available for RMS administration. All the role based testing is done by taken into
consideration the duties and roles being defined in RAAC. Admin can add/edit/delete
any role and privileges for any user. RAAC also contains the documents related to
RMS usage.

2.3.10 Cost and Price Management [8]

This module of RMS helps the retailer to change the cost as well as the price of an
item. This can be used in case of sudden discounts like in fashion industry when a
season ends then clothes are sold at less price. Cost Change button is also provided in
the item search results as the same function can be used from there. The new

cost/price will be effective only after a batch is run.
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2.4 Unique Features of RMS [10]

1.

Exception Based Retail : Persona-based dashboards provide the users with
real-time information which highlights actionable or frequently monitored
activities. The entire Ul is focused on user behaviour, providing multiple
methods to view, filter, and take action on items on their dashboard.
Eliminating Complexity : Oracle Retail Merchandising provides dashboards
that highlight the work a user needs to focus on and the tools to resolve the
issues direction from the dashboard as well as the way to go directly to the
item requiring resolution. Contextual Business Intelligence(BI) provides the
users additional information to aid in their decision making without having to
search for the information.

Foundation Data Management : Oracle Retail Merchandising provides users
with a complete application to manage the fundamental elements of their
business such as organization and product hierarchies, locations, and suppliers.
Items are classified within the merchandise hierarchy, which facilitates
operational processing and reporting.

Enterprise Inventory : The Oracle Retail Merchandising System effectively
handles the requirements of the fast-paced, multi-channel environment. New
channels can be added as needed and the organizational hierarchy can be
adjusted easily. Oracle Retail Merchandising provides real-time inventory
visibility, the option to segregate inventory by channel and the ability to
monitor all transactions, including sales, by channel.

Master Data Management : Oracle Retail Merchandising System is unique in
that depending on the retailer’s requirements; it can act as either the master or
recipient for particular information. Orders can be created within the
Merchandising System itself, be sent from an external system via standards-
based web services, via integration with Assortment Planning or uploaded
from a file.

Comprehensive Cost Tracking : Oracle Retail Merchandising manages
supplier unit costs, bracket costs, and estimated landed costs. The solution
automates the defaulting and calculation of estimated landed cost, which gives
retailers a more objective basis for supplier cost evaluation and ensures more

accurate inventory valuation in the purchasing cycle.
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7. Multiple Replenishment Methods and Mass Maintenance : Replenishment of
merchandise from suppliers or warehouses is achieved using either stock level
methods or forecast driven methods. Mass maintenance assists with setup and
size profiles are leveraged to populate stock value for fashion items. For
grocery retailers, replenished quantities can be automatically divided between
multiple suppliers and scaled to full truckloads.

8. Globalization : The Oracle Retail Merchandising System supports multi-
currency, multiple legal entities, and multi-language in a single instance. In
addition, the Merchandising System provides support for retailers who operate
in multiple countries with multiple sets of financial books and centralized
VAT processing provides additional flexibility.

9. Documented Business Processes and Implementation Tools : The key to
unlocking the value of a merchandising system lies in a successful
implementation. To help retailers and partners implement the solution as
efficiently as possible in accordance with best practices, Oracle developed a
robust set of implementation tools.

10. Complete, Seamless Integration : Retailers need world-class functionality and
the ability to seamlessly interact across all areas of the organization. Oracle
Retail Merchandising provides the platform for executing end-to-end retail

processes.
2.5 Retail Sales Audit (ReSA)

Retail Sales Audit [11] is an Oracle application which describes the process of Point-
of-Sale and check the accuracy of the order and other calculations. It ensures the
integrity of audited data and provide smooth integration with other applications of
retail. It balances the cash registers, store day totals etc. It is part of Merchandise
Operations Management (MOM) Suite which help the retailer to reduce integration
costs, improve internal control, increase productivity, and improve visibility to sales.
Along with this it also manages foundation data, cost, inventory and financial

processes.

2.5.1 Purpose and Benefits of ReSA [11]
ReSA takes input from Point-of-Sales and Order management System, process the

input and provide the audited data to other applications like General Ledger
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applications. It only allows single entry for sales data from external sources to

maintain the integrity of the system. It validates the data by correcting the errors

according to the rules which are pre-defined in it. These rules can be system defined

and user defined. Users can view the audited data on various levels like store day

level or cashier register level. It corrects the error in the data, which reduces the cost

of integration with other applications.

2.5.2 ReSA Roles [11]

The user roles [11] provides a means of grouping privileges together for granting

access to a user. The retailer can modify the roles to suit their business needs. The

following are the default roles set up in ReSA:

Auditor : A Sales Auditor is a person who is responsible for the daily reporting
of sales, auditing and accuracy of the store sales. Ensuring deadlines are met,
enclosing the store day register are also included in sales auditor
responsibilities.

Auditor Manager : Auditor Manager tasks is to manage the team to auditors.
They act as the main point of contact for any query related to auditing. They
also represent finance in meetings related to Point of Sales and sales.

Finance Manager : Finance Manager’s task is to maintain the financial
accounting of a particular region.

Administration : Maintaining administrative functions of the application is the
major task of an admin. Employee maintenance, reference field maintenance

are others responsibilities of an admin.

2.5.3 Integrating with Other Applications

SA can integrate with the following applications:

Oracle Retail Management System (MS)
Oracle Retail Invoice Matching (RelM)
Oracle Retail Point-Of-Service (ORPOS)

You can also set up SA to interface with third-party applications including general

ledger applications.
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2.5.4 ReSA Terminology

e Store Day : The time between the opening of the cash register at the start of
business day and closing of register at the end of business day is defines as
Store Day.

e Transactions : A transaction is a record of any event related to sales, return or
exchange of items.

e Revisions : Revisions is the snapshots of the data. Before updating the data in
the transaction table, a snapshot of that data is taken which is known as
revisions. This process include following steps :

1. Creating a new transaction record.
2. Keeping the older version of record unchanged.
3. Moving the older version data into revision tables.
Doing such will increase the efficiency as the records in the transaction tables

decreases.

2.5.5 Totals definition

Totals can be defined as the total sales of a store at a particular store day. Totals are
used to perform the store balancing, generate reports and export reports to the external
systems. Totals can be defined in the system or can be imported as reported by POS

or Order Management System.

2.5.6 Report Data
It allows you to generate various reports related to audit process like sales report,

totals report etc.
2.6 ReSA Process [11]

2.6.1 Defining Totals
A total is a summation of two or more entities. For example a retailer can define totals
as sum of all the sales at the end of a business day. There are two activities that plays
role here :

e Creating Totals definition

e Managing totals definition

2.6.2 Defining Audit Rules
As a retailer you may want to validate the sales records with your own records. ReSA

has a functionality where retailers can add their own audit rules which is known as
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Rule Definition. On the basis of rules, two results are possible — Pass/Fail. In case of
failure errors also need to be defined. ReSA allow retailer to define error related to the
audit rules.

e Creating Audit rules

e Managing Audit rules

2.6.3 Auditing Transactional Data
At the end of the day, totals are calculated, reports are being generated and all of these
are transmitted to the head office. Following are the errors that need to be viewed
from the perspective of Sales Auditor.

e Error list

e Totals

e Missing transactions

e Import and export log

2.6.4 Exporting Data

Once the auditing process is complete the audited data is generated which can be send
to various other systems. Exporting it means getting the data from ReSA database and
write the data into the format accepted by the external system (in this case Retail
Merchandising System).

Steps followed to export the data :

e Totals are first corrected i.e. any missing entry or sales is corrected in the
totals.

e The audited data is written into the interface file. The format of the file
depends on the integrated system.

e A batch is run which will extract the transactions with Passed, Non-Fatal and
Delete status and put that data into staging tables. Staging tables are the
temporary tables where validation of data is checked before the data is moved
to actual tables. In the staging tables additional changes are done to validate
the data then only it is transferred to other systems.

e Revision entries are created for the updated transactions

e After all revision entries are created, the reversed transactions are deleted from

the transaction tables.
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2.7 Web Services in RMS

Web Services [12] is a services provided by one application on an electronic
device to another. It is a client server application which is used to communicate
between two devices over network. Sometimes these are referred to as software
system which provides the functionality of interoperability machine to machine
communication. Web Services are the standards/protocols which need to be
followed for information exchange between two devices over network.

There are many technologies that are used to create software. Communication
among these application directly is not possible due to compatibility issues. Web

services are the intermediate between these applications to communicate.

Java Java

\

Net Web Services Net

/

PHP PHP

Figure 2.2 : Web Services
There are two types of web services :
e SOAP web services

e RESTful web services

2.7.1 SOAP Web Services
SOAP stands for Simple Object Access Protocol. It is a XML based protocol that can
be used for accessing web services. As XML is a platform and language independent
which concludes SOAP is also platform-language independent.
In SOAP based web services WSDL document is loaded. WSDL stands for Web
Services Description Language , It is a XML based document in which all the
operations that a web services can perform are defined. On loading this WSDL to a
web testing application will create the ports for all the different functions described in
it.
Advantages of SOAP Web Services :

e As SOAP is a protocol , it has its own set of rules that need to be followed for

communication
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e SOAP has its own security features known as WS-Security.
e |t is platform and language independent so SOAP services can be written in
any language and executed in any platform.

2.7.2 RESTful Web Services
REST stands for Representational State Transfer. It is an architecture not a protocol
which means other than HTTP other protocols can also be implemented on this.
Advantages of RESTful Web Services [13].
e As it is an architecture so there is no restriction which makes it fast. It
consumes less resources.
e RESTful web services are platform and language independent.
e Being an architecture RESTful web services can use SOAP web services as
the implementation.

e |t permits various data formats like Plain Text, HTML, JSON etc.
2.8 Software Security Assurance Testing

According to Functional and Security Testing Organization ZENQ which is a
Hyderabad based organization , when a software is tested for vulnerabilities then the
percentage that at least one serious vulnerability will appear in website is explained in

the below Figure 2.3.
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Figure 2.3 : ZENQ vulnerability assessment [14]
In general four basic requirements need to be addressed in every application for
security assurance :

e Confidentiality
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e Integrity
e Availability

e Non-Repudiation

It is important if security is taken into consideration from the initial call. When a
client gives its requirement, then it is the task of organization to understand the
requirements properly and explain client about the security process being followed.
[14]

« Discusses about the Security Testing Service Offering
+Understands the client requirements

« Creation of security test proposal
Test « Submit the security test proposal for client's approval
Proposal
=
« Understands the functionality of the application and creates Threat modeling sheet
« Perform vulnerability assessment using manual and automation tools
Penetration |8 Exploit the vulnerabilities
Tests P4
~
« Create comprehensive audit report with vulnerabilities identified and suggestion on how to resolve these vulnerabilities
[591 0 * Compliance certificate that adheres to security standards
P

Figure 2.4 : Testing Process Flow by ZENQ [14]

Here creating the security proposal means explaining the whole security
considerations for application. Various policies can also be implemented on the
application to make it secure. Security policy means what could be securing for a
system, organization or other entity[15]. Different security policies can be
implemented at the software level. Mostly, these are traceable in the literature and
reported practices, to one or more of the following :

e Authentication Policy

e Access Rights and Control Policy

e Confidentiality of Data

e Data Classification Procedures

e Non-repudiation
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e Business Continuity Policy
e Virus Protection

e Event Log and Audit Trails
e Backup & Recovery

e Incident Management, Intrusion Detection and Forensic Analysis

2.8.1 Oracle Software Security Assurance

Oracle believe in “Security built in, not bolted on” [16] i.e. security vulnerabilities are
checked at all the phases of software development life-cycle and not only at the end.
Oracle’s goal is to make the Oracle products as well the systems used by the
customers for the products secure.

e Secure Development Standards

In this program of OSSA, design level security standards, secure coding standards and
secure coding practices and trainings are included. It is believed that the maximum
number of vulnerabilities and threats corresponding to each requirement can be taken

care of right from requirements phase itself [17].

Vulnerability References Databases/Resources

Classification
Vulnerabilicy:
Identification

=
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v
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Figure 2.6 : Security at Requirement Phase

Secure SRS

When SRS is prepared for a software then security should be considered. Figure 2.6
[18] shows the process can be used to eliminate vulnerabilities from the first phase
itself.

24



Secure Coding Standards : A guide is provided for developers which explains all the
secure coding standards that needs to be taken care while creating software. This
guide is also referred by testers to ensure the secure coding standards. General
security areas , design principles and common vulnerabilities are explained in this
document [19]. Along with this it also includes topic like data validation and user
management etc. Some of the secure coding standards are :

e Input Validation and Data Sanitization (IDS)

e Do not ignore returned value by methods.

e Validate method arguments

e Do not use obsolete classes and methods.

e Do not use finalizers etc.
Risk assessment summary is also given for each standard which includes the severity,
likelihood, remediation cost and priority etc.

e Secure Design

e Security Tools and Testing
Comprehensive security analysis and testing is performed using in house and third
party tools.
Comprehensive Security Analysis and Testing [19] : Security testing at Oracle
includes both functional and non-functional activities for verification of product
quality. It is the task of QA team to perform Functional Security Testing as a part of
normal product testing cycle. In this QA engineer will check all the security
consideration implemented in the application with the consideration given in FSD.
Non-functional Security Testing verify the security assurance of Oracle products,
including the remediation of security vulnerabilities and resistance to attacks. There

are two categories in which this is done which are as follows :

Static Code Analysis : This type of testing is done during whole development life
cycle of product. This type of testing is efficient in finding vulnerabilities like Buffer
Overflow and memory leaks in C/C++ code and resource handling issue in J2EE ,

incorrect system configuration and improper user credentials etc.

Dynamic Code Analysis : Dynamic Analysis always takes place in the later phases of

software development life cycle. This type of testing depends on specialized tools
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(manual or automatic). Automatic tools employ fuzzy inputs to the application and
study the behaviour of application in case of vulnerabilities, while manual tools needs
hand modification but provide accuracy and precision.

e Security Compliance [1].

e Security Evaluations [1]

e Internal Security Assessments [1]

e External Security Assessments [1]

e Critical Patch Updates and Security Alerts

The requirements of OSSA after product development are assured by performing
manual and automated testing. Various gaps were found while studying. Some of the
gaps are like :

e RMS is shifted from 2 tier architecture to 3 tier architecture for cloud
implementation, so web services implementation was needed to support micro
services architecture.

e Security testing was done only with HP Weblnspect tool. There were no
security related test cases in Oracle Test Manager.

e Test cases and test data was not according to the new requirements.

e More focus was on testing with tools. For dynamic applications manual testing
is must to find bugs.
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Chapter 3

Problem Statement

Due to demand in the cloud services, Retail Merchandising System is shifted from 2
tier to 3 tier architecture. In 2 tier architecture there is direct link between logic and
database. But in 3 tier architecture a middleware is in middle of logic and database,
due to shifting from 2 tier to 3 tier , Ul was the only way in which customers could
interact with application. In case of urgency, customers were unable to use some
features of RMS due to many restrictions in the modules from front end.

Also before releasing the product, thorough functional and security testing needs to be
done. Performing testing manually is a very difficult task. Each and every
combination needs to be tested for data validation and functionality checking.

In manual testing, testers and developers generates test cases, runs the system
manually, try to find out defects in the system by comparing expected outcomes with
the actual outcomes. Manual testing is better for the smaller size systems. Also cost is
lower and it is more likely to find real user issues. But at the same time manual testing
is repetitive and time consuming. Also manual testing requires skilled and
experienced staff to cover all type of errors. Oracle RMS is a large application and
needs a lot of man power to test the application. So to deal with all these kind of

problems, automated testing is required.

As cloud is emerging with its plenty of advantages, clients are also moving towards
the cloud solution. Oracle has its own cloud and many products of the Oracle are
available on cloud. Oracle has also decided to move automation of RMS on the cloud.
The on prem solution for the automation needs to query the database for retrieving the
values. But on cloud, the database access will not be available. So the problem is to
find out the solution through which we can ensure that our test script has successfully

passed without querying the database.

With increase in technology, attacks also increases. Before the release of the

application, it needs to be tested from functional as well as security aspects. Manually
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testing it for security is difficult as many manipulated requests need to be send and

behaviour of application need to be studied. So automated testing is necessary.
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Chapter 4

Objectives
The main objectives are listed below :
e To implement client side RESTful web services.
e To perform functional and security testing of RMS and ReSA

e To perform functional and security testing of RMS Web Services
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Chapter 5

Implementation of Client side RESTful web Services

To get information about various entities web services were needed. RESTful web
services were developed for that. For testing those web services client side code was
written in OpenScript. A switched case script was written which displays all the web
services entities that can be queried. On selecting one of them will ask for the
parameter/s . For example : Lets assume a customer want to know about a particular
item, then first he has to select the item entity. Then he will be asked to pass the item
number whose information he wants. On providing the parameter script will create an

excel file containing all the information of that item.
5.1 Characteristics [12]

e RESTTful web services are stateless
e The services use HTTP method explicitly

e The services are accessible through Uniform Resource Identifiers (URIS)
5.2 Relationship between HTTP verbs and SQL

HTTP methods like “GET” and “POST” are used by developers to describe the
appropriate action like “CREATE”,”"UPDATE” or “SELECT” etc.

Action SQL HTTP
Create Insert PUT
Read Select GET
Update Update POST
Delete Delete DELETE

e GET is used to retrieve data.
e POST is used to create a new resource.
e PUT is used to update the existing resource.
e DELTE is used for deleting the data or resource.
5.3 Usage of RESTful Web Services [21]
e The web services are completely stateless. A good test is to consider whether
the interaction can survive a restart of the server.

e REST is used for limited profile devices like mobile devices.
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5.4 REST request

A parameter is passed in URI in the case of GET operation. JSON data is received as
response of GET request. In case of POST operation, JSON data is passed in the body

of the request. In the response, success/failure response is received.

*

o
GET%E-U rchaseOrder?

pageNumber=10&pagesSize=20 Request - 8
—
| = Response E
L B (72]
b —s JSON:
o {"links" g
: [{"href": "/Resource?pageNumber=1l&pageSize=20", "rel": "next“, ;
"type": “application/xml","methodType": “GET"},
{"href": "/Resource?pageNumber=9&pagesSize=20", "rel": “prev",
"type": “application/xml","methodType": “GET"},],
"results" : [
{"item" : "1220003","itemDesc" : “itemDesc",},
{"item" : "12200031","itemDesc" : “itemDescl", } 1],
}
Figure 5.1 : GET request-response
5.5 API Flow

A request is send from the client which will have all the headers and the parameters
necessary for the request. Errors are received if any of the request properties are

missing.
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Figure 5.2 : APl Flow

5.6 Process

A generalized script was prepared for all the entities. When the user will select the
entity he is asked to give entity number as parameter , then according to the parameter
final URI will be prepared.

Now this URI will be used in GET request of REST services. After sending the

request, response will be send by the REST services which is in JSON format.
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Figure 5.3 : Process flow of REST request [22]

Services

5.6.1 JSON

JSON stands for JavaScript Object Notation. JSON is a syntax for storing and
exchanging data. JSON is text, written with JavaScript object notation. When
exchanging data between a browser and a server, the data can only be text. JSON is
text, and we can convert any JavaScript object into JSON, and send JSON to the
server. Sample of JSON received in the response in Screenshot 4.1 .

{"cod":"200", "message":0.0032,"cnt":36,"list": [{"dt":1487246400, "main":
{"temp":286.67,"temp_min":281.556,"temp_max":286.67, "pressure”:972.73,"sea_level":1046
.46,"grnd_level":972.73, "humidity":75,"temp_kf":5.11},"weather":
[{"id":800,"main":"Clear","description":"clear sky","icon":"@1d"}],"clouds":
{"all":0},"wind": {"speed"”:1.81, "deg":247.501}, "sys" :{"pod":"d"}, "dt_txt":"2017-02-16
12:00:00"},{"dt":1487257200, "main":
{"temp":285.66,"temp_min":281.821,"temp_max":285.66, "pressure”:970.91, "sea_level":1044
.32,"grnd_level”:970.91, "humidity":70,"temp_kf":3.84},"weather":

[{"id":800, "main":"Clear","description":"clear sky","icon":"@1d"}],"clouds":
{"all":@},"wind": {"speed":1.59,"deg":290.501}, "sys":{"pod" :"d"}, "dt_txt":"2017-02-16
15:00:00"},{"dt":1487268000, "main":
{"temp":277.05,"temp_min" :274.498, "temp_max":277.05, "pressure":970.44,"sea_level":1044
.7,"grnd_level™:970.44,"humidity":90, "temp_kf":2.56}, "weather":

[{"id":800, "main":"Clear","description”:"clear sky","icon":"®1n"}],"clouds":
{"all":@},"wind":{"speed":1.41, "deg":263.5},"sys":{"pod":"n"},"dt_txt":"2017-02-16
18:00:00"},{"dt":1487278800, "main":
{"temp":272.78,"temp_min":271.503, "temp_max":272.78, "pressure”:969.32,"sea_level":1044
.14,"grnd_level":969.32, "humidity":80,"temp_kf":1.28},"weather":
[{"id":800,"main":"Clear","description":"clear sky","icon":"@1n"}],"clouds":
{"all":0},"wind": {"speed":2.24,"deg":205.502},"sys" :{"pod":"n"},"dt_txt":"2017-02-16

BIS e Ooma © ' ® @& B Fog x8 oz ™ iy Sy XN

Screenshot 5.1 : JSON response
As user can not understand the JSON format so it need to be converted into readable

format.

5.6.2 JSON to Excel

Conversion of JSON to Excel was done using ArrayList of HashMaps. HashMap is a
Map based collection class that is used for storing Key & value pairs, it is denoted
as HashMap<Key, Value> or HashMap<K, V>. This class makes no guarantees as to
the order of the map. It is similar to the Hashtable class except that it is
unsynchronized and permits nulls. The final excel sheet may or maynot contain

multiple Excel worksheets depending upon the JSON response we got. If the JSON
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response has metadata JSON then a new Excel sheet will be created within the main
sheet and the metadata will be stored in that sheet and so on. In this way desired

output is achieved.

Final Excel sheet may look like as shown in Screenshot 5.2 :

c v} F G H I J K L M N [o P Q R T u v
1 satus  classAftrb ftemGrand shonDesc primanyRe inventonyn ariginaRel selableind it~ @2 a3 fem  femParendid  sibcass ftemlevel dept itemDesc packind
2o 999 ruf Complex pb n gm ul i il 8989898 null null 808 2 668 Complexp)

et e 9 #« BRI s © "y

Screenshot 5.2 : Final Excel Sheet

In this way testing of Client side RESTful Web Services were performed.
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Chapter 6

Functional and Software Security Assurance Testing of
RMS and ReSA

Functional testing is the testing in which the tester tests the functionality of every
module in the software individually and integrated to other modules. Functional
testing includes unit testing, integration testing and regression testing etc. Whereas
security testing is scanning the application for security vulnerabilities. Sending
various manipulated requests to application and observing the behaviour of
application is done in this.

Testing is a process not a single activity. There are steps that need to be followed to
complete it. Oracle has its own policies, steps and techniques that need to be followed

for successful completion of the testing process.
6.1 Oracle Test Manager (OTM)

Oracle uses Oracle Test Manager [23] as a test process management solution for
building the test cases. Due to its flexible nature and easy-to-use feature whole testing
process can be created and managed on it. It provide integrated platform to manage
the planning of test cases, steps, activities and the reports generated from those tests.
Oracle Test Manager is a complete solution for testing web based and service oriented

applications.

6.1.1 Benefits of OTM
e Its structured approach reduces test cycle time.
e |t provides efficient and simple way to schedule or run the test cases.
e Reusability of test cases is also provided by OTM.

e Supports all types of testing i.e. manual, automation .
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ORAC[_E. Test Manager : - Tools Logout

TestPlan |\ Requirements | Tests Test Execution | Tssues Reports " "Dashboard ¥ Looged In 25:
lj P Ny QE @ & " &G B U sort: | None v B Group:  None v | & Filter: | None v
=@ LI Test BRunTest  HditTest S Eewa A

N Attachments @Add/Edit
+ @ RMS.XPLR.0SSA. Contextual OI Reports launching
+ 0 depends on User Roles and Privileges
+ st d Links @hdd/ Edit
i n Created: 08/11/2016 at 2:37 AM By: Prakash Sundaresh
= I:l Type: Manual Test Associated
+ 0 Priarity: P2 - High Requirements  @hdd/Edit
+ Owner: Ashwinl Sreenivas
= u Description: Assoclated Test Sets
1 | Purpose
|..|' To testcase Is to verfy contextual QI reports shoukdPreconditions l.i
2 1. RMS mrust be installed in OS5A Secure Test Enviroament successfully with all the Ij
=8 | configuration parameters as per the Seoure Topology Document
<@ 2. RMS PP should be SSL enabiled,
i U- 3. In the OS54 secure environment, o default user should exdst In the RMS DB, jated Tssues OAdd/Edil
o Mathods
* LI 1. Launch the RMS APP in DS5A secure e and the URL should be 551 enabled.
U' Post Condition
¢ RMS APP should be successfuly launched and wser should be prompted for Login page
« @ peommpt when RMS AP is SSL enabled.
A L " | Testing Type: Securly [¥)

Screenshot 6.1 : OTM

As shown in the screenshot, test cases were created after reading specifications from
Functional Specification Document (FSD). FSD is a document which contain all the
specifications, functionalities a software must perform. QA Engineers reads the
documents and create folder structure in OTM. Each folder is dedicated to specific
entity. Under a folder various test cases were created according to the need and
functional requirement of the entity.

6.1.2 Test Cases in OTM
Test Cases in OTM has various attributes like :
e Title of the test case
e Purpose of the test case
e Creator, owner of the test case along with last updated by feature.
e Type of test case i.e. Manual test/Automated test
e Type of testing i.e. Functional/Security Testing
e Description
e Steps to recreate the test case
¢ Run the test case- it also has fail option inside it
e Edit the test case etc.
For manual testing simply the test cases were recreated and passed and failed

according to the behaviour of the application.
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6.2 OpenScript

Software testing is the crucial part of Software Development Life Cycle. Different
kind of approaches have been introduced for testing the software in a way that all the
requirements are being covered. Manual testing is necessary part of Software
Development Life Cycle, which requires lots of manpower and also it is time
consuming. After that, automation testing was introduced. Oracle uses OpenScript for
automation. OpenScript is a great tool developed by Oracle to support automation of
Oracle Application Testing Suite. It supports Oracle Forms, Application Development
Framework, JD Edwards, and also Web applications. It has great in-built report
generation functionality which can give step by step execution details. It is based on
record and playback functionality. Developers can record actions and then can

transform those actions into executable test scripts which can be reusable.

6.2.1 Features of OpenScript [24]

1. Record and Playback : Using Record and Playback User can record the
browser activities in Firefox or IE. User’s actions are recorded and
transformed into executable scripts. After recording, user has option to
playback. The same thing can be played again with playback button.

2. Integrated tools : Oracle Test Manager (OTM) can be used to manage the test
scripts after generation of automation scripts based on script type like load
testing, functional testing etc.

3. Flexible Execution : It shows particular execution result to the user. It shows
error messages, warning messages, success messages etc.

4. Modular : OpenScript supports Oracle ADF applications, Web, Oracle Forms
Applications, Siebel Applications and Web Services. It has support for Java

APIs so it can support anything in which Java API is associated.

6.2.2 Automation using OpenScript

Test scripts were written in Open Scripts for Functional Automation Testing of RMS.
Excel sheets were generated which will be taken as input by the test scripts. The
automation flowchart has been shown in Figure 5.1

A — Picks the Datasheet key prefix to run.

B — Based on the Datasheet key prefix records with status record is

picked for execution.
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C — Based on Action the respective function is called from Test Engine Library.

1 — If excepted or actual Databank from the batch file is set to Forms environment,
respective functions are called form Forms library.

2 — If excepted or actual Databank from the batch file is set to ADF environment,
respective functions are called form ADF library.

3 — If the Action is '"CREATE’ and scenario is executed successfully in Forms and/or
ADF value is stored.

3A — Created value will be updated in Datasheet file, under Generated Data Work-
sheet.

4 — After successful execution data will be downloaded from Database.

5 — If execution is successful in Forms and ADF then validation is carried on.

Alloy
Automaton
Lib an,f

B -
Datasheest ( Excel Shert '“x)
Library e R

TestEngina
Library

-

Forms Library ] l.&DFLLbrar}' ] | Generated
Crarta Library

\ /

JA

< ExcelSheet ﬂ-fl
e _'__.—"

| Download ( WValidadon
Library Library
s

Figure 6.1 : Automation flowchart

6.2.3 Running the tests
To run and test the scripts locally, run the OpenScript -> RMS_Automation -> Batch
-> RMS Automation.bat file as Administrator.
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Seript Action 1
I Datashest Folder Accelmrator_Detashests
Dat=zet 1D ACCELERATOR

Expected Emironment Datsbark: | 16_0_ISC_[fasys_Mordstrom_Bcta2_ADF

L] 1 i i i i

Actusl Environment Da tabank

| About Run Carcel |

Screenshot 6.2 : RMS Launcher
Automation Project: Different Projects that can be run through automation.
Script Action: Datasheet to run.
Datasheet Folder: Folder from which the data should be fetched.
Dataset ID: Specifies the records that are to be created from the given datasheet.
Expected or Actual Environment Databank: The environment in which the
records should be created.
After entering all the required data, click “Run” to start the execution. Now the script
will fetch the item datasheet from the path specified.
In the parent sheet all the records with the Dataset as “ACCELERATOR” and Status

as “Always” will be created.

6.2.4 Result Validation
OpenScript gives users the privilege to generate the reports for whatever they are
developing or testing. It gives the pass and failure count for the tests with detailed

description.
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Screenshot 6.3 : Automation Result Report

6.2.5 Analysis

OpenScript is very useful platform for testing the applications. The user will have to
run the batch file to trigger the automation. Input data can be inserted through the
excel sheets.

6.2.6 Advantages
e Robust architecture.
e Supports simultaneous execution.
e Supports all browsers.
e Detailed test execution report. Shows particular failure point so resolving the

error becomes easy.

6.2.7 Customized Datasheet Creation
The framework which is currently being used by Oracle for automation testing
requires lots of manual efforts for creation of datasheets. The purpose of this task is to

reduce the manual effort and make the automation testing completely automated.

The purpose of automation testing is to test the software automatically to check
whether all the requirements for the system are being met. The obvious advantages of
the automation testing is that it is faster than manual testing, it requires less human
resources and it is less prone to the human errors. The current framework which is

being used by Oracle for the automation testing is taking input from excel sheets and
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test the system with that data. These input spreadsheets are the test cases defined for
the software. These test cases are written in a particular format in which the scripts
written for the automation will take them as an input data to the software and fill them
in the system. After completion of testing, the automation report will be generated
with number of passed and failed test cases. Based upon the generated report, one can

figure out the bugs in the system which are the cause of failures.

The current framework is doing extremely fine with taking input data from excel
datasheets, filling them in the system and testing the system. But here the major part is
creating the datasheets with all the required test cases. Now the testers are generating
the test cases and writing them into the datasheets. But as we know, the humans are
more prone to the error and also there are chances of mistakes while creating
datasheets which cause problem in the testing going forward and will lead to the non-
existing bugs. Also, the customers are not aware of how to fill the datasheets. And
filling large amount of data is tricky part. Therefore, to avoid these problems,
“Customized Datasheet Creation” was introduced. As per this project, the datasheets
will be created automatically without any human intervention. The idea is to fetch
data from database which already exists and convert them into the existing required
datasheet format. Thus, the datasheets will be automatically created and can be

uploaded directly to the system. This saves time and also it is very user friendly.
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Screenshot 6.4 : Customized Excel Sheet Format
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After automation testing , next step is to perform automation and security testing

using Weblnspect tool.
6.3 Weblnspect tool

Weblnspect [25] is a professional tool by HP which is mainly used for security testing
of dynamic applications. It is used for testing application and web services also. There
are options to which gives user to configure scan according to the need. It also
provide the network authentication option if scan is to be performed outside from
organization network. It also gives a facility to record the authentication macro and
reuse that for future use. Enabling traffic analyser will give user a facility to keep the
track of the network traffic. Scan/Scan details both can be imported/exported. It send
various attacks to the application to ensure the security of the application. In the end a
report is generated which will include all the vulnerabilities found in the application.
It depends on the user if he/she wants to create the report for attacks sent (request with
responses).
R Hp Weblnspect EEX

File Edit View Tools AMP Reports Help
) New ~ [ FOpen ~ | &4 Compliance Manager [lPolicy Manager []Repart (<) Schedule \gd SmartUpdate |

J
StartPage | 4p %

Welcome to WebInspect flome”  Manage Scans | Manage Schedule 1|8
==

, (S Recently Opened Scans dlear list

Start a Web Site Scan clear First Web Service

Scan a single Web site for vulnerabilities. clear Second Web Service
clear Tuesday

Start a Web Service Scan ~ Scans Scheduled for Today

Find vulnerabilities in a Web service. New Web Site Scan

5 ~ WeblInspect Messages
Start an Enterpnse Scan delete | Welcome to WeblInspect 9.0 + 1/ 200s

Schedule an enterprise scan.
v~ What's new in WeblInspect 9.0!

Generate a Report
Analyze a scan using system reports.

<
-
P
&y
-

Start SmartUpdate
Update Weblnspect security checks and patches.

Screenshot 6.5 : WebInspect Web Site scan

Along with this logs and errors can also be exported in Weblnspect which helps in the
case of investigation when the vulnerabilities are found.
6.3.1 Advantages [25]

e Saves time when large enterprise application is scanned with it.

e Shows results with requests and responses.

e Facility of download various kinds of reports.
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e Language independent.
6.3.2 Disadvantages [25]

e Tools are designed to test in a specific way and in a specific structure. Due to
this it is possible many vulnerabilities are not figured by WebInspect.

e It has a list of payloads that it uses for every web application testing. It doesn’t
consider the type of application and requests.

e There could be false positive in the list of vulnerabilities found by it as it uses
generic approach for testing.

6.3.3 Feature of Weblnspect [25]

e Tree Structure : It uses crawl and audit procedure. Thus presents you with
hierarchical structure of the application.

e Customized view : It gives you a customized view to view the results in a
sorted form. For example : First all high vulnerabilities will be shown then
medium and so on.

e Scanning Policies : It gives you option to edit and customize the scanning
policies.

e Manual Attack Control : With this option you can actually simulate a true
attack and see what is happens with the application.

e Report Generation : A customized report can be generated according to the
need of user.

e Remediation : Along with the vulnerability report, it gives the fix that can be
implemented to fix that vulnerability.

e Web Services Scan : It also gives you an option to scan web services.

6.3.4 Weblnspect Standard/Workflows Scan
When Weblnspect is started , a start screen is displayed in which you can select the
type of scan you want to perform like application scan/web services scan. Select the
application scan for application testing. Next screen will be displayed. In that screen
you then have to select the type of testing you wish to perform.

e Standard Scan

e Workflows
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Scan Method

Network Authentication

O Crawl only
Application Authentication Map the attack surface of the entire site

j Active Learning <) Crawl and Audit

EB  optimization Tasks Map the attack surface and attack for vulnerabilities.
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Final Review
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A stand s an automated crawl of the server and performs checks for known and unknown vulnerabilities such as SQL Injeciton, Cross-Site
Sa r error handling and weak SSL configuration at the web server, web application rand web application layers.

Default scan settings are designed to focus more on coverage than performance. Larger sites could take days to crawl with these settings,

Screenshot 6.6 : Standard/Workflows Scan

In Standard scan you can scan the full application. Weblnspect uses crawl and audit
technique to scan the whole application where as in workflows a specific workflow is
configured for scan. This is used when small functionality is changed in the

application. In that case whole scan | not needed thus this functionality is used.

After selection of scan type and method, Login to application need to be done. For
this a login macro can be recorded and exported for future use or already created login

macro can be reused by importing it.

b b0z crac e com - erote Deskton Comedtion sl I 1 T msessesessmsy

Y Guided Scan - Login- Applcation Authentication - Seect Lagin Macra

@ uUn ¥

SwanMow.. Opsn  Save  Advanced
Saan Settings
Guided Scan < || || ¥ Use a login macro for this site
Login macros provide Weblnspect access to pratected locations of your application. Therefore, using a lagin macro is highly recommended to increase the
Site coverage of your scan. If your apglication does not use authentication, you can skip this step.
f Start Parameters Automated Login Sequence (Login Macro) Create...

(ﬁ Login

Hetwork uthentication
Application Authentication
| 1. slectLogin Macro

2. Record/Edit Login Macro

j Active Leaming

EH  ootimization Tasks

Screenshot 6.7 : Login Macro WebInspect
The following screen displays the import export options and also logout options

detection in Weblnspect.
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Screenshot 6.8 : Import/Export Login Macro

After the scan is configured, Weblnspect will check the profile of application, enable

SSL connections etc.

Guided Scan | =] Il = | Guided Scan wiill now enter the Active Lgarnmg pha_se. During this step, all visited pages will be ana\yzgd. WebInspect will show
= recommended settings for the scan, which can provide better coverage and assessment of the target site.

@ Site Profiler

Profiler will run automatically if the "Run Profiler Automatically” option is enabled in Application Settings-=Server Profiler.

ﬁ Start Parameters

Q&! Login

Network Authentication

| Profile

! Application Authentication

‘/ Active Learning [ Profiler Pragress X

[ 1] ‘ Optimization Tasks Sending 35L fingerprint requests

‘ Profile site for optimal settings _

Enhance coverage of your web site | Abort |

m Recommended Allowed Hosts
s

-

Screenshot 6.9 : Profile Progress

You can enable HTTP traffic and also you can use the false positives from previous

scan. While scanning you will see the screen shown in Screenshot 5.10.

The screen has three panes :

e Navigation Pane : The navigation pane have 4 views.
1. Site view : This view shows the hierarchical view of the site and also
highlights the section in which vulnerability is found.
2. Sequence View : Shows the sequence in which Weblnspect traversed the
hierarchical structure.
3. Search View : Helps to search HTTP components like all sessions or
cookies.

4. Step View : It shows all the steps and URLSs scanned by WeblInspect.
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Screenshot 6.10 : Weblnspect Panes

e Information Pane : This pane contains the scan info. It has all the links related
to scan information.
» Dashboard : It gives the comprehensive view of the scan. It displays
the vulnerability type, HTTP request, HTTP response etc.
e Summary Pane : It is at the below of window. This pane will display the
results of the scan. Vulnerabilities will be displayed in this pane. Selecting the

vulnerability will show the description of the vulnerability.

6.3.5 Reporting

After scan completion reports can be generated from Reports->Generate Report.

After the reports are generated an excel sheet is created by the use of the generated
reports. In that report vulnerability number, its description , type of vulnerability and
fix is given for the developer to solve the vulnerability. The same process is
performed for ReSA.

6.4 SQLSplat

After Weblnspect scan the code based functionality testing is complete. But database
also need to be scanned against all the SQL vulnerabilities which is a part of OSSA
testing. This is performed with Oracle SQLSPLAT tool.
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SQLSplat is a fuzzer used to test PL/SQL stored procedures and functions. It's

purpose is to uncover Denial of Service, elevation of privilege, and SQL Injection

vulnerabilities within an application.

If a PL/SQL script was created, then the tester must use a tool such as SQL Developer

or SQLPIus to run the script against the database. The person executing SQLSplat is

then responsible to evaluate the output of the fuzzing operations.

SQLSplat is a command-line application. In general it works by :

b)

Reading configuration files and command line arguments to determine what
values to use during the fuzzing operation, the stored procedures/functions to
fuzz and other tweaks to its behaviour. While a general purpose set of values
is provided, some effort should be made to include known good values in
order to execute as much targeted code as possible.

Establishing a connection to the database.

Querying tables to obtain the signatures of the target PL/SQL stored
procedures and functions.

Either

Based on the information obtained during steps 1 and 3, creating an executable
PL/SQLScript that can be executed later. This script will contain lots
(hundreds or possibly thousands) of calls to the targeted stored procedures or
functions, each one using a different value based on parameter type and the
configuration files.

Dynamically calling the targeted stored procedures or functions using the
same values as in 4a. Note: SQLSplat may commit or roll back after each call,
depending on the configuration used. Following figure shows the connection
file of SQLSplat.
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Screenshot 6.11 : Connection file SQLSplat
A copy of the actual database schema is created and SQLSPLAT query is fired on

newly created database. After the successful execution of the query an output file is
created automatically which includes all the request and responses, sessions ,
arguments and variables passed etc. It is task of QA to verify the file and create
another file based on the output file which includes the vulnerabilities with

description. This file will be used to verify the bugs and fixation of bugs also.

set AutoCommit to false
Loaded query from external properties file (sglsplat)

Properties are specified
here.... '

Parsed 5 rows from ALL_ARGUMENTS .

Created 1 functions.

Initialised 1 functions.

—— The List of All Fuzz Strings: -—-

alter session set tracefile_ identifier=sSQLSPLAT_1
alter session set sgl_trace=true

DECLARE

Fuzz Strings starts from
B] here...
0]

Screenshot 6.12 : Output.txt file SQLSPLAT

6.4.1 Advantages of SQLSplat
e Simplicity of use

e Point and fire at any Oracle DB version
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e Simple configuration of argument inputs

e Ca test everything or focus on specific package procedure or function

6.4.2 Disadvantages of SQLSplat
e No support for dynamic generation of fuzz strings
e Large amount of logging output
SQLSplat is a wonderful tool for finding vulnerabilities in database.
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Chapter 7

Functional and Software Security Assurance Testing of
RMS Web Services

After shifting from 2 tier to 3 tier architecture, Ul was the only way using which
customers could interact with application. In case of urgency, customers were unable
to use some features of RMS due to many restrictions in the modules from front end.
For example customer wants to create an order for a specific date but RMS doesn’t
allow to create orders after v-date. In that case web services is the only solution that
could help a customer. Due to this reason web services were implemented. Before
releasing the web services, functional and OSSA testing is mandatory.

Oracle use various tools to perform such testing. Below are the tools | used for web

services testing.

7.1 SoapUl

SoapUl is a tool used for Web Services testing. Web Services can be RESTful or
HTTP based services. It is completely free tool which can be used to perform
Functional Testing, Performance Testing, Interoperability Testing, Regression Testing
and much more. Test cases can be recorded for later use. It is java based application
SO it can run on any operating system. Security test cases can also be implemented in

it. Security tests can be implemented on the existing test cases.

7.1.1 SOAP web services testing using SoapUl
For SOAP web services testing first select SOAP from File menu. Give the name of
project and the WSDL for the SOAP request.

Mew SOAP Project 2
Mew SOAP Project {éﬁ’
I Creates a WSDL/SOAP based Project in this workspace

Project Mame: |‘Neather_Pr0ject |

Initial WS5DL: |Jhical.weather.gow‘xmI_;'SOAP_ser\rer_a‘nddeMLser\rer.php?wsdl | [ Browse... ]

Create Requests: Create sample requests for all operations?
Create TestSuite: [| Creates a TestSuite for the imported WSDL

Relative Paths:  [_]| Stores all file paths in project relatively to project file (requires save)

E] Cancel
Screenshot 7.1 : SOAP project
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A WSDL is a web services description language. It is an XML document in which all
the functions related to an entity are defined. When ok is clicked a SOAP project will
be created and WSDL will be loaded which will create all the ports (functions).
Expanding the port will display the request. Selecting the request will display the

request properties.

Request Properties

Walue
4059

UTF-8
hetps:/graphical....

truc

Muthentication Type Mo Authorization
W5S-Password Type

WSS TimneTolive

SSL Keystone

Skip SOAP Action false
Enable MTOR false
Force PMATOM false

Inlime Response At .. false
Expand PMTOM Att... false
Disable multiparts  truc
Encode Arrachments false

false

false

false
Entitize Properties  false
Pretmy Prine true
Dump File
Pax Size a
W5-Addressing false
WS-Relisbie Messa... false

Properties.

Screenshot 7.2 : SOAP Request Properties
You can set the username/password and other properties of request in the request
properties window. On double clicking the request, an xml request will be displayed
in the request window. To create the request replace the ‘?” with correct arguments.
To send the request click on small green button present at the left of request pane. A

response will be received which can be success or failure message.

Fle Project Sute Case Step Jook Desktop Help

E B A 2 JF B & I Search Foram s ©
Empty SOAP  REST Impont  SwveAll Foum  Trial  Preferences  Prasy Online Help
L _, SoapUiStarter Page L ‘ £
% Reuest sof B | §
38 mewmest 3 110 P P e e o' ) B
[=]w + @

Flaw | XL

[Skip SOAP Acbon  false

[Enable MTOM  fase

[Force MTOM falze

Inline Response Ate_ false

[Expand MTOM At... fase
[

L — 4 L — INE|
A Auth Headers(0) Attachments i) WS-A WS-RM Headers (11) Attachments (0) 5SL Info (2 certs)
response ime: 238ms (2376 bytes) 1:

Soaplllog hetplog jettylog |emorlag| wsrmlog memary log

Screenshot 7.3 : SOAP request/response
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For functional testing various combination of data are passed as arguments and
request is send. The responses received are studied for the behaviour of web services.
For security testing request properties are changed. Incorrect username/password are
send with SOAP request. In case of incorrect request properties , failure should be
received as response. Role based testing was also performed i.e. user credential of the
user who doesn’t have privilege to access the entity were send in SOAP request and

responses were studied.

7.1.2 Advantages
e |t automatically updates the requests and response when WSDL changes.
e It has a user-friendly Ul

e It has its own security features.

7.1.3 Disadvantages
e Having assertion on JSON response is not easy. It gives issues if request
contains special characters.

e Creating scripts with SOAP requires lot of steps.
7.2 Postman

Postman is a Chrome extension and application which is use to send RESTful
requests. It is a very light weight and fast application. Groups can be created for
similar requests and also test can be created for verification of response received. It
supports various HTTP methods — GET, POST, UPDATE, DELETE etc.

One can add authentication to the request if the application requires authentication
before displaying information requested. In web services testing authentication was

added. It will be added to header section of request when update request is clicked.

ithorization @

Screenshot 7.4 : Authorization header

Other headers were also added. Figure shows the headers added to the request.
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Key Value Descr
Accept application/json
Content-Type application/x-www-form-urlencoded
Accept-Version

Authorization

Screenshot 7.5 : Postman Request Headers
After request was send, response was received which was in JSON format. Below is
one of the request and response received.

(< <M<}

Screenshot 7.6 : RESTful Request/Response
In OSSA testing, wrong header were passed like wrong authorization header or wrong
version of application. When wrong headers were passed it was observed that error

response was received.

Lvetica” SIZE"3"y

Screenshot 7.7 : Error response in Postman
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7.2.1 Advantages
e Itis lightweight and fast.
e Test cases can be added to verify the response.
e |tis easy to create test suites.

e Different environments can be created.

7.2.2 Disadvantages
e Monitoring test cases is difficult.

e Codeless is not possible in postman.

7.3 Weblnspect

Weblnspect [25] is a professional tool by HP which is mainly used for security testing
of dynamic applications. It is used for testing application and web services also. There
are options to which gives user to configure scan according to the need. It also
provide the network authentication option if scan is to be performed outside from

organization network.

4 128 Web Service Scan Wizard ? x |
= HPFE Se |
- | Web Service Scan Step 10f 4
Find vulnerabilities from a Web Service Definition File
iso or your Web site
Start a Basic Scan Scan Name:

' Scan a single Web site for vuinerabilities.
® Configure a Web Service Scan
Start a Web Service Scan

Tnput the address for the WSDL file into the WSDL Lozation field or use the browse button to select a saved WSDL from the file system. Perform
*  Find vulnerabilfies in 2 Web service. 0 s and use th r web service ope

e
me basic scan configuration settings and use the Web Service Test Designer to specfy valid inputs for web service operations.

'WSDL Location: MRS
Start an Enterprise Scan

e BT ' Scan with existing Design File
Select a previusly saved desion file for use in a new web service scan.
Generate a Report

Analyze 2 scan using system reports.

Start SmartUpdate
Update security checks and patches.

entation

munity and Products
Settings (Default) v < Back Next > Cancel

Screenshot 7.8 : Weblnspect Web Service scan

After selecting the web service scan, scan name was given. Here either you can give
the WSDL url or browse it from local computer. There is also an option to scan from
existing design file. After selecting a new window will appear where web inspect will
ask for network proxy and network authentication. For network proxy “Firefox” and
no network authentication was given as the scan was configured in Oracle Network

only.
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| S web Service Scan Wizard

? >
Authentication and Connectivity Step 2 of 4
Provide the necessary credentials and environment information to gain access to the target web site.

2] Metwork Proxy
Froxy Profile: | Use Internet Explorer Edit...
1N

ark Authentication

Settings (Defaulth ~

= Back | [ Mext = | [ Cancal

Screenshot 7.9 : Authentication Web Services
After this Weblnspect launch web designer file which create the ports of WSDL.

Arguments were passed in the XML’s of each port. Along with this WS-Security
parameters were passed.

WS Security

Sevie Detals | Web Senvice

WS-Securt '.yIWSAdd ssssss s
BREX

# | Type Narne
semameTol

Passwordtype: | Test

L— ]

Screenshot 7.10 : WS-Security
After this scan was started. WeblInspect send many attacks on web services and study
the responses received. On basis of those responses it decide whether vulnerability
exists or not. A report was generated at the end which include the vulnerability type,
description along with the fix to resolve the issue. An Excel was generated from that
report and was send to DEV spocs for fixation of vulnerabilities.

In this way OSSA testing is performed on web services before its release.
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Chapter 8

Observations and Result
8.1 BugDB

While performing Functional and Software Assurance Testing many bugs were found.
Whenever an error was found, a bug is raised by QA-Testers in BugDB. BugDB is

Oracle’s application which is used by employees to raise bugs found against the

Cergle Bequess | Shmple Gueey | Deigled Guery | MemberQuery | SGLSuery | Mgmenance | Son ot g tlame
Buc - RMS TESTING FOR RACE CONDITION @ACL

Dase Bog N
Filed 9TONI01T 0157 47 Pacific Time
Updared 26 NON. 2017 012:25-54 Pacific Tuse
Assigned

Customer. INTERMNAL Mat:

Staus: 11 - Codte Hasdware Bug (Respease Resolutson,
EBPS: 3000

Introduced m Ve Comrmmed ,

Fix B Fixed Ver:

3 - Minimal Loss of Service

N
GeaPrr G - Generic Mo
as 233 - Micrasnf Windows x54 (64 bir} 7
Buibilis No
Thsd P
Q4 E
Security Compliance MEDIUM

Screenshot 8.1 : BugDB
When ever a bug is fixed, then it is again send back to QA team for verification.

Ciose
——

Fixed Properly

New/Open p—y  Assigned b3  Fixed ——{ Re-Test

-

Not Fixed Properly

Re-Open
L

Figure 8.1 : Bug Life Cycle [26]
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Closing of bug happen only after it is being verified by the QA tester.
8.2 Manual Testing Efficiency

It was observed that manual testing is time consuming but is more efficient. The
number of functional bugs found using manual technique were higher in number than
those found using Weblnspect tool. Not only the number were higher but also the
True Positive percent was also higher in case of manual testing. False Positive comes
in case of manual testing only when the tester is confused about the functionality of
the application. A true positive means the error predicted by tool is a true bug. A false
positive is a state where error predicted is not a bug. The following figure explains the
calculations for efficiency of manual testing.

Total Vulnerabilities

=08

N

False Positives

/

True Positives

01

!

TP * 100

o7

|

Efficiency = TP * 100

Loss

Total Total

=7*100/8 =87.5% =1*100/8=12.5%

Figure 8.2 : Manual Testing Efficiency
8.3 Automation Testing Efficiency

Automation is good for functional testing. Automation was able to find more issues
than manual and its efficiency is also comparable to manual. The failure that

happened is also due to lack of functional knowledge.

Total Vulnerabilities

=15

/

True Positives

= 13

J

Efficiency = TP * 100
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Figure 8.3 :

\
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Automation Testing Efficiency
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Tester creates the test cases and scripts and if tester has lack of functional knowledge

it results in gaps in test scripts too.

8.4 Weblnspect Efficiency

In case of Weblnspect the reports generated by Weblnspect tool have more
vulnerabilities than both automation and manual testing. But the rate of false positive
IS much greater than true positive in that report. For both web services and application
testing this behaviour was observed. Also Weblnspect was not able to find functional

issues. It is most suitable for security testing than functional testing.

Total Vulnerabilities
=24

/ N

True Positives False Positives

= 03 = 21
Efficiency = TP * 100 Loss = TP * 100
Total Total
=3%100/24=12.5% =21%100/24 =87.5%

Figure 8.4 : Weblnspect tool Efficiency

Thus we can say that depending only on tools for security testing is not a right choice.
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Chapter 9

Conclusions and Future Scope

No software is bug free. Testing is a very crucial process. Each and everything need
to be checked with precession before the product is released. Organizations are using
various techniques for software testing. Test cases are written and on basis of those
testing is performed. But it was observed that no probabilistic methods were taken in
consideration while performing testing. Test cases were made on the basis of
deterministic approach where test cases that will fail for particular error are made. If
may be possible that beside from those errors others error are there in the program.
But the test cases will not consider that point. Along with this Automation scripts are
also written by testers for testing the functionality of software are used which checks
the software by providing various combination of inputs. For security testing,

companies mainly depends upon security testing tools.

The reason behind using tools is lack of functional information of the application.
Also security analysts/experts in organizations are very less in number. It is observed
that organizations doesn’t have appropriate number of security analysts as needed. A
regular QA-analyst is performing the job of security analyst. Due to lack of
knowledge many security as well as functional bugs are missed from being found out.
Along with that the tools used are the generic tools. They are programmed for specific
applications and with fixed steps. They can’t examine the functionality of applications

correctly which results in more false positives.

Thus it is concluded both manual and automatic testing are necessary. Organizations
must hire appropriate number of security experts for analysing security of software.
Proper training should be provided to employees so they know the functionality of the
software before starting testing it. This will decrease the false positives in manual as

well as automation testing.
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