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ABSTRACT

Malware is a computer program or a piece of software that is designed to pene-
trate and detriment computers without the owner’s permission. There are different
malware types such as viruses, rootkits, keyloggers, worms, trojans, spyware, ran-
somware, backdoors, logic bomb, etc. Volume, variant, and speed of propagation
of malware are increasing every year. Antivirus companies are receiving thou-
sands of malware on the daily basis, so detection of malware is a complex and

time-consuming task.

Traditional signature based and anomaly based malware detection techniques are
still in use. However, the signature based detection system fails for new unknown
malware. In case of anomaly based detection, if the malicious activity behaves like
a normal activity, the detection treats it as a normal one. Today’s attackers are
using various obfuscation techniques which has become a great challenge for the
detectors to detect the malicious content with the traditional malware detection

techniques.

In this research, multilevel ensemble classification approach is introduced to detect
malware using the concept of API Calls usage frequency in a portable executable
format to find accuracy, sensitivity, specificity, misclassification rate, Kappa, pre-
cision, false positive rate and false negative rate. The results show that the pro-

posed multilevel ensemble approach can classify malware with 94.67% accuracy

and 4.79% False Positive Rate.
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Chapter 1

Introduction

Nowadays, one of the main dangers to computer system’s security is the malware,
a program that installs in the system without system user’s knowledge in order
to perform some unwanted actions. The malware interrupts computer operations

and gathers private information, besides other undesirable behavior.

This chapter provides an overview of the concept of malware, various types of
malware and malware detection techniques. It also briefly describes the research

motivation for malware classification and the organization of the rest of the thesis.

1.1 Malware: Definition

The current decade of Information Technology and Data Science is suffering from
threats of malware, i.e., malicious software. Malware is a code or software in-
stalled on a system without the owner being aware of it with a purpose to steal
personal data from the system. This, in turn, threatens the computer’s security,
it is dangerous because computers are widely used in the domain of education,
communication, medicines, banking, entertainment, etc. The malware can reach
into the systems in many manners; the most frequent way is to download from the
Web. Once the malware is able to enter the systems, based upon the functioning of
malware, they infect the system. Sometimes, the malware does not completely in-
fect the system, rather, they affect the system’s performance or create an overload
of processes. Malware is designed to accomplish some targets such as gathering

sensitive information, accessing the personal computer system and altering data.



1.2 Malware Types

Malware are categorized based on the function performed by malware methods.
The characteristics that distinguish malware categories are: self-replication; par-
asitic nature and population growth. The self-replication of malware is increased
by generating a replica of self. The overall increase in the number of malware
instances, due to self-replication property of malware is called population growth.
Malware that do not self-replicate have zero population growth, although, malware
having zero population rate may self-replicate. Parasitic malware are dependent
malware, they are dependent on other executable files to exist. The various types

of malware are:

1.2.1 Virus

A computer virus is a collection of lines of code, it adds itself to other applications.
A virus needs a program or software called host in order to damage the system. A
virus is dangerous because it can consume the entire system memory or even halt
the system. For example, to execute in a computer system, a virus can add itself
to some software or file (e.g. an audio file). Opening that file could activate the
virus that may, for example, duplicate itself, degrade the system’s performance or

disable malware detectors enabled on the computer system.

1.2.2 Worm

Worm is a self-replicating software that runs malicious code, irrespective of another
program. A major difference in a worm from a virus is that the former does not

require human intervention for damaging the system.

1.2.3 Trojan Horse

Trojan Horse is a malignant code which appears to execute some useful activity
by misleading users (e.g., play an audio file), while performing some unauthorized
action (e.g., crashing the system, modifying or deleting the data, spreading mal-

ware across the network). Sometimes trojans are designed to be more irritating



than performing harmful activities (like playing annoying music, adding silly ac-
tive desktop icons) or sometimes they can also cause some deliberate damage to

the system (deleting the files).

1.2.4 Rootkit

Rootkit is a malicious computer software, which is deliberated to enable access to
a system or its applications that would not otherwise be allowed (for example, to
an unauthorized user) and basically designed to hide the malicious content of the
code from the virus removal programs such as antivirus and firewalls. Rootkits
enable root access to the computer which means they run at the lowest level of a

System.

1.2.5 Spyware

Spyware is a software that aims to gather user’s activity information without
his/her knowledge and may also send that data to another entity without his/her
permission. Spyware is tracking users’ movements on the Internet and often serving

up pop-up ads to users.

1.2.6 Keylogger

Keylogger is a serious form of spyware that can record keystrokes, read cookies
and copy the files of a system to gain private information. A keylogger can record

any information typed using a keyboard without the permission of the user.

1.2.7 Logic Bomb

Logic bomb is a malicious code piece that is deliberately added to an OS or soft-
ware, in order to perform a malicious activity when certain constraints are met.
Logic bomb performs various actions like deleting or modifying data, formatting

a hard drive and crashing the system.



1.2.8 Backdoor

Backdoor is a means of accessing a system without going through the normal access

routines. Virus or even sometimes the legitimate program can install a backdoor.

1.2.9 Adware

Adware is similar to spyware as they both gather information about the victim
movements and display unwanted advertisements. Adware is mainly marketing-
focused and pops up unwanted advertisements or redirects a victim’s search request

to certain advertising web sites.

1.2.10 Ransomware

Ransomware is a kind of malware that stop users from accessing their system,
demands a ransom in exchange for getting the access of the system. E-mail at-
tachments, malicious programs, and compromised websites are the mainly used to

spread the ransomware.

1.2.11 Encrypted Malware

Encrypted malware comprises encrypted body and decryption code. The en-
crypted body and a key is XORed with the intention of making it tough to be
discovered. The encrypted malware uses a different key per infection to make it
unique and hide its signature so that it cannot be detected. The encrypted mal-
ware may be detected by examining its decryptor since the decryption is always

same [1].

1.2.12 Polymorphic Malware

Polymorphic malware changes its original code with each iteration. In polymorphic
malware, thousands of decryptors may be introduced by changing code in the
next variant of the malware. Polymorphic malware consists of two parts; the code
decryptor and the body of the malware. Whenever the malicious code executes, the
mutation engine generates a novel decryptor and combines with it to make a novel

form of malware. Polymorphic malware is constructed by employing obfuscation
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procedures (inserting dead code, register reassignment, reordering subroutines,

code transposition) [1].

1.2.13 Metamorphic Malware

Metamorphic malware changes its code to an equivalent one with each iteration. It
is a type of polymorphic malware, where a new instance of the malware is created.
In metamorphic malware, several obfuscation techniques (shrinking, expansion,
permutation etc.) are used to reprogram itself into a newly transformed malicious
code, i.e., similar to the original code. The metamorphic malware code is mutated
while it transmitted into the network because of its metamorphic nature and it

makes signature based detection approach ineffective.

The encrypted, polymorphic and metamorphic malware are most difficult to iden-
tify because they use various obfuscation and encryption techniques to hide their

existence.

1.3 Malware Detection Approaches

Detection is the procedure of finding whether a code is actually benign or it has
some malicious content. As malware has various kinds, behaviors and risk levels,
the same malware detection techniques cannot be used for all malware. It is
infeasible to have only one malware detection approach to efficiently handle all
malware. Thus, security researchers are using two popular malware detection
techniques for malware analysis. One technique is anomaly based detection and

the other is signature based detection [2].

1.3.1 Signature-based Malware Detection Approach

It is sometimes also called misuse detection, since it maintains the database of
known software. It is a technique that detects malicious software by comparing
the signature against the database. Signature-based approach requires less amount
of system resource to identify a malicious software. It has also been asserted that

this approach can identify a familiar attack correctly [2]. To detect a malicious con-



tent in the code, the signature-based detection technique searches for a previously

defined signature in the code.

The disadvantage of signature-based malware detection approach is the ineffective
performance while dealing with unknown attacks since signatures are not provided

for these attacks.

1.3.2 Anomaly-based Malware Detection Approach

Anomaly-based detection approach analyzes user’s activity and the statistics of
a process in usual conditions, and it verifies that the system is functioning in
accordance with pre-established normal behavior. When an activity leads to dis-
similar nature from the usual recognized behavior in a system, an attack can be
diagnosed. This technique compares the present behavior of the activity with pre-
vious settled correct behavior because the efficiency of anomaly-based detection
approach totally depends on the capability to recognize the malware patterns ac-
curately, especially unknown malicious programs or software [2]. Anomaly-based
detection approach works in two phases: Learning (Training) phase and Monitor-
ing (Detection) phase. During learning phase, the malware detector learns the
host machine’s normal behavior. The anomaly-based detection approach detects
the zero-day attack (a hole in a software which is unknown to its vendor and is

exploited by the attacker).

S = set of all behavior
A = set of all valid behavior
Aspprox = @approximation to A

A
\ i
i "

A

Az pprox

Figure 1.1: Behavior characterization in Anomaly-based Malware Detection



The disadvantage of anomaly-based detection approach is that it requires to update
huge amount of information that characterized the system behavior in normal
profile. If the malicious activity behaves like the normal activity then anomaly-
based detection approach treats it as a normal activity. This is false negative.
However, if the normal activity behaves abnormally it is alarming it as malicious

thus, in this approach, false positive rate is high [3].

Figure 1.1 shows why anomaly-based detection approach is not sufficient for de-
tecting the malware. As shown, S represents the set of all the actions of a system,
A shows the set of all legitimate actions of a system which are derived from a set

of non-conflicting requirements, and A’ shows all invalid behavior set.

Anomaly-based detection approach tries to approximate the implementation (as
implementation covers relative requirements). Agppror 18 an approximation of valid
actions of a system that might be tagged as malignant under anomaly-based de-

tection approach [4].

1.3.3 Specification-based Malware Detection Approach

This is a category of anomaly-based malware detection approach which uses a pre-
determined policy. The specification-based malware detection approach compares
predetermined profiles (specifies what activity should be considered for a chain
of events, particularly, the actions are allow, deny or log) which are specified by
the vendors which are based on accepted definitions of benign activity against ob-
served activity to discover deviations. It depends on vendor-created profiles which

identify how a particular protocol must and must not be used.

1.3.4 Machine Learning-based Malware Detection Approach

This approach involves processing and learning a large number of examples to
obtain useful, unpredictable, and previously undefined information, patterns, and
trends from huge amount of data, which are saved in databases. This approach ex-
tracts features of various activities and then classifies them as normal or malicious.
Machine learning techniques are used to group various types of malicious activities

into profiles and then use these profiles to identify an attack whenever it arises.



There are three kinds of Machine learning methods: supervised, unsupervised and

semisupervised.

e Supervised machine learning technique uses the training data to predict a
hidden pattern. The training data is a combination of input variables and
output classes or labels. Supervised machine learning models make predic-
tions of the classes for the unseen new data. Various examples of supervised

machine learning are classification, regression and attribute prioritization.

e Unsupervised machine learning technique is an attempt to recognize hidden
data from given input data without introducing training data, i.e., combi-
nation of input variables and class labels. Various examples of unsupervised

machine learning are clustering and associative rule mining.

e Semi-supervised machine learning technique is a combination of both labeled
and unlabeled data, normally a large collection of unlabeled data with small
volume of labeled data. Various examples of semi-supervised machine learn-

ing are graph-based methods and heuristic approaches.

1.4 Malware Analysis

Before creating the new malware’s signatures, it is necessary to analyze the mali-
cious activities and malware’s capabilities can be detected either by inspecting the
malware code or by running the malware code in a safe environment like virtual en-
vironment or in a sandbox [5]. Figure 1.2 [7] depicts the relation among the various
types of malware detection techniques and analysis approaches. Both detection
techniques can use any one of the three different malware analysis techniques, i.e.,

static, dynamic, or hybrid analysis technique.

1.4.1 Static analysis

It uses structural or syntactical properties of the process under inspection to obtain
its maliciousness. A static analysis technique tries to detect malicious content

without actually running the program [7]. In static analysis approach, the program



is decomposed by using several reverse engineering tools and techniques. Static

analysis can be done through program analyzer, debugger, and disassembler.

[ Malware Detection Techniques J

Signature-based Anomaly-based
Detection Approach Detection Approach

! ! .

Static Dynamic Hybrid
Analysis Analysis Analysis

Figure 1.2: Classification of various malware analysis and detection approaches

1.4.2 Dynamic analysis

Dynamic analysis tries to detect malicious behavior of the program while the
program is executing or after program execution. It can be done by monitoring
system’s function calls, tracking the data flow, analyzing function variables and
tracing the instructions. Generally, a virtual machine is used for dynamic analysis;
the abnormal application is generally executed in a virtual environment [7]. If the

application behaves abnormally, it is defined as malicious.

1.4.3 Hybrid analysis

Hybrid analysis combines the above-mentioned two approaches. It first inspects
the code, and then checks for the malicious signature. If malicious signature is
present in the code, then it examines the behavior of the code by executing the
code. Hence, hybrid malware analysis technique combines the advantages of both

the dynamic analysis and static analysis techniques [4].



1.5 Research Motivation

Malware is malicious software installed on a system without the owner’s cognizance
with a purpose to damage or steal data from computer system. There are several
kinds of malware such as Trojan horse, ransomware, Virus, Logic bomb, Adware,
Worms, Backdoors etc. which can reach into the systems in various ways, and
after entering into the systems, based upon their functioning they infect the sys-
tem. The malware signature creation is very difficult task for antivirus vendor
because of encrypted malware. In the era of malware detection approach zero-
day malware (malware whose signature is not available and which is unknown to
its vendor) increases one more challenge. Researchers have used various reverse
engineering techniques to create malware signature but they are still facing prob-
lems because of the encryption and obfuscation techniques [1]-[3], [5]. The various
obfuscation techniques are Instruction Substitution, Dead Code Insertion, Code
Transportation and Register Renaming. The malware creator uses these obfusca-
tion techniques to modify the code of the malware so that it would be hard for

malware analyzer to understand the malicious intent.

There are various traditional malware detection approaches, i.e, signature based,
specification based and anomaly based malware detection are used to detect mal-
ware. The signature based detection system (antivirus, and firewalls, etc. which
try to compare the signatures of the malicious activity with the known signatures
of the malware) fails to detect the new unknown malware. We need systems that
do not have to check for updates of various signatures and are likely to detect un-
known malicious programs and prevent the destruction from the attack. However,
today, the attackers pack the malicious code in such a way that it is very diffi-
cult for the signature-based malware detectors to detect the malware. Therefore,
it becomes a tough job for the signature-based malware detectors to identify the
malware. One such method is to use the anomaly based malware detection method
which analyzes the behavior of the activity and detects previously unknown mal-
ware. In anomaly-based malware detection approach, it raises the alarm signal
even when the antivirus analyzes an effort to modify a file on the Web; however,

there is a probability of false positives. In case of specification-based malware de-
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tection system, a set of rules is designed to detect malicious behavior of an activity.

After studying the current problems of malware detection, we define a novel multi-
level ensemble approach to find malware on the bases of the Application Program
Interface (API) Calls. Moreover, we use supervised machine learning classifiers
to classify the malware into six categories, namely, Adware, Backdoor, Benign,

Trojan Horse, Virus and Worm.

1.6 Thesis Outline

Rest of the chapters in this thesis are organized as follows.

Chapter 2- This chapter briefly shows the literature review in the domain of
Machine Learning for API Calls based Malware Detection.

Chapter 3- Here, the problem statement and objective for this research have been

outlined.

Chapter 4- This chapter explains proposed framework for malware detection.
It discusses the research methodology for malware detection including executable
portable Selection, Preprocessing, Feature Extraction, Feature Selection and Clas-

sification.

Chapter 5- This chapter discusses performance evaluation of multilevel ensem-
ble model, namely, Decision Tree (DT), Random Forest (RF), Linear Discrimi-
nant Analysis (LDA), Neural Network (NN), Support Vector Machine (SVM) and
k-Nearest Neighbor (kNN). It briefly explains about performance evaluation pa-
rameters such as Accuracy, Kappa, Misclassification rate, Sensitivity, Specificity,

Precision, False Positive Rate (FPR) and False Negative Rate (FNR)

Chapter 6 This chapter presents the conclusion and contribution of this research

work. It also mentions possible extensions to our research work in the future.
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Chapter 2

Literature Review

For unknown malware detection and classification it is important to understand
the malware features and various techniques used to classify them. In this chap-
ter, the details about API Calls and survey of existing work related to malware

classification techniques based on API Calls is provided.

2.1 Monitoring Behavior using API Calls

API is a component which offers application developers a simple interface for
accessing the resources of a system. API Calls represent the interaction between
the OS and a program. For capturing the API Calls of a program, debugging and
hooking are the two methods. For example, the network API has functions to open
and close sockets, and to send and receive the data using open sockets. Similar to
the system calls which are used to observe the behavior of a program, API Calls
made by a program are also used to observe the working of a program. API call
is one of the most attractive ways that can reflect the behavior of a program like

malware.

Paul and Kumar [8] presented a dynamic analysis of malware framework which
represented the behavior artifacts which are discovered during the running of the
malware because code obfuscation and packing approaches degrade the perfor-
mance of static analysis. The agent.py (contain an agent folder which has a python
script) is applied to the configuration of each guest OS (WindowsXPSP3) and the

agent.py file must be copied to the startup folder of the guest OS so that malware

12



executes the analyzer which is contained in startup folder, whenever the malware

is invoked.

Alazab et al. [9] implemented a method to analyze and classify the behavior of
API function Calls automatically based on the malicious content which is hidden
within any packed program. This approach uses four steps: malware unpacking,
disassembling, API Calls extraction and API Call mapping and feature analyzing
for implementing a fully automated system for analyzing the malware before ac-
tually executing it. This method identifies six main categories (copy/delete file,
search file to infect, get file information, write/read file, change file attribute ,

move file) which are based on the suspicious behavior of APT call features.

Choi et al. [10] proposed a static birthmark scheme which use Import Address
Table notion, which is used to recognize Windows PE executables. After analyz-
ing the Window executables the birthmark is obtained which is stored in feature
dataset (used to match the features of various programs). The proposed method
also provides software privacy or theft evidence even when code transformations

have been applied to the copy by a malicious adversary.

Elhadi et al. [11] proposed API call graph based malware detection system. They
compute the similarity using Longest Common Subsequence algorithm between
the API Call graph samples and input samples using Delphi. The system has
detection rate of 98% and FPR of 0%. It removes the complexity of data centric
APT call graph by selecting paths with the same edge label in the input API call
graphs (query graph and data graph).

Qiao et al. [12] introduced CBM framework, which connects the various open
source software tools to design an automated malware analysis system. In CBM,
the API call sequences procured from dynamic analysis of malware are extracted by
the Cuckoo to develop a representation method of malware behavior to encode the
API call sequences to byte-based sequential data. New API hooks are appended

to improve the Cuckoo’s monitoring capability.
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2.2 Machine Learning based Approaches

This approach extracts features of various activities and then classifies them as
normal or malicious. Machine learning techniques are used to group various types
of malicious activities into profiles and then use these profiles to identify an at-
tack whenever it arises. There are three categories of Machine learning methods:

supervised, unsupervised and semisupervised.

2.2.1 Swupervised Machine Learning

Supervised techniques are implemented by constructing a classifier (trained by
the samples). The samples are input variable (A) and a target variable (B) and
the classifier learns the mapping function from the input variables to the target

variable.

B = f(4) (2.1)

The main intention is the approximation of the mapping function in a manner that
whenever there is new input data (A), then output variable (B) can be predicted
for that data. (Naive Bayes) NB, RF, SVM and Maximum Entropy are most

commonly used supervised techniques.

For example, suppose we want to predict whether an exe is malicious or not.
Consider a set of data and its size, API Calls, Dynamic Link Libraries (DLLs),
and MD5 values. From the MD5 values, we know whether its value is matched
with the previous malicious MD5 values or not. From the dlls and API Calls we
come to know what operations they perform. Therefore, the problem is merging
all these inputs into a model that can predict whether a new exe has malware or

not. Figure 2.1 [42] shows the steps of supervised machine learning process.

e Supervised learning categories

Classification: Partitions the data into different categories or classes such
that it can be recognized. Classification uses a trained set of previously

labeled data to classify unknown data.
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Regression: Maps the input space to the real value domain. For example,

regression predicts the demand of an item by using its characterstics.

Start
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- Data
Preprocessing

!

Training
Dataset

l

Model
Selection

| !

» Training Test Dataset

l

Evaluation

Mo ; Yes

F

Result

@—

Figure 2.1: Supervised Machine Learning Process

Schultz et al. [14] used three types of features- dll used by the exes, dll fuction
calls made by the exes and number of different function calls in each dll. Further,
they implemented network level email filter that employed the NB, Multi-MB,
RIPPER algorithms to discover malicious exes prior to them reaching the users
through their mail. Their technique can either block the malware or wrap the

malicious exe. They achieve 97.76% accuracy with the multi naive Bayes method.

Sathyanarayan et al. [15] used the static analysis for the API extraction and
presented a method for generating signature to identify unknown malware based

on their API Calls. They created a single signature for an entire class of a malware

15



thus reduced the efforts to create signature for every malware. These API Calls’
signature were compared with unknown malware’s API Calls to identify whether
the unknown malware belongs to a particular class or not. The limitation of this
approach is that it could not work for packed malware. The obfuscation of malware

could affect the accuracy of the system.

Wang et al. [16] presented virus identification technique on the basis of the API
Calls sequence. Their technique designed Bayes algorithm for the identification
and detection of apprehensive working based on function calls sequence by ana-
lyzing the common API Calls used by virus detection. The precision of the Bayes
algorithm has been validated by using the training and testing samples and found

to be 93.01%. They used the dataset of 714 malicious and normal programs.

Tian et al. [17] presented an effective classification technique for malware clas-
sification based upon the printable strings of the executables. They chose five
algorithms, SVM, NB, DT, RF, IB1 to classify the malware and also used the
boosting technique to determine if the results improved or not. They statically
extracted the features with the IDA PRO after unpacking the malware and using

k-fold cross validation. They achieved 97% overall accuracy.

Tian et al. [18] extracted the API Calls from both the malicious and benign files for
modeling the various behavior patterns of these files and distinguish the malicious
files from the benign files and also classify the malware family by using a binary
SVM, RF, DT and IBK classification models and compared their accuracy with
and without Adaboost classifier. They achieved 97.3% accuracy to classify the
malicious files from the benign files. The malware family classification achieved

97.4% accuracy.

Salehi et al. [19] proposed to mine malware for detection of malware based on
various API function Calls and arguments of these functions in order to identify
malware and benign files. The method used two feature types: API Calls and
a combination of API Calls with their arguments as features and analyzed these
categories’ effect on the classification process. In order to decrease the feature
count, feature selection algorithm is used. The experiment showed 98.4% accuracy

with RF, with 410 features in total and 826 malicious and 385 benign programs.
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Natani and Vidyarthi [20] proposed a method to detect malware by mapping API
Calls functions to malicious behaviors. The frequency of API Calls was exploited
to label file as malicious or benign. The experimental results showed that the
TPR at 1000 iterations using EnsembleAdaBoost was 92.31%, however, FPR was
extremely high as compared to EnsembleBag. However, at 5000 iterations Ad-
aBoostM1 generated similar result as EnsembleBag. The proposed method also
works for rootkits which often use Native API functions. Experiments are carried
out on 200 rootkits files and classified them. The results showed that bagging used
in ensemble classifier gave better results as opposed to ensemble boosting. The

proposed method has API collection, feature extraction and ensembling phases.

Alazab [21] presented a system where from the binary of a program the structural
and behavioral features are automatically extracted. The extracted API Calls were
used similarity based mining methods and machine learning methods to classify
and profile the program files as either normal or malicious. The similarity analysis
on large datasets were experimentally performed using the API call sequence. The
frequency appearance of these API Calls resulted that this method is effective in

profiling malware.

Kawaguchi and Omote [22] classified malware efficiently using initial behavior APIs
which were based on 8 malware types (backdoor, send information, downloader,
key logger, display add, send spam, copy itself and remote control) API functions
(defined by referring the symantec security response) using SVM, C4.5, RF, NB,
kNN by using activity logs of APIs of FFRI dataset [23] 2014 by dynamically
analyzing them and creates the dataset using Cuckoo sandbox and achieved 83.4%
accuracy with RF. The proposed method has three states: API extraction phase
(extract APIs which are used by malware and creates a database of these APIs and
discard the APIs which occur more than one time), learning phase (if a particular
APT occurs in a malware the value of the feature vector is 1, otherwise 0) and

classification phase (classification of various types of malware are carried out).

Pirscoveanu et al. [23] proposed a novel approach for malware classification with
the dynamic analysis of malware. This technique relies on features that capture

the differences in behavior of 42000 malware samples of adware, trojan horse, po-
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tentially unwanted programs and rootkit. The proposed method has three phases
data generation, data extraction and classification (uses RF with 160 trees and

generated Area Under Curve of 0.98 and 0.9 precision)

Shijo and Salim [24] presented an integrated static and dynamic analysis approach
to improve the accuracy of detection of malware. Application signatures are used
as unique identification feature for the classification. 7253 static features are ex-
tracted in integrated analysis and then classified these features using SVM classifier
and RF classifier. The experimental results showed that for static analysis the ac-
curacy is 95.8% and for dynamic analysis the accuracy is 97.1% and 98.7% in the

combined analysis.

Fan et al. [25] utilized hooking methods to trace and monitor the samples behavior.
The behavior records are used to train the classification model and then classify the
malware from the benign using these trained models. The classification algorithm
used are NB, J48 and SVM. Attribute selection technique is applied to reduce the
features so that efficiency can be improved. Detection rate of J48 and NB are upto

95% and SVM shows the worst performance of upto 89% in terms of detection rate.

2.2.2 Unsupervised Machine Learning

Unsupervised learning has only input variables and no corresponding output vari-
ables. The main aim of unsupervised learning is to model the underlying dis-
tribution or structure in the data in order to learn more about the data. Here,
unlike supervised learning there are no correct answers and there is no teacher.

Algorithms are left on their own to present interesting patterns in the data.

Bayer et al. [26] proposed a novel approach that make clusters which are used
to discover a partitioning from a set of malware so that their subset show equiv-
alent behavior. The system starts with dynamic analysis of each malware sample
which is enhanced with taint tracking and network analysis. The behavior profiles
are extracted by abstracting the various system calls, their dependencies and the
network activities into a generalized representation consisting of OS objects and
OS operations. These profiles are the input for the clustering algorithm (requires

less than quadric amount of computation). The proposed approach accurately
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recognizes the malware that behaves in similar fashion.

Nakazato et al. [27] method focuses on the working of individual thread which
are invoked by the original process. In the proposed method, malware samples are
classified using clusters according to the malware’s API Calls. The frequencies of
each API call sequences are calculated and TD-IDF score is given to each API se-
quence which is used for visualizing the malware characteristics and then malware
are classified according to these TD-IDF scores. The proposed method classified
2312 samples with different hash values into 93 clusters. The proposed approach
is compared with name based clustering by using the precision and recall. 90% of

samples are classified into 20 clusters.

Iwamoto and Wasaki [28] proposed an automatic malware classification method-
ology based on features of the source code. The samples are first unpacked using
unpacker and then API Call sequences are extracted. The presence and absence
of particular pair of consecutive API Calls functions in the API sequence graph
are compared to identified malware features. Hierarchical cluster analysis which
is based on extracted features is used to visualize the grouping of various samples
with the same features. To find the degree of similarity among samples, Dice’s

coefficient is applied.

Kostakis [29] presented a distributed methodology that groups streams of huge
graphs. The graph comparison measure is the GED and it is approximated using
an adapted version of simulated annealing. Finally, after studying the problem
of approximating the statistics of clusters for extracting cluster summaries when
only part of all distances are available, experiments are carried out on the proposed
algorithms and statistics are provided of a system instance that has clustered and

contains over 0.8 million graphs.

Shuwei et al. [30] proposed clustering based malware detection method based on
Shared Nearest Neighbour (SNN) and fixed length vectors are produced by taking
the frequencies of system calls as input. To estimate the exact distance between
the samples, Euclidean distance is calculated. SNN algorithm is combined with the
DBSCAN (traditional density-based clustering algorithm). This makes it better

application in the process of clustering of malware. The proposed method has
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three phases: Feature Extraction (calculate frequencies of various system calls),
Calculating similarity (using Euclidean distance, kNN and SNN) and Clustering
(based on SNN density).

2.2.3 Semi-supervised Machine Learning

Semi-supervised learning is a category of supervised learning tasks and techniques
that also make use of unlabeled data for training — typically a narrow amount of
labeled data with a large amount of unlabeled data. These algorithms can perform

well with very few labeled points and a lot of unlabeled points.

Santos et al. [31] pointed out that supervised learning requires a considerable
number of labeled executables for benign and malicious data and develop a semi-
supervised learning methodology for undiscovered malware detection. A semi-
supervised algorithm Learning with Local and Global Consistency which learns
from both labeled and unlabelled data and gives a solution with respect to the
intrinsic structure displayed by both labeled and unlabelled instances is designed.
N-gram distribution technique is used to represent executables. They also descover
and evaluate the optimal number of labeled instances and affect of this parameter
on the accuracy of the model. The major contribution of this research is to reduce

the number of required labeled instances while maintaining high precision.

Bisio et al. [32] presented a semi-supervised framework, which relies on the use
of biased regularization of SVMs as inductive bias. The presented framework has
been tested on malware detection problems, where undefined mutations of mali-
cious software pose a challenge. Experimental outcomes proved the efficiency of
the semi-supervised framework compared to the SVM-only approach, detection ac-

curacy is improved with the presented framework while false positives are reduced.

Mohaisen et al. [33] introduced AMAL, the first operational large scale malware
analysis, clustering and classification system. AMAL comprises two subsystems,
AutoMal and MaLabel. AutoMal executes the malware samples in virtual envi-
ronments and gathers memory, file system, registry, and network artifacts, which
are used for creating a rich set of features. As opposed to previous work, it merges

signature-based and purely behavior-based techniques, thus producing extremely
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representative features. Using the artifacts generated by AutoMal, MaLabel cre-
ates feature vectors and utilizes them to 1) perform binary classification of malware
samples into distinctive, but generic families, and 2) cluster malware samples into
various families. It provides high levels of recall, precision, and accuracy, for both

clustering and classification.

21



Chapter 3

Problem Analysis

3.1 Problem Statement

Malware is malicious software installed on a system without the owner’s informa-
tion with the purpose to damage or steal data from computer system. There are
various types of malware such as Virus, Worms, Trojan horse, Logic bomb, Ad-
ware, Rootkits, Backdoors etc. Antiviruses are attacked by thousands of malware
everyday, moreover, the diagnosis of the malware is typical and takes a lot of time.
The malware creator uses obfuscation techniques to modify the code of the mal-
ware so that it would be hard for malware analyzer to understand the malicious

intent.

We can detect malware by various traditional malware detection approaches such
as signature-based, anomaly-based and specification-based detection. The signa-
ture based detection system is unable to detect new unfamiliar malware. Addition-
ally, we need systems that do not have to check for updates of various signatures
and are likely to detect unknown malicious programs and prevent the destruction
resulting from an attack. However, today, the attackers pack the malicious code
in such a way that it is very difficult for the signature-based malware detectors to
detect the malware. While using anomaly based detection, if the antivirus pro-
gram identifies an attempt to modify a file or communication over Internet then
it will raise an alarm, however still there is a chance of FPR. Moreover, in case of
specification-based malware detection system a set of rules is designed to detect
the malware. What features should be used to detect the malware and how these

features should be represented so that malware can be classified accurately.
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A comprehensive literature survey has been carried out (as described in chapter

2) and following research gaps have been identified:
1. Signature-based malware detection system fails to detect unknown malware.
2. Obfuscation techniques makes the malware detection process difficult.

3. Specification and Anomaly-based malware detection system require the ma-

licious code to be executed.

This research proposes design and development of API Calls based predictor to
bridge these gaps without executing the malware and thus inhibiting the infection

of development environment.

3.1.1 Objectives

The main objective of this work is to analyze the API Calls of portable executable
file, and unique API Calls which can be leveraged to find unknown malware. It
is wholly based on Data Mining based malware detection technique which helps
antivirus vendor to detect unknown and polymorphic malware. Moreover, it will
reduce the time required to create a signature for malware. The following are

prime objective of this work:
1. To explore and analyze different malware detection techniques.

2. To propose and develop API Calls’ based malware detector which can be

used to detect unknown and polymorphic malware.

3. To design an multilevel ensemble approach which is a combination of DT,

RF, SVM, kNN, LDA and NN for detection and classification of malware.

4. To implement proposed method resulting in high accuracy and minimal the

false positive rates.

5. To validate the performance of ensemble approach based on accuracy, mis-

classification rate, FPR, FNR, kappa, sensitivity, specificity and precision.
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Chapter 4

Proposed Framework

This chapter demonstrates the design of proposed solution through Towards Im-
proved Malware Detection using Multilevel Ensemble Supervised Learning. It briefly
explains how the malware detection is carried out by using machine learning clas-

sification algorithms.

4.1 Framework for Malware Detection

This approach comprises Malware and Benign File Selection, Sample Disassem-
bling, Extraction of API Calls of various dlls, Feature Selection and Classification.

Model creation includes kNN, LDA, DT, NN, RF and SVM. Figure 4.1 shows

architecture of malware detection system.

Feature Extraction

ﬁ—> Preprocessing —  Feature
’l

selection
by RF

Create feature

vector

Ensemble
Classification
Model

Figure 4.1: Architecture of malware detection system
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4.1.1 Malware and Benign File Selection

For Malware File Selection, all the malicious files have been downloaded from mal-
ware website dasmalwerk . It is a free malware analysis website. All downloaded
malware are in portable executable file format. These malware can execute on
Windows machine only. All the malicious files have been saved in the Window7
virtual machine. The malware feature extraction process has been done in virtual
machine only. In this research, the major focus is on the 5 types of malware:

worm, backdoor, virus, adware and trojan horse and benign files.

All the malware have been downloaded from the dasmalwerk site and the type has
been tested using virustotal 2. Virustotal website is owned by Google. It is a free
online service that can be used to upload any file and check whether it is malicious
or not. Virustotal website contains database of different antiviruses. When a
file is uploaded in Virustotal website, all antiviruses scan that file and search for
signature. If the antiviruses gets signature then file is displayed as malicious. After
uploading file 0.exe, Virustotal website shows the output of all antiviruses as in

Figure 4.2 and Figure 4.3.

7 total

SHAZ256: N9a1ci7achbcdeds2ba4f3bedE1140d752d86362296ee74736000a62647c7 308
File name: 0exe
Detection
; 60 /61
ratio:

Analysis date:  2017-06-13 17:56:56 UTC ( 0 minutes ago )

Figure 4.2: Virustotal result for 0.exe

In Figure 4.3 after observing the output of all the antiviruses, it has been observed

that it is a trojan horse. Type of every file is observed. For benign file, all the files

Thttp://www.dasmalwerk.eu
2www.virustotal.com

25



have been collected from the system32 directory of Windows operating system.

All the benign files are in portable executable file format only.

Ad-Aware Gen:Mariant Barys.501 20170613
AegisLab Troj.GameThief W32 Magania ensulc 20170613
AhnLab-V3 DropperWin32.OnlineGameHack R3269 20170613
AlYac Gen:MariantBarys.501 20170613
Antiy-AVL Trojan]GameThiefWin32.Magania 20170613
Arcabit Trojan.Barys.501 20170613
Avast Win32:Downloader-UAD [Trj) 20170613
AVG Win32:Downloader-UAD [Trj] 20170613
Avira (no cloud) TR/Spy.Gen 20170613
A\Vware Trojan-DropperWind2 Farflie (v} 20170613
Baidu Win32 BackdoorDarkAngle a 20170613
BitDefender Gen:MariantBarys.501 20170613

Figure 4.3: Virustotal antiviruses analysis result for 0.exe

4.1.2 Data Preprocessing

In data preprocessing, unpacking is done where it is identified whether Malware
or benign file is packed or unpacked. If the file is found to be packed then different
unpacking tools and techniques are used to unpack it. After this, the unpacked
files are provided to feature extraction process which extracts the features of files.
In case of unpacked files, the files are directly passed for feature extraction process.

Section 4.1.2.1 explains unpacking process.

4.1.2.1 Unpacking

In this process, it is checked whether the malware or benign file is packed or not.
Below mentioned tools and techniques are used to detect whether the file is packed

or unpacked.

e PEID

It contains the database of more than 470 signatures of packers [34]. Fig-

ure 4.4 shows packer detection using PEiD. By using PEiD, information is
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obtained about Entry point address, Entry Point Section name, File Offset,
Linker Info and Subsystem for particular executable file. Entry point means
from where the actual execution of the program will starts. The subsystem
indicates if the given file has Graphical User Interface or not. The Linker
Info indicates that which version of linker is used while creating executable

file. EP section implies the section name where the entry point lies.

When labl.exe is opened in PEiD, it shows Entrypoint as 00005130, EP
Section as snkl, Linker Info 6.0 and Subsystem as Win32 GUI. The labl.exe

is packed using PECompact 1.68 - 1.84 packer as shown in Figure 4.4.

1% PEID v0.95

File:  C:\Documents and Settings\admiristratoriDeskiopiRemainsToanalys:

Entrypoint: 00005130 EP Section: | pec2 J_‘.J
File Offset: | 00002530 First Bytes: [EB,06,68,77 | > |
Linker Info: | 6.0 Subsystem: | Win32 GUI =]

|PECompact 1.68 - 1,84 -= Jeremy Collake
| Multi Scan Task Viewer | | Options ] About i Exit I

[v Stay on top =3

Figure 4.4: Packer Detection Using PEiD

e OllyDbg Memory Map

Most malware authors uses obfuscation techniques to hide the existence of
malicious effect. They use different packers to compress the code and also
use obfuscation methods like Dead Code Insertion and Instruction Substitu-
tion. OllyDbg [35] is an X86 debugger which mainly focuses on binary code
analysis which is important when source code is not available. Mainly it has
four windows namely text area, register window, hex dump section and stack
section. Text area is an areawhere actually code in assembly language. Reg-
ister window contain different registers such as EBX, EAX, EDX, ECX, ESI,
EBP, EDI, EIP and EBP. These registers are used by the program so while

debugging the value of register changes. Hence these changes can be seen in
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the register section. The Hex Dump section contains code in hexadecimal
format. The last is a Stack section which means stack is in predefined area
of main memory. While the program is executing, the function parameter,

return address and local variable is stored on the stack.

After clicking on M tab of OllyDbg, Memory Map for particular executable
gets opened. Figure 4.5 shows Memory Map for an executable file labl.exe.
All exe files have mainly four sections- code, data, stack, and resource sec-
tion. There are other sections such as read only data (rdata), export data
(edata). The actual text of a whole program resides in code section. Data
section contains global variables. The resource section contains all resources
which are used by executables such as strings, icon, images, and menus. The
idata section contains import function information and edata contains export

function information.

File View Debug Options Window Help
] ] Ll - Ll mEE
(x| win] wis] ¥4 4] ] ]E[mT{wn]c[/[k[B[R]. [5] =[E]?]
[M] Memory map =N EEm >
Address |Size Owner Section |[Contains Tupe|Acces= | Initial|Happed as -
HEE]1 AR6EG | BRAE 1866 Hap E E
HEEZ2HEEE | BEE 1 BEEGE Friv|R E RWE
HRE2EEEE | HRE 1 DEEE Map [RW Rl
HRE4 0866 | BRAEFE66 Hap |R R
HEESEEEG | BRREREEGE Priv| Bl Gua Bl
HE1SEEEE | HREE2EEE Priv| Rl Guaj RW
BE 13086868 | BAAE3E0E stack of ma|Priv| R  Gua) BW
HE120EEE | BREEEEE Map | R R
HE1ABEEE | BREE 1866 Map |R R
BB 1EAREE | BRAEZE66 Friuv| Rl Rl
HE1CHEEGE | BREE1BEG FPriv{RlW Rl
HE1DBEEE | BREE1 866 Priuv|RlW Rl
HE1FAREG | BRE24866 Friu| Rl Rl
HEZEEEEE | BREEIEEG Priv|RlW Rl
HEZEHEEE | HREE4EEE Priuv|RlW Rl
BRASTAREGE | BRATERRG Map |R [ ~OevicesHardd izkUo lume2~llindows~
HE4AHEEE | BREE1E6E | B sxe PE header Imag|R RUWE
HE4A1 6860 | BRACIE08 | B sHe =nk@ Imaa|R RWE
AR4e4PEE | BARSEREGE | A_cxe =nkl code Imaal R RWE
BE4IIEEE| GEEE1606 | 8_sxe .TErC data, import) Imag| R RWE
ER4A0EEGE | BRAEF 866 Hap |R R
HREZAA66 | BRAE4E66 Hap |R R
HESEHEEE | BRE1 2066 FPriuv|RW Rl
HAFLAEEE | 60151866 Map |R R
HRSFAA6GE | BA1 19866 Hap |R R
H1ECHEEE | BREEIEEE FPriuv|RlW Rl
711280686 BRAR1E6E | apphe lp FPE header Imaa| R RWE
711210686 | BAATEREE | apphe lp | . text code,exsport] Imag| R RWE
T1196606 | BAEE480E | apphelp | data data Imag|R RWE
71190086 | BRAR3EEE | apphelp | . idata imports Imaga| R RIWE
T1190866 | 68817868 | apphelp | Wrsrc resourceEs Imaa| R RWE
711B4860 | BEEBSEEE | apphelp | .reloc relocat ions| Imag| R RWE
72218006 | BRAR166E | azwhook: PE header Imaga| R RWE
T2211666 | BRRECEEE | aswhooky | teHt code Imaa| R RWE
v2210860 | BEEE2E0E | sswhook: | .rdata irports Imaa|R RWE
T221FPEE | BAR1ERRG | aswhooks | .data data Imnaa| R RWE
T22208EE | BREE186E | aswhooky | Wrsoo resources Imaga|R RWE
T223E00E | BEBE1666 | aswhooks | .reloc relocations| Imag| R EWE
T2C3A80E | BAAE1868 SHCORE PE header Imaa|R RWE
T2C21806 | BAERc2E08 SHCORE «LEHE code,edport| Imaga| R RWE
T2C9960E | BAEE18608 | SHCORE .data data Imaa|R RWE
TZCOR80E | BAAE3E60E | SHCORE . idata imports Imag|R RWE
T2Co0EEE | BaaE1868 | SHCORE s Imaa| R RWE
(2C3E000 | Gogelods SHODRE | ninkTL meah R
| Module C:4windows\SYSTEMIZAMSCTE.dI | [ Pavzed

Figure 4.5: Ollydbg analysis to check packer

Name Snk has been observed in Memory Map for 0.exe in Figure 4.5 which

indicates that labl.exe is packed using SNK packer.
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There is one more way to find out whether the exe is packed or not. If the
size of Virtual Size (size of a program in main memory) of snk0 is more than
SizeOfRawData (size of a program in hard disk) than the given executable
is packed. In Figure 4.5 the Virtual Size of snkO is 63000 bytes and and
SizeOfRawData is 1000 bytes, hence it is indicates that labl.exe file is packed.

Unpacking
The malware can be packed either manually or using tools like PE explorer,
Exeinfo, PE Compact etc. There are two ways to perform Manual Unpack-

ing:

— Find the packing algorithm then write a code to execute it in reverse
direction. By running the algorithm in reverse, program undoes every
step of the packed program. Currently, there are different automation
tools are available to perform the same process. However, this method
is not useful because code written for unpacking the malware could be

for a single packer.

— Open the packed executable in debugger then click on the unpacking
stub and perform necessary changes in PE header. This is more efficient

approach.

Manual Unpacking Process:

Load the executable file in OllyDbg. Find the Original Entry Point (OEP). It
is the first instruction before program packed. In manual unpacking, locating
OEP is one of the difficult tasks. In OllyDbg, click on plug-in tab, select
OllyDump, select Find OEP by section Hop. This program will come to halt
after hitting the breakpoint just before Original Entry Point executes. As
breakpoint gets hit, all the code has been unpacked into main memory and

the original code is available for analysis.

The last thing is to modify the PE header so that analysis tools read the
code properly. Note down the original entry point. In OllyDump plug-in,
select Dump Debugged Process to dump the executable from main memory

to hard disk. If dump the exe after finding OEP and without performing any
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changes into PE header the dump exe file will contain PE header of packed
executable which is not same as PE header of unpacked program. Following

changes need to be performed into PE header:

— The import table of exe must be restructured.

— The entry point in PE header must be changed to the OEP.

In case changes in PE header are not made by the user, then OllyDump will

perform changes on its own [34].

Cump debugged process

=
=

Find OEP by Section Hop (Trace into) il
Find OEP by Section Hop (Trace over)

Options

57020600 . About
TOZEGBEE ILablG;b.mwrrua-

1k Bz =2
BE4EE164 cc INT2
AR4AEE] A L | IHI=

W
= = ==l

Figure 4.6: Olly Dump Plug-in Option

Figure 4.6 shows OllyDump plug-in option. The OllyDump Plug-in con-
tains following option: Dump debugged process, Find OEP by Section Hop
(Trace into), Find OEP by Section Hop (Trace over). The Dump debugged
process means dumping the process from main memory to hard disk. Find
OEP by Section Hop means (Trace into) means finding the OEP by using
F7. Find OEP by Section Hop means (Trace Over) means finding OEP by
using F8.
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Ollyﬂbg Lab10-3.exe - [CPU - main thread, module Lab10-3] E|[—j§|
Plugins  Options  Window  Help

z (; JJ EL TR _IJJ_JEIEUJ_U_M

55 CEP

BBEC IEBU EBF ESP

68 689E4596 |PUSH LablE 2. 88456E68
68 CB92428Aa PUSH LablB-3.884292C8

€4:A1 06000000 | nnu R, DWORD PR FS: (03
64 8925 aaaaaaal FO0' DWARD PTR FS:C01,ESP
HDD

|F'
56 PUSH ESI
57 |PUSH EDI
9965 ES | MoU DWORD PTR SS:[EBF-121,ESP
FF1S DCBR4cag ianL OWORD PTR DS: [4c8A0C] kernel32.GetUers ic
3202 | OR ED, EDX =
SR04 | MOV DL, AH
5915 34Ee4So@ | MOU DWORD PTR DS:[4SE6341,EDA
SBCE | MO ECX, ERX
21E1 FFE@@a@as | AND ECK, BFF
2960 3BE64568 | MOV DMDRD PTR D5:[45E6381,ECK
ClE1 @g | SHL
a3CcA | DD ECX ED
2980 2CE64508 | MOU DWORD PTR DS:[4SE6201, ECK
ClE2 18 |SHR EAR, 18
AZ Z3EE4560 |MOU DWORD PTR DS: [45EE281, EAX
ES 94zZ1B08a |CALL LablB-2.884293R0
2ECe TEST Enx EAX w
27218
r 7 — |
Conditonal pause: e EIP oulside the range 00465000, 00469705 | |Paused |

Figure 4.7: After changing the entry point

In Figure 4.6, Lab10-3.exe has been shown. Plug- in tab has been clicked
to find OEP ,and OllyDump Plug-in has been selected. Select menu item
to Find OEP by section Hop (Trace Over). After clicking on Find OEP by
section hop then program will halt before entry point and new entry point

is 0x004271B0 as shown in Figure 4.7.

After getting OEP, entry point in PE header of packed executable need to
be modified. Moreover, import table is required to be reconstructed. On
clicking on Dump Debugged process then new window gets opened as shown
in Figure 4.8. In Figure 4.8, entry point is changed from 650BE to 271B0.
Also Rebuilt import option is checked which means the OllyDump plug-in
will automatically reconstruct import table for unpacked file Lab10-3.exe.
Then the user needs to click on Dump button to save the unpacked program

into hard disk after performing all necessary changes.
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7 Method2 : Search DLL & AP name sting in dumped file

Figure 4.8: Dumping the exe file

Automated Static Unpacking

Automated static unpacking program decrypts and /or decompress executable.
It is the fastest method because it does not run the executable and finally, it
converts the file into the original form. They are designed for specific packer.
PE Explorer, a free program that works with exe and dll file contains sev-
eral static unpacking plug-in. The default plug-in supports for PE Explorer
are NSPack, UPack, and UPX. Unpacking of exe with PE Explorer is very

simple.

When the exe file is opened in PE Explorer, the plug-in of unpacking perform
checking, whether the given file is packed with NSPack, UPack and UPX.
If it is found packed then automatically file will get unpacked after that the
files needed to be saved with same or different name [34]. Figure 4.9 shows
that LAB.exe has been packed with UPX packer, it gets detected with PE
Explorer and has been automatically decompressed. In figure 4.9, text in

green color shows that LAB.exe has been packed with UPX.
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Figure 4.9: Automated Static Unpacking

4.1.3 Feature Extraction

Filtering files from API traces requires knowledge about API Calls. For extracting
the features, API Calls have been recorded through IDA-Pro during static analysis.
All API Calls have been retrived and regarded as a feature vector. The extracted
APIs from the files have been presented into a database which will be used for
feature vector generation. 180 API Calls from 7 most frequent dlls user32.dll, ad-
vapid2.dll, ws2_32.dll kernel32.dll, mscoree.dll, wininet.dll and ntdll.dll have been
logged. The function of each dll is summarized in TABLE 4.1. The names of

extracted features are listed in Appendix A.1.
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Table 4.1: Summary of selected dlls

DIl name Function of DIl

kernel32  Low-level operating system functions for resource handling
and memory management

user32 Windows management functions for message handling,
timers, menus, and communications

advapi32  Advanced API services library supporting numerous APIs
including many security and Registry calls

ws2_32 Provides TCP/IP networking functions and partial, broken
compatibility with other network APIs

mscoree  Provides browser extension for Internet Xxplorer.

wininet Enables applications to access standard Internet protocols,
such as HTTP and FTP

ntdll NT Layer dll that control NT system functions

These APIs may create, open or delete registry keys and save and set values to

registry keys; create a file, directory or process; search, move or delete a file;

disturb global memory and virtual memory ; create a connection etc. For API call

tracing, the files have been opened in IDA-PRO and copied the imports of every

file into the notepad. Figure 4.10 shows the API Call extraction

i 4

File Edit Jump Search

IDA - 5.file.exe EX\thesis final\data\malicious\5.file.exe

View Debugger

Options  Windows Help

- o N

The initial autoanalysis has been finished.

BH e Bdye 8 ) o At FF e X P O DO debu > Hl»
| Library function [l Data I Regular function Unexplored Instruction External symbol
[F] Functions.. O & X mave. [ | Dlrexvie. [ | Estuct. [ | Een. | B B | Bep. 0
Function name "~ || Address Ordinal MName Library 2
[F] sub_401005 ¥5) 00424148 IsBadWritePtr KERMEL22
E sub_40100A 5] oo42414C |sBadReadPtr KERMEL32
Izl sub_40100F [¥zZ] D042A130 HeapValidate KERMEL32
IZ sub_ 401014 00424154 GetCommandLineA KERMEL32
sub_401019 = 00424158 GetVersion KERMEL32
[F] sub_40101E =] 0042415C ExitProcess KERMEL32
E sub_401023 |_‘°E| 0042A160 GetlastError KERMEL32
El sub_401028 =] D042A164 CloseHandle KERMEL32
(7] _main 00424168 DebugBreak KERMEL32
[F] sub_401032 D042A16C GetStdHandle KERMEL22
E sub_401037 5] 00424170 WriteFile KERMEL32
|Z| sub_401041 00424174 InterleckedDecrement KERMEL32
f| sub_401046 v @ 0042A178 OutputDebugStringA KERMEL32 v
< > € 3
Line 5 of 230 Line 10 of 51
Output window O &8 x

oc |||

Figure 4.10: API Calls extraction using IDA-PRO
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The API function Calls have been copied in the global list which has the APT Calls
of every input file. After copying the API function Calls of all 500 files, the unique
API Calls have been found with python program as shown in Figure 4.11.

th open {"E:\\c.txt™,'r'}) as £:
distinct content=set (f.readlines(})

to file=""
for element in distinct content:
to file=to file+element
th open[{"E:\\b.txt",'w'}) as w:

w.Wwrite (to file)

Figure 4.11: Code Snippet to discover unique API Calls

After calculating the unique API Calls, the feature vector has been generated. For
generating the feature vector, the API database used by all input samples and
APIT used by each individual sample has been mapped. The presence or absence of

unique API in each file has been checked. The feature vector is created as follow:

1, if API, is in MALW ARE;
FEATUREV ECTORyALw ARE, (4.1)

0, otherwise

To create the feature vector, feature vector generation algorithm has been used
which maps the API database used by all samples and API used by each indi-
vidual sample. The following algorithm shows the feature vector generation steps
in which the Local is an array which have API Calls used by each malware and

featurevect is the unique API Dataset used by all the malware.
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Algorithm 1 Feature Vector Generation
Input: Local, Featurevect
Output: FeatureDB

1: for k£ =0 to local.length do

2 featurevect = list()

3 while [ocal do

4 for [ = 0 to local.length do

5: while Featurevect.length do
6: if Local == featurevect then
7 FeatureDB; = 1

8 else

9: FeatureDB; = 0
10: end if
11: end while
12: end for
13: end while
14: end for

Algorithm feature vector generation calculates the frequencies of API Calls used
by the malware. For example, Table 4.2 shows that M ALW ARFE; has API, and
API,,.

Table 4.2: Feature vector example

File name API, API, API; ... API,, label

MAILWARE;, 0 1 0 1 labely
MALWARE, 0 1 1 0 labels
MALWARE, 1 1 0 0 label;

4.1.4 Feature Selection

Data can contain features that are highly correlated with each other. Many meth-
ods perform better if highly correlated features are removed. Random Forest has
been used to determine the variable importance function to get the importance of
each feature so that highly correlated features can be removed [36]. An example
for such a measure in classification is the “Gini importance” available in random
forest implementations. The Gini importance describes the improvement in the

“Gini gain” splitting criterion. Figure 4.12 shows the variable importance.
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GetFileSize
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CreateProcess\WW
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Figure 4.12: Variable Importance

45 features have been selected which are listed in Appendix A.2 and the dataset
has been divided into training and testing components. The training set has 70%
of the instances of the whole dataset and testing set has 30% of the instances.

Training set has been used to train the classification models and then testing sets

have been applied with decision label for validation.

4.1.5 Classification

Ensemble methods use various models and later merge them to obtain better out-
put. Such methods generally produce more accurate solutions than an individual
model would. Multilevel ensemble approach for classification has been proposed

in this thesis by combining the kNN, LDA, DT, RF, NN, SVM models. Figure
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4.13 shows the proposed multilevel ensemble classification model.
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Figure 4.13: Multilevel Ensemble Classification Model

The classification models used are:
1. k-Nearest Neighbor

kNN does not use the training data, i.e., training phase is very minimal.
kNN keeps all the training data in case of lack of generalization. For testing,
all the training data is needed. kNN makes decision based on the whole
training data. In kNN, a label which has maximum confidence among &
data points nearest to object is assigned to each data point. The selection
value is based on cross validation over a number of k settings. Normally,
a larger number of k£ reduces the data noise effect on classification, while it
can blur the difference among various classes. Thus, value of & should be
less than the square root of the total number of training data. For binary
classification problems, the value of £ should be an odd number to avoid tied

votes.

For example, let us suppose we have 2 classes of positives and negatives and
we want to classify the new object z,. The object x, in Figure 4.14 [37]

will be classified as negative for £k = 5 because 3 of its nearest neighbors are
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classified as negative.

==
|
— ? &k
qr
dh qp
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Figure 4.14: Example of KNN

2. Linear Discriminant Analysis

LDA is mainly used in the pre-processing step for pattern classification as
a dimensionality reduction technique. The main aim of LDA is to project
a feature space ( N-dimensional samples) onto a smaller subspace X (where
X < N-1) while maintaining the class-discriminatory information. For the
cases in which within-class frequencies are unequal, LDA is used and the per-
formance of these unequal frequencies are analyzed on randomly generated

data [38].

3. Decision Tree

It is a classification tree that generates rules for the classification of a dataset.
These trees are broken down a dataset into subsets. Decision trees do not re-
quire any domain knowledge and learning, the classification steps are fast and
simple. Decision tree starts with root node that split into multiple branches.
Here, each non leaf node represents testing condition that determines which
branch to follow and leaf node contains decision. Each path from root node

to leaf node produce a rule for a decision tree [39].

Every node of the decision tree is associated with a particular set of records
R that is split by a specific test on a feature. For example, a split on a
continuous attribute A can be induced by the test A < z. The set of records
X is then partitioned in two subsets that leads to the left branch of the tree
and the right one.
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Xp=reX 2(A) <z (4.2)

Xp=xe€X:2(A) >z (4.3)

The divide step of the recursive algorithm to induce decision tree takes into
account all possible splits for each feature and tries to find the best one
according to a chosen quality measure (the splitting criterion). If dataset is

induced on the following scheme

Ay, A, C

where A; are attributes and C' is the target class, all candidates splits are
generated and evaluated by the splitting criterion. Splits on continuous
attributes and categorical ones are generated. The selection of the best split
is usually carried out by impurity measures. The impurity of the parent
node has to be decreased by the split. Let (Ey,Es,. .. ,E) be a split induced
on the set of records F, a splitting criterion that makes use of the impurity

measure [(.) is:

A=I(E)- Z |!§7;il| I(E;) (4.4)

Decision tree assumes that only one variable is target and other variables are
input. A decision tree for predicting survival on the Titanic ? is shown in
Figure 4.15. The feature questions are the nodes, and the answers “yes” or

“no” are the branches in the tree to the child nodes.

3

en.wikipedia.org/wiki/Decision_tree_learning

40



is sex maig?

survived )

is age > 9.57
0.73 36%
/
J_J.'.,_ i
\died) s sibsp > 2.57
0.17 1% / \\
(died } survived )
0.05 2% 089 2%

Figure 4.15: Example of Decision Tree

A decision tree showing The Titanic passengers survival (“sibsp” is the num-
ber of siblings or spouses aboard). The fvalues under the leaves show the

probability of survival and the percentage of observations in the leaf.

. Random Forest

Random forest is a supervised learning algorithm that performs both clas-
sification and regression. Random Forests construct multiple decision trees.
A classification is given by all individual trees to predict the unknown data
known as tree wvotes by classifying the bootstrap sample of input data. The
output of random forest is decided by the classification having the maximum

votes (across all DT in the forest).

Random input variable selection for a single decision tree is difficult. If a
decision tree is constructed based on wrong input variable combination, the
desired output cannot be achieved. However, in this each decision tree pre-
diction depends on the random input variables which are sampled seperately
with the equal distribution for the decision trees in a forest. The random
forest mostly predict better results than an individual decision tree. The
basic assumption of random forest is that “week learners” can be merged to

build a “strong learner”. Figure 4.16 shows an example of random forest [40].
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Figure 4.16: Example of Random Forest

Each tree is grown as follows:

(a) If the total number of cases in training set is X, from the original data,
choose X cases randomly but with the replacement. These samples will

be training data.

(b) A number n<N is specified for N input variables such that at each
node, n inputs are randomly chosen out of the N and to split the node
from these n variables the best split is used. The value of n is consistent

while the forest grows.

(c) Each tree is grown to the highest degree feasible.

5. Neural Network

Neural network is a set of connected inputs and outputs where a weight is as-
sociated with each connection. During the training stage, the neural network
learns by adjusting the weights to predict the input variables class. Each in-
put in neural network is a high dimensional vector. The neural network is
arranged in a sequence of layers, where the input vector is projected to a
“hidden layer.” Each unit in the hidden layer is a weighted sum of the values
in the first layer. This layer then projects to an output layer, which is where

the intended result is obtained. Figure 4.17 [41] shows a neural network.
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Figure 4.17: Example of Neural Network

6. Support Vector Machine

The basic idea behind the SVM is Decision planes that specify the boundaries
of decision. A set of objects belonging to various class memberships are
separated by decision planes[42]. SVMe tries to get the maximum separation
between classes. Figure 4.18 (a) shows the linear SVMs example [42]. In this
example, the objects either belong to RED class or to GREEN class. The
decision boundaries are specified by the separating lines. On the right hand
side of the boundary, all objects are GREEN and to the left hand side of
boundary, all objects are RED. A new object (white circle) will be classified
as GREEN if it lies to the right side of the boundary or classified as RED if
it lies to the left side of the boundary.

Figure 4.18: (a) Linear SVM example, (b) Example of hyperplane SVM

A classifier that partitions a set of objects into their respective domains with
a line is called linear classifier and partitioning with a curve is known as
hyperplane or nonlinear classifier [13]. An example of hyperplane classifier

is shown in Figure 4.18 (b).
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Figure 4.18 shows the basic concept behind SVM. In this figure, original

objects are mapped by applying mathematical functions sets called kernels.

This process of identifying various objects is called transformation or map-

ping. Figure 4.18 shows that the mapped objects are linearly separable.

Thus, an optimal line has to be found rather than constructing a complex

curve that can divide GREEN and RED objects.

FEATURE SPACE

INPUT SPACE

Figure 4.19: Object mapping in SVM

Majority Voting

Consider y a set of N examples, C a set of () classes and an algorithm set § =

{A1, A2, AJ} which contains the J classifiers used for the voting. Each example z

€  is assigned to have one of the @) classes. Each classifier will have its prediction

for each example. The final class assigned to each example is the class predicted by

the majority of classifiers (gaining the majority votes) for this example. This can

be formulated as follows. Let ¢; € C' denotes the class of an example z predicted

by a classifier Al, and let a counting functionF} defined as:

1, . = Cg

07 q ;é Ck

(4.5)

where ¢l and ck are the classes of C. The count of total votes for class ¢, can then

be defined as: u
Ty =Y Fi(a)
=1
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The predicted class ¢ for an example z using the algorithm set S is defined to be

a class that gains the majority vote as:
c=S8(x) (4.7)

where : S(z) = argmaxTipk € {1, .....q}
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Chapter 5

Experimental Results and

Discussion

The current work indends to discover unknown malware with the help of machine
learning techniques. 500 malicious and benign files each containing API Calls
approximately 100 to 700 in number have been analyzed. After testing files on
virustotal, mostly antivirus identified files as virus, adware, backdoor, benign,
trojan horse and worm. Hence, files have been classified into 6 categories. The

primary goal of this research is API Calls usage and their occurring frequencies.

The most frequent 180 API Calls from 7 dlls have been found and extracted using
IDA-Pro. After feature selection, 45 API Calls have been choosen and these 45

API Calls have been used as feature vector for classifiers.

The algoritms have been implemented in R ! (environment for statistical com-
puting and graphics), provides various statistical (nonlinear and linear modelling,
time-series analysis, classical statistical tests, classification, clustering etc.). Table
5.1 describes the machine learning models that have been trained on the dataset

with optimum tuning parameters.

Lwww.rstudio.com
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Table 5.1: Machine Learning Models

Model Required Package Tuning Parameter

kNN class k=5

LDA MASS none

DT rpart none

RF random forest mtry=3, ntree=500

NN nnet size=10

SVM kernlab kernel="“radial”, gamma=0.1, cost=10

The proposed methodology works in three phases. All three phases are explained

below:

Phase 1: kNN, LDA, and DT have been trained with 70% of the dataset and
validated on the 30% of the dataset.

Phase 2: Majority voting scheme is applied on the outputs of phasel. If two or
more classes have the same voting the predicted value of the model from phase 1
which has the highest accuracy is chosen as final prediction. In this phase neural
networks and random forest are trained with 70% of the dataset and tested with

30% of dataset.

Phase 3: Majority voting scheme is applied on the outputs of phase 2 and the
output predicted by applying majority voting on the outputs of phase 1 and the
predicted output is applied to test the SVM model which gives the final predictions.

In case if two or more classes have the same votes, Influenced Majority Vote has

been used which chose the best classifier’s predictions.

5.1 Performance Evaluation Metrics

Evaluation metrics are the key to understanding how a classification model per-
forms when applied to a test dataset. Accuracy, sensitivity, specificity, misclassifi-
cation rate, kappa value, precision, FPR, and FNR have been measured to evaluate

the performance of proposed approach.

1. Accuracy

Total number of correctly classified observation divided by total number of
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observations in entire dataset [43] is known as accuracy.

TP+ TN

Accuracy = PN

(5.1)
. Sensitivity
Also called the TPR or the recall measures the ratio of positives which are

correctly recognized.
TP

Senszthty = m—m

(5.2)
where TP+FN is total no. of values for a particular class

Specificity
Also called the true negative rate (TNR) measures the ratio of negatives that

are correctly recognized.

TN

Specificity = ————= 5.3
peci ficity TN FDP (5.3)
. Misclassification rate
Measure the proportion of instances that are wrongly classified.
FP+ FN
Misclassi ficationrate = T——::—N (5.4)

Kappa
Measure of how well the classifier performed as compared to how well it

would have performed simply by chance.

. Precision

Precision is defined as the fraction of correct predictions for a certain class.

TP
Precision = ZFP—F—FP (55)

. FNR

Proportion of all negatives that are predicted as positive .

FN

FNR=——
R=TprFn
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8. FPR

Proportion of all positives that are predicted as negative

Where

P: total number of positives.

N: total number of negatives.

Precision =

TP: value which is predicted true.

FN: positives which are predicted as negatives.

FP: negatives which are predicted as positives.

TN: negative values which are predicted as negatives.

TN+ FP

(5.7)

A comparison of performance evaluation metrics (measured in %) of different

model has been given in Table 5.2.

Table 5.2: Comparison of performance evaluation metrics

Model Accuracy Kappa Miss Clas-

Sensitivity Specificity Precision FNR FPR

sification

Rate
kNN 73.33 67.59 26.67 70.04 94.54 69.72 6.46 29.96
LDA 76 70.69 24 78.62 95.22 74.17 4.78 21.38
DT 84 80.48 16 81.95 96.74 86.42 3.26 18.05
NN 92.67 89.98 7.33 91.27 98.46 94.03 1.54 8.73
RF 90.67 88.6 9.33 87.67 98.7 93.6 1.3 12.33
SVM 94 92.67 6 91.51 98.75 95.79 1.25 8.49
Proposed 94.67 93.41 5.33 95.21 98.75 94.9 1.25 4.79

method
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Figure 5.1 shows the graph of accuracy of each model. The highest accuracy is

given by the proposed approach and least accuracy is given by kNN.
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Figure 5.1: Performance evaluation with accuracy

Figure 5.2 shows the kappa value of various models.
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Figure 5.2: Performance evaluation with kappa value
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Figure 5.3 shows the misclassification rate graph. The proposed approach achieved

minimum misclassification rate.
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Figure 5.3: Performance evaluation with misclassification rate

Figure 5.4 shows the classification model vs. sensitivity graph. The highest sen-
sitivity of 95.21% is given by the proposed approach and least sensitivity is given
by kNN.
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Figure 5.4: Performance evaluation with sensitivity
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Figure 5.5 shows the graph of specificity of each model. The proposed approach

achieved 98.75% apecificity and least specificity is given by kNN.
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Figure 5.5: Performance evaluation with specificity

Figure 5.6 shows the graph of precision of each model. The precision of proposed

approach is 94.9%.
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Figure 5.6: Performance evaluation with precision
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Figure 5.7 shows the graph of FNR of each model. The proposed approach achieved
the lowest FNR which is desirable.
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Figure 5.7: Performance evaluation with FNR

Figure 5.8 shows the FPR of each model. The FPR. of proposed approach is 4.79%

which is low as desirable.
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Chapter 6

Conclusion

6.1 Conclusion

Malware detection is an expending research domain owing to the increase of mal-
ware with each passing day. Signature based malware detection approach is facing
problems for detecting unknown malware for example, zero day attack. Anomaly
based malware detection approach treats a malicious activity as normal if it be-
haves like a normal activity. Hence, it is imperative to use traditional malware de-
tection approaches alongside unconventional approaches to diagnose new malware.
Machine learning is an appropriate technique to complement classical malware de-
tection approaches. We acquired API Calls from 500 malicious and benign files
and categorized them into 6 categories: adware, backdoor benign, trojan horse,
virus and worm. We identified that, API Calls can be used to detect the unknown
malware. We found 180 API Calls from 7 dlls and out of them 45 API Calls
with their frequencies of occurrences are used as feature vector for classification.
We constructed multilevel ensemble machine learning model with six supervised
learning models namely SVM, DT, RF, LDA, kNN and NN and 94.67% accuracy
and 4.79% FPR is achieved. The obtained results reveal a superior performance

of the proposed procedures in identifying and distinguishing malicious files.
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6.2 Research Contribution

In this research, malware dection system using multilevel ensemble supervised

learning is presented. The major contribution of this research are

1. show how to use API Calls of portable executable format to detect and

classify malware.

2. provide empirical validation of our approach with an extensive study of ma-

chine learning models for detecting and classifing malware.

3. our proposed approach also includes the multilevel ensemble classification to

identify malware.

4. shows that proposed approach achieves high detection rate, even for unknown

malware.

6.3 Future Work

In the future, we intend to input our dataset to additional machine learning ap-
proaches like unsupervised and semisupervised machine learning algorithms. We
also plan to expand the dataset for malware classification. Furthermore, we plan
to extend our method such that we focus on APIs sequence and try to classify

malware into more categories.
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Appendix A

List of Features

A.1 List of Extracted Features

SetFileTime WriteFileA FindFirstFileA  CreateFileMappingW
FindClose MapViewofFile  FindClose RegCreateKeyExW
FindNextFileA [sTextUnicode SetFocus GetWindowsDirectoryA
Connect GetParent UpdateWindow  RegisterWindowMessageW
ExitProcess CreateFileA OpenFile GetSystemDirectory A
EndDialog GetMessageW LocalFree UnMapViewofFile
CloseHandle GetFileTime GlobalFree VirtualProtect
VirtualFree SetEvent RegCloseKey RegOpenKeyExA
GetProcAddress CharLower W CopyFileA SetFileAttributesW
ShowWindow ReadFile DeleteFileW SetFileAttributesW
GetFileSize Accept BitBlt GetForegroundWindow
SetScrollPo GetLastError Sleep RegQueryValueExW
CreateProcessW MoveWindow CreateThread FileTimeToSystemTime
GlobalLock GlobalUnlock CorExeMain GetFileInformationByHandle
SetWinEventHook  PostQuitMessage wsprintfW GetModuleHandleA
GetSystemMetrics ~ GetMenuState MessageBeep GetCurrentProcessld
RegisterClassExW  PeekMessageW  MessageBoxW SetWindowPlacement
CharUpperW freeaddrinfo LoadlconW WriteProcessMemory
ReleaseDC GetDIgCtrlID CheckMenultem SendMessageW
GetWindowLongW  lIstrlenA WinHelpW GetWindowPlacement
AcceptEx closesocket DisconnectEx DialogBoxParamW
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IstrepynW

recv

htonf
GetAddrInfoEx
htonl

listen

recvirom
shutdown
ColnitializeEE
CoUninitializeCor
FtpCommandA
FtpRenameFileA
HttpQueryInfoA
HttpQueryInfoW
DbgPrint
GetProcessTimes
NtCompactKeys
MD5Final
NtFlushKey
NtOpenKey
NtQueryKey
CloseState
CtrlRoutine
ExitThread

CreateEventW
IstrempW
FreeLibrary
getservbyport
inet_ntoa

ntohl

RIONotify
TransmitFile
UpdateError
CloseCtrs
FtpCommandW
FtpPutFileW
Internet Autodial
ShowCertificate
LdrAddRefDIl
NtAddAtom
NtClose
NtCreateSection
NtLoadKey
NtOpenFile
NtQueryTimer
CloseStateLock
DebugBreak
FindAtomW
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GetTickCount
MulDiv
LocalAlloc
GetService
inet_ntoa

ntohs

select
WSAAccept
MD4Final
CorExitProcess
FtpGetFileA
NtCreateFile
NtDeleteFile
NtLockFile
LdrLoadDIl
NtAllocateUuids
NtClearEvent
NtCreateTimer
NtLoadDriver
NtOpenTimer
BackupRead
CopyContext
DecodePointer

FreeResource

GetCommandLineW

TranslateAcceleratorW

QueryPerformanceCounter

GetHostNameW
RegSetValueExW
GetCommandLineW
SetAddrInfoEx
WSAConnect
CallFunctionShim

CorBindToRuntimeByCfg

GopherOpenFileW
HttpEndRequestW
InternetConnectW
UrlCacheValidate
LdrSetDIlDirectory
NtCancelTimer
HttpEndRequestA
InternetCrackUrlA
ShowSecurityInfo
NtQueryEvent
BackupWrite
CreateMutexA
DeleteFileTransacted W
GetProcessIdOfThread



A.2 List of Selected Features

SetFileTime
FindFirstFileA
FindClose

FindClose
GetWindowsDirectory A
SetFileAttributesW
GetSystemDirectoryA
SetFileAttributesW
CloseHandle
GlobalFree
VirtualFree
RegSetValueExW
GetProcAddress
CopyFileA
GetModuleHandleA
DeleteFileW
RegQueryValueExW
BitBlt
GetCurrentProcessld
Sleep
CreateProcessW

GetFileInformationByHandle

GlobalLock
CorExeMain

UnMapViewofFile
CreateFileMappingW
MapViewofFile
FindNextFileA
RegCreateKeyExW
CreateFileA OpenFile
cell8

WriteFileA
GetFileTime
VirtualProtect
RegOpenKeyExA
RegCloseKey
WriteProcessMemory
ExitProcess

ReadFile

LocalFree

Accept

Connect
GetLastError
GetFileSize
FileTimeToSystemTime
CreateThread
GlobalUnlock
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Appendix B

Performance Evaluation Metrics

Table B.1: Sensitivity By Class

Model Adware Backdoor Benign Trojan Virus ~ Worm
Horse
kNN 76 40 53.84 70 79.17 100
LDA 77.27 81.25 8181 52.27 79.17 100
DT .8800 52 69.23  86.67 95.83 100
NN 96 88 76.92  96.66 95.83  96.96
RF 96 68 69.23 100 95.83 100
SVM 96 88 69.23 100 95.83 100
Proposed model 100 94.44 100 84.5 92.31 100
Table B.2: Specificity By Class
Model Adware Backdoor Benign Trojan Virus ~ Worm
Horse
kNN 93.6 94.4 94.89  88.33 96.03 100
LDA 93.75 91.04 97.12  93.40 96.03 100
DT 97.6 98.4 100 90.83 93.65 100
NN 99.2 99.2 100 94.21 98.42 100
RF 100 100 100 90.83 97.62 100
SVM 100 100 100 93.33 99.21 100
Proposed model 100 95.21 100 97.29 100 100
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Table B.3: Precision By Class

Model Adware Backdoor Benign Trojan Virus ~ Worm
Horse
kNN 70.37 58.82 50 60 79.17 100
LDA 68 52 69.23  76.67 79.17 100
DT 88 86.6 100 70.27 74.19 100
NN 96 95.65 100 80.55 92 100
RF 100 100 100 73.17 88.46 100
SVM 100 100 100 78.95 95.83 100
Proposed model 100 7727 100 92.11 100 100
Table B.4: FNR By Class
Model Adware Backdoor Benign Trojan Virus  Worm
Horse
kNN 24 60 46.16 30 20.83 0
LDA 22.73 18.75 18.19  49.93 20.83 0
DT 12 48 30.77  13.33 4.17 0
NN 4 12 73.08  3.34 04.17  3.04
RF .06 .32 3077 0 0417 0
SVM 4 12 30.77 0 4.17 0
Proposed model 0 5.56 0 15.50 7.69 0
Table B.5: FPR By Class

Model Adware Backdoor Benign TrojanHorse Virus Worm

kNN 6.4 5.6 5.11 11.67 3.9 0

LDA 6.25 8.96 2.88 9.34 397 0

DT 24 1.6 0 9.17 6.35 0

NN 0.8 0.8 0 5.79 1.58 0

RF 0 0 0 9.17 238 0

SVM 0 0 0 6.67 0.799 0

Proposed 0 4.79 0 2,71 0 0

approach
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