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ABSTRACT

With the advancement in technology, industry, e-commerce and research a large amount
of complex and pervasive digital data is being generated which is increasing at an
exponential rate and often termed as big data. Traditional Data Storage systems are not
able to handle Big Data and also analyzing the Big Data becomes a challenge and thus it
cannot be handled by traditional analytic tools. Cloud Computing can resolve the problem
of handling, storage and analyzing the Big Data as it distributes the big data within the
cloudlets. No doubt, Cloud Computing is the best answer available to the problem of Big
Data storage and its analyses but having said that, there is always a potential risk to the
security of Big Data storage in Cloud Computing, which needs to be addressed. Data
Privacy is one of the major issues while storing the Big Data in a Cloud environment.
Data Mining based attacks, a major threat to the data, allows an adversary or an
unauthorized user to infer valuable and sensitive information by analyzing the results
generated from computation performed on the raw data. This thesis proposes a secure k-
means data mining approach assuming the data to be distributed among different hosts
preserving the privacy of the data. The approach is able to maintain the correctness and
validity of the existing k-means to generate the final results even in the distributed

environment.
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This chapter introduces cloud computing, data mining and other concepts which include

various issues, need, threats discussed in detail in later chapters of this Thesis.

The present era of internet is generating a massive amount of digital data and information
which is highly complex and pervasive too in nature. This rapid or exponential increase
in amount of data can be credited to industry, commerce and research. The field of
science, as biological medicine, earth science field, astronomy, all are producing very
large data sets daily whether by observation or by simulation. But the traditional database
systems are unable to handle such large data sets as they were designed to according to
enterprise infrastructure and thus do not meet the requirements of scalability, fault
tolerance etc. This problem is solved by cloud computing. Also, to extract useful
information and some hidden or meaningful pattern in this large dynamic and distributed

data, cloud computing is combined with data mining
1.1 Cloud Computing

Cloud computing refers to the web-based computing, providing users or devices with
shared pool of resources, information or software on demand and pay per-use basis. It
frees a user from the concerns about the expertise in the technological infrastructure of
the service. It allows end user and small companies to make use of various computational
resources like storage, software and processing capabilities provided by other companies.
The cloud services can be divided into three categories: Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), and Software as a Service (SaaS)[2]. Amazon, Microsoft,
Google are some of the major cloud service providers. Google App Engine (GAE) is a
type of PaaS provided by Google which allows web application hosting. Windows Azure,
SQL Azure are some of the services offered by Microsoft providing processing and
storage capabilities for large datasets [3]. Amazon Web Services (AWS) including

Simple Storage Service (S3), SQS, EC2 are cloud services provided by the Amazon [1].
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Figure 1.1: Various Cloud Services [48]

According to NIST Cloud Computing is composed of [48]:

¢ 5 Essential Characteristics
e 3 Service Models

* 4 Deployment Models

1.1.1 5-Essential Characteristics

1. On-Demand Self-Service — A user can get resources like server time or storage
according to his/her requirement and without any other human intervention.

2. Broad Network Access — Computing and storage capabilities can be accessed
from anywhere and by any means over the broad and easily accessible network.

3. Resource Pooling — Large amount of multitenant and location independent
physical and virtual resource pool which can be dynamically assigned.

4. Rapid Elasticity — The provisioning of the capabilities is so elastic and agile that it
gives a sense of infinite capacity. Scaling up and Scaling down of capabilities is

very fast.
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Measured Services — Customer has to pay for the services he/she used and the

quantity or the time quantum for which the services were used.

3-Service Models

Software as a Service (SaaS) — The customer uses the application service
provided by the cloud to perform the computations and is not bothered about
underlying hardware or infrastructure like storage, Servers, O.S, processing peeds,
bandwidth requirements etc. . The consumer does not have any control over the
Application, storage, servers, O.S, networking capabilities etc.

Platform as a Service (PaaS) — In this model cloud provider offers the customer
with the platform on which the user can deploy his/her application and use the
underlying infrastructure to run the application. The consumer has control over
only the application but not on any underlying hardware, Software, O.S,
networking capabilities etc.

Infrastructure as a Service (IaaS) — This provides consumer with the Storage,
Server, O.S, firewalls and other hardware capabilities but not with the underlying

cloud infrastructure.
4-Deployement Models

Private Cloud — operated and owned solely by an organization. It can be managed
by the organization or by a third party and can reside on the premises of
organization or off-premises.

Community Cloud — this type of cloud belongs to a group of organizations or
community with common goal or mission. Managed by community or by a third
party.

Public Cloud — is generally open to the general public or owned by a very large
organization and is owned by a cloud service provider company.

Hybrid Cloud — is the combination of any two types of model (Private, Public,
Community) that although unique or independent entities are bounded by

standardized technology so as to enable data and application portability.
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The NIST Cloud Definition Framework

Hybrid Clouds :
Deployment

Models Private Community Public Cloud
Cloud Cloud

Service Software as a Platform as a Infrastructure as a
Maodels Service (SaaS) Service (PaaS) Service (laaS)

On Demand Self-Service

Essential : o
Pl e Broad Network Access Rapid Elasticity
Resource Pooling Measured Service
Massive Scale Resilient Computing
Common Homogeneity Geographic Distribution
Characteristics Virtualization Service Orientation

Low Cost Software Advanced Security

Figure 1.2: Cloud Framework [48]

Thus convenience, on demand measured access, shared easily configurable
computational resources; rapid provisioning, location independence and self-service are

some of the major characteristics of a cloud environment [2].

1.2 Cloud Issues [3]:

Despite all the above powerful functionalities and certainty provided by the cloud
computing, the migration to cloud computing from the In-house traditional IT-
Infrastructure is just the beginning. A lot of perspective customers and users still lack

interest for cloud services, reason being the cloud issues which includes:

Availability: This is a major concern to all the organizations using cloud services that
whether the utility computing service will be able to provide high or adequate availability

of the service or resources agreed for. And for cloud provider this is a concern as they
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have to prevent “single point of failures” to maintain high availability, for which, the

most appropriate step is to distribute the data among multiple cloud vendors or providers.

Data Lock-In/Interoperability: Lack of the standardization of data storage and data
processing techniques makes it difficult for a user to move from one platform to other
thus resulting in a Lock-in which though attractive to a cloud provider is a bottleneck for
the customer. Thus, there is a need to standardize the APIs so as a service or storage can

be deployed across multiple vendors.

Data confidentiality/Security: One of the major issue for all the parties involved in a
cloud service whether a provider, customer or the third-party, as a lot of sensitive and
confidential data resides in cloud which is a source of immense valuable information.

Data in cloud needs to be secured from both the outside as well as inside attackers.

Data Communication Bottlenecks: Modern applications are more data intensive as
compared to the earlier ones, for which, data needs to be transferred across to boundaries
of cloud quickly. So, to transfer such large amounts of data at a high speed cloud vendors
have to take in considerations the traffic as well as the communication overhead in terms

of cost.

Performance: I/0O performance rather than memory performance are more serious issues
in a cloud computing environment if they want to match the traditional computing
practices. Also the appropriate scheduling policies in a virtualized environment concern

the performance to a great extent.

Scalability: Scalability can be discussed in terms of Storage or in terms of Service.
Scalable storage points to the cloud definition which presents cloud as an infinite
capacity store and Pay-as-you-go rule. Thus, to provide scalable storage cloud should be
able to scale up/down to the storage demands of the customer. Talking in terms of
services the cloud should be able to automatically scale up/down according to the load or

the requirement of customer whether of processing capability or of resources.

12



Debugging the Large Distributed Systems: Removing the errors in such large

distributed system is a very big challenge for a cloud provider.

Pricing and Cost Models: Cloud computing is largely publicized as a Pay-Per-Use
model i.e. to pay for the services used and the time for which the services are used. Thus,
an appropriate or optimized pricing model is required which satisfies the customer as

well as the provider so as to provide them with optimal cost of their resource utilization.

Cross-Border Regulations and Taxation Policies: This is a serious issue for the cloud
providers if cloud is to be a borderless service as the legal and taxation policies differ

according to the geographical locations.

Risk Management: As the technology changes very fast the cloud providers needs to
conform to the new standards as well business approach if they want to remain in the

business.
1.3 Cloud Security

Of all the issues that bug the modern cloud computing the issue of security or data
privacy is one of the biggest concerns of the cloud providers as well as the client.
Maintaining the client privacy is not only important to maintain the confidentiality of the
sensitive and valuable data of user but also to maintain the reputation among customers
for the cloud provider. Responsibility of maintaining cloud security is divided amongst
all the parties- the client, the cloud provider as well as any third-party involved. The data

stored in the cloud needs to be secured from inside as well as outside the cloud attacker.
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Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model
(1=net significant, 5=very significant)

Security
Performance
Availability
Hard to integrate with in-house IT
Not enough ability to customize
Worried on-demand will cost more
Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Not enough major suppliers yet

0% 0%  20%  30%  40% @ A0%  BO%  70%  80%
% responding 4 or 5

Figure 1.3: Major Issue in cloud [48]

On the inside a client may face attacks from the other user like theft or Denial-of Service
attacks. The inside attacks can be prevented by using authentication at the time of access
of the data. Virtualization is one other technique that can be employed to prevent the
users from one another but this still cannot solve the problem completely as all the
resources cannot be virtualized and also the virtualized environments are not completely
error-free. Any error in the network virtualization environment may lead to incorrect
transfers or leakage of sensitive information in the communication process or even the
irrecoverable loss of valuable data. On the inside a cloud provider may also pose as a
threat to users data if he/she misuses the data as the provider is present at the bottom

layer of the security and may know how to circumvent the applied security techniques.
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To prevent the user’s data from outside attackers is another major challenge faced by the
users and providers nowadays. Authenticating the access cannot be the only solution to
prevent the attacks as an adversary can gain an unauthorized access to the system. Also
eavesdropping by an attacker when the wvulnerable data or information is in
communication may also allow the outsider to collect the valuable information which can
be misused thus violating the privacy and individuality of the client. Various encryption
techniques have been proposed in the literature to secure the data even if the

authorization fails and the attacker get hold of the data.
1.4 Data Mining

Data Mining is the processing of the massive amount of raw data to convert it into useful,
valuable information which can be used for decision making and strategy planning by
identifying hidden relationships, behavioral patterns or any other statistical data. Data

Mining is one step of the Knowledge Discovery (KDD).

v

User Interface

L T

Pattern Evaluation

R

Database or
Data W archouse Server

i S ; S
| data cleaning, integration and selection |

Other Info
Repositories

Figure 1.4: Architecture of a Data Mining System [4]
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1.4.1 Motivation for Data Mining

The era of internet has provided a great boost to each and every field the mankind is
involved in whether industry, commerce, education, research, biology, medicine, earth
science, astronomy etc. . Each of these fields is generating a massive amount of digital
data daily which is stored in large databases called Data Warehouses. This large amount
of data in the raw form is incomprehensible and needs intelligent tools and techniques to
convert it into valuable information. Here comes the Data Mining which extracts

knowledge from this huge raw data.
1.4.2 Types of Data Mining
Data Mining algorithms can be broadly classified into [4]:

1. Association Rule Mining- extracts useful information in the form of relationships
between data items from massive data, which can further be used for Market
Analysis and strategy planning.

2. Classification Algorithm — is a type of Supervised learning algorithm which maps
the data items to one of the pre specified categories.

3. Clustering Algorithm — unlike classification is a UnSupervised learning algorithm
which maps the data items to classes without any prior knowledge of categories.

4. Stream Data Mining Algorithm — performs mining on the stream of data which is

continuous or dynamic in nature as opposed to the traditional static data.

1.4.3 Clustering

Clustering is a form of Unsupervised Learning that groups the data on the basis of
similarity, with high intra-cluster similarity and low inter-cluster similarity. Hierarchical
clustering and partition clustering are the two most popular techniques. Figure below

shows the clustering of similar news item based on the query of the user.
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Figure 1.5: News Clustering

k-means Clustering:

K-means is one of the most widely used partitioning algorithms to create clusters of data
through unsupervised learning. This algorithm tries to find cluster centers so as to
minimize the summation of squared distance of each and every data point to its closest
cluster center. The basics of k-means follow the following steps [Jain and Dubes (1988)]

[6]:

1. Initial partitions are selected with k-clusters, go to step 2 until the stabilization of
cluster membership.
2. New partition is created by assigning each sample to nearest cluster centroid.

3. Updation of cluster centers.

Numbers of clusters, distance metric and initial cluster centers are user-specified
parameter for k-means algorithm. The numbers of cluster k and the initial cluster

positions affect the results a lot.

1.5 Data Mining in Cloud

Data mining processes the raw data to extract useful information and cloud computing

offers the scalable and flexible infrastructure providing platform, Software and
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infrastructure as a service. Thus, combining data mining and cloud computing results in
an agile and quick access to the vast amount of valuable information stored in the
enormous amount of day-to-day data, which otherwise is incomprehensible. Cloud
computing provides a firm and capacitive platform to deal with such huge amount of
data, whether in the form of storage capability or in the form of processing capability.
Thus, integration of data mining and cloud computing results into discovery of helpful

information and generation of new knowledge.

Despite all the above powerful functionalities provided by the relationship between cloud
and data mining, it can prove to be a serious issue for both client and cloud provider.
Data privacy issue or confidentiality of data is one of the major. As all the data resides
with the cloud provider, a serious data privacy issue arises if the provider misuses the
data or the information. Also any outside attacker or adversary having an unauthorized
access to the storage on cloud can mine the data and retrieve large amount of confidential
data. Various data analysis techniques or algorithm are available today which can be used
successfully to mine valuable information from the large datasets by analyzing the
behavioral and statistical data. Many cloud providers offer these data mining facilities to
users which can be used by an adversary. Google also uses some data mining technique
to predict search results by analyzing the user behaviors [7]. So, data mining can be a
serious threat to the cloud security. If the data mining provider Company is itself a client
to cloud, violation of privacy or data intrusion can also lead to loss of reputation and
customers. Also, for the organizations dealing with the financial, governmental,
education or legal issues of people, leaking of information can sometime result in
national catastrophes for e.g. collection of financial, health etc information by TIA (Total
Information Awareness) in 2002 [8] and analysis of phone records of people gathered
from phone companies by NSA for identifying the possible terrorists in May 2006[8].
Also, according to a survey conducted by Rexer analytics, 7% of the data miners analyze
the data using the cloud [9], due to the cheap and elastic computing powers offered by the
cloud computing. So, maintenance of client privacy is synonymous with data privacy in

cloud and is a major area of concern for the cloud provider as well as cloud user.
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1.6 Organization of Thesis
The rest of the thesis is organized as follows:

Chapter 2- This chapter contains the survey of the work already done in the past or any

ongoing research activity related to this Thesis work.
Chapter 3- This chapter states the problem that is addressed in this Thesis.

Chapter 4- This chapter focused on the detailed solution of problem stated in the Thesis

with the details of the hardware and software technology and tools used.

Chapter 5- This chapter gives a detailed analysis of the findings and the experimental

results.

Chapter 6- This chapter states the conclusion drawn from the experimental analysis and

the future scope in the concerned problem.
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Chapter 2

Literature Survey

This chapter gives the literature survey conducted to study the various algorithm to test
the performance and need of cloud mining and the techniques being used to secure this

cloud mining.
2.1 Data Analysis in Cloud

A lot of work has been done in the field of data analytics based on cloud platform and it

can be deduced that cloud mining is an efficient technique in nearly each area of study.

[10] discusses various cloud computing based parallel data mining algorithms and gives

the problems and future scope of the data mining integrated with cloud computing.

A detailed discussion of the need, issues and necessities of big data analytics in a cloud
computing environment is given in [11]. They states that with the increasing pace of data
generation or with the increase in amount of big data, some new, smart, efficient, fast and
scalable programming tools and applications are required which are satisfied by the
cloud computing platform. It states that the high-performance infrastructure of cloud
satisfies all the needs of the computation-intensive big data analytics. It presents the three

cloud service models in terms of data analytics as below :

Table 1. Cloud-hased data analytics services.

Cloud service model Features Users
Data analytics software asa service A ssingle and complete data mining application or task End users, analytics managers, data
(including data sources) offered as a service analysts
Data analytics platform asa service A data analysis suite or framework for programming or Data mining application developers,

developing high-level applications, hiding the cloud infra-  data scientists
structure and data storage

Data analytics infrastructure as a A set of virtualized resources provided to a programmeror  Data mining programmers, data
service data mining researcher for developing, configuring, and management developers, data
running data analysis frameworks or applications mining researchers
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Figure 2.1: Data Analytics as a Service [11]

and further discusses some issues and necessities relating to big data analytics tools based

on cloud.

[12] proposes a framework, ‘datacloud’ based on ‘Rabbit’, for massive data analysis on
large volumes of data due to the weakness of traditional data analysis techniques to mine

data from large storage and the incapability of the traditional tools to scale to cloud.

A case study for price function is presented in [13] by applying frequent pattern mining
algorithm. They performed the experiments on top of cloud computing platforms and

deduced the increase in efficiency and speedup as a result of high capabilities of cloud.

[14] presents their research which aims at designing the IT Management solutions to
leverage the data analytics techniques, which otherwise is not efficient in traditional
techniques due to large volume and variety of the data and lack of high-performance
scalable frameworks or tools. This paper uses Hadoop, Cassandra and RHadoop as the
test bed and shows that the performance increases with the decrease in volume of data

divided on several nodes of cloud as compared to a single node data mining.

As more and more survey was performed on data analysis in cloud computing
environment, each experiment or analysis supported the theory of increased performance

of Data Mining in a cloud environment.

[15] conforms to all the work done earlier on big data analysis on cloud which states the
performance enhancement. This paper gives the technical architecture of the Data Mining
system based on Hadoop platform and shows with experimental results performed on
HSprint algorithm that if the calculation on a single traditional module is distributed on

multiple nodes of Hadoop, increased performance and parallel computing is achieved.

Map-Reduce cloud computations is employed in [16] to find out a real-time platform

suitable for the dynamic data or stream analytics and for distributed data.
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SeRuM [17], BC-PDM][18], CAM [19] and FIU-Miner[20] are some of the other
algorithms proposed to perform Data Mining for a particular type of data based on the

high-performance cloud computing.

k-means Clustering is the most simple and frequently used Data Mining algorithm
which can be easily scaled to run on a cloud environment. The popularity of k-means
algorithm is due to its simplicity but as the size of dataset increases, the time complexity
increases. [39] conducted experiments on Hadoop/Mahout and found the algorithm to
scale well. [5] ran the k-means algorithm on Mahout/Hadoop on a noisy, realistic big
dataset for document clustering and found that k-means algorithm does not fare well in
the situations where there is inherent overlapping in clusters. [41] used the Map-Reduce
programming model to implement the k-means algorithm for the cloud platform. It stated
the basic requirement of parallel k-means algorithm is to decompose the dataset into
smaller datasets so that each subset can be parallel processed. It was concluded that when
the dataset is small, the running time of serial k- means is lesser but as the dataset

becomes large, parallel k- means becomes faster.

In [42] a hierarchical virtual k-means approach is used which include data processing as a
part. As single data node is unable to handle the large data analysis demand, thus
approach integrates the concept of virtualization into the simple most basic k-means

approach of the unsupervised learning or the clustering.

The k-means approach is combined with hierarchical clustering [39], which can either be
bottom up (merging k clusters into k-1 clusters) or top down (dividing k clusters into k+1

cluster)
2.2 Secure Cloud Mining

Integration of Cloud Computing with Data Mining is the most famous technique for
efficient and fast mining of valuable information from the massive amount of data being
generated every day. But as Cloud Mining techniques makes it easy to mine data from
cloud storage, at the same time it makes it easy for the adversary also who can misuse the

data to create harm to the user or for personal benefits. So, it is the need of the hour to
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secure these cloud based Data Mining techniques to prevent any attacker with malicious
intent from getting hold of the sensitive or confidential information. A lot of secure Data
Mining techniques have been proposed in literature and many of them have been applied

in Cloud. A brief discussion of these is presented here.

2.2.1 Secure Data Mining Algorithms

Preserving the privacy of the data mining algorithm has been a concern of researchers for
long and a number of algorithms have been proposed for the same. [8] reviews different
methods of privacy preservation and analyzes the underlying techniques for Data Mining.
[7] focuses on improving the security of two-party k-means while maintaining the
correctness of algorithm. k-anonymity [10], noise transformation and multiplicative
transformation [9][17] are some PPDM(Privacy Preserving Data Mining) methods. [14]

uses k-NN classifier with an equality test to find the similarity.
2.2.2 Security Issues in Cloud Data Mining

[29] is a detailed survey of the key security challenges faced by the developers while
designing the cloud application, privacy risks to the Cloud, the various Privacy
Requirements and finally gives the design guidelines for developers to tackle the issue of

privacy.

A lot of fears bug modern day cloud computing techniques which according to [7] are not
sufficient to control the loss of sensitive data from cloud. They propose an extended
solution to the current techniques using trusted computing and various new, modified

cryptographic techniques for privacy enhanced business intelligence.

The attacks in a Cloud Data Mining system can be listed as DoS (Denial of Service)
attack, DDoS (Distributed Denial of Service), Sniffing, DNS attack, Man in the Middle
attack etc.[33] gives a detailed survey on the security issues in cloud and a description of
the types of attacks possible in a Cloud Data mining environments. It details the above

types of attack in the cloud, their impact and possible solution to some of them.
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According to [41] data mining attacks in cloud falls in three classes: network-level,
application level and virtualization level. [32] discusses about the Network level attacks
of the Cloud system. They propose a solution for these type of attacks which is deployed
on IBM SCE in the form of “Security-as-Service”. This application prevents the high-

level security attacks. Also the effect and challenges of NAT have been discussed.

Application level security is discussed in [33]. This discusses various issues regarding the
deployment, moving a service on cloud in detail. It mainly focuses on building

transparent cloud application using loosely coupled services.

Virtualization is the key concept of cloud computing these days but it too act as a
loophole in the security of the Cloud. [34] discusses the security of the virtual network
residing in a virtual environment. They first discuss the security issues in the virtual
machines and network and then proposes a solution in the form of a framework to control

these security issues.
2.2.3 Some Cloud mining Security approaches

[35] discusses the recent advances in the cryptographic security mechanism and try to
apply those in the cloud environment. But, [25] states that cryptography alone cannot
prevent the attacks on the cloud mining systems and some other form of security must

also be imposed.

Fragmentation technique or partitioning of the database into chunks [26] is another
method for security which suggest that keeping the data with different cloud service
provider or nodes will prevent an adversary from having the access to complete data and
thus will not be able to infer correct results. This theory was verified by experimental

results sing a cloud distributor to fragment the data.

A different approach is proposed in [27] for secure mining. They employs a privacy
preserving repository which with a query plan wrapper limits the task of the data sharing
and the access to the shared data with the encrypted results thus, maintaining the

confidentiality as well.
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[36] discusses the k-anonymity and k-anonymity noise taxonomy in a multi-cloud
environment to perform frequent pattern mining. It proves that distributed data or a multi-
cloud environment prevents the attacker from getting hold of the complete data thus

cannot infer valuable information from the data.

A one-time pass key mechanism [41] can be used to preserve the privacy of the user as
well as the service provider. This approach is based on the terminology of the

authentication of both user and the provider.

[37] proposes a SCM (Secure Cloud Mining) architecture for the generation of secure
forecasting reports for an organization by identifying the interesting patterns and links
between variables in a multivariate database system. It employs image based encryption

for secure forecasting.

The secure collaborative outsourcing data mining is discussed in [38]. This paper
proposes practical scheme as most of the schemes assumes the models to be semi-honest
adversary model. But practically every node has a malicious intent. It presents a case
study of knn (k-nearest neighbor), SVM (Support Vector Machine) and k-means in the

above mentioned outsourced collaborative environment.

A detailed comparative analysis of some of the above studied techniques is given in [44].
They give a brief discussion of the underlying technology in each method and then

compare them on basis of certain parameters.

A lot of Privacy Preserving Data Mining (PPDM) techniques exist today. [22] gives a
review about all these existing techniques and analyze the representative PPDMs. It
finally concludes that most of the existing techniques are an approximation and need to
be perfected further if efficiency and accuracy is required as most of the algorithms
compromise one for the other and to get a balance between them more robust, dedicated

and perfect PPDMs are required.
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Chapter 3

Problem Statement

Data Security in cloud is one of the major issues that need to be tackled these days. Data
mining attacks is one of the most common problems of data privacy. One of the
approaches suggested to tackle this is to Decentralize the data and to keep it in chunk at
different locations so that the intruder doesn’t have the access to complete data thus
preventing the data mining. But when an authenticated user requires to mine information
from the data, a joint computation is to be performed on that data. Thus, we need a secure
method to compute the combined result from the decentralized data while maintaining the

correctness of the final results.

But Decentralization of data is not the only solution toward data security as it is also
susceptible to data/information leakage or addition of malicious data by an adversary, at
the time joint computation is performed, if any of the hosts storing data is not honest. So,
a secure model or protocol is required to perform the k-means clustering approach for
data mining on a multivariate, horizontally partitioned dataset while maintaining the
privacy of the content at both the host and also preventing the intermediate values to be

leaked to the adversary.

A semi-honest model of adversary is assumed, where a host can reveal other host’s data,
if not secured, while maintaining the privacy of its own. It is desired that the hosts know

their inputs, the final outputs and no intermediate values.
3.1 Objectives:

* Preventing leakage of Host’s data in the process of communication for joint

computation.
* Preventing intermediate value leakage.

* Maintaining correctness of algorithm and validity of final results.
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Chapter 4

Details of the Project

This chapter presents a detailed solution for the problem stated in the previous chapter

along with the assumptions and the related concepts required for the proposal.
4.1 Introduction

This work proposes a secure multiparty communication method or protocol to solve the
security issues for data mining in cloud environment. It aims to perform the k-means
clustering over a distributed cloud environment, where data is decentralized, while
maintaining the privacy of individual data as well as any intermediate value. It prevents
any information from leakage to an adversary. This approach deals with a semi-honest
adversary assuming both Host A and Host B to be semi-honest i.e. each host wants to
prevent the privacy of their own data but revealing the data of the other. But, in this
protocol the only data known to each host is his input and the final outcome. Thus a semi-
honest adversary cannot simulate any useful information by using intermediate outputs.

Our aim is to preserve the privacy as well as correctness of the algorithm.
4.2 Data Distribution

A multivariate relational database depicted as D= {d;, d.,..... d,} in which Host A has

Da={d",...... , d*} and Host B Dg={d®....... , d;®}. As the database is multivariate, each
data object is denoted by a vector set di=xi1,...... , Xim Wwhere m is the number of attributes.
Now, let Host A have a set of private clustering centers H,*, H,........, H¢* while Host B
has H/®, H®,........, H® and (C,,Co,...,C) = { H" + H",...... , H& + H® } as the joint

cluster centers. Here, k is the number of clusters.
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4.3 Encryption Formulas:

To preserve the privacy of the data of each host and the intermediate results which are
communicated to and fro an encryption system is required in which if any specific
operation is performed on encrypted data or cipher text, the results generated matches the
operation performed on plaintext when decrypted. This system of encryption is known as
Homomorphic encryption system. For this purpose the pallier cryptosystem[27] is used
which satisfies the need of the approach. Homomorphic formulas E(a).E(b)=E(a+b) and

E(a)®=E(a*c) are used in this approach, where E is the required encryption scheme.

Let M be the message or the plain text which is to be encrypted. The system can be

divided into 3 parts (K,E,D):
* A pair of public and private key (I;,px) is generated.

* A ciphertext or encrypted message c = E;, (m:7) is obtained where m € M and r is

a random value.
* Decryption Dp;{(cj = ™M js used to obtain plain text again.
4.4 Proposed Algorithm

Notations: C;represents the combined clustering centers which is the sum of Host A and

Host B’s share i.e. H* and H” respectively where C;= H*+ H".

Input: 1) Database D4 and Dg belonging to Host A and Host B respectively having n

data objects.
2) ‘k’ which is the total number of clusters.
Output: The k cluster which is the combination of Dsand Dgor D.
1) Each party performs Data Normalization on local data.

2) Host A and Host B select their respective k cluster centers H,*, H,",........, H¢" and

H/% H,°,........, H®(locally) randomly.
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(CI,C23.........ka) = {HIA + HIB yoeeena y HkA + HkB}

3) Calculate or perform local k-means for Host A and Host B.
4) Save the cluster centers H*', H®' .

5) Perform the secure cluster updation and reassign the data objects to their closest

clusters locally

6) Save H/*"!, H”"' . If the difference between the previous cluster center and the
current one is less than or equal to threshold value then stop the iteration else

repeat step 4 onwards.

Client

Cloud
Distributor

‘/ l \.Distﬁbutes the data.
=
\ 4 Performs MPC

Computational
Machine

\;‘n_equest for data
3. Enctyptad results to

user User

1.Submits datz to
cloud provider

Figure 4.1: Overview of the proposed approach
4.5 Detailed Explanation of Methodology
4.5.1 Private Data Normalization:

A standard Xml document is used to submit the data so that a data standard is maintained.
But as the approach is dealing with multivariate database i.e. a multi-attribute database
where the value of variable is obtained as a sum of different attributes, the probability of

some variables having large values is high, which can dominate the entire metric. Thus, a
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normalization method is used to standardize the multi-attribute data, using private mean

computation of the data objects.

Let Host A has d; = X, d? with n data entries

And Host B has d5 = X2, d7 with m data entries

a4 gb

nt+m

Then mean M =

This mean is generated using Pallier Homomorphic cryptosystems. Now, the data is

standardized locally using the above mean value as
x; = x — M for all data objects *;
4.5.2 Distance Measuring and Updation of Clusters

After the standardization of the data a local k-means is performed by all host on their
respective datasets and initializes the cluster center for each attribute and assign data

objects to the nearest luster center using Euclidian or Manhattan distance which can be
. . . . B
chosen according to the application or database, i.e. hf, ...... ,hf for Host A and h7. «- o)

h for Host B. As these cluster centers are calculated locally there is no need of any

security protocol but in the next step of updating the cluster centers, joint centers are to

be found which needs to be calculated privately.

Cluster Updation: for every data object’s values in the j" attribute in i cluster, calculate

sum as

A . . .
5" = C;;* n; where n; is number of data objects for j" cluster

B . . .
57 = Cy;* m; where m; is number of data objects for j" cluster

Now, new i" cluster center for j™ attribute is
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Pallier homomorphic cryptosystem [27] is used to do the above computations privately

as: Host A, B and the Third Party (Computational Machine) randomly generates a pair of
public/private keys (lx:Px). Host A and B encrypts the sum value with Third party’s
public key and send it to third party along with their Public keys.

Iteration Stopping Criteria: As known that k-means is iterative in nature, so there must
be a criteria which when met stops the iterations. This iteration stopping criteria is
reached when output requirement are satisfied. For k-means this criterion is that the
eucledian distance between two consecutive cluster calculations is less then € (threshold

Ai+l B.i+l

value). i.e. Dist (CjCe1) = Dist (H," "+ H?™H HY + H™) < € or (H;" + H;")(

_ H;LH 1

H*"' 4+ H™™y < €. To check this Host A computes Enc (H;" ) and host B

Bitl

Enc (Hf’i —H;" ") locally with third party’s public key. Then third party do
multiplication of intermediate encrypted values and HOST A and B decrypt with their

private key as follows:

T = Dec [Enc (H;Li - H}%Hi). Enc (H}'Ei - H}-B’Hl)]

If T< €, then the desired output is reached and the iterations can be stopped.
4.6 Assumptions

e A semi-honest model of adversary is assumed by the proposed approach in which
a host can reveal other host’s data, if not secured, while maintaining the privacy

of its own.

* This approach assumes that the data input by client is stored as chunks [26] at
different locations instead of storing whole of the data centrally, as, the centrally
stored data is more vulnerable to the attacker. Thus the client’s data is stored in a

decentralized manner by partitioning the database horizontally. Horizontal
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partitioning is referred to the partitioning scheme where each site has different

records which contain same or equal set of attributes.

4.7 Implementation Steps:

4.7.1 Preliminaries
1.k-means - k-means is one of the most widely used partitioning algorithms to
create clusters of data through unsupervised learning. This algorithm tries to find
cluster centers so as to minimize the summation of squared distance of each and
every data point to its closest cluster center.
D= [mink=(1..k)d (xi, ci)]?
Where d is distortion, k is the no of clusters, cx is the cluster centroid and x; is

data point. k-means can be summarized as follows:

k initial cluster centers Ci,...........,Cx are chosen randomly for ‘m’ attributes of
datapoints x;

Repeat
For each datapoint x;

Assign data point to the closest cluster center .i.e. having minimum squared
distance.

End for

Calculate new cluster centers as mean of all datapoints belonging to that cluster
Cpromneee o G,

Until the change in mean for consecutive iteration is less than the threshold value.

2.Tools:
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Hadoop [46] - Hadoop is a Java framework that runs applications on large
clusters of commodity hardware and comprise of features like Google File
System (GFS) and the Map Reduce computing prototype. Hadoop’s HDFS is
distributed file system that is extremely fault-tolerant and, is designed to be
mounted on low-cost hardware. It is most suitable for applications with large
datasets and has a high throughput access to the data being used by

application.

Mahout [45] - Mahout is a machine learning library provided by Mahout and
is open source. Currently it primarily implements recommender
System, clustering, and classification algorithms. It’s also provides scalability
across machines. It can be the machine learning tool for the processing of
collection of large data, which may be too large for a single machine.
Mahout should be run on top of Hadoop when a large amount of data is to be

processed.

3. Parameters Used:

k —no of the clusters. Default is 6 clusters.
x — No. of iterations which is taken to be 10.
dm — distance measure used is Cosine Distance.

cd — convergence delta or threshold value which is taken as 0.5.

4.7.2 Testbed

Dataset used: Synthetic_control data, which is control charts exhibiting the time series

comprising of 6 different classes, from UCI Machine learning repository is used [49].

* 600 records are there with 60 attributes per record.

Technology used:

* Linux 12.04, 64-bit — 40GB hardisk,1.5 GB RAM

* Jdk 1.7.0_60
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e Hadoop-1.2.1
* Apache maven-3.2.1
e Mahout-0.9

4.7.3 Steps:

1. Installation of Hadoop [46] in a single-node cluster format and mahout [47] on
top of that is the preliminary step for running the mahout k-means algorithm. After
installation, hadoop services are started, as hadoop namenode is the one doing all the

processing task or Mapreduce job on the data submitted to HDFS.

kitty@ubuntu:~$ hadoop namenode -format
14/06/28 22:56:48 INFO namenode.NameNode: STARTUP_MSG:
',‘*****1{*******1{*******1{*******1{*******1{*******1{*******1{******
STARTUP_MSG: Starting NameNode
STARTUP_MSG: host = ubuntu/127.0.1.1
STARTUP_| args = [-format]
STARTUP_MSG: version = 1.2.1
STARTUP_MSG: build = https://svn.apache.org/repos/asf/hadoop/common/branches/branch-1.2 -r 1503152; compiled by 'mattf]
2 15:23:09 PDT 2013
STARTUP_MSG: java = 1.7.8_68
*ttt*ttt*ttt**tt*ttt**tt*ttt**tt*ttt**tt*ttt**tt*ttt**ttttttl‘
Re-format filesystem in /tmp/hadoop-kitty/dfs/name ? (Y or N) y
Format aborted in /tmp/hadoop-kitty/dfs/name
14/06/28 22:56:51 INFO namenode.NameNode: SHUT&JWN_MSG:
',‘*****1{*******1{*******1{*******1{*******1{*******1{*******1{******
SHUTDOWN_MSG: Shutting down MNameNode at ubuntu/127.06.1.1
*ttt*ttt**tt**tt**tt**tt**tt**tt**tt**tt**tt**tt**tt**ttt*ttl‘
kitty@ubuntu:~$ start-all.sh
namenode running as process 2923. Stop it first.
localhost: datanode running as process 3163. Stop it first.
) localhost: secondarynamenode running as process 3371. Stop it first.
) jobtracker running as process 3451. Stop it first.
localhost: tasktracker running as process 3671. Stop it first.
|| kitty@ubuntu:~$ jps
, 3371 SecondaryNameNode
4659 Jps
3451 JobTracker
3163 DataNode
= 2923 NameNode

Figure 4.2 : Hadoop services startup

2. As per the assumption that the data resides at two different locations, the dataset
is horizontally partitioned and stored in hadoop file system as ‘testdatal’ and
‘testdata2’ containing the respective sequence files converted to vector format

using mahout’s ‘seqdirectory’ and seq2sparse.
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synthetic_control.data (~) - gedit «) 1:45PM 1%
synthetic_control.data (~) - gedit

Open -~ {" Savi |g.

[ clusteranalyze.txt 3% [ ‘jrandomi.txt 3% | random2.txt 3% [ clustersi.txt 3 [ clusters2.txt ® [ synthetic_control.data ¥
28.7812 34.4632 31.3381 31.2834 28.9207 33.7596 25.3969 27.7849 35.2479 27.1159 32.8717 29.2171 36.0253 32.337 34.5249 32.8717
34.1173 26.5235 27.6623 26.3693 25.7744 29.27 30.7326 29.5054 33.0292 25.04 28.9167 24.3437 26.1203 34.9424 25.0293 26.6311
35.6541 28.4353 29.1495 28.1584 26.1927 33.3182 30.9772 27.0443 35.5344 26.2353 28.9964 32.0036 31.0558 34.2553 28.0721 28.9402
35.4973 29.747 31.4333 24.5556 33.7431 25.0466 34.9318 34.9879 32.4721 33.3759 25.4652 25.8717
24.8923 25.741 27.5532 32.8217 27.8789 31.5926 31.4861 35.5469 27.9516 31.6595 27.5415 31.1887 27.4867 31.391 27.811 24.488
27.5918 35.6273 35.4102 31.4167 30.7447 24.1311 35.1422 30.4719 31.9874 33.6615 25.5511 30.4686 33.6472 25.0701 34.0765 32.5981
26.1471 26.9414 31.5203 33.1089 24.1491 28.5157 25.7906 35.9519 26.5301 24.8578 25.9562 32.8357 28.5322 26.3458 30.6213
29.4047 32.5577 31.0205 26.6418 28.4331 33.6564 26.4244 28.4661 34.2484 32.1005 26.691
30.6316 26.3983 24.2905 27.8613 28.5491 24.9717 32.4358 25.2239 27.3068 31.8387 27.2587 28.2572 26.5819 24.0455 35.0625
32.5614 31.0308 34.1202 26.9337 31.4781 35.0173 32.3851 24.3323 30.2001 31.2452 26.6814 31.5137 28.8778 27.3086 24.246
25.2919 31.6114 24.7131 27.4809 24\2075 26.8059 35.1253 32.6293 31.0561 26.3583 28.0861 31.4391 27.3057 29.6082 35.9725
7.1717 33.6318 26.5966 25.5387 32.5434 25.5772 29.9897 31.351 33.9002 29.5446 29.343
30.5262 35.4209 25.6033 27.97 25.2702 28.132 29.4268 31.4549 27.32 28.9564 28.9916 29.9578 30.2773 30.4447 24.3037
35.0966 25.3679 32.0968 33.3303 25.0102 35.3155 31.6264 29.2806 34.2021 26.5077 32.2279 25.5265 24.824 27.5587 28.3714
26.9752 35.9346 35.1146 24.3749 27.6083 27.8433 29.8557 32.4185 26.8908 31.3209 29.3849 34.3336 24.7381 35.769 31.8725
31.156 34.6292 28.7261 28.2979 31.5787 34.6156 32.5492 30.9827 24.8938 27.3659 25.3069
29.2498 33.6928 25.6264 24.6555 28.9446 35.798 34.9446 24.5596 34.2366 27.9634 25.3216 35.4154 34.862 25.1472 29.4686
31.1274 31.3701 26.5173 28.6486 31.6565 35.9497 33.0321 24.6081 33.2025 27.4335 32.6355 35.8773 28.0295 33.1247 33.4129
f 30.2123 29.6526 30.8644 24.5119 33.9931 33.3094 33.204 31.2651 27.9072 35.111 35.0757 33.833 25.9481 29.1348 24.2875
34.9244 27.7218 27.9601 35.7198 27.576 35.3375 29.9993 34.2149 33.1276 31.1057 31.0179
29.7929 28.0765 34.4812 33.8 27.6671 30.6122 25.6393 30.1171 26.5188 30.1524 27.8514 29.5582 32.3601 29.2064 26.1001
F( 33.901 29.2674 34.8311 31.9815 26.496 32.6645 27.7188 35.7385 32.8309 30.1509 30.5593 27.3321 27.4559 24.2361 34.7268
’ 27.273 35.9963 32.3917 27.139 26.4589 25.0466 35.5002 27.9961 25.8897 31.3951 30.7583 34.9652 28.0919 35.6706 33.4401
31.1795 26.9458 35.8381 26.7134 25.1641 27.341 25.2093 33.4669 24.1094 33.1669 35.4907
29.2101 30.9291 34.6229 31.4138 28.4636 35.9115 32.9058 28.7669 24.2868 34.8983 33.7291 29.1154 26.2804 33.4559 31.6103
24.553 29.1587 27.8378 25.3525 25.2126 26.9565 27.9928 29.5057 31.0723 26.3605 27.7434 34.0438 25.1053 24.4462 35.4191
32.2356 24.5244 29.4635 24.6889 28.1962 34.2994 31.6316 30.8005 35.7727 31.3444 25.5691 32.7839 32.7707 24.1047 34.006
. 24.0499 29.8274 24.0323 31.0756 34.3358 25.4358 25.893 35.6732 25.1869 29.6669 26.4637
. 34.317 35.5674 34.8829 30.6691 35.2667 35.895 25.9022 28.8917 32.2052 28.9898 26.0572 31.7516 32.294 31.0631 24.1612
25.2452 30.5956 31.391 32.1604 33.7765 31.1336 32.626 28.8616 27.6223 33.9381 33.9836 34.8895 29.4617 34.5734 32.4431
25.0495 29.2942 28.2689 28.4819 29.8917 33.1162 26.4574 27.4442 33.0784 33.2286 27.5837 24.4895 26.2151 24.0331 26.4765
g 30.5934 35.4341 31.1248 24.2424 29.7172 35.9365 36.0187 26.3866 33.1842 31.3025 34.523
34.6402 35.7584 28.551 25.6518 29.6442 31.94 35.9086 28.9622 24.6224 29.7635 29.5098 28.2109 34.2855 27.5473 25.4274
34.79 33.7012 25.3495 33.7603 26.4442 24.5097 30.4135 28.4948 28.8433 32.4284 24.5071 31.7032 29.8722 35.852 35.7172
= 7.1922 24.3206 25.2698 29.6203 24.3243 31.1824 25.0701 31.8824 28.6468 32.857 24.7469 29.3045 27.3994 26.1497 31.9613 34.7492
24.8681 32.0285 32.7486 33.5455 24.1792 25.398 35.2296 28.3435 26.5999 28.9487 30.2372 32.3833
29 . 1734 31 _5AR89 33 1944 35 /177 31 _5R9 35.1223 2R _A222 34 3145 33 1094 35 _AR4A2 29 7341 2R 2495 3IA 4642 24 7513 26 3774 27 9R3I?
== PlainText » Tab Width: 8 ~ Ln 600, Col 480 INS

Figure 4.3: Dataset

kitty@ubuntu:~$ SHADOOP_HOME/bin/hadoop fs -mkdir tektdatal
mkdir: cannot create directory testdatal: File exists
kitty@ubuntu:~$ SHADOOP_HOME/bin/hadoop fs -mkdir testdata2
kitty@ubuntu:~%$ $SHADOOP_HOME/bin /hadoop fs -1s

Found 2 items

drwxr-xr-x - kitty supergroup ® 2014-06-28 22:56 fuser/fkitty/testdatal
drwxr-xr-x - kitty supergroup O 2014-06-28 22:59 fuser/fkitty/testdataz
kitty@ubuntu:~$S

Figure 4.4: Directories in hadoop file system

3. To run the mahout k-means algorithm with user defined parameters either initial
cluster centers are to provide or ‘k’, the number of clusters. Initial clusters
represented in vector format are stored in their respective directories in HDFS.

After transferring all the required files the HDFS looks like:
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kitty@ubuntu: ~ Ty ) a58AM %
©®© kitty@ubuntu: ~
kitty@ubuntu:~$ hadoop fs -1ls
Found 4 items
drwxr > K supergroup 2014-07-04 ©4:53 fuser/kitty/initial-clustersi

supergroup 2014-07-04 04:53 fuser/kitty/initial-clusters2
drwxr-xr-x supergroup 2014-07-04 04:52 fuser/kitty/testdatal
drwxr-xr-x - kitty supergroup 2014-07-04 04:52 fuser/kitty/testdataz
itty@ubuntu:~$ SHADOOP_HOME/bin/hadoop -put /usr/local/mahout/mahout-distribution-0.9/examples/final_run/outi/data testdatal
itty@ubuntu:~$ SHADOOP_HOME/bin/hadoop -put /usr/local/mahout/mahout-distribution-0.9/examples/final_run/outi/random-seeds initial
clustersi
kitty@ubuntu:~$ SHADOOP_HOME/bin/hadcop -put Jusr/local/mahout/mahout-distribution-0.9/examples/final_run/out2/data testdata2
itty@ubuntu:~$ SHADOOP_HOME/bin/hadoop -put Jusr/local/mahout/mahout-distribution-8.9/examples/final_run/out2/random-seeds initial
-clustersz
kitty@ubuntu:~$ hadoop fs -1lsr e
drwxr-xr-x itty supergroup 2014-07-04 04:57 fuser/kitty/initial-clustersi
drwxr
-rw-r
drwxr
drwxr

k
[5 supergroup 2014-07-04 04:57 fuser/kitty/initial-clustersi/random-seeds

Kk supergroup 2014-07-04 ©4:57 fuser/kitty/initial-clustersi/random-seeds/part-randomseed
Kk supergroup 2014-07-04 ©4:58 fuser/kitty/initial-clusters2

K supergroup 2014-07-04 04:58 fuser/kitty/initial-clusters2/random-seeds

k supergroup 2014-07-04 04:58 /user/kitty/initial-clusters2/random-seeds/part-randonSeed
k

[3

k

k

supergroup 2014-07-04 04:55 fuser/kitty/testdatal
supergroup 2014-07-04 04:55 fuser/kitty/testdatal/data
supergroup 2014-07-04 04:55 fuser/kitty/testdatal/data/_SUCCESS
supergroup 2014-87-04 04:55 fuser/kitty/testdatal/data/_logs
supergroup 2014-87-04 ©4:55 fuser/kitty/testdatal/data/_logs/history
supergroup 9284 2014-87-04 04:55 Juser/kitty/testdatal/data/_logs/history/job_201407031947_0046_14844734568
itty_Input+Driver+running+over+input%3A+testdata
Srw-r 1k supergroup 47569 2014-07-04 04:55 fuser/kitty/testdatal/data/_logs/history/job_201467031947_0046_conf.xml
-rw-r supergroup 214172 2014-07-04 04:55 fuser/kitty/testdatal/data/part-m-00000
drwxr > supergroup © 2014-07-04 04:57 fuser/kitty/testdataz
drwxr > supergroup © 2014-07-04 04:57 fuser/kitty/testdataz/data
-rw-r supergroup ® 2014-87-04 04:57 fuser/kitty/testdataz/data/_SUCCESS
drwxr-xr-x supergroup ® 2014-87-04 04:57 fuser/kitty/testdata2/data/_logs
drwxr-xr-x i supergroup ® 2014-87-04 04:57 fuser/kitty/testdata2/data/_logs/history
Srw-r--r-- y supergroup 9284 2014-07-04 04:57 fuser/kitty/testdata2/data/ Llogs/history/job_201467031947_0058_14044741617
96_kitty_Input+Driver+running+over+input%3a+testdata
rw-r 1 kitty supergroup 47569 2014-87-04 04:57 fuser/kitty/testdataz/data/_logs/history/job_201407031947_0058_conf.xml
-rW-r--r-- 1 kitty supergroup 121388 2014-07-04 04:57 fuser/kitty/testdataz/data/part-m-00000
kitty@ubuntu:~$ [ |

gure 4.5: Hadoop File System

4. After setting up the environment with required files and tools mahout k-means is
run with the required parameters on both the datasets separately and two sets of

cluster centers is obtained.

kitty@ubuntu: ~ 1y @) 730PM %
- O® ™ kitty@ubuntu: ~

kitty@ubuntu:~$ $MAHOUT_HOME/bin/mahout kmeans -i testdatal/data -o new_outl -c initial-clustersi/random-seeds -dm org.apache.mahout.c
ommon.distance.CosineDistanceMeasure -x 10 -ow -cd 0.5

| Running on hadoop, using Downloads/hadoop-1.2.1/bin/hadoop and HADOOP_CONF_DI

#| MAHOUT-JO0B: /usr/local/mahout/mahout-distribution-0.9/examples/target/mahout-examples-0.9-job.jar
14/07/07 1 ©:38 INFO common.AbstractJob: Command line arguments: {--clusters=[initial-clustersi/random-seeds], --convergenceDelta:
.5], --distanceMeasure=[org.apache.mahout.common.distance.CosineDistanceMeasure], --endPhase=[2147483647], --input=[testdatal/data], -
Dmaxlter:[lﬂ], --method=[mapreduce], --output=[new_out1], --overwrite=null, --startPhase=[@8], --tempDir=[temp]}

Figure 4.6: k-means with arguments
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1 CL-225{n=49 c=[29.594, 30.180, 29.568, 31.476, 31.057, 31.
2 VL-142{n=34 c=[29.587, 35.297, 41.105, 43.477, 40.295, 36.2
3 VL-366{n=23 c=[30.573, 29.53¢, 29.551, 28.493, 28.736, 2

4 VL-63{n=125 c=[29.797, 31.704, 32.576, 32.407, 31.613, 30.
5 CL-215{n=51 c=[30.161, 30.031, 30.504, 32.313, 31.668, 33.
6 VL-19%{n=41 c=[29.696, 36.154, 40.076, 42.332, 42.153, 39.

=] clusters 1 0¢
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.619, 35.369, 35.385, 35.080, 35.924, 37.204, 37.210, 37
.249, 20.092, 25.535, 30.578, 35.999, 40.379, 42.189, 41

File Edit Search View Encoding Language Settings Macro Run Plugins Window 7

o = RE-) OL‘E:I‘ ‘ “ﬁ 4
=] | Bnew 13| ¢ 2] [Hchusters2¢ B

1 WL-183{n=73 c=[30.302, 29.940, 29.963, 29.803, 29.979, 30.281, 29.930, 30.237, 29.732, 30.376, 30.007, 22.739, 29.638, 30.111, 28.903, 29.755, 29.234, 29.349, 29.
2 CL-143{n=3¢ c=[29.491, 30,701, 30.7%3, 29.990, 29,533, 29.361, 29,661, 30,511, 29.137, 30.237, 29.689, 29.288, 28.908, 28.23¢, 29,186, 28,917, 29,513, 28.378, 30.
3 VL-2{n=10 c=[29.851, 29.261, 29.718, 29,116, 29.87¢, 29.543, 28,439, 24.131, 27.323, 25.762, 26.005, 24.486, 25.792, 24.596, 24.449, 22.973, 23.340, 23.120, 21.5%
4 VL-13{n=2¢ c=[29.687, 29.066, 30,794, 31.113, 30.829, 30.4536, 29.563, 30,272, 30.191, 29.880, 30,753, 30.973, 29.370, 30.342, 29.855, 30,227, 28,320, 29.534, 28.4
5 VI-54{n=38 c=[30.821, 29.008, 30.330, 30.605, 29.045, 30.373, 30.942, 30.803, 30.230, 30.101, 29.308, 30.657, 29.762, 31.362, 29.790, 30.276, 30.130, 30.825, 29.f
& VI-36{n=38 c=[29.661, 29.443, 30.129, 29.507, 30.064, 30.272, 30.156, 30.499, 30.005, 30.235, 29.715, 29.810, 29.803, 30.235, 29.667, 30.914, 30.338, 29.860, 30.:

Figure 4.8: Cluster2 (Host B)
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5. Now to update the value of the above cluster centers we need to calculate the
combined mean of the cluster centers of Host A and Host B privately. So, first we
calculate the sum of all the points clustered to a particular cluster for a given
attribute as S;j = Cg)* n; where Cg; is the cluster center for j" attribute of i*

cluster and n;is number of points in i" cluster.

File Edit Search View Encoding Language Settings Macro Run Plugins Window ?
) B 5 =
PRee = K- RENy=T Di2eldnl GBS 1EEHOERREEL
[ change log (3| H custeranalyze txt 3 | B new 1 3] B clusteranalyze 1 bt (3| B clusteranalyze2 (1)t (3| Bl new_custer1 3 B custers_new bt ﬂ\Ec\umemz_nawm 3] B custers1 bt 3| [ dusters2 64 3
1 S(1,4) —[1450.106, 1478.82, 1448.832, 1542.324, 1521.793, 1524.047, 1571.185, 1545.135, 1585.738, 1617.245, 1582.455, 1625.330, 1645.224, 1624.497, 1745.282, 1647

s(2,3) .958, 1200.098, 570, 1478.218, 1370.030, 1231.106, 1046.588, 826.574, 654.636, 575.722, 629.850, 796.144, 1049.852, 1238.824, 1353.982, 1444.69¢
5(3,3) 7.559, 2451.322, 2452.733, 2365.417, 2385.088, 2323.751, 2329.312, 2223.736, 2176.758, 2219.918, 2170.948, 2208.049, 2174.683, 2156.340, 2075.498, 20C
5(4,3) .625, 3963.000, 2072.000, %050.875, 3951.625, 3626.500, 3470.125, 3478.875, 3493.500, 3606.000, 3804.250, £049.875, 2023.625, 2026.000, 387

505,3)
S(6.3)

.211, 1531.581, 1555.704, 1647.263, 1615.068, 1636.386, 1684.326, 1718.190, 1728.186, 1746.240, 1765.569, 1803.819, 1804.635, 1789.080, 18%
7.536, 1482.314, 1643.116, 1735.612, 1728.273, 1617.245, 1433.875, 1191.87, 1010.732, 853.251, 693.310, 748.209, 823.772, 1046.935, 1253.698, 1275.95%

T

Figure 4.9: Sum of values of Clusterl (Host A)

After the computation of sum locally Host A, B and a third party generates a pair
of (public, private) keys using Paillier cryptosystem. Third party sends its public
key to both A and B, which encrypts their data with this public key and sends
back to the third-party, along with their public key. Third party performs the
homomorphic addition of the data and sends the final result back to the A and B

encrypted with their respective public keys.

6. A and B decrypts the result obtained with their private keys and gets the final

cluster values.

new_cluster1 (fusr/local/mahout/mahout-distribution-0.9/examples/final_run) - gedit Bty €@) s8:10PM

new_cluster1 (fusr/local/mahout/mahout-distribution-0.9/examples/Final_run) - gedit

— |9 new_cluster1 %

Ll cL-e{n=0 c=[30.137, 30.036, 29.804, 30.475, 30.412, 30.611, 30.787, 30.790, 30.824, 31.432, 30.926, 31.117, 31.220, 31.333, 31.600,
31.307, 31.218, 31.662, 31.690, 32.537, 32.491, 32.073, 31.685, 31.614, 31.316, 31.665, 31.488, 31.765, 32.195, 31.445, 31.061,

g §31.128, 30.391, 30.314, 28.258, 29.176, 28.064, 28.313, 28.113, 27.156, 27.224, 27.089, 27.687, 27.113, 27.504, 27.908, 26.804,

g 27.935, 28.000, 28.375, 27.943, 27.996, 28.231, 28.101, 28.324, 28.536, 28.791, 28.203, 28.609, 29.253] r=[

CL-1{n=6 c=[29.539, 32.999, 35.952, 36.734, 34.944, 32.785, 30.222, 27.411, 24.220, 23.585, 24.107, 26.352, 29.893, 32.335, 34.505,
35.704, 34.629, 32.029, 30.034, 26.396, 24.550, 21.444, 21.702, 23.880, 26.240, 28.178, 30.613, 30.698, 28.237, 26.106, 22.777,
19.885, 17.806, 16.954, 17.358, 19.333, 21.713, 24.560, 25.517, 26.954, 26.357, 24.037, 22.403, 20.142, 17.848, 17.970, 17.799,
20.883, 22.800, 23.701, 26.093, 25.605, 24.643, 23.515, 22.453, 20.525, 19.544, 19.318, 19.237, 20.993] r=[1}
CL-2{n=6 c=[30.495, 29.565, 29.569, 28.565, 28.858, 28.163, 28.111, 26.506, 26.344, 26.640, 26.140, 26.375, 26.157, 25.831, 24.946,
24.061, 24.090, 23.630, 23.469, 23.607, 23.222, 21.897, 22.503, 21.693, 21.379, 20.420, 20.826, 20.111, 20.546, 20.331, 19.724,
18.612, 18.593, 18.339, 17.666, 17.388, 16.723, 16.311, 15.865, 15.582, 16.188, 15.658, 15.205, 14.793, 13.630, 13.044, 13.613,
12.525, 12.834, 12.279, 11.911, 11.514, 11.271, 10.317, 10.848, 10.084, 9.769, 9.462, B8.739, 8.631] r=[1}
CL-3{n=0 c=[29.779, 31.279, 32.289, 32.199, 31.503, 36.184, 29.101, 28.165, 28.211, 28.259, 29.155, 30.521, 31.911, 31.891, 31.829,
30.863, 29.503, 28.599, 28.080, 28.092, 29.306, 30.850, 32.130, 33.596, 33.369, 33.504, 32.798, 31.382, 31.079, 30.766, 30.811,
31.769, 32.994, 33.689, 34.556, 34.474, 33.461, 32.932, 31.420, 31.238, 30.922, 31.645, 32.397, 33.141, 33.744, 34.484, 34.263,
§33.172, 32.499, 31.716, 31.379, 31.235, 31.921, 32.707, 33.428, 34.467, 34.083, 33.673, 32.772, 31.942] r=[1}

f CL-4{n=0 c=[30.443, 29.594, 30.430, 31.584, 30.548, 32.207, 31.598, 32.077, 32.213, 32.270, 32.390, 32.927, 32.975, 33.667, 32.821,
33.512, 34.209, 34.484, 34.495, 34.875, 34.549, 35.731, 36.320, 37.434, 37.706, 38.452, 39.033, 39.275, 39.681, 40.350, 40.609,
41.221, 41.352, 41.507, 42.100, 42.156, 42.877, 42.803, 42.329, 43.275, 44.110, 44.802, 44.238, 44.788, 44.727, 45.337, 45.916,

Ff 45.152, 45.159, 45.821, 46.022, 46.505, 47.062, 47.187, 47.134, 47.654, 48.391, 47.737, 48.542, 48.186] r=[]}

’ CL-5{n=0 c=[29.679, 32.926, 35.291, 36.163, 36.338, 35.033, 32.657, 29.757, 27.227, 25.344, 23.069, 23.810, 24.763, 27.796, 30.140,
33.553, 35.549, 36.259, 36.130, 34.099, 32.689, 29.328, 26.750, 25.135, 24.450, 24.070, 26.010, 28.801, 30.419, 33.277, 33.686,
36.129, 36.242, 36.269, 35.430, 34.020, 32.690, 31.546, 31.923, 33.832, 33.981, 36.782, 39.074, 40.188, 40.893, 42.073, 42.144,
40.131, 38.840, 36.846, 35.255, 34.552, 33.594, 33.903, 35.548, 37.419, 38.233, 39.521, 40.397, 41.132] r=[]}
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Figure 4.10: Updated Cluster centers

Now A and B again performs k-means on their respective datasets with these new
cluster values and follow the above procedure until the threshold value calculated as
the distance between current and previous cluster center start lying in the range of a

previously set ‘€’ value.

7. After the specified number of iterations the final results of both A and B along

with their clustered points are merged to get the combined result.

clusteranalyze.txt (fusr/local/mahout/mahout-distribution-0.9/examplesjoutput) - gedit Bty «) o29Pm I
clusteranalyze.txt (fusr/local/mahout/mahout-distribution-0.9/examples/output) - gedit

(] new_cluster1 3%
CL-449{n=116 c=[29.946, 29.541, 30.153, 30.549, 30.092, 30.412, 31.028, 30.938, 30.865, 31.119, 30.531, 31.237, 31.086, 31.426,
31.628, 31.423, 31.488, 31.615, 31.659, 32.077, 32.033, 32.142, 32.492, 33.812, 33.603, 34.414, 34.265, 34.916, 35.828, 35.330,
34.926, 35.922, 36.977, 37.939, 37.872, 38.866, 40.168, 40.546, 40.993, 41.954, 41.573, 42.413, 42.428, 42.543, 41.755, 42.937,
42.686, 42.496, 42.813, 42.738, 42.763, 42.935, 42.831, 43.315, 43.772, 43.619, 43.741, 43.230, 44.182, 43.731] r=[3.531, 3.476,
3.563, 3.544, 3.721, 3.687, 3.678, 3.503, 3.715, 3.724, 3.444, 3.777, 3.663, 3.439, 4.288, 3.595, 3.643, 4.083, 4.133, 4.406, 4.245,
123, 5.924, 4.594, 5.467, 5.443, 5.341, 5.391, 5.995, 5.184, 6.076, 6.203, 6.585, 6.375, 6.027, 6.110, 5.645, 5.471, 5.009, 5.219,

[ clusteranalyze.txt 3%
T4
=)
5. . . .
4.047, 4.715, 4.690, 4.538, 4.620, 4.583, 4.952, 4.472, 4.783, 4.447, 4.711, 4.653, 4.662, 4.070, 4.371, 4.396, 4.459, 4.772, 4.626,
4.5701}
Weight : [props - optional]l: Poin
1.0 : [distance=29.004232489332217]: 60 = [31.399, 24.965, 28.776, 28.052, 29.207, 27.772, 37.109, 28.836, 30.338, 32.244,
37.504, 26.544, 36.021, 28.449, 36.376, 29.943, 38.171, 28.100, 30.206, 32.966, 38.707, 32.164, 38.023, 39.067, 32.143, 36.476,
31.931, 30.507, 33.033, 35.117, 30.748, 37.887, 31.350, 35.475, 38.285, 38.033, 41.600, 32.720, 43.213, 40.119, 44.520, 41.829,
38.796, 40.005, 35.303, 38.638, 38.795, 46.245, 37.346, 40.434, 35.761, 38.231, 42.797, 45.162, 46.500, 47.893, 39.698, 47.765,
46.546, 44.952]
1.0 : [distance=26.63873647902838]: 60 = [31.842, 33.302, 32.371, 30.425, 31.103, 27.921, 28.069, 31.629, 30.826, 31.624,
'f‘ 31.660, 28.933, 28.410, 30.999, 32.714, 31.141, 34.817, 31.449, 38.534, 36.072, 39.528, 37.486, 38.505, 36.724, 41.703, 38.969,

34.849, 32.81@, 41.126, 33.756, 36.351, 33.018, 32.937, 38.993, 38.019, 39.337, 44.128, 37.285, 39.678, 34.882, 39.197, 38.617,
42.217, 38.776, 45.816, 35.78@, 38.410, 44.949, 39.094, 46.217, 45.306, 40.779, 43.603, 42.123, 38.691, 42.769, 39.877, 45.919,
41.179, 44.347]

ﬂl 1.0 : [distance=34.7638783575388]: 60 = [28.112, 36.329, 29.449, 36.230, 36.308, 27.184, 33.319, 30.745, 27.249, 35.690,

’ 34.415, 36.112, 32.132, 38.520, 31.562, 30.099, 35.526, 34.498, 33.908, 41.711, 40.173, 40.695, 36.234, 32.534, 40.753,

40.687, 32.397, 37.516, 44.226, 34.296, 33.850, 41.493, 37.198, 38.898, 42.432, 45.517, 45.817, 45.834, 39.451, 41.137,

. . , 38.847, 41.135, 47.217, 38.303, 49.903, 46.980, 49.811, 43.663, 42.260, 49.127, 47.734, 46.039, 46.804, 52.008, 43.246,

45.159]
1.0 : [distance=2d¥4773059617450731: 60 = [33.852, 29.396, 31.571, 31.103, 25.378, 31.481, 36.137, 32.819, 37.562, 31.607,
34.945, 38.560, 36.880, 38.583, 31.846, 32.358, 31.984, 35.629, 35.851, 30.430, 35.641, 33.514, 34.934, 35.821, 35.549,
, 35.860, 35.528, 42.829, 40.833, 39.769, 39.155, 43.735, 36.437, 43.822, 39.381, 41.554, 39.432, 36.201, 48.509, 38.638,
, 41.980, 42.666, 43.185, 39.254, 42.777, 43.708, 46.995, 42.205, 44.300, 42.641, 46.780, 46.550, 42.478, 46.459, 43.209,
41.991]
E 1.0 : [distance=31.195126537559087]: 60 = [30.252, 28.656, 36.289, 26.391, 35.730, 35.937, 36.182, 27.974, 28.514, 33.114,
32.044, 32.969, 28.508, 29.268, 32.724, 28.400, 36.739, 32.287, 35.191, 35.498, 37.474, 40.326, 36.279, 37.654, 32.513,
, 35.948, 38.309, 43.687, 36.791, 33.352, 44.169, 44.398, 34.688, 39.478, 34.803, 40.291, 34.951, 36.038, 45.363, 39.198,
n 44.937, 37.896, 41.607, 37.204, 45.470, 36.945, 44.496, 42.715, 47.971, 48.478, 45.388, 49.018, 49.043, 45.304, 39.462,
="l 46.956, 44.708]
1.0 : [distance=31.082140300536857]: 60 = [28.426, 26.994, 26.967, 30.847, 35.515, 34.865, 33.116, 27.181, 37.271, 36.256,
gl 25575, 36.665, 35.141, 39.081, 36.726, 39.416, 32.780, 35.505, 33.495, 37.951, 34.859, 31.476, 39.789, 32.127, 32.265, 37.716,
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Figure 4.11: Final clusters with clustered points

Chapter 5

Experimental Results & Analysis

This chapter presents the discussion and analysis of the results obtained, in the
experiments performed in this Thesis, on the basis of certain parameters which are

compulsory for the validity and acceptability of the above approach.

5.1 Evaluation Parameters

5.1.1 Correctness
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Correctness refers to the validity of the final results obtained or the outcome of the
experiments performed using the proposed approach, on the same hardware and software
platform as compared to the original or base approach. The correctness is checked by

comparing the deviation of the results from the anticipated results.
5.1.2 Security

This parameter evaluates the proposed algorithm in terms of security i.e. the capability of
the algorithm to prevent the attackers, with malicious intent, to gain access to the

confidential user data and valuable information inferred from the raw data.

5.2 Results

* The proposed approach performs k-means clustering on a dataset which is
horizontally partitioned and stored on two different locations. The approach first
run locally then performs a joint computation on encrypted intermediate results so
as to obtain complete result. It was observed that running secure k-means on the
partitioned data with same parameters and computation environment as the
original single party k-means, produced the same end results and same inference,

thus, validating the correctness of the proposed approach.
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L3 final_clusters.txt %
CL-449{n=116 c=[29.946, 29.541, 308.153, 30.549, 30.092, 30.412, 31.628, 30.938, 30.865, 31.119, 30.531, 31.237, 31.886, 31.426,
= 31.628, 31.423, 31.488, 31.615, 31.659, 32.077, 32.833, 32.142, 32.492, 33.812, 33.603, 34.414, 34.265, 34.916, 35.828, 35.330,
bl 34.926, 35.922, 36.977, 37.939, 37.872, 38.866, 40.168, 40.546, 40.993, 41.954, 41.573, 42.413, 42.428, 42.543, 41.755, 42.937,
42.686, 42.496, 42.813, 42.738, 42.763, 42.935, 42.831, 43.315, 43.772, 43.619, 43.741, 43.230, 44.182, 43.731] r=[3.531, 3.476,
3.563, 3.544, 3.721, 3.687, 3.678, 3.503, 3.715, 3.724, 3.444, 3.777, 3.663, 3.439, 4.288, 3.595, 3.643, 4.083, 4.133, 4.406, 4.245,
5.123, 5.824, 4.594, 5.467, 5.443, 5.341, 5.391, 5.995, 5.184, 6.876, 6.203, 6.585, 6.375, 6.027, 6.110, 5.645, 5.471, 5.009, 5.219,
4.847, 4.715, 4.690, 4.538, 4.628, 4.583, 4.952, 4.472, 4.783, 4.447, 4.711, 4.653, 4.662, 4.070, 4.371, 4.396, 4.459, 4.772, 4.626,
4.570]}

CL-352{n=77 c=[30.499, 29.421, 29.171, 28.925, 28.836, 28.303, 28.225, 26.178, 26.848, 27.201, 26.626, 26.671, 25.980, 25.683,

% 25.145, 24.604, 24.344, 23.589, 24.474, 23.749, 23.494, 20.344, 20.088, 20.086, 19.593, 18.231, 18.308, 18.561, 17.727, 17.679,

! 17.163, 16.526, 15.904, 15.589, 15.361, 15.173, 14.925, 14.150, 13.501, 13.332, 14.347, 13.192, 13.395, 13.307, 11.949, 11.801,
& i1.367, 11.073, 11.117, 106.334, 18.514, 9.299, 9.618, 9.187, 8.631, 8.811, 8.661, 7.805, 7.466, 7.493] r=[3.244, 3.324, 3.126, 3.876,

3.630, 3.566, 3.598, 3.493, 3.818, 4.024, 3.664, 3.387, 3.234, 3.903, 3.894, 4.477, 4.549, 4.169, 4.668, 4.259, 5.139, 5.004, 5.035,

4.588, 4.843, 5.277, 4.146, 3.704, 4.249, 4.787, 4.133, 3.789, 3.519, 3.690, 3.878, 3.884, 3.649, 3.647, 3.836, 3.730, 3.715, 4.256,
w 3.988, 4.341, 4.278, 4.879, 3.930, 4.117, 4.479, 4.784, 5.264, 4.950, 4.820, 4.857, 4.972, 5.832, 5.177, 5.721, 5.616, 6.048]}

S Wl CL-503{n=156 c=[29.718, 32.472}$34.303, 34.597, 33.313, 3l1.251, 29.282, 27.058, 26.153, 25.700, 26.791, 29.061, 32.200, 33.099,
33.818, 33.211, 31.515, 29.776, 28.118, 26.983, 26.439, 27.594, 29.178, 31.075, 31.784, 32.832, 32.644, 31.709, 30.271, 29.828,
28.813, 27.521, 28.336, 28.967, 29.934, 30.934, 31.841, 31.655, 30.733, 38.401, 29.778, 29.780, 29.286, 29.142, 29.306, 29.818,

ﬁ 38.216, 29.984, 30.186, 29.888, 30.387, 30.031, 30.419, 30.364, 30.733, 30.750, 30.075, 29.638, 29.835, 28.860] r=[3.412, 4.295,
6.467, 7.874, 5.714, 4.090, 3.866, 5.483, 6.398, 6.862, 5.620, 4.627, 5.052, 6.859, 6.358, 6.272, 5.345, 5.599, 5.508, 5.798, 6.048,
5.807, 6.162, 6.265, 5.819, 5.786, 5.723, 6.614, 6.029, 6.638, 5.753, 5.314, 5.967, 6.807, 7.279, 6.415, 5.072, 5.647, 6.510, 6.744,

P 6.646, 6.281, 5.319, 5.842, 6.058, 7.083, 6.753, 6.226, 6.258, 6.470, 6.928, 6.712, 6.299, 6.264, 6.879, 6.216, 6.823, 6.192, 6.519,
6.340]1)

’ VL-122{n=44 c=[29.821, 35.903, 40.033, 42.443, 42.116, 39.540, 34.980, 28.807, 24.190, 20.758, 17.839, 18.524, 20.463, 26.045,
30.865, 36.658, 40.793, 42.050, 41.157, 37.784, 34,316, 28.833, 23.388, 19.526, 19.567, 19.762, 23.495, 28.223, 31.698, 36.425,
38.788, 40.383, 38.269, 35.988, 32.754, 28.277, 24.378, 21.787, 21.099, 22.642, 24.942, 28.819, 33.287, 34.845, 36.282, 37.591,
36.234, 33.900, 30.805, 28.065, 25.1080, 23.688, 23.165, 23.954, 26.559, 29.919, 31.775, 33.548, 34.538, 35.628] r=[3.422, 3.606,

. 3.184, 3.696, 4.251, 3.636, 3.873, 3.796, 4.422, 4.123, 3.241, 4.015, 4.675, 4.871, 4.498, 4.836, 5.188, 3.961, 4.153, 5.561, 5.942,

5.782, 6.208, 4.849, 4.629, 4.703, 5.679, 6.516, 8.187, 6.381, 5.355, 4.273, 4.847, 6.345, 7.722, 8.680, 7.848, 5.187, 5.869, 4.576,
8.858, 7.925, 9.743, 8.833, 6.906, 5.962, 6.255, 8.460, 9.738, 9.462, 8.696, 7.920, 6.494, 7.336, 8.502, 10.454, 10.265, 8.835,
7.455, 6.943]}
CL-224{n=84 c=[30.065, 29.791, 38.277, 31.876, 31.364, 32.666, 31.424, 32.151, 32.585, 32.685, 33.224, 33.435, 33.469, 33.959,
33.826, 34.346, 34.639, 35.304, 35.441, 35.489, 36.925, 38.349, 38.587, 38.979, 39.739, 40.647, 41.791, 40.840, 41.809, 43.271,
42.597, 44.172, 43.765, 43.956, 44.886, 45.080, 45.281, 45.351, 45.516, 45.877, 46.443, 46.902, 47.398, 47.216, 47.702, 48.154,
48.479, 48.024, 48.180@, 49.133, 49.064, 49.539, 50.163, 50.465, 50.384, 51.109, 51.086, 51.084, 51.339, 51.592] r=[3.653, 3.638,
3.867, 3.330, 3.890, 3.296, 3.587, 3.434, 3.834, 3.918, 3.543, 3.573, 4.474, 4.212, 4.53@, 4.241, 4.916, 4.718, 5.174, 5.193, 5.073,
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Figure 5.1: Final Clusters on Decentralized data
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Y clusters.txt 3¢

CL-175{n=116 c=[29.946, 29.541, 30.153, 30.549, 30.092, 30.412, 31.028, 30.938, 30.865, 31.119, 30.531, 31.237, 31.086, 31.426,
31.628, 31.423, 31.488, 31.615, 31.659, 32.077, 32.833, 32.142, 32.492, 33.812, 33.603, 34.414, 34.265, 34.916, 35.828, 35.330,
34,926, 35.922, 36.977, 37.939, 37.872, 38.866, 40.168, 40.546, 40.993, 41.954, 41.573, 42.413, 42.428, 42.543, 41.755, 42.937,
42.686, 42.496, 42.813, 42.738, 42.763, 42.935, 42.831, 43.315, 43.772, 43.619, 43.741, 43.230, 44.182, 43.731] r=[3.531, 3.476,
3.563, 3.544, 3.721, 3.687, 3.678, 3.503, 3.715, 3.724, 3.444, 3.777, 3.663, 3.439, 4.288, 3.595, 3.643, 4.083, 4.133, 4.406, 4.245,
5.123, 5.024, 4.594, 5.467, 5.443, 5.341, 5.391, 5.995, 5.184, 6.076, 6.203, 6.585, 6.375, 6.027, 6.110, 5.645, 5.471, 5.009, 5.219,
4.047, 4.715, 4.690, 4.538, 4.620, 4.583, 4.952, 4.472, 4.783, 4.447, 4.711, 4.653, 4.662, 4.070, 4.371, 4.396, 4.459, 4.772, 4.626,
4,570}
CL-203{n=77 c=[30.499, 29.421, 29.171, 28.925, 28.836, 28.303, 28.225, 26.178, 26.848, 27.201, 26.626, 26.671, 25.980, 25.683,
25.145, 24.604, 24.344, 23.589, 24.474, 23.749, 23.494, 20.344, 20.088, 20.086, 19.593, 18.231, 18.388, 18.561, 17.727, 17.679,
17.163, 16.526, 15.904, 15.589, 15.361, 15.173, 14.925, 14.150, 13.501, 13.332, 14.347, 13.192, 13.395, 13.307, 11.949, 11.801,
11.367, 11.673, 11.117, 16.334, 10.514, 9.299, 9.618, 9.187, 8.631, 8.811, 8.661, 7.805, 7.466, 7.493] r=[3.244, 3.324, 3.126, 3.076,
3.630, 3.566, 3.598, 3.493, 3.818, 4.024, 3.664, 3.387, 3.234, 3.903, 3.894, 4.477, 4.549, 4.169, 4.668, 4.259, 5.139, 5.004, 5.035,
4,588, 4.843, 5,277, 4.146, 3.704, 4.249, 4.707, 4.133, 3.789, 3.519, 3.690, 3.878, 3.884, 3.649, 3.647, 3.836, 3.730, 3.715, 4.256,
3.988, 4.341, 4.270, 4.879, 3.930, 4.117, 4.479, 4.784, 5.264, 4.950, 4.820, 4.857, 4.972, 5.032, 5.177, 5.721, 5.616, 6.048]}
CL-432{n=156 c=[29.718, 32.472, 34.383, 34.597, 33.313, 31.251, 29.282, 27.058, 26.153, 25.700, 26.791, 29.061, 32.200, 33.099,
33.818, 33.211, 31.515, 29.776, 28.118, 26.903, 26.439, 27.594, 29.178, 31.075, 31.784, 32.832, 32.644, 31.709, 30.271, 29.028,
28.013, 27.521, 28.336, 28.967, 29.934, 30.934, 31.841, 31.655, 30.733, 30.401, 29.778, 29.780, 29.286, 29.142, 29.306, 29.818,
30.216, 29.984, 30.186, 29.888, 30.387, 30.031, 30.419, 30.364, 30.733, 30.750, 30.075, 29.638, 29.035, 28.860] r=[3.412, 4.295,
6.467, 7.074, 5.714, 4.096, 3.866, 5.483, 6.398, 6.862, 5.620, 4.627, 5.052, 6.859, 6.358, 6.272, 5.345, 5.599, 5.5088, 5.798, 6.048,
5.807, 6.162, 6.265, 5.819, 5.786, 5.723, 6.614, 6.029, 6.638, 5.753, 5.314, 5.967, 6.807, 7.279, 6.415, 5.072, 5.647, 6.510, 6.744,
6.646, 6.281, 5.319, 5.842, 6.050, 7.083, 6.753, 6.226, 6.258, 6.470, 6.928, 6.712, 6.299, 6.264, 6.079, 6.216, 6.823, 6.192, 6.519,
6.346]}
VL-169{n=44 c=[29.821, 35.903, 40,033, 42.443, 42.116, 39.540, 34.980, 28.807, 24.190, 20.758, 17.039, 18.524, 20.463, 26.045,
30.865, 36.658, 40.793, 42.050, 41.157, 37.784, 34.316, 28.833, 23.388, 19.526, 19.567, 19.762, 23.495, 28.223, 31.698, 36.425,
38.788, 40.383, 38.269, 35.988, 32.754, 28.277, 24.378, 21.787, 21.099, 22.642, 24.942, 28.819, 33.287, 34.845, 36.282, 37.591,
36.234, 33,900, 30.805, 28.065, 25.180, 23.688, 23.165, 23.954, 26.559, 29.919, 31.775, 33.548, 34,538, 35.628] r=[3.422, 3.606,
3.104, 3.696, 4.251, 3.636, 3.873, 3.796, 4.422, 4.123, 3.241, 4.015, 4.675, 4.871, 4.498, 4.836, 5.188, 3.961, 4.153, 5.561, 5.942,
5.782, 6.208, 4.849, 4.629, 4.703, 5.679, 6.516, 8.187, 6.381, 5.355, 4.273, 4.847, 6.345, 7.722, 8.680, 7.840, 5.187, 5.069, 4.576,
=¥ [8.058, 7.935, 9.743, 8.833, 6.906, 5.962, 6.255, 8.460, 9.738, 9.462, 8.696, 7.920, 6.494, 7.336, 8.502, 10.454, 10.265, 8.835,
7.455, 6.943]}
CL-367{n=84 c=[30.865, 29.791, 30.277, 31.876, 31.364, 32.666, 31.424, 32.151, 32.585, 32.685, 33.224, 33.435, 33.469, 33.959,
33.826, 34.346, 34.639, 35.304, 35.441, 35.409, 36.925, 38.349, 38.507, 38.979, 39.739, 40.647, 41.791, 40.840, 41.809, 43.271,
42,597, 44.172, 43.765, 43.956, 44.886, 45.080, 45.281, 45.351, 45.516, 45.877, 46.443, 46.902, 47.398, 47.216, 47.702, 48.154,
48.479, 48.024, 48.180, 49.133, 49.064, 49.539, 50.163, 50.465, 50.304, 51.109, 51.086, 51.084, 51.339, 51.592] r=[3.653, 3.638,
3.067, 3.330, 3.890, 3.296, 3.587, 3.434, 3.834, 3.918, 3.543, 3.573, 4.474, 4.212, 4.538, 4.241, 4.916, 4.718, 5.174, 5.193, 5.073,
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Figure 5.2: Final Clusters on Centralized data
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The above figures show the correctness of the proposed algorithm. It can be seen
that the final cluster centers obtained by the merging of the clusters and the
clustered points obtained in the final iteration of the two-party k-mean computation
is similar to the cluster center obtained by the running of k-means algorithm single
time. The correctness can be further seen as both the algorithms were run on same

environment and platforms with same hardware and software configuration.

Thus, it is proved that the algorithm maintains the correctness and validity of the
final result and thus can be applied to all situations where a single party k-means

can be used.

Coming to the security issue we know that the model uses a partitioned approach
to store the large dataset .i.e. the dataset is fragmented horizontally with a certain
number of records with n attributes stored on Host A and the other set of record
on Host B. Thus, fragmentation is the first step towards the security against data
mining based attacks as the intruder which otherwise could, after getting an
unauthorized access or entry to the data storage point, easily use the cheap and
simple data mining techniques to extract valuable information from the data. But,
as the data is fragmented and kept in chunks at different locations getting the
correct information from the incomplete data becomes impossible thus fending off

the attack by the adversary.

Secondly, the assumed model is that of a semi-honest adversary .i.e. participants
try to leak the data of one another while maintaining their privacy. This approach
deals with this threat as the intermediate results of both the party goes to a third
party, and that too in an encrypted form, and it performs the computation on the
encrypted data and returns the encrypted results to each party. Thus, each party
only knows their intermediate values and the final value but not the data of the

other party.
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Lastly, as the data goes to the third party encrypted with a key, if an intruder is
able to pick the data in the transition he/she will not be able to decipher the
encrypted data to get the original values and to simulate the approach with those

values. This prevents Sniffing attack on the data-in transit.
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Chapter 6

Conclusion and Future Scope

This chapter presents the conclusion drawn from the results obtained after implementing
the proposed approach and the future work which can be done to further improve the

efficiency and security against the high-level attacks.
6.1 Conclusion

Data Mining attacks in cloud are major concern for the cloud provider as well as client
these days. These attacks pose a great threat to the client’s confidential and sensitive data.
A lot of techniques exist which tries to tackle the privacy issue of cloud mining to some
extent but none can solve it completely. Addition of misleading data or perturbation with
noise may lead to mining failure or incorrect final results. Fragmenting the data and
keeping it decentralized though prevents an adversary from having access to complete
data, with an additional advantage of parallel processing but in case an authorized user
wants to mine the data from distributed database an algorithm is needed which maintains

privacy of intermediate results as well as the correctness and validity of the above results.

The proposed approach tries to fill the above gap by combining the Decentralization of
the data along with an encryption scheme which conforms to the correctness and validity

of the result while maintain the client privacy at the same time.
6.2 Future Scope

The above approach prevents the data leakage to an adversary if he/she intercepts the data
in the middle of communication. But, as a Third Party is used to make communication

possible between the two Hosts, an adversary can pose as an imposter posing as a Third
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Party and can get the data from both the Hosts. To prevent this, a digital signature or
hashing technique can be incorporated in the algorithm to prevent an adversary to pose as

the third party.
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