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Abstract

In the realm of wireless sensor networks, the Mobile Agent (MA) paradigm presents sig-
nificant advantages over the traditional client-server model, particularly in addressing the
crucial issue of energy consumption. Optimizing the itinerary for efficient data collec-
tion and considering the detection of malicious nodes are pivotal factors. We delve into
the challenges and risks of securing mobile agents within extensive and dynamic sensor
networks. The security of large-scale networks is paramount, especially when harnessing
mobile agents to optimize network efficiency and data processing capabilities. Secur-
ing large-scale networks is crucial for protecting sensitive data, ensuring uninterrupted

operations, and upholding user trust.

This abstract delineates the security considerations associated with mobile agents in vast
WSNs. Large-scale WSNs often operate in resource-limited and hostile environments, so
they are vulnerable to various security threats, such as node compromise, data tampering,
and unauthorized access. We assess potential vulnerabilities arising from mobile agent
movement, communication, and data aggregation processes and scrutinize the impact of
security breaches on network performance and reliability. To address these challenges,
we survey state-of-the-art security mechanisms, including secure agent migration proto-
cols, cryptographic methods for data protection, and trust management models for agent

authentication and authorization.

In the first scheme, our research focuses on identifying and addressing attacks to prevent
communication breakdown as sensor nodes become more vulnerable in dynamic environ-
ments. We use the SPIN protocol and machine learning models to classify attacks and
propose an ensemble model with 95% average accuracy. K-Fold cross-validation ensures

consistency.

The second scheme focuses on using the Border-Hunting Optimization-based Deep CNN
(BHO-DCNN) for a mobile agent (MA)-based intrusion detection in Wireless Sensor
Networks (WSN). This approach aims to accurately identify malicious activities within
sensor networks. The BHO-DCNN algorithm resulted in 45 alive nodes, an end-to-end
delay of 0.2572 ms, a normalized energy consumption of 0.1622 J, and a throughput of
0.3125 % for 50 nodes at a 100 % population rate.

The third scheme focuses on developing a self-configuring mobile agent-based intrusion
detection system using a Hybrid Deep LSTM. In wireless networks, sensor nodes send

data to cluster heads, which then transmit it to the base station. Cluster head selection



is based on a multi-objective function. The data is sent to the sink node through a
mobile agent, where a Hybrid Deep LSTM classifier is used. The model will be trained
to improve intrusion detection based on the self-configuring concept. Its effectiveness will
be evaluated by comparing it with existing techniques using performance metrics such as

energy consumption, delay, traffic overhead, and throughput.

The fourth scheme focuses on a comprehensive approach to safeguarding mobile agents
from malicious code execution by utilizing a Dynamic Bloom Filter and BlowFish algo-
rithm; it addresses the inherent security challenges in cloud networking. The proposed
method aims to detect and prevent malicious code execution. The paper offers a com-
pelling solution to enhance agent security by using Dynamic Bloom Filters, elliptical
curve keys, and asymmetric BlowFish encryption. Implemented on the JADE platform,
the results reaffirm the effectiveness of the Dynamic Bloom Filter and BlowFish algorithm

in fortifying mobile agents against security threats.

Keywords: Wireless Sensor Networks (WSNs), Mobile Agents (MAs), SPIN Protocol,
Machine Learning, Ensemble Model, Border Hunting Optimization (BHO), Deep Con-
volutional Neural Network (DCNN), Intrusion Detection System (IDS), LSTM, Network

Simulator
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Chapter 1

Introduction

Mobile agents are dynamic software programs that represent users in computer networks,
seamlessly migrating between nodes to execute tasks on behalf of the user. They blend
computer code and data designed to move autonomously between computers, continuing
their operations seamlessly. They can roam across a network, interacting with resources
and other agents while minimizing the risk of data loss. This allows for relocating com-
plex processing functions to locations where extensive data processing is essential. Mobile
Agents are also called transportable agents. They possess the capability to traverse vast
networks, such as the World Wide Web, engaging with diverse hosts to gather informa-
tion and fulfill user-assigned duties. The mobility of agents allows them to seamlessly
move between platforms, with the home platform serving as the trusted starting point.
Each platform can consist of multiple hosts and support various computational environ-
ments where agents interact. Agents can collaborate and communicate with one another,
selectively sharing information while maintaining confidentiality. Security poses a pri-
mary challenge for the successful implementation of agent-based applications. They are

classified into two types:
e Mobile Agents with pre-defined path: They have a static migration path.

e Mobile Agents with undefined path, i.e., Roamer: They have dynamic migration
paths. The mobile agents choose their path according to the present network con-

dition.

Mobile agents in computer networks are a revolutionary concept. They are autonomous
software programs that can seamlessly move from one network node or device to another,
carrying out tasks and making decisions on behalf of their users. Unlike traditional client-
server models, mobile agents travel to the specific network node or device to perform their
functions, reducing the load on the network and supporting disconnected operations. By
employing mobile agents, handheld wireless devices can provide a reliable network for
message transport over wireless nodes in the network, even in the face of low bandwidth
and high risk of network errors due to high mobility. This capability can transform

communication efficiency and reliability in large-scale wireless networks.



The growth of network and computing technologies has increased the demand for efficient
communication paradigms for distributed applications. The traditional RPC model is not
ideal due to continual connections and high network overhead. Mobile agent research has
become more frequent, as mobile agents can execute code and data in agent platforms
and perform distributed computation on behalf of the user. They offer superior flexibility
and performance compared to existing communication paradigms. The use of mobile
agents presents both benefits and challenges. While they provide increased flexibility in
information retrieval, network and system management, and electronic commerce, their
susceptibility to attacks hinders widespread adoption. Security is a critical concern,
especially in networked environments with numerous users. Balancing security measures

with usability is essential for the practical application of mobile agents.

Mobile agents can be employed in wireless handheld devices in two ways: An agent
platform could be installed on the device, enabling mobile agents to run directly on it, or

devices could access and use remote mobile agents running on wired networks [1].

Mobile agents represent a revolutionary computing paradigm, enabling seamless move-
ment of applications between platforms to create a flexible distributed system. In the
ever-expanding realm of internet usage, network infrastructure faces challenges like low
bandwidth, high network load, and latency, which mobile agents, also known as intelligent
robots, aim to alleviate. These autonomous software codes can communicate with remote
terminals, Java applets, and distributed databases. Mobile agents can physically travel
across networks and execute tasks on machines that support agent hosting. This unique
capability allows processes to migrate between computers, split into multiple instances
on different machines, and return to their origin. Unlike traditional remote procedure
calls, process migration enables executable code to travel and interact with various sys-
tems and agents. In a broader sense, mobile agents act as a user’s representative in a
computer network, autonomously moving between nodes to perform computations on the

user’s behalf.

Mobility allows an agent to move or hop among agent platforms. The agent platform
provides the computational environment in which an agent operates. The platform from
which an agent originates is called the home platform and is usually the most trusted
environment for an agent. One or more hosts may comprise an agent platform, and
an agent platform may support multiple computational environments or meeting places
where agents can interact. They may cooperate or communicate with other agents,
making the location of some of their internal objects and methods known to other agents
without giving all their information away. Security is the main issue when deploying

applications based on agent technology.



Hosi & Host B

Host C

Fig 1.1: Working of Mobile Agent

The proposed methods begin with analyzing the attacks and security breaches on net-
works using mobile agents through Wireless Sensor Networks. Analyzing the vast data
showed that security and attacks are not a single complex problem but a collection of
many relatively more straightforward issues. The proposed technique considers this while
analyzing the data and helps identify the critical attributes that secure the mobile and

host platforms from malicious agents or platforms.

1.1 Background

In Wireless Sensor Networks (WSNs), mobile agents are crucial because they can in-
dependently move across network nodes and perform tasks like data aggregation and
network management, as their many features are supported. However, mobile agents are
susceptible to numerous security threats due to their dynamic nature and the sensitivity
of the data they handle. Securing mobile agents involves protecting against unautho-
rized data access and tampering and ensuring both agents’ and hosts’ authenticity and
integrity. This multifaceted security landscape requires robust cryptographic techniques,
secure communication protocols, and stringent access control measures to uphold the

effectiveness and dependability of mobile agent operations in WSNs.

Mobile agents, which autonomously migrate across sensor nodes to perform tasks, face



threats such as unauthorized access, data tampering, and malicious hosts. Ensuring

secure communication, authentication, and data integrity is essential to mitigate these

risks.

Recent studies highlight various approaches, including cryptographic techniques

and secure migration protocols, to enhance mobile agent security in WSNs [2]. The

research underscores the importance of developing lightweight, efficient security solutions

tailored to the resource-constrained environments of WSNs [3].

Mobile Agents Overview: Mobile agents are software entities capable of au-
tonomous movement within a network. They carry code, state, and data, enabling
self-sufficiency in task execution. Their migration ability allows movement between

different network nodes, including heterogeneous environments.

Early Research Focus: Initial studies focused on agent mobility, security, and
efficient communication protocols. Frameworks like the Java Agent Development
Framework support agent execution and migration. The Aglets Communication

Framework facilitates communication between agents and nodes.

Security Techniques: Ensuring agent integrity, confidentiality, and authenticity
during migration is critical. Techniques include encryption, digital signatures, and

secure communication channels to protect agents from tampering and eavesdrop-

ping.

1.2 Challenges

Mobile agents offer flexibility and efficiency for distributed computing tasks in wire-
less sensor networks (WSNs). However, their security during migration poses sig-
nificant challenges, requiring robust protocols and techniques to safeguard their
operation in dynamic and heterogeneous environments. Despite these advance-
ments, several challenges remain in ensuring the security and efficiency of mobile
agents in WSNs:

Agent and Network Security During Migration:
— Protecting agents from attacks while they move between nodes.
— Ensuring secure interaction with various network elements.
Managing Dynamic Environments:

— Handling the movement and interaction of agents in ever-changing network

conditions.



— Adapting to network topology changes and varying resource availability.
e Efficient Utilization of Resources:
— Optimizing the use of network and computational resources.

— Balancing the load to prevent network congestion and ensure efficient task

execution.

1.3 Security threats on Mobile Agents

Mobile agents have advantages over other paradigms due to their properties of network
load reduction, ability to overcome the problem of network latency, fault-tolerant capabil-
ity, operation asynchronously, etc. On the other side, security risk is the main drawback
of mobile agents. The most important feature of mobile agents in a network infrastruc-
ture is their mobility, through which they can autonomously and asynchronously travel
in a network. Due to this feature, mobile agents are vulnerable to attacks that com-
promise communication security requirements like confidentiality, integrity, availability,

accountability, etc.
1. Mobile agents have two security aspects:
e Protecting the Host machine
e Protecting the Mobile Agent
2. Mobile agents and hosts are vulnerable to several threats:
e Agent to Host threats
e Agent to Agent threats

e Host to Agent threats

1.4 Limitation of Mobile Agents

There are limitations because of missing solutions to numerous issues arising in mobile

agent systems concepts and design. Some of the limitations of mobile agents are:

1. A general statement for mobile agents that they are used to communicate to re-
duce network bandwidth consumption and performance, which is not valid in every

scenario.



10.

. There is a lack of a systematic approach to designing mobile agents, making it

challenging to develop.

Implementing agents is also hard work as so many unpredictable interactions are

present in its journey to many places with adverse environments.

Mobile agents always keep secure information for authentication. Authentication is
one of the essential processes for mobile agents. For this reason, the authenticating

mechanism may be weak.

The testing and debugging of such systems are highly complex. This is because the

approaches become more unpredictable.

Corruption of the agents is possible as the agent transfers over the various places

it visits, i.e., an agent can lose information or deviate from its goal.

Since information might be lost, the agents cannot be trusted with secret informa-

tion either. The data can be leaked on its way.

. Mobile agents require a setup or an infrastructure to perform. A system that bases

itself on mobile agents would require mobile agents to execute all the places.

Mobile agents, to interact, require a sort of a mechanism, a means to interact or to
collaborate; there is a lack of such an approach, such a language that supports its

mechanism.

Mobile agents remotely execute at one place and execute and go to the next; this
is very much like a worm that can cause so much damage to the system if they are

allowed to process.

1.5 Research Gaps

Presently, the major focus of research in the area of mobile agents is on the security of

the agents. Protecting mobile agents against malicious platforms is still difficult, as no

soundproof solutions are available. Although the prevalent techniques have succeeded

to a certain extent, mitigation of the damage caused by malicious platforms cannot

be eliminated. The mobile agent can’t predict through run-time monitoring whether a

platform will be malicious. Some of the major gaps that persist in the security of mobile

agents from malicious hosts are:

1.

Lack of effective detection techniques: Detection techniques such as state

appraisal, reference states, and sedentary agents help detect malicious actions, but



they cannot successfully prevent such damage from malicious hosts.

. Existing Trust approach is the organizational solution: The most straight-
forward approach consists of executing agents only in a trusted environment, i.e.,
hosts that are supposed to have correct behavior, so control is only based on their
"reputation” and only trustworthy parties can operate hosts. The main problem
is the limitation of hosts that can be considered as trusted. Furthermore, if there
are no control mechanisms when a trusted host turns into malicious behavior, it is

impossible to detect which host is.

. Lack of efficient prevention techniques: Although various prevention tech-
niques have received attention from multiple researchers, they have little success
in protecting mobile agents against malicious platforms. Additionally, it brings
to question the significance of mobility in agent-mediated applications. If the
risk for agent mobility is huge under untrustworthy environments, then evaluat-
ing the necessity of mobility features for an agent-mediated application becomes
essential. Avoiding mobility in untrustworthy or potentially untrustworthy envi-
ronments could go a long way in reducing the attack surface for an application. Of
course, such decisions about applications’ architecture must be made after careful

examination of various requirements such as availability, robustness, and security.

. Improvements desired in Black box Security technique: Need for security
architectures for creation, classification, and validation of trusted mobile agents:]
The motivation behind architectures is that most of the current research and devel-
opment results deal with the security of mobile agents, describe solutions only for
the usage of mobile agents. These contributions assume that agents possess unique
and recognizable identities, cryptographic keys, assigned assurance levels, and other
security parameters. But, very few research contributions describe how to create,

classify, and evaluate mobile agents before their adoption and deployment.

. Improvements in Security technique: No general algorithm or approach exists

for providing security.



1.6 Objectives

The broad objectives of this research work are:

1. To study, analyze and explore the already existing security techniques to protect
mobile agents from malicious host and identify important security issues which need
to be addressed.

2. To propose and implement a technique for the security of mobile agents from various

attacks.

3. To test and validate the proposed technique on a simulated environment using

various security testing parameters.

1.7 Thesis Organization

Chapter 1: Introduction

This chapter provides an overview of mobile agents in wireless sensor networks (WSNs),
detailing their background, inherent challenges, security threats, limitations, research
gaps, and objectives. Mobile agents are autonomous software entities capable of mi-
grating across network nodes and executing tasks independently, offering flexibility and
efficiency advantages. However, their mobility introduces significant security threats,
such as tampering and unauthorized access, as well as challenges in resource manage-
ment and dynamic environment adaptation. Existing literature reveals gaps in robust
security mechanisms and efficient resource utilization. This research aims to address
these gaps by proposing novel solutions and methodologies, thereby enhancing the secu-
rity and efficiency of mobile agents in WSNs. The objectives include developing secure
migration protocols, optimizing resource usage, and improving network resilience against
threats.

Chapter 2: Literature Survey

The literature examines various approaches for detecting attacks and threats on mobile
agents, including using available techniques and mechanisms—a detailed examination
of existing research on mobile agents and their security in WSNs. Mobile agents offer
a promising approach to enhancing the functionality and efficiency of Wireless Sensor
Networks (WSNs). However, their integration introduces significant security challenges
due to their autonomous nature and the resource-constrained environment of WSNs.
This literature review examines the existing research on mobile agent security in WSNs,

focusing on the primary threats, proposed solutions, and future research directions.



Chapter 3: Mobile Agents in Wireless Sensor Networks with Security Threats

and Countermeasures

This chapter presents that mobile agents autonomously migrate between sensor nodes to
perform tasks such as data collection and network management, and deploying mobile
agents in WSNs presents several challenges, primarily related to security and resource
constraints. Ensuring the secure operation of mobile agents involves protecting against
threats such as unauthorized access, data tampering, and node impersonation. Robust
cryptographic techniques, secure communication protocols, and effective authentication
and authorization mechanisms are essential to safeguard mobile agents and sensor nodes.
Their mobility and the resource-constrained nature of WSNs expose them to various se-
curity threats. These include unauthorized access, data tampering, and identity spoofing.
Addressing these challenges requires robust cryptographic techniques, secure communi-
cation protocols, and stringent authentication and authorization mechanisms to protect
the mobile agents and the sensor nodes they interact with for security threats and coun-

termeasures.

Chapter 4: Mobile Agent-Based Intrusion Detection System This chapter fo-
cuses on examining the role of mobile agents in wireless sensor networks (WSNs) and
addressing security challenges. Mobile agents offer advantages in WSNs, including en-
hanced data processing efficiency, reduced communication overhead, and improved scala-
bility. However, deploying mobile agents introduces security concerns like node compro-
mise and data integrity threats. Incorporating a chapter on ” Using a Mobile Agent-Based
Intrusion Detection System, an Ensemble Model for Automated Attack Classification in
Large-Scale Wireless Sensor Networks” in a thesis requires a structured approach outlin-
ing its significance and implementation details. The chapter introduces Intrusion Detec-
tion Systems (IDS), emphasizing their crucial role in safeguarding large-scale WSNs from
security threats. It delves into the concept of mobile agent-based IDS, highlighting bene-
fits such as reduced network overhead and enhanced scalability. The focus is on detailing
the ensemble model for automated attack classification and explaining the integration of

multiple detection techniques to improve accuracy and reliability.

Chapter 5: Border-Hunting Optimization for Mobile Agent-Based Intrusion

Detection

Integrating the ”Border-Hunting Optimization for Mobile Agent-Based Intrusion Detec-
tion With Deep Convolutional Neural Network” chapter into the thesis entails a struc-
tured approach focused on a comprehensive literature review, detailed methodology, im-
plementation specifics, performance evaluation, comparative analysis, and conclusive in-

sights. The chapter begins with thoroughly exploring existing literature, highlighting



methodologies employing optimization techniques and deep learning, setting the stage
for introducing Border-Hunting Optimization (BHO) in tandem with Deep Convolutional
Neural Networks (CNNs) for intrusion detection. Methodologically, the thesis delineates
the operational framework of BHO, elucidating how it optimizes mobile agent trajecto-
ries to enhance network surveillance efficiency while CNNs augment detection accuracy
through robust pattern recognition. Detailed implementation accounts encompass agent
deployment strategies, network configurations, and dataset specifics crucial for train-
ing and evaluating the BHO-CNN model. Rigorous performance evaluation is pivotal,
rigorously assessing detection metrics such as accuracy, false favorable rates, and com-
putational efficiency under varied intrusion scenarios. Comparative analysis juxtaposes
BHO-CNN against conventional intrusion detection systems, emphasizing its efficacy and
operational advantages. The discussion culminates in comprehensive insights, underscor-
ing BHO-CNN’s contributions to advancing mobile agent-based security in wireless sensor
networks while identifying avenues for future research to refine further and expand its

applicability.
Chapter 6:Self Configuring Mobile Agent-Based Intrusion Detection

The ”Self-Configuring Mobile Agent-Based Intrusion Detection” chapter explores inno-
vative intrusion detection systems (IDS) using mobile agents, focusing on self-configuring
approaches. It begins with an introduction to mobile agent-based IDS, highlighting the
limitations of traditional systems. The chapter outlines design principles, architecture,
implementation details, and evaluation metrics with practical case studies. Critical anal-
ysis addresses the strengths and limitations of the self-configuring approach, paving the
way for future research. The unauthorized entry into a computer system is one of the
most significant risks to computer security in the modern era. Network attacks of novel
types are constantly emerging as network applications expand quickly. The identification
of intrusion activity that spreads across the public network is done via Intrusion Detec-
tion (ID). ID may have to handle many audit record formats. IDS, as a security tool,
is now essential for spotting attacks on computer networks and resources. For mobile-
agent-based ID in WSN, the proposed Dunnock Ibis Optimization LSTM model (DIO
opt LSTM) has been developed for this research. To accurately identify an intrusion in
a network, the DIO opt LSTM model’s relevance is determined by combining its features
with optimization and running it through a deep classifier. For the classifier parameters
in the detection approach, which includes the searching, surrounding, group hunting, and
prey attacking characteristics, the algorithm’s fitness yields a better rate of convergence
by utilizing the database IDS 2018 Intrusion CSVs (d1), the analysis is done based on
performance metrics such throughput (TP), delay alive nodes, and NE. End-end-delay
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(ED), normalized energy (NE), and TP for the 50 nodes at the 100 populate rate were
all achieved with the developed DIO opt LSTM algorithm. The DIO opt LSTM method
has a delay of 0.41, 0.80, and 0.46 at nodes 50, 100, and 200 at a population rate of 100.
The BHO-DCNN at a population rate of 100 has NE of 0.16, 0.15, and 0.15 at nodes 50,
100, and 200. In conclusion, the developed DIO opt LSTM achieves a TP of 0.76, 0.85,
and 0.89 bps at nodes 50, 100, and 200 at a population rate of 100.

Chapter 7: Enhancing Security with Dynamic Blow Filter and Blow Fish Se-
curity Protocol to Safeguard Against Malicious Mobile Agents. This chapter
will explore the role of Dynamic Blow Filter and Blow Fish and its Security Protocol in
safeguarding mobile agents in dynamic network environments. The chapter will begin by
highlighting mobile agents’ vulnerabilities and the need for robust security measures. It
will then provide a comprehensive literature review, identify gaps in existing methodolo-
gies, and detail the protocol’s design, implementation, and practical deployment. The
chapter will also cover methodology, security test results, comparisons with existing meth-
ods, and a discussion of the implications of the findings. This thesis aims to contribute a
comprehensive study of the Dynamic Blow Fish and Blow Fish algorithm and its Security
Protocol, advancing knowledge and practical solutions in securing mobile agents against

malicious adversaries.

Chapter 8: Conclusion and Future Directions The chapter provides a summary
of the conclusions drawn from the thesis, as well as potential future directions. By
highlighting the key findings in the areas of conclusions and future scope, it is evident that
this thesis can make a substantial contribution to enhancing the security and efficiency

of mobile agent-based intrusion detection systems in wireless sensor networks.
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Chapter 2

Literature Survey

This chapter introduces the concept of mobile agents, including their working model,
characteristics, features, types, limitations, and challenges. The discussion about working

and available mobile agent systems will greatly contribute to further study.

2.1 Mobile Agents

Mobile agents are autonomous software entities that can migrate across network nodes,
carrying their code and state. They can execute tasks, interact with network components,
and exchange data with other agents and hosts. These agents are autonomous entities
that can perform tasks and make decisions on behalf of their owners or users. They are
designed to carry out specific functions such as data collection, processing, or communi-
cation within a network. Mobile agents are different from traditional client-server models,
where the client sends a request to the server, and the server processes the request and
sends the response back to the client. In the case of mobile agents, the agent itself travels

to the appropriate network node or device to perform the required task.

2.2 Features of Mobile Agents

1. Mobility: With the help of the mobility feature, mobile agents migrate from node
to node, and communication processes can be performed in a wireless and fixed

network.
2. Autonomy: Mobile agents execute autonomously on behalf of some other process.

3. Communication: Mobile agents can communicate with another mobile agent, servers

(i.e., either mobile or fixed), and other clients.

4. Learning: One of the most exciting features of mobile agents is their learning ability,

i.e., they change their behavior according to their past experience.

5. Interoperability: Mobile agents have the property to operate on different platforms

or over different clients and adapt to environmental changes.
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6. Persistence: Mobile agents do not need to establish continuous connections for the

execution of programs, i.e., it deals with disconnected operations.

2.3 Benefits of Mobile Agents

Reduction in network load.

Ability to overcome the problem of latency.

Capability of encapsulating protocols.

Dynamic adaptation.

Ability to execute asynchronously.

Fault tolerance.

Mobile agents are heterogeneous in nature

2.4 Applications of Mobile Agents

Mobile agent can be used in many commercial applications like
e Data collection or information retrieval.
e E-Commerce
e Parallel Computing
e Mobile Computing
e Network Management

This technology offers several benefits, including efficient resource utilization, reduced
network latency, flexibility, adaptability, fault tolerance, and security. Shashank Sri-
vastava et al. The mobile agent technique was a software-oriented agent system that
offers to move between different locations. Developing an agent-based system, the sys-
tem itself consists of a mobility framework. The framework consists of all agent models,
including the navigation model.[4] Chia-Hui Wei et al. describe The field of agents as
having numerous applications, methodologies, and thoughts, which has made it one of
the more dynamic research areas in past years. The agent model was a newer extension
in distributed computing models.[5] C. Zhang et al. proposed a significant approach of

mobile agents in networks in distributed computing and task offloading. Mobile agents
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can move to different nodes to perform computations locally, minimizing network traffic

and reducing the load on central[6]

Nimbalkar et al. introduced a development of load balancing by migrating the agents
on different platforms. This provided improved work in assassinating the movement in
distributed environments, which allowed dynamic processing from host to host to any
point. A migration algorithm was introduced to migrate the processes dynamically to a

host having low load using the load of CPU as parameter.[7]

Dada E. G.et al. Mobile Agent is an alternate way to compose a dignified distributed
system. The mobile agent advent extends the applet approach by moving code and
information settings starting with one host and then onto the next. The agents moving
at one location move with their information to another host, and at that host, execution
is extended. A provisional discussion is done and allocation according to the execution of
the JADE and Aglet mobile agents characteristics and also focuses on JADE and Aglet

architecture as a suitable framework for distributed system.[§]

Sharma et al. The mobile agent paradigm is one such science that has several applications
where it can be beneficial to identify a few areas. The places the mobile retailers have
practicably deployed are database search, distributed framework, and e-commerce. It
can produce very proper results in confined resources or in poor surroundings where
bandwidth and memory are giant constraints. However, it is still not broadly normal
due to its protection issues. This work seeks to explain the targets and properties of the
mobile marketers in the currently used architecture and platform of the mobile world
from the presently used strategy RPC(Remote Procedure Calling) and new approach RP
(Remote Programming) of the mobile network, we can distinguish the quite a number

used unused and new features of mobile agents.[9]

2.5 Multi Agents Model

A multi-agent model is a computational or conceptual framework involving multiple au-
tonomous entities and agents interacting and collaborating to achieve specific goals or
solve complex problems. Each agent possesses its own goals, knowledge, and capabilities
and can make decisions and take actions independently based on its internal state and
interactions with other agents. The concept of multi-agent models has been widely stud-
ied and applied in various fields. For example, in the domain of robotics, multi-agent
models have been used to simulate and study the coordination and cooperation of mul-
tiple robots in tasks such as exploration, search and rescue, and swarm robotics. In the

field of economics, multi-agent models have been employed to simulate market dynam-
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ics, analyze the behavior of individual agents in complex economic systems, and predict

market outcomes [10]
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Fig 2.1: Process of Multi Agent System

In the scenario of multiple autonomous agents, the multi-agent model concept will be
used, such as traffic lights, vehicles, and pedestrians interact and collaborate to optimize
traffic flow and ensure efficient transportation. Each traffic light agent has its own lo-
cal goals, such as minimizing congestion or maximizing throughput, and decides when
to change signal phases based on local traffic conditions and predefined rules. Vehicle
agents, on the other hand, navigate through the road network and make decisions on route
selection, speed, and lane changes to reach their destinations efficiently. The interactions
between these agents can be modeled using communication protocols, negotiation mech-
anisms, and coordination strategies. For example, traffic lights can communicate with
neighboring lights to synchronize their signal timings, allowing for smoother traffic flow

along a corridor.

2.6 Characteristics of Mobile Agent

Mobile agents possess several characteristics that distinguish them from traditional soft-

ware entities. Here are some key characteristics of mobile agents:

1. Autonomy Mobile agents are autonomous software entities capable of making
decisions and performing tasks independently. They can execute their code and

perform operations without constant interaction with a central server or host.

2. Mobility One of the defining features of mobile agents is their ability to migrate
or move across network nodes. They can travel from one host to another, carrying
their code, state, and execution context. Mobility allows agents to execute tasks

on different nodes and leverage local resources.
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. Code and State Mobility Mobile agents encapsulate their code, state, and exe-
cution context, which can be transferred from one host to another during migration.
This characteristic enables agents to execute seamlessly on different hosts without

losing their internal state.

. Asynchronous Execution Mobile agents operate asynchronously, meaning they
can execute tasks independently from their original host or the central server. They
can continue their execution even without direct network connectivity or when the

original host is offline.

. Communication and Interaction Mobile agents can communicate and inter-
act with other agents, host nodes, or servers in the network. They can exchange
messages, transmit data, and coordinate actions with other entities, enabling col-

laboration and distributed processing.

. Intelligent Behavior Mobile agents can exhibit intelligent behavior by adapt-
ing their actions based on local information and context. They can make decisions,
process data, and adjust their behavior dynamically, providing flexibility and adapt-

ability in different network environments.

. Resource Awareness Mobile agents know the resources available on host nodes.
They can utilize local resources efficiently, such as processing power, memory, and

storage, to optimize their execution and minimize network traffic.

. Security Considerations Mobile agents require security mechanisms to protect
against unauthorized access, code injection, or tampering during migration. They
may employ encryption, authentication, and access control measures to ensure se-

cure operation and protect sensitive data.

2.7 Available Mobile Agent Models

These characteristics make mobile agents well-suited for various applications, including

distributed computing, network management, data aggregation, and intelligent decision-

making in dynamic network environments. Mobile agents’ specific characteristics and

behavior can vary based on the implementation, programming model, and requirements

of the system or application in which they are deployed.

Several mobile agent systems are available to facilitate the development and deployment

of mobile agents in various network environments. Here are a few examples of well-known

mobile agent systems:

17



. Rover Toolkit (1990) The Rover Toolkit, developed by the University of Virginia,
provided a platform for creating and executing mobile agents in distributed systems.
It offers a flexible and extensible framework for building mobile agent systems and

supports agent migration, communication, and resource management features.

. Aglets (1997) Aglets is a popular mobile agent system developed by IBM. It pro-
vides a Java-based platform for creating and executing mobile agents. Aglets offer
features such as mobility support, communication facilities, and security mecha-

nisms.

. SEAL(Secure Environment for Agent-based Old Economy)(2000) SEAL
was developed by the University of Minnesota. It focused on providing security fea-
tures for mobile agent systems, such as secure communication and code protection.
SEAL (Simple and Efficient Agent Language) is a mobile agent system emphasiz-
ing simplicity and efficiency. It provides a lightweight platform for mobile agent

development and execution, supporting mobility, communication, and security.

. MOLE (Mobile Objects, Language, and Environment) (2000) MOLE, de-
veloped by the University of Twente in the Netherlands, was deployed in the early
2000s. It aimed to provide a flexible and extensible environment for mobile agents
and their execution in distributed systems. It offers a scalable and flexible platform
for building mobile agent systems, including agent migration, communication, and

fault tolerance features.

. JADE (Java Agent DEvelopment Framework) (2001) JADE, developed by
Telecom Italia and released as an open-source platform, is a popular mobile agent
framework written in Java. It enables the development and execution of mobile
agents in distributed systems. It provides a comprehensive framework for developing
intelligent agent applications, including support for mobility, communication, and

agent coordination.

. Grasshopper(2003) Developed by Fujitsu Laboratories, Grasshopper is a mobile
agent system designed for distributed computing environments. It supports the
development and execution of mobile agents using a lightweight architecture. Mo-
bile agents are written in various programming languages and provide migration,

communication, and fault-tolerance features.

. Voyager(2004) Voyager, developed by Agent is Software, is a mobile agent system
that enables the creation, deployment, and execution of mobile agents in distributed

networks. It provides a framework for building agent-based applications.
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8. Concordia (2009) Developed by Nortel Networks, Concordia is a mobile agent
platform that allows the development and deployment of mobile agents in dis-
tributed environments. It supports the execution of mobile agents on different

nodes and facilitates distributed computing.

These are just a few examples of mobile agent systems available in the research and devel-
opment community. FEach system has its own set of features, programming models, and
targeted application domains. The choice of a mobile agent system depends on the spe-
cific requirements, programming language preferences, and architectural considerations

of the intended application.

2.8 Working of Mobile Agents

The mobile agent consists of the program code and the program execution state (the
current values of variables, the next instruction to be executed, etc.). Initially, a mobile
agent resides on a computer called the home machine, which is dispatched to execute on
a remote computer called a mobile agent host (a mobile agent host is also called a mobile
agent platform or mobile agent server). When a mobile agent is dispatched, the entire
code of the mobile agent and the execution state of the mobile agent are transferred to
the host.

The host provides a suitable execution environment for the mobile agent to execute. The
mobile agent uses the host’s resources (CPU, memory, etc.) to perform its task. After
completing its task on the host, the mobile agent migrates to another computer. Since
the state information is also transferred to the host, mobile agents can resume the code
execution from where they left off in the previous host instead of restarting the execution
from the beginning. This continues until the mobile agent returns to its home machine

after executing the last device in its itinerary.

2.8.1 Life Cycle of Mobile Agent

Mobile agents work in networks by migrating or moving across network nodes to per-
form tasks and execute operations. Here are the phases of how mobile agents work in

networks:

1. Agent Creation Mobile agents are created by a host or a central server and
are equipped with their code, state, and execution context. The creation process

involves defining the agent’s purpose, behavior, and initial instructions.

2. Agent Deployment Once created, the host or server deploys mobile agents in the
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network. They are typically deployed on specific agent hosts or nodes capable of

executing the agent’s tasks.

. Agent Activation After deployment, the mobile agent is activated to initiate its

execution. The agent starts running its code and begins its mission or task.

. Agent Migration Mobile agents can migrate or move across network nodes during
their execution. Migration allows agents to travel from one host to another, carrying
their code, state, and execution context. Migration can be initiated by the agent
itself or by external triggers, such as predefined conditions or instructions from the
host.

. Agent Execution Once a mobile agent reaches a new host, it resumes its execution.
The agent interacts with the local environment, accesses resources, and performs
computations or actions based on its programmed behavior. It may collect data,
perform data processing, make decisions, or coordinate activities with other agents

or entities in the network.

. Agent Communication Mobile agents communicate with other network agents,
hosts, or servers. They can exchange messages, transmit data, or coordinate actions
with other agents or entities. Communication can be achieved through predefined

communication protocols or interfaces.

. Agent Task Completion Mobile agents continue executing until they complete
their assigned task or mission. Once the task is accomplished, the agent may
return to the original host or terminate its execution, depending on the specific

requirements and objectives.

. Agent Termination Mobile agents can terminate their execution voluntarily or as
the host or server instructed. Termination may occur when the agent has completed

its task, encountered an error, or reached a predefined termination condition.

Throughout the process, mobile agents leverage the resources and capabilities of the host

nodes they migrate to, allowing for distributed and decentralized execution of tasks in

the network. Mobile agents’ specific implementation and behavior can vary depending

on the application, network architecture, and programming model used. Mobile agent

technology provides flexibility, autonomy, and mobility for executing tasks in networked

environments.
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2.8.2 Components of Mobile Agents Life Cycle

Three components, code, state, and attributes, complete the cycle of a mobile agent.
Every mobile agent carried these three components for their identification as well as for
the task:

e Code- the program (in a suitable language) that defines the agent’s behavior.

e State — the agent’s internal variables, etc., which enables it to resume its activities

after moving to another host.

e Attributes — information describing the agent, its origin and owner, its movement
history, resource requirements, authentication key, etc. Part of this may be acces-

sible to the agent itself. Still, the agent must not be able to modify the attributes.

2.9 Limitations of Mobile Agents Model

There are limitations because of missing solutions to numerous issues in mobile agent
systems concepts and design. Some of the limitations of mobile agents are discussed

below:-

1. A general statement for mobile agents that they are used to communicate to re-
duce network bandwidth consumption and performance, which is not true in every

scenario.

2. A Lack of a systematic approach to designing mobile agents makes it difficult to
develop.

3. Implementing agents is also hard work as so many unpredictable interactions are

present in its journey to many places with adverse environments.

4. Mobile agents always keep secure information for authentication. Authentication is
one of the important processes for mobile agents. For this reason, the authenticating

mechanism may be weak.

5. The testing and debugging of such systems are extremely complex. This is due to

the fact that the approaches become more unpredictable.

6. Corruption of the agents is possible as the agent transfers over the various places

it visits, i.e., an agent can lose its information or actually deviate from its goal.

7. Since information might be lost, the agents cannot be trusted with secret informa-

tion either. The information can be leaked on its way.
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8. Mobile agents require a setup or an infrastructure to perform. A system that bases

itself on mobile agents would require mobile agents to execute all the places.

9. Mobile agents, to interact, require a sort of a mechanism, a means to interact or to
collaborate; there is a lack of such an approach, such a language that supports its

mechanism.

10. Mobile agents remotely execute at one place and execute and go to the next; this
is very much like a worm that can cause so much damage to the system if they are

allowed to process.

2.10 Challenges in Mobile Agent Technology

The use of mobile agent technology in distributed systems and Wireless Sensor Networks
(WSNs) presents security challenges due to the decentralized and dynamic nature of these
environments. Mobile agents are at risk of interception, modification, or destruction by
malicious entities as they traverse various nodes. Limited resources in WSNs make it
hard to implement robust encryption and authentication mechanisms, leaving agents
vulnerable to attacks. Developing lightweight, energy-efficient security protocols and
adaptive intrusion detection systems is vital to address these challenges in distributed
systems and WSNs.

1. Security and Trust
Ensuring the security of mobile agents during migration and protecting against
unauthorized code execution or tampering remains a significant challenge.[3]. When
mobile agents move between systems, the host system must trust the agent and en-
sure it doesn’t execute malicious activities. Verifying the integrity and authenticity
of mobile agents poses a challenge, as they can potentially carry malicious code or

perform unauthorized actions.

2. Agent Coordination and Synchronization
Coordinating the activities of multiple mobile agents and synchronizing their actions

to achieve desired objectives can be complex, especially in large-scale systems [11].

3. Network Heterogeneity and Interoperability
Mobile agent systems need to handle diverse network environments, including differ-
ent operating systems, hardware platforms, and communication protocols. Ensuring
interoperability and compatibility across heterogeneous networks poses a challenge
[3]. Mobile agents heavily rely on network connectivity to communicate with remote

systems and exchange data. However, mobile devices often operate in dynamic and
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unpredictable network environments, leading to intermittent connectivity or high
latency. These network limitations can impact the responsiveness and reliability of

mobile agents.

4. Load Balancing and Resource Management
Efficient load balancing and resource allocation in mobile agent systems can be
challenging due to the dynamic nature of agent migration and varying resource

availability on host nodes [12].

5. Resource Constraints
Mobile devices typically have limited computational power, battery life, and stor-
age capacity. These constraints can restrict the functionality and performance of
mobile agents, especially when executing complex tasks or interacting with resource-

intensive applications.

2.11 Summary

This chapter serves as a comprehensive summary of the crucial points discussed, high-
lighting the significance of mobile agents in distributed computing environments. It
emphasizes the benefits of mobile agents, such as reduced network traffic and improved
scalability, while also addressing the challenges and limitations that must be overcome.
The summary effectively underscores the current state of research and development in
mobile agent technology, emphasizing the imperative need for ongoing innovation to con-

quer existing challenges.
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Chapter 3

Overview of Mobile Agents in Wireless Sen-

sor Networks

This chapter explores the utilization of mobile agents in Wireless Sensor Networks (WSNs).
Mobile agents, which are self-governing software entities capable of traversing networks,
offer substantial benefits in administering and enhancing sensor networks. It addresses
fundamental concepts, real-world applications, constraints, and security concerns associ-
ated with mobile agents in WSNs.

The world of mobile and wireless computing presents unique challenges due to the diverse
array of devices, user mobility, and constantly changing network conditions and execu-
tion context. Introducing mobile agent-based middleware to support mobile computing
requires expanding the platform architecture, typically organized in layered services. This
chapter delves into MA-based mobile computing middleware and an MA-enabled plat-
form on wireless hand-held devices, with a specific focus on MA technology in mobile and
wireless computing. Mobile agent-based middleware offers a sophisticated infrastructure
that integrates support protocols, mechanisms, and tools to enable communication and
coordination among mobile entities. Many mobile applications can greatly benefit from
the use of mobile agents, which are also well-suited for advanced applications such as
workflow management. The chapter overviews the latest advancements in mobile and

wireless computing middleware.

In WSNs, Mobile Agents (MAs) are software abstractions performing information-rich
data collection and autonomous data processing while dynamically migrating between
network nodes so that data is exchanged between participant nodes data collection and
autonomous data processing while dynamically migrating between network nodes so that

data is exchanged between participant nodes[13].

Mobile agents in wireless sensor networks (WSNs) have been an active research area.
Mobile agents are intelligent entities that can move autonomously through the sensor
nodes in a network, collecting and processing data and executing tasks on behalf of the
network. They can be deployed to improve the efficiency, reliability, and scalability of

WSN5s by enabling dynamic data aggregation, data fusion, energy optimization, and fault
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tolerance.

Wireless Sensor Networks (WSNs) are emerging as powerful platforms for distributed em-
bedded computing supporting various high-impact applications. However, programming
WSNs is a complex task that requires suitable paradigms and technologies capable of sup-
porting the specific characteristics of such networks, which uniquely integrate distributed
sensing, computation, and communication. Mobile agents are a distributed computing
paradigm based on code mobility that has already demonstrated high effectiveness and
efficiency in IP-based, highly dynamic distributed environments. Mobile agents can pro-
vide more benefits in the context of WSNs than in conventional distributed environments.
In this paper, we first discuss using mobile agents as an effective enabling technology
for WSNs and then describe a lightweight framework for supporting mobile agents in
WSNEs.

Emerging mobile agent technology with the WSNs can reduce the network transformed
overcome the network latency, and is an eligible substitute for Client /Server model. Wire-
less sensors work competently for a flexible connection subsystem. The client/Server
model adopted in traditional intelligent maintenance, which requires transmitting vast
data via a network, is unsuitable in wireless sensor networks with limited bandwidth and
unstable connection. In distributed computing, the mobile agent model is the mainstream
technology. With autonomy, communication, mobility, and role, the mobile agent model

is more suitable for large-scale, resources-restrained WSN to deal with big data.

Agent-based technology can provide an efficient solution for the energy optimization
problems of WSN. Mobile agents in wireless sensor networks (WSNs) have been an ac-
tive research area. Mobile agents are intelligent entities that can move autonomously
through the sensor nodes in a network, collecting and processing data and executing
tasks on behalf of the network. They can be deployed to improve the efficiency, reliabil-
ity, and scalability of WSNs by enabling dynamic data aggregation, data fusion, energy

optimization, and fault tolerance.

Wireless Sensor Networks (WSNs) are emerging as powerful platforms for distributed em-
bedded computing supporting various high-impact applications. However, programming
WSNss is a complex task that requires suitable paradigms and technologies capable of sup-
porting the specific characteristics of such networks, which uniquely integrate distributed
sensing, computation, and communication. Mobile agents are a distributed computing
paradigm based on code mobility that has already demonstrated high effectiveness and
efficiency in IP-based, highly dynamic distributed environments. Mobile agents can pro-
vide more benefits in the context of WSNs than in conventional distributed environments.

We will use mobile agents as an effective enabling technology for WSNs and then describe
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a lightweight framework for supporting mobile agents in WSNs.

3.1 Key Concepts and Applications of Mobile Agents
in WSNs

This section outlines the fundamental ideas behind mobile agents and their integration
into WSNs. It highlights:

1. Dynamic Data Aggregation Mobile agents can move through the sensor nodes,
intelligently aggregating data from various nodes and reducing redundant transmis-

sions. That helps in optimizing energy consumption and bandwidth utilization.

2. Data Fusion Mobile agents can perform data fusion tasks by collecting data from
multiple nodes, combining it, and making decisions based on the fused data. That
can improve accuracy and efficiency in target tracking or environment monitoring

applications.

3. Energy Optimization By intelligently planning their movement and data col-
lection routes, mobile agents can help conserve energy in individual sensor nodes,

prolonging the overall network lifetime.

4. Fault Tolerance Mobile agents can assist in detecting and isolating faulty nodes by

periodically checking their status or employing specific fault detection algorithms.

5. Network Management and Reconfiguration Mobile agents can reconfigure the
network topology, optimize communication paths, and perform self-organization

tasks.

6. Security Mobile agents can enforce security measures, such as intrusion detection

and prevention, by analyzing data locally and reporting any suspicious activities.

Further, it promotes the use of mobile agents as an enabling technology for program-
ming WSNs. The specific characteristics of mobile agents can provide more benefits in
the context of WSNs than in conventional distributed environments. A mobile agent
framework has been defined to experiment with mobile agents in WSNs, which provides
an event-driven component-based architecture for supporting agent execution, commu-
nication, and migration. Mobile agents are programmed according to a hybrid yet effec-
tive programming language, which integrates three major WSN programming paradigms
(event-driven, state-based, and mobile agent-based programming) along with the emerg-
ing role-based programming. A programming example of mobile agents at the middleware

layer (data collection) has also been presented and discussed to exemplify the proposed

27



framework, which is currently being developed by using the innovative Sun SPOT tech-
nology [14] which allows for easy programming of the sensor nodes in Java. In particular,
both the agent server and the mobile agents are implemented as Isolates (applications
represented as isolated threaded objects), which can be easily paused, migrated to a

different sensor node, and restarted.

The Mobile Agent model has efficient data accumulation ability in Wireless Sensor Net-
works. An unnamed Vehicle is a computing entity that can collect precedence informa-
tion sensed, operating individually and getting a series and sequence of aims on behalf
of users[15]. It performs data processing one by one while moving from node to node.
Its features include reactivity, independence, goal-oriented, mobility, adaptability, and
communication skill, including Lifetime Improvement using Mobile Agents in Wireless

Sensor Networks.

3.2 Uses of Mobile Agents in Wireless Sensor Net-

works

Mobile agents have various applications in wireless sensor networks (SNs) due to their
ability to move autonomously and execute tasks. Here are some critical applications of

mobile agents in WSNs:

1. Limitations: Constraints related to resource usage and operational complexities.
Challenges and Considerations: Broader issues such as mobility management and

performance optimization.

2. Itinerary Planning: Techniques for effective planning of mobile agent movements

and tasks.

3. Security Issues: Examination of potential security threats and the requirements

for securing mobile agents.

4. Security Threats and Requirements: Detailed analysis of specific threats and
necessary security measures. Malicious Hosts: Issues related to malicious nodes

that may attempt to compromise the network and strategies to counteract them.

5. Environment Exploration: In applications like environmental monitoring or
disaster response, mobile agents can be deployed to explore and gather data from

hard-to-reach or hazardous locations.

6. Collaborative Data Processing: Mobile agents can facilitate collaborative data

processing among sensor nodes. They can collect data from multiple nodes, process
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it locally, and then distribute the results to relevant nodes.

7. Task Offloading: Mobile agents can offload computation-intensive tasks from
resource-constrained sensor nodes to more powerful base stations or cloud servers,

reducing the burden on individual nodes.

8. Multi-Hop Communication: Mobile agents can serve as data carriers between
distant or disconnected sensor nodes, enabling multi-hop communication and ex-

tending the network’s communication range.

Using mobile agents in WSNs offers several advantages, including improved efficiency,
scalability, fault tolerance, and adaptability. However, their implementation requires
careful consideration of factors like agent mobility patterns, energy consumption, com-
munication overhead, and security considerations. Mobile agents offer advantages and
disadvantages in the context of Wireless Sensor networks (WSNs). On the positive side,
mobile agents bring significant benefits to WSNs. Their ability to move autonomously
allows for dynamic data aggregation and fusion, reducing redundant transmissions and
optimizing energy consumption in the network. By intelligently planning their routes,
mobile agents can extend the overall network lifetime and improve fault tolerance by

Mobile agents and isolating faulty nodes.

Moreover, network management and reconfiguration tasks, such as optimizing communi-
cation paths and adjusting transmission power. Mobile agents can also enhance security
by actively monitoring the network for anomalies and reporting suspicious activities,
thus improving intrusion detection and prevention. Additionally, they enable collabora-
tive data processing and task offloading, allowing for efficient data handling in resource-

constrained sensor nodes.

However, mobile agents also come with certain drawbacks. The deployment of mobile
agents introduces additional complexity to the network, leading to increased communi-
cation overhead and potential latency issues. Coordinating the movement of agents and
ensuring their safety and reliability can be challenging, especially in large-scale WSNs.
Moreover, mobile agents may consume significant energy during their movement, poten-

tially offsetting some energy-saving benefits they provide through data aggregation.

Security is another concern, as mobile agents can become attack targets, potentially
compromising the network’s integrity and confidentiality. Ensuring the trustworthiness
of mobile agents is vital to prevent malicious agents from compromising the system. Fur-
thermore, designing efficient and robust mobile agent-based algorithms requires careful
consideration of various factors, such as agent mobility patterns, data collection strate-

gies, and task scheduling.
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Mobile agents bring numerous advantages to Wireless Sensor Networks, including im-

proved data aggregation, energy optimization, fault tolerance, and security. However,

their implementation should be carefully managed to address communication overhead,

energy consumption, coordination, and security challenges. Despite the drawbacks, mo-

bile agents hold great potential to enhance the efficiency and reliability of WSNs and

continue to be an area of active research and development.

3.3 Limitations of Mobile Agents in WSNs

Mobile Agents in Wireless Sensor Networks (WSNs) offer several advantages, but they

also come with certain limitations that must be considered during their deployment and

implementation.

1.

Communication Overhead: The deployment of mobile agents introduces addi-
tional communication overhead in the network. Agents need to communicate with
sensor nodes to exchange data and instructions, which can lead to increased traffic

and latency.

Energy Consumption: While mobile agents can optimize energy consumption
through data aggregation and offloading task, their own movement requires energy.
Depending on the mobility patterns and the movement frequency, mobile agents
may consume a significant amount of energy during their traversal through the

network.

Scalability: As the size of the WSN grows, the scalability of mobile agents becomes
a concern. Coordinating the movement of agents and managing communication

with many sensor nodes can become challenging and may lead to inefficiencies.

Agent Coordination and Synchronization: Proper coordination and synchro-
nization among multiple mobile agents are essential to avoid conflicts, ensure data
consistency, and prevent collisions when accessing shared resources. Achieving effi-

cient coordination can be complex, especially in large-scale WSNs.

Security and Trust: The mobility of agents introduces security risks. Mobile
agents can be susceptible to attacks during their movement, leading to potential
data tampering, unauthorized access, or even hijacking of agents by malicious en-
tities. Ensuring the trustworthiness of mobile agents is crucial to maintaining the

overall network security.

Mobility-Induced Data Staleness: Implementing mobile agents may require

additional infrastructure and support, such as agent management systems, hosts,
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and migration protocols. Setting up and maintaining this infrastructure can be

resource-intensive and complex.

7. Programming and algorithm Complexity: Designing efficient and robust mo-
bile agent-based algorithms for specific applications can be challenging. Developing
sophisticated agent behaviors and strategies may require significant programming

effort and the host’s expertise.

8. Network Partitioning: In the case of network partitioning, where parts of the
WSN become disconnected, mobile agents may face challenges in traversing these
partitions, leading to data loss or inefficiencies in data collection. Addressing above
limitations requires careful consideration of factors such as agent mobility pat-
terns, energy management, security mechanisms, communication protocols, and
agent coordination strategies and maximize the benefits of mobile agent deployment
in WSNs.. Despite these challenges, mobile agents remain a promising approach to

improving the efficiency and adaptability of WSNs in various applications.

3.4 Challenges and Considerations using Mobile Agents
in WSNs

Using mobile agents in wireless sensor networks can be a good option, depending on the
specific application and network requirements. It offers several advancements that can
enhance the overall performance and efficiency of the network. However, it also comes

with challenges and considerations that must be addressed.

1. Communication Overhead: The deployment of mobile agents introduces an
additional agent’s communication overhead, which may affect the overall network

performance and latency.

2. Energy Consumption: While mobile agents can optimize energy usage, their
movement consumes energy, and proper energy management is essential to avoid

negating the benefits of aggregation.

3. Security : Security is a critical concern in mobile agent deployment. Mobile agents
can become targets of attacks or be compromised, potentially leading to security

breaches in the network.

4. Coordination and Synchronization: Coordinating the movement of mobile
agents and managing data consistency can be complex, especially in large-scale
WSNss.
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5. Section mark Scalability: The scalability of mobile agent-based systems may be

challenging as the network size increases.

6. Programming Complexity: Developing efficient and robust mobile agent-based

algorithms requires expertise and programming efforts.

7. Network Partitioning: Mobile agents may face challenges traversing network

partitions, affecting data collection and distribution.

In wireless sensor networks (WSNs), where MA migrates among sensor nodes (SNs) for
data fusion as compared to the traditional client/server paradigm, where each SN in
the network sends its collected data to the sink, Mobile agent (MA) presents a good
alternative regarding energy consumption, response time, and network lifetime. In this
paradigm, the most critical property of MA is itinerary planning; it has always been
an issue and an NP-hard problem.MA itinerary planning techniques can be classified
into three categories: static itinerary planning, dynamic itinerary planning, and hybrid
itinerary planning. The benefits and shortcomings of different MA itinerary planning
approaches are presented. Furthermore, we implement, simulate and compare the most
prominent itinerary planning algorithms upon a common parameter space, making real-

istic agents-level assumptions|16]

Security in large-scale wireless sensor networks (WSNs) is of paramount importance,
especially when mobile agents are employed to enhance network efficiency and data pro-
cessing capabilities. We explore the unique challenges and risks associated with securing
mobile agents in the context of vast and dynamic sensor networks. Large-scale WSNs of-
ten operate in resource-constrained and hostile environments, making them susceptible to
various security threats, including node compromise, data tampering, and unauthorized

aCcCess.

We analyze the potential vulnerabilities arising from mobile agent movement communi-
cation and data aggregation processes and discuss the implications of security breaches
on network performance and reliability. To address these challenges, we review state-of-
the-art security mechanisms, including secure agent migration protocols, cryptography
techniques for data protection, and trust management models for agent authentication
and authorization. Additionally, we examine the trade-offs between security require-
ments and resource constraints in large-scale WSNs and propose context-aware security

strategies to strike a balance between protection and energy efficiency.

This abstract aims to provide an overview of the key security considerations in using
mobile agents in large-scale wireless sensor networks. It serves as a guide for researchers

and practitioners in developing robust and scalable security solutions to safeguard mobile
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agent operations in expansive WSN deployments.

Security is critical when executable code is transferred across a network, and security
alone is a significant reason for the lack of use of mobile agents. Security is an important
issue for mobile agents because the agents are roaming in the network and can be used as
malicious objects to access private and confidential information and resources, sometimes
causing serious problems. The lack of security has been highlighted mainly because of
the lack of approaches to so many things that have to be secured about a mobile agent

system [17].

Malicious or badly written code could wreak havoc when unleashed upon an unsuspecting
host, and agents themselves need protection against hostile hosts that would seek to

dissect or modify those [18].

There is no magic solution that will solve all the security problems of mobile agents, but

precautions can be taken to minimize risk.

When an agent leaves for a new host, extreme care must be taken to prevent unauthorized
modification or analysis of the agent. Agents may carry with them confidential or sensitive

information and logic, which shouldn’t be accessible to the agent host.

Since mobile agents can travel to another system in a network and can execute there by
consuming remote host resources, they are open to several attacks and abuses, i.e., they
amplify the threats of abuse and misuse due to their mobility and execution on different

platforms.

Mobile agent systems provide a computing infrastructure upon which mobile agents be-
longing to different and potentially untrusted users can execute. The communication
medium is inherently insecure, and the different agents and agent systems may have con-
flicting objectives. In this scenario, a variety of attacks can be conceived. Unauthorized
users may eavesdrop on network traffic and observe agents in action, or worse, an ac-
tive intruder may modify the code, data, or state of an agent in transit. Agents may
attack the agent platform (host), supporting their execution to gain unauthorized access

to resources.

3.5 Mobile Agents Itinerary Planning Techniques in
WSNs

It involves strategies to optimize the movement of mobile agents within the network

while considering factors such as energy consumption, data collection efficiency, network
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coverage, and communication overhead. Here are some commonly used itinerary planning

techniques for mobile agents in WSNs:

1.

Greedy Algorithms

Greedy algorithms focus on making locally optimal decisions at each step to achieve
a global optimization. These algorithms are often used in simple itinerary planning,
where agents move from one sensor node to the next based on certain criteria such

as energy level, data availability, or distance.

Ant Colony Optimization (ACO)

ACO is inspired by the foraging behavior of ants. Agents deposit pheromones on
their paths, and other agents use these pheromone trails to decide their routes.
ACO-based itinerary planning can help agents find paths that are efficient in terms

of energy and data collection.

Particle Swarm Optimization (PSO)

PSO mimics the social behavior of birds flocking or fish schooling. In the context of
mobile agents, PSO can be used to optimize agent movement patterns by adjusting
their velocities and positions based on their own experiences and the experiences of

other agents.

Reinforcement Learning

Reinforcement learning involves agents learning from their actions and the outcomes
of those actions. Agents in WSNs can use reinforcement learning to adapt their
movement patterns based on the quality of data collected, energy consumption, and

other relevant metrics.

Genetic Algorithms (GA)

GA is an optimization technique that uses principles of natural selection and ge-
netics. Agents’ movement plans can be encoded as chromosomes, and genetic op-
erations such as selection, crossover, and mutation can be applied to find optimal

or near optimal routes.

Fuzzy Logic
Fuzzy logic can be used to define rules and decision-making strategies for agent
movement. Fuzzy rules can consider factors like sensor data quality, energy levels,

and communication costs to guide the agents’ paths.

Dynamic Programming
Dynamic programming can be employed to find the optimal sequence of move-

ments for agents by considering all possible paths and evaluating their costs. This
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technique can be computationally expensive but can guarantee optimal solutions.

8. Multi-Objective Optimization
This technique considers multiple objectives such as energy consumption, data col-
lection efficiency, and network coverage simultaneously. Agents aim to find Pareto-

optimal solutions that balance these objectives.

9. Heuristic Methods
Heuristic methods use domain-specific knowledge and rules to guide the agents’
movement. These methods are often simple and quick to implement, making them

suitable for real-time itinerary planning.

10. Hybrid Approaches
Hybrid approaches combine multiple techniques to capitalize on their strengths.
For instance, a hybrid approach might use genetic algorithms for coarse-grained

path optimization and then use local search techniques for fine-tuning.

It’s important to note that the choice of itinerary planning technique depends on the
specific goals, constraints, and characteristics of the WSN application. Additionally, due
to the dynamic nature of WSNs, techniques that can adapt to changing conditions and

uncertainties are often preferred.

Recent research has underscored the vital importance of implementing robust security
measures for mobile agents, given their increasing role in diverse computing applications.
The dynamic and autonomous nature of mobile agents introduces unique challenges to
ensure their safe operation. One prevalent approach is the adoption of encryption tech-

niques to secure data transmission and agent mobility.

Additionally, multi-factor authentication methods are being explored to verify the identity
of agents and prevent unauthorized access. Intrusion detection systems, leveraging ma-
chine learning algorithms, are gaining traction to identify and mitigate potential threats
to mobile agents while in transit or during execution. Research is also delving into se-
cure code execution environments, leveraging containerization and sandboxing to limit
an agent’s access to system resources. As the landscape of mobile agent applications con-
tinues to expand, a holistic security framework encompassing encryption, authentication,
intrusion detection, and controlled execution environments is essential to mitigate risks

and foster the trustworthy deployment of mobile agents.
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3.6 Security Issues

Security issues associated with deploying mobile agents in Wireless Sensor Networks
(WSNs) are a critical concern that demands careful attention. The nature of mobile
agents, which autonomously move through network nodes to execute tasks, introduces
vulnerabilities that can compromise the integrity, confidentiality, and overall functionality
of the network. One primary concern is the potential for code tampering, where malicious
agents may alter their behavior or inject malicious code during migration. This can lead
to unauthorized data access, disruptions in data aggregation, and even the propagation

of malware throughout the network.

Additionally, the mobility of agents increases the risk of unauthorized access to sensitive
data as agents traverse nodes with varying levels of security. Communication channels
used by agents can be exploited for eavesdropping, potentially exposing critical informa-

tion.

Another substantial threat is the possibility of malicious agent attacks, where adversaries
deploy agents with harmful intentions, such as data exfiltration, denial of service, or
node compromise. These agents can undermine the network’s operation, compromise
data integrity, and consume valuable resources. Furthermore, the inherent mobility of
agents can lead to data inconsistencies, especially in scenarios where agents aggregate data
from multiple nodes, potentially leading to inaccurate decisions and analyses. Network
partitioning can also occur during agent migration, posing challenges in maintaining

communication and data integrity across disconnected segments of the network.

Mitigating these security issues requires the implementation of robust mechanisms. Se-
cure code mobility techniques can help ensure the integrity of agents during migration.
Encryption and authentication protocols can safeguard agent communication and data
exchange. Trust management models play a pivotal role in establishing the authentic-
ity of agents and nodes, allowing for secure interaction. Access control measures can
restrict unauthorized agents from accessing sensitive resources. Intrusion detection and

prevention systems can aid in identifying and mitigating malicious agent attacks.

In conclusion, the integration of mobile agents in WSNs brings forth a range of security
challenges stemming from their mobility, communication, and potential for malicious
intent. Addressing these issues is crucial to maintaining the reliability and security of
the network. Effective solutions involve a combination of secure migration protocols,
cryptographic techniques, trust-based models, and vigilant monitoring to ensure the safe

and efficient operation of mobile agents in WSNs.
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To be more precise, the security concerns revolve around:

1.

Authentication of the user: Who is responsible for this script? Who is account-

able for any charges it runs up?

Authorization of the user: Can this user execute this script? Which operations
on which objects is this user allowed to invoke? What resources can this script

consume?

. Virus propagation: Can agents corrupt the underlying system or processes that

they come in contact with?

Trojan horses: Since Telescript does inter-process communication by passing ob-
jects around, and the only way to “use” an object is to invoke an operation on it,

how does one know whether or not an arbitrary class contains malicious code?

3.7 Security Threats

Mobile agents in Wireless Sensor Networks (WSNs) face various security threats due to

their autonomous mobility and interaction with network nodes.

1.

Code Tampering and Modification: Malicious agents or attackers can tamper
with the code of mobile agents during migration, altering their intended behavior
or injecting malicious code. This can lead to unauthorized data access, disruption

of data aggregation, or the propagation of malware within the network.

Unauthorized Data Access: Mobile agents may inadvertently or maliciously
access data on sensor nodes without proper authorization. This can result in privacy

breaches and unauthorized exposure of sensitive information.

Data Manipulation: Attackers can modify or manipulate data collected or pro-
cessed by mobile agents. This can lead to false conclusions, inaccurate analyses,

and decisions based on manipulated data.

Eavesdropping and Data Interception: The communication channels used by
mobile agents to interact with nodes can be vulnerable to eavesdropping. Attackers

can intercept sensitive data, compromising its confidentiality.

Malicious Agent Attacks: Adversaries may deploy malicious agents that aim
to disrupt the network’s operation. These agents can engage in denial-of-service

attacks, consume network resources, or even compromise nodes.
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10.

11.

12.

Node Compromise: Mobile agents might migrate to compromised nodes, lead-
ing to potential node compromise or takeover. This can provide attackers with a

platform to launch further attacks within the network.

Man-in-the-Middle Attacks: Attackers can position themselves between the
mobile agents and target nodes, intercepting and altering communication between

them. This enables unauthorized access or data manipulation.

. Network Partitioning: During agent migration, the network might partition

due to communication failures or physical barriers. This can lead to data loss,

incomplete operations, and difficulties in agent coordination.

Resource Exhaustion: Mobile agents can be designed to exhaust the resources
of the nodes they visit, leading to the depletion of energy, memory, or processing

power. This can disrupt the normal operation of nodes.

Location Privacy Concerns: The movement of mobile agents can potentially
expose the location information of nodes. This can be exploited by attackers to

track or identify sensitive locations.

Replay Attacks: Attackers can record and replay actions performed by mobile
agents. This can result in duplicate or unintended operations being carried out in

the network.

Trustworthiness Issues: Assessing the trustworthiness of mobile agents and the
nodes they interact with can be challenging. An agent might unknowingly inter-
act with compromised or untrusted nodes. Addressing the above security threats
requires a combination of measures, including secure code mobility techniques, en-
cryption for communication, access control mechanisms, intrusion detection sys-
tems, and trusted computing concepts. Proper authentication, authorization, and
monitoring mechanisms are also crucial to ensure the integrity, confidentiality, and

availability of data and operations involving mobile agents in WSNs.

3.7.1 Security Requirements of Mobile Agents

The users of networked computer systems have some security requirements: confidential-

ity, integrity, availability, anonymity, and accountability. The users of agent and mobile

agent frameworks also have these same security requirements. This section provides a

brief overview of these security requirements and how they apply to agent frameworks.

Mobile agents should be protected while they are in transit from one host to another host.

Communication between agents and users, as well as between agents themselves, should
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also be protected. All four security requirements are required to provide secure agents
and platforms to communicate. An agent and platform must keep sensitive information

confidential, integrity, availability, anonymity, and accountability
1. Confidentiality

Any private data stored on a platform or from an agent must remain confidential.
Agent frameworks must be able to ensure that their intra and inter-platform com-
munications remain confidential. Eavesdroppers can gather information about an
agent’s activities from the content of the messages exchanged and from the mes-
sage flow from one agent to another. Monitoring the message flow may allow other
agents to infer helpful information without having access to the actual message

content.
2. Integrity

The agent platform must protect agents from unauthorized modification of their
code, state, and data and ensure that only authorized agents or processes carry
out any modification of shared data. The agent itself cannot prevent a malicious
agent platform from tampering with its code, state, or data, but the agent can take
measures to detect this tampering. The secure operation of mobile agent systems

also depends on the integrity of the local and remote agent platforms.

A malicious host can easily compromise the integrity of a mobile agent visiting a
remote agent platform. The trend toward releasing open-source platforms and op-
erating systems makes it easier for unscrupulous administrators or organizations to
make unauthorized modifications to the agent platform and the underlying frame-
work. The agent’s user and developer may need to learn of the behavior of this
modified framework and the effects it will have on the agent’s code, state, and data

that are under the platform’s complete control.
3. Accountability

Accountability requires maintaining an audit log of security-relevant events and
listing each event and the agent or process responsible for that event. Each cycle,

human user, or agent on a platform must be held accountable for their actions.

For each process, the human user or agent must be uniquely identified, authenti-
cated, and audited to be held accountable. Examples of actions for which they must
be held accountable include access to an object, such as a file, or administrative
changes to a platform security mechanism. Security-relevant events are defined in

the platform security policy. They should include, at a minimum, the following;:
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User/agent name

Time of the event

Type of event

e Success or failure of the event

e Audit logs must be protected from unauthorized access and modification.
4. Availability

The agent platform must ensure the availability of data and services to local and
remote agents. The agent platform must be able to provide controlled concurrency,
support for simultaneous access, deadlock management, and exclusive access as re-
quired. Shared data must be available in a usable form, capacity must be available
to meet service needs, and provisions for the fair allocation of resources and time-
liness of service must be made. The agent platform must be able to detect and
recover from system software and hardware failures. While the platform can pro-
vide some level of fault tolerance and recovery, agents may be required to assume

responsibility for their fault recovery.

The agent platform may need to balance an agent’s need for privacy with the
platform’s need to hold the agent accountable for its actions. The platform may be
able to keep the agent’s identity secret from other agents and maintain a form of
reversible anonymity where it can determine the agent’s identity if necessary and
legal. Anonymity in human communities may help foster certain types of commerce
or promote the freedom of expression by eliminating the fear of retribution for

voicing unpopular viewpoints.

3.7.2 The Problem of Malicious Hosts

In the context of mobile agents in Wireless Sensor Networks (WSNs), the problem of
malicious hosts refers to the major security challenge posed by compromised or malicious
nodes that the mobile agent interacts with during its movement through the network.
These malicious hosts can manipulate the agent’s behavior, alter its data, or attempt
to extract sensitive information, thereby compromising the integrity, confidentiality, and
overall functionality of the agent and the network. This issue can have significant im-
plications for the security and reliability of the WSN. Here are some key aspects of the

problem:.

1. Data Tampering and Manipulation: Malicious hosts can modify the data car-
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10.

11.

ried by the mobile agent, leading to inaccuracies in the collected information. This
can result in incorrect decisions, faulty data aggregation, and unreliable network

operation.

Unauthorized Data Access: Compromised hosts might gain unauthorized access
to the data stored within the mobile agent. This can lead to data breaches and

compromise the privacy of sensitive information.

Code Injection: Malicious hosts can inject malicious code into the mobile agent
as it passes through their territory. This injected code could propagate malware

throughout the network, potentially affecting other nodes and agents.

Repudiation of Actions: Malicious hosts can alter the actions and interactions
of the mobile agent, making it difficult to establish the true origin or intent of the
agent’s operations. This can create challenges in tracking and attributing malicious

actions.

Resource Depletion: Malicious hosts may deliberately consume the resources of
the mobile agent, such as its energy or memory, causing it to fail prematurely and

disrupting its intended functions.

Sensitive Information Leakage: Compromised hosts might attempt to extract
sensitive data from the mobile agent, potentially leading to the exposure of confi-
dential information or sensitive algorithms. Addressing the problem of malicious

hosts in mobile agents during WSNs requires a combination of security measures.

Authentication and Authorization: Implement strong authentication mecha-
nisms to ensure that the agent interacts only with trusted hosts. Authorization

mechanisms can restrict the operations the agent can perform on a host.

. Secure Communication: Employ secure communication protocols to protect in-

teractions between the mobile agent and hosts. Encryption can prevent eavesdrop-

ping and data manipulation.

Code Integrity: Use techniques like code signing or checksum verification to

ensure the integrity of the mobile agent’s code.

Trust Management: Utilize trust-based models to assess the trustworthiness of

hosts. Monitoring and evaluating hosts’ behavior can help identify potential threats.

Isolation: Consider isolating the execution of mobile agents from the underlying
host environment using virtualization or sandboxing techniques, preventing direct

access to host resources.
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The problem of malicious hosts underscores the importance of robust security mechanisms
to protect mobile agents as they traverse through the WSN. By addressing this challenge,
the network can maintain the integrity of data, operations, and communication even in
the presence of compromised or malicious nodes. To achieve a protection level that is
comparable to the one of agents that run on non-malicious or trusted hosts, the following

attacks are identified:-
e Spying out code
e Spying out data
e Spying out control flow
e Manipulation of code
e Manipulation of data
e Manipulation of control flow
e Incorrect execution of code
e Masquerading of the host
e Denial of execution
e Spying out interaction with other agents
e Manipulation of interaction with other agents

e Returning wrong results of system calls issued by the agent

3.7.3 Counter Measure

Many conventional security techniques used in contemporary distributed applications
(e.g., client-server) also have utility as countermeasures within the mobile agent paradigm.
Moreover, there are a number of extensions to conventional techniques and techniques de-
vised specifically for controlling mobile code and executable content (e.g., Java applets)
that are applicable to mobile agent security (Jansen). After reviewing these counter-
measures, mobile agent computing allows for both prevention and detection mechanisms
techniques. These techniques can be used to protect agents as well as platforms, sepa-
rately from those used to protect the agents that run on them. These countermeasures
have been implemented or suggested to reduce the vulnerability of the mobile agent
against malicious hosts. As with security countermeasures, Prevention mechanisms aim

to protect the mobile agent so that it becomes difficult, or at least very expensive, to
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attack the agent. The detection mechanisms perform (regular) checks to discover pos-
sible security breaches. The Table 3.1 indicates the countermeasures that are useful in

detection and which are more appropriate for prevention.

Table 3.1: Categorization of Mobile Agent Countermeasures [19].

SN | Countermeasures Category
1 | Partial result encapsulation Detection
2 | Mutual itinerary recording Detection
3 | Replication and voting Detection
4 | Execution tracing Detection
5 | Digital Signatures Detection
6 | State Appraisal Detection
7 | Migration Paths Detection
8 | Replication and Voting Detection
9 | Execution Monitoring Detection
10 | Reference States Detection
11 | Sedentary Agents Detection
12 | Environmental key generation Prevention
13 | Computing with encrypted function Prevention
14 | Code Obfuscation Prevention
15 | Computing with Encrypted Functions | Prevention

3.8 Summary

This Chapter presents a detailed exploration of mobile agents in WSNs, highlighting
their key roles and applications in enhancing network performance and functionality.
By addressing both the advantages and challenges associated with mobile agents, the
chapter provides a balanced view of their impact on wireless sensor networks. Through
the discussion of practical uses, limitations, and security considerations, this chapter
aims to offer insights into the effective deployment and management of mobile agents in

modern sensor networks.
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Table 3.2: Security Threats and its Countermeasures

SN | Security Threats Countermeasure Ref
1 | Malicious Code Injection Mobile | Code validation and verification tech- | [20)]
agents may carry malicious code or | niques can be employed to ensure that
payloads that can compromise the host | the mobile agent’s code is safe and free
system or network. This code injection | from malicious elements. Techniques
can lead to unauthorized access, data | such as code signing, integrity check-
leakage, or disruption of services. ing, and sand boxing can be utilized to

mitigate the risks of code injection.

2 | Unauthorized Access and Privi- | Access control mechanisms should be | [21]
lege Escalation Mobile agents may | implemented to enforce proper authen-
attempt to access or modify sensitive | tication, authorization, and privilege
data or resources without authoriza- | management. Techniques such as en-
tion. They may also try to escalate | cryption, robust authentication proto-
their privileges to gain higher access | cols, and secure communication chan-
levels than intended. nels can be employed to protect against

unauthorized access and privilege esca-
lation

3 | Network Eavesdropping and Tam- | Secure communication protocols such | [22]
pering Mobile agents may be vulnera- | as SSL/TLS can be utilized to en-
ble to eavesdropping attacks, where at- | crypt the communication between mo-
tackers intercept and analyze the com- | bile agents and hosts, ensuring confi-
munication between agents and hosts. | dentiality and integrity. Digital signa-
Additionally, attackers may tamper | tures and message authentication codes
with the agent’s messages or data, lead- | can be employed to detect tampering
ing to information leakage or manipu- | attempts.
lation.

4 | Denial-of-Service (DoS) Attacks | Implementing robust intrusion detec- | [23]

Mobile agents can be targeted with
DoS attacks to disrupt their execution
or prevent them from completing tasks.
Attackers may overload the agent’s re-
sources, exploit vulnerabilities, or ex-
haust network bandwidth.

tion and prevention systems can help
identify and mitigate DoS attacks.
Load balancing techniques, resource
monitoring, and rate-limiting mech-
anisms can be utilized to mitigate
the impact of DoS attacks on mobile
agents.
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Chapter 4

Mobile Agent-Based Intrusion Detection Sys-

tem

This chapter explores Mobile Agent-Based Intrusion Detection Systems (IDS), focusing
on how mobile agents enhance the security and effectiveness of intrusion detection in
various network environments. It provides a detailed overview of IDS concepts, the
role of mobile agents, and the implementation and evaluation of an automated attack

classification model.

An Intrusion Detection System (IDS) is a cyber security solution designed to monitor
network traffic, system activities, and user behaviors in order to identify and respond to
unauthorized or malicious activities. Its primary purpose is to detect and alert adminis-
trators about potential security breaches, attacks, or policy violations within a computer
system or network. The preservation of data integrity, network security, and system
confidentiality is of paramount importance. As organizations increasingly rely on tech-
nology for their operations, the potential for security breaches and unauthorized access

rises.

This is where Intrusion Detection Systems (IDS) step in as a crucial line of defense. An
IDS serves as a vigilant sentinel, tirelessly monitoring networks, systems, and applications
to detect any signs of unauthorized or malicious activities. An IDS can swiftly identify
potential security breaches, ranging from sophisticated cyber attacks to inadvertent policy
violations, by analyzing patterns, behaviors, and anomalies within the network traffic or
system logs. This proactive approach allows organizations to promptly respond to threats,

mitigating potential damages and safeguarding sensitive information.

Whether it’s a network-based IDS scanning data packets for telltale signs of intrusion or a
host-based IDS scrutinizing system activities for unauthorized access attempts, IDS tech-
nology plays a pivotal role in maintaining the integrity and security of digital ecosystems.
Its ability to provide real-time alerts, facilitate incident investigations, and contribute to
compliance efforts makes it an indispensable tool in the arsenal of modern cyber security
strategies. As the cyber landscape evolves, the role of IDS remains ever-relevant, enabling

organizations to stay one step ahead of potential threats and ensuring the robustness of
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their digital infrastructure.

4.1 Intrusion Detection System

An Intrusion Detection System (IDS) is a vital tool that continually monitors and analyzes
network or system activities for any signs of malicious activities or policy violations.
The main objective of an IDS is to swiftly detect and alert potential security breaches,
intrusions, or any other unwanted activities in real-time or near real-time. Here are the

primary types and functions of IDS:
1. Type of IDS

e Network-based Intrusion Detection System (INIDS): NIDS monitors
network traffic, analyzing data packets in real time to identify suspicious pat-
terns or anomalies. It looks for signs of known attack signatures or behaviors
that deviate from normal network activity. NIDS can be placed at key points

within the network to capture and analyze traffic.

e Host-based Intrusion Detection System (HIDS): HIDS operates at the
individual host level, monitoring activities on a specific system or device. It ex-
amines system logs, file integrity, and other host-specific information to detect

any unusual behavior or unauthorized access.
2. Functions of IDS: The functioning of an IDS involves these key steps:

e Monitoring The IDS constantly collects and analyzes data from network

traffic or host activities.

e Detection The collected data is compared against known attack signatures,
predefined rules, or behavioral patterns. If any match is found, the system

triggers an alert.

e Alerting When a potential intrusion is detected, the IDS generates alerts or
notifications, which can be sent to system administrators, security personnel,

or other designated parties.

e Response Depending on the setup, administrators can take actions based on
the alerts. These actions might include further investigation, isolating affected

systems, and implementing countermeasures.

Intrusion detection systems are crucial in enhancing an organization’s overall cyber se-

curity posture by detecting unauthorized activities in a timely manner. They help iden-
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tify various types of threats, such as malware infections, unauthorized access attempts,
brute-force attacks, and more. IDS also aids in understanding attack trends and patterns,

enabling organizations to implement proactive measures to prevent future incidents.

It’s important to note that while IDS is a powerful tool for detecting potential intrusions,
it may also generate false positives (indicating an attack that didn’t actually occur) or
false negatives (missing a genuine attack). Therefore, IDS is often used with other cyber
security measures, such as firewalls, antivirus software, and Intrusion Prevention Systems

(IPS), to protect against cyber threats.

4.2 An Ensemble Model for Automated Attack Clas-

sification

The most recent technological development is the convergence of mobile agent technology
for high-level inference and surveillance in wireless sensor networks. Connecting the two
technologies advances new fields and is becoming more important in communication.
The sensor nodes become more open to malicious attacks as they move from a static to
a dynamic environment that changes quickly. This research looks into the attacks that
cause communication to break down and sounds the alert for the necessary response.
One of the most helpful data-centric routing protocols in WSNs is the SPIN protocol. A
mechanism has been developed to collect enough information from the Network Simulator
(NS-2.35) on the necessary properties to spot unusual behavior on sensor nodes. This
paper provides a novel method for categorizing attacks based on wasted energy using

several criteria.

Additionally, common classifiers with machine learning models build a performance ma-
trix according to the type of attack. An ensemble model with a 95 % average accuracy
is proposed to improve the performance of the ensemble classifiers. Additionally, K Fold

cross-validation was done to make sure the proposed ensemble model was consistent.

Research into wireless sensor networks has exploded recently due to the widespread inter-
est in the enticing technologies they employ, which enable and support the next generation
of ubiquitous and pervasive computing scenarios. Large numbers of self-sufficient sen-
sor nodes are spread across an area of interest and programmed to carry out certain
tasks.

The current mobile agent-based Wireless Sensor Networks (WSN) implementations are
considered an incremental evolution in energy efficiency and data delivery in a region

using sensor nodes. These sensor nodes interact wirelessly and do not require shared
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infrastructure or centralized control. Nodes may collaborate by forwarding or relaying
packets to one another, potentially involving numerous intermediate relay nodes. Because
of the distributed nature of learning and decision-making in Wireless Area Networks, this

study pioneered the use of mobile agents to implement intrusion detection.

As demonstrated in Figure 4.1, sensor agents can conduct local detection utilizing attack

attributes available inside the limited sensing zone.

Fig 4.1: Structure of WSN

A method for collecting data on network parameters using modeling and simulation
using Network Simulator-2 (NS-2.35). A WSN has many mobile agents that operate as
autonomous sensor nodes and are placed in different clusters throughout different regions
to execute work independently toward a stated objective while interacting with other
agents and their surroundings. WSN is being implemented for task-specific monitoring

and agent security.

Typically, these networks are made up of sensor nodes that are fixedly placed at prede-
termined positions across the environment and continuously monitor one or more sensors
to look for any unusual activity. The majority of security networks do not gather data,
which is a key distinction between security and environmental WSNs. The WSN must
acknowledge any nodes that are disabled or stop functioning as a security breach that
needs to be notified. In a security WSN, nodes spend the majority of their energy trying
to achieve the strict latency criteria necessary to sound an alarm if and when security

violations occur.

If a security violation is found, a report must be created and sent immediately to the

sink or base station. The performance of the application is significantly impacted by the
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latency of these transmissions from the nodes to the network sink. In order to improve
performance and attack identification with ensemble models, mobile agent technology
still has a way to go toward reaching the ideal behavior. This can be accomplished
with the use of machine learning models. Mobile agent technology has the ability to
develop a foothold and increase its reach, allowing for the gradual adoption and usage of

cutting-edge technology to improve accuracy.

To become an effective enabling technology on Wireless Sensor Networks (WSNs), mobile
agents have qualities such as robust itinerary and order with a distributed computing
paradigm based on code mobility. In this research, we build a unique dataset to describe
four distinct types of DoS attacks, as well as baseline behavior [24]An approach is placed
for developing an Intrusion Detection System (IDS) for autonomous mobile agents. Every
node in the network counts as the computing node, and mobile agents migrate and

collaboratively perform attack detection [25].

The IDS must be able to detect the greatest number of security threats possible and
be consistent with the characteristics of WSNs. Test-Data is the name of the created

dataset.

Further, random parameters like network lifetime, consumed energy, throughput, and
Packet Delivery Ratio (PDR) determine the dependability of generating attacks on a
network. This work considers consumed energy as a vital dependability enhancement

feature. The contribution of work is as follows:

1. Create a model of the proposed IDS using a Network Simulator (NS-2.35), simulate
it, and then analyze the simulated data to build the dataset, which will be used to

detect attacks based on various factors in WSNs.
2. To optimize the generated dataset with data pre-processing.
3. Implement and perform prediction on an ensemble model.

The novelty of this work is predicting the behavior of mobile agents on WSN, which
is a learning model that can be used to identify the attacks before allowing for further
communication, opening a new avenue for the research fraternity. This entire paper is
organized as follows: Section II describes the related work as background information.
Section III illustrated the modeling and simulation. The proposed model is presented
in Section IV. The model evaluation with hyperparameter is in Section V. Section VI
discusses the result analysis and comparison with the available model. The conclusion

and future scope are discussed in Section VII.
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4.3 Background and Related work

This Section presents an overview of the literature survey in four phases. The first phase
deals with the routing algorithm for data evaluation followed by the mobile agent 1DS
on Wireless Sensor networks, simulation of data on the basis of a performance parameter
of nodes for attack identification, and comparison with no attack parameter to design an
ensemble model using machine learning model concludes with the comparison of perfor-

mance with available machine learning models.

4.3.1 SPIN Protocol Overview

An energy-constrained wireless sensor network considers Sensor Protocols for Information
through Negotiation (SPIN), a negotiation-based data-centric routing protocol sensors in

an energy-constrained wireless sensor network [26].

The protocol starts when a SPIN node obtains new data to share. It broadcasts an ADV
message containing meta-data. If a neighbor node is interested in data, a REQ message is
sent for the DATA. The neighbor sensor node then repeats this process to its neighbors,
resulting in the entire sensor area getting a copy [27]. SPIN is a data-centric routing
protocol. A meta-data is used, which is exchanged among the sensor nodes. A node that
sensed some new data sends an advertisement message containing the Metadata to all its

neighbors [28]. In SPIN, three types of messages are used to communicate :
e ADV message.
e REQ message.
e DATA message.

SPIN assumes that the Base Station (BS) is fixed and located far from sensor nodes.

Figure 4.2 shows the structure of nodes in a SPIN routing protocol.

Fig 4.2: Structure of SPIN Protocol
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4.3.2 Mobile Agents in WSNs

Mobile agents for efficient data dissemination in WSNs, the occurrence of certain events
will alert sensors to collect data and send them to sink node with the strategies on the
sensor network have proposed [29]. The development of WSN application based on the
mobile agent paradigm and how WSN has posed its effectiveness in a highly distributed

environment [30].

A mobile agent paradigm proposed to reduce and aggregate data in a planar sensor
network as agents reduce the communication cost, especially over low bandwidth links
[31].

A mobile agent-based middleware using a publish mechanism in wireless sensor networks
and the execution time and energy consumption results show that the proposed model is

more effective during agent transmission [32].

A model was proposed and compared with the traditional cryptography mechanism to
identify the weak security in the wireless environment. Further, use mobile agents in
the model to provide dependable Internet services delivery to users; this will guarantee
secure authentication in wireless networks and examine the feasibility of the solution with
a model of WSN [33].

Using mobile agents as enabling technology for Wireless Sensor Networks via encapsulate
protocols and dynamically deploy them to overcome standardization or upgrading security

issues, created and migrated into the sensor nodes of the target WSN zone [34].

A middleware is presented to support remote-level communication in different tuples,
integrating mobile agents into the multicasting wireless sensor networks. It enhanced the
mobile agents for supporting multiple concurrent applications to support dynamic changes

and support large-scale networks for increasing scalability and heterogeneity [35].

4.4 Mobile Agents based IDS in WSNs

A Mobile Agent-based Intrusion Detection System was proposed using a scheme to per-
form two intrusion detection levels using the minimum possible network resources. The
proposed idea enhances network lifetime by reducing the workload on Cluster Head (CH),

and it also provides enhanced security in WSN [36].

The concept of a lightweight analysis, energy-efficient system that uses mobile agents

on intrusions-based detection for the energy consumption on the sensor nodes. A linear

o1



regression model is applied to predict energy consumption and deployed results under
the denial-of-service attacks. Consider flooding can be detected with high accuracy while

keeping the number of false positives very low.

Consider the importance of the security of networks. Analyses an autonomous mobile
agent-based intrusion detection architecture to address the security in wireless body area
networks to highlight the unique benefits of the proposed architecture [37]. As discussed,
the detection techniques for attacks used in WSNs to deploy for supervisory control and

data acquisition systems [38].

4.5 Machine Learning Model for WSNs

Autonomous mobile agents use a machine learning model to perform detection to detect
various security attacks. Simulation results show that the proposed system performs
efficiently with high detection accuracy and low energy consumption. A hierarchical and
distributed approach to seeing various security attacks in these networks used machine

learning classifiers on the mobile agents to detect attacks accurately.

Further investigation and comparison of machine learning classifiers were made, and the
most suitable one was chosen to implement IDS. The system was assessed for detection
accuracy and energy consumption and achieved credible results with different combina-
tions of adversarial sophistication. The concept of congestion in WSN is well discussed
by [39]. The main reason identified is the increased DF rate, which generates enormous
traffic on the network. A machine learning model and an intrusion detection system were
used to deal with the denial of service attack on the WSN. The performance parameters
considered are PDR, energy consumption, detection rate, and delay. The simulation was
deployed in NS-2 using the AODV routing protocol [40].

A detailed review from 2002 to 2013 of machine learning techniques used in WSN pre-
sented in the discussion states that many research challenges in WSN have been tackled
with the help of machine learning techniques. Further, it is concluded that the per-
formance parameters of WSN need to be optimized further for attaining a dependable
WSN [41]. Consider an intrusion detection system (IDS) based on the randomized and
normalized deployment of nodes on Wireless Sensor Networks (WSNs). Analyses the
machine learning techniques to enhance network dependability under flooding attacks.
This work found that machine learning models play a significant role in predicting the
data flow. The experiments on the simulated dataset underline the part of the machine
learning model for data flow prediction on the normalized dataset. These models perform

differently according to the size of training and testing dataset partitions [42].
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4.6 Assumption and Mathematical Model

This proposed ensemble model uses a mobile agent-based IDS architecture in wireless
sensor networks to generate a data set of WSN Test Case data. Figure 4.3 presents

the network model of WSN using Mobile Agent-Based IDSs to ensure security in a net-

work.
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Fig 4.3: WSN with Mobile Agent Based IDS

In this framework, the proposed network consists of wireless sensor nodes such as base
nodes, cluster heads, and sensor nodes that monitor, collect, and relay the data to the
provided storage. As discussed earlier, an anomaly on the node can occur at any point in
the form of an attack. An effective IDS is required as distributed in the network to prevent
such attacks. This proposed model uses multiple mobile agent-based intrusion detection
systems for wireless sensor networks. Mobile agents-based IDS can detect attacks using

features available in the network using network simulation (NS-2.35).

The attack identification technique is designed to cope with nodes based on parameters as
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mentioned in the model and generate data named WSN-test case based on consumed en-
ergy by nodes to identify Denial of Services (DoS) attacks using machine learning models.
Mobile agents-based IDS works on most of IDS’s standard components, such as monitor-
ing, analysis, detection, logging, alarming, and prevention. The agent model is designed
to be flexible, scalable, platform-independent, and dynamic. The proposed method uses
mobile agents and multiple base stations deployed in the WSN to randomize and deploy
secured nodes. Consider a Base Station BS consisting of S of sensor nodes s;, s;11, . . .
sy, where the total number of sensor nodes is N in the network. The mobile agent-based
IDS contains different agents, such as Mobile Agent Supervisor (MAS), Cluster Head
Agent (CA), and Sensor Node (SN). A Report Module (RM) is responsible for keeping

track of all agents in the network.

The Mobile Agent Manager (MAM) is responsible for releasing and storing updating sen-
sor and cluster agents in the network and acts as a central hub in the network. Sensor and
Cluster agents are used to detect anomalies on the respective nodes and perform global
detection on a cluster and local detection on a sensor node as suspicious activities. A
routing protocol is essential to transmitting the data from source to target nodes and effi-
ciently disseminating information in the network. SPIN (Sensor Protocol for Information
via Negotiation) routing algorithm is used in the proposed model from several types of
routing algorithms available in WSN. SPIN is a data-centric protocol that dissemination
data in the network through negotiation in an energy-constrained network. SPIN uses
data negotiation techniques and resource adaptive algorithms to deliver the data in the

network.

4.6.1 Mathematical Model

A mathematical analysis has been conducted to ensure the correctness of the generated
dataset called the WSN-Test Case. It is calculated by observing the number of messages
sent by nodes and received by nodes via mobile agent-based IDS on a specific transmission
cycle with the parameters of data that further generate attacks. For the dataset, a
mobile agent-based IDS is installed on the sink node (base station) to check the network’s
behavior and the working abnormality of nodes. It has a life cycle of three phases:
collection, detection, and response phase for deployed sensor nodes or both ends. The
collection phase gathered data from global as well as local nodes. The collected data was
simulated on a network simulator (NS-2.35) and analyzed on the basis of performance
parameters. Table 4.4 conducted to all phases further compared to the result of simulation
in case of a normal situation where no DoS attack occurred. The terms used in the

proposed model are listed as follows:
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N: number of sensor nodes in WSN.

i: sensor node i.

SA: number of sensor/ Sensor agents.

CH: No of Cluster Heads.

CA: number of cluster head/cluster head Agent.
ADV-PM: Advertisement-Packet Message Sent.
ADV-RCVD: Advertisement-Packet Message Received.
REQ-PR: Request-Packet Received.

DP: Drop Packet.

PDR: Packet Delivery Ratio.

DF: Data Flow.

PT: Protocol Type.

Base: Central hub/ Sink node.

RM: Report Module.

MAM: Mobile Agent Manager.

TD-SENT: number of TDMA schedules sent by CAS.
TD-RCVD: number of TDMA schedules received by sensor nodes.

There are some basic concepts and assumptions to deploy the above terms in a math-
ematical model and compare the simulation results with the case of a normal situation

when there is no DoS attack.

Each cluster head is responsible for local detection within a clique of each sensor for
multiple spawning sensors. Each Mobile agent traverses the nodes within its set itinerary
and performs local detection in each node by aggregating the logs accumulated over a

period of time.

1. Advertisement Message: Calculate the number of advertisement messages sent
by sensor nodes and received by CHs in a specific round and the maximum ADV-PM
sent within the particular round in CA. The equation used for maximum request
via equation 4.1. The procedure used SPIN routing algorithm, SA broadcasts an

advertisement message in each round is supposed to the rest of the nodes.
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REQ — PRis(N — 1)« CH (4.1)

2. Request Message: The number of join request messages is sent by sensor nodes
and received by H to associate with them. In the cluster setup phase of SPIN; the
maximum REQ-PR sent equals PDR, which is N-CH because once each sensor node
has decided which cluster it will belong to, H will receive the message. In the data
transmission phase, at the end of each round, BS receives the sensed data received
by CHs from the sensor nodes according to their time slot assigned by the schedule;

it combines them into a packet and sends them to the CA from CM.

3. Data message: Calculate the amount of actual data delivered to the target node
at the end of each round. Once the CH receives the sensed data from the sensor
node, it negotiates the data and sends it to the target node. Throughout the round,
every packet received by nodes is sent to the target node after the data has been

negotiated.

Table 4.2 shows the comparison between the mathematical and simulation results to
confirm the correctness of the simulation of the collected data. Equations were applied to
obtain the mathematical results, while the simulation results were obtained from Network
Simulator (NS-2.35).

4.7 WSN Test Case Dataset Workflow Description

To generate the dataset and collect the data from the sent and received packets in WSN,
a monitoring service is performed by a mobile agent-based IDS. To identify the possible
attacks on the generated dataset, it is necessary to collect such data that help detect,
classify, and prevent attacks. Each sensor node will monitor its neighbor node. This
Section proposes an ensemble model based on the collected data on a Denial of Services
attack. So, multiple machine learning models are used to predict nodes under attack or

normal.

4.7.1 Assumption for Proposed Model

The main idea behind the proposed model is based on DoS attacks that have been iden-
tified, like Flooding attacks, Blackhole attacks, Wormhole, and Grayhole attacks. The

seriousness of the DoS attack originates from the fact that sensor node deployment in
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harsh environments is difficult to control. A system is constructed using a machine learn-

ing perspective on collected, trained data from network simulation with the following

assumptions to solve the problem.

1.

2.

The wireless links are active and dynamic.

The sensors are densely deployed and can work asynchronously because of mobile

agents.
It provides a single security checkpoint, i.e., a mobile agent for effective WSN.

Mobile agents are used to segregate the faulty sensor nodes at the initial state from

normal sensor nodes and improve the efficiency of the network.

Perform attacks by dropping packets to identify attack types like drop all packets,

randomly drop packets, or selectively drop packets.

The proposed model generates a dataset using the following rules:

1.

Mobile agent-based IDS works as a monitoring service to build a specialized dataset
and collect the data from the sending and receiving packets in WSN using mobile

agent migrating algorithm Figure 4.4.

The sensor node transmits a packet and checks the consumed energy in the previous
round on the basis of distance, received signal strength, current energy of node,
number of messages sent, received, and drop to sensor agent. An attack is identified

on the basis of consumed energy by the node during connectivity (Refer Table 4.1).

In order to gather the required data, Network Simulator (NS-2.35) is used as per

the simulation parameter as mentioned in Table 4.3.

The classification of attacks generated on the above parameter and feature have

been grouped for attack identification as in Table 4.1.
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Table 4.1: Sample of Wireless Sensor Network dataset [24]

Time Is who CH Dist ADV | ADV | JOIN | JOIN | SCH | SCH | Rank | DATA | DATA Data dist_.CH send | Consumed Attack
_CH _To_CH S R S R _S R S R _To_BS _To_BS _code Energy type
50 1 101000 0 1 0 0 25 1 0 0 0 1200 48 130.08535 0 2.4694 Normal
50 0 101044 75.32345 0 4 1 0 0 1 2 38 0 0 0 4 0.06957 Normal
50 0 101010 46.95453 0 4 1 0 0 1 19 41 0 0 0 3 0.06898 Normal
50 0 101044 | 64.85231 0 4 1 0 0 1 16 38 0 0 0 4 0.06673 Normal
50 0 101010 4.83341 0 4 1 0 0 1 25 41 0 0 0 3 0.06534 Normal
50 0 101010 31.91198 0 4 1 0 0 1 18 41 0 0 0 3 0.06717 Normal
50 0 101044 | 24.34167 0 4 1 0 0 1 5 38 0 0 0 4 0.06214 Normal
50 0 101010 26.75033 0 4 1 0 0 1 21 41 0 0 0 3 0.06662 Normal
50 0 101044 | 63.66485 0 4 1 0 0 1 17 38 0 0 0 4 0.06649 Normal
103 1 102041 0 1 3 0 93 1 0 0 0 1302 0 0 0 0.00726 Blackhole
153 1 103003 0 1 1 0 72 1 0 0 0 1296 0 0 0 0.00745 Blackhole
403 1 108078 0 1 3 0 73 1 0 0 0 1314 0 0 0 0.00725 Blackhole
553 1 111029 0 1 5 0 36 1 0 0 0 1260 0 0 0 0.00722 Blackhole
603 1 112040 0 1 5 0 48 1 0 0 0 1296 0 0 0 0.00726 Blackhole
703 1 114005 0 1 3 0 38 1 0 0 0 1254 0 0 0 0.00732 Blackhole
703 1 114065 0 1 3 0 40 1 0 0 0 1280 0 0 0 0.0073 Blackhole
53 1 101096 0 7 0 0 90 1 0 0 0 1350 15 121.69498 0 2.25865 Flooding
103 1 102001 0 6 14 0 51 1 0 0 0 150 0 0 0 0.00743 Flooding
103 1 102034 0 4 16 0 8 1 0 0 0 388 111 165.46205 0 2.35811 Flooding
103 1 102069 0 8 12 0 31 1 0 0 0 1240 40 93.93772 0 2.20716 Flooding
153 1 103009 0 6 16 0 20 1 0 0 0 1140 57 159.31297 0 4.19113 Flooding
153 1 103073 0 4 18 0 18 1 0 0 0 310 0 0 0 1.50971 Flooding
153 1 103088 0 6 16 0 11 1 0 0 0 990 90 88.47785 0 3.5653 Flooding
153 1 103096 0 4 18 0 40 1 0 0 0 1248 32 121.69498 0 3.86013 Flooding
203 1 104073 0 3 9 0 44 1 0 0 0 1276 29 136.03878 0 4.59168 Flooding
153 1 103003 0 1 4 0 22 1 0 0 0 1166 29 85.19787 0 2.06959 Grayhole
153 1 103043 0 1 4 0 47 1 0 0 0 1269 14 145.08942 0 1.88023 Grayhole
253 1 105005 0 1 9 0 47 1 0 0 0 1170 7 137.59248 0 0.92063 Grayhole
303 1 106079 0 1 3 0 75 1 0 0 0 1350 7 108.34705 0 1.64035 Grayhole
353 1 107033 0 1 3 0 71 1 0 0 0 1349 9 162.5505 0 2.03296 Grayhole
503 1 110024 0 1 9 0 35 1 0 0 0 1200 15 113.27654 0 2.0577 Grayhole
403 1 1088001 0 1 2 0 36 36 0 0 0 0 0 0 0 0.00723 Scheduling
403 1 108069 0 1 2 0 27 27 0 0 0 0 0 0 0 0.00722 Scheduling




Table 4.2: Comparison of Mathematical and Simulation Results

Round | No. of [ ADV.PM SENT | ADV_PM_RCVD | REQ PR SENT | REQ_ PR _RCVD | BS Receives
clusters | Math Sim Math Sim Math Sim Math Sim Math Sim
1 1 1 4 293 293 92 92 92 92 234 | 234
2 2 2 2 150 150 94 94 94 94 5 15
3 1 1 1 250 250 88 88 88 88 165 | 165
2 5 5 5 237 237 67 67 67 67 176 | 176
5 6 6 6 334 334 45 45 45 45 298 | 298
6 7 7 7 308 398 99 99 99 99 345 | 345
7 2 2 2 132 132 45 15 15 45 98 98
8 3 3 3 238 238 67 67 67 67 652 | 652
9 1 1 4 345 345 34 34 34 34 334 | 334
10 6 6 6 694 694 65 65 65 65 198 | 198
Sim = Simulation
Table 4.3: NS-2.35 Simulation Parameter
SN | Parameter Value
1 | Channel type Wireless
2 | Number of nodes 200 nodes
3 | Number of Clusters 10
4 | Network area 200mX200m
5 | Base Station location (30,185)
6 | Size of data packet 500 bytes
7 | Size of packet header 20 Bytes
8 | Max transmission range | 200m
9 | Routing Protocol SPIN
10 | MAC Protocol CSMA/TDMA
11 | Simulation Time 3600s
12 | Initial Energy(in joule) |5, 50
13 | Attacker intensities 10%, 30%, 50%
Table 4.4: NS-2.35 Simulation Parameters for Proposed Model
SN | Parameter Value
1 | Network Area 200m x 200m
2 | Number of target source 5
3 | Data rate at MAC layer 2 Mbps
4 | Max packet in queue 150
5 | Data Flow 50-100 Mbps
6 | MA_ Fusion Factor(«) 1
7 | MA_Reduction Ratio(7) 10%
8 | Local execution time at target node (7) | 50ms
9 | Size of Processing Code 0.4k bytes

4.7.2 Proposed Workflow Description

This Section makes use of trained and un-trained datasets. The un-trained dataset con-

tains the network performance parameter where the randomly deployed network nodes
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begin
agent arrives in region
authenticate agent in MAM
if authenticate(MAM) = true; /* check the authentication of the arrived agent
from specified source or not */
enter into region after the information from Sink node
if( ThisNode=ClusterNode)
MAM migrate the agent and assign as CA on cluster node;
elseif(ThisNode= SourceNode)
MAM migrate the agent via CA on source node and assign as SA.
MA collected sensed data; among the nodes from Sink node, select the target nodes
and assign to agents as Nextnode;
Set NextNode in the MA packet and MA migrate towards the target node
If ( NextNode= ClusterNode) /*if next node from target node is cluster node enter
in CA;
enter CH /* MAM pass node to Cluster Agent */
begin
authenticate (node);
if authenticate(node)=true; /* check the authentication of the node*/
begin
create RO; /* Create ReadOnly file of node*/
enter into Sensor node if( NextNode= SourceNode) /* as per target node*/
elseif(ThisNode=LastNode) MA collected the sensed data; and migrate back to
MAM;
goto CA;
elseif( NextNode= SourceNode) /* CA pass node to Source Agent*/
enter SA /*node come on source node via SA */
begin
authenticate (node);
if authenticate(node)=true; /* check the authentication of the node*/
begin
create RO; /* Create ReadOnly file of node*/
enter into source node if NextNode= SourceNode)
elseif(ThisNode=LastNode) MA collected the sensed data; and migrate back to SA;
goto CA;
else
goto MAM;
task() complete /* agent task is completed*/
create AO; /*Create AppendOnly file of agent*/
authenticate (agent) from MA /* Check the authentication of agent*/
if true, then goto next host
else
agent attack is found;
end; else goto Sink node;
end; else
goto CA; /* go to cluster Agent*/
goto SA ;/*go to Source Agent*/
end;

Fig 4.4: Algorithm for Network Action on Agent Arrival

60



are. In comparison, the trained dataset considers performance parameters after apply-
ing the Waikato Environment for Knowledge Analysis (WEKA). It contains a lot of
algorithms for data pre-processing, clustering, classification, association rules, regression,
and visualization. Toolbox technique of node deployment for simulation experiments to
evaluate the proposed dataset [24]. The workflow of the presented model is broken into
phases. The first phase evaluates the untrained dataset, and the second phase evalu-
ates the trained dataset from the machine learning learning algorithm to evaluate the

best-suited model. A generic flow is presented in Figure 4.5.
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Fig 4.5: Proposed Structure for Ensemble Model

The performance parameter computed for this deployment is analyzed by attack type
on a node on the basis of consumed energy criteria, which is an essential metric for
dependability evaluation. The coordinates of attacks are normalized using the feature
extraction technique to get the trained data. A subset of the WSN dataset is taken to
extract the feature from all the attack cases that are classified correctly. The performance

metric of features on the machine learning model is used and compared with the trained
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data. After testing out various combinations of the model, an ensemble model has been
proposed. It is validated that the proposed ensemble model performs better than the
individual models. Various techniques like feature selection and cross-validation have
been applied to achieve maximum accuracy in the prediction of an attack. The workflow
of the proposed ensemble model can be broken down into four phases which is present in
Figure 4.6.

e Phase I:
The first phase includes identifying the five most common Denial of Services (DoS)
attacks, namely Blackhole, Greyhole, flooding, scheduling, and normal (without
attack) from the WSN Dataset. Features are then extracted from the attack files.

e Phase II:
Various machine learning algorithms are trained on the training set. Hyperparam-
eter tuning of these individual algorithms is done to achieve the best results on the
test set. Table 4.1 gives a description of the various machine learning models along

with their tuned hyperparameters.

e Phase III:
After running rigorous iterations of various combinations of the machine learning
models, a comparison of the proposed ensemble model was obtained based on eval-
uation parameters like Accuracy, AUC, Recall, Prec., F1, Kappa MCC as discussed
in Section IV, which consisted of an ensemble of five machine learning models named
(Random Forest, Gradient Boost, Linear SVM, Poly SVM, Logistic Regression).

e Phase IV:
The performance of various models is generated, and the proposed ensemble model
is better in comparison to other models (Refer Table 4.5. Further K-fold cross-

validation is done to check the consistency of the ensemble model.

4.8 Model Evaluation

The performance of the ensemble model is evaluated using various parameters such as
accuracy, AUC, precision, recall, F1, Kappa, and MCC. The results of all models on
the same parameters are compiled in Table 4.5, which shows that the ensemble model
performs better than other models. The k-fold cross-validation method is used to attempt
to maximize the dataset for training and testing a model. It is beneficial for assessing
model performance, as it provides a range of accuracy scores across (somewhat) different

data sets. Further, K-fold cross-validation has been performed to check the consistency
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of results and test the robustness of the model.

4.8.1 Model Evaluation Parameters

Model evaluation parameters are used to calculate the Accuracy, Precision, and Recall

of various mentioned machine learning models to classify models.

1. Precision Precision is the fraction of relevant instances among the retrieved in-
stances. It helps to calculate the fraction of relevant data (true positives) among
all of the data predicted for a particular class. To compute the data, use equation
4.2.

Precision =TP/(TP + FP) (4.2)

2. Recall Recall has defined the fraction of examples to predict the class, which is
concerned with models that truly belong in the class. It is the fraction of relevant
instances that have been retrieved over the total number of relevant instances.

Recall is computed as equation 4.3.

Recall =TP/(TP + FN) (4.3)

3. F1-Score F-1 Score is the harmonic mean of Precision and Recall. The contribution
of both is to get a higher and better F'1 score. Due to the product in the numerator,
the final F1 score goes down significantly if one goes low. So a model does well in
F'1 score if the positive predicted are actually positives (Precision) and doesn’t miss
out on positives and predicts them negative (Recall).To compute F-1 Score equation
4.4.

F — 1Score = 2PrecisionRecall /(Precision + Recall) (4.4)

4. Accuracy Accuracy calculates the %age of correct predictions for the test data.
It can be calculated easily by dividing the number of accurate predictions by the
number of total predictions. It measures the correctness of the classifier. Accuracy

is divided by the correct prediction with all predication, computed as equation 4.5.

Accuracy = (TP +TN)/Total Data (4.5)
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4.8.2 K-Fold Cross Validation

K-Fold cross-validation estimates the accuracy of a classifier, which is important
not only for predicting its future accuracy but also for choosing a classifier from a
given set (model selection) or combining classifiers. To ensure that the proposed
ensemble model is consistent with low bias and low variance, repeated K-fold cross-
validation is performed. In this present work, K-fold cross-validation is repeated
five times. The results obtained are plotted against accuracy as shown in Figure
4.7 where the lines are overlapping, which signifies the robust proposed ensemble

model. The final average Accuracy obtained is 95.25%.

Table 4.5: Comparison of Machine Learning Models

SN | Model Accuracy | AUC | Recall | Prec. F1 Kappa | MCC
1 Random Forest Classifier 0.9201 0.9201 | 0.9201 | 0.9201 | 0.9201 | 0.9201 | 0.9201
2 | Light Gradient Boosting Machine 0.94 0.94 0.94 0.94 0.94 0.94 0.94
3 Decision Tree Classifier 0.9764 0.9751 | 0.9731 | 0.9926 | 0.9644 | 0.9653 | 0.9955
4 | Gradient Boosting Classifier 0.9664 0.95 0.97 0.9973 | 0.9661 | 0.9553 | 0.9954
5 | Extra Trees Classifier 0.9792 0.96 0.9618 | 0.9922 | 0.9796 | 0.9627 | 0.9862
6 | Ridge Classifier 0.9675 0.9321 | 0.9607 | 0.9764 | 0.9682 | 0.9568 | 0.9583
7 | Linear Discriminant Analysis 0.9639 0.9756 | 0.9582 | 0.974 | 0.9649 | 0.952 | 0.9537
8 | Naive Bayes 0.9097 0.9756 | 0.9321 | 0.937 | 0.915 | 0.8817 | 0.8865
9 | Logistic Regression 0.8448 0.9777 | 0.8006 | 0.8546 | 0.8386 | 0.7923 | 0.797
10 | K Neighbors Classifier 0.6858 0.8951 | 0.5662 | 0.6745 | 0.6682 | 0.5736 | 0.5818
11 | Ada Boost Classifier 0.6278 0.7896 | 0.4333 | 0.4714 | 0.517 | 0.4657 | 0.5643
12 | Dummy Classifier 0.3214 0.5 0.2 0.1035 | 0.1565 0 0
13 | SVM - Linear Kernel 0.2643 0 0.2044 | 0.0917 | 0.1254 | 0.0086 | 0.0146
14 | Quadratic Discriminant Analysis 0.0687 0 0.2 0.0048 | 0.009 0 0
15 | Ensemble Model 0.9894 0.9812 | 0.9791 | 0.9976 | 0.9896 | 0.9857 | 0.9966

4.9 Result Analysis, Comparison and Discussion

Table 4.5 lists the machine learning models trained on the dataset along with their hy-
perparameters. Feature extraction is done, and the dataset is split into two parts- the
training dataset (80% of the total dataset) and the testing dataset (20% of the total
dataset). The models are trained on the training dataset and are further tested on the
testing dataset. The proposed ensemble model is a combination of five models. The mod-
els are evaluated on various parameters, as mentioned in Section V. The model should
be cross-validated. If the resultant Accuracy after various runs is consistent in all the
runs, then the trained models are not overfitted. Overfitting models are well-obtained
data and learn too much. The Accuracy is validated by applying 10-fold cross-validation
five times. Figure 4.7 shows the results after using K-fold cross-validation. The proposed

ensemble model achieves higher accuracy.
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Fig 4.7: K-Fold Cross Validation

4.10 Summary

The aim of this ensemble model is to train a machine learning model to classify the
attacks using a mobile agent-based intrusion detection system. To identify the attacks,
an ensemble model normalized and un-normalized the data on the basis of consumed
energy by the node. The four attacks, Blackhole, Grayhole, Flooding, and Scheduling
attack, are identified for further data preprocessing classification and for the normal nodes
when there is no attack. Further, classification methods are used to train the dataset to

tune the hyperparameters.

Compare the machine learning models with an ensemble model to predict the attack on a

66



node. Identify the miscellaneous activities on the network scenario. The machine learning
model performed differently according to the training dataset size. The recommended
ensemble model achieved high classification accuracy when compared to other models to

predict attacks.

To analyze the robustness of the ensemble model, the K-fold validation was used to
determine the consistency of the ensemble model. The results conclude that the proposed
ensemble model is capable of identifying the attack on the node. This research emphasizes
the importance of security in the early research; we cannot waste time checking all the
learning and classification models. Without such an ensemble model, we cannot identify

the inherited vulnerabilities on these networks.
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Chapter 5

Border-Hunting Optimization for Mobile Agent-
Based Intrusion Detection With Deep Con-

volutional Neural Network

This Chapter delves into the advanced techniques of enhancing intrusion detection sys-
tems using mobile agents, specifically focusing on Border-Hunting Optimization com-
bined with Deep Convolutional Neural Networks (DCNNs). It discuss about the explores
innovative approaches to improving the accuracy and efficiency of mobile agent-based in-
trusion detection systems (IDS) within Wireless Sensor Networks (WSNs). further begins
with a foundational introduction to the subject, setting the stage for the detailed explo-
ration of various methodologies and models employed in the optimization and detection
process. It provides a comprehensive overview of the current state-of-the-art techniques,
including the integration of deep learning with mobile agents for more robust intrusion

detection.

The sensor nodes, which are available in the Wireless Sensor Networks (WSN), are
equipped with sensing abilities and communication. Several domains require the sensor
nodes to be arranged in aggressive surroundings, in which observing malicious activities
within the sensor network. Therefore, the present research proposes the border-hunting
optimization-based deep CNN (BHO-DCNN) for mobile agent (MA)-based intrusion de-
tection in WSN. The importance of the research relies on the BHO-DCNN model for
identifying the intrusion available in the network, which is established by integrating
the optimization with its features through a deep classifier for precise detection. The
algorithm follows the communal hierarchy, surrounding, group hunting, and prey attack-
ing, which provides an enhanced rate of convergence in the method of detection. The
analysis is achieved through the IDS 2018 Intrusion CSV database, depending on the per-
formance, such as delay, alive nodes, normalized energy, and throughput. The obtained
number of alive nodes through the developed BHO-DCNN algorithm is 45, end-to-end
delay is 0.2572 ms, normalized energy is 0.1622 J, as well as throughput is 0.3125 % for
nodes 50 at the populate rate of 100 respectively.
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5.1 Introduction

Nowadays, the Internet is considered an essential component of everyday life, and the
fast development in technology related to computer networking makes it easy to be com-
fortable in organizations, social communities, as well as in business [43]. Concurrently,
several kinds of threats to network safety are rising owing to the usual growth of several
techniques related to vulnerability, as well as attacks [44]. Generally, the intrusion de-
tection system (IDS) is intended to avoid intrusions as well as to prevent the programs,
which categorize the intrusions as intrinsic as well as extrinsic in the computer networks
of an association, as well as initiate the alarm when the safety intrusion us included in

the network of association [45].

Several securities are available in wired networks, such as secured gateways and firewalls,
to identify the attackers [46]. The previous web-based data processing systems are fed to
several attacks, resulting in considerable losses of several forms of damage [47]. Generally,
a mobile node is referred a malicious node when it undergoes the features like consump-
tion in bandwidth, drained battery, packet delay, message tampering, breakage of links,

capturing session, information stealing, drop packets, as well as false routing [7].

Consequently, the information on the malicious node identification is a vital feature
present in the network [46]. Several schemes are established to identify and block the
attacks that arise from the network, and the scheme of Mortgage Detection (MDS) is
considered a significant scheme since it withstands external attacks very efficiently [47].
In addition, MDS provides a security fence to overcome the physical attack rises in the

internet on the computer system [48].

In the research industry, applications with MA are considered a present topic, in which
MA is the structure of both the information and software. Since MAs are available in
such networks, there is no requirement for appropriate servers [46]. MA located itself in
a particular region to gather the data and distribute the data to every node available in
the network. MA is considered a code of the software, which transfers between the sensor
nodes (SN) to gather information in the sensor network [49] that is situated closer to

one another for creating extremely irrelevant information while sensing the atmosphere

[47].

Malicious users attack information very easily, but it is tough to attack the machine
of computation, which transfers data instead of transferring it to the machine through
mobile agents. MA senses the surroundings and adapts to change them dynamically. MA

is considered a particular kind of software entity that transfers between sensor nodes to
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collect information. When the redundancy subsists in the information, then it eradicates
mechanically, likewise, the volume of information, which is transferred to the sink is
minimized through the MA [46].

Several systems of intrusion detection have been established by several researchers to
sense intruders with numerous approaches. The faulty scheme, depending on three-
phase negotiation, is achieved to detect the intrusion, where the consumption of energy is
minimized since only one agent is transferred between the detected CHs node of malicious
and the information from the trusted CHs [45]. Due to a few challenges, the previous
methods are unable to perform the accuracy of sufficient detection [50]. The traffic in data
transmission of the sensor node is superior to the network’s ability, but the bandwidth
of the link is limited in MA [51][52], as well as several MAs gather the data from every
node of the sensor network. Thus, the overhead of the net traffic is acquired owing to the

communication between agents as well as high energy consumption [53].

MAs are located in a particular region to gather the information and distribute it to every
node present in the system [54]. When the MA is missed or transferred out of service like
an unauthorized region, then the gathered information will be lost and lead to a delay in

time as well as resource wastage [46].

Generally, the accuracy of the classifier does not decline significantly, and between every
possible structure, the primary class distribution is about near to the scheduled allocation
of the class, when the ideals are probable towards the chosen structures [45]. The system
of ID scans and observes the network traffic to determine the activities of malicious. In
addition, the occurrence of IoT devices is interlinked with a Wi-Fi network to form a
compound as well as high-dimensional information, which leads to difficulty in detection.
Besides, the MAs visit every sensor node as well as gather information from them [43],
so the delay is high as well as the size of data upsurges while collecting information from

node to node as well as depleting the energy due to migration.

Finally, the reliability gets minimized owing to the huge quantity of gathered data [53].
The foremost challenge is that the accuracy of the classifier does not decline extensively,
and the primary allocation of the class between features will be near to the scheduled
allocation of the class, which is close whenever the principles are similar to the selected
features. Owing to the occurrence of a huge quantity of data, it is complex to learn, even
if the classifier is proficient in most classification troubles, till the unnecessary structures
are barred from the objective purpose [3]. Due to the communication between agents,
the overhead in network traffic arises and increases energy consumption. Since the MAs
visit every sensor node to gather the information, and then the delay is increased, and

energy will be depleted due to migration. Thus, the reliability also gets minimized due
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to the collection of a large quantity of information [53].

The present research focuses on developing the model of Border-Hunting Optimization
(BHO) based DCNN to detect intrusion present in WSN. The BHO is intended to combine
the features of encircling, hunting, and assembly, pestering, as well as observing both the
Grey-Wolf optimization [55] and Border-Collie Optimization [56]. The major role of the

present research includes:

e Border-Hunting Optimization The BHO is considered as the hybridized op-
timization of Lupus and collie, which is intended arithmetically with the features
of lupus, the communal hierarchy, surrounding, and group hunting, but it lags in
the prey attacking phase and falls in local optima hence the behaviors of collie
have merged arithmetically like assembly, pestering and observing are merged with
lupus. In the pestering phase, the velocity is also increased and the arithmetic
compilation of these two optimization has an efficiency to attain the best optimal

solution and high convergence rate that finds the optimal cluster head.

e Border-Hunting Optimization-based Deep CNN (BHO-DCNN) The intru-
sion in WSN is detected through the BHO-DCNN classifier, which highlights the
improved performance through the Mobile Agent selection as well as the clustering

with the developed optimization.

5.2 Literature Survey

Malicious mode detection in mobile with the MA in a cluster depending wireless sensor
networks (WSNs) is discussed in [53], in which the defective scheme depending on three-
phase negotiation is achieved, and the agents of multi-mobile are employed to accumulate
the information from every sensor nodes after authentication. However, it is ineffective
to confirm every node present in the network due to mobility and high consumption
of energy as well as delay, so this can be resolved through assembling sensor nodes as
clusters, and a single MA achieves confirmation only with every CH instead of confirming

every SN. Thus, energy consumption is low, whereas time consumption is high.

An IDS for Internet of Medical Things (IoMT) is described in [54], in which the novel
MA-based IDS is intended to protect the system of linked medicinal devices that is
independent and utilizes machine learning as well as the regression algorithms to identify
the system level intrusions and irregularity available in the sensor information. Here, the
calculation time is low, whereas the expected accuracy is not obtained due to the pixel

matrix. The particular energy consumption of the detection system is to be minimized. It
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is also important to observe other algorithms, like state graphs, to examine the change in
sensor data. An effective, secure detection as well as the prevention of malevolent nodes
using the system of surprise check with the trusted MAs in Mobile Ad-hoc networks
(MAN) is developed in [46], which utilizes three stages such as lightweight surprise check
manager, cluster pattern, as well as MA. Initially, the manager identifies the malevolent
nodes depending on the rate of the forwarded node and acknowledgment node, as well as

the node’s location and safe broadcasting.

Subsequently, the clusters are created depending on the strength of the expected signal,
and the elected CH is based on the residual energy. Finally, in the MA stage, the scheme of
the secret key is employed to validate the authentication of the MA. The network overload
and energy utilization are minimized, and the efficiency of the network is improved.
However, this system does not validate the several kinds of attacks present in the MAN

with the highly developed cryptography algorithms for safety improvement.

The approach based on energy efficiency, as well as the secured MA, is discussed in
[44], in which the framework based on fingerprint is developed to calculate the node
authentication. The CH selection is done depending on the cluster formation as well as
the density impact factor to get a better duration of the system. Intelligent prevention of
the intrusion of gathering features as well as classification algorithms is explained in [48],
which are based on several algorithms like neuron-genetic, intelligent software agents,
etec, to detect and prevent the intrusion of the network to deliver the internet safety as
well as enhance the value of service. This system minimizes the delay to enhance the

effectiveness of routing and obtain the expected accuracy.

The method of Deep Learning (DL) with CNN for detecting the intrusion is effectively
depicted in [50], in which a novel algorithm of feature selection termed conditional ran-
dom field as well as coefficient of linear correlation is to choose the most contributed
structures as well as to categorize with the prior convolution neural network, which ini-
tiates the conditional random field for choosing two variables. The use of CNN is helpful
in enhancing the accuracy of detection performance. However, the speed of data commu-
nication is to be enhanced. The data is fused with the intelligent data-gathering schema
in WSN [57].

The data fusion is executed with the help of NN, which enhances the network’s working
efficiency. Depending on the node score, the data fusion is done, which assists in selecting
the cluster head. Since this method can define the undefined data this leads to fitting
issues. To overcome the hotspot problem, a power collection in sensor information system
was developed in [58]. During the transmission process, the transmission expense was

reduced by determining the communication distance. The dying nodes are safeguarded
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by concerning the threshold value. The energy was consumed using the mobile sink
technique where the threshold used caused computation expenses. A traffic partitioning
method was developed that allocates the packet traffic and allows the lightest traffic flow
[59].

The connections were split to neglect the false TCP connections with the assistance of
the initial and established connection table. The DTP used can create vulnerabilities in
the network. The features of spatial-temporal were extracted using the CNN; the features
of spatial-temporal were controlled using the gated scheme in [60]. The multiple gated
spatial CNN predicts the traffic low to a huge area. The weight fusion method is not
capable of fusing a large number of extracted features. The data security and protection
of blockchain technology are examined in [6] The decentralized secure system secures the
data more than any other method that is trustable. The adversarial attack detection
system was developed in [61] to detect the intrusion present in the system. The normal
data were extracted with the assistance of a support vector machine. The IDS extracted
the adversarial attack with the help of the trained models. The method does not work

well in high-noise situations.

In the prior research, there were numerous demerits like high time consumption, expected
accuracy not obtained, the detection rate decreasing owing to the rise of malevolent nodes,
and high calculation time. The false rate of prediction also improved. So, these above
disadvantages are overcome in this research through the BHO-based DCNN to detect the

intrusion in WSN through optimum mobile-agent.

5.3 Mbobile Agent-based intrusion detection using Border-
hunting Optimization with Deep Convolution Neu-

ral Network

The major intention of the research is to design mobile agent (MA)-based intrusion
detection with a Deep Convolution Neural Network (DCNN) for detecting interruption
that occurs in the network. A wireless network comprises several sensor nodes to utilize
the information from several resources. Generally, the sensor nodes are considered to
be moving objects that are present in a random way, and the information available in
the sensor node is passed to the cluster head, which is located in certain regions that
gathers the information from sensor nodes and fed forward to the MA to aggregate the
information. Then, the collected data is fed to the sink node by MA to reduce the

propagation delay and energy consumption.
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Subsequently, the cluster head is chosen depending on the multi-objective function that
comprises energy, delay, distance, traffic, and throughput with the optimized cluster
head selection approach through the BHO. Then, the transmitted data is aggregated
and employed for classification to classify as normal or malicious. This optimization is
developed based on the standard features acquired from the Border collie optimization
(BCO) [56] and grey wolf optimization (GWO) [62] to select the cluster head and detect

the intrusion.

The BHO is regarded as a hybridized optimization of lupus and collie, designed arith-
metically with the characteristics of lupus-like social hierarchy, environment, and group
hunting, but it slows in the prey’s attacking phase and drops in local optima, so the be-
haviors of the collie are incorporated arithmetically with lupus-like assembly, pestering,
and observing. The velocity is also raised during the pestering phase, and the mathemat-
ical combination of these two optimizations has a high convergence rate and efficiency in

achieving the most ideal solution.

Finally, the proposed BHO-based DCNN will declare the node as normal or malicious.
If it is a malicious node, then further communication with the node will be blocked,
the implementation of the research will be done in MATLAB, and the efficiency of the
developed system will be calculated through comparison with prior techniques. The
performance metrics compared for the comparison will be energy consumption, delay,
traffic overhead, and throughput. The graphical illustration of the research is revealed in

Figure 5.1.

5.3.1 WSN-System Model

WSN includes a number of sensor nodes with a particular BS that is referred to as Np, in
which the wireless relations are termed as the straight statement amongst sensor nodes
at a certain range. Every sensor node is discrete equally, with a particular size of S; and
T,, through its overwhelming greatest range. Each sensor node comprises a particular
ID as well as it is gathered as clusters. Thus, the sink node is positioned in place of
(0.554,0.5T,) that is set close to the optimal location to acquire every symbol of data
from nodes that are interconnected to the present system. The sensor node position is
calculated through its direct values like S; and T;. The information is moved to BS from
every sensor node with the Selection of CH, where S, is referred to as the number of
sensor nodes initiated at CH,H,,;. , which is present in a cluster and denoted as Hj;.
When the clusters are created in the sensor system, the information sent from every node
is directly forwarded to the equivalent H,;, which collects the information. Then, this
collected information is subjected to the sink through the mobile agent (MA). Thus, the
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Fig 5.1: Graphical Depiction of the Developed Model

simulated system of WSN is depicted in Figure 5.2.

Fig 5.2: Architecture of WSN
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1. Energy model

Initially, every sensor node acquires the first energy as Eg, referred to as a non-
chargeable. Every information packet travels to CH from the normal node in ran-
dom space and the scheme of multipath fading, which is based on distance from
sources to destination. Every scheme of information transfer utilizes the TDMA
protocol. The transmitter, which is available in the node, consists of both radio
electronics as well as a power amplifier, in which the receiver contains the radio
electronics to achieve the method of dissipating energy. Furthermore, this dissipat-
ing energy of every piece of information is in the dimension of I;, which contains
two several approaches for dissipation. When the normal node transmits data bytes

I, then it is represented as

Eee* Ia+ Eps % Lox || Py — Byl sif || PF — By|| = g0
Eoox I+ Eyy % I % HPf — P;H i f Hpj — P;H < go

[ Bty
690 = Et (2)

where E.. denotes the electronic energy, which is expressed as

Fa (75) = {

Eee = Et + Eaa (3)

where E; and E, denotes the energy of the transmitter as well as aggregated infor-
mation. The parameter of energy such as E,.; denotes the power amplifier in the
transmitter, whereas HPC’;C - PI;H signifies the distance of both the normal nodes as
well as CH. When the CH node receives I, then, the energy dissipation is assigned

as

Ey(P}) = Eee x I (4)

The value of every energy node is efficient once sending or getting data bytes I,

which is expressed as:
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Ei (Pf) — E (Pc’;) _Ed(Pc?)’
Ei (PY) — B (PY) — Eq (P}) . (5)

When the energy node is below zero, the information process is repeated until every
node reaches the dead node. When the energy node is below zero, the information

process is repeated until every node reaches the dead node.
2. Data Aggregation

The data from numerous sources are gathered together in the summarized form
where the sensor node, which is a randomly moving object, invokes the information,
and then the information is collected from the sensor node to CH. The gathered

information is forwarded to the MA for aggregation using the aggregation function.

5.4 Border-Hunting Optimization for Cluster Head
Selection in WSN

The node is selected randomly from the system, and Cluster Head (CH) is selected
for transferring the information to the required node through the BHO, in which the
characteristics of both the BCO [56] and GWO [62] are hybridized for choosing the
suitable CH. The qualities of optimizations regarding hunting are hybridized in BHO,
which enhances the optimal convergence of integrated hunt optimization. BHO is termed

a method of swarm intelligence (SI), which takes over numerous qualities.

The developed optimization comprises the parameters of minimal adjustment as well
as utilizes the parameters of minimal optimization. BHO ensures efficient stability by
improving the convergence rate to find the best solution. Normally, the attacking phase
of Lupus is not effective in attacking prey, so the features of assembly, pestering, and
observing from the Collie are merged with the Lupus to improve the hunting behaviors

for selecting the global best solution.

Usually, the lupus is present under the family related to Candidate, which are referred
to as the Apex predators that are present at the peak of the food chain. The first group
is termed as a group, which is responsible for making the decisions regarding hunting,
wake-up time, sleeping location, etc. The leaders in this group are male as well as female.
The second level in the food chain hierarchy is the group, which is referred to as the

subordinate group that assists the initial group during decision-making. The final low-
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level group in the food chain is considered a group that plays the role of Bovidae, which
always possesses the ability to submit to every dominant wolf. The major phases included

in this GWO are as communal hierarchy, surrounding, and group hunting.

e Communal hierarchy In the communal hierarchy, the fittest solution of the group
is considered while designing, and the second as well as third resolutions are referred
to as a group correspondingly. The residual candidate solutions are referred to as
groups. Here, the hunting procedure is guided through the groups of, whereas group
follows the first three groups.

e Surrounding During prey hunting, lupus surrounds the prey and models the sur-

rounding behavior.

E=|G-V,(t,) =V (1) (6)
V(tp‘i'l):v;?(tp)_é'ﬁ (7)

where t,, denotes the present iteration, Band C signifies the coefficient vectors, and

the position vector of lupus is denoted as 17;,. The vector B and C is evaluated as

B=2-7—b (8)

where b element is decreased linearly over the iterations as well as the random

numbers such as r; and r;.

e Group hunting Lupus can detect the location of prey and enclose them, which
is directed through the K group. Also, the group of both H and P participate in
hunting irregularly. The first three groups, such as K, H, and P, are to suggest the
hunting characteristics of lupus, as well as possess better information concerning
the prey situation. The below equations are developed to update the point to the

position of the best agents.

By —

Cr Ve = V| Bu=|Go Vu—V| B =|Gs e =V (10)
e Prey Attacking

In this phase, the characteristics of Collie, such as assembly, pestering, and observ-
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ing, are merged with lupus to enhance the hunting features for choosing the global

optimal solution.

— Assembly Lupus controls the sheep (prey) under the family of Bovidae from
the front as well as sides, which leads to the collection and straightens them
towards the ranch, which is called assembly. The Bovidae move towards the
direction of lead lupus, and the Bovidae are selected based on their fitness

values.

w, = (77 - By - | () - m (1)

where Fy and Fj, represent the best fitness of the individual and fitness value
of the Bovidae. If W, is positive, then it denotes the Bovidae is closer to lupus;

thus, the Bovidae is gathered and elected based on their fitness values as,

O(7 +1) = \J94(r + 1)2 + 2 x Acs(r) x Py(r) (12)

where the velocity of Bovidae is represented as 1, which is openly prejudiced
through the velocity of lupus at time (7+1), as well as the acceleration of lupus

at time (7), and Py(7) is the current position of the Bovidae to be collected.

— Pestering In this stage of pestering, lupus controls the Bovidae by bending
down their heads, placing their rear leg high, and setting their tails down. The
Bovidae, which are present near both left and right lupus, need to be bothered
from the sides to maintain one path. The updated velocity of the pestered

Bovidae is,

vr = \/ W +1)tan (1)) + 2 x Acn(r) x Pa(r), (13)
vp = /(W7 + 1) tan (62)) + 2 x Acy(7) x Py(7), (14)
- 1 »

where ¥, is denoted as the pestered Bovidae, which is based on the velocities
of both the left as well as the right lupus. The values of both the tangent 6,

and 6, are selected randomly.

— Observing Lupus imitates the fatality selection characteristics of lupus; these
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cunning lupus stare at the Bovidae with their eye when Bovidae move off track.
Lupus with low fitness is assigned to move behind the Bovidae and observe it,

which is expressed in the below expression,

Iy(7 + 1) = /(7 +1)2 =2 x Ac(1) x Pr(7) (16)
Iy(7 4+ 1) = /Or(T +1)2 — 2 x Acg(T) x Py(7) (17)

where the 9, (7+1) and Acy,(7) signifies the velocity as well as the acceleration
of left lupus, when it holds the worst value of fitness, whereas ¥z(7 + 1) and
Acg(T) represents the velocity as well as the acceleration of right lupus when
it possesses the least value of fitness. P, reveals the current location of the

Bovidae to be collected.

where the 9, (7+1) and Acy,(7) signifies the velocity as well as the acceleration
of left lupus, when it holds the worst value of fitness, whereas ¥z(7 + 1) and
Acg(T) represents the velocity as well as the acceleration of right lupus when
it possesses the least value of fitness. P, reveals the current location of the

Bovidae to be collected.
e Termination

Finally, the position of the lupus is updated as

Py(r 1) = 0y(r + 1) X Ty(r + 1) + S Aes(r 4 1) x Tyr £ (18)

The above equation updates the position of lead lupus, whereas the location of both

the left and right lupus is updated by the below equations.

Pur+1) = du(r+1) x To(r + 1) + %ACL(T S XTy(r 41?2 (19)

PR(T + 1) = ’19R(7' + 1) X TR(’T + 1) + %ACR(T + 1) X TR(T + 1)2 (20)

The location of the Bovidae is efficient with the below equations when it is fit to

the groups of assembly as well as the pestering.
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1
Pab(T + 1) = ﬁab(T -+ 1) X Tab(T + 1) + §Acab(7' + 1) X Tab<7— + 1)2 (21)

1
Pu(T+1) =0y (7+ 1) X Tp(T + 1) — 5Ac,,b(T +1) x Tpp(r +1)? (22)

The expression for the observed Bovidae is expressed as,

1
Puy(t+1) =o(1+1) X Tpp(r +1) — 5Acob(r + 1) X Top(7 4+ 1)? (23)

The pseudo code of BHO-DCNN is represented in Algorithm 1.

Algorithm 1. BHO-DCNN

SI. No Pseudo code of BHO-DCNN
1. Input: Initial population

. Output: Optimal solution

. Initialization

2
3
4. (i) Communal hierarchy:
5 é‘% (tp) - ‘7 (tp)

ii) Surrounding: E =

(
6. (iii) Group hunting;: Ex =
(

7. (iv) Prey attacking:

8. Assembly: W, = (Fy — F;) — K@) - F]

9.

Pestering: vgp = \/(193(7' + 1) tan (61))* + 2 x Acg(1) x Pg(7)

vp = /WL + 1) tan (6))° + 2 X Acy (1) x Py(r)
V1, + VR
2
Observing: 9y(7 + 1) = /(7 + 1)2 — 2 x Acp(1) x Py(7)

(T +1) = \/193(7' +1)2 — 2 X Acg(1) x Py(7)

19;,,1,(7' + 1) =
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5.5 Mobile Agent-based Intrusion Detection with Deep
CNN

19X1 Layer array with layers:

1 | Input image 6 x 1 x 1 images with the normalization of ”zero center”
2 | Convolution 41 x 1 convolutions with stride [11]
3 | ReLU ReLU

4 | Max pooling 1 x 1 max pooling with stride [5 5]

5 | Convolution 81 x 1 convolutions with stride [11]
6 | ReLU ReLU

7 | Max pooling 1 x 1 max pooling with stride [5 5]

8 | Convolution 161 x 1 convolutions with stride [1 1]
9 | ReLU ReLU

10 | Max pooling 1 x 1 max pooling with stride [5 5]
11 | Convolution 321 x 1 convolutions with stride [1 1]
12 | ReLU ReLU

13 | Max pooling 1 x 1 max pooling with stride [5 5]
14 | Convolution 641 x 1 convolutions with stride [1 1]
15 | ReLU ReLU

16 | Max pooling 1 x 1 max pooling with stride [5 5]
17 | Fully connected 2FCL

18 | Softmax Softmax

19 | Classification output | Cross entropy

In general, the function of DL with a huge quantity of information is exclusive when
functions with multifaceted information, and it involves a wide calculation overhead to
achieve mathematical computations. Thus, the above challenges are conquered through
DCNN, and the structure of the BHO-based DCNN form is established by integrating
the intended optimization with the deep CNN model established here.

In general, CNNs are qualified to set up parameters that reduce errors. The structural
design of DCNN for intrusion detection is exemplified in Figure 5.3, which comprises
layers such as convolution, max-pooling, as well as fully connected (FCL). The Max
pooling layers include the kernel size of 1x1, which is available among the convolution
and ReLU layers. These feature maps are connected to a tiny part of the input, which is
termed the receptive field, and a new feature map is formed during the filter descending

by the evaluating dot product. Every component distributes equivalent weights to reduce
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the error function.

1.

Convolutional Layer A convolution layer multiplies a group of weights through
input from NN. Here, the convolution layer includes the set of learnable kernels,
which forces to get rid of local texture from input, as well as each kernel is employed
to estimate the feature map with sizes of Windows 4, 8, 16, 32, and 64, as well as
a kernel size of 1x1. During the multiplication process, the input is iterated over

several times by a kernel.
Max Pooling Layer

The node size is decreased gradually through the pooling layers, which preserve
only the most crucial details. An idealized depiction of the convolved features is
provided, and thus, the max pooling layer assists in minimizing its spatial size as
well as over-fitting, which employs the splitting technique based on samples. It
resembles the previous convolution layer by considering the maximum input region

such that the kernel overlaps rather than the dot product of the input and kernel.
ReLU Layer

The model gains non-linearity through activation functions, which enables it to learn
intricate function mappings among the input and response variables. Although
there are several alternative activation functions, RelU is the most popular one for
many different types of neural networks because of its linear behavior, which makes

it simpler to train and frequently results in higher performance.
Fully Connected Layer

In FCL, each node in the subsequent layer is linked with each node in the input
layer. One or more completely linked layers are utilized at the CNN. An FCL is
added to learn non-linear combinations with the high-level characteristics produced

by the convolutional layers.
Softmax Layer

Using a softmax layer, the input is given a softmax function. The neural network
layer is utilized to execute Softmax, and thus, the nodes in the Softmax layer are

equal to that of the output layer.

Output Layer In the DCNN, desirable predictions are made in the last layer,
known as output. A NN possesses a single output layer, which forms the preferred
consequences. Before determining the final output, a distinct collection of weights

and biases is applied.
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Input Layer
Convolutional Laver
RelLU Laver

Max Pooling Laver

Fully Connected
Laver

™ L

Softmax Laver

Output Laver

Fig 5.3: DCNN Architecture for Intrusion Detection

5.6 Results Analysis and Discussion

This segment clarifies the consequences and discusses BHO-based DCNN for intrusion
detection in a precise manner. The effectiveness of the BHO optimization is validated by
depending the performance metrics like alive nodes, delay, normalized energy, as well as

throughput,. In addition, a relative analysis is attained with standard techniques.

5.6.1 Experimental Setup

The MATLAB tool is utilized for the execution of intrusion detection in WSN with
BHO-based deep CNN in Windows 10 OS through 8GB RAM.

5.6.2 IDS 2018 Intrusion CSV’s

The input is taken from IDS 2018 Intrusion CSV’s dataset, which is a standard and widely
used dataset that has a high adaptation capacity that helps efficiently in examining the
models. The dataset comes with the labeled data that specifies whether the network is

normal or not, which comes with the preprocessed features.

85



5.6.3 Simulation Results

The simulation of the network 0,500,1000 and 1500 is specified in detail through the
BHO algorithm developed. An intrusion in the network is detected precisely through the

developed BHO. Primarily, the nodes are dispersed randomly. The energy is lost between

the nodes during detection, but the alive nodes are active while comparing with the prior

approaches by expanding throughput. The attained consequences from BHO for both 50
as well as 100 nodes at several Rounds (R) of 0, 500, 1000, and 1500 are shown in Figures

5.4 and 5.5

Sim
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Fig 5.4: Simulation region with 50 nodes with Rounds 0, 500, 1000 and 1500
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5.6.4 Performance Analysis

The outcomes of BHO-DCNN in terms of using their performance matrices like alive

nodes, delay, throughput, and normalized energy are elaborated here with the dataset of
IDS 2018 Intrusion CSVs for several rounds.

5.6.4.1 Performance Metrics

The metrics employed in the comparative techniques through the developed method are

depicted below.

1.

Alive Nodes The number of active nodes at the final phase of the sending proce-
dure creates the alive node, and the optimal approach attains the maximal number

of alive nodes.

Delay Delay is referred to as the average time assigned among the transferred
and attained information that is employed to compute the average delay during the

data transmission in the system.

Normalized energy The quantity of energy entering each node is measured as an
essential thing since it depicts the network’s life span as well as the formulation of

energy.

Throughput (T) It calculates the number of data received at each second at the
precise intention, which is referred to as the summation of every rate of information,
which is offered for every secondary user in the system that measures the delivery

rate of successful data over the entire network that is expressed as 5.1

Sizeofdata
Timeo ftransmaission

(5.1)

. Setup fo Node 50

The effectiveness of the BHO-DCNN approach with a number of alive nodes, delay,
normalized energy, as well as throughput is depicted in the Figure 5.6 . Before
reaching round 350, the number of nodes is 50, in addition the nodes diminishes
slowly before reaching round 1500. When the size of the population is 25, 50, 75,
and 100, then the number of attained alive nodes are 30, 40, 41 and 43, which is
illustrated in the Figure 5.6 to represent the superior effectiveness. The delay of
the BHO-DCNN algorithm is examined for the numerous population sizes such as
25, 50, 75, and 100, then the delay at the 1500th round is 3.26 ms, 2.87 ms, 2.34ms,
and 1.68 ms, in which the preliminary population size of 25 is high when compared

with the 100 size of the population that is shown in Figure 5.6. The normalized
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energy of BHO-DCNN is evaluated for several population sizes, shown in the figure,
in which it attains 0.05 J at the population size 25 and 0.16 J at 100 population
size. The throughput of the BHO-DCNN algorithm is considered for the different
sizes of population such as 25, 50, 75, and 100, here throughput rate reduces from
1 before obtaining round 300, and obtains 0.98 % at round 500 for population 25,
and acquires 0.96 % for population 100 at round 800 that is represented in Figure
5.6.
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Fig 5.6: Analysis for 50 Nodes: a) Number of Alive Nodes b) Delay c¢) Normalized Energy d)
Throughput.

2. Setup for Node 100
The effectiveness of the BHO-DCNN technique at node 100 is represented in the
Figure 5.7. When the alive node is 100, then the total node decreases slowly before
reaching around 1500. When the population size is 25, 50, 75, and 100, then the
attained alive nodes are 54, 56, 60, and 82, which is illustrated in figure to show the
superior effectiveness. The delay of BHO-DCNN is examined for numerous sizes
of populations such as 25, 50, 75, and 100; then it attains the value of 4.04 ms,
2.60 ms, 2.32 ms, and 2.05 ms at the 1500th round that is shown in the Figure 5.7.
The normalized energy of BHO-DCNN is examined and thus, the acquired values
at the population sizes 25 and 100 is 0.04 J and 0.15 J that is depicted in Figure
5.7. Finally, the throughput of BHO-DCNN is examined at several sizes of the
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populations, such as 25, 50, 75, and 100, in which its rate diminishes slowly from 1
before obtaining the 125th round. Thus, the acquired throughput for populations
25 and 100 at round 500 and 1100 is 0.98 %, and 0.92 % that is represented in

Figure 5.7.
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Fig 5.7: Analysis for 100 Nodes: a) Number of Alive Nodes b) Delay c¢) Normalized Energy
d) Throughput.

3. Setup for Node 200
Figure 5.8 depicts the analysis of the BHO-DCNN method with 200 nodes. The
alive nodes accessible for Md1, Md2, Md3, and Md4 at around 1500 are 73, 83, 84,
and 84, respectively. The BHO-DCNN holds 137 alive nodes at the final round of
1500, which represents the efficiency of the developed technique that is depicted in
Figure 5.8. The entire energy of the network at round 1500 for Md1, Md2, Md3,
and Md4 are 0.036 J, 0.040 J, 0.046 J, and 0.047 J, whereas the available energy
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Fig 5.8: Analysis for 200 Nodes: a) Number of Alive Nodes b) Delay c¢) Normalized Energy
d) Throughput.

of the developed BHO-DCNN is 0.149 J, which is better than the existing methods
that is represented in Figure 5.8. The delay at the node of 1500 for the developed
BHO-DCNN is reduced as 0.687049 ms, while comparing with the other existing
approaches of Md1, Md2, Md3, and Md4 is 19.74291 ms, 12.51347 ms, 6.957651
ms, and 6.617461 ms, which is shown in Figure 5.8. Throughput for approaches
like Md1, Md2, Md3, and Md4 at round 1500 are 0.16 bps, 0.21 bps, 0.26 bps, and
0.26 bps is shown in Figure 5.8. Therefore, the developed BHO-DCIN optimization

technique exhibits better outcomes.

5.6.5 Analysis using Traditional Models with 200 Nodes

To prove the efficacy of the developed system, the analysis is done by replacing the deep
CNN by AlexNet and GoogleNet with the usage of 200 nodes. The performance metrics

considered for analysis is Alive nodes, Normalized energy, delay and throughput.
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Analysis of AlexNet

Figure 5.9 depicts the analysis of developed approaches with 200 nodes and is tabulated
in Table 5.1, and the analysis of the approaches is depicted in Figures a), b), ¢) and d).
The alive nodes for Md1, Md2, Md3, and Md4 at the 1500th round are 63,73, 74, and
74, respectively. On the other hand, the AlexNet holds 127 alive nodes at the final round
of 1500, which represents the effectiveness of the developed technique that is depicted in
Figure 5.9. At round 1500, the network energy for Md1, Md2, Md3, and Md4 are 0.02
J, 0.02 J, 0.03 J, and 0.03 J, and for the AlexNet, the available energy is 0.13 J, which
is improved than the existing methods that are represented in Figure 5.9. The delay
at the node of 1500 for the AlexNet is reduced as 1.019 ms, while comparing with the
other existing approaches of Md1, Md2, Md3, and Md4 is 2.44 ms, 13 ms, 8.2 ms, and
7.3 ms, which is shown in Figure 5.9. At round 1500, the performance of throughput for
approaches like Md1, Md2, Md3, and Md4with 200 nodes are 0.125 bps, 0.185 bps, 0.185
bps, and 0.205 bps, respectively, while the AlexNet attained the throughput of 0.23 bps
is represented in Figure 5.9. Therefore, the AlexNet displays a better consequence while

comparing with preceding approaches.

Table 5.1: Comparative Analysis using AlexNet for Nodes = 200

Analysis using AlexNet for Nodes = 200
Techniques | Alive Nodes | Normalized Energy | Delay | Throughput
Myl 63 0.019 2.441 0.125
M2 73 0.023 12.99 0.185
M3 74 0.029 8.19 0.185
M4 74 0.029 7.32 0.205
AlexNet 127 0.130 1.02 0.239

Table 5.2: Comparative analysis using GoogleNet for Nodes = 200

Analysis using GoogleNet for Nodes = 200
Methods | Alive Nodes | Normalized Energy | Delay | Throughput
Myl 68 2.44 19.75 0.133
M2 78 12.9 12.51 0.193
My3 79 8.1 6.958 0.193
M4 79 7.2 6.617 0.213
GoogleNet 132 0.9 0.687 0.247

Analysis of GoogleNet

Figure 5.10 depicts the analysis of developed method and is tabulated in Table 5.2. The
alive nodes for Md1, Md2, Md3, and Md4 at round 1500 are 68, 78, 79, and 79. On
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Table 5.3: Comparative Analysis of the BHO-DCIN for Nodes = 50, 100 and 200.

Method | Alive Nodes | Normalized Energy Delay Throughput
50 | 100 | 200 | 50 100 200 50 100 200 50 | 100 | 200
Myl 24 1 44 | 73 | 0.036 | 0.036 | 0.036 | 250.5 | 399.34 | 19.75 | 0.26 | 0.25 | 0.16
My2 28 | 46 | 83 | 0.039 | 0.037 | 0.040 | 6.293 | 6.219 | 12.51 | 0.26 | 0.25 | 0.21
My3 29 | 48 | 84 | 0.039 | 0.038 | 0.046 | 4.923 | 5.674 | 6.958 | 0.26 | 0.25 | 0.26
M4 29 | 50 | 84 | 0.041 | 0.038 | 0.047 | 4.717 | 5.006 | 6.617 | 0.26 | 0.25 | 0.26
M5 43 | 82 | 137 | 0.162 | 0.148 | 0.149 | 1.675 | 2.055 | 0.687 | 0.26 | 0.25 | 0.26

the other hand, the GoogleNet holds 132 at the final round of 1500, which is depicted
in Figure 5.10. The total network energy at round 1500 for Md1, Md2, Md3, and Md4
are 0.27 J, 0.31 J, 0.37 J, and 0.37 J, whereas the GoogleNet attained the value of 0.138
J, which is represented in Figure 5.10. The delay at the node of 1500 for the GoogleNet
is reduced as 0.9 ms, while comparing with the other existing approaches of Md1, Md2,
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Md3, and Md4 is 2.44 ms, 12.9 ms, 8.1 ms, and 7.2 ms, which is shown in Figure 5.10.
Throughput for the approaches, such as the Md1, Md2, Md3, and Md4 at 1500th round
are 0.133 bps, 0.193 bps, 0.193 bps, and 0.213 bps, while the GoogleNet acquired the
throughput of 0.247 bps that is represented in Figure 5.10. Therefore, the GoogleNet

model exhibits better outcomes when compared with previous methods.
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Fig 5.10: Analysis with 200 nodes using GoogleNet: a) Alive Nodes b) Delay c¢) Normalized
Energy d) Throughput

5.7 Summary

In this research, the Mobile Agent is focused as well as data aggregation is intended
accordingly. The optimal as well as efficient intrusion detection is achieved through the
Border-Hunting Optimization, which supports the selection of a mobile agent as well as
the Cluster head. When the Luster head selection is done depending on the developed
optimization of Border-Hunting, the deep CNN is utilized to detect the intrusion that
arose in the network while transferring the data from sender to receiver. The attained
number of alive nodes with the developed BHO-DCNN algorithm for nodes 50, 100, and
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200 at a population rate of 100 is 43, 82, and 137. The delay of the proposed BHO-DCNN
algorithm at nodes 50, 100, and 200 at a population rate of 100 is 1.67549 ms, 2.055 ms,
and 0.688 ms. The normalized energy at nodes 50, 100, and 200 for the BHO-DCNN at a
population rate of 100 is 0.1622 J, 0.1490 J, and 0.1486 J. Finally, the throughput of the
developed BHO-DCNN at nodes 50, 100, and 200 at a population rate of 100 is 0.2653
bps, 0.2525 bps, and 0.2550 bps. In the future, this research is to be extended with the

other classifier to get better performance of the entire system.
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Chapter 6

Self-configuring mobile agent-based intrusion
detection using hybrid optimized with deep
LSTM

This chapter introduces a self-configuring mobile agent-based intrusion detection system
(MA-IDS) enhanced with Deep Long Short-Term Memory (Deep LSTM) networks and
hybrid optimization. Designed for dynamic networks like Internet of Things (IoT) and
Wireless Sensor Networks (WSNs), this system autonomously adapts to changing con-
ditions, improving real-time intrusion detection accuracy. By leveraging mobile agents
and advanced machine learning, the approach offers a robust, scalable solution to modern

network security challenges.

Sensor nodes can be deployed in harsh or hostile environments in many applications,
making these nodes more prone to failure. The illegal movement monitoring within the
sensor networks is a most challenging problem. The attacker prefers mobile malicious
nodes to maximize his impact. For a dynamic environment, a promising technology
of sensor networks is expected for Intrusion detection. After verification, multi-mobile
agents utilize many approaches that collect data from sensor nodes. However, these
approaches are inefficient in verifying all the network sensor nodes (SNs) due to their

high delay, energy consumption, and mobility.

The proposed Dunnock Ibis optimization Long Short Term Memory (LSTM) model (DIO
opt LSTM) solves this problem. Here, the sensor nodes are grouped into clusters; hence,
the mobile agent performs verification only of the cluster heads instead of verifying all
the SNs. The proposed DIO optimization combines the unique behavior of Egret Swam
and Ibis optimization algorithm, which efficiently tunes the LSTM classifier, resulting
in the model providing better convergence. The simulation results show the proposed
system shows a better result than the existing system by utilizing the database IDS 2018
Intrusion CSVs; the analysis is done based on performance metrics such as End-end-delay
(ED), normalized energy (NE), and throughput. At 200 nodes and 1500 rounds, the DIO
opt LSTM method has efficiently performed 146 numbers of alive nodes, 0.46ms of delay,
0.15J of normalized energy, and 0.89 bps of throughput.
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6.1 Introduction

Due to enabling attractive technologies, pervasive computing scenarios, and supporting
next-generation ubiquitous, Wireless Sensor Networks (WSNs) have witnessed explosive
growth in research. To organize in a particular region of interest, WSN contains many
autonomous sensor nodes performed by a task-specific executable code. These deployed
sensor nodes do not necessitate centralized control or common infrastructure and com-
municate using wireless channels. Many intermediate relay nodes possibly by involving
to may cooperate with the nodes by relaying or forwarding each other packets; in the
literature, several approaches have been proposed to model the reliability of WSNs; these
approaches include probabilistic models, statistical models, and simulation-based mod-

els.

Various factors that affect the reliability of WSNs are captured by these models, which in-
clude the sensor node characteristics, communication protocols, and network topology|[63].
By moving among the sensor nodes, the mobile agent collects the data from the sensor
network([49]. While sensing the environment, the sensor nodes generate highly redundant
data, and these nodes are located nearer to each other while sensing the environment.

Due to this, a high volume of data is transmitted to the sinks.

The malicious node (MA) visits the sensor nodes individually, collects the sensed data,
and performs a data aggregation function at each node. It will be eliminated automat-
ically if redundancy exists in the data, and hence, using the mobile agent reduces the
volume of data transmitted to the sink. The link bandwidth is more limited in the case
of data traffic of the sensor network than the network capacity. Attacking the data by

the attacker may be easy, but attacking the computation machine is difficult.

Instead of moving data to the computation machine, mobile agents move the computation
machine to the data. Mobile agents offer sensor network security solutions in this manner.
The mobile agent is capable of perceiving its surroundings, and it can dynamically adjust
to changes in it[54]. Unknowingly, if an internal or external malicious node compromises
a sensor node, the malicious adversary node can seriously disrupt an agent’s execution
by gaining access to the security keys. The information can be impacted by altering or
corrupting the code or state information of the mobile agent, preventing the agent from

executing its code or rejecting agent service requests[44].

Any layer of the network’s protocol stack is vulnerable to attack. Attacks from Sinkhole
and Sybil are the most destructive. A sinkhole attack is a prevalent and severe form of

network layer attack. The major goal of the sinkhole assault is to lead all nodes in a
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specific area astray such that the routes form a symbolic attack with the challenger at its
center[64]. After obtaining traffic, the node will either drop or modify it illegitimately.
For instance, an attacker in RPL can advertise themselves as a selected routing node
by employing deceptive advertisements to take advantage of the ranking algorithm. The
adversary tricks other nodes into transmitting data by pretending to be a member of the
optimal route. By doing this, the adversary can undermine the lifetime and performance
of the network and launch additional network attacks. Comparably, by generating several
identities and flooding the network with undesired traffic, a Sybil attack might shorten
the lifespan of a network|[65].

6.1.1 Limitations of Existing Methods

According to the findings for test data that is typically labeled, the conventional approach
of assessing detection methods and procedures offers good efficiency and accuracy. The
fundamental premise is that a specially designed DDoS detector would consistently ex-
ecute generalization and accurately anticipate the upcoming attack in the actual world.
Since DDoS attack detection is typically considered a binary or multiclass classification
problem, this approach makes sense when applying machine learning approaches to pat-
tern recognition difficulties. However, this assumption is difficult to meet because DDoS
attacks are evolving daily, and network traffic has become more sophisticated and subject

to change anytime.

As a result, the DDoS assault detection system may make numerous mistakes during
the real detection process, such as true negatives and false positives, and certain new
standard patterns or unknown attacks may differ from the patterns discovered from the
initial training data[54]. Integrity protection and symmetric key authentication alone are
insufficient to stop the incursion of such malicious nodes; instead, nodes’ dependability
must be assessed, and compromised nodes should be avoided when creating an MA route

or having an agent visit source nodes[44].

Due to these models’ subpar performance on large datasets, research has switched to
employing sophisticated deep learning (DL) in constructing intrusion detection systems.
Nonetheless, the advent of several innovative and advanced assaults presented two ad-
ditional difficulties: flexibility and scalability. However, most DL-driven solutions are

challenging to scale up and necessitate regular model retraining[66].
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6.1.2 Contribution

The primary goal of the research is to provide more accurate and alternative solutions
for IDS using the proposed DIO opt LSTM model. Dunnock optimization and Ibis
optimization features of searching, hunting, and observing are combined to create the

DIO. The primary contribution of the current research consists of followings:

1. Dunnock Ibis optimization (DIO) The typical hybridization of Dunnock and
Ibis results in DIO. The Dunnock faces several difficulties due to predators and other
animals; to improve the Dunnock searching strategies, the Egret Swam optimization
and Ibis optimization’s fitness are combined and named Dunnock Ibis optimization.
Thus, Dunnock Ibis have the ability to disguise themselves as enemies based on their
fitness. This boosts the searching speed and attacking capacity by reducing time

complexity, resulting in faster convergence and reaching the global destination.

2. Dunnock Ibis opt LSTM model( DIO opt LSTM) The hyper layers of the
LSTM are successfully tuned through Dunnock Ibis optimization, which effectively
detects the intrusion and reduces the problem of class imbalance. By leveraging
Dunnock Ibis Optimization to fine-tune the hyper parameters of an LSTM model,
we significantly enhance the model’s performance in detecting intrusions and ad-
dressing the class imbalance problem. This results in a more accurate, reliable,
and robust intrusion detection system capable of effectively distinguishing between

normal and malicious activities in a network environment.

6.2 Motivation

There are numerous innovative ways to network ID technologies. However, each has its
own suitable environment. Improving the detection rate of network ID with a single class
characteristic or detection model is extremely tough. This section describes the tactics

taken by researchers to increase the effectiveness of the ID model.

6.2.1 Literature review

An advanced mobile agent-based ID system was developed by [53] to protect the network
of connected medical equipment. Although cryptography-based solutions are often costly
in terms of computation and challenging to implement on medical devices with limited
resources, this system achieved high detection accuracy while consuming no resources.
[54] developed a mobile agent for cluster-based WSNs with three-step negotiation to

identify trusted CH and detect mobile hazardous nodes in order to obtain data exclusively
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from trusted nodes. Despite the fact that the mobile agent just aggregates data with
the CH, it prevents the majority of attacks from occurring here. It improves detection

accuracy because it is difficult to relocate mobile agents among all of the SN.

A new ID scheme for IOT was created[67]. It was a lightweight ID method combined with
two algorithms that could improve detection effectiveness and reduce the false positive
rate. Still, it presented a new challenge due to its limited data processing capacity for
large, complex decision-making. A strategy for ID and prevention system (SA-IDPS) was
developed by [68] to mitigate attacks in MANET by ML approaches, which enhanced the
attack detection rate and reduced the false alarm rate. but had a high computational
complexity in this model. [69] designed an intrusion prevention system to achieve a
network-based intrusion prevention system to protect the top-to-bottom engineering that
succeeded in using high-performance computing to scale its operation, but it has certain
over-fitting problems. [70] created the ad-hoc mobile-based edge cloud model, which
integrated a multi-objective algorithm and genetic solution to provide intelligent decisions

from the ad-hoc mobile edge cloud devices.

However, selecting the best distribution of chunks on the different nodes is a challenging
problem. Smish Logish-Graph Attention Network (SL-GAT) is an MA-based intrusion
detection framework which is inaugurated by [71]. The SL-GAT performs better than
the prevailing classifiers and provides better security to the mobile agents. However, the
system utilizes more resources, which causes costs.[72] demonstrated a border-hunting
optimized deep CNN (BHO-DCNN) model that detects mobile agents-based intrusion
in WSNs and provides an enhanced rate of convergence with the help of optimization
in case of detection. However, more integrated optimization is needed to improve the
performance of DCNN.[66] introduced an Attention-based Deep-Q-Network (A-DQN) for
detecting intrusion in multiple agent systems. Moreover, each agent is separately learned,
and an agent-specific attention component is presented at central IDS, which improves
the scalability of the distributed network model. The key limitation of the model is the
compromise of routers because the routers have potentially exploitable services with a

lower number than the hosts.

Intrusion detection from a mobile network teaching system based on an intelligent al-
gorithm, developed by [73]. This is used to effectively detect the intrusion behavior of
the system with a low false alarm rate and high detection accuracy, which assures the
system’s stability and security.[74] created a Framework for DL-based IDSes using CIC-
IDS2017 and CSE-CIC-IDS2018 datasets and achieved an average detection rate of above
95 % .

The DL-based IDSes reduce the computational cost and time of the network, but these
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frameworks are more suitable for labeled datasets.[75] introduced an ensemble model,
which is a combination of ML and sequential feature selection techniques. This model

reduces the computation and transmission costs and false alarm rates.

In such cases, this method may not be completely neutralizing. Venkates et al. delivered a
wireless intrusion detection system named Neuro Deep Learning (NDL) that distinguishes
the attacks in mobile ad-hoc networks [76]. The NDL model improves the identification
and diminishes the rate of false failure and caution, but the DL techniques need a large
amount of data for better training. Then, the literature review is analyzed in Table

6.1.

6.3 Challenges in Dynamic Environment

Spread spectrum-based systems, however, face problems with code management and dis-
semination. A further issue for low-cost and resource-constrained IoT devices is that

most of these techniques necessitate placing several antennas at the transmitter.

1. It is difficult to identify intrusions with a high detection rate and few false positives

simultaneously.

2. Finding the optimal distribution of chunks across the various nodes that produce the
greatest results is a complex task. also, detecting unauthorized movement within

sensor networks is equally challenging.

3. It is difficult to discern between regular and attacker nodes using packet features. To
lessen the effects of any harmful activities, it’s critical to quickly identify attackers

in a network.

4. In a highly dynamic environment, selecting an algorithm for the successful ID of

any specific intrusion can be challenging.

6.4 Mobile Agent-based ID using DIO opt LSTM

model

The research aims to create a self-configuring mobile agent-based ID system using hybrid
optimized deep LSTM. Many different SNs are present in wireless networks and use data
from numerous sources. Because the SN are moving objects, the cluster head (CH)
receives the data that is stored inside each one. In the wireless network that is situated

in a particular area, there are numerous CHs. Before sending the data to the base station
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(BS), the CH aggregates data from the sensor nodes (SN). The optimized CH selection
approach chooses the CH based on a multi-objective function that considers the trust

factors and energy, distance, delay, energy, traffic, and TP.

The transmitted data is combined and supplied to the sink node through the mobile
agent, where it is classified using the proposed Hybrid deep LSTM classifier. The stan-
dard features obtained from the Dunnock and Ibis optimizations are the basis for this
optimization’s development. In the end, the proposed optimization-based hybrid deep
LSTM classifies the node as benign or malicious, and if the node is benign, further com-
munication with it will be prevented. To increase the identification of new incursions, we

train a model that is based on the self-configuring concept.

Optimized CH selection Data
I .
controller aggregation

Proposed dunnock
ibis optimization

Normal >
Malicious

Fig 6.1: Architecture of the proposed Mobile Agent-based ID

Hybrid optimized deep
LSTM

Y

RN

The WSN comprises SN, CH, sink, and administration nodes. The WSN is clustered to
offer easy administration processing, ensuring the network’s dependable performance. In
the monitoring area, a large number of sensing nodes have been deployed, and they have
formed a network. Through a multi-hop relay that links to the BS via satellite or the
Internet, the CH nodes send the data they have gathered to the sink node. The user can
remotely configure or administer the network and send tasks for monitoring through the
BS. This model consists of a BS, a small number of dispersed sink nodes, and a large

number of SN disseminated across the observation area.

Each component serves the following purposes: In a WSN, a sensor node’s main job
is to gather data from each range, process it, and then transmit it to an upper node.
The BS receives the data information that the sink node has combined from the CH
sensor. Common SN and CH nodes make up this part. The network’s operational state
is monitored by the user-facing BS, which also performs ID and analysis on the data sent

by the sink nodes.
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The four underlying presumptions of the WSN environment are as follows:

1. A clustered network is the WSN. Direct communication between the CH nodes and

common nodes is possible.

2. Every node in the cluster is fixed, has a unique identifying ID and only belongs to

one cluster.

3. The sink and CH nodes have direct and indirect communication channels with the

BS and other CHs, respectively.

4. The CH node must be identical to the common node, and the sink node must be

more resourceful and energetic.

6.4.1 System Model

The WSN consists of m number of nodes. These SNs successfully send the sensed data
to the sink node Ty. The uniform distribution, in which the data is disseminated at the
highest radio level with the dimensions of J; and J, in meters, determines the transmission
pattern for all SNs. The SN forms a cluster that is represented by O. The term P*
designates the identical CH in each cluster. CH-oriented routing is a brand-new method
for sending data from all nodes to the BS. Here, Prr denotes the distance between the

BS and CH, while Epj; represents the distance between the D' normal node and the
Nt CH.

The key benefit of this model is improvement in life span and structural data flow.

6.4.1.1 Energy Model

Transmitter and the receiver determine which of the two channels in the radio model-free
space ( m? path loss) and multi-path fading ( m* path loss) is used. When the distance is
below a threshold value ( mg ), the free space channel is used; otherwise, the multi-path
fading channel is used. As demonstrated in equation6.2, the amount of energy needed to

convey a k-bit packet over a distance n is as follows

LxGp+Lx €exyxm? m<n,
GFc(L,m) = (61)
L x Gp+ Lx €, xm*, m>n,

The transmission energy Gre and distance m are both present in the aforementioned
equation.(y, is a circuit’s transmitter or receiver’s energy consumption. In the free space

and multi-path models, the transmitter amplifier’s energy requirements are .y and ,q,
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Fig 6.2: Architecture of the WSN System Model

respectively.m, is a threshold separation determined as follows: The energy needed to

receive a k-bit packet in a radio model is shown in the equation

The transmission energy G rc and distance, m, are both present in the aforementioned
equation. G, is a circuit’s transmitter or receiver’s energy consumption. The transmitter
amplifier’s energy requirements in the free space and multi-path models are €;, and e,

respectively. m, is a threshold separation determined as follows:

my =, |2 (6.2)
th

The energy needed to receive a k-bit packet in a radio model is shown in equation
6.5.
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Gro(L) = L x Gg (6.3)

G, is influenced by signal processing, modulation, digital coding, and filtering factors.

In common transmission, all nodes employ the range m,, and Delta denotes the impact
of interference. When node z,, certain sub channel over the transmits node z,, then the

transmission is effectively done by following two conditions:

Ty — Ty <My (6.4)

[Ty — x4l 2 (1 4+ A)m, (6.5)

6.4.2 Problem Formulation

Under delay constraints minimizes of tour path for WSN, round means the mobile sink
travels from the start point to CH and back to the start point. The total energy con-

sumption of SN is,

ECSNp = Z (L + Gf X m2) X ZTge + Z L x Zgp (66)

ecCH q=SN

Moreover, each SN is assigned to only one CH and measures the binary component ®,,

which is expressed by,

1, if node as signed to CHq
Dpg = (6.7)

0, otherwise.

6.5 Proposed Dunnock Ibis Optimization

The performance parameter computed for this deployment is analyzed by attack type on a
node based on consumed energy criteria, an essential metric for dependability evaluation.
The coordinates of attacks are normalized using the feature extraction technique to get
the trained data. A subset of the WSN dataset is taken to extract the feature from

all the attack cases that are classified correctly. The performance metric of features on
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the machine learning model is used and compared Dunnock Ibis optimization (DIO), a
typical combination of Egret Swarm Optimization algorithm (ESO) [78] Ibis [79] is used
to transport the information to the needed node by selecting the CH at random from the
network and fine-tuning the hyper layers of the LSTM model. The Dunnock behavior
involves reaching the global optimum for food, and Dunnock encounters several challenges
from predators and other animals. To improve the Dunnock searching strategies, Egret
swarm optimization and Ibis optimization are combined to improve fitness, and as a
result, Dunnock Ibises have the ability to hide from obstacles based on their fitness.
Because of the reduced time complexity and faster convergence, this arrives at the global

destination earlier, which boosts searching speed and attacking capacity.
Motivation

The four bird collective egret species are the great Egret, the Middle Egret, the Little
Egret, and the Yellow-billed Egret. The prey-catching and adapting capacity of the
Great Egret are 50 % more efficient than other egrets. Great Egret has a higher exertion
strategy to pursue prey aggressively and capable of capturing larger prey, nevertheless
difficult to travel through an identical place multiple times for large prey. To overcome
this problem, the searching and hunting behavior of the Egret swarm is integrated with
the Bald Ibis. Northern Bald Ibises are migration birds with better searching abilities,
and they travel long distances with the help of wing creatures without stopping in any
middle. Hence, the proposed DOI optimization provides faster convergence and reduces

the model’s time complexity.
1. Initialization

An arbitrary population of sparrows serves as the basis for the sparrow search algo-
rithm. The following matrix is used to represent the population in this algorithm,

which displays the position of the sparrows:

Fig 6.3: Positions of Sparrows

Where g denotes the total number of sparrows and the dimension of the decision
factors. Therefore, the producer sparrows supply foraging areas for the scavengers
with a significant amount of energy stored. They need to locate the regions with

abundant food resources. The amount of available energy reserves is determined by
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Fig 6.4: Cost of Sparrows

evaluating the cost values of individuals. The cost value of the sparrows is described

by the vector below:
. Position update of producer

The SSA, a competitive strategy, allows individuals (producers) with lower cost
value a better chance of getting food in the solution space. Instead of scavengers,
producers look for food in various search locations. The following mathematical

model represents the producer’s position:

zmyxmp( it N < HI

5><itermax) (610)
D, +JxK if N> HI

rx+1
Dut/ -

Where the current iteration is denoted as z, D% is the value for the v*® dimension
of the u™ persons at z th iteration, iter max is a constant, v = 1,2,....m. is
a random number, J is a properly distributed random number, and K denotes
an m-dimensional vector whose elements are all one. In this instance, the safety
threshold, HI, is a value between [0.5, 1], while the alert value, N2, is a number
between [0, 1]. if (N < HI), there are no nearby predators, and the producer has
moved to wide search mode. In contrast, if ( Ny > HI ), some individuals have
already detected the predator, necessitating a quick flight to another safe area for
everyone. According to previous explanations, some scroungers continuously follow
the producers so that when they find the producer with nice food, they immediately

steal it.

. Position update of scrounger According to previous explanations, some of the
scroungers continuously watch the producers so that when they spot a producer
with good food, they immediately move toward that location to compete for food.
In this case, scroungers had trouble finding food because of their poor global search
ability. The Ibis population’s fitness is integrated to strengthen scroungers, causing

the Dunnock Ibis to compete for food with the strong fitness that provides fast
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convergence and good global search ability. If they won the competition, the pro-
ducer might provide them with food; if not, they would still have to abide by the

regulations. The scrounger’s location has been revised as follows:

DEl =05 { J X exp (—DVI“’“;;%“) D 4 |DE — DY x P x K (6.11)

Where D,, denotes the producer’s ideal founded position andD,orst denotes the
current globally worst position. F' depicts a vector in which the elements are ran-
domly given the values 1 or 1. The following locations are attained by the sparrows
when they first become aware of the threat: If a team member or a population
member discovers the best solution, the real gradient is assigned to them. (QQgbest
denotes the flight direction of the best Ibis individual. The best fitness level for
the egret team and the egret population is Cgbest. Pseudo code for Dunnock Ibis

Optimization is shown in Algorithm 6.5:

6.6 Cluster Head selection using the Dunnock Ibis

Optimization algorithm

Every node in a group can be the CH. All nodes in the group must compare their re-
maining energy, and the node with the greatest remaining energy will be the CH for the
round. The B,,az indicates each node’s maximum transmission range. All SNs that fall
within theB,,ax range are included in the initial cluster. The highest energy node in
each cluster determines the CH. Until there is no longer a node in the network, the same

procedure is carried out on the remaining SNs.

The entire process for cluster construction and CH selection is shown in Figure 6.6.
The CH is typically chosen depending on energy, distance, delay, energy, traffic, and
TP. The developed DIO algorithm, on the other hand, was designed expressly for these
networks. In place of delay, one new component is included as trust is considered to boost
performance. Direct, indirect, existing, and historical trusts are all characteristics that

depend on trust.

The objective functions for the CH selection divide the distance into the following two
categories: inter-cluster distance and intra-cluster distance. Each clustered SN group,
divided into smaller groups, is given a cluster leader. The cluster’s data from each node

is collected and provided as clustered data to the BS. The wireless transmission network
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S.NO Pseudo code for DIO opt LSTM

1
2 ,
N . ‘D;.xexpi—_;—{\hf}\-'c:m
Position update of producer: D, =- | axitar |
DI+ JxK if N=HI

3 I{.[-Dl_l D, D, ]]

Individual fitness value: T, =| 4[D,, D,, D,,])

rl.[Dg.l ‘Dg.l Dg.srr ]l
4 i (N, < HI)
3 {
6 There 1s no predator nearby
7 ¥
8 Elze
9 {
10 Some mndrviduals have already discovered the predator
11 }
12 Position update of scrounger:
Jx Ir. D 1:;jo.r:r —D, 1:;:_1 \i . ;
D.:-_l =05 explt_:{—:} + ey = Cosezr—Toy +0g,. Ff[“ >g! 2]
) l D.I:;:—l + | Dn _ D::_l‘ % K I'TGbe:r _-T_u| |Z_Gbe:r _-T_u| ) otherwise

13 ifle>1/2)
4
15 Lowest fitness value
16 }
17 Else
18 {
19 Highest fitness value
20 }
21 Termination

Fig 6.5: Algorithm for DIO opt LSTM

offers CH selection to deliver the most efficient and secure data communication network.
Additionally, data travel between CHs reduces the energy used by the network. The DIO
method is used in this study to calculate the CHs for each group of nodes. An Equation
is necessary for the proposed DIO technique, which illustrates the resource process for
CH selection.

VIXKSE e = VIXK Sy + JEH X (VIXK Sypper — VIXK S | (6.12)

QquFym

I = i v |IE — s (6.13)
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Jrest Tepresents the probable current optimal position, and the step size is determined

by the parameter ~.

The clustering establishment needs to consider these objective functions: TP, traffic, en-
ergy, and distance. Following is a list of the expected clustering goals and a mathematical

representation of the multi-objective function:

BZ =y X Fo+ kX Eg+x X EMg + aEbg + Brg (6.14)
The developed DIO algorithm, in this instance, calculates the fusion parameters, denoted
as v, k, X, «, and (.

The CH selection thus establishes a distance between the BS and the sensors and dis-

tributes the energy use of the SN equally.

o @@

A E RO
N | i

Fig 6.6: Architecture of step-by-step cluster creation and CH selection approach

6.7 Self-Configuration

The capacity of SNs in WSNs to autonomously and dynamically configure themselves
for network functioning without requiring manual intervention or external configuration
is called self-configuration. The shifting conditions and demands of the network entail
the automatic construction and adaption of a number of network parameters, includ-
ing node identities, routing paths, transmission power, and network structure. Due to
the large-scale and dynamic nature of WSNs, where nodes may be placed in remote or

inaccessible locations, self-configuration procedures are important. A model based on

109



the self-configuring idea is trained to improve the system’s capacity to detect new in-
cursions. The system constantly updates and adapts detection techniques based on new
data and changing network conditions. The self-configuration procedure enables the 1D
system to learn and develop over time, assuring its effectiveness against new threats.
Overall, the self-configuring mobile agent-based ID system uses a combination of data
collection, aggregation, optimized selection, mobile agent-based data transmission, deep
LSTM classification, and ongoing self-configuration to achieve its primary goal of detect-

ing and preventing intrusions in wireless networks.

6.7.1 ID using Dunnock Ibis opt LSTM model

The most well-known model for sequence data training is the RNN. When trained with
a large step size, the standard RNN struggles. The vanishing problem and the formaliza-
tion of RNN are briefly covered in this section. We then describe long LSTM to address
this problem. Unfortunately, a significant flaw brought on by a number of factors is the
low sensitivity of the intrusion detection models currently in use. Compared to other
optimization methods, the LSTM fitted with the Adam optimizer has a slower conver-
gence rate. Additionally, the outcome of the model’s accuracy is reduced because of the
Adam optimizer’s over fitting loss. To reduce the likelihood of entering local optima and
modifying hyper parameters, the DIO optimizer is integrated into the LSTM, effectively
detecting network intrusion. Moreover, DIO successfully tackles the high dimensional
challenges, eventually resulting in a high convergence rate and increasing the LSTM

model’s accuracy.

1. Recurrent neural network (RNN) A traditional feed-forward neural network
has evolved into the RNN. RNNs are better at simulating sequences since they
have cyclic connections than feed-forward neural networks. Assume that the in-
put, hidden, and output vector sequences are represented by M,G, and K, re-
spectively. M = (my,ms,....mp) describe the input order. The hidden vector
sequence (G = (g1, 92, .- .9r)) and the output sequence vector (G = (g1, g2, --gr))

with p =1 to P be calculated by a conventional RNN in the manner shown below.

gp = 0 (Nmgmyp + Noggp—1 + ¢4) (6.15)

k‘p = Nghgp + Ck| (6.16)

describe the input order. The hidden vector sequence and the output sequence

vector are to be calculated by a conventional RNN, as shown in the equation.
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Where, is a bias term, N is a weight matrix, and function A is a non linearity
function. RNNs typically use Back Propagation Training Time (BPTT) to accom-
modate inputs with varied lengths. The model in BPTT is initially trained using
the training set of data. For each step, the output error gradient is saved. Although
the RNN is challenging to train, using the BPTT approach causes the gradient to

explode or vanish.
2. LSTM

Here, we explore the equations for computing the values of three gates and the cell
state in the LSTM architecture.

0p = 0 (Nimomyp + Nyogp—1 + Naodp—1 + ¢,) (6.17)

p =0 (thmp -+ Nghgp,1 —+ Ndhdp,1 —+ Ch) (618)
d, = hyd,—1 + tanh o (Nyamy, + Nyagp—1 + Ca) (6.19)
xp = 0 (Npamyp + Nyzgp—1 + Naod, + ¢;) (6.20)
gp = x, tanh (d,) (6.21)

The input gate, forget gate, output gate, and cell state are represented by the variables o,
h, f, and d, respectively. A is the logistic sigmoid function. Weight matrices for peephole
connections are denoted by Ny,, Ny, and Ng,. Three gates govern the information flow in
LSTM: (o, h, f). The input gate determines the input ratio. This ratio affects the solution
of equation6.11, which determines the cell state. The previous memory g,_; determines if
the forget gate is successful. The input gate determines the input ratio. This ratio affects
the solution of equation6.11, which determines the cell state. The previous memory g,_;
determines if the forget gate is successful. The prior memory ratio is determined in the
equation6.10 and used in the equation 6.11. The output gate evaluates the output of a
memory cell before being passed or not. This procedure is shown in equation6.13. Due to
the three gates in LSTM, we can solve the vanishing and bursting gradient problems. In
the LSTM-RNN architecture, the LSTM cell replaces the recurrent hidden layer.

6.8 Result and Discussion

In this section, the effects are precisely explained, along with an explanation of the
DIO opt LSTM for ID. The effectiveness of the DIO optimization is evaluated based on
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nput

Fig 6.7: Long Short Term Memory Cell

performance measures.

6.8.1 Experimental Setup

Using 8GB of RAM and Windows 10 OS, the MATLAB tool executes ID in WSN with
DIO opt LSTM. LSTM classifier utilizes the following key parameters to implement the
model: Adam is the default optimizer, the loss is MSE and epochs of 100. Here, 100% of

the dataset is used to train the model and the generated data conducts testing.

6.8.2 Dataset Description

The University of New Brunswick created the IDS 2018 Intrusion CSV file for DDoS
data analysis. Based on the data, the dataset’s data is separated into different files.
This dataset consists of eighty columns, each representing a record in the IDS logging.
The Protocol, Dest Port (Destination port), Flow Duration, Tot Fwd Pkts (Total for-
ward packets), Tot Bwd Pkts (Total backward packets), and Label (Label) are the most

significant columns in this dataset.

6.8.3 Performance Metrics

The outcomes of BHO-DCNN using their performance matrices like alive nodes, delay,
throughput, and normalized energy are elaborated here with the dataset of IDS 2018

Intrusion CSVs for several rounds.

e Delay During transmission, the space between the termination and the source
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increases, and the possibility of a loss of packets also increases. The delay of packets

delivered to the termination is expressed by,

where T'rrans denotes the time at which data leaves from the transmitter Treceiver,
denotes the time at which the data reaches the termination, and A,odes denotes

the available nodes.

e Normalized Energy The proportion of total energy each WSN node uses to deliver

every packet received to its intended location.

e Throughput: Throughput, a measure of a system’s ability to handle and confirm
transactions efficiently, is the number of transactions the system processes in a given
amount of time. One important performance indicator is throughput, commonly

measured in Transactions Per Second (TPS).

T — Sizeof Data
" TimeofTransmission

6.8.4 Performance Analysis

We extend the DIO opt LSTM results in this section by employing their performance

metrics and the IDS 2018 Intrusion CSVs for many rounds of analysis.

6.8.4.1 Node 50 Analysis

Figure 6.8 displays the performance of the DIO opt LSTM approach in terms of the
number of active nodes, delay, NE, and throughput. As seen in Figure 6.8, At round 1500,
the active nodes accessible for the developed network are 42, 43, 44, and 45 for different
epochs 40, 60, 80, and 100 respectively, which indicates the algorithm is more effective.
When the EDs of the DIO opt LSTM method are studied for different epochs 40, 60, 80,
and 100, the 1500th round is 1.65 ms, 1.16 ms, 0.83 ms, and 0.48 ms, respectively. The
delay at epoch 40 has more value than at epoch 100, as shown in Figure 6.8, demonstrating
the higher efficiency. After analyzing the NE of the DIO opt LSTM algorithm for various
epochs, it is discovered that the NE for an epoch of 100 is higher than the epoch size of
40. The achieved NE for epochs 40, 60, 80, and 100 is 0.08J, 0.014J, 0.15J, and 0.16J,
respectively, as shown in Figure 6.8. The throughput of the DIO opt LSTM algorithm is
examined for epoch values of 40, 60, 80, and 100 and achieved 0.26bps, 0.26bps, 0.56bps,
and 0.76bps respectively which is depicted in Figure 6.8. The throughput rate gradually

declines from round one until the 300th one, where it reaches its maximum.
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Fig 6.8: Analysis for 50 Nodes a) Number of Alive Node b) Delay c¢) Normalized Energy d)
Throughput

6.8.4.2 Node 100 Analysis

Figure 6.9 displays the performance of the DIO opt LSTM approach in terms of the
number of active nodes, delay, NE, and throughput. As seen in Figure 6.9, At around
1500, the active nodes accessible for the developed network are 58, 60, 82, and 87 for
different epochs 40, 60, 80, and 100, respectively, which indicates the algorithm is more
effective. When the EDs of the DIO opt LSTM method are studied for different epochs
40, 60, 80, and 100, the at the 1500'h round is 0.043ms, 0.095ms, 0.148ms, and 0.149ms,
respectively. The value of delay at epoch 40 has more value than the delay at epoch 100,
as shown in Figure 6.9 which demonstrates the higher efficiency. After analyzing the NE
of the DIO opt LSTM algorithm for various epochs, it is discovered that the NE for an
epoch of 100 is higher than the epoch size of 40. The achieved NE for epochs 40, 60, 80,
and 100 is 0.25J, 0.25J, 0.25J, and 0.85J, respectively, at round 1500, as shown in Figure
6.9. The throughput of the DIO opt LSTM algorithm is examined for epoch values of 40,
60, 80, and 100 and achieved 0.25bps, 0.25bps, 0.25bps, and 0.85bps, respectively, which
is depicted in Figure 6.9.
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6.8.4.3 Node 200 Analysis

Figure 6.10 displays the performance of the DIO opt LSTM approach in terms of the
number of active nodes, delay, NE, and throughput. As seen in Figure 6.10, At around
1500, the active nodes accessible for the developed network are 107, 122, 137, and 144 for
different epochs 40, 60, 80, and 100, respectively, which indicates the algorithm is more
effective. When the EDs of the DIO opt LSTM method are studied for different epochs
40, 60, 80, and 100, the at the 1500th round is 4.03ms, 1.34ms, 0.86ms, and 0.63ms,
respectively. The delay at epoch 40 has more value than that at epoch 100, as shown
in Figure 6.10, demonstrating higher efficiency. After analyzing the NE of the DIO opt
LSTM algorithm for various epochs, it is discovered that the NE for an epoch of 100 is
higher than the epoch size of 40. The achieved NE for epochs 40, 60, 80, and 100 is
0.063J, 0.073J, 0.146J, and 0.149J, respectively, at round 1500, as shown in Figure 6.10.
The throughput of the DIO opt LSTM algorithm is examined for epoch values of 40, 60,
80, and 100 and achieved 0 0.25bps, 0.25bps, 0.25bps, and 0.89bps, respectively, which
is depicted in Figure 6.10. The throughput rate gradually declines from round one until

the 300th one, where it reaches its maximum.
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6.8.5 Comparative methods

PSO-WSN|[80], ABC-MDC [81], BCO-WSN[82], GWO-WSN [83], GWO-CSA-DSAE [84],
SL-GAT [71], A-DQN|[66], ESO-MABID [85], SSA-MABIDI[86], and BHO-DCNN-WSN|[72]
are the methods used for comparison with the DIO opt LSTM model.

6.8.5.1 Analysis with 50 nodes

Figure 6.11 shows an analysis of the developed DIO opt LSTM methods with 50 nodes.
The developed DIO opt LSTM contains 46 active nodes, demonstrating the success of
the generated technique. The number of alive nodes in the existing methods such as
PSO-WSN, ABC-MDC, BCO-WSN, GWO-WSN, GWO-CSA-DSAE, SL-GAT, A-DQN,
ESO-MABID, SSA-MABID, and BHO-DCNN-WSN at 1500 rounds are 24, 28, 29, 29,
29, 30, 31, 31, 40, and 43 respectively. The proposed DIO opt LSTM obtains only 0.41
ms latency which is 2.05ms lower than PSO-WSN, 1.05ms lower than ABC-MDC, 0.93ms
lower than BCO-WSN, 0.92ms lower than GWO-WSN, 0.92ms lower than GWO-CSA-
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DSAE, 0.93ms lower than SL-GAT, 0.93ms lower than A-DQN, 0.93ms lower than ESO-
MABID, 0.92ms lower than SSA-MABID, and 0.12ms lower than BHO-DCNN-WSN.
The overall energy of the proposed DIO opt LSTM is 0.16 J, which is 0.128J, 0.126J,
0.125J, 0.123J, 0.123J, 0.120J, 0.117J, 0.117J, 0.117J, and 0.001J higher than the existing
methods such as PSO-WSN, ABC-MDC, BCO-WSN, GWO-WSN, GWO-CSA-DSAE,
SL-GAT, A-DQN, ESO-MABID, SSA-MABID, and BHO-DCNN-WSN. At 1500 rounds,
50 nodes accomplish the proposed DIO opt LSTM transfers data at the rate of 0.76bps,
which is compared to the existing and the improvement of 0.49bps over PSO-WSN,
0.49bps over ABC-MDC, 0.49bps over BCO-WSN, 0.49bps over GWO-WSN, 0.49bps
over GWO-CSA-DSAE, 0.50bps over ESO-MABID, 0.50bps over SL-GAT, 0.50bps over
A-DQN, 0.50bps over SSA-MABID, and 0.49bps over BHO-DCNN-WSN. As a result, as
compared to prior methods, the proposed DIO opt LSTM optimization procedure offers

better results.
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6.8.5.2 Analysis with 100 nodes

Figure 6.12 shows an analysis of the developed DIO opt LSTM methods with 50 nodes.
The developed DIO opt LSTM contains 87 active nodes, demonstrating the success of
the generated technique. The number of alive nodes in the existing methods such as
PSO-WSN, ABC-MDC, BCO-WSN, GWO-WSN, GWO-CSA-DSAE, SL-GAT, A-DQN,
ESO-MABID, SSA-MABID, and BHO-DCNN-WSN at 1500 rounds are 44, 46, 48, 50,
50, 52, 54, 54, 55, and 82 respectively. The proposed DIO opt LSTM obtains only 0.8 ms
latency which is 2.744ms lower than PSO-WSN, 1.026ms lower than ABC-MDC, 1.013ms
lower than BCO-WSN, 0.999ms lower than GWO-WSN, 0.999ms lower than GWO-CSA-
DSAE, 1.006ms lower than SL-GAT, 1.013ms lower than A-DQN, 1.013ms lower than
ESO-MABID, 0.999ms lower than SSA-MABID, and 0.601ms lower than BHO-DCNN-
WSN. The overall energy of the proposed DIO opt LSTM is 0.15J, which is 0.115J, 0.113J,
0.113J, 0.112J, 0.112J, 0.110J, 0.109J, 0.109J, 0.108J, and 0.002J higher than the existing
methods such as PSO-WSN, ABC-MDC, BCO-WSN, GWO-WSN, GWO-CSA-DSAE,
SL-GAT, A-DQN, ESO-MABID, SSA-MABID, and BHO-DCNN-WSN. At 1500 rounds,
50 nodes accomplish the proposed DIO opt LSTM transfers data at a rate of 0.85bps,
which is compared to the existing and the improvement of 0.597bps over PSO-WSN,
0.597bps over ABC-MDC, 0.597bps over BCO-WSN, 0.597bps over GWO-WSN, 0.597bps
over GWO-CSA-DSAE, 0.599bps over ESO-MABID, 0.6bps over SL-GAT, 0.6bps over
A-DQN,; 0.6bps over SSA-MABID, and 0.597bps over BHO-DCNN-WSN. As a result, as
compared to prior methods, the proposed DIO opt LSTM optimization procedure offers

better results.

6.8.5.3 Analysis with 200 nodes

Figure 6.13 shows an analysis of the developed DIO opt LSTM methods with 50 nodes.
The developed DIO opt LSTM contains 146 active nodes, demonstrating the success of
the generated technique. The number of alive nodes in the existing methods such as
PSO-WSN, ABC-MDC, BCO-WSN, GWO-WSN, GWO-CSA-DSAE, SL-GAT, A-DQN,
ESO-MABID, SSA-MABID, and BHO-DCNN-WSN at 1500 rounds are 73, 83, 84, 84,
84, 85, 85, 85, 85, and 137 respectively. The proposed DIO opt LSTM obtains only
0.46 ms latency which is 19.28ms lower than PSO-WSN, 12.05ms lower than ABC-MDC,
6.49ms lower than BCO-WSN, 6.15ms lower than GWO-WSN, 6.15ms lower than GWO-
CSA-DSAE, 9.10ms lower than SL-GAT, 12.04ms lower than A-DQN, 12.04ms lower
than ESO-MABID, 6.15ms lower than SSA-MABID, and 0.22ms lower than BHO-DCNN-
WSN. The overall energy of the proposed DIO opt LSTM is 0.15J, which is 0.116J, 0.112J,
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Fig 6.12: Comparative analysis for 100 nodes a) Number of Alive Node b) Delay c)
Normalized Energy d) Throughput

0.105J, 0.104J, 0.104J, 0.108J, 0.111J, 0.111J, 0.105J, and 0.003J higher than the existing
methods such as PSO-WSN, ABC-MDC, BCO-WSN, GWO-WSN, GWO-CSA-DSAE,
SL-GAT, A-DQN, ESO-MABID, SSA-MABID, and BHO-DCNN-WSN. At 1500 rounds,
50 nodes accomplish the proposed DIO opt LSTM transfers data at a rate of 0.89bps,
which is compared to the existing and the improvement of 0.726bps over PSO-WSN,
0.672bps over ABC-MDC, 0.632bps over BCO-WSN, GWO-WSN, GWO-CSA-DSAE,
and ESO-MABID, 0.633bps over SL-GAT, A-DQN, and SSA-MABID, and 0.632bps over
BHO-DCNN-WSN. As a result, as compared to prior methods, the proposed DIO opt

LSTM optimization procedure offers better results.

6.8.5.4 Comparative discussion

The following describes each scheme utilized for protected ID in the network and demon-

strates how the nodes’ performance is determined across several rounds regarding the
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metrics. Table 6.2 compares multiple methods with nodes 50, 100, and 200 at the round
of 1500. The BHO-DCNN-WSN provides better intrusion detection and convergence, but
the system’s efficiency is low. The major limitation of the A-DQN is that the routers in
the network have a limited number of potentially exploitable services compared to the
hosts. SL-GAT utilizes more resources to provide better performance. Due to this, the

implementation cost is increased.

The following describes each scheme utilized for protected ID in the network and demon-
strates how the nodes’ performance is determined across several rounds regarding the
metrics. The BHO-DCNN-WSN provides better intrusion detection and convergence,
but the system’s efficiency is low. The major limitation of the A-DQN is that the routers
in the network have a limited number of potentially exploitable services compared to the
hosts. SL-GAT utilizes more resources to provide better performance. Due to this, the

implementation cost is increased.
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6.9 Ablation Analysis

Figure 6.14 illustrates the ablation study conducted by the developed DIO opt LSTM
model, which discusses the model’s performance by LSTM with optimization and LSTM
without optimization. At 50 nodes, the model takes time to train without optimization
1.34ms and with optimization 0.41ms. Similarly, At 100 nodes, the LSTM without op-
timization takes 1.8 ms, while optimization takes 0.8 ms. Likewise, At 200 nodes, the

LSTM without optimization takes 9.55 ms; with optimization, it takes 0.46 ms.

Delay (ms)

00
without optimization with optimization without optimization with optimization

Delay (ms)

IS

0
without optimization with optimization

Fig 6.14: Ablation discussion of the proposed LSTM model

6.10 Summary

In this chapter, A self-configuring mobile agent-based intrusion detection system (MA-
IDS) hybrid-optimized with Deep Long Short-Term Memory (Deep LSTM) networks of-
fers an advanced solution for securing dynamic and complex networks like IoT and Wire-
less Sensor Networks (WSNs). This system features mobile agents that autonomously
adapt to changing network conditions, improving their ability to detect intrusions in
real-time. The integration of Deep LSTM networks enables the system to analyze and
learn from time-series data, identifying complex patterns associated with both normal
and malicious activities. This approach ensures adaptive security, scalability, and im-
proved intrusion detection capabilities, making it highly suitable for modern network

environments.
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Table 6.1:

Analysis of Literature Review

Method Ref and | Dataset | Advantage Disadvantage Achievement

year

Advanced 2020 [53] | Global Protect  the | Costly in terms of | Achieved accuracy of

mobile agent Datasets connected computation and im- | network 99.6 % and

based 1D medical plementation. device-level intrusion
system equipment detection 98.2 %
network

Mobile 2021 [54] | All  the | Prevents the | Difficult to relocate | the detection effi-

Agent for sensor majority of | mobile agents among | ciency is approxi-

cluster based node’s attacks from | all SNs mately 82 %

WSNs dataset occurring

ML ap- | 2020 [68] | NSL- the attack | Computational com- | —

proaches KDD detection rate | plexity is high

dataset enhanced
and the false
alarm rate
reduced

SL-GAT 2024 [71] | UNSW_NBJlprovide better | More resources are | Achieved an accu-
security to | utilized by the sys- | racy of 98.5915%
mobile agents | tem which causes

system costs.

BHO_DCNN | 2024 [72] Provides an | Need more hybrid | Normalized energy is
enhanced rate | optimization to | 0.1622J, Throughput
of convergence | improve the system | is 0.3125 %

performance

A-DQN 2021 [66] | NSL- improves the router’s poten-

KDD the scala- | tially exploitable ser-
and CI- | bility of the | vices are less than
CIDS2017 | distributed the hosts.

network

model

An in- | 2023 [73] Provides guar- Achieves low false

telligent antee for sta- alarm rates and high

algorithm bility and se- detection accuracy
curity

Framework 2024 [74] | CIC- reduce the | Mostly this frame- | Achieve an average

for DL based 1IDS2017 computa- work follows on la- | detection rate is

IDSes and CSE- | tional cost | beled datasets more than 95 %

CIC- and time
IDS2018
Datasets

Ensembled 2023 [75] | CIDDoS20]9Reduced The solution may | Achieves more accu-

Model false alarm | not be neutralizing | racy and improved
rates and | completely processing time.
also minimize
computation
and transmis-
sion costs

Neuro Deep | 2022 [77] Intrusion unbalanced dataset

Learning identification

is  improved
and the rate of
false caution
and failure is
diminished
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Table 6.2: Comparative Discussion of the DIO opt LSTM

Method Alive Nodes Delay (ms) Normalized Energy Throughput
50 | 100 | 200 50 100 200 50 100 200 50 100 | 200
PSO-WSN 25 | 48 | 73 | 2.47 | 3.55 | 19.74 | 0.04 | 0.04 0.04 0.27 | 0.25 | 0.16
ABC-MDC 29 | 50 83 | 1.47 | 1.83 | 12.51 | 0.04 | 0.04 0.04 0.27 | 0.25 | 0.21
BCO-WSN 29 | 50 | 37 | 1.34 | 1.82 | 6.96 | 0.04 | 0.04 0.05 0.27 | 0.25 | 0.26
GWO-WSN 31| 51 88 | 1.34 | 1.80 | 6.62 | 0.04 | 0.04 0.05 0.27 | 0.25 | 0.26
GWO-CSA-DSAE | 31 | 51 | 88 | 1.34 | 1.80 | 6.62 | 0.04 | 0.04 0.05 0.26 | 0.25 | 0.26
SL-GAT 32 | 53 88 | 1.34 | 1.81 | 9.56 | 0.04 | 0.04 0.04 0.26 | 0.25 | 0.25
A-DQN 32| 55 88 | 1.34 | 1.82 | 12.51 | 0.05 | 0.04 0.04 0.26 | 0.25 | 0.25
ESO-MABID 32 | 55 88 | 1.34 | 1.82 | 12.51 | 0.05 | 0.04 0.04 0.26 | 0.25 | 0.25
SSA-MABID 41 | 55 | 89 | 1.34 | 1.80 | 6.62 | 0.05 | 0.4 0.05 0.26 | 0.25 | 0.25
BHO-DCNN-WSN | 44 | 82 | 137 | 0.54 | 1.40 | 0.69 | 0.16 | 0.15 0.15 0.27 | 0.25 | 0.26
DIO opt LSTM 46 | 87 | 146 | 0.41 | 0.80 | 0.46 | 0.16 | 0.15 0.15 0.76 | 0.85 | 0.89
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Chapter 7

Enhancing Security with Dynamic Blow Fil-
ter and Blow Fish Security Protocol to Safe-
guard against Malicious Mobile Agents

This chapter introduces the use of a Dynamic Blow Filter and the Blow Fish Security Pro-
tocol to enhance the protection of mobile agent-based systems against malicious agents.
The Dynamic Blow Filter provides real-time detection and blocking of threats by adapt-
ing to changing behavior patterns, while the Blow Fish Security Protocol offers strong
encryption to secure data transmission. Together, these tools create a robust defense
system, safeguarding against unauthorized access and ensuring the integrity of mobile

agents in dynamic network environments.

Securing network agents is a complex and challenging task. A mobile agent is a newly
performed innovative technique of cloud networking technology in the area of computer
networking. The attack of malicious code execution in data communication between
remote users is the primary problem affecting the agent. The design of agents presents
numerous security challenges, which makes agent protection challenging. Nevertheless,
recent studies have made progress in the area of agent code security. This paper presents
an effective method for identifying the agent’s issue and protecting it against malicious

code execution.

A competent and practically applicable data model, the Dynamic Bloom filter (DBF), is
the primary criterion for the agent code execution, providing evidence that the element
is a function of set members. In the Java platform, the DBF creates the sub key to the
arrays of agent codes that are broken up by the code breaker. The ASCII function then
converts these sub keys into active keys, which are used in the encryption procedure.
An elliptical curve key is used to generate the public key, which is required prior to the
encryption process. The elliptical curve key (ECK) is a security measure that conceals the
contents so that only authorized users can view the data in the form of a key or character.
An asymmetric Blow fish algorithm has been used in the proposed protocol to perform
encryption and decryption. The security of an agent from code execution is carried out

by the proposed dynamic bloom filter and Blow fish algorithm. Data encryption and
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decryption are performed using the 64-bit Blow fish encryption, which uses a key length
that varies between 32-448 bits.

The goal of this paper is to improve agent security in terms of computational time when
compared to the current AES and fragmentation protocol approach. The JADE plat-
form, which is based on the Java programming language, is used exclusively to carry
out the proposed work. The results demonstrate the effectiveness of the Blow fish algo-
rithm and dynamic bloom filter in protecting the mobile agent against malicious code

execution.

7.1 Introduction

In recent years, innovation and research on mobile agents have attained a higher response,
which offers the implementation of new concepts in networking and distributed systems.
The code in an agent is used to transmit data over the computer systems, which are
hidden by some sort of programs written in common languages. The agent technology
allows the application to send or receive codes to the remote user for execution. It can
be retrieved dynamically from cloud sites or stored in data storage and output locally.
Java is deemed to be a programming language for mobile codes and agent-based systems
[87]. Based on this technology, creating distributed computing is possible by migrating

programs and codes from one agent to another.

A mobile agent is a software-based agent that has the capability to transmit one host to
another through its networking components. The capabilities of agents are to transmit
data, codes, and some features like independent learning, which are effective for dis-
tributed systems. The major advantages of agents in networking are decreasing the net-
work load, overcoming network latency, enclosing protocols, executing by self-determining
and asynchronous, adapting dynamically in networking, being heterogeneous in nature,
and fault tolerance. Finally, there is no killer app for mobile agents. Distributed appli-
cations are a challenge in technological advancement in the innovative world [88]. En-
hancements in performance improvement to boost the efficiency aspects of agent-based
technology have been implemented. The implemented technology offers different appli-

cation features such as network flexibility, self-determination, capacity, etc.

However, the security and overhead issues are causing its global acceptance to decline.
Operating systems use commercial trusted software applications for operation, and it is
a very complex method of securing malicious data packets. A mobile agent is a program-
based system that transfers from one system to another within the network environment.

The intrusion links in the agents can block and attack certain collective agents[89]. The
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defective codes are generally formed through network transmission in mobile agents.
The agent infrastructure is classified into two modes of operation: communication and
computation. The first is a home platform that creates the agents, and the second is a
host platform used in agent code execution. The venomous codes can perform various
network attacks on the agent when the agent is transmitted through the communication
channel [90]. For malicious code execution, the agent’s communication channel needs
to be secured. In the migration of the agent from one line of transmission environment
to another, the agent takes control of the execution environment, which makes it more

sensitive to various attacks that are performed in the execution environment [91].

Generally, the security threat is categorized into three different sort of classes. They are
data disclosure, DOS, and information exploitation. Two possible attacks influencing
the mobile agent are intrusion agents and malevolent agencies. The agent intrusion
is classified into two categories according to the target attacked. An affected agent
can implement a DOS attack on other agents [6]. When transmitting large amounts
of data over a network, malicious entities may target mobile agents currently residing on
the network. The attacks that commonly occur are categorized into passive and active

attacks. Contributions of this research are discussed below,

1. To protect mobile agents from malicious code execution attacks for enhancing the

security of the agent.

2. To reduce the computational time required for agent security compared to existing

AES and fragmentation protocol approaches.
3. To implement a dynamic bloom filter (DBF) for efficient agent code analysis.

4. To employ an elliptical curve key (ECK) and Blow Fish algorithm for robust en-
cryption and decryption.

5. To assess the effectiveness of the proposed approach in terms of agent security and

computational efficiency using the JADE platform.

The background process of this chapter is organized in the following sections. The recent
research on this chapter is mentioned as related work and is explained in section 2, the
methodology of the work is defined in section 3, the experimental research on the proposed
work and result discussion is explained in section 4, and the final part of the chapter is

the conclusion part explained in section 5.
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7.2 Related Work

The mobile agent technique is a software-oriented agent system that offers to move be-
tween different locations. Developing an agent-based system, the system itself consists
of a mobility framework [4]. The framework consists of all agent models, including the
navigation model. The computational model of the agent consists of the calculative ca-
pabilities of a representative [92]. This model incorporates the data manipulation and
primitives of thread control. The field of agents has numerous applications, methodolo-
gies, and thoughts, which has made it one of the more dynamic research areas in past

years [5].

The agent model is a newer extension in distributed computing models. The software-
oriented agent can send and retrieve data from a client to the web and circulate on
the received hubs in the network [93]. The mobile agent further augments processing
distributed systems in networking [94], [95]. It can be performed on those PCs to complete
its task for the benefit of its user. The mobile agent state encourages it to work and,

consequently, to transmit between one or more remote computing [96].

Security issues are becoming more noteworthy during unavoidable portable system reg-
istration. The data being utilized by adaptable distinctive sorts and altered vast scale
conveyed applications associating over the wireless and wired system to transmit valu-
able administrations to venture, clients, settled, and flexible [97]. The security of an
agent is a major issue for the agent, and research was carried out to implement security
protocols[98]. In a distributed computing base, cloud clients often must depend on cloud

benefit suppliers to transfer information into it [99].

It is still a concern for a remote computing client to gain trust in the security and con-
sistent quality of remote computing administrations [100]. Cloud client private data in
virtual machines situated on a respective domain makes it defenseless against numerous
intrusions [101]. Recent research was carried out to create trust-based security infras-
tructure for remote computing that utilizes agents as the security protocol for obtaining
helpful data from the computing system. By this method, the administrator or clients

monitor information protection in the computing system [102].

All the system administrators provide protection to the hubs from intrusion or malicious
host attacks. These users were programmed to steal nearby information or monitor the
activity of the host [103], [104]. This research uses an obfuscation method to secure
the network intrusion. The protection of code is not a part of the security instrument

in networking, but a few functions define the quality that assumes a critical role in
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source code security. In this research, mobile agent-based security has been implemented,
bolsters adaptable and particular efforts to establish safety required by portable PCs
and gadgets in appropriate frameworks [105]. This approach avoids privacy intrusion to
operators from malicious attacks. The algorithmic function has been used to encrypt
data from network intrusion, and a key generation technique is employed to develop a

private key for each endpoint [106].

After the endpoint has transferred from the encrypted agent, they decode the informa-
tion using the same algorithm for the decryption process, which also employs keys. For
decryption, private keys are created from the initial key generation process, which, in

turn, decrypts the information.

7.3 Proposed Dynamic Bloom Filter and Blow Fish
Algorithm

The technique proposed in this paper includes Dynamic Bloom Filter and Blow Fish secu-
rity protocol to avoid the threat of malicious code execution in the attacking environment.
The agent code execution is formed during the data transfer between the mobile agents.
Initially, the agents are created by the agent owner, and codes in the agent are broken
into sets of blocks by a code breaker performed in the Java platform. The dynamic bloom
filters the block to a set of arrays and generates the keys to the arrays, which are used
for encryption. Fach array creates 16 bits of a key, and each key is encrypted before it is

sent to receiver nodes.

The encryption process needs a public and private key, the elliptic curve proposed in
this paper is used for the generation of the keys. The data encryption and decryption
are carried out by the Blow Fish algorithm, which uses a similar key for encryption and
decryption. The decryption is reversible to the encryption process where it uses the
same key for the decryption. By utilizing the private key from the elliptic curve, the
data is decrypted by the receivers. After the encryption and decryption, the clone and

checkpointing are carried out to validate the faulty nodes in the mobile agent.

The proposed method is experimented with in the JADE platform, and the output of
the work is tabulated in terms of computational time and space complexity. Thus, the
Dynamic Bloom Filter and Blow Fish algorithm attain higher efficiency in executing ma-
licious nodes when compared with all the least possible methods in networking. Process

Flow of Security Protocol against Malicious Mobile Agent is given in Figure 7.1.
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Fig 7.1: Process Flow of Security Protocol against Malicious Mobile Agent

7.3.1 Mobile Agent Technology

The mobile agent technique is a software abstraction that shifts across the network by
categorizing the user to perform different tasks. The agents communicated in a specialized
language since it is a computer system in varied environmental conditions designed to
visualize the task and endpoints. Agents expand to various applications like networking,
mobile computing, E-commerce, production, and research. The agent technology is an
open system, so the code intrusions can easily attack it. This attacked host executes the
codes in the agent, which often accesses the host resources. The accessed hosts in the

agent attack the local agents to create the viruses and warm to the other agents.

The protection of an agent from the malicious host is harder than from the host protection.
The host can access the agent codes and data if the agent executes the agents. Thus,
the host makes manipulating and eliminating the agent codes easier. However, there is a
possible way to secure the agents from attacks by limiting the private data transferring
in the agents, secure routing, and use of algorithms. For the restriction of attack from
the host, the agents have been encrypted/decrypted using various encryption algorithms.
By employing these techniques, the agent’s attacks can be restricted. Mobile agents are
applicable in many areas, such as networking, data management, etc. It can reduce

network traffic and consume fewer network resources for data computation.
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7.3.1.1 Protecting the Mobile agent environment

Mobile agents are the specific class of agents that have the ability to execute the data
transmitted from one host to another. The agent technology can reduce the traffic and
overcome latencies in the network. Security is the factor regarding malicious code exe-
cution in the agent environment. The factors describing the securing agent environment

are as follows.

7.3.1.2 Protecting the agent code

The agent environment is responsible for perfect execution and protection. The code
execution is the main factor attacking the agent environment in the network security.
In some conditions, the agent system and mobile code differ due to the execution of
agent programs. The client and the code owner in the execution environment vary in
functions. These were directed to problems regarding intrusion hosts and agent codes
against different execution environments. The execution of the intrusion code is explained

in the approaches below.

1. The problem is defined by refusing the agent code to the non-trusted host. This

method determines whether the host is trust-based.

2. The problem is defined; measures have been taken, and the mobile agent feeds the
code to open source so everyone can view it. The host execution is only undergone

by trustworthy parties.

3. The next one is using specialized hardware to integrate agent codes. In this ap-
proach, every host is specialized in response hardware, which is a basic need for

operation.

4. The final approach is securing the agent codes with controlled environments by

employing proposed protocols in the agents before and after the execution process.

7.3.1.3 Security measures for Agents

Recent research carried out on agents has been implemented, and many of them are still
in development. The security issues are mainly caused by malicious code execution in
the networking. Still, somehow, the restriction of malicious code execution is carried
out by utilizing the encryption techniques in the code execution. The solution can be
established using adequate security protocols, and communication is protected on the

same level.
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7.3.1.4 Agent key generation

The key generation in the agent is to transmit encrypted code of information in the
network. Elliptical curve-based encryption algorithms and techniques carry out the en-
cryption. The same Blow Fish algorithms can decrypt these codes of information. Using
this method, an agent’s private information is secured and cannot be disclosed by ev-
eryone. This information is encrypted and only viewed by the environment when it is
decrypted or conditions to be met. However, the data do not decrypt the information

and no longer exist on the platforms.

7.3.1.5 Encrypted Data

Asymmetric elliptic curve technique is a public-key generating method used in the mobile
agents to encrypt and decrypt the data by the owner to the network. The Blow Fish
algorithm is proposed to encrypt the data in agents, and then it is added to the method,
which results in small terms of size. By nature, the agent is restricted from accessing its

own encrypted data until the trusted host has the decryption key.

7.4 Dynamic Bloom Filter (DBF)

The Dynamic Bloom Filter is a test function that validates the element in the member
set. Elements are largely added to the set and considered to have a high probability
of positives being false. The DBF can control the probability at a very low level by
increasing the quantity as it raises the set level. The DBF has more stability than the
bloom filter because of the unusual reconstruction and by directing the dynamic sets
without an upper bound on primary sets. Based on the algorithmic function, the key
number and the false positive probability can evaluate the filter sizes and the number of

bits stored in each key.

The Dynamic Bloom Filter is constructed based on the sxm matrix with the standard
bloom filter. The system parameters have filtered size ‘s’, and hash function ‘H” and many
bloom filter slices are adjusted and allowed to grow DBF dynamically. This concept is
purely established on the current BF. The element inserted in the bloom filter by each
constituent is recorded. The Dynamic Bloom Filter does not come with the advantages of
a bloom filter but also has the bloom filter features when dealing with dynamic sets. The
bloom filters false probability increases aggressively with an increase in the set cardinality.
The slow increase of the bloom filter is due to the expansion of capacity in an additional

manner by the cardinality of dynamic sets.
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7.5 Algorithmic function

The Dynamic Bloom Filter splits the agent code into 'm’ bits of blocks and is set to
‘0’. The block element is hashed with the hash function ‘H,” where the element is in an
‘s’ array with uniform random distribution. The hash function ‘H’ is generally smaller
than ‘m’ and is proportional to the number of elements added. The calculated filter
false-positive rate decides the accuracies of k and the proportionality of m. For adding
an element, it is fed to each of the k hash to form H arrays. The bits are set to 1 at these
positions. To testify the element in the set fed in the hash function to form the ‘H’ array
position. If the bits are not in position 0, it shows the element is not in the set and changes
all the bits and sets to 1. If all the bits are 1 or by chance, it is set, which results in a
false positive. The need for modeling different independent hash function is restricted for
higher hash function ‘H’. For getting a better hash function with larger output, if there is
any relation between bits and hash. This type progresses several hashing by separating
the outputs into multiple array bits. For larger ‘s’ or ‘H’, the ability of the hash function

is flexible with negotiation with an increase of false-positive rate.

7.5.1 Key Generation

The agent code breaks down into blocks; a set of byte arrays separates each block. Each
byte array is separated into ’s’ bit’s vectors. The block is used for the creation of a key,
which is split into 16-byte arrays by using the hash function H = hq, hy ... .h; with the

range of (1....s). The generation of the key is explained below.

Let A = (a1,as....a,) of 'n’ number of elements, which are taken as subkeys. For
generating the 16-bit key, the elements are initially taken in the range of (1-16). The
hash function for the subkey formation for each block element is calculated using the

following;:
| hi(a) =P | ho(a) =Ry | ... | hu(a) = Py |

Initially, Bloom Filter splits the agent code into equal byte blocks of 16 bytes. Each byte
block is characterized by a single-bit special character assembled to form a 16-bit key.
Thus, the assembled subkey is like this,

Key = 5bc#2r$fe & 1nQYX6%
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Table 7.1: Ordering Byte of Codes

Byte of Codes | Key Character | ASCII Value | Mod4
Byte 1 5 53 1
Byte 2 b 98 2
Byte 3 ¢ 99 3
Byte 4 # 35 3
Byte 5 2 50 2
Byte 6 r 114 2
Byte 7 $ 36 0
Byte 8 f 102 2
Byte 9 e 101 1
Byte 10 & 38 2
Byte 11 1 49 1
Byte 12 n 110 2
Byte 13 @ 64 0
Byte 14 Dy 228 0
Byte 15 6 54 2
Byte 16 % 37 1

7.5.1.1 The probability of False Positives

The hash function chooses a position of the byte array at probability. Let * s ’ be the
number of array bits in the byte block, set to 1. The hash function for the element

insertion is defined by

1
1——= 1
5 (1)
If the number of the hash function is H, The byte array probability of a bit is not set,

and the hash function is,

)Hn and

If the n number of elements is inserted and probability is set to 0 , then (1 — 1

S
ifit is 1, the 1 — (1 — )"

For the element test, it is set; subsequently, the position of the array is measured by the
hash function as 1 with the probability. Thus, the algorithm is made to zero error to

confirm the element is in the set, which is defined as
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(1 B {1 B %} H) - (1—ettmm)” (3)

As a result, the probability of each bit is set, by the close comparative the probability of

false positives decreases with an increase of s > and " n .

By adding all the n items to the bloom filter, the fraction q of m bits are set to 0. By
testing the element that is not in the set for the hash function k of array position and
the bit probability is set to 1, then it is 1 — x. The bit probability of hash function * H
"is set to 1 and (1 — ). The predicted outcome ’ z ’ is taken as probability, and the
position of the array is not used in the hash function * H ’ for the n items, which can be

derived by

mﬂ:<Lf)% (@)

S

Thus, the probability of false positives is derived by

CL—E@»H::(1—[1—EYM)H (5)

7.5.1.2 Optimal number of Hash function

s
H=—-1In2 6
no (6)

Thus, the number of bits ’ s 7, inserted elements n and desired false-positive probability ’
k 7 can be measured by substituting the optimal hash function  H ” in the given equation

7 below.

ny\ 2In2
k:(1—e*ﬂm””)” (7)
Ink = —> (In2)>? 8)
n
nlnk
PR ©)
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7.6 Elliptical Curve Key-based Blow Fish Algorithm

In the proposed algorithm, the key is generated by the elliptical curve, which is a key
generation process in encryption because the length of the key is the factor for the strength
of encryption. The Elliptical Curve Key(ECK) can offer 160-bit key security at the same
higher or lesser length as the 448-bit key generated by the Blow Fish algorithm. The
key generation by an elliptical curve can provide less computation time to the Blow Fish

algorithm.

7.6.1 Elliptical Curve Key (ECK)

The Elliptical Curve Key(ECK) is based on the elliptical curve property in the analytical
structure. The Elliptical Curve Key(ECK) allows a user to select a numerical number as
a private key, which is used to select a point on the curve. This paper uses the Elliptical
Curve Key(ECK) based Blow Fish algorithm to create a public key for data encryption
or decryption. The advantage of the elliptical curve is that the key value for encryption
is small; storage can be reduced, limiting transmission needs. This technique is the same
as the security used by the Advanced Encryption Standard (AES) and Fragmentation
system, which uses the larger part of encryption modulus and key generation. The
elliptic curves are used in the public-key cryptosystem. This key generation provides
better protection against malicious intrusions than the traditional cryptosystem for the
key size given. The fact is that security can be created by limiting the key size to keep
the security. The reason for utilizing the cryptosystem is if an additional framework in
the elliptical curve can crash to generate a new cryptosystem with advancing features.
Selecting a base point or generator point in the Elliptic Curve (ECC) is the prime step
for its security. The base point of ECC is given below,

E:*=2+px+yq (10)

Where, p and q are integers, by satisfying the condition is 4p® + 27¢ # 0 mod r; and here

" r 7 is the prime number. It includes a point called an infinity point.

7.6.2 Elliptical Curve Key Generation

The advantage of the Elliptical Curve Key is that the user can individually figure out the
secret key from its private and public keys. The elliptical curve is an efficient method for

executing keys to log messages securely. By utilizing the following equation to generate
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the public key,
K=nP (11)

Where " 1 7 is the private key chosen as random in the range of 1 to n — 1, P denotes the
point curve on Elliptical Curve Key(Elliptical Curve Key(ECK)), and public key for the
generation is denoted by K.

7.6.3 Blow Fish Algorithm

The Blow Fish algorithm is based on symmetric key algorithms that utilize the same
key for encryption and decryption. A block cipher divides the information into a set
of lengths during the encryption/decryption process. Blow Fish consists of a 64-bit
block length of messages. The encryption algorithm is used for data protection. The
encryption algorithm requires authentication and guarantees that the incoming messages
will find their sources. Some algorithms restrict the outcomes from accessing the message
content from reading. The Blow Fish encryption needs only 5Kb of memory for the
processing. Encrypting a 64-bit message in a 32-bit processor requires approximately 12
clock cycles. Implementing longer messages requires a vast computation time in a linear
manner. For example, for encrypting a 128-bit message, the calculation of the Blow Fish
clock doubles. The Blow Fish can encrypt messages with keys up to 448 bits in length.
The Blow Fish is a public domain cipher subjected to a particular encryption process
that cannot be broken/crashed. The Blow Fish encryption is a secure encryption used in
products like Splash ID that works on various types of processors in mobile phones and

computers.

Pseudocode of Blow Fish Algorithm. jpg

Fig 7.2: Pseudo code of Blow Fish Algorithm.

7.6.4 Blow Fish Encryption

The Blow Fish algorithm has the function to carry out iteration to 16 times of network.
The iteration of the algorithm consists of various key modifications and data-based al-

ternatives. The XOR operation is carried out with 32-bit data, and the encryption
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algorithm is processed by the public key generated by the elliptical curve process. Ini-
tialize the Bloom filter, load the code to hash, and break the code into bit array blocks.
Structure the blocks into arrays using ECC’s private and public keys. Encryption creates
16 bits of keys, which are collapsed. These encrypted keys are sent to the receiver so the

malicious codes cannot be executed.

7.6.5 Data Decryption

The decryption is the same as the encryption process but reversible. The user can decrypt
the code by reversing the encryption process. The decryption starts with retrieving the

home user’s private key and decodes the mobile agent’s encrypted file.

7.7 Experimentation and Result Discussion

The proposed approach, implemented and executed in the JADE platform, provides bet-
ter optimization than the existing techniques. JADE is a Java framework implemented to
execute important agent-based communication and networking tasks. JADE has many
features, including the development of distributed systems. JADE can perform multi-
agent implementation using graphical techniques, incorporating phases like debugging
and deployment. The JADE operation is controlled wirelessly by using a remote GUI.
The programming language used in JADE implementation is based on Java, with the
least system requirements for running Java or a Java Development Kit (JDK) environ-

ment.

The user uses the mobile agent class to create JADE agents. JADE can implement
distributed agents and storage for host of each running agent. The agent platform has
various functional properties like tools for debugging, code mobility, agent contents, par-
allel agent execution, and so forth. In the proposed method, the mobile agent code is
written in the Java platform by Executable. Class file. The extracted code file is split
into different byte arrays by code breaker. Class in the Java platform. After breaking
the code into an array, the bloom filter generates the sub key into a byte array. These
sub-keys are rearranged using the ASCII function to generate 128-bit serial keys. The
elliptical curve is used in the process to generate public by the keys generated from the
bloom filter before the Blow Fish algorithm encrypts it, and the key generation process

is repeated in the decryption process in the JADE platform.

In this chapter, the mobile agent code is broken up by a Dynamic Bloom Filter using
the hash function, which splits the code into 16 bytes of array blocks, and each block
creates 8 bits of the key. The keys are initially taken randomly, and by using ASCII

138



value, the keys are generated to the mix of characters. These keys are mod-operated and
categorized into each array, and the key is collapsed. The elliptical curve splits up the
key into a public and private key. After the key generation, these keys are encrypted
using the Blow Fish algorithm. For the decryption process, the bloom filter was also
employed to reassemble the key and decode the file for mobile users. Execution Time for
Encryption and Decryption is shown in Figure 7.3, and Execution Time for Encryption

is illustrated in Figure 7.4.

Execution Time for Encryption and

Decryption
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Fig 7.3: Execution Time for Encryption and Decryption

In Figure 7.5, the execution time of existing protocols with the proposed approach has
been taken for comparison. The Blow Fish execution time for encryption of protocols is
taken from the class file of 1Kb to 5Kb data size. From the time execution, the proposed

technique has a lower execution time and is optimal than the existing protocols.

A space complexity comparison was made between the data used for encryption in various
routing protocols and the proposed protocol. The memory utilized by the algorithm for
data encryption is denoted as space complexity. In Figure 7.5, the graph is plotted
to compare the existing protocol with the proposed technique utilizing the memory for
encrypting the data, and the result shows that the method in this chapter uses less

memory consumption than the existing protocols.
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Execution Time for Encryption
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Fig 7.4: Execution Time for Encryption.
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Fig 7.5: Space Complexity for Encryption.

7.8 Summary

In this Chapter, an efficient protection technique is developed to detect and secure mo-
bile agents from malicious code execution. This proposed approach can effectively ensure
the safety and security of clients’ private information and take control measures of client
data by controlling and shielding the information using security agents by the client side
itself. The malicious hosts generally occur during the transmission of data from the mo-
bile agent to the network. An efficient encryption and decryption protocol enhances the

code execution. This mobile agent-based system helps in developing a trust-based system
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for communication and transmission over a secure and reliable connection over the net-
work. The security techniques discussed in this proposed method will be more efficient
when compared with recent security measures in this field. The motive of this approach
has been compared with the proposed security approach with recently established secu-
rity protocols like AES and Fragmentation algorithms. Thus, the Dynamic Blow Fish
and Blow Fish protocols are compared with the recent approaches AES and Fragmen-
tation protocol regarding computational time for encryption and decryption. Moreover,
the result clearly shows that the proposed approach is more efficient than the existing
method, and it suits well in the place of securing the mobile agent from malicious code

execution.
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Chapter 8

Conclusion and Future Scope

Based on the methods discussed in your thesis report, here are the conclusions and future

scope:

8.1 Conclusion

1. Comprehensive Understanding of Mobile Agent Security: The literature review and
research methodologies have provided a deep insight into mobile agent security in
wireless sensor networks (WSNs). This includes understanding their capabilities, in-
herent challenges like security during migration, dynamic adaptation, and resource

utilization efficiency.

2. lIdentification of Security Gaps and Challenges: Significant gaps in existing research
were identified, particularly the need for robust security mechanisms, adaptive com-

munication protocols, and efficient resource management.

3. Innovative Solutions Developed: Various innovative solutions were proposed across

different methodologies:

e Ensemble Model for Attack Classification: A robust ensemble model was de-
veloped for automated attack classification in large-scale WSNs using mobile
agent-based intrusion detection systems. This model demonstrated high accu-

racy and reliability in identifying attacks.

e Border-Hunting Optimization with Deep CNN: The Border-Hunting Optimiza-
tion integrated with Deep Convolutional Neural Networks (CNNs) showed en-
hanced intrusion detection capabilities by optimizing cluster head selection

and improving detection accuracy across different network scenarios.

e Dunnock Ibis Optimization LSTM for Self-Configuring Systems: The DIO-
Opt LSTM model enhanced the security and reliability of mobile-agent-based
WSNss by effectively detecting malicious nodes and optimizing cluster selection,

thereby reducing communication costs and improving system efficiency.
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e Efficient Protection Techniques: Developed techniques focused on securing
mobile agents from malicious code execution during data transmission, em-

phasizing encryption protocols and trust-based communication frameworks.

8.2 Future Scope

1. Enhanced Security Protocols: Future research can focus on developing even more
robust and adaptive security protocols that can dynamically respond to evolving

threats in real time.

2. Integration with Artificial Intelligence and Machine Learning: Further integration
of advanced Al and machine learning techniques could enhance anomaly detection

and improve the responsiveness of intrusion detection systems.

3. Performance Optimization: Continued efforts in optimizing resource management,
reducing latency, and improving energy efficiency will be crucial for deploying mo-

bile agent systems at scale.

4. Real-World Applications: Extend research to validate proposed methodologies in
diverse real-world applications such as agricultural monitoring, healthcare systems,

and industrial IoT environments.

5. Comparison with Standard Protocols: Continuously benchmarking against existing
security standards like Advanced Encryption Standard(AES) and fragmentation

protocols to validate and improve upon the proposed methodologies.

By addressing these aspects, future research can contribute significantly to advancing the
deployment and security of mobile agent-based intrusion detection systems in wireless

sensor networks.
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