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Abstract

Mobile Ad hoc Networks (MANETS) are types of decentralized networks which does
not depend upon any existing infrastructure such as access points, routers or gateway.
The nodes can communicate with each other by forming the network at fly, i.e., at any
instant these can communicate with IEEE 802.11 a/b/g standards. The network
consists of mobile nodes that are multi-hop, self-configured connected by wireless
links. Each node randomly moves and changes its positions arbitrarily. So, the
topology of network changes very frequently. In MANETS, dynamic mobile nodes are
stationed in such a manner that communication between nodes does not rely on any
existing network infrastructure. Due to high velocity of nodes in MANETS, fault can

occur at any time due to the instability of the links.

This thesis provides solution to overcome the difficulty of faults that occur in
the network by tolerating fault and providing data availability. The solution proposes
for fault tolerance is by using the technique of replication of data items at the
backbone nodes. A new Scalable Congestion Aware Replication (SCAR) framework
is designed that overcomes the fault and increases the data availability. In this the data
is replicated over the backbone nodes that are created in the network by the marking
and pruning process. Thus in case the data over one node is not present it can get that
from the nearby backbone node. The data is replicated depending upon the cost
function of that particular data item. The data item having more value of the cost
function that will be replicated in comparison to the item having less cost function.
The designed algorithm is adaptive with respect to the rate of replication, time to

overcome the fault and success ratio.
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Chapter 1
Introduction

1.1 Background

Due to advancement in the software and the processing capabilities of devices the
mobile computing has become popular and adapted widely. In fact, both radio
communications and computer networks combination was first introduced by the

University of Hawaii in an experimental network in 1971.

This Wireless Local Area Network (WLAN) was the first that offered star
topology based bidirectional communications [1]. The technology was improved
considerably during 80’s and these networks made great revolution at the end of 90’s
as it has being employed in various fields due to the growth of internet.

Figure 1.1: A generalized framework of MANETS

Due to rapid increase in mobile devices the MANETSs have been gathering lot of
attention during last few years. MANETS in today’s world of dynamic changing

technology of communication networks, plays a vital role in wireless communication.
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MANETSs consists of group of wireless mobile nodes forming infrastructure less
dynamic network as shown in Figure 1.1. These mobile nodes in MANETSs
communicate with each other to forward both data and control packets using wireless

connections within the wireless network [2].

Unlike a wired network, in these type of networks all the nodes are mobile or
free to move independently to communicate with other nodes present in the network,
so the topology changes very frequently. All the nodes here act like a router to
provide multihop routing which help nodes in communicating with each other [3].
Due to the lesser range of transmission of a node the communication between two
nodes get information for routing through the several intermediate nodes to route a
packet. Each node here can communicate directly to the node present in its
transmission range via radio wave. Each node in MANETS takes routing decision
independently without depending upon any central authority like for route selection,
route request, route update and for creating a new communication link with their
neighbours. Generally, on all nodes combined effort whole networks functionality is

dependent. A simple example of MANETS is shown below.

S
®
0

Figure 1.2: A simple MANET having three participating nodes

In the Figure 1.2, it can be seen that three nodes are present and their transmission
range can also be depicted. Here node A can communicate to node B but in case node
A and C wants to exchange information between each other they will not be able to do

so as the node C is not present in the transmission range of node A. So in order to
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communicate the node A sends information to C by discovering route through the
node B.

MANETs are having no fixed infrastructure which property makes these
networks robust and low-cost. There are various benefits of these networks that come
along with certain challenges like facing the various variable characteristics such as
load balancing, power transmission conditions and variations in traffic distribution.
To form the better type of decentralized and more flexible network various new
protocol and algorithms has been designed. The network may perform its
functionalities in isolation and even in the situation having interface with a fixed

network.
1.2 Properties of MANETS

MANETSs consists of group of nodes in which each node is having receivers
comprising of antennas that are directional, unidirectional or both. The properties of
these networks are as follows [4]:

» Distributed operation: There is no central authority for controlling the operation
of the nodes present in the network rather the control is done by the nodes themselves.
Here the nodes exchange information among themselves and also act like a router for
performing various functions like that of routing and providing the security in the

network.

»  Hop-by-hop routing: In these networks in case the two nodes communicating
with each other are not in their transmission range then they can transmit the packets

using one or several nodes in the way.

» Dynamic topology: Here the network topology changes very frequently as the
nodes can move freely with different speed. The nodes are having the authority to
move independently to communicate with the other nodes present in the network

leading to establishment of network for itself.

» Less-weight terminals: The nodes in MANETS are having less CPU capacity,

small memory size and least power saving capability.



» Autonomous terminal: In these networks each node acts both like a router and

host as they can transmit the request for packets and also receives the packets.

» Shared medium: The wireless channel for communication is easily used by
various sources having the required equipment and resources needed. In similar way

communication medium is also easily accessible.
1.3 Applications of MANETS

» Emergency services: These types of networks can be deployed in areas where
disaster occurs. At these places in the time of emergency the mobile users may need
to communicate with each other using different types of wireless devices and also for
maintaining connectivity to the other far areas from where they can request for any
kind of help.

» Home networking: At home the wireless devices can also be used to form an ad
hoc network so that the different devices can communicate with each other without
considering the original point of their connection. This method is usually alternate to

giving multiple IP addresses to each wireless device for identifying them.

» Sensor dust: This is also the applications of the ad hoc networks that are
applicable of combining both sensor and ad hoc networks. Generally in case of
dangerous situation to know about present situation of those area wireless sensors
with wireless transceivers are deployed there to form an ad hoc network to give the

critical situation information.

» Conferencing: The mobile conferencing is also one of the most common
application which allow the various users to establish the ad hoc environment outside
the company to discuss over the project through communicating the important matters

there itself.
1.4 Routing in MANETS

Routing is the process of forwarding the message or packets from source node to the
destination node in an inter-network. While sending packets to the distant node
multiple intermediate nodes come across the way to reach destination. Routing is

done generally by firstly finding the minimal path to route the packets and then to
4



transmit the packets over that path from sending to the receiving node. The routing
algorithms decides while transmission of packet from source to destination that on
which next intermediate node the packet should be passed i.e. deciding output line for
an incoming packet on the node. On the other hand the routing protocols decide the
minimal or the best route from source to destination through which the packet should
be transmitted. There are various parameters used by the routing algorithms known as
metrics such as hop count, delay or reliability etc; that help to determine the minimal
route to the destination node from the source node in the network.

The routing algorithms helps to determine the routing path for which it maintain
the routing tables, that contains the information for routing the packets through the
optimal path. In routing tables the information such as hop count, logical and physical
address of the source and destination is maintained. Generally the next hop is actually
an association with the destination address like when the packet is transmitted the
next hop is represented as a particular node on the way to destination. The router on
receiving the packet to be further transmitted associates the destination address in that

packet to the next hop for sending it to the final destination.
1.4.1 Various desirable properties of MANETS routing protocols
The properties required by the routing protocols are:

» Demand based operation: The routing protocols should be such that they help
in minimizing the overhead and resources consumption. So, the routing protocols
should be reactive which means the protocol will perform operation only when the
source node needs to communicate to destination node rather than broadcasting the

packets in the network even when not needed, leading to the wastage of resources.

» Distributed operations: The routing protocol should be distributed in nature.
The nodes in these types of networks are free to move independently with different
speeds without depending upon any central authority. Thus the nodes can perform the
functions as an independent entity and it can enter and leave the network easily.

» Security: The routing protocols in these types of networks work in the radio
environment due to which they are prone to different types of threats related to their

security. But different kind of mechanisms are discovered to mitigate these types of
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threats like authentication, trust based routing, encryption and threshold cryptography

etc.

» Quality of service support: The routing protocols should be such that they
support the quality of service parameter such as throughput, delay and packet delivery
ratio. The protocols designed must be having better output in terms of these

parameters so that routing can be done achieving better performance.

» Power conservation: In MANETS the life of mobile nodes is dependent upon the
battery life. Like here the wireless devices such as the mobile phones, laptops and
PDAs are the nodes which work on the battery power. So the criteria should be to
reduce the power consumption. Thus, the routing protocols should be designed in
such a way that they must be having some sort of mechanism that the nodes not

participating in routing should go into the sleep mode.

» Loop free: It should be ensured that the ad hoc routing protocols are free of loops
so that consumption of the channel bandwidth will be reduced. Due to which the
overall performance of the network will be increased and also the resources will be

utilised in a better way without any wastage.

The routing protocols are designed with a view that these properties should be
satisfied. There are many routing protocols that fulfil these properties but not all. The
protocols are still under designing to cover all these properties and also extended with

more functionality.
1.4.2 Classification of routing protocols of MANETS

There are many routing protocols existing for ad hoc networks considering different
implementation scenarios. But always the main aim have been to device a routing
protocol that minimizes the packet loss overhead, control overhead and energy
consumption while maximizing the throughput. The routing protocols in ad hoc

networks can be divided into various categories as shown in Figure 1.3 below.

All the nodes in MANETSs are mobile and form the dynamic network in an
arbitrary manner in comparison to the wired networks. The intermediate nodes in

MANETS act as routers. They help in finding and maintaining the route between



source and destination node. Thus the routing protocols designed for the wired
networks cannot be used in the wireless networks. Many protocols have been
designed till now for MANETS. These routing protocols depending upon the criteria
of managing the routing tables are divided into the following categories. These
categories are mainly the proactive routing protocols (Table driven), hybrid, reactive
routing protocols (On-demand), multipath routing protocols and the location-aware

protocols.

Ad hoc routing
protocols

!

Table Hybrid On Location Multipath
driven demand Aware

I X [ A A ot

DISDV WRP AODV ABIIQ DSIIQ LMR LAR MORA
1 1 |

A\’ \Z

CGSR SSR TORA

Figure 1.3: Classification of MANETS routing protocols [2]

1.4.2.1 Proactive (Table driven) routing protocols

Table driven protocols always keep updated record of paths from every single node in
the network to the other [2]. Each node in the network maintains routing information
in its routing tables and to keep this information as recent, the continuous route
updates are passed through the whole network. Each node sends the information
about any change in the network topology in the whole network so that other nodes
can keep their routing table reliable. However, no latency issue comes in these as the
routes to the different destinations are present already. Moreover there is also one

good point in these protocols that each node maintains some sort of routing
7



information. The frequent updates about the network topology makes the nodes active
all the time but there comes the problem of power consumption as it becomes more
than normal. These types of protocols are not good to be employed in highly dynamic
networks because to keep routing table of each node in the network fresh involves
extra overhead. Sometimes it happens that the duplicate entries in case of route to the

particular destination, occurs in the routing table because of the periodic updates.

Wireless Routing Protocol (WRP), Global State Routing (GSR), Fisheye State
Routing (FSR), Destination-Sequenced Distance Vector Routing protocol (DSDV),
Hierarchical State Routing (HSR), Cluster head Gateway Switch Routing protocol
(CGSR) and Zone-based Hierarchical Link State Routing protocol (ZHLS) are Table

driven routing protocols.
1.4.2.2 Reactive (On-demand) routing protocols

Source-initiated routing protocols or reactive protocols are an approach opposite to
the Table driven routing protocols [2]. These protocols represent the category of
routing protocols generally where the route from source to destination is created only
when the source requests the route. When the route is requested by the source a route
discovery procedure is invoked and special request packets are routed to the network
from the immediate neighbours. Once the single route or more than one route are
obtained from source to destination, the route discovery procedure comes to an end.
When the route has been established, the route maintenance procedure helps to
maintain the routes alive for the duration of their lifetimes until either the route is no
longer desired or until the destination becomes inaccessible along every path from the
source. The optimal route to particular destination remains in the routing table of the
node for the time it is no longer required.

Ad-hoc On-Demand Distance Vector Routing (AODV), Temporally Ordered
Routing Algorithm protocol (TORA), Dynamic Source Routing protocol (DSR),
Cluster Based Routing Protocol (CBRP), Signal Stability Routing (SSR) and
Associativity Based Routing (ABR) are On- demand routing protocols.



1.4.2.3 Hybrid routing protocols

Hybrid protocols are combination of features of both the On-demand and Table-
driven routing protocols. In these initially some proactive protocols are used to
establish the route and then through reactive flooding it serves the demand by
additionally activated nodes. Both the reactive and proactive protocol performs its
operation well in different scenarios. It forms a link between the various types of
protocols for routing and the performance can be made effective to certain extent.
Static routing is used at the boundaries of the network whereas the on-demand routing
is used inside the network as here the routes are changed frequently. Thus the
proactive protocols can be used in a defined or small domain whereas the reactive
protocols can be used to find the route to the nodes outside the defined domain or

region [5]. Zone Routing Protocol (ZRP) is an example of the hybrid routing protocol.
1.4.2.4 Multipath routing protocols

The multipath routing scheme helps to create multiple routes from source to the
destination node. This kind of routing protocol can be used in case of node or link
failure so that an alternate route to the destination can be used to route the packets.
The bandwidth is also an issue in case of routing in the networks. But with the
discovery of the multipath routes the bandwidth in the links is used efficiently with
more reliable delivery of the needed information. Moreover this type of routing also
helps to route the packets to destination in case congestion occurs by sending the
packets through alternate paths. The multiple routes are formed proactively or on
demand. The multipath routes are of great significance as nodes are free to move
independently with different speeds due to which they get disconnected very easily.
Caching and Multipath Routing Protocol (CHAMP) and Ad Hoc On-Demand
Multipath Distance Vector protocol (AOMDYV) are the example of multipath routing
protocols [6] [7].

1.4.2.5 Location Aware routing protocols

Location-aware routing methods are based on the assumption that every single node
in the network is aware about the location of every other node. The simplest method

to find co-ordinates of these nodes is Global Positioning System (GPS). This



determination of location proves helpful for the routing protocol to find the routes.
Location-Aided Routing (LAR), Location Aided Knowledge Extraction Routing
(LAKER), Movement- Based Algorithm (MORA) are some of the location aware
routing protocols [8] [9] [10].

Table 1.1: Categories of routing protocols for MANETS

Routing Protocols in MANETS

Table Driven Routing Protocols

On Demand routing Protocols

Destination-Sequenced Distance Vector
Routing Protocol (DSDV)

Ad-Hoc On-Demand Distance Vector
Routing (AODV)

Clusterhead Gateway Switch Routing
Protocol (CGSR)

Associativity Based Routing (ABR)

Wireless Routing Protocol (WRP)

Signal Stability Routing (SSR)

Global State Routing (GSR)

Dynamic Source Routing Protocol
(DSR)

Hierarchical
(HSR)

State Routing Protocol

Temporarily Ordered
Algorithm (TORA)

Routing

1.5 Need of new routing protocols

MANETS are the infrastructure less type of networks in which the nodes are free to
move independently with different speeds. The nodes communicate with each other
by forwarding the data packets or messages. The nodes have to find such a path
through which when the data packets are transmitted the performance of the network
will not degrade. The route to transmit the packet from source to destination should be
the shortest path among all the other routes to that particular destination. There are
many routing protocols discovered for MANETS with a view that they will minimizes
the packet loss overhead, control overhead and energy consumption while
maximizing the throughput. The designed protocols for these networks perform well
in regard to the above parameters but they does not acquire all these every time. This

10



is the reason that there is still need to discover more protocols for these networks that
will fulfil all these metrics. The protocols should be designed to improve the overall
performance of the network in various aspects. In MANETS the routing protocols are

required because of the below described reasons:

1. The nodes in the MANETS are free to move with different speeds and the topology
connecting the nodes in the network is very dynamic. So it requires that some kind of
regulations may be there so that the packets from source node to the destination node

can be transmitted in a way which will not degrade the network performance.

2. The previous protocols existing for these networks perform the functions with least
expected behaviour in case of highly dynamic topology condition. Thus it is needed to
develop such routing protocols that they can show the better performance in case they

are presented in dynamic inter- connection topology.

3. The working of routing protocols is to transmit the packets from the source node to
the destination node but for that it may involves the presence of the intermediate
nodes. So it usually requires the memory size of the nodes present in the way to
destination, the processing power and also the power of the working devices which
can also cause the node failure. Thus the existing protocols puts heavy load on the
intermediate nodes by consuming their power and memory. Therefore, the new
protocols should be designed that will help facing these problems that comes while

routing.

4. The protocols are designed keeping in view the strategy of routing the packets from
one node to the other but these protocols does not satisfy the requirements of the users
that wants to use these networks just because of the reason that they exhibit dynamic
topology and show self- starting feature. Thus it is needed that the new routing

protocols incorporated with these features should be developed.

5. In case of failure of link the existing routing protocols takes much longer time for

convergence but this is not a case with MANETS.

6. The existing routing protocols are not loop free, there exists looping problem either
short lived or long lived. Therefore, there must be present such routing protocols that

should be loop free so that the network performance will not degrade.
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7. Moreover the techniques used to solve the looping problems in the existing routing
problems cannot be applied in case of the ad hoc networks. Thus such routing
protocols should be developed in which the loops should not occur. It will also help to
minimize the loss of bandwidth which may be occupied in case loops occur in the

network. This will enhance working of the overall network by providing more space.
1.6 Fault tolerance in MANETS

MANETS are the type of wireless ad hoc networks in which the topology changes
frequently as the nodes are free to move independently without depending upon any
central authority. The nodes in these networks can communicate with the other nodes
only if they are present in the transmission range of each other. But as in wireless
networks the nodes are free to move due to this basic reason the topology changes.
Due to change in topology the nodes may move out of their transmission range. There
are many consequences in case the nodes move out of their transmission range, the
main are node failure and link failure and also more power will be consumed in
transmitting the packets from source node to the destination node. Moreover there are
chances of occurrence of congestion due to which the link can also fails. The
performance of routing may decrease as a result of these failures or causes in the
network. Hence the new routing protocols should be developed which may overcome
these failure which occur in the network and perform routing in an efficient manner.
Moreover the network would be adaptable to modify the routing paths to overcome
these problems. There are many protocols designed to tolerate the fault that may occur
in the network. The fault tolerance is done by designing different protocols in case the

fault occurs in the network due to failure or congestion.
1.6.1 Fault tolerance in node failure

The nodes in MANETs communicate with the each other only if the node which
wants to communicate with the other node is present in the transmission range of that
node. But in case the nodes with which the other node want to communicate does not
lies in the other nodes transmission range then the intermediate nodes are used to
transfer the packets to the destination to help in communication of the two nodes. In
transmitting through the intermediate nodes there is also the chance of failure of the

intermediate nodes due to which the communication is not possible. Therefore, when
12



the nodes does not lie in the transmission range of the other node the failure of node
occurs. To overcome the node failure problem many protocols and algorithms are
designed to be used in these networks. The routing protocols developed will then help
to find the alternate path to the destination node in case on the route any intermediate

node fails.
1.6.2 Fault tolerance in network and link failure

The fault in MANETS can also occur because of link or network failure. The network
fault occurs in case any network component or device present in the network partially
or fully fails and does not able to work properly. Also the other causes of the network
failure may be the malfunctioning or as a result of natural calamity or disaster the
network breaks. On the other hand the link failure occurs when the node moves out of
its transmission range or from the cluster in which it is present. Congestion may also
be one reason due to which the link may block which ultimately leads to the link
failure, as the packets cannot be transmitted through that route or link. The link failure
also leads to the failure of whole network. To overcome this issue many approaches
has been proposed. There are various types of protocols that are developed to avoid

this link failure, by sending the packets through alternate path.
1.6.3 Fault tolerance in transmission energy and power

The life of nodes in MANETs depends upon the battery life. Like the different
devices such as mobile phones, laptops form the ad hoc network and these all work
depending upon the battery power. Thus the transmission energy and power is an
important issue in the MANETS. Moreover the energy and power is also used for
discovering the route to destination, route selection and for repairing the link or node
failure in the network. So in this way battery power is commonly used in the network.
To avoid the problems occurring because of power related issues research has been

carried by proposing various approaches.
1.6.4 Fault tolerance in various other approaches

There are various protocols and algorithms designed for increasing the network

performance thereby reducing the faults that occur in the network due to various
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reasons. There is a novel algorithm that achieves the optimal utilization of resources

and fairness.
1.7 Motivation

In MANETS routing is a critical problem but at the same time accessing data items in
these networks is also an issue to be considered. In case of wired networks it is easy to
access the data items because the nodes are static. But in MANETS as the nodes are
free to move independently with different speed, it is difficult to even locate the data
items in the network. This is so because there is no central authority to control the
working in these networks. Due to which it is difficult to learn the position of
particular data items in the network. Also with the movement of nodes topology in
MANETSs changes very frequently. With the change in topology sometimes the node
or link failure occurs or in some cases the whole network fails. Due to link or node

failure generally the data availability in the network decreases.

One solution is to achieve fault tolerance and to increase the data availability
and for which the data replication is done. Thus the SCAR framework is designed for
this purpose. If in a network large numbers of request packets are broadcasted over a
node as a result of which congestion will occur on that particular node. Due to which
the node may fails or that link may fail. So for fault tolerance problem in case of
congestion and to make data item available replication technique is used. That helps
to increase data availability by ensuring replicas of data items on the closer nodes of

the node which need that data.

This problem is being simulated in the MANETS and then the effects of it are
analysed. Network Simulator (NS-2) is used for performing simulation. It is a type of
simulator that consists of all the protocols for simulating the network topologies that
are present. Having implemented the problem, various performance tests are made on
different parameters to compare the network performance after employing the
described strategy to check whether it gives the better results in terms of different

parameters than the previous work.
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1.8 Thesis outline

This thesis consists of 6 chapters and they are organised as follows: Chapter 1
explains the introduction about MANETS, Routing protocol, need for new routing
protocol and fault tolerance approaches. Chapter 2 describes the survey on various
replication and caching techniques, connected dominating set formation algorithms
and the congestion detection strategies. Chapter 3 introduces the assumed system
model and the problem statement. In Chapter 4, the simulation study required to carry
out this work is described. Chapter 5 shows the results of simulation. Finally, in

Chapter 6, the thesis is concluded and future scope is given.
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Chapter 2
Literature Review

In MANETS for ensuring the availability of data items and to improve the efficiency
of accessing those data items various data replication schemes and caching techniques
can be used that are reviewed in this chapter. Data replication generally overcomes
the data losses when the connections in the network fails by making the data available
even under circumstances when fault occurs [11]. The prior research on various
replication schemes and caching techniques for MANETS is surveyed in the section
2.1 and 2.2. Later on the comparison between each of the caching techniques and the
replication schemes is done in section 2.3, respectively for further elaborating the
concept of data availability that out of the two which technique is better to be used in
the approach for enhancing the availability of data items in the MANETS. Then the
work related to Connected Dominating Set (CDS) formation algorithm problem in the
literature is reviewed in section 2.4. At last in section 2.5, the congestion aware
routing protocols are reviewed. Generally the problem behind formation of these
protocols is to maintain the availability of data in the network. This problem is solved
by replicating the data items over the various nodes in the network. There are various
techniques of data replication available in the literature that was being reviewed in

this chapter.
2.1 Data replication schemes for MANETS

In case of link or node failure due to mobility of the random nodes the main problem
which comes is that data availability in the network decreases. Thus the data
replication scheme was employed for solving the data availability problem in the
system [11]. Moreover, the replication scheme helped in decreasing the number of
nodes through which the data item is to transmit to decrease the overall distance from
source to the destination. As the replication process helps in replicating the data items
over the closer nodes from the source node. In this section, mainly the various types

of replication schemes designed for MANETS were reviewed. The detailed survey on
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the various replication techniques for MANETS, there classification and comparison

was reviewed from [12].

Hara et al. [13] proposed the most commonly known technique of data replication
in case of MANETS. In the proposed scheme three schemes of allocating the replicas
were given. Each of the schemes had been studied for both the sequentially updated
systems and also for the update-less systems. The main parameter taken for making
decision for replication in these schemes of allocating the replicas were frequencies
with which these data items were accessed. There were various assumptions made in
the proposed scheme of data replication. Few of the assumptions made were as listed

below:

e The frequency with which each of the data item was accessed were known at
the starting and it did not change in the whole process.
e There was very less memory space with every mobile node or host for
replicating the data items.
The following described three schemes of allocating the data items was proposed for
the network surroundings which were not having any mechanism for updating the

data items:
Static Access Frequency (SAF) Scheme

In this method low traffic and overhead was created as every node gave the
decision for replication depending only upon frequency with which it accesses that
data item. So there the client replicates the data for its requirement and did not take
into the account any replication decisions or access frequencies in the neighbouring
nodes. Generally, every mobile node check the access frequency of each data item
and then placed the data items in descending order according to their access
frequencies. Afterwards each node chooses some of the topmost nodes from this order
to replicate. Some of the nodes that were chosen for replication were based upon the

number of empty spaces for replication present in the memory of that particular node.

Low overhead was created during processing and also low message traffic
generated in it. But this method generally gave low accessibility to the data items

because if in case there was similarity in the characteristics of accessing the data items
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of many mobile nodes then they may usually replicate the similar data items. So this

scheme of allocating the replicate did not considered much in the long run.
Dynamic Access Frequency (DAF) Scheme

In the SAF method each node accessed data item for itself. It may happen that all
nodes accessed the similar data item and in the network there was present
duplicate data which lead to wastage of the memory space. In order to remove the
concept of having replica duplication, dynamic method was used which suggested
that if there were present replica duplicates between the nodes then the neighbour
having low frequency of access to the data item changes its replica to another data
item. In this scheme it was considered that in case the data item was owned by the
neighbour of the data item node then that node changes the replicated data item over
itself. Moreover in this dynamic access frequency scheme the overhead involved in
processing and the traffic created in forwarding the packets was higher than in case of
the static access frequency scheme. But in this method the data availability usually get
increased as the numbers of replicas over each node were distinct due to which in turn

in network the number of distinguished replicas over each node gets increased.
Dynamic Connectivity Based Grouping (DCG) Scheme

In this method replicas were shared between stable and larger group of nodes unlike
the concept that was used in DAF scheme. It divides the network to form bi-
connected groups. Usually this scheme forms the bi-connected components and each
of those components was called a group. In this scheme even if single mobile host
was not present the bi- connected groups were not separated and in turn it gives high
data availability. Every component then take into consideration the access frequency
of the data item after forming the bi-connected components to determine that how
many times the particular data item is accessed in the group. Then the data items are
arranged on basis of the access frequencies and afterward it was determined that
which data item was to be replicated until the memory slots of the nodes present in the
groups are consumed fully. This method could be used to share multiple different
types of the data item replicas between the groups created in the network. Thus we
can say that the data availability problem can be corrected using this scheme. But
overhead involved in this scheme was higher than that was in SAF scheme and DAF
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scheme. Also the traffic generated due to messages was also very much in this
scheme. The reason behind these was that more information passed during every
allocation slot by the mobile hosts. The previously described were the three schemes
of allocating the data items that was proposed for the networks which were not having
any mechanism for updating the data items. But for the networks having involved the
data updating mechanism [13], the previously described schemes were extended to

control the effects created by periodic updates:

1. Modified Static Access Frequency plus (M- SAF +)
2.Modified Dynamic Access Frequency plus (M-DAF +)
3. Modified Dynamic Connectivity Based Group plus (M-DCG +)

In M- SAF +, M-DAF + and M-DCG +, the decision for allocation of replica of
data items was done on basis of the Read Write Ratio (RWR) parameter of the data
items in place of the access frequency as were used in the previous schemes. Here
RWR signified the probabilistic ratio of the access request sent by the mobile node for
data item d in time period At over the probability of an update for the data item from
the node that owns that particular data item. It means that if the RWR is high there
were more access requests to the data item than the number of updates to that data
item. During replication the data items with high RWR values were considered so that
the consistency of the distinct replicas was maintained in the network for longer
period. The major disadvantage of the M-DAF + and M-DCG + was that in case the
number of nodes in the network become more they can create a large broadcast storms
[14]. The reason for this was that while allocation period each node in the network for
each of its data item broadcasted its access frequency or RWR value which can create

a storm.

Moreover, the concept of load balancing between the mobile nodes was not
considered in these schemes. Sometimes as after replication of the data items the total
number of accesses on basis of access frequencies for every mobile node was not
balanced. Also, the host which does the replication of the more common data items
than others used large amount of energy. In these schemes, it was not be possible to
find the reliable hosts to replicate the data items as the nodes move randomly and also

failure of nodes occured frequently.
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Pabmanabhan et al. [15] proposed another data replication scheme, Data Replication
Technique for Real-Time Ad Hoc Mobile databases (DREAM) which provides data
availability and balances energy level in the network. Here time limitations were
considered as metric for considering the access frequencies. Usually the data items
that were accessed frequently by the jobs having time limitations were given much
priority over the others. In this the data transactions were used for choosing the
replicated data. The data transactions were classified here depending upon there read
or write status or there time limitations. In DREAM also the replication decision is
done depending upon the parameter like how frequently the data items were accessed
similar to [13]. This method gave replication decision based on other parameters also

like: link stability, data types, remaining power and transaction type.

Mondal et al. [16] proposed Collaborative Allocation and Deallocation of
Replicas with Efficiency (CADRE) that helped in replication allocation among nodes
but collaboratively make decisions for de-allocation. CADRE performed replica de-
allocation and fairness in replication. The thrashing conditions which occurred were
controlled by the CADRE by taking decision jointly for allocation and de-allocation
among nodes in the network. The thrashing condition comes when mobile nodes
waste resources for re-allocation of similar data rather than replying to the other

nodes requests.

The replication decision for replicating the data items in MANETSs was mostly
done depending upon the condition that how frequently that data items were accessed.
Thus those data items were replicated more times that were accessed very frequently
even by the lesser number of nodes in the network. But the criteria should be such that
the replication decisions which help to serve the requirements of the whole nodes in
the network should be avoided. But CADRE did not relate to scalability and the

performance results were limited in this to 50 nodes only in an area.

CADRE formed the network like hierarchical structure that consisted of the
mobile hosts some of which acted like the Gateway Nodes (GNs). These nodes were
used basically for the purpose of replication and passing queries in the network. These
nodes are selected from among the other nodes having large bandwidth, higher energy

and higher capacity. In case the nodes in the network were similar in context to the
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capabilities like energy, bandwidth and memory then the gateway nodes could be
such that they were being affected by these capabilities. Due to this very reason as
there was much load on these nodes the network delay occurs in the network while
processing the requests.

Mondal et al. [17] proposed another dynamic replica allocation scheme called
Consistency and Load Based Efficient Allocation of Replicas (CLEAR), that
enhanced data availability in the MANETSs. CADRE assumed that the change in value
of the attribute of data item helped to determine the estimated cost of maintaining the
required consistency for the replicas of the data item.

CLEAR similar to the CADRE was formed depending upon the hierarchical
structure. In this instead of GNs Cluster Head Nodes (CHNSs) were present that helped
to take replication decision for their individual clusters and also helped to validate the
data. The CHNs were elected from among the other nodes in the cluster based upon
the various features such as memory, energy and bandwidth. The CHNs were
responsible for managing all the activities to be carried by the nodes. So for this very
reason every node in the particular cluster send the replica order and update the other
information to the CHNSs of their clusters. These nodes after getting all the data,
reviewed it to consider that which data items required to be replicated. The CHNs job
after reviewing the data is that select the particular data item that is to be replicated
and also the mobile hosts over which it is to be replicated. In this method replication
decision was taken based on the access frequency and data size of an item. On the
other hand, the parameters used for replica node selection were load, energy
constraints and memory of the mobile host. This method used to calculate the
effectiveness of the cost-function parameter of the replication for a data item for the

purpose of giving final replication decision.

Mondal et al. [18] proposed Economic model for efficient dynamic Replication
(EcoRep), a dynamic data replication scheme for mobile peer-to-peer networks which
was depended upon the economical model estimated while query requests and
allocation of the replicas. Thus, for this purpose the price for each data request is set
by the EcoRep system in the network and if the requester needs this request to be

served they must firstly pay this price to the node by which the request is to be served.
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Depending upon the parameters like number of users accessed, number of replicas
existed of that item, consistency and the access frequency the cost of particular data

item was calculated.

This scheme minimized the free riding hosts in the network by imposing the
query pricing criteria for each query entered in the system. The nodes that do not
participate in the replication of data items are known as the free- riding nodes. But
these kinds of nodes were not present in the EcoRep system as each node required
currency for requesting regarding any query to the network. Usually the nodes then
replicate those data items that save them the most currency after analysing the system.
There are various other metrics over which the replication decision depends like the
load, energy and network topology, mainly the factors those factors due to which the
price of data item is affected. The case considered was that when the request was sent
to the node that going to serve the request has a high load, then serving node could not
gave the good quality service in terms of response time as the price of that request
would decrease. But the scheme did not considered the scalability in means of

overhead created by the message.

Thanedar et al. [19] proposed the expanding replication ring technique for
replication of data items. This technique was used to improve the data availability in
pull dependant information dissemination systems. In the pull dependant systems the
mobile hosts act as the server for its support to provide data that they require. In this
approach the server is supposed to be a static entity and was known by every node in
the system. Thus in this approach the network type formed and the types of data
request sent were different from the previously discussed techniques. The central
server in this managed the job of taking decision for replication of data items. Server
managed the replicas of requested data items in such a way that the energy that was
spent by nodes in the packet transmissions got reduced. This was because the server
helped to increase probability of locating the data items by the node in its close
vicinity. In this technique, for every data item the set of hop count values were
maintained by the data server (i.e. two sets [1,3,5] and [2,4,6] ). The server chooses
the set of hop count values (i.e. [1,3,5] ) for a particular data item, every time the
value of access frequency for that particular data item goes beyond the threshold
value. Afterwards it started to replication on every node in the chosen hop set.
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Chen et al. [20] proposed an integrated data lookup and replication scheme for the
purpose of group data access. Group data access means the collection of nodes serves
the set of data items for the usage of all the other nodes or members in the group. The
members of a group exchange information with the help of underlying routing
protocols. Each node flooded the periodic advertisement message, which usually
carried the sequence of data items replicated in that node. Local data lookup tables

were used to perform data lookup which was filled with the advertisement messages.

A predictive scheme for data replication was used in [20], which predicted the
network partitioning and from each partition replicates the important data items. It
was assumed in this that the movement of the nodes were predictable and with the
help of speed of nodes and there present designation, the next partition could be
predicted. It was supposed that this information was taken from the routing layer that
performs the location based routing protocol and the information required was taken
from this routing protocol. In [20], the cross layer design was described and routing

was also described as the part of it.

The nodes with more memory space, energy and bandwidth were used by this
scheme to place large number of replicas over them so that the energy was utilized
properly without any wastage. In this scheme rate of sending the message was
adopted over the ongoing messages in order to ensure data availability in the large
scale network. Like all other approaches this approach was also the proactive in which
the replication of data is done on the nodes only. This approach also provided the data
lookup and replication schemes but was not scalable solution due to broadcasting of
the alternate advertisement messages. Moreover, it had the complicated cross layer

paradigms which may be difficult to employ in the real case environments.

Yu et al. [21] proposed a scheme of data replication by grouping the nodes into
hierarchical groups, an optimal replication method for maintaining consistency in
the large networks. In this nodes were grouped to form clusters in a hierarchical
order. A Distributed Hash Table Replication (DHTR) was used for locating and
accessing data items. The cluster based network structure helped to decrease the
communication overhead of the network. In larger networks communication problem

was one of the main constraints. DHTR formed a network structure of non-
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overlapping cluster groups and there was a Cluster Head (CH) for managing each
cluster. It was supposed that the number of CH in the group were familiar to the
nodes in the group and these were constant in number. Over the CH each mobile host
in a cluster was registered in its group. In these structures there were present Replica
Managers (RMs) and Replica Keepers (RKs). The responsibility of the RMs was to
store the replicas, response to the replica requests and inform about the replicas
status to the CH. Also RKs were maintained for each data item present in the system.
A common hash function was used by each CH to correspond the cluster id of that
data item’s RKs. One of the main advantages of this scheme in case of flooding
based query and update propagation method was that it formed tree like exchanging

architecture where each update and propagated message was passed to CH and RKs.

This method targeted scalable query but did not provide the replica management
or any constraint related to which data was to be replicated and where. The target of
this scheme was basically the shortcomings of the cluster-based replication algorithm.
Moreover the minimum memory space for keeping the replication nodes was also not
defined and the data accessibility of the system was also not surveyed. But this
scheme shows better performance in case of the consumed energy and delay in
propagation. There were some other critical situation in this like the clusters formed
may not be same in size and the other nodes in the cluster other than CH can be
present in the other clusters. This method required the support of underlying routing
protocols, usually that of AODV routing protocol. But it caused problems related to
scalability in larger networks. Their performance results were limited to 250 nodes in

a region.
2.2 Cooperative caching schemes for MANETS

In Internet for the better performance of the web services cooperative caching
schemes were used widely [22]. These schemes helped to use the cached data in a
better way by cooperatively using the cached data by all nodes. The cache based
systems in MANETS allow the nodes to share the cache data or to show the path to
the data item for providing the better data availability and lesser the delay rates.
Caching techniques helped to reduce the cost involved exchanging the information

between the nodes. Thus in turn of which the required bandwidth and the energy of
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the system is not consumed much. In the rest of the section various caching schemes

were reviewed.

Yin et al. [22] proposed the three simple caching techniques that could be
employed as the support in the middle of routing and application protocols. The three
techniques proposed were CachePath, CacheData and HybridCache.

CachePath

In this technique for providing cache data the transport helps to provide the cache path
to the data item on its neighbour cache. The node need not require every data of cache
on the path from all the data going through that particular path. As the node did not
required caching all passing data but in place of that it just stores the sequence of data
paths when it is nearer to the caching hosts rather than the data source. This technique
generally saved the caching memory instead of caching the data items itself.

CacheData

In the CacheData technique the path was not cached but instead of that the data was
cached by the transporter node. In case the passing by data was accessed frequently
by the nearer nodes then the transporter node chooses that data to be cached. This
technique was not used widely as it required large memory space for processing in
comparison to the previous schemes. There were certain rules imposed in this
CacheData technique over all the nodes for removing the duplicate caching of data by
the various nodes coming in the way from node that request data to the source node.
The rules imposed are as described: If the same node request for some data items
many a times then the corresponding node did not cache the passing by data so that
the bandwidth of the path could be saved and it did not get wasted. The requests were
passed to the source and validated only when no new cache of the similar data item
comes into, until the end of the Time-To-Live (TTL). The TTL was the value given to

each cached data. It was basically the time for which the data was there to be cached.
HybridCache

This technique was combination of both the CacheData and CachePath. This

technique could use the CacheData or the CachePath schemes to perform its own
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working criteria depending upon the certain parameters like TTL value and the size of
the data item. So it could be decided upon which to be used at which condition. The
CacheData technique was employed in this in case the data item to be cached was
small in size enough to be cached instead it could cache the path. Generally the

decision was taken depending upon the parameters.

In the caching techniques one of the important thing to be considered was that
what were the considerable items to be cached when the cache is full, rather than
ignoring the important items also. In this technique on employing either of the two
techniques, the cached items to be replaced were selected by the mobiles nodes based
on the two metrics i.e. distance and frequency with which the data items were

accessed.
2.2.1 Cooperative Caching Service (CCS)

CCS [23], in the same way as in [22], supports the middleware level in between the
routing layer and the application layer protocols. This service used the so called
cache resolution strategy, the cocktail scheme. This scheme was used to found the
requested items. Whereas on the other hand the cache management strategy was used
to decide that which data was to be cached by using some simple rules to handle the

situation.

The Recent Request Table (RRT) is maintained that keeps in it the previously
requests that were received. In the cache resolution strategy this table was used. In it
when the request comes to the node, at first the node checks its own memory and in
case the data was not present in the memory then the RRT was checked. This table
was used frequently as it helped searching the data items and ignored searching of the
similar data items that were searched previously by avoiding the duplicated
broadcasting for the similar data item which was searched previously. After searching
in the memory and the RRT table even if no matching was found then the adaptive
broadcasting was started by the CCS, which also reduce the number of nodes that the

flooded packets could travel which in turn reduce the wastage of energy in the system.

For searching match the adaptive flooding technique was used to find the

requested item’s cache in the neighbour. Even after if it was not able to found the
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cache of the requested item, then employing the usage of underlying routing protocols
for sending request to the source of the requested data item or to the server. But on the
way to source if the request found the requested entity in the intermediate nodes
cache, it sends the item to the requester and stops forwarding the request. In [23] these

three steps strategy was the cocktail scheme.

CCS also worked on how to solve the problem of deciding that in the limited
cache which data items were to be preserved. Depending upon the current position in
the neighbourhood CCS classified the items as the primary items or the secondary
items. Thus the existence matters much in these services. The item had priority in the
cache depending upon whether it was primary item or the secondary item. In case the
data item was primary, it had higher priority in the cache. The Least Recently Used
(LRU) algorithm was also employed. In case if the data item was secondary, then the
LRU algorithm which was used for management of the cache was applied to the
previously existing cache. CCS similar to [22], was also used for cached data items

the TTL-based consistency control mechanism.
2.2.2 Data caching for benefit

Tang et al. [24] considered the optimizing problem of reducing the total cost involved
in accessing the data items in case of ad hoc networks. The problem is applied only to
the networks that were having limited resources or memory space and the multiple
data items. It was usually investigated that this problem was NP-hard. So for this
reason the polynomial-time approximation algorithm was proposed. This algorithm
helped to achieve reducing of the total cost of accessing the data item by at least one-
fourth of the minimal solution point. They had also given another version that
provided the results closer to the central one. That version was the distributed version
of their approximation algorithm. So the approximation version gives the better
performance approximate to the solution. The greedy approach was followed in the
proposed approximation algorithm. In the approximation algorithm the approach
followed was that the data items were cached in the memory maximizing the

reduction in the total cost involved in accessing the data items in a greedy manner.
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2.3 Comparison of Data Replication and Caching properties

Replication was referred to the scheme of forming replicas or the carbon copies of the
data items of the nearly present useful data items on the neighbour nodes. The
replication was done to reduce the overhead involved in communication between the
nodes present at the farther distance from the source nodes and also to later avoid
unavailability from their current position in case of the On-demand retrieval [25].
Whereas caching on the other part involves the strategy of storing or maintaining
record of the previous data items by saving them or when the data items requested by
the nodes comes to the nodes itself it saves the path only. The difference between
replication scheme and caching lied in the way the data items were dealt. Thus the
main point of difference between them was that caching techniques usually act after
the data items were retrieved whereas the data item was replicated even before the

request for that data item was received on the requested node.

The replication scheme was employed with the common decision of all the
members present in the large group. The common decision in the group was of nodes,
that the individual node helped in deciding over the matter to form replicas of the
original data item. Thus this scheme involved the large set of nodes. Generally the
replication technique depended upon the statistics of accessing the data items either of

node statistics or the other statistics.

There were some of the properties that supposed to be critical for both the
replication and caching techniques. On the basis of these properties the data
replication and caching techniques reviewed were compared in Table 2.1. These

common properties were listed below as:

¢ Centralized structure: This property related that there was need for the source
or the central server for handling each and every request.

¢ Consistency mechanism: This property related that in the system the technique
was having the updated or without updated propagation consistency control
mechanism.

e Cluster based hierarchy: This property issues over the scheme that does it

required the cluster dependant hierarchy.
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e Dependency upon routing protocol: This property described that the technique

required the underlying routing protocol for its working or not.

e Lesser memory space: This property related to the facts that in particular

technique for the purpose of replication there exists some type of memory

constraints or not.

e Fairness: This property described whether the technique aims at improving the

load balancing or the fairness feature among the moving nodes in the

network.

e Scalability: This factor described that whether the technique designed was

suitable to be employed in case of the scalable networks or not.

Table 2.1: Comparison between various properties of caching and replication
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Centralized | No | No No Yes No No No No No
structure
Consistency | Yes | Yes | Yes No No Yes | Yes |Yes |No
mechanism
Cluster No | No Yes No Yes | Yes No No No
based
Routing No |Yes | No Yes Yes | Yes |Yes |Yes |Yes
protocol
Lesser Yes | Yes | Yes Yes Yes | No Yes | Yes | Yes
memory
Fairness No | No Yes No Yes | No No No No

Scalability | No | No No No No | Yes |No No
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2.4 Algorithms for Connected Dominating Set (CDS) formation

CDS was the problem in graph theory which was used for forming the virtual
backbone structure in MANETs. There was dominating set present in the graph
consisting of dominator nodes. The nodes present in the dominating set were from
those nodes present in the graph but all the other remaining nodes were such that they
were either the one hop neighbours of one of the node in the dominating set or the
adjacent nodes of the nodes in the dominating set. The performance of CDS algorithm
could depend upon the approximation factor that could guarantee that the formed set
was the optimal set and must not exceed that factor. Time and message complexity
was considered the cost involved in formation of the CDS algorithm [26]. There were
various algorithms for constructing the CDS. In this section, various algorithms for

CDS formation in ad hoc networks were reviewed.

Chen et al. [27] proposed that the large dominating set could be expected using
the strict connectivity rule even than the CDS which basically gave the obvious
structure for forwarding the messages. Thus in their algorithm they did not considered
this feature and formed it as a new system which was named as Weekly Connected
Dominating Set (WCDS). As in the CDS dominator nodes were connected but here
this assumption was relaxed and the direct connection between them was not required
further. Because of this reason only the size of WCDS was smaller. Moreover, as a
result of this even though the network did not remained complicated anymore but
there come the problem while taking routing decisions. One of the main
disadvantages of this algorithm was that the neighbours exchange messages while
changing their state [28] due to which the overhead created in this algorithm becomes

much larger.

Stojmenovic et al. [29] had given various algorithms for CDS construction in
MANETSs. The CDS they had created, in its two kinds of nodes were present in the
network mainly the CH and the Border Node (BN). CH in each group was used to
form maximal independent set in MANETSs of the given graph. BN was the node
which was not the CH and in its two hops connectivity it must had atleast two CH
present. CH was assigned order depending upon their position and rank, so as to fulfil

the total ordering of all the nodes [29]. Rank of a CH was the total number of its 1-
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hop neighbours. During the start of algorithm for selecting the CH firstly all nodes
were colored white. Then correspondingly in a sequence the white node was colored
red. The nodes colored red was that nodes which were ranked lowest among all the
other nodes. After that in the next step all the nodes adjacent to red nodes that were
white in color were colored yellow. At the last step in the algorithm each node was
red or yellow and the red nodes turned to be the CH. In [26] and [30] two similar
algorithms for CDS formation was formed that resulted in message optimality. It was
claimed that the approximation factor for first was around 8 and for second one the
approximation factor was constant and also the message and time complexity was

linear.

The above mentioned both of the algorithms started with the formation of
maximal independent set. The independent set formed in this ensured that the minimal
distance between the complementary subsets was generally two hops only. The two
were different in sense that in [26] rank of nodes were given by the leader electing
strategy whereas in [30] there was no such strategy followed for ranking the nodes.
After this complex analysis the construction phase was started. This was the complex
CDS formation algorithm. The reason by which it was proved was that each node had
to handle fifteen to twenty different types of variables. Also the nodes must be able to
send seven to ten different types of messages for the formation of virtual backbone

structure for the network.

Wu et al. [31] proposed CDS algorithm that was simple and worked very
effectively. In this algorithm certain rules were followed while construction of the
CDS algorithm. Firstly, the CDS was found in this and then the duplicate nodes were
pruned to form the final structure applying some of the rules. At the starting point all
the nodes were present in the network. Then the duplicate copies are pruned or
removed in case id of dominator node is large than their id. Each node here was given

the specific node id.
2.5 Congestion aware routing protocols

In MANETS the nodes move randomly without depending upon any central authority
for routing. The packets in these types of networks were broadcasted to the nodes for

sending them to the desired destination. Suppose that in case the large number of
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packets were flooded to the particular node. Then due to more packets coming at the
node sometimes congestion at that node may occur or also due to failure of link to the
particular node over which the packet was to be forwarded congestion could occur.
Thus there must be congestion detection strategies employed that could help in

detecting the congestion and in turn also helps to avoid that congestion.

Narasimhan et al. [32] used the weight value as the combined parameter and
proposed the hop-by-hop congestion aware routing protocol. The other few metrics
considered were delay, data transfer rate and link quality. The route chosen to forward
the packets was such that it had minimum cost index among the other route to the
same destination. The cost index depends upon the weight of the nodes over that path.
The underlying protocol used was the multipath routing protocol that discovered
various paths to the destination. Among the multiple paths the one with minimum cost

index was chosen.

Fard et al. [33] proposed the algorithm for controlling congestion that occurred
due to the network or link failure. It was such that the metric chosen for determining
was the threshold value. There were two phases in this algorithm according to which
the algorithm worked. In the first phase, losses that occurred as a result of network or
link failure were determined. The amount of loss occurred was known by determining
the queue usage which depends upon the relative 1-way trip time. In the second phase
usually the comparison between the relative trip time of the new route and of the old
one was done by using the current values like relative trip time and hop count present
in the transport layer. Then correspondingly the value of relative trip time was
adjusted.

Yi et al. [34] proposed the optimized multipath optimized link state routing
protocol. The multiple routes to the destination were created using the dijkstra
algorithm for the multiple paths. The different parameters used in this protocol were
basically the cost function and the link stability. These parameters were used as they
provide greater flexibility and extensibility to attain the usefulness of the given
metrics for designing the protocol. The quality of service was also taken care of while
developing this protocol as occurrence of loop was firstly detected. Also the recovery

of routes was done in case they fail due to some reason. This protocol worked in a
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better way even than the Optimized Link State Routing (OLSR) protocol. In case of
large network traffic and high mobility scenarios this protocol was employed to give

better performance.

Liu et al. [35] proposed the delay aware multipath routing protocol. This
protocol was used to fulfil the requirements of end-to-end delay. The protocol
performed its working in the two phases. In the first phase the delay of accumulating
the data packets was taken as the admission metric to found the path between the
source and destination nodes. In the second phase to estimate the delay and to found
the best routing path the node delay was taken as parameter basically. The parameters
chosen take into account the number of forwarding nodes nearby nodes and the
amount of time for which the channel was busy and also the amount of packets to be

forwarded present in the sending buffer.
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Chapter 3
System Model and Problem Formulation

The system is assumed to be a medium to large scale mobile ad hoc network. Every
node in the assumed environment has been assigned a unique host id. The specific or
unique id has been assigned to each node so that it can be distinguished from the other
nodes present in the network. Here the set of nodes present in the network is defined
by N={Ny, N2, Ns,.......... , Np}, where P is the total number of nodes in the network.
Every node N; where {i=1, 2,........ , P} can hold initially its own data item d;. The set
of all data items are denoted by D= {d, d, ds,....... dr}.

The assumptions are made for making the network simpler, such that all the
data items taken should be of the similar size and weight. Such data items are taken so
that all the data items can be put in the single packet on the network layer. Thus for
this very purpose the size of the data items are kept small. So their size should be
lesser than one transmission unit, the maximum size of packet which can be sent over

the path on the network layer.

Capacity of each and every node is kept equal and of fixed space. It is assumed
that each node N;, can store the replica of any data item but only of those present in
the set D. The replicas of data items are stored only if there is memory space and
capacity present to store them. Each node N; is having prior knowledge of the existing
data set D and can attempt to have any data item d; at any time. Moreover, it is also
assumed that all nodes are having the same memory capacity. As each node is
assumed to be similar therefore, even it cannot be considered that there can be some
nodes with special software or hardware characteristics. The assumed model is such
that in it every node takes participation and can share the data items with the other
nodes without displaying any kind of partiality.

In the network assumed two kinds of nodes are considered depending upon the
type of service given to each. Both the type of nodes performs their services purely in
a dynamic environment. Here each mobile node sends the request for the item. In case
the requested node is having the data item itself or the replica of that item then it is
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consider that the request has been completed. Also it is assumed while constructing
the network model that each data item is such that it cannot be changed and for every

single the data of that node is replicated only if required.

In this chapter, the problem defined is that how to overcome the fault which
occurs in the network due to congestion. Usually fault occurs in the system due link or
network failure and also due to node failure. If congestion occurs there may also be
the chance of link failure and node as it is not able to forward packets. In that case
choose another path having replicated data items over the nodes on that path. In larger
networks usually the problem of data availability occurs. So, one solution to this
problem is replication of the main data items over the best hosts in the network. The
protocol is such that it provides solution for fault tolerance by replication in
MANETS.

The problem formulation therefore involves firstly the creation of virtual
backbone structure. So that number of nodes over which the process is to be
employed decreases. Next the way of locating data items is being described. Then
comes the problem when more packets are transmitted towards the backbone node
due to which congestion may occur. So some technigue is to be employed to detect
the congestion. Thereafter, to control the congestion some method is to be proposed
such that the alternate path can be chosen to transmit the request packets. The path
having more number of hops to reach destination can even be taken. Actually the
replica allocation decision is based on the parameters such as access frequencies for
the particular data item and number of hops it is far away from the source node. So
when the alternate route is chosen and the request for the data item is sent then it is
seen that its cost function is large. Then that particular data item is being replicated
over the nearest backbone node. Thus in this way the data becomes available in the

network without involving much overhead.

In the previous works the replication of data items are done for improving data
availability considering various factors in the network. But it is worthwhile to answer
this question that in this defined work the problem considered is of increasing the data
availability in terms of fault tolerance. It is likely in case the congestion occurs data

availability decreases. So for that purpose firstly it is determined that whether the
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congestion has occurred and then to provide the particular data item the same are

replicated over the nearby nodes.
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Chapter 4
Implementation

In this chapter, the details of SCAR framework are described. The proposed solution
provides better data availability by tolerating fault and reduces the message overhead
created in the network having large number of nodes. It also helps in congestion
detection and to resolve the same by moving over to the alternate path having node

over which the replicated data can be found for the request packets sent.

These properties can be employed with the idea of forming virtual and dynamic
backbone structure which helps to lessen the number of nodes involved in locating the
data item in the network. The idea of formation of virtual backbone can be supported
depending upon one of the problem in graph theory, the minimum connected
dominating set problem. In this framework it is easy to locate data by sending request
randomly to any of the backbone node only and receiving data from there. It also
helps in case congestion occurs over the shortest path by choosing alternate path to
destination. On the alternate backbone node path it is determined that the data item is
far and cost functions involved is also more and see various other parameters. Then

data item is replicated over that node itself.

It actually construct distributed replication scheme over the data locating step to
increase the data availability. It does not uses any predefined protocol specific control
packets, which means it perform the whole procedure passively. Thus it can help to
reduce the problem related to congestion and control the overhead that can be caused.
The basic parameters involved in making the decision whether received data item is to
be replicated or not are distance of that data item from the requester node, battery
power consumed in reaching that node and the frequency of accesses made to that
particular data item. Usually the criterion is that the nodes replicate the data items that

are distant from them and have high request frequencies.
4.1 Virtual backbone formation

The way in which the virtual backbone support is created is discussed here. The

Minimum Connected Dominating Set (MCDS) is problem in graph theory that can be
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employed to form virtual backbone for the assumed graph of network topology.
MCDS is the induced subgraph of the Dominating set (D). The dominating set is the
subset of vertices of the graph G (V, E) having vertices that belongs to V in G or the
vertices v ¢ V are adjacent to vertices present in D. The MCDS of graph formed in
case of MANETS helps in reducing overhead created by packets as the space to search
data is reduced. But the formation of MCDS over a graph is NP-complete problem as
approximations are used in practice [36]. The simple algorithm to form MCDS has
been proposed in [31]. Here the MCDS formation has been inspired by this related

work.

In the process of formation of MCDS, firstly nodes exchange their neighbour
lists among other nodes. Then in next phase the nodes are marked true or false. In the
starting all nodes are marked false. If a node is having in its lists atleast two non-
adjacent nodes then only that node is marked true. If nodes are marked true it means
they are dominator or members of MCDS. Next is the pruning phase, in which some
nodes drop themselves from initial MCDS. In pruning phase conditions are applied
and the nodes are removed which are out of the required scenario. Usually the set is
formed having nodes that are marked true. To explain the criteria let us suppose that
there are two nodes are in that set i.e. x and y. The condition is that if x and y are
connected with each other with id value of x lower than that of y, any neighbour of x

is also neighbour of y. Then pruning of x is done because y will cover the node x then.
4.2 Process of locating data items

When the virtual backbone structure is formed afterwards the nodes send requests to
the owner node for data items on the backbone nodes. The way in which the requests
are sent and data is received is described here. It is considered that during the process
of backbone formation, two types of nodes are created in the system, the backbone
nodes and the initial nodes. In this framework the request packets are not broadcasted
rather the requests are sent only to the backbone nodes or the dominator nodes present
in the network. The dominator node is one to which every other node present in the
network is attached directly. The initial nodes can only send their request for the data
to the backbone nodes present in their vicinity. The process of locating the data items

in the virtual backbone structure is such that when backbone node receive request for
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data item in case it is having that data item, it will directly send it to the requester
node and if it is not having that item then it will forward the request to its nearest
backbone nodes. In the process of receiving data it is seen that if the data item
received in backbone node is requested by the requester node, it will transmit the
same to it. The backbone node will check its hash table entries to check the unique

parameters of the received data with the requester node id.
4.3 Congestion detection

During the data locating process the requests are sent to the backbone nodes and in
case congestion occurs congestion detection strategy are employed at intermediate
nodes to detect congestion. This strategy is buffer based. The weight is assigned to the
current length of the buffer which is represented by the Weight parameter (W). Each
intermediate node on receiving the data request packets checks their buffer length
(Cw). Then each node evaluates the Average Value (AVy) with the help of applying
exponential weighted moving formula [37]. Here the threshold value is specified to be
near to 90 percent. In case this average value comes to be more than the predefined

threshold value then it means that congestion has occurred.
4.4 On-demand replication

In case congestion is detected on the shortest path then the request is made on the
other backbone node through which the distance to the owner node is more. To
overcome this, replication scheme is applied to replicate distant data on the backbone
node itself. So even if the shortest path to destination fails, the other route can be
taken over which the probability of getting the data item even closer becomes more. It
is also discussed that under which circumstances the replication can be done. It is the
On-demand replication process as decision for replication is made on receiving data
item [38]. Three parameters are taken over which the replication decision depends:
the number of nodes present between the requester node and owner node of data item,
the battery power consumed in reaching the owner node and lastly the request
frequency that how frequently data item is requested within a specified period of time.
The replication decision depends commutatively on cost function given in equation

4.1 which is dependent upon the above described three parameters. The cost function
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at node ny for data item dy is given as:

cost (fx, Ny pxy)z feo* Ny * Py 4.2)

Where fy is the history of request frequencies for dy , ny is the number of nodes
between node ny and the node from which dy is received. pyy is the amount of battery
power consumed. Usually this function gives higher cost to the data items requested
more frequently and in reaching which more power is consumed and also are far from
the requester node. The decision for replication will be made based on this cost
function. If at a particular node the cost of received data item is more than the lowest
cost item in that node's cache. Then the received data item is replicated and the lowest
cost item present firstly is replaced with it. This way the replica of the data item at
distant comes on the closer node to requester node and probability of getting that item

soon also increases.
4.5 Scenario in case congestion occurs

The working of the framework designed is explained with the help of scenario
generated in the Figure 4.1. The phases explained above describes the process of
formation of virtual backbone structure and routing of request packets to randomly
chosen node having shortest path to the owner node of the data item. On it if
congestion occurs then choose the alternate path by sending request to another
backbone node. On the other backbone node it is determined that data item is far and
various other parameters are seen and as a result the replication decision is made to
replicate the data on that node itself. In this way the next time data is requested from
that particular will be available easily and at shorter distance. The highlighted nodes
in Figure 4.1 represent the backbone nodes while other ones are the initial nodes. The
scenario discusses the case in which node 1 requests data item at node 10. Now node
1 see its neighbouring list and choose randomly any backbone node, say node 4 here
to send request on it. The node 4 now checks its 2-hop connectivity and finds that the
data item 10 is not present near it, so it sends the request to farther nodes 3 and 6.
Now as node 6 find node 10 in vicinity of its neighbour node 9 so it sends request to it
this sends it further to node 10. On receiving request, node 10 packs data and sends it

back on same path to node 1.
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The replication of data items is done in this as when data is sent back to node 1, the
backbone node 4 in the path on receiving data item compares the cost function of the
received data item with that of the lowest cost data item say at that time it is data of
node 5 with that of node 10. If the cost function of node 10 comes to be more than
that of node 5 the data item 10 is replicated over node 4 itself. So next time when
request for data item of node 10 comes at 4 it will receive the data from neighbour

node only.

Figure 4.1: Scenario in case congestion occurs

Now in case congestion occurs on the shortest path to the destination node choose an
alternate path. Consider that route from node 4 is the shortest route and if on node 4
congestion occurs. Then the packets will be sent to other nodes, like here they are sent
to the backbone node 3. Next the similar data items locating phase is employed to
send the requests to node 10 and then correspondingly data items are received at node
3. Then at node 3 the decision for data replication is made and the data item at node
10 is replicated at node 3.1t can be seen now that next time when the requests are sent
to get data item at node 10 over the shortest path, here which is through node 4 but
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congestion occurs at that node. Then the alternate path having backbone node is
followed. So then the request will be sent at node 3. Now if on node 3 the replica of
data item of node 10 is present the data will be become available on closer node even
though that route is not the shortest route.

4.6 SCAR Algorithm

Input: G (V, E), a simple unit-disk graph

Output: Congestion free graph with no data availability problem.
1: xeV, N (x) is neighbour set of x

2: if (any node has atleast two non-adjacent neighbours in its neighbour list) then
3 mark that node true

4: else

5: leave marking that node left with false

6: endif

7: Put nodes marked true in set V, and apply pruning to V,

8. For each x,yeV,

9: if (x, y are neighbours and id (x) < id (y)) then

10:  xdrops itself such that MCDS = (v, =V, —x)

11: else

12: graph remains same

13: endif

14: Send data request on nodes left after pruning

15: cost (fx,nxy, pxy)z f,*ng *p,,

16: if (cost of received data item = lowest cost item present on node) then
17:  replicate received data on present node

18: else

19: send data to requester node

20: endif
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21: Compute AV,, =(1-W)*AV,, +W *C,,
22:if (Av,, > threshold value) then

23: Congestion detected as a result fault comes

24: else

25: no congestion occurs on backbone node

26: if (congestion occurs and fault comes on the backbone node) then
27: go to the other backbone node

28: if (replica present) then

29: data available on closer node and fault gets tolerated

30: else

31: route the request for data to destination node

32: endif

33: else
34: fault packets will be dropped
35: endif

36: endif

4.7 Network Simulator (NS-2)

In this section, NS-2 used for simulation is described in brief. In both the wired and
wireless networks for knowing the dynamic features of the congestion and flow
control mechanisms it has been supposed as the variant of the real network simulator
[39]. NS-2 has developed around 1989 and is being supported by various societies and
institutions to carry out their simulation works. NS-2 is used basically in network
related research works and is an event driven simulator. With the help of it several
protocols, algorithms, traffic sources, etc. can be implemented. NS-2 offers or also
supports for the simulation of TCP, multipath protocols and routing over both the

wireless and wired networks.

For the purpose of simulation NS-2 uses the programming language Object

oriented Tool command language (OTcl) at the simulating layer for transcripting the
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simulation scripts given by the users [39]. OTcl programming language is an objected
oriented extended version of the Tcl Language only. The Tcl programming language
iIs compatible with the C++ programming language. Thus NS is basically used for
interpreting the user Tcl scripts.

During interpretation of the OTcl script two files are generated in the NS in
which the analysis or results are present. These two files are the trace file and the nam
file. In the nam file the visual animation of the whole simulation is being shown. On
the other hand, in the trace file the output of all the objects created in the simulation is
shown. Various packages like ns, nam, tcl and otcl etc. comes along with the NS
project. The package is then named as all-in-one package. But these all utilities can be
even separately downloaded and installed. In this work, the stable version 2.34 of ns
all-in-one package is utilized which is installed in the Ubuntu environment. In this,
the work is in the .tcl files which are to be written in the hex editor and then
correspondingly the output is analysed in the .tr files in which the traces of the output

values of each object are stored.
4.8 Mobility model

The mobility model is used for generating the detailed scenario of the motion of nodes
in the area of simulation. In most of the simulations the Random Waypoint mobility
model is employed. In this particular model the nodes move from one waypoint to the
next with a randomly chosen speed. In each transition a specific speed and duration is
chosen. After the stipulated transition time ends the node may stops for a certain time
before starting its transition towards the next waypoint. The nodes in the simulation
set up move randomly according to the model which is known as the random

waypoint model that selects the rectangular field.
4.9 Simulation Set up

The network model is formed taking network having meso-scale (from 20 nodes) to
large scale (up to 400 nodes) mobile nodes. In simulation the mobile nodes are
identical and implement the User Datagram Protocol (UDP) and Internet Protocol (IP)
as the transport and the network layer protocols. The packet losses at the network
layer are ignored in this simulation setup. But on the other hand, the packet losses at
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the media access control are still assumed. The packet size is taken here to be 512
byte. Each node is wireless communication card with the transmission range of 100
metres operating in the 2.4 GHz radio frequency band. In order to analyse the
scalability property the number of nodes taken for simulation are varied from 20 to
400 nodes and the simulation time taken for which the nodes keep in motion is taken
to be around 50 seconds. As the numbers of nodes are increased for determining the
simulation considerably the area of simulation is also increased. At the same time the
density of the whole areas is kept constant. The density of the area is kept constant so

that the issues like contention and collision over the wireless sharing channel.

The simulation is set up over such an environment in which the nodes can move
freely without any collision in a square type two-dimensional flat area. The motions
of nodes are depended upon the mobility model described above in section 4.8. While
simulation the nodes choose unusual speed upto 1 to 3 m/s. The simulation parameters

taken are given in Table 4.1.

Table 4.1: Simulation Parameters

Interface Wireless
MAC Protocol IEEE 802.11b
Network Protocol IP

Transport Protocol UDP

Packet size 512 byte
Mobility Model Random Waypoint
Simulation Area 1000 * 1000
Simulation Time 50 second
Number of Nodes 20 to 400
Node speed 1to 3m/s
Transmission Range 100 m

Radio Frequency 2.4 GHz
Traffic Model CBR

Protocol AODV
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Chapter 5
Results and Discussion

In this chapter, the performance of SCAR framework is analysed and using an
underlying ad hoc routing protocol compared its data lookup mechanism. The
underlying protocol used for the base-case data lookup simulations is AODV routing
algorithm because of its on-demand property and popularity. AODV is on-demand
protocol in which when a node need route to destination it initiate a route discovery

process.
5.1 Performance Metrics

For analysing the performance of SCAR framework simulations are done in large
network, high density scenario and high load network environment. To analyse the

performance of the framework, different parameters are defined which are as follows:

e Data accessibility: It is considered as an important parameter for data lookup
and replication process also. It is generally described as the ratio between
numbers of successful data accessibility requests made to the total access
requests sent. The main criterion behind data replication scheme is to improve
data accessibility in the network so that required data items can be reached.
But as in MANETS the nodes moves randomly and changes the topology very
frequently, it is difficult to get total data accessibility unlike as in the
conventional static networks.

¢ Rate of requests: Rate of requests is defined as the number of total packets sent
by the node. The packets sent include every packet sent from node, like the
routing layer packet and the upper layer packet such as data and data requests
packets. In this criterion the unicast and broadcast packets both are treated as
single packet. Generally this parameter helps to calculate the message
overhead involved in solving data lookup problem with or without replication.

e Average query extent: The average number of hops passed while finding the
requested data item by the query is called as the average query extent.

Basically, the query extent is the distance in terms of number of nodes from
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requester to the requested data item on the successful route found. The SCAR
decreases the average query extent by replicating the data items on the closer
node so that the required data item can be found easily without traversing the
large number of nodes. Thus in this way the average cost involved in finding
the route to destination in the whole network will be expected to decrease as
the value of average query extent decreases.

e Cache memory size: The memory size is defined as per the number of data
items that a node can save in it. The performance of replication increases as
the memory size is increased and also the large memory spaces allows to see

the effect of replication better on data accessibility.
5.2 Results and Performance Analysis

In Figure 5.1, the performance of defined metric data accessibility is analysed in
terms of success ratio with respect to increase in number of nodes in the network.
Other than number of nodes, rest all parameters for simulation are kept constant. It is
shown that as the number of nodes in the network are increased the success ratio

decreases.
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Figure 5.1: Success Ratio comparison w.r.t number of nodes between SCAR and AODV
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When number of nodes in network are increased, more number of nodes will be
involved in transmission of data request due to which the message overhead is
introduced. Moreover, the nodes are mobile due to which when nodes are increased
the probability of disconnection increases. This will result in incomplete data request
to system. But in case of SCAR lower message overhead is created as the request
packets are sent only on the backbone nodes unlike AODV in which they are
broadcasted and also disconnection does not occur. So, it is concluded that SCAR
performs better than AODV in terms of data accessibility.

In Figure 5.2, the effects of varying rate of requests on the data accessibility are
investigated. It is shown that AODV performs better when the rate of requests is
lower. When the requests are low then the packets to be transmitted in the network are
also lower due to which the packet loss and contention in the wireless channel is less.
This is reason that in this case, AODV performs better. But as in the network the rate
of requests increases, AODV cannot adapt itself to this increase. On the other hand,
the SCAR remains at the same level of accessibility success ratio even if the rate of

requests in the network increases.
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In Figure 5.3, the effect of increasing the cache memory size is depicted in terms of
success ratio. The number of data items that can be saved in the cache of node can
increase the performance of data replication and large memory sizes help to see the
effect of replication on data accessibility better. It is shown in Figure. 5.3, that in case
of AODV increasing the size of cache memory does not affect the success ratio in the
simulation as the AODV does not replicate the data items. But when SCAR is used it
IS seen that the data accessibility increases as expected because it replicates the data
items and increasing the memory size helps to increase the space for storing data

items. This in turn increases the data accessibility.
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Figure 5.3: Success Ratio comparison w.r.t Cache memory size between SCAR and AODV

In Figure 5.4, it is shown that as the number of nodes in the network increases the
average query extent increases in case of SCAR without replication. But for the
SCAR with replication the results are better in terms of average query extent. This
happens because even when the number of nodes increases in this case when the
request is made for data item to the backbone node it can be got there only as the data
item can be replicated over it. Thus the number of hops to be traversed in this case

decreases.
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In Figure 5.5, it is shown that for SCAR with replication average query extent
decreases as the rate of requests is keep on increasing because the requested data
items can be present on the closer nodes only so lesser hops have to be traversed. But
in case of SCAR without replication the average query extent is kept stable with the

rate of requests being increased.

In Figure 5.6, it is shown that as the cache memory size increases the query
extent decreases in case of SCAR with replication. This happens because as the
memory size increases the number of data items that a node can store increases which
directly effects the data replication. So, lesser hops will be required to get the data
item needed. On the other hand, in case of SCAR without replication it is seen that

average query extent increases with the increase in cache memory size.
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Chapter 6
Conclusion and Future Scope

6.1 Conclusion

In this thesis, the SCAR framework have been discussed and analysed. This protocol
helps to detect congestion because of which fault comes in the network. In case
congestion occurs it helps to choose an alternate path over the virtual backbone
structure. In this scheme the strategy of replication is deployed, so in case congestion
is detected over the shortest routing path, it chooses an alternate path over which the
request packets are sent for receiving the data item. But in case the owner node is far,
the backbone node decides to replicate that item over itself. In this way, again this
path is chosen in case when over shortest path congestion occurs, the data item
becomes easily available and even closer to the requestor node. The performance of
SCAR was compared with AODV for data locating process in MANETS. Also, the
proposed approach gives replication decisions when a new data item is received by a
backbone node rather than exposing any explicit control message to the system. The
simulation results shown that the performance of SCAR framework with replication
outperformed the other techniques in each of the performance metric defined. Thus it
is concluded that backbone structure dependent SCAR framework along with the data
locating process can keep the message overhead at very low level and increases the

data availability.
6.2 Future Scope

A future work that can be possible on this thesis is modeling of the network
parameters for better performances of the framework. One of the main work that can
be inhibited is to save the route to the forwarded data items on the backbone nodes
itself so as to make data items available easily without creating much overhead. The

details to this work will be considered as a future work.
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