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Abstract 

 

Cloud Computing means hosted services are delivered over Internet. Instead of 

building their own computing infrastructures, consumers can buy the computing 

resources like virtual machines, storage as a utility just like an electricity. Cloud 

computing gives advantages to consumers like on demand service, rapid elasticity, 

resource sharing and pooling, scalability and many more. But there are many issues 

related with the cloud computing which need to be addressed properly like fault 

tolerance, resource scheduling and effective pricing of cloud resources etc. Making 

cloud environment fault tolerant is the major challenge these days. In order to 

improve reliability and achieve robustness in cloud computing, failures should be 

assessed and handled effectively. 

As the cloud environment is dynamic, unpredictable system operation occurs, causing 

problems and failures. When Cloudlets or tasks of any application are executing on 

Cloud platform , then effective allocation of cloud resources like virtual machines to 

the cloudlets is very important such that no cloudlet gets failed or no virtual machine 

is left out for the execution. If there is no proper allocation of cloud resources to the 

cloudlets , it is considered as a big failure in the effective working of any application 

on Cloud platform. This fault or failure needs to be handled carefully by the fault 

tolerance techniques. The used techniques for the fault tolerance comes in the 

category of reactive (fault is handled after it has occurred) and proactive (fault is 

predicted before it actually happens).Much work has been done in the area of reactive 

techniques. The existing proactive techniques are not that much reliable in fault 

tolerance as compared to reactive techniques. Moreover, fault tolerance techniques 

work more efficiently in case of real time applications rather than scientific 

applications .Consequently, an approach based on proactive technique need to be 

proposed that can proficiently resolve the fault tolerance problem for effective 

allocation of cloud resources for scientific applications. This thesis focuses on 

providing an efficient proactive fault tolerant technique for scientific application in 

which above mentioned fault is predicted proactively and handled efficiently such that 

all cloudlets finish their tasks before or on deadline and no virtual machine has been 

left out for execution. 
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Chapter 1 

Introduction 

 

Internet usage has been increased tremendously in the recent decades. Cloud 

Computing means delivering services on demand across the internet with the help of 

different models and layers of abstraction. Cloud Computing offers its services in 

almost every field like science, communication etc. In Cloud Computing , Internet 

provides remote execution of tasks located on far away distributed virtual machines. 

This chapter focuses on brief introduction of Cloud Computing, service models , 

challenges, advantages of Cloud Computing and various application areas.  

1.1 Cloud Computing 

Technology is growing on a rapid pace as within seven decades from the making of 

very first digital computer ENIAC[1],people are living in the world of internet.  With 

the growing network bandwidth, internet is becoming an essential utility for day to 

day work like net banking, social networking, stock exchange etc. "Cloud" is used to 

represent Internet and other communications systems and also the abstraction of the 

underlying infrastructures involved. Cloud computing has emerged from Grid and 

Cluster computing. Cloud computing technology came because of the growing 

importance of virtualization. Service-oriented architecture is being used in the cloud 

and utility computing is also being adopted by the users of cloud computing on the 

large scale. Also the task of service providers is not just to provide services to the end 

users according to their demand but also to provide services in an efficient and 

optimized manner. Quality of Service(QoS) is always the main motive behind  

providing these services. To understand cloud computing, it is important to know 

about Grid and Cluster computing. In Grid computing, there is a collection of 

computer resources which are located at remote locations or servers and work 

together to attain single goal or task. The grid is a kind of a distributed system with 

non-interactive workload that involves huge number of files. The difference between 

Grid computing and Cluster computing is that , grid computers contain different node 

sets to execute different tasks/applications whereas computer cluster contains a set of 

loosely or tightly connected computers working together that can be seen as a single 



system. Different from the Grid computers, Cluster computing involves node sets to 

execute the same task that is managed and scheduled by software. 

Grid, Cluster and Cloud computing are interconnected as cloud computing has 

emerged from Grid and Cluster computing. Table 1.1 shows various characteristics of 

Grid, Cluster and Cloud Computing. 

                    Table 1.1 Different characteristics of Grid, Cloud and Cluster Computing 

Characteristics Grid 

Computing 

Cloud 

Computing 

Cluster 

Computing 

Residents Servers and 

Clusters 

Service User 

and Servers 

Service 

user 

Service 

Commitment 

SLA’s SLA’s Limited 

Resource 

Management 

Distributed Distributed or 

centralized 

Centralised 

Resource 

Allocation 

Decentralised Centralised or 

decentralised 

Centralised 

Privacy Public or 

Private key 

for 

authentication 

Each user with 

its VM’s 

password 

Old login 

password 

based 

Application 

Areas 

Scientific and 

complex 

computing 

applications 

Dynamically 

and multi tenant 

web services. 

Business 

oriented. 



1.2 Cloud Computing Characteristics  

Important characteristics of cloud computing are discussed as follows :- 

i. Computing resources are always available on demand on Internet.Cloud  computing 

gives a flexible and scalable environment [4][5]. 

ii. There is no capital cost involved to build cloud computing services initially. This 

feature is a great help for small organizations to build new services and grow their 

business [6][7]. 

iii. SaaS providers use ‘Pay-as-you-go’ model to provide cloud services to their 

consumers. This model has the principle ‘the more you consume, the more you have 

to pay’ [9][10][11]. 

iv. Service Level Agreement(SLA) assures quality. This agreement is signed by both 

consumer and service provider [8]. 

1.3 Cloud Computing Service Models 

According to pay-as-you-go model , subscription-based services that are offered in the 

cloud are infrastructure ,platform, and software (applications) . Hence these services 

are provided according to the three different service models  Infrastructure as a 

Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). 

Depending upon the type of resource customer has requested, provider responds with 

the associated service model. These models further comprise of different layers 

essential for specific service. User can access these services anywhere and at any time 

with the help of internet. Details of these models are as follows and detailed figure is 

shown as Figure 1.1. Different layers of service models are shown in Figure 1.2. 

i. Infrastructure as a Service (IaaS) – This service model delivers infrastructure as a 

service to the customer. Also many other resources are also provided virtually like 

hardware, storage, network, processing power, servers etc. Companies that provide 

IaaS are AT&T, BlueLock, Joynet etc. 

ii. Platform as a Service (PaaS)- In this service model, a platform is provided to the 

customer to build their applications on the web. Here at this model, users develop and 

deploy their applications. Also compiler, operating system, office suites, are provided 



to the end user as a service. Some development models are also available as a service 

like WAMP and LAMP. Here ‘AMP’ stands for Apache servers, Mysql, PHP and ‘W’ 

stands for windows and ‘L’ for Linux. Platforms available in the market are Windows 

Azure, Google App Engine, OpenStack, Salesforce [2]. 

iii. Software as a Service (SaaS)- Here software is provided like any other utility. User 

provides application running on his client side and the user must have a client 

interface or a good internet connection. Here consumer does not manage any internal 

structure of Cloud Computing. Google, Microsoft, Amazon, Zoho etc provide SaaS 

[2]. 

 

                                Figure 1.1 Different service models in cloud computing. 

       

       Figure 1.2 Different layers of service models in cloud computing. 

 

 



1.4 Cloud Computing Deployment Models 

A cloud deployment model represents a particular type of cloud environment, mainly 

distinguished by ownership, size, and access. Four types of cloud deployment models 

are- 

 

i. Public Cloud –Here cloud resources and its services are available for the use of 

general public. It is managed, possesed, created by any specific organization. It is a 

form of providing public cloud services. Facebook is the example of public cloud. 

Online storage, blogs, online backups, data intensive workloads are some applications 

provided by public clouds [3]. 

 

ii. Private Cloud- The cloud infrastructure is used by only single organization having 

multiple users or business units in it. This cloud can be controlled by any organization 

or any third party. Companies that already own datacenter and developed IT 

infrastructure and have particular needs around security or performance choose to 

create private cloud [3]. 

 

iii. Community Cloud- The cloud infrastructure and its resources are exclusively used 

by a particular type of community of users sharing common concerns (e.g., goal, 

security policies or any compliance considerations) [3]. 

 

iv. Hybrid Cloud- It is a combination of both public and private cloud. Here end user 

can outsource public services and business applications can be processed by using 

private clouds. The main and most common attribute of hybrid cloud is elasticity and 

this cloud faces the problem of load balancing [3]. 

 

1.5 Cloud Computing Applications 

Cloud Computing applications are increasing day by day due to its essential 

characteristics like flexibility and scalability. The main reasons behind success of 

cloud computing are- 

 

i. Adoption of new technologies with its services. 

ii. Decreasing infrastructure cost, increasing features like storage, power etc. 



iii. Data size is increasing exponentially at the consumer side. 

 

1.5.1 Scientific Applications 

These applications require high computation power and throughput. Cloud serves the 

best platform for performing scientific applications. Some examples of scientific 

applications are- Montage [29,30] , Cybershake etc. 

 

i. Montage [37] is an open source toolkit created by the NASA/IPAC Infrared Science 

Archive and is used for generating random mosaics of the sky using user given or 

software given images. Flexible Image Transport System (FITS) format is used for 

the images in this scientific application. At the time , when final mosaic is being 

generated , the shape of  output image is drawn from the input images . Reprojection 

of all input images is done so as to obtain the same spatial scale and rotation. 

Background emissions that are found in the images are rectified to attain a uniform 

level. Finally the re-projected corrected images are all added together to generate the 

output mosaic. Workflow of Montage is executed in TeraGrid (Grid environment) 

[38].Workflow of Montage application is shown in Figure 1.3.Task dependencies 

between various jobs of Montage is shown in Figure 1.4. 

 

 

 

                                           Figure 1.3 Montage Application workflow 



 

                            Figure 1.4 Task Dependencies among various tasks of Montage.  

 

ii. Cybershake workflow characterises earthquake hazards by using Probalistic 

Seismic Hazard Analysis(PSHA) technique. Its workflows have more than 800000 

jobs that execute on Pegasus Workflow Management System. Cybershake workflow 

is shown in Figure 1.5. 



 

Figure 1.5 Cybershake Workflow 

 

1.5.2 Productivity Applications 

These applications use cloud computing for some commonly used desktop 

applications. Documents storage, office automation, website deployment like tasks 

can be done using cloud. Examples are Drop Box[27], RoboEarth.[28] 

i. Drop Box is a service for file hosting that provides storage space, synchronization 

of files and many client softwares. 

ii. RoboEarth is an European project to create a website for robots. It provides a giant 

database where sharing of messages or information can take place. 

 

 



1.6 Cloud Computing Challenges 

In order to support end-user applications and to give services to the customers , 

service providers companies like Amazon [24], HP [25], and IBM [26] have opened 

their cloud data centers throughout the world. Cloud has applications in almost every 

field from healthcare to generic text processing software. After applications get hosted 

on cloud platforms, anyone can have access to these services them anywhere at any 

time, with any device having Internet. On the back end , virtualized computers are 

used for their processing power, therefore speed of the application is increased for the 

users that pay for the services actually used. There are many challenges also in the use 

of these cloud services which must be handled effectively in order to make cloud 

services more reliable, secure, and cost-efficient. Some of the open challenges are- 

 

i. Quality of Service (QoS) – It is necessary for the Cloud service providers (CSPs)  

to ensure that desirable amount of cloud resources are always provisioned in order  to 

fulfill QoS requirements of Cloud service consumers (CSCs) like deadline, response 

time, and budget constraint. Basis for SLAs (Service Level Agreements) is formed by 

these QoS requirements and violation in any form will lead to penalty. Therefore  

dynamic provisioning of correct number of resources in a timely and exact manner is 

done to avoid or minimize the violations. 

 

ii. Energy efficiency - Energy usage should be efficient in the cloud environment 

which can be done by minimizing over utilization of resources by the application. 

Carbon footprint should also be reduced. 

 

iii. Security - Confidentiality (saving data from unauthorized or unauthentic access), 

availability (application is made unavailable to the right users by malicious users), 

and reliability in case of Denial of Service (DoS) attacks are very important to achieve 

in the cloud environment. 

 

iv. Fault Tolerance - A system must tolerate the software or hardware faults and 

work properly without any failure. The main advantages of having fault tolerant 

systems are recovery from the failure, cost is lowered, performance metrics are 

improved etc.  



v. Scalability - Cloud computing provides on demand scalability of its resources. But 

scalability can lead to vendor lock in if there is no proper interoperability. The 

scalability algorithms running nowadays are going to be outdated soon because cloud 

users are growing on a rapid pace(exponentially).Now there is a need to develop a 

more highly scalable cloud system. 

 

vi. Pricing in Cloud Computing - Cloud computing provides on demand service so 

the users must get all the services uninterrupted for which they are paying also. 

Services are provided through SLA’s(Service Level Agreements) which take place 

between customers and providers. There is a need to make cloud computing 

environment in which SLA violations are minimized. 

 

vii. Load Balancing - It means load should be balanced among the cloud 

components. Load must be distributed evenly and uniformly among all the nodes. 

Load can be related to memory, network, storage or processing power. Centralised 

approach is not that efficient in the handling of load balancing of resources among the 

nodes. Therefore more decentralized approach is needed. 

 

1.7 Research Motivation 

Popularity of Cloud Computing is growing day by day and almost everyone is 

utilizing cloud services nowadays and this technology is giving many benefits to the 

users. Still there are many research challenges in the field of cloud that need to be 

fully solved like fault tolerance, effective scheduling of cloud resources , workflow 

scheduling, load balancing, security etc. The most important challenge is fault 

tolerance in cloud. It deals with all those techniques that are required to make a 

system in such a way that it can tolerate software or hardware faults that gets 

remained in the system after development.  These techniques implement mechanisms 

in the system after the fault has occurred in order to prevent system from the 

occurrence of failure [12]. Fault tolerance provides benefits like fault recovery, 

reduced cost, improvement in performance metrics etc. Fault tolerant techniques are 

categorized as reactive and proactive. Reactive techniques work after the fault has 

occurred and proactive techniques predict the fault before it actually happens. Most of 

the work has been done in the field of reactive techniques. Also reactive techniques 



are more reliable than proactive ones. Existing proactive techniques are less efficient 

and reliable as there is a need to decrease the fault rate in them and increase their 

efficiency. Therefore this research proposes a more efficient and reliable proactive 

fault tolerant technique.  

 

 1.8 Organisation of Thesis 

Chapter 2:- This chapter includes in detail the literature survey done to study the 

concept of fault tolerance in the field of Cloud Computing. 

Chapter 3:- This chapter provides the gap analysis , problem statement , objectives 

and methodology of the proposed technique. 

Chapter 4:-  This chapter  proposes the  solution to the problem in detail. 

Chapter 5:- This chapter provides experimental results and comparative analysis of 

existing and proposed technique. 

Chapter 6:- This chapter gives conclusion and future scope for the proposed 

technique. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2 

Literature Survey 

 

2.1 Introduction 

Cloud computing can describe on-demand administration and prerequisite of 

resources, and information as services on the cloud. The dynamic environment of the 

cloud causes various unexpected obstacles. The system’s ability to respond normally 

to an unexpected equipment and programming fault is called fault tolerance. To 

realize robustness and reliability in cloud computing, it is necessary to evaluate and 

process obstacles effectively. Various fault detection methods and architecture models 

have been proposed to increase the fault tolerance capability of the cloud. This 

research has been paying attention on solving the problem of faults in the cloud 

computing. This research has been conducted to outline the work that has been done 

in this field which represents the basic concept of fault tolerance developed by 

different researchers and various algorithms used to resolve the fault tolerance 

problem in Cloud Computing. Reusability of IT abilities is the basic idea around 

which Cloud Computing is focused. 

The main benefits of implementing cloud computing fault tolerance are disaster 

recovery, low cost, improved performance metrics, and more. Once using cloud 

infrastructure for real-time applications, the basic mechanism for realizing fault 

tolerance is a cloud node (virtual machine), transceiver sub matting node, actuator or 

sensor. The basic approach to accomplish fault tolerance is duplication or redundancy 

and this replication is performed by running software on multiple virtual machines. 

For replication, the price of buying cloud resources increases. Therefore , avoiding 

catastrophic losses is very much important. 

2.2 Fault Tolerance in Cloud Computing 

Fault tolerance submits to perfect and permanent operation even when there are 

defective components. Continuing to work satisfactorily in the presence of obstacles 

is the science that builds the computing system. The efficient fault tolerant system can 

allow fault of different types like momentary, discontinuous or stable hardware faults, 



blunders in software design, operative errors, or corporal damage or externally 

induced upset. In a real-time application of cloud, it is performed remotely on the 

computing node, and the probability of error occurrence is high [44]. 

These error happening events enhance the desire for fault tolerance technology to 

achieve the efficiency of real-time computing in cloud environment. If a fault occurs 

in either the component (hardware) or the design method (software), an error will 

occur. These events enhance the need for fault tolerance technology. 

2.2.1 Types of Fault Tolerance  

Fault tolerance is mainly divided into two types. Fault tolerance of hardware and 

software [45]. 

2.2.1.1 Hardware fault tolerance: 

 Mostly computer systems nowadays get recovered by themselves from failures 

caused due to hardware components. In systems , each component has a back up with 

protected duplication or redundancy. If one component fails, the other components 

can perform the function. Example: Mirroring technology to repair faults in storage 

media. A common hardware fault tolerance approach is fault masking and dynamic 

recovery [46][47]. 

i. Fault Masking:  

It is a kind of structural duplication method that absolutely identifies the errors within 

a block of similar components. All identical components perform the same function, 

their output is ranked, and errors caused by the defective module are removed. Triple 

module redundancy (TMR) is a very form of fault masking in which components are 

tripled and their output is voted. Voting process for selecting redundant components 

can also be tripled such that voting process can rectify the failure of personage voters.  

If two components in the redundant triplet get failed and the vote is no longer valid, 

then TMR technique fails. Hybrid redundancy is an extension of TMR where 

triplexed components are always backed up with extra components and are used to 

replace failing components that can handle more faults. A voting system requires 

more than three times the hardware of a non redundant system, but it has the 



advantage of continuing the calculation without interruption in the event of a failure, 

and you can use an existing operating system [48]. 

ii. Dynamic recovery: 

Dynamic recovery techniques are used when only single copy of a task or any 

calculation is executed at one time. This technology performs self-healing method. 

Also it performs additional backup operations using additional spare components 

(proactive redundancy) along with fault masking technique. This requires a special 

mechanism of recovery to detect faults in the module. There is no need of switching 

to a redundant component in this technique because faults in modules or components 

are parsed and recovered by performing tasks such as rollback, initialization, retry, 

restart , restore operation and continue the process [48] . 

2.2.1.2 Software fault tolerance: 

Software failures can be handled by using static as well as dynamic approaches just 

like hardware fault tolerance approach. In N version programming , static redundancy 

is used in which a separately written program is used that executes the same 

operation. Each module in this technique is developed with up to N different 

implementations or algorithms. Every programmer does the similar task. Every 

version submits its output to the voter or decision-maker. The voter or the decision-

maker then decides the correct output and returns it by calling it as the result of the 

module. Other dynamic approach is a recovery block method. In this method, a 

program is separated into blocks, and the acceptance test is executed after the 

execution of each block. In case the acceptance test fails, then redundant code block is 

used for the execution. In the devise diversity approach , merging of both hardware 

and software fault tolerance is done to make a failure free computer system using 

different hardware and software on redundant channels. Main goal of this technology 

is to withstand both hardware and software failures [49]. 

 

 

 



2.3 Fault Tolerance Techniques 

Fault tolerance techniques are categorized in two types Reactive and Proactive. 

These techniques are shown in Figure 2.1. 

 

 

 

 

 

 

                                      

                                       Figure 2.1 Types of Fault Tolerance Techniques 

2.3.1 Proactive fault tolerance: The objective of proactive fault tolerance policy is  

predicting faults in advance and replace suspicious components timely by avoiding 

recovery from faults or errors or failures that is, they detect before actual problems 

occurs. This helps to prevent node failures from running parallel applications by 

analyzing some of the resources (tasks, processes, or virtual machines) away from the 

failing nodes. Several technologies working upon these policies are pre-emptive 

migration, software rejuvenation, and self-healing capabilities. 

i. Software Rejuvenation: Here a system undergoes for periodic reboots. Rebooting 

the system brings the system in a new , clean and error free state [50]. 

 ii. Migration: Preemptive migration is achieved through the feedback loop control 

mechanism. Applications are repeatedly identified and analyzed. 

iii. Self-healing: Large tasks are divided into multiple small sub parts so as to improve 

the system’s performance. If different instances of the application run on several 

different virtual machines, then automatically failure of the application instance can 

be handled. 

Fault Tolerance 

Techniques 

Reactive 

Techniques 

Proactive  

Techniques 



2.3.2 Reactive Fault Tolerance: The goal of reactive fault tolerance policy is to 

reduce the effect of failures on application execution when the failure has actually 

occurred. It is also called on-demand fault tolerance. Various methods working on 

reactive policy are restart or replay , retry , checkpointing , resubmission of tasks, user 

defined exception handling, job migration and SGuard etc. 

i. Check pointing : It is a fault tolerance technology that is implemented at task level 

for large-scale applications that run for a long time. In this way, after making all the 

changes in the system, check pointing is performed. If the task fails, rather than from 

the beginning, restart the system from the state of recent checkpoint [51]. 

 ii. Job migration: Jobs may not run completely on a particular machine for some 

reason. When the task fails, it can be shifted to another virtual machine. HA – Proxy 

implements job migration. 

iii. Replication: Replication refers to duplication. Different tasks are duplicated and 

executed on various resources to achieve successful execution and desired results. 

Tools such as HA-Proxy, Hadoop, AmazonEc2 replication, etc. are used for 

implementing replication. 

2.4 Implementing Fault Tolerance using various tools 

Various tools implement fault tolerance in the cloud environment. Table 2.1 compares 

these tools depending upon their programming language, platform used and type of 

application. HAProxy is used to create failure of server in the cloud [39]. SHelp is 

used to tolerate software failures and implementing check pointing[40] in the 

framework of several virtual machines. ASSURE [41] helps in introducing rescue 

points for tolerating failures anticipated by the developer. Hadoop [42] is used in case 

of data intensive applications for fault handling. For running Linux applications 

Amazon Elastic Compute Cloud is used and (EC2) [43] gives a virtual computing 

environment for fault tolerance.  

 

 

 



               Table 2.1 : Tools Used to Implement Existing Fault Tolerance Techniques 

Fault 

Tolerance 

Techniques 

Policies System Program

ming 

Framew

ork 

Environ

ment 

Environme

nt Fault 

Detected 

Applicati 

on Type 

Self 

Healing, 

Replication 

or Job 

Migration, 

 

Reactive/ 

Proactive 

HAProxy[3

1] 

Java Virtual 

Machine 

Process/nod

e 

failures 

Load 

Balancing 

and Fault 

Tolerance 

 

Check 

pointing 

Reactive SHelp[32] SQL,JA

VA 

Virtual 

Machine 

Application 

Failure 

Fault 

tolerance 

Check 

pointing, 

Retry, Self 

Healing 

 

Reactive/ 

Proactive 

Assure[33] JAVA Virtual 

Machine 

Host, 

Network 

Failure 

Fault 

tolerance 

Job 

Migration,R

eplication,S

guard,Resc 

Reactive/ 

Proactive 

Hadoop[34

] 

Java,HT

ML,CSS 

Cloud 

Environm

ent 

Application/

no 

de failures 

Data 

intensive 

Replication, 

Sguard,Task 

Resubmissio

n 

Reactive/ 

Proactive 

AmazonEC

2[35] 

Amazon 

Machine 

Image 

and 

Amazon 

Map 

Cloud 

Environm

ent 

Node 

failures or 

application 

failure. 

Load 

balancing 

and Fault 

tolerance 

 

2.5 Existing Proposed Techniques for Fault Tolerance 

Below section represents the work which has already been performed by researchers 

in fault tolerance.   

i. Kalanirnika GR et al. [13] proposed a reactive fault tolerant approach to facilitate 

exploits check pointing to accept the liability. The exertion proposed a VM- µ 

Checkpoint framework to shield together VMs and appliances in the VMs beside 

ephemeral blunders. The VM-µCheckpoint apparatus was realized via CoW-PC 

(Copy on Write – Presave in cache) algorithm. The CoW-PC algorithm presaves 

every assignment consecutively on the VM’s in a cache remembrance. While there 

were a few transitory disappointment incidents in VMs, it was remaindered and it was 



improved through final presaved checkpoint from the cache reminiscence and the 

presaved checkpoints were obliterated robotically from the reserve recollection.  

ii. Ifeanyi P. Egwutuoha et al. [14] proposed a Fault Tolerance (FT) technique for 

handling faults proactively in HPC systems to condense the barricade chronometer 

implementation instance in the occurrence of responsibilities and enlarged a standard 

FT algorithm. The proposed algorithm did not depend on an auxiliary node earlier to 

calculate or disintegrate. The authors scrutinized the dollar price of provisioning 

standby nodes in order to review the importance of the technique and investigational 

outcome acquired from an original cloud finishing location illustrated that 

implementation of time by the wall clock and the calculation exhaustive relevancies in 

cloud can be concentrated via maximum upto 30%. The occurrence of check pointing 

of calculation demanding applications can be reduced to 50% only with fault 

tolerance technique for HPC systems, measured up  to existing FT techniques. 

iii. Zeeshan Amin et al.[15] an assortment of fault recognition schemes and 

architectural models had been anticipated to enlarge fault tolerance capability of 

cloud. The most important rationale of this paper was to recommend an algorithm via 

non-natural Neural Network for burden recognition which conquer the gaps of 

formerly executed algorithms and afford a fault tolerant model. 

iv. Dr. Chandralekha et al. [16] explored the key relationships between error tolerance 

and organization recital and developed metrics to measure fault tolerance within the 

context of system performance. By applying them to a sample mobile cloud 

computing environment consisting of multiple mobile nodes and demonstrate the 

usefulness of design metrics such as robustness. In addition, robustness was optimized 

using genetic algorithms and the effective fault tolerance presented by the system was 

evaluated. 

v. Taskeen Zaidi et al. [17] deals with the thoughtful of fault tolerance procedures in 

cloud environment and association with diverse models on different parameters had 

been completed. Fault tolerance procedure was studied with the assist of well 

recognized object-oriented language united Modeling Language and situation 

diagrams were designed and legalized via  the perceptions of restricted State Machine. 



vi. Jhawar et al. [18] found an innovative system level modular perspective on the 

creation and management of cloud fault tolerance and proposed all inclusive 

sophisticated approach to sharing application developers and users with 

implementation details of fault tolerance technology using a dedicated service layer. 

In particular, users can themselves mention and apply the required level of fault 

tolerance at the service layer, and no knowledge of the assumed cloud and the fault 

tolerance technology available for that implementation was necessary. 

vii. Kandaswamy et al. [52] introduced an efficient algorithm based on over 

provisioning replication as the main mechanism for fault tolerance while scheduling 

or mapping workflow tasks onto different resources. In over-provisioning , multiple 

copies of all workflow tasks (same input data-set) are executed parallelly. The aim is 

to maximize the success rate for the workflow task that is if one copy gets failed,  

other copies may be used. 

 

viii. Nurmi et al. [53] and Schroeder et al. [54] introduced a resource reliability model 

for fault tolerance using Weibull distribution and taking ‘mean time between failures 

(MTBF)’ as a parameter on high performance clusters. In this model, it is reported 

that if the shape parameter comes less than 1, then it means that the hazard rates (the 

frequency with which a system or component fails) decrease with time. 

 

ix. Reed et al.[55] identified all the  reliability challenges related to large-scale HPC 

systems and provided with the adaptive techniques of failure detection (using 

performance contracts) and runtime adaptation for MPI applications.  

 

x. Lu et al. [56] used fault injection approach to study fault sensitivity in MPI 

applications .  

 

xi. Khalili et al. [57] studied the reliability of computational grids by gathering data or 

via deployment of monitoring infrastructure on two production grids , one of which is 

the TeraGrid. Inference that they have drawn was the success rates of application lies 

between 55% and 80%. Therefore they were motivated to include fault-tolerance 

mechanisms for workflows executing on computational grids. 

 



xii. Hwang et al. [58] presented a model on failure detection service (based on 

notifications) and a scalable framework for tolerating grid failures using simulation as 

the evaluation parameter.  

 

xiii. Alonso et al. [59] presented issues on fault-tolerance for commercial workflow 

management systems (WFMS) like Current commercial WFMS lack in fault-

tolerance features and techniques borrowed from transactional systems like 

replication should be used for increased availability and better exception handling. 

 

                              Table 2.2 The Existing Proposed Techniques for Fault Tolerance 

 

Author 
Proposed 

technique  

Techniqu

es used 

Technology 

employed/Strate

gy 

Findings Scientific 

Contribution 

Kalanirnika 

GR [13] 

The CoW-pC 

(Copy 

on 

Write Presave 

in cache) 

algorithm 

Reactive Pre-saves all the 

tasks running on 

the VM’s in a 

cache memory 

Reduces the 

checkpoint 

overhead and 

execution 

time 

Applied in 

Virtual 

Machines for 

against Run 

time errors. 

Ifeanyi P. 

Egwutuoha 

[14] 

Proactive Fault 

tolerance to 

HPC 

Proactive Predicts failure 

and takes action 

to lower the 

impact of 

failure. 

Improves the 

overall 

execution 

time for 

computation 

intensive 

applications 

Applied to 

computation-

intensive 

applications 

running in  

Cloud 

Zeeshan 

Amin [15] 

Algorithm 

based upon 

Artificial 

Neural 

Network 

Proactive Estimated the 

expected arrival 

time from a 

virtual machine. 

Evaluates the 

faults 

occurring in 

the system 

and improves 

the accuracy 

Designed for 

dynamic 

clouds and the 

results are 

expected   

Dr. 

Chandralekha 

[16] 

Based on 

qualitative 

measure 

Reactive Classified the 

faults into three 

categories such 

as known, 

unknown and 

Undiagnosable   

Excludes the 

parameter 

such as 

availability, 

reliability and 

fault 

management   

The proposed 

work is not 

contributed in 

real world 

environment. 

Taskeen 

Zaidi [17] 

Proposed 

algorithms for 

global and 

local 

checkpoints 

Reactive Thread has been 

assigned to 

requested 

processes using 

simulator and 

allocates sub-

clouds based on 

round robin 

algorithm. 

Checkpoints will 

be updated 

accordingly    

Updates the 

local and 

global 

checkpoint 

for handling 

of faults 

Applied test 

cases using the 

concept of 

Finite state 

Machines but 

do not 

contribute 

scientifically.    



Ravi Jhawer 

[18] 

Fault 

Tolerance 

Manager 

Proactive Collaborates the 

proposed work 

with delivery 

scheme to enable 

a service 

provider that 

offered fault 

tolerance support 

to client’s 

applications   

Flout Cost 

analysis 

parameter. 

Delivered fault 

tolerance as a 

service 

Kandaswamy

[52] 

Algorithm 

based on Over 

provisioning 

replication. 

Reactive Overprovisionin

g replication 

mechanism is 

used where 

different copies 

of the workflow 

task s( same 

input data-set) 

are  executed 

parallelly. 

Maximizes 

the 

probability of 

success for 

different 

workflow 

tasks. 

Delivered fault 

tolerance as a 

service 

Nurmi [53] 

and 

Schroeder 

[54] 

Resource 

reliability 

model for fault 

tolerance 

Reactive Weibull 

distribution and 

taking ‘mean 

time between 

failures (MTBF)’ 

as a parameter 

on modern high 

performance 

clusters. 

Maximizes 

Reliability 

Delivered 

Reliability 

Model for fault 

tolerance. 

Reed[55] Adaptive 

techniques for 

failure 

detection 

Reactive 

and 

Proactive 

Identified 

reliability 

challenges for  

HPC systems 

and provided 

adaptive 

techniques for 

failure detection 

(using 

performance 

contracts) and 

runtime 

adaptation for 

MPI 

applications. 

Reliability 

challenges for 

large-scale 

HPC systems 

Delivered 

Reliability 

Model for fault 

tolerance. 

Lu[56] Fault 

sensitivity for 

MPI 

applications .  

 

Reactive Identify fault 

sensitivity for 

MPI applications 

Fault 

sensitivity for 

MPI 

applications 

Fault sensitive 

model 

Khalili[57] Fault-tolerance 

mechanisms 

for workflows 

executing on 

computational 

grids 

Reactive Studied the 

reliability of 

computational 

grids using data 

gathered via a 

deployment of 

monitoring 

infrastructure on 

two production 

grid 

Fault-

tolerance 

mechanisms 

for 

workflows 

executing on 

computationa

l grids 

Delivered fault 

tolerance as a 

service 



platforms,one of 

which is the 

TeraGrid 

Hwang [58] Failure 

detection 

service (based 

on 

notifications) 

Reactive Presented a 

failure detection 

service 

model(based on 

notifications) 

and scalable 

framework for 

handling grid 

failures using 

simulation as the 

evaluation 

parameter.  

 

Grid failures Delivered fault 

tolerance as a 

service 

Alonso [59] Issues on fault-

tolerance for 

commercial 

workflow 

management 

systems 

(WFMS) 

Reactive Presented issues 

on fault-

tolerance for 

commercial 

workflow 

management 

systems 

(WFMS) like 

Current 

commercial 

WFMS lack in 

fault-tolerance 

features and 

techniques 

borrowed from 

transactional 

systems like 

replication 

should be used 

for increased 

availability and 

better exception 

handling. 

Faults in 

commercial 

workflow 

management 

systems 

Delivered fault 

tolerance as a 

service 

  

            Table 2.2 describes the earlier proposed techniques in fault tolerance.  

 

2.6 Conclusion 

This Chapter has done the study on various fault tolerant techniques and analyzed 

their comparison. The next chapter aims to eliminate the research gaps realized from 

the above study. 

 



Chapter 3 

Research Gap and Problem Statement 

 

3.1 Research Gap 

As the cloud environment is dynamic, unpredictable system operation occurs, 

causing problems and failures. Therefore it is essential to evaluate the faults 

efficiently. Fault prediction is one of the biggest challenges in securing cloud 

system. By the occurrence of fault in the system, performance of application 

executing in the cloud degrades eventually due to which it does not perform 

robustly [44]. Mostly used techniques for the fault tolerance comes in the category 

of reactive and proactive where it has been observed that reactive techniques 

performs effectively in comparison with proactive techniques. The existing 

proactive techniques are not that much reliable in fault tolerance and are not that 

efficient. Application failure rate is high in the existing proactive techniques. Also 

fault tolerant techniques work efficiently for real time applications than for 

scientific applications. Existing fault tolerant techniques for scientific applications 

are less efficient and less reliable. Therefore there is a need to make a more 

efficient and reliable proactive fault tolerant technique for scientific applications. 

3.2 Problem Statement 

There are many challenges in the area of Cloud Computing. Fault tolerance is the 

biggest challenge among all. Making cloud environment fault tolerant is very 

important. One important aspect of Cloud Computing is the effective allocation of 

Cloud resources like virtual machines to all the Cloudlets that are performing 

different tasks In the existing fault tolerant systems , there is no efficient 

allocation of cloud resources and failure rate for the cloudlets is very high. Also 

most of the fault tolerant systems handle faults reactively and efficiency rate of 

fault tolerance is high in case of real time applications as compared to Scientific 

applications . Therefore there is a need to develop a proactive fault tolerant 

technique for Scientific Application that can handle the fault occurred in the 



effective allocation of Cloud resources proactively reducing the failure rate of 

cloudlets to a large extent [23]. 

3.3 Objectives 

i. To explore various reactive and proactive fault tolerant techniques for Cloud 

Computing. 

ii. To propose a proactive fault tolerant technique for efficient allocation of Cloud 

resources to all the cloudlets for a Scientific application. 

iii. To implement the proposed proactive fault tolerant technique on Cloud platform. 

3.4 Methodology  

To accomplish the proposed technique, the below steps are followed: 

i. Understand the various reactive and proactive fault tolerant techniques for real time 

and Scientific applications. 

ii. To explore various available datasets of tasks for different Scientific applications. 

iii. To setup Cloud platform for executing the cloudlets using dataset of Scientific 

application.  

iv. Propose the proactive fault tolerant technique using Split Algorithm. 

v. Compare the allocation of virtual machines and execution time of cloudlets for 

existing and proposed technique  

 

 

 

 

 

 

 

 

 

 

 



Chapter 4 

Proposed Proactive Fault Tolerant Technique 

 

In cloud computing, there are number of virtual machines that execute individual 

tasks or cloudlets. In the previous fault tolerant systems, the allocation of virtual 

machines has been done on the basis of ranking. Each cloudlet has its own execution 

time and size. Thus, each virtual machine of the system executes cloudlet and then 

based upon this, an execution a table has been generated. Considering this table, the 

number of virtual machines who successfully completed the execution of an 

individual cloudlet is examined. The ranking of those machines who accomplish the 

execution is measured and the machine at first position will be allocated with the 

cloudlet such as FCFS (first successful VM in completing task). Consequently, 

sometimes very small sized cloudlet has been allotted to the virtual machine of very 

large size (executing large number of instructions per second). Moreover, there are 

more chances of occurrence of a condition where no suitable VM has been found for 

the cloudlet. Due to this problem in the existing fault tolerant systems, there is a 

requirement of introducing a new method where the ranking based on FCFS should 

not be priority.  

4.1 Description of Proposed Technique 

In proposed work when cloudlets arrive to the processor then the best fit approach 

will be applied. The best fit approach here refers to the process of allocation of 

suitable VM to the cloudlet which will execute it in minimum time. In case, if the best 

fit is not found or if any of the machine is currently not matching with the job’s 

specifications then the proposed algorithm would eliminate this failure by processing 

that cloudlet in two ways, either it will split the cloudlet in two parts i.e dividing the 

cloudlet into two parts on the basis of its size or it will make a request for the new 

virtual machine. The splitting of the cloudlet is a method in which the cloudlet is 

divided into two parts and both parts are processed simultaneously which consumes 

less time and also works efficiently. In case of generating a request for the new virtual 

machine , memory requirement for that VM is checked. If there is no sufficient 



memory for the new VM, then that cloudlet will be considered as fail, otherwise a 

new VM is created for that cloudlet. 

4.2 Steps of the Proposed Technique 

i. Enter the size of the cloudlet (taken from Scientific application -Montage) and the 

time needed to process that cloudlet. 

ii. Execute the cloudlet on each virtual machine for obtaining the time of execution.  

iii. Compare the execution time of cloudlets on different virtual machines and allot the 

cloudlet to the VM with minimum execution time. This VM is taken as the best fit for 

that particular cloudlet. 

iv. If the best fit VM  is not found for the execution for a particular cloudlet, then split 

the whole cloudlet into two equal parts on the basis of its size and then again repeat 

the step iii. 

vi. In case after splitting of cloudlet into the new cloudlets, if any of the cloudlet does 

not get best fit VM, then a request for new VM is generated. 

vii. Compare the size of the new VM with the host machine. If size of new VM is less 

than the host machine then new VM is created and allocated to the cloudlet otherwise 

cloudlet is considered as failed. 

 

 

 

 

 

 

 

 

 

 



Flowchart for the proposed technique is shown below – 

 

 

 

 

. 

 

     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Enter the size of the cloudlet (taken from Scientific application -Montage) and 

the time needed to process that cloudlet. 

 
Execute the cloudlet on each virtual machine for obtaining the time of 

execution. 

Compare the execution time of cloudlets on different virtual machines and allot 

the cloudlet to the VM with minimum execution time. This VM is taken as the 

best fit for that particular cloudlet. 

 

Yes 
 Best fit 

machine is 

found for the 

cloudlet? 

No 

Split the whole cloudlet into two equal parts on the basis of its size. 

Best fit machine is 

found for the 

cloudlet? 

 

                     A request for new VM is generated. 

 machines to them. 

No 

        Compare the size of the new VM with the host machine. 

Size of new virtual 

machine is greater than 

host machine? 

Cloudlet is considered as failed. 

Allot best fit virtual machine to the cloudlet 

End 

Execute the cloudlet on each virtual machine for obtaining the time of 

execution. 

 

Compare the execution time of cloudlets on different virtual machines and 

allot the cloudlet to the VM with minimum execution time. This VM is taken 

as the best fit for that particular cloudlet. 

 

Yes 

No 

Yes 



4.3 Scientific Application : Montage 

Montage [37] is an open source toolkit created by the NASA/IPAC Infrared Science 

Archive and is used for generating random mosaics of the sky using user given or 

software given images. Flexible Image Transport System (FITS) format is used for 

the images in this scientific application. At the time , when final mosaic is being 

generated , the shape of  output image is drawn from the input images . Reprojection 

of all input images is done so as to obtain the same spatial scale and rotation. 

Background emissions that are found in the images are rectified to attain a uniform 

level. Finally the re-projected corrected images are all added together to generate the 

output mosaic. The Montage application’s workflow is executed in TeraGrid (Grid 

environment) [38]. Workflow of Montage application is shown in Figure 4.1. 

 

                                          Figure 4.1 Montage Workflow 

From the Montage dataset, size and execution time of the cloudlets are considered. 

Screenshots of Montage Application having 25 nodes are shown as follow in Figure 

4.2 and Figure 4.3. 



Figure 4.2 Dataset of Montage Application 

    

                                       Figure 4.3 Dataset of Montage Application 

 

 

 

 

 



Chapter 5 

Results and Discussion 

 

This chapter discusses about the tools needed to setup Cloud platform , 

implementation of the proposed technique and the corresponding results. 

5.1 Tools Used to Implement Cloud Platform 

5.1.1 CloudSim 

CloudSim is an extensible toolkit that helps in enabling modeling of cloud resources. 

Simulation of cloud environment and experimentation of services in Cloud 

Computing can be done with the CloudSim. There is no need to focus on low level 

details of Cloud based infrastructure and services. It gives support to both behavior 

and system modelling of Cloud components like virtual machines, datacenters and 

resource provisioning. CloudSim features are:- 

i. It provides modelling and simulation support for Cloud Computing infrastructure 

lying on a physical computing node. 

ii. There is a hosting platform for modelling datacenteres , scheduling , service 

brokers and allocation policies. 

iii. It provides support for modelling and simulation of energy aware computational 

resources. 

iv. It gives modelling and simulation support for federated clouds. 

v. In CloudSim, dynamic insertion of simulation elements is allowed. 

vi. Support for modelling and simulation of message passing applications and   data 

center network topologies is provided. 

vii. Support for user defined policies for host allocation to virtual machines. 

 

 



 

                        Figure 5.1 Layered CloudSim Architecture 

5.1.2 NetBeans  

NetBeans is a software development platform written in Java. The NetBeans       

platform allows applications to be developed from a set of modular software 

components called modules. The NetBeans IDE is primarily intended for 

development in Java, but also supports other languages, in particular PHP, C/C++and 

HTML5. 

5.2 Implementation of Proposed Technique 

This section describes the implementation steps of the proposed technique. 

i. For the first step , dataset was extracted from the WorkflowSim toolkit. From the 

dataset, size and execution (processing) time were considered as the parameters to 

implement the proposed technique. 

ii. Execution of the cloudlet on each virtual machine was implemented for obtaining 

the time of execution as shown in Figure 5.2. 



 

                       Figure 5.2 Obtaining execution time for each cloudlet for each VM   

iii. Comparison of the execution time of cloudlets on different virtual machines and 

the allotment of the cloudlet to the VM with minimum execution time was done as 

shown in Figure 5.3, Figure 5.4 and Figure 5.5. 

 

             Figure 5.3 Comparison of execution times of different virtual machines 



 

                               Figure 5.4 Allotment of cloudlets to their best fit VM 

  



 

                          Figure 5.5 Identification of failed cloudlets  

iv. Splitting of the whole cloudlet into two equal parts on the basis of its size was 

done if the best fit VM  is not found for the execution for a particular cloudlet as 

shown in Figure 5.6 ,Figure 5.7,Figure 5.8 ,Figure 5.9 and Figure 5.10. 

 

                        Figure 5.6 Display of message for failed cloudlets 



 

                                                 Figure 5.7 Splitting of cloudlets 

 

                                      Figure 5.8 Splitting of cloudlet with id 4 creating cloudlet 401 and 402 



 

                          Figure 5.9 Calculating execution time for each cloudlet for each VM 

 



 

                                Figure 5.10 Allotment of Cloudlets to their best fit VM. 

vi. A request for new VM is generated if in case after splitting of cloudlet into the new 

cloudlets, if any of the cloudlet does not get best fit VM as shown in Figure 5.11 and 

Figure 5.12. 

 

                   Figure 5.11 Identification of failed cloudlets after the splitting process 



 

                                    Figure 5.12 Creation of new virtual machine 

vii. Comparison of the size of the new VM with the host machine was done as shown 

in Figure 5.13. If size of new VM is less than the host machine then new VM is 

created and allocated to the cloudlet otherwise cloudlet is considered as failed. 



 

                           Figure 5.13 Creation of new virtual machine 

 

5.3 Results 

The proposed work provides a solution to the problem of occurrence of fault in the 

existing systems. Each virtual machine is allotted to the particular task in an efficient 

manner so that cloudlet should be executed efficiently with less time before the 

deadline. The experimental results acquired from the proposed technique are 

represented in Figure 5.14 and Figure 5.15 for the existing and proposed approach 

respectively.                  



                          

Figure 5.14 Execution time of different cloudlets in an Existing Approach 

The Figure 5.14 illustrates the execution of the traditional approach in allotting the 

cloudlets to the virtual machine. From the Figure, it is clear that some of the cloudlets 

have not been allotted to the virtual machine or no suitable virtual machine has been 

found for the cloudlets having id 4 and 5.These cloudlets are considered to be failed. 

The dialog box has presented in the figure shows the occurrence of fault in the system               

 

       Figure 5.15 Execution time of different cloudlets in a Proposed Approach 



The Figure 5.15 depicts the execution of the proposed approach where all the 

cloudlets are successfully initialized to each virtual machine. Thus, no fault has 

occurred in the system. The analysis has performed in terms of time and number of 

cloudlets where each VM is busy in performing its allotted task and all cloudlets have 

completed their tasks before or on deadline. In the proposed technique, no cloudlet 

has been failed thus fault has been handled proactively. Here the failure rate for the 

application has been decreased.    

5.4 Comparitive Analysis of Failure Rates 

 

                                             Figure 5.16 Failure Rate for Existing Technique 

From the graph as shown in Figure 5.16 ,it is clear that, on increasing the Cloudlets or 

packets(no. of jobs) the number of failed cloudlets is also increasing or it can be said 

that failure rate of the application is increasing continuously. Thus existing fault 

tolerant technique is not reliable or efficient. Here the failure rate is growing 

exponentially with respect to number of total cloudlets. Therefore there is a need to 

develop more efficient and reliable fault tolerant technique in which rate of failure is 

very low or almost negligible and in which jobs can be executed successfully without 



failure such that every virtual machine is busy with some task to be performed 

without fail. 

 

                                              Figure 5.17 Failure Rate for Proposed Technique 

From the graph as shown in Figure 5.17 , it is clear that till 25 cloudlets, number of 

failed cloudlets is zero. Thus no cloudlet has failed in its execution and all the tasks 

are performed successfully by the virtual machines before the deadline. After 25 

cloudlets, failure rate begins to increase which is not that too high. Here application 

failure rate is growing on a small pace as compared to the existing technique in which 

application failure rate was growing exponentially. Thus our proposed technique is 

more reliable and efficient in which failure rate of cloudlets has been decreased to a 

large extent. 



 

                          Figure 5.18 Comparison of failure rates of existing versus proposed technique 

From the final graph as shown in Figure 5.18 ,it is clear that failure rate of existing 

fault tolerant technique is exponential with respect to the increase in number of 

cloudlets (jobs in an application).In the proposed technique, initially failure rate is 

negligible and later on increasing but on a very small rate. Thus proposed technique is 

more efficient and reliable as compared to existing technique. 

 

   

 

 

 

 



Chapter 6 

Conclusion and Future Scope 

 

6.1 Conclusion 

The main goal of this research work was to propose an efficient proactive fault 

tolerance technique for Scientific applications in Cloud. The proposed technique 

satisfies all the research gaps found in the literature survey of fault tolerance 

techniques. The proposed technique handles the fault of allocation of virtual machines 

proactively such that all cloudlets complete their tasks on or before deadline and there 

is successful allocation of virtual machines to all the cloudlets. Probability of failure 

in the proposed system is less as the fault occurred in the system has been tolerated 

proactively. The projected work assures the reliability and the efficiency of the system 

where all the virtual machines are dedicated to their task and no VM has been left out.  

 

6.2 Thesis Contribution 

i. This thesis provides an efficient and reliable proactive fault tolerant technique such 

that there is effective allocation of virtual machines to all the cloudlets and all 

cloudlets finish their tasks on or before the deadline. 

ii. This proactive fault tolerance technique helps in reducing the failure rate of 

cloudlets to a large extent. 

iii. This technique ensures that all virtual machines have been successfully allotted to 

the cloudlets and no VM is left out. 

 

6.3 Future Scope 

i. In future the proposed work can also be enhanced with more fault tolerance 

capability such as by introducing the factors like cost, memory, budget etc.   

ii. The proposed proactive fault tolerant technique can be made autonomic in future. 

iii. Instead of simulation , the proposed technique can be used to perform real tests.                      
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