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ABSTRACT

The rapid proliferation of Internet of Things (IoT) devices, projected to reach 30.9 billion
by 2025, has led to an unprecedented surge in data generation and a heightened demand for real-
time, low-latency processing. As IoT applications become increasingly critical in sectors such
as healthcare, transportation, and smart cities, traditional cloud-centric computing models face
significant challenges in meeting the stringent requirements for timely data processing and service
delivery. The inherent latency and bandwidth limitations of centralized cloud architectures create
bottlenecks that hinder their effectiveness in handling the vast and dynamic data streams generated

by IoT devices.

To address these challenges, there is a pressing need for computing paradigms that can
adapt to the distributed nature of modern networks and efficiently manage the high volume of data
generated. This work explores Osmotic Computing (OC), a novel paradigm designed to bridge the
gap between edge and cloud computing by optimizing resource allocation and service migration
across heterogeneous environments. OC leverages emerging technologies such as 5G and Mobile
Edge Computing (MEC) to enhance the responsiveness and scalability of computing systems,
enabling them to meet the demands of real-time applications. This work focuses on developing
an efficient framework for task scheduling and resource allocation in 5G networks, Intelligent

Transportation Systems (ITS), and 10T environments.

The first framework, OCTRA-5G, is developed to address the limitations of traditional task
scheduling and resource allocation in 5G networks. Traditional models struggle to efficiently
manage the increased complexity and demand of 5G environments. OCTRA-5G utilizes OC
principles to segregate services into microservices and macroservices, optimizing their scheduling
and migration. Through simulations on sets of 10, 20, and 30 gNBs, the framework demonstrated
substantial improvements in performance using algorithms such as FCFS, SJF, and PS, effectively

reducing latency and improving overall efficiency.

The second framework, OsCoMIT, is introduced to tackle the challenges in Intelligent Trans-

portation Systems (ITS). With the rise in intelligent vehicles, there is a critical need for efficient
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resource allocation at the edge network to handle service requests swiftly and effectively. OsCoMIT
employs a Proportional Fairness (PF) algorithm to manage computational and memory resources
for these vehicles. This framework improves upon traditional algorithms like FCFS and PS by
enhancing resource utilization and system performance. The results of the framework are validated
through statistical analysis using ANOVA which shows that OsCOMIT performed better than other

algorithms.

The third framework, DQN-Osmosis, addresses the dynamic nature of IoT, edge, and cloud
environments by introducing Deep Q-Networks (DQN) for intelligent decision-making. In rapidly
changing network conditions, traditional decision-making approaches may not adapt quickly enough.
DQN-Osmosis uses reinforcement learning to optimize service migration and task offloading, sig-
nificantly improving resource allocation and processing efficiency compared to Random Agent,
Q-Learning, and SARSA. The effectiveness of this approach was confirmed through the Wilcoxon

signed-rank test.

The fourth framework, ©1 — osmotic, a novel approach designed to address the challenges
of dynamic resource allocation in Intelligent Transportation System. As these devices generate
vast amounts of data, the need for efficient computational paradigms at the network edge becomes
critical. The proposed p—osmotic framework leverages Osmotic Computing principles and the
Advantage Actor-Critic (A2C) algorithm to optimize the distribution of service requests between
edge and cloud resources. By dynamically managing resources on the basis of real-time values of
the metrics such as CPU usage, memory consumption, and energy efficiency, u—osmotic enhances
service performance, reduces latency, and ensures effective resource utilization. Through compre-
hensive evaluation and comparison with other algorithms, the framework demonstrates significant

improvements.
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Chapter 1

Introduction

In this chapter, the focus is to emphasize the emergence of computing paradigms that are
driven by the exponential increase in the production of data from IoT devices and in the
surge of demand for low-latency as well as scalable applications. The growth projected by
the markets highlights the immediate need for adaptable and efficient computing models.
The IoT devices are expected to reach 30.9 billion by 2025. The traditional cloud-centric
approaches thus feel the challenge in meeting the low latency requirements of the time-
sensitive applications. This chapter sets the stage by discussing the core concepts of cloud,
edge, and fog computing and highlights their limitations in traditional loT environments. It
introduces Osmotic Computing that aims to optimize the service deployment and resource
allocation across heterogeneous environments. The chapter also offers insights into the

principles, their advantages, and potential applications across numerous sectors.

1.1 Cloud, Edge, and Fog Computing: Key Concepts

The global market for cloud computing is expected to reach $1.3 trillion by 2027 [5], high-
lighting the success of cloud computing but also emphasizing the need for more efficient and
scalable solutions. Based on the IoT analytics issued in 2024, it is expected that the number of
connected IoT devices will reach 30.9 billion by 2025 [6]. This growth necessitates a computing

model to handle the diverse and massive volume of data and network traffic generated by these de-

1



2 Introduction

vices. Latency is critical for applications like autonomous vehicles, smart grids, and remote surgery.
Even a millisecond delay can have significant consequences. Traditional cloud-centric approaches
often struggle to meet these stringent latency requirements. This amount of data transmission over
the devices and network may result in throttling of bandwidth, increasing unnecessary delay and
posing a negative impact on the industry. Distributed computing, including edge computing, was
first introduced as a result of the necessity to address the problems. Using these approaches, the
entire process is moved to a decentralized data center. This reduces latency by moving processing
and storage closer to the data source.

For example, in a smart transportation system, during peak hours, vehicles may request for
collision detection, route optimization, and real-time navigation near urban centers, creating high
demand for those edge resources. But during off-peak hours or in less populated regions, the
resource usage drops significantly, leaving many edge servers underutilized leading to resource
wastage, as idle resources in low-traffic regions remain unused while high-traffic areas experience
congestion and latency issues. To handle the emerging complex IoT applications, more research is
being done on the distributed paradigms. The lack of scalable, flexible, and interoperable solutions
to provide these applications in complex, dynamic, and heterogeneous computing environments is
what drives osmotic computing, one of the most promising [7].

Osmotic Computing has developed as an enhancement and extension of other existing com-
puting paradigms like fog, cloud, and edge computing. Osmotic computing dynamically balances
workloads between cloud and edge resources in order to optimize resource consumption and service
distribution across diverse settings.

The word “cloud” first appeared in the telecommunications industry when users began send-
ing data through virtual private networks (VPNs). The definition of cloud computing according to
the National Institute of Standards and Technology (NIST) [8] is: ”Cloud computing is a model
for enabling convenient, on-demand network access to a shared pool of configurable computing re-
sources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned
and released with minimal management effort or service provider interaction.”

The primary objective of cloud computing is to utilize and combine remote resources to
achieve high throughput. It addresses QoS, scalability, delivery paradigms, virtualization, and inter-

operability [9]. Large amounts of storage and processing power are positioned in close proximity
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Figure 1.1: Growth of connected devices from 2019 to 2030

to the sensors or mobile devices in edge computing. These are referred to as fog nodes, cloudlets,
or microdatacenters [10]. When content delivery networks (CDNs) were first implemented in the
1990s to improve web speed, edge computing had its start [11]. Edge Computing (EC) uses the
cloud computing architecture to expand the CDN concept. Cloudlet can operate just like cloud
computing. For isolation, resource management, safety, and metering, the code is contained within
a virtual machine or a lightweight container. The promise of edge computing was initially illus-
trated by Brian Noble et al. [12], who showed how edge computing might be used to implement
voice recognition on a mobile device with limited resources by offloading the work to a nearby
server [13].

The Internet of Things (IoT) was introduced in 1999 for use in supply chain management. It
leads to the concept of computer sensing information without any human intervention and is widely
adapted in the fields such as transport, environment, defense, home, and healthcare [14] [15, 16].
The advent of 10T took us to the post-cloud era, where an extensively large amount of data is
produced by the devices immersed in our lives, along with other devices that are deployed at the
edge to consume this data. This has led to bandwidth coming to a standstill and the speed of data

transmission is also becoming a bottleneck. Figure 1.2 illustrates the conventional cloud computing
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structure. This figure shows that the raw data generated by the devices is transmitted to the cloud,
and the data consumers send requests to the cloud, and the cloud responds by sending the requested

data. But, due to the vast amount of data generated by IoT devices, this infrastructure is not enough

Data Request | I
@ _>® -
S o s s D-—‘
Result ‘

Data Producer Data Consumer

Figure 1.2: Cloud Computing Paradigm [1]

for them. It will lead to more bandwidth and computing resource usage, more energy consumption,
and privacy issues. Therefore, offloading the data to the cloud will be more efficient. Figure 1.3
shows the edge computing paradigm. This paradigm results in less bandwidth usage, less energy

consumption, and less latency as the data is offloaded near the data producer.

g

* f Data Producer

o)

Data Resultl lRequest =
| I Computing offload
"I | Data caching/storage
Data processing
e i === Request distribution
i I Service delivery
l I loT management
11 -Privacy protection o
vy
SO 8 © &
® @ H * O
S | & 0
o Rwv@E
Data Producer/Consumer

Figure 1.3: Edge computing paradigm [1]

1.2 Osmotic Computing

Osmotic Computing was introduced by Villari et al. [2] in 2016. According to Villari et
al., the definition of Osmotic computing (OC) is “Osmotic computing is a new paradigm that is

driven by the significant increase in resource capacity/capability at the network edge, along with
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support for data transfer protocols that enable such resources to interact more seamlessly with
datacenter-based services”

The idea of Osmotic Computing fostered due to an increase in the resource capacity at
the edge layer. It enables automatic deployment of microservices in distributed environments.
These microservices are interconnected and composed at the edge of cloud infrastructures [2]. In
chemistry, "Osmosis” represents the seamless diffusion of molecules from a solution with a higher
concentration to a lower concentration. This process represents how the services should be migrated
into the cloud network. Figure 1.4 shows the solute particles allowed through the semipermeable

membrane.

semi-permeable
membrane

sugar | water
molecules : molecules

Figure 1.4: The principle of Osmosis and Osmotic computing

Drawing inspiration from the process of osmosis, where fluids move across a semipermeable
membrane to reach equilibrium, osmotic computing facilitates the dynamic movement of data and
tasks between the cloud, fog, and edge layers. This movement is based on real-time resource
availability and the specific requirements of each application. Imagine, for instance, a complex
image recognition task that is initially processed at the edge by a local device. If the device
encounters resource constraints or requires specialized processing power, osmotic computing allows
the task to seamlessly migrate to a more powerful fog or cloud resource, ensuring efficient and
timely completion. Depending on the type of application, the service can be moved to edge or
cloud.

It uses dynamic and adaptive migration policies to optimize latency. In case of low latency

processing services, they are prioritized for edge execution ensuring minimal delay. However,
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in case of resource constrained edge servers, latency sensitive processes are offloaded to fog or

cloud servers. Although it introduces latency, osmotic computing uses latency-aware scheduling

and resource orchestration. This dynamic allocation seeks to optimize resource utilization and

achieve a balance between resource availability and processing requirements. Unlike traditional

distributed computing models with static resource allocation, osmotic computing fosters a more

adaptive and responsive approach that caters to the ever-changing demands of applications and

the underlying computing environment [2]. It uses well-known technologies like virtualization

[17,18] and software-defined infrastructure (SDI) [19] to make a flexible and scalable computing

environment that can assign resources on demand.

1.2.1 Analogies between Osmosis and Osmotic Computing

i.

1l

iil.

Solvent: The component of the solution that absorbs the solute is called the solvent. It is
the only component that can move through the semipermeable membrane. In the computing
paradigm, the services need to be moved between the servers by categorizing them into

microservices and macroservices. Here, S can be represented by the Equation 1.1.

S ={S1,5,...,5} (1.1)

Solution: Tt is the entire network or the entire infrastructure that includes the services (.5),
resources (R), servers ('), datacenters (D), and edge device (£). The N represents the entire

network as shown in Equation 1.2.

N ={S,R,V,D,E} (1.2)

Solute: In the process of osmosis, the component of a solution that is not allowed through the
membrane is called the solute. In osmotic computing, energy (F), computational power (C'),
current load (L), and processing time (7°) are solute. Here, o represents the solute, which can

be represented as shown in Equation 1.3

o={E,C LT} (1.3)
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iv. Concentration: It is the ratio of the solute to the solvent. In osmotic computing, it refers to the

total number of services that the available computational resources can handle. Concentration
(C) is the ratio of the total number of services (S) to the available computational resources (R),
as shown in Equation 1.4.

S

C=5 (1.4)

Semipermeable membrane: The semipermeable membrane determines the movement of the
solvent to maintain the concentration of the solution. The movement depends on the timing
(t), where (1) and how (m) of the movement of the services between the edge and the cloud

data centers. That is decided by the semipermeable membrane. It is shown in Equation 1.5

F=DM(t1lm)-S (1.5)

1.2.2 Osmotic Computing Elements

1.

ii.

1il.

Microelements (MELs): MELSs are the basic execution units in a communication network.
They create abstractions by encapsulating tasks, task dependencies, and required data, enabling
migration between different computing resources. This approach simplifies task management

and facilitates seamless movement in a computing environment [18].

Osmotic Pressure Monitors (OPMs): These components continuously assess the health of the
computing environment by monitoring resource availability (CPU, memory, and storage) in
the cloud, fog, and edge layers. In addition, OPMs monitor network conditions (bandwidth
and latency) and processing requirements (application requirements). By collecting all this
information, OPMs can determine where MELSs should go and how they should move between

layers to ensure that resources are used efficiently and applications run smoothly [20].

Osmotic Middleware: This software layer plays a vital role in coordinating MEL movements.
It interacts with OPM in two ways: 1) it receives resource allocation recommendations based
on data collected by OPM, and 2) it facilitates the migration of MEL across different comput-
ing layers using virtualization technology. The Osmosis middleware acts as a control center

and directs tasks and data flows based on OPM’s dynamic recommendations [21].
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1.2.3 Advantages of Osmotic Computing

1.

il.

iil.

1v.

Reduced Latency: Tasks are processed as close to the data source as possible, minimizing the

distance that data travels and significantly reducing latency.

Improved Efficiency: Resource utilization is optimized by intelligently allocating tasks to the
most appropriate layer: cloud for complex tasks that require high processing power, fog for
tasks that require medium resources and local processing, and edge for basic computing and

real-time response.

Enhanced Scalability: Pervasive systems can dynamically adapt to different workloads by
seamlessly scaling resources across cloud, fog, and edge layers. As the demand for processing
power increases, tasks can be migrated to more powerful resources in the cloud or fog, while

periods of lower activity can effectively utilize edge resources.

Cost Optimization: By leveraging a combination of cloud, fog, and edge resources based on
their processing capabilities and costs, osmotic computing can significantly reduce operational
expenditures. Less demanding tasks can be handled by the more cost-effective edge and
fog resources, while the cloud is utilized only when its superior processing power is truly

necessary.

1.2.4 Applications of Osmotic Computing

1.

il.

Industrial Automation:Real-time monitoring and control of industrial processes require im-
mediate feedback and decision-making. Osmotic computing can facilitate this by distributing
computational tasks between cloud and edge resources, ensuring that critical data is processed
locally for immediate response while leveraging cloud resources for more intensive computa-
tional tasks. This method can enhance the efficacy and dependability of automated systems in

manufacturing, supply chain management, and various industrial applications.

5G: Osmotic computing adds cutting-edge functionalities to 5SG networks, especially in dy-
namic allocation of resources. Osmotic computing enhances the performance of 5G infrastruc-
ture by dynamically allocating computing resources in accordance with real-time demand and

network circumstances. This adaptability is essential for accommodating a range of applica-



1.2.

OSMOTIC COMPUTING 9

1il.

1v.

tions, including ultra-reliable low-latency communications (URLLC) and massive machine-
type communications (mMTC), where fluctuating workload requirements necessitate effective
resource management. Additionally, osmotic computing enhances network slicing capabil-
ities by dynamically adjusting configurations to meet specific service requirements. This
optimization not only improves service delivery but also ensures efficient utilization of net-
work resources, enhancing scalability and flexibility in 5G deployments. Moreover, osmotic
computing contributes to enhancing security and privacy in 5G networks by decentralizing
trust management and implementing robust data anonymization techniques at the edge. These
measures mitigate risks associated with centralized data processing, promoting secure and

compliant operations across 5G-enabled applications.

Autonomous Vehicles: Processing sensor data and making critical decisions for navigation
requires minimal latency, which is a strength of osmotic computing. Autonomous vehicles rely
on real-time data from cameras, LIDAR, radar, and other sensors to make quick decisions. By
processing this data at the edge, near the vehicle, osmotic computing reduces latency, enhances
safety, and improves the overall performance of autonomous driving systems. Additionally,

cloud resources can be used for high-level data analysis and updates to navigation algorithms.

Augmented Reality (AR) and Virtual Reality (VR): Effortless user experiences in AR/VR
applications depend on low-latency data processing. Osmotic computing offers essential
infrastructure by processing data near the user’s device, minimizing latency, and facilitating
a seamless and immersive experience. This is especially crucial for applications like gaming,

simulations, and interactive media, where any latency might impair the user’s experience.

Healthcare: Processing medical data at the edge can ensure patient privacy while enabling real-
time health monitoring. Osmotic computing allows for sensitive health data to be processed
locally on devices such as wearable monitors or hospital-based edge servers, reducing the
risk of data breaches and ensuring compliance with privacy regulations. At the same time,
cloud resources can be used for more extensive data analysis, Machine Learning (ML) model
training, and long-term storage, facilitating advanced healthcare applications such as predictive

analytics and personalized medicine.
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Figure 1.5: Applications of Osmotic Computing

Financial Transactions: Optimizing the processing of sensor data from multiple devices can
be achieved by integrating edge and cloud resources. Osmotic computing allows IoT devices
to locally process initial inputs, minimizing data transfer to the cloud and enhancing response
times for low-latency applications. Subsequently, the cloud can be employed for diverse
functions, such as aggregating data from several devices, performing intricate analyses, and

aiding in decision-making inside industrial IoT applications, smart cities, and smart homes.

Internet of Things (IoT): Processing sensor data from numerous devices can be optimized by
utilizing both edge and cloud resources. Osmotic computing allows IoT devices to perform
initial data processing locally, reducing the volume of data sent to the cloud and enabling faster
response times for time-sensitive applications. The cloud can then be used for aggregating
data from multiple devices, performing complex analyses, and supporting decision-making

processes in smart homes, cities, and industrial IoT applications.

Wearable Devices: Smartwatches and fitness trackers can collect data locally and use cloud
resources for in-depth analysis. These devices can process basic health information, such
heart rate and steps achieved, locally, and provide the user with immediate feedback. Cloud

computing capability can be leveraged to execute complex analyses, such as trend analysis,
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anomaly detection, and personalized suggestions, all while maintaining battery life and timely

updates.

ix. Content Delivery Networks (CDNs): Osmotic computing can be used to optimize content
delivery based on user location and network circumstances. CDNs can lower latency, speed up
load times, and improve user experience by processing and caching content at edge nodes that
are closer to the end users. This method works especially well for online gaming, streaming
services, and other applications where responsiveness and performance are vital. Analytics,

worldwide distribution, and content storage are all possible with the cloud.

X. Smart Grid Management: Osmotic computing can enhance a smart grid’s optimization of en-
ergy distribution and consumption dynamically. Osmotic computing enhances efficiency and
reliability by facilitating real-time monitoring and management of energy usage through the
processing of data from sensors and smart meters at the network edge. This localized process-
ing enables rapid responses to fluctuations in supply or demand, aiding in grid stabilization

and averting disruptions.

1.2.5 Example: Benefits of Osmotic Computing in Smart City Traffic Man-

agement

The traffic management systems in smart city environments use devices such as sensors and
traffic cameras that are connected to vehicles to collect and process the vast amount of real-time
data, including vehicle count, accident detection, and traffic violations for accident detection, which
are critical to ensure safety and reducing congestion. In centralized cloud processing, all data is
transmitted to the cloud for processing, which leads to high latency, and network congestion be-
comes a bottleneck during peak traffic periods. In localized edge processing, the devices rely
entirely on edge devices, which limits their scalability and performance due to restricted compu-
tational and storage resources. Osmotic computing overcomes these challenges by dynamically
migrating tasks based on resource availability, task priority, and network conditions. For example,
in accident detection, the camera detects a collision. It processes the video feed locally on edge
devices, notifying the emergency services immediately, reducing the response time, and leading to

immediate response due to low latency. In traffic violation detection cases, the edge devices detect
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vehicles violating traffic rules, and the processing for e-challans generation is done locally or on
nearby fog nodes if the edge device is overloaded. Osmotic computing thus helps reduce latency,
as in the case of critical tasks like accident detection, where the processing is done at the edge
layer to ensure a real-time response. In case of traffic rule violations, the workloads are migrated
between edge and cloud layers in case of increased traffic volumes. The power-intensive tasks such

as machine learning analytics are offloaded to the cloud, conserving energy at the edge devices.

1.3 Task Scheduling and Resource Allocation

Task scheduling and resource allocation are fundamental components of computing systems,
essential for optimizing performance, enhancing efficiency, and ensuring the effective utilization of
resources. These concepts are particularly vital in distributed and cloud computing environments,
where resources are heterogeneous and tasks can vary significantly in their computational require-
ments. This section provides a detailed overview of task scheduling and resource allocation, their

importance, the challenges they present, and various approaches to address these challenges.

1.3.1 Task Scheduling

Task scheduling is important for enhancing system performance, energy efficiency, and re-
source usage in resource-constrained and highly dynamic networks. With the increase in the number
of IoT devices in various domains such as transportation, healthcare, and smart homes, effective
task scheduling mechanisms are important to orchestrate the execution of diverse computing tasks
over interconnected devices. The distinctive attributes of these IoT devices, including variability in
capabilities, constrained processing capacity, and restricted energy and memory resources, present
a considerable challenge for job scheduling algorithms.

The traditional algorithms that are inherited from the conventional distributed computing
paradigms often fail to address the specific constraints and requirements of the system. Edge
computing uses the proximate edge servers to offload the computation-intensive tasks from the
IoT devices, thus reducing the latency, and enhancing the overall responsiveness of the system.
This distribution of computing tasks closer to the data source reduces the need for round-trip

communication with remote cloud servers. It facilitates real-time decision-making and enables
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applications with stringent latency requirements, such as autonomous vehicles and healthcare. The
ML-based task scheduling algorithms have garnered attention in IoT research. The ML algorithms
use historical data, contextual information, and sensor readings to predict the future workload
and dynamically allocate the tasks across IoT devices in a manner that maximizes the resource
utilization and minimizes energy consumption. Using predictive modeling and advanced analytics,
the ML algorithms adapt to the changing device capabilities, environment conditions, and user
preferences, thus optimizing the system’s performance. The following are the advantages of task

scheduling:

e Minimize Makespan: Reducing the overall time required for completing all tasks is important
for improving the throughput of the system and meeting the deadlines. This involves balancing

the load across all available resources to avoid bottlenecks and maximize the parallelism.

e Maximize Resource Utilization: The efficient utilization of available resources ensures that
computational power is not wasted. High resource utilization leads to better performance and

cost-effectiveness, especially in environments where resources are billed based on usage.

e Maintain Load Balance: Distributing tasks evenly across resources prevents some resources
from becoming overburdened while others remain underutilized. Load balancing helps in

achieving higher performance and preventing resource contention.

e Meet Deadlines: Ensuring that time-critical tasks are completed within specified time frames
is vital in many applications, such as real-time systems and service-level agreements (SLAS).

This requires prioritizing tasks based on their deadlines and urgency.
Following are the types of approaches for task scheduling:

e Static Scheduling: Tasks are assigned to resources based on pre-determined criteria before ex-
ecution begins. This approach works well in predictable environments but lacks the flexibility

to adapt to changing conditions.

e Dynamic Scheduling: Tasks are allocated to resources in real-time, contingent upon the present
system status and workload. Dynamic scheduling exhibits greater flexibility and adaptability
to changes; yet, it necessitates more advanced algorithms and may incur significant computing

CoOsts.
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e Heuristic-Based Scheduling: Heuristic algorithms, such as the Earliest Deadline First (EDF)
or Least Laxity First (LLF), provide practical solutions by simplifying complex scheduling

problems with rules of thumb.

e Metaheuristic Algorithms: Advanced methodologies such as Genetic Algorithms (GA), Simu-
lated Annealing (SA), and Particle Swarm Optimization (PSO) provide near-optimal solutions

through the exploration of extensive search spaces using iterative enhancement strategies.

1.3.2 Resource Allocation

In the era of IoT devices, resource allocation is important for optimizing system perfor-
mance and ensuring the utilization of scarce resources that are inherent to the IoT environment.
It involves dynamic distribution of bandwidth, computational tasks, energy and memory among
the devices to cater to the application demands that range from real-time data analysis to remote
monitoring and control systems. However, the traditional resource allocation paradigms, such as
static allocation schemes, may encounter some challenges in dynamic IoT environments that are
characterized by the heterogeneity of devices, their dynamic nature, and variability in network con-
ditions. Therefore, there is an increasing emphasis on developing adaptive and intelligent resource
allocation algorithms that can dynamically adjust resource allocations in response to real-time
changes in device capabilities, network conditions, and application demands. These advanced
resource allocation mechanisms leverage machine learning, optimization techniques, and decen-
tralized decision-making to achieve optimal resource utilization, enhance scalability, and improve
overall system reliability in IoT deployments. By harnessing the power of adaptive resource al-
location, IoT systems can effectively manage resource constraints, mitigate network congestion,
and deliver superior quality of service, thereby unlocking the full potential of IoT technologies to
revolutionize diverse industries and enrich human lives. For efficient resource allocation following

points need to be considered:

e Resource Heterogeneity: Differences in resource capabilities and performance must be taken
into account to ensure that tasks are matched with appropriate resources. This includes con-

sidering factors such as processing power, memory capacity, and network bandwidth.
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Task Requirements: Specific needs of each task, including computational power, memory, and
data bandwidth, must be matched with the capabilities of available resources. Some tasks may

require high computational power, while others may need large memory or fast storage.

Quality of Service (QoS): Ensuring that resource allocation meets desired QoS metrics, such
as response time, availability, and reliability, is critical for maintaining user satisfaction and
meeting SLAs. This requires prioritizing resources for critical tasks and ensuring redundancy

for high availability.

Scalability: Efficient resource management is crucial in dynamic contexts when the system
scales up or down. Resource allocation strategies must effectively manage fluctuating work-

loads and adjust to alterations in resource availability.
The Resource allocation strategies can be categorized into:

Centralized Allocation: A single entity makes decisions for the entire system, which can

simplify coordination but may become a bottleneck and a single point of failure.

Decentralized Allocation: Decisions are made locally by individual resources or agents, which
can enhance scalability and fault tolerance but may require more sophisticated coordination

mechanisms.

1.3.3 Challenges in Task Scheduling and Resource Allocation

Complexity and Scalability: As the number of activities and resources escalates, the intricacy
of scheduling and allocation algorithms expands dramatically, complicating the attainment
of optimal solutions in real-time. Efficient algorithms must reconcile the trade-off between

optimality and computational complexity.

Uncertainty and Dynamics: The dynamic nature of workloads and resource availability re-
quires adaptive and robust algorithms that can respond to changes promptly. This includes
handling unpredictable task arrivals, varying execution times, and fluctuating resource avail-

ability.
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e Heterogeneity: Diverse and heterogeneous resources necessitate sophisticated algorithms
that can account for different performance characteristics and compatibility issues. Ensuring

compatibility and efficient utilization of heterogeneous resources is a complex problem.

o [Energy Efficiency: With the growing concern for energy consumption in large-scale computing
environments, algorithms must also focus on minimizing energy usage while maintaining
performance. This involves optimizing resource allocation to reduce idle times and balance

power consumption.

e Fault Tolerance and Reliability: Ensuring the system’s continued functionality during resource
failures is essential for maintaining reliability. This necessitates the formulation of algorithms

capable of identifying faults and reallocating tasks to available resources effortlessly.

1.3.4 Osmotic Computing for Task Scheduling and Resource Allocation

Task scheduling and resource allocation are integral components of osmotic computing, play-
ing vital roles in optimizing system performance, enhancing scalability, and ensuring efficient
resource utilization. In osmotic computing environments, task scheduling involves dynamically
allocating computational tasks to available resources based on real-time system conditions, task re-
quirements, and resource availability. Unlike traditional static or centralized scheduling approaches,
osmotic computing enables decentralized task scheduling mechanisms that leverage local knowl-
edge and adaptive algorithms to distribute tasks across the network effectively. Resource allocation
in osmotic computing revolves around dynamically provisioning and managing computational
resources across interconnected nodes to meet the evolving demands of applications and users. Os-
motic computing environments exhibit fluidic resource allocation characteristics, where resources
are dynamically shared and redistributed based on demand fluctuations, workload variations, and
node capabilities. This dynamic resource allocation paradigm fosters resource efficiency, resilience,
and adaptability, enabling the system to gracefully handle changes in workload patterns, device
failures, or network disruptions. Moreover, osmotic computing introduces novel concepts such as
“virtual membranes” and “resource gradients” to facilitate resource diffusion and task migration
across the network. Virtual membranes act as dynamic boundaries that regulate the flow of tasks

and resources between different computing nodes, ensuring efficient resource utilization while
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maintaining system stability. Resource gradients represent the spatial distribution of resources
across the network, guiding the migration of tasks towards regions with abundant resources and
minimizing resource contention and bottlenecks.

Osmotic Computing offers a transformative approach to task scheduling and resource allo-
cation in distributed computing environments, emphasizing adaptability, autonomy, and resilience.
By harnessing principles from chemistry, osmotic computing promises to unlock new levels of effi-
ciency, scalability, and flexibility in distributed systems, paving the way for innovative applications
in domains such as edge computing, IoT, and cloud computing. Following are the advantages of

Osmotic Computing

e FEnhance Scalability and Flexibility: Osmotic computing allows for seamless integration and
management of diverse resources, enabling scalable and flexible resource allocation across

cloud and edge environments.

e Reduce Latency: Osmotic computing can markedly decrease latency and enhance responsive-
ness for time-sensitive applications by processing data nearer to its source. This is especially
advantageous for applications necessitating real-time processing and minimal latency trans-

mission.

o Improve Fault Tolerance and Reliability: Through distributed resource allocation and redun-
dancy, osmotic computing enhances system reliability and fault tolerance. In the event of
resource failures, tasks can be dynamically reallocated to available resources, ensuring contin-

uous operation.

e Achieve Better Load Balancing: Osmotic computing facilitates dynamic load balancing across
heterogeneous environments, optimizing resource utilization and preventing bottlenecks. This

leads to improved performance and efficiency in handling varying workloads.

1.4 Thesis Organization

This thesis is structured into seven chapters, each addressing distinct aspects of the research
on Efficient Task Scheduling and Resource Allocation using Osmotic Computing. The following

provides a brief overview of the content covered in each chapter:
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Chapter 1: Introduction
This chapter elucidates the evolving landscape of computing paradigms, driven by the exponential
increase in data from IoT devices and the growing demand for low-latency as well as scalable
applications. It discusses the projected growth of the global cloud computing market and the
critical need for efficient and adaptable computing models. With IoT devices expected to reach 30.9
billion by 2025, traditional cloud-centric approaches face challenges in meeting stringent latency
requirements for applications such as autonomous vehicles and remote surgery. This chapter sets the
stage by exploring the foundational concepts of cloud, edge, and fog computing, highlighting their
limitations in contemporary 0T environments. It introduces osmotic computing as a promising
paradigm aimed at optimizing resource allocation and service deployment across heterogeneous
environments, offering insights into its principles, advantages, and potential applications across
various sectors.

Chapter 2: Literature Review
In this chapter an in-depth exploration of both foundational and contemporary research related to
osmotic computing is presented. It begins with an introduction to the concept of osmotic computing,
as proposed by Villari ef al. in 2016, highlighting its innovative approach to microservice deploy-
ment inspired by the chemical process of osmosis. This chapter also examines the integration of
osmotic computing with emerging technologies such as microservices, blockchain, deep learning,
5G, and intelligent transport systems. Critical aspects of resource management, security, trust,
and the role of Artificial Intelligence (AI) and machine learning in optimizing osmotic comput-
ing environments are also discussed. Additionally, the development of middleware platforms and
application-specific solutions tailored for various domains is reviewed. By covering these topics,
this chapter aims to provide a comprehensive understanding of the current trends, challenges, and
future directions in osmotic computing research.

Chapter 3: OCTRA-5G Osmotic Computing based task scheduling and resource allocation
for 5G networks
This chapter focuses on the evolving landscape of 5G networks, where efficient resource manage-
ment is paramount to ensuring optimal service delivery and network performance. It presents the
OCTRA-5G framework, designed to enhance service segregation and resource allocation through

a multi-layered approach. The framework is structured into three integral layers: Task Scheduling,



1.4. THESIS ORGANIZATION 19

Resource Allocation, and Resource Pooling. The Task Scheduling layer utilizes osmotic computing
principles to determine whether services should remain on the Edge Node (EN) or be migrated
to the Cloud Network, thereby minimizing service retention times when resources are insufficient
on the Edge. The Resource Allocation layer focuses on the effective distribution of resources
to services that are retained on the EN, ensuring efficient utilization. Meanwhile, the Resource
Pooling layer leverages the idle resources of User Equipments (UEs) connected to the network,
aggregating these resources into the Osmotic Resource Database (ORD) for enhanced resource
availability. Together, these layers form a robust framework that significantly improves resource
management in 5G networks.

Chapter 4: OsCoMIT: Osmotic Computing-based Service Management for Intelligent
Transportation Systems in 5G Network
This chapter explores the rapidly evolving domain of Intelligent Transportation Systems (ITS)
and the integration of advanced communication technologies with efficient resource management
strategies. It proposes a novel framework based on osmotic computing to address the critical
challenges of task segregation and resource allocation within ITS, leveraging the capabilities of 5G
networks. The framework is structured into three distinct layers: the Core Network Layer, the Edge
Computing Layer, and the Intelligent Transportation Layer. By employing osmotic computing at
the Edge Network Layer, the framework enhances performance and reliability through effective
task segregation and intelligent decision-making. Additionally, the proposed Proportional Fairness
algorithm ensures optimal resource allocation for microservices, further improving the efficiency
and robustness of the system. Through these contributions, the proposed framework aims to
significantly advance the functionality and applicability of ITS in the 5G era.

Chapter 5: Optimizing Service Migration and Task Offloading in Osmotic Computing
with Deep Q-Networks
This chapter presents a comprehensive study on the integration of Deep Q-Networks (DQN) within
the Osmotic Computing (OC) paradigm to enhance task scheduling and resource allocation across
the IoT-Edge-Cloud continuum. Osmotic Computing is introduced as a solution to the latency
and resource management challenges posed by the proliferation of IoT devices and the dynamic
nature of edge and cloud environments. The focus of this Chapter is on developing a DQN-based

approach for intelligent decision-making in OC environments. Through reinforcement learning,
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the DQN algorithm adapts to changing network conditions, ensuring effective resource allocation
and enhanced performance. The model’s effectiveness is validated through extensive simulations,
which demonstrate significant improvements in task processing speed and overall system efficiency.
Furthermore, the chapter includes a statistical analysis of the simulation results using the Wilcoxon
signed-rank test, confirming the superior performance of the proposed method compared to tradi-
tional approaches like Random Agent, Q-Learning, and SARSA algorithms.

Chapter 6: ;1—osmotic: A Novel Approach for Dynamic Resource Allocation in IoT Edge-

Cloud Environments

This Chapter presents a novel approach to dynamic resource allocation between edge and
cloud environments, leveraging the principles of Osmotic Computing (OC) combined with the
Advantage Actor-Critic (A2C) algorithm. This chapter delves into the challenges associated with
managing the vast amount of data generated by Internet of Things (IoT) devices, highlighting the
importance of scalable and efficient computational paradigms. The core of the proposed framework,
named p—osmotic, is built on a microservice architecture designed to optimize IoT data processing.
To validate the effectiveness of this approach, the framework’s performance is compared with other
prominent algorithms, including Soft Actor-Critic (SAC), Proximal Policy Optimization (PPO), and
Deep Q-Network (DQN). The results demonstrate that y—osmotic outperforms these algorithms
across various metrics, achieving significant improvements in energy consumption, CPU utilization,
and memory usage. This chapter provides a comprehensive evaluation of ;1—osmotic, establishing
it as a robust solution for dynamic resource allocation in IoT environments.

Chapter 7: Conclusion
This chapter concludes the thesis by discussing the overall conclusions of the research work. The

chapter also suggests some future research directions and possible extensions of this work.



Chapter 2

Literature Review!

The chapter provides an in-depth exploration of the foundational and contemporary re-
search of osmotic computing. It begins by introducing the concept of osmotic computing,
as proposed by Villari et al. in 2016, highlighting its innovative approach to microservice
deployment inspired by the chemical process of osmosis. It also examines the integration
of osmotic computing with emerging technologies such as microservices, blockchain, deep
learning, 5G, and intelligent transport systems. Additionally, it delves into critical aspects of
resource management, security, trust, and the role of Al and machine learning in optimizing
osmotic computing environments. Furthermore, the chapter discusses the development of
middleware platforms and application-specific solutions tailored for various domains. The
chapter aims to provide a comprehensive understanding of the current trends, challenges,

and future directions in osmotic computing research by reviewing these topics.

2.1 Osmotic Computing

Osmotic Computing (OC) was introduced in 2016 by Villari et al. [2]. OC enables the
automatic deployment of microservices. The concept is taken from the chemical process of Osmosis.

The authors also presented an Osmotic Ecosystem as shown in Figure 2.1.

'The contents of this chapter are published as: Kaur, A., Kumar, R., & Saxena, S. (2020, November). ”Osmotic
computing and related challenges: A survey”. In 2020 Sixth International Conference on Parallel, Distributed and Grid
Computing (PDGC) (pp. 378-383). IEEE.

21
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Figure 2.1: Osmotic Ecosystem [2]

Osmotic computing combines different computing paradigms, such as edge, cloud, and Fog,
for IoT-cloud integration. It builds upon and expands the current methodologies. OC endorses the
opportunistic administration of MicroElements (MELs). It is an abstraction that constructs and
implements 10T applications across various resource kinds. These MELSs are transferable across
several resources. MELSs are abstractions that encapsulate services, data, and resources; hence, 0T
applications can be structured as a graph of MELs and transferred across various infrastructures
according to requirements.

Carnevale et al. [22] presents a smart orchestration architecture to enable osmotic computing
that focuses on the deployment of microservices. Figure 2.3) presents the MELs hierarchy as
presented by the authors. The authors propose an osmotic-based architecture to facilitate the
workflow for MELs registration, compute requests, and migration to a learning process.

Buzachis et al. [23] present a work in which they use a gamified cognitive rehabilitation use
case to apply a close-loop OC flow model. In this the authors were able to maximize the usage
of resources according to the user requests, ensuring the main requirements like fault tolerance,
scalability, ease of management, and interoperability. The authors in [24] present a method to
manage the security and trustiness in osmotic computing. They proposed a Software Defined
Membrane (SDMem), responsible for the transfer of MELs. The basic idea is to leverage private

blockchain over federated systems. Nardelli ez al. [25] proposed Osmotic Flow, a model for holistic
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Figure 2.3: MicroELements hierarchy [3]

programming, that executes and maps IoT data applications on a distributed infrastructure. The
model is modeled as a cyclic graph. The data transformation task encapsulated a microservice, a
computational model, and a data analysis programming model for smart traffic light IoT application.
M. Maksimovic [26] discusses the fundamental concepts of OC and examines its importance within
the IoT framework, along with its advantages and limitations. Figure 2.4 presents the components
of a literature survey that are discussed in this chapter, and Figure 2.2 present the evolution of

osmotic computing over the years.

2.2 Osmotic Computing Integration with Emerging Technolo-

gies

2.2.1 Microservices

J. Thones [27] describes microservices as small applications that can be deployed, tested, and
scaled independently and have a single responsibility. The author gives an example of a single thing
that a microservice can be: a single responsibility in terms of a functional or non-functional require-
ment or a cross-functional requirement, or it can be a responsibility for serving a particular resource
or resource representation. Larrucea et al. [28] provides a table of technologies for microservices.
The authors discuss the process of migration to microservices and give a list of guidelines: be
prepared for organizational changes, analyze the system, delineate the architecture, select compo-
nents for migration, and execute coding, design testing, and integration. So, microservices can be
called as fine-grained services that can be independently deployed and managed. Microservices

represent a cutting-edge approach to software architecture where applications are broken down into
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small, self-contained units that operate independently. Each microservice focuses on a specific
function and communicates with others through well-defined interfaces, typically using lightweight
protocols like HTTP/REST or messaging queues. This architecture contrasts sharply with tradi-
tional monolithic systems, where all functionalities are bundled into a single, indivisible unit. The
microservices model offers numerous benefits that align perfectly with the principles of Osmotic
Computing, particularly in enhancing task scheduling and resource allocation.

Souza et al. [29] introduce an integrated monitoring system for the monitoring of IoT ap-
plications in the form of microservices which are executed using osmotic computing. They used
a smart parking application to evaluate and demonstrate the technique proposed. Through exper-
imentation, the authors have validated that the framework can identify the variations in memory,
CPU, and network latency of the microservices. Buzachis et al. [23] investigated the connectivity
issues using different types of network overlays and deployed CoAP and FTP microservices to
collect the results of transfer times. The authors conceptualized an ecosystem with a centralized
virtual machine symbolizing the system’s brain and several worker nodes. The apps that have been
built are allocated to these worker nodes. The microservices operate within a Docker container,
coordinated by Kubernetes. The test results indicate that the OVN is the superior answer relative to
other algorithms. It generates a reduced overhead relative to a non-overlay approach. OVN serves

as the foundational technology for the implementation of a dynamic osmotic network.

2.2.2 Blockchain

The concepts of blockchain and bitcoin were first proposed by Satoshi Nakamoto in 2008.
They described how open distributed ledger and cryptology can be combined into a digital currency
application. The term “blockchain” originated from its technological configuration—a sequence of
blocks. Every block in the blockchain is interconnected with the preceding block using a crypto-
graphic hash. A block is a data structure that facilitates the storage of a transaction list [30]. The
widespread adoption of blockchain technology is attributable to the success of Bitcoin. It is referred
to as a distributed ledger and constitutes an append-only data structure. The blockchain is seen as a
chronological record of transactions [31]. Blockchain is maturing and is now applied in a number
of applications like healthcare, supply chain, and contracts [32]. It makes the concept of a shared

registry from distributed systems a reality for various application domains. It can be regarded as
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a quality leap from distributed database technology [33]. It maintains a continuous list of data
records. These records are approved by the participating nodes [34]. Buzachis et al. [35] Propose a
MELSs orchestration strategy utilizing an SDMem that capitalizes on blockchain capabilities within
osmotic computing. The authors used OC to control and manage the heterogeneity provisioning
of MELSs, which can be divided across different layers of the infrastructure. The authors propose
a secure approach for MEL orchestration using blockchain. Sharma et al. [36] discuss the use of
blockchain in cyber-physical systems. Hassija et al. [37] present a crowdsourcing framework using
blockchain for farmers to deal with their problems. Blockchain is implemented to provide data
security by integrating it with neural network algorithms. Rasool et al. [38] presents the importance
of using a technique to improve the reliability of an osmotic computing manager by using the
blockchain. The authors highlighted the features of blockchain that can improve OC reliability.
The use of blockchain features improves trust among the independent vendors of MultiCoT. The
authors also list the challenges of integrating blockchain with osmotic computing. They have
proposed a semi-private blockchain solution and improved the consensus algorithm. In the field
of secure distributed computing, several solutions leverage serverless paradigms with a focus on
dynamic behavior adaptation using Function-as-a-Service (FaaS). To address the need for rapid
interoperability of on-demand services, the authors of [39] proposed a Blockchain-based solution
named BCB-FaaS. This approach aims to ensure trust and accountability in function configuration,
offering strong protection against cyber attacks. Additionally, a cost analysis demonstrated that
Blockchain can be a cost-effective alternative for securing decentralized communications. Their
work highlights the potential of Blockchain for secure communication in various scenarios, includ-
ing human-to-machine, machine-to-machine, and human-to-human interactions within Cloud/Edge

Computing and 10T environments.

2.2.3 Deep Learning

Machine learning (ML) underpins numerous aspects of the modern world, encompassing
social networks and e-commerce platforms. These traditional machine learning algorithms were
constrained in their capacity to process natural data in its raw state. Representation learning
techniques utilize raw data to autonomously identify the necessary representations for classification

or detection. Deep learning techniques are methods of representation learning characterized by
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several levels of representation. They are derived by integrating fundamental non-linear modules.
They convert the representation from one level to another [40,41].

Deep learning, a machine learning branch, tries to model high-level abstractions of data. It
has improved many different artificial intelligence tasks like speech recognition and object detection.
There are three important reasons for the need for deep learning: an increase in chip processing
capabilities, low hardware costs, and the advances in machine learning algorithms [42].

In the past, language modeling and computer vision have used deep learning. Nowadays, It
is used for medical diagnostics and for the prediction to improve human health. But, transferring
this large amount of data to the cloud data centers is a major limitation.

Osmotic Computing promotes data distribution of data analysis tasks across the edge and
cloud layers. Morshed et al. [43] analyzes the research challenges involved in developing holistic
deep learning algorithms that are data and resource-aware. The authors explored the orchestration
of deep learning across cloud-edge-mobile environments using osmotic principles. Pacheco et
al. [44] presents a model using osmotic computing and deep learning for person recognition. These
applications utilize both cloud and edge computing. However, issues emerge when deep learning
systems must contend with the limitations that result in inadequate scalability in cloud computing
or edge computing environments. Gurgel et al. [45] introduce an adaptive load distribution utilizing
Osmotic Computing, which influences the scalability of deep learning. Oyekanlu et al. [46] propose
that current hardware can be utilized to engage in distributed edge computing for the Industrial
Internet of Things (IIoT). The authors employed distributed Osmotic Computing and affordable
hardware to address intricate deep-learning challenges.

The Internet of Things (IoT) has gained significance in applications such as smart cities,
surveillance systems, and healthcare, each possessing distinct Quality of Service (QoS) require-
ments. Dynamic traffic management facilitates optimal load balancing and routing, enabling ap-
plications to attain their requisite level of Quality of Service (QoS). Osmotic Computing is a
framework for the integration of edge and cloud computing. The data movement between the
cloud and edge may generate substantial traffic. The routes require optimization. Consequently,
identifying an effective route between the source and destination MEL is crucial. Deep learning
can facilitate this procedure by leveraging extensive routing data. Absardi and Javidan [47] offers

an innovative traffic management technique utilizing a recurrent neural network model.
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2.2.4 5G Networks

As compared to 4G, 5G has a new wireless interface to support higher frequency and spectrum
efficiency along with improvement in signal management and accounting procedures to accommo-
date the needs for a diverse range of new applications that range outside of the traditional broadband
category [48]. It offers comprehensive connection via diverse wireless access, spanning from fem-
tocell to macrocell. Figure 2.5 illustrates the connectivity of the 5G network. Ding et al. [4] address
the issues of 5G from the standpoint of vertical application domains. The subsequent applications

are driven by 5G technology [4]:

e Smart mobility: Mobility applications encompass traditional route planning and autonomous
driving services. The advantages encompass traffic distribution, accident mitigation, cost and

emission reduction, and energy conservation.

e Smart energy: This application includes smart grid networking, power failure detection, power

plant management, and monitoring.

e Smart health: With growing awareness about health and fitness, health applications are becom-
ing popular among people. Another application, the AR/VR surgery, demands low latency

and high bandwidth along with general requirements of security, low power, and data privacy.
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e Industrial applications: Industrial applications signify the next generation of cyber-physical
services such as manufacturing, 3D printing, and Al-enhanced building. These confer advan-

tages to society.

e Consumer applications: Consumer applications such as mobile streaming, pervasive gaming,
blockchain, and holographic technology demand high bandwidth, security, reliability, and low

latency.

Deterministic execution of computation-intensive and delay-sensitive tasks is important for in-
dustrial applications. Peng et al. [49] introduce a task deterministic network (TDN) designed to
facilitate communication with zero jitter and minimal latency for important tasks. The authors
have detailed the functions of TDN, including clock synchronization, cycle mapping, and network
slicing. Gupta et al. [50] addressed the problem of slice allocation problem using a machine learn-
ing algorithm. The authors also discussed the SDN and NFV technologies that provide better
performance with the dataset used. Choudhary et al. [51] have presented a detailed description of
security in 5G networks along with Osmotic computing and catalytic computing. The authors have
presented a security model called CATMOSIS. It includes security features based on osmotic and
catalytic computing. Monia ef al. [52] overviews various security issues and presents the real-time
applications with possible attacks. The authors have also presented security challenges and their
possible solutions.

The notion of Intelligent Transportation Systems has emerged as an essential component
of smart cities. The essential elements of Intelligent Transportation Systems (ITS) are sensing,
data preprocessing, traffic pattern analysis, traffic forecasting, and information communication and
control. The LiDAR sensor generates a three-dimensional point cloud. It is applicable for object
detection, object tracking, obstacle detection, lane detection, and mapping within the perception
system [53]. The camera captures photos and movies. The raw data contains two-dimensional
measurements. These can be transformed into traffic-related statistics. They are applicable for
object detection, video-based traffic sensing, vehicle identification, vehicle tracking, and anomaly
detection [54]. The fundamental principle of ITS is to utilize the current infrastructure to enhance
traffic efficiency. It pertains to tunnels, terminals, railways, traffic signage, etc. Intelligent trans-

portation system is the integration of advanced information and communication technologies into
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the vehicular infrastructure to enhance safety and sustainability. It aims to optimize the traffic and
improve emergency services. In recent years, autonomous driving has become a hot topic for both
car manufacturers and researchers. In some countries, specific regulations have been issued for
autonomous vehicles. However, these vehicles are difficult to manage in urban areas where the
traffic is high, and the interaction between the drivers and the autonomous vehicles will be high.
So, a well-harmonized strategy is needed to achieve the purpose of driving the vehicles in a hybrid
manner. Filocamo et al. [55] propose osmotic computing as a remedy for self-adaptive urban traffic
in the context of autonomous vehicles. The authors have examined vehicle-to-vehicle (V2V) and
vehicle edge-cloud (V2EC) interactions. The proposed framework facilitates interaction among
automobiles, pedestrians, and infrastructure within a dynamic environment. This provides ongoing
information regarding interactions and urban traffic. Kapoor et al. [56] proposed a distributed and
localized congestion detection across large-scale road networks. Their algorithm studies the causal
relation between congested road intersections. Lei et al. [57] proposed a task offloading scheme by
exploiting the multi-hop vehicle computation resources. The authors formulated an optimization
problem to obtain the corresponding offloading decisions. The simulation results show significant

improvement in terms of the response delay.

2.2.5 Edge Al

OC presents a flexible management model utilizing microservices. In this context, deploy-
ment and migration strategies pertain to infrastructure necessities such as availability, load bal-
ancing, and reliability. Buzachis et al. [23] emphasize the Osmotic Ecosystem platform, which
concentrates on the deployment of a blue-green mechanism utilizing microservices and incorporates
technologies such as Docker, Agento, Kubernetes, and MongoDB. The experiments in the study
report demonstrate the duration necessary to organize, implement, and dismantle the microservices.
The administration of resources and services in the Mobile Augmented Reality Network (MARN)
is cumbersome. The MARN networks comprise users with augmented reality and virtual reality
applications. The primary requirements of these networks are minimal latency, high tolerance,
and resilience. These can be acquired through near-user technologies like edge computing, which
must be connected with cloud computing. The amalgamation of various networks can be achieved

by osmotic computing. The authors in [58] propose a method utilizing OC to transfer and orga-
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nize services across various tiers of the network. The authors provide a detailed account of the
framework’s components, encompassing its primary applications, classifications, service types,
scheduling, and service migrations. The assessment of the suggested technique is conducted on
100,000 requests, revealing a notable enhancement with an error probability of 0.1% and a 55.72%

energy conservation rate.

2.3 Resource Management and Optimization

Resource management guarantees that the network is equipped to address any emergencies
or unplanned jobs. The integration of millions of IoT devices necessitates the critical migration
of services and the assurance of operational safety. Sharma et al. [59] regard AloT as an amalga-
mation of artificial intelligence and mobile Internet of Things. This necessitates an urgent reply,
computational resources, and an auxiliary support system. The authors’ work employs Osmotic
Computing to formulate techniques for determining service-sharing ways through optimal and
privacy-conscious resource management. Sharma et al. [58] provide an ideal solution utilizing
osmotic computing for the efficient migration and scheduling of services across servers of disparate
layers, along with a comprehensive overview of various components for the integration of osmotic
computing. Carnevale et al. [60] proposed an architecture based on a multi-agent system using os-
motic computing and MicroELements (MELs). Neha et al. [61] introduce an osmotic task manager
designed to enhance mapping decisions for all services through a dual categorization: task level and
processing level categorization. The suggested method classifies all incoming requests according
to their resource requirements and optimally allocates tasks to resources. Latency in real-time data
processing during computing resource supply is highly common.

The objective of Pervasive Social Networking (PSN) is to connect users with services and
facilitate conversation, regardless of time and place. Online social networks have progressed along-
side the increase in mobile users, necessitating more secure, reliable, and private services. Sharma
et al. [62] have introduced a framework for prioritizing application-specific trust management. The
suggested methodology employs a versatile mixing model and constructs the system based on six
attributes. The framework employs OC for computational offloading. Offloading decreases the

quantity of computations and the duration of computations. The framework forecasts user ratings
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with minimal inaccuracies. This processing of 10T devices has largely impacted cloud-based appli-
cations, including finance, healthcare, smart grids, and traffic management which require data to be
transmitted to data centers at large distances. But IoT handles this data by relocating the processing
of data to the periphery of the data generation. Osmotic computing seeks to sustain the performance
of geographically distributed services by ensuring a harmonious interaction between cloud and edge
data centers. Nonetheless, data offloading around several data centers frequently elevates energy
usage, adversely affecting the Quality of Service (QoS) for IoT applications. Kaur et al. [63] in-
troduced a decision-making framework, En-OsCo, to enhance energy-conscious dynamic resource
management. This framework comprises four essential components: i) Monitors the edge data
centers using the Extended Kalman filter; ii) Uses Hyper-heuristics for optimal service allocation
to the edge/ cloud configurations; iii) Reduces energy consumption and service latency; iv) Re-
duces the Hyper-heuristics search space by recording prior decisions through Universal Streaming
Monitoring. Validation with Container CloudSim and HyFlex on PlanetLab datasets demonstrates
that En-OsCo significantly reduces energy consumption and service delay, hence advancing its
objective of enhancing the performance of IoT-based applications.

Sicari et al. [64] address concerns associated with the OC, including MEL nomenclature,
delineating the geographical context of services rendered by MELs, concealing MEL migration
to clients utilizing MELSs in a seamless manner, and offering novel insights to establish MEL mi-
gration protocols. The authors have built an enhanced DNS system to reference Micro Elements
(MELs) utilizing Extended Plus Codes (EPC), a revolutionary three-dimensional geocoding tech-
nique created to enable the accurate identification of geographical regions served by MELs. The
EPC method, an extension of Google’s Open Location Code, is crucial in this framework for facil-
itating fast MEL identification and migration management. The OCE-DNS infrastructure, along
with a high-performance design, guarantees swift updates and retrievals of Resource Records (RR),
hence facilitating seamless osmotic MEL migrations. The variance in service characteristics due
to differing requirements is termed service heterogeneity, and managing services based on this het-
erogeneity presents a challenge. Sharma et al. [65] identifies the resolution of this problem in OC,
as it facilitates the categorization of services according to their specific requirements. The authors
introduce a fitness-oriented osmotic algorithm. The objective of their research is to optimize the

use and augment the capacity of near-site computational infrastructure. The method uses a fitness
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function to differentiate and assign services into microservices and macroservices. The findings

are illustrated using numerical simulations.

2.4 Artificial Intelligence (AI) and Machine Learning (ML) In-
tegration

Carnevale et al. [3] proposes an OC based multi-agent system based on MELs. MELSs
encapsulate resources and data and migrate them across different network layers. The authors
proposed a Body Area Network (BAN) to explore the potential of osmotic computing. BAN
consists of tens of sensors that generate streams of data about a patient for real-time analysis and
to fill electronic medical records. But, with the growth of data streams, receiving real-time alarms
about health status becomes a challenge. The proposed technique uses Artificial Intelligence (AI)
to learn through osmotic resource monitoring. In the coming years, the biggest growth rate in
the network traffic will be smartphones and internet-connected devices. These devices produce
huge data. Machine Learning and Edge computing are emerging as paradigms to process this huge
amount of data. Pacheo et al. [44] presented an OC architecture for [oT smart classrooms to test the
deep learning model for person recognition. The results of the experiments show that the on-device
ODI-MEC DNN interference outperformed the other by four times due to network latencies and

bottlenecks.

2.5 Specialized Applications and Middleware Development

Gamal et al. [66] introduced a hybrid meta-heuristic approach that integrates osmotic behav-
ior with a bio-inspired load-balancing method. OC facilitates the automated deployment of virtual
machines moved over cloud infrastructure. Hybrid artificial bee and ant colony optimization have
demonstrated their efficacy in dynamic conditions. The authors have employed these algorithms
in conjunction with OC. The application of OC mitigates the limitations of these optimization
strategies. The findings indicate a decrease in energy usage and the frequency of VM migrations.
The proposed technique also improves Quality of Service (QoS), as indicated by Service Level

Agreement Violation (SLAV), and mitigates performance degradation resulting from migrations.
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Numerous studies have investigated methods to surmount the constraints of stationary urban pol-
lution monitoring. Although these stations deliver accurate data owing to superior equipment and
standardized methods, their geographic coverage is constrained by their stationary positions. Mo-
bile Crowd Sensing (MCS) presents a viable option by utilizing mobile devices as data-collecting
sensors. Nonetheless, the integration of disparate data streams from diverse device kinds, protocols,
and semantics continues to be a difficulty. Osmotic computing resolves this issue by establishing an
abstraction layer between mobile devices and the cloud. This layer enables data filtration and the
incorporation of metadata, hence enhancing data processing efficiency. Longo et al. [67] expand
upon these notions by creating middleware that consolidates data from mobile and IoT devices
in urban settings, utilizing the advantages of osmotic computing for enhanced data management.
This middleware, utilizing a message broker, streamlines data acquisition from mobile devices and
permits elastic distribution of linked devices [68].

Apollon demonstrated strong performance in both functional and non-functional tests, al-
though the crowd-sensing component necessitates methods to mitigate data flooding. The research
also highlights existing issues within the Osmotic Computing paradigm, notably the absence of
consistent deployment and behavior for microservice migration across osmotic layers. Autonomous
driving is emerging as a prominent subject for automotive manufacturers and researchers. Filocamo
et al. [55] provide a solution for self-adaptive urban traffic in the context of autonomous vehicles.
The research focuses on vehicle-to-vehicle (V2V) and vehicle-to-cloud (V2C) interactions within
urban traffic. The framework can adjust to a dynamic environment in which automobiles, pedestri-
ans, and physical infrastructure interact with one another. The authors want to execute the proposed
system in real time. Villari et al. [68] introduce an emulation framework named OsmoticToolkit.
This is the inaugural emulation environment created to tackle the task. The authors present the
functions of their research and validate them experimentally through an e-health scenario involving
the deployment of microservice-based hospital apps. The experimental results demonstrate its
efficacy regarding workloads, outcomes, and Quality of Service (QoS) needs while maintaining
the Service Level Agreements (SLAs). The swift expansion of cloud technologies has resulted
in the implementation of microservice architecture, which employs container virtualization to cre-
ate resilient and modular systems. The rise in the number of operational containers necessitates

effective management of these units. OC examines migration, optimization, and deployment of
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microservices from cloud environments to edge and IoT devices. Connectivity difficulties must be

addressed to accomplish this.

2.6 Summary of Literature Review

Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Sharma et Pervasive Framework that Flexible mixture Predicts Mirrored
al. [62], social generates higher model, lock-door wuser ratings sources in
2017 networks trust value with policy, artificial with  low lock-door
low monitoring bee ant colony opti- error of policy may or
cost mization, threshold, range +2% may not be
probability  based authenticated
movement
Morshed Medical di- Investigates re- Deep learning algo- Identified No stud-
et al. [43], agnostics search challenges rithms challenges 1ies about
2017 in developing for cloud- combining

resource, data-
aware deep
learning algo-

rithm

edge driven
DDL
approach

different data
sources using

deep learning
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Sharma et Service het- A fitness based Proposed an algo- Lower User privacy,
al. [65], erogeneity  algorithm to pro- rithm allocation  infrastructure
2017 vide OC support latency security
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fog computing in- service
frastructure more handling
efficiently probability,
resource
utilization
Rausch et Message- Applies OC prin- Server-side  mes- Architecture Messages
al. [69], oriented ciples to Message- saging protocol can serve as received
2018 Middle- oriented middle- (MQTT protocol), stand-alone during recon-
ware ware gateway network, application nection may
geo-location for device not reach
to device migrating
communi-  client
cation
Villari et al. Blockchain Manages trusti- Private blockchain, Manages Blockchain
[24], 2018 ness, security of signing and encryp- security can be ap-
MELSs tion, Json object and trusti- plied inside
ness of workflow
MELs programs
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Pacheco IoT smart Presents OC ar- CNN, Tiny YOLO Edge per- Network
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2018 [IoT smart class- DNN model better than transfer-
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bottlenecks
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et al. [22], need to move tra- Docker, Mon- deployment deployed us-
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pital information end Sys-
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cloud-edge
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networks flannel better than
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Carnevale  Healthcare BAN scenario to Reinforcement Proves Architecture
et al [3], explore osmotic learning, time potentiality needs to be
2019 computing poten- series algorithm of proposed validated
tiality system
Sharma et Mobile Uses OC for Proposed algorithm 0.1 at No tightly
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Kaur et al. 1oT Framework for Extended Kalman Low energy Data mi-
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dynamic  man- Monitoring distributed
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Sicari et al. DNS  for To identify MELs Containers, Kuber- Gives quick Need to
[64],2021  distributed that serve the spe- netes, Overlay net- response define migra-
service cific area works tion rules
relocation
Galletta Security of To access the ap- Secret share algo- Results Need to find
et al. [73], microser- plicability of se- rithms showed the nodes
2020 vices in cret share tech- that 40% that mini-
smart city niques MELs do mize chunks
scenario not allow to transfer
recompose
themselves
Galleta et MELs Focuses on MEL RR, container, ku- Results Need to de-
al. [74] addressability bernetes shows that fine rules for
problem the aver- MEL migra-
age time tion.
required
for  write
request
depends on
the number

of requests
and cluster

size
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Fazio et al. Path plan- To minimize rout- Dijkstras algorithm, Reduces -
[75] ning, 2021  ing path computa- Hadoop, Map re- the  path
tion time duce computa-
tion time
when the
microser-
vices  are
network is
large
Buzachis eHealth To motivate Based on Ataxia Deals Limited mi-
et al. [23], moving Health and Dislexia use with new croservices
2018 Information Tech- case challenges
nology to OC in  cloud
based innovative computing
infrastructure. due to pro-
liferation of
devices
Morabito Serverless  To modify open- Strengthens secu- Improves Need system
et al. [76], engine Wolf serverless rity in serverless execution to  support
2023 application applications time of more open
cyphertext  source plat-
by 65% forms
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Swain et al. Physiological To manage vast Microservices , Theoretical Need to
[77],2023  record sys- number of patient Containers, APIs, system implement in

tem records and ac- NoSQL, JSON, real world.
cess them as and YAML, Kubernetes
when needed
Reddy ef al. Task of- To  investigate Task offloading Noble Include pre-
[78],2023  floading task-offloading and scheduling improve- emption  of
strategies for algorithms ments were tasks
the three tier observed in
hierarchical execution
model time, and
resource
utilization
Mlotshwa  Security To add security Blockchain, Artifi- Improves Fog  nodes
et al. [79], metrics along the cial Intelligence safety of can be
2020 layers of osmotic microser- incorporated
paradigm vices
Souza et al. Smartcity To deploy and Container, Docker, efficient uti- Need to con-
[80], 2018 execute smart city Virtual machine lization of sider other re-

application using
microservices
in distributed

environment

computing

resources

sources
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Hati et al. Smartcity To implement Blockchain, AWS, Reduces Need to re-
[81], 2020 security in smart RDS the CPU duce energy
city application utilization ~ consumption
using  osmotic
processing
Souza et al. Smartcity To propose mid- Big data, Map/re- effectiveness Implement
[82], 2022 dleware platform duce technique in terms of live action
to deploy develop scalability =~ migration
and implement
applications  in
smart city
Buzachis Video To ensure benefi- FaaS, osmotic Com- Flexibility, -
et al. [83], surveil- cial resource uti- puting scalability
2019 lance in lization
smart cities
Neha et al. Healthcare To propose ELBO algorithm Maximizes Real world
[84],2024  systems offloading algo- the overall implementa-
rithm for com- efficiency tions
pute intensive, of the
latency intensive, healthcare
and energy- system

consuming tasks
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Forti et al. Smart cam- To propose de- - Improves need to ver-
[85],2022  pus centralized frame- response ify the appli-
work to enable time cation
infrastructure and
application opera-
tors declare man-
agement policies
Souza et al. Smart city  To propose model Containers, SQL, 100% data Still in
[86], 2022 for data persis- microservices consistency progress
tence in hybrid
networks
Gamal et al. 10T applica- Platform for MAPE-K model Provides Need to ad-
[66], 2019  tions dynamically self- dress the se-
orchestration maintained  curity and pri-
the process of system vacy issues
resources across
heterogeneous
devices
Loseto et al. Cyber To propose mi- Containers, kuber- Increase Authors pro-
[87],2022  physical croservice archi- netes, microser- feasibil- pose a lot of
systems tecture using os- vices ity and future work
motic computing reduces de-
velopment

Ccosts
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Oyekanlu Industrial To propose ap- C28x, Hampeliden- Can detect Need to de-
et al. [88], Internet of proach using tifier and possi- crease cost
2018 Things resource con- bly prevent
strained edge cyberattack
analytics
Sharma et Media han- To control the Osmotic Absorp- Simulation -
al. [89], dovers handoffs between tion key results
2018 fog layers shows the
effective-
ness of the
prorposed
scheme
Okaforetal. 1IoT  Net- To handle high Virtual machine Virtual en- Need to con-
[90], 2017  work traffic load on the vironment  sider power
network offers high management
availability  and security
Douhara IoT to optimize power Kubernetes 99%  re- need to con-
et al. [91], consumption duction in sider security
2020 power con-
sumption
Spillner Functional To provide a Virtual machine Works on Failed to ac-
et al. [92], decom- method for tran- virtual ap- count for ap-
2020 position sitioning  from plications plication side
applica- cloud-native  to properties
tions continuum-native

applications
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Tapwal et Blockchain To achieve real- Virtual blockchain  18% re- Security
al. [93], time consensus duction in needs to be
2022 CPU, 92% considered.

reduction

in memory,

and 56%re-

duction in

consensus

time
Debauche Multimedia To address the Nvidia GPU, con- Optimized Need to con-
et al. [94], applica- problem of tainers, Raspberry cost and sider energy
2022 tions congestion and pi, kubernetes feasible consumption

computing time
Xu et 10T To enable hetero- Raspberry pi, Connecting Need to con-
al. [95], geneous connec- CoAP and HTTP with  IoT sider energy
2022 tivity in IoT appli- device consumption
cations through

Proposed

technique

18 faster,

frees from

repetitive

tasks
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Author, Application Objective Method/Technology Result Gap
Reference, Used
Year
Heiden et Vehicular To enhance Containers, ML al- Success Real ser-
al. [96], edge com- the system gorithms rate in- vices can be
2022 puting performance creased deployed
using container by 7%and
retention the profits
obtained
are  23%
higher
Reddy ef al. IoT To find the best ML algorithms Convergence preemptive
[78], 2023 suitable device to rate im- task assign-
execute the ser- proved ment
vice
Prakash Cloud net- Enabling mi- LR and OPR algo- The pro- Need to ana-
et al. [97], work gration of VMs rithms posed lyze cost
2020 using  osmotic algorithm
computing has  min-
imum
energy con-
sumption

2.7 Problem Formulation

The rapid proliferation of Internet of Things (IoT) devices, coupled with the advent of 5G

networks and the growing demand for real-time data processing, has created a complex environ-

ment for resource management and task scheduling. Traditional computing paradigms struggle

to efficiently handle the dynamic and distributed nature of modern networks, where the seamless
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migration of services and optimal allocation of resources are crucial for maintaining performance
standards.

Osmotic Computing (OC) has emerged as a promising paradigm for addressing these chal-
lenges by facilitating dynamic orchestration of resources between edge and cloud environments.
However, several critical challenges remain in effectively implementing OC to meet the demands
of 5G networks, Intelligent Transportation Systems (ITS), and IoT applications. These challenges

include:

e Service orchestration management is a major issue in osmotic Computing considering hybrid
Cloud/Edge/IoT systems. The current orchestration approaches are highly dependent on
either manual or simple condition checks, that is error prone and complex to orchestrate the
increasing number of services. Thus, an automated orchestration method is needed for increase

efficiency [98,99].

e Fog computing handles the issues of latency in latency sensitive services but the issue of
redundancy, cost effectiveness and handling services on the basis of different characteristics
remains. That difference in characteristics of services is called service heterogeneity. An
approach to manage and control heterogeneous services by allocation of different servers is

required [23].

e To offload data and computation to edge/cloud and for dynamic, optimal, and user demand
matching offloading, orchestration needs to work closely with IoT devices. So, dynamic

offloading in mobile-edge, cloud-edge systems is a challenge [25].

e Task scheduling is influenced by the mobility of users. A user may migrate from one location
to another location, understanding the pattern of how user migrates is one of the main challenge

in handling services [14,20].

e Security remains a challenge as it has not been considered in systems related to Osmotic
Computing. To enable microservice execution and migration, edge and cloud computing

supporting security policy is needed [2].

e microservices execute at edge not on cloud datacenters in Osmotic Computing. So, a strategy

for the allocation of resources to microservices is required [12].
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e Osmotic computing is based on the use of macroservices and microservices. So, a standard is

needed to classify microservices and macroservices for a computing environment [23].

2.8 Objectives

e To study and analyze the literature of Osmotic Computing.
e To devise a method(s) for task/services recognition and segregation.
e To design and develop technique(s) for efficient task scheduling and resource allocation.

e To analyze and validate the proposed technique(s).



Chapter 3

OCTRA-5G: Osmotic Computing based Task
Scheduling and Resource Allocation for 5G

Networks!

In the ever-evolving landscape of 5G networks, efficient resource management is paramount
to ensure optimal service delivery and network performance. This chapter presents the
OCTRA-5G framework, designed to enhance service segregation and resource allocation
through a multi-layered approach. The framework is structured into three integral layers:
Task Scheduling, Resource Allocation, and Resource Pooling. The Task Scheduling layer
utilizes Osmotic Computing (OC) principles to determine whether services should remain
on the Edge Node (EN) or be migrated to the Cloud Network, thereby minimizing service
retention times when resources are insufficient on the Edge. The Resource Allocation layer
focuses on effectively distributing resources to services retained on the EN, ensuring efficient
utilization. Meanwhile, the Resource Pooling layer leverages the idle resources of User
Equipments (UEs) connected to the network, aggregating these resources into the Osmotic
Resource Database (ORD) for enhanced resource availability. Together, these layers form a

robust framework that significantly improves resource management in 5G networks.

'The contents of this chapter are published as: Kaur, A., Kumar, R., & Saxena, S. (2022). "OCTRA-5G: osmotic
computing based task scheduling and resource allocation framework for 5G.” Concurrency and Computation: Practice
and Experience, 34(28), €7369. https://doi.org/10.1002/cpe.7369

53
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3.1 Introduction

Efficient task scheduling and resource allocation are critical in the dynamic and resource-
intensive environment of 5G networks. Traditional scheduling algorithms, such as First-Come-First-
Serve (FCFS), Priority Scheduling, and Shortest Job First (SJF), have been extensively studied for
their straightforward implementation and ability to handle diverse workloads. This study inte-
grates these algorithms within the OCTRA-5G framework to benchmark and validate the proposed

osmotic computing-based approaches.

e First-Come-First-Serve (FCFS): FCES is one of the simplest scheduling algorithms, where
tasks are executed in the order they arrive. Its significance lies in its fairness, as no task is
denied execution based on its complexity or priority. In the context of 5G networks, FCFS
serves as a baseline to evaluate how the proposed framework improves resource allocation and

reduces service delays compared to a non-prioritized approach.

e Priority Scheduling: Priority Scheduling executes tasks based on predefined priority levels, en-
suring that high-priority tasks receive resources ahead of others. This algorithm is particularly
relevant for 5G networks, where certain tasks, such as emergency alerts or time-sensitive ap-
plications, must be prioritized to meet service-level agreements (SLAs). Incorporating Priority
Scheduling allows the framework to address the heterogeneity of tasks in 5G environments

effectively.

e Shortest Job First (SJF): SJF prioritizes tasks with the smallest execution times, minimizing
the average waiting time for tasks in the queue. Its inclusion in this study highlights the
framework’s ability to manage workloads efficiently and optimize network performance by

reducing latency, a key metric in 5G systems.

These algorithms were chosen for their diversity in Task Management. They represent
different scheduling philosophies—non-prioritized (FCFS), prioritized (Priority Scheduling), and
optimized (SJF). Their well-established nature facilitates benchmarking against the OCTRA-5G
framework to measure improvements in latency, resource utilization, and service retention times.
Their ability to handle varying task complexities and priorities reflects real-world 5G workloads,

making them suitable candidates for this study. By employing these algorithms, the OCTRA-5G
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framework’s performance is comprehensively evaluated, ensuring its robustness and practicality in

handling diverse and dynamic 5G network scenarios.

3.2 Proposed OCTRA-5G Framework

Osmotic Computing based Task Scheduling and Resource Allocation for SG network (OCTRA-
5G) addresses several key aspects: It maintains the resource database that maximizes the usability of
Mobile Edge Computing (MEC) resources available, making decisions at the Osmotic Orchestrator
(O0), executes the microservices, and allocates the resources to the services at the Edge Nodes (EN).
In a cell-free 5G network scenario, consider G, (mMIMO) access points, where k& € {1,2,...,m},
each consisting n antennas where, n € {64, 65,...,128}, with U, User Equipments (UEs) at a
given instance of time. C¢y, represents the channel between U, and G mMIMO access points. For
ease of reference, key notations are given in Table 3.1. The proposed framework is divided into
three layers: UE Layer, Ng-Radio Access Network (Ng-RAN) layer, and Core Network (CN) layer.

The Framework is shown in Fig. 3.1.

v
HT)) Core Network Layer

DoORSENSOR Osmotic Orchestrator

sorll] ————————> Osmotic Layer

LTI

CLIMATI NTROL WIIF| ROUTER SMART SOCKET
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;

Public/Private Network

User Equipment Layer

Figure 3.1: OCTRA-5G layers

3.2.1 User Equipment Layer

The User Equipment layer is a set of interconnected mobile devices such as smartphones, cars,
robots, medical devices, etc. It is represented by U, where e € {1,2,... n}, n is the maximum

number of devices in the network. The devices in the network can request a service as required



56

OCTRA-5G

Table 3.1: Summary of Key notations.

Decision Variables

gN B | Radio base station
G | mMIMO
t | Time
U. | User Equipment
U.; | Service requests
C)xy | Channel between U, and A
Teomp | Computation time
T2, | Resource reservation time
wan | Data transmission time
T .. | Total energy consumption
FEzxec, | Execution Time
0° | Calculation strength required per unit to perform service
size | Size of the Service
C, | Total Computation time an osmotic server on an edge layer can handle
My, | Threshold value for Memory at OO
Cyp, | Threshold value for computation time at OO

by the application that is running on the device such as data storage, real-time data processing,
agricultural services, GPS data, etc. These services require resources for execution, and the UE
devices may lack computational or storage resources to handle the required services. Then, the

devices send service requests to the Ng-RAN in MEC for access to the required resources.

3.2.2 Ng-RAN Layer

The objective of this layer is to deal with the delay-sensitive applications at the edge layer. It
uses the available resources and reduces the burden on the public/private Cloud. The increase in
the number of mobile devices and sensors has necessitated the need to execute the sensitive data
closer to the user at the edge layer. Let .S be the set of tasks to be performed, and let R be the set of
resources required for S. The services sent by the edge devices for the resources are sent to the OO.
At the OO, the services are segregated into microservices and macroservices. The microservices,
being small in size, are executed at the Edge while the macroservices are migrated to the Cloud.

The microservices require fewer resources, while the macroservices require more resources.
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At the edge layer, there can be multiple OO. Let O; be the set of OOs, where i is the
identification number of the OO and i € {1,2,...,m}. The O O has three components: (i) Osmotic
Resource Database (ORD), (ii) Osmotic Resource System (ORS), and (iii) Osmotic Scheduler
System (OSS), which are installed on the edge layer as shown in Fig. 3.2.
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Figure 3.2: OCTRA-5G.

e Osmotic Resource Database (ORD): The U, are connected to mMIMO system. These devices
can lend their idle storage or computational resources to execute the services. OO maintains
the lent resources in a database called ORD. It includes the parameters to track the available
mobile resources. The parameters include IP address, availability flag, resource type, and
memory available of the device offering resources. The capabilities of a device that lacks

resources can be enhanced.

e Osmotic Scheduler System (OSS): OSS determines the optimal location for service execution.
It classifies the services into macroservices and microservices. Edge layer resources are used
for the execution of microservices, while the macroservices are migrated to the cloud layer for

execution.
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e Osmotic Resource System(ORS): The resource system allocates the available resources to the
microservices. In case resources are unavailable in the resource database, the microservice is

migrated to the next osmotic node.

3.2.3 Core Network (CN) Layer

The 5G core network layer is important for 5G network functionality. This layer includes
various functions such as authentication, security, session management, and traffic generation for
the connected devices. The layer provides a sophisticated interconnection network to support these

functions.

3.2.4 System Model

Consider a Mobile Edge Computing network that consists of gNBs and User Equipments
(UEs). Each UE is connected to a gNB that is in its vicinity. The edge server provides computation
and storage services. It is connected to both the fronthaul and the backhaul networks. UE device
generates a service request, Se; = (Clei, Seiy Deis deiy dte;), Where: cte; is the computation type, Se;
is the size of the service request, p; is the priority, d.; is the ideal delay, and dt.; is the delay
threshold.

The location of each device at the time of service request is recorded at the edge node (EN)
of the gNB, represented as [. = (z,y, al), where x and y denote the coordinates on the horizontal
plane, and al denotes the altitude. Upon receipt of a service request, the Osmotic Orchestrator
(OO) determines whether to execute the service at the edge node or migrate it to the Public/Private
Cloud based on the threshold values calculated. Each edge node has limited available computational
capacity(Cyy,), memory capacity(M,y). The total number of resources and memory allocated should
not exceed the amount of memory and resources available. These constraints can be represented as

shown in equation 3.2 and ??:

Re: ) wi-ri < Cy, 3.1)

i=1

M 2> y;-my < My, (3.2)

i=1
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This decision is based on the requirements for resources, memory, and execution time. Both
data transmission time and computation time of services directly affect the execution time. This

segregation is performed based on the model shown in Equation 3.3:

1f Teomp < Cin & dsize < My, allocate to ORS
Raun = (3.3)

if Teomp = Cin & dsize > My, allocate to Public/ Private Cloud

Equation 3.4 calculates the Reference Signal Power (RSP) [100]. In this equation, Maximum
Transmit Power (MTP) represents the transmit power in decibels per single channel. The Resource
Block (RB) cell denotes the total number based on the cell bandwidth, with each RB consisting of
12 Resource Elements (REs).

RSP = MTP — 10 % logl0 « (RBCell % 12) (3.4)
TTP = MTP + 10 % logl0 * (no. of antennas) (3.5)

Using Eq.3.5, the Total Transmit Power (TTP) [101] of each mMIMO system is evaluated for
various antenna configurations. For instance, antenna configurations for mMIMO systems may
include 8, 16, 64, or 128 antennas. For a system with a Maximum Transmit Power (MTP) of 40
dBm, a sub-carrier spacing of 15 kHz, and a Resource Block (RB) cell size of 270, the Resource-

Specific Power (RSP) can be determined as follows:

RSP = 40 — 10 % log10(270 * 12)
RSP =40 — 35.10
RSP = 4.9dBm

Taking the same MTP and 8 antennas, the TTP can be calculated as:

TTP =40 + 10 * log10(8)
TTP = 40 + 9.03
TTP = 49.03dBm
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3.2.5 Implementation

At time ¢, a user U, may require the execution of a service. In some cases, a UE or Internet
of Things (IoT) device might lack the necessary computational capacity, storage, or other resources
to execute specific services. Consequently, the UE device sends a request to the associated gNB.

In the OCTRA-5G framework, each gNB is equipped with memory and computational capa-
bilities. The mMIMO antennas are endowed with greater power and are considered to possess an
Operational Layer (OL), with each OL containing one OO. Each layer of the gNB has r resources
and can support a maximum of s services generated by U/ users. To allocate resources to each
service, the total execution time, memory requirements, and resource capacities are calculated. The

following process is adhered to:

e Resource Pooling: The ORD database stores information regarding available resources at each
edge network. This database includes details such as the resource type, current availability
status, IP address, and maximum memory available on each device. To manage service
heterogeneity efficiently, a resource pool is created to consolidate this information. The ORD
maintains a flag indicating the availability of each resource. When a resource is allocated to
a service, the availability flag is set to false. Upon successful completion of the service and

subsequent release of the resource, the availability flag is updated to true.

e Service classification: Let U,; represent the service requests made by each UE, where U,
denotes the identity number of the UE, and 7 indicates the request number. Thus, the total

number of service requests denoted as R, made by all UEs is given by the Equation 3.6:

Rr=> > Run (3.6)

n=1m=1
The service categorization model categorizes services according to their operational attributes
and resource demands, including size and computational needs, about certain task characteris-
tics. Existing models allocate services based on available resources, which can lead to both
heavy and light applications being processed by the same server, thereby creating complex
optimization challenges [58]. This can result in overburdening a single server while causing

resource wastage on others.
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The heterogeneity of services is crucial for efficient migration, scheduling, and resource
allocation. This model employs Osmotic Computing (OC) for service classification. OCTRA-
5G classifies services according to memory size, computational capacity, and delay sensitivity.
Delay sensitivity is addressed through the numerology concept of 5G.

The model supports migration between the Edge Network (EN) and Public/Private Cloud
environments. It facilitates the distribution of services to either the Edge or the Cloud. The
Optimization Objective (OO) determines which services should be executed on the edge layer
and which should be migrated to the Public/Private Cloud based on execution time and the
availability of resources and memory on the Edge. The execution time of a service is influenced
by computation time (7,,,) and resource reservation time (7,;), which is equivalent to the
service computation time 7,7,

A fitness function is derived from these factors to represent the concentration. The duration
necessary to return the computed results of the service is specified by Eq. 3.7, encompassing
the time required to transmit data from the device to the Edge (¢,4) and from the Edge back
to the device (t45). In this context, d,,, signifies the size of service s, while b;, indicates the

assigned bandwidth.

s
ane = B 1, + 220 6.7
m
To allocate resources to the requesting services, a model is developed that focuses on creating
a memory and time model to allocate the required resources to all requesting services.
Let 6° denote the computational strength [102] required per unit to perform service s with a size

of d°

%~ The computational strength 6° required for each task unit of data is generated within
the range of 1 x 107 CPU cycles per M and 2 x 107 CPU cycles per M. This computational

strength can be expressed as 6° x d?

size*

The computation time required to process this service
is represented by Equation 3.8:
0% x d:

Teomp = (3.8)

Where C,., is the computing resource allocated by the ORS.

Thus, the total execution time Fxec; of a service can be calculated as given in Eq. 3.9:
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s  __ TS s
7;$€C - 77:0mp + ﬁrans

(3.9)

The threshold value for segregating services is taken as the maximum size available on the

Edge. My, is the max value of size lent by a UE as shown in Equation 3.10.

My, = mazx(size) (3.10)

The threshold value for segregation based on computation time can be calculated using Equa-

tion 3.12.
Co=)_ (T) (3.11)
i=1 i
Cip = % (3.12)

Where ’s’ is the number of services at that moment at the OO.

Algorithm 3.1 Service Classification/Task Scheduling

Input: s, size, threshold
Output: Set of microservices and macroservices

1:

e A A i

—
W NN = O

14:
15:

Fetch s /[Service requests
Initialize sctr = 0 //Microservice counter
Initialize 7 = 0,7 =0 /[List indices

Calculate the memory and time using Eq. 3.7 and Eq. 3.8
Calculate the threshold values for the OO using Eq. 3.10 and Eq. 3.12
for each service s do
if 7;omp < Cy, and d;,. < My, then
sctr = sctr + 1

microservice_list[i] = s //Keep detected microservice on EN
1=1+1
else if 7.op > Ci, and d;,e > My, then
macroservice_list[j] = s //Add to macroservice list
j=J+1 //Shift to Public/Private Cloud
end if
end for

In Algorithm 3.1, the models for memory and time are computed using threshold values
derived from Equations 3.10 and 3.12. These threshold values facilitate the classification

of services into macroservices and microservices. Services are categorized based on their
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memory and time values, which are compared against the threshold values. Services with
values below the threshold are classified as microservices, while those with values equal to or
above the threshold are classified as macroservice. Services identified as macroservices are
then allocated to either public or private clouds, whereas those identified as microservices are

retained on the Edge Network (EN) and added to the list of microservices.

e Resource Allocation: After classifying services as microservices and macroservices, resources
from the resource pool created in Resource Pooling are allocated to the services identified
as microservices. The process for resource allocation to microservices is detailed in the RA
algorithms. To identify the optimal RA mechanism, the First Come First Serve (FCES),
Shortest Job First (SJF), and Priority Scheduling (PS) methods are employed as outlined in
Algorithm 3.2.

In Algorithm 3.2, the ResAllocation function utilizes two nested loops, one for services
and one for resources. The outer loop (indexed by ) iterates over the services, while the inner
loop (indexed by j) iterates over the resources. The rctr variable represents the total number of
available resources at that moment, and sctr denotes the total number of service requests. For
each service, its required computation power is compared with the computation power offered
by each resource until a resource with sufficient power is identified. Services are allocated
resources based on the FCFS method. Once a suitable resource is found, it is allocated to the
service, and the task proceeds; otherwise, the search continues until all resources are examined.
If no suitable resource is found, the service is migrated to the public or private Cloud.

To implement the Shortest Job First (SJF) algorithm, the services are sorted based on their
required computation time 7;’;)mp. For the Priority Scheduling (PS) algorithm, services are

sorted according to their priority p..



64

OCTRA-5G

Algorithm 3.2 Resource Allocation

Input: microservices, resources, sctr, rctr, schedule _info
Output: microservices with allocated resources

1:

R A

I e T e S S S G S G ey

34:
35:
36:
37:
38:
39:
40:

main

Fetch microservice details.

Fetch Resource details into r

FStart=current_time
FMS=RESALLOCATION(microservices, sctr, rctr, r)
FEnd= current_time-FStart
SStart=current_time

Sort r into sr on the basis of T, .

SMS=RESALLOCATION(microservices, sctr, rctr, sr)
SEnd= current_time-SStart

: PStart=current_time
. Sort 7 into pr on the basis of Priority and 7

di

comp’ Vsize*

: PMS= RESALLOCATION(microservices, sctr, rctr, pr)

: PEnd= current_time-PStart

: max_ms=max(FMS,PMS,SMS)

: min_time= min(FEnd, SEnd, PEnd)

: end main

: function RESALLOCATION(microservices, Sctr, rctr, res)
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:

set count=0
while 1 < sctr do
Flag =0
i=0
identify requirements 7", d
j=0
for j< rctr dov
_ 07xd?

Tomp = i |
if 7oy < Tihmp&&availability’ = true then
Perform the task
Set Flag=1
count=count+1
end if

if Flag=0 then

]
size

Add the microservice to the macroservice pool.

Public/Private Cloud.
end if
j=i+l

end for
1=i+1
end while
return count
end function

//FCFS start time initialized
//First Come First Serve

//SJF start time initialized
//Shortest Job First
//PS start time initialized

/[Priority Scheduling

//Migrate the service to the
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3.3 Performance Evaluation

3.3.1 Simulation Settings

The effectiveness of OCTRA-5G is evaluated using MATLAB R2021b. Simulations are
conducted on a PC with an Intel 15 CPU @ 1.19 GHz and 8 GB of RAM. The evaluation scenario
includes multiple mMIMOs and UEs. Each edge server in the network is equipped with an OL, and

each OL is associated with one OO. Table 3.2 shows the simulation settings used for OCTRA-5G.

Table 3.2: Summary of Simulation Settings for OCTRA-5G

Parameter Value/Description

Simulation Tool MATLAB R2021b

Hardware Intel 15 CPU @ 1.19 GHz, 8 GB RAM
Network Components Multiple mMIMOs, UEs, gNBs
Maximum UEs per gNB 80

Area Coverage per gNB 500 meters radius

Types of Services Microservices, Macroservices
Computation Requirements Dynamically assigned for each service
Bandwidth Allocation Considerations Numerology and service priority
Network Densities Tested 10, 20, and 30 gNBs

Metrics Evaluated Connection type, service type

Each gNB can connect up to 80 UEs. For every connected UE, various parameters are
computed, including the connection type (requesting service or lending resource), service type
(microservice or macroservice), computation requirement, size requirement, and bandwidth. Band-
width allocation for each service considers Numerology, which accounts for the priority of services
assigned by the core network, as depicted in Figures 3.3a, 3.3b, and 3.3c. These figures illustrate
the service request priorities for 10, 20, and 30 gNBs. The relevance of observing networks with
10, 20, and 30 gNBs shows the scalability and adaptability of the classification algorithms in vary-
ing densities of network infrastructure. For instance, in Figure 3.3a, gNB 7 has no service with
priority 1. Services requiring higher priority receive more bandwidth with reduced delay. Each
gNB covers an area with a radius of 500 meters, ensuring all connected UEs are within this range,
as shown in Figure 3.4. This figure represents service requests categorized into microservices and

macroservices within a 500-meter radius.
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(c) Priority-wise list of service requests on each OO on a network of 30 gNBs.
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Figure 3.3: Priority-wise list of service requests on each OO on a network.
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Figure 3.6: microservice and macroservice requests on a network of 10,20, and 30 gNBs.
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3.3.2 Performance Evaluation of Proposed Algorithms

e Performance of Service Classification/Task Scheduling Algorithm: Algorithm 3.1 classifies

services into microservices and macroservice. Figure 3.5 illustrates the distribution of con-
nected devices into resource lenders, microservices, and macroservices on a single gNB. By
computing a threshold value using Equations 3.10 and 3.12, the algorithm evaluates each
service’s parameters against these threshold values. Services with parameter values below
the threshold are categorized as microservices, while those with values equal to or exceeding
the threshold are classified as macroservice. The results of this classification algorithm for
networks with 10, 20, and 30 gNBs are presented in Figures 3.6a, 3.6b, and 3.6¢, respectively.
Figure 3.6a depicts a network consisting of 10 gNBs, with varying numbers of service requests
per gNB. In this figure, the service requests are divided into microservices and macroservices
for each gNB. For example, gNB 1 has 18 microservices and 11 macroservices out of a total

of 29 service requests.

Resource Pooling: From the UEs and IoT devices connected to a gNB, the Resource Pooling
algorithm collects available resources from resource lenders. Resources are voluntarily lent by
users, as some connected UEs may lack sufficient resources to execute the required services,
while others may have surplus resources not needed at that moment. Figure 3.7 illustrates
the storage resources lent by connected users to a single gNB. Figures 3.8a, 3.8b, and 3.8c
depict the number of users lending resources across a set of 10, 20, and 30 gNBs, respectively.
evaluation, 10 gNBs are utilized to execute First Come First Serve (FCFS), Shortest Job First
(SJF), and Priority Scheduling (PS) algorithms.

Resource Allocation Algorithm: Microservices are assigned resources from the ORS (Re-
source Pool) according to the allocation strategy detailed in Algorithm 3.2. This strategy
considers First Come First Serve (FCFS), Shortest Job First (SJF), and Priority Scheduling
(PS) approaches. If a resource compatible with a microservice is unavailable in the resource
pool, the microservice is relocated to either a public or private cloud environment.

Figure 3.9a illustrates the results of Resource Allocation (RA) for a scenario involving 10
gNBs, each connected to a different number of UEs. The comparison focuses on the time

consumed for RA to all services versus RA to microservices. The results indicate that OCTRA-
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5G yields reduced time consumption and enhanced resource utilization on the Edge Node (EN).
OCTRA-5G improves efficiency by segmenting services into microservices and macroservice.
It allocates resources based on microservices only, ensuring that available resources on the
Edge are utilized effectively. In contrast, the traditional RA algorithm does not differentiate
between microservices and macroservices, leading to increased time consumption as it assesses
all services against all available resources, including large services.

Figure 3.9b presents a comparison between OCTRA-5G and Traditional RA for First Come
First Serve (FCFES), Shortest Job First (SJF) and Priority Scheduling (PS) scheduling algo-
rithms. The results demonstrate that OCTRA-5G outperforms traditional methods, with re-
duced time consumption observed across FCFS, SJF, and PS. Specifically, OCTRA-5G with
FCES scheduling exhibits superior efficiency compared to other algorithms.

Figure 3.9¢ displays the time consumption for FCES, SJF, and PS scheduling algorithms. FCFS
is noted for its minimal time consumption compared to SJF and PS. The SJF algorithm requires
additional time to identify the next shortest job for resource allocation, while PS spends extra
time sorting microservices. This figure highlights the differences in time consumption among
FCFS, SJF, and PS.

Tables 3.5 and 3.4 present the efficiency results of OCTRA-5G for scenarios involving 10
gNBs and 30 gNBs, respectively. The relative efficiency is calculated using the Equation 3.13:

_ Performance (Without OCTRA-5G) - Performance (OCTRA-5G) "

1 3.13
Performance (Without OCTRA-5G) 00 ( )

Ui

These tables detail the number of services per gNB and compare the time consumed with and
without the OO. The efficiency of OCTRA-5G is shown to vary, with a 20.679% improvement
on gNB 1 and a 95.57% improvement on gNB 10, illustrating the range of efficiency gains
achieved with OCTRA-5G compared to traditional Resource Allocation methods.

Table 3.3 depicts the total time consumed by OCTRA-5G vs Traditional Resource Allocation
algorithm. The results show that the use of OCTRA-5G with FCFS, PS, and SJF leads to less
time consumption as compared to traditional RA on FCFS, PS, and SJF resource allocation,

respectively.



3.3. PERFORMANCE EVALUATION

Table 3.3: Time taken by all algorithms with and without OC.

Algorithm Time
FCFS with OC  0.0068278
FCFS without OC  0.019809
SJF with OC 0.009176
SJF without OC ~ 0.010109
PS with OC 0.013376
PS without OC 0.014907

Table 3.4: Efficiency of Resource Allocation with OO with 30 gNBs.

BS Total Services Time Without OC Time With OC Efficiency With OC (%)

1 80 0.043231 0.0093179 78.446
2 80 0.0087744 0.0045554 48.083
3 15 0.0065994 0.0009573 85.494
4 80 0.0060103 0.0007913 86.834
5 15 0.0095168 0.0030484 67.968
6 80 0.0061897 0.0014222 77.023
7 80 0.0062232 0.0007499 87.950
8 45 0.0077554 0.0006185 92.025
9 80 0.0060350 0.0004091 93.221
10 32 0.0080689 0.0003995 95.049
11 80 0.0073035 0.0007073 90.316
12 80 0.0063367 0.0007124 88.758
13 32 0.0064107 0.0003518 94.512
14 32 0.0061171 0.0003247 94.692
15 32 0.0071148 0.0006262 91.199
16 15 0.0066993 0.0006501 90.296
17 80 0.0073349 0.0003992 94.558
18 32 0.0108070 0.0004170 96.141
19 45 0.0081600 0.0007053 91.357
20 80 0.0091701 0.0006276 93.156
21 15 0.0087356 0.0006152 92.958
22 45 0.0102970 0.0007514 92.702
23 32 0.0096194 0.0004624 95.193
24 32 0.0111160 0.0005010 95.493
25 32 0.0118450 0.0006167 94.794
26 80 0.0107080 0.0006415 94.009
27 45 0.0097762 0.0006019 93.843
28 32 0.0097379 0.0003596 96.307
29 80 0.0101960 0.0006921 93.212
30 80 0.0100820 0.0004707 95.331
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On analyzing the complexity of the algorithms for resource allocation the time complexity
for FCFS, SJF, and PS, the FCFS has lowest complexity of O(sctrxrctr) as compared to other
algorithms which have O(rctr log rctr+sctrxretr) and O(rctr log rctr+sctrxretr) respectively. The
time complexity of these algorithms is O(1), O(rctr), and O(sctr) . The linear complexity of FCFS

proves computational efficiency of the algorithm.

Table 3.5: Efficiency of Resource Allocation with OO with 10 gNBs.

BS Total Services Time Without OC Time With OC Efficiency With OC (%)

1 32 0.0062439 0.0049527 20.679
2 32 0.0031334 0.0019438 37.965
3 80 0.0025956 0.0017626 32.093
4 32 0.0019700 0.0004490 77.208
5 45 0.0012024 0.0001248 89.621
6 15 0.0014314 0.0001752 87.760
7 80 0.0010654 0.0004364 59.039
8 15 0.0010276 0.0001821 82.279
9 15 0.0008259 0.0001062 87.141
10 32 0.0034812 0.0001542 95.570

3.4 Conclusion

5G technology offers markedly enhanced data throughput and minimal latency. Mobile Edge
Computing (MEC) is a crucial technology that improves real-time processing capabilities, reduces
the burden on the core network, and facilitates prompt data processing, thus achieving high data
rates and low latency. Traditionally, the Resource Allocation (RA) algorithm processes all service
requests for resources at the Edge Node (EN), which may result in increased processing time due
to potential mismatches between service requirements and available resources at the EN.

This chapter presents the OCTRA-5G Framework for task scheduling and resource allocation
with Osmotic Computing (OC). The notion of OC is based on the osmosis process in chemistry. In
OCTRA-5G, an Osmotic Layer (OL) is incorporated at the edge layer of each network. Each OL
includes an OO, which comprises three components: (i) the Osmotic Resource Database (ORD),
which records information about all lent resources, (ii) the Osmotic Service Segregator (OSS),

which classifies services into microservices and macroservices and migrates macroservices to
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Public/Private Cloud, and (iii) the Osmotic Resource Scheduler (ORS), which allocates resources
to microservices by searching for compatible resources in the ORD. The microservice is migrated
to the next OL if the required resource is unavailable in the ORD.

Validation of the results was conducted using sets of 10, 20, and 30 gNBs, demonstrating a
reduction in RA time consumption and a decrease in latency ranging from 20.679% to 95.57%. The
performance of OCTRA-5G was evaluated against traditional RA algorithms such as First-Come-
First-Served (FCFS), Shortest Job First (SJF), and Priority Scheduling (PS). The results indicate
that OCTRA-5G exhibits lower time consumption compared to traditional RA algorithms. Among
the algorithms tested within the OCTRA-5G framework, FCFS proved to be more efficient than
SJF and PS.
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Chapter 4

OsCoMIT: Osmotic Computing-based Service
Management for Intelligent Transportation Systems

in 5G Networks!

In the rapidly evolving domain of Intelligent Transportation Systems (ITS), integrating
advanced communication technologies and efficient resource management strategies is
paramount. This chapter presents a novel framework based on Osmotic Computing (OC)
to address the critical challenges of task segregation and resource allocation within ITS,
leveraging the capabilities of 5G networks. The framework is structured into three distinct
layers: the Core Network Layer, the Edge Computing Layer, and the Intelligent Transporta-
tion Layer. The framework enhances performance and reliability by employing OC at the
Edge Network Layer through effective task segregation and intelligent decision-making. Ad-
ditionally, the proposed Proportional Fairness algorithm ensures optimal resource allocation
for microservices, further improving the efficiency and robustness of the system. Through
these contributions, the proposed framework aims to significantly advance the functionality

and applicability of ITS in the 5G era.

"The contents of this chapter are published as: Kaur, A., Saxena, S. & Kumar, R. OsCoMIT: Osmotic computing-
based service management for intelligent transportation systems in 5G network. Cluster Comput 27, 5403-5421 (2024).
https://doi.org/10.1007/s10586-023-04217-1
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4.1 Proposed OsCoMIT Framework

To handle task scheduling and resource allocation in the Intelligent Transportation system
(ITS), Osmotic Computing-based service Management for Intelligent Transportation systems
framework is proposed. Its successful implementation for the management of Intelligent Trans-

portation Systems (ITS) at the edge network necessitates the following components:

o FEdge Computing Infrastructure: Essential for OC implementation, this includes edge devices
such as gateways, sensors, and edge servers capable of local data processing and communica-

tion with each other and the cloud.

e High-Speed Network Connectivity: Crucial for real-time data exchange between edge devices

and the cloud, necessitating a high-speed network connection.

e Standardized Protocols: Data exchange and communication must adhere to standardized

protocols to ensure interoperability among various peripheral devices and cloud services.

e Data Processing Capabilities: Edge devices should possess sufficient capabilities for local

data processing and analysis to enhance the overall system performance.

4.1.1 OsCoMIT System Model

The OsCoMIT framework is shown in Figure 4.1. It is divided into three layers: Core
Network Layer (Layer 1), Edge Computing Layer (Layer 2), and Intelligent Vehicle Layer (Layer
3). Layer 1 is the public/private cloud layer. Layer 2 is the edge layer. It contains Osmotic
Orchestrator (OO) which controls the osmotic process. OO has service segregation module, service
mapping repository, and osmotic resource database module. Layer 3 is the sensor layer containing
intelligent vehicles. The Intelligent Vehicle layer (layer 3) encompasses Intelligent Vehicles (V)
where e € {1, 2, ..., n}, with n representing the maximum number of devices connected to the
gNB (M;) where j € {1, 2, ..., m} denotes the edge-id of the network. These Intelligent Vehicles
gather data from various sensors, including speed, battery, ultrasonic parking, electronic battery,
torque, throttle position, accelerator, air pressure, GPS, and radar distance sensors. The gathered

data is transmitted to the gNB at the edge layer (layer 2) utilizing the Message Queue Telemetry
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Transport (MQTT) protocol. Each gNB is equipped with an Osmotic Orchestrator (OO). Upon
arrival at the edge layer, services are directed to the service segregation module of the OO, which
categorizes the services into macroservice and microservice. The macroservices are migrated to the
core layer (layer 1), while microservices are routed to the Service Mapping Repository (SMR). In
the SMR, services are matched with available resources in the osmotic resource database according
to specific requirements based on threshold values. If a resource cannot be allocated to a service,

that service is then migrated to the cloud network.
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Figure 4.1: Proposed network framework for ITS using OC
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Let S be the set of services requested by vehicle V;,1=1, 2, ... ,m from the edge of j services

as shown in Equation 4.1. Here, S;; is the jth service, j= 1, 2, ..., n, requested by vehicle i.

Sii Sig . Sin
52,1 52’2 ng
S = 5371 83’2 Sg}n (41)

Si71 Sig S’i,j

Based on the threshold values received from the Osmotic Resource Database (ORD) (Algo-
rithm 4.2), the service is termed as microservice(mic) or macroservice(mac) as shown in Equation

4.2 and Equation 4.3, respectively.
X, =micif S;; <Th 4.2)

Y, = macif S;; > Th 4.3)

4.1.2 [Edge Device Identification and Service Generation at Intelligent Vehi-

cle Layer

Intelligent vehicles generate data that encompasses services required by Intelligent Trans-
portation Systems (ITS). Each service contains vehicle ID, the time of production, priority, and
additional sensor details. The service set S, as defined in Equation 4.1, consists of macroservices
and microservices generated by various sensors from different vehicles. These services can request
data processing, computation, storage, efc. When a device on the edge network requests a data
service, it sends a request to the gNB. The request includes information about the type of service
(e.g., data retrieval, storage, processing, GPS services, and processing of other sensory data) needed
and any relevant parameters or data (e.g., type of service requested, the size and format of the data
being requested or sent). The data produced by each intelligent vehicle is denoted as shown in
Equation 4.4

Si(data(W, S, B, UV, UT,T,TH, A,G, F),req(C, M)) 4.4)
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The variables represent different sensors and requested resources as follows: W denotes the wheel
speed sensor, S represents the speed sensor, B indicates the battery sensor, UV stands for the
ultrasonic parking sensor voltage, UT signifies the ultrasonic parking sensor temperature, 7 is the
temperature sensor, TH is the throttle sensor, A is the accelerator sensor, G corresponds to the GPS
request, and F denotes the fluid level sensor. The requested resources include C for computation

resources and M for memory requests. Figure 4.2 illustrates a snippet of a service request sent by

an intelligent vehicle to the edge network.

"vehicle id": vehicle_id,
"timestamp": timestamp,
"request.Sensordata”:
{ "wheelSpeedSensor": wwheelSpeedSensorss,
"wheelSpeedSensorTemperature” :wheelSpeedSensorTemperature,
"speedSensor”:speedSensor,
"batterySensor":batterySensor,
"ultrasonicParkingSensor":ultrasonicParkingSensor,
"torqueSensor":torqueSensor,

"throttleSensor”:throttleSensor,
"acceleratorSensor”:acceleratorSensor,
"fluidLevelSensor":fluidlLevelSensor
}s
"request.required”:
{

"cpu_req": reqg_cpu,
"ram req": req ram,

Figure 4.2: Service request by the intelligent vehicle to the edge network

4.1.3 Edge Computing Layer

With the proliferation of vehicles and IoT devices, the necessity for executing sensitive data
has grown significantly. This layer addresses the service requests generated by vehicles by utilizing

the resources available at the network edge, thereby alleviating the load on public and private clouds
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and reducing network traffic. Upon the arrival of a service request at the edge network, it is routed

to the OO for processing.

Algorithm 4.1 Service Segregation

1: Input: S; // S; is the service request sent by intelligent vehicle

2: Output: microservices, macroservices

3. // Step 1: Fetching the threshold values from the resources available in ORD.
4: CPUy,, M E My, < FindThreshold(Database)

5: S « Sij(data(W, S, B, UV, UT,T,TH, A,G, F),req(C, M))

6: data < data(W, S, B,UV,UT,T,TH, A,G, F)
7: request < req(C, M)
8: fori =1tomdo
9 for j =1tondo

10: if data then

11: dgp, ¢ SENSOT44iq

12: end if

13: if request then

14: // Step 2: Calculate the size of requested resources.

15: Creq < [Rl’ézi;zw-‘ // Calculate Computational Resource

16: Ryeq < EdieDi d; + zdimeDim dint + ZdoeDo do + deeDm dm // Calculate Memory
Resources

17: // Step 3: Segregating the services

18: if Cey < CPUy, and R,..; < M EMy, then

19: X, < S // service is microservice

20: ResAllocation(microservice, DatabaseResource)

21: else

22: Y, < S // service is macroservice

23: Migrate to the cloud layer

24: end if

25: end if

26: end for

27: end for

4.1.4 Osmotic Orchestrator (O0O)

OO is responsible for managing resources and facilitating communication between edge
devices and cloud resources. It comprises three primary components: (i) Service Segregation, (ii)
ORD, and (iii) SMR. These components collectively maintain the resource database to enhance
the efficiency of Mobile Edge Computing (MEC), allocate resources to microservices, and migrate

macroservices to the cloud network. The three components are detailed as follows:
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Algorithm 4.2 ORD and finding the threshold value for available resources

Input: 10T jcyice /10T jevice are the 10T devices connected to the edge network
Output. C Ry, M Ry, Database
1: function DATABASERESOURCE(Devices)

2:

3
4
5:
6:
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:

Initialize Database
for all device in 10T joy;cc dO
Read I D, Bandwidth, C R;, M R; from service
Database < append(ID, Bandwidth, C RjandM Ry)
return Database
function FINDTHRESHOLD(Database)
read C'R; for device from Database
CPUy, = maxi?:l(CRl) //Find the threshold value for CPU resource
read M R,
MEM;, = maxf;l(MRl) //Find the threshold value for MEM resource
return C' Ry, M E My,
end function
Devices < 10T jeyice //Read device information
Database +— DATABASERESOURCE(Devices)
CPUy,, M E My, < FindThreshold(Database)
end for

18: end function

Service Segregation: When an edge server receives a request, it can either process the request
locally or forward it to a cloud server based on the current resource availability on the edge.
Segregating macroservices and microservices within an edge network can enhance system
performance and reliability. The procedure for identifying different service types is detailed in
Algorithm 4.1, which includes three primary steps. The first step involves fetching threshold
values based on the available resources, as outlined in Algorithm 4.2. These threshold values
represent the peak resource capacities at the edge. Using peak values ensures optimal resource
utilization on the edge, as the system allocates available resources to requesting devices and
avoids handling services that require more substantial computation resources or memory,
thereby saving time. The second step determines the type, size, or power of the resources
needed for the request. In the final step, the values from the request are compared against
the threshold values from the resource database, categorizing them into macroservices and
microservices. Microservices, with requests within the threshold limits, are allocated resources
according to Algorithm 4.3. In contrast, macroservices, requiring more significant resources

than available on the edge, are migrated to the cloud network for processing.



84

OsCoMIT

The maximum number of CPUs (C') that a device in the edge network can support is deter-
mined using Equation 4.5. This calculation is based on the power consumption of the device

(Pjevice), the available power (F,,,;;) of the device, and the power consumption per CPU

(Pepu)-

(Pavail - Pclem'ce)

C =
Pcpu

(4.5)

In Equation 4.5, it is assumed that the power consumption per CPU and the power consumption
of the device are constant and known values.
The total number of CPUs required by an intelligent vehicle from the edge network is calcu-

lated using Equation 4.6,

Rdevice
Creqg = | | (4.6)
7 Pcpu

where ()., denotes the maximum number of CPUs required by the intelligent vehicle, Rgeyice
represents the resource requirement in terms of CPU capacity, and Popy is the processing
power of a single CPU. For instance, if a device requests a processing power of 3500 units,

and each CPU has a capacity of 1000 units, then the total number of CPUs required is:

3500

req — | TAAn~ =4
1 [1000—|

Total available Random Access Memory (RAM) at the edge network, R4, which represents
the total RAM available for allocation to requesting devices, is calculated as shown in Equation
4.7. Here, Rgqge 1s the total amount of RAM available for allocation to other processes on the

network, and R, is the amount of memory already allocated.

Ravail = RE’dge - Rres (47)

Rdev = min(Rreqa Ravail) (48)
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To prevent the device from surpassing its maximum memory limit and ensure it does not
exceed the available memory on the edge network, Equation 4.8 is employed. This Equation

calculates the total memory requested by the device, denoted as I, using Equation 4.9.

Rreq = Z dz+ Z dint+ Z do+ Z dm (49)

d;eD; dint € Dint do€D, dm €D
Consider the following sets: D; for input data, Dy, for intermediate data, D, for output data,
and D,, for metadata. Let d; denote the size of the data element d;. The formula calculates
the total memory requirements by adding the sizes of all data elements within each set. This
approach provides an estimate of memory needs based on the sizes of different data elements

involved in the service.

e Osmotic Resource Database (ORD): 10T devices connected to gNBs can allocate idle computa-
tional or storage resources to the edge network. Intelligent vehicles can utilize these resources
when their resources are insufficient. The resource management module of the database over-
sees the resources contributed by IoT devices within the edge network. This database monitors

these resources using various parameters. Here, the key parameters include:

— Device Identification: Each device should be uniquely identified to facilitate effective
management of resources allocated by the device. Identification can be accomplished

through the use of device-specific IDs, MAC addresses, or IP addresses.

— Bandwidth: This parameter refers to the volume of data transmitted over the network at
any given moment. It determines the capacity for data transfer between edge devices and

the network.

— Battery Life: This denotes the operational duration of a device on a single charge. It is

particularly critical for battery-operated devices such as sensors and wearables.

— Processing Power: This indicates the capability of edge devices to process data and
execute algorithms locally. It is crucial for applications requiring real-time processing

with minimal delay, such as object recognition and natural language processing.
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— Memory: This represents the volume of data that can be stored locally on edge devices.
Sufficient memory is essential for applications that need to handle large datasets, such as

machine learning algorithms.

Real-time monitoring of the resources allocated by each device is crucial. This involves track-
ing CPU usage, memory usage, storage, and network utilization. Effective monitoring assists
in identifying available resources, detecting potential issues with devices, and implementing
necessary corrective measures. Threshold values for computation and memory resources are
determined using Equations 4.10 and 4.11, respectively. In these equations, C'R; and M R,

represent the amounts of CPU and memory resources allocated by 10T devices.

CPUy, = mfalx(CRl) (4.10)
MEM,, = mfalx(MRl) @.11)

Algorithm 4.3 Resource Allocation

1: Imput: microservices, Database, 107 jeyice

2: Output: Resources allocated to microservices

3: function RESALLOCATION(microservice, DatabaseResource)

4: for each S; € S do

5: for each D; € D do

6: // Calculate required Sl; and CR for .S; based on its specifications.
T CRscorei = (%)

2

8: SRscm‘ei = (%)

9: end for
10: end for
11: Score; = min; (CRyeore; + S Rscore;) // Find the minimum score
12: Allocate resources to microservice.

13: end function

e Service Mapping Repository using the proposed Proportional Fairness (PF) algorithm: The
resource allocation procedure, described in Algorithm 4.3, employs the PF approach to assign
resources to microservices. This algorithm is executed for each detected microservice. It
requires three input parameters: the Resource Database, edge devices, and microservices, and

outputs the allocated resource for the respective microservice.
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The process involves iterating through the ORD and computing a score for each edge device
as per Equation 4.12. The edge device that yields the minimum score is assigned to the
intelligent vehicle. The selection of the minimum score is crucial as it minimizes internal
fragmentation by ensuring that the allocated resources are close to the requested amount.
This approach effectively mitigates resource wastage during the allocation process. The PF
algorithm is designed to minimize internal fragmentation and to distribute resources equitably
based on user requirements. A lower score indicates a more effective resource allocation,

which enhances both fairness and efficiency in the allocation process.

CRreq \’ SRyeq \’
Score; = mjin ((ﬁ) + (ﬁ) ) (Vj=1,2,...,n) (4.12)

where, C'R,.,, is the computation resource requested, C' Ryyqi1; is the available computation re-
source in the database, SR, is the requested memory resource, and S Ryyqi; is the available

memory resource in the ORD database.

Table 4.1: Summary of Key notations

Parameter Description

S Set of service request

S; 4 Service request by 7" intelligent vehicle
Cnaz CPUs requested by intelligent vehicle

Rieq RAM requested by intelligent vehicle

Creq Computation requested by intelligent vehicle

C Maximum number of CPUs supported by edge device
Pievice Power consumption of the device

Poail Available power

Rovail Total RAM available at the edge network

REage RAM available to be allocated to other processes
Pep, Power consumption per CPU

Res Amount of memory already allocated

CR Computation Score

SR RAM Score

Although the notations have been explained in their respective places, Table 4.1 summarizes

all the mathematical notations.
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Figure 4.3: Area selected for network traffic simulation in SUMO
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Figure 4.4: Type and number of sensor faults detected at the edge network

4.2 Performance Evaluation

The evaluation of the proposed framework utilizes SUMO and Python for simulations. These
simulations are performed on a computer equipped with an Intel i5 CPU @ 1.19 GHz and 8 GB
RAM. For the network simulations, a map of Delhi, India, as depicted in Figure 4.3, is used to
generate the dataset for Intelligent Transportation Systems (ITS). Figure 4.5 illustrates the process

of data set generation with the interaction between the different modules. SUMO (Simulation of
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Table 4.2: Simulation Settings

Parameter

Description

Simulation Tools

SUMO (Simulation of Urban MObility), Python

Hardware Specifications

Intel i5 CPU @ 1.19 GHz, 8 GB RAM

Simulation Environment

Map of Delhi, India, generated using OSM (Open-
StreetMap) web wizard

Dataset ITS dataset generated with 172 vehicles equipped with ten
different sensors each
Route Length 1824.15 km

Network Configuration
Sensor Types

4 gNBs connected to intelligent vehicles and IoT devices
Wheel Speed Sensor, Wheel Speed Temperature Sensor,
Speed Sensor, Battery Sensor, Ultrasonic Parking Sensor
Voltage, Ultrasonic Parking Temperature Sensor, Torque
Sensor, Throttle Sensor, Acceleration Sensor Voltage, Fluid
Level Sensor

Categorized into microservices and macroservices based on
edge network availability

Faulty sensors are identified and addressed; notifications are
sent for faults, and GPS data is transmitted upon request
Deviation from predefined operational ranges; specific faults
include GPS, wheel speed, and ultrasonic parking sensor
faults

Number of microservices and macroservices detected at the
edge network

Service Requests

Fault Management

Fault Types

Simulation Outputs

Urban MObility) simulates the ITS environment with predetermined initiatives. The OSM (Open-
StreetMap) web wizard facilitates modeling of the physical world. The OSM web wizard extracts
the real map from OSM, followed by node processing that generates UEs (User Equipments). A
network traffic generator then produces a traffic trace for each UE, creating a .sumocfg file, which
is fed into the SUMO simulator. For network simulations, a map of Delhi, India, is used, generating
the data set on ITS with a route length of 1824.15 km and a total of 172 vehicles, each equipped
with ten different sensors. Table 4.2 lists the simulation settings used for the implementation of the
proposed framework.

The network considered for evaluation consists of four gNBs. Each gNB is connected to a set
of intelligent vehicles and IoT devices. Intelligent vehicles connected to the gNBs submit service

requests to the edge network, while IoT devices provide resources to the edge network. Service
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Table 4.3: Type of Sensors used.

Srno. Sensor Type

1 Wheel Speed Sensor
2 Wheel Speed Temperature Sensor
3 Speed Sensor
4 Battery Sensor
5 Ultrasonic Parking Sensor Voltage
6 Ultrasonic Parking Temperature Sensor
7 Torque Sensor
8 Throttle sensor
9 Acceleration Sensor Voltage
10 Fluid Level Sensor
Map
Processiing
v . output.xml
Node I~k (macroservices
Processing | — osm.sumocfg —3{0sF— N
| SUMO microservices)
Network Traffic Simuiater
Generation
SUMO's OSM
Web Wizard

Figure 4.5: Steps to generate data using OSM Web Wizard

requests from ITS received by the edge server are categorized based on sensor data and the request

type. Sensor data is managed within the edge network, and the OO processes these requests.

The types of sensors employed in the simulation are detailed in Table 4.3. Sensor data is

categorized into two scenarios: faulty and working. A sensor is deemed faulty if its readings deviate

from the predefined operational range; otherwise, it is considered functional. Figure 4.4 illustrates

the different fault types in sensor data transmitted to the ITS within the edge network at 4 gNBs.

gNB1 has 40.% GPS requests, 7.7% faulty wheel speed sensor, 21% faulty ultrasonic parking

sensor. Similarly, we can see faults and requests in other gNBs. Faulty sensors are addressed at the

edge by sending notifications about the faults, and GPS data is transmitted upon request from the
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Figure 4.6: Number of microservices and macroservices detected at the edge network

GPS sensor. Sensor data is classified as microservice if the requested data is available on the edge;

if not, it is classified as macroservice.

4.2.1 Performance of the Proposed Algorithms

e Service Segregation: The service segregation algorithm is crucial in the edge network, cate-
gorizing the services into macroservices and microservices. This categorization is guided by
threshold values provided by the ORD Algorithm 4.2. Figure 4.6 illustrates the distribution
of segregated services across four gNBs. The macroservices detected at these gNBs are 17%,
19.6%, 19.4%, and 19.2%, respectively. This implies that approximately 19% of the identified
services are macroservices. By segregating the services, the necessity of locating resources
for these macroservices is eliminated, allowing for their direct migration to the cloud network.

This approach optimizes resource allocation and enhances the overall system efficiency.
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Resource Allocation: The PF algorithm, described in Algorithm 4.3, is utilized to allocate
resources to intelligent vehicles. This approach evaluates the resource allocation score by
comparing the available resources on the edge network to the requested resources. The score
is computed as the ratio of the available resource amount to the required amount. A lower
score indicates a closer match between the allocated resource and the requested amount,
thus minimizing internal fragmentation. Conversely, a higher score suggests greater internal
fragmentation. The PF method allocates two types of resources: calculation resources and
memory resources. Figure 4.7 illustrates the memory resources allocated to intelligent vehicles.
In this, Figures 4.7a-4.7d show the allocation in 4 gNBs. In this, the score for PF algorithm
is lower than other algorithms. The PF algorithm clearly outperforms both FCFS and PS
in terms of memory allocation stability and fairness. This advantage is critical for real-time
applications, as it ensures predictable performance and better resource utilization. Figure
4.8 displays the calculation resources allocated using PF, First-Come-First-Serve (FCFES),
and Priority Scheduling (PS) algorithms, Figure 4.8a-4.8d shows allocation in gNBs 1 to
4. The PF algorithm selects the resource with the minimum score, FCFS allocates the first
available resource that meets or exceeds the requirement, and PS applies a fixed priority value
based on the needs. The figures demonstrate that the PF algorithm achieves minimal internal
fragmentation compared to the FCFS and PS methods. Table 4.4 presents the mean scores
for calculation and memory resource allocations using PF, FCFS, and PS algorithms. The
PF algorithm consistently shows the lowest mean score, indicating its superior performance
in reducing fragmentation compared to FCFS and PS techniques. Table 4.5 illustrates the
relative performance improvement of the proposed technique in comparison to the FCFS and
PS techniques and from the table, the improvement is deduced to be up to 67% w.r.t. FCFS,

and up to 74% w.r.t. PS algorithms.

Ilustrative Example

Consider a simplified example involving a 5G edge computing network. At time ¢, the

network comprises seven intelligent vehicles and 8 IoT devices connected to the base station g /N B .

At a subsequent time ¢-, the network includes eight intelligent vehicles and 8 10T devices connected

to a different base station g/N Bs.
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Table 4.4: Mean score for CR and MR allocation using PF, FCFS, and PS Algorithm

gNB Resource Type PF FCFS PS
1 CR 1.000128 1.486763 1.743242
1 MR 1.136000 1.202540 1.194269
2 CR 1.007952 1.684099 1.173754
2 MR 1.131351 1.134696 1.199530
3 CR 1.000701 1.680290 1.314868
3 MR 1.092297 1.174868 1.194528
4 CR 1.000192 1.571955 1.295260
5 MR 1.149787 1.275606 1.201317

Table 4.5: Relative improvement (%) using PF w.r.t. to FCFS and PS algorithms

gNB Resource Type w.r.t. FCFS w.r.t. PS

1 CR 48.6572 74.3021
1 MR 5.857 5.1293
2 CR 67.0812 16.449
2 MR 0.295 0.06026
3 CR 679112 31.39
3 MR 7.5593 9.35
4 CR 57.165 29.50
4 MR 10.9428 0.44816

In this scenario, IoT devices contribute resources to the edge network while intelligent vehi-
cles submit requests for these resources. The edge network utilizes Osmotic Computing to allocate
resources efficiently to intelligent vehicles. The focus is on memory resource allocation requested
by the intelligent vehicles. Table 4.6 and Table 4.7 illustrate the service requests from IoT devices
to the edge network at times ¢; and 79, respectively. Table 4.8 presents the resources lent by the
IoT devices to the edge network, with the threshold value derived from this table. The service
type is determined by the service segregation algorithm. The columns labeled FCES, PS, and PF
denote the resources allocated to intelligent vehicles by IoT devices according to the First Come
First Serve, Priority Scheduling, and Proportional Fairness algorithms, respectively. The columns
FCEFS IF, PS IF, and PF IF represent the internal fragmentation resulting from these algorithms.
Analysis of the internal fragmentation values indicates that the PF algorithm exhibits the lowest
internal fragmentation and is capable of accommodating more service requests compared to the

other algorithms.



Table 4.6: Representation of Resource allocation using FCFS, PS, and PF algorithms in Osmotic Computing based edge network using
toy example at time ?;

Vehicle id Memory Required Priority Threshold Service Type FCFS FCFSIF PS PSIF PF PFIF

IVl 8 2 9 microservice  10T2 0 IoT2 0 IoT2 0
Iv2 5 3 9 microservice  10T1 1 I0oT3 4 10T8 0
IV3 12 - 9 macroservice - - - - - -
Iv4 4 1 9 microservice  10T3 5 IoT1 2 IoT7 0
V5 8 5 9 microservice - - - - I0T3 1
IvVe 7 4 9 microservice  10T4 0 IoT4 0 IoT5 0
v7 6 6 9 microservice  1oT5 1 IoT5 1 IoT1 0

Table 4.7: Representation of Resource allocation using FCFS, PS, and PF algorithms in Osmotic Computing based edge network using
toy example at time ¢,

Vehicle_id Memory Required Priority Threshold Service Type FCFS FCFSIF PS PSIF PF PFIF

Ivi 7 4 8 microservice  1oT1 1 IoT5 1 IoT3 0
Iv2 3 6 8 microservice  10T2 1 IoT4 3 IoT6 0
V3 4 2 8 microservice  10T3 3 [0T2 0 IoT2 0
Iv4 8 5 8 microservice  1oT5 0 - - IoT1 0
A% 10 - 8 macroservice - - - - - -
Ve 5 7 8 microservice  loT4 1 10T7 2 10T8 0
v7 7 1 8 microservice  10T7 0 IoT1 1 1oT7 0
V8 6 3 8 microservice - - I0T3 1 IoT4 0

96
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Table 4.8: Representation of ORD in Osmotic Computing based edge network using toy example

ToT.id Resource Lent at time ¢; Resource Lent at time ¢
IoT1 6 8
IoT2 8 4
I0T3 9 7
IoT4 7 6
IoT5 7 8
IoT6 3 3
IoT7 4 7
10T8 5 5
Threshold 9 8

Table 4.9: ANOVA table for memory resource obtained from PS, FCFS, and PF algorithms

Source of variation SS df MS F Foitical
Between Groups 151.363148 2 75.681574 106.05981 3.003094
Within Groups 871.274443 1221 0.713574 - -
Total 021.728825 1223 - - -

4.2.2 Result Validation

To validate the proposed technique, a one-way Analysis of Variance (ANOVA) test was
conducted to determine if there is a statistically significant difference between the means of the PS,
FCFS, and PF algorithms. The null hypothesis (Hj) proves that the mean performance metrics for
memory and calculation resources are identical across all algorithms, i.e., Hy : pipcps = pips =
Wpr, where (i popg represents the mean performance value for the First Come First Serve algorithm,
1ps denotes the mean performance value for the Priority Scheduling algorithm, and ppp signifies
the mean performance value for the Proportional Fairness algorithm. The alternative hypothesis
(H,) asserts that not all means are equal. The test was applied to both resources: memory and

calculation. An alpha level of 0.05 was used for the analysis.

Table 4.10: ANOVA table for computation resource obtained from PS, FCFS, and PF algorithms

Source of variation SS df MS F Foritical
Between Groups 765.314442 2 382.657221 112.276337 3.001448
Within Groups 5357.648505 1572  3.408173 - -

Total 5612.753319 1574 - - -
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Figure 4.9: Confidence Interval for PS, FCFS, and PF algorithms in terms of calculation and
memory resource allocation

The results of the ANOVA test are detailed in Tables 4.9 and 4.10. The mean square (MS),
degrees of freedom (df), and the sum of squares (SS) were calculated to derive the F' statistic,
which was then compared with the critical value F,,;cq;- As shown in the tables, the computed
F' value exceeds Fi,ticq1, leading to the rejection of the null hypothesis in favor of the alternative
hypothesis. This indicates that the means of the three algorithms are not equal. Additionally, the
95% confidence intervals for each algorithm are depicted in Figures 4.9a and 4.9b. The figures
reveal that the margin of error for the Proportional Fairness algorithm is notably smaller compared

to the other two algorithms for both memory and calculation resource allocation.
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4.3 Conclusion

This chapter introduces OsCoMIT, a novel framework based on Osmotic Computing designed
to optimize task segregation and resource allocation in Intelligent Transportation Systems (ITS)
through the application of the Proportional Fairness Algorithm. The framework facilitates the
handling of service requests from intelligent vehicles in the edge network, managed by the OO. The
service requests are categorized into microservices and macroservices. Microservices are managed
by OO with allocated resources, while macroservices are migrated to the cloud network due to the
limitations in resource availability at the edge. Resources borrowed from IoT devices are allocated
to microservices through the resource allocation algorithm. Evaluations are conducted using four
gNBs, considering various amounts of lent and requested resources. Table 4.5 shows the relative
improvement of the proposed technique as compared to FCFS and PS technique. The proposed
framework provides several advantages. Firstly, it employs the concept of Osmotic Computing (OC)
to enhance resource allocation by sharing resources from 10T devices within the edge network. This
approach increases resource utilization, enhances network efficiency, and reduces resource wastage.
Secondly, the framework differentiates between microservices and macroservices, which allows for
optimized task scheduling and resource allocation based on specific requirements, thus minimizing
resource wastage. Thirdly, it ensures that resource allocation is executed in a fair and balanced
manner, addressing the needs of various microservices in the edge network. The results demonstrate
the effectiveness of the proposed framework in enhancing task segregation and resource allocation
in ITS through Osmotic Computing. The migration of macroservices to the cloud network and
the use of the Proportional Fairness algorithm for allocating resources to microservices at the edge
contribute to improved resource utilization and overall network performance.

Future research will extend the findings presented in this chapter. Although the focus has
been on service segregation and resource allocation, latency considerations have not been addressed.
In the subsequent work strategies to reduce latency within the OC framework will be explored. Ad-
ditionally, mobility conditions, such as dynamic user movement and changing network topologies

will also be considered.
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Chapter 5

Optimizing Service Migration and Task Offloading in
Osmotic Computing with Deep Q-Networks'

This chapter presents a novel method for decision-making using DQN-osmosis. It uses
Deep Q-Networks (DQN) in OC environment to intelligently manage and allocate resources.
The proposed method has two different operations: service migration and task offloading.
Using reinforcement learning, it learns to make optimal decisions based on current state
metrics, such as resource usage. It adapts to varying network situations and ensures effective
resource allocation and enhanced performance. The mathematical model, that forms the
basis of the proposed DON-based approach is also presented. The results of the model
demonstrate enhancements in the speed of task processing and enhance the overall efficiency
of the system, proving the effectiveness of DON in the Osmotic Computing paradigm. To
validate the hypothesis that the DQN-based framework performs better than the other three
methods, i.e., Random Agent, Q-Learning, and SARSA algorithm, the Wilcoxon signed-rank

test is performed.

'The contents of this chapter are accepted: Kaur, A., Kumar, R., & Saxena, S., ’Optimizing Service Migration
and Task Offloading in Osmotic Computing with Deep Q-Networks.” 16th International Conference on Ubiquitous
Computing and Ambient Intelligence (UCaml 2024) - Ulster University - Belfast (Northern Ireland, United Kingdom)
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5.1 Introduction

The traditional cloud computing provides substantial computational power, but it suffers
from latency due to the physical distance between the users and cloud data centers. To address
these latency issues, edge computing has been introduced. But edge computing has restricted
computational and storage power and has scalability issues. Osmotic Computing (OC), addresses
these challenges by enabling transparent deployment and migration of distributed services. These
distributed services are called MicroELements (MELs) in OC [2, 103]. It ensures reduced response
time and optimal resource utilization. The main aspect of achieving effective osmotic computing
lies in intelligent decision-making processes that dynamically adapt to the changing workload and

environment.

5.2 Elements of Reinforcement Learning

Reinforcement Learning (RL) is founded on many fundamental ideas that delineate an agent’s
decision-making and learning processes through interaction with the environment. The elements

of Reinforcement Learning (RL) are as follows.

e Agent: It is the decision-maker or learner. To achieve the goal it takes the actions in the

environment. It operates on value functions and policies.

e Environment: The agent engages with the environment. It provides the agent with observations

and rewards. The environment state transition policy can be stated as shown in Equation 5.1:
P(s'|s,a) = Pr(Si41 = §'|S; = s, A, = a) (5.1)

where s and s’ are states, and a is the action taken by the agent.

e State (S): It is the representation of the environments current situation. The agent takes action
after observing the state. The future state depends on the current state and can be represented

as shown in Equation 5.2:

St41 = f(St, Clt) (5.2)
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where f is the environment’s state transition function.

e Action (A): The action taken by the agent in response to the current state. It can be represented
as shown in Equation 5.3:

a; ~ 7(s¢) (5.3)

e Reward (R): It is the feedback signal that tells the agent about how well it is doing at a specific
time. The goal is to maximize the cumulative reward over time. It can be represented as shown

in Equation 5.4:
re = R(sy, ar) (5.4)

where r; is the reward received after taking action a, in state s;.

e Policy: It is defined as the agents behavior by specifying the actions in each state. It can be
defined as Equation 5.5.
m(als) = Pr(A; = alS; = s) (5.5)

where 7(a|s) is the probability of taking action « in state s.

e Value Function: It is the cumulative reward an agent can achieve from the given state as shown

in Equation 5.6.

VT(s) =E,

o0
¢
E YT
t=0

where 7 is the discount factor that determines the importance of future rewards.

SQ = S] (56)

e State transition model: It predicts the next state and reward given a state and action. It can be

represented as given in Equation 5.7:
P(s',r|s,a) =Pr(Si1 =8, Ry = r|S; = s, Ay = a) (5.7)

where P is the probability distribution over the next state s’ and reward r, given the current

state s and action a.
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Figure 5.1: Proposed DQN-osmosis Architecture

e Discount Factor: This parameter values between zero and one. It determines the value of

future rewards as compared to immediate rewards. It can be represented as Equation 5.8

Gt =7+ Y1 + ’)’27}_'_2 + ... (58)

5.3 DQN-osmosis Framework

The DQN-osmosis framework is shown in Figure 5.1. The framework is divided into three

layers: IoT device layer, Edge computing layer, and Cloud computing layer

e [oT device layer: 1t is the sensor data acquisition layer. The process entails gathering data
from multiple IoT devices dispersed throughout the network. IoT devices create demands for

computing activities, necessitating resource allocation at either the edge or in the cloud.

e FEdge computing layer: This layer pertains to resource allocation and management. It is tasked
with assessing the available resources across multiple edge devices. The major objective
of this layer is to ascertain if an 10T device’s computing work can be executed locally at

the edge or must be delegated to the cloud. It amalgamates Osmotic Computing with the



5.3. DQN-OSMOSIS FRAMEWORK 105

DQN method. It assesses the available RAM, storage, and CPU capacity of edge devices
prior to determining their capability to manage the computing demands of an IoT device.
When edge devices possess adequate resources, tasks are assigned to them, thereby optimizing
local processing efficiency. The resource allocation layer is essential for distributing the load
between edge devices and the cloud. It guarantees that tasks are executed in proximity to
the data source, hence minimizing latency and enhancing system performance. This layer

additionally enhances energy efficiency by utilizing local resources.

— Decision-Making and Learning Layer: This is the fundamental layer accountable for in-
telligent decision-making within the framework. The DQN method estimates the Q-value
function to determine optimal task distribution between edge devices and the cloud. The
DQN algorithm acquires knowledge from past experiences and dynamically updates its
decisions in response to the evolving conditions of 10T devices and accessible resources.
The agent’s action space comprises choosing one of the edge devices or migrating the
task to the cloud. The algorithm obtains feedback through rewards (1 for successful edge
allocations, 0 for cloud migrations), which it utilizes to refine its policy and enhance sub-
sequent judgments. This layer facilitates adaptive resource management. It perpetually
acquires knowledge from its surroundings, enhancing the efficacy of resource allocation
decisions progressively. The DQN’s capacity to generalize across diverse states enables

the framework to scale and adjust to varying network conditions.

— Reward Feedback Layer: This layer provides feedback to the DQN algorithm in the form
of rewards, which help the agent learn optimal policies for resource allocation. The
rewards are calculated based on the success or failure of task allocations. A positive
reward of 1 is given when a task is successfully processed at an edge device, while a
zero reward is assigned for cloud migrations. The reward system incentivizes the DQN
agent to prioritize edge allocations, which are generally more efficient in terms of both
energy consumption and processing time. The reward feedback layer plays a critical
role in reinforcing successful behaviors in the system. By shaping the rewards based on
desired outcomes (such as minimizing cloud migrations), the DQN agent is trained to

make decisions that improve overall system performance.
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e Cloud computing layer: When edge devices lack sufficient resources to handle a task, this
layer is responsible for migrating the task to cloud servers. The cloud layer provides a fallback
mechanism to ensure that [oT tasks are processed, even when edge resources are exhausted.
The DQN-osmosis framework interacts with this layer when edge devices fail to meet the
computational requirements of IoT tasks. This layer monitors cloud availability and ensures
that tasks are migrated and processed efficiently. Cloud migration incurs higher latency and
energy costs, so it is only used when necessary, and the framework aims to minimize migra-
tions. The cloud migration layer serves as a backup to maintain continuous service when edge
resources are limited. It allows the system to handle overflow conditions and manage peak
loads but at the cost of increased energy usage and delay. This layer contributes to overall

system resilience.

5.3.1 System Model

The proposed DQN-Osmosis framework is designed to optimize resource management within
the IoT-Edge-Cloud continuum, focusing on improving service migration and task offloading pro-
cesses. By utilizing Deep Q-Networks (DQN), the framework dynamically adjusts to changing
network workloads, ensuring efficient resource allocation and enhanced service delivery. The
DQN-osmosis operates through a structured process, beginning with the initialization of its essen-
tial components. It starts by initializing the state space, action space, and replay memory. The
state space represents the set of all possible states in which the system can be present. A state s
is a vector in R", where n is the dimensionality of the state space. The state includes information
about CPU usage, RAM usage, and storage. Action space is a set that includes the agent’s possible
actions. An action «a is a discrete value in the set {0, 1,..., K — 1}, where K is the total number
of possible actions. Actions include migrating tasks to the cloud and offloading services to edge
devices. The replay memory D is a buffer used to store the agent’s experiences during training.
An experience e; consists of the state s;, the action a;, the reward r;, the next state s;;;, and a
flag indicating if the episode is done. The memory has a maximum capacity /V, beyond which old
experiences are discarded.

Q-Value Function Approximation estimates the value of state-action pairs in environments

where the state or action space is too large to handle explicitly. Neural networks are used to



5.3. DQN-OSMOSIS FRAMEWORK 107

approximate the Q-value function, which estimates the expected cumulative reward of taking a
particular action in a given state. The Q-value function (s, a;0) is approximated by a neural
network parameterized by 6. The goal is to learn the optimal Q-values QQ*(s, a), which represent
the maximum expected reward achievable from state s by taking action a and the optimal policy

can be represented as shown in Equation 5.9:

Q(s,a;0) =~ Q*(s,a) (5.9)

A distinct target Q-network with parameters 6~ is employed to stabilize training. This network
serves as a periodic copy of the Q-network, offering steady target values throughout the training
process. The remember function stores experiences in the replay memory as shown in Equation

5.11:
F = {(3t>atart>5t+l)} (5.10)

D+~ DUF (5.11)

This step ensures that the agent has diverse experiences to learn from, which is crucial for effective
training. Then, the agent selects actions using an e-greedy policy, balancing exploration and

exploitation as given in Equation 5.12:

random action with probability €
a; = (5.12)

arg max, (s, a; ) with probability 1 — €

With probability ¢, a random action is selected to explore the action space. With probability 1 — e,
the action that maximizes the Q-value function Q(s;, a; #) is chosen. This strategy helps the agent
discover new strategies while still leveraging its learned knowledge.

The replay function updates the Q-values based on sampled experiences. The target value y;
is the actual reward plus the discounted future reward from the target Q-network. If the episode has

ended, the target is simply the immediate reward as shown in Equation 5.13:.

T if done
Yi = (5.13)

ri +ymaxy Q(s;41,a’;07) otherwise
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Here, v is the discount factor that determines the importance of future rewards. The network
weights ¢ are updated to minimize the difference between the predicted Q-values and the target

values. This is done using gradient descent as shown in Equation 5.14:.
00— aVy (g — Q(si,a;;0))* (5.14)

Here, « is the learning rate, and Vy represents the gradient with respect to 6.
The exploration rate € is decayed to reduce exploration over time and exploits learned policies

more, € is decayed as per the Equation 5.15:
€ < max(€min, € * €decay) (5.15)

This ensures that the agent gradually shifts from exploration to exploitation. The loss function
used to train the network is the Mean Squared Error (MSE) between the target v, and the predicted

Q-value Q(sy, a;; 0) as shown in Equation 5.16:

L(0) = By . done)op [(Ye — Q1,043 0))°] (5.16)

This loss guides the training process to improve the Q-value approximations. The osmotic Decision-
Making function integrates the decision-making process within the system. It reshapes the state of
the neural network input to match the input dimensions expected by the neural network as shown
in Equation 5.17:.

state < reshape(state, [1, s]) (5.17)

The e-greedy policy, as per Equation 5.18, is used to select an action based on the current
State.

action <— action(state) (5.18)
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Different actions, as per Equation 5.19, result in different system responses, such as migrating tasks

to the cloud or offloading services to an edge device.

Migrate tasks to cloud ifa=0
(5.19)

Offload services to edge device ifa=1

Algorithm 5.1 DQN-Based Decision Making for Osmotic Computing

1: Initialize replay memory D with capacity N

2: Initialize target Q-network with weights = = 6

3: Initialize state s

4: for each episode do

5 for each step in episode do

6 Reshape the state for the neural network input: state <— reshape(state, [1, s])
7: Select an action using the act function: action <— act(state)
8
9

Execute actions based on the selected action:

o {Migrate tasks to cloud ifa=0
' Offload services to edge device ifa=1
11:
12: Execute action a and observe reward r and next state s’
13: Store transition (s, a,r, s’, done) in D
14 Sets = ¢
15: Sample random mini-batch of transitions (s;, a;, r;, sj11,done) from D
16: for each transition in mini-batch do
17: Compute target y;
18: if done then
19: Y =T;
20: else
21: y; =r; +ymaxy Q(sj11,a’;607)
22: end if
23: Perform gradient descent step on (y; — Q(s;, a;; 0))”
24: end for
25: Update € = max(€min, € - €decay)

26: end for
27: Periodically update target Q-network 6= = ¢
28: end for




110 DQN-Osmosis

5.4 Results and Discussions

This section investigates the performance of the proposed DQN-based decision-making
framework for osmotic computing by comparing it with other algorithms. A series of simula-
tion experiments are performed using Python 3.11.1, collections.deque for relay memory buffer
and TensorFlow for training neural networks on a server equipped with Intel code 17-12700 CPU
@ 2.10 GHz, 16.0 Gb RAM.

To ensure comprehensive evaluation, the following parameters and configurations were used

in the simulation environment:
e Replay Memory Capacity: 10,000 transitions
e (-Network: Initialized with random weights and updated periodically
o Target Q-Network: Updated with the Q-network weights periodically

e State Representation: Includes system states such as resource availability, task queue lengths,

and network latency
e Action Space: Consists of task migration to the cloud, service offload to edge devices actions
e Reward Function: Designed to minimize latency and optimize resource utilization

e Training Episodes: Actions are taken based on the current policy with 100 episodes, each

consisting of multiple steps.

5.4.1 Results and Analysis

Algorithm 5.1 shows the proposed algorithm. To verify the proposed technique, the DQN-
Osmosis method is compared with Q-Learning, Random Agent, and SARSA algorithms. The
results are validated for 100 IoT devices over 100 episodes. The comparison is made based on the
rewards accumulated by all the algorithms for the same data. There are two actions taken by the
algorithm, i.e., migration of the IoT request to the cloud or allocation of resources at the edge layer.
The rewards calculated for each decision are either zero or one. One if the resource is allocated at
the edge and zero if the request is migrated to the cloud. Table 5.1 shows the comparison of all the

algorithms for both rewards. Compared to other approaches, the proposed algorithm performs better.
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Figure 5.2: Comparison of DQN-osmosis, Q-Learning, SARSA, and Random Agent Algorithm

Figure 5.2 shows the comparison of DQN with other algorithms based on rewards accumulated
over 100 episodes. It can be inferred from the figure that the proposed method consistently achieves
higher cumulative rewards than the other methods for resource allocation at the edge and the lowest
for cloud migrations, with DQN-Osmosis having 2340 allocations at the edge layer as compared to

SARSA, Q-Learning, and Random Agent which have 2229, 2226, and 617 allocations respectively.

Table 5.1: Comparison of Rewards for Resource Allocation Algorithms

Algorithm Reward=1 Reward =0

DQN-osmosis 2340 7660
SARSA 2229 7771
Q-learning 2226 7774
Random Agent 617 9383

5.4.2 Statistical Analysis based on Wilcoxon Signed-Rank Test

This section utilizes the Wilcoxon signed-rank test [104] to compare the cumulative re-
wards achieved by DQN-Osmosis and other algorithms. The Wilcoxon signed-rank test is a non-
parametric statistical method employed to evaluate disparities between paired data. The objective
is to ascertain whether there exists a statistically significant difference in performance between the

two strategies. The hypothesis for the Wilcoxon signed-rank test is as follows:
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e Null Hypothesis (H): There is no significant difference in the cumulative rewards between

the DQN-Osmosis and other algorithms.

e Alternative Hypothesis (/{1): There is a significant difference in the cumulative rewards

between the DQN-Osmosis and other algorithms.

Calculation of Results: The Wilcoxon signed-rank test was performed using the cumulative
rewards collected for the DQN-Osmosis and other methods. The p-value is calculated which
determines whether sufficient evidence exists to reject the null hypothesis. It is a statistical measure

(Iess than 0.05) that is used to determine the strength of evidence against the null hypothesis.

Table 5.2: Wilcoxon Test Result

Comparison with DQN-Osmosis

Sr no. Algorithm P-Value
1 Random < le-15
2 Q-Learning 8.715576e-15
3 SARSA 1.209506e-14

With a significance level of o = 0.05, the p-value is considerably lower than «, prompting
the rejection of the null hypothesis. This signifies a statistically significant disparity in performance

between DQN-Osmosis and other algorithms.

5.5 Conclusion

This chapter presents a novel approach for intelligent decision-making in osmotic computing
using Deep Q-Networks (DQN). The proposed method addresses the challenges of service migra-
tion and task offloading in dynamic and heterogeneous environments, aiming to enhance response
times and optimize resource utilization. A comprehensive mathematical model that integrates rein-
forcement learning with the principles of osmotic computing is developed. This model effectively
captures the complexities of managing resources and deploying services across both cloud and
edge environments. The implementation and extensive simulations demonstrated that the DQN-

based approach significantly outperforms other algorithms, as can be seen by the p-values in all the
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comparisons. The results confirmed the statistical significance of the performance improvements,
thereby reinforcing the robustness and reliability of the proposed approach. Future work will fo-
cus on extending the proposed approach to handle more complex and larger-scale environments.

Additionally, we aim to explore other performance metrics like bandwidth.
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Chapter 6

p—osmotic: A Microservice Management

Framework for Intelligent Transportation System '

This chapter introduces the 1—osmotic framework, a novel approach designed to address
the challenges of dynamic resource allocation in Intelligent Transportation System. As these
devices generate vast amounts of data, the need for efficient computational paradigms at
the network edge becomes critical. The proposed p—osmotic framework leverages Osmotic
Computing principles and the Advantage Actor-Critic (A2C) algorithm to optimize the dis-
tribution of service requests between edge and cloud resources. By dynamically managing
resources based on real-time factors such as CPU usage, memory consumption, and energy
efficiency, j1—osmotic enhances service performance, reduces latency, and ensures effec-
tive resource utilization. Through comprehensive evaluation and comparison with other
algorithms, the framework demonstrates significant improvements, making it a valuable

contribution to the field of resource management.

IThe contents of this chapter are communicated in IEEE Transactions on Intelligent Transportation Systems: Kaur,
A., Kumar, R., & Saxena, S. (2024). “ u—osmotic: Service Management in IoT Microservice Architecture Leveraging
Osmotic Computing and A2C”
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6.1 Proposed ;i—osmotic Framework
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Figure 6.1: pi—osmotic Framework

The p—osmotic framework consists of three layers: Cloud, Edge, and IoT, as shown in
Figure 6.1. Containerized microservices for various sensor data are deployed at the edge layer.
The resource manager at the edge layer manages the resources available at the edge layer. The
middleware, deployed at the edge layer, controls the osmotic behavior of the framework. Figure
6.2 shows the middleware. The main elements of the middleware are monitoring, deploy, and
migration. It dynamically adjusts the microservice placement based on the performance metrics and
the resources available, leveraging a container engine for deployment and management. ;1—osmotic
monitors the node for incoming requests, monitors the edge resources, maintains a database for
the gathered metrics of CPU, Memory, network traffic, and disk I/O, and has a migration decision

engine.

6.1.1 Layer 1: Cloud Layer

Layer 1 is the cloud layer. The services received at the edge layer are migrated to the cloud

layer along with the microservices when the resources at the edge are insufficient. At the edge layer,
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Figure 6.2: ;1—osmotic middleware

the microdata received from the sensors has to be processed with the microservice. It is migrated
to the cloud in the form of MicroELements (MELs) by encapsulating the microdata along with the
microservice. This ensures that in the presence of any constraints at the edge, the functionality and
the performance of the system is maintained by offloading the data to the cloud. The processed data
is then sent back to the cloud for further actions allowing seamless service delivery and efficient

resource utilization.

6.1.2 Layer 2: Edge Layer

Layer 2, the edge layer, represents the core of the system in terms of primary data processing.
Most data processing tasks are performed here, in the vicinity of data sources, thus reducing latency
and improving response times. It consists of several containerized microservices that process
specific types of microdata received from the sensors in Layer 3. One of the main goals of the edge
layer is local processing, which saves bandwidth and reduces energy consumption. In the absence
of sufficient resources at the edge layer, the data is encapsulated and migrated to the cloud in the
form of MELs. The middleware at the edge layer includes monitoring, resource allocation, and

migration for optimal performance and resource utilization.

- Resource Manager: This component of the middleware monitors the use and the reservation

of resources at the edge layer. It ensures that every microservice has enough storage and
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computational resources at the edge layer. In the absence of enough resources, it coordinates
with the cloud layer by encapsulating the microservice and microdata and migrating the

resulting MEL to the cloud.

- Middleware: The middleware migrates, monitors, and deploys the microservices. It guarantees
that microservices are running well as they have to be migrated to the cloud based on resource

availability and performance requirements.

- Containerized Microservices: The microservices are containerized ensuring efficient and
isolated execution. The microservices are designed to handle specific data sent by the sensors.
The microservices used in the framework are air quality, humidity, traffic, temperature, and

energy consumption.
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Figure 6.3: The process of implementing microservices in Containers

e Microservices with Containers: Microservice architecture is a design pattern that structures
an application as a collection of loosely coupled services. Containers are an ideal platform
for deploying microservices due to their isolation, portability, and ease of management. In
u—osmotic, five microservices have been deployed for various sensor types. To implement
the microservices, a Dockerfile for each microservice is created to specify the environment and
dependencies required to run it, followed by building Docker images from these Dockerfiles.
Then, the images can be loaded into the Google Container Registry, which enables recovery,
scalability, and simple development. Then, Kubernetes is used to manage the deployment, scal-
ing, and operation of containerized microservices. This involves defining Kubernetes objects:
Pods, Services, and Deployments for each microservice. Three pods for each microservice
have been deployed. This process sets up networking to allow communication between mi-

croservices, utilizing the service discovery mechanisms provided by the orchestration platform.
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Figure 6.4: Data Processing Workflow

For monitoring and logging solutions of microservices and microdata, resource allocation, and
migration of MELSs, Prometheus and Grafana have been integrated. The process is shown in

Figure 6.3.

e Data Processing Workflow in u—osmotic: The data processing workflow includes the follow-
ing steps:
1. Sensor Data Acquisition: The edge device collects sensor data from various sources.

ii. Data Reception and Analysis: The data receiver component receives the sensor data and

extracts its type (e.g., temperature, humidity).

iii. State Observation: The system collects the current state of the edge device, including
CPU usage, memory usage, and energy consumption. The state is represented by a vector

St.



120

pu—osmotic

1v. Action Selection: It takes the state (s;) and sensor data type as input and predicts an

Action (a) based on the learned policy as given in Equation 6.1:

a ~ m(als) 6.1)

Here, 7y is the probability distribution that defines the likelihood of taking a particular
action at the given current state. The value of the current state is estimated by the critic

using Equation 6.2:
V(St) = f¢(3t) (62)

In this equation, fy is the value function approximator parameterized by ¢.

v. Action Execution:

Vi.

— Local Processing (a = 0): If the operation is a local processing, the corresponding
microservice is selected based on the type of data of the sensor i.e., a microservice
designed to handle a specific type of sensor data. The selected microservice on the

edge device then processes the data.

— Cloud Migration (@ = 1): If the operation is cloud migration, the data and the

corresponding microservice are forwarded to the cloud service for processing.

Reward Function Design: The reward function is crucial in guiding the A2C agent to
learn the optimal placement decision. A reward function is proposed that considers both

processing efficiency and energy consumption as shown in Equation 6.3:

r¢ = wy - Processing Time — ws - Energy Consumption (6.3)

Here, w; and w, are positive weight factors determining the relative importance of pro-
cessing speed and energy usage. The processing time of local processing is estimated
based on historical data or analysis, while the energy consumption depends on the se-

lected action as shown in Equation 6.4 and 6.5:

Energy Consumption (local) = Ej(s;) (6.4)
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Energy Consumption (cloud) = E. + E;(data_size) (6.5)

— Ej(s;): The energy consumption of local processing based on the current state (s;)

(e.g., using a CPU power consumption model).
— FE.: Fixed energy cost associated with cloud service invocation

- [E,(data_size): The energy consumption of transmitting data to the cloud based on

data size. (i.e., estimation based on bandwidth and network latency)

The reward function presented incentivizes the A2C agent to learn efficient data place-

ment by minimizing energy consumption when the resources at the edge are available.

vii. Advantage Calculation: The advantage function A; is used to update the policy and value

function given as Equation 6.6:

At =Tt + ’YV(St-i-l) - V(St) (66)

where v is the discount factor. This advantage function incentivizes the A2C agent
to make efficient data placement decisions by minimizing energy consumption when

resources at the edge are available.

6.1.3 Layer 3: ITS Layer

Layer 3 is the sensor layer deployed in the field and collects the real-time data. Each deployed
sensor monitors the environment and collects the data. The sensors are connected to the system
and transmit microdata continuously to the edge layer for further processing. The collected data
is then forwarded to the respective microservice for further processing like monitoring, analysis,
and decision-making. This layer is an important component that collects data enabling real-time

insights and responses to the changing environmental conditions.



122 —osmotic

6.2 p—osmotic System Modeling

This section details u—osmotic for dynamic resource management at the edge. The focus is
on state representation and Action Space design, which are crucial for effective agent learning and
decision-making. Let 7Ti,q represent a task from an IoT device. The scheduling process having four

steps can be formulated as given in Equation 6.7 to 6.11:

Resource Check:

Redge > sz,required(,-z—‘task) Vk € {17 27 aS) TL} (67)

k,available

Scheduling Decision:

If Redee > Ry required(Ttask),  then schedule T, on edge

k,available —

If RS9 < Ry required (Tiask),  then migrate Ty and M (6.8)

k,available

to cloud

Migration Process:

Tmigrated = Thask U Mj — cloud (6.9)
- Resource Allocation.
edge _ pedge
Rk,available - Rk,available - Rk,required(Tscheduled) (6.10)
Rcloud o Rcloud . R ) (T ) ) (6 11)
k,available — Uk available k,required \ + migrated .

Table 6.1 shows the variables and assumptions used in this chapter.

6.2.1 Action Representation

pu—osmotic employs an actor-critic architecture in which the actor policy 7 (s, a)associates
states (s) with action probabilities (a), while the critic V' (s) evaluates the state-value function.
During training, u—osmotic enhances the policy by utilizing the benefit function.

In the realm of dynamic resource management at the edge, the agent’s state (s) is a vector that
denotes the current resource use of the edge device. This may encompass CPU utilization (tcpu),

memory utilization (Umen ), and energy consumption (Uenergy) as delineated in Equation 6.12:
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Table 6.1: List of Variables

Variable  Description

D; IoT device ¢

M; microservice j

Ry, Resource k&

Cedge Computational capacity of the edge
Clloud Computational capacity of the cloud

Ry available  Available units of resource &

Ry, required  Required units of resource & by a microservice
Thask Task from an IoT device

Ticheduled  Scheduled task

Trigrated Migrated task to the cloud

s = [ucpua Umem; uenergy] (6.12)

In p—osmotic, the Action Space (A) defines the set of actions that can be taken in any given
state. It is important because it heavily influences how the agent learns and what policy results.
Definition 1 (Action Space in yi1—osmotic). The Action Space, denoted by A, is a finite set of dis-
crete actions available to the agent in a given state. In the context of dynamic resource management

at the edge, the Action Space is defined in Equation 6.13:

A={0,1} (6.13)

Where, Action O (a = 0): This action signifies local sensor data processing on the edge
device. Action 1 (a = 1): This action indicates cloud migration, where the data is sent to the cloud
for processing.

The actor policy 7 (s, a) outputs the probability of selecting each action given the current

state as shown in Equation 6.14:

7(s,a) = P(a| s) (6.14)

The Advantage function optimizes the policy, where the Advantage A; is defined as the difference

between the actual reward and the expected value of the state as given in Equation 6.15:

At =7+ ’}/V(St_t,_l) — V(St) (615)
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In this, 7, denotes the reward obtained after executing an action in state s;, whereas V'(s;;1) and
V (s;) represent the value estimations for the subsequent and current states, respectively, with -y
signifying the discount factor.

The objective function (L(0, ¢)) seeks to maximize the anticipated return through the updat-

ing of the actor and the critic, as given in Equation 6.16:

1
L(0, ) = Et |log m0(ay|s;) - Ay — 5 (R¢ — V¢(5t))2 (6.16)

Where, log my(a¢|s;) is the log probability of taking action «a; in state s, according to the
policy 7y, A, is the advantage calculated using Equation 6.15, and (R, — Vj(s;))? is the mean
squared error between the target return R, and the value estimate V(s;) from the critic.

The objective function ensures that the actor is updated and takes actions that lead to higher
rewards. The critic is updated to provide more accurate value estimates. The data processing

workflow is shown in Figure 6.4

6.2.2 State Representation

Definition 2 (State Representation in p—osmotic). The state representation s, summarizes all
relevant information about the environment at time t. It is a comprehensive summary that includes
features such as current resource usage, data size, and other factors that affect decision-making.
The state representation is an important part of the actor-critic architecture that enables the actor
to predict the best course of action in the given situation and the critic to estimate the value of the
state. Thus optimizing the performance over time.

State representation plays an important role in enabling the agents to learn effective policy-
making. The state (s) represents the current observable environment and provides the information
that is essential for the most appropriate action for the agent.

In the edge resource management scenario, the state representation consists of normalized

resource utilization levels:

e CPU Usage: This represents the percentage of CPU resources currently used by the edge

device. It is determined using the get _cpu_usage () function.
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e Memory Usage: This represents the percentage of memory resources currently used on the

edge device, determined by the get _memory_usage () function.

e FEnergy Usage: This represents the total energy consumption normalized to a range of O to
1. It is calculated by the get _energy_usage (data_size) function, which considers the

data size being processed and the device’s energy consumption characteristics.

The state vector at timestep ¢ (s;) is defined as Equation 6.17:

get_cpu_usage(t) get-memory_usage(t) get_energy_usage(data_size)

= 100 ! 100 ! 100

(6.17)

The state representation provides the middleware with a precise and informative view of
current resource utilization on the edge device. The agent, based on this information, decides
whether to process the incoming sensor data at the edge (Action 0) or to migrate to the cloud

(Action I). The critic estimates the value of this state to guide the policy updates.

6.2.3 Reward Function Design

The reward function plays an important role and shapes the agents behavior by providing

feedback to the agent. It indicates the effectiveness of their chosen actions in achieving the desired
goal. It aims to balance efficient data processing with minimal energy consumption at the edge
layer.
Definition 3 (Reward Function in y—osmotic). The reward function r; provides feedback to the
agent at each timestep t by quantifying the immediate benefit or penalty of taking a particular Action
a; in state s;. It is designed to guide the agent toward achieving long-term goals by incentivizing
desirable behaviors and discouraging undesirable ones. This reward signal influences both the
actor and the critic.

Reward function based on the chosen action:
e Local Processing (Action 0):

— A fixed penalty (-0.1) discourages excessive local processing.
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The reward (Equation 6.18) is further adjusted by subtracting the actual local energy con-
sumption (Fjoc,) obtained from the get _energy usage_local () function (Equa-

tion 6.19). This encourages the agent to favor local processing when it’s energy-efficient.

s = —0.1 - Elocal (618)

Ejocal = get_energy_usage _local() (6.19)

Cloud Migration (Action 1):

A fixed reward (0.1) encourages the agent to consider cloud migration when necessary.

The reward (Equation 6.21) is further adjusted by subtracting the cloud energy consump-
tion (Fouq) calculated based on the data size and a scaling factor 0.1 (Equation 6.20).

This discourages unnecessary cloud usage by penalizing high energy consumption.

data_size
Ecou =0.1 T A 2
toud = 01 =00 (6.20)
re = 0.1 — Egoud (621)

The reward function plays an important role by influencing the actor’s policy decisions and

the critic’s value estimation. The specific design elements influence the agent’s learning.

Fixed Penalty/Reward: The fixed penalty for local processing and reward for cloud migration
encourage the agent to explore both options. This prevents it from getting stuck in a local

optimum (always choosing one action over the other).

Energy-aware Adjustments: Subtracting the actual energy consumption in both scenarios
encourages the agent to consider the energy impact of its decisions. The critic uses this reward

to estimate the value of each state. The actor adjusts its policy to favor energy-efficient actions.

By effectively combining these elements, the reward function steers the middleware towards

learning an optimal policy for dynamic resource management at the edge. The agent balances

efficient data processing with minimal energy consumption, making informed decisions based on

the current resource utilization and data size.
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6.2.4 Observation Space

Definition 4 (Observation Space in pu—osmotic). The Observation Space is defined as the set
of states that can be observed by the agent from an environment s;. Each s; in this set tells the
environment’s current condition based on relevant features such as resource utilization, data size,
system performance metrics, etc. It is this Observation Space that defines the inputs to both value
and policy networks, enabling the agent to make the best decision by evaluating the state it is in.
Thus, the Observation Space is defined as a three-dimensional vector as given in Equation

6.22:

OcR? (6.22)

where R denotes the set of real numbers. Each dimension of this observation vector represents
a specific resource utilization metric, given as:

Dimension 1: CPU Usage (cpu_usage): This dimension shows the actual usage of the CPU
by the edge device in percentage. This information can be obtained using a system function like
get_cpu_usage (). The value is generally between 0 and 1 (for example, 0.75 means 75% of

CPU is used). Mathematically it can be represented as given in Equation 6.23:

get_cpu_usage(t)
100

cpu_usage = (6.23)

Dimension 2: Memory Usage (memory_usage): This dimension represents the percentage of
memory resources currently in use on the edge device. Similar to CPU usage, it can be found using
functions such as get _memory_usage () and is normalized to a range between O and 1. This

can be represented mathematically as given in Equation 6.24:

get_memory_usage(t)

100

memory_usage = (6.24)

Dimension 3: Energy Usage (energy_usage): This dimension represents the total energy
consumption of the edge device, normalized to a range between 0 and 1. Determining this value
can be more complex and involve functions such as get _energy_usage (data_size). This

function may take into account the size of the data processed and the energy consumption charac-
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teristics of the device to estimate the energy consumption of a specific task. Mathematically it can

be represented as given in Equation 6.25:

get_energy_usage(data_size)

6.25
100 (6.25)

energy-usage =

By combining these three dimensions, complete state representation (s;) at a given timestep

(t) 1s obtained as shown in Equation 6.26:

s; = [epu_usage, memory_usage, energy_usage] (6.26)

where, cpu_usage, memory_usage, and energy_usage are calculated using Equations 6.23,
6.24, and 6.25, respectively. The state representation (s;) provides the agent with a concise yet
informative view of the current resource utilization on the edge device. Based on this information,
the actor can decide on the best action, and the critic can evaluate the value of the state. Algorithm
6.1 describes the A2C algorithm [105]. Table 6.2 shows the mathematical notation used throughout

the section:

6.3 Implementation of ;,—osmotic

The IoT testbed for environmental monitoring sensors is set up for synthetic data using
Python. The sensors considered for Intelligent Transportation System are: air quality, humidity,
temperature, traffic, and energy. The environment sends continuous data to the edge, and the data
at the edge is handled in real-time.

The sensor data is transmitted to multiple reinforcement learning (RL) algorithm endpoints,
specifically u—osmotic, Deep Q-Network (DQN) [106], Soft Actor-Critic (SAC) [107], and Proxi-
mal Policy Optimization (PPO) [108]. The URLSs are initialized for each receiver and five sensor
types: humidity, traffic, temperature, energy, and air quality. The data generated by the sensors
is packed as a JSON object. This JSON data is transmitted via HTTP POST requests to each RL
receiver.

The proposed algorithm (Algorithm 6.2) optimized resource utilization between local devices

and cloud migration, for service processing and decision-making.
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Table 6.2: Parameters used in the Advantage Actor-Critic (A2C) algorithm and their description.

Parameter Description

0

Parameters of the policy network (actor) that determines the
actions taken by the agent.

¢

Parameters of the value function network (critic) that esti-
mates the expected return for a given state.

Trajectory: A sequence of states, actions, rewards, and log
probabilities generated by executing the current policy in
the environment.

St

State at time step ¢, representing the environments current
condition or observation.

Ay

Action taken by the agent at time step ¢.

Ty

Reward received by the agent after taking Action a, in state
St.

R,

Discounted cumulative reward (return) from time step ¢ to
the end of the trajectory 7.

Vi (st)

Value function estimate of the expected return from state s,
under the policy .

Advantage estimate: The difference between the actual re-
turn R, and the value function estimate V(s;).

Discount factor that weights future rewards in computing
returns and advantages.

Coefficient balancing the importance of the value function
loss £Y3"() in the total loss function.

Learning rate determining the step size of parameter updates
during gradient descent.

The model is trained in this custom environment. The training phase entails the ongoing mod-

ification of the state according to real-time resource utilization indicators and the model’s actions.

This setup enables the model to learn an optimal policy for deciding between local processing and

cloud migration.

A Flask API is developed to handle incoming sensor data. Upon receiving data, the API

parses the sensor type and data. The current state is calculated using the helper functions, and the

model predicts whether to process the data locally or migrate it to the cloud. If the model chooses

local processing, the data is forwarded to the appropriate microservice based on the sensor type.

Otherwise, the data is sent to the cloud. This decision-making process aims to optimize overall

energy consumption and resource utilization, thereby enhancing the efficiency of the edge-cloud

architecture.
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Algorithm 6.1 Advantage Actor-Critic (A2C)

1: Initialize policy network (actor) parameters 6 and value function network (critic) parameters ¢
2: for each iteration do
3: Collect trajectories

T = {SO,QO,TO,Sl,al,Tl, ... 73T}

by running policy 7y in the environment

4 for each timestep ¢t do
5: Compute the discounted cumulative rewards (returns):
T
Re=Y A
k=t
6: Compute the value function V(s;) using the critic network
7: Compute the advantage estimates Ay using the value function:
At = Rt — V¢(St)
8: end for
Compute the policy loss:
L7 (9) = 15y |log ma(ast) ¢
10: Compute the value function loss:
L£e(g) = By [(Vy(s) — Ro)?]
11 Compute the total loss:

£(07¢) — Epolicy(g) + Clﬁvalue(gﬁ)
12: Update the policy network parameters:
0 < 6 — aVyLPlY(9)

13: Update the value function network parameters: ¢ < ¢ — aV,L¥4(¢)
14: end for

It ensures a robust system capable of adapting to varying resource availability and work-
load demands, making it an effective solution for dynamic edge-cloud environments. Similar to
this algorithm, processing has been done for other algorithms. The following section details the

performance evaluation of the y—osmotic framework in comparison to other algorithms.



6.3. IMPLEMENTATION OF p—osmotic 131

Algorithm 6.2 Service Processing and Decision Making using p—osmotic

1: Initialize:

2 Define Prometheus counters.

3: Initialize the agent and custom environment.

4: Functions:

5. GETCPUUSAGE: Calculate CPU usage percentage.

6 GETMEMORYUSAGE: Calculate memory usage percentage.
7 GETENERGYUSAGELOCAL: Measure local energy usage.

8 GETENERGYUSAGECLOUD: Estimate cloud energy usage based on data size.
9 GETENERGYUSAGE: Calculate total energy usage.

10: Custom Environment:

11:  Define Observation Space and Action Space.

12:  Initialize State with CPU, memory, and energy usage.

13: Step Function:

14:  STEP(ACTION)

15: if Action == O then

16: Perform local processing.

17: Calculate reward as —0.1 — GETENERGYUSAGELOCAL().

18: else

19: Migrate service to the cloud.

20: Calculate reward as 0.1 — GETENERGYUSAGECLOUD(data_size).

21: end if

22:  Update State with GETCPUUSAGE()/100, GETMEMORYUSAGE()/100,

GETENERGYUSAGE(data_size)/100.

23:  Return new State, reward, termination status.

24: Custom Callback:

25:  Initialize TensorBoard and CSV logging.

26:  On each step, log elapsed time, reward, CPU usage, memory usage, local energy usage, and Action.

27: Initialize the Model:

28:  Setup environment and monitoring.

29:  Train the model with specified timesteps and custom callback for logging.

30: Flask API:

31:  Define route to receive sensor data.

32:  RECEIVEDATA(REQUEST)

33:  Parse incoming data for sensor type and data.

34:  Decision Making:

35:  Calculate current State using GETCPUUSAGE()/100, = GETMEMORYUSAGE()/100,
GETENERGYUSAGE(len(str(sensor_data)))/100.

36:  Predict Action using the model.

37: if Action == 0 then

38: Increment local processing counter.

39: Forward data to appropriate microservice.
40: else

41: Increment cloud migration counter.

42: Trigger migration to cloud service.

43: end if

44:  Define route to expose Prometheus metrics.
45:  Start Flask application to handle requests and process data.
46: End the Model:
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6.4 Results and Discussion

In this section, the performance evaluation of the ;1—osmotic framework is comprehensively
investigated by comparing the framework with other algorithms. A series of simulation experiments
are comprehended in Kubernetes environment [109] along with Docker [110] for microservice
architecture, Python, PyTorch, Prometheus, Tensorboard, Grafana, collections.deque for relay
memory buffer and TensorFlow for training neural networks on a server equipped with Intel core

17-12700 CPU @ 2.10 GHz, 16.0 Gb RAM.

6.4.1 Evaluation Metrics

To evaluate the effectiveness of the p—osmotic framework, the following metrics are used:

® Processing Time: The average time required to process sensor data. This metric reflects the

overall efficiency of the system. It is defined as given in Equation 6.27:
| N
P ing Time = — T; 6.27
rocessing Time N ; ( )

where /V is the total number of sensor data instances, and 7; is the processing time for the i-th

instance.

® Energy Consumption: The system’s total energy consumption, including local processing and

cloud migration costs is given by using Equation 6.28:

N M
Energy Consumption = Z Eloca,i + Z Eioud,j (6.28)
i=1 j=1

where Fjoca,; 1s the energy consumption for local processing of the i-th instance, and Ejouq,

is the energy consumption for cloud processing of the j-th instance.

® Resource Utilization: The average CPU and memory usage on edge devices. This metric

indicates how efficiently the system uses edge resources. It is defined as shown in Equation
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6.29 and 6.30:
1 (T
CPU Utilization = T / CPU(t) dt (6.29)
0

1 T
Memory Utilization = T / Memory(t) dt (6.30)
0

where 7' is the total observation time, CPU(¢) and Memory(t) are the CPU and memory usage

at time ¢, respectively.

Table 6.3: Analysis of various algorithms

DQN PPO SAC p—osmotic
Avg Energy  12.459167 7.104788  1.898384  1.839643
Avg CPU 3.229583  1.747162  2.659136  2.149954
Avg Memory 60.423333 61.628793 58.210538  56.895807
Peak Energy 14.240000 14.130000 2.774000  2.748000
Peak CPU  14.000000 17.900000 19.900000  19.400000
Peak Memory 66.000000 65.900000 65.300000 58.900000
Std Energy  0.704144  0.781989  0.231389  0.152157
Std CPU 2.132808  1.717465  4.333035  2.822172
Std Memory  3.397371  6.033759 2916405  0.825086

The algorithms p—osmotic, DQN, SAC, and PPO are evaluated based on energy, CPU, and
memory usage. pu—osmotic performs best as the most energy-efficient algorithm with average
energy consumption of 1.84.J and peak energy usage of 2.75.J. It performs best in memory usage
with an average memory usage of 56.9 % closely followed by SAC with 58.21%. For CPU usage,
it is found that the PPO algorithm performs better with an average CPU usage of 1.75%. whereas,
pu—osmotic uses lightly better with 2.15%. It performs 30% better than the next better-performing
SAC algorithm in terms of energy consumption. For memory usage, ;1—osmotic performs 5.84
% better than DQN, 7.68 % better than PPO, and 2.26 % better than the SAC algorithm. Overall,
u—osmotic performs the best in terms of resource efficiency, consuming the least energy, CPU,
and memory on average, and also maintains the least peak values. Figure 6.5 shows the comparison
of algorithms based on various metrics. Figure 6.5a shows a comparison of CPU consumption,
Figure 6.5b shows a comparison of memory consumption among all algorithms, and Figure 6.5¢
shows the comparison of energy consumption. From the results, it can be deduced that y—osmotic

performs better for memory and energy, consuming fewer resources, but, in case of CPU, the PPO
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algorithm performs better than —osmotic, but, it performs better than other algorithms. Table 6.3
shows the results of the i—osmotic, SAC, DQN, and PPO algorithms.

The time complexity of the proposed algorithm, O(T*n+m*n), demonstrates its scalability
for small to medium workloads, where T represents the number of training timesteps, m denotes
the number of incoming API requests, and n corresponds to the size of the data being processed.
The space complexity, O(P+S), where P is the model size and S accounts for logged metrics,
is manageable given sufficient memory resources. This complexity ensures efficient real-time
decision-making, particularly in scenarios involving edge and IoT devices, where moderate data
sizes and request rates are typical. However, the linear dependency on n and m highlights poten-
tial performance challenges for handling large-scale, high-frequency workloads. To address this,
optimizations such as data pre-processing, lightweight models, and parallel processing could be

integrated, ensuring the algorithm’s adaptability for broader applications in dynamic environments.

6.5 Conclusion

In this chapter, a novel framework for dynamic resource allocation between edge and cloud
environments in Intelligent Transportation Systems (ITS) is presented. u—osmotic is designed to
optimize [oT data processing by making intelligent decisions on the processing of data based on
resource availability, CPU usage, memory usage, and energy consumption. The framework utilizes
a microservice architecture to achieve flexibility and modularity in deploying services, ensuring
effective resource utilization and low latency. This architecture allows for seamless integration
of edge and cloud resources, dynamically orchestrating service deployments to meet fluctuating
demands and resource availability. The system intelligently migrates MicroELements (MELSs) to
the cloud layer when necessary, maintaining service quality and reliability. The performance of
p—osmotic is evaluated and compared with other established algorithms, including SAC, PPO,
and DQN. The results demonstrated that y—osmotic outperforms the other algorithms in terms
of energy and memory consumption. It performs 30.0%, 19.3%, and 2.26% better than SAC in
terms of CPU, energy, and memory, respectively It was found that in terms of CPU, PPO performs

better, but is closely followed by pu—osmotic. Specifically, —osmotic showed strong performance



136 —osmotic

across various metrics, including energy efficiency and memory usage, making it a balanced and

advantageous choice for optimizing resource allocation in edge-cloud environments.



Chapter 7

Conclusion and Future Work

7.1 Conclusion

The emergence of new computing paradigms driven by the rapid growth in the number of
IoT devices that supports real-time, low latency applications has necessitated the need for efficient
and scalable resource management systems. The work presented focuses on utilizing Osmotic
Computing as a foundational approach that addresses the limitations of traditional cloud and edge
computing approaches. By bridging the loT-Edge-Cloud continuum, Osmotic Computing supports
resource orchestration to manage resources at fault-tolerant architecture in modern networks that
includes 5G technologies and beyond. It explores frameworks and algorithms for optimizing
different task scheduling, resource management, service migration, and decision-making processes
for heterogeneous environments contributing to the field of Osmotic Computing. The research has
validated the effectiveness of Osmotic Computing in multiple real-world scenarios, such as 5G
networks, Intelligent Transportation Systems (ITS), and IoT data processing.

The OCTRA-5G Framework, leverages Osmotic Computing (OC) for efficient task schedul-
ing and resource allocation in 5G networks. By incorporating an Osmotic Layer (OL) at the
edge layer, the framework enhances real-time processing, reduces the burden on the core network.
The OL consists of key components, including the Osmotic Resource Database (ORD), the Os-
motic Service Segregator (OSS), and the Osmotic Resource Scheduler (ORS), which collectively

optimize resource allocation by segregating services and facilitating seamless migration when nec-
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essary. Sharma et al. [65] follows the prnciple of osmosis and presents a fitness-based osmosis
algorithm that provides support for osmotic computing by utilizing teh resources at the fog layer.
The proposed algorithm segregates the services into microservices and macroservices, but it does
not consider whether the resources required to execute those microservices are available at the fog
layer or not. The OCTRA-5G framework considers the availability of resources at the edge layer. If
the required resource is not available at the edge layer then the microservice is migrated to the cloud
layer. The performance of OCTRA-5G was validated through simulations with varying numbers
of gNBs, showing a significant reduction in resource allocation time and latency, with improve-
ments ranging from 20.679% to 95.57%. Comparative analysis against traditional algorithms such
as FCFS, SJF, and PS demonstrated the superior efficiency of OCTRA-5G, with FCFS emerging
as the most effective within the proposed framework. These findings confirm that OCTRA-5G
significantly enhances task scheduling and resource allocation efficiency in 5G environments.

The proposed OsCoMIT framework extends the application of Osmotic Computing to In-
telligent Transportation Systems (ITS), where the management of computational resources for
intelligent vehicles becomes increasingly critical. The proposed Proportional Fairness (PF) algo-
rithm, used for resource allocation in OsCoMIT, outperforms traditional algorithms like FCFS
and PS in terms of system utility, memory, and computation resource management. Statistical
validation using ANOVA further corroborates the significant performance improvements achieved
by OsCoMIT, making it a promising solution for ITS in 5G networks.

Deep Q-Networks (DQN) addresses the challenges of service migration and task offloading in
dynamic and heterogeneous environments, aiming to enhance response times and optimize resource
utilization. A comprehensive mathematical model that integrates reinforcement learning with the
principles of osmotic computing is developed. This model effectively captures the complexities
of managing resources and deploying services across both cloud and edge environments. The
implementation and extensive simulations demonstrated that the DQN-based approach significantly
outperforms other algorithms, as can be seen by the p-values in all the comparisons. Furthermore,
we conducted a statistical analysis using the Wilcoxon signed-rank test to validate the effectiveness
of our proposed method. The results confirmed the statistical significance of the performance

improvements, thereby reinforcing the robustness and reliability of the proposed approach.
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The p—osmotic framework presented a dynamic resource allocation solution between edge
and cloud environments, employing the Advantage Actor-Critic (A2C) algorithm. This framework
optimized IoT data processing by making intelligent decisions on whether to process requests at the
edge or migrate them to the cloud, based on resource availability and energy consumption. Through
detailed simulations, u—osmotic consistently outperformed established algorithms like Soft Actor-
Critic (SAC), Proximal Policy Optimization (PPO), and DQN in terms of energy efficiency, CPU
usage, and memory utilization. Its modular microservice architecture enabled seamless integration
of edge and cloud resources, providing a robust solution for scalable [oT deployments.

The research presented in this thesis offers a comprehensive exploration of Osmotic Com-
puting and its potential to revolutionize task scheduling, resource allocation, and service orches-
tration in complex, heterogeneous environments. The OCTRA-5G, OsCoMIT, DQN-Osmosis,
and p—osmotic frameworks have shown substantial improvements in performance metrics such
as latency reduction, energy efficiency, resource utilization, and system scalability, validating the
efficacy of Osmotic Computing in real-world applications. The frameworks proposed throughout
this work can be deployed across various sectors, such as 5G networks, ITS, and IoT ecosystems,
contributing to advancements in network efficiency, resource optimization, and service quality.
The integration of advanced reinforcement learning techniques such as DQN and A2C into these
frameworks has further enhanced their adaptability and decision-making capabilities, addressing

the dynamic nature of modern computing environments.

7.2 Future Work

While the proposed frameworks focus on improving resource allocation, future work will
explore techniques to further minimize latency in highly dynamic environments, particularly for
time-sensitive applications. Extending the frameworks to handle larger-scale, more complex envi-
ronments with a broader range of devices and services is an essential next step. The integration
of 10T devices and edge networks brings new challenges in terms of security and data privacy.
Future research will address how Osmotic Computing frameworks can incorporate robust security
mechanisms to ensure safe and secure resource sharing. The frameworks does not consider the type

of task and urgency for the allocation of resources. In future, we plan to consider these points and
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propose a framework that considers the task type, ensures the timely completion of services, and
adjusts to the fluctuating mobility conditions. Additionally, we aim to explore other performance
metrics like bandwidth. Finally, the deployment and testing of these frameworks in real-world
networks, beyond simulations, would provide invaluable insights into their practical feasibility,

effectiveness, and potential challenges in real-time operations.
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