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ABSTRACT

The digitization of the information has revolutionized the daily lives of the peoples in this
world. The many advantages of digital information have also generated new challenges and
new opportunities for innovation. This thesis discusses the issues regarding data hiding and
its application to multimedia security and communication, addressing both theoretical and
practical aspects, and tackling both design and attack problems. In the fundamental part, it
has been identified a few key elements of data hiding through a layered structure. Data hiding
IS modeled as a communication problem where the embedded data is the signal to be
transmitted. Various embedding mechanisms target different robustness-capacity tradeoffs.
The tradeoff for different major categories of embedding mechanisms has been done. In
addition, it has been found that the unevenly distributed embedding capacity brings difficulty
in data hiding. A comprehensive study has been done to solve this problem, addressing the
considerations for choosing constant or variable embedding rate and enhancing the
performance for each case i.e. using smaller watermark or increasing processing gain at the
cost of degradation in the image quality. Various, data hiding algorithms in spatial domain,
frequency domain, fractal domain and wavelet domain for binary images, grayscale images
has been implemented. These algorithms are covering applications such as annotation, tamper

detection, copy/access control, fingerprinting, and ownership protection.

Data hiding can also be used in video communication to convey side information for
additional functionalities or better performance. In the attack part, discussion on a number of
attacks like cropping, addition of noise, JPEG compression and other geometrical attacks and
countermeasures for data hiding systems has been done. The investigation begins with four
specific types of watermarking schemes, in which full knowledge of the watermarking
algorithms is available. The attack problems have been studied for digital images under a
unique competitive environment, using blind and non blind watermarking algorithms of
digital watermarking. On basis of overall discussion it can be concluded that watermarking in

dual domain is considered the best among the discussed algorithms.
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CHAPTER 1

Introduction

1.1 Preamble

Digital watermarking includes a number of techniques that are used to imperceptibly convey
information by embedding it into the cover data. There has always been a problem in
establishing the identity of the owner of an object in this digital world where the unlimited
number of copies of the digital data can be produced with zero to no error. In case of a
dispute, identity was established by either printing the name or logo on the objects. But in the
modern era where things have been patented or the rights are reserved i.e. copyrighted, more
modern techniques to establish the identity and leave it unhampered have come into picture.
Unlike printed watermarks, digital watermarking is a technique where bits of information are
embedded in such a way that they are completely invisible. Actually, digital watermarking
exploits the limitation the human visual system (HVS). The problem with the traditional way
of printing logos or names is that they may be easily tampered or duplicated. In digital
watermarking, the actual bits are scattered in the image in such a way that they cannot be
identified and show resilience against attempts to remove the hidden data [1].

Digital Watermarking can be defined as a technology of embedding watermark with
intellectual property rights into images, videos, audios and other multimedia data by a certain
algorithm. This kind of watermark contains the author and the user's information, which
could be the owner’s logo, serial number or control information. In fact, it’s making use of
the ubiquitous redundancy and randomness in data, and adding to the data information which
is difficult to be detected but can be distinguished to protect product copyright and data
integrity. The difference between digital watermarking and other technology is of three
important aspects: First of all, unlike encryption, watermarking is imperceptible so that the
image will not be detract from the aesthetic sense. Second, the watermarks and the cover data
they in which they are embedded should be inseparable. Even if the data were displayed or
converted into other file formats, the watermarks will not be eliminated. This is different
from the first section. Finally, the watermarks will have exactly the same transformation
experience as the data that means you can get the information of transformation by looking at

the watermarks.



1.2 History of Data hiding techniques:

The core principles of watermarking and data hiding can be traced back approximately 4,000
years to Egypt and Greece. At this time, hidden packets of information had been transferred
by special character adjustments or mutations (Hanjalic et al., 2000). Herodotus, the great
Greek storyteller, often refers to the hidden information methodology transferred on wax
tablets or smuggling secret messages tattooed on the skull of human messengers (Cox et al.,
2002).

In Roman times a slave would have his head shaved, then tattooed with an important
message, and as the hair began growing, he made his way as instructed through enemy lines
and indifferent countries, across water and inhospitable terrain, sleet and snow, mountain
ranges, etc. finally reaching the reader who immediately had the head shaved, and eagerly
scanned the message.

The United States Constitution states that “The Congress shall have Power to promote
the progress of Science and useful Arts, by securing for limited times to Authors and
Inventors the exclusive right to their respective writings and discoveries.” The origin of this
concept, but not of the noble sentiment of promoting progress in the arts and sciences, in the
Anglo-American legal system (similar restrictions also existed in France) stems from a royal
charter granted by Mary Tudor, Queen of England, to the Stationer’s Company [2] in 1557.
This charter limited the right to print books to the members of the company. The intent
behind this privilege was primarily to exert censorship, the commercial interests of the
publishers were of secondary interest only. Even after the repealing of the 1662 Licensing
Act in 1681, the Stationer’s Company retained control over the printing trade through the use
of a bylaw establishing rights of ownership for books registered to its members. This
common law mechanism was supplanted in 1710 by the Statute of Anne enacted in 1709. The
Act of Parliament granted authors copyright over their work initially for 14 years and was the
first copyright legislation in the current sense, in most European states the rights of the
authors were recognized only partially until the French Revolution [3]. Cryptography and
steganography have been used throughout history as means to add secrecy to
communications especially during the times of war and peace [4].

Some of the early methods to hide information include text written on wax-covered tablets,
invisible writing using invisible ink .In World War Il null ciphers were used in which the

secret was camouflaged in an innocent sounding message as in the example below [5]



Apparently neutral’s protest is thoroughly discounted and ignored. Islam hard hit. Blockade
issue affects pretext for embargo on byproducts, ejecting suet and vegetable oils.

Taking the second letter in each word the following message emerges:

Pershing sails from NY June 1

As technology developed and detection methods improved, more effective methods of hiding
information were developed. The Germans invented microdot technology for covert
communication in 1941. In microdots, the messages were neither hidden nor encrypted but
their size was too small to be seen by the naked eye [5]. Advances in microdot technology
still continue to this day, the latest development being the embedding of a message in a strand
of DNA by the use of the technique of genomic steganography.

With the advent of the internet, steganography has found new applications. But, at the
same time it is also vulnerable to more powerful attacks since the medium is relatively
insecure. To overcome this limitation, watermarking comes into picture. The main difference
between the two techniques is the superior robustness capability of watermarking schemes.
This will be clearer in the following sections which explain the basic concepts of
cryptography, steganography and watermarking. It also lists some of the most common

applications of watermarking in today’s world [6]

1.3 Relationship of Watermarking with Information Hiding

In addition to Digital watermarking, the general idea of hiding some information in digital
content has a wider class of applications that go beyond mere copyright protection and
authentication. The techniques involved in such applications are collectively referred to as
information hiding. For example, an image printed on a document could be annotated by
information that could lead an user to its high resolution version. Metadata provides
additional information about an image. Although metadata can also be stored in the file
header of a digital image, this approach has many limitations. Usually, when a file is
transformed to another format (e.g., from TIFF to JPEG or to bmp), the metadata is lost.
Similarly, cropping or any other form of image manipulation destroys the metadata. Finally,
the metadata can only be attached to an image as long as the image exists in the digital form
and is lost once the image is printed. Information hiding allows the metadata to travel with
the image regardless of the file format and image state (digital or analog). Metadata

information embedded in an image can serve many purposes.



For example, a businessman can embed the website URL for a specific product in a
picture that shows an advertisement for that product. The user holds the magazine photo in
front of a low-cost CMOS camera that is integrated into a personal computer, cell phone, or a
palm pilot. The data is extracted from the low-quality picture and is used to take the browser
to the designated website. Further, Before Understanding the watermarking it is very
essential to understand the subtle difference between the most popular forms of data hiding
techniques. Therefore, an attempt has been made to differentiate cryptography, Stegnography
and Watermarking as following.

1.3.1 Cryptography:

Cryptography as the study of secret (crypto) writing (graphy) can be defined as the science of
using mathematics to encrypt and decrypt data back [2]. It allows two people, commonly
known as Alice and Bob, to communicate with each other securely. This means that an

eavesdropper known as Eve will not be able to listen in on their communication.

encryption decryption
plaintext ciphertext plaintext

Figure 1.1: Cryptography for secure communication [4].

Cryptography also enables Bob to check that the message sent by Alice was not modified by
Eve and that the message he receives was really sent by Alice [3]. A message is known as a
plaintext or clear text. The method of disguising the plaintext in such a way as to hide its
information is encryption and the encrypted text is also known as a ciphertext. The process of

reverting ciphertext back to its original text is decryption, shown in figure 1.1.



1.3.2 Steganography:

While cryptography is about protecting the content of the messages, steganography is about
concealing their very existence. Steganography comes from a Greek word that means covered
writing (stego = covered + graphy = writing) [5]. Examples can be thought as messages
exchanged between drug dealers via emails in encrypted forms, or messages exchanged by
spies in covert communication. Steganography hides the fact that the communication ever
occurred as shown in Figure 1.2,

Let us consider that Alice, who wants to share a secret message m with Bob, selects
randomly a harmless message or a cover object C. The message to be shared is then
embedded into C, by using key K (called stego-key), and the cover object C is transformed to
stego object S.

This stego object can be transmitted to Bob without raising any suspicion. This should be
done in such a way that a third party knowing only the apparently harmless message S cannot
detect the existence of the secret. The cover object could be any data such as image files,
written text or digital sound. In a perfect system, a normal cover object should not be
distinguishable from the stego object, neither by a human nor by a computer looking for
statistical patterns [2].

Alice transmits the stego object S to Bob over an insecure channel. Bob can reconstruct the
message m by using the same key K as used by Alice during embedding the message in the
cover object. The extraction process should not need any knowledge of the cover object. Any
person watching the communication should not be able to decide whether the sender is
sending covers with messages embedded into them.



Untrusted

Channel
Cover Stego # Stego »| Stego
Object —» Object Object Object
c F i 5 ™ 5 \ 5
Message m Message m
Stego-Key k
Figure 1.2: General Stegnographic process [6]
In other words, a person with a number of cover objects C;, C,, ......, C, should not be able to

tell which cover object C; has the message embedded in it, and the security of invisible
communication lies in the inability to distinguish cover objects from the stego objects [5].
However, not all the cover objects can be used to hide the data for covert communication,
since the modifications done after the data is hidden should not be visible to anyone not
involved in the communication. The cover object needs to have sufficient redundant data,
which can be replaced by secret information.

Some applications for steganography include the automatic monitoring of radio
advertisements, where it would be convenient to have an automated system to verify that
adverts are played as contracted, indexing of video mail. In medical safety, where current
image formats such as DICOM separate image data from the text (such as the patient's name,

date and physician), with the result that the link between image and patient occasionally.

1.3.3 Watermarking:

Although steganography and watermarking both describe the techniques used for covert
communication, steganography typically relates only to covert point to point communication
between two parties [7]. Steganographic methods are not robust against attacks or
modification of data that might occur during transmission, storage or format conversion [1].
Watermarking, as opposed to steganography, has an additional requirement of robustness
against possible attacks. An ideal steganographic system would embed a large amount of

information perfectly securely, with no visible degradation to the cover object.



For the embedding process the inputs are the watermark, cover object and the secret
or the public key. The watermark used can be text, numbers or an image. The resulting final
data received is the watermarked data W'. The inputs during the decoding process are the
watermark or the original data, the watermarked data and the secret or the public key. The

output is the recovered watermark W.

Coverobject(C)

\ 4
Watermark(W) Digital Watermark Watermarked image (W)
Embedding Algo(Ex)
A

\ 4

A 4

Key (K)

Figurel.3: General embedding process

Watermarked image Digital Watermafk Watermark(w)
(W) »  detection algo. >
(Dn)
7'y
Key (K)

Figure 1.4: Watermark extraction process



1.4 Resemblance between Watermarking System and Communication

system:

Watermarking can be considered as communication of the watermark over a channel
consisting of the original work to be watermarked. Therefore, a natural approach in
development of conceptual models for watermarking is to study the similarities between
communication models and corresponding watermarking algorithms. Both models transmit
data from an information source (the watermark) to a destination (the user or another system).
The typical model of communication consists of several blocks as shown in figure 1.5.This
model was introduced by Shannon in his landmark 1948 paper [4]. In order to transmit the
discrete symbols over a physical channel, a modulator transforms each symbol of the
encoded sequence into a form suitable for transmission. During transmission over the
channel, the transformed sequence is distorted by noise. The different forms of noise that can
disturb the transmission are driven by the channel characteristics.

On the receiver side, the demodulator processes the transmitted sequence and produces an
output consisting of the counterpart of the encoded sequence. Corresponding to the encoder,
the channel decoder transforms the output of the demodulator into a binary sequence, which
is an estimation of the true sequence being transmitted. Besides the channel characteristics,
the transmission can be further classified according to the security it provides against active
attacks trying to disable communication and against passive attacks trying to monitor the
communication. The defense against the attacks is based on-

e Spread-spectrum techniques trying to prevent active attacks;

e Cryptography encrypting the messages in order to ensure privacy.

Digital watermarking and spread-spectrum techniques try to fulfill similar security
requirements in preventing active attacks like jamming the communication between different
communicating parties. Spread-spectrum technologies establish secrecy of communication by
performing modulation according to a secret key in the channel encoder and decoder as
shown Figure 1.5.

A watermarking model based on same communication system patterns consists of the
same basic blocks as the communication model but with different interpretations. There is a
direct resemblance between the watermark embedder/detector and the channel

encoder/decoder including the modulation/demodulation blocks respectively.



Information Source coder Channel coder Modulator
—>
source

A

Channel
Key
(Noise)
v \ 4
Destination Source Channel Demodulator

A
A

decoder Decoder

Figure 1.5: Basic Communication systems [4]

The message to be transmitted is the watermark itself. The additional requirement of secure
transmission of the signal over the channel requires the usage of a secret key in the encoding
and decoding procedure the channel characteristics can be modeled by:

e The cover object representing the channel carrying the watermark.

e The kind of noise introduced by the different processing that can happen during

transmission of the watermarked object.

This additional processing may be anticipated manipulations or intentional attacks. The
encoding block of the watermark embedder encodes the watermark message into a coded
sequence. During the modulation, the sequence is transformed into a physical signal, the
watermark signal that can be transmitted over the channel [8]. The difference between the
marked and original cover object which actually forms the added watermark will essentially
have the same digital representation as the original data set. For example, in the case of an
audio file, the added watermark will be a signal with the same sample rate and bit resolution
as the cover track. At the watermark detector site, the possible distorted marked object is
demodulated into , which is a distorted version of the coded sequence. The watermark
message is obtained by means of the watermark message detector. Analogous with the basic
communication system; the embedder has to perform three steps-

e Encode the message into a coded sequence using a secret key.



e Modulate the coded sequence into a physical representation according to the channel
respectively the cover object.

e Add the modulated sequence to the cover object to produce the watermarked object

A
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encoder ' Q >
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Figurel.6: Basic watermark communication models [7].

1.5 Objectives of the Thesis:
The objectives of thesis are:

e To achieve digital watermarking using different techniques i.e. spatial domain,
transform domain and hybrid domain(i.e. DCT-DWT-SVD)

e To obtain the optimum parameter i.e. PSNR, MSE and BER for different
watermarking techniques under cropping and Gaussian noise.

e To discuss and implement different watermarking algorithms (i.e. digital
watermarking using Discrete Cosine Transform, Discrete Wavelet transform and

Singular value decomposition method) and study their limitations and attributes.

1.6 Outline of the Thesis:

e In chapter 2 the Basic building Blocks of digital watermarking system i.e. Blind and
non blind Watermarking, requirements of digital watermarking and various
applications of Watermarking etc. are discussed. This chapter also includes type of

watermark and their requirements.



e In chapter 3 the different watermarking techniques i.e. Watermarking in spatial
domain, Watermarking in frequency domain, Watermarking in fractional domain ,
Watermarking in wavelet domain and watermarking using DCT-DWT-SVD are
discussed.

e Chapter 4 describes the possible attack on watermarking system such as JPEG
compression, addition of AWGN noise, Geometric Transformations, Enhancement
technique etc.

e Chapter 5 provides the simulation results for reference image of Lena, for different
techniques under different kind of attacks.

e In Chapter 6 enlists the important conclusion of the thesis.

1.7 Specification of the system:

PC configuration: Intel(R) Core(TM) 2 Duo CPU E8200, 2.66 GHz, 2 GB of
RAM.

Operating System:  Microsoft Window XP Professional Version 2002 Service
Pack?2.

Software: MATLAB 7.5.



CHAPTER 2

2.1 Basic principles of watermarking:

Since this research field is still relatively young and has contributors from several disciplines
with varying traditions, the terminology used is still quite diverse. This section provides a
formal introduction to watermarking systems and the terms used in this context for their
presentation.

The basic principle of current watermarking systems is comparable to symmetric encryption
as to the use of the same key for encoding and decoding of the watermark. Each
watermarking system consists of two subsystems: a watermarking encoder and a respective
decoder. Formally, a watermarking system can be described by a tuple (O,W, K, Ex, Dk, C;)
where O is the set of all original data the set of all watermarks, and K the set of all keys. The
two functions describe

Ex: 0 XW x K

=0 (2.1)
Dg:0xK=W (2.2)
the embedding and detection process, respectively. The comparator function
C,: W?—- {0,1} (2.3)

Compares the extracted with the really embedded watermark using the threshold z for
comparison. The input parameters of the embedding process are the carrier object (or original
Co), the watermark w to be embedded, as well as a secret or public key K:

Ex(co,w) = ¢ (2.4)
The output of the encoder forms the marked data set

Watermark( w)

A 4

Cover object Cq Watermarked Data C,y

A 4

Watermark encoder

v

Key (K)

Y

Figure 2.3: Generic watermark encoder



In the detection process, the marked and possibly manipulated data setc,,, the original co, the
watermarkc,,, and the key K used during the embedding process form the maximal set of
input parameters. The various types of watermarking systems differ in the number of input
parameters in the reading process. The extracted watermark w differs in general from the
embedded watermark w due to possible manipulations. In order to judge the correspondence
of both watermarks, the comparator function Cz compares the suspected watermark with the
retrieved one against a threshold z:
C; (w,w) =1, c=>1
0, c<T (2.5)

The threshold © depends on the chosen algorithm and should in a perfect system be able to
clearly identify the watermarks. This formal analysis of the watermarking systems can also be

used to develop a geometric interpretation of the watermarking algorithms as shown in [9].

Watermarked image

A 4

Cover object

Watermark

Watermark decoder

v

Key ( K)

Y

Watermark

Y

Figure 2.4: Generic watermark decoder

Using more information at the detector site increases the reliability of the whole

watermarking system but limits the practicability of the watermarking approach on the



embedder side. The side information in the detection process can be the original C, and the

watermark w itself.

2.2 Basic Requirements of a Good Watermarking System:

Good watermarking depends on the few things like watermark being used, size of watermark
and method being used. Since watermarking is a application dependent technology ,Here we

shall discuss the bare minimum requirement of good watermarking system.

2.2.1 Perceptibility: The first requirement would clearly be that of perceptibility. A
watermarking system is of no use to anyone if it distorts the cover image to the point of being
useless, or even highly distracting. Ideally the watermarked imaged should look
indistinguishable from the original even on the highest quality equipment [10].

2.2.2 Robustness: The ideal watermark must also be highly robust, entirely resistant to
distortion introduced during either normal use (unintentional attack), or a deliberate attempt
to disable or remove the watermark present (intentional, or malicious attack). Unintentional
attacks involve transforms that are commonly applied to images during normal use, such as
cropping, resizing, contrast enhancement...etc. A particularly interesting form of
unintentional attack is that of image compression [11]. Lossy compression and watermarking
are inherently at odds watermarking seeks to encode information in extra bits that
compression hopes to remove. Thus, ideal watermarking and compression systems are most
likely inherently exclusive.

In malicious attacks, an attacker deliberately tries to disable the watermark, often through a
geometric distortion or the addition of noise. A final note is that robustness can include either
resilience to attack, or complete fragility. It may be the case that some watermarking systems

may require the watermark to totally destroy the cover object if any tapering is present [12].

2.2.3 Security: Another property of an ideal watermarking system is that it implement the
use of keys to ensure that the approach is not rendered useless the moment that the algorithm
becomes known [10]. It may also be a goal that the system utilizes an asymmetric key system
such as in public / private key cryptographic systems. Although private key systems are fairly
easy to implement in watermarking, asymmetric key pairs are generally not. The risk here is
that embedded watermarking systems might have their private key discovered, ruining

security of the entire system. This was exactly the case when a single DVD decoder



implementation left it’s secret key unencrypted, breaching the entire DVD copy protection

mechanism.

2.2.4 Capacity: Slightly less important requirements of an ideal watermarking system might
be capacity, and speed. A watermarking system must allow for a useful amount of
information to be embedded into the image. This can range from a single bit all the way up to
multiple paragraphs of text. Furthermore, in watermarking systems destined for embedded
applications, the watermark detection (or embedding) may not be overly computationally

intensive as to preclude its use on low cost micro-controllers.

2.2.5 Statistical imperceptibility: The last possible requirement of an ideal watermarking
system is that of statistical imperceptibility [13]. The watermarking algorithm must modify
the bits of the cover in such a way that the statistics of the image are not modified in any
telltale fashion that may betray the presence of a watermark. This requirement is not quite as
important here as it is in steganography, but some applications may require it.

How then do we provide metrics for the evaluation of watermarking techniques? Capacity
and speed can be easily evaluated using the number of bits per cover size, and computational
complexity, respectfully. The systems use of keys is more or less by definition, and the
statistical imperceptibility by correlation between the original images and watermarked
counterpart.

The more difficult task is providing metrics for perceptibility and robustness. Criterions
suggested for the evaluation of perceptibility as shown in Table 1.

Table 2.1 - Summery of Possible Perceptibility Assurance Levels [13]

Level of Assurance Criteria
Low - Peak Signal-to-Noise Ratio (PSNR)
- Slightly perceptible but not annoying

Moderate - Metric Based on perceptual model

- Not perceptible using mass market equipment

Moderate High - Not perceptible in comparison with original

under studio conditions

High - Survives evaluation by large panel of persons

under the strictest of conditions.




2.3 Types of Digital Watermarking Systems

There are several types of robust copyright marking systems. They are defined by their inputs

and outputs:
2.3.1. Private watermarking:

Private watermarking systems are also called non-blind watermarking. In this watermarking
system, the original image is required during detection. There are two types of systems i.e.
Type | and Type Il. In type | systems the mark M is extracted from the possibly distorted

image 1" and use the original image as a hint to find where the mark could be

in I~'( 1'x1 xk —>W). Type Il systems also require a copy of the embedded mark for
extraction and just yield a "yes' or "'no' answer to the question: does 1" contain the mark

M? (I'xl xk xW — {0,1}). It is expected that this kind of scheme will be more robust than

the others since it conveys very little information and requires access to secret material.

2.3.2 Semi-private watermarking: In semi-private watermarking does not use the original
image for detection (1'xK xW — {0,1}) but answers the same question. The main uses of
private and semi-private marking seem to be evidence in court to prove ownership and copy

control in applications such as DVD where the reader needs to know whether it is allowed to

play the content or not. Many of the currently proposed schemes fall in this category [7][8].

2.3.3 Public watermarking: This scheme is also known as blind watermarking. In this case,
the detection process (and in particular the detection key) is fully known to anyone as
opposed to private watermarking where a secret key is required. So here, only a public key is
needed for verification and a private key (secret) is required for embedding. The knowledge
of the public key does not help to compute the private key (at least in reasonable time), it
does not either allow removal of the mark nor it allows an attacker to forge a mark.Indeed

such systems really extract n bits of information (the mark) from the marked image:

1'xK >W [7].



2.3.4 Asymmetric & symmetric watermarking: Asymmetric watermarking (also called
asymmetric key watermarking) is a technique where different keys are used for embedding
and detecting the watermark. It should have the property that any user can read the mark,
without being able to remove it. In symmetric watermarking (or symmetric key

watermarking), the same keys are used for embedding and detecting watermarks.

2.3.5 Blind watermarking: Blind watermarking techniques can perform verification of the
mark without use of the original image. Other techniques rely on the original to detect the
watermark. Many applications require blind schemes; these techniques are often less robust
than non blind algorithms.

2.3.6  Steganographic & non-steganographic  watermarking:  Steganographic
watermarking is a technique where content users are unaware that a watermark is present. In
non-steganographic watermarking, the users are aware of the presence of a images are
required but one also wants to protect these images after they are resampled and used
watermark. Steganographic watermarking is used in fingerprinting applications while non-
steganographic watermarking techniques can be used to deter piracy.

2.3.7 Parameters and variables used in Digital Watermarking: There are different
parameters, which are used for performance evaluation of the watermarking techniques.

Some of them are discussed as:

2.3.8 Amount of embedded information: This is an important parameter since it directly
influences the watermark robustness. The more information one wants to embed the lower is
the watermark robustness. The information to be hidden depends on the application. In order
to avoid small scale proprietary solutions, it seems reasonable to assume that one wants to
embed a number similar to the one used by the International Standard Book Numbering i.e.
ISBN (roughly 10 digits) or better International Standard Recording Code i.e. ISRC (roughly
12 alphanumeric characters) on top of this one should also add the year of copyright, the
permission granted on the work and rating for it. This means that roughly 70 bits of
information should be embedded in an image. This does not include extra bits added for error

correction codes.

2.3.9 Watermark embedding strength: Watermarking embedding strength can be defined
as the measure of watermark robustness. For a good watermarking system there is a tradeoff

between the watermark embedding strength (hence the watermark robustness) and quality.



Increased robustness requires a stronger embedding, which in turn increases the visual

degradation of the images

2.3.10 Size and nature of the picture: Although very small pictures do not have much
commercial value, watermarking software needs to be able to recover a watermark from
them. This avoids a “Mosaic” attack [9] on them and allows tiling, used very often in Web
applications. For printing applications, high resolution on the Web. Photographers and stock
photo companies have great concerns about having their work stolen and most of them still
rely on small images, visible watermarks and even “roller java script” to reduce infringement.
These scripts are used to display images in such a way that they are replaced by another
image (typically a copyright sign) when the users moves the cursor on it to save it, but
contrary to popular belief that this does not provide any security. Furthermore the nature of
image has also an important impact on the watermark robustness. Very often methods
featuring a high robustness for scanned natural images have a surprisingly reduced robustness
for synthetic images (e.g. computer generated images). A fair benchmark should use a wide
range of picture sizes, from few hundred to several thousands pixels, and different kind of

images.

2.3.11 Fidelity: A watermark is said to have high fidelity if the degradation it causes is very
difficult for a viewer to perceive. However, it only needs to be imperceptible at the time that
the media is viewed. If it can be certain that, the media will be seriously degraded before it is
viewed, one can rely on that degradation to help mask the watermark. Such a case occurs
when one watermarks the video which will be transmitted over NTSC, or audio that will be
transmitted over AM radio. The quality of these broadcast technologies is so low that our
initial fidelity need not be very good. Conversely, in HDTV and DVD video and audio, the
signals are very high quality, and require much higher fidelity watermarks (though, of course,
the quality of the content remains the same, a bad movie is a bad movie whether on VHS or
DVD).

In some applications, one can accept mildly perceptible watermarks in exchange for higher
robustness or lower cost. For example, Hollywood dailies are not finished products. They are
usually the results of poor transfers from film to video. Their only purpose is to show those
involved in a film production the raw material that has been shot so far. A small visible

distortion caused by a watermark will not diminish their value [14].

2.3.12 Secret information: Although the amount of secret information i.e. key has no direct

impact on the visual fidelity of the image or the robustness of the watermark, it plays an



important role in the security of the system. The key space, that is the range of all possible
values of the secret information, must be large enough to make exhaustive search attacks

possible.
2.4 Parameters for Watermarking:

2.4.1 Mean Square Error: This parameter is defined as the root mean square of difference
of corresponding pixel values in the original image and watermarked image. Similarly root
mean square can be defined as the root mean square of difference of corresponding pixel
values in the original image and watermarked image. For a good watermarking system, MSE
should be minimum. Further, the root mean square can be calculated by taking square root of

the MSE. The mean square error can be expressed as in equation 2.1,

1 Mle*l[A. L .]2 @1)
MSE = WZZ £, 1) 1@ J)

i=0 j=0

2.4.2 Peak Signal to Noise Ratio (PSNR):

The PSNR is the only rigorously defined metric. The main reason for this is that no good
rigorously defined metrics have been proposed that take the effect of the Human Visual
System (HVS) into account. PSNR is provided only to give us a rough approximation of the
quality of the watermark. The PSNR in mathematical form can be define as in below equation
2.2

PSNR =10 Iogm[w}

22) MSE

2.4.3 Bit Error Rate (BER):

The bit error rate is defined as the ratio of wrong extracted bits to the total number of
embedded bits. It is one of the important parameters to be calculated for performance
analysis. Thus by calculating the BER of a watermarked image for different conditions such
as different block size, different values of robustness coefficient or gain factor, different

values of fractional order (a) , one can find out the optimal domain for better watermarking.



2.5 Choice of Watermark-Object:

The first question we need to ask with any watermarking or stenographic system, is what
form will the embedded message take? The most straight-forward approach would be to
embed text strings into an image, allowing an image to directly carry information such as
author, title, date...and so forth. The drawback however to this approach is that ASCII text in
a way can be considered to be a form of LZW compression, which each letter being
represented with a certain pattern of bits. By compressing the watermark-object before

insertion, robustness suffers.

Due to the nature of ASCII codes, a single bit error due to an attack can entirely change the
meaning of that character, and thus the message. It would be quite easy for even a simple task
such as JPEG compression to reduce a copyright string to a random collection of characters.
Rather then characters, why not embed the information in an already highly redundant form,
such as a raster image? Not only do images lend themselves to image watermarking
applications, but the properties of the HVS can easily be exploited in recognition of a

degraded watermark. Consider Figure 3 below:

Watermark

Figure 2.5: Ideal Watermark-Object vs. Object with Additive Gaussian Noise [12]

2.5. Types of watermarks: The different authors use different meanings for the word
‘watermark’, it is mostly agreed that the watermark is one, which is imperceptibly added to
the cover-object in order to convey the hidden data. The process of embedding information

into another object is called watermarking. There are different types of watermarks such as:

2.5.1 Visible watermarks: Visible watermarks are designed to be easily perceived by the
viewer, and clearly identify the owner. The watermark must not detract from the image

content itself, however.

2.5.2 Invisible watermarks: Invisible watermarks are designed to be imperceptible. This
type of watermark is not visible in the watermark image without degradation of image or
data. Invisible watermark may be any logo or any signature. Most research currently focuses

on invisible watermarks, which are imperceptible under normal viewing conditions.



2.5.3 Fragile watermarks: Fragile watermarks are designed to be distorted, or to be broken,
under the slightest changes to the image. Semi-fragile watermarks are designed to break

under all changes that exceed a user-specified threshold

2.5.4 Robust watermarks: These are the watermarks, which survive any reasonable
processing inflicted on the original object. These watermarks are embedded in such a way
that any signal transformation of reasonable strength cannot remove the watermark. Hence, a
pirate willing to remove the watermark will not succeed unless they debase the document too

much to be of commercial interest.

2.5.5 Image-adaptive watermarks: These are usually transform-based and very robust.
They locally adapt the strength of the watermark to the image content through perceptual

models for human vision. These models were originally developed for image compression.

Types of Watermarks
Visible Watermarks Image Invisible Watermarks
Adaptive R
l watermarks

| |

Fragile Watermarks Robust Watermarks (Finger Print, Labels)

Figure 2.6 Types of Watermarks

2.6 Characteristics of Watermark: A watermark is designed to permanently reside in the
host data. When the ownership of data is in question, the information can be extracted to
completely characterize the owner. To achieve maximum protection of intellectual property

with watermarked media, several requirements must be satisfied such as [10]:

e Imperceptible:
The watermark should be imperceptible so as not to affect the viewing experience

of the image or the quality of the audio signal.



e Undeletable:
The watermark must be difficult or even impossible to remove by a malicious cracker,

at least without obviously degrading the host signal

e Statistically undetectable:
A pirate should not be able to detect the watermark by comparing several

watermarked signals belonging to the same author.

e Lossless:
It should imply no loss of relevant information while an attack is taking place.

e Robustness:
The watermark should be able to survive lossy compression techniques like JPEG,
which is commonly used for transmission and storage. The watermark should be
retrievable even if common signal processing operations are applied, such as signal

enhancement, geometric image operations and noise filtering.

e Unambiguous:
Retrieval of the watermark should unambiguously identify the owner, and the

accuracy of identification should degrade gradually in the face of attacks.

2.7 Application of Digital Watermarking:

Although digital data has many advantages over analog data, service providers are reluctant
to offer services in digital form because they fear unrestricted duplication and dissemination
of copyrighted material. Because of possible copyright issues, the intellectual property of
digitally recorded material must be protected. The lack of such adequate protection systems
for copyrighted content was the reason for the delayed introduction of the digital versatile
disk (DVD) . Several media companies initially refused to provide DVD material until the
copy protection problem had been addressed [15].

Representatives of the consumer electronics industry and the motion picture industry have
agreed to seek legislation concerning digital video recording devices. Recommendations
describing ways that would protect both intellectual property and consumers’ rights have
been submitted to the U.S. Congress and resulted in the Digital Millennium Copyright Act,
which was signed by President Clinton on October 28, 1998. The European Union is also



preparing such intellectual property rights protection for digital multimedia products

including CDs or DVDs [16]. To provide copy protection and copyright protection for digital

audio and video data, two complementary techniques are being developed encryption and

watermarking. Encryption techniques can be used to protect digital data during the

transmission from the sender to the receiver.After the receiver has received and decrypted the

data, however, the data is identical to the original data and no longer protected.

Watermarking techniques can compliment encryption by embedding a secret imperceptible

signal, a watermark, directly into the original data in such a way that it always remains

present. Such a watermark, for instance, can be used for the following purposes:

Owner Identification: The owner identification can be printed on the covers or
mentioned somewhere on the item. Examples are the identification mark of an audio
company on the CD case or the mark of the paper manufacturer on top corner of the
paper. These types of watermarks can be easily removed by cropping the image or by
tearing the part that has the identification. Digital watermarking helps to overcome
this problem by embedding the watermark in the form of bits and forming an integral
part of the content. The device reads the CD and identifies the watermark. For having
further access to the CD the owner should have a license or he should have paid a fee

to access the copyrighted work [16].

Copy Protection: To prevent the data from being copied a watermark can be
introduced in the data with a copy protect bit. When the copying device reads the
data, the watermark detecting circuitry should detect the watermark and stop
recording. This would need all the copying machines to have the watermark circuitry
to identify the watermark and act accordingly [14].For the protection of intellectual
property, the data owner can embed a watermark representing copyright information
in his data. This watermark can prove his ownership in court when someone has

infringed on his copyrights.

Broadcast Monitoring: A commercial advertisement may be watermarked by putting
a unique watermark in each video or sound clip prior to broadcast. Automated
monitoring systems can then receive broadcasts and check for these watermarks,
identifying when and where each clip appears. This proves very helpful for the
advertisers as they actually pay for only the number of times the advertisement was

actually relayed [10]. By embedding watermarks in commercial advertisements, an



automated monitoring system can verify whether advertisements are broadcasted as
contracted [3]. Not only commercials but also valuable TV products can be protected
by broadcast monitoring [16]. News items can have a value of over US$100,000 per
hour, which make them very vulnerable to intellectual property rights violation. A
broadcast surveillance system can check all broadcast channels and charge the TV
stations according to their findings.

Medical applications: Names of the patients can be printed on the X-ray reports and
MRI scans using techniques of visible watermarking. The medical reports play a very
important role in the treatment offered to the patient. If there is a mix up in the reports
of two patients this could lead to a disaster.

Fingerprinting: A fingerprinting technique can be used to trace the source of illegal
copy. Every copy available can be watermarked with a unique bit sequence. Now, if a
copy is made illegally the source can be easily tracked since each original copy had a
unique bit sequence embedded into it [8]. To trace the source of illegal copies, the
owner can use a fingerprinting technique. In this case, the owner can embed different
watermarks in the copies of the data that are supplied to different customers.
Fingerprinting can be compared to embedding a serial number that is related to the
customer’s identity in the data. It enables the intellectual property owner to identify
customers who have broken their license agreement by supplying the data to third
parties.

Data Authentication: A given set of data (images) can be easily tampered without
even being detected. To avoid this and maintain the originality of the image a
watermark like signature, a set of words, may be embedded into the image. If the
image is now being tampered it can be easily detected as the pixel values of the
embedded data would change and not match the original pixel values. If the image is
being copied it would lose its authentication as the embedded data would not be
copied along with the image. In this section we discuss some of the scenarios where
watermarking is being already used as well as other potential applications. The list
given here is by no means complete and intends to give a perspective of the broad
range of business possibilities that digital watermarking opens. Fragile watermarks
[16] can be used to check the authenticity of the data. A fragile watermark indicates
whether the data has been altered and supplies localization information as to where
the data was altered. Watermarking techniques are not only used for protection

purposes.



Authentication: This is a variant of the previous application, in an area where
cryptographic techniques have already made their way. However, there are two
significant benefits that arise from using watermarking: first, as in the previous case,
the signature becomes embedded in the message; second, it is possible to create ‘soft
authentication’ algorithms that offer a multi valued [15].

Hardware/Software Watermarking: This is a good paradigm that allows us to
understand how almost every kind of data can be copyright protected. If one is able to
find two different ways of expressing the same information, then one bit of
information can be concealed, something that can be easily generalized to any number
of bits. This is why it is generally said that a perfect compression scheme does not
leave room for watermarking. In the hardware context, Boolean equivalences can be
exploited to yield instances that use different types of gates and that can be addressed
by the hidden information bits. Software can be also protected not only by finding
equivalences between instructions, variable names, or memory addresses, but also by
altering the order of non-critical instructions. All this can be accomplished at compiler
level.

Executable Watermarks: Once the hidden channel has been created it is possible to
include even executable contents, provided that the corresponding applet is running
on the end user side.

Text Watermarking: This problem, which in fact was one of the first that was
studied within the information hiding area can be solved at two levels. At the printout
level, information can be encoded in the way the text lines or words are separated
(this facilitates the survival of the watermark even to photocopying). At the semantic
level (necessary when raw text files are provided), equivalences between words or
expressions can be used, although special care has to be taken not to destruct the
possible intention of the author[14].

Labeling: The hidden message could also contain labels that allow for example to
annotate images or audio. Of course, the annotation may also been included in a
separate file, but with watermarking it results more difficult to destroy or loose this
label, since it becomes closely tied to the object that annotates. This is especially
useful in medical applications since it prevents dangerous errors.

Fingerprinting: This is similar to the previous application and allows acquisition
devices (such as video cameras, audio recorders, etc) to insert information about the
specific device (e.g.,an ID number) and date of creation. This can also be done with

conventional digital signature techniques but with watermarking it becomes



considerably more difficult to excise or alter the signature. Some digital cameras
already include this feature.

Copy and Playback Control: The message carried by the watermark may also
contain information regarding copy and display permissions. hence, a secure module
can be added in copy or playback equipment to automatically extract this permission
information and block further processing if required. In order to be effective, this
protection approach requires agreements between content providers and consumer
electronics manufacturers to introduce compliant watermark detectors in their video
players and recorders. This approach is being taken in Digital Video Disc (DVD). The
information stored in a watermark can directly control digital recording devices for
copy protection purposes [16]. In this case, the watermark represents a copy-prohibit
bit and watermark detectors in the recorder determine whether the data offered to the
recorder may be stored or not.

Signalling: The imperceptibility constraint is helpful when transmitting signalling
information in the hidden channel. The advantage of using this channel is that no
bandwidth increase is required. An interesting application in broadcasting consists in
watermarking commercials with signaling information that permits an automatic
counting device to assess the number of times that the commercial has been broadcast
during a certain period. An alternative to this would require complex recognition
software.

Indexing: Indexing of video mail, where comments can be embedded in the video
content; indexing of movies and news items, where markers and comments can be
inserted that can be used by search engines.

Data Hiding: Watermarking techniques can be used for the transmission of secret
private messages. Since various governments restrict the use of encryption services,
people may hide their messages in other data. Some authors, for example in [11], refer
to watermarking technique only when the application embeds a few bits (as few as
one bit) of data for copyright notice/ protection applications. Other applications are
considered to fall into the category of data article. In our opinion, watermarking
hanowadays been used for applications beyond the limits of copy
protection/authentication, an example of which is Digimarc’s Smart Images [1]

Video Watermarking: In this case, most considerations made in previous sections
hold. However, now the temporal axis can be exploited to increase the redundancy of
the watermark. As in the still images case, watermarks can be created either in the

spatial or in the DCT domains. In the latter, the results can be directly extrapolated to



MPEG-2 sequences, although different actions must be taken for I, P and B frames.
Note that perhaps the set of attacks that can be performed intentionally is not smaller
but definitely more expensive than for still images.

e Audio Watermarking: Again, previous considerations are valid. In this case, time
and frequency masking properties of the human ear are used to conceal the watermark
and make it inaudible. The greatest difficulty lies in synchronizing the watermark and
the watermarked audio file, but techniques that overcome this problem have been

proposed.




CHAPTER 3

Digital Watermarking Techniques

3.1 General

The digital watermarking is technique of embedding the hidden information into original
data. There may be different way of embedding the watermark (hidden information) into host
data such as embedding in spatial domain, transform domain and fractional domain. The
concept of digital watermarking consists of inserting information into the host signal under
the condition that the modifications are not perceptible. In addition, it is desirable to put
maximum energy into the watermark in order to achieve high robustness. This is a well
known concept from communication theory: to decrease the error rate, the signal energy must
be maximized. In mathematical formulation, the watermark embedding process can be
considered as a constrained maximization problem i.e. to maximize the watermark energy
under the visibility constraint. Although the problem is straightforward to formulate, it is
extremely difficult to implement because of the visibility constraint, which is usually based

on a non-linear model of the human visual system.

A perfect vision system is defined as one that has the capability to distinguish even
the slightest changes in visual stimuli. For the human visual system this is, however, not the
case. Digital watermarking is only possible because our vision system is not perfect. The
deficiencies in detecting certain stimuli or changes in stimuli have been extensively
investigated in the past. Models to describe some of the visual effects, such as contrast
sensitivity and masking, have been proposed, but for the moment no accurate mathematical
description has been found that would allow simulating the full functional range of the

human visual system.

Watermark embedding can be performed in a variety of ways as shown in figure 3.1.
There are two main groups of watermark embedding technologies: coefficient-based and
system-based. Coefficient-based approaches are the most obvious approaches since the
embedding process is performed by a direct modification of pixel values or transform
coefficient values. Examples of this group are approaches based on pixel modifications in the
spatial domain, such as least significant bit watermarking where the least significant bit of the
pixel values are replaced by the binary watermark values. Extensions of this basic idea are

based on spread spectrum communications and can be applied to a variety of domains a



variety of domains, such as the frequency domain and wavelet domain. Recently,

watermarking in the space/spatial-frequency domain has been defined.

The main objective of thesis is to analyze the watermarking in spatial domain, frequency
domain fractional domain and wavelet domain. So, these techniques such as least significant
bit substitution, correlation based, DCT based, FRDCT, DWT and DWT-SVD based

techniques are discussed.
3.2 Spatial Domain Watermarking:

In the spatial domain, watermarking the watermark is embedded by directly modifying the
pixel values of the original image. Two techniques under this category are discussed as:

3.2.1 Least Significant Bit Substitution:

Least significant bit (LSB) insertion is a common, simple approach to embedding information
in a cover image. Least significant bit (LSB) insertion is a common, simple approach to
embedding information in a cover file. Unfortunately, it is vulnerable to even a slight image
manipulation. Converting an image from a format like GIF or BMP, which reconstructs the
original message exactly (lossless compression) to a JPEG, which does not (lossy
compression), and then back could destroy the information hidden in the LSBs The least
significant bit (in other words, the 8th bit) of some or all of the bytes inside an image is
changed to a bit of the secret message. It can be understand by the following example when
using a 24-bit image, a bit of each of the red, green and blue colour components can be used,

since they are each represented by a byte.

In other words, one can store 3 bits in each pixel.
An 800 x 600 pixel image, can thus store a total amount of 1,440,000 bits or 180,000 bytes of
embedded data [17]. For example a grid for 3 pixels of a 24-bit image can be as follows:
(00101101 00011100 11011100)
(10100110 11000100 00001100)
(11010010 10101101 01100011)
When the number 200, which binary representation is 11001000, is embedded into the least

significant bits of this part of the image, the resulting grid is as follows:

(00101101 00011101 11011100)
(10100110 11000101 00001100)
(11010010 10101100 01100011)



Although the number was embedded into the first 8 bytes of the grid, only the 3 underlined
bits needed to be changed according to the embedded message. On average, only half of the
bits in an image will need to be modified to hide a secret message using the maximum cover
size [19]. Since there are 256 possible intensities of each primary color, changing the LSB of
a pixel results in small changes in the intensity of the colors. These changes cannot be
perceived by the human eye - thus the message is successfully hidden. With a well-chosen
image, one can even hide the message in the least as well as second to least significant bit and
still not see the difference. In the above example, consecutive bytes of the image data — from
the first byte to the end of the message are used to embed the information. This approach is
very easy to detect [10]. A slightly more secure system is for the sender and receiver to share
a secret key that specifies only certain pixels to be changed. Should an adversary suspect that
LSB steganography has been used, he has no way of knowing which pixels to target without
the secret key [20]. .The results are shown here. It can be analyzed that LSB method exploits
the limitations of HVS.

An improvement on basic LSB substitution would be to use a pseudo-random number
generator to determine the pixels to be used for embedding based on a given “seed” or key
[21]. Security of the watermark would be improved, as the watermark could no longer be
easily viewed by intermediate parties. The algorithm however would still be vulnerable to
replacing the LSB’s with a constant. Even in locations that were not used for watermarking
bits, the impact of the substitution on the cover image would be negligible. LSB modification
proves to be a simple and powerful tool for stenography, however lacks the basic robustness

that watermarking applications require.
3.2.2 Correlation-Based Techniques:

Another technique for watermark embedding is to exploit the correlation properties of
additive pseudo-random noise patterns as applied to an image [22]. A pseudo-random noise

(PN) pattern W (x, y) is added to the cover image 1(Xx, y),according to the equation 3.1.

L (X, y) =1(X, y) +k*W(x,y) (3.1)

In equation 3.1, k denotes a gain factor, and 1,(X,y) the resulting watermarked image.

Increasing k increases the robustness of the watermark at the expense of the quality of the

watermarked image [22].



To retrieve the watermark, the same pseudo-random noise generator algorithm is
seeded with the same key, and the correlation between the noise pattern and possibly
watermarked image compute. If the correlation exceeds a certain threshold T, the watermark
is detected, and a single bit is set. This method can easily be extended to a multiple-bit
watermark by dividing the image up into blocks, and performing the above procedure

independently on each block.
3.2.2.1 Threshold Based Correlation in Spatial Domain:

In this algorithm, a threshold level is used for determining a logical “1”” or “0” and it can be
eliminated by using two separate pseudo-random noise patterns. One pattern is designated a
logical “1” and the other a “0”. The above procedure is then performed once for each pattern,
and the pattern with the higher resulting correlation is used. This increases the probability of
a correct detection, even after the image has been subject to attack. The method can be further
modified by pre-filtering the image before applying the watermark. If one can reduce the
correlation between the cover image and the PN sequence, one can increase the immunity of
the watermark to additional noise. By applying the edge enhancement filter shown below in
figure 3.2, the robustness of the watermark can be improved with no loss of capacity and very
little reduction of image quality.
L [ -1-1-1 ]
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Figure 3.2: FIR Edge Enhancement Pre-Filter [22]

3.2.2.3 CDMA spread spectrum watermarking:

In this technique rather than determining the values of the watermark from “blocks” in the
spatial domain, one can employ CDMA spread-spectrum techniques to scatter each of the bits
randomly throughout the cover image, increasing capacity and improving resistance to
cropping. The watermark is first formatted as a long string rather then a 2D image. For each
value of the watermark, a PN sequence is generated using an independent seed. These seeds
could either be stored, or themselves generated through PN methods. The summation of all of
these PN sequences represents the watermark, which is then scaled and added to the cover
image. To detect the watermark, each seed is used to generate its PN sequence, which is then
correlated with the entire image. If the correlation is high, that bit in the watermark is set to



“1”, otherwise a “0”. The process is then repeated for all the values of the watermark. CDMA
improves on the robustness of the watermark significantly, but requires several orders more

of calculation [22].
3.3 Frequency Domain Techniques:

In frequency domain watermarking the cover object is first transformed in frequency domain
and then the watermark is added into the frequency domain. Spatial domain watermarking
has the advantage that they can be easily applied to any image; regardless of subsequent
processing (whether they survive this processing however is a different matter entirely). A
possible disadvantage of spatial techniques is they do not allow for the exploitation of this

subsequent processing in order to increase the robustness of the watermark.

In addition to this, adaptive watermarking techniques are a bit more difficult in the
spatial domain. Both the robustness and quality of the watermark could be improved if the
properties of the cover image could similarly be exploited. For instance, it is generally
preferable to hide watermarking information in noisy regions and edges of images, rather
then in smoother regions. The benefit is two-fold; Degradation in smoother regions of an
image is more noticeable to the HVS, and becomes a prime target for lossy compression
schemes. Considering these aspects, working in a frequency domain of some sort becomes
very attractive. The classic and still most popular domain for image processing is that of the

Discrete Cosine Transform (DCT).
3.3.1 Discrete Cosine Transform (DCT):

The discrete cosine transform (DCT) helps separate the image into parts (or spectral sub-
bands) of differing importance (with respect to the image's visual quality). The DCT is
similar to the discrete Fourier transform: it transforms a signal or image from the spatial

domain to the frequency domain as shown in figure 3.3(a).
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Figure 3.3(a): Spatial to Frequency Domain transformation

3.3.1.1 DCT Encoding:

The general equation for a 1D (N data items) DCT is defined by the following equation:

(3.2)

Cu) = a(u)Nf f(x) cos{w}

2N
where u=0,1,2,......... , N-1

The corresponding inverse 1D DCT transform is defined as

f(x) = %a(u)C(u) £(x) cos{%} (3.3)

where

{\/I for u=0
N

a(u) =

H a(u) cos (3.4)

(2x+1)uj
4N

The general equation for a 2D (N by N image) DCT is defined by the following equation:

Cu,v) = a(u)a(v)NZ_lNz_l f(x,Y) cos{u(zx +1)”}cos[v(2y +1)”} (3.5)
x=0 y=0 2N 2N
whereu,v=20,1,2,........... ,N-1

and the corresponding inverse 2D DCT transform is defined as



f(x,y)= Nz_lNz_lC(u,v)oc(u)oz(v) cos{u(z;(;l)”} COS‘:V(ZZ’—\:DE} (3.6)

x=0 y=0
where x, y=0,1,2,....... N-1
The basic operation of the DCT is as follows:

e The input image is N by M
f (x,y) is the intensity of the pixel in row x and column'y

e C(u,v)isthe DCT coefficient in row ul and column u2 of the DCT matrix.

« For most images, much of the signal energy lies at low frequencies; these appear

the upper left corner of the DCT.

o Compression is achieved since the lower right values represent higher frequencies,

and are often small - small enough to be neglected with little visible distortion.

e The DCT input is an 8 by 8 array of integers. This array contains each pixel's gray

scale level.

o 8-bit pixels have levels from 0 to 255.
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Figure3.3 (b): Computation of DCT vs. FFT

« The output array of DCT coefficients contains integers; these can range from -1024 to

1023.

DCT is similar to the Fast Fourier Transform (FFT), but can approximate lines well with

fewer coefficients as shown in figure 3.3(b).



3.3.1.2 Computing the 2D DCT

e Apply 1D DCT (Vertically) to Columns
e Apply 1D DCT (Horizontally) to resultant Vertical DCT above or alternatively
Horizontal to Vertical. The equations are given by:

EE—
Ex1D Ex1D
DCTs DCTs
(wert) (horiz)

Figure 3.3(c): Computation of 2D DCT

The output array of DCT coefficients contains integers; these can range from -1024 to 1023.

3.3.1.3 Comparison between DCT and FFT: DCT is actually a cut-down version of the
FFT:

e Only the real part of FFT
e Computationally simpler than FFT
e DCT - Effective for Multimedia Compression

e DCT much more commonly used.

3.3.2 Digital watermarking using DCT: Considering these aspects, working in a
frequency domain of some sort becomes very attractive. The classic and still most popular
domain for image processing is that of the Discrete Cosine Transform (DCT). The DCT
allows an image to be broken up into different frequency bands, making it much easier to
embed watermarking information into the middle frequency bands of an image. The middle
frequency bands are chosen such that they avoid the most visual important parts of the image
(low frequencies) without over-exposing themselves to removal through compression and

noise attacks (high frequencies) [11].
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Figure 3.4: Definition of DCT Regions [22]

One such technique utilizes the comparison of middle-band DCT coefficients to encode a
single bit into a DCT block. To begin, one define the middle-band frequencies (F,,) of an 8x8
DCT block as shown below in figure 3.4.

F;, is used to denote the lowest frequency components of the block, while Fy is used to denote
the higher frequency components. Fy,is chosen as the embedding region as to provide
additional resistance to lossy compression techniques, while avoiding significant

modification of the cover image [23].

Next two locations B, (ul,vl) and B, (u2,v2) are chosen from the F,, region for

comparison. Rather then arbitrarily choosing these locations, extra robustness to compression
can be achieved if one bases the choice of coefficients on the recommended JPEG
quantization table shown below in table 3.1. If two locations are chosen such that they have
identical quantization values, it can be felt confident that any scaling of one coefficient will

scale the other by the same factor, preserving their relative size.

Table 3.1 Quantization values used in JPEG compression scheme [19]
16 |11 |10 |26 | 24 40 51 61

12 |12 |14 |19 | 26 58 60 55

14 113 16 24 40 57 69 56



14 17 122 129 51 87 80 62
18 122 37 |56 68 | 109 | 103 | 77
24 |35 |55 |64 | 81 | 104 113 | 92
49 |64 | 78 | 87 | 103 | 121 | 120 | 101

72 192 |95 98 | 112 4 100 | 103 | 99

Based on the table, it can be observed that coefficients (4, 1) and (3, 2) or (1, 2) and (3, 0)
would make suitable candidates for comparison, as their quantization values are equal. The
DCT block will encode a “1” if B, (UL, v1) > B, (u2,v2) ; otherwise it will encode a “0”. The

coefficients are then swapped if the relative size of each coefficient does not agree with the
bit that is to be encoded [19]. The swapping of such coefficients should not alter the
watermarked image significantly, as it is generally believed that DCT coefficients of middle
frequencies have similar magnitudes. The robustness of the watermark can be improved by

introducing a watermark “strength” constant k, such that B, (ul,vl)—B,(u2,v2) >k .

Coefficients that do not meet these criteria are modified though the use of random noise as to
then satisfy the relation. Increasing k thus reduces the chance of detection errors at the

expense of additional image degradation.
3.3.2.1 Comparison-Based Correlation in DCT mid-band:

Another possible technique is to embed a PN sequence W into the middle frequencies of the
DCT block. Uses two PN sequences; one for a "0" and another for a "1". If message bit
contains zero then embed PN sequence generated for zero into the mid-band components of
the DCT transformed block otherwise, embed PN sequence generated for one into the mid-
band components of DCT transformed block. After embedding PN sequence the resultant

data is transformed back into spatial domain.

DCT block x, y can be modulated by using the equation 3.7 shown below [9]:

I, UVv)+k*W, (uv) uveF,

lw,, (U'V):{ I, (u,v) u,veF, (3.7)



For each 8x8 block x, y of the image, the DCT for the block is first calculated. In that block,

the middle frequency components F,, are added to the PN sequence W, multiplied by a gain
factor k. Coefficients in the low and middle frequencies are copied over to the transformed
image unaffected. Each block is then inverse-transformed to give the final watermarked

image.
3.3.2.2 Threshold-Based Correlation in DCT mid-band:

The watermarking procedure can be made somewhat more adaptive by slightly altering the

embedding process to the method shown in equation 3.7 [22] as:

Ly, (U,v) = {'x,y(u,V) *Ii%yt;:;/vx,y(u,v» Ezz E: (3.8)
This slight modification scales the strength of the watermarking based on the size of the
particular coefficients being used. Larger value of k can thus be used for coefficients of
higher magnitude, in effect strengthening the watermark in regions that can afford it,
weakening it in those that cannot [22].

For detection, the image is broken up into those same 8x8 blocks, and a DCT is
performed. The same PN sequence is then compared to the middle frequency values of the
transformed block. If the correlation between the sequences exceeds some threshold T, a “1”
is detected for that block; otherwise a “0” is detected. The threshold limits is calculated by
storing the correlation of each PN sequence and then use the mean of all the correlation of
each PN sequence and then use the mean of all the correlations as the threshold T. Here, k
denotes the strength of the watermarking, where increasing k increases the robustness of the

watermark at the expense of quality.
3.4 Fractional Domain Watermarking:

Watermarking in the fractional domain is the modern technique. This approach uses
combination of the space/spatial and frequency domains, without introducing the
multidimensional Radon-Wigner distribution [23]. This technique offers many advantages
over spatial and transform domain. Watermarking in fractional domain can be obtained by
either using Fractional Fourier Transform or Fractional Discrete Cosine Transform (FRDCT).
In this thesis, the watermarking in fractional domain is obtained by using FRDCT. Since the



FRDCT has the same property as DCT and DCT has many advantages over FFT. So
obviously the FRDCT will give better result as compared to Fractional Fourier Transform
(FRFT) but FRFT and FRDCT are discussed here in considerable detail.

3.4.1 Watermarking Using FRFT:

Many techniques are DCT based. Only one specific technique has been discussed here
proposed by 1. Djurovic et al [23] which adds a watermark in the fractional Fourier transform
domain. Not many papers deal with watermarking based on the fractional Fourier technique.
See for example [23, 27] for other methods which are more DCT-like since the basic idea is
to subdivide the image in smaller (e.g., 8x8 blocks) and hide some bits of the watermark in
the transform of each block. We discuss here another technique which computes the
fractional Fourier transform (FRFT) of the whole image, then adds a random watermark with
certain statistical and deterministic properties and back-transform. The watermark can be

detected when the statistical properties are recovered in the appropriate transform.

The fractional Fourier transform (FRFT) over an angle «= g corresponds to the
classical Fourier transform, which is denoted asF! = F. Setting <= az—"then F%is a FRFT

over an angle o and the notation suggests that it can be interpreted as the a .,power of the
Fourier operator. Its meaning is that a signal whose energy is concentrated in some domain D
of the time-frequency plane, will after the transform F “have its energy concentrated in a
domain that is obtained by rotating D over an angle « from time axis towards frequency
axis. The FRFT F¢ of order a € R is a linear integral operator that maps a given function
(signal) f(x), x € Ronto fa(¢),é €R by

fa®) = (F*f)) = [ Ka (€ 2)f (x)dx (3.9)

where the kernel is defined as follows. Set = az—" then

Ka(&é,x) = cyexp {—in (2 % —(x?+ &) cota )} (3.10)
With

expf {—i [nsgnglsin @) _% }
Vsina

Cyo = V1—cota = (3.11)

For k € 2Z, limiting values are taken which means that



Kan(é,x) = §(é,—x)and K2+ 4n(é,x) = 6(§+ x); n € Z (3.12)

The inverse of F% is given by F~¢ just change the sign of angles. The discrete FRFT
(DFRFT) is for the FRFT like what the DFT is for the Fourier transform. There is not a
unique definition, but there is some general agreement on the definition given by Candan and
co-workers. It is based on a fractional power of the DFT matrix. For the DFRFT of an image,
we consider subsequently the DFRFT of the rows to give a row transformed matrix, and then
apply the DFRFT on the columns of the resulting matrix. Note that the transformation angle
for rows and columns can be different[28].

3.4.1.1 Watermark Embedding:

The general idea of watermarking in a transform domain is to first compute the transform,
then modify the coefficients of the transform and transform back. The method proposed in [4]
goes along this idea.

First compute the DRFFT of the image. The watermark should not be embedded in the
smallest coefficients because that would make it very sensitive to e.g., noise removing or
compressing operations, but it should neither be embedded in the largest coefficients because
that would disturb the image too much while we want the watermark to be hidden for normal
visual inspection.

Let us sort the DFRFT coefficients according to their magnitude and denote the sorted array

as {Si = Vi + jWj: |S] <ISial,i =1,23....} (3.13)
Then we embed the watermark into the coefficients
Sii =L+ ;L + 2,....,L +M. (3.14)

The watermark itself is a sequence of M complex numbers. The real and imaginary parts are

drawn from a normal distribution with mean zero and variance

g2 =2 (3.15)
Let us denote the watermark as
{si=v;+jw;:i=L+1,......,.L +M}. (3.16)
The sorted vector s ; is then modified to embed the watermark by setting
SY =8 4+ v|Vil+ jwWil; i = L + 1, L + M (3.17)

After the modified array S;” has been rearranged in the original two-dimensional array where
the originalS; come from, the watermarked image is then obtained by computing the inverse
DFRFT [24].

3.4.1.2 Detection of the watermark:

The image that is submitted to see if it contains the watermark is first transformed with the

same DFRFT angles and the result is put in the same order as was used for the embedding.



Because the image may have undergone modifications that may have been deliberate or
accidental attacks to the image, we do not get the coefficients S} but we get some
coefficients S* instead.
Next the detection value d is computed as:
d = %itialvi — jwiS?] (3.18)

The expected value of d (assuming that the watermark and the image are uncorrelated and
assuming that Sf* = S}*) is given by

Eld] = 2o? (B4 IVl + Wi (3.19)
In [4], it is decided that a watermark has been detected if the computed value of d is larger

than a threshold, which is set to #. This seems reasonable since an image without a

watermark has E[d] = 0. However, when attacks have modified the image, then the expected
value may change drastically.

For example, noise may have been added which increases the total energy, or after cropping
several of the watermarked DFRFT coefficients may have been set to zero, which may give a
much lower value for the computed d which produces the false conclusion that there is no
watermark, while it may still be perfectly detectable.

Therefore the following method is proposed. After the modified image has been
DFRFT transformed with the correct angles, then the value of d is computed as suggested
above. Next the detection value dt for a sufficiently large number of random watermarks s¢
andt=1,2............... n is computed. The average (sayu) and the standard deviation (say
o)of these dtgive for the manipulated image (which may be cropped, noise corrupted. . .) an
estimate for the average value of d when the correct watermark is not embedded. The value d
for the correct watermark should stand out above this average. Here \stand out™ can be
defined as being larger than

T=uU+po (3.19)

Where p is a suitable number (say 4). The value of p can be used to avoid wrong conclusions.
If p is too large, then the real watermark may not be detected and if p is too small, some
random watermarks may be identified as the right one, while they are different form the
correct one. It is illustrated in Figure 1 that the threshold may vary depending upon the
modification that has been induced on the image[24].
So to do a correct detection one has to know

e The correct angles for the DFRFT

e The correct place and length of the watermark (i.e., L and M and the ordering of the

DFRFT coefficients).



e The correct watermark, i.e., the sequence {s; : i = L+1,...... ,L + M} or away to
generate it.
These data have to be stored during the embedding stage and have to be passed on to the
detection algorithm.
3.4.2. Fractional Discrete Cosine Transform (FRDCT):

Fractional Discrete Cosine Transform is a generalized form of Discrete Cosine Transform
and it provides a tool to compute the mix time and frequency components of a signal.
FRDCT share many useful properties of the regular DCT and it has a free parameter, its
fraction. When the fraction is zero, we get the cosine modulated version of the input signal.
When it is unity, the conventional DCT is obtained. As the fraction changes from 0 to 1 one
get the different forms of the signal which interpolate between the cosine modulated form of

the signal form of the signal and its DCT representation.

Let D, be a linear operator that for any given fraction a< R maps an N size vector f into

another N size vectorC, = D,[f]. D, will be an FRDCT operator if one have the following.
(1). D, verifies the DCT condition D, =D
(2). D, has the additive property D,,, = D,D, for every choice of real a and b.

(3). D, is real in the sense that f e R" = C_ e R" for every ae R which implies that

matrix D, must be real.

The FRDCT operator can be expressed as

D,:C,=D,f (3.20)

a a a

for a suitable N xN matrix D,.The DCT condition (1,2) is then given by D, =D , where
D is the DCT matrix defined by (3).The additive property becomes D,,, = D,D,, which
implies the properties D,,, =D,D, and D, =1 . The class of possible definitions is
generalized by matrices D, that satisfy conditions (1, 2, 3). When possible, i.e. when permitted

by the eigenstructure, a further constraint is added.



It becomes evident that the formulation of the FRDCT operator requires a rigorous definition

of a real power D, = D® of the DCT matrixD . To define, D® one cannot use the theory of

“functions of a matrix” since the corresponding scalar function f(Z)=z" is not analytic.

3.4.2.1 Mathematical analysis in the domain of “Fraction”

The real valued expression for the DCT matrix can be written as

N/

D=> (A, cosg, +B,Sing,) (3.21)

n=1

N

where ¢, is real and lie in between 0 and

Similarly the FRDCT matrix D, can be expressed as

N/
D, = > (A, cosm,a+ B, Sinw,a) (3.21)

n=1

N

Considering the trigonometric expression of D, given by equation (3.21), it is easy to write
an interpolation formula that allows constructing the whole function D, , which is continuous

in a, from N of its sample in a. Leta,,a,,............ a,_, be N distinct fractions and write the

system of N equations as

N/2
D, =Y (A.Cosw,a, +B Sinw,a,) (3.22)

n=1
Wherer=0,1,2....... , N-1

It can also be written in terms of interpolation sequence as shown in equation (3.23).

D, =YD, P.(a) (3.23)

Where

N/2
p,(a) = D (K1, COsw,a +k,,, Sinw,a) (3.24)

n=1



This is the interpolation formula that gives the FRDCT matrix as a weighted combination of

its values at the N fractionsa, . From equation (3.23) one can find that the FRDCT C, of a

given sequence f is obtained as

=z

1

C.=>5, p.(a) (3.25)

_‘
]
o

Thus to calculate C,, for all fractionsa € R, it is sufficient to evaluate the FRDCTs S, of
the given sequence f for Nfraction a, .To calculate the inverse FRDCT,

f =D, [C,]=D,'C,, one can use i.e.
N-1
f=D,C,=>D,C,p, (-a) (3.26)
r=0

Where C, S, the forward FRDCT of is C, evaluated[24, 27]at the fractiona,

3.4.2.2 Real Power of FRDCT matrix:

To get a real power of the DCT matrix, one consider the expansion (3) of D and replace the

eigen values A =e'* by their a™ powers A3, that is, the matrix A by it’s a™ power A* . Then

D, can be written in the compact form
D, =UAU" (3.27)

where U is a unitary matrix with columns u,, A is the diagonal matrix, with diagonal entries

A, and U =u_ u; are unitary matrices having the properties

U,U,=6,U,, U, =1 (3.28)

m
n

The equation (3.28) satisfies both the DCT condition and the additive property.

As D, has been defined for any given sequence f , the corresponding FRDCT D, , with
fraction a, can be calculated by (3.19). Using the additive property, one have D D, =D, = |

so that the inverse FRDCT is obtained by using the matrix D_, namely



(3.29)

The matrix D, , which is given by equation (3.27), can be written in alternative forms such as

D, = 2R[Zk“un/1z}+vl(1)a =V, (-1 (3.30)

The latter shows that for N = 4N,, the presence of the eigenvalues +1 leads to a complex-
valued FRDCT matrix since for ‘a’ non-natural, (+1)* =e*/*® is a complex number. On the
other hand, when N =4N,, the absence of (+1)*guarantees that D, becomes a real-valued

matrix. Since the case N =4N, is the more attractive for applications. However, an extension

of the theory to merely complicate the formulas, but the basic idea still holds.
3.4.2.3 Properties of FRDCT:

The FRDCT [16] has been defined by modifying the DCT and, more specifically, by

preserving the orthonormal basis of eigenvectors u,, and changing the corresponding
eigenvalues A2, = e, Since these new eigenvalues have modulus 1 and are distinct (for

a=0), for every fraction a =0 and every generating sequence, the FRDCT operator D, has

exactly the same properties as the original DCT operator D , namely, it is unitary, real

orthogonal, and has a unique orthonormal basis (i.e.u_,). In particular, the unitary property
assures the Parseval’s relationship C_,C, == f f =C'C for every ‘a’ and every generating

sequence.

The orthogonality property D,D = | , compared with the additive property D ,D, =D, =1,

gives

(3.31)



So the matrix D_, is the inverse FRDCT is simply given by transpose of D, .

3.4.2.4 Computing the 2D FRDCT:

e Apply 1D FRDCT (Vertically) to Columns
e Apply 1D FRDCT (Horizontally) to resultant Vertical DCT above or alternatively

Horizontal to Vertical.

In the case of two dimensional FRDCT the two angles of rotation ¢ =ax/2 and g=bx/2

are to be considered. If one of these angles is zero, the 2D transformation kernel reduces to the

1D transformation kernel. In this paper the angle « =  # 0 is assumed.

The algorithm used for watermarking is same as that used in DCT domain except
transformation used. In this type of watermarking, the 2D FRDCT is used for transformation in
fractional domain and inverse 2D FRDCT for transformation back into spatial domain[25]. The
whole algorithm is same for watermarking process as discussed in section 3.3.

3.5 Wavelet Domain Watermarking:

The Discrete Wavelet Transform (DWT) is currently used in a wide variety of signal
processing applications, such as in audio and video compression, removal of noise in audio,
and the simulation of wireless antenna distribution. Wavelets have their energy concentrated in
time and are well suited for the analysis of transient, time-varying signals. Since most of the
real life signals encountered are time varying in nature, the Wavelet Transform suits many
applications very well [9]. We use the DWT to implement a simple watermarking scheme. The
2-D discrete wavelet transform (DWT) decomposes the image into sub-images, 3 details and 1
approximation. The approximation looks just like the original, only on 1/4 the scale.

The 2-D DWT is an application of the 1-D DWT in both the horizontal and the vertical
directions. The DWT separates an image into a lower resolution approximation image (LL) as
well as horizontal (HL), vertical (LH) and diagonal (HH) detail components. The low-pass and
high-pass filters of the wavelet transform naturally break a signal into similar (low pass) and
discontinuous/rapidly-changing (high-pass) sub-signals. The slow changing aspects of a signal
are preserved in the channel with the low-pass filter and the quickly changing parts are kept in
the high-pass filter’s channel. Therefore we can embed high energy watermarks in the regions

that human vision is less sensitive to, such as the high resolution detail bands (LH, HL, and



HH). Embedding watermarks in these regions allow us to increase the robustness of our
watermark, at little to no additional impact on image quality [10]. The fact that the DWT is a
multi-scale analysis can be used to the watermarking algorithm’s benefit. Multi-resolution is
the process of taking a filter’s output and putting through another pair of analysis filters. The
first approximation will be used as a “seed” image and recursively apply the DWT a second
and third time.

If watermarking techniques can exploit the characteristics of the HVS, it is possible to
hide watermarks with more energy in an image, which makes watermarks more robust. From
this point of view the discrete wavelet transform (DWT) is a very attractive transform, because
it can be used as a computationally efficient version of the frequency models for the HVS [7].
For instance, it appears that the human eye is less sensitive to noise in high resolution DWT
bands and in the DWT bands having an orientation of 45° (i.e.,HH bands). Furthermore, DWT
image and video coding, such as embedded zero-tree wavelet (EZW) coding, will be included
in the upcoming image and video compression standards, such as JPEG2000. By embedding a
watermark in the same domain (DWT domain) we can anticipate lossy EZW compression
because we can anticipate which DWT bands is going to be affected by the compression
scheme. Furthermore, we can exploit the DWT decomposition to make real-time watermark
applications. Many approaches apply the basic techniques described at the beginning of this
section to the high resolution DWT bands, LH1 , HH1 , and HL1.
an example has been given of an image in which a 2-D CDMA watermark W is embedded in
the LH1 HH1 , and HL1 DWT bands using a large gain factor k.

The DWT coefficients in each of the three DWT bands are modulated as follows:
I,(wv)=I(wv)+ k-W(u,v) (3.32)
TheDWTwatermark can be made image dependent by modulating the DWT coefficients in
each of the three DWT bands as follows:
Iywv)=Iwv)*A+kW ,,) (3.33)

3.6 DWT -DCT- SVD Watermarking:

This method utilizes the wavelet coefficients of the cover image to embed the watermark. Any
of the four sets of wavelet coefficients can be used to watermark the image. The DCT
coefficients of the wavelet coefficients are calculated and singular values decomposed. The
same procedure is applied to the watermark also. The singular values of the cover image and
watermark are added to form the modified singular values of the watermarked image. The
modified DCT coefficients form the singular value decompositions triangular matrices. Then
the inverse DCT transform is applied followed by the inverse DWT. This is the algorithm that



clubs the properties of SVD, DCT and DWT. This is a technique that has never been used
before. Watermark embedded using this algorithm is highly imperceptible. This scheme is
robust against all sorts of attacks. It has very high data hiding capacity[32].

First of all we need to understand what singular value Decomposition (SVD) is. Here | have
tried to explain as following.

3.6.1 Singular Value Decomposition:

In linear algebra, the singular value decomposition (SVD) is an important factorization of a
rectangular real or complex matrix, with several applications in signal processing and statistics.
The spectral theorem says that normal matrices can be unitarily diagonalized using a basis of
eigen vectors. The SVD can be seen as a generalization of the spectral theorem to arbitrary, not

necessarily square, matrices.

Suppose M is an m-by-n matrix. Then there exists a factorization for M of the form where, U is
an m-by-m unitary matrix, the matrix 2’ is m-by-n with nonnegative numbers on the diagonal
and zeros on the off diagonal, and M = UXVT denotes the conjugate transpose of V, an n-by-n

unitary matrix. Such a factorization is called a singular-value decomposition of M.

* The matrix V thus contains a set of orthonormal ‘input’ vector directions for the matrix M.
 The matrix U contains a set of orthonormal ‘output’ basis vector directions for the matrix M
 The matrix 2 contains the singular values, which can be thought of as scalar ‘gain controls’

by which each corresponding input is multiplied to give a corresponding output.

3.6.2 Watermark Embedding Algorithm:

Lets take a cover image. Apply DWT to decompose the image into four sub-bands LL, HL, LH
and HH. Take any of these four sub-bands. Apply DCT to the chosen sub-band. Let ‘B’ denote
the matrix obtained after applying DCT. Now B acts as the host image. Apply SVD so that ‘B’
can then be written as
B = UpzyVgT 3:34
Where Up and VBT are the orthonormal unitary matrices of B. The term z, constitutes the
singular values of the matrix of B.
Let ‘W’ represent the watermark. Apply DWT and take any of the four sub-bands. Apply DCT
to the chosen sub-band. Let ‘S’ denote the matrix obtained after applying DCT. Now B acts as
the host image. Apply SVD so that ‘S’ can then be written as
s = UgEgr T 3:35
where U S and VST are the orthonormal unitary matrices of S . The term Z constitute the

singular values of the matrix S. Modify the singular values of B using singular values of S.



Then perform IDCT followed by IDWT to obtain the watermarked image. The four sets of
DWT coefficients can be used to embed four different visual watermarks or the same

watermark[33].

3.6.3 Watermark Recovery Algorithm:
Let ‘A’ be the cover image. Apply DWT and take any of the four sub-bands. Apply DCT to the
chosen sub-band. Let ‘B’ denote the matrix obtained after applying DCT. Now B acts as the

host image. Apply SVD so that ‘B’ can then be written as
B = UgzgVg! 3:36

T
Where UBand Vv, are the orthonormal unitary matrices of B. Term z, constitutes the singular

values of the matrix of B.
Let ‘w*’ be the watermarked image. Apply DWT and take any of the four sub-bands. Apply
DCT to the chosen sub-band. Let ‘A*’ denote the matrix obtained after applying DCT. Now A*
acts as the host image. Apply SVD so that ‘B’ can then be written as

B = UyZy Vi 3:37
Where Uy and V,-are the orthonormal unitary matrices of A*. Term Z,- constitutes the singular
values of the matrix of A*. Watermark is extracted by subtracting the singular values obtained

above.



CHAPTER 4

ATTACKS ON WATERMARKING

The purpose of watermarking is to survive the authenticity of the original data against threats
or attacks. Attacks can be of different types such as: removal attacks, geometrical attacks,
cryptographic attacks, and protocol attacks [17]. The aim of removal attacks, as the word
indicates, is to remove the embedded watermark. This type of attack is based on, for example,
denoising or watermark prediction and removal. The effect of removal attacks is, in general, a
decrease in the effective channel capacity. Geometrical attacks do not intend to remove the
embedded watermark, but to distort it so that detection is impaired. In terms of
communication theory, it may be considered as a process with the aim of desynchronizing the
signals. Depending on the underlying watermarking technology, geometrical attacks either
reduce the channel capacity or fully impair watermark detection. Cryptographic attacks
describe attacks very similar to those used in cryptography. Cryptographic attacks [18] aim to
remove or destroy the embedded watermark. They are based on concepts such as brute force
search of the key space, statistical averaging of several watermarked images, or the collusion
of several watermarked images. The last group, protocol attacks, takes a more global
approach by identifying weaknesses on a system level and then showing that a given
watermarking method is not secure. An example of a protocol attack is the copy attack, which
is very efficient in cases where the watermark is used to authenticate the image on an
identification document, that is, when the watermarking technology is used to embed
information about the owner of the passport into the image. If someone swaps the images it
can be easily detected since the new image does not contain a valid watermark. However, if
the watermarking technology is not resilient to the copy attack, then it is possible to copy the
watermark from the original image to the counterfeit image. From the above discussion, it is
found that for an effective technology development, it is of the most importance to consider
attacks during the design process. The result will be better system performance and higher
security due to an optimized design of the watermark extractor. Thus the possible attacks on

watermarks can be defined as:



4.2 JPEG Compression

JPEG stands for Joint Photographic Experts Group. JPEG is a standardized image
compression mechanism [19-20]. JPEG is designed for compressing either full-color (24
bit/pixel) or gray-scale images of natural, real-world scenes. It works well on photographs,
naturalistic artwork and similar material; not so well on lettering, simple cartoons or line
drawings. JPEG handles only still images, but there is a related standard called MPEG for
motion pictures A useful property of JPEG is that the degree of lossiness can be varied by
adjusting compression parameters. This means that the image maker can trade off file size
against output image quality. One can make extremely small files at the cost of image quality.
This is useful for applications such as indexing image archives. Conversely, if compressed
image quality is not satisfactory at the default compression setting, one can jack up the
quality until satisfactory result is found and accept lesser compression.For full-color images,
the uncompressed data is normally 24 bits/pixel. The best known lossless compression
methods can compress such data about 2:1 on average. JPEG can typically achieve 10:1 to
20:1 compression without visible loss, bringing the effective storage requirement down to 1
to 2 bits/pixel. 30:1 to 50:1 compression is possible with small to moderate defects, while for
very-low-quality purposes such as previews or archive indexes, 100:1 compression is quite
feasible. An image compressed 100:1 with JPEG takes up the same space as a full-color one-
tenth-scale thumbnail image, yet it retains much more detail than such a thumbnail. The
second fundamental advantage of JPEG is that it stores full color information: 24 bits/pixel
(16 million colors). GIF, the other image format widely used on the net, can only store 8
bits/pixel (256 or fewer colors). GIF is reasonably well matched to inexpensive computer
displays. Most run-of-the-mill PCs can't display more than 256 distinct colors at once. But
full-color hardware is getting cheaper all the time and JPEG photos look much better than
GIFs on such hardware. Furthermore, JPEG is far more useful than GIF for exchanging
images among people with widely varying display hardware, because it avoids prejudging
how many colors to use. If JPEG is compared with GIF, the size ratio is usually less like 1:4.
Hence JPEG is considerably used for compression instead of other technique. So any
watermarking system designed for watermarking should be resilient to some degree of

compression.



4.3 Geometric Transformations

In geometric transformation [21] the position and value of pixels are changed by using the

different transformation such as
4.3.1 Horizontal Transformation

Many images can be flipped without loosing any value. Although resilience to flipping is

usually straightforward to implement only very few systems do survive it.
4.3.2 Rotation

Small angle rotation, often in combination with cropping, does not usually change the
commercial value of the image but can make the watermark undetectable. Rotations are used
to realign horizontal features of an image after it has been scanned. For benchmarking rotated

image is proposed to be cropped so that there is no need to add a fixed border to it.
4.3.3 Cropping

In some cases, infringers are just interested by the “central” part of the copyrighted material
moreover more and more Web sites use image segmentation, which is the basis of the

“Mosaic” attack. This is of course an extreme case of cropping.

4.3.4 Scaling

This happens when a printed image is scanned or when a high resolution digital image is used
for electronic application such as Web publishing. Scaling can be divided into two groups,
uniform and non-uniform scaling. Very often digital watermarking methods are resilient only

to uniform scaling.
4.3.5 Deletion of Lines or Columns

This was the first attack on copyright marking systems and is very efficient against any
straightforward implementation of spread spectrum techniques in the spatial domain.
Removing k samples at regular intervals in a pseudo random sequence (-1, 1) (hence shifting
the next ones) typically divides by k the amplitude of the cross correlation peak with the

original sequence.



4.3.6 Generalized geometrical transformations

A generalized geometrical transformation is a combination of non-uniform scaling, rotation

and shearing.
4.3.7 Geometric distortions with JPEG

Rotation and scaling alone are not enough they should be tested in combination with JPEG
compression. Since most artists will first apply the geometric transformation and then save
the image in a compressed format it makes sense to test robustness of watermarking system
to geometric transformation followed by compression. However an exhaustive test should
also include the contrary since it might be tried by willful infringers. It is difficult to choose a
minimal “quality factors” for JPEG as artifact quickly appear. However experience from
professionals show that “quality factors” down to 70% are reasonable. Artists seem to use

JPEG extensively as well as resizing.
4.4 Enhancement Techniques

Image enhancement refers to accentuation or sharpening of image feature such as edge
boundaries or contrast to make a graphic more useful for display and analysis. Enhancement
process increases dynamic range of the chosen features so that they can be detected easily.

Image enhancement includes following process [22].
4.4.1 Smoothing Filters

Smoothing filters are used for blurring and noise reduction. Blurring is used in preprocessing
steps, such as removal of small details from an image prior to object extraction and bridging
of small gaps in lines or curves. This includes linear and non-linear filters. Frequently used
filters include median, Gaussian and standard average filters. In median filter the gray level
of each pixel is replaced by the median of the gray levels in a neighborhood of that pixel,

instead of by the average.
4.4.2 Sharpening

The principle operation of sharpening is to highlight fine detail in an image or to enhance
detail that has been blurred, either in error or as a natural effect of a particular method of
image acquisition. The sharpening filters [23] can be used an effective attack on some
watermarking schemes because they are very effective at detecting high frequency noise

introduced by some digital watermarking software.



CHAPTER 5

Results & Discussions

5.1 Results and Discussion:

The algorithms are tested on the reference Lena image figure 5.1 (a) for a small range of gain
(k) and correlation coefficient (k) and two types of attacks i.e. addition of Gaussian noise and
JPEG compression. Evaluating each of the algorithms against all attacks across a full range of
gain values is well beyond the scope of this report. Therefore, first, robustness evaluations
were limited to testing against JPEG compression and the addition of random noise.
However, watermarking in DWT domain has been tested for robustness using different kind

of attacks like motion blur and sharpening etc.

Two different watermarks shown in figure 5.1(b) and 5.1(c) of different size are used
for embedding the original image. The graph for robustness coefficient (k) vs. different
parameters are taken for each watermarked image and discussed in this chapter, however
these figures are only to be taken lightly. PSNR does not take aspects of the HVS into effect
so images with higher PSNR’s may not necessarily look better than those with a low PSNR.

This will prove particularly true in all the cases.

The algorithms are implemented in the most straightforward way, not the most
computationally optimal. Furthermore, MATLAB may handle certain programming
constructs differently from other languages, thus the best performing algorithm may vary for

each language and implementation.

w,




(b) ©)

Figure 5.1: (a) Original Lena Image (b) Large watermark (65x 24)
(c) Small Watermark (12x 9)

5.2 Spatial Domain Watermarking

5.2.1 Digital Watermarking using Least Significant Bit Substitution:

Results from LSB substitution are shown in figure 5.2(a)-(f). The watermarked image shows
little but not noticeable degradation, while the large watermark is recovered perfectly as
shown in figure 5.2 (b).Although the watermark is recovered perfectly in the ideal case, the
addition of any amount of noise or compression of the image using JPEG fully destroys the
embedded watermark, leaving nothing but noise as shown in figures 5.2(e) and (f). Even
worse, the watermark can be removed with no perceivable change to the watermarked image.
The message capacity of LSB embedding however is quite good, a 1:1 correlation with the
size of the image. The addition of noise or JPEG compression up to a limit does not cause the
noticeable visual degradation in watermarked image as shown in figures 5.2 (c) and (d). If
some attack takes place then watermark is not recognizable. After addition of Gaussian noise
to the image the recovered watermark can be seen in figure 5.2 (e) and after compression the

recovered watermark is shown in figure 5.2(f).

Watermarked Image Using LSB Substitution

Recovered Watermark
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(a) Watermarked Image (b) Recovered Watermark



Noisy Lena Image Compression

(c) Watermarked Image after (d) Watermarked Image after 50%
addition of 7% Gaussian compression

. Recovered Watermark Recovered Watermark

(e) Recovered Watermarked after (f) Recovered Watermarked after 50%
addition of 7% Gaussian noise compression

Figure 5.2: Watermarking using LSB method



5.2.2 Digital Watermarking using Threshold-Based Correlation:

The results of threshold-based correlation are shown in figure 5.3(a)-(f) several parameters
however have been discussed before moving on to results of this technique. An optimum gain
factor is chosen experimentally by calculating PSNR, MSE and BER for different gain factor.
However, larger factors might be used for increased robustness at the expense of visual

quality.

A final consideration is the size of the watermark being embedded. Use of a smaller
watermark will allow larger blocks to be used, increasing the strength of correlation and thus
system robustness. Using the normal sized watermark, the largest possible block size {8, 16,

512*512
2

32...} is determined by:1000 < for a maximum block size of 16 [22].

Thus, the size of watermark does not much effect the visual quality of the
watermarked image a normal watermark of size. Although with a gain of 5 the watermark can
still be recognized, the results are not spectacular. Increasing the gain does improve
watermark recovery, however beyond a k of 5, the blocky regions of noise become visible in
the watermarked image, as shown in figure 5.3(c) and (d). Also, note the severe drop in
PSNR between the two watermarked images. Although the watermark is not perfectly
recovered as shown in figure 5.3(e), threshold-based correlation fares much better then LSB
in the presence of noise and compression. Using a gain of 5, the watermark is still slightly
distinguishable after light levels of noise and compression as shown in figure 5.3(a) and
5.3(b). As expected, increasing the gain to 50, improves the watermark’s robustness
significantly as shown in figure 5.3(c) and 5.3(d). But increasing the processing gain reduces
the imperceptibility of the technique used as the blocky regions appear in the watermarked
image. The watermark is recovered with better visibility with increase in the processing gain.

Figure 5.3(i) and (h) are the recovered watermark for small watermark.

The water mark recovered in figure 5.3(h) is using a pre filter having k=30. The use of pre

filter helpful for watermark extraction process.



Watermarked lena Image Using Correlation Method

(c) Watermarked image with k=30

(e) Watermark recovered, k=5 (F) Watermark recovered, k=30



(g) Watermark recovered k=50 (h) Watermark recovered using
pre filter k=30

() Small watermark recovered after
JPEG compression 50% k=20

(i) Small watermark recovered after 5%
Gaussian noise k=20

Figure 5.3: Watermarked image and Recovered watermark under different attacks with
varying value of k.

5.2.3 Digital Watermarking using Comparison-Based Correlation

In this technique, two separate PN sequences are used for embedding; one to encode a “1”
and another “0”. This approach has the advantage of not requiring a “blind” choice of
threshold, as the pattern with the higher correlation is chosen. Furthermore, by careful choice
of these two patterns to be as un-correlated as possible, we can reduce the change of false
detection significantly.

A more subtle advantage is that the approach makes better use of the HVS in spreading its
noise throughout the image. The eye is more sensitive to abrupt changes in quality, hence
blocky regions of noise will tend to disturb viewers more than a constant level of noise

would.

As shown in figure 5.34 the PSNR has decreased by nearly 10 dB and even after that the
image remains nearly identical to the reference image. The bit error rate is also lesser as
compared to threshold based embedding as shown in figure 5.36.



From the figure 5.4(a)-(d) it can be noted that the comparison-based watermark with
gain 20 performed marginally better then even the threshold-based with gain 40; with less
impact on the cover image. This method also performs better under the attack as shown in
figure 5.4(g) and 5.4(h). Hence robustness is improved as well in the comparison-based
watermark.

A disadvantage of these block-based techniques in relation to LSB embedding is that they are
highly fragile to flips, crops and rotations i.e. geometric attacks. These transformations alter
the coordinate systems of the image, making the task of matching up blocks in embedding
and recovery quite difficult. The technique however should prove fairly resistant to contrast,
brightness and any other sort of per-pixel transform. Keeping Block size =8 the results are

obtained by varying processing gain k.

(a) Watermarked image using small

watermark with k=20 (b) Recovered Watermark, k=20

(c) Watermarked image using small
watermark with k=50

(d) Recovered watermark, k=50



(e) Watermarked image using normal (f) Recovered watermark, k=50
watermark with k=50

(f) Recovered watermark, k=20

(e) Watermarked image with 5% Gaussian
noise with k=20

Figure 5.4: Watermarked image and recovered watermark for varying k

5.2.4 Digital Watermarking using CDMA Spread-Spectrum

As shown in figure 5.5(a)- (d) CDMA performed wonderfully using the smaller message
under the attacks. The watermark is recovered perfectly even after addition of 5% Gaussian
noise and JPEG compression with compression ratio (CR) of 50% with smaller gain factor
i.e. k=5, thus increasing the robustness. This technique survives up to 50% addition of noise



and JPEG with CR of 85%. Through experimentation, the gain factor k=5 is arrived at as a
good balance between visual quality and watermark robustness.

Based on the results of figure 5.5(¢e) and 5.5(f), it can be concluded that CDMA in the spatial
domain easily meets the requirements for “moderate” robustness, provided that the encoding
messages are relatively small. The watermarked image is entirely unrecognizable after the
addition of 50% Gaussian noise or after compression with CR of 85%. Even after such heavy
attacks, the watermark survives in the watermarked image and can be recovered as shown in
figure 5.5(e) and 5.5(f).

The main limitations of CDMA in the spatial domain however remain its limited capacity and
high processing requirements. Processing time for spatial-domain CDMA watermarking
increases exponentially with increasing message sizes. The embedding of large watermarks
using CDMA requires the embedding gain to be lowered to preserve the visual quality of the
image. As more PN sequences are added to the cover image however, larger gains are
required to preserve correlation between like sequences. This underlying conflict is the
reason that CDMA in the spatial domain will remain more limited in capacity then other

techniques.

(a) Watermarked image with Normal (b) Recovered watermark
watermark when k=5



Recovered Watermark

5

(c) Watermarked image with small (d) Recovered watermark
watermark k=5

(e) Recovered watermark after addition of (F) Recovered smaller watermark
5% Gaussian noise

Figure 5.5: Watermarked image and recovered watermark for varying k using CDMA



5.2.5 Effects of varying Gain Factor:

Figure 5.6(a) and 5.6(b) show the effect of variation of gain factor (k) on the PSNR and MSE.
As the gain factor is increased the PSNR reduces hence reducing the image quality. This is
true for all the techniques discussed above. However, higher the gains factor more the

robustness. Thus, a gain factor is chosen, which maintain the robustness as well as quality of

image.

5.2.6 Effect of Watermark Size:

From the figure 5.6(a) and5.6 (b) it is observed that as the size of watermark is decreased, the

PSNR increases and MSE decreases. However, bit error rate decrease as the size of

watermark is reduced as shown in figure 5.6(c).
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RMSE vs. Gain Factor (G)
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(c) Processing gain(k) vs BER



5.3 Transform Domain Watermarking

5.3.1 Comparison of mid-band DCT Coefficients:

In this case, a correlation coefficient (k) is taken to increase the robustness instead taking a
gain factor such as correlation-based techniques. When the two differences in magnitude
between the two coefficients being compared do not exceed (k), those coefficients are scaled
such that they meet this requirement. As in previous techniques, k is chosen experimentally

however larger k’s may be used for increased robustness at the expense of quality.

As shown in figure 5.7(a)-(d) one can observe that the technique works perfectly for un-
altered images, with good visual quality of the watermarked image. The results are taken for
correlation coefficient of 35. The block size for each of the DCT-based techniques is kept
constant i.e.8x 8, in anticipation of JPEG compression. Better results could be obtained using

larger block sizes at the expense of message capacity.

The comparison of mid-band based DCT-coefficients proved to be both moderately robust
against Gaussian noise, and extremely robust against JPEG compression as shown in figure
5.7(c) and 5.7(d).Good recovery results are still possible with heavy attack as shown in figure
5.7(b) and5.7(d). As shown in figure 5.7(d) the recovered watermark is still recognizable
after compression with CR of 85%. The watermarked image at this point is showing heavy
JPEG artifacts, reducing quality of the attacked image beyond usability. Figure 5.7(e) and
5.7(f) show that the smaller watermark has been extracted completely.

The best comparison can be made with CDMA in the spatial domain. Although CDMA was
more resistant to Gaussian noise, comparison of DCT coefficients proved far more resistant
to JPEG compression. This would tend to indicate that embedding the watermark in the same
domain as expected transformations is clearly advantageous. By predicting which DCT

coefficients would be altered using JPEG, an extremely high level of JPEG robustness was

achieved.

Recovered Message
THAPAR

(a) Watermarked image using comparison of (b) Recovered watermark
mid band coefficient



(d) Recovered watermark after
Compression

(e) Watermarked image with small (f) Recovered Watermark

watermark

Figure 5.7 Watermarked image and recovered watermarks for correlation coeff. k =30

5.3.2 Threshold - based correlation in the DCT mid-band:



This technique gives the better result as compare to comparison of DCT mid band coefficient
technique as shown in figure 5.8(a)-(d).The PSNR for this technique is reduced by 2 dB, still
it gives higher robustness with gain factor (k=5) under the attacks as shown in figure 5.8(e)-
(h) and 5.47.Although the watermark was not perfectly recovered, threshold-based
correlation fares better then the mid band comparison of DCT coefficient in the presence of
noise an compression.

Watermarked Image Using Threshold-Based Correlation in DCT mid-band

Recovered Watermark

[

(a) Watermarked image using small (b) Recovered Watermark

watermark, k=5

(c) Watermarked image using k=5



rked

(e) Watermarked image after 50%

i ) (f) Recovered Watermark
Gaussian noise

Compression

Recovered Message
.':__-- k] I

(g) Watermarked image after 50% (h) Recovered watermark
JPEG compression

Figure 5.8: Threshold Based watermarking and performance under different attacks
5.3.3 Comparison-based correlation in the DCT mid-band:

The comparison based correlation in the DCT mid-band give the better result for smaller gain
factor as compared to threshold-based correlation as shown in figure 5.9(a)-(b). The results
are taken for the gain factor of 10. If compression has been done using 50% CR than the
recovered watermark has been shown in figure 5.9(c)-(d). Correlation-based DCT appeared
to be slightly weaker for lower levels of distortion, yet stronger for the higher levels as shown
in figure 5.9(c)-(d). From these results, it can be concluded that the results obtained from
threshold-based correlation in the DCT mid-band are worse than the comparison-based
approach. However, better results can be achieved using smaller watermark. The results can
be seen in figure 5.9(e)-(f). The smaller Watermark recovered in figure 5.9(f) is almost
recovered perfectly using k=5.The watermarked image and recovered watermark has been
shown in figure5.9 (g)-(h) under heavy compression ratio 85%.



(a) Watermarked image using comparison

b) Recovered Watermark
Based Corr. in DCT mid-band (b)

(c) Watermarked Comparison-Based corr (d) Recovered Watermark

in DCT Mid band with CR 50%

\Watemarked Image tsing Companson-Based Cogelstion I DCT mid-hard

(e) Watermarked Comparison-Based
Correlation in DCT Mid band, k=5 (f) Recovered Watermark



Recovered Message

(g) Watermarked image after 80% (h) Recovered Watermark

Gaussian noise

Figure 5.9: Watermarked image and recovered watermarks Comparison-based
correlation in the DCT mid-band and performance under attacks
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RMSE vs. Robustness coefficient (k)
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Figure 5.10: (a) Processing gain(k) vs PSNR (b) Processing gain(k) vi RMSE

(c) Processing gain(k) vs BER



5.4 Digital watermarking in Fractional Domain

5.4.1 Digital Watermarking using Fractional Fourier Transform
The reference image is of Lena has been taken for DFRFT analysis. The image is
transformed by the DFRFT with powers 0.8 and 0.4 in the x and y direction respectively.

Then three watermarks are embedded using the method described above with parameters L,M

and a2given by the table shown below

Table 5.1: The specifications of the Three Watermarks:

Watermark First Second Third
L 96000 90000 100000
M 800 800 300
o? 50 100 25

(b), - (b) Watermarked Image
terma

(a) Original Image

noise and recovered watermark have been shown in figure5.11(c)-(d).After cropping the
result has been shown in figure 5.11(e)- (f). The mean and standard deviation of the detection
value is computed using 1000 random watermarks with the same parameters as the correct
one. The threshold is fixed at the mean plus 4 times the standard deviation. These values and



the PSNR can be found on row (1) of the table 5.2. The valuesy;, o; t;, d; refer to the mean,
the standard deviation, the threshold and the detection value of watermark i. The
corresponding plots are given on the first row of Figure 5.12. In this way, it can be seen that
the three embedded watermarks are detected. The next attack is adding noise to the
watermarked image. To the watermarked and compressed image, a zero mean Gaussian noise
with standard deviation 60 is added. The result is again jpeg compressed and given again to
the detection algorithm. The resulting image can be seen in Figure 5.11(c) and figure 5.11(d).
The mean and standard deviation of the randomly selected watermarks is definitely different
from what was found in the previous case. These are given, together with the PSNR of the
image in row (2) of the table 5.2. The 1000 values of d and the correct one on position 501
for the three embedded watermarks is what is shown in the middle plot of Figure 5.77. Again
the three watermarks were detected.

Finally we crop the previous noisy image by taking only the First 100 rows out of the
512 rows in the image. See table 5.2. The result is again submitted to the detection algorithm
and the mean and standard deviation for 1000 random watermarks is computed. The result is
shown on row (3) of Figure 5.12. The values of the PSNR, the mean and the threshold are
given on row (3) of the table 5.2. Now the first two watermarks are detected, but the third is
not. Indeed the effect of the watermark is spread out over the whole image and can be
recovered from any part of the image. Looking at the plots of Figure 5.12, it is also seen that
there are sometimes “false alarms'. Some of the randomly generated watermarks also give a
detection value above the threshold. It is clear from these plots that a threshold T = u + po
with p = 4 is not a bad choice. If we take p larger, we require the detection value of the
correct watermark to be a more pronounced outlier. If we decrease p, we are at a higher risk
that we detect a watermark that is not the correct one. It could of course accidentally happen
that the falsely detected watermark is strongly correlated with the correct one, in which case
of course its detection value should be in the neighborhood of the detection value of the
correct watermark. The number of false alarms for the three different watermarks on the three
different corrupted situations is mentioned in Figure 5.78 (the “false=n” text). Obviously, in
these particular situations the chance of having a false alarm when the image is not too much

corrupted is very small.



Table 5.2: The values obtained for the compressed and watermarked image (1), additive
noise (2), and cropped (3)

S.no. | PSNR(dB) | p; |0y T, d, Uy | Oy, T, d, Uz | 03 | T3 d;
1. 39.51 1236 | 664 | 3892 | 17772 | 1847 | 905 | 5334 | 27999 | 633 | 342 | 2001 | 4433
2. 28.55 1781 | 915 | 5443 | 19412 | 2527 | 1328 | 7839 | 27838 | 943 | 496 | 2927 | 4590
3. 0.97 681 | 345 | 2061 | 1847 | 952 | 503 |2966 | 4149 | 387 | 204 | 1204 | 969

Yy

noisy watermarked image

7

(c) Watermarked Image after addition
of 60% Gaussian Noise

(d) Recovered Watermark after
addition of 60% Gaussian Noise




cropped noisy watermarked image

Recovered Message

(e) Watermarked Image after addition of
60% Noise and cropping (f) Watermarked Image after addition of

60% Noise and cropping

Figure 5.11: Watermarking In FRFT domain and performance under attacks



(a) Detected,false=1 (b) Detected, false=2 (c) Detected,
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(g)Detected, false=0 (h) Detected, false=0 (i) Detected,
false=2

Figure 5.12: A 1000 samples for three watermarks (columns) for the compressed image (top),
the noisy compressed image (middle), and the noisy cropped and compressed



5.4.2 Digital watermarking using Fractional Discrete Cosine Transform:

Digital watermarking in fractional domain is the new approach in the field of digital
watermarking. The results for watermarking using 2D Fractional Discrete Cosine Transform
(FRDCT) for smaller correlation coefficient are better than other watermarking techniques
discussed above. As shown in figure 5.13(a) one can find the optimum domain for

watermarking after choosing the appropriate value of fractional order (a).

Here for ‘a’=0.98 it gives the highest PSNR, least MSE and lower BER. So this will
be the optimum domain for watermarking for ‘k’=35 and block size of 8x8 . Other domain
can be found out for different values of ‘k’ and block size. This technique gives extra
robustness due to fractional domain. For a pirate it becomes necessary to have the knowledge
of exact value of ‘a’, otherwise he will not be able to recover the watermark from the
watermarked image. The watermarked images shown in figure 5.13(a)-(b) are watermarked
for value of ‘a’=0.98. When the watermark is recovered for values other than ‘a’=0.98 the
watermark is not perfectly recovered, thus increasing the robustness. Thus using this
technique the watermark can be recovered perfectly under small attacks as well as heavy
attack. The results for different values of ‘a’ has been shown from figure 5.13(c) — 5.13(h).

Watermarked Image Using Fractional Discrete Cosine Transform

Recowered Watermark

L5

(a) Watermarked Image using (b) Recovered watermark
FRDCT, k=35, ‘a=0.98’



Watermarked Image Using Fractional Discrete Cosine Transform

Recovered Message
)
My |'"_' iH]
" |l'.-l:":'.-.'l|'.-.l.-
wia g

© Vl\(la;gsrmar(lﬁd Image using FRDCT, (d) Recovered watermark a=0
=35, ‘a=0.9’

Recovered Message Recovered Message

Figure5.70: Recovered watermark ‘a=0.1’ Figure 5.71: Recovered watermark ‘a=0.2’



(f) Recovered watermark ‘a=0.5’ (9) Recovered watermark ‘a=0.7’

Figure 5.13: Recovered watermark for varying ‘a’



5.5 Effects of varying robustness coefficient:

Figure 5.14(a)-(c) show the effect of variation of robustness coefficient (k) on the PSNR and
MSE. As the robustness coefficient is increased the PSNR reduces hence reducing the image
quality. This is true for all the techniques discussed above. However, higher the robustness
coefficient more the robustness. Thus, a robustness coefficient is chosen, which maintain the

robustness as well as quality of image.
5.6 Effect of watermark size:

Figure 5.14(a)-(c), it is observed that as the size of watermark is decreased, the PSNR
increases and MSE decreases. However, bit error rate decrease as the size of watermark is

reduced as shown.
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Figure 5.14: (a) Fractional order (a) vs. PSNR (b) Fractional order (a) vs. RMSE

(c) Fractional order (a) vs. BER
5.7 DWT Domain Watermarking:

Here 8-bit gray scale lena image as original (host) image of size 512 x 512 and for

watermark THAPAR have been taken . Embedding the watermark into the host image, we



have used 2-level of decomposition using Haar\Daubechies filter bank. In the extraction, we
are only selecting an image whose correlation coefficient is the greatest among all. This
image is being used as the extracted primary watermark and this is used for extracting
secondary watermark. In figure 5.15(a)-(b) original, watermarked images and extracted
watermarks are shown. To investigate the robustness of the algorithm, the watermarked
image is attacked by Average and Mean Filtering, JPEG and JPEG2000 compression,
Gaussian noise addition, Rotation and Cropping.

The results are shown in figures 5.15(c)-(g). The compression has been shown in figure
5.15(c).

Haar wavelet has been used to embed the watermark and 2- level decomposition has been
done.

Watermarked image and recovered watermark has been shown in figure 5.15(d)-(e)after

Addition of 60% gaussian noise. Rotation and cropping has been shown in figure 5.15(f)-(g).

(a) Watermarked Image using Haar (b) Recovered watermark
wavelet



(c) 2-Level decomposition of Lena image and Reconstruction using Haar wavelet (CR=83%)

(d) Noisy and cropped watermarked (e) Recovered watermark
image after 60% Gaussian noise



(f) Transposed and Cropped Lena image after
addition of 60% Gaussian noise

(h) Recovered watermark

Figure 5.15: Watermarking in DWT domain and performance under attacks

5.8 DWT-DCT-SVD Watermarking:

The DWT-DCT-SVD based watermarking algorithm was found to be a very robust method
of non-blind watermarking which can be used to embed copyright information in the form of
a visual watermark or text. Watermark can be recovered even with the help of an attacked
watermarked image. Embedding of watermark can be carried out in all the frequencies
without reasonable distortion in the visual watermark. For textual embedding however,
recovery was found to be difficult from the attacked watermarked image. We have seen that
in most of the DCT-based watermarking schemes, the lowest frequency coefficients are not
modified as it is argued that watermark transparency would be lost. In this approach, we did
not experience any problem in modifying the coefficients. Watermarks inserted in the lowest
frequencies are resistant to one group of attacks, and watermarks embedded in highest
frequencies are resistant to another group of attacks. So, region of watermark embedding is

of application dependent.



One advantage of SVD-based watermarking is that there is no need to embed all the singular
values of a visual watermark. Depending on the magnitudes of the largest singular values, it
would be sufficient to embed only a small set. This SVD property can be exploited to develop

algorithms for lossy image compression.

(a) Original Image of Lena (b) Watermark to be embed

(c) Sub band of Lena image



(d) Watermarked image using Haar

(e) Recovered watermark
wavelet

(9) Recovered watermark from Motion

(F) Motion Blurred image of watermarked Blurred image of watermarked Image

Image

Figure 5.16: Watermarking in DWT-SVD-DCT domain, recovered watermark and
performance under attacks



In this domain the watermarking is very efficient and computationally good. The PSNR value
upto 70 dB has been archived as shown in figure 5.17. Here motion blurring has been used to
check the robustness of the technique as shown in figure 5.16(f) and watermark has been

recovered perfectly as shown in figure 5.16(g).

Figure 5.17: PSNR(dB) vs Variance




CHAPTER 6

CONCLUSION

This study has introduced a number of techniques for the watermarking of digital images, as

well as discussing the limitations and attributes of each technique.

LSB substitution is not a very good algorithm for digital watermarking due to its lack
of even a minimal level of robustness. LSB embedded watermarks can easily be removed
using techniques that do not visually degrade the image to the point of being noticeable.
Furthermore, if one of the more trivial embedding algorithms is used, the encoded message
can be easily recovered and even altered by an adversary. The LSB algorithm remains in the
domain of steganography due to its tremendous information capacity. In spatial domain the
watermark is embedded directly in to pixels of the image. Thus, the techniques in this domain
proved fairly robust and carrying good capacity if small watermark is being used. In spread
spectrum algorithm the watermark is converted into a sequence of PN codes known as gold
sequence. This PN sequence have the attributes of the spread spectrum communication and
very resistant to cropping or other attacks. An advantage of the spatial techniques in the
thesis is that they can be easily applied to any image, regardless of subsequent processing
(whether they survive this processing however is a different matter entirely). A possible
disadvantage of spatial techniques is they do not allow for the exploitation of this subsequent

processing in order to increase the robustness of the watermark

Another observation is that transform domain techniques are typically better for
watermarking than spatial, for both reasons of robustness as well as visual impact.
Embedding in the DCT domain proved to be highly resistant to JPEG compression as well as
significant amounts of random noise as upto 50 dB of PSNR value has been achieved using
varying processing gain k upto 30. By anticipating which coefficients would be modified by
the subsequent transform and quantization, it is possible to produce a watermarking technique
with moderate robustness, good capacity, and low visual impact. This holds true in general
for watermarking; robustness can be improved significantly when the subsequent degradation
techniques are known. This holds particularly true in the case of compression technigues,

where the compression algorithms are well known.

Furthermore, The FRFT/FRDCT algorithm makes the watermarking more robust as

an active adversary may know the watermark key and watermark key position, but the very



important he does not know, is the transformation angles. Without the knowledge of
transformation angle (« =ax/2) no one can detect the original watermark. This algorithm
increases the capacity of watermarking as number of watermarks can be embedded on
different transformation angle within the same image. Calculation complexity of the
procedure for watermark embedding and detection is not significantly increased, since there

are standard fast algorithms for the FRDCT calculation.

The wavelet domain as well proved to be highly resistant to both compression and
blurring, with minimal amounts of visual degradation. This is all the more impressive when
one considers that the wavelet technique described here is one of the most primitive currently
known. More sophisticated wavelet-domain techniques will almost certainly improve on both
of these, and hopefully lower it’s computational requirements. The wavelet domain may be

one of the most promising domains for digital watermarking yet found.

A dual watermarking scheme has been discussed in which the watermarks are either a
gray scale image or visually meaningful gray scale logo instead of a noise type Gaussian
sequence. Robustness of this method has been carried out by variety of attacks like Gaussian
noise cropping and blurring. A newer approach of watermarking based on DWT-DCT-SVD
has been also discussed. It has some very fair advantages over dual domain watermarking
algorithm like DCT-SVD or DWT-DCT .The DCT-SVD based method is very time
consuming though it offers better capacity and imperceptibility and highly resistant to
geometric transformations. DWT-SVD method is found to be similar to the DCT-SVD
scheme except that the process was fast. The new method was found to satisfy all the
requisites of an ideal watermarking scheme such as imperceptibility, robustness and good
capacity. This method can be used for authentication and data hiding purposes. The future
work includes the extension of this technique to other category and formats of images, for

example, color images and DICOM images.
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