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Abstract

Software development has come a long way from traditional software development,
which is characterized by the structured programming paradigm introduced in the late
60’s and early 70’s to contemporary development practices, which characterize a

software application as interacting, independent components.

Modeling and estimating software reliability during testing is useful in quantifying the
quality of the software systems. However, such measurements applied late in the
development process leave too little to be done to improve the quality of the software
system in a cost-effective way. Reliability, an important attribute, is defined as the
probability that the system performs its intended functionality under specified design
limits. We argue that reliability models must be built to predict the system reliability
at the initial phases of development process, and specifically when the

implementation artifacts are unavailable.

A number of architecture-based software reliability models have been proposed by
researchers which are used for predicting reliability. One of the categories of
reliability models is state based model for terminating applications which uses control
flow graph to represent the architecture of the system. In this thesis we extend an
analytical model for estimating architecture-based software reliability. We extend the

model by adding the client server architectural style in it.
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CHAPTER1
INTRODUCTION

This chapter introduces a description of the work presented in thesis. It gives a brief
introduction of Component Based Software Development (CBSD), concept of
software reliability, software architecture, style based reliability model and the

organization of thesis.

1.1 Component Based Software Engineering

““A component is a nontrivial, nearly independent, and replaceable part of a system

that fulfills a clear function in the context of a well-defined architecture [1].”

Component-based software engineering (CBSE) is a sub-discipline of software
engineering. CBSE is a process that emphasizes design and construction of a

computer based systems using reusable software components.

Clements describes CBSE as, “It is changing the way large software systems are
developed. CBSE embodies the ‘buy, don’t build’ philosophy espoused by Fred
Brooks and others. In the same way that early subroutines liberated the programmer
from thinking about details, CBSE shifts the emphasis from programming software to
composing software systems. There is sufficient commonality in many large software
systems to justify developing reusable components to exploit and satisfy that

commonality” [1].

Component based software development is understood to require reusable
components that interact with each other and fit into system architectures. CBSE is
primarily concerned with three functions [2]:

e Developing software from pre-produced parts

e The ability to reuse those parts in other applications

e Easily maintaining and customizing those parts to produce new functions and

features



1.2 Software Reliability

Software Reliability is an important attribute of software quality. Informally denotes a
product’s trustworthiness or dependability. According to ANSI, Software Reliability
is defined as the probability of failure-free software operation for a specified period of
time in a specified environment. It differs from hardware reliability in that it reflects
the design perfection, rather than manufacturing perfection [27]. Software reliability
has been defined as the probability that no failure occurs in a specified environment
during a specified exposure period. For some programs the appropriate time unit of
exposure period is the calendar or CPU time, and for some other programs the
appropriate time unit of exposure period is an application run corresponding to a

selection of an input case from the input case domain (ICD) of the programs [3].

The high complexity of software is the major contributing factor of software
reliability problems. Measurement in software is still in its infancy. No good
quantitative methods have been developed to represent software reliability without
excessive limitations. Various approaches can be used to improve the reliability of
software, however, it is hard to balance development time and budget with software
reliability. Software reliability techniques are aimed at reducing or eliminating

failures in software systems.

For measuring and predicting system reliability, following basic notions are used:
mean time to failure (MTTF) defines the average time to the next failure; mean time
to repair (MTTR) is the average time it takes to diagnose and correct a fault, including
any reassembly and restart times; mean time between failures (MTBF) is simply
defined as MTBF = MTTF + MTTR. The failure rate is the number of failures per
unit time, it is reciprocal to MTBF. Another important concept closely related to
reliability is availability. This is defined as the probability of a system being available
when needed. Availability, or more specifically, instantaneous availability, is
typically defined as the fraction of time during which a component or system is
functioning acceptably, i.e., the uptime over the total service time
A=MTTF/MTBF = MTTF / (MTTF + MTTR)

In particular hardware systems, MTTF and MTTR are measured. For many systems,
the failure rate and thus MTBF is constant-assuming that system changes can be

ignored. The MTBF is then proportional to the length of time considered and is
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equated to the reliability. Moreover, repair times are often not meaningful for
software, or, repairs may introduce faults. Therefore failure rate is more commonly
used as a basis for software reliability measurement. Since a particular software
component is not running all the time, we measure its reliability relative to execution
time or the number of calls. This fits well with our notion of protocols of behavior
specified by finite state machines (FSMs) or Petri nets. The execution of a protocol
successively ““fires’” transitions and failure rates are relative to the length of firing

sequences [14].

Reliability must be built into a software system at the initial level of the development
process, and as an innate aspect of system design. This requires developing and/or
adapting reliability models to predict and measure the reliability of a software system

early on. After all, “you can’t control what you can’t measure”

1.3 Software Architecture and Styles

The software architecture of a system consists of software components, their external
properties, and their relationships with one another. As software architecture is the
foundation of the final software product, the design and management of software
architecture is becoming the dominant factor in software reliability engineering
research. Well designed software architecture not only provides a strong, reliable
basis for the subsequent software development and maintenance phases, but also
offers various options for fault avoidance and fault tolerance in achieving high
reliability [7].

An architectural style, sometimes called an architectural pattern, is a set of
principles—a coarse grained pattern that provides an abstract framework for a family
of systems. An architectural style improves partitioning and promotes design reuse by
providing solutions to frequently recurring problems. One can think of architecture
styles and patterns as sets of principles that shape an application. Garlan and Shaw
define architectural style as, “Family of systems in terms of a pattern of structural
organization. More specifically, an architectural style determines the vocabulary of
components and connectors that can be used in instances of that style, together with a
set of constraints on how they can be combined. These can include topological

constraints on architectural descriptions (e.g., no cycles). Other constraints—say,



having to do with execution semantics—might also be part of the style definition
[28].”

1.4 Style Based Reliability Model

It is used to model the reliability of an architecture style based on its characteristics. A
model that computes the reliability of software composed of heterogeneous

architectural styles.

For a system with a complex architectural environment, the reliability model needs to
be further refined to take the characteristics of different architectural styles into
account. The architecture-based reliability model to compute the reliability of
heterogeneous software systems may be comprised of various architectural styles like
pipe and filter, batch-sequential, call and return etc. [20]. Here the focus is on client

server based architectural style.

In the client server style, the client component may request some services which are
provided by the server components. A component can act as a Server to one
component but may act as a client to other component. Therefore, the components

may act as client or server at the same time.

1.5 Organization of Thesis
The chapters in this thesis are organized as follows:

Chapter 2 -- This chapter describes in detail the literature survey. It covers the details
of software component reliability, its importance, types of reliability models, software
architecture and style based reliability modeling.

Chapter 3 — This chapter describes the problem statement of the thesis and
objectives.

Chapter 4 — This chapter describes the solution of the problem i.e. the proposed
reliability model.

Chapter 5 — This describes the implementation of the proposed reliability model and
its validation.

Chapter 6 — This describes the conclusion and future work that can be carried based

on the work presented in this thesis.



CHAPTER 2
LITERATURE REVIEW

This chapter describes in detail the literature survey. It covers the details of software
component reliability, its importance, types of reliability models, software

architecture and style based reliability modeling.

2.1 Software Reliability in Component Based System

The reliability measurement of component based system comprises of two main
activities. First, the reliability measurement of individual component and secondly,
the reliability measurement of the whole system based on the component context

model, as shown in Figure 2.1.

\~ ComponentVendor/Owner ~ T T T T TTT
' Calcuiat
Define Reliability Sl
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Figure 2.1: Component based system reliability process [4]
In Component Based System (CBS), every component accomplishes a task
independently, whose frame inside is transparent to users. All components cooperate
with each other by interfaces to achieve the whole system’s function. These

characteristics bring many difficulties in calculating the reliability of CBS [5].

They are detailed as follows:

e The reliability of every component is in doubt. Every component may be

developed by different teams, tools and persons. Almost all CBS is made up of



COTS, although every COTS has particular notes and data of reliability, we can
only handle the interfaces between components.

e The adaptive ability of every component is different. When a component is
embedded in a software system, its reliability will be different because of different

running environment.

2.1.1 Importance of Software Reliability

Software reliability is cited by most users of software products as the most important
feature of the software products they use. Hence it is crucial that software reliability
engineering techniques should play a central role in the planning and control of
software development projects. In particular, it is important to document the times
and nature of bug occurrences, and their correction times, throughout the design and
integration phases as well as during the testing phase [27]. With such data it is
possible to estimate suitable reliability models which can be used to estimate the time
at which the software product will have reached a target level of reliability, or to
devise methods to decrease that time. Other importance things that can be achieved

through software reliability are as follows [3, 27]:

e Determine whether software can be released

e Predict resources required to bring software to required reliability

e Determine impact of insufficient resources on operation reliability

e Prioritize testing or inspection of modules having highest estimated fault content
e Develop fault avoidance technique

e Minimize no of faults inserted

e Prevent insertion of specific types of faults

e Estimate or predict the quality of the software

2.2 Reliability Models

Software reliability growth models are a statistical interpolation of defect detection
data by mathematical functions. The functions are used to predict future failure rates
or the number of residual defects in the code. Software modeling techniques can be

divided into two subcategories [7]:



e prediction modeling

e estimation modeling

Both kinds of modeling techniques are based on observing and accumulating failure

data and analyzing with statistical inference.

There are essentially two types of software reliability models - those that attempt to
predict software reliability from design parameters and those that attempt to predict
software reliability from test data. The first type of models are usually called "defect
density” models and use code characteristics such as lines of code, nesting of loops,
external references, input/outputs, and so forth to estimate the number of defects in
the software. The second type of model is usually called "software reliability growth™
models. These models attempt to statistically correlate defect detection data with
known functions such as an exponential function. If the correlation is good, the
known function can be used to predict future behavior. Software reliability growth

models are the focus of this report [9].

Software reliability models are classified according to the development phases of
software life-cycle. Since fault corrections are necessary in the testing and debugging
phase of the lifecycle, reliability growth models which take fault corrections into
account are mainly used in this phase. The models without dealing with fault
corrections, say input domain models, can only be applied in this phase by treating the

program after each correction as a new program.

Goel [35] categorized software reliability models according to the nature of failure
process into four types: times between- failures models, failure-count models, fault
seeding models, and input domain based models. The times-between-failures models
and failure-count models are usually applied in the iterations of the testing and
debugging phase in the software development process based on the fault corrections
and reliability history. It is normally assumed that the reliability of software increases
with the removals of faults in the software and thus these types of models are also
called reliability growth models [29]. On the other hands, fault seeding models and

input domain based models do not consider the fault correcting activities. They are



usually used at the end of the development cycle to assess the final reliability of

software.

All existing software reliability models are developed for the software products that
are statically constructed, normally by a company or institution that has the full

control of the development process.

2.2.1 Types of Reliability Models

o Early prediction models: This type of models uses characteristics of the software
development process from requirements to test and extrapolate this information to predict

the behavior of software during operation [10].

o Software reliability growth models (SRGM): This type of models captures failure
behavior of software during testing and extrapolates it to determine its behavior during
operation. Hence this category of models uses failure data information and trends
observed in the failure data to derive reliability predictions [9]. The SRGMs are further

classified as Concave models and S-shaped models [9].

o Input domain based models: These models use properties of the input domain of the

software to derive a correctness probability estimate from test cases that executed

properly [11].

o Architecture based models: This type of models puts emphasis on the architecture of the
software and derives reliability estimates by combining estimates obtained for the
different modules of the software [12]. The architecture based software reliability models

are further classified into State based models; Path based models and Additive models.

o Hybrid black box models: These models combine the features of input domain based

models and software reliability growth models [29].

e Hybrid white box models: These models use selected features from both white box
models and black box models. However, since these models consider the architecture of
the system for reliability prediction, therefore these models are considered in hybrid white
box models [29].



2.2.2 Need of Software Reliability Models

Here the only concern is with reliability analysis model for component-based

software. These are as follows [6]:

e Analyze the reliability of a component-based application even when the source
code of its components is not available.

e Develop a probabilistic technique for reliability analysis that is applicable at the
design-level, before the actual development and integration phases. Many
reliability analysis techniques use test cases and fault injection to study the
reliability of component-based systems.

e Study the sensitivity of the application reliability to reliabilities of components
and interfaces. This could guide the process of identifying critical components and
interfaces and analyze the effect of replacing components with new ones with
similar interfaces but with improved estimated reliability.

e Incorporate the effects of interface reliabilities in a probabilistic model for
reliability analysis.

e Develop a technique to analyze the reliability of applications built from reusable
software components. The emerging field of component-based software
engineering exacerbates the need for estimating component reliabilities and

analyzing the reliability of component-based applications.

2.3 Architecture Based Reliability Models

The architecture determines the contribution of the reliability of each atomic
component to that of the system. Hence the approach is named as architecture-based
reliability model. In architecture—based approach, one must model the interaction of
all components. Many architecture—based software reliability models have been
proposed in the past, mostly by ad hoc methods. Software reliability growth models
can be applied to each software component exploiting component’s failure data
obtained during testing [13]. However, due to the scarcity of failure data it is not

always possible to use software reliability growth models.



2.3.1 Need for Architecture Based Reliability Model

System reliability cannot be equated to software component reliability. Component
interactions make a system more than the sum of its parts - and make system
reliability a very complex design-specific function of external component reliabilities
and the probability of rare human failure. This is shown for instance in the well
documented Therac-25 failure [30]. With the increasing interoperation and
networking of software systems, the increasing capability and speed of
communication between components and systems, errors can spread widely before
humans can intervene. Fault-tolerance requires a systematic and formal approach to

reliability.

But component-based models for reliability, especially compositional ones are
lacking. Software reliability is defined as the probability of failure-free operation of a
software system for a specified period of time in a specified environment. It is a
function of the software faults and its operational profile, i.e., the inputs to and the use
of the software. For open systems, reliability is also a function of the reliability of
essential required services in the deployment context of a software component. Some
other needs of architecture—based software reliability approach include the following
[12]:

e  System reliability depends on its component reliabilities and their interaction.

e Sensitivity of the application reliability to reliabilities of components and
interfaces.

e  Process of identifying critical components and interfaces for a given architecture.

e  Selecting an architecture that is most appropriate for the system under study.

e Reducing the development cost, maintenance cost and re-engineering cost.

e Toavoid implementation level artifacts.

2.3.2 Types of Architecture Based Reliability Model

They are basically divided into three types as shown in Figure 2.2. The models are

discussed in detail one by one.
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Figure 2.2: Classification of architecture-based software reliability models [16]

2.3.2.1 State-based Models

State based models uses the control flow graph to represent the architecture of the
system. It is assumed that the transfer of control between modules has a Markov
property which means that given the knowledge of the module in control at any given
time, the future behavior of the system is conditionally independent of the past
behavior [15]. The architecture of the software has been modeled as a Discrete Time
Markov Chain (DTMC), Continuous Time Markov chain (CTMC), or Semi-Markov
Process (SMP). These can be further classified into absorbing and irreducible. The
former represents applications that operate on demand for which software runs that
correspond to terminating execution can be clearly identified. The latter is well suited
for continuously operating software applications, such that in real time control
systems, where it is either difficult to determine what constitutes a run or there may be

very large number of such runs if it is assumed that each cycle consists a run [15].

There are three models for calculating reliability of terminating applications by state
based reliability model at architectural level. Cheung Model is one of the earliest
models that consider software reliability with respect to the components utilization
and their reliabilities. The transfer of control among components is described by an
absorbing DTMC with a transition probability matrix P = [pj], where pj = P
{program transits from component i to component j}. Components fail independently
and the reliability of the component i is the probability R; that the component

performs its function correctly [17].
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Kubat Model includes the information about execution time of each component, thus
resulting in an SMP as a model of software architecture. Transitions between
components follow a DTMC with initial state probability vector q = [q;] and
transition probability matrix P = [pjj]. The time during a visit in component i have the
pdf (probability density function) g; (t). When component i is executed, failures occur

with constant failure intensity A; [18].

Gokhale et al. model is a hierarchical model which differs in the approach taken to
estimate the component reliabilities. It considers time dependent failure rates A; (t) and
the utilization of the components through the cumulative expected time spent in the
component per execution Vit;, where t; is the expected time spent in a component i per

visit and V; is the expected number of times the application visits state i [19].

Assumptions

The three models have different assumptions. For Cheung model it is assumed that the
program flow graph of a terminating application has a single entry and a single exit
node, and that the transfer of control among modules can be described by an
absorbing DTMC [17].

Kubat model considers a software system which has been designed for execution of K
different programs or tasks. When a program is called, the modules are executed in
certain order, one after another; some modules can be called more than once. So, it is
assumed that exchanges of control among the modules can be described by a Markov
process, i.e. the probability of calling a given module is a function of the module
currently being executed and the calling module only. Also, the failure rate in the

module is assumed to be constant and independent of the program type [15].

Gokhale model along with all the above reliability models assume that components
fail independently and that a component failure will ultimately lead to system failure
[19].

2.3.2.2 Path-based Models

A path-based model computes software reliability considering the possible execution

paths of the program. A sequence of components along different paths is obtained

12



either experimentally by testing or algorithmically. The reliability of each path is
computed by multiplying the reliabilities of the components along that path. Then, the
system reliability is estimated by averaging path reliabilities over all paths. Path-based
models consider software architecture explicitly and assume that components fail
independently. However, the method of combining software architecture with failure
behavior is not analytical. Path-based models consider different paths that can be
taken during software execution. They account for component utilization along each

path, as well as among different paths [13].

First, the sequence of components executed along each path is obtained either
experimentally by testing or algorithmically and the path reliability is obtained by
multiplying the reliabilities of the components along that path. Then, the system

reliability is estimated by averaging path reliabilities over all paths.

The comparison chart of different type of path based model is shown in Table 2.1.

Table 2.1: Comparison Chart for Path Based Models

Yocoub, Cukic &

Shooman Model [22]

Krishnamurthy &
Mathur Model [23]

Ammar Model [24]

Approach | Path based approach Experimental Algorithmic
approach approach
Architecture | Assumes the knowledge | Sequences of | Component
of the different paths | component among | Dependency Graph

and the frequencies fj
with which path i is run.

different paths are
observed using the

component  traces
collected during
testing.

is constructed and

the algorithm
expands all
branches  starting

from entry node

Failure
Behavior

The failure probability
of the path i on each run,
denoted by ai,
characterize the failure
behavior.

Each component is
characterized by its
reliability Rm.

The failure process
considers
component
reliabilities R; and
transition
reliabilities (1 —
vij) associated with
a node ni and with
a transition from
node ni to n,
respectively.
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Method of
Analysis

The total number of
failures nf in N test runs
is given by

iy = Zr\fﬁq,-

i=l1

The reliability of a
path in program P
traversed when P is
executed on test case
tc € TS is given by

A tree traversal
algorithm based on
CDG is used to
estimate reliability
of the application.

_ Algorithm expands
Where Nf; is the total Ric T ]_[ Ron: allgthe branchF:es of
number of traversals of VmeM(P,k) CDG. The breath

path i. The system | The reliability | expansions
probability of failure on | estimate  of  a | represent  logical
any test run is given by | program with | «oR” paths and
pp . |respect to a test set | gepth  expansions
qo = lim N Zfeqf- TS IS | represent logical

i=1 R — > vicersRie | “AND” paths.
TS|

2.3.2.3 Additive Models

This class of models does not consider explicitly the architecture of the software.
Rather, they are focused on estimating the overall application reliability using the
component’s failure data. They are called additive models since under the
assumptions that component’s reliability can be modeled by NHPP the system failure

intensity can be expressed as the sum of component failure intensities.

2.4 Software Architecture

Software behavior with respect to the manner in which different components interact
is defined through the software architecture. Interaction occurs only by transfer of
execution control [21]. In the case of sequential software, at each instant, control lies
in one and only one of the components. In architecture—based approach, one must
model the interaction of all components. In well designed system, interaction among
components is limited. During the early phases of software life cycle, each component
could be examined to find with which components it cannot interact. If control can
flow between two components it can be described by non-zero transition probabilities
that may be available by analyzing program structure and using known operational
profiles. During the design phase, before actual development and integration phases,
the transition probabilities can be estimated by simulation. As new data become

available during the integration phase the estimates have to be updated [13].
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Software architecture analysis aims at investigating how architecture meets its quality
requirements based on the structure and the correlation among the components of the
software. It not only facilitates component-based software development, but also
provides a means for early quality prediction. Therefore, the quality of component-
based software can be predicted by using software architecture analysis

methodologies.

Software architecture, which describes the structure of software at an abstract level,
consists of a set of components, connectors and configurations [31]. Furthermore, a
repeatable pattern that characterizes the configurations of components and connectors
of software architectures is considered as an architectural style. Many architectural
styles have been identified with new styles continuously emerging. Thus, a
practitioner is faced with the challenge of selecting suitable styles, or modeling
configurations of selected styles, for designing the architecture to a given software
specification. In such a situation, a method or model to predict or evaluate the
reliability of a heterogeneous style software system can certainly provide a means
through which designers can configure the architecture that best fits their quality
demands [32].

At architecture design stage it is possible to select an architectural style that can
provide better performance and/or availability than others, if the characteristics of the
application environment can be realized. The reliability of the system combines
heterogeneous architectural styles including batch-sequential/pipeline, parallel/pipe-
filters, call-and-return, and fault tolerance [13]. System reliability is analyzed on the
basis of the reliability of components and connectors in these architectural styles. In
addition, the operational profile is taken into account by utilizing the transition
probabilities from one component to others. Assuming that the reliabilities of
components and connectors are independent of the transition probabilities, a Markov
model can be utilized to predict the reliability of heterogeneous software architecture,
following the transformation from architecture view to state view. Moreover, a system

embedded with three architectural styles is utilized to software reliability model [17].

The estimation of transition probabilities is affected by the user’s operational profile.

Upgrades to software might invalidate any existing estimate of operational profile
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because new features can change the ways in which the software is used. Therefore, it
will be necessary to revise the architecture that describes component interaction and

modify transition probabilities.

2.5 Software Architectural Styles

Software architecture includes a number of architectural patterns, or styles. Some of
these representative, broadly-used architectural styles are covered here. To make
sense of the differences between styles, a common framework is used to view them.
The framework adopted treats an architecture of a specific system as a collection of
computational components—or simply components—together with a description of
the interactions between these components—the connectors. Graphically speaking,
this leads to a view of an abstract architectural description as a graph in which the
nodes represent the components and the arcs represent the connectors [21]. Various

software architectural styles are discussed below:

2.5.1 Pipes and Filters

In a pipe and filter style each component has a set of inputs and a set of outputs. A
component reads streams of data on its inputs and produces streams of data on its
outputs, delivering a complete instance of the result in a standard order. This is
usually accomplished by applying a local transformation to the input streams and
computing incrementally so output begins before input is consumed [33]. Hence
components are termed “filters”. The connectors of this style serve as conduits for the
streams, transmitting outputs of one filter to inputs of another. Hence the connectors

are termed “pipes”. Figure 2.3 illustrates this style.

'\

Figure 2.3: Pipes and Filters [8]
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2.5.2 Data Abstraction and Object-Oriented Organization

In this style data representations and their associated primitive operations are
encapsulated in an abstract data type or object. The components of this style are the
objects—or, if you will, instances of the abstract data types. Objects are examples of a
sort of component we call a manager because it is responsible for preserving the
integrity of a resource. Objects interact through function and procedure invocations.
Two important aspects of this style are (a) that an object is responsible for preserving
the integrity of its representation, and (b) that the representation is hidden from other

objects [34]. Figure 2.4 illustrates this style.

obj is a manager

op is an invocation

Figure2.4: Abstract Data Types & Objects [34]

2.5.3 Event-based, Implicit Invocation

Traditionally, in a system in which the component interfaces provide a collection of
procedures and functions, components interact with each other by explicitly invoking
those routines. However, there has been considerable interest in an alternative
integration technique, variously referred to as implicit invocation, reactive integration,

and selective broadcast [31].

The idea behind implicit invocation is that instead of invoking a procedure directly, a
component can announce (or broadcast) one or more events. Other components in the
system can register an interest in an event by associating a procedure with the event.
When the event is announced the system itself invokes all of the procedures that have
been registered for the event [8]. Thus an event announcement “implicitly” causes the

invocation of procedures in other modules.
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2.5.4 Layered Systems

A layered system is organized hierarchically, each layer providing service to the layer
above it and serving as a client to the layer below. In some layered systems inner
layers are hidden from all except the adjacent outer layer, except for certain functions
carefully selected for export. Thus in these systems the components implement a
virtual machine at some layer in the hierarchy. (In other layered systems the layers
may be only partially opaque.) The connectors are defined by the protocols that
determine how the layers will interact. Topological constraints include limiting

interactions to adjacent layers [8]. Figure 2.5 illustrates this style.

Usually
procecure

Basic Utility

Level

Composites of
various elements

Users

Figure 2.5: Layered System [28]

2.5.5 Repositories

In a repository style there are two quite distinct kinds of components: a central data
structure represents the current state, and a collection of independent components
operate on the central data store. Interactions between the repository and its external
components can vary significantly between systems [28]. The choice of control
discipline leads to major subcategories. If the types of transactions in an input stream
of transactions trigger selection of processes to execute, the repository can be a
traditional database. If the current state of the central data structure is the main trigger
of selecting processes to execute, the repository can be a blackboard [21]. Figure 2.6

illustrates a simple view of blackboard architecture.

18



Direc acc A—Co putation
ks8

Blackboard
(shared
data)

ks7 l/

Figure 2.6: The Blackboard [8]

2.5.6 Table Driven Interpreters

An interpreter organization a virtual machine is produced in software. An interpreter
includes the pseudo-program  being interpreted and the interpretation
engine itself.  The pseudo-program includes the program itself and the interpreter’s
analog of its execution state (activation record). The interpretation engine includes
both the definition of the interpreter and the current state of its execution.
Thus an interpreter generally has four components: an interpretation engine
to do the work, a memory that contains the pseudo-code to be interpreted, a
representation of the control state of the interpretation engine, and a

representation of the current state of the program being simulated.

Memo
Program
Data Being
state)

Computation
state mach

Simulated
Interp-
retation
Engine

Internal
Interpreter

ected instruction

Outputs

Fetch/store

Figure 2.7: Interpreter [8]
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2.5.7 Distributed processes

Distributed systems have developed a number of common organizations for multi-
process systems. Some can be characterized primarily by their topological features,
such as ring and star organizations. Others are better characterized in terms of the

kinds of inter-process protocols that are used for communication [21].

2.5.8 Client-Server

One common form of distributed system architecture is a “client-server” organization.
In these systems a server represents a process that provides services to other processes
(the clients). Usually the server does not know in advance the identities or number of
clients that will access it at run time. On the other hand, clients know the identity of a
server (or can find it out through some other server) and access it by remote procedure
call [21].

2.5.9 Heterogeneous Architectures

Thus far only “pure” architectural styles are studied. While it is important to
understand the individual nature of each of these styles, most systems typically
involve some combination of several styles. There are different ways in which

architectural styles can be combined [28].

One way is through hierarchy. A component of a system organized in one
architectural style may have an internal structure that is developed a completely
different style. For example, in a UNIX pipeline the individual components may be
represented internally using virtually any style—including, of course, another pipe
and filter, system. What is perhaps more surprising is that connectors, too, can often
be hierarchically decomposed [21]. For example, a pipe connector may be
implemented internally as a FIFO queue accessed by insert and remove operations
[28].

A second way for styles to be combined is to permit a single component to use a
mixture of architectural connectors. For example, a component might access a
repository through part of its interface, but interact through pipes with other
components in a system, and accept control information through another part of its

interface [21].
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A third way for styles to be combined is to completely elaborate one level of

architectural description in a completely different architectural style [28].

2.6 Style Based Reliability Models

Component-based reliability model developed by Cheung [17] is described that takes
the reliability of each component and the operational profile into account. In this
model, a state diagram which depicts the system behavior is used. A state represents
the execution of a single component and the transition probability from one state to
another is obtained from the operational profile of a system. The reliability of a
software system depends on the execution sequence of states and the reliability of
each individual state. Based on Markov chain properties, the transition between states
is assumed as a Markov process. It means that components to be executed in next
state will depend only on the components of current state and the components of the
next state will not have any dependency to the past history of current state. The state
diagram is a directed graph in which each node Si represents a state and the transition
from state S; to S; is represented by a directed edge (Si, Sj). Let R;i denote the
reliability of S; and Pj; be the reaching probability from S; to S;. Based on the state

diagram, the transition matrix, M, and the value of the entry M(i,j), which can be

‘Si S'Z - ‘S; " 'S.;J—J ‘S.:.I
5 0 Rk, . RE . RR.y, KA,
52 RSBI 0 - RZP’J - HZH{H—[] RZJL'EH e f_l }
M=, I . . ‘ ) I ‘
S | RA ki . 0 . RR.,y KRE
'5,;;_| R}—IHN—[}IJ R’)—l "Ln:];;-ljl'z‘ . RJ-J‘I?N—“ i D RN-JJLI)N—I:I n
5,!,1 L RJ‘ILJ?JJ ‘[E;J n? . R.I‘ILJ')H - R.I‘ILJ')HH-“ 0 ]

Computed as R; x Pjj, indicates the successful arrival at state S; from S;, i.e., the
correct execution of the Si and the occurrence of the transition from Sjto S ;.

Below we describe how to calculate the reliability from the transition matrix. Let S =
{S1, S,... Sp} be the set of states in the state diagram where S; is the initial state and
S, is the final state. M (i, j) represents the probability of reaching state Sj from S;
through Kk transitions. Therefore, the reliability R beginning from S; to S; with total k

transitions is represented as
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R= M*(i j)xR,

J

From initial state S; to final state Sy, the number of transitions k may vary from 0 to
infinity, where 0 means that the initial state is also the final state and infinity means
that a cyclic loop may occur indefinitely among the states. Therefore, it is necessary

to consider every possible outcome of state transitions. Let T be a matrix such that

T=T+M+M24M3 4 . = Z M*
k=0

I

=(I-Mm)!
r—m )

Where | is the identity matrix of size nxn . The overall system reliability can be
computed as follows:

R=T(,n)xRn
With

f:'|
T(1. = (-1 n+l |
(m) = O™

Where | - M is the determinant of matrix (I - M) and E is the determinant of the

remaining matrix excluding the nth row and first column of the matrix (I - M).

Cheung’s model is based on one single initial state and one single final state, whereas
a large system may have a set of initial states | = { Si1 , Si2, ....., Sim } and a set of
final statesF ={S+¢1,S+¢2, ....., S }. In such a situation, we revised the problem of
multiple initial and final states to one initial state and one final state problem by
introducing a super-initial and a super-final state to the state diagram. Figure 2.7
shows how a state diagram with multiple initial states and final states in the dotted
rectangular area can be converted to a state diagram with only a single initial state and
a single final state. We add a super-initial state S | and a directed edge ( S |, Sjj ) with
its transition probability P); , observed from the operational profile, for each j = 1, 2,
...., m. Similarly, we create a super-final state S F and a directed edge (S, S F)
with transition probability 1 for each j = 1, 2, ...., n. The reliabilities for both states S

I and S F are assigned 1.
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Figure 2.8: One super-initial and one super-final State Diagram [25]

2.6.1 Batch-Sequential/Pipeline Style

Both batch-sequential and pipeline styles are running in a sequential order. They share
the same architecture view and state view. Although in the batch-sequential style,
outputs of a component are produced only after all its inputs are fully processed,
whereas in pipeline style, output may be produced before inputs are fully consumed
[26]. These styles can be modeled as shown in Figure 2.8(a), where C1, C2, ... ,Ck
are the components of the architecture and a component such as C2 can only go to
either one of its branching subsequent components. The transformation from
architecture view to state view is one-to-one mapping, shown in Figure 2.8(b), where
S1, S2..., Sk are the states of the Markov chain.

(a) Architecture View

Figure 2.9: Batch-sequential/pipeline style [26]

Assuming that the architecture is composed of k components, in these styles there will

be k states in the Markov chain. The transition matrix M can be obtained as follows:

M (i, j) = RiPjj, Si can reach S;
M (i, j) =0, Si cannot reach S;
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Where M (i, j) is the probability of successfully reaching state S; from S;.

2.6.2 Parallel/Pipe-filter style

Under a sequential execution environment, only a single component is executed at a
time. However, in a concurrent execution environment, components are commonly
running simultaneously. The behavior of a software system with respect to the
execution process can be modeled by using a Markov chain in which a state is defined
by the execution of multiple components. In a parallel or a pipe-filter architectural
style, multiple components can be executed concurrently, as shown in the dotted area
of Figure 2.9(a). The difference between these two styles is that parallel computation
is generally in multi-processors environment, whereas pipe-filter style occurs
commonly in a single processor, multi-processes environment. Figure 2.9(b) is the
state diagram of the parallel/pipe-filter architectural style, where the executions of the
components C2 to Ck-1 are congregated into the state S p1 which is an element of the

parallel state set S p.

(a) Architecture view

(b) State view

Figure 2.10: Parallel or pipe-filter style [26]

In Figure 2.9 (a), there are k components in which I=k-2 components are running
concurrently into the same state; therefore, the total number of states is k-I+1.
Because of the characteristics of parallel style, the transition probabilities from
component C1 to components C2, C3.... and Cy.1, are all equal to P12, which is now
the transition probability from state S; to Sp;. For convenience, we introduce {S;},
which returns the row number or the column number of state variable S; in a matrix.
Entry M ({Spa}, {Sk}) requires that all the components from C; to Cy.; in state Sy

perform successfully and finally reach state Sx. Because component reliabilities and
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transition probabilities are all independent of each other, therefore the value of M
({Sp}, {S}) is equal to [T¥ZL Ry Pnk, Which is the product of all the component
reliabilities in this state and the transition probabilities from components C,, Cs,...,
and Cy.; to component Cy , respectively. For k components, the transition matrix can
be obtained:

( M (i, j) = Ripij, Si & Sj

{ M) =IlcninsiRaPrj, Sie Sp , for 1<=I, j<=IS|
And 1<=n<=k

\ M (i, J) = 0, Sj cannot reach S;
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CHAPTER 3
PROBLEM STATEMENT

Estimating software reliability during testing is useful in quantifying the quality of the
software systems. However, such measurements applied late in the development
process leave too little to be done to improve the quality of the software system in a
cost-effective way. Reliability, an important attribute, is defined as the probability that
the system performs its intended functionality under specified design limits. The first
problem identified is that reliability models must be built to predict the system
reliability at the initial phases of development process, and specifically when the

implementation artifacts are unavailable.

A number of architecture-based software reliability models have been proposed by
researchers which are used for predicting reliability. One of the categories of
reliability models is state based model for terminating applications which uses control
flow graph to represent the architecture of the system. Many architectural styles such
as batch-sequential/pipeline, parallel/pipe-filter, call-and-return, and fault tolerance
styles have already been implemented but they cover only the general aspect of the

overall architecture.

There is a need to compare state based reliability models to find the limitations of
model from the point of view of architectural style. Next, there is a need to enhance
the style based architectural model to overcome the limitations of existing state based
reliability model and incorporating design metrics into the software architecture

evaluation.
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CHAPTER 4
PROPOSED SOLUTION & VALIDATION

This section covers the process of finding a solution to the problem stated and

achieves the objectives. Moreover, it validates the solution with a real time example.

Firstly, the comparison parameters for state based models are defined and a

comparison chart is prepared comparing all the models. Secondly, the solution is

validated.

4.1 Comparison of State Based Models

First of all State Based Reliability Models are compared on the basis of the following

comparison parameters:

Architecture: Software architecture describes the structure of software at an
abstract level consists of a set of components, connectors and configurations. This
is the manner in which the different components of the software interact, and is
given by the inter-modular transition probabilities. The architecture may also
include information about the execution time of each component [19]. Interaction
occurs only by transfer of execution control. In the case of sequential software, at
each instant, control lies in one and only one of the components. In architecture—
based approach, one must model the interaction of all components. In well
designed system, interaction among components is limited. During the early
phases of software life cycle, each component could be examined to find with

which components it cannot interact [13].

Failure behavior: The failure behavior of the components and of the interfaces
between the components, is specified in terms of the probability of failure (or
reliability), constant failure rate or time dependent failure intensity. The failure
behavior is defined and associated with the software architecture. Failure can
happen during an execution period of any component or during the control
transfer between two components. The failure behavior of the components and of
the interfaces between components can be specified in terms of their reliabilities

or failure rates [19].
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Solution method: The solution method is a set of equations used to calculate
number of failures or failure rate and system reliability. Further, it also forms a

base for sensitivity analysis and optimization.

Sensitivity analysis: Sensitivity analysis is the study of how the variation
(uncertainty) in the output of a mathematical model mathematical can be
apportioned, qualitatively or quantitatively, to different sources of variation in the
input of the model. It is a technique for systematically changing parameters in a
model to determine the effects of such changes. It is to improve the system
reliability most effectively by evaluating the sensitivity of the system reliability
with respect to that of a module.

Applications: The applications of a reliability model simply define the type of
domain or area covered by the model. In other words, it includes the applications

on which a particular model is applied.

Optimization: It means solving problems in which one seeks to minimize or
maximize a real function by systematically choosing the values of real or integer
variables from within an allowed set. Optimization, or mathematical
programming, refers to choosing the best element from some set of available

alternatives.

Table 4.1: Comparison Chart

Cheung Model [17]

Kubat Model [18]

Gokhale et al. [19]

Architecture

Uses absorbing
DTMC. Transition
probability matrix

P = [pi]

Follows a DTMC.
Architecture model
for each task is
SMP.

Uses absorbing
DTMC. Coverage
analysis tool ATAC
is used for finding
transition

probabilities.
Expected time in a
module is
calculated.
Failure Behavior | Module fails | Failure intensity of | Showed by NHPP
independently. amodule i is A;. model using time
Failure of a module dependent  failure
depends on its intensity along with
probability to block coverage
perform a task. measurements  and
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failure density
approach.
Solution Method | Composite Method | Composite Method | Hierarchical
Method
Sensitivity N x x
Analysis
Applications Used to develop an | Used in applications | Testing critical
effective testing | which use multiple | applications
strategy modules with
multiple tasks and
repetitive usage
Optimization x N x

DTMC = Discrete Time Markov Chain
SMP = Semi-Markov Process
ATAC = Automatic Test Analyzer in C

4.2 Client Server based Architectural Style Model

A number of architectural based models have been proposed. These models are
classified according to the several different classification systems. There are basically
two types of models based on the type of application; they are, for continuously
running applications and for terminating applications. In this work, the models for

only terminating applications are considered.

For a system with a complex architectural environment, this reliability model needs to
be further refined to take the characteristics of different architectural styles into
account. The architecture-based reliability model to compute the reliability of
heterogeneous software systems may be comprised of various architectural styles.
Some of them are already been implemented, we will focus here on Client Server

based architectural style.

In order to utilize the Markov model, a transformation for each architectural style
from an architecture view to a state view is introduced. Furthermore, based on the
transformed state view, the transition matrix M (as shown in (1)) can be refined to
obtain the style-based software reliability. The details of client server style is
described as the following, where, Ri represents the reliability of component Ci , and
Pij represents the probability of transition from component Ci to its successor

component C j . To take the connector reliability into account, Pij could be adjusted as
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the original transition probability multiplied by the reliability of the corresponding

connector.

In the client server style, the client component may request some services which are
provided by the server components. A component can act as a server to one
component but may act as a client to other component. Therefore, the components
may act as client or server at the same time. Also, the reliability of connectors
between the client and server component is important. Keeping this in mind the state
view in Figure 4.1(b) is obtained by one-to-one mapping to the architecture view
shown in Figure 4.1(a)

@

—r

(@) Architecture view (b) State view
Figure 4.1: Client Server Architectural Style

The entry M (1, 3) is equal to R1P13, which is the reliability of state S1 multiplied by
the transition probability from S1 to S3. Likewise, the entry M (2, 1) can be computed
as the reliability of state S2 multiplied by the transition probability from S2 to S1. The
most important entry is M (1, 2) which only considers the transition probability from
S1 to S2 without considering the reliability of state S1. This is because state S1 is the
server. Therefore, the reliability of state S1 only needs to be considered when it acts

as a client to another state.

Assuming there are k components, the total number of states is therefore k. The

transition matrix M can be constructed as follows:

M (i, j) = RiPjj, Si can reach Sj, when Si is client
M (i, J) = Pj;, Si can reach Sj, when Si is server
M (i, j) = 0, Si cannot reach Sj
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4.3 Example

The following example is used to demonstrate how to estimate the reliability of a
system consisting of heterogeneous styles. Let Figure 5.2 be the directed graph
representing the architecture view of a software system with seven components,
where C; represents the input component and C- represents the output component.

The reliability of the components is shown in the following:

R1=0.999 R2=0.985 R3=0.990
R4=0.995 R5=0.980 R6=0.975
R7=0.980

Figure 4.2: Architecture view & State view
To simplify the model, we assume the transition probabilities Pij between the

components Ci and C j have already considered the connector reliabilities.

P1,2=0.30 P1,3=0.70 P2, 3=0.75
P2,4=0.25 P3, 1=0.60 P3, 5=0.40
P5,4=0.34 PS5, 6=0.66

P4, 6= P6, 7=1.00
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S, (0 0.2997 0.7000 O 0 0 0 )
S; |0 0 0.7388 0.2463 0 0 0
S; [0.6903 0 0 0 0.3960 0 0
S4 |0 0 0 0 0 0.9950 0
Ss |0 0 0 03332 0 0.6468 0
Se |0 0 0 0 0 0 0.9800
S7 \0 0 0 0 0 0 o J
n=6
II-MI = -0.0042
IEl = 0.004
n+t1 |EI
T@Q {S})=(-1) TR =0.9527

Overall System Reliability R
R=T(1, {S7}) x R7 =0.9337

4.4 Validation of Proposed Reliability Model

We measured the reliability of the following OnlineAccMgr. The OnlineAccMagr is
residing on internet-service host of a bank, providing online banking facilities. The
model is motivated by the functionality provided by the online facility of one of the
major Australian banks. In Figure 5.3 the provided protocol is shown. Also shown is
an (estimated) usage profile, denoted by the probabilities given in squared brackets
for each state transition. After the user logs in to the system (which includes the
possibility of two failed trials), the system lists all accounts of the user with their
balances. For a selected account, a pre-defined number of most recent transactions are
listed. The user can scroll for further transactions and look at details of transactions,
such as their receiver, ID, etc. At any time, the users can logout. When leaving the
transaction-details view, the user can then scroll through the transactions of the
selected account. The user also can select other accounts and proceed to inspecting

their transactions without logging out [14].
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Figure 4.3: Transition diagram of the onlineAccMgr [14]

The transition probabilities P;; between the components are shown in Figure 5.3. The
reliabilities of the connectors are included in the transition probabilities. The
reliability of the components are considered to be one, assuming that the component

does not perform any failure.

Therefore, the transition matrix is given by

(0 09999 0 0 0 0 0 )
0 0 0.9495 0 0 0.0499 0
s={ 0 o0 0 0.9995 0 0 0
0 0 0 0 09999 0 0
0 0 0 0 0 0.7999 0.2
0 0 0 0 0 0 1
\.0 0 0 0 0 0 0./
n=6
I-MI = 0.00797
IEl = 0.008
T (L {S)= (-1) ™ —— =0.9969
|I M|

Overall System Reliability R
R=T(1, {S7}) x R7 = 0.9969

The Predicted overall system reliability [14] is 0.9946.
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Table 4.2: Predicted versus, measured reliability for OnlineAccMgr

Service Predicted Measured Difference Error (%)
Reliability Reliability
onlineAccMgr 0.9946 0.9969 0.00013 0.013

Here lower error percentage indicates that the proposed reliability model is capable of

measuring the reliability with high accuracy.
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CHAPTER®6
CONCLUSION & FUTURE WORK

The reliability of a system depends on the reliability of the component, connectors
and transition probability. This thesis extends the style based reliability model. This
work adds client server architectural style to the heterogeneous reliability model
based on the characteristics of various architectural styles. Further it provides example

to support the proposed extension and then validates it with a real time example.

As now a days the systems are developed using modules or components the reliability
needs to be measured while developing and integrating these components in
developing a system so as a future work the model can be extended to other
architectural styles across various application domains, and incorporating design

metrics into the software architecture evaluation.

Further there is no common tool which can predict the reliability by just providing the
reliabilities and transition probability and can identify the heterogeneous architectural

styles automatically.
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