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Abstract

Cloud Computing has emerged as a revolutionary paradigm in information and
communication technology. Prominence of this technology can be validated easily with
its phenomenal features such as pricing-per-use, scalability and on demand availability of
computing resource. But at the same time reliability and security are some of the current
issues in this technology. Fault tolerance is an important approach to overcome these

issues to improve overall performance of cloud computing services.

Fault tolerance is the ability of a system that ensures continuity of operations even in the
presence of faults in its components to increase the reliability of the computing system.
Virtualization of the instances in the cloud services is considered to provide computing
instances anywhere according to the users demands. There can be some fault prone
instances which are needed to be handled to minimize the fault occurrences and their
adverse effects on the system. Fault handling approaches include prediction of fault
occurrences in the system and their prevention to make sure fault-free execution of the

computing tasks in the cloud services.

The proposed work presents a statistical analysis of virtual machines for finding fault
occurrence probability to improve reliability. The status of the virtual machines is
monitored periodically and faulty scenarios are understood with the monitored
information to find criticality status of the machines. Statistical analysis for virtual
machine is done based on a probability distribution model. An application interface is
designed which is capable of finding availability, predicting fault occurrence probabilities

and estimating sustainability of a virtual machine.
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Chapter 1
Introduction

The aim of this chapter is to discuss the characteristics, evolution, service models,
deployment models and issues of Cloud Computing. Introduction to fault tolerance is also

given. In the end brief structure of the thesis is given.

1.1 Cloud Computing

Cloud Computing is a technology that has become a part of everyday life [1]. Revolution
in Computer Science and Engineering can be easily seen with the development of the
emerging trends of computing like Cloud Computing. Prominence of this technology can
be validated easily with its phenomenal features as pricing-per-use, scalability and on
demand availability of computing resources. Everyone in the industry has their own
definition of Cloud Computing, a standardized definition for Cloud Computing has been
given by the National Institute of Standards and Technology(NIST) "Cloud Computing is
a model for enabling ubiquitous, convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction™ [2]. Cloud Computing is a descendent of technologies like

Grid Computing, Utility Computing, and Service oriented architecture etc. [1].

1.2 Characteristics of Cloud Computing

The definition of Cloud Computing itself conveys its characteristics-" networked access
to a pool of resources irrelevant of the location which can be virtualized to satisfy the
scalability enhancement in business along with fault tolerant infrastructure and secure

resource sharing".

Flexibility: Capability of automatic scaling up or off as per need without human
interventions [4]. It provides access to the internet via electronic devices such as laptops,
Smartphone etc. Due to this feature increasing business demands of high bandwidth can

be easily fulfilled using remote servers.



Scalability: It is easy to add hardware devices with no modifications to the software
infrastructure [4]. Multiple OS can run with the help of hypervisor or VM. Change in

requirements can be easily satisfied as Cloud Computing is infinitely scalable.

Resource Pooling: A number of customers can be satisfied at the same time as service
provider is providing number of computing resources clubbed together [3]. From
customers perspective there are infinite number of resources available for them. From
service provider's view a pool of resources is available which can be shared using

virtualization.

On-demand access: Computing resources as well as the content stored in the Cloud can
be accessed at any point of time from anywhere. Cloud Computing is location

independent and time independent.

Pay-per-use: Similar to water and electricity bills Cloud Computing is payable as per its
use. Pricing terms and conditions are settled prior to the resource provisioning with the
consent of both service provider and customer. In Service Level Agreement (SLA) along

with the resource leveraging, time enhancements, pricing norms are also mentioned.

In laymen language Cloud Computing can be defined as a technology which provides a
pool of resources via internet for shared access and is based on a key concept of

Virtualization and Server Consolidation.

1.3 Evolution

Initially when computers came into existence access to them was limited because of the
infrastructure expenses and low functionality. However, with the increase in the
computation power it has become easy and economical to access computing services and
applications. The evolution of computing has followed a path which includes working on
mainframes to distributed networked structures [5]. Cloud Computing began with a new
concept which was introduced in the telecommunication industry in early nineties.
Ramnath Chellappa introduced the term Cloud Computing [13] for the first time in a
lecture talk delivered in a meeting for intermediaries in Cloud Computing. Virtualization
which is the soul of Cloud Computing was actually used in Telecommunication

Industries for the first time. When in place of point-to -point data circuits they started
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using Virtual Private Network [6]. Cloud Computing follows the same concept and has
covered servers and network infrastructure under the same approach i.e. Virtualization. It
has not been a direct path to what we have today in Cloud Computing. It has emerged
from already existing computing practices as shown in Figure 1.1. Similar to
virtualization Cloud Computing has got its other features from utility computing,

distributed computing, grid computing etc.

Cloud
. Grid Computing
. Computing
Utility
Computing

® Distributed

Computing
Rainframes
Computing

Figure 1.1: Evolution of Cloud Computing

1.4 Service Model

Cloud Computing is serving its customers with application, hardware and software as
services deployed as its different service models [7]. Three service models are called by
the name of the service they are providing, Infrastructure as a Service (laaS), then the
middle one Platform as a Service (PaaS) and lastly the top most from user's perspective
Software or Application as a Service (SaaS or sometimes AaaS). The SLA (Service Level
Agreement) determines the QoS (Quality of Services) demanded by the customers and
provided by the service provider. Cost, duration and type of the service are specified in
SLA [8].The service models are deployed as a layered architecture shown in the Figure
1.2



«Software as a Service
*Business Applications, Web Services
*Google App,Facebook

«Platform as a Service
*Software Framework,Storage
*Microsoft Azure, Google App Engine

«Infrastructure as a Service
*Operating System, C.P.U, Memory
*Amazon EC2

Figure 1.2: Service Model [10]

1.4.1 laaS

Infrastructure as a service (laaS) first layer is of the physical resources which are shared
among different jobs and tasks of same job; this layer provides the infrastructure for
storing and handling data and computations. The virtual instances can be rented as per
need and can be scaled dynamically [9]. In laaS (Infrastructure as a service)
Virtualization is the fundamental concept; laaS is placed above the Storage Centers in
Cloud Computing hierarchy. The requested resources are delivered as virtualized
environment from the service provider to the customer on demand. This infrastructure
includes computational device, storage devices, network devices etc [10]. Examples of
laaS are Amazon EC2, Microsoft Azure etc.

1.4.2 PaaS

In the middle is Platform as a service for handling user's application. Services at this
layer are domain specific and language dependent sometimes. All the phases of software
development life cycle are covered under this service model. The operating system,
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database, development and deployment platforms are provided to the customers. PaaS
(Platform as a service) comprises of a set of services for development of an application in
the Cloud environment. From application designing to its implementation, verification,
validation and then finally its maintenance every phase of software development lifecycle
is implemented at this service level [11]. Examples of PaaS are AWS Elastic

Beanstalk, Windows Azure etc.

1.4.3 SaaS

On the top is the SaaS, developing tools are used over the internet instead of installing
them. It is also known as AaaS (Application as a service) [11]. Multi-tenancy feature of
the Cloud Computing can be recognized at this service level. Multiple customers can
have access to the single instance of an application at the same time [12]. Examples are
NetSuite, Google Apps etc. Performance and Scalability which are the prominent features
of Cloud Computing are essence of SaaS. Web browser acts as the interface for accessing
the application provided by the Cloud service Provider. Customer control over this

service layer is very less.

1.5 Deployment Models

Depending on the infrastructure ownership, management and operation Cloud Computing
services can be deployed on different deployment models. Resources can be on Cloud
provider site, user site or on third party premises. Cloud Computing deployment models

are categorized as shown in Figure 1.3 [3]:

1.5.1 Private Cloud: The ownership in this deployment model belongs to the
organization and infrastructure works for the organization only and management can be
done by the organization or a third party. Location of the infrastructure can be within the
organization premise or somewhere away from the premise. Private Cloud is more
expensive but at the same time more secure then Public Cloud. Other benefits include
optimized and maximum use of in-house resources. Security and Privacy can be easily

managed. Control and access is in the hands of the one organization only.

1.5.2 Public Cloud: This is dominant among all categories of deployment models. The

Cloud provider has the complete access to the resources and manages it. The Service



Level Agreement (SLA) determines the policy, pricing criteria, availability parameters
for the service to be delivered and the application to be deployed on the Cloud etc. The
Public Cloud is open for use of general public. However, infrastructure is located in the
Cloud provider's premise only. Visibility and hold of its user over the Cloud is zero and is
shared among different users. Public Cloud is a good option for developing and testing
applications which demands scalability of the infrastructure. Examples of Public Cloud

are Amazon's Elastic Cloud Compute (EC2) and Google App Engine.

Optimized
Resources,

Privacy and
Security

Similar
Requirements
, Usability

critaria

Efficient

Developing
and Testing of
Application

Technology

Figure 1.3: Deployment Models

1.5.3 Community Cloud: Depending on the similar kind of attribute requirements of the
infrastructure Community model is shared among different organizations. The policy and
usability criteria are defined in the agreement for all the users. Management can be done
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by one of the organizations or by third party. Infrastructure can be on premise or off-

premise. Life Science discipline is using Community Cloud for sharing clinical tools.

1.5.4 Hybrid Cloud: The private, public and community cloud are combined to form a
Hybrid Cloud. Together they are used as single entity; some standards and technology are
used for gathering the different infrastructure together as per the use. This deployment
model provides more flexibility to the business. It supports cloud bursting and
organizations for which criticality of application is of concern can deploy on private

cloud and for less security concern private cloud can be used.

1.6 Issues in Cloud Computing

Some challenges are there in Cloud Computing due to which it is not fully acceptable in
business. The benefits of Cloud Computing are on one hand increasing its popularity but
the associated issues are placing barriers in deploying entire business on Cloud
Computing [4] [12].

Privacy Issues and Security Issues: Increase in number of points of access with the
increase in associated parties and customers leads to the risks of losing privacy of the
business information. Organizations have no control on the storage of data and
application this fact reduces the reliability of Cloud Computing and hence affects its
market value. Security is of major concern as Cloud Computing is facing threat from both
sides. The service provider and the user both need to maintain Cloud Computing security.
Sharing of resources among customers of different nature is causing security an important
issue to be tackled. One physical resource may be shared among two different parties out

of which one may be using Cloud for phishing purpose.

Integrity Issues: Authorization plays a vital role in maintaining the integrity in Cloud
environment [4]. A Cloud provider may fail to manage the authorization which leads to
loss in integrity of information associated with an application. Only authenticated user

should be able to make alterations in the application at physical or logical levels.

Availability Issues: User may experience poor availability due to the expansion of Cloud

data centers irrespective of the user's location. Everything in Cloud depends on internet



and hence on network resources. Therefore any issue with the network resources cause

availability issue.

Performance and Reliability Issues: Meeting high performance in Cloud is not easy as
applications keep on migrating from one location to the other. This movement can be
caused due to lack of resources, unavailability, fault occurrences etc. Reliability of Cloud
environment is an important issue to be addressed. Faults occurring in the physical
servers, virtual machines and application influence the reliability of Cloud Computing.
Reliability can be improved by implementing efficient fault tolerant approaches in Cloud

environment.

Fault tolerance issue: Fault tolerance is however a feature of Cloud Computing as it
allows an application execution even in the faulty circumstances. At the same time it
becomes an issue because mechanism for handling faults depends highly on the type of
service being provided, availability of the resources and ease of access to the resources
etc. Handling faults in Cloud Computing requires root cause analysis of fault occurring

along with taking remedial actions.

1.7 Fault and Fault Tolerance
Fault is an incorrect step which causes any deviation in the system behavior from the

expected one that result in a failure.

* Fallacy in * Not
System . System Reliable

Deviations

Figure 1.4: Error, fault and failure



Figure 1.4 depicts how fallacy in the system leads to fault and effects system
functionality. Change in system behavior is unacceptable as it fails to give the results
expected by its user. Deviation can be caused due to any kind of fault, hardware, software
or network fault. The delivered service is not matching the required specifications
causing it to fail. An error state leads to the failure of the system and reason behind this

error is the fault occurring in the system [14].

Fault tolerance means a system keeps on functioning irrelevant of the faults occurring in
it so that the expected task is completed on time and required results can be generated
however performance may be degraded [15]. Fault tolerance is of great importance for
cloud computing technology. Some of the benefits of the fault tolerance are discussed
below [27] [29] [30]:

e Security and reliability of cloud computing system can be improved by deploying

fault tolerance in the resources.
e Fault tolerance ensures correct and continues operation of the cloud infrastructure.

e Fault tolerance reduces the number of failure therefore cost of detecting and

correcting errors can be avoided.

e Because of fault tolerance there is no need of spending effort and time on recovering

lost data.

Fault tolerance depends on understanding the behavioral changes in the system when
some fault occurs and also to know right remedy so that there would be less impact of
fault as well as of fault tolerance technique. It can be performed at different point of time
i.e. at the development time, testing time and lastly at the execution time. Handling of
faults can be done in three different ways [18] [19].

e Fault Avoidance: An optimistic approach according to which it is possible to develop
fault free applications by means of rigorous development procedure. Occurrence of
fault can be avoided by being more focused and specific.



e Fault Removal: Faults which are recognized during application execution are
removed by applying proper root cause analysis approach. Reason for fault

occurrence is determined and then rectification is done.

e Fault Tolerance: Fault tolerance is an approach that allows halt-free execution of an
application in a faulty scenario. Fault tolerance can be performed before occurring of

the fault or after recognition of the fault.

1.8 Research Motivation

Cloud Computing is making computations easy and efficient. Ranging from real time
applications to mission critical systems and social networking it is proving itself as the
best solution in every aspect. Sharing information across internet, solving computation
problems and storing large volume of data has become more proficient and reliable.
Therefore, there is a lot more scope of research in Cloud Computing. Cloud Computing
has to go through number of refinements so that it can be adopted full- fledged in IT
industry [3]. Along with number of benefits there are certain problems associated with
this technology. A lot of research work is going on in the direction of improving this
technology with a motive of increasing efficiency and swiftness. However, the fault
tolerance is still one of the issues for which no efficient methodology is available. Fault
tolerance requires complete analysis of the Cloud Computing environment so that the

nature of fault and fault scenario can be understood.

Figure 1.5: Research outlook
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Also, improving reliability of Cloud environment is a challenge. Thus, an approach that
can handle the faults occurring in Cloud environment and is capable of improving
reliability of Cloud Computing should be there. Research outlook is shown in Figure 1.5
in which issue of Cloud Computing that needs an improved approach is given and
requirement of a statistical approach is depicted. Any approach that can be proved
statistically is capable of giving efficient results. Considering this a statistical approach
should be used for prediction of faults. Continuous monitoring helps in improving
performance. Therefore, the information generated by a monitoring system can be
involved in making predictions for fault occurrences. Hence, in Cloud Computing an
approach that can handle faults statistically should be implemented. Reliability can be

improved by implementing an efficient fault tolerance approach.

1.9 Thesis Outline

Thesis structure for the research work done is shown in Figure 1.6.
e Chapter 1 Introduces thesis work.

e Chapter2L.iterature review is briefed in this chapter, the basics of the research topic

and existing approaches are discussed.

e Chapter 3 Research gaps, identified problem and objectives of thesis are mentioned in

this chapter.

e Chapter 4 The Proposed approach for fault prediction and reliability improvement is
described in this chapter, fault monitoring system configuration and statistical

analysis distribution model is also given.

e Chapter 5 Implementation and Results are discussed. Interface design of the proposed

methodology is described and graphical results are given in this chapter.

e Chapter 6 Conclusion of the thesis work, its contribution and future scope of the

proposed approach is given in this chapter.
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* Introduction

* Literature Review

» Gap Analysis
* Problem Identifiation

* The Proposed Methodology

« Implementation and Results

» Conclusion of Research work done
* Future Perspective

Figure 1.6: Thesis Outline

In this chapter Cloud Computing and Fault tolerance is discussed. Research motivation
and thesis outline are also given. Conclusion of this chapter is that fault tolerance in
Cloud Computing needs an efficient approach so that reliability of can be improved

12



Chapter 2

Literature Review

Types of fault and fault tolerance methodologies are discussed in context of Cloud
Computing in this chapter. The literature related to fault tolerance in Cloud Computing is
briefed and this study helps in determining the research gaps in this field and scope of

improvements.

2.1 Types of faults and failure
Faults can occur anywhere in the entire system. In Cloud environment it can be at

customer side or can be cloud provider side. A fault can completely damage the system or
it can cause failure in some part of the system. Some components may be affected more
than the other. Sometimes even on occurrence of fault application keeps on running but
performance may be affected. Faults can be permanent, temporary or sometimes come-
go-come type means come in the system then go away and then again come back due to
any reason. Based on the timing and impact various categories of faults are there [18]
[19]. Different faults are categorized as follows:

e Crash faults: shut down the system completely (hard disk failure).

e Byzantine faults: which affects the certain part of the system but application hosted

on the system keeps on running however with performance degradation.
e Permanent faults: Permanent out of service state for a component.
e Transient faults: Temporary outage and system gets back to operation after sometime.
e Intermittent fault: Goes away temporarily and hence comes back.
e Malicious fault: Incorrect functioning of the component.

Fault can cause failure in any component of the system. It can affect hardware and
software components. Fault can cause security and privacy damage also. Loss of data,

inconsistency in content and theft of private information are the result of authentication

13



faults. Some of the faults and failures based on the faults are mentioned in Table 2.1.Fault
at any point of time or at any level can be handled with proactive and reactive fault

tolerance according to the scenario.

Table 2.1: Types of Faults [20] [21] [22]

Type of Faults

Reason for Fault

Results in failure

Tolerance

Technique

Hardware Faults

Overheating,

Incorrect voltage,

Node failure,
Processor, RAM,

Reactive/Proactive

External Hard disk, RAID
temperature, Controller
Software Faults Algorithmic Error, | Node Failure, Reactive

Missing

Specifications

Service Failure,

Process Failure

Application Faults

SLA violation,

Memory Leaks

Service Failure,

Process Failure,

Reactive/Proactive

Network Faults Overloading, Link Error, Reactive
Packet Loss Device Issue,
Bandwidth
Problems
Security Faults Authentication, Theft, Loss of Proactive
Authorization, Data,
SLA violation Misuse
Environmental Climatic Changes, Cooling System Reactive
Faults Performance Issue
Catastrophic Faults | Earthquake, Datacenter Issue Reactive
Floods
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Faults in Cloud Computing can be handled from any side customer side or provider side

and also can be handled in a collaborative manner.

2.2 Fault Tolerance in Cloud Computing

Fault tolerance is one of the strategies to improve efficiency of Cloud Computing. Fault
occurring in Cloud services are big threat to its acceptance in IT industry. Because of
hierarchal architecture in Cloud Computing Fault at any one layer can be transformed to
other and hence easily creates problem in functionality of layers above it [15] [16].
Hence, Fault tolerance can be used to resolve and handle the issues like reliability and
availability in Cloud Computing. Fault tolerance can be achieved by following two basic
things one is preventing errors to occur in the system and second is taking appropriate
steps so that one fault could not cause entire system to shut down [19]. Before taking any
preventive step we need to find when and how faults could occur in the system. Faults
can be handled at different point in time of their occurrence and on this bases three types

of fault tolerance is there [21].

e Proactive fault tolerance: Prevention is better than cure kind of strategy is followed
here, fault conditions are detected earlier and remedial actions are taken to prevent

failure of the system.

e Reactive fault tolerance: This method is applicable after the fault has occurred and is
affecting application running on the cloud. A kind of on demand fault tolerance

service is implemented to handle the error.

e Adaptive fault tolerance: Technological advancement is the basis of this approach;
fault is handled as per the circumstances when fault occurs automatically and

adaptively.

2.3 Fault Tolerance Methodologies
Methodology for achieving Fault Tolerance in Cloud Computing includes Redundancy of

resources, Migration of Virtual Machine, Load balancing, and Replication.

e Redundancy: Redundancy can be done for every resource involved in the Cloud
Computing, Hardware Redundancy, and Software Redundancy. Hardware

15



redundancy, keeping additional hardware components either to detect wrong results
from the single component or to prevent loss if one component fails [20]. Software
redundancy, running one application on separate but similar software components at
the same time helps in getting efficient and correct results and hence beneficial for

tolerating faults.

Migration: Physical server sometimes faces some faulty circumstances which affects
the execution of application in virtual machine. Therefore, the particular virtual
machine is moved from one physical server to the other without affecting the
execution of the application. It helps in fault tolerance by allowing continuous

execution of the application even if some fault occurs in the physical server [23].

Replication: Replicating the operations executing on one virtual machine on some
other virtual machine at the simultaneously so that if primary machine face any issue

the secondary could replace it and fault tolerance can be easily achieved [24].

Load Balancing: Allocating jobs more than its capability leads to fault occurrence in
a node and may cause entire service failure. Therefore to prevent such faulty
conditions load balancing is a good practice. Optimize use of resources and
continuous monitoring of the performance for dynamic load balancing helps in hurdle
free execution of the applications. Load balancing algorithms can be used for equally

dividing the load among the nodes [25].

Fault tolerance involves three major processes which begin with monitoring of the

resources, predicting fault occurrences by analyzing the collected information and then

finally taking remedial steps accordingly. Proactive fault tolerance is the result of

predicting faults and autonomic self-healing in Cloud Computing. Prediction requires

continuous monitoring of the system so that it can be prevented from failure. In [44] [39]

existing probability distribution models are used for doing performance analysis. This

type of approach helps in improving reliability of Cloud environment. Artificial

intelligence is another of predicting faults using rule based applications for analysis and

prediction. Although a number of efficient techniques are available for handling faults in

cloud computing system, but there are many challenges in implementing these
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technologies [26] [27] [28]. Taking benefits from the resources more than for which they
are actually meant causes hindrance in solving any issue. Some techniques are customers
satisfactory some are service provide based, hence a technique which satisfies both is
hard to be implemented. Carefully designed data centers are prone to the big faults
because of the size of the data, location of the resources which is segregated all over the
world. Increase in number of users and rising demand of high computation power is
another prominent thing to be kept in mind while applying any of the fault tolerance
technique. As cloud computing is based on virtualization of the resources so it becomes
difficult to handle faults occurring in the virtual system and also migration without
affecting user is not so easy. Algorithm designed for one type of system may or may not

be suitable for other type of system.

2.4 Literature Analyzed for Research Purpose

Existing research work has been studied to get relevant information in context of fault
tolerance. Various authors have worked on fault tolerance and their contribution is
reviewed for understanding the fault occurrence in Cloud environment. The summary of
information collected is given here. Various approaches have been studied and effort is
made in the direction of getting an idea to solve fault tolerance issue of Cloud

Computing.

Jhawar and Piuri [17] addressed the Reliability and Availability of Cloud by suggesting
solution for different categories of fault occurring in Cloud. A conceptual framework is
proposed in which fault tolerance for user's application is implemented as a service. A
statistical approach is followed and Markov model is considered for analyzing the

behavior of the system.

Chao-Tung Yang et al. [32] have used technology and tools available for virtualization
and implemented virtualization based fault tolerance for improving scalability and
reliability in Cloud environment. Cluster based application like Hadoop has been used for
experimental purpose and observation resulted in decreased downtime of the application.

Jing Deng et al [30] focused on fault tolerance and reliability by working on a particular

problem i.e. Matrix multiplication. The approach followed to improve reliability is
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simply the selection of appropriate cloud and designing the system carefully. By

following this reliable results can be obtained in a scientific application running on cloud.

Bala and Chana in [20] worked on handling software faults occurring in virtualized cloud
environment. Availability and reliability are focused while implementing the fault
tolerant architecture. Autonomic fault tolerance is implemented using HAProxy and data

replication technique for handling the faulty situations.

Tchana et al. [31] suggested a collaborative solution for fault tolerance in Cloud
Computing. The proposed scenario is implemented in an autonomic Cloud environment
and faults at different level are considered. Fault management by single party and by
sharing between the customer and the provider is compared.

Ward and Barker [33] proposed a solution based on semantic web technologies similar to
existing monitoring tools for collecting relevant information and detecting faults. The
collected information generates machine readable content and hence additional
monitoring tool is not required. The proposed approach supports dynamic and complex

behavior of Cloud Computing.

Yu. He.et al. [34] designed a monitoring framework which is for analyzing simulation of
Cloud. The hierarchical designed based on simulation cloud is proposed which helps in
collecting the performance data and analysis of the same for detecting abnormalities in
the behavior. Hence is supporting fault tolerance as well with the monitoring system as

the middleware.

Pervila [35] studied Nagios capabilities for detecting faults and also its self-healing
attributes to determine its ability to work in self-healing environment. Nagios plug-in is
used for connecting with other application and an approach for self-healing is designed.

Gogouvitis et al. [36] considered QoS as important factor in Cloud Computing
environment and proposed architecture with the purpose of monitoring considering the
VISION cloud project. An interface is designed for provisioning monitored information

to the client related to performance analysis of the Cloud environment.
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Nezih Yigitbasi et al. [37] proposed a framework called C-Meter for analyzing
performance of cloud implemented in python. Performance metrics are derived for

evaluating the computing and network resources.

Chanon Wang et al. [38] followed a statistical approach for handling faults in the cloud
based multimedia system. The existing fault tolerance techniques like retry is examined
and compared with check-pointing. The parameters for performance evaluation involved
response time and arrival rate. Failure rate and processing time are also investigated

before and after implementing the retrying technique for fault recovery.

Bo Yang et al. [39] implemented queuing model for understanding the cloud performance
overhead when fault tolerance technique is used for fault tolerance. Distribution model is
used for evaluating the reliability of Cloud when number of jobs arrived for scheduling.
Service response time is taken as the parameter for cloud performance with and without

implementing recovery technique.

Zheng and Liyu [40] designed a framework for web services in which fault tolerance is
achieved at runtime. A collaborative approach is followed for reconfiguring web service

dynamically and dependability is evaluated.

Song Fu [41] utilized the virtualization concept efficiently for reconfiguring virtual
machine so that availability can be improved. Predicting failure helps in selecting
appropriate node and hence results in better performance. A metric called capacity-

reliability is used to find the best fit node in cluster computing environment.

Polze et al. [42] followed a migration approach for preventing failure of the application.
A proactive approach is used for moving a virtual machine from susceptible physical
server. A probability based reliability measure is done which triggers the migration. This
approach helps in keeping the Service Level Agreement (SLA) conditions for providing

service.

Approaches followed by the various authors for fault tolerance have been studied. Based
on the analysis of existing work an improved approach can be proposed for fault

prediction.
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Chapter 3

Research Gaps and Problem Formulation

This chapter is focused on analyzing the research gaps and defining the problem
statement based on the gap analysis.

3.1 Gap Analysis and Problem Identification

Gap Analyzed and Problem Identification steps are given in Figure 3.1.

Fault tolerance is one of the key issues to be handled in

Cloud Computing.

4
Existing approaches for fault tolerance are still not that
capable of handling faults

J
As per the research gaps analyzed there is a need to
implement an efficient approach to handle faults.

J
Efficiency of fault prediciton approaches based on fault
monitroing can get better with a probabilistic approach.

4

-
Reliability of Cloud Computing can be improved by
fault prediction and statistical anlaysi.

~

Where to improve and how to get efficient results?

J

Figure 3.1: Gap Analysis and Problem Identification

As Cloud Computing is an emerging practice which is improving efficiency of computing
services. As per the research analysis it has been demonstrated that there is a need to
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improve fault tolerance approaches in Cloud Computing. To fill this research gap
statistical analysis approach for fault prediction can be a good alternative. This approach
can predict and handle faults. Another problem in cloud environment exits is of reliability
which can be improved by following probabilistic approaches for fault prediction.

3.2 Research Objectives
The gap analysis made it easy to understand the existing approaches being followed for
handling faults. Aim of this thesis work is to propose an approach that can be used for
solving the identified problem.

e To study state of art of fault tolerance in Cloud Computing and approaches for

improving reliability.

e To analyze monitoring information generated from the analysis of continuous

monitoring and finding parameters for fault prediction.

e To propose a probabilistic approach for fault prediction and statistical analysis that

can improve reliability of Cloud environment.

Figure 3.2: Research Objective
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Chapter4
The Proposed Methodology

In this chapter the proposed methodology for solving the problem identified during gap
analysis is described. Fault monitoring and statistical analysis for finding fault occurrence
probability is also discussed.

4.1The Proposed Approach for Fault Prediction

Fault prediction is an approach that allows handling a faulty scenario well in advance so
that loss of data and resources can be prevented. Accuracy in prediction results in
reducing the post development maintenance efforts [43]. The proposed approach of fault
prediction involves fault monitoring and statistical analysis of virtual machine is shown

in Figure. 4.1.

Fault Monitoring Statistical Analysis

|¢

Collect Metrics Analyze Status Information

|¢

Fault Occurrence Probabilty Performance metrics

Figure 4.1: Fault Prediction Approach

A statistical approach based on fault monitoring for predicting fault occurrence
probability in virtual machine has been proposed. Fault monitoring is analyzing the
machine behavior to detect any kind of unexpected and unknown states of services
running on the machine. It can be done by a monitoring system which is capable of
collecting metrics and analyzing machine state based on them. Uptime and downtime are
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taken as parameters from monitoring results to find the availability status on the basis of
which fault proneness for a virtual machine is further estimated using distribution model.
For statistical analysis the properties of analyzed data from monitoring results are
compared with existing distribution models and accordingly Poisson distribution [44] is
applied for predicting future fault occurrences. Prediction requires relevant data and

appropriate methods to get efficient results.

The methodology followed for finding the solution is briefed here. First step is to monitor
and collect the metrics for analysis of virtual machine scenarios of fault occurrence now,
find corresponding types of failure caused due to deviation in system behavior. Then,
Analyzing the fault occurrences, availability, criticality and failure status of the virtual
machine on the basis of metrics collected. After analysis the distribution model that can
be used for predicting fault probability is decided. For implementing distribution model,
an application that is capable of predicting fault occurrence probability for the virtual

machine is designed.

A standard approach as used by Simon and Dorband in [44] Poisson distribution model
has been adopted for solving the identified problem of Fault Prediction. Fault occurrence
behavior of the system can be compared with existing distribution model properties.
From the comparison done the fault occurrence probability can be mapped with Poisson
distribution model properties. The probability is constant at any time and also occurring
faults are independent similar to events in Poisson distribution [39]. Using uptime and
downtime of a virtual machin availability of the node can be calculated .From this
availability information, it can be easily observed that m out of total n nodes are showing
less availability. Hence, these nodes are needed to be considered for further observation
for predicting faults considering a threshold value of availability. Once the node(s) with
less availability percentage is detected, then the criticality status of the node is considered

which helps in determining the fault occurrence probability

4.2 Fault Monitoring
Fault Monitoring means observing the system performance so that any of the suspected

change in system's state can be detected. Monitoring helps in detecting the root cause of

an event by collecting the metrics and analyzing them. A fault cannot be eliminated
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without knowing the root cause of its occurrence and also it is not possible to handle
system failures without having any idea about system’s performance. One of the
available monitoring systems has been selected for this purpose called NAGIOS [35]. Its
main purpose is to check nodes, time to time or for specified time to detect any of the
uncertain and suspicious behavior. Finally, it notifies the status to administrator or
associated contact group so that preventive method can be followed for avoiding system
failure. Monitoring is done by monitoring agents on the basis of metric values obtained
from the monitored components [45]. Monitoring process is shown in Figure 4.2. Fault
tolerance can be achieved by following two basic things one is preventing errors to occur
in the system and second is taking appropriate steps so that one particular fault cannot
cause the entire system to shut down. Before taking any preventive step, it is needed to

find when and how faults could occur in the system [35].

e N

Analyze the node

tCollect Metrics

{Generate Results

LNotify

Figure 4.2: Fault Monitoring Process

Nagios is used for tracking faults in the system. It is an open source tool for monitoring
of physical and virtual machines. It tells the current status of the hosts and services which
are added to its configuration files. Nagios configuration files can be edited easily as per
the requirements as shown in Figure 4.3. Service and host entries are made in
configuration file for which monitoring is to be done. Configuration file for Nagios is
letc/Nagios/nrpe.cfg. After the entire configuration is done and required changes are

made, restart the Nagios service and check on the browser if responding correctly. Using
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Nagios it is easy to write own scripts for monitoring hosts and associated services. After

configuring Nagios core add number of users and services as shown in Figure 4.5 to its
configuration file [35].

Text Editor 3 f3 €) 11:16AM 2R ubuntu i
store.cfg (fetc/nagios3/conf.d) - gedit l
\ File Edit View Search Tools Documents Help

o

1! n p- Open ~ E Save L:, Undo

| store.cfg 8
flldefine host {
host_name store.tup.local
alias store
address 192.168.203.129
max_check_attempts 3
check_period 24x7
check_command check-host-alive
contacts root
notification_interval 60
notification_period 24x7
3
define service{
use generic-service
host_name windows
service_description Check Apache Web Server
check_command check_http

]

il

&

define host {
host_name windows
alias win
address 172.31.27.209

max_rheck attemnts

Plain Text + Tab Width: 8 ~ Ln1,Col1 INS

ol JIRENN

INS

Figure 4.3: Host entry

In Nagios configuration file the structure to define a service or host is given, own service

check script can be written following that structure. For example following scripts define
a service check for windows host:

define service{
use generic service
host_name windows

service_description name of the service to be tracked

check_command  command to track service

¥
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A separate host file is created for storing all the relevant information for the host. The
services to be checked, time interval and notification present are given in this file. During
installation setting the username, password, postfix configuration and altering Nagios
configuration files are some of the tasks needed to be done for better results as shown in
Figure 4.4.

Terminal 3 13 «) 10:42AM R ubuntut %
M ™ @ ubuntul@ubuntu: /

EXTERNAL COMMAND OPTION

This option allows you to specify whether or not Nagios should check
for external commands (in the command file defined below). By default
Nagios will *not* check for external commands, just to be on the

cautious side. If you want to be able to use the CGI command interface
you will have to enable this.
{# Values: 0 = disable commands, 1 = enable commands

check_external_commands=1

R

EXTERNAL COMMAND CHECK INTERVAL

This is the interval at which Nagios should check for external commands.
This value works of the interval_length you specify later. If you leave
that at its default value of 60 (seconds), a value of 1 here will cause
Nagios to check for external commands every minute. If you specify a
number followed by an "s" (i.e. 15s), this will be interpreted to mean
actual seconds rather than a multiple of the interval_length variable.
Note: In addition to reading the external command file at regularly
scheduled intervals, Nagios will also check for external commands after
event handlers are executed.

Figure 4. 4: Configuring Nagios
The status symbols used in Nagios are shown in Table 4.1. Each state has its own

significance.

Table 4.1: Result interpretation by Nagios

Code State
0 Up
1 Up or Down
2 Down/Unreachable
3 Down/Unreachable
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Up state shows that the host is available and if state is down that means host is out of
service. The analysis of results generated from monitoring is done to get the required
parameters for fault prediction. The status report tells the virtual machine status
information. The uptime and downtime for the monitored servers are taken which is used
to find availability. The criticality status is also analyzed for finding fault occurrence
probability. For fault prediction purpose availability is taken as the criteria to determine
which machine is more prone to faults. Figure 4.5 determines the host status checked for
particular time duration and uptime and downtime of the machines are taken for finding
availability using application interface developed. One of the Nagios plug-in is used here
called NRPE. It tracks service on remote system like disk space or CPU load. It allows

Nagios server to query remote system as if it is local and to check services on the remote

system.
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LA Last Updated: Fri Dec 12 11:20:00 PST || [ [ ‘ H ’ | ] din
04 ! : L i

Ut very 90 seconds Bl o (o @[ o
Nagios® Core™ 3.2.3 - i niagios.orq

 Hone Logged i asnagosadin All Problems| All Types| A1l Problems| Al Ty

] Docimestabon \View Senice Satus Detail For AllHost | [BE B
(Groups

View Status Overview For Al Host Groups

O Tactical Overview View Status Summary For Al Host Groups
View Status Grid For Al Host Groups

o Map

0 Hosts

Host Status Details For All Host

Groups
by (e AMDDUNB  GIUNSTmEs  PNGOK-Padetiss=0% RTA=005 ms
-2014,12-12 4B dMBnds  PNGCRTICAL-Padetloss=100%
wows e AMDDUSE  OhEnGEs  PNGOK-Padelos=0% RTA=LLTms

Figure 4. 5: Uptime and Downtime Statistics

Results from the analysis are generated in different forms reports, summary, histogram,
graphs and maps. Fault tolerance involves three major processes which begin with
monitoring of the resources, predicting fault occurrences by analyzing the collected
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information and then finally taking remedial steps accordingly. Fault monitoring is results

are now used for statistical analysis.

4.3 Statistical Analysis

Following a standard approach as used by Simon and Dorband in [44] Poisson
distribution model has been adopted for solving the identified problem of Fault
Prediction. Fault occurrence behavior of the system can be compared with existing
distribution model properties. From the comparison done the fault occurrence probability
can be mapped with Poisson distribution model properties. The probability is constant at
any time and also occurring faults are independent similar to events in Poisson
distribution [39]. A fault is nothing but deviation of system functionality from the
expected behavior. Lack of resources, long downtime, incompatibility between job
arrival rate and scheduling of the jobs to the nodes etc. can be the reason for this
deviation. Considering these key points, an approach for calculating availability of the

nodes and fault occurrence probability has been proposed and implemented.

Using uptime and downtime of a virtual node find the availability .From this availability
information, it can be easily observed that m out of total n nodes are showing less
availability. Hence, these nodes are needed to be considered for further observation for
predicting faults considering a threshold value of availability. Once the node(s) with less
availability percentage is detected, next task is to identify the reasons for downtime.
Therefore, for this purpose criticality status of the node is considered which helps in
determining the fault occurrence probability. On the basis of results obtained from the
analysis of the nodes (virtual machines on VM box), availability has been calculated.
Further based on availability the fault prediction is considered to be done for node with
less availability and reliability of particular node for hosting an application is measured.
The experiment is conducted on 3 different virtual machines for 10 hours a day and for
10 days that is for a total of 100 hours. Fault is injected for 25 times in the total
experiment duration. For improving reliability the number of fault injections is reduced in
so that application can be executed completely. The basic method of finding availability
[45] is considered here as shown in equation (1):
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Virtual machines are manually kept up and down for the experimental purpose. The
collected information is used to determine the availability of individual servers. Uptime
and downtime for individual nodes are determined by Nagios. Experiment conducted
gives the results for availability of three virtual machines being monitored.

uptime p
uptime+downtime*

Availability= 1)

For a particular instant of time availability for virtual machines is calculated and the
result shows there availability is 97.16%, 97.66% and 98.99% at the time of observation.
From this availability information, it can be easily observed that m out of total n nodes
are showing less availability. Hence, these nodes are needed to be considered for further
observation for predicting faults considering a threshold value of availability. Once the
node(s) with less availability percentage is detected, next task is to identify the reasons
for downtime. Therefore, for this purpose criticality status of the node is considered
which helps in determining the fault occurrence probability. Here, the disk space is kept
critical for injecting faults and evaluating the proposed statistical method for fault
prediction. The strategy followed for fault prediction is a combination of fault monitoring
and statistical model for prediction. The monitoring results helped in knowing virtual
machine availability status, the duration for which machines was in fault prone state i.e
.critical status of the machine and also complete crash down situations. Further, the
prediction model gives the fault occurrence probability statistics. Failure rate of the
system can be mapped with one of the distribution model according to its properties.
Every virtual machine node is examined for the status and time for which any virtual
machine node remains in critical condition due to any of its service criticality state in the
total experiment duration is recorded. The average criticality of all the nodes is used to
calculate mean value for Poisson distribution as shown in equation (2).The probability of
fault occurrence as observed is found to be constant at any time and also fault
occurrences are independent similar to events in Poisson distribution [39]. For a random
variable x which follows Poisson distribution with parameter pi.e. the average number of

events in the given time interval formula for probability mass function is [44] [48]:
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e u*
@

Px)=

Where x =0,1,2,3.....; u>0.

Using Poisson distribution, chances of fault occurrence in critical system state are
calculated to fault prone and hence there are chances of fault occurrence. Also, the

Probability of x task failures in time t can be calculated as shown in equation (3) [39]:

e (ut)*

x!

Fx(®)= (3)

Suppose server is working for 50 hours and as calculated on an average it is fault prone
for 0.1 hours then probability for the node to be critical and hence fault prone for 2 hours
is 0.0842. Reliability and fault occurrence are contrary to each other. From the fault
occurrence probability rate, Reliability, probability that system will not fail for time

interval t, can be calculated as shown in equation (5) [48]:
FO)+R@®) =1 (4)
F(t) : Probability of fault occurrence
R(t) : Probability of fault free execution i.e. Reliability
Therefore,
Rt)=1-F({t) (5

Also, to find the sustainability of the machine for particular type of faults, a sustainability
index can be calculated. It takes the mean time to failure and total runtime of the machine
as parameters. A high value for Sustainability index depicts that the machine is in good
state and can perform even better in faulty scenarios. Sustainability Index can be
calculated as shown in equation (6) [44]:

5= =(7)

Where,
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S: Sustainability Index
F: Meant Time to Failure
T: Total Runtime

A low value of sustainability index indicates resilience of machine for faults is less and
high value indicated high sustainability. Hence, reliability of machine can be improved
using this value. Repairable faults can be corrected which decreases the fault occurrence
probability and hence increases the reliability. Improvement in reliability can be validated

from an increased value of sustainability index.

In this chapter the proposed approach for fault tolerance in Cloud Computing has been
discussed. Fault monitoring system configuration information and its results are given.

Statistical analysis is done on the basis of parameters taken from monitoring information.
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Chapter 5

Implementation and Results

In this chapter the implementation of the proposed approach is given and the results
obtained are also discussed.

5.1 Implementation

The fault prediction model is implemented as an application interface called "Statistical
Scrutinizer" .A graphical user interface is designed using Python 2.7.10. The application
is a solution for the fault prediction problem in Cloud Computing. User just needs to
enter the relevant metrics for finding availability, fault occurrence probability, reliability,
sustainability index and the application gives the corresponding statistics for the machine.
Using monitored metrics and parameters, statistical prediction of fault occurrences in

cloud environment has been done. The interface for Statistical Scrutinizer is shown in

Figure 5.1.
7% Fault Prediction ol & ==
4 S
/,,'(/ Statistical
ﬁ? Scrutinizer
Availability
Fault Occurrence
Sustainability
Availability Statistics

Figure 5.1: Application Interface
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The interface gives the availability statistics and fault occurrence probability that can be
plotted for better understanding. Experiment is performed on virtual machine using
virtual box to get the parameters for statistical analysis. Uptime and downtime of the
machine are used to calculate its availability. Disk criticality is taken as criteria for
showing the system state critical. A particular machine is kept critical for certain time per
day and the total duration is taken as the interval for which a fault can occur in the
machine due to critical disk space. This can be done for any service and for any particular
interval of time. The probability for fault occurrence is calculated based on the Poisson
distribution model with taking a mean value and a random number for number of fault
occurrences. Results are based on the analysis of the machine behavior for the experiment

duration.
5.1.1 Availability Statistics

Uptime and downtime of the machine are used to calculate its availability. Based on the
availability of the machine it can be predicted that this particular machine is prone to
failure or not. Availability uptime and downtime values are entered as shown in Figure
5.2.

Statistical

Scritinrzer

74 Fault Prediction e | B | 5|
Uptime 8.5 time units
Downtime 1 time units

Availability I = 89.47 %

Figure 5.2: Availability Window
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For calculating the availability user needs to enter the "Awvailability" button on the

graphical user interface. A new window will open as shown in Figure 5.3. The

availability calculations are based on general availability formula based on up and down

states of a machine.

Statistical
Scrutinizer

Meamlaberty

Susainability

Mvalabelity Statshcs

T o s |
e invte I Faut Occurrence

Figure 5.3: Calculate availability

The uptime and downtime values are taken from the monitoring analysis as shown in

Figure 5.4
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Figure 5.4: Virtual machine status
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In the experiment performed virtual machines are monitored and their status is checked
periodically. This periodic check gives the uptime and downtime for the machine which

are given as input to find availability as shown in Figure 5.5

Pl Prebcion ¥

/,'(/ Statistical
ﬁ{ Scrutinizer

Avallatiiny

Faut Ocourmeen: |

Avarabiity Staastics

Figure 5.5: Uptime downtime entries

Statistical

Scrutinizer

74 Fault Prediction [ & ]
Uptime |85 time units
Downtime 1 time units

Availability I = 8947 %

Figure 5.6: Calculated Availability

The calculated availability percentage is obtained by clicking calculate button as shown
in Figure 5.6. The availability status of a machine can be analyzed for a particular
duration and from that analysis a threshold value can be decided and set as criterion for

deciding the fault analysis requirement of the machine. If availability is more than
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threshold value than machine is less prone to faults and if availability of machine is

decreasing as per the threshold value then it requires further inspection.

5.2.2 Fault Occurrence Probability

From the fault occurrence option number of faults occurring in a machine can be
predicted. It gives probability of 'x' number of faults for a given machine whose average
fault occurrence per unit time is known. Also, using the mean time for fault occurrence
the probability of fault occurrence at any time 'x' can be calculated. The mean value is
calculated from the criticality status of the machine. In the entire duration of experiment a
total of 25 faults have been introduced in 100 hours. Accordingly, average fault
occurrence per hour is 0.4 which is the mean value to predict probability. Hence, from
this number of fault occurrence can be predicted. Window for fault prediction to find

probability is shown in Figure 5.7.

&
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Figure 5.7: Fault Prediction.
Disk criticality is taken as criteria for showing the system state critical. A particular
machine is kept critical for certain time per day and the total duration is taken as the
interval for which a fault can occur in the machine due to critical disk space as shown in

Figure 5.8.
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Figure 5.8: Criticality status

The value for mean and the random variable x which is representing the number of faults

are entered as shown in Figure 5.9.

T A Presbcion wie

/f‘/ Statistical
?{ Scrutinizer

Avallabilny

T fwitnzihen | R S
Faut Ocormenen ’

Meanfr feauts s il e

« A fruarber of fadls]

Calcunte Sustainabibty

Avatabity Stadstics

Figure 5.9: Mean and Number of Faults

The values entered for mean and number of faults is the parameters used for fault
prediction. The calculate button when clicked gives the probability as shown in Figure
5.10. The calculations are done by implementing Poisson distribution and it gives the

probability of 'x' number of fault occurrence whose mean value is known.
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Figure 5.10: Fault occurrence probability

Reliability and fault occurrence are contrary to each other. From the fault occurrence
probability rate, Reliability, probability that system will not fail for time interval t, can be
calculated as shown in equation (1) and (2) [48]:

FO)+RMt) =1 (1)
F(t) : Probability of fault occurrence
R(t) : Probability of fault free execution i.e. Reliability
Therefore,

RO =1-F@t) (2

Also, to find the sustainability of the machine for particular type of faults, a sustainability
index can be calculated. It helps in improving availability of machine as repairable

failures are chosen and corrected and then sustainability index improves.

5.2.3 Sustainability Index

To find sustainability index the criteria is the criticality status of the machine. This index
value indicates the ability of machine to sustain number of faults for a given interval of
time. For this mean time to failure is taken as input and the total runtime of the machine

is the time interval for which the ability to sustain is calculated. A high index value
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depicts high sustainability and low index value depicts that the machine needs immediate
maintenance. As disk space is taken as the criteria to calculate mean time to failure of the
machine, therefore low index value means disk load needed to be balanced. For this
balancing the application running on the machine whose sustainability index is less can
be prevented from failure by handling the repairable faults. The application can be
resubmitted to a new machine with enough disk space. Figure 5.11 shows the

sustainability calculation window.

7& Fault Prediction

Avallability
7 Fault Prediction | | |
Fault Occurrence
F=-Fs [mean tme to faillure]
T=x [Total Runtime]
Sustainability Index = Suslamabilly

Figure 5.11: Sustainability Index Window

To find sustainability index the sustainability option available on the main window and is
clicked then enter the required input values and click on the calculate button the required
sustainability index will be displayed. From the calculate value it can be estimated that an
application will run smoothly on that machine or not. The sustainability index value will

be displayed as shown in Figure 5.13

Sustainability index calculated determines the ability of machine to sustain faults and
hence to complete application running on it. Fault prediction helps in finding the faults

that can be repaired hence reliability and availability can be improved.
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5.3 Results

The interface gives the availability statistics and fault occurrence probability that can be
plotted for better understanding as shown in Figure 5.12. The availability graph
represents the per day availability status of virtual machine calculated for 10 days.
Availability statistics of a machine for particular time duration can be calculated and a
threshold value can be decided from the availability and set as criterion for deciding the

fault analysis requirement of the machine.

Availability

100.05%
100.00%
99.95%
99.90%
99.85%
99.80%
99.75%
99.70%

= Availability

Availability

Days

Figure 5.12: Availability statistics

If availability is more than threshold value than machine is less prone to faults and if
availability of machine is decreasing as per the threshold value then it requires further
inspection. The graph for fault occurrence probability is the representation of number of
fault occurrence probability. Fault occurrence distribution is calculated based on the
Poisson distribution model with mean value 0.4. From this number of fault occurrence for
a machine on some specific day can be predicted. Results are based on the analysis of the
machine behavior for the experiment duration. Based on these fault prediction can be

done in an efficient manner.
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(Fault Occurence Probability)

0.18
0.16
0.14
0.12

0.1
0.08
0.06
0.04 -
0.02 -

Probability

Number of Days

Figure 5.13: Fault Occurrence Probabilities

For the machine whose average fault occurrence is 0.4 per hour probability of 3 faults can

be calculated using probability mass function of Poisson distribution.

e040.43
P(3)= 3
P(3)=0.089

The graph in Figure5.13 is representing the fault occurrence probabilities for a virtual
machine with average fault occurrence per unit time equals to 0.4. High value of
probability indicated more number of fault occurrence which helps in preventing failure
of machine by handling repairable faults in the machine. Hence, the performance of the
machine can be improved. Form average fault occurrence meant time to failure can be
calculated. When meant time to failure decreases the sustainability index increases and
results in improved performance. By reducing the fault injections from 25 to 20 for 100
hour duration mean time to failure also improves from 4 hours to 5 hours and hence
sustainability index value increases. Table 5.1 shows the sustainability index, reliability
with mean time to failure 4 and 5. Results show improvement in sustainability index

value.
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Table 5.1: Sustainability Index and Reliability

F R | Sustainability R% F R Sustainability R%
Index Index

4 2 2.0 96.0% 5 2 2.5 96.6%

4 3 1.33 91.0% 5 3 1.66 91.6%

4 4 1.0 85.50% 5 4 1.25 86.0%

4 6 0.67 84.80% 5 6 0.82 85.4%

4 8 0.5 89.0% 5 8 0.62 89.6%

Reliability percentage has been improved with number fault occurrence decreases from
25 to 20 in total experiment duration. Value for average fault occurrence per day is
decreases form 6 to 5 and hence reliability is improved. As the probability of fault
occurrence decrease probability of fault not occurring increases which means Reliability
increased. From the experiment performed on the virtual machine there statistical
analysis can be done using this statistical analyzer. Fault predictions results in better

performance of the machines.

Therefore, the statistical approach followed for fault prediction gives the estimation of
fault occurrences and hence proactive fault tolerance can be performed. On knowing the
fault occurrence probabilities the steps to prevent application failure and data loss can be
taken. Depending on the nature of fault appropriate remedial steps can be performed.
Overloading can be prevented with migration, loss of data can be prevented with

replication, and resubmission for the application can be done on less fault prone machine.
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Chapter 6
Conclusion and Future Scope

This chapter discusses conclusion and future scope of the research initiative taken for
doing statistical analysis as to improve the reliability in Cloud environment. The

contribution of the proposed approach is also given.

6.1 Conclusion

This thesis work is based on statistical analysis which is an efficient and dependable
method for fault predictions in Cloud Computing services. The interface designed for
statistical analysis is capable of finding performance statistics for a machine. Virtual
machines are monitored periodically and their status information is analyzed for
calculating fault probabilities. Machine uptime, downtime and criticality status is used as
parameters to find availability statistics. Application running on a machine, with high
failure probability and low availability can be prevented from failure by handling the
faulty scenarios predicted. Thus, improving the reliability of Cloud Computing and
preventing failures in virtual machine. Sustainability index values are improved by

decreasing the fault occurrence rate and mean time to failure.

6.2 Thesis Contribution

Contribution made by the proposed thesis work is summarized

A probabilistic approach for fault prediction and statistical analysis is proposed.

e Fault monitoring for virtual machine is done periodically and parameters for fault

prediction are obtained from status information of machine.

e Statistical analysis is done to find fault probabilities, availability, reliability and

sustainability index

e A graphical user interface is designed for the proposed approach capable of doing

fault analysis based on statistical approach.
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6.3 Future Scope

Statistical fault prediction helps in preventing failure. More precision can be added to this
approach by implementing the best fit distribution model for fault prediction according to
the nature of faults occurring in the system. Real time applications can be benefited with
this kind of continuous monitoring and statistical analysis for performance evaluation.
The presented approach can be used for statistical analysis of virtual instances provided
in public cloud such as Amazon and Microsoft Azure with the help of platform as a

service.
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