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Abstract

Cloud computing has been emerging paradigm which operates on large scales thus
requires different approaches and application architectures. This is a suitable option
for bulk storage and reporting on the Internet. Cloud computing provides cost-effective
business solutions, as it allows hosting of various services including computational
power, storage services and network services on shared physical resources. Cloud
computing empowers organizations/ enterprises to host scientific, engineering and
different business applications. It gives high availability and more accessibility across
the globe. However, there is a need to draw attention to the growing trends and growing
data of online application services, as well as problems related to accommodating the
continued expansion of cloud data centers. Particularly huge storage space and high
bandwidth usage resulting in ultimately high operating costs. Now, Cloud-Oriented
Storage as a Service (COSaaS) became one of the major aspects of cloud service
model in which user can get access storage space dynamically. Here, Service Level
Agreement (SLA) violation is one of the key issues of cloud computing. In general,
SLA is a contract between service providers and consumers with some conditions
like, service availability, service deadline, consistency of service, network congestion
etc. In cloud environment, each user has apparent definition of SLA constraints
and flexible conciliation procedures that can increase the trustworthiness relationship
between users and providers.

This thesis proposes a unique framework namely: Dynamic Access and Inte-
gration Service (DAIS) that achieve the on-demand and integrated data access in
cloud computing environments. The DAIS framework presents unique approach in
cloud environment for large-scale storage management. It introduces new concepts
icluding dynamic and scalable data access, self-organizing capability and well bal-
anced multi-way COS overlay topology. It removes the necessity of centralized ap-
proaches for traditional static storage management and adopts the dynamic and scal-

able data access in the cloud computing environment. DAILS framework has four major



components-Adjacency COS Overlay Topology (ACOT), Cloud Storage Resource Dis-
covery (CSRD),COS Integration Services (CIS) and Cloud Usage Monitor (CUM).
Each of these components have been explained thoroughly in this thesis. The proposed
framework is tested in Hadoop 2.7 and Java 1.8.0 environments for all concerned ex-
periments. WAN emulator has also been used to find the impact of dynamicity of DAIS
framework. Several experiments including bandwidth evaluations (load vs. throughput
and Delay vs. throughput), dynamicity and scalability evaluation, SLA optimization
and energy efficiency evaluation have been conducted in this thesis. All test results
are well explained and highlighted in different tables as well as visual graphs.

Apart from this an effort has been made to propose a swarm-based meta-heuristic
algorithm named Generalized Ant Colony Optimizer (GACO) for dynamic execution
of cloud services. GACO has been experimentally demonstrated and compared with
three well-known algorithms including Particle Swarm Optimization, Genetic Algo-
rithm and Artificial Bee colony. As wvalidated by experimental results, the proposed

algorithms perform better in most of the cases.



Chapter 1

Introduction

Cloud computing is an emerging paradigm which utilizes the central isolated servers
via Internet. User can access data and applications at any server through Inter-
net. The cloud paradigm permits highly proficient computing and storage system by
consolidating processing power, bandwidth, and storage space. Cloud provides robust
administration over sustain storage memory spaces. Today’s, the increased deploy-
ment of data center to facilitate large scale data storage of different sources in cloud
computing environment. Cloud computing is a cost effective solution, as it allows the
hosting of computating It needs high performance computing and lead to huge con-
sumption of energy.

This chapter presents the evolution of computing, cloud service model, cloud-oriented
storage systems and their goals and challenges. Further, it highlights enabling tech-
nologies for cloud storage and service level agreement(SLA) optimization parameters.

It culminates with elaboration of thesis organization and contribution.

1.1 Evolution of Computing

The distributed systems have been used widely for business-oriented applications and
high performance scientific computations for a significant volume of data calculation
in last three decades. In this regards, various distributed computing concepts have

been evolved to solve the computational and storage problems like cluster comput-



ing, grid computing, P2P computing, market-oriented computing, service-oriented
computing, etc. The cluster computing uses the processing capability within the or-
ganization itself [45]. The grid computing optimizes and shares the resources among
geographically distributed systems [13]. P2P computing directly shares the capability
to peer node without restriction [10]. Market-oriented computing uses both cluster
and grid computing concepts to provide services over the Internet on payment basis.
The service-oriented computing offers various business solutions in the form of web
services. The concepts of cluster, grid, market-oriented and service-oriented comput-
ing combined together and working over the Internet is known as the cloud computing
[3]. The fundamental goals of the cloud computing are availability, usability, scalabil-
ity, reliability, security, flexibility, agility, serviceability and efficiency. Cloud system
is operating at large scales that require different approaches to application architec-

tures [3][4]. Figure 1.1 [168] illustrates the evolution of various computing paradigms.

1.2 Cloud Computing

Cloud compuitng is an emerging paradigm for convenient, ubiquitous, on-demand
network access to a distributed shared pool of resources such as servers, networks,
storage spaces, applications and services [90]. These resources can be frequently dis-
covered and provisioned with minimal time and cost. This paradigm has five essential
characteristics, three major service model and various QoS and SLA parameters which

are explained in coming sections.

1.2.1 Essential Characteristics of Cloud Computing

As cloud computing services mature both commercially and technologically, it will
be easier for any organizations to optimize its time and cost. Knowing what cloud
computing is and what it does, however, is just as important. Specially in education
system cloud computing became one of the most popular platform [151]. The National

Institute of Standards and Technology (NIST) [106][116] defines cloud computing as
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Figure (1.1) Evolution of Computing

it is known today through five particular characteristics. Figure 1.2 [164] illustrates

the defining features of cloud computing.

a. On-demand resources: Cloud resources can be allocated to user without human
interference from the provider. In other words, resources can be allocated on
demand self-service. These resources may be Virtual Machine(VM) instances,
storage space, applications services, etc. Most of the organizations can use a self-
driven web portal to access their cloud services and also to activate and de-activate
the services as they require. All resources can ne accessed dynamically and scale

usage level.

b. Broad network accessibility: Cloud computing resources are made available

on all networks and different types of consumers are accessed through various
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Figure (1.2) Defining features of cloud computing

platforms. These services are available via Internet with high bandwidth link.
Sometime it could be a private cloud as Local Area Network (LAN). In general,
the cloud networks are spread globally, it can be accessed via Internet. Latency
and bandwidth are most important aspects of cloud and broad networks. It relates

the Quality of Services (QoS) and user attraction.

. Resource Pooling and Multi-tenancy: A single physical resource can be served
to many users is known as resource pooling. The provider’s computing resources
are pooled together to serve multiple consumers using multiple-tenant model, with
different physical and virtual resources dynamically assigned and reassigned ac-

cording to consumer demand. The resources include among others storage, pro-



cessing, memory, network bandwidth, virtual machines and email services. In cloud
computing resources are designed in such a way to support multi-tenant concept.
It allows share same resource or infrastructure among many users without knowing

the other users.

. High-level scalability and elasticity: On demand resource provisioning is one
of the great things in the cloud computing. Any user can activate and de-activate
as per their choice. Resources can be scaled up/ down rapidly or sometime it
may be automatically. Everything are scaled in cloud computing including us-
age of computing service, storage space, bandwidth capacity, data integration,
etc without any additional cost. Elasticity is one of the important aspect of cloud
computing that implies organizations which can quickly provision and de-provision
of any cloud resources. Quick provisioning and de-provisioning might be applied
to Virtual Machine (VM), data centers or business applications. Cloud elastic-
ity requiring either to provision more resources or less in the cloud is known as
Just-in-Time (JIT). Sometime an organization needs to test a virtual machine on
Supervisory Control and Data Acquisition (SCADA)[27] system before going to

next step.

. Measured service: Usage of cloud computing resources of manufacturing orga-
nizations pay as per needs. Utilization of resource can be optimized by dynamic
resource allocation strategy. It means whatever resources used by particular user
that must be measured, monitored and reported to cloud service provider. Cloud
computing resource usage can be measured, controlled, and reported providing
transparency for both the provider and consumer of the utilised service. Cloud
computing services use a metering capability which enables to control and optimise
resource use. This implies that just like air time, electricity or municipality water

IT services are charged per usage metrics — pay per use



1.2.2 Cloud Service Model

Cloud computing is a collection of dynamic and scalable virtualized resources in the
form of services that are available over the Internet [5]. Cloud computing is a model
for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction. In General, this cloud model is composed of five
essential characteristics, three service models, and four deployment models. Figure 2

shows the cloud service model along with their user characteristics.

r .
Software packages (AWS, End users
CRM, GoogleApp, etc.)
k A
; "

0S and applicationsstack

Application devel
(CloudStore, Hadoop,; etc.) [ REARIEREES
3 y:

i3 A

Infrastructure and network
architects

( 2 .
Server storage network (EC2,
eucalyptus, etc.)

Figure (1.3) Cloud Service Model

Now, above service model can be extended in several types services as follows:

i Infrastructure as a Service (IasS): rent processing, processing resources, provides

on-demand virtual images, such as EC2, Eucalyptus, etc.

ii Platform as a Service (PaaS): It specifies the various service capabilities including
data processing, computing services, storage capacity, servers, operating system,
etc. These services do not managed or controlled by any customer. But has
control over the deployed applications and possibly configuration settings for the
application-hosting environment. For examples- CloudStore, S3, Sector/Sphere,

Hadoop, etc.
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Software as a Service (SaaS): Software or an application is hosted as a service
and provided to customers across the Internet. This mode eliminates the need to
install and run the application on the customer’s local computers. SaaS therefore
alleviates the customer’s burden of software maintenance, and reduces the expense
of software purchases by on-demand pricing. Any software or application that can
be delivered as a service through the Internet such as Salesforce.com, Amazon Web

Service, CRM, LotusLive, GoogleApps, etc.

Data as a Service (DaaS): its concerns with various data qualities that offer in a

centralized place, enriching data and providing it to different systems [40].

Database as a Service (DBaaS): the cloud platforms offer options for using a
database as a service, without physically launch. Users can independently use the

cloud database through a virtual machine image.

Communication as a Service (CaaS):it supports to network security, dedicated

bandwidth, dynamic provisioning and performance monitoring.

Security as a service (SECaaS): it is a business model for the safety concern issues.
Typically, it involves applications such as anti-virus packages that delivered via the
Internet [15]. These security services include intrusion detection, Internet secu-
rity, firewall, authentication and authorization, anti-virus, anti-malware/spyware,

etc[45].

1.2.3 Cloud-Oriented Data Storage Management

Cloud-oriented data storage is a type of service in which data is retained, managed,

and backed up. This service is available to users on a network, which is usually the

Internet. This allows the user to store the files online so that users can access them

from any location through the Internet. Service provider company makes the user

available online by placing uploaded files on the external server. This gives ease and

convenience to companies using cloud storage services, but can be potentially costly

for storage auditing process [61][152]. Users should also know that it is important to



back up their data when using cloud storage services because recovery of data from

cloud storage is very slow for local backups [174].

1.2.4 Cloud Storage Management: Challenges and Goals

This section highlights some major challenges and goals for deploying the ultra-large
cloud-oriented storage systems.
Challenges: Deploying ultra-large cloud-oriented data storage systems are not

trivial or straightforward task. Following are list of obstacles that affect our system:
e Data Confidentiality
e Data Lock-in
e Data Transfer Bottlenecks
e Application Parallelism
e Shared-Nothing
e Performance Unpredictability
e Application Debugging in ultra-large distributed system
e Network Congestion
e Strong Consistency
e Fair Transaction guarantee
e Interoperability
e Unavailability of Services
e Data Integrity

Goals: In general, successful cloud-oriented data storage system has been de-

signed to satisfy the following wish-list:



Data Availability - It refers to the ability to ensure that necessary data is acces-

sible within an organization’s I'T infrastructure even when there is a disruption.

Elasticity - It defines the degree for which a system is capable of making pro-
visions for changes in workload and favoring the resources by de-provisioning,
such that the available resources at all times match the current demand as

closely possible.

Performance - It confines the bandwidth, Service Level Agreement (SLA) and

well-organized cloud environment.

Multi-tenancy - It provides a cloud computing architecture that allows cus-
tomers to share computing resources in a public or private cloud. Each tenant’s

data is separated and is invisible to other tenants.

Load Balancing - It enables the organization to manage workload demands or

applications needs by distributing resources on different networks or servers.

Fault Tolerance - It provides the continuity of service after failure of one system

or any part of system.
Flexible - Increase the level of customization and change as per needs any time.

High data confidentiality - It refers to protecting information from being ac-

cessed by unauthorized users.

Scalability - It refers to handled the increased loads.

High availability- It refers to dynamic resource provisioning as per user needs.
High durability - It confines the long life survival of the system.

High data integrity - I maintains the consistency level of data and any other

information.

Cost saving



1.3 Enabling Technologies for Cloud Computing

This subsection explains existing cloud-based storage technologies such as virtual-
ization, web services, Web 1.0/ 2.0/ 3.0, Service Oriented Architecture (SOA) and
Map-Reduce (MR) model.

1.3.1 Virtualization Technology

It enables to dynamically adjust the underutilized resources deployed in IT infras-
tructures as per the need of the organization. The resources can be aggregated,
expanded or pulled back as the application requirements for computations, storage or
bandwidth change. It implies a level of automation with respect to resource sharing,
scaling and new deployments [12]. Organizations can dynamically create copies of
existing environments in very short time. This results in significant cost savings as
these environments can coexist on same server utilizing very few resources. There
are two approaches to virtualization in the Cloud Computing environment [4]. Hard-
ware Virtualization- It allows users to manage hardware equipments in a plug and
play manner. Hardware equipments could be added or removed without affecting
the normal operations of other equipments in the system. Software Virtualization
- It specify the software profile of a system, which is stored as a unique image file.
This image file consists of software systems including operating system, middleware
and applications resulting in software reusability. It also allows users to dynamically
assemble and execute code. Code elements are dynamically copied from repositories
and pasted in right places as per the business logic. With virtualization, only costs
involved are of the computing and memory overhead to run the operating systems as
a guest process and of the bandwidth consumed to download the image file or code
elements [22]. It is envisioned in future, as the bandwidth growth curve increase; a

complete virtual cloud operating system can be downloaded and emulated [5].
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1.3.2 Web Services

Web services provide developers methods of integrating Web applications over the In-
ternet. XML, SOAP, WSDL and UDDI open standards are used to tag data, transfer
data, describe and list services available. More specifically, a Web service is a software
application with a standardized way of providing interoperability between disparate
applications. Web services allow organizations to share data without having direct
access or knowledge of systems beyond the firewall. They’re essentially communica-
tors for the organizations’” Web applications. The communicator is the API, which
allows applications to interface with each other and link to GUIs to provide end-user
applications. Web and cloud services have vastly improved the quality and function-
ality of applications for end users. The main component of a web service is the data
that is transferred between the client and server. Every framework requires some
kind of architecture to ensure that the entire structure as desired. Similarly, in web

services, there is an architecture that has three different roles as given below:

i Service provider creates web services and make it available for clients as per

their needs.
ii Service requester is the client application that communicate with web services.

iii Service registry enables the client application to locate the web services.

A provider informs the service mediator (service registry) about the existence of web
service by using the mediator’s publish interface to make the service accessible to
consumers. Requestor communicate with service registry and find the appropriate
published services. After collecting the information from service registry about the
published web services, the requestor is able to invoke or bind the web services. Figure

1.4 shows the how all three are interact to each others.

1.3.3 Web 1.0/2.0/3.0

Web is a hypertext system that works on the Internet. The Internet world is con-
stantly evolving with new technologies in order to enhance the user experience. This

subsection highlights the differences between Web 1.0, Web 2.0 and Web 3.0.
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Figure (1.4) Web service architecture

a. Web 1.0: It is a initial stage of the World Wide Web(WWW) evolution. Web 1.0
consists very few content creators with the huge majority of the content consumers.
It contains only static web page and mainly it is free hosted on web server os ISP-

running server. Some main features of Web 1.0 are as follows:
e [t contains only static web pages.
e Contents are accessed from server’s file-system.
e Supports Common Gateway Interface (CGI)
e (Create frames and table on web page.

b. Web 2.0: It refers to wide variety of web applications like web site, web blog,
wiki, web page, etc which highlight user-oriented contents[20] . Web 2.0 [155] is
supports readable as well as writable contents. It does not support to a modify
any technical specification. Any collaboration and interaction with each other is
permitted by Web 2.0 in the social media. It is the enhancement of Web 1.0. It

supports AJAX and JavaScript features in web development. Following are some

important features of Web 2.0:

e Users can store and retrieve information from the web.
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e Support dynamic contents.
e Evaluation and online commenting of data.
e Support APIs programming concepts .

e Allow to read and write the web page.

c. Web 3.0: It refers the evolution of web-oriented interaction and increase the uti-
lization of web. It includes online data manipulation concept. It enables both
front-end and back-end features on web applications. Web 3.0 [20] describes evo-
lution of web site utilization and interaction among different locations. Today’s
implicit feedback of various users and their activities like clicks, visits, likes, com-
ments, searching, browsing, etc are most important for future business prospective.
After sometime these data takes in the form of large data-sets. Web 3.0 usages
web analytics concept along with various machine learning techniques to find the

appropriate business solutions [151]. Some important features of web 3.0 are:
e Semantic Web
o Artificial Intelligence
e 3D graphics

e Ubiquity computing

1.3.4 Service Oriented Architecture (SOA)

Service-Oriented Architecture (SOA) establishes an architectural design for globally
distributed application components which includes search, data mapping, access con-
trol, and security aspects [145]. The main purpose these model, to increase the
status, agility, efficiency and productivity of an organization [9]. SOA consists two
main functions. The first is to create a comprehensive architectural model that de-
fines the goals and approaches of applications that will help them meet those goals.
The second task is to define specific implementation specifications, which are usually

associated with the formal Web Service Description Language (WSDL) and Simple
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Table (1.1)

Difference between Web 1.0, Web 2.0 and Web 3.0

Features Web 1.0 Web 2.0 Web 3.0

Accessibility Readable Readable and FExecutable and
writable portable

Services Web Forms Web services Intelligent services

Protocols HTML/ Portals XML/ XSLT/ RDF/ RDFS/ OWL
WSDL

Contents Owning Content Sharing Content Consolidating Content

Focus Organization Community Individual

Data mode

Sources

Static data

Web forms/ pages

Interactive data
Web blogs/ sites/

wiki

Dynamic data
Search engine/ per-
sonalized/ intelligent

search

Object Access Protocol (SOAP) specifications. It has three main objectives, which is

a separate part of the application life-cycle.

i To make these services loosely for applications. They are designed to be easily

used by software developers who have built applications in a consistent way.

ii To provide a mechanism to publish the available services, including their func-

tionality and input/output (I/O) requirements. The services are published in

such a way that allows developers to engage in applications easily.

iii To prevent the problems of security and governance. The security architecture in

SOA revolves around protecting individual components related to those compo-

nents within the identity and authentication processes securing real connections

between architectural components.

1.3.5 Map-Reduce (MR) Model

Map-Reduce [43] is a programming model using which is used to process large-scale

data-set parallel on different clusters. It is a processing technique and a program
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framework based on Java programming language. Map-reduce model contains two
important tasks, namely Mapping and Reducing. Mapping process takes a bunch
of data and converts it in another data sets, where each element divided into dif-
ferent key/value pairs. Secondly, reducing process gets output of mapping as input
and combines those key/ value pairs into a smaller sets. There are following design

principles of Map-reduce:

e Parallel task execution

Easy fault tolerance

Extremely scalable

High level abstraction

Low cost

Load balancing

The main advantage of Map-reduce is that it is very easy to scale all the operational
activities during data processing over multiple nodes. Decomposing a data processing
service for mappers and reducers are sometimes nontrivial. But, once we write a
program in Map-reduce form then scaling the data-sets and run over thousands of
clusters. Map-reduce model execute the program in three stages- i) map stage, ii)
shuffle stage and iii) reduce stage.

Map stage: The mapping task is to process the input data-sets. In general, input
data-sets are in the form of files and is stored in the Hadoop File System(HDFS) [156].
Mapper function gets inputs line by line and create various small chunks of data-sets.

Reduce stage: It is the shuffling and combine stage of all the data-sets according
to key value. Mainly, it takes input from Mapping function. After this reducer
produces a new output sets and will be stored in the Hadoop File System(HDFS).
Figure 3 illustrates the Map-reduce model.
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Figure (1.5) Map-Reduce Model

1.4 Quality of Service (QoS) and Service Level
Agreement (SLA) parameters

Cloud computing is a large collection of on-demand and scalable virtualized resources
that can access through Internet. Cloud supports virtualization technology and fa-
cilitates computing resources to be deployed as a service[95]. In general, resources
are presented in the form of Virtual Machine (VM) instances. All these resources are
dynamically allocated as per their Service Level Agreement(SLA)[96].In general, SLA
is a contract between the user and the cloud service provider through negotiation in

the following conditions [101]:

i Service availability: It refers to the ability to ensure that necessary resource must
be accessible within an organization’s I'T infrastructure even when there is a dis-

ruption.

ii Service deadline: It ensures the penalty free service delivery to the user.
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iii Consistency Service: It refers to stability of the service is expected of all customers

at all times. Consumer always wants peace of mind and no unpleasant surprises.

iv Security Service: It evaluates the several factors like, data encryption capability,

privacy controls, maintenance and management controls etc.

v Network congestion: It is a biggest problem that reduce the Quality of Service
(QoS) agreement. It effects transfer time, packet lost and blocking of new con-

nections.

vi Performance limit: Decrease of work permeability.

In the cloud environment, each user has apparent definition of SLA constraints and
flexible conciliation procedures that can increase the trustworthiness relationship be-
tween user and provider. There are various issues and challenges in providing services
to users in the cloud computing system. Deploying cloud services are not trivial or

straightforward task. Following are list of obstacles that affect QoS:
¢ Unavailability of Services
¢ Fair Transaction guarantee
¢ Poor resource allocation
¢ Performance Unpredictability
o Lack of data integration services
¢ Limited bandwidth

¢ Security and migration concerns

1.5 Research Motivation

+ A novel framework

* Well balanced self-organizing approach
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* Efficient resource discovery and invocation

%

Increased dynamicity

* No need of extra control and external help

>

Ability to reconstruct / rejoin and remove parts of the system without human

intervention

*

Reasonable computational complexity as compared to existing approaches

1.6 Thesis Organization

Chapter 1 presents the evolution of various computing paradigms, cloud service
model, cloud-oriented storage systems and their challenges and goals. Further, it
describes enabling technologies for cloud storage and service level agreement(SLA)
optimization parameters. The chapter culminates with elaboration of thesis organi-

zation and contribution. The rest of thesis is driven based on objectives.

Chapter 2 elaborates the extensive literature reviews based on prevailing models and
applications. Comparative analysis of 20 well-known cloud-oriented storage systems
and 6 most popular service providers have been explained in this chapter. It presents
existing meta-heuristic-based optimization approaches, self-organizing storage models
and data integration services for cloud-oriented storage management. Research gaps,

problem formulation and research objectives have also been identified in this chapter.

Chapter 3 explains the proposed DAIS framework. DAIS framework has four ma-
jor components- Adjacency COS Overlay Topology (ACOT), Cloud Storage Resource
Discovery (CSRD), COS Integration Service (CIS) and Cloud Usage Monitor (CUM).
Each of these four components have been explained thoroughly in this chapter. The
various architectural diagrams of DAIS framework and its components has also been

visualized in well manner.
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Chapter 4 describes overall design and implementation of DAIS framework. Var-
ious algorithms have been analyzed and designed in this chapter. Each algorithm
has been thoroughly computationally analyzed and evaluated its searching cost and
time. A novel swarm-based meta-heuristic algorithm named Generalized Ant Colony
Optimizer (GACO) has been proposed and well designed in this chapter. GACO has
tested on 17 well-known benchmarks test functions and compared with three most
popular algorithms. Apart from this, the integration of data from different sources

has been done using this Map-Reduce (MR) algorithm in this chapter.

Chapter 5 exhibits the testing benchmark and results of DAIS framework. The
proposed framework is tested in Hadoop 2.7 and Java 1.8.0 environments for all
concerned experiments. WAN emulator has also been used to find the impact of dy-
namicity of DAIS framework. Several experiments including bandwidth evaluations
(load vs. throughput and Delay vs. throughput), dynamicity and scalability evalua-
tion, SLA optimization and energy efficiency evaluation have been conducted in this
chapter. All test results are well explained and highlighted in different tables as well

as visual graphs.

Chapter 6 provides concluding remarks on the thesis; at the end future scope of

work has been discussed.

1.7 Thesis Contributions

This thesis makes following research contributions:

i This thesis presents extensive literature review on cloud-based storage system,
large-scale storage capability, meta-heuristic optimization approaches, self-organizing
data storage models and integration services. It highlights the existing tech-

niques/tools, key challenges, comparative analysis.

ii This thesis proposes a novel framework namely Dynamic Access and Integration

Services (DAIS) framework in cloud computing environment. Its main aim to
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achieve high level dynamicity, efficient data integration from heterogeneous plat-

forms and enhance the performance of cloud-based storage systems.

Adjacency COS Overlay Topology (ACOT) has been proposed to achieve the self-
organizing capability for large-scale cloud-oriented storage nodes. Four algorithms

have been designed for ACOT: Routing and naming mechanism, Joining new

COS, Leaving COS, Qverlay COS node traversal.

Design and development of a discovery module named Cloud Storage Resource

Discovery (CSRD) for DAIS framework.

A novel Cloud-Oriented Storage Integration Service (CIS) model has been de-
signed in this thesis. This model can integrate structured,semi-structured and

unstructured data that are generated from heterogeneous platform.

Highlights a swarm-based meta-heuristic algorithm namely GACO to optimize

the SLA violation cost for dynamic execution of cloud services.

Implementation and result analysis of proposed DAIS framework in Hadoop 2.7
running on Java 1.8.0. The experimental results show the proposed framework

perform better in most cases.

The statistical analysis (trial and error approach) of experimental results of GACO
optimization algorithm has been conducted in order to assess the 0.05 level of

significance.
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Chapter 2

Literature Review

Cloud Computing has emerged as an incredible platform which provides Internet com-
puting services. Cloud-Oriented Storage as a Service (COSaaS), a cloud storage ser-
vice model is one of the significant emerging field in which user can get access storage
space in the form of Virtual Machines (VMs). Efficient storage management is a
challenging task to optimize the available resources and enhance better performance
for COSaaS. The purpose of this chapter is to present comprehensive literature re-
view on cloud-oriented storage systems, large scale data management capabilities and
meta-heuristic approaches for storage management. Comparative analysis of various
cloud-oriented storage system’s features and their capabilities have also been done in
this chapter. Comparison of different storage types like cloud-oriented, object-based,
hard drive, optical disk, etc have been highlighted. At the end, this chapter conclude

with research gaps, problem formulation and research objectives.

2.1 Cloud-Oriented Storage (COS) Systems

Cloud storage is a cloud computing model in which data is stored on remote servers
accessed from the Internet, or "cloud.” It is maintained, operated and managed by
a cloud storage service provider on a storage servers that are built on virtualiza-
tion techniques. This subsection highlights some major cloud-based storage systems

and theirs features. Comparatively analysis have also been done at the end of this
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subsection.

2.1.1 Neodj

Neodj [56] is a first graph-based cloud platform database. It discovers how graph
database can help to manage and query highly connected data. Neod4j’s graph plat-
form creates a bridge between application analytics and enterprises [77]. It is one of
the first approach to reduce the gaps between application and business users. Follow-

ing are some important features:

e Graph-based database

High level data integration

Graph analytics

Supports graph query language

Visualization

Supports enterprises architecture

2.1.2 Virtual Inter-networking on Overlay Infrastructure (VI-

OLIN)

VIOLIN [82] is an isolated virtual networks created on top of an overlay infrastruc-
ture (e.g., PlanetLab). Entities in a VIOLIN include virtual end-hosts, routers, and
switches implemented by software and hosted by physical overlay hosts. The features
of VIOLIN include: (1) having own IP address and creates a ”virtual world”. (2) more
flexible for data manipulation like addition, migration, modification, configuration or
deletion. (3) provides value added network services. (4) support legacy applications.
Jiang X and Xu D [82] have designed and implemented a prototype of VIOLIN in
Planet-Lab. Due to its excel properties, VIOLIN became more popular platform for

the execution of legacy applications APIs and high-risk network experiments.
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2.1.3 Cluster-on-Demand (COD)

Demand for data-intensive applications is putting pressure on the enterprise to give
more storage capacity at a lower cost [125]. In general, the cost, time and effort
required for creating a new software or replicating errors. Sometime these may be
too much burden. A better way that would be the ability to create a cluster quickly
from available resources, configure it as per requirement, and use it for particular
time duration and lastly release the resources back if task is performed. Several types
of cluster can be implemented, including Hadoop, HPC, Spark etc. It provides better

support and quality assurance.

2.1.4 Amazon Elastic Compute Cloud (EC2)

EC2 [185] is a cloud computing platform developed by Amazon.com Inc. It provides
scalable application deployment on rent via web service. EC2 has capability to con-
trol over geographical locations of service instances and optimize the high level of
redundancy. There are following type of service instances offered: general purpose,
on demand, compute and storage optimized etc. It has many features: automated

scaling, elastic ip address, tier free, reserved instances, dynamic instances etc.

2.1.5 FEucalyptus

Eucalyptus is an open source cloud platform to make compatible hybrid cloud com-
puting environment [133]. It was originally developed by Eucalyptus Systems, Inc.
Eucalyptus stands for Elastic Utility Computing Architecture for Linking Your Pro-
grams To Useful Systems. Some major components of eucalyptus are- cloud con-
troller, storage controller, cluster controller, measurement console, AWS compatible
APIs, VM broker, node controller and scalable object storage. Instances, images,
[P-addressing, access control are important terminologies. Auto-scaling and elastic
load balancing features have added in eucalyptus 3.3 which is knows as new feature

of AWS compatible tool [123]. Following are benefits of eucalyptus:

e Operational efficiency
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Increase storage reliability

Flexible infrastructure environment

Support hybrid capability

e Improve performance

Enhance dynamicity and scalability

Reduce unnecessary expenditure

2.1.6 Comparative Analysis

This subsection highlights comparative analysis of 20 most popular cloud-oriented
storage systems and their capability and development environment. It also considers
some important features like scalability, durability, consistency and storage types.
Table 2.1 lists the salient features of all 20 well-known cloud-oriented storage systems.
Today’s, there are many organizations that are offering cloud storage service. Most
of the providers have used common platform and approaches. Table 2.2 highlights
some well-known cloud storage providers and their features.

Cloud computing and large scale storage systems are conjoined. In general, large
scale data refers as ”big data” which provides commodity computing to execution of
multiple data-sets in cloud computing environment. The usage of large scale cloud
oriented shown in Figure 3.6. Cloud computing also serves as a storage service model
in various aspects. A cloud-oriented database provides the mechanism to store and
access large volume data of distributed environment. The features of cloud-oriented
storage system include self-organizing, durability, consistency, storage type and de-
veloper. There are various storage mediums are integrated with Network Attached
Storage (NAT) [65][28] with cloud cloud computing . Table 2.3 shows the comparison
among various storage mediums in cloud environment.

Scalability is a process of measuring the storage to handle increasing data volume
in a systematic way. Scaling is one of the critical part of cloud storage systems. Table

2.4 shows the comparison of different storage characteristics of cloud environment.
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Table (2.3)

Comparison of different storage mediums

Storage Objectives Advantages Disadvantages Ref.
medium
Cloud- To provide as a ser- More flexible stor- Lack of trust and [174]
oriented vice model and on- age system; useful security
storage demand access for small company
that don’t have suf-
ficient storage infras-
tructure
Object- To store data in the Easy to access and Tracking indices [119]
based form of variables and  scale the data; highly are more complex
storage objects secure because phys-
ical location cannot
track easily
Optical To store data in dif- High speed and cost More com- [70]
storage ferent angles effective plex ability to
re-produce in
different  optical
disk
Solid-state To store data in var- Frequent access; fast More expensive [143]
storage ious peripheral de- movement; start-up for large-scale
vices; to store upto time is very less storage
2TBs data
Hard Disk Tostoredataupto 10 high speed start-up; High latency time [91]
storage TBs storage cost per bit for reading data
Flash Stor- It stores data in flash It is faster as com- Limited number [33]
age Drive memory with inte- pare to optical stor- of write and

grated USB
Size of this

inter-
face.
storage device from

8GBs to 2TBs

age

erase cycles; no
facility to write

protection
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Table (2.4)

Comparison of scalable data storage characteristics in cloud computing

environment

Storage char- Advantages Disadvantages Ref.

acteristic

Key-Value Scale ultra-large storage sys- Optimization problem for sin-  [99]
tems; no limit; simple data gle key value; needed parser
format; flexible schema for multi values storage

DBMS Fast data processing system; Not suitable for ultra-large [144]
query-based data manipula- scale data processing; difficult  [114]
tion; deal with structured and to store unstructured data
semi-structured data

Document Store  structured, semi- Less reliable; Not more secure  [146]
structured and unstructured
data; highly scalable

Column Store each database table col- Low performance; data inte- [1]
umn separately; fast reading gration problem from hetero-
and updating; support large- geneous platforms
scale data intensive applica-
tions

Graph High level data integration; Low performance; more com- [56]

supports graph query and an-
alytics; deals with all types of
data

plex and security concerns

28



2.2 Scalable and Self-Organizing Cloud-Oriented
Storage Model

Cloud computing must be highly scaled data storage systems and it should transpar-

ent to all users also. Scalability can be achieved by two important aspects:

i Horizontal scaling - it connects multiple clouds to integrate and creates single
logical cloud. A cloud with a computational affinity might be accessed data from
heterogeneous platform. The relationship between cloud data integrates with

compute-data is more crucial.

ii Vertical scaling: It improves the cloud storage and computing capacity by magni-
fying the existing systems and enhancing the communication bandwidth [16]. It
has ability to increase the current resources by adding a new database, processing

power, etc. But, it is limit by the fact that can only get as big as the server size.

Self-organizing is an autonomous concept designed to make more efficient resource
invocation and run-time estimation in distributed environments [97]. It describes
the system’s ability to organize its components in the work structure without the
need of external help. Self-organizing systems have the ability to manipulate system
components without the need for human intervention. In general, self-organizing
system has been classified into different overlay structures- 1)Fully decentralized, 2)
Partially centralized 3) Mess Overlay 4) Tree Overlay and 5) Hybrid Overlay [8] [7].
Each structure having its own rules and regulations. Now, self-organizing becomes
one of the key features for cloud-oriented storage systems. This thesis has summarized

some literature review based on self-organizing storage models which are highlighted

in Table 2.5.

2.3 Large Scale Storage Management Capabilities

There are many challenges faced by large scale data analysis, including data trans-

fer, integrating data, managing data, controlling data, standardizing data, etc [150].
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Definitely, some new solutions that are readily available to address all such kind of
challenges. Such solution includes their large scale data management capabilities.
Cloud computing enables businesses to combine and match services from various
cloud providers and chooses which is best suited to the requirements of a particular
use case or workload. Today’s many cloud storage management systems are available.

Some major cloud storage management capabilities are explained bellow:

a. Hadoop Distributed File System (HDFS): The Hadoop framework is the
most popular open source developed by Apache and Yahoo! foundation. It pro-
vides a framework to manage distributed storage systems and large-scale data
processing. It is designed to provide local computing and storage from single
servers to thousands of machines. A wide variety of organizations use for research,
analyzing data and production. It enables the parallel workloads on same data
at same movement. Hadoop is more flexible framework to analyze and store un-
limited data. Store, process, discover, model and serve are some important terms
associated with Hadoop. It frequently integrates with other applications or plat-
forms and easily transfer/ load data. Hadoop has ability to process any kind of
data like structured, semi-structured and unstructured. As per literature survey
with some researchers and users of Map-reduce framework were given their opin-
ion. Dean and Ghemawat [43] have noted that Map-reduce is one of the better
tool for handling large scale data storage in cloud environment. Moreover, it gives
the better solution for solving a complicated storage problems which are globally
distributed. Blanas et al. [23] have given a performance report of various dis-
tributed join algorithms using Map-reduce framework. Mainly authors have used
two join algorithms- broadcast join and re-partition join. User can easily map and
reduce process over large-scale data set. Gu and Grossman [71] have performed
an experiment over Map-reduce and some important results were reported in four
aspects. These aspects are- load balancing, data locality, fault tolerance and data

streaming.
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b. Cloudera manager: It is one of the most popular distribution of Hadoop which
makes faster processing streaming large data [117]. It can easily allocate the re-
sources and reduce the SLA violation cost. The sole motivation of cloudera man-
ager is making Hadoop easy. It consists following features:

e Customizable monitoring and reporting

e Automated configuration and deployment

e Zero downtime maintenance

Effortless and robust troubleshooting

Multi-tenant management and visibility

Extensible integration

Built-in predictive and proactive support

c¢. NoSQL: It stands for "not only SQL” which is working with large set of geograph-
ically distributed datal74]. It accommodates all types of scalable storage models
including key-value, column, document, graph-based. It is specially design for the
purpose of large-scale storage clustering in cloud computing environment. In gen-
eral, NoSQL avoids the fixed relational schema. Some of most popular NoSQL
databases already explained in previous section and their comparison shown in
Table 2.1. Table 2.4 has highlighted advantages and disadvantages of different

scalable storage models.

d. Workflow: Any organization can reduce their cost with cloud data integration
ability to extract, combine, transfer data frequently [170]. A workflow can arrange
all the task in a particular order and define some objectives in cloud environment.
It improves the job execution process and increases the performance. There are
thousands of applications and users are running on different cloud servers. Ob-
viously, these servers must be designed to working fast, reliable and secure. The
cloud computing is a type of service model approach. Workflow gives solutions

within the cloud that come with this service model.
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Figure (2.1) Taxonomy of metaheuristic optimization algorithms
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2.4 Meta-heuristic-based Optimization Approaches
for Cloud Storage Management

This section presents the comprehensive literature review about meta-heuristic tax-
onomy, meta-heuristic algorithms in cloud storage management. In last four decades,
the increase in complexity of large scale computing problems has given arisen the
need of better meta-heuristic approaches. Generally. meta-heuristic algorithms have
been used for finding optimal solution for large scale computing problems and became
more popular due to their reduced complexity and increased efficiency as compared to
other traditional approaches [129] [135][176]. Mostly, meta-heuristic algorithms are
inspired by animal/ insect behavior, nature, evolutionary concepts and natural phe-
nomena types. Based on inspiration of meta-heuristic techniques, it can be classified
into five different categories: Bio-stimulated, Nature-inspired, Physics-based, Evolu-
tionary and Swarm-based. Figure 2.1 shows the taxonomy of various meta-heuristic
optimization algorithms.

The first category is bio-stimulated meta-heuristic optimization algorithms. It
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is based on foraging and hunting behavior of wild-life animals and sea creatures.
Some recently developed and popular bio-inspired algorithms are Grey Wolf Opti-
mizer (GWO)[121], Spotted Henya Optimizer (SHO)[47], Dendritic Cell Algorithm
(DCA)[68] and Artificial Immune System(AIS)[88]. All these meta-heuristic algo-
rithms have their own substantial ability to apply the preeminent efforts and find the
optimal solution.

The second category of meta-heuristic is nature-inspired optimization algorithms.
Such metaheuristic algorithms include Bat Algorithm (BA)[180], Cuckoo Search Al-
gorithm (CSA)[62], Invasive Weed Optimization (IWO)[86] and Flower Pollination
Algorithm (FPA)[182]. These algorithms are based on natural system[60].

The third category of metaheuristic technique is physics-based. It is typically in-
spired by physical rules. We can also say this category is different form of swarm-based
algorithms. Undefined usual of search agents are communicating and stirring from
one point to another due to physical rules. Some popular algorithms are Harmony
Search (HS)[64], Black Hole Algorithm (BHO)[75], Simulated Annealing (SA)[167],
Gravitational Search Algorithm (GSA)[179].

The fourth one is evolutionary type meta-heuristic algorithms. It is based on
natural selection process concepts. Here, the population tries to continue building
on the fitness measurement in their environment and applied best effort to get best
optimal solution [69] in the search spaces. This method has no idea about their
adaptive nature and fitness. Some of well-known and recently developed evolutionary-
based algorithms are like, Deferential Evolution (DE)[177][190], Genetic Algorithm
(GA)[171], Evolutionary Programming (EP)[183], and Genetic Programming [92].

The last category of metaheuristic algorithms is swarm-based which is based
on mutual behavior of insects, particles and various social-creatures. Artificial Bee
Colony (ABC)[84] [85][93], Fish Swarm Algorithm (FSA)[132], Particle Swarm Opti-
mization (PSO) [87][18][153][58], and Ant Colony Optimization (ACO) [50][52][188][96]
are some popular swarm-based metaheuristic optimization algorithms. Some major

advantages of swarm-based algorithms are:

[0 Swarm-based optimization technique has less number of parameters to adjust
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them-self.
[0 It does not have a substantial number of operative agent.
[0 It collects different facts about their search spaces till last iterations
[ Easy to implement and simulate

The taxonomy of meta-heuristic mentioned in Figure 2.1 is not unique. There
may be possible, that some of algorithms have been included in other category.lt
completely depends on what the emphasis is and what can be the perspective. In
this context, we are describing some special remarks which reveal the diversity in
metaheuristic algorithmic design. For example, ant has more than 12,000 known
species and each has unique features that help them to survive their environment.
This does not mean that the researcher will be developed 12,000 different algorithms
for ant. Therefore, it should not be fitting that algorithms begin to develop by red
ant algorithm. fired ant algorithm, harvest ant algorithm, hony-pot ant algorithm etc.
A formula for an efficient metaheuristic optimization algorithm schematic design as

proposed by Yang [181] is given below:
= AL (), (1)) 2.1)

Here, algorithm A is nonlinear mapping from a current solution z' to better solu-

+1. In this process, uses some dependent parameters (py,ps,ps,....., px) and

tion 2!
some random variables (ry, 72,73, ....., 7, ). Both may be time dependent and can be
adjusted if needed.

This section has summarized some related work done using meta-heuristic tech-
niques for dynamic execution of cloud services. Over the last three decades, meta-
heuristic algorithms have been developed as a dominant technique to solve the various
optimization problems [49][55][154]. The Ant Colony Optimization (ACO) meta-
heuristic algorithms [53][55] have applied in different domains such as supply chain

management [157], a dynamic scheduling problem [108][158], communication network

design [48], multi-objective problem [10][63], clustering problem [149], optimal truss
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design [110] etc. Table 2.6 shows the details of recent applications including ob-
jectives, algorithms, simulation environment and references. In this perspective, IT
experts are concentrated on the exploration technique. Thus, metaheuristic algo-
rithms which have global impact, because they don’t fall into the trap of local optima

and ensure the convergence of solution.

2.5 Cloud-Oriented Storage Integration Services

Cloud computing services have gained a place in the enterprise based on its low cost
and unlimited virtual scaled data to meet the user needs. It is completely natural for
a new technology; Since enterprises has serious or important responsibilities on the
architecture to prove significant resources into real resources. But, now days many
organizations have gained experience in the cloud, therefore industries are ready to
take the next step. A legacy enterprise has integrated cloud storage services with the
various infrastructure. There are many such organizations available, who have spent
just getting someone else’s port in the data center [17].

One of the company named as “Cast Iron Systems”, that is to reveal the “Omni
Connect system”, and work as an interface between internal systems and different
cloud service models. It is a unique approach which provides cloud-oriented storage
systems. In contrast to local management and data integration have greater insight
into organization data structures. The service provider wants to integrate the appli-
cations, if the vendor break their lock-in platforms[12].

Another company growing towards cloud integration is “Infomatica” [19]. With
cloud integration, the complexity of adding data sources and goals has been overcome.
Consequently, when cloud-based Big Data Deployment combines with the Cloud In-
tegration solution, it can result in more time and cost savings and projects can be
acquired faster than the ground. Company has released the cloud services assortment,
which includes a large scale data replication and synchronization processes. It enables
a multi-phase data integration service from internal as well as external sources.

In [17], authors have determined the topological relationship between two fuzzy

spatio-temporal data integration tree. In this model, XML twig pattern approach has
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Table (2.6)

Meta-heuristic algorithms in cloud computing

Applications Objectives Algorithms Simulation Ref.
environment
Dynamic resource allo- To achieve maximum resource efficiency = Grey Wolves Opti-  Cloud [127]
cation and scalability in speedy manner. Effec-  mizor
tive distribution of tasks among virtual
machines.
Partly dependent tasks ~ Find the optimal value for PDTs schedul-  Genetic Algorithm Cloud [175]
(PDT) scheduling ing and reduce the unnecessary SLA
penalty cost.
Workflow scheduling To meet the quality of service and mini-  Genetic Algorithm Cloud [36]
mize the SLA cost.
Task scheduling Optimized the scheduling algorithm for  Ant Colony Opti- Grid [159]
computation grid mization
Load balancing Improve the overall response time and re-  Honey Bee Behav-  Cloud [93]
duce the queuing wait time. ior
Energy-aware schedul- Reduce the energy consumption and dy-  Evolutionary Algo-  Distributed [186]
ing namic scaling during execution of applica-  rithm
tion.
Load balancing To achieve dynamicity and scalability dur-  Hill Climbing Cloud [124]
ing task distribution.
Job scheduling Reduce the cost and long termination time. ~ Simulated Anneal- Cloud 2]
ing
Energy-aware resource  Improve the response time and energy con-  Genetic Algorithm Cloud [120]
scheduling sumption. Reduce the SLA resource cost.
Load balancing Optimize the resource cost related to load  Particle Swarm  Cloud [136]
balancing. Optimization
Tasks distribution Improve the average response time and en-  Particle Swarm  Distributed [187]
hance the performance and efficiency of  Optimization
nodes.
Text document cluster-  To find the best features, to enhance theef-  Krill Herd Algo-  Distributed (5]
ing fectiveness of the text document clustering  rithm
approach and also improve global search
ability and convergence rate
Information retrieval  Explore the problems embedded to infor-  Genetic Algorithm Distributed [6]
systems mation retrieval, Find the solutions to in-
crease the efficiency of the optimal infor-
mation retrieval as per user needs.
Text clustering analy-  Hybrid text clustering analysis using im-  Krill Herd Algo- Distributed (3][4]
sis proved krill herd algorithm to obtain  rithm

promising and precise results.
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been used to find the relationship consistently and reduce the execution time.

The data integration service is important if the technologies are to conform and its
promise as geographically distributed resources pool which capable of high scalability
and proper load balancing. On-demand cloud services are definitely on the downside,
but it can be changed the track if it is found. Innovative is definitely prevailing on
the cloud, but if it does not show up in some old-fashioned practical functionality it
will come to nothing. Cloud application integration is dependent on synchronization,
data migration, quality and replication. Most of the cloud integration tools are based
on Pass of SaaS providers. Some state-of-the-art cloud data integration tools have

been summarized in Table 2.7.

2.6 Recent Research Work on Cloud Storage

Currently, there are so many researchers are working on cloud-oriented storage sys-
tems in order to solve the various issues related to large-scale storage. In this section,
thesis has summarized some recent researches on cloud storage systems which are

reflected in Table 2.8.

2.7 Research Issues

Cloud computing plays an important role in sharing data or moving information
from one place to another. Storage of user’s data in the cloud server which provides
high quality and more enjoyable services. It shares data to the users in efficient
way and gives quick response to the users. Despite this, there are many flaws in
cloud computing. All these flaws move towards research itself. In this section, some
major research issues has been addressed related to cloud storage systems in cloud

computing.
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Table (2.7)

Cloud-oriented storage integration tools

Tools Services Application Objectives Ref.
model
CloudFuice  SaaS Web engineer- Task-based execution ap- [165]
ing model and proach that allows parallel
mashup develop- execution of of data-flows in
ment the cloud
iProX TaaS Hyper-converged  To enable the computing, [111]
architecture storage requirements using
unified and fully-virtualized
resources pool. To achieve
high scalability
SnapLogic ~ PaaS HR, CRM Provide both data integra- [138]
tion as well as application
multi-point connection strate-
gies. Handle a more multifar-
ious set of use-cases
WorkDay SaaS Legacy appli- To provide pre-built connec- [73]
cation of HR, tors, intuitive user interface
CRM and reporting structure
Adeptia SaaS B2B, SOA, Social To provides application and [83]
Network data integration services that
include connections, data
mapping, conversion and
extractions
Scribe PaaS Mobile applica- To improve application life
tions span. To increase the cloud
adaption in the market seg-
ment.
Nginx [105] PaaS Microservice Integrate API broker and [100]
model API getways and provides mi-

croservice users
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Table (2.8)

Recent Research Work on Cloud Storage

Author(s) Prevailing Objectives Target Metrics  Ref.
Model
E. Torres et al. Hierarchical evaluating  availability = and Performance [166]
(2018) model-based performance-related metrics for and Availability
strategy private cloud storage services.
Suji  Gopinath Dynamic To reduce the unnecessary stor- Dynamicity and [67]
and Elizabeth Replica Man- age wastage; To maintain an op-  Availability
Sherly (2018) agement timal number of replicas for each
node based on its popularity.
Y. Yan et al. Lattice and To improve the privacy of signa- Data  Security [178]
(2018) Bloom filter ture information; to establish a and Integration
methods safe, efficient and cost effective Services
cloud storage system.
E LopezFalcon Adaptive En- To minimize the data access and Reliability, In- [107]
et al. (2018) crypted Cloud reduction of data redundancy. tegrity and Dy-
Storage Model namicity
W. Chenggang ANNA It is designed to overcome the cost-effective, [173]
et al. (2019) narrow cost-performance limita- latency and
tions typical of current cloud fault tolerance
storage systems; to balance the
service level objectives around
the cost.
E. Mugisha et Multi-Cloud To ensure the stability in stor- Storage Secu- [128§]
al. (2019) Storage Archi- age costs with best practice to rity, Reliability
tecture (MCSA) guarantee data accessibility fail- and Failure
ure recovery recovery.
C. Yong et al. TAILCUTTER to optimize the tail latency while Latency mini- [42]

(2019)

meeting cost constraints given
by application providers. Exten-
sive evaluation of large data sets

across the globe.

mization under

cost constraints,
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2.7.1 Dynamicity and Scalability Issues

A large number of organizational units that share a shared computing infrastructure
implement their special blend of each task, and their overall demand and patterns
of arrival are more dynamic. Such environment must be characterized by a large
number of on-demand requested resources within short intervals with high variation.
There will be a number of scheduling results, including the dynamic Virtual Network
Function (VNF) [142] rapid task scheduling decision, the amendment of the previous
assignment decisions and the long-running jobs include the resident of Dynamic Re-
source Request which, with the help of time, predicts the intervention of resources
difficult to predict. Some issues include: SLA violation, poor prediction, resources
constraints and workload heterogeneity and variability. All these issues must be taken

care.

2.7.2 Data Integration Issues

Cloud data integration provides very crucial role if we deliver cloud services to busi-
ness [26]. It is more challenging and time consuming process to coordinate different
resources, infrastructures and applications. Before migrating a particular cloud do-
main to other environment; it creates a plan for how data integration service will be
assessed the right technology for the cloud storage systems. There are some critical
issues related to data integration include: Moving data tracking [16], data migrating,
lack of performance, firewall mediation, maintenance and up-gradation [109]. With
little planning and some good techniques, data integration issues get resolved quickly,

and the cloud storage system becomes so obvious.

2.7.3 High Energy Consumption Issues

Scientific computing, business applications and domains are continuous improvement
demands in performance which must be taken care during deployment of cloud storage
systems [163]. Reasons of high energy consumption includes equipment’s cooling

purpose and transferring power to whole infrastructure [160]. The energy consumed
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Figure (2.2) Energy consumption costs distribution

by the servers contributes to 70% of the total consumption of a cloud data center.
However, such improvement has increased the energy consumption limit. According to
Amazon energy consumption cost (as shown in Figure 2.2 ) for cloud-oriented storage
server is 47%, cooling infrastructure is 23%, network devices is 21% and remaining
9% of others. Thus, the objective is to minimize the total power consumption of
all the cloud-oriented storage systems. Energy consumption in storage systems are
mainly calculated from server, network devices and disk storage. Nowadays even
IoT devices are made in such a way that energy consumption is minimized. In [126]
researchers have been developed an energy efficient multi-objective scheduling model
for monitoring of IoT devices which will be optimized energy consumption. Therefore,
today highly needs to develop energy efficient cloud-oriented storage models which

can monitor and save excessive energy expenditure [25].

42



2.8 Research Gaps

Based on the findings of the literature available and trends of dynamic and scalable

data access and integration service in cloud computing. Following research gaps have

been observed:

i

11

v

vi

Vil

viil

Cloud applications only focus on the processing data stored in files. However,

several applications require accessing the data stored in sources other than the

files [76].
Parallel Data Access technique does not exist much in Cloud environments [137].

In Cloud data is relocated into cloud services, either through database-as-a-
services or applications-as-a-service. In both instances there is no any strategy

for syncing that data back into core enterprise systems [168][95].

There are some problems in data management in Cloud environments such as,

data inconsistency and integrity problems [168][113][115].

Lack of dynamicity and scalability in data management for Cloud environment is

reported. [115][46][22].

The problem becomes more complex when the data sources are diverse as in case
of Cluster, Grid and Cloud computing environments. Because, such applications
require the data from the diverse sources, demanding the effective data integration
techniques, preferably in the form of web services due to the diversity in their

resources [148].

The patterns of data integration for Clouds are more complicated within an en-
terprise as an enterprise needs to leverage interfaces that do not directly control

81).

In current scenario of web service architecture for cloud, the service discovery is
simple; it is not very efficient since it requires prior knowledge of the web service,

as well as the contact information for the service provider [147].
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ix Many enterprises are not accounting for the costs and complexities of doing data

integration between the clouds and the enterprise [147].

2.9 Problem Formulation

For this thesis the research problems have been formulated mainly based on the

following points:

i Parallel data access system in cloud environment needs to be developed. The
techniques to resolve the data management issues like data inconsistency and

data integrity problems need to be developed.

ii Dynamicity: Cloud computing leverage Internet or Intranet to provide the users
with resources they require in an abstract way as per user demands. It means
whenever user demands storage space as per their requirements it should be pro-

vided. Therefore, existing technologies can be used with modifications as required.

iii Scalability: Cloud should be highly scalable and this scalability should be fully
transparent to users. It allows multiple clouds to connect, integrate and work as
one logical cloud. It allows improving the cloud capacity or bandwidth connecting

two nodes.

iv Integration Service: There should be a uniform interface to integrate different
sources of data as available in a cloud environment. The cloud computing begins

to gain transaction within the enterprises; that should refocus on data integration.

The thesis targets to address all the aforementioned mentioned problems. In order
to cloud-oriented storage systems all the targeted research issues, gaps and problem
formulation has also been tabulated in Table 2.9. Logically, Table 2.9 pointing out
major research issues, gaps and problem formulation that would lead to motivation

of this research work.
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Table (2.9)

Research Issues, Gaps and Problem Formulation

Research Issues

Research Gaps

Problem Formulation

Dynamicity

Scalability

Integration Ser-

vices

In the cloud computing, data is relo-
cated into cloud services, either through
Database as a Service (DBaaS) or Ap-
plication as a Service (AaaS). In both
instances there is no strategy for sync-
ing that data back frequently into core
enterprise systems. Lack of dynamicity

in the cloud service execution.

Lack of scalability in data manage-
Cur-

rently, there are no proper strategy

ment for Cloud environment.

available to measure all types of cloud

services.

The problem becomes more complex
when the data sources are diverse as in
case of Cluster, Grid and Cloud com-
puting environments. Because, such
applications require the data from the
diverse sources, demanding the effective
data integration techniques, preferably
in the form of web services due to the
diversity in their resources. The pat-
terns of data integration for Clouds are
more complicated within an enterprise

as an enterprise needs to leverage inter-

faces that do not directly control

Cloud computing leverage Internet or
Intranet to provide the users with re-
sources they require in an abstract way
as per user demands. It means when-
ever user demands storage space as per
their requirements it should be pro-
vided. Therefore, existing technolo-
gies can be used with modifications
as required. Cloud environment must
be characterized by a large number of
on-demand requested resources within
short intervals with high variation.
Cloud should be highly scalable and
this scalability should be fully transpar-
ent to users. It allows multiple clouds
to connect, integrate and work as one
logical cloud. It allows improving the
cloud capacity or bandwidth connect-
ing two nodes.

There should be a uniform interface to
integrate different sources of data as
available in a cloud environment. The
cloud computing begins to gain transac-
tion within the enterprises; that should
With

little planning and some good tech-

refocus on data integration.

niques, data integration issues get re-
solved quickly, and the cloud storage

system becomes so obvious.
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2.10 Research Objectives

The following objectives of the propose works are:

i

i

il

v

To study and analyze existing frameworks, models and policies for dynamicity

and scalability of Data management system in Cloud Environments.

To propose a Dynamic and Scalable Data Access and Integration Service frame-

work for Cloud environment.
To implement the proposed framework in Cloud environment.

To test and demonstrate the proposed framework in Cloud environment.

The followings are mentioned of how all the objectives of this thesis have been

achieved (the publication number is in accordance with the order given in ”List of

Publications”):

i

i

11

v

Objective 1 has been achieved and outcomes are reported mainly in Chapter 2:
Literature Review. The work of objective 1 has been partially published
in Publications 1, 2, 5 and 6.

Objective 2 which is for proposed DAIS framework. In Chapter 3, all the infor-
mation related to the DAIS framework have been explained properly. The work

of objective 2 has been fully published in Publication 1.

Objective 3 has been achieved in Chapter 4: Design and Implementation of pro-
posed DAIS Framework. This work has been partially published in Publi-

cations 1, 3 and 4.

Objective 4 is fully concerned with testing and results analysis of proposed work.
The test benchmarks and result analysis have been reported in Chapter 5: Testing
and Result Analysis. Publications 1, 3 and 4 have been partially covered

the work of Objective 4.
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2.11 Conclusion

This chapter has been conducted comprehensive literature survey in the field of cloud
storage systems. This survey has been conducted on different aspects including cloud-
oriented storage systems, self-organizing and scalable storage models and storage
integration approaches in cloud computing environment. Despite above, this chapter
has also been consolidated some recent researches in the context of dynamic and
scalable storage approaches in cloud environment. The major research issues, gaps,
and problem formulation are also highlighted on the basis of literature review. The
section 2.10 mentions all four objectives of this thesis.

The chapter 3 has proposed a framework named Dynamic Access and Integration

Services (DAIS) and explained all its components systematically.
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Chapter 3

Proposed Dynamic Access and
Integration Services (DAIS)

Framework

This chapter explains the proposed DAILS framework. DAIS framework has four major
components-Adjacency COS Overlay Topology (ACOT), Cloud Storage Resource Dis-
covery (CSRD),COS Integration Services (CIS) and Cloud Usage Monitor (CUM).
Each of these components have been explained thoroughly in this chapter. Section
3.1 explains the architecture of DAILS framework. Section 3.2 elaborates the compo-
nent Adjacency COS Overlay Topology (ACOT)[97] and its functionalities. Further,
Section 3.3 explains Cloud Storage Resource Discovery (CSRD) component and its
sub-parts. Finally, fourth component CIS module has been explained in Section 3.4.
The chapter culminates with Cloud Usage Monitor (CUM) module

3.1 Architecture of DAIS Framework

The DAIS[191] framework presents unique approach in cloud environment for stor-
age management. It introduces new concepts including dynamic and scalable data
access, self-organizing capability and well balanced multi-way COS overlay topology.

It removes the necessity of centralized approaches for traditional static storage man-
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agement and adopts the dynamic and scalable data access in the cloud computing
environment. It is quite challenging to meet the requirements requested by different
applications among thousands of COS nodes. The proposed framework consists of
multiple geographically distributed domains of different locations. It divides COS
nodes into multiple geographically distributed domains to facilitate the dynamic data
access in cloud computing environment. DAIS framework has mainly two layers: In-
terior Layer and Exterior Layer.

Interior Layer: It provides dynamic, scalable and self-organized virtual COS nodes
for efficient data integration and resource discovery. This layer has four sub com-
ponents including Adjacency COS Overlay Topology (ACOT) [97], Cloud Storage
Resource Discovery (CSRD), COS Integration Service (CIS) and Cloud Usage Mon-
itor (CUM). Each of component has their identical functionalities and capabilities.
All these components have been explained separately in next sections.

Exterior Layer: It creates multiple cloud domains that consists geographically dis-
tributed COS nodes and each cloud domain has one COS Representative (CR) node
(also known as COS agent) [72] node). CR node coordinates with members nodes as
well as other cloud domains with the help of ACOT algorithms. If for some reason the
agent node stopped working, in that case the highest power node will automatically
become an agent node. Mainly, each COS node has dynamically organized in different
cloud domains. In this way, the popularity of data access from geographically dis-
tributed networks increases. All these multiple distributed domains are communicated
with the help of CR nodes. These physical domains are geographically distributed
on the basis of three criteria: a) distance, b) qualitative (performance-based) and c)
quantitative (bandwidth-based). Figure 3.1 shows the architecture of proposed DAIS
framework. All COS node can join or leave the domain dynamically. Any COS node
can directly communicate with other nodes.

Virtual Organization: It refers to a dynamic and scalable set of individual and or-
ganizational defined set of resource-sharing rules and conditions. Possibly, it may be
volatile interconnection between individual and organization. In general, it comprises
a complex storage network of smaller enterprises which each contribute a part of stor-

age system. The virtual organization is often expressed as its functional benefits as
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given below:
[] Large scale data storage system across the globe.

[0 Improve the Quality of Service (QoS) in term of instance, performance, flexi-

bility and collaboration.
[] Increase the on-demand data accessibility level.
[] Easy to upgrade with new technology.
[J Infinite availability of resources.

[J Users will typically belong to more than one virtual organization.

3.2 The Proposed Adjacency COS Overlay Topol-
ogy (ACOT)

ACQT is a flexible and self-organizing overlay topology, introducing a well-balanced
m-way tree structure. It is based on balanced multi-ways (m-way) tree structure. In
general, m-way tree has been conveniently defined with small value of m. But in our
case, m is usually very large. Each node corresponds to a physical COS device and m
denotes the highest number of COS devices that can be linked with a cloud domain.
The value of m could be maximized as per demand of storage service in the particular
cloud domain. ACOT is divided into two tiers: First Tier and Second Tier. First tier
focuses on self-organized virtual COS which involves in overall routing process. It is
a balanced m-way tree structure that manipulates COS nodes in flexible manner. In
this context, four different algorithms are designed, which are described in the next
chapter. Second tier maps the COS nodes and creates n numbers of cloud domains.
The parent node will be assigned as COS Representative (CR) node that cooperates
with other COS node. The sole motivation of Second Tier is to increase the fault
tolerance and optimize the storage network. Two tiers representation of ACOT has

been shown in Figure 3.2a and 3.2b . ACOT is a unique and flexible topological
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Figure (3.1) Architecture of proposed DAIS framework

designed for self-organizing cloud-oriented storage systems. Analysis and design of
ACOT algorithms and their computational cost have been presented in the Chapter
4.

3.3 The proposed Cloud Storage Resource Discov-
ery (CSRD)

Efficient resource discovery is one of the challenging task for cloud computing envi-

ronment. The fundamental requirements of resource discovery to enhanced the high
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(a) (b)

Figure (3.2) Two tiers representation of ACOT. Figure 2a shows the first tier using

balanced multi-way tree organization.Each node having unique prefix id. Figure 2b

represents the second tier and highlights the storage domain formation algorithms.

performance, distributed nature, Quality of Service (QoS), and global scope [89]. The
CSRD module plays important role for DAIS framework. It contains various compo-
nents like certificate authority, resource locator, computing utilities, storage clusters

and various cloud services. Figure 3.3 shows the internal view of CSRD.

3.3.1 Certificate Authority

The certificate authority (CA) is a trusted unit which is used to authenticate and
verify the users before joining and leaving the domain. It servers as a trusted parties
to provide secure communication over Internet. It consists various components for
ensuring the security of big data repositories and cloud storage infrastructures. It
produces the login credentials and digital certificate to the users which maintain the
confidentiality and integrity of cloud storage network. . Once and maintains the list
of trusted and authorized cloud user list. The certificate given by CA to build trust
among users and service providers because they can ensure the validity of the identity

of each other and the authorities.
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Resource locator is a kind of log file that maintain the entire services path. It contains

complete path of various services. Any user can submits their requests along with

service queries to the resource locator and the resource locator will return a list of

matched services which are linked with Universal Resource Identifier (URI). Table

3.1 shows the some important methods that will help in service invocation. To use

the services, users will have to follow the steps given below:

Step 1: Discover the storage resource location (SRL) from existing URI list.

Step 2:

Step 3:
Step 4:

Step 5:

new storage service instance.

SRL assigns each location with unique ID.
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The SRL request to CreateResource() method for creating and initializing a

Once the CreateResource() call finishes, then URI send to user.

All storage service instances will be employed and find the corresponding

physical storage location to operate the newly created service instance.



1: http:/192.168.16.41:8080/csrd/services/storage_service

2: http:/192.168.16.41:8080/csrd/services/management_service
3: http:/192.168.16.11:8080/csrd/services/security_service

4: http:/192.168.20.10:8080/csrd/services/computing_service
5: http:/192.168.16.05:8080/csrd/services/storage_service

Figure (3.4) Resource locator format

3.3.3 Service Level Agreement (SLA) Optimizer

The main objective of optimized resource allocation strategy must be satisfied the
Quality of Service (QoS) [98] constraints and profit of cloud provider must be max-
imized [38]. Generally, service level agreement violations affect the overall quality
service guarantees and it may be possible to suffered some loss due to certain penalty
cost. Most of the cloud service provider have been adopting the same traditional
approached and auction mechanism so far to allocate the resources. Due to the di-
versity and different characteristics of resources, existing approaches are not much
effective. The dynamic resource allocation is NP-hard problem by nature. Therefore,
an efficient and customized resource allocation techniques should be provided by the
cloud service provider, in which the various issues such as the specified penalty cost,
time, and other SLA parameters must be followed by the users [134][103]. Many re-

searchers are working on SLA constraints and try to reduce unnecessary penalty costs.

i.) Pricing and Resource Allocation Policies: This thesis has proposed an
SLA optimization model with the help of service delivery response time and demon-
strated their different aspects in Figure 3.5 [98]. The Figure 3.5 (a) denotes that if

the response time of the service is less than Sy, then the provider get a revenue R. If
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Table (3.1) List of service invocation methods

Method Description

Subscribe() Associate as a new member with the required storage facility
Unsubscribe() Leave the membership along-with all facilities

Lst_Dir() Display list of all the directories/path information
Clear_Space() Delete data from storage capacity

Grap-Info() Search data as per given pattern

Upload() Transform data in remote location

Download)() Retrieve data from remote location

the service response time crosses the Sy, then the penalty must be paid to the con-
sumer in this situation as shown in Figure 3.5 (b). Here, consumer has already made
advance payment R and if the service Ry, (Response Time) crosses the Sy then in
such a situation, the R will also be returned with the penalty cost. The both aspects
are shown in Figure 3.5(c) and Figure 3.5(d) respectively. For better understanding,
Let, R+ P =1 for the moment and SLA penalty cost P for service S can define as:
0 i Sime S S
P(S) = I 5 I (3.1)
1 otherwise
Consequently, it has defined the average SLA penalty cost for service S is the sum of

penalty over the total number of services N, i. e.,
1
Pug = Y P(S) (3.2)

As we are inspired by the above problem, the goal of the service provider is to maxi-
mize profits and reduce unnecessary SLA infringement costs.
The mathematical formulation of SLA optimization is based on biding concepts

[96]. Let, cloud service provider offers various services to the user on ¢ types of Virtual

Machine (VM) instances such as VM = {vmy,vmy,........ v }. Each VM instance
has its own identical service capacity w. Let, Z ={z,, 2z, z3.......... zi} is a set of
different bid providers. Let, A ={a;, as, ag.......... am } is a set bids submitted by
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Figure (3.5) SLA revenue and penalty cost model

different bid providers. Here, we assume some providers are not participating in the
biding. Each bid has been defined in different pairs like a; = {R!, ¢;} where, R; is a
set of requested VM instances and ¢; indicates the particular bid cost. Each requested
VM instances further divided in order pairs along with respective units/capacity of
specific resources. Tt is defined as: Riy , = 1{(r},u}), (1h,u5),...... (rf,ul)}

All the bids are published on the cloud as per given below template:

Ay ={[(Intel/I3/2.0GHz,30), (Memory,2GB) , (Storage, 250G B)] , $1500}

Ay ={[(AMD/z4/4.3GHz,20) ,(Memory,16GB) , (Storage, 320GB)] , $2500}
Ay =A{[(Xeon/eT/4.2GHz,10) , (Memory, 16GB) , (Storage, 1T B)], $3000}
A, ={[(AMD/Ryzen/4.6GH z,20) , (Memory,32GB),(HDD,2TB)], $10500}
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The satisfaction level of all resource sets are conditionally defined as:

{(u)n (1, ud) N0 (v, ul) } £0, satisfiable for VR;

Ri=
{(h,u) U (rh,uh) U, .U (rh, ul) } #0, satisfiable for 3R,
The set P(VM) ={p,,p2, ....... ps} specify the SLA violation penalty cost. The

simple penalty cost and average penalty cost for each VM has been determined ac-
cording to Equation 3.1 and 3.2 respectively. The formulation of above problem has
been used linear programming concepts using three independent variables (o, and
7). Description of all the symbols shown in Table 3.2. The mathematical formulation

of aforementioned problems as follows:

Mazimize Z Cioy— Z P (3.3)

a;€EA ajeA
Subject to
ai €A A(rhuh)eRy, ,
Y. Bauw=0 (€A A (1, 0) €RY1, 5.y (3.5)
VM;eVM
b’ij’n: 0 <[a1€A A (FL,uin) GR.{{L 2,...n}} A [VMJEVM] A [VMﬁZrL]) (3.6)
Bl ezt (3.8)

The main purpose of the above formulation is to maximize the profit of service
provider and to satisfy all constraints. The Equation 3.3 represents our objective
that maximizes the profit. Equation 3.4 specifies the no. of allocated VM instances
of each vm; that should not be exceeded from total no. of available VM instances.
The successful bids of each pair is recognized by Equation 3.5. This model have

All those resources which have been underestimated, Equation 3.6 has assigned all
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Table (3.2) Notation table

Symbol Description

VM Set of Virtual Machines

SLA Service Level Agreement

w Service capacity

A List of cloud service providers

A Set of bids submitted by particular cloud service providers

R Set of bids which are requested by consumers

c Cost of particular requested bid

U Requested unit/capacity of resources for respective bid
Simple SLA violation penalty cost

P(VM) Service Level Agreement violation penalty cost applicable on
particular VM instance

P,y Average SLA penalty cost

Sy Service deadline

Stime Service time

Riime Response time

Q@ Boolean variable which identify the bid is success or not. If
bid is success then store ‘1" otherwise ‘0’
Identify the number of successful allocated resources

v Specify the un-allocated number of resources or not assigned
in biding process

zZt Identifies the positive integer

n Specifies the natural number

such resources to particular bid. Equation 3.7 and 3.8 are independent variables
which contains Boolean value and positive integer value respectively.
ables have explained in Table 3.2. In Chapter 4, a new algorithm named GACO
has been proposed that can solve the aforementioned problem efficiently. The rest of

details includes test benchmark functions and implementation are also presented in
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well manner.

ii.) Membership Service: It manages all the authenticated cloud users who
uses the resources. A part from this, all users are categories into different groups so
that resource can be easily allocated. It provides the user credentials to particular
user. Each user has its own characteristics for usage of resources.

iii.) Scheduling Service: Scheduling service determines how to schedule all the
requests. In most cases, many users simultaneously demand resources, which makes
it difficult to negotiate. Better way to keep all such users in same time slot and assign
some priority.

iv) Reservation Service: During the reservation phase, the cloud user or
provider submits the reservation requests through the Reservation Service. It dis-
covers all the available COS node and interact with requested cloud user. It performs
COS node selection by choosing the required number of available time slots from
execution COS nodes and manages admission control by accommodating or denying
a reservation request. It also estimates the price for a confirmed reservation based on
the implemented pricing policy. Available time slots have been selected keeping in

mind the user’s application requirement.

3.3.4 Cloud Services

A cloud service is any service made available to users on demand through the Inter-
net. In general, cloud services are classified into three categories- Storage clusters,
Computing service and Security service. All these services are designed to provide
dynamic, scalable access to software, resources, and security services that are fully
managed and controlled by a Cloud Services Provider (CSP). Cloud service can dy-
namically scale to meet the user’s needs, and because the CSP provides the necessary
infrastructure for the service, there’s no need for a company to provision or deploy its
own resources or allocate IT staff to manage the service. Examples of cloud services
include online data storage and backup solutions, Web-based e-mail services, hosted
office suites and document collaboration services, managed technical support services,

database processing, and so on.
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Figure (3.6) Working model of CIS

3.4 The proposed COS Integration Services (CIS)
Model

Access to multiple data sources and integration of such data is usually expensive
in cloud environment. In general, data integration can be particularly beneficial for
cloud computing. This thesis has designed a novel model for CIS. This model has been
diveded into four different levels- Data sources, Data processing, Configuration and

Tools. Each level has performed specific set of tasks. Figure 3.6 shows the working

model of CIS.

3.4.1 Data Sources

In general, the data source is the name assigned to the connection to a server from
a database. The data may be in form like structured, semi-structured and unstruc-
tured. There are so many sources of generating large amount of data such as social

media, sensors, business transaction, news media, etc. Social media is one of the
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major sources of generating huge amount of unstructured data. It shares of transfer
information within virtual communities such as Facebook, Twitter, web-blogs, etc.
Transnational data such as business data, financial data, ERP data that are gener-
ally in structured form. However, sometime it becomes in very large data-set form
and it can not be easily processed. A large number of IoT devices like, sensors, cell
phone, cameras, etc. are connected to Internet that generate large amounts of data
every movement. An integration of such huge amounts of different forms data is very
challenging task and need some better approaches. Therefore, CIS model proceeds

to second level of tasks i.e. data processing.

3.4.2 Data Processing

Data processing have four different components- data analytic, query engine, pro-
gramming model and Hadoop Distributed File System (HDFS). Query engine fetches
data from distributed servers with the help of specific data connection query and
directly send to programming model. CIS uses Map-Reduce algorithm for further
processing of large amounts of data and store in HDF'S. Data analytics module mea-
sures all the activities and generate various log file and reports. Basic details for
Map-Reduce already explained in Chapter 1. Analysis and design of Map-Reduce
algorithm has been elaborated in Chapter 4.

3.4.3 Configuration and Tools

CIS model has used two types of configuration approaches- service synchronization
and distributed configuration. Synchronization refers to keep files in different lo-
cations and make accessible for multiple users. Another aspects of synchronization
services are designed to distribute single set of data among two or more users. The
sole motivation of synchronization is to control the data access from multiple threads.
In general, Hadoop can be installed in three ways-Standalone, Semi-distributed and
Fully-distributed. There are lots of configuration parameters have to setup during
data processing. Some basic configuration parameters are given below:

i. core-site.xml(set the HDFS IP address and port number)
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<property>
<name>fs . defaultFS</name>
<value>hdfs: //localhost:8000</value>

</property>
ii. hdfs-site.xml (If value is 1 then backup data from HDFS to another node)

<property>
<name>dfs . replication</name>
<value>1</value>
</property>
iii. mapred-site.xml (configure service negotiator as TIET)
<property>
<name>mapreduce . framework . name</name>

<value>TIET</value>
</property>
iv. TIET-site.xml (configure service provider TIET as map-reduce)
<property>
<name>TIET . nodemanager . aux—services</name>

<value>map—reduce</value>

</property>

Apart from the above, there are so many more configuration parameters which

have been mentioned in Table 4.6.

Decision making, data integration, data visualization and APIs are some impor-

tant tools of CIS model.

3.5 Cloud Usage Monitor (CUM)

Monitoring of infrastructural resources in the cloud computing plays an important

role in providing application surety, such as availability, performance and security.
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Cloud Usage Monitor (CUM) [15] is an autonomous and lightweight open source ap-
plication program responsible for collecting, analyzing and processing data usage in
cloud environment. Firstly, a company named CloudOYE [39] used it very easily in
cloud environment. CUM is one of the most important component of DAIS frame-
work that measures all the activities happening inside cloud domain. It works within
interior layer of DAIS framework. It scales and reviews all the operational tasks
of cloud domains. It also finds the operational status of various cloud components.
CUM has three agents- Monitoring agent, polling agent and resource agent. A moni-
toring agent is transitional, task-driven programs that work as a service mediator and
transparently analyzes and monitor data-flows. A resource agent collects usage data
by having task-driven communications with specified resources. It is used to monitor
usage metrics based on predefined, apparent events at the resource application level,
like initiating, resuming, suspending, and scaling the resources. A polling agent is
a processing segment that collects cloud service usage data periodically and monitor
resource status like uptime and downtime. It can be easily implemented with the
help of automated software and access control of cloud domains. It is the use of
manual as well as automated I'T management and monitoring approaches to ensure
that cloud infrastructure, platform or application performs better. CUM provides

following functionalities:

i Virtual machine monitoring: It manages the overall virtualization infrastructure

and keeps records of all Virtual Machines (VM) configurations.

ii Cloud storage monitoring: It monitors the Virtual Cloud-Oriented Storage (vCOS)

systems, databases and data services.

iii Web portal monitoring: It analyzes the web related services including storage

utilization, data processing, web hosting, etc.

iv. Network monitoring: It ensures the bandwidth, throughput and overall network

performance.

v Data transfer monitoring: It maintains the various log files of source and destina-

tion IP address, amount of data, speed etc.
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vi Bandwidth monitoring: It specifies the amount of data transfer in a particular

time movement.

vii Performance monitoring: It monitors the dynamicity, availability and processing

speed of storage systems.

Some silent features of Cloud Usage Monitor are:

i High capability to deal with large amounts of data

ii Increase the transparency level between users and service provider
iii Reporting high accuracy data

iv. Continuous scaling and collecting data

v Generate analytical reports

vi Easily identify the user satisfaction level

Here, the cloud user sends a message to the cloud service provider to provide the
service. The monitoring agent captures the request to collect appropriate usage data.
Before, allowing it to continue to the cloud service the monitoring agent stores the
usage data in a log file. After this, the cloud service provider answers back with a

response message without any intervention to the cloud user.

3.6 Conclusion

This chapter has been proposed a novel framework named Dynamic Access and Inte-
gration Services (DAIS). The architectural view of DAIS framework has been exhib-
ited in Figure 3.1. The DAIS framework consists four major components. Each one
component has been designed and thoroughly explained in separate section. Adja-
cency COS Overlay Topology (ACOT), Cloud Storage Resource Discovery (CSRD),
COS Integration Services (CIS) are some major researches of this chapter. Apart from
these, some scalability issues and mathematical formulation of SLA optimization have

been explained properly.
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Chapter 4

Design and Implementation of

Proposed DAIS Framework

This chapter describes overall design and implementation of DAIS framework. Four
algorithms have been analyzed and designed in this chapter. Each algorithm has been
thoroughly computationally analyzed and evaluated its searching cost and time. A
novel swarm-based meta-heuristic algorithm named Generalized Ant Colony Opti-
mizer (GACO) has been designed for execution of cloud services. GACO has tested
on 17 well-known benchmarks test functions and compared with three most popu-
lar algorithms-Particle Swarm Optimization, Genetic Algorithm and Artificial Bee
Colony. Apart from this, a Map-Reduce model has been implemented for cloud-

oriented storage integration services using two data-sets.

4.1 Algorithm for Adjacency COS Overlay Topol-
ogy (ACOT)

4.1.1 COS Routing and Naming Mechanism

The interior layer of ACOT is well balanced m-way tree organization that manipulates
COS nodes effectively. The root node will be most responsible because it makes the

list of most trusted COS node that are geographically distributed in public cloud
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domain. Algorithm 1 illustrates the routing and naming mechanism for active COS
nodes. All nodes are given a unique code that is in the form of a prefix id of whole
tree structure. Line 2, finds the Longest Prefix Length (LCP) of the current tree
structure and traverse the tree as per applicable conditions and find an appropriate
NCjy . This prefix is send to join process. The main purpose of routing and naming

algorithms is to keep the structure of the tree well balanced.

4.1.2 Joining, Leaving and Traversing Overlay

ACOT provides simple and flexible approach to join and leave the COS domain
anytime. There is no any restriction for joining and leaving any node from ACOT. If
any node wants to join ACOT then it has to make a request to main root node and
receive the list of all active domains. After this, establish the connection with nearest
domain and find the appropriate location with the help of Algorithm 1. Algorithm
2 focuses on joining the COS node and maintain the balancing factor of the storage
topology. In Algorithm 2, first check the NCjy (founded by Algorithm 1) have empty
slot or not. If NCj; have empty slot then join the network with valid ip address
(generated by Hadoop Distributed File System). If NC;; does not have empty slot
then redirect to neighbor node and check empty slot. In case of non availability,
create new level of tree and adjust tree structure as per M-Way tree properties.

ACQOT is based on trusted and stable COS nodes. Any COS node can delete
from domain without any restriction. Before deleting any node, first find LC'P and
check the node is main root, internal root or leaf node. If LCP is 0 i.e. deleting
node is main root. If LCP is equal to depth of deleting node then delete leaf node.
Otherwise, deleting node is an internal root. The technical specifications of joining
and leaving process are defined in Algorithm 2 and 3 respectively.

Algorithm 4 specifies the overlay COS traversal process and find the total com-
bination of possible paths. All the decedent COS nodes of each path have been
en-queued during overlay traversal.

The interior layer of ACOT is well balanced m-way tree organization that ma-

nipulates COS nodes effectively. The root node will be most responsible because it
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Table (4.1

) List of notations used

Notation Description

cOoS Cloud Oriented Storage

N Total number of active COS nodes on ACOT

CR COS Representative node

msg Message

depth Depth of the particular COS node

path It shows the complete traversal path

id It is unique and self-explainer id of COS node such as N232.

Sid Source COS node ID

Diq4 Destination COS node ID

Niq Neighbor COS node ID

Cia Child COS node ID

NCiq4 It is a new COS node ID that want to join the network

NCievel Current level of new COS node

Licver Last level (leaf COS node level)

Crax Maximum number of children COS node

Clremain Shows the status of remaining child COS slots.

NCyp IP address of new COS node

Nip IP address of neighbor COS node

Aip IP address of ancestor COS node

Cip IP address of child COS node

Caccept Shows the status of either child node is accepted or not.

LCP(NC;4,D;q) It is a method to find the Longest Common Prefix path
between new COS node to destination COS node

STA(NC;4, Did, Sia, msg) Send to ancestor COS node

STN(NC;q,Diq, Sia,msg) Send to neighbor COS node

STD(NC;4, D;q, Sia, msg) Send to descendant/child COS node

RJA(N Cip, Azp) Redirect to join ancestor COS node

RJD(NCip, Cip) Redirect to join descendant COS node

RJN(NCip, Nip) Redirect to join neighbor COS node
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Algorithm 1 : Routing and naming mechanism

IHPUt: S’idu D’ida msg
Output: depth, NCyy

1:
2:
3:
4:

10:
11:
12:
13:
14:

15:
16:

17:

18:

19:

Procedure Path(S;q, Dig, msg)
if Did = chd then

Set(msg)
end if
depth = LCP(NCq, Dig) > find the depth with the help of node prefix id
if depth = NCjepey then

Nia = Dia[N Cieel
if N;;y =0 then
STA(NC;q, Dia, Sia, msg) > destination node is an ancestor node
else
STN(NCq, Nig, Sia, msgq)
end if
else if depth < NCjepe then
STA(NC;q4, Dig, Sia, msg) > destination node is neither children nor adjacent
node
else
Cid = D;g[NCieper + 1]
STD(NC;q, Diq, Siq, msg) > destination node is either descendant or child
node
end if
End Procedure
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makes the list of most trusted COS node that are geographically distributed in public

cloud domain.

4.1.3 Computation Analysis

This section highlights computational analysis of ACOT operations. Some important

properties of ACOT has been defined as follows:

Definition 1 We assume ACOT has order of m and height h. Let N number of COS
nodes are connected with ACOT. Then the following properties have been satisfied:

LR —1]<N<mh-1

2. 10gm(N +1) < h < log%(”—l) +1

Definition 2 For the height h, the mazimum number of COS node is m"—1. Where,

m denotes the branching factors of the tree.

Definition 3 To handle overflow at physical domain D;; perform middle entry m =

[%1 in D; directly goes to the ancestor in right place.

Definition 4 Fach node have a degree a or b. The number of nodes is between
a1 and V"~1. Where h is the height. Hence, the height between [logy(N + 1)] and
[loga(N + 1)] for n nodes.

Definition 5 FEach node take O(n) time to compute factorial for every COS at the
level order traversal. Hence, total time is O(N x k), where, N denotes total number

of active COS and k indicates number of branching factors.

Insertion cost: ACOT takes constant time i. e. O(1) on each level to perform
normal operations such as rotating and shifting nodes. There are O(logN) different
levels. Therefore, insertion takes O(logyN) time, where k indicates the branching

factors and N specifies the all active nodes in a complete domain as shown in Figure
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Algorithm 2 : Joining new COS node
Input: NCjy,msg

Output: NCj,

Procedure Join(NC;,, msg)
if Cyeeept = 1 then
if Cremain > 0 then
NCis = Caz — Cremain
STD(NC;q, Dia, Sia, msg) > move on leaf node
else if thenC,.,.n = 1
RJN(NCip, Nip) > join neighbor as ancestor
else
RJA(NCp, Aip) > join as ancestor node
end if
else
if L;oper = 1 then
RJA(NCp, Aip) > join as ancestor
else if L;.yo; < NCjeper then
RJD(NCy,, Cyp) > join as child node
else if L. i < NCieper then
RJN(NC;y, Nip) > join neighbor as child
else
RJA(NC;y, Aip)
end if
end if
End Procedure
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Algorithm 3 : Leaving COS node

Input: S;q, Dig, msg
Output: D;;, C Ny

1:
2:

10:
11:
12:
13:

Procedure Leave(S;q, Diq, msg)

depth = LCP(S;q, D;q)

if depth! =0 then
Delete(D;y)
NCip = Chyrax — depth
STN(NCig, Dja, Sia, msg)
Update()

else
Delete(S;q)
STA(NCia, Dig, Sia, msg)
Update()

end if

End Procedure

> not a leaf node

> create new COS id

> update tree after deletion
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Algorithm 4 : Overlay COS node traversal
Input: S;4, D;gq, ro0t

Output: path

1: Procedure Traversal(S;q, D;q)

2: depth = LCP(SZ'd, Did)

3: if root = NULL then > returning 0 if root node is NULL
4: return(0)

5: else

6: while root! = NULL do

7: path = path x factorial(depth) > find the total combination of path and

enqueue all the decendent COS nodes
8: end while
9: return(path) > return the traversal path
10: end if

11: End Procedure

4.1. In the worst case, one leaf node is placed to another sub domain and 2log,y N—1
hopes will traverse.

Searching cost: If ACOT has height h has least number of nodes when all
internal nodes are m — 1. Since all leaf nodes must be at the same level, the ACOT
is a balanced and the number of COS nodes are n = myp1 —1 = h = [logmn]. If
ACQT of height h has the largest number of COS node when all internal root nodes

are m. Then the number of nodes N = Z?:o mt = m:ntll_ L and the number of keys

n=m"" -1 = h = |log,n|. Hence, the search time on ACOT overlay with m
COS node is O(logm,—1n).
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Figure (4.1) Number of active COS nodes involves in routing process

4.2 Generalized Ant Colony Optimizer (GACO)
for SLA optimization

In this section thesis has proposed a swarm-based meta-heuristic algorithm named
Generalized Ant Colony Optimizer (GACO) for SLA optimization which is a part
of CSRD module (explained in Chapter 3). GACO is based on hybrid approach
which consists of Simple Ant Colony Optimization (SACO)[51] and Global Colony
Optimization (GCO)[162][118] concepts. The main concept behind GACO is the for-
aging behavior of ants. GACO operates in the following four phases: Creation of a
new colony, search of nearest food location, balance the solution, and updating of
pheromone. GACO has been tested on seventeen well recognized standard bench-
mark functions and its results have been compared with three different well-known
meta-heuristic algorithms namely as Genetic Algorithm (GA) [171], Particle Swarm
Optimization (PSO) [87] and Artificial Bee Colony (ABC)[85]. The performance
metrics such as average (AVG) and standard deviation (STDEV) are computed and
evaluated with respect to these metrics. The proposed GACO performs better in
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Figure (4.2) Working model of GACO algorithm

comparison to the aforementioned algorithms. The proposed algorithm optimizes the

SLA problem and gives better results with unknown search spaces.

4.2.1 Working Model of GACO

The simple ACO algorithm was explained by Marco Dorigo et al. in the early
1990’s. Artificial ants will find the nearest node randomly first time and the ants
who have successfully reached the destination will update the total path length (L)
as a pheromone trail of the link visited in pheromone table. Here, actually routing
table is known as pheromone table that contains for each destination with real val-
ued information, on for each known adjacency node. This information is a remedy
of goodness of traversing over that adjacency node on the way to the destination.
This table is continuously updated conferring to the quality of solution by the arti-
ficial ants. The next ant’s group will explore the pheromone trails with the help of
pheromone table to reach the destination. The working model of proposed algorithm
graphically exhibited in Figure (4.2).

Let, number of artificial ant sets m = {1,2,...... , Ny} are located in the colony.

We assume ant m is currently situated at node ¢ then the transitive probability of
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the ants to choose next node jev" is as follows:

sy if j €]
Py (t)=q Sersit (4.1)

0 if g g

where v]" is the set of feasible path linked with v; with respect to m number of ants.
Each ant has their own decision policy to choose the next node. The z;; indicates
the pheromone concentration on corresponding edge (i, j). If any v; and ant m does
not has any adjacent v = (), then the predecessor to v; is included in v!*. There is
always a probability of getting a cyclic path. In this case we can remove the cycle
once the destination node has been selected. The a denoted as a constant (positive)
value to increase the impact of pheromone deposit. Once ants have built a complete
path between source to destination nodes then entire cycle has been removed and
individual path can be retraced to their source and retain a pheromone amount on
each edge (i, j) of their respective path. The total deposited pheromone by ant m is
0277 (t) on path length L™(¢). The inverse if the path length L™(t) consider as quality
path as follows:

025 (t) o

e (4.2)

therefore, zij (E+1) = 25 (1) + Z 625 () (4.3)
m=1

where n,, denotes the population. We assume if O™(t) denotes the optimal solution
during time ¢ then f(O™ (t)) depicts the quality solution. It is more important to
emphasize on the optimal path selection process as a result of coordination which are
evaluated from the modest behaviors of individual ants. In multiple global colony
optimization [162] [161] [54] [102] for artificial ants n,,, we consider both local as
well as global search spaces. We assume n; and n, ants perform local and global
search respectively. Let r; denotes the province and f(r;) is the fitness of province ;.
All provinces must be assigned with quality solution dynamically and z; initializes
the pheromone amount for each province. At starting point global search space is
considered as weak because Vn,, unknown about global province to explore new path.

Here, 95% of the n, perform crossover to struggle for new province and remaining
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5% involved in pheromone trail distribution. The probability of each m of the local

ants n; selects r; province which partially towards the good province as follow:

w2 (L)
P = > jenm 25 ()1 (2) 44

where, 11 (t) denotes the a priori attractiveness of the move from source to destination,
N/™ indicate the feasible nodes. If province find better fitness then ant moves in
the same direction otherwise increase the age of province and choose new direction
randomly. The age of province denotes the weakness of the particular solution. The
pheromone is modified by adding the amount of each z; proportionate to the fitness
of relative province. Some of other techniques to solve continuous optimization are
mentioned in [24][162][161]. The technical specification of GACO algorithm has been
explained in Algorithm 5.

The main motivation of doing this is that GACO provides best solution in larger
search space as compare to existing algorithms. The cloud resource allocation problem
has been mathematically formulated which is based on biding concepts [134]. The
main objective of this resource allocation process is the Quality of Service (QoS)
constraints must be satisfied and maximized the service provider profit. The sole
motivation behind this formulation is to reduced the unnecessary SLA violations

penalty cost.

4.2.2 Implementation and Performance Evaluation of GACO

This section explains seventeen well-known benchmark functions that are used to
evaluate the efficiency and performance of GACO algorithm. There are seventeen
benchmark test functions have been applied on GACO algorithm and evaluate the
performance. These test functions are categorized into two classes: a.) uni-modal,
b.) multi-model. The modality of benchmark function defines the number of local
minima and global minima locations. Table 4.2 shows the complete details of test
functions along with search space range. These benchmark test functions evaluate
the behavior of an algorithm in difficult situation and sometime diverse [130]. The

seven functions (T1 — T7) are uni-modal and ten functions (T8 — T17) are included
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Algorithm 5 : Generalized Ant Colony Optimizer

Input: Number of artificial ants n,,(m =1, 2,...n,,), number of province rp(k =1, 2,...
Output: Optimal path with quality solution, Province with best fitness value

: Procedure GACO
2: Set d =0, 2;; (0) = 0.01 (to small default values), z, (0) =1
3:

1

do
foreachm=1, 2, 3,........ Ny do
O™ (t)= NULL
do
Pick next node using Eq. 4.1
Link edge (4, j) to path O™ (d)
while till reach on destination node
end for
for each ant m =1, 2, 3,........ Ny do
for each edge (i,7) of O™(d) do
Add pheromone z;; using Eq. 4.3
end for
end for
d=d+1

: while exit condition is true

: Update O™ (d) as optimal with quality solution f(O™ (d))

: do
Calculate f(r;)

Sort fitness of Vr; in decreasing order

Post 5% of ngfor trail diffusion

for each n; do

if improve fitness of r; then

else

end if
end for
: while exit condition is true

: End Procedure

Post 95% of ngfor mutation and crossover

Update pheromone and age of ngweek province

Send n; ants to picked good province by Eq. 4.4

Update pheromone and move to good province

Increase province age and select new direction randomly

Tk)
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in multi-modal test benchmark. The first group of uni-model benchmark functions is
more relevant for evaluating the utilization capability and convergence rapidness of
an algorithm. There is no local optima and having single global optimum. Another
group of multi-domain benchmark functions provide multiple local solutions and test
the finding ability of an algorithm.

The population size/search agent of each competitive algorithm is set to 20. We
observed that 20 is an equitable value of population size for several optimization
problems. Generally, large size is not suitable for determining the global optima
because it reflects the higher probability.

The parameters description of proposed algorithm and competitive algorithms are
mentioned in Table 4.3. These parameters are fixed on the basis of reported litera-
ture review. The algorithms illustrated in this thesis are implemented in MATLAB
R2017b-9.3.0713579 version and then executed on MS Windows 7 Professional N with
64 bits. It is deployed on hardware configuration such as Intel Xeon eb 2650 2.6GHz
and 8 GB memory. The performance metrics are computed as average (AVG) and
standard deviation (STDEV) of best solution till last iteration. Table 4.4 & Table
4.5 show the evaluation results of test benchmark functions (T1 — T7) and (T8 —
T17) respectively. As per reported results, the GACO is more efficient algorithm for
test functions T1, T2, T5 —T8, T10 — T14 and T16. Remaining functions produce
competitive results. Results of each benchmark has been visualized in two spaces-
parameter space and objective space. Figure 4.3 and Figure 4.5 shows the results of

uni-modal and multi-model test benchmarks functions respectively.

4.3 Implementation of Map-Reduce Model for CIS

Map-Reduce technique provides an innovative idea to the rapid usage of very large-
scale and complex data-sets processing work. This section has been implemented
highly parallel Map-Reduce model for four different queries. A join operation is used
to match two large-scale data-sets in Map-Reduce. However, this process encompasses
high code volume to accomplish the concrete operation. If a data-set is smaller than

other data-sets, then small data-sets are distributed in all data node in the cluster.
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Table (4.3)

Test parameters setting of algorithms

Algorithms Parameters Values
GACO Number of Iteration 100
Population Size 20
Enforcement factor 0.1
PSO Number of Iteration 100
Number of Particles 20
Inertia Coefficient 0.50
Cognitive and Social Coefficient 1.7, 1.5
GA Number of Iteration 100
Population Size 20
Mutation and Crossover 0.02, 0.8
ABC Number of Iteration 100
Population Size 20
Acceleration Coefficient 1
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Figure (4.5) Results of multi-model test benchmark functions

Once it is distributed, Map-Reduce makes use of small data-sets to look for matching
records from large data-sets and then combines that records and converted into output
records. Here, two different data-sets having one common field as shown in Figure
4.6. The goal is to use Map-Reduce to combine two large data-sets. Only a few
records are displayed in the Figure 4.6, the actual data-sets contains a million of
records. Here, main purpose is that these two data sets have to be integrated through
the Map-Reduce model. All concerned codes have been implemented in JAVA 1.8.0
programming language. There are certain steps as given below to implement this
model successfully-
Step 1: Make a directory ”dataset” inside hdhuser and Copy both data-sets.
Step 2: Uncompress the zip file with following command:

hduser_tietlab- VirtualBox: ~$ sudo tar -rvf MapReducedoin.tar.gz
Step 3: Select MapReduceJoid directory

hduser_tietlab- VirtualBoxz:"$ c¢d MapReduceJoin

hduser_tietlab- VirtualBox: /~ MapReduceJoin$
Step 4: Now start the Hadoop

hduser_tietlab- VirtualBox: /~M apReduceJoin$HADOOP_HOME/sbin/start-
dfs.sh

hduser_tietlab- VirtualBox: /MapReduceJoin$HAD OOP_HOME /sbin /start-
yarn.sh

Step 5: Input both files (ServiceRequest.txt and Resource.txt)
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$HADOOP_HOME /bin/hdfs dfs -copyFromLocal ServiceRequest.txt
Resource.txt/
Step 6: Run the Map-Reduce program

$HADOOP_HOME/bin/hadoop jar MapReduceJoin.jar MapReduce-
Join/JoinDriver/ServiceRequest.txt /Resource.txt /output_mapreducejoin
Step 7: After successfully executed output file (part-00000) will stored on HDF'S (in-
side output_mapreducejoin directory)

$HADOOP_HOME/bin/hdfs dfs -cat /output_mapreducejoin/part-00000

4.4 Implementation Details and Interfaces

This section explains overall implementation details including test benchmark, testing
parameters, data-sets. Some important implementation steps and print screen have

also been highlighted in this section.

4.4.1 Hadoop Test Benchmark and Configuration Parameter
Settings

The Hadoop is one of the popular open source framework for implementation of
Map-Reduce tasks. It is developed by Apache and Yahoo! foundation. This pro-
posed research work have been implemented in Hadoop 2.7 running on JDK 1.8.0
and performed all concerned experimental evaluations. Some parameter’s value have
been changed in Hadoop system which is shown in Table 4.6 and rests of are default
configuration settings. WAN emulator has also been used to find the impact of dy-
namicity of DAIS framework. Besides, we configured the system to run two Map
instances and a single Reduce instance simultaneously on each COS node. All the
input and output data has been stored in Hadoop Distributed File System(HDF'S)
[156]. It uses a central job tracker and master HDFS demon to coordinate node
activities. The central job tracker and master HDFS daemon of Hadoop system co-
ordinate the COS node activities and to ensure that these daemons do not affect the

performance of other active COS node. We found the 512 MB buffer size per COS
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Table (4.6)

Experiment environment and hadoop configuration parameters

Parameter

Description

Remarks

Work Station
WAN Emulator

Storage nodes

Operating System

Databases

Coding language

Data block size
Maximum heap size
Maximum heap size
Enable “Rack awareness”
Enable block access token
Enable cross-origin sup-
port (CORS)

Methods allowed

Enable ACL

Enable log aggregation
Bulffer size per node
Clusters size

Tasks performed

Concurrent request levels

Data-sets

DELL T5610

TCS WANem (version 3.0 Beta
2)

One admin server, 15 COS nodes
(each COS having 2TB storage
capacity)

Ubuntu 18.04.1

Hadoop and GeoMesa HBase

Java SE 8
256 MB
512 MB
1.5 GB
True
True

True

GET and POST

True

True

512 MB

250, 500 and 1000 nodes
Loading and integrating 10 mil-
lions recorded data-sets

20, 45, 70 and 100

TPC-DI[139] and TPC-DSJ[131]

Intel CPU E5-2650, 16 GB RAM

Oracle VM VirtualBox
usage for implementation and

comparative analysis

Individual task executor JVM
DataNode JVMs

It increases the fault tolerance
For kind secure operation

It supports all kind of web ser-

vices

Support for HDFS Access Con-
trol List (ACL)

This thesis has used recorded
data-sets of both standard spec-

ifications
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ServiceRequest

SRID | QUANTITY | RID Resource

soa | a R2 RID | RNAME

S05 1 R1 R1 Virtual Machine (VM)

S07 8 R3 R2 Programming Tool (PT)

S08 2 R1 R3 Web Hosting (WH)
{Key: R2} {Key: R1} {Key: R3}

Tag: ServiceRequest Tag: ServiceRequest |°°°°°°°°°°°°°° Tag: Resource
Record: [S04,4,R2] Record: [S05,1,R1] Record: [R3, WH]
N —
Shuffling and Sorting

{Key: R1} {Key: R3}

{Tag: ServiceRequest Tag: ServiceRequest Tag: Resource } """ Tag: ServiceRequest Tag: Resource }
Record: [S05,1,R1]  Record: [S08, 2, R1] Record: [R1, VM] Record: [S07,8, R3] Record: [R3, WH]
N 7
~

Reducing
HDFS Outputs
{Key: R1} {Key: R2} {Key: R3}
{[S05, 1, 0S], [S08, 2, VM] } {[S04, 4, PT] } {[s07, 8, WH] }

Figure (4.6)

Map-Reduce Model for Join Operation
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Figure (4.7) TPC-DS benchmark working model

node is more effective for our experiment. Testing benchmarks have been deployed

in Hadoop on the cluster of 1000 COS nodes.

4.4.2 TPC Benchmark and Data-sets

In this thesis, the use of Transaction Processing Performance Council (TPC) [41]
benchmarks evaluate the performance of large scale data processing. This data pro-
cessing can be referred as storage access, disk read/write, data transfer, data inte-
gration, system calls, etc. Three benchmarks have been used in this thesis- TPC-DS,
TPC-DI and TPC-E. Table 4.7 explains brief ideas about these benchmarks. Figure
4.7 [189] and Figure 4.8 [139] illustrate the working layout of TPC-DS and TPC-DI
benchmarks respectively. This thesis has been implemented 40 SQL queries which
are already exist in these three TPC benchmarks. All these queries are related to
four tasks including Loading, Selection, Searching and Joining. The purpose of these
queries to evaluate the energy efficiency of the proposed DAIS framework which have

been described in next chapter.
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Table (4.7) TPC benchmarks

Benchmark

TPC-DS

TPC-DI

TPC-E

Version

1.1.0

2.11.0

1.14.0

Description

It is a type of decision support system that
provides a model for data manipulation and
queries. It simulates large amount of data such
as Spark and Hadoop. It gives accurate perfor-
mance report. It supports various operational
systems including web storage, catalog, inven-
tory and promotions. There are different ad-hoc
and reporting queries have been executed in this
benchmark.

It is a performance test benchmark that trans-
fer and integrate data from heterogeneous plat-
form. It manipulates and loads large amount
of data. Integrate different sources data with
more accurate and reliable.

It provides online transaction processing work-
loads that simulates all the activities found dur-
ing complex data processing. It supports mul-
tiple transactions simultaneously and moderate

application execution time.

Ref.
[189)]

[139]

[35]

90



4.5 Conclusion

Overall design and implementation of proposed work has been exhibited in this chap-
ter. Actually, DAIS is a layered architecture - exterior and interior. Four different
algorithms have been designed for ACOT topology. All these algorithms have been
implemented in JAVA and further their computational analysis has also been per-
formed. the search time on ACOT overlay with m COS node is O(l0og,,—1n). Inser-
tion complexity is O(logyN), where k indicates the branching factors and N specifies
the all active nodes in a complete domain as shown in Figure 4.1. In the worst case,
one leaf node is placed to another sub domain and 2log,N—1 hopes will traverse. A
novel meta-heuristic algorithm namely Generalized Ant Colony Optimizer (GACO)
has been designed and implemented for SLA optimization. As per simulation results

GACO performs better results in most of the cases.
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Chapter 5

Testing and Results Analysis

Previous chapters discussed in detail the design and implementation of the proposed
DAIS framework and its related components. Apart from this, DAIS framework has
been tested on various aspects with three different networks-1) Grid Computing Lab,
2) Software Engineering Lab and 3) Creative Computing Lab of Thapar Institute. All
the computers are connected through wireless access points. The Hadoop 2.7 and Java
1.8.0 have been used for concerned experimental evaluations. Mainly, this chapter
highlights various test results of the proposed work in different performance metrics,
including bandwidth, dynamic effect, average response time, SLA optimization and
energy efficiency evaluation. The statistical analysis (trial and error approach) of
experimental results of SLA optimization using GACO algorithm have been conducted

i order to assess the 0.05 level of significance.

5.1 Bandwidth Evaluations

The main goal of DAIS framework is to cooperates full range of large-scale data
access from different COS nodes which are geographically distributed. Firstly, the
performance of DAIS framework has been measured in terms of their bandwidth uti-
lization. In general, bandwidth specifies the amount of data transfer per unit of time.
Here, data transfer time identifies the differ time between finish and start time. Time

taken in resource discovery are not included for bandwidth evaluation. In this ex-
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Figure (5.1) Bandwidth evaluation results ( Delay vs. Throughput)

periment, all the information have been passed through WAN Emulator and scales
correctly as per user demand. Overall, bandwidth evaluation has been conducted in
two aspects: Delay vs. Throughput and Workload vs. Throughput. Average of 250
measurement performances have been reported in this experiment. The bandwidth
evaluation results of Delay vs. Throughput and Workload vs. Throughput are visual-
ized in Figure 5.1 and Figure 5.2 respectively. The bandwidth exceed the increase of
multiple streams, but there is some anomaly. Figure 5.3 illustrates bandwidth eval-
uation of five different workloads (16MB, 64MB, 256 MB, 1024MB and 2048MB) on
parallel streams. If we increase the workloads, then bandwidth automatically grows
in the same movement. It is interesting to note that the bandwidth for workload
of 16 MB, 64 MB and 256 MB reaches the optimum value and then gradually falls.
This obstacle can be easily handled by if the number of parallel streams have been

increased as aforementioned i Figure 5.3.
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5.2 Dynamicity and Scalability Evaluation

Each experiment has been executed three times and results are reported the average
of all three trials. First, we executed on single node to each experiment and then
separately performed on three different cluster sizes (250, 500 and 1000 nodes) for
measure the amount of data processed as well as how much time taken to perform
the experiment. Results of experiment have been stored in the distributed file system
and average result has been highlighted in this thesis. The time of reply is the critical
metrics that analyze the performance of storage management in cloud environments.
It specifies the time between user request submission and application delivered. Figure
5.4 shows the Average Response Time(ART) in four turnaround times (TT=50ms,
TT=65ms, TT=80ms, and TT=100ms). The axis X is linear and axis Y indicates the
logarithmic scale in millisecond(ms). Average response time increases linearly when
the number of users are increased. Reason behind is that ART has been restricted
to processing time for all CR domain. After increasing the number of users, it will
automatically generate long queue results in the higher response time. Here, we found
the growth of ART was also increase the turnaround time(TT).

The dynamic impact on cloud-oriented storage discovery of proposed DAIS frame-
work has been investigated. Initially, turnaround time of WAN emulator was set to
50ms. We believe that DAIS has a negligible performance impact on the dynamic
storage access. Figure 5.5 illustrates the comparative ART between static and dy-
namic DAIS frameworks. It reflects the performance impact of dynamicity of DAIS
framework on storage discovery. All COS node can join or leave the domain any
time as per ACOT rules which is already mentioned in Section 3.2. Queries traffic
can be easily controlled and shared with multiple COS agents. Figure 5.6 compares
the ART between static and dynamic COS storage allocation. Table 5.1 shows the

consolidated overall performance report on various input parameters.
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Table (5.1) Overall performance report on various input parameters

Input Parameters Performance Metrics
ART Dynamicity TT Speedup

Increase the no. of users Increased  High Increased ~ Normal
Statically increase the no. of Decreased  Low Increased Low
COS nodes
Dynamically increased the Increased  High Decreased  High
no. of COS nodes
Increase the no. of resources Normal High Increased  Normal
shared by COS devices
Increase the no. of resources Normal High Increased ~ Normal

discovered by cloud user

5.3 SLA Violation Penalty Evaluation

The objective function mentioned in Equation 3.3 that maximizes the total profit if it
is considering the cost of SLA violation along with underutilized resources. Equation
3.7 identifies the total number of allocated VM instances of each vm; type which never
exceed the number of available instances. Equation 3.8 recognizes the successful bids
for each pair of resource type. Equation 2.1 inhibits all underutilized resources to be
assigned to particular bid.

The SLA optimization problems has been resolved while taking all the constraints
(mentioned in Equation 3.4 to 3.8) in this thesis. Here, we have defined set of all
the possible bids orderings as search spaces that will be used by all meta-heuristic
algorithms. Each bid will be converted to a solution and checked it will feasible or
not. As per bid policy there must be at least one ordering that reflects the optimal
solution. The proposed GACO algorithm has been implemented in MATLAB and
executed 100 times to find the best solution. The comparative statistics of proposed
GACO algorithm for SLA violation penalty in unidentified search spaces are reported

in Table 5.2. Figure 5.7 shows the comparative best solution with other algorithms in
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unidentified search spaces. Moreover, the results of the SLA optimization problems
in cloud computing showed the better performance in unidentified search spaces. The

results of this problem are improved as compared to existing techniques.

5.3.1 Wilcoxon Statistical Test Analysis

The comparison of algorithms does not guarantee the effectiveness and superiority of
particular algorithm.The possibility of getting good results, by trial and error method,
can’t be ignored. In this regards, statistical analysis has also been performed in this
thesis using seven CEC2015 [34] special section test benchmark functions. Table 5.3
shows the details of CEC2015 special section test benchmark functions. Test work is
taken from the CEC2015 special session, which is the most challenging test benchmark
functions in the literature. These functions are also known as black-box optimization,

because it solves real parameter based single objective optimization without knowing
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Table (5.2) Comparative statistics of GACO for SLA violation penalty optimization

Algorithms Worst case Best case Average case STDEV
GACO 0.013792 43701.79 2796.085 8053.906
PSO 0.342633 42021.53 3271.718 8175.305
GA 146.2593 23769.62 1347.263 3141.235
ABC 919.4537 39802.37 7302.713 7546.448
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Figure (5.7) Comparative best solutions of GACO in unidentified search space
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the equation of benchmark functions.

Table (5.3) CEC2015 test benchmark functions

Function Function Name Related basic function Dim  f,...
No.

CEC1 Rotated Bent Cigar Bent Cigar function 20 100
CEC2 Rotated Discus Discus 20 200
CEC3 Shift and Rotated Ackley Ackley’s function 20 300
CEC4 Shift and Rotated Schwefels Schwefel’s function 20 400
CECH Shift and Rotated Katsuura Katsuura function 20 500
CEC6 Shift and Rotated HappyCat  HappyCat function 20 600
CECT Shift and Rotated HGBat HGBat function 20 700

The Wilcoxon statistical test [172] has been performed at 0.05 level of significance.
The obtained p-values from Wilcoxon statistical test are computed in Table 5.4. At
the time of statistical analysis, we have compared all the four algorithms (GACO,
PSO, GA and ABC) to each other. All those algorithms are demonstrated statically
superiority whose p-value is less than 0.05. In addition, MannWhitney-U rank test has
also been conducted on the average values of CEC-2015 special session benchmark
functions. MannWhitney-U rank sum test results of statically superiority at 0.05
level of significance have been reported in Table 5.5. All the significant differences
are denoted as- ns indicates for p > 0.05, " indicates for p <= 0.05, "**’ indicates
for p <= 0.01 and "*** indicates for p <= 0.001. A significant difference between
two data sets has been observed by the MannWhitney-U ranks sum test.

5.4 Energy Efficiency Evaluation

In general, energy efficiency having many factors to consume energy such as stor-
age server, network equipment, infrastructure related etc. This thesis consider only
storage server related energy consumption as mentioned in Figure 2.2 . Efficiency

analysis of proposed framework has been addressed in three units: workload, energy
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Table (5.4)

Obtained p-value from Wilcoxon statistical test

Function Name  GACO PSO GA ABC

CEC1 0.01871 0.00061 0.00021 0.00201
CEC2 0.00113 0.01792 0.00661 0.00411
CEC3 0.00021 0.00193 0.00011 0.08403
CEC4 0.00070 0.03041 0.00262 0.01100
CEC5 0.00360 0.00031 0.03102 0.06301
CEC6 0.00380 0.00030 0.06571 0.00071
CECT 0.00061 0.00091 0.00412 0.00560

Table (5.5) Statistical superiority of MannWhitney-U rank sum test (where ns de-

notes for p > 0.05, "*’ denotes for p <= 0.05, "**’ denotes for p <= 0.01 and ***’

denotes for p <= 0.001)

Function Name
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efficiency and measurement [163].

5.4.1 Workload Unit

Let, L(T') and E(T) denotes the workload and energy efficiency of active COS node

during time 7. N and ¢; represents the number of total COS and number of total

active COS respectively, whereas 1<i<N. The frequency, power and usage of ¢; node

at time t are denoted by f;(t), p;(t) and w;(t) respectively. Hence, L;(t) = f;(t) *u;(t)
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and F;(t) = p;(t). Similarly, L(T) and E(T) can be defined as follows:

L(T) :Z /0 Filt) % u(t)dt (5.1)

E(T) :Z /0 pi(t)dt (5.2)

We assume 7(7T) represents energy efficiency during time 7" and it can be calculated

as:
L(T)
T) = E(T .
Hence, by equation 5.1, 5.2 and 5.3, we can calculate energy efficiency as:
Ji(t) * ui(t)
i(t) = ———= 5.4
nt) = o (5.4)
and
N T
: (T ;(t)dt

S fo pit)dt

In general, Million Instruction Per Second (MIPS) or Floating Point Operations
Per Second (FLOPS) is often used to evaluates energy effectiveness of computer sys-
tems, but watt or power is used to evaluates consumed energy by respective cloud
storage system or any peripheral nodes. There is no specific algorithm to evaluate en-
ergy efficiency of a storage system. At the present time, most algorithms have focused
on either time complexity or space complexity. Now focusing on energy efficiency has

become very important.

5.4.2 Energy Efficiency and its Measurement

This thesis evaluates the energy consumption and efficiency of three most popular
storage approaches like Hadoop, HBase and DAIS. Experiment has been conducted
on loading of 10 millions recorded data-set (TPC-DI[139] and TPC-DS[131]). Data
is averagely distributed on each COS nodes. Four different tasks (Loading, Selection,

Searching and Joining) have been executed in this experiment. Energy efficiency of
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Figure (5.8) Energy consumption on various tasks

DAIS framework has been compared with two other popular approaches including
Hadoop and HBase. Experiment results of each task has been reported separately
as shown in Figure 5.8. It also shows that the energy consumption of DAIS is less
than HBase and Hadoop in most of the cases. Such superiority prevails even when
the number of concurrent requests increases.

Apart from this Figure 5.9 illustrates the average energy efficiency per COS node
of all four tasks. As per experiment results proposed work performs better on higher
concurrent threads. For better understanding some critical results (maximum and
minimum) are reported in Table 5.6. It shows that the average energy efficiency of
all four tasks between 6mmn to 10mn. This result also proves that the proposed DAIS

framework is less complex than HBase and Hadoop.
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Table (5.6) Average Energy Efficiency (maximum and minimum values in mn) of

four tasks-Loading, Selection, Searching and Joining

Approaches Tasks
Loading Selection Searching Joining
DAIS Min  5.975001 6.200134 5.200032 5.710005
Max  8.902012 8.555556 7.722222 7.931428
HBase Min  5.722503 6.210005 5.210034 5.268945
Max  9.258751 8777778 8.803001 7.917695
Hadoop Min  5.312404 5.576667 4.710107 5.067400
Max  9.145045 8.900000 8.303000 8.865650

5.5 Conclusion

In this chapter, DAIS framework has been tested in Hadoop 2.7 with Java 1.8.0 en-
vironment. Mainly, this chapter has been performed various test along with results
analysis. Results are computed in different performance metrics including bandwidth
evaluation, impact of dynamicity, average response time, SLA optimization and en-
ergy efficiency evaluation.

Apart from above, the MannWhitney-U rank sum statistical test (trial and error)
of SLA optimization have been conducted in order to assess the 0.05 level of signif-
icance. Results are reported on seven special session benchmark (CEC-2015) along
with competitors. As per reported results, 95% values are accessed under significance

level.
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Chapter 6
Conclusions and Future Scope

This chapter provides the concluding remarks on the work carried out in this thesis. It
highlights overall contributions and outcomes of this research work. It also addresses
remains major challenges for cloud storage management. To demonstrate the validity,
applicability and complexity of the proposed framework and algorithms. This chapter
start with describing the major contributions then discuss outcomes in this research

work. At the end, future scope of this research work has been discussed.

6.1 Conclusions

The thesis titled ”Dynamic and Scalable Data Access and Integration Services in
Cloud Computing Environment” focuses the cloud-oriented storage management is-
sues including dynamicity, scalability, self-organizing, Quality of Service (QoS) and
integration services. Following are major contributions of this thesis:

Chapter 2 addresses the comprehensive literature reviews based on prevailing mod-
els and applications related to cloud-oriented storage systems. Comparative analysis
of 20 well-known existing cloud storage systems and 6 most popular service providers
have been explained in chapter 2. The meta-heuristic-based optimization approaches
and self-organizing models for cloud storage management has been well explained.

In chapter 3 a unique framework named DAIS has been proposed which pro-

vides dynamic data access and integration services in cloud computing environment.
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DAIS framework has four major components- Adjacency COS Overlay Topology
(ACOT), Cloud Storage Resource Discovery (CSRD), COS Integration Service (CIS)
and Cloud Usage Monitor (CUM). Each of these four components have been explained
thoroughly in this chapter. The various architectural diagrams of DAIS framework
and its components has also been visualized in well manner. A highly flexible and
self-organizing topology named ACOT has also been proposed in this thesis. DAIS
framework removes the centralized and static approaches for cloud-oriented storage
systems. The Cloud Storage Resource Discovery (CSRD) module is one of the major
component of DAIS framework that provides integrated storage discovery in cloud
environment.

Overall design and implementation of proposed work have been explained in chap-
ter 4 . Various algorithms have been analyzed and designed in this chapter. Each
algorithm has been thoroughly computationally analyzed and evaluated its searching
cost and time. A novel swarm-based meta-heuristic algorithm named Generalized
Ant Colony Optimizer (GACO) has been proposed and well designed in this chapter.
GACO has tested on 17 well-known benchmarks test functions and compared with
three most popular algorithms.

The proposed DAIS framework has been implemented in JAVA 1.8.0 and thor-
oughly tested in Hadoop 2.7 environment. Performance, bandwidth and energy con-
sumption are some of the major metrics that have been evaluated in this thesis. To
test energy efficient, measurement unit and mathematical model have been used. En-
ergy consumption results have been compared with two well-known approaches HBase
and Hadoop-MR.

Overall the Quality of Service has also been enhanced in order to data accessibility

level, on-demand services, data integration services and Service Level Agreement.

6.2 Future Scope

In this thesis, the cloud storage problem has been resolved to some extent, even there

are some challenges and open issues in it, which will be extended in the future work.
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. IoTs-based applications: Rapid growth of IoTs devices that will attract to
cloud computing not only because they must be highly available. All these devices
generate huge amount of data every seconds which are very difficult to store and

manage such data-sets.

. The growth of analytical application: Today’s most of the organizations usage
web analytics services to enhance their business. A growing of such web analytic
data is directed to large-scale data-sets. Such data is more useful for business

purpose but analysis of that data is very difficult task.

. Parallel database management system for product line business applications.

It will be reduce the number of servers and storage resources.

. Backend support for intensive computational services that keep large amount

of data in the cloud and rely on sufficient bandwidth for service execution.

. High availability ultra-large data storage in the cloud environment.
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