Bio-Inspired Optimization Algorithms for Image Steganographic
and Cryptographic Applications

A thesis submitted
in fulfillment of the requirement for the award of degree
of
Doctor of Philosophy
Submitted by
Ajay Kumar

Registration Number: 901506016

Under the Supervision of

Dr. Alpana Agarwal Dr. Abhijit Karmakar
Professor, ECED Chief Scientific Officer
11T, Jodhpur

DEPARTMENT OF ELECTRONICS AND COMMUNICATION
ENGINEERING
THAPAR INSTITUTE OF ENGINEERING AND TECHNOLOGY,
PATIALA-147004

December 2024






ACKNOWLEDGEMENTS

First and foremost, I would like to express my sincere, humble and deep sense of gratitude
to my supervisors Dr. Alpana Agarwal, Professor, Department of Electronics and
Communication Engincering, Thapar Institute of Engineering and Technology, Patiala and Dr.
Abhijit Karmakar, Chief Scientific Offier, IIT Jodhpur (Formerly Chief Scientist, CSIR-
‘CEERI, Pilani) for his support and motivation throughout the course of this research work.
‘rom last six years of research, I am unable to find
scuss the problems related to my ‘

occasion when he could not spare time




ABSTRACT

The multimedia data communication in the form of images is done in different applications,
namely, healthcare, defense, and satellite. These images are prone to numerous attacks on the
communication channel, such as statistical attacks and differential attacks. These attacks are
overcome by adding the security layer to the multimedia data using steganography, encryption,
and hybrid methods based on it. The steganography methods hide the secret data in the cover
media, whereas encryption methods scramble the secret data using a random key. Further, in
the hybrid methods, the secret data is encrypted and then hidden in the cover image. Hence, in
this research, these security methods are investigated to find out the challenges of the existing
algorithms and enhance them using the bio-inspired algorithms. In the literature, numerous
authors used the bioinspired algorithm to enhance the security methods. However, in the
literature, several bio-inspired algorithms are available, and selection of the most optimum
algorithm is a challenging task. In this research, the most optimal bio-inspired algorithms,
namely, Egyptian Vulture Optimization (EVO), Green Heron Optimization (GHO), and Black
Widow Optimization (BWO), are chosen due to their better exploration rate, minimum
parameter tuning, and better convergence rate. Based on these algorithms, security methods in
the fields of steganography, encryption, and hybrid approaches based on them are designed in
this research.

In this research work, two security methods are designed to enhance the security parameter
known as imperceptibility for image steganography applications. In the first method, three
parameters are determined before data hiding, such as optimal cover image index, block index,
and secret data index, using the bio-inspired algorithms (EVO, GHO, and BWO), which were
not claimed by other authors in the previous studies. On the other hand, in the second method,
the secret data bits are matched with cover image LSB bits, and the matched index is
determined. Thereafter, the matched index is hidden in the same cover image in the optimal
way using the bio-inspired algorithm by finding the best starting index in the cover image and
optimal secret data index. The bio-inspired algorithm searches the best indexes based on the
objective function. In our work, the parameter mean square error (MSE) is taken as the
objective function. Further, the benefit of the proposed image steganography method is that it
is suitable for single- and multi-bit data embedding. The simulation evaluation of the image
steganography method is done on the standard USC SIPI Image Database images. Further, for
the evaluation purposes, several grayscale and color images are taken into consideration. Next,
the evaluation is done based on subjective and objective analysis. In the subjective analysis,
based on the visual quality, original cover images and their histograms are compared with the
output images known as stego images. On the other hand, in the objective analysis, several
performance parameters, namely, mean square error (MSE), root mean square error (RMSE),
peak signal to noise ratio (PSNR), structure similarity index measure (SSIM), correlation
coefficient (CC), entropy, university image quality (UIQ) index, image fidelity (IF), and
normalized absolute error (NAE), are used to analyze the characteristics of the stego image
with respect to the cover image. The result shows that the proposed image steganography
method achieves high SSIM, CC, UIQI, IF near to one value, low MSE, RMSE, NAE near to



zero value, and approximates similar entropy between cover and stego image as required in the
steganography. Besides that, the proposed method achieves better PSNR without degrading the
payload capacity as compared to existing methods.

Two security methods are proposed next to overcome the statistical and differential attacks on
the secret data for image encryption applications. In the first method, a random key of 512- bits
is generated using the bio-inspired BWO algorithm for data encryption. The benefit of the
BWO algorithm is that it searches for the best key among the n number of keys based on the
objective function. Subsequently, this key is utilized in the image encryption method to perform
substitution, permutation, and key scheduling steps. Besides that, the BWO mutation operation
is performed in the permutation step. On the other hand, in the second method, the BWO
algorithm searches the best parameter values of the chaotic logistic map for key generation
based on the objective function. After that, an exclusive-OR operation is performed between
the secret image pixel and the random key. Next, the encrypted matrix is randomly circularly
shifted horizontally and vertically to achieve permutation. In both methods, entropy is taken as
the objective function. The simulation evaluation is done in the standard USC SIPI image
database. In the evaluation, several images are taken into consideration. The result shows that
the encrypted image is found to be completely noisy from visual analysis, and its histograms
are equally distributed. On the other hand, in the objective analysis, the proposed methods
achieve high entropy (~7.999) close to the ideal value and also high number of pixels change
rates (NPCR) (~99%) with a low correlation coefficient (near to zero value) and PSNR (near
to 8-12 dB). Further, comparative analysis shows that the proposed method outperforms in
terms of entropy and NPCR over the existing methods.

Next, a privacy-preserving method is designed by hybridizing the image encryption and
steganography methods. The novelty of the proposed privacy-preserving method is that the
same evolutionary BWO algorithm is used for key generation, for secret data encryption, and
for optimized data hiding. The benefit of the proposed method comes from the fact that the
cover image plane chosen to hide the encrypted data is not fixed, as it is determined based on
the pixel intensity value. Moreover, in the proposed method, only sensitive information about
the user is encrypted. The visual analysis shows that the input and output images are similar,
and the objective analysis shows that the cover plane and optimal starting pixel index are not
static, achieving better PSNR (in the range of 54.1579-54.3132 dB), high CC, SSIM, IF, UIQI
(near to 0.999 value), and similar entropy is obtained between input and output image. The
proposed methods are useful for anyone who wants to communicate secret data in a more
secure way.
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Chapter 1

Introduction

1.1  Background and Motivation

The internet is the most preferred communication medium for transmission and reception of
data such as in the form text, speech, image, or video, from one place to another. Due to the
advancement of technology, the amount of data communication on the internet has increased
exponentially. This has resulted in large amount of information of common people being
transmitted on the internet. The data contains sensitive information such as, health care
parameters, financial transactions, and vital identification parameters of individuals. This
information is accessed by a number of authenticated parties or business enterprises such as by
telecom, e-commerce, and transportation companies for specific purposes. In many cases, the
personal information of the people is accessed by various parties, whether required or not.
Further, the information shared is breached, quite often, on the internet and is prone to

numerous attacks, leading to data tampering, unauthorized use or further misuse.

The two important security measures that are used to ensure data confidentiality, data
authenticity and data integrity are cryptography and steganography. The cryptography
algorithms encrypt the data using a private key, whereas the steganography algorithms hide the
data in the cover media to make it imperceptible to the attacker [1-2]. The security of a
cryptography algorithm depends on the encryption algorithm and the private key. In the earlier
times, various conventional cryptography algorithms such as Data Encryption Standard (DES),
Advanced Encryption Standard (AES), and Blowfish were deployed for data encryption. These
algorithms are superior for encrypting text information [3-5]. On the other hand, images contain
some inherent features such as huge number of data pixels, strong correlation between adjacent
pixels, and high redundancy between pixels [6]. Also, this is to be noted that in the current
scenario, data communication is done, majorly, in the form of images or videos rather than in
text. Thus, the deployment of conventional cryptography algorithms provides inferior quality
of security. Besides that, private keys are generated using conventional algorithms such as

linear and non-linear feedback shift registers, RSA, and Fibonacci series in the literature [7-



10]. However, these algorithms generate non-random keys if the input parameters are not

chosen appropriately and the output key remains fixed.

On the other hand, in steganography, the most popular data-hiding algorithm is the least
significant bit (LSB) method. The LSB algorithm substitutes the least significant bit of the
cover media with the secret data bit [11]. Further, a k-bit LSB algorithm is proposed in which
k-bits of the LSB of the cover medium are substituted with secret data bits. The k-bit LSB
algorithm provides better data hiding capacity than the LSB algorithm; but it provides higher
variability that negatively impacts the imperceptibility parameter [12]. Besides that, the cover
media scanning order and starting pixel of the data hiding are fixed. In addition, the secret data
order is also fixed. Thus, it is easy for the attacker to break the steganography algorithm.

To overcome these limitations of image cryptography and steganography, bio-inspired
optimization algorithms are being used for these data security applications [13-14]. The
biologically-motivated optimization algorithms are inspired by the living organisms for their
survival purposes, and have been employed in several applications [15]. The characteristics are
studied by researchers, based on which the optimization methods have been developed that are
known as bio-inspired optimization algorithms. Further, in recent years, bio-inspired
optimization algorithms have gained in popularity over traditional optimization methods any
complex problem can be optimized according to the desired requirements. The bio-inspired
algorithms are differentiated from each other based on their search process, number of

parameters required and their tuning [16].

In our work, we have tried to obtain a set of optimal bio-inspired algorithms and incorporate
them for image cryptography and steganography applications that quickly explore the search
space to find the optimal solution based on the chosen objective function with minimum

number of parameters.
1.2 Image Cryptography

The use of cryptography in writing can be traced back to at least 1900 BC, when an Egyptian
scribe employed a non-standard form of the hieroglyphic alphabet to convey information.
Experts disagreed on when exactly cryptography first originated, but mostly agreed that it was
developed for use in everything from diplomatic letters to military strategy documents after the

invention of writing. When computers and the internet became widely usable for



communication, it was natural that new cryptographic techniques would emerge. Cryptography
is important in the data and communications fields whenever data is sent over a medium that
can't be trusted, like the Internet and other networks. To ensure the safety of any data exchanged
between programs, there are some essential conditions that must be met [17].

o Confidentiality: Confidentiality is defined as the protection of the sender’s privacy and
the contents of the message from anyone other than the recipient.

« Authentication: Proof of one's identification is called "authentication.” Name-based or
address-based authentication are now the most common methods of host-to-host
authentication on the Internet, however, they are both extremely insecure.

o Integrity: It makes sure that the recipient gets a copy of the message that hasn't been
changed from the original.

e Non-repudiation: It ensures the original sender cannot deny sending the

communication.

Thus, not only the main data is safeguarded from theft or tampering, but cryptography might
also be employed for the authentication process. The following sections cover the three main
categories of cryptographic systems used for these purposes, namely, “hash functions”, “secret-
key cryptography”, and “public-key cryptography”. The original, unencrypted data is always
called "plaintext." The information is encrypted into ciphertext and then decrypted back into

plaintext.
1.2.1 Image Encryption and Decryption

Image encryption and decryption methods are used to securely transmit the secret image over
the internet and retrieve it in its original form on the receiver side. The block diagram of image
encryption and decryption is shown in Figure 1.1. Initially, the secret image and key are read
and given to the encryption method. The encryption method performs various operations on
the secret image, such as substitution and permutation, and gives the encrypted image as the
output. The encrypted image is communicated on the communication channel through the
internet. On the receiver side, the encryption image along with the key are given to the
decryption method. The decryption method performs inverse operations on the encrypted
image that were performed on the encryption method and gives the original secret image at the
output [18].
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Figure 1.1: Block Diagram of Image Encryption and Decryption (Adapted from [18])
1.2.2 Domains of Image Encryption

The image encryption methods are classified into four types based on domains. These domains
are spatial, transform, optimal, and compressive sensing, as shown in Figure 1.2. These

domains are described below.

Domains of Image
Encryption

Compressive

Spatial Transform Optimal Sensing

Figure 1.2: Domains of Image Encryption (Adapted from [18])

e Spatial Domain: In the spatial domain, the secret image pixels are operated directly
for encryption purposes. In most of the image encryption methods, while encrypting an
image, the secret image pixel the exclusive-OR is performed with a random key. For
example, chaotic function-based image encryption methods. This domain-based image
encryption is faster, less complex, and easier to understand than the other domain based
image encryption methods. Due to these advantages, in this work, the spatial domain is
chosen for image encryption.

e Transform Domain: In the transform domain, the secret image pixels are transformed
from the spatial domain into the frequency domain. To achieve this goal, any of the

frequency technique is used. After performing the encryption in the transform domain,
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it is inverse transform to get the encrypted image. This domain-based image encryption
method is complex, requires understanding of frequency techniques, and requires more
computation time for image encryption over the spatial domain.

Optical: In the optimal domain, the secret image is transformed into stationary white
noise. To achieve this goal, a double random-phase encoding (DRPE) approach is used.
Specifically, it uses a pair of random phase masks, one in the input plane and the other
in the Fourier plane. In DRPE, these randomized phase masks serve as the "key." This
domain-based image encryption method is faster due to good computation speed and
parallel processing.

Compressive Sensing: In the compressive sensing domain, secret images are
compressed as well as encrypted. The compression is achieved using any compression
method before encryption. The most popular image compression methods are lossless
predictive coding and DRACO [19]. This domain method takes longer to compute
because data compression and encryption need to be performed. Besides that, more
information is communicated when compared to other domain-based image encryption

methods.

Image Steganography

The word "steganography™ has been derived from two words, "stegano™ and "graphia," whose

meaning is "cover writing." In this method, the secret information is written in some form of

cover media, so it gives no attention to the attacker [2]. Steganography has been used since

ancient times for secure communication, as explained below.

In the fifth century, Histaiacus used this method to send a secret message by designing
a message on the skull of his slave, and the slave moved that message with growing
hair.

Nearly, 50 decades ago, an Italian mathematician, Jerome Carden rescued a method of
secret message writing that had been adopted by the Chinese in ancient times. In this
method, a sheet of paper was used as a mask by making grid holes in it and writing a
hidden message by placing it on a blank sheet of paper. This mask was then shared
between the sender and the receiver. Once the grid mask is placed, the unwritten blank

paper is filled, which turns out to be harmless text.



e During the First World War, the Germans used unused magazine material to create
multiple stages of microdot technology. Various techniques were used to write a secret
message, including “open coded messages”, “the Enigma machine”, “different null
ciphers”, and using invisible ink during the Second World War.

« In Saudi Arabia, a king started a project at Abdulaziz City of Science and Technology,
the information for secret writing and a detailed description of their project were found

in a twelve-hundred-year-old manuscript.

Further, in the last 20 years, steganography has been transformed into digital processing-based
steganography methods due to advancements in the technology of wireless communication,
digital cameras, data digitalization, and the internet. In the current scenario, secret data in any
form, namely, text, audio, video, and images, is hidden in the cover media. Furthermore, digital
steganography methods cover a variety of media types, including text, audio, images, and

video.
1.3.1 Data Embedding and Extraction Procedure of Steganography

The block diagram of the data embedding and extraction for steganography is shown in Figure
1.3. Initially, cover media, secret data, and a key are read and given to the data embedding

algorithm. The key parameter is optimal in the steganography.

Cover Media Secret Data Secret Data
y N
\ 4 \ 4
Data Embedding |_ Key (Optional) ,| Data Extraction
Algorithm Algorithm
A
\ 4
Stego Media »  Communication Channel »  Stego Media

Figure 1.3: Block Diagram of Steganography (Adapted from [20])

Internally, the data embedding algorithm performs three operations. In the first operation,
processing is done on the least significant bit (LSB) of the cover media and logical operations
are performed on it to make it suitable for data substitution. The second operation involves the
splitting of secret data into 1-bit chunks. In the third operation, the secret data bits are

substituted in the LSB bit of the cover media. The data embedding algorithm outputs stego



media, which is communicated to the receiver for data extraction. On the receiver side, the

stego media and key are read and given to the data extraction algorithm. This algorithm

processes the LSB bits of the STEGO medium and extracts the least significant bit of it. The

extracted LSB bits are processed to reconstruct the secret data on the receiver side.

1.3.2 Properties of Steganography

Steganography methods provide confidentiality for the secret data. Therefore, the properties

that are taken into consideration when designing steganography methods are explained in this

section. These properties are imperceptibility, payload capacity, and robustness (as shown in

Figure 1.4), and their explanation follows [21].

Properties of
Steganography

Imperceptibility Payload Capacity Robustness

Figure 1.4: Properties of Steganography (Adapted from [21])

Imperceptibility: The imperceptibility parameter defines how much distortion is
generated in the cover media due to the data hiding process. In the ideal case, minimum
distortion is required so it gives no attention to the attacker. Thus, imperceptibility is
the most important security parameter of steganography. In the literature, several
authors work to enhance this parameter by applying various operations to the secret
data or cover image.

Payload Capacity: This parameter defines how much information is hidden in the
cover media. The payload capacity depends on the size of the cover media and how
many bits are hidden per cover media pixel. In the literature, some of the researchers,
pre-process the secret data using data compression methods such as Huffman coding,
arithmetic coding to enhance the payload capacity. On the other hand, some of the
researchers are hiding more bits per pixel of the cover media to enhance payload
capacity, but this negatively impacts the imperceptibility parameter because hiding
more bits per pixel generates extreme distortion in the cover media. Thus, there is an

inverse relationship between payload capacity and imperceptibility.



o Robustness: The robustness parameter defines how much the steganography method
is robust to attacks on the communication channel. The most popular statistical attacks
on the stego medium are noise addition, rotation, zooming, and scaling. In order to
overcome these attacks, the researchers in the literature, pre-process the secret image
and add the error correction code to it, such as the Hamming code. On the other hand,
the addition of error correction code in the secret data, negatively impacts the payload

capacity parameter.

In this work, we have enhanced the imperceptibility parameter without impacting the

embedding capacity parameter.
1.3.3 Classification of Steganography

The steganography methods are classified into three types, namely, based on the cover media,
hiding domain and based on retrieval process, as shown in Figure 1.5 [2]. The detailed

explanation of these types is given below.

Classification of
Steganography

Based on Retrieval Based on Data

Cover Media Hiding Domain Process Hiding Process

Figure 1.5: Classification of Steganography (Adapted from [2])

o Cover Media: The cover media is important in steganography because the secret data
is substituted in it in such a way that the attacker cannot detect it. In the literature, four
types of cover media are available: text, image, video, and audio. In text steganography,
text data is used as a cover medium to hide the secret data. Further, in image and video
steganography, image pixels and video frame pixels are taken as cover media to hide
the secret data, respectively. Finally, in audio steganography, audio samples are used
as a cover media to conceal the secret data. Out of these media, image steganography
is most popular because it provides better payload capacity due to the large number of
pixels in it. Further, the variability is generated in the cover image due to the data
embedding process, and it does not draw attention to the attacker because it is

recognizable in the cover image. In video steganography, one frame is equivalent to



one image. Therefore, the same embedding and extraction process of image
steganography is applicable to video steganography. In this research work, we have
chosen images as the cover medium to hide the secret images.

Hiding Domain: The image steganography is classified into two types based on the
hiding domain. These are spatial domains and transform domains. In the spatial domain,
the cover image pixels are directly manipulated for data hiding, whereas in the
transform domain, the image pixels are transformed into the frequency domain using
frequency techniques. Some of the most popular frequency domain techniques in the
literature are discrete Fourier, cosine, and wavelet transforms and their various types,
such as integer based, complex wavelet, and dual-tree complex wavelet transforms.
After that, data hiding is performed on the transformed pixels, and an inversed
transform is conducted using the frequency method before communicating the stego
image. Further, when comparison is based on the embedding capacity, the spatial
domain is superior to the transform domain because all pixels can be manipulated for
data hiding, whereas in the transform domain, either low, high, or dc coefficients are
used for data hiding purposes. Next, the spatial domain provides less complexity than
the transform domain because no conversion needs to be performed on the cover image.
Due to these advantages of the spatial domain, in our work, the spatial domain is used
for hiding the secret images. In the literature, several spatial domain-based data hiding
methods are available for data hiding, such as least significant bit (LSB), histogram
shifting (HS), pattern based, pixel value difference (PVD), multiple bit plane, and
palette based. Out of these data hiding methods, the LSB method is most preferred in
the spatial domain due to its simple structure and process of data hiding.

Retrieval Process: The retrieval process of the steganography method defines whether
the cover image and secret data are retrieved on the receiver's side or not. It is divided
into reversible and irreversible steganography methods based on the retrieval process.
The reversible steganography method retrieves both information (the cover image and
secret data). This category includes the histogram shifting method. On the other hand,
in the irreversible steganography method, only secret data is retrieved on the receiver
side because, in this method, the cover image LSB bits are manipulated due to the data
hiding process. The LSB method falls under this category.

Data Hiding Process: In the data hiding process, either data is hidden in the entire
cover medium in a consecutive manner or a region of interest (ROI) is found to be

hiding the secret data. In the literature, pre-processing on the cover media is done before
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the data hiding process. Some researchers, for example, identified the region of interest
in the cover image and then performed data hiding on it. Further, some researchers split
the cover image into a smooth region and an edge region, hiding less information in the
smooth region because of high redundancy between pixels, whereas hiding more
information in the edge region because low redundancy exists between pixels. Next,
some scholars worked on cover images, in which RGB planes are available and plane
selection is done based on the human visual system's (HVS) characteristics for data
hiding. In the HV'S characteristic, the researchers define that eyes are more sensitive to
green color than blue. Therefore, blue is chosen for data hiding. In our work, data hiding
is done in a consecutive manner. Furthermore, the challenges of HVS characteristics in
steganography are considered when selecting the optimal plane. The challenges of HVS
characteristics-based plane selection are that it is a fixed data hiding plane, and if the
blue plane is the more dominant plane in the steganography, then it negatively impacts

the imperceptibility parameter.

1.3.4 Image Security Methods based on Steganography

In this section, we have studied and analysed the image security methods based on

steganography.

Least Significant Bit (LSB) Method: The basic structure of the least significant bit
(LSB) method is shown in Figure 1.6. Initially, a secret image is read. The secret image
is splitinto 1-bit chunks [11]. After that, the cover image and 1-bit chunks of data about
the secret image are given to the data embedding method. The data embedding method
performs two operations. In the first operation, the least significant bit of the cover
image pixel makes it "0." After that, in the second operation, the 1-bit chunks of
information of the secret image in the cover image are substituted, resulting in a stego

image in the output.

Further, numerous researchers have designed k-bit LSB methods. The block diagram
of the k-bit LSB method is shown in Figure 1.7. In these methods, secret image bits are
split into k-bit chunks. After that, the k-least significant bit of the cover image is
concealed with secret image bit chunks. Figure 1.8 shows the stego images obtained
from k-bit LSB methods. There is a clear degradation in stego image quality when the

number of bits per pixel is raised, as seen by the stego images.
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Figure 1.6: Block Diagram of the LSB Method
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Figure 1.7: Block Diagram of the k-bits LSB Method
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Figure 1.8: Stego Images for k-bit LSB Methods [22]

The mathematical model for LSB method for data embedding and extraction is given below.

S"=C—-Cmod2"+d (1.2)

d = S'mod 2™ (1.2)

InEq. (1.1), C, S’ denotes the cover and stego image pixel value whereas n specifies the number

of bits replacement in the cover image pixel. Further, d denotes the secret message.
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In the proposed steganography methods, LSB method is taken under consideration to hide the

optimal secret data in the cover image to enhance the imperceptibility parameter.

1.4  Hybridization of Cryptography and Steganography Methods

The hybridization of cryptography and steganography methods is done to add a number of
layers to the secret data, known as a "multi-layer security system [23]." In this method, one
layer of security is added to the secret data by performing the encryption process. After that, a
second layer of security is added by hiding it in the cover media. The block diagram for it is
shown in Figure 1.9. Initially, the secret data is encrypted using a secret key in the encryption
method. Following that, encrypted data and cover media are fed into the data embedding
method, which returns stego media in the output after data hiding. On the receiver side, the
data extraction method gives the encrypted data after extracting the data bits from the stego
media. Furthermore, the encrypted data along with the key is forwarded to the decryption
method. The decryption method performs the inverse functions that are performed in the
encryption method and gives the original secret data at the output. In the literature, the
encryption method uses advanced encryption standard (AES), IDEA, chaotic mapping, and

exclusive-or operations, whereas the LSB method is used for data hiding [23-27].

Secret Data
y N
SecretData || Encryption Secret Key .| Decryption
Method - Method
A
\ 4
Cover Media Encrypted Data Encrypted Data
A
\ 4 \ 4
Data Embedding Data Extraction
Algorithm Algorithm
A
\ 4
Stego Media »  Communication Channel »|  Stego Media

Figure 1.9: Block Diagram of the Hybridization of Cryptography and Steganography
(Adapted from [2])
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However, the hybridization of cryptography and steganography methods increases the overall
execution time because the entire secret data is encrypted and then hidden in the cover media.
Besides that, all parties need to have access to the secret key to retrieve the secret data. Instead
of encrypting the entire secret data, we only encrypt the sensitive parts of the secret data, which
reduces the overall execution time. Further, only the required parties need to have access to the

secret key instead of all parties, which enhances the security of the proposed method.

1.5 Bio-Inspired Optimization

Optimization algorithms have gained popularity in different engineering disciplines to solve
various mathematical problems. The main motive of the optimization algorithms is to find the
optimal or near-optimal solution to the chosen problem [28]. Further, optimization algorithms
are classified into types, namely, "deterministic” and "stochastic." In deterministic algorithms,
the algorithm gives the same output, whereas in stochastic algorithms, there is ambiguity
related to the output according to the input constraint [29]. The traditional optimization
algorithms that are preferred in the earlier stages to solve mathematical problems require
massive computation efforts, are not applicable to all problems, and fail to find an optimal
solution when the problem is complex. These limitations give us the motivation to explore bio-
inspired optimization algorithms, which require less computation effort and cover a broader
range of complex problems than traditional optimization algorithms. It is an iterative process
that searches for the optimal or near optimal solution according to the given problem. The
optimization of the solution is done based on the objective function. Thus, according to the

given problem, the objective function is either maximized or minimized.

Next, we have explained the workings of the bio-inspired optimization algorithm to understand

how it works. The flowchart of the bio-inspired optimization algorithm is shown in Figure 1.10.

As we know, the main motive of the bio-inspired algorithm is to provide an optimal or near
optimal solution. As a result, the initial population is initialized randomly in the lower and
upper limits based on the required solution because the solution space contains hundreds of
solutions and searching each solution in consecutive ways requires significant computation
effort. Further, the dimension of each population depends on the problem. In the next step, the
fitness evaluation is performed for each population based on the objective function. As a result,
the objective function is important in the bio-inspired algorithm, and its proper selection
improves the optimal solution to the given problem. In most of the problem constraints, its
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value is either maximized or minimized. Based on the fitness evaluation, the best population is
determined, which gives the superior solution over the other populations. The bio-inspired
algorithm is then iteratively executed until either the required solution is not achieved or a fixed
number of iterations is reached. In this iterative process, the bio-inspired optimization
algorithm operations are performed on the initial population to generate a new population in

order to explore solution space.

Start Randomly §e|ect
Population

Generate Initial
Population

Generate New
Population

A

Evaluate the Fitness
Function of Individual
Population and
Determine the Best
Solution

Fitness Evaluation
of the New
Population

A

Compared it with
Best Solution

No !

Update Population

Stop
Condition?

Figure 1.10: Flowchart of the Bio-Inspired Optimization Algorithm (Adapted from [30])

For example, the GA algorithm performs "crossover” and "mutation” on the initial population,
whereas the EVO algorithm performs "hit with a pebble,” "rolling with twigs," and ""change of
angle" on the initial population to generate a new population. The new population is evaluated
in the same way as the initial population. Thus, the new population chooses the superior

solution over the best solution in the earlier phase, and the best solution is then updated.

Further, bio-inspired algorithms are classified into four types namely, swarm intelligence,

evolutionary, physical based, and chemical based, as shown in Figure 1.11.
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Figure 1.11: Classification of Bio-Inspired Optimization Algorithm (Adapted from [31])

The swarm intelligence algorithms are based on the food searching behavior of the living
organisms. The well-known swarm intelligence algorithms are “particle swarm optimization”
(PSO), “ant colony optimization” (ACO), “cat swarm optimization” (CSO), “Egyptian vulture
optimization” (EVO), and “green heron optimization” (GHO). On the other hand, the
evolutionary algorithm is based on the mating process of living organisms. The most popular
evolutionary algorithms are the genetic algorithm (GA), black widow optimization (BWO),
and bumble bee mating optimization (BBMO). Next, physical and chemical optimization
algorithms are based on the physical and chemical properties [32]. Gravitational search
algorithms, big bang big crunch optimization, and chemical reaction optimization are some of
the most popular optimization algorithms. The most efficient algorithms based on these
optimizations are swarm intelligence and evolutionary algorithms. Therefore, in our research,

these algorithms are taken into consideration.
1.5.1 Objective Function

Obijective function plays a vital role in the BIO algorithm. According to the problem, the
objective function is either maximized or minimized [33]. For example, in cryptography, the
objective function such as entropy is maximized for best encryption; whereas in steganography,
the objective function such as mean square error is minimized for enhancing the
imperceptibility parameter. Further, single- or multi-objective function concepts are given by
researchers. In the single objective function, single characteristics of the given problem are
boosted, whereas in the multi-objective function, multiple characteristics of the given problem
are enhanced. In the last step, the optimal selection of the objective function reduces the
algorithm complexity based on the population and the number of iterations (number of times

the objective function is evaluated in the bio-inspired optimization algorithm).
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1.5.2 Selection Criteria for Bio-Inspired Optimization Algorithm

A huge number of BIO algorithms are available in the literature, and a good number of them
are deployed frequently for cryptography and steganography applications. Thus, selecting the
most optimal bio-inspired algorithm for these algorithms is a challenging task. Therefore, this
section explains how these optimization algorithms are differentiated from each other and
selected for the search of the optimal solution in these applications.

e Exploration and Exploitation Rate: The main components of the bio-inspired
algorithms are exploration and exploitation rate, or intensification and diversification.
Generating a large number of potentially appropriate answers is the meaning when
talking about "diversification,” with the ultimate goal of broadening our search.
Intensification is the process of narrowing a search to a smaller geographical area,
taking advantage of the knowledge that a good solution is already located there. In
conjunction with picking the top options, this is what happens. The diversity of the
solutions is increased through randomness, and the selection of the best alternatives
guarantees that they might converge on optimality. In most cases, success in achieving
global optimality can be guaranteed through careful coordination of these two primary
factors. In our work, these components are taken into consideration while choosing the
bio-inspired algorithm for designing encryption and steganography methods [34].

e Convergence Rate: The convergence rate defines the count of iterations; a bio-inspired
algorithm is used to find the solution [35]. The convergence rate is a graph plotted
between iterations and the fitness function. It depends on the exploration and
exploitation rates of the algorithm.

e Total Number of Input Parameters: This parameter defines the total number of input
parameters required for the bio-inspired optimization algorithm to determine the
optimal solution.

1.6 Dissertation Outline

The main aim of this dissertation is to enhance the security of the image steganography and
encryption methods using the bio-inspired algorithms. In this section, the organization of the

dissertation is explained. The dissertation is organized into seven chapters.

Chapter 1 provides a background and motivation for this research work. Following that, a

detailed description of cryptography is provided, which includes an examination of image
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encryption and decryption method and its domains. Further, spatial domain methods are studied
in detail because they are taken into consideration in this research. Next, a detailed description
of steganography is given, in which, data embedding and extraction procedure, its various
properties, classification, and the most popular data hiding methods are studied. Following, the
hybridization of cryptography and steganography, bio-inspired algorithms, and their types are
studied. In this study, swarm intelligence and bio-inspired evolutionary algorithms are
considered. As a result, a thorough investigation was conducted. Based on the study, important
terms like "objective function™ and how bio-inspired algorithms are selected. Finally, outline

of the dissertation outline is discussed in this chapter.

Chapter 2 presents the review of the literature. In this chapter, initially, a literature review is
conducted for image encryption, image steganography, and hybrid approaches based on it.
After that, based on the literature survey, research gaps and objectives for the thesis work are
defined. Further, datasets, evaluation platforms, and performance metrics for encryption and
steganography are defined to understand the research methodology. Next, in this chapter, a
detailed description of the swarm intelligence algorithms, namely, Egyptian Vulture
Optimization (EVO), Green Heron Optimization (GHO), and evolutionary algorithm black
widow optimization are taken into consideration in our work for optimizing data hiding and

encryption is explained. In the last section, the research contributions are defined.

Chapter 3 presents the proposed optimized image steganography methods that are developed
using the swarm intelligence algorithms in order to enhance the imperceptibility parameter. In
this work, EVO and GHO algorithms are taken into consideration due to better exploration of
solution space over other swarm intelligence algorithms. We, next, explain the proposed
approaches for the image steganography method. In the first approach, the swarm intelligence
algorithms search the best cover image, optimal block order, and optimal secret data index
before data hiding to enhance the imperceptibility, whereas in the second approach, a matching
method is proposed in which swarm intelligence operations and their optimization are used for
hiding the data in an optimal way. The result analysis is performed based on the subjective and

objective analyses and are compared with the existing methods based on them.

In Chapter 4, we have developed an optimized image steganography method by considering
the evolutionary (Black Widow Optimization) algorithm. Initially, in this chapter, the reasons
for choosing an evolutionary algorithm such as Black Widow Optimization (BWO) in our

work, is explained over existing evolutionary algorithms. Next, the proposed image
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steganography method based on is explained, including how the BWO algorithm searches for
the optimal secret data and cover image index in order to enhance the imperceptibility
parameter. Following that, subjective and objective analysis is performed on the standard
dataset in the result and analysis section to validate its performance over the existing method.

In Chapter 5, we have presented two key generation methods based on evolutionary BWO
algorithm for image encryption. Initially, we start with the explanation how bio-inspired
algorithms are used for key generation for image encryption. After that, two approaches are
explained for the proposed image encryption method. In the first approach, how the
evolutionary BWO algorithm is used for random key generation and its operation deployed for
image encryption is explained, whereas in the second approach, random key generation is done
using the chaotic logistic map algorithm and its performance is enhanced by determining the
best initial parameter value using the evolutionary BWO algorithm. After that, its deployment
for image encryption is explained. Furthermore, the proposed methods' results are analyzed in
terms of simulation setup configurations of the BWO algorithm, followed by subjective and
objective analysis. The final section includes a comparative analysis.

In Chapter 6, a privacy-preserving method is proposed by combining the image encryption
and steganography algorithms and optimizing their performance using the evolutionary BWO
algorithm. Initially, in this chapter, the need for a privacy-preserving method and the challenges
of the existing methods are defined. After that, how the optimal cover image plane is chosen
for data hiding by pre-processing the cover image is explained. Next, the proposed privacy-
preserving method is explained, in which encryption is performed on the sensitive data and
optimized data hiding is done in the cover image plane using the BWO algorithm. The
simulation evaluation is also explained in detail, including the simulation setup configuration
of the BWO algorithm and a subjective and objective analysis of the proposed method. In the
last section, the comparative analysis is done with the existing methods based on the various

performance metrics.

In Chapter 7, conclusions are drawn. Initially, in this chapter, key contributions and findings
are explained. After that, limitations and future scope of the work are discussed.
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Chapter 2

Literature Survey

2.1 Introduction

The main theme of the research work in this thesis is to study and explore bio-inspired
optimization (BIO) algorithms and employ them to optimize the performance of image
encryption and steganography methods for secure communication of digital images on the
internet. In this chapter, a survey of related literature is provided on image cryptography and
steganography methods, followed by hybrid approaches. Based on this survey, the research
gaps and objectives have been elaborated in this chapter. The standard image dataset employed
for evaluation of the performance matrices for the proposed methods, along with the software
tools and platforms, are also discussed in this chapter. Next, an overview of the bio-inspired
algorithms is given which are considered in this research. Finally, research contributions are
defined.

2.2 Related Work on Image Encryption

In this section, some important related work is provided for image encryption methods to
understand how bio-inspired optimization algorithms are deployed for image security. The
main motive of the image encryption methods is to secure the digital images on the internet by
encrypting them [36]. In encryption, the encryption method and random key play an important
role. In the literature, numerous encryption methods such as chaotic function, Advanced
Encryption Standard (AES) [37], DNA [38], elliptic curve cryptography (ECC) [39], and bio-
inspired based methods are used for image encryption. In recent years, bio-inspired based
methods have gained in popularity over other encryption methods because they encrypt the
secret images by analyzing their characteristics. Therefore, we have studied and analyzed the

bio-inspired-based image encryption methods proposed by various researchers.

In [40], the authors generated n number of encrypted images using the original image and
chaotic function. After that, encrypted images used a population in the genetic algorithm to
determine the best encrypted image that provided high entropy and a low correlation
coefficient. In [41], the authors designed a two-stage step to maximize entropy and minimize
the correlation coefficient using a dynamic harmony search algorithm. In [42], authors
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optimized a chaos-based image encryption scheme using teaching-learning-based optimization
(TLBO) and a gravitational search algorithm (GSA). The TLBO provides superior results over
gravitational search algorithms. In [43], authors deployed the genetic algorithm for chaotic
functions. Furthermore, single, and multi-objective functions are designed. The hybrid
combination of entropy and correlation coefficient as an objective function provides superior
results over other combinations of objective functions. In [44], authors have hybridized the
linear feedback shift register (LFSR), chaotic functions such as tent and logistic map algorithms
for key generation. After that, process the original image in fixed block size. Furthermore,
perform XOR and genetic operations to get the encrypted image in the output. In [45], authors
used the keccak, henon map, DNA encoding, and genetic operations to achieve image
encryption. In [46], authors determined the optimal parameter values of a chaotic logistic map
using the grasshopper optimization (GO) algorithm and used the entropy as an objective

function.

On the other hand, the random key plays an important role in the image encryption method
because, in most of the image encryption methods, an exclusive-or operation is performed
between the image pixel and the random key [47]. In the literature, various conventional key
generation methods such as RSA, elliptic curve cryptography (ECC), and linear and non-linear
feedback shift registers are used for encryption purposes [7-10,48]. Out of these, RSA and
ECC-based methods are used for key generation for software applications. These algorithms
require modular, multiplication, and exponent functions [9,48]. As a result, key generation
takes a long time. On the other hand, linear and non-linear feedback shift register methods are
used for key generation for hardware applications [7-8]. These algorithms generate 1 bit per
cycle and require a number of shift registers and logical operators. Besides that, in conventional
key generation methods, the random key is fixed and easy to cryptanalyze if the input
parameters are known by the attacker. To overcome these limitations, researchers have
proposed bio-inspired-based key generation methods. These methods, instead of generating the
random key, explore the optimal key from n numbers of keys based on key characteristics such
as probability of Os and 1s, transition between Os and 1s, and other characteristics of the key.
Following that, we investigated and analyzed the use of bio-inspired algorithms for key

generation.

For key generation, in [49], authors used the particle swarm and ant colony optimization
algorithms. Further, authors [50] took into consideration the different evolutionary algorithms
such as genetic algorithms, differential evolution, improved modified harmony search, and
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hybrid combinations of improved modified harmony search and differential evolution for key
generation for stream ciphers. They have designed the bi-objective function to maximize the

entropy parameter and the intersection between random keys and secret data.
2.3  Related Work on Image Steganography

The central idea of the image steganography method is to substitute the secret data in the cover
image in such a way that minimum distortion is generated in the output image, known as a
stego image [2]. A minimum distortion in the stego image gives the least imperceptibility to
the attacker when data substitution is performed on it. In the conventional substitution method,
in order to conceal secret information in the cover image, the LSB of the cover image pixel is
replaced with a secret data bit. This method is known as the "least significant bit" (LSB) in
steganography [11]. However, due to the substitution procedure, a distortion in the output
image is generated when the cover image LSB bit is not matched with the secret data bit, which
adversely impacts the imperceptibility parameter. Thus, determination of the optimal secret
data or cover image before data substitution enhances the imperceptibility parameter [51-58].
To achieve this goal, rearrangement of the secret data or cover image is done, and determination
of the optimal form is a very challenging task because a number of combinations are available.
Further, exploring all the combinations is almost a difficult task. Hence, to overcome this issue,
bio-inspired optimization algorithms are taken into consideration by various researchers in the
literature. Next, we studied and analyzed how the bio-inspired optimization algorithms are used

for image steganography.

In [51], authors used the genetic algorithm to search for the optimal pixel scanning order in the
cover image and secret data form. In [52], authors determined the optimal secret data matrix
by performing swapping, data direction, and data polarity. To achieve this goal, they have
employed the genetic algorithm. Further, authors [53] have deployed the PSO algorithm to
search the optimal pixels in the cover image for data embedding. However, the data embedding
capacity is reduced because only a subset of the cover image can be hidden rather than the
entire image. In [54], authors used cat swarm optimization to find the best substitution secret
data matrix. This method outperforms the exhaustive LSB substitution method because it uses
all substitution matrices to find the best stego image. As a result, the computation time is
increased. In [55], authors searched for the optimal cover image scanning direction and optimal
secret form. The scanning direction is divided into two states: horizontal and vertical, and the
optimal secret data form is determined by flipping, transposing, and shifting operations. In
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2018, authors [56] did the pre-processing on the cover image by splitting it into blocks. After
that, determine the optimal block order using the artificial bee colony algorithm. Further,
authors [57], say that if the restriction is done to the same cover image, then the best results are
not always obtained. Therefore, they have designed a method that searches for the optimal
cover image from a set of cover images using a genetic algorithm. Next, in [59], authors used
the genetic algorithm to rearrange the secret data before data embedding in the cover image.
However, the genetic algorithm has low convergence rate. Finally, in [60], authors designed n-
bit optimized LSB data hiding method using the Harris Hawks optimization method to
determine the encoded form of secret data based on the objective function. In their work, PSNR

is taken as the objective function.

Further, some researchers designed a matching method for image steganography to enhance
the imperceptibility parameter. In [58], authors designed a method that identifies the suitable
location to hide the secret data in each pixel. The identification process generates the coefficient
matrix corresponding to the location of the match. Furthermore, they have deployed the genetic
algorithm to hide the coefficient matrix in the cover image in the optimal way. The hiding
capacity is less because only one quarter of the cover image is used for identifying the suitable
locations and the remaining matrix is used for hiding the coefficient matrix. In [61], authors
designed a complemented or non-complemented method that matches the complemented or
non-complemented form of secret data bits with the cover image LSB bits and determines the
optimally matched form. The advantage of their method is that it provides better embedding
capacity, but variability is generated in their method due to hiding the optimally matched form
using the LSB method. In [62], authors designed an optimized data hiding method in which the
cover image is split into smooth and edge regions. The smooth region LSB bits are matched
with secret data bits, whereas edge region pixels are used to hide the matched index. The
embedding capacity is not fixed, and data extraction is feasible only if the same number of

edges are recovered while hiding the data.
2.4  Related Work on Hybrid the Cryptography and Steganography Methods

The hybridization of cryptography and steganography methods is done to achieve multi-layer
security on the secret image. In these methods, the secret image is encrypted using image
encryption methods [63]. After that, the encrypted image is hidden in the cover image using
steganography methods. In this section, we have studied and analyzed the various methods
proposed by the hybridization of cryptography and steganography.
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In [64], the authors safeguard the users' private and sensitive data on the 10T network using the
chaotic function. After that, utilized the steganography method to hide the information. In [65],
authors employed the RSA and neural network-based steganography approach to safeguard the
personal and confidential information in the medical photographs. The authors of [66] created
an approach to protecting user privacy by combining the Advanced Encryption Standard (AES)
and the LSB algorithm. In [67], the authors, hybrid the AES, ECC and LSB algorithm in which
data encryption is done using AES algorithm, secure the private key of AES algorithm using
ECC, then hiding the encrypted key using LSB algorithm. The hybridization is done with the
conventional encryption method which takes longer computation time (for example in RSA,
exponent, modular needs to perform for data encryption) for data encryption and consumes
more resources (for example look-up tables are required in AES for substitution and mix
column layer). Besides that, entire information is encrypted then hidden in the cover media

using data hiding method which takes long execution time.

2.5 Research Gaps
In this section, the research gaps are defined based on the literature survey.

¢ Inimage steganography, either optimal secret data or a cover image is determined using
the bio-inspired optimization algorithm before data substitution [52-58]. The most
popular bio-inspired optimization algorithm is the genetic algorithm. The genetic
algorithm selects the population randomly to generate the offspring. The population is
randomly selected, and if the selected population is of inferior quality, then the superior
offspring will not be generated from it [68]. Thus, the exploration rate of genetic

algorithms is slower, and they provide a low rate of convergence.

« In the matching method of image steganography, the secret data bits are matched with
the cover image pixels and optimal matching indexes are determined [58,61-62]. After
that these indexes are hidden in the same cover image. Therefore, the embedding
capacity is lower and it takes a longer execution time for data substitution if the data
substitution is done for high resolution images.

« The pre-processing of the cover image is done to select the most optimal plane for data
hiding. The optimal plane for data hiding is chosen in the literature based on the
characteristics of the human visual system (HVS) [62]. Green is more sensitive to the

human eye than blue, according to the HVS characteristic. Therefore, the blue plane is
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2.6

chosen for data hiding. For these reasons, the data hiding plane is fixed, and its impact
on the security parameter is negative. Furthermore, if the blue color is the most
dominant color in the cover image, it will have a highly negative impact due to data
concealment.

Random keys play an important role in cryptography and steganography algorithms.
Encryption and key generation methods are designed using bio-inspired algorithms
while considering the characteristics of the input image and random key. In the
literature on it, the conventional key generation methods are deployed for it. It takes a
long execution time, generates a fixed key generation pattern, and is based on complex
mathematical models [7-10, 48].

In cryptography, chaotic functions are preferred over conventional cryptography
algorithms because they are extremely sensitive to initial conditions and provide non-
linearity, unpredictability, and ergodicity [69]. The inappropriate selection of initial
condition parameters negatively impacts the security parameter. Therefore, bio-inspired
optimization techniques such as the genetic algorithm, dynamic harmony search,
teaching learning-based optimization (TLBO), gravitational search algorithm (GSA),
and grasshopper optimization algorithms are deployed to determine the optimal
parameter values based on the objective function [42-43, 46]. These algorithms provide
a low convergence rate and require parameter tuning.

Cryptography and steganography algorithms are hybridized to design multi-layer
security systems [63]. In this system, the secret data is encrypted and then hidden in the
cover image using the steganography algorithm. The hybridization methods take a

longer execution time because the entire secret image is encrypted using cryptography.

Objectives

In this section, the research objectives are defined that are based on the literature survey and

research gaps.

1. To study and explore bio-inspired Cipher and Steganography Algorithms

The focus of the study is to first explore the limitations of traditional image cipher and
steganography algorithms. Next, the suitability of bio-inspired algorithms are studied for
deployment in cipher and steganography algorithms. The swarm intelligence and
evolutionary algorithm based cipher and steganographic algorithms are studied in detail

along with their challenges
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2. To propose bio-inspired cryptographic and steganographic algorithms for optimizing

performance and high security

Two swarm intelligence algorithms, namely, Egyptian vulture optimization and green
heron optimization, and one evolutionary algorithm, namely, the black widow optimization
algorithm, are employed for proposition of the image steganographic methods. These
algorithms are utilized to search for the optimal form of secret data by performing various
operations and determining the optimal scanning order in the cover image for optimized
data hiding. These algorithms perform three operations in each iteration to explore the
solution space and to search for the optimal solution.

3. Generation of reliable random key using bio-inspired algorithms

The objective is to propose the cryptographic key generation method based on bio-inspired
black widow optimization algorithm. Firstly, a completely random key is generated using
the BWO algorithm based by the minimization of the objective function. In the second
approach, the optimal parameter values of the chaotic logistic map algorithm are

determined using same algorithm. The random key is generated using it subsequently.

4. To demonstrate the proposed algorithms in related applications.

Here, the main objective is to design a privacy-preserving method using the hybridization
of cryptography and steganography methods. In the proposed multi-layer security system
secret data is encrypted and then hidden in the cover image using the steganography

algorithm.

2.7 Dataset, Evaluation Platform and Performance Evaluation Parameters

2.7.1 Standard Dataset

Digital images are stored in the USC-SIPI picture database [70]. It is kept up mainly to help
researchers in the fields of imaging science and computer vision. In 1977, the first USC-SIPI
image database was made available to the public; since then, thousands more photographs have
been uploaded. The database is broken up into collections called "volumes" that are based on
the common themes seen in the images. Depending on the volume, images with resolutions of
256x256 pixels, 512x512 pixels, or 1024x1024 pixels can be found. Both the grayscale and

color images are 8 bits/pixel in depth. Current database access includes the volumes, namely,
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texture, aerials, miscellaneous, and sequences. Out of these, miscellaneous volume is

maximally used in image encryption and steganography.
2.7.2 Software Tools and Platforms

The MATLAB program is used for the simulated examination of cryptography and
steganography algorithms. Matrix Laboratory, or MATLAB for short, is a popular high-level
language and interactive environment for doing numerical computation, visualising data, and
writing computer programs. MathWorks creates MATLAB [71]. It's possible to work with
matrices, plot data and functions graphically, construct methods, design user interfaces,
communicate with other programs written in languages like C, C++, Java, and FORTRAN, and
much more. Various mathematical instructions and functions are pre-installed to facilitate

numerical procedures, plot generation, and other mathematical operations.
2.7.3 Performance Analysis Parameters

Performance analysis parameters are determined to evaluate the performance of the image
encryption and steganography methods. These methods are analysed using subjective and

objective analysis [2,44, 72], as explained below.

e Subjective Analysis: In the subjective analysis, the input and output images of image
encryption and steganography methods are compared based on the visual parameter. In
the image encryption, the output image should be completely noisy as required, whereas

in steganography, the output image should be similar to the input image.

o Objective Analysis: In the objective analysis, various performance metrics are
determined for image encryption and steganography methods. Some performance
metrics are common to both methods (such as mean square error (MSE)), peak signal
to noise ratio (PSNR), entropy, and correlation coefficient (CC)), whereas others are
determined for encryption (such as NPCR, maximum deviation, and chi-square test) or
steganography methods (payload capacity). The detailed description of these
performance metrics is given below.

1. Peak Signal to Noise Ratio (PSNR): The Peak Signal to Noise Ratio (PSNR) is the
most preferred parameter to verify visual analysis. It is calculated using Eq. (2.1). It
is measured in dB. A low value of PSNR represents the strong encryption whereas

high value represents better image steganography method.
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PZ
In EQ. (2.1), P denotes the value of maximum possible intensity of a pixel in the original
image (secret image in the image encryption/cover image in the steganography). MSE
represents the mean square error between original and output image (encrypted image
in the encryption/stego image in the steganography) and it is calculated using Eq. (2.2).

M N 2
_ Xi=12j=1(04;=0I;})
MxXN

MSE

(2.2)

Here, 0, OI denote the original and output image whereas M, N denote the row and

column of the image.

2. Entropy: This parameter defines the degree of uncertainties in the system. In the
image encryption process, a higher value of entropy represents the high randomness
in the encrypted image and is less prone to statistical attacks. On the other hand, in
steganography, the similar entropy to the cover image is required. It is calculated

using Eq. (2.3) as

1
p(cm)

E(c) = 325 plem) X log, | (23)
Here, p denotes the probability of histogram value, ¢ denotes the histogram for the
encrypted image/stego image, m represents the histogram value which varies between

0 and 255. The entropy value for an encrypted image is near to 8 value in an ideal case.

3. Correlation Coefficient: Correlation coefficient is computed using Eq. (2.4) as

follows:

_ ZiZj(oij—Omean)(OIij—OImean)

- 2 2
\/(Oij_omean) (Olij_OImean)

cc (2.4)

where 0, OI denote the original as well as output images. Peqn, Emean denote the mean
values for the original and output images respectively. Lastly, i, j denote the subscripted
variables. The correlation coefficient value varies from -1 to 1. The 1 value represents
the strong correlation between original and output image. In the cryptography, ideal
value of 0 is required which represents the low correlation between original and

encrypted image. On the other hand, in the steganography, high value of correlation
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coefficient required which denotes the strong correlation between cover and stego

image.

4.

Number of Pixel Change Rate (NPCR): Cryptanalysts sometimes alter the original
image/key slightly to test how the alteration impacts the encrypted image [44]. A
robust encryption system that is resistant to differential attacks should be extremely
sensitive to even minor changes in the original image/key. This sensitivity is
analysed in cryptography using number of pixels change (NPCR) parameter. NPCR
is computed using Egn. (2.5).

NPCR = Zmnl@mm 10 (2.5)
RXC

Here, D denotes the difference between encrypted images. Its value is 1 if encrypted

image pixels are different else it is 0. On the other side, R, C denote the rows and

columns of the images.

5.

Maximum Deviation (MD): Maximum deviation is the sum of the difference
between the histograms of the plaintext image and the encrypted image [44]. The
mathematical representation of maximum deviation is represented in Eq. (2.6).

Dinax = 2258 4+ 3258 di (2.6)

Chi-Square Test: Chi-square test (x2) is performed to verify the histogram

uniformity. It is determined for encrypted images using Eq. (2.7).

32 = 2% (9550 @7
Payload Capacity: Payload capacity parameter defines how many bits per pixel is
hidden in the image steganography.

Structural Similarity Index Measure (SSIM): SSIM measures the image quality
based on original initial image which is free of compassion or distortion. SSIM index
estimates perceived errors which mean that is consider image distortion as perceived
alteration in structural information. It is based on estimating when the pixels have
inter dependencies particularly when theses pixels are spatially close. Inter
dependencies provides significant structure information of the objects in visual

scene. SSIM can be mathematically calculated as given in 2.8.

_ (2pcts+C1)(20¢5+C3)
SSIM(¢,$) = Gz ez ey otrotecy (2.8)
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9. Universal Image Quality Index (UIQI): UQI is a Universal image quality index
for measure the distortion between two input images. This approach based on
configuring three factors which is luminance distortion, contrast distortion and
structural comparisons. Despite this index is mathematically defined without
considering the HVS, experimental results show that it reveals amazing reliability
with subjective quality measurement. UQI performs better quality evaluation
comparing with MSE and PSNR. Based on the above three comparison, UQI can be
described as given in 2.9 and 2.10.

UQI(c,s) = L(c,s),C(c,s),S(c,s) (2.9)
_ AUclshcs
VIR = Gari oz ot (210)

Where uc,us indicates the mean values of cover and stegoed images. And acos
indicates the standard deviation of cover and stegoed images, and ucs is the

covariance of both images.

10. Root Mean Square Error (RMSE): The root mean square value is a standard way
of measuring the error of a model in predicting quantitative data. Formally it is
defined as follows:

RMSE = VMSE (2.11)

11. Image Fidelity (IF): The image fidelity parameter measures the distortion in the

stego image due to data hiding.

Yk jk—0jK)?
IF =1 —=2 2 J& 2.12
Xk 1jiex0jk ( )

In Eq. (2.12), Ijy, O denotes the input and output image pixel value in the image

steganography.
2.8  Bio-Inspired Optimization Algorithms Utilized in this Research

In the proposed methods, three bio-inspired algorithms, namely, Egyptian Vulture
Optimization (EVO), Green Heron Optimization (GHO), and Black Widow Optimization
(BWO) algorithm is taken into consideration. The detailed description of these algorithms is

given below.
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2.8.1 EVO Algorithm: The Egyptian vulture optimization (EVO) algorithm is based on the
natural processes employed by Egyptian vulture for food acquisition [73-75]. The Egyptian
vultures eat the eggs of the other birds as their food. To break the eggs, these vultures use
activities, such as, tossing with pebbles, rolling with twigs, and change the angle of the eggs
for searching the weak points. The steps for the EVOA are shown in Fig. 2.1. The details of

the steps are explained below.

Solution Set Initialization

\ 4

Tossing of Pebbles

v

Rolling with Twigs

v

Change of Angle

v

Fitness Evaluation

Continue

A\ 4

Stop

Figure 2.1: Steps of Egyptian Vulture Optimization Algorithm [73]

e Solution Set Initialization: The initialization of the parameters is done in the form of
variables that represent initial solution sets. The refinement of variables is done to
determine the superimposed conditions and constraints.

e Tossing with Pebbles: The Egyptian vulture uses the pebbles to break the eggs of other
birds. The pebble works as a hammer, which is hit number of times on random position
of the eggs to find the weak point and break the egg.

e Rolling with Twigs: The Egyptian vulture uses another astonishing skill, i.e., rolling
with twigs to search the other weak points in the eggs. The rolling with twigs is
performed when no suitable match is found, as a result of hit with pebbles.

e Change of Angle: The Egyptian vulture uses one more technique to increase the chances
of breaking the eggs, by changing the angle of the eggs.

e Fitness Evaluation: The Egyptian vulture checks the condition of the egg after hitting
with pebble, rolling with twigs and change of angle to evaluate the weak points that are

formed on the eggs.
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e Check Condition to continue or to stop: Based on the fitness evaluation and

initialization parameters, the iteration is continued or stopped.

2.8.2 GHO Algorithm: The Green Heron optimization (GHO) algorithm is inspired by the
technique used by Green Heron birds for food acquisition through their artistic skills, senses
and intelligence [76]. The Green Heron birds reside in low-lying locations with abundant fish
prey. The Green Heron optimization algorithm has previously been applied in several
optimization problems such as travelling salesman problem [77], 0/1 Knapsack problem [78],
and Quadratic Assignment problem [78]. The flow diagram of Green Heron algorithm is shown
in Fig. 2.2.

Initialization
> Raitina
‘ \ 4 ¢
Miss Catch Catch False Catch

\4

Change of Position

v

Attracting Prey Swarms
I

A 4

Stopping Criteria
Figure 2.2: Flow Diagram for GHO Algorithm (Adapted from [76])

This algorithm has three main steps namely: baiting, change of position, and attracting
prey swarm. The last step, namely, Stopping Criteria terminates the optimization search
upon completion. The steps are as described below:

e Baiting: Initially, the Green Heron birds attract their prey with baits (feathers,
earthworms, insects, bread crusts). In this step, the bird drops the bait in water and tries
to catch the prey as shown in Figure 2.3. Here, there are three probable situations in
view of catching prey namely, Catch, Miss Catch, False Catch. If the prey is caught
with dropping bait in the water, it is known as Catch operation as shown in Figure 2.3(a)
and if catch is missed then it is known as Miss Catch as shown in Figure 2.3(b). On the
other hand, in False Catch the bird sits near the water and without bait tries to catch the
prey in the water as shown in Figure 2.3(c).
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Figure 2.3: Baiting Operation (a) Catch (b) Miss Catch (c) After False Catch (Adapted From
[76])

e Change of Position: Next, Change of Position is the local search strategy that is applied
by birds to get maximum probability of catching the prey in short interval of time. In
this step, if Miss Catch happens after dropping the bait in the water, the bird changes
the position to get maximum probability of prey in quick interval of time as shown in

Figure 2.4.

Bait Bait

A | B [ ¢ | b [ € | & [ H [ 1 ]

Figure 2.4: Change of Position Operation (Adapted From [76])

e Attracting Prey Swarm: In this step, the bird sits near water with bait and in place of
dropping bait it attracts the prey to come near the surface. In this step, even after
changing position there is Miss Catch, the bird sits near water and the string circularly
shifts to get solution as shown in Figure 2.5 (a, b).

e Stopping Criteria: At last, based on the number of iterations, the operation of searching

prey with bait continues or stops.
Bait

4

A | B8 | ¢ | o | e | & | H [ 1 |

(@)Original Stégrgtg
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(b) Left Circular Shifted the String by 5

Fig.2.5 Attracting Prey Swarms Operation (a) Original String (b) Left Circular Shifted the
String by 5 (Adapted From [76])
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2.8.3 BWO Algorithm: The evolutionary black widow optimization (BWO) method is
inspired by the mating habits of black widow spiders [79]. Figure 2.6 illustrates the flowchart
of BWO algorithm. The steps of BWO are as follows:

e Initialization of Population: In order to find a workable solution to an optimization
process, the numbers of the relevant variables need to take on a certain shape. In the
terminology of PSO and GA, this structure is described as a chromosome; and in the
terminology of PSO, it is referred to as a particle location. However, in the black widow

optimization method (BWO)), it is referred to as a widow.
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Individual Population

A

Mutation
C SBO_E)_ No l
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Figure 2.6: Flowchart of Black Widow Optimization Algorithm (Adapted from [79])

Each possible answer is compared to a Black Widow spider in the Black Widow
Optimization (BWO) Algorithm. Black widow spiders represent the issue variables and
their values. For the purposes of this work, the structure may be thought of as an array
for the purposes of solving benchmark functions.

The solution to the optimization problem with N,,,,- dimensions is represented as a
widow, an array of size 1 X N,,,.. The following is the syntax for defining this array:

WIdOW= [X1, X3 o+ cev wev wev e XNpar] (2.13)
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Here, [xq, x5 ..... Xyvar] denotes the widows. Further, evaluation of the widow is done
based on the fitness function f.
Fitness=f (widow) = (X1, X3 cuv cev ve vee e Xypar) (2.14)

First, a spider population, denoted by N,,,, is formed to populate a potential widow
matrix, of size N,,,. The next phase is to carry out the mating process for a randomly
chosen set of parent couples, at the point which the female black widow will consume
the male.

Procreate: Because the couples are autonomous from one another, they begin to mate
in order to generate a new generation simultaneously. This replicates how mating
occurs in nature, where each pair does it in its own web, independently of the others. In
the actual world, each successful mating results in the production of around one
thousand eggs, but in the end, some of the spider infants survive to become stronger
adults. Thus, in this reproducing technique, we need to first generate a widow array
containing random values (named alpha), and then we use alpha in the following
formula (equationl), where x1 and x. are the parents, and y: and y» are the offspring.

{y1=a><x1+(1—a)><x2 (2.15)

Vo=aXx,+(1—a)Xx;
While carrying out this procedure N,,-/2 times, one should take care to avoid
duplicating any of the randomly chosen numbers. Cannibalism score is then used to
choose some of the most fit people to add to the newly formed population. Afterwards,
the offspring and the mother are placed to an array and ordered by their overall fitness
value. These procedures are applicable to both sets.
Cannibalism: Specifically, there are three distinct forms of cannibalism at action here.
The first kind of cannibalism is known as sexual cannibalism, and it occurs when a
female black widow consumes her husband while they are mating or shortly thereafter.
The fitness scores were used to distinguish between male and female users of this
method.
Cannibalism can also occur within a species, such as when stronger spiderlings eat their
weaker siblings. The number of survivors is calculated in this algorithm based on a
cannibalism rating (CR) that we establish. It is not uncommon to see the third kind of
cannibalism, in which the young spiders consume their mother. The fitness value is
used to rank baby spiders on a scale of how healthy they are.
Mutation: Mutation step is performed to alter the population randomly. This variation
is performed very small in the population based on the mutation rate.
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2.9  Contributions of the Research Work

In this dissertation, we have explored bio-inspired search-based optimization algorithms for
their suitability in image data steganography and cryptography applications. We have proposed
new image steganography methods based on two swarm-based optimization algorithms, that
improve the imperceptibility of the data embedding. Subsequently, another bio-inspired
optimization algorithm, namely, the evolutionary algorithm with better exploration rate is
employed to implement image steganography. Next, a cryptographic key generation method is
proposed based on bio-inspired evolutionary algorithm for better image encryption. Finally, a
hybridization of cryptography and steganography is done for proposing privacy-preserving
method of image data. The research contribution is further explained below:

e Swarm Intelligence Algorithm based Image Steganography

Two swarm intelligence algorithms, namely, Egyptian vulture optimization (EVO) and
green heron (GH) algorithms are used for optimized data hiding in image steganography.
These algorithms search for the optimal form of secret data and cover image index by
performing various operations on them for optimized data hiding. EVO and GH perform
three operations in their iterative process, to explore the solution space and search for the
optimal solution. EVO algorithm performs hit with a pebble, rolling with twigs, and
change of angle operations, whereas the GH optimization algorithm performs baiting,
changing of position, and attracting prey swarm operations. Due to these operations, the
optimal form of secret data and cover image index becomes variable. Also, the scanning
order for the data hiding in the cover image is varied from for different image data. The
setup configuration of the EVO and GHO algorithms and complete subjective and
objective analyses of the proposed image steganography are provided along with the

comparative analysis is shown in Chapter 3.

e Image Steganography Method based on Evolutionary Algorithm
An optimized image steganography method is proposed based on the black widow
optimization (BWO) algorithm. The BWO algorithm searches the optimal cover image,
block order, and secret data index to enhance the imperceptibility parameter by minimizing
the objective function. The novelty of the method is that, instead of searching the optimal
secret data index, it searches the optimal secret data and cover image indexes. The cover
image indexes define the chosen cover image as well as the best block order for it. On the

other hand, the secret data index defines what operation was performed on the secret data,
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which gives the minimum variability. The objective analysis shows that the proposed
method achieves low values of MSE; high values of PSNR and correlation coefficient; and
comparable entropy between cover and stego image. The detailed description of image
steganography method based on evolutionary algorithm is shown in Chapter 4.

Key Generation for Image Encryption based on Evolutionary Algorithm

We have proposed two image encryption methods by generating the random key based on
the BWO algorithm. In the first method, the BWO algorithm is used for key generation
based on the objective function. The "mutation” operation is used in the encryption
process. The second method proposed is based on the chaotic function whose output is
highly sensitive to the input parameter values. Thus the optimal selection of parameter
values enhances the security of the image encryption method. Therefore, the BWO
algorithm is used to determine the best values for the parameter based on the objective
function. In the proposed method Entropy is taken as an objective function in both
methods. Performance metrics are measured that make it robust against various attacks.
The detailed description of key generation for image encryption method based on

evolutionary algorithm is shown in Chapter 5.

Hybridization of Cryptography and Steganography Algorithms to achieve Privacy-
Preserving Method

A privacy-preserving method is designed for public health surveillance data using a
hybridized approach utilizing both the data security methods, namely, image
steganography and cryptography. The proposed method provides better imperceptibility
and security as compared to the existing methods. The optimal cover image plane is chosen
based on the pixel intensity value and the data is split into sensitive and non-sensitive part.
The sensitive part of the data is encrypted using black widow optimization algorithm. In
the encryption process, exclusive OR operation is performed between data and random
key and the data is hidden in the inferior plane in an optimal way. The comparative analysis
shows that the proposed method provides superior performance over the existing methods.
The detailed description of proposed privacy-preserving method based on evolutionary

algorithm is shown in Chapter 6.
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2.10 Conclusion

In this chapter, initially, we have analysed the related work is done in the steganography,
cryptography, and their hybrid approaches. Based on the existing study, research gap and
objectives are defined. Further, the details of the standard dataset utilized for our work is given
along with the software platform and performance metrics to evaluate the performance of the
proposed bio-inspired cryptography and steganography methods. Next, an overview of bio-
inspired algorithms (EVO, GHO, and BWO) is given which is taken into consideration in this

research. In the last, the research contribution is defined.
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Chapter 3

Image Steganography Method based on
Swarm Intelligence Algorithms

3.1 Introduction

The main motive of image steganography is to hide the secret data in the cover image in such
away that it is imperceptible to the attacker [2]. This goal can be accomplished if the distortion
generated by the data hiding process in the cover image is kept to a minimum. In order to
accomplish this goal, in the proposed image steganography methods, swarm intelligence
algorithms are utilized. In this chapter, two swarm intelligence algorithms, namely, Egyptian
Vulture Optimization (EVO) and Green Heron Optimization (GHO), are taken into
consideration in the proposed method/s because these algorithms required the minimum input
parameters to search the solution space and quickly explore the solution space due to better
exploration and exploitation rates [73,76]. Due to these advantages, in the proposed method,
two approaches are designed. In the first approach, an optimal secret data index and cover
image index finding method is proposed for image steganography. The novelty of the first
approach is that swarm intelligence algorithms search the optimal cover image index along
with the secret data index based on the objective function, which was not claimed by other
authors in the previous studies. The swarm intelligence algorithms search the best cover image
among the n of cover images, followed by the optimal block index in the best cover image, and
finally, the optimal secret data index. After determining these indexes, the data hiding is
achieved in the best cover image using the least significant bit (LSB) algorithm. In the second
approach, a matching method is proposed for image steganography. The novelty of the second
approach is that the swarm intelligence operations are utilized for matching the secret data bits
with the k-LSB bits of the cover image in place of the linear search process, which is done by
other authors in the literature [58,61]. Followed by hiding the matching index in the same cover

image in the optimal way using the swarm intelligence algorithms.

To elaborate on these approaches, the remaining chapter is divided into four parts. Section 3.2

defines the proposed approaches as being designed for image steganography based on swarm
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intelligence algorithms. Section 3.3 explains the first approach designed for the image
steganography method based on the swarm intelligence algorithm, in which the optimal secret
data and cover image index are determined. This section also includes a detailed description of
data embedding, extraction, and results. Section 3.4 explains the second approach, which is
designed for image steganography and is based on matching the secret data bits with the cover
image pixel and hiding the matched index in an optimal way using swarm intelligence

algorithms. In the last, Section 3.5 concludes the proposed method.

3.2 Proposed Approaches of Image Steganography based on Swarm

Intelligence Algorithms

The main motive of the proposed image steganography approaches is to enhance the security
parameter known as imperceptibility, as elaborated in Section 3.1. Two optimized data hiding
approaches are designed to achieve this goal. The optimal secret data and cover image index
are determined using swarm intelligence algorithms in the first approach. To achieve this goal,
n number of cover images and secret data are given to the swarm intelligence algorithm. Based
on this information, the swarm intelligence algorithm performs various operations on the cover
image and secret data, evaluates their fitness based on the objective function, and searches for
the optimal index of cover image and secret data. The operations that are performed on the
secret data or cover image are given an index value. Therefore, the initial population of the
EVO and GHO algorithms is randomly initialized in the index value range. Following that,
they perform operations on the index values to generate new indexes (such as hitting with a
pebble, rolling with twigs, and changing angles in the EVO algorithm, whereas baiting,
changing positions, and attracting prey swarms in the EVO algorithm). The benefit of the EVO
and GHO algorithms is that instead of performing all operations in a sequential way, they
perform them one after another only when the previous operation did not give the optimal
index. Once the secret data and cover image index are obtained, based on them, the data is

hidden in the cover image using the LSB algorithm.

In the second approach, a matching method is proposed in which secret data bits are matched
with cover image pixels and the matched indexes are determined. After that, matched indexes
are hidden in the same cover image in the optimal way. To accomplish this goal, the cover
image was split into two parts. The first part of the cover image is matched with secret data
bits. The matching is performed in the LSB bits of the cover image pixel because matching the
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entire pixel of the cover image, requires more computation, and the matching index varies
according to the pixel value. For example, in the grey-scale images, the pixel is 8 bits long.
Therefore, the matching index varies from 0 to 7. Further, in place of matching the LSB bits in
a consecutive manner based on EVO and GHO operations, the matching bit position of the
pixel is determined. If the matching position is found, then the optimal matched index is
determined; otherwise, LSB-based data hiding is performed and matched index 0 is defined.
The LSB is the most optimal position for data hiding. Therefore, it is used for data hiding when
matching cannot be achieved with the cover image. Next, the second part of the cover image,
along with a matched index, is given to the swarm intelligence algorithms in this work. These
algorithms based on the objective function determines the optimal starting pixel in the cover
image. After determining the optimal starting pixel index, 2-bit LSB method-based data hiding
is performed in the cover image. A complete explanation of these methods is given in the

following sections.
3.3  Optimal Secret Data Index and Cover Index Finding Method

The main motive of this method is to determine the secret data and cover image index to
enhance the imperceptibility parameter. To achieve this objective, the optimal secret data index
is determined by performing various operations, such as flipping, shifting, and swapping, on
the original secret data. The optimal cover index, on the other hand, is determined by selecting
the best cover image from a large number of cover images. Further, finding the optimal block
order index for the best cover image. Thus, optimal cover index provides two pieces of
information: the selected cover image and the block index within it. A detailed description of

secret data operations and cover index selection is given below.
3.3.1 Optimal Secret Data Index

Here, we have explained how various operations are performed on the secret data to determine
the optimal secret data index. Figures 3.1-3.3 show the various secret data indexes and how
they impact the variability parameter. Figure 3.1 explains the flipped secret data form. In this
form, the secret data bits are flipped, for example, from 1-0 to 0-1 and vice versa. In Figure
3.1(c), the pixels are shown in red, which provides variability after substituting the original
secret data form in the cover image pixel. Out of 8 pixels, 5 pixels provide variability. Next,
Figure 3.1(d) shows the flipped form of secret data, and its substitution in the cover image

pixels is shown in Figure 3.1(e). Further, the pixels that provide variability are highlighted in
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red. It is observed that out of 8 pixels, only 3 pixels provide variability. This shows that the

flipped form reduces the variability from 5 pixels to 3 pixels.

| 10001111 | 11100011 | 10101010 | 01010101 | 11111000 | 00011110 | 00110011 | 11110011 |
(@) Cover Image Pixels

L o [ 1 [ 1 [ o [ 1 | o | o | 1 |
(b) Secret Data Bits

| 10001110 [ 11100011 | 10101011 | 01010100 | 11111001 | 00011110 | 00110010 | 11110011 |
(c) Stego Image Pixels

. 1+ | o [ o [ 1 [ o [ 1 | 1 [ o |
(d) Flipped Secret Data Form

[ 10001111 | 11100010 | 10101010 | 01010101 | 11111000 | 00011111 | 00110011 | 11110010 |
(e) Stego Image Pixels

Figure 3.1: Flipped Secret Data Form

| 10001111 | 11100011 | 10101010 | 01010101 | 11111000 | 00011110 | 00110011 | 11110011

(@) Cover Image Pixels

. o [ 1+ | 1 [ o [ 1 | o | o [ 1 ]
(b) Secret Data Bits

| 10001110 | 11100011 | 10101011 | 01010100 | 11111001 | 00011110 | 00110010 | 11110011

(c) Stego Image Pixels

L o [ ¢ [ 1 [ 1 [ o | o [ o [ 1 |
(d) Swapped Secret Data Form

| 10001110 | 11100011 | 10101011 | 01010101 | 11111000 | 00011110 | 00110010 | 111

(e) Stego Image Pixels

Figure 3.2: Swapped Secret Data Form

Figure 3.2 explains the swapped secret data form. In this form, the secret data bits are swapped.
In Figure 3.2(c), the pixels are shown in red, which provides variability after substituting the
original secret data form in the cover image pixel. Out of 8 pixels, 5 pixels provide variability.
Next, Figure 3.2(d) shows the swapped form of secret data (the swapped bits are highlighted
in red color), and its substitution in the cover image pixels is shown in Figure 3.2(e). Further,
the pixels that provide variability are highlighted in red. It is to be noted that, here, out of 8
pixels, only 3 pixels provide variability. This demonstrates how swapped form reduces

variability from 5 to 3 pixels.

Figure 3.3 explains the circular shift operation on the secret data. In this operation, the secret

data bits are circularly shifted randomly. In Figure 3.3(c), the pixels are shown in red, which
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provides variability after substituting the original secret data form in the cover image pixel.
Here, out of 8 pixels, 5 pixels provide variability. Next, Figure 3.3(d) shows the 1-time left
circular shift operation of secret data and its substitution in the cover image pixels, as shown
in Figure 3.3(e). Additionally, the pixels that provide variation are highlighted in red. Out of 8
pixels, only 1 pixel provides variability. This shows that a circular shift operation reduces the

variability from 5 pixels to 1 pixel.

| 10001111 | 11100011 | 10101010 | 01010101 | 11111000 | 00011110 | 00110011 | 11110011
(a) Cover Image Pixels

. o [ 1+ | 1 [ o [ 1 | o | o [ 1 |
(b) Secret Data Bits

[ 10001110 [ 11100011 | 10101011 [ 01010100 | 11111001 [ 00011110 | 00110010 | 11110011
(c) Stego Image Pixels

L+ [ ¢+ | o [ 1 [ o | o [ 1 [ o |
(d) Circular Shift Secret Data Form

[ 10001111 [ 11100011 | 10101010 | 01010101 | 11111000 | 00011110 | 00110011 | 11110010
(e) Stego Image Pixels

Figure 3.3: Circular Shift Secret Data Form

Finally, we have explained the how various forms of the secret data is generated using the Eq.
(3.1-3.4). The original form is determined using Eq. (3.1), flipped form is determined using
Eq. (3.2), circular shift form is determined using Eqg. (3.3), and transpose form is determined

using the Eq. (4), respectively.

Original D'=D (3.1)
Flipped D' =Dypux — D (3.2
Circular Shift D' = Circular Shift (D,SF) 1 < SF < Diengtn (3.3
Transpose D' =DT (3.4)

3.3.2 Optimal Cover Image Index

The main purpose of finding the optimal cover image is to determine which cover image gives
the least variability after data hiding. To accomplish this aim, two processes are done on the
cover image. In the first process, the best cover image is found, whereas in the second process,

the optimum block order index is determined. Thus, optimal cover image index is a matrix with
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two elements: the first defining the cover image index and the second defining the optimal

block order index.

3.3.3 Data Embedding and Extraction based on the Swarm Intelligence Algorithms

The flowchart of the data embedding using swarm intelligence algorithms (Egyptian Vulture
Optimization (EVO) & Green Heron (GH) algorithm) are shown in Figure 3.4.

Initially, n number of cover images and secret data are read and given to the swarm intelligence
algorithm. The swarm intelligence algorithm determines the optimal secret data and cover
image index. This index value, along with the cover image and secret data, is given to the data

embedding algorithm.

Read Cover Images Secret Data

A 4 A 4

Determination of Optimal Secret Data and Cover Image
Index based on Swarm Intelligence Algorithms

A\ 4

Optimal Secret Data and Cover Image Index

A 4 A 4 \ 4

Data Embedding using Single Bit/Multi-Bit LSB Algorithm in the Cover Image

A 4

Stego Image

Figure 3.4: Block Diagram of Data Embedding using Swarm Intelligence Algorithms

Further, it performs the single-bit/multi-bit LSB-based data hiding in the cover image based on
the given index values and gives the STEGO image in the output. The stego image, along with
secret data and cover image index information, need to be communicated with the receiver.
Next, we have explained the steps by which the EVO and GHO algorithms search for the

optimal secret data and cover image index, as explained below:

e In the first step, the EVO/GHO algorithms' parameters are initialized in terms of
population, dimension of each population, iterations, objective function, lower and

upper limits of the cover image, block order, and secret data index.
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« In the second step, the population array is randomly initialized at the lower and upper
limits of the cover image, block order, and secret data index.

e The population fitness evaluation is performed in the third step based on the objective
function to determine which population index provides the lowest MSE over the other
population. The initial best population is the one with the lowest MSE among all
populations.

« In the fourth step, one population is randomly chosen and its operations (for example,
in EVO: hitting with a pebble, rolling with twigs, and changing angles, whereas in
GHO: baiting, changing positions, and attracting a prey swarm) are performed to
generate new indexes. These operations are performed one after another only when the
previous operation's fitness is inferior to that of the best population. Besides that, the
best population is updated if the superior population is found while performing these
operations.

« Then, step 4" repeated for a fixed number of iterations until the optimal secret data and

cover image index are determined.

The block diagram of data extraction is shown in Figure 3.5. Initially, the stego image is read
along with the information from the secret data and cover image index and given to the
single/multi-bit LSB data extraction algorithm. The extraction algorithm extracts the secret
data bits from the optimal blocks of the cover image based on the cover image index
information. Next, based on the secret data index information, the inverse operations are

performed on it to reconstruct the original secret data.

Read Stego Image Cover Image Index Secret Data Index

A\ 4 A\ 4

LSB Data Extraction Algorithm

\ 4 A\ 4

Reconstruct the Original Secret Data

Figure 3.5: Block Diagram of Data Extraction for Swarm Intelligence Algorithms
3.3.4 Results and Analysis

In this section, the results and analysis are shown which is performed for proposed methods

based on EVO/GHO algorithm. The ten grey-scale and color images are taken under
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consideration are Lena, Baboon, Barbara, Pepper, Boat, Cameraman, Airplane, Female,
couple, house. The proposed method searches the best cover images from it. Further, the
proposed method is simulated thirty times for different secret data (fifteen times for grey-scale
images and fifteen times for color images, respectively). Moreover, simulation results for single
and multi-bit LSB data embedding are shown. The initial parameter value of the EVO/GHO

algorithm for determine the optimal secret data and cover image index is given in Table 3.1.

Table 3.1: Initial Parameter Values of the EVO/GHO Algorithm for Determine Optimal

Secret Data and Cover Image Index

Parameter Values

Population 50

Dimension 3

Iterations 30
Obijective Function MSE
Secret Data Index [0-3]
Cover Image Index [1-15]
Total Blocks Index [1-4]
Cover Image Size [256 X 256]

e Subjective Analysis

Table 3.2 (a-b) shows the subjective analysis of the swarm intelligence algorithms (EVO/GHO)
for determine optimal secret data and cover image index for grey-scale and color images. In
this analysis, original cover image and stego image are compared. The result shows that the
images look indistinguishable for swarm intelligence algorithms. Further, the benefit of the
proposed method is that the cover image is chosen for data hiding is not fixed because swarm
intelligence algorithms choose the best cover image among the n number of images. Table 3.3
(a-d) shows the subjective analysis between original cover and stego image based on their
histogram for EVO/GHO for grey-scale and color images. In the ideal case, the histogram
distribution should be same for both images. The outcome demonstrates that the histograms of

both the cover and stego images are very similar in appearance.
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Table 3.2 (a): Subjective Analysis of the EVO Algorithm for the Proposed Data Hiding Method

(for Grey-Scale Images)

Cover Image

Stego Image

Cover Image

Stego Image

Cover Image

Stego Image

Cover Image

Stego Image

Origial brge
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Table 3.2 (b): Subjective Analysis of the GHO Algorithm for the Proposed Data Hiding Method

For Grey-Scale Images

Cover Image

Stego Image

Cover Image

Stego Image | Cover Image

Stego Image

Cover Image

Stego Image
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Table 3.3 (a): Subjective Analysis based on the Histogram of the EVO Algorithm (for Grey-

Scale Images)
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Table 3.3 (b):

Subjective Analysis based on the Histogram of the GHO Algorithm (for Grey-

Scale Images)
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Table 3.3 (¢): Subjective Analysis based on the Histogram of the EVO Algorithm (for Color

Images)
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Table 3.3 (d): Subjective Analysis based on the Histogram of the GHO Algorithm (for Color

Images)
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e Objective Analysis

Table 3.4 shows the objective analysis of the matching method based on the various parameters
for grayscale. The parameters taken under consideration are MSE, RMSE, PSNR, SSIM, CC,
entropy, UIQ, IF, and NAE. Table 3.4 (a-b) shows the evaluation of the proposed method using
the EVO and GHO algorithms for grayscale images for the k-bit LSB method. The result shows
that the proposed method achieves a desirable PSNR value due to the lower error between
cover and stego image. The error matrices are evaluated for the proposed method using the
MSE, RMSE, and NAE parameters. Further, CC, SSIM, UIQI, and IF parameters show that
the proposed method achieves a high value near to 1 value as required in the image
steganography method. Next, the entropy analysis shows that the input and output entropy of
the cover and stego image is approximate similar due to less variation in the pixel values.
Finally, we have observed that both swarm intelligence algorithms give approximately similar

results.

Next, the proposed method is evaluated for the color images for the EVO and GHO algorithms
in Table 3.5 (a-b). In this approach, the data hiding is performed in the different planes of the
color image. After that, average values of the parameters are reported in this table for the k-bit
LSB method. The result shows that the proposed method achieves the high value for CC, SSIM,
UIQI, and IF parameters. Followed by low values of MSE, RMSE, and NAE parameters. This
reflects that the proposed method achieves the desired PSNR value for the k-bit LSB method.

Finally, the entropy analysis shows that the proposed method achieves the similar values.
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Table 3.4 (a): Objective Analysis of the EVO Algorithm (For Grey-Scale Images)

MSE RMSE PSNR SSIM CcC Input Output ulQ IF NAE
Entropy Entropy
1-bit
0.2454 0.4954 54.2324 0.9944 0.9998 5.7393 5.7572 0.9980 0.9986 0.0014
0.2466 0.4966 54.2109 0.9944 0.9998 5.7393 5.7573 0.9980 1.0000 0.0014
0.2449 0.4948 54.2418 0.9944 0.9998 5.7393 5.7572 0.9980 1.0000 0.0014
0.2463 0.4963 54.2167 0.9944 0.9998 5.7393 5.7572 0.9980 1.0000 0.0014
0.2463 0.4963 54.2167 0.9944 0.9998 5.7393 5.7573 0.9980 1.0000 0.0014
2-bit
1.2102 1.1001 47.3024 0.9741 0.9988 6.4593 6.4932 0.9993 0.9994 0.0184
1.2079 1.0991 47.3103 0.9740 0.9988 6.4593 6.4932 0.9993 0.9994 0.0184
1.2138 1.1017 47.2893 0.9739 0.9988 6.4593 6.4932 0.9993 0.9994 0.0184
1.2118 1.1008 47.2965 0.9740 0.9988 6.4593 6.4931 0.9993 0.9994 0.0184
1.2131 1.1014 47.2920 0.9740 0.9988 6.4593 6.4932 0.9993 0.9994 0.0184
3-bit
4.9203 2.2182 41.2109 0.8959 0.9948 6.4593 6.4988 0.9967 0.9977 0.0373
4.9267 2.2196 41.2053 0.8957 0.9948 6.4593 6.4988 0.9967 0.9977 0.0374
4.9125 2.2164 41.2178 0.8960 0.9948 6.4593 6.4989 0.9967 0.9977 0.0373
4.9332 2.2211 41.1995 0.8959 0.9948 6.4593 6.4988 0.9967 0.9977 0.0374
4.9277 2.2198 41.2043 0.8959 0.9948 6.4593 6.4989 0.9967 0.9977 0.0374
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Table 3.4 (b): Objective Analysis of the GHO Algorithm (for Grey-Scale Images)

MSE RMSE PSNR SSIM CcC Input Output ulQ IF NAE
Entropy Entropy
1-bit
0.2463 0.4962 54.2168 0.9943 0.9998 5.7406 5.7588 0.997972 ] 0.999992 | 0.001400
0.2436 0.4935 54.2647 0.9943 0.9998 5.7406 5.7592 0.997972 1 0.999992 | 0.001385
0.2449 0.4949 54.2406 0.9943 0.9998 5.7406 5.7589 0.997972 1 0.999992 | 0.001393
0.2449 0.4949 54.2409 0.9943 0.9998 5.7406 5.7593 0.997972 1 0.999992 | 0.001393
0.2442 0.4941 54.2541 0.9943 0.9998 5.7406 5.7592 0.997972 ] 0.999992 | 0.001388
2-bit
1.2083 1.0992 47.3092 0.9805 0.9988 6.4573 6.4910 0.999302 | 0.999429 | 0.018376
1.2117 1.1008 47.2967 0.9808 0.9988 6.4573 6.4912 0.999302 | 0.999427 | 0.018413
1.2073 1.0988 47.3127 0.9808 0.9988 6.4573 6.4909 0.999302 | 0.999429 | 0.018368
1.2120 1.1009 47.2958 0.9806 0.9988 6.4573 6.4911 0.999302 | 0.999427 | 0.018405
1.2141 1.1018 47.2884 0.9808 0.9988 6.4573 6.4909 0.999302 | 0.999426 | 0.018463
3-bit
4.8699 2.2068 41.2556 0.9195 0.9949 6.4573 6.4971 0.996723 | 0.997697 | 0.037024
4.9147 2.2169 41.2158 0.9194 0.9948 6.4573 6.4978 0.996723 | 0.997676 | 0.037223
4.9080 2.2154 41.2217 0.9193 0.9948 6.4573 6.4974 0.996723 | 0.997679 | 0.037235
4.9407 2.2228 41.1929 0.9188 0.9948 6.4573 6.4975 0.996013 | 0.997664 | 0.037456
4.8713 2.2071 41.2544 0.9197 0.9949 6.4573 6.4973 0.996723 | 0.997697 | 0.037041
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Table 3.5 (a): Objective Analysis of the EVO Algorithm (For Color Images)

Planes MSE RMSE PSNR SSIM CcC Input Output ulQ IF NAE
Entropy Entropy
1-bit
R 0.2532 0.5032 54.0956 0.9992 0.9999 7.2596 7.2543 1.000000 | 0.999980 | 0.002480
G 0.2500 0.5000 54.1517 0.9990 0.9996 6.6598 6.6593 1.000000 | 0.999985 | 0.001768
B 0.2513 0.5013 54.1289 0.9987 0.9990 6.0460 6.0453 1.000000 | 0.999985 | 0.001427
Avg. 0.2515 0.5015 54.1254 0.9989 0.9995 6.6551 6.6529 1.000000 | 0.999983 | 0.001892
R 0.2384 0.4883 54.3579 0.9961 1.0000 7.5235 7.51 1.000000 | 0.999985 | 0.001480
G 0.2504 0.5004 54.1451 0.9961 0.9999 7.7137 7.7117 0.999725 |0.999985 | 0.001748
B 0.2744 0.5239 53.7466 0.9925 1.0000 4.6229 4.5464 0.999938 | 0.999982 | 0.004049
Avg. 0.2544 0.5042 54.0832 0.9949 0.9999 6.6200 6.5894 0.999888 | 0.999984 | 0.002426
R 0.2595 0.5094 53.9898 0.9939 0.9999 7.0218 7.0193 1.000000 | 0.999968 | 0.004484
G 0.2504 0.5004 54.1439 0.9950 0.9999 7.6111 7.6079 0.999779 |0.999975 | 0.003089
B 0.2678 0.5175 53.8533 0.9932 0.9999 6.5157 6.5069 1.000000 | 0.999954 | 0.005922
Avg. 0.259233 | 0.5091 53.9957 0.9940 0.9999 7.0495 7.0447 0.999926 | 0.999965 | 0.004498
R 0.2497 0.4997 54.1570 0.9949 0.9999 7.0841 7.0807 0.999548 | 0.999985 | 0.001416
G 0.2609 0.5108 53.9664 0.9944 0.9999 6.9935 6.9771 1.000000 | 0.999970 | 0.003698
B 0.2504 0.5004 54.1446 0.9949 0.9999 6.2161 7.3826 1.000000 | 0.999971 | 0.003130
Avg. 0.253667 | 0.503633 | 54.0893 0.9947 0.9999 6.7646 7.1468 0.999849 | 0.999975 | 0.002748
R 0.2494 0.4994 54.1618 0.9956 0.9999 7.3826 7.3817 0.999416 | 0.999985 | 0.001726
G 0.2553 0.5053 54.0606 0.9954 1.0000 7.6544 7.6493 1.000000 | 0.999984 | 0.002254
B 0.2581 0.508 54.0135 0.9951 0.9999 71774 7.1613 1.000000 | 0.999958 | 0.003966
Avg. 0.254267 | 0.504233 | 54.0786 0.9954 0.9999 7.4048 7.3974 0.999805 | 0.999976 | 0.002649
2-bit

R 1.2461 1.1163 47.1752 0.9799 0.9995 7.2679 7.2633 0.998890 | 0.999924 | 0.003458
G 1.2508 1.1184 47.1590 0.9811 0.9995 7.5935 7.5909 0.999660 | 0.999901 | 0.006308
B 1.2454 1.1160 A7.1777 0.9794 0.9989 6.9833 6.9798 0.999288 | 0.999899 | 0.005913
Avg. 1.2474 1.1169 47.1706 0.9801 0.9993 7.2816 7.2780 0.999280 | 0.999908 | 0.005226
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R 1.2464 1.1164 47.1741 0.9853 0.9995 7.5791 7.5771 0.999587 | 0.999924 | 0.004636
G 1.2511 1.1185 47.158 0.9844 0.9994 7.4247 7.419 0.999562 | 0.9999 0.00613

B 1.2419 1.1144 47.1901 0.9848 0.9995 7.5188 7.515 0.999297 | 0.99989 0.006664
Avg. 1.246467 | 1.116433 | 47.17407 0.984833 | 0.999467 | 7.507533333 | 7.5037 0.999482 | 0.999905 | 0.00581

R 1.2823 1.1324 47.0509 0.9957 0.9994 7.2638 7.2543 0.998663 | 0.999897 | 0.006255
G 1.2552 1.1204 47.1437 0.9949 0.9982 6.6618 6.6593 0.998255 | 0.999923 | 0.004441
B 1.2537 1.1197 47.1488 0.9934 0.9952 6.0491 6.0453 0.995885 | 0.999923 | 0.003562
Avg. 1.263733 | 1.124167 | 47.11447 0.994667 | 0.9976 6.658233333 | 6.652967 0.997601 | 0.999914 | 0.004752
R 1.2580 1.1216 47.134 0.9736 0.9990 6.7861 6.7692 0.999386 | 0.999587 | 0.014981
G 1.3001 1.1402 46.991 0.9705 0.9987 6.3500 6.3389 1.000000 | 0.999309 | 0.021590
B 1.2672 1.1257 47.1023 0.9716 0.9985 6.2150 6.2105 0.998392 | 0.999203 | 0.022861
Avg. 1.2751 1.129167 | 47.07577 0.9719 0.998733 | 6.450366667 | 6.439533 0.999259 | 0.999366 | 0.019811
R 1.2528 1.1193 47.152 0.9751 0.9997 7.0943 7.0807 0.999096 | 0.999924 | 0.003548
G 1.3645 1.1681 46.7811 0.9688 0.9996 7.0323 6.9771 0.999811 | 0.999841 | 0.009528
B 1.2516 1.1187 47.1562 0.9754 0.9994 6.2278 6.2126 1.000000 | 0.999854 | 0.007822
Avg. 1.289633 | 1.135367 | 47.02977 0.9731 0.999567 | 6.7848 6.7568 0.999636 | 0.999873 | 0.006966

3-bit

R 5.5282 2.3512 40.705 0.8988 0.9964 6.8987 6.8834 0.997705 |0.998475 | 0.029444
G 5.2500 2.2913 40.9292 0.9059 0.9985 7.1216 7.0807 0.996393 | 0.99968 0.007449
B 5.9645 2.4422 40.3751 0.8864 0.9985 7.0957 6.9771 0.999433 | 0.999304 | 0.020443
Avg. 5.5809 2.361567 | 40.66977 0.897033 | 0.9978 7.038666667 | 6.9804 0.997844 | 0.999153 | 0.019112
R 5.3233 2.3072 40.8690 0.9061 0.9976 6.2722 6.2126 0.999157 | 0.999379 | 0.01658

G 5.2246 2.2857 40.9503 0.9217 0.9974 7.3898 7.3817 0.997088 | 0.999681 | 0.009046
B 5.4677 2.3383 40.7528 0.9159 0.999 7.6721 7.6493 0.998979 | 0.999666 | 0.01195

Avg. 5.338533 | 2.3104 40.85737 0.914567 | 0.998 7.111366667 | 7.0812 0.998408 | 0.999575 | 0.012525
R 5.6533 2.3777 40.6078 0.91 0.9971 7.2128 7.1613 0.997307 | 0.999074 | 0.021252
G 5.2803 2.2979 40.9042 0.902 0.996 6.7884 6.7692 0.997549 | 0.998269 | 0.03153

B 5.702 2.3879 40.5705 0.8854 0.9947 6.3592 6.3389 0.997909 | 0.996983 | 0.04664

Avg. 5.5452 2.3545 40.69417 0.899133 | 0.995933 | 6.7868 6.756467 0.997588 | 0.998109 | 0.033141
R 5.6149 2.3696 40.6374 0.8927 0.9936 6.2302 6.2105 0.997594 | 0.996486 | 0.049885
G 5.4442 2.3333 40.7715 0.9232 0.9973 6.8025 6.7489 0.993314 | 0.999668 | 0.007585
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B 5.1801 2.276 40.9875 0.9255 0.998 6.8519 6.8106 0.993309 | 0.999684 | 0.007304
Avg. 5.413067 | 2.3263 40.7988 0.9138 0.9963 6.6282 6.59 0.994739 | 0.998613 | 0.021591
R 5.2884 2.2997 40.8976 0.9196 0.9953 6.3176 6.2682 0.98324 0.999677 | 0.006967
G 5.4381 2.332 40.7763 0.9822 0.9973 7.2688 7.2543 0.995336 | 0.999562 | 0.013199
B 5.4381 2.332 40.7763 0.9822 0.9973 7.2688 7.2543 0.995336 | 0.999562 | 0.013199
Avg. 5.3882 2.321233 | 40.81673 0.961333 | 0.996633 | 6.951733333 | 6.9256 0.991304 | 0.9996 0.011122
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Table 3.5 (b): Objective Analysis of the GHO Algorithm (For Color Images)

Planes MSE RMSE PSNR SSIM CcC Input Output ulQ IF NAE
Entropy Entropy
1-bit
R 0.2378 0.4876 54.3692 0.9961 1 7.5234 7.51 1 0.999985 | 0.001476
G 0.249 0.499 54.1693 0.9961 0.9999 7.7136 7.7117 1 0.999985 | 0.001738
B 0.2735 0.523 53.7614 0.9925 1 4.6229 4.5464 0.999938 | 0.999982 | 0.004036
Avg. 0.253433 | 0.5032 54.09997 0.9949 0.999967 | 6.619967 6.589367 0.999979 |0.999984 | 0.002417
R 0.2486 0.4986 54.1766 0.9951 0.9999 7.2751 7.274 1 0.999967 | 0.003276
G 0.252 0.502 54.116 0.9944 0.9999 7.0415 7.0404 1 0.999944 | 0.00479
B 0.2527 0.5027 54.1053 0.9945 0.9998 6.8845 6.8834 1 0.99993 0.005444
Avg. 0.2511 0.5011 54.13263 0.994667 | 0.999867 | 7.067033 7.065933 1 0.999947 | 0.004503
R 0.2579 0.5079 54.0158 0.9944 0.9998 5.3323 5.3119 1 0.999984 | 0.001439
G 0.2479 0.4979 54.1879 0.9943 0.9999 5.7505 5.7424 1 0.999985 | 0.001372
B 0.2484 0.4984 54.1787 0.9942 0.9999 6.6128 6.5953 1 0.999985 | 0.001743
Avg. 0.2514 0.5014 54.12747 0.9943 0.999867 | 5.898533 5.8832 1 0.999985 | 0.001518
R 0.2536 0.5036 54.089 0.9992 0.9999 7.2597 7.2543 0.999331 | 0.99998 0.002484
G 0.251 0.501 54.1344 0.999 0.9996 6.6599 6.6593 1 0.999985 | 0.001775
B 0.2507 0.5007 54.1386 0.9987 0.999 6.0461 6.0453 1 0.999985 | 0.001424
Avg. 0.251767 | 0.501767 | 54.12067 0.998967 | 0.9995 6.655233 6.652967 0.999777 |0.999983 | 0.001895
R 0.2382 0.488 54.3619 0.9961 1 7.5234 7.51 1 0.999985 | 0.001479
G 0.2495 0.4995 54.1594 0.9961 0.9999 7.7137 7.7117 0.999725 |0.999985 | 0.001742
B 0.2747 0.5241 53.7419 0.9925 1 4.6228 4.5464 0.999938 | 0.999982 | 0.004054
Avg. 0.254133 | 0.503867 | 54.08773 0.9949 0.999967 | 6.619967 6.589367 0.999888 | 0.999984 | 0.002425
2-bit

R 1.239 1.1131 47.2 0.9752 0.9997 7.0943 7.0807 0.999096 | 0.999924 | 0.003517
G 1.3538 1.1635 46.8154 0.9687 0.9996 7.0322 6.9771 0.999811 |0.999842 | 0.009457
B 1.2442 1.1154 47.1819 0.9754 0.9994 6.2278 6.2126 1 0.999855 | 0.007777
Avg. 1.279 1.130667 | 47.06577 0.9731 0.999567 | 6.784767 6.7568 0.999636 | 0.999874 | 0.006917
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R 1.2431 1.1149 47.1858 0.9788 0.9994 7.3849 7.3817 0.998833 | 0.999924 | 0.004308
G 1.2951 1.138 47.0077 0.9769 0.9998 7.6611 7.6493 0.999796 | 0.999921 | 0.005668
B 1.317 1.1476 46.9351 0.9752 0.9993 7.1938 7.1613 0.999551 | 0.999784 | 0.010016
Avg. 1.285067 | 1.1335 47.04287 0.976967 | 0.9995 7.413267 7.397433 0.999393 | 0.999876 | 0.006664
R 1.2449 1.1158 47.1793 0.9751 0.9997 7.0941 7.0807 0.999096 | 0.999924 | 0.00353

G 1.3599 1.1662 46.7956 0.9687 0.9996 7.0323 6.9771 0.999811 | 0.999841 | 0.009496
B 1.2481 1.1172 47.1685 0.9754 0.9994 6.2278 6.2126 1 0.999854 | 0.007809
Avg. 1.2843 1.133067 | 47.0478 0.973067 | 0.999567 | 6.784733 6.7568 0.999636 | 0.999873 | 0.006945
R 1.2531 1.1194 47.1509 0.9751 0.9997 7.0942 7.0807 0.999096 | 0.999924 | 0.003542
G 1.3634 1.1676 46.7846 0.9688 0.9996 7.0322 6.9771 0.999811 | 0.999841 | 0.009504
B 1.2523 1.1191 47.1537 0.9754 0.9994 6.2278 6.2126 1 0.999854 | 0.007829
Avg. 1.2896 1.135367 | 47.02973 0.9731 0.999567 | 6.784733 6.7568 0.999636 | 0.999873 | 0.006959
R 1.2763 1.1298 47.0711 0.9957 0.9994 7.2638 7.2543 0.998663 | 0.999897 | 0.006228
G 1.2495 1.1178 47.1635 0.995 0.9982 6.6616 6.6593 0.996516 | 0.999924 | 0.004426
B 1.2476 1.117 47.1699 0.9934 0.9952 6.0492 6.0453 0.995885 | 0.999924 | 0.003547
Avg. 1.2578 1.121533 | 47.13483 0.9947 0.9976 6.6582 6.652967 0.997021 | 0.999915 | 0.004734

3-bit

R 5.5602 2.358 40.6799 0.8933 0.9936 6.2302 6.2105 0.99599 0.99652 0.049553
G 5.2954 2.3012 40.8918 0.9126 0.9972 7.2867 7.274 0.998277 | 0.999305 | 0.017474
B 5.5229 2.3501 40.7092 0.8966 0.997 7.0537 7.0404 0.998255 | 0.998785 | 0.026007
Avg. 5.4595 2.336433 | 40.7603 0.900833 | 0.995933 | 6.856867 6.841633 0.997508 | 0.998203 | 0.031011
R 5.5127 2.3479 40.7171 0.8986 0.9964 6.8988 6.8834 0.997705 | 0.998479 | 0.029366
G 5.2269 2.2862 40.9484 0.9723 0.9983 7.7395 7.7356 0.998792 | 0.999681 | 0.00948

B 5.2551 2.2924 40.925 0.9721 0.9975 7.4538 7.4485 0.99756 0.999679 | 0.01021

Avg. 5.331567 | 2.308833 | 40.8635 0.947667 | 0.9974 7.364033 7.355833 0.998019 | 0.99928 0.016352
R 5.2748 2.2967 40.9087 0.975 0.9985 7.769 7.7614 0.998595 | 0.999678 | 0.011605
G 5.2327 2.2875 40.9436 0.9481 0.9972 7.3268 7.3166 0.99756 0.999681 | 0.009988
B 5.2855 2.299 40.8999 0.9503 0.9991 7.6677 7.6443 0.999149 | 0.999677 | 0.010567
Avg. 5.264333 | 2.2944 40.9174 0.9578 0.998267 | 7.587833 7.5741 0.998435 | 0.999679 | 0.01072

R 5.1507 2.2695 41.0122 0.9484 0.9991 7.3255 7.303 0.999191 | 0.999686 | 0.011275
G 5.3062 2.3035 40.8829 0.9018 0.996 6.7885 6.7692 0.997549 ]0.998261 | 0.031616
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B 5.7354 2.3949 40.5451 0.8848 0.9946 6.3592 6.3389 0.997909 | 0.996965 | 0.046711
Avg. 5.397433 | 2.322633 | 40.8134 0.911667 | 0.996567 | 6.8244 6.8037 0.998216 | 0.998304 | 0.029867
R 5.5993 2.3663 40.6494 0.8928 0.9936 6.2303 6.2105 0.997594 | 0.996496 | 0.049814
G 5.3019 2.3026 40.8865 0.9124 0.9972 7.2864 1.274 0.998277 |0.999304 | 0.01749

B 5.5535 2.3566 40.6851 0.8962 0.997 7.0536 7.0404 0.998255 | 0.998778 | 0.026104
Avg. 5.4849 2.341833 | 40.74033 0.900467 | 0.995933 | 6.856767 6.841633 0.998042 | 0.998193 | 0.031136
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Table 3.6 shows the selected cover image (CI), block index (BI), and secret data index (SDI)
for grey-scale and color images. The result shows that the index values are not fixed for

different secret data. Thus, it is not easy to recover secret data without this index information.

Table 3.6 (a): Cover Index, Block Index, and Secret Data Index for EVO/GHO Algorithms

(for Grey Scale Images)

EVO GHO
Secret | Cover Block Secret Data | Cover Block Index | Secret Data
Data Image Index Index Image Index
Index Index
1-bit 1-bit
1 15 3 2 15 4 0
2 13 1 2 13 4 0
3 5 4 1 5 1 2
4 11 3 1 11 1 1
5 14 2 0 14 3 2
2-bit 2-bit
1 11 3 3 11 2 2
2 12 2 3 12 3 1
3 15 4 1 15 4 2
4 11 1 3 11 1 1
5 8 2 0 8 2 1
3-bit 3-bit
1 12 2 1 12 1 1
2 13 1 3 13 2 1
3 7 1 0 7 4 1
4 11 3 3 11 4 1
5 6 1 3 6 2 1
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Table 3.6 (b): Cover Index, Block Index, and Secret Data Index for EVO/GHO Algorithms

(for Color Images)

EVO GHO
Secret | Cover Image | Block Index | Secret Data Cover Image | Block Index Secret Data
Data Index Index Index Index
R G |[B|R |G |B R|G|B R G|B|R G|B|R G|B

1-bit 1-bit

1 15|15 |15 (3 |4 |3 |2 |0 |O |15 |15 |15 |3 |4 |3 |2 |0 |O

2 13 |13 (13 |1 (4 |2 |2 0 3 13 113 |13 |1 4 2 2 0 3

3 5 5 5 4 (1 |2 |1 2 3 5 5 5 4 1 2 1 2 3

4 11 |11 (11 |3 1 2 1 1 2 11 |11 |11 |3 1 2 1 1 2

5 14 |14 (14|12 |3 |4 |O 2 0 14 |14 | 14 | 2 3 4 0 2 0
2-bit 2-bit

1 11 |11 (11 |3 (2 |1 |3 2 2 11 |11 |11 |3 2 1 3 2 2

2 12 |12 (12 |2 |3 |4 |3 1 2 12 |12 |12 | 2 3 4 3 1 2

3 15 (15 (15 |4 |4 |4 1 2 0 15 |15 |15 | 4 4 4 1 2 0

4 11 |11 (11 |1 (1 |3 |3 1 2 11 |11 (11 |1 1 3 3 1 2

5 8 8 8 2 |2 |3 |0 1 0 8 8 8 2 2 3 0 1 0
3-bit 3-bit

1 12 |12 (12 | 2 1 |4 1 1 1 12 |12 |12 | 2 1 4 1 1 1

2 13|13 (13 |1 (2 |1 |3 1 3 13 113 |13 |1 2 1 3 1 3

3 7 7 7 1 14 |2 |0 1 0 7 7 7 1 4 2 0 1 0

4 11 |11 (11 |3 (4 |2 |3 1 2 11 |11 |11 |3 4 2 3 1 2

5 6 |6 |6 |1 |2 |2 |3 |1 |0 (6 |6 |6 |1 |2 |2 |3 |1 |O

e Embedding Capacity Vs. PSNR

In image steganography, the MSE and PSNR parameters depend on how much data is
embedded in the cover image. In the proposed model, we have shown the simulation results
for the maximum embedding possible for the cover image. For example, we have taken an
image of resolution 256 x 256. Therefore, maximum 65536 bits embedding is possible in the
cover image using the single-bit LSB method. In the literature, the researchers have achieved
a better PSNR for these types of images when embedding capacity is less than the cover image.
Further, to show how MSE and PSNR depend on embedding capacity, we have shown results
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for different data embeddings in the cover image. Table 3.7 shows the MSE and PSNR for
single and multi-bit methods for different data embeddings (1000 bits to 262144 bits). The
result shows that in the single-bit method, the PSNR varies from 78.9516 to 54.2324 dB,
whereas for the multi-bit method, it is 71.7662-47.3024 dB and 66.1368-41.2109 dB,
respectively. This reflects that less data embedding in the cover image generates less distortion
and a high PSNR value.

Table 3.7: MSE and PSNR for Different Data Embedding

Embedding 1000 10000 50000 100000 200000 262144
Capacity (in
bits)
1bit
MSE 0.00082779 0.0089 0.0466 0.0930 0.1873 0.2454
PSNR (in dB) 78.9516 68.6278 61.4437 58.4437 55.4044 54.2324
2-bit
MSE 0.0043 0.0442 0.2206 0.4575 0.9128 1.2102
PSNR (in dB) 71.7662 61.6746 54.6938 51.5267 48.5269 47.3024
3-bit
MSE 0.0158 0.1878 0.8977 1.7077 3.5882 4.9203
PSNR (in dB) 66.1368 55.3936 48.5993 45.8066 42.5821 41.2109

e Comparative Analysis

Table 3.8 (a-c) shows the comparative analysis of the proposed method with the existing and
recent bio-inspired optimized data hiding method proposed by researchers for same cover and
secret data size. The result shows that the proposed method achiever better PSNR over the
existing recent methods proposed by [56, 59-60] for k-bit LSB method.

Table 3.8 (a): Comparison of Proposed and Existing Algorithms [56] in terms of PSNR (in

dB)
Images Simple LSB PSO ABC Proposed
Method
Lena 44.4300 45.1900 56.40 57.22
Jet 44.2700 45.3800 56.39 57.24
Lake 44.1700 45.6700 56.40 57.21
Elaine 44.2400 45.9300 56.36 57.20
Baboon 44.3100 44.3100 56.39 57.21
Average 44.284 45.296 56.39 57.22
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Table 3.8 (b): Comparison of Proposed and Existing Algorithms [59] in terms of PSNR (in

dB)

Images P. D. Shah and R. S. Bichkar [59] Proposed Method
1-bit 2-bit 3-bit 1-bit 2-bit 3-bit
Living 52.17 - - 54.23 47.30 41.21

Room

Pirates 52.41 - 40.82 54.21 47.31 41.21
Airplane 52.21 46.37 - 54.24 47.29 41.22
Boat 52.35 - - 54.22 47.30 41.20
Mandrill 52.13 46.42 - 54.22 47.29 41.20
Lake - 46.42 - 54.23 47.30 41.21
Pepper - 46.39 - 54.21 47.31 41.21
Lena 46.43 40.75 54.24 47.29 41.22
Blonde - - 40.91 54.22 47.30 41.20
Cameraman - - 40.82 54.22 47.29 41.20

Table 3.8 (c): Comparison of Proposed and Existing Algorithms [60] in terms of PSNR (in

dB)
Images Hameed et al. [60] Proposed Method
2-bit 3-bit 2-bit 3-bit

Imagel 44.3589 39.8798 47.3024 41.2109
Image2 44.3083 39.8404 47.3103 41.2053
Image3 44.5281 39.9505 47.2893 41.2178
Image4 44.4704 39.9159 47.2965 41.1995
Image5 45.3950 41.1958 47.2920 41.2043
Image6 44.6054 39.9975 47.3024 41.2109
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e Intentional/Non-Intentional Attacks

In this section, we have applied the international/non-intentional attacks on the proposed
method and evaluate its performance using two performance metrics, such as SF and BER. The
result shows tha the proposed method achieves the high value of SF and BER because a small

change in the pixel values of the stego image is difficult to recover the original secret data.

Table 3.9: Performance Metrics for different Intentional/Non-Intentional Attacks on the
Proposed Method

Attacks Salt and Pepper Gaussian Rotate Low Pass
(D=0.001) Attack Filtering
(V=0.001)
1-bit
Imagel SF 184 184 177 183
BER 13.3270 5.9585e+03 7.5324e+03 2.2487e+03
Image?2 SF 184 184 177 183
BER 13.9221 5.9995e+03 7.5324e+03 2.2487e+03
Image3 SF 184 184 177 183
BER 11.6669 5.9678e+03 7.5324e+03 2.2487e+03
2-hit
Imagel SF 63 61 31 58
BER 16.4917 3.4014e+03 4.6982e+03 2.2884e+03
Image2 SF 63 61 31 58
BER 10.5286 3.4156e+03 4.6982e+03 2.2884e+03
Image3 SF 63 61 31 58
BER 9.5337 3.4259¢+03 4.6982e+03 2.2884e+03
3-bit
Imagel | SSIM 63 60 29 57
BER 11.0718 3.2220e+03 4.4995e+03 2.0993e+03
Image2 | SSIM 63 60 29 57
BER 7.1533 3.2426e+03 4.4995e+03 2.0993e+03
Image3 | SSIM 63 60 29 57
BER 15.0879 3.2388e+03 4.4995e+03 2.0993e+03
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3.4  Data Matching Method & Hiding the Matched Index in an Optimal Way

The main motive of the matching method is to match the secret data bits with the cover image
LSB bits and determine the matched index. After that, the hiding of the matched index is
performed in the same cover image. In the literature, in [58], the authors split the secret data
bits into 2-bit chunks, and each chunk is matched with a cover image pixel. They have worked
on grayscale images. Therefore, the image pixel is 8 bits long; thus, the optimally matched
index value varies from 0-7. Besides that, if the matching is not found with the cover image
pixels, then data hiding is performed in the LSB of the cover image pixel, and the ‘0’ index is
defined. After that, the matched index is hidden in the cover image using the genetic algorithm.
The advantage of their method is that the secret data extraction is not possible until a matching
index is known. On the other hand, the disadvantage of their method is the reduced embedding
capacity because the matched index varies from 0-7. Thus, one quarter of the cover image is
used for matching purposes, whereas the remaining part of the cover image is used for hiding
the matched index. Further, in [61], the authors have matched the complemented or non-
complemented form of the secret data with the LSB 2-bits of the cover image pixels and
determined the matched index. After that, they have hidden the matched index in the same
cover image using the 2-bit LSB algorithm. The advantage of their method is that the
complemented or non-complemented form of the secret data always matches with the LSB bits
of the cover image pixel. Thus, half of the cover image has zero variability. Further, the
embedding capacity of their method is superior to Shah et al. [58] because the matched index
value varies from 0 to 3. On the other hand, the disadvantage of their method is that the matched
index is hidden in the cover image using the conventional LSB algorithm, which generates
variability. Next, in [62], we designed a matching method in which the cover image is split into
two parts based on the edges and named the smooth region and the edge region. The smooth
region pixels of the cover image are matched with secret data bits, and matched indexes are
determined. The matched index was then hidden in the edge region using the LSB algorithm.
The limitation of their method is that the reference cover image needs to communicate with the
receiver, and embedding capacity is dependent on how many edges are available in the cover
image for hiding matched indexes. These challenges are taken into consideration in the
proposed method.

In the proposed method, the secret data bits are matched with cover image pixel LSB bits, and

a matched index is determined. Further, if the bits are not matched, they are hidden in the LSB
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of the cover image pixel, and the matched index is set to 0. After that, the matched index is
hidden in the same cover image in the optimal way using the 2-bit LSB method by determining
the optimal starting pixel index in the cover image. The secret data bits are split into 2-bit
chunks, and matching is performed in the LSB 4-bits of the cover image pixel. As a result, the
matched index ranges from 0 to 3. Next, how the optimal starting pixel index is determined in

the cover image is explained below.

Cover images are available in matrix format, which scans the entire image from first to last
pixel to hide data. However, if the scanning process is started from any other pixel in place of
the first pixel, then it gives a different stego image in the output. Thus, in this approach, the
main motive is to scan the optimal starting pixel index in the cover image to hide the secret
data in order to enhance the imperceptibility of the stego image. The data embedding and data

extraction process for this approach is given below.
3.4.1 Data Embedding and Extraction for the Data Matching Method

The flowchart of the data embedding process of the proposed matching method is shown in
Figure 3.6.

Cover Image

A\ 4 A 4

Cover Image Part; Cover Image Part;

Secret Data

A 4 A 4

Matching Algorithm (Swarm Intelligence Algorithms
Operation are Performed for Matching Purposes)

A 4 A\ 4

Determine the Matched Determination of Optimal Starting Pixel Index
Index using Swarm Intelligence Algorithm

\ 4

Data Embedding using |4
2-bit LSB Method

A\ 4 Y

Stego Image Part; Stego Image Part,

A 4 A 4

Stego Image

Figure 3.6: Flowchart of Data Embedding in Matching Method
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Initially, the cover image is read and split into two parts (cover image Part; and cover image
Part,). The secret data, along with cover image Part: is given to the matching algorithm. The
matching algorithm performs swarm intelligence algorithm operations (such as hitting with a
pebble, rolling with twigs, and changing angles in the EVO algorithm, whereas steps such as
baiting, changing angles, and attracting a prey swarm in the Green Heron optimization

algorithm) and returns the stego image Partl and matched index in the output.

The swarm intelligence algorithm operations give an LSB index value. Based on this index
value, the secret data bits are matched with the LSB bits of the cover image. For example, in
the EVO algorithm, the hit with pebble operation index is randomly generated in the LSB 4-
bit range. After that, according to the index value, those LSB bits are matched with secret data
bits. If the matching is successful, the matched index is determined; otherwise, the remaining
operations (rolling with twigs and changing the angle) are performed to generate other index

values for matching purposes. This same operation is performed for the GHO algorithm.

Before the matched index is hidden in the cover image Party, the matched index along with
cover image Partz is given to the swarm intelligence algorithm. In Part 2, the swarm intelligence
algorithm determines the best starting pixel index. After determining the optimal starting pixel
index in the cover image, the matched index is hidden in the cover image Part using a 2-bit
LSB algorithm that gives the stego image Part; in the output. Further, stego image parts (Part:
and Part2) are concatenated to get the stego image in the output. The stego image and optimal
starting pixel index are communicated to the receiver for data extraction. The mathematical
model for data embedding for the data matching method is given below.

e For determine the Matched Index

M; = Cmod2™ «< i i=0-3n=2-5 (3.5)
L If M; ==D
oP = {0 IfM; %D (3.6)

e Data Embedding
If OP ==

S =C—Cmod2™ +d n=2 (3.7)
If OP == {1 -3}

T; = Cmod2™ K i n=3-5i=1-3 (3.8)
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S =T1; + Cmod2™  n=1-3 (3.10)

Further, the steps taken to determine the optimal starting pixel index using the swarm

intelligence algorithm are given below.

e Instep 1, The population, iterations, the objective function, the lower and upper limits
of the starting pixel index, and the objective function's operations (hitting with a pebble,
rolling with twigs, and changing angles in EVO; baiting, changing positions, and
attracting a prey swarm in GHO) are all initialized. MSE is used as an objective function
in this work.

e In step 2, the initial population array is randomly initialized at the lower and upper
limits of the starting pixel index.

o Instep 3, the fitness evaluation of each population is accomplished using an objective
function to determine the population that gives the minimum MSE.

e In step 4, next, random population is chosen from the population array, and the first
operation of the EVO/GHO algorithm is performed on it to generate a new population,
which gives another starting pixel index. In the EVO, the first operation is a pebble hit,
whereas in the GHO, the first operation is baiting in the random position. The fitness
evaluation of the generated population is accomplished using an objective function.
Further, it is compared with the finest population, which was determined in the previous
step. If the generated population is better, then the finest population is updated;
otherwise, remaining operations are performed one after another only when the
previous operation's generated population is not giving superior results over the finest
population. In EVO algorithms, the remaining operations are rolling with twigs and
changing angles, whereas in GHO algorithms, it is changing position and attracting a
prey swarm.

o Step 4 is iterated for a fixed number of iterations, and the optimal starting pixel index

is determined.

The flowchart of the data extraction for the matching method is shown in Figure 3.7. Initially,
the stego image is read and split into two parts (stego image Part; and stego image Partz). The
stego image Partz is given to the 2-bit LSB data extraction algorithm along with information

about the starting pixel index. The extraction algorithm extracts the LSB 2-bits from the
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optimal starting pixel index and returns the matched index. Based on this information, the

secret data bits are extracted from the stego image Part; using the data extraction method.

Stego Image
\ 4 \ 4
Stego Image Part; Stego Image Part; Optimal Starting Pixel Index Information
\ 4 \ 4
LSB Data Extraction Algorithm
A\ 4 v
Data Extraction Method Matched Index

\ 4

Secret Data

Figure 3.7: Block Diagram of Data Extraction for Matching Method
3.4.2 Results and Analysis for the Data Matching Method

The simulation evaluation of the EVO/GHO algorithm is shown for the matching method and
compared with the existing methods in this section. The images are taken under consideration
are Lena, Baboon, Barbara, Pepper, Boat, Cameraman, Airplane, Female, couple, house. The
initial parameter value of the EVO/GHO algorithm for match the secret data bits and to

determine the optimal starting pixel index is given in Table 3.10.

Table 3.10: Initial Parameter Values of the EVO/GHO Algorithm for Matching Method

Parameter Values Parameter Value

Population 50 Starting Pixel Index Range [1-N]
Iterations 30 Matching Positions in the Cover Image LSB 4-bit
Objective Function MSE Data Hiding Method 2-bit LSB

Note: N denotes the total row and columns in Cover Image Part
e Subjective Analysis

Table 3.11 (a-b)-3.12 (a-b) shows the subjective analysis of the matching method for the grey-
scale and color images. In this analysis, original cover image and stego image are compared.

The result shows that the images look indistinguishable for EVO/GHO algorithm.
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Table 3.11 (a): Subjective Analysis of the Matching Method for EVO/GHO Algorithm (for

Grey-Scale Image)

Images

Cover Image

EVO Algorithm

GHO Algorithm

Stego Image

Stego Image

Lena

Stego Image

Stego Image

Baboon

Barbara

Pepper

Original Image

Boat
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Table 3.11 (b): Subjective Analysis of the Matching Method for EVO/GHO Algorithm (for

Grey-Scale Image)

Images

Cover Image

EVO Algorithm

GHO Algorithm

Stego Image

Stego Image

Camera

man

Stego Image

Stego Image

Airplane

Stego Image

t‘.;"' ——

Stego Image

————y

Female

Couple

Stego Image

Stego Image

House

Original Image

Stego Image

Stego Image
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Table 3.12 (a): Subjective Analysis of the Matching Method for EVO/GHO Algorithm (for

Color Images)

Images

Cover Image

EVO Algorithm

GHO Algorithm

Stego Image

Stego Image

Lena

Cover Image

Stego Image

Stego Image

Baboon

Stego Image

Stego Image

Barbara

Pepper

Cover Image

Stego Image

Stego Image

Boat
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Table 3.12 (b): Subjective Analysis of the Matching Method for EVO/GHO Algorithm (for

Color Images Image)

Images

Cover Image

EVO Algorithm

GHO Algorithm

Stego Image

Stego Image

Camera

man

Stego Image

F

Stego Image

F

Airplane

Female

Couple

Cover Image

Stego Image

Stego Image

House

Cover Image

Stego Image

Stego Image
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e Objective Analysis

Table 3.13-3.14 shows the objective analysis of the matching method based on the various
parameter for grey-scale and color images. The parameters are taken under consideration are
MSE, RMSE, PSNR, SSIM, CC, entropy, UIQ, IF, and NAE. The result shows that the
correlation coefficient, SSIM, IF, and UIQI values are near 1. Further, PSNR of the proposed
method is achieved near 50 dB. Finally, the entropy value of the output stego image is a little
bit varied over the input cover image due to data hiding in the same cover image using the 2-
bit LSB method.
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Table 3.13(a): Objective Analysis of the Matching Method for EVO Algorithm (for Grey-Scale Images)

Image CC SSIM Input Output MSE RMSE PSNR IF NAE uIQI
Entropy Entropy

Lena 0.9998 0.9923 7.2469 7.2292 0.5918 0.7693 50.4087 0.999983 | 0.001509 | 0.999437
Baboon 0.9998 0.9978 7.6439 7.6261 0.5681 0.7537 50.5869 0.999974 | 0.001901 | 0.999679
Barbara 0.9998 0.9957 7.5518 7.5313 0.5629 0.7502 50.6269 0.999973 | 0.001937 | 1.000000
Pepper 0.9997 0.9947 7.3789 7.3606 0.5754 0.7586 50.5309 0.999975 | 0.001834 | 0.999379
Boat 0.9998 0.9948 7.1766 7.1570 0.5465 0.7393 50.7546 0.999971 | 0.001952 | 0.999276
Cameraman | 0.9999 0.9895 7.0911 7.0729 0.5509 0.7423 50.7197 0.999969 | 0.002146 | 1.000000
Airplane 0.9997 0.992 6.7421 6.7232 0.5581 0.7471 50.6636 0.999983 | 0.001459 | 0.999005
Female 0.9997 0.9927 7.2761 7.2607 0.5551 0.7451 50.6869 0.999927 | 0.003366 | 1.000429
Couple 0.9996 0.9934 6.7693 6.7583 0.5412 0.7356 50.7975 0.999823 | 0.005984 | 0.999391
House 0.9995 0.9917 6.4005 6.3835 0.7125 0.8441 49.6029 0.999968 | 0.002201 | 0.998693
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Table 3.13(b): Objective Analysis of the Matching Method for EVO Algorithm (for Color Images)

Image Plane CC SSIM Input Output MSE RMSE PSNR IF NAE ulQl
Entropy | Entropy

Lena R 0.9998 0.9923 7.2469 7.2292 0.5918 0.7693 50.4087 | 0.99998 | 0.001509 | 0.99943

0.9998 0.9932 7.5733 7.5514 0.5911 0.7688 | 50.4143 | 0.99995 | 0.002739 | 0.99966

B 0.9995 0.9919 6.9403 6.9181 0.6016 0.7756 50.3380 | 0.99995 | 0.002616 | 0.99853

Avg. 0.9997 0.9925 7.2535 7.2329 0.5948 0.7712 50.3870 | 0.99996 | 0.002288 | 0.99921

Baboon R 0.9998 0.9978 7.6439 7.6261 0.5681 0.7537 | 50.5869 | 0.99997 | 0.001901 | 0.99968
0.9997 0.9976 7.3529 7.3363 0.5655 0.752 50.6063 | 0.99997 | 0.002031 1

B 0.9999 0.9979 7.6786 7.66 0.5543 0.7445 50.6934 | 0.99997 | 0.002257 | 0.99975

Avg. 0.9998 | 0.997767 | 7.558467 | 7.5408 | 0.562633 | 0.750067 | 50.62887 | 0.99997 | 0.002063 | 0.99981
Barbara R 0.9998 0.9957 7.5518 7.5313 0.5629 0.7502 50.6269 | 0.99997 | 0.001937 1
0.9997 0.9958 7.3756 7.3548 0.5923 0.7696 50.4053 | 0.99995 | 0.002671 1
B 0.9998 0.9957 7.4773 7.4535 0.6012 0.7754 | 50.3403 | 0.99995 | 0.002953 1
Avg. 0.999767 | 0.995733 | 7.468233 | 7.446533 | 0.585467 | 0.765067 | 50.4575 | 0.99996 | 0.00252 1

Pepper R 0.9997 0.9947 7.3789 7.3606 0.5754 0.7586 50.5309 | 0.99998 | 0.001834 | 0.99938
0.9999 0.9949 7.6462 7.6293 0.5578 0.7468 | 50.6663 | 0.99997 | 0.002268 1
B 0.9997 0.9951 7.162 7.1613 0.5335 0.7304 50.8595 | 0.99991 | 0.003819 1

Avg. 0.999767 | 0.9949 7.3957 | 7.383733 | 0.555567 | 0.745267 | 50.68557 | 0.99995 | 0.00264 | 0.99979

Boat R 0.9998 0.9948 7.1766 7.157 0.5465 0.7393 | 50.7546 | 0.99997 | 0.001952 | 0.99928
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G 0.9998 0.9947 7.1766 7.1571 0.5523 0.7432 50.709 | 0.999971 | 0.001975 | 0.99928
B 0.9998 0.9948 7.1766 7.1569 0.5399 0.7347 50.808 | 0.999971 | 0.001923 | 0.99928
Avg. 0.9998 | 0.994767 | 7.1766 7.157 | 0.546233 | 0.739067 | 50.7572 | 0.999971 | 0.00195 | 0.99928
Cameram R 0.9999 0.9895 7.0911 7.0729 0.5509 0.7423 | 50.7197 | 0.999969 | 0.002146 1
an
G 0.9999 0.9896 7.0911 7.0734 0.5442 0.7377 | 50.7735 | 0.99997 | 0.002121 1
B 0.9999 0.9894 7.0911 7.0741 0.5529 0.7436 50.704 | 0.999969 | 0.002149 1
Avg. 0.9999 0.9895 7.0911 | 7.073467 | 0.549333 | 0.7412 | 50.7324 | 0.999969 | 0.002139 1
Airplane R 0.9997 0.992 6.7421 6.7232 0.5581 0.7471 | 50.6636 | 0.999983 | 0.001459 | 0.99900
0.9998 0.9921 6.8249 6.8054 0.552 0.743 50.7115 | 0.999984 | 0.00143 | 0.99924
B 0.9995 0.9909 6.2475 6.2262 0.5372 0.7329 | 50.8297 | 0.999986 | 0.001305 | 0.99801
Avg. 0.999667 | 0.991667 | 6.604833 | 6.584933 | 0.5491 0.741 | 50.73493 | 0.999984 | 0.001398 | 0.99875
Female R 0.9997 0.9927 7.2761 7.2607 0.5551 0.7451 | 50.6869 | 0.999927 | 0.003366 | 1.00043
0.9997 0.9922 7.0377 7.015 0.5546 0.7447 | 50.6913 | 0.999878 | 0.004855 | 0.99957
B 0.9997 0.9924 6.8786 6.8604 0.552 0.743 50.711 | 0.999847 | 0.005507 | 0.99949
Avg. 0.9997 | 0.992433 | 7.064133 | 7.045367 | 0.5539 | 0.744267 | 50.6964 | 0.999884 | 0.004576 | 0.99983
Couple R 0.9996 0.9934 6.7693 6.7583 0.5412 0.7356 | 50.7975 | 0.999823 | 0.005984 | 0.99939
0.9995 0.993 6.3381 6.3192 0.5367 0.7326 | 50.8338 | 0.999716 | 0.008327 1
B 0.9994 0.9931 6.2083 6.1905 0.5675 0.7533 | 50.5912 | 0.999645 | 0.009415 1
Avg. 0.9995 | 0.993167 | 6.438567 | 6.422667 | 0.548467 | 0.7405 | 50.74083 | 0.999728 | 0.007908 | 0.99980
House R 0.9995 0.9917 6.4005 6.3835 0.7125 0.8441 | 49.6029 | 0.999968 | 0.002201 | 0.99869
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G 0.9999 0.9929 6.5603 6.5853 0.3876 0.6226 | 52.2471 | 0.999981 | 0.001445 1
B 0.9999 0.9906 6.4042 6.3971 0.868 0.9316 | 48.7459 | 0.999964 | 0.002818 | 0.99956
Avg. 0.999767 | 0.991733 | 6.455 6.4553 | 0.656033 | 0.799433 | 50.19863 | 0.999971 | 0.002155 | 0.99942
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Table 3.14 (a): Objective Analysis of the Matching Method for GHO Algorithm (for Grey-Scale Images)

Image cc SSIM Input Output MSE RMSE PSNR IF NAE uIQI
Entropy Entropy
Lena 0.9998 0.9932 7.5733 7.5514 0.5911 0.7688 50.4143 | 0.999953 | 0.002739 | 0.999656
Baboon 0.9997 | 0.9976 7.3529 7.3363 0.5655 0.752 50.6063 | 0.999969 | 0.002031 1
Barbara 0.9997 0.9958 7.3756 7.3548 0.5923 0.7696 50.4053 | 0.999952 | 0.002671 1
Pepper 0.9999 0.9949 7.6462 7.6293 0.5578 0.7468 50.6663 | 0.999969 | 0.002268 1
Boat 0.9998 | 0.9947 7.1766 7.1571 0.5523 0.7432 50.709 0.999971 | 0.001975 | 0.999276
Cameraman | 0.9999 0.9896 7.0911 7.0734 0.5442 0.7377 50.7735 0.99997 | 0.002121 1
Airplane 0.9998 0.9921 6.8249 6.8054 0.552 0.743 50.7115 | 0.999984 | 0.00143 | 0.999242
Female 0.9997 0.9922 7.0377 7.015 0.5546 0.7447 50.6913 | 0.999878 | 0.004855 | 0.999565
Couple 0.9995 0.993 6.3381 6.3192 0.5367 0.7326 50.8338 | 0.999716 | 0.008327 1
House 0.9999 0.9929 6.5603 6.5853 0.3876 0.6226 52.2471 | 0.999981 | 0.001445 1
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Table 3.14 (b): Objective Analysis of the Matching Method for GHO Algorithm (for Color Images)

Image Planes CC SSIM Input Output MSE RMSE PSNR IF NAE ulQl
Entropy | Entropy

Lena R 0.9998 0.9923 7.2469 7.2292 0.5918 0.7693 50.4087 0.999983 | 0.001509 | 0.999437

0.9998 0.9932 7.5733 7.5514 0.5911 0.7688 50.4143 | 0.999953 | 0.002739 | 0.999656

B 0.9995 0.9919 6.9403 6.9181 0.6016 0.7756 50.338 0.999951 | 0.002616 | 0.998529

Avg. 0.9997 0.992467 7.2535 7.2329 0.594833 | 0.771233 50.387 0.999962 | 0.002288 | 0.999208

Baboon R 0.9998 0.9978 7.6439 7.6261 0.5681 0.7537 50.5869 | 0.999974 | 0.001901 | 0.999679
0.9997 0.9976 7.3529 7.3363 0.5655 0.752 50.6063 0.999969 | 0.002031 1

B 0.9999 0.9979 7.6786 7.66 0.5543 0.7445 50.6934 0.999966 | 0.002257 | 0.999752

Avg. 0.9998 0.997767 | 7.558467 7.5408 0.562633 | 0.750067 | 50.62887 | 0.99997 | 0.002063 | 0.99981
Barbara R 0.9998 0.9957 7.5518 7.5313 0.5629 0.7502 50.6269 0.999973 | 0.001937 1
0.9997 0.9958 7.3756 7.3548 0.5923 0.7696 50.4053 0.999952 | 0.002671 1
B 0.9998 0.9957 7.4773 7.4535 0.6012 0.7754 50.3403 | 0.999946 | 0.002953 1
Avg. 0.999767 | 0.995733 | 7.468233 | 7.446533 | 0.585467 | 0.765067 50.4575 0.999957 0.00252 1

Pepper R 0.9997 0.9947 7.3789 7.3606 0.5754 0.7586 50.5309 0.999975 | 0.001834 | 0.999379
0.9999 0.9949 7.6462 7.6293 0.5578 0.7468 50.6663 | 0.999969 | 0.002268 1
B 0.9997 0.9951 7.162 7.1613 0.5335 0.7304 50.8595 0.999913 | 0.003819 1

Avg. 0.999767 0.9949 7.3957 7.383733 | 0.555567 | 0.745267 | 50.68557 | 0.999952 0.00264 0.999793

Boat R 0.9998 0.9948 7.1766 7.157 0.5465 0.7393 50.7546 | 0.999971 | 0.001952 | 0.999276
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G 0.9998 0.9947 7.1766 7.1571 0.5523 0.7432 50.709 0.999971 | 0.001975 | 0.999276
B 0.9998 0.9948 7.1766 7.1569 0.5399 0.7347 50.808 0.999971 | 0.001923 | 0.999276
Avg. 0.9998 0.994767 7.1766 7.157 0.546233 | 0.739067 | 50.7572 | 0.999971 | 0.00195 | 0.999276
Cameraman R 0.9999 0.9895 7.0911 7.0729 0.5509 0.7423 50.7197 | 0.999969 | 0.002146 1
0.9999 0.9896 7.0911 7.0734 0.5442 0.7377 50.7735 0.99997 | 0.002121 1
B 0.9999 0.9894 7.0911 7.0741 0.5529 0.7436 50.704 0.999969 | 0.002149 1
Avg. 0.9999 0.9895 7.0911 7.073467 | 0.549333 0.7412 50.7324 | 0.999969 | 0.002139 1
Airplane R 0.9997 0.992 6.7421 6.7232 0.5581 0.7471 50.6636 | 0.999983 | 0.001459 | 0.999005
0.9998 0.9921 6.8249 6.8054 0.552 0.743 50.7115 | 0.999984 | 0.00143 | 0.999242
B 0.9995 0.9909 6.2475 6.2262 0.5372 0.7329 50.8297 | 0.999986 | 0.001305 | 0.998012
Avg. 0.999667 | 0.991667 | 6.604833 | 6.584933 0.5491 0.741 50.73493 | 0.999984 | 0.001398 | 0.998753
Female R 0.9997 0.9927 7.2761 7.2607 0.5551 0.7451 50.6869 | 0.999927 | 0.003366 | 1.000429
0.9997 0.9922 7.0377 7.015 0.5546 0.7447 50.6913 | 0.999878 | 0.004855 | 0.999565
B 0.9997 0.9924 6.8786 6.8604 0.552 0.743 50.711 0.999847 | 0.005507 | 0.999493
Avg. 0.9997 0.992433 | 7.064133 | 7.045367 0.5539 0.744267 | 50.6964 | 0.999884 | 0.004576 | 0.999829
Couple R 0.9996 0.9934 6.7693 6.7583 0.5412 0.7356 50.7975 | 0.999823 | 0.005984 | 0.999391
0.9995 0.993 6.3381 6.3192 0.5367 0.7326 50.8338 | 0.999716 | 0.008327 1
B 0.9994 0.9931 6.2083 6.1905 0.5675 0.7533 50.5912 | 0.999645 | 0.009415 1
Avg. 0.9995 0.993167 | 6.438567 | 6.422667 | 0.548467 0.7405 50.74083 | 0.999728 | 0.007908 | 0.999797
House R 0.9995 0.9917 6.4005 6.3835 0.7125 0.8441 49.6029 | 0.999968 | 0.002201 | 0.998693
G 0.9999 0.9929 6.5603 6.5853 0.3876 0.6226 52.2471 | 0.999981 | 0.001445 1
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0.9999

0.9906

6.4042

6.3971

0.868

0.9316

48.7459

0.999964

0.002818

0.999562

Avg.

0.999767

0.991733

6.455

6.4553

0.656033

0.799433

50.19863

0.999971

0.002155

0.999418
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e Comparative Analysis

Table 3.15 shows the comparative analysis of the proposed method with the existing matching
method proposed by researchers. The result shows that the proposed method achiever
approximate similar PSNR as compared to Kamil et al. [61] with same embedding capacity.

On the other hand, low PSNR with double embedding capacity as compared to Shah et al. [58].

Table 3.15: Comparison of Proposed and Existing Algorithms in terms of PSNR (in dB)

Images
Methods Lena Baboon | Barbara | House | Cameraman | Average
LSB [58] 52.20 52.18 52.17 52.27 52.23 52.21
Shah et al. [58] 52.33 54.43 53.80 52.64 52.36 53.11
Kamil et al. [61] 50.1590 |50.2133 | 50.1801 |50.1701 | 50.180 50.1805
Proposed | EVO 50.1692 | 50.2241 | 50.1879 | 50.1806 | 50.1969 50.191
Method GHO 50.1826 | 50.2455 | 50.1861 | 50.1506 | 50.1720 50.187

3.5 Conclusion

In this chapter, Egyptian Vulture optimization and Green Heron optimization algorithms are
used to achieve optimized data hiding for image steganography. These optimization algorithms
are used to design two approaches. In the first approach, these algorithms determine the optimal
cover image index, block index, and secret data index whereas in the second approach, these
algorithms determine the scanning order in the cover image for matching method. Further, the
subjective and objective analysis are performed on the standard dataset images for evaluation
purposes. From the result analysis, we found that the proposed method enhances the
imperceptibility parameter without affecting the embedding capacity parameter.
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Chapter 4

Image Steganography Method based on
Evolutionary Algorithm

4.1 Introduction

Image steganography hides the secret data in the cover image using a data hiding algorithm
such as the least significant bit (LSB) [2]. The data hiding process generates distortion in the
output image, which negatively impacts the security parameter of steganography known as
imperceptibility [2]. Thus, the central idea of the imperceptibility parameter of image
steganography is that the output image that is obtained after hiding the data in the cover image
should contain the least amount of distortion [80]. In order to reduce distortions, either the
secret data bits are rearranged or the optimal scanning order in the cover image is determined
before data hiding [51-58]. In the literature, the rearrangement of the secret data bits/cover
image is done using the evolutionary algorithm because a huge number of rearrangement
combinations of the secret data bits/cover image are possible and finding the optimal form is a
difficult task. Evolutionary algorithms hide the secret data in the cover image by using the

objective function to find the best way to organize the secret data and scan it in order.

Evolutionary algorithms, a class of the bio-inspired optimization algorithm, are based on the
biological evolution process of living organisms [81-82]. It is a subfield of the bio-inspired
algorithm. In the literature, genetic algorithms [83] and differential evolution [84] are the two
most common evolutionary algorithms. Out of these, the genetic algorithm is the most preferred
in image steganography to enhance the imperceptibility parameter [51-52,55,57-58]. The
genetic algorithm performs initialization, selection, reproduction, and termination steps to find
the optimal solution in the solution space [55]. The population is randomly initialized in the
initialization step. Further, in the selection step, some of the population is chosen as a breed to
generate population. In the reproduction step, crossover and mutation steps are performed on
the selected population to generate new population. Based on the fitness of the population, new
population is replaced with the initial population. In the termination step, the selection and

reproduction steps are repeated until desired solution is found. Genetic algorithms, on the other
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hand, have numerous limitations, such as the fact that the initial population is selected at
random to generate new offspring in the reproduction step using crossover and mutation [85].
Thus, if the randomly selected population is not of good quality, superior offspring generation
is not possible. Aside from that, each iteration only allows for a limited number of offspring
generations. Thus, the exploration rate to find the optimal solution in the solution space is low.

These challenges are taken into consideration when studying the other evolutionary algorithms.

In the recent year, a new evolutionary algorithm, named the "black widow optimization
algorithm (BWO)," has gained popularity over the genetic algorithm due to a better exploration
rate [79]. Therefore, it quickly searches for solutions. The BWO algorithm is based on the
mating process of black widow spiders. The spiders can mate in parallel. Thus, it can generate
a number of eggs known as "offspring.” Further, it contains one cannibalism stage, in which
inappropriate solutions are eliminated while exploring the solution space. Due to these two
features of the BWO algorithm, this algorithm is chosen for the proposed image steganography
method. In the literature, the BWO algorithm is successfully applied to 100 benchmark
algorithms, and it provides superior results over the existing algorithms [79]. Further, the
novelty of the proposed method is that, instead of searching the optimal secret data index, it
searches the optimal secret data and cover image indexes. The cover image indexes define the
chosen cover image as well as the best block order for it. On the other hand, the secret data
index defines what operation was performed on the secret data, which gives the minimum
variability. The rest of the chapter is organized in four sections. Section 4.2 explains the
proposed image steganography method based on the BWO algorithm. Sections 4.3-4.4 shows
the results, their analysis, and the conclusion.

4.2 Proposed Image Steganography Method based on Evolutionary Algorithm

The main motive of the proposed image steganography method is to employ the evolutionary
BWO algorithm for finding the optimal index of secret data and a cover image before data
embedding. The procreate step of the BWO algorithm generates a number of offspring, whereas
the cannibalism step removes the inadequate solutions while exploring the solution space based
on the objective function. These two features of the black widow optimization algorithm allow
it to generate a number of combinations of optimal solutions and remove the inadequate
combinations while exploring the solution space. Next, a detailed description of how the

optimal secret data index and cover image index are determined is explained.
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4.2.1 Secret Data Index

Secret data index is defined what operations are performed on the secret data to determine its

optimal form. These operations are explained below.

422

Flipping: In this operation, the secret data bits are flipped from 0’s to 1’s and vice versa.
Swapping: In this operation, the secret data bit positions are swapped.
Shifting: In this operation, the secret data bits are randomly circular shifted in order to

match the secret data bits with cover image pixels.

Cover Image Index

Initially, the optimal cover image is selected from n number of images. Further, optimal block

order index is determined for the optimal cover image. The detailed description of the cover

image determination is given below.

Optimal Cover Image: The optimal cover image selection from n number of images
gives more chances to enhance the imperceptibility parameter. To achieve this goal,
initially, n number of images are read, as shown in Figure 4.1. After that, based on the
objective function, the optimal cover image is chosen that gives the minimum
variability over other cover images. In the proposed method, mean square error (MSE)

is used the objective function.

C, C, Ca | oo C,

Figure 4.1: n Number of Cover Images

Determination of Optimal Block Order for Selected Cover Image: In this operation,
the selected cover image is split into blocks, as shown in Figure 4.2 (a). After that,
rearrangement of the block is done (as shown in Figure 4.2 (b)) to determine the optimal
block order index that gives the minimum variability after data hiding. The

determination of optimal block order index is done based on the objective function.
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(b) Rearrangement of the Cover Image Blocks
Figure 4.2: (a) Cover Image Blocks (b) Rearrangement of the Cover Image Blocks

4.2.3 Data Embedding and Extraction Method

The flowchart of the proposed data embedding method based on BWO algorithm is shown in

Figure 4.3.

Read n Number of Cover Images(C;, Cs, Cs, .....Cy)

A 4

Determine the Best Cover Image, Block
Order, and Secret Data Index using
BWO Algorithm

Secret Data

\ 4

\ 4 \ 4

N Data Hiding based on LSB Algorithm

\ 4

Stego Image

Figure 4.3: Flowchart of the Proposed Data Embedding Method using BWO Algorithm

Initially, a number of cover images and secret data are read. After that, it is given to the BWO

algorithm and that performs procreation, cannibalism, and mutation steps to determine the best
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cover image, optimal blocks in it, and secret data index based on the objective function. After
that, the best cover image, optimal block order, and secret data index are given to the data
embedding algorithm. Based on this information, the data embedding algorithm reads the best
cover image, performs the operation on the secret data based on the optimal secret data index,
and hides it in the optimal blocks based on the optimal block order information. In the last, the
stego image, along with optimal block and secret data index information, is communicated

from the transmitter to the receiver for data extraction purposes.

Figure 4.4 shows the flowchart of the data extraction method. On the receiver side, the optimal
block order information, secret data index and stego image are read and given to the data
extraction unit. The data extraction method extracts the secret data from the blocks. In the last,
based on the secret data index, the operation is performed on the secret data to get the original

secret data in the output.

Read the Stego Image and Optimal Block Information

A 4

Secret Data Index  |— Data Extraction Method

A 4

Secret Data

A 4

Perform the Operation on the Secret Data based on the
Secret Data Index

Figure 4.4: Flowchart of the Data Extraction Method using BWO Algorithm

Next, the detailed explanation is given on how black widow optimization algorithm searches

the optimal cover image, block order and secret data index.

e In the first step, the parameter values for the black widow optimization algorithm are
defined (procreate rate, cannibalism rate, mutation rate, objective function, total
population and its dimension, lower and upper limits of cover image, secret data, and
block order index).

¢ In the second step, a random population is generated according to the population size.
Each population has a dimension of three. The first element of the population defines
the optimal cover image index, second element defines the block order, and the third

element defines the secret data index. The cover image index varies from [1 — n], block
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4.3

order varies from [1 — 4], and secret data index varies from [1 — 4]. Here, n denotes
the total number of cover images.

In the third step, the fitness evaluation of each population is done based on the objective
function. The Mean Square Error (MSE) is taken as an objective function in the
proposed method.

In the fourth step, the best population is determined which gives the minimum MSE
over the other population.

In the fifth step, the procreate step is performed, in which random populations are
chosen as parents and offspring are generated from them. The offspring denotes the
new cover image, blocks, and secret data index values. After that, fitness evaluation of
the offspring is done based on the objective function and added into the original
population array. Further, the population is sorted based on the fitness function.

In the sixth step, the cannibalism step is performed, in which, based on the cannibalism
rate, inappropriate solutions are removed from the population array in terms of cover
image, block, and secret data index.

In the seventh step, the mutation step is performed, in which, based on the mutation
rate, the population array value is altered to explore new solutions.

In the eighth step, steps 4-7 are performed for fixed number of iterations and the best

index values of cover image, block order and secret data index are determined.

Results and Analysis

This section presents the simulation evaluation of the proposed method based on the BWO

algorithm for image steganography. The USC SIPI image database images [70] are used as

cover images in the proposed method. The proposed method is simulated 10 times for different

secret data. Table 4.1 shows the parameter values of the BWO algorithm is defined to find the

optimal cover image, block, and secret data index for data hiding.

4.3.1 Subjective Analysis

The subjective analysis is done based on visual inspection. In the visual analysis, the selected

cover image is compared with the stego image that is generated after data hiding. Tables 4.2-

4.3 shows the subjective analysis of the proposed method for grey-scale and color images. The

result shows that the images look similar. Thus, it is difficult to the attacker to distinguish secret

data in the stego image.
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Table 4.1: Parameter Values of BWO Algorithm to Find the Optimal Cover Image, Block,

and Secret Data Index

Parameter Values Parameter Values
Total Number of Cover Images [1-10] Population Size | 50
Resolution of the Cover Image (in | 256 X 256 Iterations 30
Resolution of the Secret Data (in | 256 X 256 Procreate Rate | 0.5
Block Index [1-4] Cannibalism 0.5
Cover Image Block Index [1-10] Mutation Rate | 0.1
Secret Data Index [1-4] Objective MSE

Table 4.2 (a): Subjective Analysis of the Proposed Image Steganography Method
based on BWO Algorithm (for Grey-Scale Image)

Secret Cover Image Stego Image
Data
1 Original Image Stego Image

2 Original Image
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Table 4.2 (b): Subjective Analysis of the Proposed Image Steganography Method based on
BWO Algorithm (for Grey-Scale Image)

Secret Data Cover Image Stego Image

3 Original Image Stego Image

5 Original Image Stego Image
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Table 4.3 (a): Subjective Analysis of the Proposed Image Steganography Method based on
BWO Algorithm (for Color Images)

Secret Data Cover Image Stego Image
1-bit
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Table 4.3 (b): Subjective Analysis of the Proposed Image Steganography Method based on
BWO Algorithm (for Color Images)

Secret Data Cover Image Stego Image
2-bit
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Table 4.3 (c): Subjective Analysis of the Proposed Image Steganography Method based on
BWO Algorithm (for Color Images)

Secret Data Cover Image Stego Image
3-bit

Stego Image
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4.3.2 Objective Analysis

Table 4.4 shows the selected cover image, optimal block order, and secret data index generated
with inherent variability for grey-scale and color images. The result shows that selected cover
image, optimal block order, and secret data index is not static. Further, from the analysis, we
found that the cover image index for 1-bit is 9™ image and for 2-bit and 3-bit is 7" image
whereas, the block index and secret data index is changeable. Thus, it is difficult for the attacker
to retrieve the secret data from the cover image due to flexible block order and secret data

index. Thus, the proposed method enhances the security.

Table 4.4 (a): Optimal Selected Cover Image, Block Order, and Secret Data Index

based on BWO Algorithm (for Grey-Scale Image)

Secret Data Cover Image Index Block Index Secret Data Index
1-bit
1 9 3 2
2 9 3 1
3 9 1 1
4 9 1 0
5 9 1 1
2-bit
1 7 2 1
2 7 1 2
3 7 2 2
4 7 3 1
5 7 3 3
3-bit
1 7 3 2
2 7 1 1
3 7 2 2
4 7 4 3
5 7 1 3
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Table 4.4 (b): Optimal Selected Cover Image, Block Order, and Secret Data Index
based on BWO Algorithm (for Color Image)

Secret Cover Image Index | Block Index Secret Data Index
Data R G B R G B
1-bit
1 9 3 1 3 2 2 1
2 9 1 3 3 1 1 1
3 9 1 2 1 1 2
4 9 3 2 1 1 3 2
5 9 1 1 1 0 0 1
2-bit
1 7 2 1 1 1 1 1
2 7 1 1 2 1 1
3 7 2 2 1 2 2 1
4 7 3 2 2 1 2 1
5 7 3 3 2 3 2 2
3-bit
1 7 3 1 1 2 1 3
2 7 1 1 2 1 1 3
3 7 2 2 1 2 1 2
4 7 4 2 3 3 2 1
5 7 1 1 4 3 2

Further, Table 4.5 (a, b) shows the objective analysis of the proposed method based on the
BWO algorithm for grey-scale and color images for single and multi-bit data embedding. In
the objective analysis, various performance metrics, namely, MSE, RMSE, PSNR, SSIM, CC,
Entropy, UIQ, IF, NAE are determined for the proposed method. The result shows that the
proposed method achieves on average low MSE, RMSE, and NAE and high PSNR, CC, SSIM,
UIQ, IF. Further, the proposed model achieves similar entropy between cover and stego image.
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Table 4.5 (a): Objective Analysis of the Proposed Image Steganography Method based on BWO Algorithm (for Grey-Scale Image)

MSE RMSE PSNR SSIM CcC Input Output ulQ IF NAE
Entropy Entropy
1-bit
0.2432 0.4932 54.2707 0.9943 0.9998 5.7406 5.7589 0.997972 0.999992 0.001383
0.2454 0.4953 54.2327 0.9942 0.9998 5.7406 5.7592 0.997972 0.999992 0.001395
0.2455 0.4955 54.2306 0.9943 0.9998 5.7406 5.7591 0.997972 0.999992 0.001396
0.2445 0.4945 54.2479 0.9943 0.9998 5.7406 5.7589 0.997972 0.999992 0.001390
0.2434 0.4934 54.2672 0.9943 0.9998 5.7406 5.7591 0.997972 0.999992 0.001384
2-bit
1.2043 1.0974 47.3234 0.9807 0.9988 6.4573 6.4909 0.999302 0.999431 0.018314
1.2153 1.1024 47.2841 0.9807 0.9988 6.4573 6.4908 0.999302 0.999425 0.018486
1.2050 1.0977 47.3208 0.9807 0.9988 6.4573 6.4912 0.999302 0.999430 0.018325
1.2038 1.0972 47.3252 0.9808 0.9988 6.4573 6.4910 0.999302 0.999431 0.018330
1.2108 1.1004 47.3001 0.9806 0.9988 6.4573 6.4912 0.999302 0.999428 0.018404
3-bit
4.9320 2.2208 41.2006 0.9190 0.9948 6.4573 6.4973 0.996018 0.997668 0.037363
4.9007 2.2137 41.2283 0.9193 0.9949 6.4573 6.4971 0.996018 0.997683 0.037093
49131 2.2165 41.2173 0.9188 0.9948 6.4573 6.4970 0.996723 0.997677 0.037116
4.8882 2.2109 41.2393 0.9188 0.9948 6.4573 6.4970 0.996723 0.997689 0.037187
4.9320 2.2208 41.2006 0.9188 0.9948 6.4573 6.4975 0.997429 0.997668 0.037428
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Table 4.5 (b): Objective Analysis of the Proposed Image Steganography Method based on BWO Algorithm (for Color Image)

Plane MSE RMSE PSNR SSIM CcC Input Output ulQ IF NAE
Entropy Entropy
1-bit
R 0.2523 0.5023 54.1122 0.9992 0.9999 7.2596 7.2543 1.000000 | 0.999980 | 0.002471
G 0.2501 0.5001 54.15 0.999 0.9996 6.6599 6.6593 1.000000 | 0.999985 | 0.001769
B 0.251 0.501 54.1335 0.9987 0.999 6.046 6.0453 1.000000 | 0.999985 | 0.001426
Avg. 0.251133 | 0.501133 | 54.1319 0.998967 | 0.9995 6.655167 6.652967 1 0.999983 | 0.001889
R 0.2497 0.4997 54.157 0.9973 0.9999 7.3172 7.3166 0.999511 | 0.999985 | 0.001905
G 0.249 0.499 54.1686 0.9974 1.0000 7.6458 7.6443 1.000000 | 0.999985 | 0.002004
B 0.2504 0.5004 54.1446 0.9972 1.0000 7.3053 7.303 1.000000 | 0.999985 | 0.002178
Avg. 0.2497 0.4997 54.15673 0.9973 0.999967 | 7.422767 7.4213 0.999837 |0.999985 | 0.002029
R 0.2538 0.5038 54.0853 0.9992 0.9999 7.2597 7.2543 1.000000 | 0.999980 | 0.002486
G 0.2504 0.5004 54.1445 0.999 0.9996 6.6598 6.6593 1.000000 | 0.999985 |0.001771
B 0.2503 0.5003 54.1458 0.9987 0.999 6.046 6.0453 1.000000 | 0.999985 | 0.001422
Avg. 0.2515 0.5015 54.1252 0.998967 | 0.9995 6.655167 6.652967 1 0.999983 | 0.001893
R 0.2585 0.5085 54.0057 0.9939 0.9999 7.0217 7.0193 1.000000 | 0.999968 | 0.004467
G 0.2498 0.4998 54.1545 0.995 0.9999 7.6111 7.6079 0.999779 ]0.999975 | 0.003082
B 0.2666 0.5163 53.8722 0.9932 0.9999 6.5156 6.5069 1.000000 | 0.999954 | 0.005897
Avg. 0.2583 0.5082 54.0108 0.994033 | 0.9999 7.049467 7.0447 0.999926 | 0.999966 | 0.004482
R 0.2518 0.5018 54.1204 0.9992 0.9999 7.2596 7.2543 1.000000 | 0.999980 | 0.002466
G 0.2499 0.4999 54.1526 0.999 0.9996 6.6599 6.6593 1.000000 | 0.999985 | 0.001768
B 0.2495 0.4995 54.1592 0.9987 0.999 6.0461 6.0453 1.000000 | 0.999985 |0.001418
Avg. 0.2504 0.5004 54.14407 0.998967 | 0.9995 6.6552 6.652967 1 0.999983 | 0.001884
2-bit

R 1.2474 1.1169 47.1706 0.9751 0.9997 7.0942 7.0807 0.999096 | 0.999924 | 0.003535
G 1.366 1.1688 46.7762 0.9686 0.9996 7.0323 6.9771 0.999811 | 0.999841 | 0.009512
B 1.2484 1.1173 47.1674 0.9754 0.9994 6.2278 6.2126 1.000000 | 0.999854 | 0.007821
Avg. 1.287267 | 1.134333 | 47.03807 0.973033 | 0.999567 | 6.784767 6.7568 0.999636 | 0.999873 | 0.006956
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R 1.2447 1.1157 47.1801 0.9788 0.9994 7.3848 7.3817 0.998833 | 0.999924 | 0.004309
G 1.3003 1.1403 46.9903 0.9769 0.9998 7.6612 7.6493 0.999796 | 0.999921 | 0.005695
B 1.325 1.1511 46.9087 0.975 0.9993 7.1939 7.1613 0.999551 | 0.999783 | 0.01005

Avg. 1.29 1.1357 47.02637 0.9769 0.9995 7.4133 7.397433 0.999393 | 0.999876 | 0.006685
R 1.3473 1.1607 46.8362 0.968 0.9997 7.0269 7.0193 0.999849 | 0.999831 | 0.011496
G 1.2496 1.117/8 47.1631 0.9766 0.9996 7.6147 7.6079 0.999779 ]0.999876 | 0.007708
B 1.4266 1.1944 46.5877 0.9629 0.9997 6.5299 6.5069 1.000000 | 0.999754 | 0.015417
Avg. 1.341167 | 1.157633 | 46.86233 0.969167 | 0.999667 | 7.057167 7.0447 0.999876 | 0.99982 0.01154

R 1.3406 1.1578 46.8578 0.9683 0.9997 7.0269 7.0193 0.999849 | 0.999832 | 0.011461
G 1.254 1.1198 47.1478 0.9766 0.9996 7.6147 7.6079 0.999779 ]0.999876 | 0.007719
B 1.4246 1.1936 46.5939 0.9628 0.9997 6.53 6.5069 0.999823 | 0.999754 | 0.015414
Avg. 1.339733 | 1.157067 | 46.8665 0.969233 | 0.999667 | 7.0572 7.0447 0.999817 |0.999821 | 0.011531
R 1.2751 1.1292 47.0753 0.9755 0.9988 6.4338 6.3868 0.997305 | 0.999922 | 0.004339
G 1.2524 1.1191 47.1533 0.976 0.9996 6.5831 6.5354 0.999696 | 0.999924 | 0.004732
B 1.1939 1.0927 47.3611 0.9758 0.9997 6.4468 6.3887 0.999781 | 0.999927 | 0.004244
Avg. 1.240467 | 1.113667 | 47.19657 0.975767 ] 0.999367 |6.4879 6.436967 0.998927 ]0.999924 | 0.004438

3-bit

R 5.2493 2.2911 40.9298 0.973 0.9804 6.0614 6.0453 0.97166 0.99968 0.007455
G 5.9421 2.4376 40.3914 0.8849 0.9989 7.0416 7.0193 0.999396 | 0.999257 | 0.025014
B 5.2623 2.294 40.919 0.9127 0.9985 7.6161 7.6079 0.999115 | 0.999479 | 0.016241
Avg. 5.484567 | 2.3409 40.74673 0.923533 | 0.9926 6.906367 6.890833 0.990057 | 0.999472 | 0.016237
R 6.5879 2.5667 39.9433 0.8654 0.9986 6.5613 6.5069 0.999044 | 0.998865 | 0.034447
G 5.2791 2.2976 40.9052 0.902 0.996 6.7885 6.7692 0.997549 | 0.99827 0.031519
B 5.7288 2.3935 40.5502 0.8849 0.9946 6.3591 6.3389 0.997909 | 0.996968 | 0.046604
Avg. 5.865267 | 2.419267 | 40.46623 0.8841 0.9964 6.569633 6.538333 0.998167 | 0.998034 | 0.037523
R 5.5993 2.3663 40.6494 0.8928 0.9936 6.2303 6.2105 0.997594 | 0.996496 | 0.049814
G 5.3019 2.3026 40.8865 0.9124 0.9972 7.2864 7.274 0.998277 ]0.999304 | 0.01749

B 5.5535 2.3566 40.6851 0.8962 0.997 7.0536 7.0404 0.998255 | 0.998778 | 0.026104
Avg. 5.4849 2.341833 | 40.74033 0.900467 | 0.995933 | 6.856767 6.841633 0.998042 | 0.998193 | 0.031136
R 5.5602 2.358 40.6799 0.8933 0.9936 6.2302 6.2105 0.99599 0.99652 0.049553
G 5.2954 2.3012 40.8918 0.9126 0.9972 7.2867 7.274 0.998277 ]0.999305 | 0.017474
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B 5.5229 2.3501 40.7092 0.8966 0.997 7.0537 7.0404 0.998255 | 0.998785 | 0.026007
Avg. 5.4595 2.336433 | 40.7603 0.900833 | 0.995933 | 6.856867 6.841633 0.997507 | 0.998203 | 0.031011
R 5.5127 2.3479 40.7171 0.8986 0.9964 6.8988 6.8834 0.997705 |0.998479 | 0.029366
G 5.2269 2.2862 40.9484 0.9723 0.9983 7.7395 7.7356 0.998792 ]0.999681 | 0.009480
B 5.2551 2.2924 40.925 0.9721 0.9975 7.4538 7.4485 0.99756 0.999679 | 0.010210
Avg. 5.331567 | 2.308833 | 40.8635 0.947667 | 0.9974 7.364033 7.355833 0.998019 | 0.99928 0.016352
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4.3.3 Embedding Capacity Vs. PSNR

Table 4.6 shows the embedding capacity vs. PSNR for the proposed method. The result shows
that the PSNR varies from 72.6595 dB to 54.2228 dB for 1-bit data hiding for embedding
capacity 1000 bits to 65536 bits for the cover image resolution of 256x256. In the similar way,
the PSNR for 2-bit and 3-bit varies from 65.9815 dB to 47.3067 dB and 59.4552 dB t0 41.1910
dB, respectively. This shows that the embedding capacity has large impact on the PSNR factor.

Table 4.6: EC vs. PSNR for the Proposed Method

Embedding 1000 10000 20000 25000 50000 65536
Capacity (in bits)
1bit
MSE 0.0035 0.0372 0.0736 0.0929 0.1852 0.2459
PSNR (in dB) 72.6595 | 62.4288 59.4615 58.4509 55.4534 54.2228
2-bit
MSE 0.0164 0.1723 0.3587 0.4525 0.9150 1.2090
PSNR (in dB) 65.9815 | 55.7675 52.5833 51.5748 48.5166 47.3067
3-bit
MSE 0.0737 0.7179 1.3623 1.7027 3.5516 4.9429
PSNR (in dB) 59.4552 | 49.5702 46.7882 45.8193 42.6266 41.1910

4.3.4 Comparative Analysis

Finally, based on the PSNR value, the proposed method is compared with the existing image
steganography methods based on bio-inspired algorithms [56, 59-60]. In Table 4.7 (a), the
comparative analysis is performed for same cover images (512 x 512) and secret data size
(128 x 128). The result shows that the proposed method achieves the average PSNR of
57.21dB, whereas the existing methods based on PSO and ABC achieve the average PSNR of
45.296dB and 56.39dB, respectively. This indicates that the proposed method achieves

superior performance over the PSO and ABC algorithm, respectively.
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Table 4.7 (a): Comparative Analysis of the Proposed Image Steganography Method based on
BWO Algorithm with the Existing Steganography Methods [56] based on PSNR Value

Images PSO ABC Proposed Method
Lena 45.1900 56.40 57.19
Jet 45.3800 56.39 57.25
Lake 45.6700 56.40 57.20
Elaine 45.9300 56.36 57.19
Baboon 44.3100 56.39 57.24
Average 45.296 56.39 57.21

Further, Table 4.7 (b) shows the comparative analysis with the recent existing method [59]
which used the GA algorithm for optimized data hiding using the single and multi-bit data
embedding. The result shows that the proposed model achieves the better PSNR in the single
and multi-bit data embedding method for different cover images.

Table 4.7 (b): Comparison of Proposed and Existing Algorithms [59] in terms of PSNR (in

dB)
P. D. Shah and R. S. Bichkar [59] Proposed Method
1-bit 2-bit 3-bit 1-bit 2-bit 3-bit

Living 52.17 - 54.2324 47.3024 41.2109

Room
Pirates 52.41 - 40.82 54.2109 47.3103 41.2053
Airplane 52.21 46.37 54.2418 47.2893 41.2178
Boat 52.35 - 54.2167 47.2965 41.1995
Mandrill 52.13 46.42 54.2167 47.2920 41.2043
Lake 46.42 54.2324 47.3024 41.2109
Pepper 46.39 54.2109 47.3103 41.2053
Lena 46.43 40.75 54.2418 47.2893 41.2178
Blonde 40.91 54.2167 47.2965 41.1995
Cameraman 40.82 54.2167 47.2920 41.2043
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Finally, Table 4.7(c) shows the comparative analysis of the proposed method with the existing
method which used the HHO algorithm for hide the multi-bit data in the cover image. The
result shows that the proposed method achieves the better PSNR in the range of 47.2893-
47.3103dB for 2-bit and 41.1995-41.2178dB for the 3-bit LSB method, respectively.

Table 4.7 (c): Comparison of Proposed and Existing Algorithms [60] in terms of PSNR (in

dB)
Images Hameed et al. [60] Proposed Method
2-bit 3-bit 2-bit 3-bit

Imagel 44,3589 39.8798 47.3024 41.2109
Image?2 44.3083 39.8404 47.3103 41.2053
Image3 445281 39.9505 47.2893 41.2178
Image4 44,4704 39.9159 47.2965 41.1995
Image5 45.3950 41.1958 47.2920 41.2043
Image6 44.6054 39.9975 47.3024 41.2109

4.3.5 Intentional/Non-Intentional Attacks

In this section, we have applied the international/non-intentional attacks on the proposed
method. The attacks are considered for evaluate the proposed method is salt & pepper,
gaussian, rotate, and low-pass filtering attack. These attacks are evaluated using the two-
performance metrics, such as SF and BER. The result shows that the rotate and low-pass
filtering attacks more impact the stego image than the salt and pepper attack for recovering the
secret data. However, the impact can be reduced by adding an error correction code while

embedding the secret data in the cover image.
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Table 4.8: Performance Metrics for different Intentional/Non-Intentional Attacks

Attacks Salt and Pepper Gaussian Rotate Low Pass
(D=0.001) Attack Filtering
(V=0.001)
1-bit
Imagel SF 184 177 184 183
BER 10.7239 7.5324e+03 5.9936e+03 2.2487e+03
Image2 SF 85 56 85 83
BER 14.3555 7.9129e+03 4.9918e+03 2.7339e+03
Image3 SF 184 177 184 183
BER 13.8947 7.5324e+03 5.9679e+03 2.2487e+03
2-hit
Imagel SF 63 31 61 58
BER 12.7258 4.6982e+03 3.4043e+03 2.2884e+03
Image2 SF 63 31 61 58
BER 9.9365 4.6982e+03 3.4171e+03 2.2884e+03
Image3 SF 63 31 61 58
BER 17.3035 4.6982e+03 3.4002e+03 2.2884e+03
3-bit
Imagel SF 63 29 60 57
BER 15.2710 4.4995e+03 3.2248e+03 2.0993e+03
Image2 SF 63 29 60 57
BER 10.3882 4.4995e+03 3.2272e+03 2.0993e+03
Image3 SF 63 29 60 57
BER 12.1460 4.4995e+03 3.2208e+03 2.0993e+03

4.4 Conclusion

In this chapter, we have proposed an optimized image steganography method based on the
BWO algorithm. In the proposed method, the BWO algorithm searches the optimal cover
image, block order, and secret data index to enhance the imperceptibility parameter by
minimizing the objective function. The simulation results show that the optimal cover image,

block order, and secret data index has sufficient variability for different secret data. Further,
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the objective analysis shows that the proposed method achieves low values of MSE, RMSE,
NAE; high values of PSNR, correlation coefficient, SSIM, UIQ, IF; and comparable entropy
between cover and stego image. In the last, comparative analysis is done based on the PSNR
parameter with some of the existing implementation from literature. When compared to

existing techniques, the proposed method yields superior PSNR results.
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Chapter 5

Evolutionary Algorithm based Key
Generation for Image Encryption

5.1 Introduction

Digital images are now-a-days utilized to communicate sensitive information for a number of
applications, such as for military, medical, and private conferencing [86]. Quite often, it is
prone to numerous attacks, namely, unauthorized access and modification, when
communicating on the internet [87]. As a result, before being transmitted over the internet,
digital images are encrypted using encryption methods. The secret image is transformed into
an encrypted image using a random key in the encryption method. In this chapter, the bio-
inspired evolutionary algorithms have been employed for key generation in an optimal sense

for image encryption applications.

In the literature, image encryption is performed either in the “spatial domain™ or in the
“transform domain” [18]. In the spatial domain, the image pixels are directly manipulated using
the encryption method. On the other hand, in the transform domain, the images are encrypted
in the frequency domain, and an inversed transform is performed before communicating the
encrypted image. We concentrated on the spatial domain in our work due to its lower
complexity. Further, in the literature, chaotic function, DNA, elliptic curve, and bio-inspired-
based image encryption methods are proposed [38, 69, 88-89, 18]. Out of these methods,
chaotic function and bio-inspired-based image encryption methods are more preferred.
Therefore, in our research, these encryption methods are taken into consideration. The chaotic
functions are used in the image encryption method for key generation because these functions
are extremely sensitive to initial state of the parameter values. On the other hand, bio-inspired-
based encryption methods are used to optimize the image encryption parameters based on the
objective function. In the literature, bio-inspired algorithms are employed for key generation

and to choose the most optimal encrypted image.

Bio-inspired algorithms are broadly categorized into two types, such as swarm intelligence and

evolutionary algorithms [82]. Evolutionary algorithms are more commonly used in the
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literature for image encryption methods [5, 86, 43-45]. These algorithms search for the best
random key from a set of n keys and give the optimal key as the output. To accomplish this, a
few populations of the evolutionary algorithm are initially defined in the key's lower and upper
bound ranges. The fitness evaluation of each population is done based on the objective
function, which determines the best key. Next, new populations are generated from the initial
populations based on the operations of evolutionary algorithms. The fitness evaluation of the
new population is done in a similar way it was done for the initial population. If the new
population fitness evaluation is superior to the best key, then the best key will be updated. The

whole operation is iterated for a predetermined number of iterations.

The evolutionary algorithms use a predetermined number of iterations to explore all possible
solutions to give the best key in the output. The advantage of evolutionary algorithm-based key
generation methods is that they generate completely random keys. In the literature, the genetic
algorithm is the most preferred evolutionary algorithm for image encryption. The exploration
rate of the GA algorithm is low due to the limited number of offspring generated using
crossover and mutation operations [85]. Besides that, inappropriate solutions are not removed
while searching for optimal solutions. These challenges are taken into consideration, and other

evolutionary algorithms have also been explored.

Recently, a new evolutionary optimization algorithm was proposed by “V Hayyolalam and Ali
A Kazem” [79], which is based on the mating process of the black widow spider. Black widow
spiders can mate in pairs. Thus, it generates a number of offspring. Further, strong spiders eat
the weak spiders as their food for survival purposes. This process is known as cannibalism.
These properties were taken into consideration by the authors, and they proposed the “black
widow optimization” (BWO) algorithm. In the BWO algorithm, the offspring generation
process is known as the "procreate step,” whereas the consuming weak spider process is known
as the "cannibalism step.” Due to these steps, the BWO algorithm has a better exploration rate
to find the optimal solution than the genetic algorithm. Thus, the proposed image encryption
method takes into consideration the BWO algorithm for encrypting the secret images. We have
proposed two image encryption methods. The novelty of the first image encryption method,
the BWO algorithm, and its operation is utilized for key generation and encryption purposes,
whereas in the second method, a completely random key for image encryption is generated by
determining the initial parameter values of the chaotic map using the BWO algorithm. The rest

of the chapter is organized into four sections. Section 5.2 explains the detailed description of
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the proposed methods based on the evolutionary algorithm. Section 5.3 explains the image
encryption method, which is based on the black widow optimization algorithm, and its
operation. Further the results of subjective and objective analysis are provided in this section
that evaluate the effectiveness of the presented method. Next, in Section 5.4 the image
encryption method is explained that is based on the chaotic function. In this method, BWO
algorithm is used to compute the parameter values of the chaotic function. Further, the
proposed method is evaluated using subjective and objective analysis. Section 5.5 provides the

conclusion.
5.2  Proposed Methods based on BWO Algorithm

The basic principle of the BWO algorithm is based on the mating process of black widow
spiders. These spiders can mate in parallel and their cannibalism nature makes it unique
optimization over others. The mating process generates a number of offspring. Thus, numerous
solutions are explored while searching the solution space. Cannibalistic nature, on the other
hand, eliminates inappropriate solutions while searching the search space. As we know, the
optimization algorithms are iterative methods. Thus, due to cannibalism, the mating process in
the next iteration is performed by superior-quality spiders. The steps of the BWO algorithm
are classified into three stages. In the first stage, the procreate step is performed, in which
offspring are generated by selecting random spiders as parents. In the second stage, the
cannibalism step is performed, in which parent and offspring solutions are sorted based on the
objective function and those that are inappropriate are removed. To explore new solutions, the
third step involves performing mutation on the solutions left over from the cannibalism step.
These steps are iterated for a fixed number of iterations, and the best solutions are updated in

this process. In the end, the best solution is determined.

We have proposed two image encryption methods based on the BWO algorithm. In the first
method, the BWO algorithm is used for key generation based on the objective function. Further,
its operation known as "mutation™ is used in the encryption process. On the other hand, the
second method is based on the chaotic function. The chaotic function's output is highly
sensitive to the input parameter values. Therefore, the optimal selection of parameter values
enhances the security of the image encryption method. Therefore, the BWO algorithm is used
to determine the best values for the parameter based on the objective function. Entropy is taken

as an objective function in both methods. In the first method, the best random key is chosen
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from n keys that give the best entropy. On the other hand, in the second method, the best
parameter values are chosen, which give the entropy value close to the ideal value required in
the image encryption. Thus, in both methods, the objective function value is maximized. A in-
depth explanation of these methods is provided in the following two sections.

5.3 Image Encryption Method based on BWO Algorithm and its Operation

In the majority of the image encryption methods, the exclusive-OR procedure is used to encrypt
images with the secret data and private key. The private key generation is accomplished using
various bio-inspired algorithms, chaotic map, linear and non-linear feedback shift register [7-
10]. The proposed method is based on the classical substitution-permutation network. In the
proposed method, an optimal random key is generated using the BWO algorithm. The secret
image is processed in the form of blocks. After that, in the substitution step, exclusive-OR
operation is executed among image block data and random key. Next, in the permutation step,
the block data is circular rotated based on the mutation step of black widow optimization
algorithm. Besides that, key scheduling is performed for subsequent blocks. The detailed

description of the proposed image encryption method is given below.

The flowchart of the proposed image encryption method is shown in Figure 5.1. Initially, the
secret image is read and split into 256-bit blocks. Afterwards, a 512-bit key is generated using
a black widow optimization algorithm and it is grouped into two parts, namely, left key (L)
and right key (R). The 256-bit length is selected for both the keys. Next, the exclusive-OR
operation is carried out between the 256-bit block and the left key. Further, the black widow
operation, also called as mutation, is performed on the Exclusive-OR output to get the final
encryption. The black widow operations provide confusion and diffusion in the encryption
process. Further, the keys of the subsequent blocks are determined from the previous blocks.
As shown in Figure 5.1, the left key (L) is replaced with the right key (R); and the right key
(R) is replaced with the XOR output of the previous block. This whole process is repeated for

the next blocks. The mathematical model for one round for encryption is given below.

pP= {P127,P126 .......................... Pz,P1P0} (5-1)
K = {K55 K5, K3 K1 Ko} (5.2)
K, = {K127,K126 .......................... Kz,K1K0} (5-3)
Kr = {Kz55 Kosa,............... K130,K120K128} (5.4)
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For Encryption

C'=P®K, (5.6)
R =X D; D;==1if Kg(y == 1, D;==0if Kp;y == 0 (5.7)
C =ror(C'",R) (5.8)
Key Updation for the Next Round
K, =C (5.9)

K, K1Ko} (5.10)

..........................

Next, the comprehensive explanation of the 512-bit key generation using BWO algorithm is

given below.

1.

In the first step, BWO algorithm parameters, namely, total population, dimension of the
population, procreate rate, cannibalism rate, mutation rate, iterations, objective function
[entropy], lower and upper limit of the key [0-255] is defined. In the secret images, the
pixel value varies in between 0-255. Therefore, lower, and upper limit is defined in the
range because during encryption, exclusive-OR operation needs to perform between
secret image pixel and random key.

In the second step, the population array is needed to initialize. The dimension of each
population is 64 and each dimension value represents the 8-bit of the key. Therefore,
64-dimension population gives the 512-bit in the output. The initialized is performed
randomly in the lower and upper limit of the key.

In the third step, fitness evaluation of each population is performed based on objective
function. After that, the fitness evaluation of population array is compared and
determined the best population which gives the maximum entropy.

In the fourth step, random populations are chosen from the population array. Further,
based on the procreate rate, new populations are generated using Eq. (2.15). The
generated new population is added in the initial population array and sorted according
to the objective function.

In the fifth step, based on the cannibalism rate, inappropriate populations are removed
from the population array.

In the sixth step, population array is updated according to the mutation rate.

Steps 3-6 is performed until desired objective is not meet or total iterations are not
finished.
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Figure 5.1: Flowchart of the Image Encryption using BWO Algorithm and its Operation
5.3.1 Results and Analysis

Here, we have presented the subjective and objective analysis of the proposed method based
on the BWO algorithm. Further, it is compared with the existing image encryption method
based on various parameters. Table 5.1 shows the parameter values are taken under

consideration for key generation and to perform encryption.
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The standard images database is taken as secret image in the proposed method. Further,
population and iterations lower value chosen because choosing the higher value increases the
computation time to achieve the image encryption. Next, objective function, entropy is chosen
because it checks the 0’s and 1’s probability in the random key. In the ideal case, a key contains
equal probability of 0’s and 1’s. The procreate and cannibalism rate has equal values because
these operations are performed in the BWO algorithm to generate new population and

removing the inappropriate population from the population array.

Table 5.1: Parameter Values of BWO Algorithm for Key Generation and Encryption

Parameter Values
Standard Images Database USC-SIPI image database [70]
Image Resolution 512 x 512
Total Population (n) 50
Total Number of Iterations 20
Procreate Rate n/2
Cannibalism Rate n/2
Mutation Rate 0.0098
Key Size (in Bytes) 64
Lower Bound of the Key 0
Upper Bound of the Key 255
Obijective Function for Key Generation | Entropy

Table 5.2 shows the subjective analysis of the image encryption method based on the BWO
algorithm for different images. The standard dataset images, namely, Lena, Baboon, Pepper,
Airplane, and Barbara are taken under consideration. In the analysis, the original image is
compared with the encrypted image based on the visual appearance [44, 72]. The results
indicate that encrypted images look completely noisy. Thus, this makes it extremely difficult

for the attacker to recover the original image.
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Table 5.2: Subjective Analysis of the Proposed Image Encryption Method based on BWO
Algorithm

Images Original Image Encrypted Image

Lena

Baboon

Pepper

Airplane

Barbara
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Further, to determine the distribution of grayscale pixels in an image, histogram analysis is a
common statistical metric. A uniform histogram is one sign that an image is more resistant to
statistical attacks. An image's histogram can reveal information about its source if it isn't
uniform [44]. Table 5.3 (a-b) shows the histogram analysis for different original images for the
proposed method. The results clearly indicate that the histogram of images which are encrypted
is more uniform. Thus, the proposed method is capable of concealing more information and

hence provides more shielding against the statistical attacks.

Table 5.3 (a): Histogram Analysis of the Proposed Image Encryption Method based on BWO
Algorithm

Images Original Image Histogram Encrypted Image Histogram

Secret Data Hist
Lena . ec‘re ata His n?ram . . - . En‘crypted Hlsmglram

3000

g 2000

1500

0 50 100 150 200 250

Baboon . Se?rel Data Hlsm?ram . . - . En‘crypted Hlsiogram

3000

2000
2500+
2000 1500

1500

1000

500

250
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Table 5.3 (b): Histogram Analysis of the Proposed Image Encryption Method based on

BWO Algorithm
Images | Original Image Histogram Encrypted Image Histogram
Pepper Sec‘rel Data Hlsto?ram E"I”YWﬂ Hismglram
3000+ ] 2500
2500 a000k |
2000+ J
1500
1500+ J
1000
1000
5001 ] 500
0 0
50 100 150 200 250 0 50 100 160 70 %0
Ai rplane Sec‘vel Data Histo?ram . I En‘crypleﬂ Hlsloglram | I
2500F 7
4500 -
4000 ool |
3500}
3000r 1500
2500}
2000} 1000
1500 |
1000 | 500
500
0 0
0 50 100 150 200 250 100 150
Barbara Se?rel Data Hismlgram reooE Eﬂluypted Hislugl;ram
3000 1
2000 |
1| 1500t
250 0 50 100 150 200 250

Next, the histogram uniformity is verified using Chi-square test (x?). Table 5.4 shows the Chi-

square test for the different images that are taken under consideration. The results show that

the computed values of Chi-square are less than 293.2478 and it passes the histogram

uniformity test.
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Table 5.4: Chi-Square Test for the Proposed Image Encryption Method based on BWO

Algorithm
Images x2 Test Remarks
Lena 209.30 Pass
Baboon 217.97 Pass
Pepper 247.70 Pass
Airplane 275.22 Pass
Barbara 292.39 Pass

Table 5.5 shows the objective analysis of the proposed image encryption method based on the
various parameters such as PSNR, NPCR, entropy, correlation coefficient, maximum

deviation, and execution time.

In the PSNR analysis, PSNR between original and encrypted image is estimated for the
proposed method. The results demonstrate that the proposed method is able to provide low
values of PSNR for a variety of image types. Out of different images, Airplane achieves the
lowest PSNR. Further, in the NPCR analysis, original image and key sensitivity analysis is
done by altering the original secret image/original key. Table 5.5 shows the NPCR analysis for
different images. In both instances, the proposed method accomplishes high NPCR near to
ideal value is required in the image encryption method. This reflects that mere a slight variation
in original image/original key changes a large number of pixels of encrypted image. Further,
Table 5.5 indicates the entropy analysis. The results indicate that the proposed method achieves
an entropy value near to 8 for the encrypted images. Thus, the proposed method provides
enough randomness in the encrypted image that makes it robust against statistical attacks. Next,
the proposed method is evaluated using the correlation coefficient parameter. In the
cryptography, ideal value of 0 is required which represents the low correlation between original
and encrypted image. Table 5.5 shows that the proposed method provides a lower correlation
coefficient between images. Next, in the table, maximum deviation parameter value shows that
maximum deviation achieved by proposed image encryption method between original and
encrypted image. In the last, in the table, the execution time for different encrypted images is
shown. The results indicate that the proposed method takes much lesser time due to fast key

generation and simple operations for image encryption.
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Table 5.5: Objective Analysis for the Proposed Image Encryption Method based on BWO Algorithm

Images PSNR (in NPCR Entropy CC | Maximum | Execution
dB) Original Key Original Encrypted Deviation | Time (in
Image Sensitivity Image Image Seconds)
Sensitivity Analysis Entropy Entropy
Analysis
Lena 12.54 99.554 99.58 7.4471 7.9993 0.0013 | 168480 3.51
Baboon 12.42 99.540 99.57 7.3519 7.9993 0.0018 | 201520 3.01
Pepper 12.90 99.572 99.63 7.5733 7.9993 0.0020 | 147609 3.06
Airplane 8.64 99.603 99.60 6.7056 7.9992 0.0019 | 276186 3.05
Barbara 13.78 99.540 99.57 7.4439 7.9993 0.0023 | 175760 3.16
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5.3.2 Comparative Analysis with the Existing Image Encryption Methods

In this section, the proposed method is compared with the known existing methods like AES
[90], Li et al. [91], and Mondal et al. [44] based on NPCR, entropy, correlation coefficient, and
execution time parameter. Table 5.6 provides a NPCR parameter based comparative analysis
with the other existing techniques. The results indicate that the proposed method provides high
NPCR as compared to AES [90] and Li et al. [91] and a little lesser to Mondal et al. [44].

Table 5.6: Comparative Analysis of Proposed Image Encryption Method and Existing
Methods based on NPCR Value

Image AES [90] Lietal. [91] Mondal et al. Proposed Method
[44]

Lena 0.0061 97.7646 99.6342 99.554

Baboon | 0.0061 96.9589 99.6361 99.540

Pepper 0.0061 97.5632 99.6391 99.572

Airplane | 0.0061 95.9206 99.6655 99.603

Barbara | 0.0061 97.3125 99.6227 99.540

Table 5.7 provides the entropy parameter based on comparative analysis with the other existing
techniques. The results indicate that the proposed method achieves higher entropy as compared
to Li et al. [91] and approximately same entropy as compared to AES [90] and Mondal et al.
[44].

Table 5.7: Comparative Analysis of Proposed Image Encryption Method and Existing
Methods based on Entropy Value

Image AES[90] | Lietal [91] | Mondal et al. Proposed Method
[44]

Lena 7.9994 7.3866 7.9994 7.9993

Baboon 7.9993 7.2101 7.9992 7.9993

Pepper 7.9994 7.3597 7.9993 7.9993

Airplane | 7.9981 7.2991 7.9991 7.9992

Barbara 7.9992 7.2990 7.9993 7.9993
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Table 5.8 provides the correlation coefficient parameter based comparative analysis with the
other existing techniques. The results indicated that the proposed method achieves lower
correlation coefficient as compared to Mondal et al. [44] and approximate same correlation
coefficient as compared to AES [90] and Li et al. [91].

Table 5.8: Comparative Analysis of Proposed Image Encryption Method and Existing
Methods based on Correlation Coefficient Value

Image AES [90] Lietal. [91] Mondal et al. Proposed Method
[44]

Lena 0.0015 1.2899¢-05 0.1114 0.0013

Baboon -0.0013 -4.1219e-04 0.0141 0.0018

Pepper 0.0021 -6.0429e-04 0.0353 0.0020

Airplane | 2.4233e-04 | -0.0060 0.0250 0.0019

Barbara 0.0020 -2.7831e-4 0.1398 0.0023

Table 5.9 provides the execution time parameter based comparative analysis with the other
existing techniques. The results indicate that the suggested method achieves lowest execution

time over other techniques such as Li et al. [91] and Mondal et al. [44].

Table 5.9: Comparative Analysis of Proposed Image Encryption Method and Existing

Methods based on Execution Time (in Seconds)

Image Lietal. [91] Mondal et al. Proposed Method
[44]

Lena 34.855 35.810 3.51

Baboon 32.376 29.659 3.01

Pepper 33.672 29.756 3.06

Airplane 30.925 28.850 3.05

Barbara 32.349 28.965 3.16
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5.4  Image Encryption using Chaotic Map Algorithm

The working of the proposed image encryption method is elaborated in Figure 5.2. The
proposed method employs traditional confusion and diffusion architecture which is achieved

using substitution and permutation stages.

Population, Iteration, Procreate,
Cannibalism Rate, and Mutation
Rate

\ 4

Original Image BWO Algorithm

\ 4

\ 4 \ 4

Key Generation using Chaotic Optimal Parameter Values

Substitution Stage Logistic Map Algorithm (Xoand r)

A
A

\ 4

Subjective and Objective

Permutation Stage Analysis

Encrypted Image

\ 4
\ 4

Figure 5.2: Block Diagram of Proposed Image Encryption Method based CLM Algorithm
In substitution stage, exclusive-OR operation is performed between original image pixel and
random key. The random key is generated using the chaotic logistic map (CLM) algorithm.
The BWO algorithm is used to find the best values for the parameters of a CLM algorithm. The
BWO algorithm gives the optimal parameter values based on the objective function. We have
designed an objective function based on the entropy parameter. Further, in the permutation
stage, circular shifting is performed horizontally and vertically based on two random numbers,
K, K, to get encrypted image. K; performs the circular shift row-wise to achieve horizontal
permutation, whereas K, performs the circular shift column-wise to achieve vertical
permutation. The values of K;, K, are determined by how many odd pixels are available in the
row and column-wise. Next, subjective and objective analysis of encrypted image is performed
to validate its performance over the existing method. In the last, encrypted image along with

optimal parameter values of rx,, is communicated to the receiver to decrypt the image.
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5.4.1 Determination of Optimal Parameter Values using BWO Algorithm

Here, we have detailed how the BWO algorithm finds the optimal parameter values of the CLM

function.

Step 1. In the first step, total number of populations, objective function, iterations, procreate

rate, cannibalism rate, and mutation rate are defined.

Step 2. In the second step, initial population of r and x,, is generated in the range of [3.57 — 4]
and [0-1]. Therefore, the dimension of each population is 2. The first value represents r and

second value x,,.

Step 3. In the third step, fitness evaluation of each population is done based on the objective

function and best population is determined as best solution value of r and x,,.

Step 4. In the fourth step, randomly populations are selected to generate new offspring’s using

procreate step.

Step 5. In the fifth step, generated offspring are added in the initial population. Next, initial

population is sorted based on the objective function.

Step 6. In the sixth step, inappropriate population which provides inferior solutions are removed

from the population using the cannibalism step.
Step 7. In the seventh step, mutation step is performed randomly to update the population.
Step 8. The whole process of generation is performed until optimal parameter values are found.

5.4.2 Results and Analysis for the Chaotic Logistic Map Algorithm

Table 5.10 shows the input parameter values of BWO algorithm is setup for find the optimal
parameters of the chaotic map for random key generation. In the chaotic logistic map, the x,
value is varied in between 0-1 whereas r parameter value is varied in between 3.57-4.
Therefore, the BWO population is initialized in this range. The proposed method is then
analyzed on both subjective and objective levels and compared to the current methods in use.
The images are taken under consideration for simulation purposes are “Lena”, “Baboon”,

PINTs

“Barbara”, “Pepper”, “Boat”, “Airplane”, “Cameraman”, and “House” .
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Table 5.10: Parameter Values of BWO Algorithm for Determine Optimal Parameter Values

of CLM Algorithm
Parameter Values
Population 50
Dimension 2
Iterations 100
Procreate Rate 0.50
Cannibalism Rate 0.50
Mutation Rate 0.1

Lower and Upper Bound Values of x,, and r

(0,1) and (3.57,4)

Obijective Function

Entropy

Table 5.11 (a-d) shows the subjective analysis of the image encryption method based on the

CLM algorithm. In this analysis, based on the visual quality, original image and its histogram

are compared with encrypted image and its histogram. The result shows that encrypted image

is completely noisy and histograms are approximate equally distributed.

Table 5.11(a): Subjective Analysis of the Image Encryption Method based CLM Algorithm

Images

Original Image

Lena

Encrypted Image

Histogram of the Original Image

3000 -

Histogram of the Encrypted Image
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2000
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500

0
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Table 5.11(b):

Subjective Analysis of the Image Encryption Method based CLM Algorithm

Images

Original Image

Encrypted Image

Barbara

Original Image

Encrypted imags

Histogram of the Original Image
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Table 5.12(c): Subjective Analysis of the Image Encryption Method based CLM Algorithm

Images Original Image Encrypted Image
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Table 5.12(d): Subjective Analysis of the Image Encryption Method based CLM Algorithm

Images Original Image Encrypted Image

Cameraman Exetinae

Histogram of the Original Image Histogram of the Encrypted Image
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Table 5.12 shows the objective analysis of the proposed method based on the CLM algorithm
using various parameters. The parameters are considered for evaluation purposes are entropy,
correlation coefficient, MSE, PSNR, maximum deviation, NPCR, execution time, and optimal
value of X, and r. The result shows that the proposed method achieves high entropy near to
ideal value (8) in the grey scale images, low correlation coefficient value near to zero value.
Further, low value of PSNR and high value of MSE between original and encrypted image is
observed. Next, the result shows that the proposed method achieves maximum deviation and
high value of NPCR near to ideal value (100). Further, execution time parameter shows the
proposed method takes on average 99.69 seconds for image encryption because in the BWO
algorithm, Exclusive-OR operation is needed to perform for complete secret image to
determine the objective function. In the last, X, and r parameter value shows that it is different
for different images. Thus, the generated key is different. Thus, it is difficult for the attacker to

retrieve the secret image without knowing the optimal parameter value of X, and r.
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Table 5.12: Objective Analysis for the Image Encryption Method based CLM Algorithm

Images Original Encrypted Correlation MSE PSNR Maximum | NPCR | Execution Xo r
Entropy Entropy Coefficient (indB) | Deviation Time (in
Seconds)

Lena 7.4471 7.9955 -0.0067 3.4690e+03 | 12.7288 | 1.6418e+05 | 99.55 98.964900 | 0.5860 | 3.8770
Baboon 7.3519 7.9935 -0.0194 3.5503e+03 | 12.6281 | 184110 99.62 94.051544 | 0.6301 | 3.9281
Barbara 7.4439 7.9925 -0.0123 2.4786e+03 | 14.1888 | 174915 99.56 96.423779 | 0.6623 | 3.8823
Pepper 7.5733 7.9956 -0.0049 3.1440e+03 | 13.1560 | 1.3753e+05 | 99.58 102.456793 | 0.1595 | 3.9281
Boat 7.1763 7.9783 0.0468 3.5926e+03 | 12.5768 | 221554 99.58 103.681815 | 0.6865 | 3.9378
Airplane 6.7056 7.9754 0.0052 9.6152e+03 | 8.3012 272608 99.54 104.369682 | 0.3648 | 3.9848
Cameraman | 7.0853 7.9853 0.0402 3.5343e+03 | 12.6477 | 255793 99.55 103.933243 | 0.5599 | 3.9385
House 6.4764 7.9860 0.0010 4.4086e+03 | 11.6878 | 271515 99.55 93.659861 | 0.3890 | 3.9293
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5.4.3 Comparative Analysis of the Proposed Image Encryption Method based on
Chaotic Logistic Map Algorithm with the Existing Encryption Methods

Table 5.13-5.14 show the comparative analysis between the proposed method and the existing
methods based on entropy and number of pixel change rate. The results reveal that the proposed
method achieves superior results over Shelza Suri and Ritu Vijay [43] and achieves

approximately closer values to Khadijeh Mirzaei Talarposthi and Mehrzad Khaki Jamei [41].

Table 5.13: Comparative Analysis of Proposed Image Encryption Method based on CLM
Algorithm and Existing Methods based on based on Entropy Parameter

Images Khadijeh Mirzaei Talarposthi and | Shelza Suri and | Proposed
Mehrzad Khaki Jamei [41] Ritu Vijay [43] Method
Lena 7.9815 7.82200 7.9869
Baboon 7.9839 - 7.9816
Pepper 7.9857 - 7.9873
Boat 7.9784 - 7.9698
Cameraman | 7.9893 7.79944 7.9779
Coin - 7.80898 7.9765
Rice - 7.82904 7.9461

Table 5.14: Comparative Analysis of Proposed Image Encryption Method based on CLM
Algorithm and Existing Methods based on based on NPCR Parameter

Images Khadijeh Mirzaei Talarposthi and | Shelza Suri and | Proposed
Mehrzad Khaki Jamei [41] Ritu Vijay [43] Method
Lena 99.5918 99.2188 99.4751
Baboon 99.6027 - 99.5361
Pepper 99.6409 - 99.9920
Boat 99.6265 - 99.5300
Cameraman | 99.6171 99.5117 99.9920
Coin - 99.5117 99.4202
Rice - 99.5117 99.3041
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5.5 Conclusion

In this chapter, two image encryption methods are proposed based on the BWO algorithm. In
the first method, the BWO algorithm and its mutation operation are used for image encryption,
whereas in the second method, the BWO algorithm determines the optimal parameter values
of the CLM algorithm. The simulation evaluation of both methods is done using subjective and
objective analysis. The subjective analysis shows that the encrypted image is completely noisy
and the histograms are equally distributed. On the objective analysis, various performance
metrics are measured that make it robust against various attacks such as statistical and
differential attacks. Finally, the comparative analysis shows that the proposed encryption
method provides superior results.
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Chapter 6

Privacy-Preserving Method based on
Hybridization of Cryptography and
Steganography Algorithms

6.1 Introduction

In this chapter, an optimal privacy-preserving method is designed to secure the people’s
information using bio-inspired black widow optimization (BWO) algorithm. The attractiveness
of the presented method is that it uses the BWO algorithm for encryption as well as hiding the
data in the steganography in the optimal way. Three processes—procreation, cannibalism, and
mutation [79]—are used by the BWO algorithm to arrive at the best possible outcomes for key
generation, secret data index, and cover image starting pixel. For the encryption purposes, key
generation is done using BWO algorithm then performed the exclusive-OR operation with
sensitive data. After that, used the BWO algorithm to determine the optimal secret data index
and starting pixel in the cover image then hiding in the cover image using the LSB algorithm.
Besides that, pre-processing of the cover image is done to choose the most optimal plane for

hiding the information.

The rest of the chapter is organised into five sections. Section 2 gives the detailed description
of how cover image plane is selected for data hiding purposes. Section 3 explains the proposed
privacy-preserving method is designed by hybrid the cryptography and steganography method.
Further, in this section, the comprehensive explanation of key generation and how optimal
secret data index and starting pixel is determined in the cover image using BWO algorithm is
given. Finally, the results are given along with their analysis and subsequently the conclusions

are drawn in Section 4-5.
6.2 Cover Image Plane Selection

In the proposed privacy-preserving method, optimal cover image selection is done before
hiding the secret data in it. In the literature, cover image plane selection is done based on the
human visual system (HVS) characteristics [2, 62, 92]. According to the HVS characteristics,
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human eyes are more sensitive to green color over the blue color. Thus, blue plane is chosen
for data hiding purposes. The limitation of selecting cover image plane based on HVS
characteristics is that the selected plane is fixed for data hiding. Further, if the blue plane is the
most dominant color over other planes, then data hiding in it generates distortions which
negatively impact the imperceptibility parameter. These challenges are taken under

consideration while choosing the optimal cover image plane selection.

In the proposed method, the pre-processing on the cover image planes is done to determine
which plane plays minimum or maximum role in it. To achieve this goal, the cover image plane
is categorized into three classes, namely, superior, intermediate, and inferior based on their
pixel intensity value. The categorization of planes based on the pixel intensity value is
successfully done in the enhancement methods [93]. The plane which plays minimum role in
the cover image is chosen for data hiding purposes. Therefore, the pixel intensity of the RGB

plane of the cover image is determined using Eq. (6.1-6.3) [93].

Sum(Pyeq) = #1=1 Zg=1 Preqg(m,n) (6.1)
Sum(Pgreen) = an:l 25:1 Pgreen (m,n) (6-2)
Sum(Pgpe) = ‘74;1=1 Zg=1 Pgiye(m,n) (6.3)

Here, Preq, Pyreen, and Py, denotes the pixel values of the RGB plane, and A, B denote the

size of the images.
6.3  Proposed Privacy-Preserving Method

The main motive of the proposed privacy-preserving method is to use the bio-inspired black
widow optimization (BWO) algorithm for data encryption as well as optimized data hiding in
the cover image. The BWO algorithm generates the optimal random key, secret data index, and
starting pixel in the cover image based on the objective function. The block diagram of the
proposed privacy-preserving method is shown in Figure 6.1. Initially, secret data is read. In the
proposed method, DICOM images are taken as secret data which contains patient’s personal
information along with medical images generated due to medical scan, namely, MRI,
ultrasound [94]. After that, secret data is split into sensitive and non-sensitive data. The
sensitive data contains the information of the patient’s personal information whereas non-
sensitive data contains medical image information. The sensitive data is encrypted by

performing the exclusive-OR operation with random key. The random key is generated using
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the BWO algorithm based on the objective function. In our work, entropy is taken as the

objective function. It is calculated using Eq. (6.4). Next, encrypted sensitive data and non-

sensitive data is concatenated and given as secret data to the steganography method.

Secret Data

\ 4

Sensitive Data

\ 4

Non-Sensitive Data

Key Generation using BWO Algorithm

A

\ 4

\ 4

Concatenate Data

y N

Encrypted
Sensitive Data

\4

Optimal Secret Data Index
and Optimal Starting Pixel
using BWO Algorithm

A

Selection of the Optimal Plane Cover
(Inferior Plane) Image

A

Data Embedding using LSB
Algorithm

\ 4

Reconstruct the Stego Image

A

\ 4

Final Stego Image

Figure 6.1: Block Diagram of the Proposed Privacy-Preserving Method

E =%, —pilogp; (6.4)

In the steganography method, the secret data along with optimal cover plane that is chosen

based on the pixel intensity value is given to the BWO algorithm. The BWO algorithm

determines the optimal secret data index and starting pixel in the cover image plane for hide

the secret data in optimal way. After determining the optimal index information, it is given to

the data embedding algorithm. The data embedding based on the index information, hides the

secret data in the cover image plane in the optimal way and gives the stego image. The final

stego plane is reconstructed by concatenating the stego image generated after data hiding and

other planes (intermediate and superior plane) of the cover image. Finally, the stego image

along with secret data index, starting pixel in the cover image, optimal cover image plane index,

random key are communicated to the receiver to retrieve the encrypted data from the cover

image and decrypt it by performing the exclusive-OR operation with random key.
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6.3.1

Key Generation using BWO Algorithm

The following steps are taken for key generation using the BWO algorithm.

1.

6.3.2

Initially, define the size of the key, objective function, number of iterations, number of
black widows, procreate, cannibalism, and mutation rate.

Next, initialize the black widow population matrix (B x D). B represents the total
number of black widows and D represents the dimension of each black widow.

After that, the fitness evaluation of each black widow is done based on the objective
function to determine the initial best key.

Further, randomly B /2 black widows are selected as parents to generate offspring using
procreate steps. Next, the fitness function is evaluated for generated offspring. Further,
according to the fitness function, inadequate optimal solutions are removed using the
cannibalism step and the population matrix is updated.

The mutation step is applied to the population matrix to generate a new solution after
performing the procreate and cannibalism steps.

3-5 steps are repeated until the stopping condition is not met to determine the optimal
key.

Optimal Secret Data Index and Starting Pixel in the Cover Image using
BWO Algorithm

The following steps are taken for optimal data hiding in the cover image using the BWO

algorithm.

Initially, the cover image and secret data matrix is read (M x N) and transformed into
a vector (1 x K). The value of the K equal to M X N.

Next, the black widow population matrix (B x D) is initialized. B represents the total
number of black widows and D represents the dimension of each black widow. In the
proposed method, the value of D is 2. The first value represents the optimal starting
pixel in the cover image and the second value represents the secret data index. The
possible secret data index value and its description are shown in Table 6.1.

The fitness function is evaluated for each black widow using the MSE parameter and
the initial optimal solution is determined.

After that, randomly B/2 black widows are selected as parents to generate offspring

using procreate steps. Next, the fitness function is evaluated for generated offspring.
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6.4

Table 6.1: Secret Data Index Value and its Description

Secret Data Index Value | Description

0 No Operation on the Secret Data
1 Circular Shifting

2 Flipping the Secret Data

3 Reverse the Secret Data

Further, according to the fitness function, inadequate optimal solutions are removed
using the cannibalism step and the population matrix is updated.

The mutation step is applied to the population matrix to generate a new solution after
performing the procreate and cannibalism step.

3-5 steps are repeated until the stopping condition is not met to determine the optimal
solution.

In the step, based on the optimal solution, the secret data is embedded in the cover
image to generate a stego image.

In the last, the stego image vector (1 X K) is transformed into a matrix (M X N) to
generate a stego image matrix. The stego image along with an optimal solution (optimal

starting point and secret data index) information is communicated to the receiver.

Results and Analysis

This section shows the simulation results of the proposed method and comparative analysis

with the existing methods. Table 6.2 (a-b) shows the parameter values as taken under

consideration for key generation, optimal secret data index, and starting pixel in the cover

image using the BWO algorithm. In the parameters, objective function plays an important role.

Therefore, objective function is selected carefully for key generation (entropy) and optimized

data hiding (mean square error).
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Table 6.2 (a): Parameter Values of BWO Algorithm in the Proposed Privacy-Preserving
Method for Key Generation

Sr No. Parameter Value
1. Objective Function for Key Entropy
2. Key Size (in Byte) 64

3. Lower Limit 0

4. Upper Limit 255

5. Iterations 50

Table 6.2 (b): Parameter Values of BWO Algorithm in the Proposed Privacy-Preserving
Method for Optimal Secret Data Index and Starting Pixel in the Cover Image

Sr No. Parameter Value

1. Objective Function for Data Hiding MSE

2. Iterations 20

3. Total Population (pop) 50

4. Procreate Rate Pop/2

5. Cannibalism Rate Pop/2

6. Mutation Rate 50%

1. Cover Image 512X512

8. Secret Data (in bits) 512X512

9. Data Hiding Method LSB

10. Secret Data Index [0 — 3]

11. Optimal Starting Pixel [1—N]
N = (row X col)
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Table 6.3: Selected Plane, Optimal Starting Pixel, and Secret Data Index for Proposed

Privacy-Preserving Method

Images Selected Plane | Cover Index | Secret Index
Lena 2 45854 0
Barbara 3 212409 0
Baboon 3 136435 0
Pepper 3 189674 2
Female 3 137206 1
Couple 3 238113 1
House 2 89662 3
Aeroplane 1 159071 2
Jellybeans 3 92894 3
Splash 2 66685 3

Next, Table 6.3 shows the selected plane that is determined based on the pixel intensity value.
Further, this table shows the optimal starting pixel and secret data index that are determined
using the BWO algorithm. In the simulation analysis, 10 cover images are taken under
consideration. The result shows that the selected cover image plane, optimal starting pixel, and
secret data index is not fixed. Thus, the proposed method enhances security because it is
difficult for the attacker to determine which cover image plane contains the secret data. Further,
from which pixel starting pixel data hiding is performed and what optimal index of the secret
data.

Table 6.4 (a-b) shows the subjective analysis of the proposed privacy-preserving method. The
subjective analysis is performed between selected cover image plane and stego image plane is
generated after optimized data hiding. The result shows that the images look similar. This
reflects that the stego image contains minimum distortion after data hiding and provides better
imperceptibility. Thus, the proposed privacy-preserving method gives no indication to the

attacker is that some secret information is communicating through stego images
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Table 6.4 (a): Subjective Analysis of the Proposed Privacy-Preserving Method

Images Cover Image Stego Image

Lena

Barbara

Baboon

Pepper
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Table 6.4 (b): Subjective Analysis of the Proposed Privacy-Preserving Method

Images Cover Image Stego Image

Female

Couple

Airplane

Cameraman

Boat
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Table 6.5 shows the objective analysis of the proposed privacy-preserving method in terms of
CC, SSIM, entropy, MSE, RMSE, PSNR, IF, NAE, and UIQI for different cover images are
taken under consideration. The result indicates that the proposed privacy-preserving method
achieves a high value near to one for CC, SSIM, IF, and UIQI. On the other hand, the proposed
method achieves similar entropy between input and output images. Finally, the proposed
method achieves the high PSNR due to the lower error between the input and output images.
The error matrices are determined using the MSE, RMSE, and NAE.
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Table 6.5: Objective Analysis of the Proposed Privacy-Preserving Method

cC SSIM Input Output | MSE RMSE PSNR IF NAE uIQlI
Entropy | Entropy
Lena 0.9999 0.9961 7.5909 7.5914 0.2491 0.4991 54.1675 0.999980 | 0.002515 | 1.000000
Barbara 0.9999 0.9969 7.515 7.5158 0.2476 0.4976 54.1939 | 0.999978 | 0.002648 | 0.999649
Baboon 0.9999 0.9987 7.7614 7.7637 0.2483 0.4983 54.1808 | 0.999985 | 0.002186 | 1.000000
Pepper 0.9999 0.9951 7.1613 7.1774 0.2406 0.4905 54.3184 | 0.999961 | 0.003698 | 0.999101
Female 0.9998 0.9945 6.8834 6.8845 0.2459 0.4959 54.2226 | 0.999932 | 0.005299 | 1.000000
Couple 0.9997 0.9941 6.2105 6.2119 0.2486 0.4986 54.1755 | 0.999844 | 0.008988 | 1.000000
House 0.9999 0.9949 6.5354 6.5548 0.2502 0.5002 54.1472 | 0.999985 | 0.001882 | 0.999696
Aeroplane | 0.9999 0.9957 6.7489 6.7531 0.2483 0.4983 54.1802 | 0.999985 | 0.001398 | 1.000000
Jellybeans | 0.9999 0.9942 6.5953 6.6130 0.2520 0.5020 54.1171 | 0.999985 | 0.001768 | 1.000000
Splash 0.9999 0.9944 6.9771 6.9934 0.2395 0.4894 54.3381 | 0.999972 | 0.003396 | 1.000000
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The result reflects that the parameters, namely, CC, SSIM, IF, and UIQI, achieve the value
approximate near to 1, which is required in the image steganography, as shown in Figure 6.2.
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Figure 6.2: Performance Evaluation of the Proposed Method based on CC, SSIM, IF, and
UIQI Parameter

Further, input and output entropy is determined for different images is almost similar, which

reflects that the pixel distribution remains similar after data hiding, as shown in Figure 6.3.
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Figure 6.3: Performance Evaluation of the Proposed Method based on Input and Output
Entropy
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Next, MSE, RMSE, and NAE parameters value near to 0 value, as shown in Figure 6.3. This
reflects that the error between cover and stego image is minimum. Thus, the proposed model

achieves the desired PSNR value.
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Figure 6.4: Performance Evaluation of the Proposed Method based on MSE, RMSE, NAE

Finally, the presented method is compared with the existing optimized data hiding methods
based on the PSNR parameter for the same secret and cover image sizes, in Table 6.6. The
results reveal that the presented method is better than existing methods developed by Aman
Banharnsakun [56] and Kanan et al. [51] with a PSNR of 57.22 dB compared to 56.39 dB and
47.23 dB, respectively.

Table 6.6: Comparative Analysis with the Proposed Privacy-Preserving Method

PSNR (in dB)
Optimization Technique ABC BWO

Secret Image | Cover Image | Aman Banharnsakun [56] Proposed
(128 X128) (512X512) Method

Lena.jpg 56.40 57.20

Jet.jpg 56.39 57.24

Lake.jpg 56.40 57.22

Elaine.jpg 56.36 57.21

Baboon.jpg 56.39 57.22

Average 56.39 57.22
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Optimization Technique GA BWO
Secret Image | Cover Image Kanan et al. [51] Proposed
(256X256) (512X512) Method
Lena.jpg 45.12 47.19
Jet.jpg 45.18 47.17
Pepper.jpg 45.13 47.36
Sailboat.jpg 45.10 47.20
Baboon 45.12 47.22
Average 45.13 47.23

6.5 Conclusion

In this chapter, a privacy preserving method is designed by hybridizing the cryptography and
steganography algorithms. The key benefit of the presented method is that the bio-inspired
black widow optimization algorithm is used for encryption and optimized data hiding. The
BWO algorithm performs three operations, namely, procreate, cannibalism, and mutation to
determine the optimal key generation and to determine the optimal secret data index and
starting pixel in the cover image. Besides that, the pre-processing the cover image is done to
determine the best plane over other planes for data hiding based on the pixel intensity value of
the cover image planes. Out of all planes, the plane that has minimum pixel intensity value is
chosen as data hiding plane. Further, the other advantage of the presented method is that in
place of encrypting the entire secret information, only sensitive information is encrypted. The
result and analysis part shows that the cover image plane, secret data index, and starting pixel
in the cover image is not fixed. Thus, it is difficult for the attacker to determine which plane
contains the secret information. Further, the subjective analysis and objective analysis show
that the cover and stego image are similar in terms of their visual quality; the low value of
MSE, RMSE, and NAE is near 0; the input and output entropy of the different images is
approximate similar; and a high value of CC, SSIM, UIQI, and IF near 1 is achieved for the
proposed method. Finally, the PSNR-based comparison demonstrates that the suggested

strategy is superior to the existing optimization techniques.
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Chapter 7

Conclusions

7.1

Key Contributions & Findings

The key contributions and the findings of the work in the thesis are given below:

Image steganography methods are proposed based on two swarm intelligence
algorithms, namely, EVO and GHO. In the first method, the swarm intelligence
algorithms are used for determining the optimal cover image, block order index, and
secret data index before performing the hiding process in the cover image using the
“LSB algorithm”. In the second method, the secret data bits are matched with the k-
LSB bits of the cover image pixel, and a matched index is determined. Following this,
the matched index is concealed in the cover image using the 2-bit LSB algorithm by
determining the optimal starting pixel in the cover image using the EVO and GHO
algorithms. The simulation evaluation is performed for grey-scale and color images.
Further, single-bit, and multi-bit data embedding is done. The subjective analysis shows
that input (“cover”) and output (“stego”) images are very similar, whereas the objective
analysis reveals that the proposed method achieves a better PSNR than the existing
methods. Besides that, the cover image, block order index, and secret data index are not
fixed, which enhances the security parameter because it is tough for the attacker to
extract the secret data. The superior performance of the proposed image steganography
methods is due to the fact that EVO and GHO algorithms have better exploration rates
enabling it to find the optimal solution better.

An evolutionary optimization algorithm, namely, “Black Widow Optimization (BWO)”
has been employed to propose image steganography method where the inappropriate
solutions are hidden and the secret data is concealed in the most optimal way possible.
The algorithm searches the optimal cover image, block order, and secret data index by
minimizing the objective function to enhance the imperceptibility parameter. The
simulation evaluation of the method is presented with the simulation setup
configuration followed by subjective and objective analysis, and comparative analysis.

Thus, it is observed that BWO algorithm removes the inappropriate solutions while
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exploring the solution space, making it reach the optimal solution with a better

population.

In the matching method, the matching is performed between secret data bits and cover
image pixels on the LSB side because matching all pixel bits of the cover image with
secret data, negatively impacts the payload capacity. Further, the security of the image
steganography method is enhanced because optimal starting pixel index knowledge are
required on the receiver side to retrieve the original secret data from the stego image.

Two image encryption methods have been proposed by generating the random keys
based on the Black Widow Optimization (BWO) algorithm. In the first method, the
BWO algorithm is used for key generation based on the “objective function”, where the
"mutation” operation is used in the encryption process. The second method proposed is
based on the chaotic function whose output is extremely sensitive to the input parameter
values, thus, the optimal selection of parameter values enhances the security of the
image encryption method. Entropy is utilized as an objective function in both methods.

Performance metrics are measured that make it robust against various attacks.

The preserving-preserving method, the same bio-inspired BWO algorithm is used for
proposition of a hybridized method utilizing both image encryption and optimized data
hiding. The privacy-preserving method is intended to secure people's sensitive and non-
sensitive information. The sensitive information is encrypted by performing an
exclusive-OR operation with a random key. The sensitive and non-sensitive
information are concatenated and are embedded in the cover image in an optimal way
using LSB algorithm. The advantage of the presented privacy preserving method is that
the same bio-inspired BWO algorithm is used for image encryption and optimized data
hiding. We have also worked on the color cover images, and selected the most optimal
cover plane for the data hiding. The intensity value of each pixel is used to determine
which plane contributes the least to the overall cover image, and that plane is the one
chosen for the final step of the plane selection process. The subjective analysis has
shown that the stego image is indistinguishable from the cover image. The objective
analysis shows the cover image plane, secret data index, and optimal starting pixel in

the cover image are not static, thus enhancing security.
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7.2

Limitations of the Work

A certain number of limitations on the bio-inspired algorithms resulting from their

implementations that impact the performance of the proposed image steganography and

cryptography algorithms are given below:

7.3

In the EVO and GHO algorithms, a random population is chosen to generate a new
population by performing three operations, i.e., hitting with a pebble, rolling with twigs,
and changing the angle in the EVO algorithm, whereas baiting, changing position, and
attracting a prey swarm in the GHO algorithm. If these operations do not produce a
population that is superior to the chosen population, no population is removed from the
initial population array. Thus, there are chances that the same population may be chosen
in the next iteration while searching the solution space.

In case of BWO, the procreation, cannibalism, and mutation rates need to be defined
carefully because if this rate is increased for searching the solution space, then it
increases computation time to search for the optimal solution.

Initial populations for bio-inspired algorithms are generated arbitrarily using the rand
function. This function produces populations that have a high degree of unpredictability
inside the solution space but are not necessarily distributed equally across the solution
space. As a result, the population search occasionally tedious, and the algorithm lacks
diversity.

The secret data index determination using a bio-inspired algorithm makes it applicable
to only the 1-bit LSB method.

Scope for Future Work

Based on the work that has been presented in this thesis, the following pointers of future work

could be listed as follows:

In the presented methods, a single objective function is considered in the image
encryption and steganography methods, that improves the single security characteristic.
In the future, multi-objective functions will be designed to enhance the multiple
characteristics of security.

In the presented methods of steganography and encryption methods, a few parameters

need to communicate from the transmitter side to decrypt on the receiver side. In the
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future, a security method can be designed to securely communicate this reference
information with the receiver.

In this thesis, only one imperceptibility parameter of image steganography is enhanced
using the bio-inspired optimization algorithm. The other parameters, namely, payload
and robustness, could possibly be enhanced by adding the data compression and error
correction code to the steganography method.

In the image encryption method, the optimal parameter values are determined using the
BWO algorithm for the chaotic logistic map algorithm. However, in the literature,
numerous image encryption methods are available, such as DNA, ECC, and cellular
automata. So, the bio-inspired algorithm could be used to find the best parameter values

for these encryption methods.
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