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Abstract

Security is a big issue for all networks in todays enterprise environment. Hackers
and intruders have made many successful attempts to bring down high-profile com-
pany networks and web services. Many methods have been developed to secure the
network infrastructure and communication over the Internet, among them the use of
firewalls, encryption, and virtual private networks. Intrusion detection is a relatively
new addition to such techniques. Intrusion detection methods started appearing in
the last few years. Using intrusion detection methods, you can cellect and use in-
formation from known types of attacks and find out if someone is trying to attack
your network or particular hosts. The information colle¢ted this way can be used
to harden your network security, as well as for legal purposes. Both commercial
and open source products are now available:for.this purpose. Many vulnerability
assessment tools are also available in the market that can be used to assess different
types of security holes present in your network. There are different techniques to

detect Intrusions.

This work explain working of IDS specifically Bro and also suggests the use of ACO
for Intrusion Detection. “The major emphasis is on the design and development of
the policy scripts to detect various network intrusions. These scripts are written
using the scripting language of Bro, which supports various special data types to
support network level activities. It also has signature-matching features to make

threat signatures to match against various attacks and detect them later.

iii
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Chapter 1

Introduction

1.1 Network Security

The protection of a computer network and its services from unauthorized modifi-
cation, destruction, or disclosure. A computer:network consists of many different
parts, including networking devices such as firewalls, routers and switches that are
responsible for the transmission of data into and out of the network. Networking
devices are critical to the way(information is stored and exchanged online today,
and any threats to the’security of these devices must be taken seriously. Network
security threatsrand unauthorized access can come in many forms. One of the most
common is hackers, who often exploit networking devices for personal gain or profit.
Gaining access to the large amount of secret information that is inside the network
such as social security numbers, credit card numbers and other personally identifi-
able information can be used for identity theft and other personal gains. Network
security is critical because threats to computer networks can unsecure communica-
tion channels, as well as cost time, money and resources. Many methods have been

developed to secure the infrastructure and communication over the internet, among
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2 Chapter 1 Introduction

them the use of firewall, encryption and virtual private networks. Intrusion detec-
tion is a relatively new addition to such techniques. Intrusion detection methods
started appearing in the last few years. Using intrusion detection methods, you can
collect and use information from known types of attacks and find out if someone is
trying to attack your network or particular hosts.

Network Security is becoming an important issue for all the organizations, and
with the increase in knowledge of hackers and intruders they have made many suc-
cessful attempts to bring down high-profile company networks and web services.
With the recent advances in the field of network security a technique called In-
trusion Detection System are develop to further enhance and make your network
secure. It is a way by which we can protect our internal network from outside at-
tack, and can take appropriate action if needed. Using intrusion detection methods,
information can be collected from known types.of attack and can be used to detect
if someone is trying to attack the network.. Many techniques are there to detect
intrusion in a network like signature matching, anomaly based and others. So there
is a need to protect these networks.from viruses, hackers, unauthorized attack and

other network vulnerabilities that are available.

1.2 Types of Attack in a Network

1.2.1 SYN Flooding

The SYN flood attack is, simply, to send a large number of SYN packets and never
acknowledge any of the replies. A SYN flood is a form of denial-of-service attack
in which an attacker sends a succession of SYN requests to a target’s system. The
attacker sends several packets but does not send the ”ACK” back to the server.

The connections are hence half-opened and consuming server resources, a legitimate
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user, tries to connect but the server refuses to open a connection[20)].

1.2.2 Buffer Overflow Attacks

A buffer overflow occurs when a program or process tries to store more data in a
buffer (temporary data storage area) than it was intended to hold. Since buffers
are created to contain a finite amount of data, the extra information, which has
to go somewhere - can overflow into adjacent buffers, corrupting or overwriting the
valid data held in them. Although it may occur accidentally through programming
error, buffer overflow is an increasingly common type of security attack on data
integrity. In buffer overflow attacks, the extra data may €ontain codes designed to
trigger specific actions, in effect sending new instructions.to the attacked computer
that could, for example, damage the user’s files, change data, or disclose confidential

information[20)].

1.2.3 Packet Sniffing

A packet sniffer, sometimes referred to as a network monitor or network analyzer,
can be used legitimately by anetwork or system administrator to monitor and trou-
bleshoot network traffic. “Using the information captured by the Packet sniffer, an
administrator can identify erroneous packets and use the data to pinpoint bottle-
necks and help maintain efficient network data transmission. In its simple form a
packet sniffer simply captures all packets of data that pass through a given network
interface. Typically, the packet sniffer would only capture packets that were in-
tended for the machine in question. However, if placed into promiscuous mode, the
packet sniffer is also capable of capturing all packets traversing the network regard-
less of destination. By placing a packet sniffer on a network in promiscuous mode,

a malicious intruder can capture and analyze all of the network traffic. Within a
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4 Chapter 1 Introduction

given network, username and password information is generally transmitted in clear
text which means that the information would be viewable by analyzing the packets

being transmitted[30].

1.2.4 Viruses

A small piece of software that replicates itself on real programs and runs every time
a program runs .Most can reproduce and attack other programs. The following are

the most common types of viruses[20]:

e E-mail viruses: Moves around in e-mail messages, usually replicates itself by
automatically mailing itself to dozens of people in-the victim’s e-mail address

book.

e Worms: A small piece of software that uses computer networks and security
holes to replicate itself. Worms can expand very rapidly scans a network
for another machine that has a specific security hole and copies itself to the

machine.

e Trojan horses: A computer program that contains hidden functions that can
exploit the.privileges of the user running the program. Can erase the disk,

send your credit card numbers, and password to the hackers.

1.2.5 Spyware

Spyware is a technology that gathering information about a person or organization
without their knowledge. On the Internet spyware is programming that is put in
someone’s computer to secretly gather information about the user and relay it.
Spyware can get in a computer as a software virus or as the result of installing a

new program. There are three classes of Spyware[29]:
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e This will change the default homepage of your browser to some target ads,

pop up etc.

e Information collection: This class of spyware is generally interested in collect-
ing some kind of useful information about you, the sites you visited most, and

so that third party can send you targeted popup and ads.

e Malicious: This class includes full logging and collecting information along

with sending private and confidential information to the server

1.2.6 Denial-of-Service Attack

A denial-of-service attack or distributed denial-of-service attack (DDoS attack) is
an attempt to make a computer resource unavailable to‘its actual users. The means
to carry out, motives for, and targets of a DoS attack may vary; it generally consists
of the concerted efforts of a person or people to prevent an Internet site or service
from functioning efficiently or at .all, temporarily or indefinitely. Perpetrators of
DoS attacks typically target sites or services hosted on high-profile web servers such
as banks, credit card payment gateways, and even root nameservers. The term is
generally used with regards to computer networks but is not limited to this field,

for example, it is alse used in reference to CPU resource management|28|.

1.2.7 Flood Attack

The earliest form of denial of service attack was the flood attack. The attacker
simply sends more traffic than the victim could handle. This requires the attacker
to have a faster network connection than the victim. This is the lowest-level of
the denial of service attacks, and also the most difficult to completely prevent, for

example a UDP flood attack is a denial of service attack (DoS) attack using User
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6 Chapter 1 Introduction

Datagram protocol, a session less/connectionless computer networking protocol. An
UDP protocol attack can be initiated by sending large number of UDP protocol

packets to random ports on a remote host. As a result the random host will[28]:
e Check for application listening on that host.
e Sees that no application listens on that port.

e Reply with an ICMP destination unreachable packet.

1.2.8 Social Engineering

Social engineering is the name given to a category of security attacks in which
someone manipulates others into revealing information that can be used to steal,
data, access to systems, access to cellular phonés;. money or even your own identity.
Such attacks can be very simple or very €omplex. Gaining access to information
over the phone or through web sites that you visit has added a new dimension to
the role of the social engineer. A skilled social engineer will often try to exploit this
weakness before spending time and effort on other methods to crack passwords. The
goal of social engineering is to trick someone into providing valuable information or

access to that information.

1.2.9 Phishing

It’s a kind of important spam; in it some links are provided to the user in the
email and the user asked to follow the instructions and condition connect to certain
bank, organization, E-commerce web sites or company to verify their account no.,
username, passwords and then hacker/attacker can exploits your account. These

kinds of links and shortcuts of web sites are known as phishing attacks[32].
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1.3 Network Security Wheel

The network security wheel is a methodology how the network security of an en-
terprise is maintained. The notion of 'wheel’ here says that network security is a
continuous process. In other words, in order to keep the wheel rolling, network

manager in an enterprise should always maintain four steps[31]:
e Secure
e Monitor
o Test
e Improve

The policy is at the centre of everything. It means that all these four steps are
regulated and executed according to the policy. Because of this, the presence of a

good security policy is critical.

e Secure: In this part of security. wheel main thing is that to secure the networks.
This is the step where implement our security solutions in the organization.

Firewalls, authentication, encryption are included in this step.

e Monitor Security solutions implemented in the previous step. So in this
moniter part the security manager can monitoring the traffic if a security
breach exists. The IDS solution implemented in this stage. This step can also

be used to validate our security solutions.

e Test Where the security network manager /engineers try to break their own
security solutions. We can think of this step as penetration tester’s kind of
job. However sometimes we can always test the security from the business

point-of-view.
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Secure

Manage and Corporate Monitor and
Improve Security Respond
Policy

Test

Figure 1.1 Security Wheel [31]

e Improve This step as the continuation of the previous step. Once a breach
find or something that hinders employee’s productivity, then improve it there.

This may also be a good place to change our security policy.

1.4 Security/Toeols and Techniques

1.4.1 Firewall

A firewall is the combination of both hardware and software used to prevent unau-
thorized programs or internet users from accessing a private network and a single
host computer. Firewall and intrusion detection systems both are software’s that
protect your network or computer from various intrusions and attackers. The fire-
wall can only block the external viruses and unauthorized access in the network.

Looking for complete solution to protection against anomaly based attacks the only
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way to go is the combination of firewall and intrusion detection system. There are
two types of firewalls, hardware based and software based. At the same time you

can use both kind of firewalls, but still may not give you enough protection[18].

Firewall

— Private LAN

=——— Public Network

Company Network (LAN)

Figure 1.2 Firewall [18]

Firewalls blocking the port communication between computer system and the net-
work in which yeware eonnected. So port scan describes some kinds of weak links in
the communication. The firewalls can block some kinds of attacks but there is also
a danger of hacker guessing that computer system is having a firewall in between
into the network. By using the right techniques, the hacker might even able to
exact the name of the firewall; this is helpful for the hacker to exploit your system.
Implementing firewall you can set rules to allow/disallow traffic through ports and
programs. But firewalls have some limitations. They can only protect inbound and
outbound internet connections. If somebody or hacker already gained access to your

system by installing a malicious program on your computer, then firewall not able
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to do anything. Firewall is a set that protects and separates inner private network
from Internet, it can filter packets according to information of source address, des-
tination address, port and packet state that contained in IP packets transmitted on
network, and control whether the packets pass or not. Firewall becomes a popular
method to control visit to network. This is a usually used and effective method to
keep away hackers. Consider some advantages of adopting firewall for the protection

of a network or system.
e Ensure safe visit to host and applications
e Ensure security of several clients and server

e Protect pivotal department from inner or outer-attacking, provide safe chan-
nels for employee, client and provider that pass Internet and visit long-distance

computer.

1.4.2 Intrusion Detection System

The act of detecting actions that attempts to compromise the confidentiality, in-
tegrity or availability ofta resource. Intrusion is the act of violating the security
policy or legal protections that pertain to an information system. An intruder is
somebody ("hacker” or ”Cracker”) attempting to break into or misuse your sys-
tem. Many methods have been developed to secure your network infrastructure and
communication over the internet, among them the firewall, encryption and virtual
private network. Using intrusion detection methods, one can collect and use in-
formation from known types of attacks and find out if someone is trying to attack
your network. Many vulnerability assessment tools are also available in the market
that can be used to assess different types of security holies present in your network.

Security system consists of multiple tools, including|[3][8]:
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e Firewalls are used to block unwanted incoming as well as outgoing traffic of
data. There is a range of firewall products available in the market both in

open source and commercial products.

e Intrusion detection system (IDS) that are used to find out internal and external

intrusion from the network.

e Vulnerability assessment tools that are used to find and plug security holes
present in the network. Information collected from vulnerability assessment
tools is used to set rules on firewalls so that these security holes are safeguarded
from malicious internet users. Several vulnerability tools are available in mar-

ket such as Nmap and Nessus.

Firewalls and other simple boundary devices lack some degree of intelligence when
it comes to observing, recognizing, and identifying attack signatures that may be
present in the traffic they monitor and the log files they collect. Without sounding
critical of such other systems’ capabilities, this deficiency explains why intrusion
detection systems (IDS) are becoming increasingly important in helping to main-
tain proper network security. Whereas other boundary devices may collect all the
information necessary to detect attacks that may be getting started or already un-
derway, they hayven’t 'been programmed to inspect for and detect the kinds of traffic
or network behavior patterns that match known attack signatures or that suggest
potential unrecognized attacks may be incipient or in progress.

The simplest way to define an IDS might be to describe it as a specialized tool
that knows how to read and interpret the contents of log files from routers, firewalls,
servers, and other network devices. Furthermore, an IDS often stores a database of
known attack signatures and can compare patterns of activity, traffic, or behavior

it sees in the logs it’s monitoring against those signatures to recognize when a close
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Intrusion detection
> —_) system

Firewall

Severs, machines, network etc.

System administrator

Figure 1.3 Simple IDS environment [§]

match between a signature and current. or recent behavior occurs. At that point,
the IDS can issue alarms or alerts, take various kinds of automatic action shutting
down Internet links or specific servers to launching backtraces, and make other ac-
tive attempts to identify attackers. Some main points that describe the need of an

IDS. These are:

e Providea greater degree of integrity to infrastructure of the organization.

Able to trace user activity from entry point to point of impact.

Will record alteration of data and give a report.

IDS also helps in monitoring the Internet for the latest attacks

Notify us when the system will be under attack.

Analysis of abnormal activity patterns
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Intruder’s Definition

An Intruder is a person who attempts to gain unauthorized access to a system, to
damage that system, or to disturb data on that system. In summary, this person
attempts to violate Security by interfering with system Availability, data Integrity or
data Confidentiality. Another category of intruders includes persons within a system
misusing privileges to gain access to information and systems they are unauthorized

to use.

Type of Intruders

There are basically two types of intruders: external and internal: External intruders
do not have any authorized access to the system they-attack. Internal intruders on

the other hand have some access rights, but they seek to gain additional capability.

Intrusion detecting Techniques

Intrusion detection system mostly used two types of intrusion detecting techniques,

these are: Anomaly detection'and Signature Recognition or Signature based.

e Anomaly based detection Anomaly Intrusion Detection Systems are designed
to detect general 'misuse and attacks for which no signature exists. This at-
tempts to construct a model according to the statistical knowledge about the
normal activity of the computer system like CPU utilization, user logins, disk

activity, file activity etc.

e Signature Recognition or pattern matching detection uses signatures or rules
that describe undesirable events. This approach allows the detection of intru-
sions which the system has learned their signatures perfectly. IDSs contain

databases with strings based patterns for known hacker techniques. The IDSs
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examine the network traffic, looking for well-known patterns of attack.

Architecture of Intrusion Detection System

When we are discussing about the architecture or structure of an IDS, we find out

following components, these are: Sensors, Monitors, Resolver, and Controller[9)].

e Sensors: These are the data gathering components of IDS. These are similar
monitoring processes on networked hosts those extract information from the
hosts” event logs, audit information, application logs etc. Sensors may also be
dedicated network monitors connected to an observation point on a network
segment. A network monitor inspect all visible network traffic, these system

filter the event logs, generating summaries that are used by IDS Monitors.

e Monitors: These are the processing unit.or segment of IDS. The event sum-
maries or database which taken by sensors are inspected for suspicious activity
and suspicious reports are generated. These suspicious reports are forwarded

to next higher level of moenitor or to resolver units.

e Resolver: These resolvers receives suspicious contests or reports from moni-
tors and respomses like reporting to an administrator, changing the behavior
of lower level components or reconfiguring other security mechanism such as

firewalls.

e Controller: In distributed IDS, where configuration of components is possible
via centralized controllers. Controllers segments or components specify admin-

istration and allow administrative personnel to reconfigure IDS component.

The DIDS architecture combines distributed monitoring and data reduction with

centralized data analysis. DIDS architecture consists of DIDS director, a single host
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monitor per host and a single LAN monitor for each broadcast LAN segment in the
network which is monitored. In DIDS, the host and LAN monitors report events,
which possibly lead to intrusive activity, to a centrally-located DIDS director. The
director employs an expert system to detect the possible intrusion attacks. This
architecture provides accountability by trying the users with their actions.

The host and LAN monitors are responsible for the collection of evidence of suspi-
cious activity and DIDS director is responsible for its evaluation. Reports are sent

Monitors LAN Monitor

B

Gateway

Unmonitored Hosts
DIDS

Director

Ethernet

Hosts

Figure 1.4 Distributed IDS environment [3]

independently and asynchronously from the host and LAN monitors to the DIDS
director through a communications architecture shown in figure 1.2. For high level
communication protocols between the components are based on Common Manage-
ment Information Protocol (CMIP) recommendations. The architecture provides
a bidirectional communication between the DIDS director and any monitor in the
configuration. The architecture provides bidirectional communication between the

DIDS director and any monitor in the configuration and the communication con-
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sists of notable events and anomaly reports. The director makes requests for more
detailed information from the distributed monitors. The host monitor consists of
host event generator and host agent. The agent generator collects and analysis audit
records from the host operating system, in which, the audit records are scanned for
notable events. The notable events are sent to the director of the next analysis.
The LAN monitor consists of a LAN event generator and a LAN agent. The LAN
event generator is a subset of NSM (Network Status Monitor) and is responsible
to observe all the traffic on its segment of the LAN, in order to monitor host-to-
host connections, services used and volume of traffic. The DIDS«director consists of
three major components namely a communication manager, an expert system and
a user interface. The communication manager is used to transfer data between the
director and it accepts the notable event records from each host and LAN monitors
and sends them to the expert system. It also sends request to the host and LAN
monitors for information regarding a particular user. The expert system is respon-
sible for evaluating and reporting the seeurity state of the monitored system and it
receives the reports from the hosts'and the LAN monitors. This makes inferences
about the security of each’ individual host and the expert system is having simple

learning capabilities[3].

There are several algorithms used to perform both static and adaptive or dy-
namic routing in to the network. The routing is the process of selecting paths in a
network along which to send network traffic. Routing is performed for many kinds
of networks, including the telephone network, electronic data networks (such as the
Internet), and transportation networks. The routing process usually directs forward-
ing on the basis of routing tables which maintain a record of the routes to various

network destinations. Most routing algorithms use only one network path at a time,
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but multipath routing techniques enable the use of multiple alternative paths. So
when any Firewall or IDS implemented, they follows some rules and mathematical
equations approach for transmission from source to destination node with in a net-
work. From the several algorithms Ant Colony Optimization algorithm is one of

most popular these days by virtue its fast speed for finding best results.

1.5 Ant Colony Optimization

The ant colony optimization algorithm (ACO) is a probabilistic technique for solv-
ing computational problems which can be reduced to finding geod paths through

graphs[16][17][7]. This algorithm is a member of ant colony algorithms family, in

Figure 1.5 Ant Colony Optimization [33]

routing methods, the first algorithm was aiming to search for an optimal path in
a graph, based on the behavior of ants seeking a path between their colony and a

source of food. Ant as a single individual has a very limited effectiveness. But as
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a part of a well organized colony, it becomes one powerful agent, working for the
development of the colony. The ant lives or the colony and exists only as a part
of it. Each ant is able to communicate, learn, cooperate, and all together they are
capable of develop themselves and colonize a large area.

They manage such great successes by increasing the number of individuals and being
exceptionally well organized. The self organizing principles they are using allow a
highly coordinated behavior of the colony. The original idea comes from observing
the exploitation of food resources among ants, in which ants’ individually limited
cognitive abilities have collectively been able to find the shortest path between a

food source and the nest.

1. The first ant finds the food source (F), via any-way (a), then returns to the

nest (N), leaving behind a trail pheromone (b).

2. Ants indiscriminately follow four possible ways, but the strengthening of the

runway makes it more attractive.as the shortest route.

3. Ants take the shortest route; long portions of other ways lose their trail

pheromones.

In a series of experiments on a colony of ants with a choice between two unequal
length paths leading to a source of food, biologists have observed that ants tended

to use the shortest route. A model explaining this behavior is as follows:
e An ant runs more or less at random around the colony.

e If it discovers a food source, it returns more or less directly to the nest, leaving

in its path a trail of pheromone.

e These pheromones are attractive, nearby ants will be inclined to follow, more

or less directly, the track.
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Returning to the colony, these ants will strengthen the route.

If two routes are possible to reach the same food source, the shorter one will

be, in the same time, traveled by more ants than the long route will.

The short route will be increasingly enhanced, and therefore become more

attractive.

The long route will eventually disappear, pheromones are volatile.

e All the ants have determined and therefore chosen the shortest route.
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Literarture Survey

Intrusion detection is a set of techniques and methods that are used to detect
suspicious activity both at the network and host level. Intrusion detection
systems fall into two basic categories: signature-based intrusion detection sys-
tems and anomaly detection systems. Intruders have signatures, like computer
viruses, that can be detected using software. You try to find data packets that
contain any known intrusion-related signatures or anomalies related to Inter-
net protocols. Based upon a set of signatures and rules, the detection system

is able to find“and log suspicious activity and generate alerts.

Anomaly-based intrusion detection usually depends on packet anomalies
present in protocol header parts. In some cases these methods produce bet-
ter results compared to signature-based IDS. Usually an intrusion detection
system captures data from the network and applies its rules to that data or
detects anomalies in it. Intrusion Detection System or IDS is software, hard-
ware or combination of both used to detect intruder activity. An IDS may
have different capabilities depending upon how complex and sophisticated the

components are. IDS appliances that are a combination of hardware and soft-

20
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ware are available from many companies. As mentioned earlier, an IDS may

use signatures, anomaly-based techniques or both[8][9].

2.1 Classification of Intrusion Detection Sys-

tem

Intrusion Detection Systems can be classified in several categories. These are:

— Deployment based
— Scope based

— Techniques based

2.1.1 Deployment based IDS

Into the Deployment based elassification we have two main types of IDS. These

are:

— Inline<IDS: Inline IDSs are placed in the line of packet transfer. IDS
check.all packets passing through it for intrusion and detected, alert the
network manager. Inline IDS take place some methods transmitting a
copy of packets and identifier from the network to an intrusion detection
system and analyzing the copy of packet by the IDS to check whether the
packet includes a signature attack and communicating a reply message

from intrusion detection system to the network gateway.

— Sniffer IDS :Sniffer IDSs that snoop and examine packets within a net-

work. Sniffer IDSs do not come in the way of packet transfer. They
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passively receive all the packets from the network and perform intrusion
analysis on these packets. Where the flows of packets are analyzes the
sniffer Ids placed there. The working of a sniffer to capture the packets

for analyzing the network traffic.

2.1.2 Scope based IDS

When we considering the source of data used for intrusion detection, another
classification of intrusion detection systems can be used in term of the scope
based IDSs. These are:

— Honeypot IDS

Network Based IDS

— Host Based IDS
— Hybrid IDS

— GrIDS (Graph based 1DS)

Honeypot Intrusion Detection System (IDS)

Security Honeypots are closely monitored network, serving several purposes:
they can more valuable machines on a network, they can act as an early
warning system for new attack and exploitation trends, and they allow in-depth
examination of adversaries during and after the exploitation of a honeypot[27].
Honeypots are a highly flexible security tool with different application for
security. They have multiple uses, such as information gathering, detection
and prevention. Honeypots all share the same concept: a security resource

that should not have any production or authorized activity. In other words,
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Figure 2.1 Honey Pot [27]

the deployment of honeypots in a. network should not affect critical network
services and applications. Once.a hacker a honeypot , it is more likely that
the hacker will stick around for some time. During this time hacker activities
can be logged to find out hacker’s actions and techniques. Some organizations
are concerned with detecting the earliest signs of widespread incidents, such
as major new worms, that they deploy deceptive measures such as honeypots
so that they can collect better data on these threats. Honeypots are hosts
that have no authorized users other than the honeypot administrators because
they serve no business function; all activity directed at them is considered
suspicious. Attackers will scan and attack honeypots, giving administrators

data on new trends and attack tools, particularly malware etc.
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Network Based Intrusion Detection System (NIDS)

NIDS are intrusion detection systems that capture data packets traveling on
the network media (cables, wireless) and match them to a database of sig-
natures. Depending upon whether a packet is matched with an intruder sig-
nature, an alert is generated or the packet is logged to a file or database.
Network Based System (NIDS) the individual packets flowing through a net-
work are analyzed. The NIDS can detect malicious packets that are designed
to overlook a firewall’s simplistic filtering rules. NIDS are placed at a strategic
point or points within the network to monitor traffic to and from all devices

on the network[3]. Strengths of Network-Based Intrusion Detection Systems

Menitors all incoming traffic
+*High load
+High rate of false alarms

/
/

/
/

/
/

_Internet - /

Menitors all traffic to and
from systems in the DMZ
*Reduced amount of Data
+Can only detect Intrusions
on these Computers

TL L ——
smatit >
Monitors all fraffic within | — N ; |
the corporate LAN \ W2 g ~ /
*Possible detection of \ ] R

misuse by insiders \
*Possible detection of
intrusion via mobile
machines (notebooks...)

Figure 2.2 Network based IDS [3]

Network-based IDS have much strength that cannot easily be offered by host-
based intrusion detection alone. Many customers, in fact, deploy network-

based intrusion detection when using IDS for the first time due to its low cost
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of ownership and rapid response times. Below are major reasons that make
network-based intrusion detection a critical component of sound security pol-

icy implementation.

— Lowers cost of ownership - network-based IDS allow strategic de-
ployment at critical access points for viewing network traffic destined
to multiple systems. As a result, network-based systems do not require
software to be loaded and managed on a variety of hosts. Since fewer de-
tection points are required, the cost of ownership is lower for an enterprise

environment.

— Detects attacks that host-based systems miss - network-based IDS
examine all packet headers for signs of malicious and suspicious activity.
Host-based IDS do not see packet headers, so they cannot detect these
types of attacks. For example, many IP-based denial-of-service (DOS)
and fragmented packet (Teardrop) attacks can only be identified by look-
ing at the packet headers as they travel across a network. This type of
attack can be quickly identified by a network-based system looking at
the packet stream.in real-time. Network-based IDS can investigate the
content. of the-payload, looking for commands or syntax used in specific
attacks. For example, an attacker probing for the new Back Orifice ex-
ploit on systems not yet infected with the Back Orifice software can be
detected by examining the packet payload. As above, host-based systems
do not see the payload, and not be able to recognize embedded payload

attacks.

— More difficult for an attacker to remove evidence - network-based
IDS use live network traffic for real-time attack detection. Therefore, an

attacker cannot remove the evidence. Captured data includes not only
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the method of attack, but information that may help lead to identification
and prosecution. Since many hackers understand audit logs, they know
how to manipulate these files to cover their tracks, frustrating host-based

systems that need this information to detect an intrusion.

Real-time detection and response - network-based IDS detect mali-
cious and suspicious attacks as they occur, and so provide faster notifica-
tion and response. For example, a hacker initiating a network based de-
nial of service (DOS) based on TCP can be stopped by having a network-
based IDS send a TCP reset to terminate the attack before it crashes or
damages a targeted host. Host-based systems usually do not recognize
an attack or take action until after a suspicious log entry has been writ-
ten. By this time, critical systems may already be compromised, or the
system running the host-based IDS may have crashed. Real-time notifi-
cation allows rapid reaction aceording to predefined parameters. These
responses range from allowing the penetration in surveillance mode in

order to gather information to immediate termination of the attack.

Detects unsuccessful attacks and malicious intent - network-based
IDS addsvaluable data for determining malicious intent. Network-based
IDS placed outside of a firewall can detect attacks intended for resources
behind the firewall, even though the firewall may be rejecting these at-
tempts. Host-based systems do not see rejected attacks that never hit a
host inside the firewall. This lost information can be critical in evaluating

and refining security policies.

Operating system independence - network-based IDS are not depen-
dent on host operating systems as detection sources. By way of compar-

ison, host-based systems require specific operating systems to function
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properly without having been compromised to generate meaningful re-

sults.

Host Based Intrusion Detection System Host Based Systems (HIDS)
the IDS examines all the activity on each individual computer or host. HIDS
consists of an agent on a host which identifies intrusions by analyzing sys-
tem calls, application logs, file-system modifications and other host activities.
Host-based intrusion detection systems or HIDS are installed as agents on a

host[3]. These intrusion detection systems can look into system and applica-

LAN Monitor
Host Host < (Software Lab

Agent
O O Bt otule
switch
£ O B
Central Manager
i Manager
M module ﬁ

switch

Figure 2.3 Host based IDS [3]

tion log files to detect any intruder activity. Some of these systems are reac-
tive, meaning that they inform you only when something has happened. Some
HIDS are proactive; they can sniff the network traffic coming to a particular
host on which the HIDS is installed and alert you in real time. Strengths of

Host-Based Intrusion Detection Systems While host-based intrusion detection
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systems are not as fast as their network counterparts, they do offer advan-
tages that the network-based systems cannot match. These strengths include
stronger forensic analysis, a close focus on host-specific event data and lower

entry-level costs. Host-based intrusion detection[9]:

— Verifies success or failure of an attack - Since host-based IDS use logs
containing events that have actually occurred they can measure whether
an attack was successful or not with greater accuracy and fewer false
positives can network-based systems. In this respecty host based IDS
make an excellent complement to network-based intrusion detection, with
the network component providing early warning and the host component

providing verification of whether an attack was successful or not.

— Monitors specific system activities - host-based IDS monitor user
and file access activity, including file accesses, changes to file permissions,
attempts to install new executables and/or attempts to access privileged
services. For example; host-based IDS can monitor all user logon and
logoff activity, as.well as what each user does while connected to the
network. It s wvery difficult for a network-based system to provide this
level.of event detail. Host-based technology can also monitor activities
that are normally executed only by an administrator. Operating systems
log any event where user accounts are added, deleted, or modified. The
host-based IDS can detect an improper change as soon as it is executed.
Host-based IDS can also audit policy changes that affect what systems
track in their logs. Finally, host-based systems can monitor changes to
key system files and executables. Attempts to overwrite vital system files,
or to install trojan horses or backdoors, can be detected and stopped.

Network-based systems sometimes miss this kind of activity.
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— Detects attacks that network-based systems miss - Host-based
systems can detect attacks hat cannot be seen by network-based products.
For example, attacks from the keyboard of critical server do not cross the
network, and so cannot be seen by a network-based intrusion detection

System.

— Well-suited for encrypted and switched environments - Since
host-based systems reside on various hosts throughout an enterprise, they
can overcome some of the deployment challenges faced by network-based
intrusion detection in switched and encrypted enviromments. Switches
allow large networks to be managed as many smaller network segments.
As a result, it can be difficult to identify.the best locations for deploy-
ing network-based IDS to achieve sufficient network coverage. Traffic
mirroring and administrative ports.on.switches can help, but these tech-
niques are not always appropriate. Host-based intrusion detection pro-
vides greater visibility in a switched environment by residing on as many
critical hosts as needed. Certain types of encryption also present chal-
lenges to network-based intrusion detection. Depending where the en-
cryption_resides within the protocol stack, it may leave a network based
system blind to certain attacks. Host-based IDS do not have this limita-
tion. By the time an operating system, and therefore the host-based sys-

tem, sees incoming traffic, the data stream has already been de-encrypted.

— Near-real-time detection and response - Although host-based in-
trusion detection does not offer true real-time response, it can come ex-
tremely close if implemented correctly. Unlike older systems, which use a
process to check the status and content of log files at predefined intervals,

many current host-based systems receive an interrupt from the operating

Computer Science and Engineering Department Tikka Singh, 800832025



30

Chapter 2 Literarture Survey

system when there is a new log file entry. This new entry can be processed
immediately, significantly reducing the time between attack recognition
and response. There remains a delay between when the operating system
records the event and the host-based system recognizes it, but in many

cases an intruder can be detected and stopped before damage is done.

— Requires no additional hardware - Host-based intrusion detection
resides on existing network infrastructure, including file servers, Web
servers, and other shared resources. This efficiency can make host-based
systems very cost effective because they do not,. require another box on

the network that requires addressing, maintenance, and management.

— Lower cost of entry - While network-based intrusion detection systems
can offer wide coverage for little effort, they are often expensive. Deploy-
ing a single intrusion detection system can cost more than 10, 000. Host-
based intrusion detection systems, on the other hand, are often priced
in the hundreds of dollars for a single agent and can be deployed by a

customer with limited initial capital outlay.

Both network- and host-based IDS solutions have unique strengths and benefits
that complement each other. Next-generation IDS, therefore, must include

tightly integrated host and network components.

Combining these two technologies will greatly improve network resistance to
attacks and misuse, enhance the enforcement of security policy and introduce
greater flexibility in deployment options. The graphic below illustrates how
network- and host-based intrusion detection techniques interact to create a
more powerful network defense. Some events are detectable by network means

only. Others those are detectable only at the host. Several require both types
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Figure 2.4 Need of HIDS and NIDS

of intrusion detection to functionproperly.

Hybrid Intrusion Detection System Hybrid Intrusion Detection System
means that both the combination of network based (NIDS) and host based
intrusion system (HIDS)[22]." other host activities. Host-based intrusion de-
tection systems or HIDS are installed as agents on a host. They are based
on the model which brings multiple agents of multiple types such as, Simple
Network Message Protocol (SNMP), packet sniffer, and filtering software or
tool. The purpose of this technology is to bring more flexibility, expandability
and most important to crosscheck anomalies against other system accuracy
of alerts and reduce False positive. Both NIDS and HIDS are each patrolling
its own area of the network for unwanted and illegal network traffic. They,
however, complement each other. Both bring to the security of the network
their own strengths and weaknesses that nicely complement and augment the

security of the network. Hybrids are new and need a great deal of support to
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Figure 2.5 Hybrid IDS [22]

gain on their two cousins. However, their success will depend to a great extent
on how well the interface receives and distributes the incidents and integrates
the reporting structure between the different types of sensors in the HIDS and
NIDS spheres. Also the interface should be able to smartly and intelligently

gather and report'data from the network or systems being monitored.

Graph based Intrusion Detection System (GrIDS)

Graph based intrusion detection system (GrIDS) is built to detect distributed
attacks into a large network. It constructs an activity graph to represent
connections between hosts (domain) and every edge in the graph represents
the network traffic between the nodes. GrIDS uses network sniffer and also
host based intrusion detection systems as its data source. Collected data will

be the input of the graph engine, which is responsible for creating activity
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graphs. A well defined syntax for reporting to GrIDS is available to GrIDS
users who wish to write their own filters. The GrIDS mechanisms make no
specific assumptions about the nature of attributes, and GrIDS is able to

import externally written correlation functions|26].

2.1.3 Technologies based classification

Intrusion can be detected by several techniques. Some of these are:

Anomaly detection

Anomaly based detection approach are those that. can be used to detect at-
tacks that falls within a certain environment or certain state. The idea behind
this approach is to measure a baseline-of such states as CPU utilization, disk
activity, user logins, and file activity. Then, the IDS can trigger when there
is a deviation from this baseline. The benefit of this approach is that it can
detect the anomalies without understanding the underlying cause behind the
anomalies. An automatically developed profile is created by software that col-
lects and processes characteristics of system behavior over time and forms a
statistically valid sample of such behavior. Note that an unexpected behavior
is not necessarily an attack; it may represent new, legitimate behavior that
needs to be added to the category of expected behavior. Events in an anomaly
detection engine are caused by any behaviors that fall outside the predefined
or accepted model of behavior.

A disadvantage of anomaly-detection engines is its complexity to define rules.
Each protocol being analyzed must be defined, implemented and tested for

accuracy. The rule development process is also compounded by differences
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in implementations of the various protocols. Custom protocols traversing the
network cannot be analyzed without great effort. On the other hand, once
a protocol has been built and a behavior defined, the engine can scale more
quickly and easily than the signature-based model because a new signature
does not have to be created for every attack and potential variant. Another
pitfall of anomaly detection is that malicious activity that falls within normal

usage patterns is not detected.

Signature detection

Signature or Misuse detection systems essentially contain attack descriptions
or signatures and match them against the audit database or data stream,
looking for evidence of known attacks. “A signature based IDS will monitor
packets on the network and compare them against a database of signatures
or attributes from known malicious threats. This is similar to the way most
antivirus software detects'malware. The issue is that there will be a lag be-
tween a new threat.being discovered in the wild and the signature for detecting
that threat«being applied to IDS. The main advantage of signature detection
systems isithat they focus analysis on the audit data and typically produce
few false positives. The main disadvantage of signature detection systems is
that they can detect only known attacks for which they have a defined sig-
nature. As new attacks are discovered, developers must model and add them
to the signature database. The block diagram shows that the signature based
NIDS|26].

In these the whole initial information about the IDS given, so IDS can be

used into the network for protection from unwanted intruders and viruses.
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[26]
The several IDS systems are used to prevent security and important privileges
or accessibility into a particular network. So all the IDS systems used several
techniques and routing algorithm for implementation and fixed the intrusion or
vulnerabilities. So important here to know about these techniques or routing

algorithms.

2.1.4 Routing Algorithms

Routing is at the core of any network control system, strongly affecting the
overall network performance. Routing can be characterized in the following
general way. Let the network be represented in terms of a directed weighted
graph G = (V,E), where each node in the set V represents a processing and

forwarding unit and each edge in E is a transmission system with some capac-
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ity /bandwidth and propagation characteristics. Data traffic originates from
one node (endpoint) and can be directed to another node (unicast traffic), to
a set of other nodes (multicast traffic) and /or to all the other nodes (broadcast
traffic). The node from where the traffic flow originates is also called source,
or starting end-point, while the nodes to which traffic is directed are the final
end-points, or destinations. The nodes in between that forward traffic from
sources to destinations are called intermediate, or relay, nodes. The general
routing problem is the problem of defining path flows to forward incoming
data traffic such that the overall network performance is maximized. At each
node data is forwarded according to a decision policy-parameterized by a local
data structure called routing table. In this sense, a*routing system can be
properly seen as a distributed decision system. The routing problem is com-
posed of two parts: (i) the communication structure, which in a sense defines

the constraints, and (ii) the traffic patterns that make use of this structure[2].

Clearly, different strategies implement each of the operations of the algorithm
in a possibly different way according to the specificities of the problem and of

the design choices: At each network node:

— Acquisition and organization of up-to-date information concerning the
local state, that is, information on the local traffic flows and on the status

of the locally available resources.

— Build up a view of the global network state, possibly by some form of

exchanging of the local state information.

— Use of the global view to set up the values of the local routing table and,

consequently, to define the local routing policy with the perspective of
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Figure 2.7 Routing in a Network [2]

optimizing some measure of network.performance.
— Forward of the user traffic according to the defined routing policy.

— Asynchronously and cencurrently with the other nodes repeat the previ-

ous activities over time.

Classification of Routing Algorithms

Routing algorithms are usually designed in relationship to the type of both the
network and the services delivered by the network. There are several types of

routing algorithms classified according to few characteristics|2].

— Control Architecture Level
— Routing Tables based

— Load distribution level
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— Optimization level based

Control Architecture Level: centralized vs. distributed

In centralized algorithms, a main controller is responsible for the updating
of all the node routing tables and/or for every routing decision. Centralized
algorithms can be used only in particular cases and for small networks. In
general, the controller has to gather information about the global network

status and has to transmit all the decisions/updates.

In distributed routing systems, every node autonomously decides about local
data forwarding. At each node a local routing table is maintained in order
to implement the local routing policy. The distributed paradigm is currently

used in the majority of network systems:

Routing Tables based: static vs. dynamic

Routing tables can be statically assigned or dynamically built and updated. In
both cases routing tables are built in order to possibly optimize some network-
wide criteria which are made depending in turn on costs associated to network
elements. In static routing systems, the path to forward traffic between pairs
of nodes is determined without regard to the current network state. The
paths are usually chosen as the result of the offline optimization of some se-
lected costs. Once defined the paths to be used for each source-destination
pair, data are always forwarded along these paths. Routing tables can be also
assigned on the basis of some a priori knowledge about the expected input
traffic. For instance, traffic statistics can be periodically recorded, and if some

regularity can be spot, these can be used in turn to model the incoming traf-
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fic and assign the routing tables as the result of optimal routing calculations.
Dynamic (or adaptive) routing goes beyond static routing by admitting the
possibility of building / changing the routing tables online according to the
current traffic events. It is useful to distinguish between the ability of adapt-
ing to the changing traffic conditions and to topological modifications. The
problems with adaptive routing are well captured by the following sentence,
slightly changed from the original situation; Link arrival rates depend on rout-
ing, which in turn depends on arrival rates via routing selected paths, with a

feedback effect resulting.

Load distribution level: single vs. multiple paths

Data traffic toward the same destination d.can be forwarded along always the
same link or it can be spread along .multiple paths. when routing tables are
updated being adaptive to traffic patterns, the resulting effect can be that of
actually spreading the datapackets toward the same destination over multiple
paths at the same time, if the updating interval is shorter than or comparable
to the inter-arrival.time of the packets directed to destination d With multi-
path routing is‘the-situation in which multiple next hop entries for the same
destination are maintained in the routing table and used to forward data ac-
cording to some scheme. On the other hand, alternate routing is the situation
in which information about multiple paths is maintained in the routing ta-
ble. Multipath routing strategies can provide optimized utilization of network

resources utilization, automatic load balancing,

increased robustness to failures, easier recovery from sudden congestion, and
better throughput and end-to-end delay performance under heavy traffic loads.

On the other hand, algorithm design is in general more complex and in par-
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Figure 2.8 Example of multipath routing from sources si, ii= 1, 2, 3 to
destination d [2].

ticular loops can easily result from piecewise combinations of paths during
transient phases, such that they have to be either avoided or guaranteed to
be short-lived. The directed links show thepossible routing decisions that are
available at nodes for a packet bound ford according to their routing tables.
The links are assumed to havetall the same unit cost. The leftmost graph
shows a routing policy which is globally loop-free independently from the spe-
cific policy adopted to-locally spread the data along the different links. That
is, the combination of the routing policies of all the nodes defines a directed
acyclic graph rooted in d. The middle graph shows an assignment of the rout-
ing tables which can give rise to packet looping between s1 and s2, depending
on the specific utilization of the local multiple alternatives as a function, for
instance, of the distance to the destination. If the distances/costs are calcu-
lated in a wrong way, possibly because of traffic fluctuations, is easy to incur in
packet looping in this case. The rightmost graph shows the assignment of the
routing tables resulting from a single-path shortest path calculation. Multi-

path routing strategies can provide optimized utilization of network resources
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utilization, automatic load balancing, and increased robustness to failures, eas-
ier recovery from sudden congestion, and better throughput and end-to-end
delay performance under heavy traffic loads. On the other hand, algorithm
design is in general more complex and in particular loops can easily result from
piecewise combinations of paths during transient phases, such that they have

to be either avoided or guaranteed to be short-lived[2][16].

In shortest path algorithms, at each node s, the local link which is on the
minimum cost path to the destination d, for all the possible destinations d in
the network is identified and used to forward the data traffic directed to d.
The minimum cost path is calculated without taking inte account the paths
for the other destinations. That is, the path for each destination is treated
as an entity independent from the paths (i.e.;»the paths flows) for all the
other destinations. This is in contrast-with.the optimal routing approach that

allocates each flow minimizing.a joint function of all the flows in the network.

Optimization level based: optimal vs. shortest paths

Shortest path routing isthe routing paradigm most in use in real networks. In
shortest path routing the optimizing strategy for path flows consists in using
the minimum cost paths connecting all the node pairs in the network, where
the paths are calculated independently for each pair. That is, shortest path
routing adopts a per pair perspective. Optimal routing which is the other
main reference paradigm (at least from a theoretical point of view), has a
network-wide perspective, since the path flows are calculated considering all
the incoming traffic sessions. Clearly, in order to adopt such a global strategy,
optimal routing requires the prior knowledge of the statistical characteristics

of all the incoming flows, a requirement which is usually quite hard to satisfy.
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Both optimal and pure shortest path routing implement minimal routers[16].

At each network node: General behavior of shortest path routing algorithms

1. Assign a cost to each one of the out links. The cost can be either static or
adaptive; in the following it is assumed the most general case of adaptive

link cos

2. Periodically, and without the need for inter-node synchronization, trans-
mit to the neighbors either estimates about cost and status (on/off) of
the attached links, or some other information related to the estimated

distance/delay from the node to the other known‘nodes in the network.

3. Upon receiving fresh information from a neighbor; update the local rout-
ing table and local information database (i.e., the local view of the global
network status). The routing tables are updated in order to associate
to each destination the out link that satisfies the conditions of minimum
cost path. That is, for each network destination d, the out link belonging
to the minimum cost path to reach d will be used to route data traffic
bounded for d..The computation of the minimum cost paths is executed

on the basis of the locally available information only.

4. Thereceived information packet, or the updated routing information, can
be in turn also forwarded to the neighbors, which might further forward
it.

5. Asynchronously and concurrently with the other nodes repeat the previ-
ous activities over time. According to the network routing point of view
there is main type of routing algorithm shortest path routing; it has also

sub divide into several types of algorithms, some these are:

— Distance-vector algorithms
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— Link-state algorithms

— Dijkstra’s Algorithm

Distance-vector algorithms

In distance-vector algorithms, each node n maintains a matrix (i) of distance
estimates for each possible network destination d and for each possible choice
of next node i, where i (n), the set of neighbor nodes of n. These distance
estimates are used to build up the vector S of the shortest distances to d,
which, in turn, is used to implement routing decisions. . The stored topological
information is represented by the list of the knowm nodes identifiers. The
average memory occupation per node is of order O(Nn), where N is the number
of nodes in the network and n is the‘average connectivity degree (i.e., the
average number of neighbor nodes considered over all the nodes). Distance-
vector algorithms forward a packet with destination d along the local link
belonging to the path associated with the shortest estimated distance S to d.
Central to the whole scheme is the matrix D of the distances, containing the
estimated distance(cost) to reach each possible destination in the network
for each one of thelocal out links. The algorithm maintains also a vector of
distances to each one of the neighbors. A one-step Bellman equation is used
to build the vector SD of the shortest distances to each possible destination
d. This vector is used in turn to implement the routing policy[2][16][15]. The
central component of the algorithm is the distributed computation of such
minimum cost paths using the locally available topological description of the
network, the costs to go received from the neighbors, and the local distance
to the neighbors. The equation in order to compute/estimate the traveling

distance to each one of the possible destinations d in the network for each
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Figure 2.9 Data structures and basic equations-used in distance-vector

algorithms [2]
one of the local next hops i: D} (i), = D} + SD;; Once the entries of the
matrix D are set up, the vector SD of the shortest distances from n is set
up accordingly: SD,4 = j%(?;) [ + SD,q] The routing table is defined at the
same time as the vector SD: for each destination d the chosen next hop node is
the one minimizing the expression used to compute SD. Each node n, in order
to compute the.matrix of the estimates D, in addition to the locally estimated
value needs to know the values from all its neighbors . This is the critical part
of the distributed algorithm. At the beginning of the operations, the matrix
D and the vector SD are initialized all over the network nodes with the same
arbitrary values. Then, at each node n, when either the local cost estimates
are updated, or an updated value of SD is received from one of the neighbors

are re-computed, the routing table is updated, and the possibly new value of

is sent, in turn, to all its neighbors. Iterating this distributed asynchronous
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behavior over the time, after a transitory phase, the distance estimations at
each node converge to the correct minimum values with respect to the used

cost metric.

Link-state algorithm

Link-state algorithms make use of routing tables containing much more infor-
mation than that used in distance-vector algorithms; at the core of link-state
algorithms there is a distributed and replicated database. «This database is
essentially a topological map, usually built in a dynamic way, of the whole
network. The map contains comprehensive information concerning the link-
state of the links of all the network nodes, that is; information about their
cost value, node endpoints, and operational status. Each node on the same
hierarchical level maintains a complete description of the link states (costs,
interconnections, operational status) of all the network nodes that belong to
the same hierarchical level.« In order to avoid this local database to grow up
linearly with the size of the whole network, as well as for other general adminis-
trative and logistie.reasons, networks usually have a hierarchical organization.
Therefore, the link-state maps need to contain only information related to
the network nodes on the same hierarchical level. Hierarchical organization
is an important aspect of the whole network management. For example, in
the Internet, nodes are organized in hierarchical Autonomous Systems and
multiple routing areas inside each Autonomous System. Roughly speaking,
sub-networks are seen as single host nodes connected to interface nodes called
gateways. Gateways perform fairly sophisticated network layer tasks, includ-
ing routing. Groups of gateways, connected by topology, define logical areas.

Inside each area, all the gateways are at the same hierarchical level and flat
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routing is performed among them. Areas communicate only by means of area
border gateways. In this way, the computational complexity of the routing
problem itself, as seen by each gateway, is much reduced (i.e. areas in the
internet typically group from 10 to 300 gateways), while the complexity of
the design and management of the routing protocol is much increased. These

considerations are in general not to limited to link-state algorithms, but are

valid for any type of routing scheme[2][15].

Routing
Table

Réuting]
Table

Figure 2.10 Linkstate Routing [2]

Distance-vector algorithms carry out the computation in a distributed way
involving all the network nodes, while in link-state algorithms every sin-
gle node carries out an independent centralized computation of the short-
est paths. Therefore, link-state algorithms require locally both more compu-
tational power and more memory space, but can provide also more robust
routing. Complete topological description of the whole network is available,

link-state schemes can be used for source routing. When a packet is generated,
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the whole path from the source to the destination node can be computed at
the source. Therefore, this information can be added to the packet data, such
that the packet becomes self-contained: it carries both the data and all the
necessary routing directives. Most critical activity in link-state algorithms is
that of the link-state advertising (LSA). Each node acts autonomously and
monitors the state of the local links. According to significant changes, it must
somehow broadcast ("advertise”) the information concerning the link state in-
formation to all the other nodes on the same hierarchical level. On receiving
the LSA, each neighbor will process the associated information, update the
corresponding link states in its topological map, re-eompute all the shortest
paths and, in turn, will forward the received LSA packet to its neighbors.
The LSA packets throughout the network in order to minimize the number
of multiple transmissions of the same_packet to the same node, while, at the
same time, to ensure the quick propagation of the packet to all the network
nodes. The link-vector algorithm has been proposed to overcome the signif-
icant overhead due to topology broadcast in typical link-state algorithms by
using link-states in econjunction with distance-vector style of information prop-
agation. Each router updates its neighbors with the state of the links it uses
to reach/a destination and also informs them of the links that it stops using
to reach destinations. The LSA packets are then propagated incrementally in

the same way distance information propagates in the distance-vector case.

Dijkstra’s Algorithm

Dijkstra’s algorithm, conceived by Dutch computer scientist Edsger Dijkstra
in 1959, is a graph search algorithm that solves the single-source shortest path

problem for a graph with nonnegative edge path costs, producing a shortest

Computer Science and Engineering Department Tikka Singh, 800832025



48

Chapter 2 Literarture Survey

path tree. This algorithm is often used in routing. For a given source vertex
(node) in the graph, the algorithm finds the path with lowest cost (i.e. the
shortest path) between that vertex and every other vertex. It can also be used
for finding costs of shortest paths from a single vertex to a single destination
vertex by stopping the algorithm once the shortest path to the destination
vertex has been determined. Let G= V, E be a directed weighted graph with
V having the set of vertices. The special vertex s in V, where s is the source and
let for any edge e in E, Edge Cost(e) be the length of edge e. All the weights
in the graph should be non-negative. Before going in depth about Dijkstra’s
algorithm let’s talk in detail about directed-weighted. graph. Directed graph
can be defined as an ordered pair G: = (V,E) with V4s a set, whose elements
are called vertices or nodes and E is a set of ordered pairs of vertices, called
directed edges, arcs, or arrows. Directed graphs are also known as digraph[2].

Directed-weighted graph is a directed graph with weight attached to each of

Figure 2.11 Dijakstra Digraph [2]

the edge of the graph. So there are several routing algorithms, discussed that
can describe the shortest path finding in a network. Let discuss about the
most popular routing algorithm which is used mostly these days known as

Ant Colony Optimization Algorithm.
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Figure 2.12 Weighted graph [2]

2.2 Ant Colony Optimization

The ACO algorithm was first introduced by Colorni et al. (1991) and the
first ant system (AS) was proposed by Dorigo (1992) in his Ph.D. thesis. Ant
Colony Optimization (ACO) is a family of optimization algorithms based on
real ants’ behavior. ACO is inspired by the foraging behavior of ant colonies,
where in they are able to find shortest path to food source. It has been
observed that of available routes, ants find shortest route to food source. In
real life, ants deposit some kind of chemical substances to mark the path that

they used. Then on their way back they choose the path with the highest
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pheromones which becomes the shortest path. Real ants have the following

key characteristics|2][26].

— Real ants prefer to choose the trail with a higher intensity of pheromone.
— The shorter the distance of a path, the more the pheromone left on it.

— Real ants conduct indirect communication via pheromone.

The above behavior of self-organizing real ants for finding the shortest path
fostered the development of the ACO. Artificial ants cooperate to come up with
the solution by exchanging information via depositing pheromone on paths.
Four main algorithms for routing in telecommunication: networks (AntNet,
AntNet-FA, AntNet+SELA and AntHocNet),~a general framework for the
design of routing algorithms (Ant Colony, Routing) ant-inspired routing algo-

rithms.

2.2.1 Main ACO Algorithms

Ant System.

Ant Colony System (ACS).

MAX-MIN Ant System (MMAS).

Ant system (AS) was the first ACO algorithm to be proposed in the literature.
Its main characteristic is that the pheromone values are updated by all the
ants that have completed the tour. Ant Colony System (ACS) differs from

Ant System (AS) in three main aspects:

— The state transition rule provides a direct way to achieve balance between
exploration of new edges and exploitation of a prior and accumulated

knowledge on the problem.
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— The global updating rule is applied only to edges which belong to the

best tour.

— While ants construct a solution, a local pheromone updating rule (local
updating rule, for short) is applied to shuffle the tours. In this way ants
will make better use of pheromone information. These three modifica-
tions enable ACS to solve large problems effectively. With about 160
nodes for ants to visit, ACS algorithm has been chosen to deal with this

optimization problem.

MIN-MAX Ant System (MMAS) differs from AS in that (I) only the best
ant adds pheromone trails, and (IT) the minimum and'maximum values of the
pheromone are explicitly limited (in AS and ACS these values are limited im-
plicitly, that is, the value of the limits is & result of the algorithm working rather
than a value set explicitly by the.algorithm designer).It improves the original
algorithm by providing dynamically evolving bounds on the pheromone trails
such that the heuristic is always within a limit comparing with that of the

best path.

2.3 AntNET

AntNet is a routing protocol for packet switched networks, invented by M.
Dorigo and G.Di Caro. It is an alternative routing algorithm for the well-
known OSPF (Open Shortest Path First) protocol, based on Ant Colony Op-
timization (ACO). Open Shortest Path First, a distance-vector routing proto-
col, based on the Dijkstra algorithm. ACO studies the behaviour of ants in a
colony and mimics this behavior in software. The problem to be solved, is rep-

resented by a graph. Artificial agents, i.e. software ants, gradually construct
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paths in this graph. This phase is repeated until an optimal (or in some cases
a sub-optimal) solution is found. ACO has been applied to many domains, e.g.
the Traveling Salesmen Problem, manufacturing control systems, etc. ACO
itself is a metaheuristic. When combined with an actual problem area, it can
lead to several heuristics. AntNet is a result of the application of ACO on the
problem of Internet routing. Intelligent agents, ants for short, are sent over
the network. They communicate indirectly by information they leave behind
in the routers on their path. Over time, this information leads to optimal
routing paths between the routers in the network. The operation of AntNet

is based on two types of agents:

— Forward Ants who gather information about the state of the network,

and

— Backward Ants who use the'collected information to adapt the routing

tables of routers on their path.

An AntNet router containg.a special routing table where each destination is
associated to all interfaces and each interface has a certain probability. This
probability indicates whether or not it is interesting to follow that link in the
current circumstances. The router also contains a statistical model to store
the mean and variance values of the trip times to all destinations in the rout-
ing table. These are used as reference values. On a regular time base, every
router sends a Forward Ant with random destination over the network. The
task of the Forward Ants is collecting information about the state of the net-
work. In each router they pass, the elapsed time since the start is stored on an
internal stack together with the identifier of the router. Then the next hop is

determined. Normally this is based on the probabilities in the routing table.
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There is however a small chance (exploration probability) that the next hop
is randomly chosen. This is necessary to constantly explore the network and
to be able to react fast to network changes like link failures or congestion.
When the Forward Ant reaches its final destination again the elapsed time
since the start and the identifier of the router are stored on the stack of the
ant. The Forward Ant is transformed into a Backward Ant. This Backward
Ant will follow exactly the same path as the Forward Ant but in the opposite
direction. The Backward Ants use the information collected by the Forward
Ants to update the different data structures in each router along their path.
The time information on the stack is compared with-the model in the router
and based on this comparison, the probabilities in the routing table are up-
dated. When the Backward Ant arrives in the start router, it dies. Backward
Ants have a higher priority than data.packets, so that they are processed as
fast as possible making the algorithm more adaptive. Forward Ants have the
same priority as data packets, to suffer the same delays so that the algorithm
can react to network congestion

AntNet and AntNet-FA are two ACO algorithms for adaptive best-effort rout-
ing in wired datagram mnetworks. Ant Colony Routing (ACR) is a general
framework of reference for the design of autonomic routing systems. The aim
of providing a meta-architecture of reference for the design and implementation
of fully adaptive and distributed routing systems for a wide range of network
scenarios (e.g., wired and wireless, best-effort and QoS, static and mobile).
In the same way ACO has been define as an ant-inspired meta-heuristic for
generic combinatorial problems. Both AntNet and AntNet-FA can be seen
as specific instances of ACR for the case of best-effort routing in wired data-

gram networks. ACR,s ideas can find their application, as well as in order to
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introduce a new routing algorithm for each one of the most important and pop-
ular network scenarios, we briefly describe two additional routing algorithms,
AntNet+SELA and AntHocNet. AntNetSELA is a model to deliver QoS
routing in ATM networks, while AntHocNet is intended for routing in mobile
ad hoc networks. AntNet was specifically designed to address the problem
of adaptive best-effort routing in wired datagram networks (e.g.Internet).
AntNet-FA has brought some major improvements into the AntNet design
and made it also suitable for a possible use in connection-oriented and QoS
networks. Ants are mobile agents that migrate from one nede to an adjacent
one searching for feasible paths between source and destination nodes. ACO’s
solution components correspond to network nodes, and, accordingly, routing
tables correspond to pheromone tables in which'each pheromone variable holds
the estimated goodness of selecting k’s neighbor n to forward a data packet
toward d. The immediate relationshipsbetween ACO and network routing is
likely one of the main reasons behind the popularity of the application of ACO
to routing problems, as well as behind the usually good performance and the
strong similarities showed by the different implementations[1][2].

In particular, the adopted pheromone model is in practice the same for all
the implementations: a pheromone variable is always associated to a pair of
nodes, which are the "natural” solution components for routing problems. The
relationship between ACO (as well as its biological context of inspiration) and
networks is particularly evident for the case of datagram protocols. In fact, in
this case each node builds and holds its own routing table and an independent
routing decision is taken for each single data packet on the sole basis of the
contents of the local routing table. The direct relationship between ACO and

datagram models is likely one of the main reasons behind the fact that most
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of the works on ant-based routing have focused so far on best-effort datagram

networks

— provide traffic-adaptive and multipath routing,
— rely on both passive and active information monitoring and gathering,

— set up paths in a less selfish way than in pure shortest path schemes

favoring load balancing,

— Show limited sensitivity to parameter settings.

2.4 AntNet: Traffic-adaptive multipath rout-

ing for best-effort IP networks

AntNet is an ACO algorithm for distributed and traffic-adaptive multipath
routing in wired best effort IP networks. AntNet’s design is based on ACQO’s
general ideas, which was a.first application of algorithms inspired by the forag-
ing behavior of ant celonies'to routing tasks (in telephone networks). AntNet
behavior is based on. the use of mobile agents, the ACO’s ants that realize a
pheromone-driven. Monte Carlo sampling and updating of the paths connect-
ing sources and destination nodes. A detailed description and discussion of all

AntNet’s components is provided[2][16]:

— From each network node s mobile agents are launched towards specific
destination nodes d at regular intervals and concurrently with the data
traffic. The agent generation processes happen concurrently and without
any form of synchronization among the nodes. These agents moving from

their source to destination nodes are called forward ants and are indicated
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with where i is the ant identifier.

Each forward ant is a random experiment aimed at collecting and gather-
ing at the nodes non-local information about paths and traffic patterns.
Forward ants simulate data packets moving hop-by-hop towards their
destination. They make use of the same priority queues used by data
packets. The characteristics of each experiment can be tuned by assign-

ing different values to the agent’s parameters (e.g., the destination node).

Ants, once generated, are fully autonomous agents. They act concur-
rently, independently and asynchronously. Theycommunicate in an indi-
rect, stigmergic way, through the information they locally read from and

write to the nodes.

The specific task of each forward ant“is to search for a minimum delay

path connecting its source and destination nodes.

The forward ant migrates from a node to an adjacent one towards its
destination. At each.intermediate node, a stochastic decision policy is
applied to select the mext node to move to. The parameters of the local
policy are: (i) the local pheromone variables, (ii) the status of the local
link‘queues (playing the role of heuristic variables), and (iii) the informa-
tion carried into the ant memory (to avoid cycles). The decision is the

results of some tradeoff among all these components.

While moving, the forward ant collects information about the traveling

time and the node identifiers along the followed path.

Once arrived at destination, the forward ant becomes a backward ant and
goes back to its source node by moving along the same path = [s, v1,

v2 d] as before but in the opposite direction. For its return trip the ant
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makes use of queues of priority higher than those used by data packets,

in order to quickly retrace the path.

— At each visited node and arriving from neighbor the backward ant updates
the local routing information related to each node in the path followed
by the forward ant from to d, and related to the choice of as next hop
to reach each . In particular, the following data structures are updated:
a statistical model of the expected end-to-end delays, the pheromone
table used by the ants, and the data routing table used to route data
packets. Both the pheromone and the routing tables are updated on the
basis of the evaluation of the goodness of the path that was followed by
the forward ant from that node toward the destination. The evaluation
is done by comparing the experienced traveling time with the expected

traveling time estimated according.to:the local delay model.

— Once they have returned te their source node, the agent is removed from

the network.

— Data packets are.routed according to a stochastic decision policy based
on the information contained in the data-routing tables. These tables are
derived from the pheromone tables used to route the ants: only the best
next heps are in practice retained in the data-routing tables. In this way
data traffic is concurrently spread over the best available multiple paths,
possibly obtaining an optimized utilization of network resources and load
balancing. Node data structures used the ant agents in AntNet for the
case of a node with L neighbors and network with N nodes. For simplic-
ity the identifiers of the neighbors are supposed to be 1, 2,1.. Both the
ant-routing and data-routing tables are organized as in distance-vector

algorithms, but the entries are not distances but probabilities indicating
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Figure 2.13 Data Structure maintained at the nodes [2]

the goodness of each next hop choice. The data-routing table is obtained
by the ant-routing table by means of an exponential transformation as the
one showed in the graph in the lower-left part of the figure. The entries
of the vector of delay models are data structures representing parametric
models for the expected traveling times to reach each possible destina-
tion from the current node. Also the current status of the link queues
(in terms of bits waiting to be transmitted) is used by AntNet, and it is

represented in the upper part of the node diagram.
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Problem Statement

Intrusion detection is used at layer 7 to filter-the content according to rules

and regulations postulated by network policy. Industry standard IDS like

snort and bro exist in the market and have good success rate with traditional

Dbase based detections. We wish to explore and implement Ant Colony Based

Optimization for IDS for befter success rate against anomaly-based attacks.
— To study and explore.various IDS and their respective pros and cons.

— Design and Develop ACO based IDS wrapper.

— Demonstrate the use using Isolated University Network.

29

Computer Science and Engineering Department Tikka Singh, 800832025



Chapter 4

Implementation and Results

4.1 BRO Intrusion Detection System using
ACO

Bro is a research tool being developed by the Lawrence Livermore Na-
tional Laboratory. Bro is a.Unix-based Network Intrusion Detection System
(NIDS).Bro was designed and developed by Vern Paxson of ICSI’s Centre for
Internet (ICIR), Berkeley. He started the project in the year 1995 and bro
is under active.development since then. Bro is operationally deployed at the
University of California, Berkley and at LBL .Bro fundamental design goal
is to separate policy and mechanism. Bro is neither fundamentally anomaly
based nor misuse-based intrusion detection system because bro is by policy
neutral itself, the network activity is abstracted into events which are further
passed to policy layer. On the policy layer the administrator defines its own
environmental constraints by writing its own custom scripting in a scripting

language. Bro is very customizable, and there are several ways to modify Bro

60
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to suit your environment. You can write your own policy analyzers using the
Bro language. Most sites will likely just want to do minor customizations,
such as changing the level of an alert from "notice” to "alarm”, or turning on

or off particular analyzers.

Bro provide a real time network monitoring. It comes with a predefined set
of policy scripts which should be tuned by the user to the specific network in
which it shall run. Deploying and understanding Bro takes more time than
other IDSs. The Bro language is harder to learn than e.g.“Snort’s language
for building custom rules. The coding of Bro is also not.very well polished and
the documentation often lies behind the recent.version. Bro comes also with
a module for converting Snort rules. In this way a user can download Snort

rules and can use these in Bro.

4.1.1 Architecture of Bro

Below shown the basicharchitecture of Bro Intrusion Detection System us-
ing ACO policy event that consists of policy layer, event engine and packet.
Packet Capture

The packet capture layer utilizes libpcap to capture packets from the network.
Libpcap also includes a filter which reduces the amount of packets to be ana-
lyzed. The filter is built during run-time according to the policy scripts given
by the user. As an example, if no policy script handles http traffic, the filter
will then discard all http traffic at the packet capture layer and no http traffic

is sent up to the upper layers. This also allows a significant fraction of the
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Policy
Script

Policy Script Interpreter

- ACO Event
ACOQO Script
Event Event
Control Stream

Tepdump Filtered Packet
Filter Stream

Ao
3P

Packet Stream

¥

Figure 4.1 Bro architecture including ACO policy Event

packets entering the network to be rejected at a low level. Thus libpcap will
capture all packets associated with the application protocols (e.g., finger, ftp,
telnet) of which Bro is aware.

Event Engine:

At event engine layer the low-level analysis of network packets takes part. The
event layer performs integrity checks on packet headers first, single IP packets
are collected and then TCP data streams are reassembled. At the transport

level TCP, UDP and ICMP packets are analyzed. At the application level
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HTTP, SMTP, DNS, FTP and many more are analyzed. If an analyzer finds
anything interesting it generates an event which is sent up to the policy layer
for processing. Events are generated from this process and placed on a queue
to be interrogated by the policy script interpreter which resides in the third
layer.

Policy Layer:

At this layer, policy scripts written in the proprietary Bro-language by the
user handle events generated by the event engine. An event can be processed
by several handlers successively. When Bro starts, it looks through the en-
abled event handlers to find which event engine analyzers to start. To add
new capability to Bro, one needs to identify the events associated with the
protocols of the application, and write corresponding event handlers to extend
the functionality of the policy script interpreter which improves Bro’s exten-

sibility.

4.2 Implementation Setup

In thispart the policy scripts of Bro to detect various network intrusions are
discussed. Various kind of traffic is captured by using Bro and analyzed offline.

Some of the scripts are experimented on the live traffic also.
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Intrusion Detection System

l 1723191

’—I—' Router

x Switch

===

172.31.9.81 172.31.9.98 172.31.9.15 172.319.26

Figure 4.2 Implementation Setup

4.2.1 Capturing Packet. using pcap sniffer component

augmented using customized ACO pre processor policy

Following analysis of ”Slammer.pcap” file describes several points which are

helpful in Intrusion Detection.

— Thecaptured file display that intrusion can be found in an Isolated net-

work, because IP addresses are local.

— The local TP of host systems 172.31.9.81 and 172.31.9.1 are source and

destination respectively.

— The captured file shown that the bit number 27, 28, 29 and 30 are
AC,1F,09,51 hex value of Source machine has the IP address 172.31.9.81.
like that bit number 31,32,33,34 are AC,1F,09,01 hex value of destination

machine have the IP address 172.31.9.1.
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000 root@tikka-laptop: ~
File Edit View Terminal Help

00 04 9 41
Fo BE AC IF
01 61 01 01
01 01 61 61
01 01 61 61
01 01 61 61
OF 01 61 61
DC (9 B0 42
51 68 2E 64
63 6B 43 68
B9 65 74 51
80 45 D4 50
1E 88 63 30
81 F1 63 61
11 6A 02 6A
3C 61 D9 FF
04 96 01 08
03 50 86 45

28 66 A4 88_D1 7A TA DC
09 51 AC IF 69 01[4F E7
O 0T 6T 61 6 61 01 61
0161 61 61 616101 61
0161 61 61 616101 61
0161 61 61 61610161
0161 61 61 70 AE 42 61
B3 6161 61 6131 (3 Bl
6C 6C 68 65 6C 33 32 68
476574 54 66 89 6C 6
68 73 6F 63 6B 66 BY 74
FF 16,50 80 45 E0 50 80
55 8 EC 51 74 65 BE IC
04 98 81 F1 616101 61
02 FF D8 50 80 45 (4 50
8 45 84 80 6C 40 80 14
89 45 B4 64 10 80 45 B8
AC 50 FF 06 8 CA]

98 60 45 09
05 94 01 80
01 a1p01 01
016161 01
0161 1 01
0161 1 01
70 AE 42 99
18 50 E2 O
68 65 72 6F
5168 3 32
6F 5168 73
45 F 50 FF
10 AE 42 FF
5180 45 (C
B 45 00 50
B C1E M
59 31 €9 51

0194 (543
54 65 04 01
01 61 61 61
61 61 61 61
01 61 61 61
61 61 61 DC
99 90 96 90
35 61 61 61
51 68 6F 75
2E 64 68 77
65 6F 64 BE
16 56 BE 10
16 FF 0@ 31
50 8B 45 (0
FF 16 89 (6
01 (2 (1E2
66 81 F1 78

08100, 71 11N Az B G
01 01 0101
01 01 01 01
01 01 01 01
01 01 01 01
(9 B0 42 EB
90 90 90 68
057501 80LES " Bl PR P
6E 74 68 69 (Qh.dllhel32hkernQhounthi
73 32 5F 66 ckChoetTf,110h32, dhws2 f
18 10 AE 42 .etQhsockf.toQhsend....B
10 AE 42 88 .E.P..P.E.P.E.P..P....B.
(9515156 ...=0..0t.....B....1.0P
50 FF 16 6A ..vvvr..s 0.EP.EP..]
B9 DRSTEF3 W 11vjk. PIER AR PIRAT
BBR20RC2 D<A EPn . i Ji
0151 8D 45 ‘....E.j..E.Pl.Of..x.D.E
P ER

Figure 4.3 TP Capture Source and Destination IP addresses

— The MAC address of source machine.is 00:80:D1:7A:7A:DC and destina-

tion MAC address is 00:04:96:41:28:00.

This report describe the intrusion in a captured file with intrusion type source

and destination address and host machine location. By using the all details

we process Intrusion Detection process proceed towards Anomaly Detection

using following scripts.

HTTP URLs reporting in the traffic with traditional ap-

proach

In this milestone all the URLs which are visited by a particular ma-

chine are reported by the Bro.

Script: s_http-header.bro

Script to report all the HT'TP URLs in the traffic.

@load weird
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0 © @ root@tikka-laptop: ~
File Edit View Terminal Help

00000060 00 64 96 41 28 00 00 80 D1 7A JTA DC 08 00 45 00 01 94 (5 43 00 60 71 11 ...

00000018 FO B6 AC 1F 09 51 AC 1F 89 61 4E E7 05 9A 01 860 54 65 04 61 01 01 01 01 ...

00060030 @1 61 61 61 61 61 61 61 61 61 61 61 @1 @Ix61 61 61 61 61 61 61 61 61 61 ...

00000048 01 61 01 61 01 61 01 01 01 61 61 61 61 61 61 61 61 61 61 61 01 61 01 01 ...

00000060 01 61 1 61 ©1 61 01 61 ©1 61 61 01 ©1 61 61 01 ©1 61 61 61 ©1 61 €1 61 ...

00000678 01 61 1 61 ©1 61 01 61 ©1 61 61 61 ©1 61 61 61 ©1 61 61 DC (9 BO 42 EB ...

00000696 ©OE 61 01 61 ©1 61 01 01 70 AE 42 01 70 AE 42 90 90 90 90 90 90 90 96 68 ......

000066A8 DC C9 BO 42 B8 6161 01 01 31 CIBl 1856 E2ZFD 35616101 ©550 8 E5 ...B.....1...P..5....P..

000000C0 51 68 2E 64 6C 6C 68 65 6C 33 32 68 6B 65 72 6E 51 68 6F 75 6E 74 68 69 (Qh.dllhel32hkernQhounthi

000000D8 63 6B 43 68 47 65 74 54 66 B9 6C 6C 51 68 33 32 2E 64 68 77 73 32 5F 66 ckChGetTf.11Qh32.dhws2_f

000000F0 B3 65 74 51 68 73 6F 63 6B 66 B9 74 6F 51 68 73 65 6E 64 BE 18 10 AE 42 .etQhsockf.toQhsend....B

00000168 8D 45 D4 50 FF 16 56 8D 45 EG 50 8D 45 FO 56 FF 16 50 BE 10 10 AE 42 88 .E.P..P.E.P.E.P..P....B.

00000120 1E 8B 63 3D 55 8B EC 51 74 65 BE 1C 10 AE 42 FF 16 FF D6 31 (9 51 51 56 ...=U..Qt.....B....1.QQP

00000138 81 F1 03 61 ©4 98B 81 F1 01 01 61 61 51 8D 45 CC 50 8B 45 CO 50 FF 16 6A ............Q.E.P.E.P..j

00000150 11 6A 02 6A ©2 FF D@ 56 8D 45 C4 56 8B 45 C6 50 FF 16 89 C6 09 DB 81 F3 .j.j...P.E.P.E.P........
3C 61 D9 FF 8B 45 B4 8D 0OC 46 8D 14 88 C1 E2 04 01 C2 C1E2 98 29 (28D <a...E...@Q...........)..
04 99 01 D8 89 45 B4 6A 10 8D 45 B0 50 31 (9 51 66 81 F1 78 01 51 8D 45 .....E.j..E.P1.Qf..x.Q.E
03 50 8B 45 AC 50 FF D6

- slam.pcap --0x1A2/0x1A2
- slam.pcap --0x1A2/0X1A2- -
- slam.pcap --0x1A2/0X1A2- -
- slam.pcap --0x1A2/0x1A2

Figure 4.4 MAC Capture, 12-bits represents Source and Destination MAC
addresses

= User Datagram Protocol, Src Port: 20199 .(20199), Dst Port: ms-sql-m (1434)
Source port: 20199 (20199)

Destination port: ms-sql-m (1434)

0000 00 00 86 55 98 1e 00 00 .Oc 55 46 2c 08 00 45 00 ...U.... .UF,..E.
0010 01 94 c5 43 00 00 71 11, FO b6 d5 4c d4 16 41 a5 ...C..q. ...L..A.
0020 a7 56 4e e7 [EEER 01 80/854%05 04 01 01 01 01 01 .vN.HH.. T.......
0030 010101010101 QL0F J10101L0L01L01L0LOL ........ veoveunns

0040 01 01 01 01 01 01401 g™ 01 01 01 01 01 01 01 01  ........ .covucuns
0050 01 01 01 01 01 Qg g1 0101010101010101 .......0 cavacnas
0060 01 01 01 01 O (MNOROD]1 01 01010101010101 ........ vcuvcunns

0070 0101 0L OLOY@1)891 01 010101010101 01L01 .....000 weveunns
0080 01 01 QINQE O ®# 01 01 01 01 01 dc c9 b0 42 eb ........ ...... B.
0090 Qe 0101 0L 0101 0L 01 70 ae 42 01 70 ae 42 90 ........ p.B.p.B.
00a0 90 90 90 90 90 90 90 68 dc c9 b0 42 b8 0L 01 01 ....... hi %8B

00b0 01 31 cAbl 18 50 e2 fd 35 01 01 01 05 50 89 e5 .1...P.. 5....P..
00cO0 51 68 2e 64 6c 6c 68 65 6c 33 32 68 6b 65 72 6e  Qh.dI1The 132hkern
00d0 51 68 6f 75 6e 74 68 69 63 6b 43 68 47 65 74 54 qQhounthi ckcChGetT
00e0 66 b9 6c 6c 51 68 33 32 2e 64 68 77 73 32 5f 66 f.11ah32 .dhws2_f
00f0 b9 65 74 51 68 73 6T 63 6b 66 b9 74 6f 51 68 73  .etQhsoc kf.toghs
0100 65 6e 64 be 18 10 ae 42 8d 45 d4 50 ff 16 50 8d end....B .E.P..P.
0110 45 e0 50 &d 45 f0 50 ff 16 50 be 10 10 ae 42 8 E.P.E.P. .P....B.
0120 ‘le. 8b:03 3d 55 8b ec 51. ‘74 05 be 1c 10-aeid2FF ..i=U0:20 too:is B.
0130 16 ff d0 31 ¢9 51 51 50 81 f1 03 01 04 9% 81 f1 ...1.Q0P ........
0140 01 01 01 01 51 8d 45 cc 50 8b 45 c0 50 ff 16 6a ....Q.E. P.E.P..j
0150 11 6a 02 6a 02 ff d0 50 8d 45 c4 50 8b 45 c0 50 .j.j...P .E.P.
0160 ff 16 89 c6 09 db 81 f3 3c 61 d9 ff 8b 45 b4 8d ........ <a...

Figure 4.5 Sql Destination port
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@load alarm

@load http

global path: string;

redef ignore_checksums = T}

event http_request(c: connection, method: string, original URI:
string,

unescaped_URI: string, version: string)

{

path = original URI,

{

event http_header(c: connection, is_orig: boel, name: string, value:
string)

{

if(name == "HOST” )

{

print fmt(” URL: %s%s” ,value,path );

}

}

Trace File: trace.out

This is the captured traffic file against which s_http-header.bro policy
script will run.

The following is the command to see the results:

bro -r trace.out s_http-header.bro
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200

View
URL: www.bro-
URL: www.bro-
URL: www.bro-
URL: www.bro-
URL: www.bro-
URL: www.bro-
URL: www.bro-
URL: www.yout
URL: s.ytimg.
URL: s.ytimg.
URL: s.ytimg.
URL: s.ytimg.
URL: s.ytimg.
URL: 1i.ytimg.
URL: i.ytimg.
URL:
URL: s3.ytimg.
URL: s2.ytimg.
URL: s3.ytimg.
URL: s2.ytimg.
URL: sl.ytimg.
URL: sd.ytimg.
URL: sl.ytimg.
URL: s4.ytimg.
URL:
URL:

root@tikka-laptop: ~/Desktop/usr/local/bro/policy

Terminal Help

ids.org/

ids.org/style.css
ids.org/images/NSF.png
ids.org/images/bro.png
ids.org/images/ICSI.png
ids.org/images/1lbl-logo.png
ids.org/favicon.ico

ube.com/
com/yt/css/base_all-vf135110.css
com/yt/favicon-vfl11123.1ico
com/yt/js/base_all_with_bidi-vfl135825.]js
com/yt/img/pixel-vfl73.gif
com/yt/img/master-vfl34196.gif
com/vi/wAQT1-8szLI/default.jpg
com/vi/GY1B1ZAVEXA/deTault.jpg

www .youtube.com/active_sharing.swf

com/vi/rspYOxcnaTk/default. jpg
com/vi/Mz8CyUxj60U/default. jpg
com/vi/2WmFdVASQls/default. jpg
com/vi/ePyEerJApbs/default. jpg
com/vi/PpPoqrdgtHd4/default. jpg
com/vi/kTCujNbodMU/default.jpg
com/vi/8LIdEXBlejE/default. jpg
com/vi/733HTtx6C48/default.jpg

s.ytimg.com/yt/img/pic_home_mobile_30x37-vf122495.gif
www . youtube.com/buzz_videos

Figure 4.6 Reporting HT'TP URLs visited by.a host in traditional ap-
proach using Bro IDS

All the connections which are accessing www.youtube.com us-

ing HTTP with ACO algorithm approach using Bro IDS

Script: sthttp-headerl.bro

Bro ‘script to report all the connections that are accessing
www.youtube.com

using HTTP

@load weird

@load alarm

@load http

global path: string;

redef ignore_checksums = T;
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event http_request(c: connection, method: string, original URI:
string,

unescaped_URI: string, version: string)

{

path = original URI,

¥

event http_header(c: connection, is_orig: bool, name: string, value:
string)

{

if(name == "HOST” )

{

local v = value;

if (" www.youtube.com” in v )

{

print fmt(” CONNECTION IS: %s:%s>%s:%s%s%s”,
c$id$orig_h,c$idSorigep,c$id$resp_h,c$id$resp_p,v,path);

¥

}
1

Trace file: trace.out

The above is the captured traffic file against which s_ http-
headerl.bro policy script will run.

The following is the command to see the results:

bro -r trace.out s_http-headerl.bro
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D © @ root@tikka-laptop: ~/Desktop/usr/local/bro/policy

Edit View Terminal Help

mail.google.com/mail/channel/test?at=xn3§32dzg05pgwu734bdefc]29tg5x&VER=661t=550&M0DE=1n1t&zx=g4 fhnivadd39&t=1
mail.google.com/mail/images/cleardot.gif?zx=o0kfl5sbwe2zf
URL: mail.google.com/mail/channel/test?at=xn3j32dzg05pgwu734bderc)29tg5x&VER=6&11=3563ETYPE=KN1Nt tp&2x=1v0uIn9dyp2yst=1

URL: www.bro-ids.org/

URL: www.bro-ids.org/style.css

URL: www.bro-ids.org/images/NSF.png

URL: www.bro-ids.org/images/bro.png

URL: www.bro-ids.org/images/ICSI.png

URL: www.bro-ids.org/images/1bl-logo.png

URL: www.bro-ids.org/favicon.ico

URL: www.youtube.com/

URL: .ytimg.com/yt/css/base_all-vfl35110.css

.ytimg.com/yt/favicon-vfl1123.1co
.ytimg.com/yt/js/base_all with_bidi-vfl35825.]s
.ytimg.com/yt/img/pixel-vf173.gif
.ytimg.com/yt/img/master-vf134196.gif
.ytimg.com/vi/wAQT1-8szLI/default.jpg
.ytimg.com/vi/GY1BiZAVE6XA/default. jpg

URL: www.youtube.com/active_sharing.swf

URL: s3.ytimg.com/vi/rspYOxcnaTk/default.jpg

URL: s2.ytimg.com/vi/Mz8CyUxj66U/default.jpg

URL: s3.ytimg.com/vi/2WmFdVASQls/default.]pg

URL: s2.ytimg.com/vi/ePyEer]Apbs/default.jpg

URL: sl.ytimg.com/vi/PpPoqrdgtH4/default.jpg

URL: sd4.ytimg.com/vi/kTCujNbodMU/default.jpg

URL: sl.ytimg.com/vi/8LIdEXBlejE/default.{pg

URL: sd.ytimg.com/vi/733HTtx6C48/defaultyjpg

URL: s.ytimg.com/yt/img/pic_home mobile 3@8x37-vfl22495.gif
URL: www.youtube.com/buzz_videos

URL: i.ytimg.com/vi/kIOLPlomM3§/default.]pg

URL: 1i.ytimg.com/vi/SKvvKqnHIVE/default.jpg

=
B
-
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Figure 4.7 HTTP URLs reporting visited by a host with ACO algorithm
using Bro IDS
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Conclusions and Future

Scope

In this thesis work we have explored and designed the policy scripts
of Bro using ACO policy script to detect various kinds of traffic like
web traffic, mail traffic;;web mail traffic etc. The scripts are experi-
mented against captured traffic as well as live traffic. Results obtains
show the results using ACO is comparatively better and more elab-
orative; with this technique system is able to raise alerts based on
anomalous HTTP packets. This anomalous behavior can be aug-
mented with the help of pre processing scripts. However no IDS can
detect all the intrusions. So we need a combination of anomaly and
signature based techniques.

Future Scope In future work can be extended to include
other protocol anomalous behavior e.g FTP, SMTP. Complete
API(Application Programming Interface) can be design for purposed
ACO-IDS architecture.

71
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