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Abstract

Dependency of organisations and individuals on network based systems is growing day by
day. The growth of complex computer networks augments the vulnerability of systems. This
ever growing connectivity of systems gives more access to attackers and makes it even more
difficult for security analysts to protect their system. Assuring secure and reliable operation
of networks has become a priority research area these days. Protection techniques of network
have not kept up with the increasing threat. Traditional defence mechanisms such as user
authentication, data encryption, avoiding programming loopholes and firewalls are used as
the first line of defence against attacks. Different types of counter measures are being devised
every day. Intrusion detection system (IDS) is a relatively novel technology. Intrusion
detection system identifies patterns of known intrusions (misuse detection) or differentiates
anomalous network data from normal data (anomaly detection). The information collected by

IDS is used for safeguarding the systems.

In this research work, a novel Intrusion Detection System (IDS) architecture is proposed. It
includes both anomaly and misuse detection approaches. The framework of hybrid intrusion
detection system has been proposed. The major emphasis is on the anomaly detection module
of the IDS. This module implements a hybrid machine learning algorithm called k-support
vector means clustering algorithm. The live network traffic used as an input for the algorithm
is captured by Wireshark. The algorithm clusters the network traffic into normal and

anomalous packets.
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Chapter 1

Introduction

1.1  Introduction to network security

Information stored on systems had to be protected since the very introduction of
computers. The need for protecting files in computer systems became more evident
with the advent of shared systems. The need became even more severe for systems
being accessed over a public network, the Internet. Information in transit must be
protected from unauthorized release and changes. The connection itself must be
securely established and maintained. The rapid development of computer network
technology and Internet has brought huge convenience to people. Internet does not
conceal or protect the information completely as the Internet is open system for
general public.

Due to recent advances in network technology, computer systems have become even
more vulnerable to attacks. Novel attacks are appearing endlessly. In recent years,
statistics have shown that number of reported intrusions in the Symantec Global
Internet Security Threat Report is growing [1]. In Malaysia, the latest 6-month report
for 2009 indicated a 100% increment on the number of reported cases. Moreover, in
another continent, the Washington News revealed that a part of a $5.4 million contract
was repaid to the Pentagon from a security company, Apptis Inc., after the company
failed to provide adequate computer security services. In UK, a survey on UK
businesses, conducted by PricewaterhouseCoopers between October 2007 and
January 2008, reveals an increasing number of incidents, with 94% of very large
companies encountered an incident and 76% of them had at least one serious incident.
Above examples show that impact from attackers is inevitable.

Moreover, our dependency on network based systems is growing day by day. On the
other hand, protection techniques of such systems have not kept up with the
increasing threat. Traditional defence mechanisms such as user authentication, data
encryption, avoiding programming loopholes and firewalls are used as the first line of
defence against attacks. Till date no combination of technology can protect the system
completely because systems face novel attacks every other day. Hence, researchers

are now attempting to find better and safer methods to prevent, minimize and
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overcome such incidents. In order to counter the problem of attacks, tools such as
Firewall, Anti Virus, Intrusion Detection, Prevention, and Response Systems have
emerged. Their aim is to monitor the system or network activity and detect, prevent,
or counter suspicious incident. The technologies deployed by security managers to
protect the enterprise, are useful for defending attacks to some extent only. They have
their own limitations. For example, firewalls may be configured to block certain types
of traffic, but attackers still find ways to exploit legitimate traffic types to mount their
attacks. The following major security objectives of any application have paramount

importance to ensure the security of network [2]:

e Confidentiality: It means that certain information is only accessible to those
who have been authorized to access it.

e Integrity: It guarantees that a message being transferred is never corrupted.

e Availability: Availability guarantees the survivability of network services

despite denial of service (DoS) attacks.

e Authenticity: Authenticity ensures that participants in communication are

genuine and not impersonators.

e Non-repudiation: It ensures that the sender and the receiver of a message

cannot deny that they have ever sent or received such a message.

e Authorization: It is a process in which a trusted certificate authority issues a

credential to an entity.

e Anonymity: It means that all the information related to owner or current user
entity identification should be kept secret and not distributed to other

communicating parties [30].

1.2 Attacks in network

Attacks can be of two types:

1.2.1 Passive attacks

A passive attack [3] is the one in which the intruder eavesdrops or monitors the

transmitted data but does not modify the message stream in any way. The goal of the



attacker is to get information in transit. Two types of passive attacks are release of
message contents and traffic analysis. The release of message contents is simply
reading the contents of a message. It can be troublesome if the message is carrying
sensitive or confidential data. A second type of passive attack, traffic analysis is
subtler. An intruder makes inferences by observing message patterns. It can be done
even if messages are encrypted. In this attack, the eavesdropper analyzes the traffic,
determines the location and identifies communicating hosts. Eavesdropper can also
observe the frequency and length of message being exchanged. This information is
used to predict the nature of communication. All incoming and outgoing traffic of
network is analysed but not altered. Passive attacks are very difficult to detect because
they do alter the data. Neither the sender nor the receiver is aware that a third party
has read the messages during their exchange. This can be prevented by means of
encryption of data. Encryption is the technique for masking the contents of message.
If one had encryption protection done, an opponent can still observe the pattern of this
message [6]. The opponent could determine the location and identity of
communicating hosts and could observe the frequency and length of messages being
exchanged. The information might be useful in guessing the nature of the
communication that was taking place. Thus, the emphasis in dealing with passive

attacks is on prevention rather than detection.

1.2.2 Active attacks

Active attacks [3] involve some modification of data stream or creation of a false
stream. An active attack is one in which the intruder may send messages, replay old
messages, change messages in wire, or delete selected messages in transit [7]. A
typical active attack is one in which an intruder pretends to be one end of the
conversation, or acts as a man-in-the-middle. They can be subdivided into four
categories:

e Masquerade: A masquerade takes place when one entity pretends to be a
different one. This attack generally includes one of the other forms of active
attacks. For instance, authentication sequences can be captured and replayed
after a valid authentication sequence has taken place. This enables an
authorized entity with few privileges to obtain extra privileges by

impersonating an entity that has those privileges [4].



e Replay: Replay [4] involves the passive capture of a data unit and its

subsequent retransmission to produce an unauthorized access.

e Modification of messages: Modification of messages means that some part of
a legitimate message is altered or that messages are delayed or reordered, to
produce an unauthorized effect. For example, a message meaning “Allow John
Smith to read confidential files account” is modified to mean “Allow Fred

Brown to read confidential file accounts” [4].

e Denial of service: The denial of service prevents or inhibits the normal use of
communication devices. This attack may have a specific target, for instance,
an entity may suppress all messages meant for a particular destination.
Another form of this attack is disruption of the entire network. This is done
either by crippling the network or by overloading it with messages in order to

degrade its performance [4].

1.3 Threats to Network Security
Threats can be defined as potential violations of security. They exist because of
vulnerabilities or weaknesses in a system. Basically, there are two types of threats:

accidental threats and intentional threats [5].

1.3.1 Accidental Threats

Accidental threats result in either the exposure of confidential information or
occurrence of an illegal system state. Exposures can appear from both hardware and
software failures as well as from user and operational mistakes. This results in the
violation of confidentiality. It can also be demonstrated as modification of an object

that is the violation of object integrity.

1.3.2 Intentional Threats
Intentional threats can be defined as an action deliberately performed by an entity
with the intention of violating security. Examples of such attacks are modification,

interception, interruption and fabrication of data as shown in Figure 1 [5].
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There are numerous threats to network security. Some of them are as listed below:

SYN flooding: It is a denial-of-service attack in which a large amount of SYN
packets are sent to a network or a server. The attack packets usually have
spoofed source addresses to hide the real attacking sources and this makes
defence much harder. The SYN flooding attacks exploit the TCP’s three-way
handshake mechanism and its limitation in maintaining half-open connections.
When a server receives a SYN request, it returns a SYN/ACK packet to the
client. Until the SYN/ACK packet is acknowledged by the client, the
connection remains in half open state for a period of up to the TCP connection
timeout, which is typically set to 75 seconds. The server has built in its system
memory a backlog queue to maintain all half-open connections. Since this
backlog queue is of finite size, once the backlog queue limit is reached, all
connection requests will be dropped [6].

Packet sniffers: Packet sniffing [7] is a method of tapping each packet
flowing across the network. It is a technique in which a user sniffs data
belonging to other users of the network. Packet sniffers can be used as an
administrative tool or for malicious purposes. Network administrators operate

them for monitoring and validating network traffic.

Viruses: A small piece of code that recursively replicates a possibly evolved
copy of itself on real programs. They run every time a program runs and
multiply to form new generations. Most of them can reproduce and attack
other programs. Trojan horse is a program containing hidden functions that
can exploit the privileges of the user running the program. It can erase

important information, send credit card numbers and password to the intruder

[8].

Spyware: Spyware is a new type of potentially unwanted program whose goal
is to monitor users’ online behaviour without user consent. Users infected with
spyware generally experience highly degraded reliability and performance
such as increased boot time, unresponsive system, and frequent application

crashes [9].



1.4 Network security tools

Information security managers have used multiple technologies to keep their network
safe from intrusions. However, as an effect of the improvements in technology,
networks are now connected to other outside networks — including the Internet. So the
corporations face a wide range of threats. So, security managers are under a lot of
pressure to prevent any penetration to the network perimeter. Similar to the physical
security, there are numerous security tools to help security managers in setting up
complex protection strategy plans for their computer systems. Most common ones are

listed below:

1.5.1 Firewalls

Firewall [10] is a hardware or software solution implemented within the network to
enforce security policies by controlling network access. The original function of
firewall was protecting a network from unauthorized external access. Now firewalls
can also inspect and filter traffic arriving or departing a network by comparing
packets to a set of rules and performing the matching rule action, which is accept or
deny. A firewall is often seen as the first step toward a network security solution.
Firewalls must be installed at the choke points to control network traffic and
implement network security policy of the organization for its external network
connections, especially for the Internet. Because many Internet-based services are
inherently insecure, a firewall is needed to disable some services according to the
organizational security policy. A firewall can act as a wall between the two networks.
The person want access to the either network has to pass this wall before entering. A
firewall is a system that is set up to control traffic flow between two networks. There
are various firewall products but they are grouped into three major types based on
their mechanisms:

e Packet filtering: Packet filtering [11] is a mechanism that controls the flow of
packets in a network by examining their headers. No content-based decisions
are made. The decision is exclusively based on the packet headers which
include type of traffic (such as TCP, UDP, ICMP), characteristics of the
transport layer communications sessions (such as source and destination
ports), source and destination address. Packet filters are coupled with

interfaces and the packet that flows through the interface can be restricted.



Packet filter firewall may have rules such as: allowing certain hosts send email
via Simple Mail Transfer Protocol or not permitting any outside system to

connect to an internal host via Telnet.

e Stateful inspection: This technology has evolved from the need to
accommodate some features of the TCP/IP protocol suite. Stateful inspection
firewalls are packet filter firewalls with the ability of connection status
awareness. This awareness is made by making a dynamic list of active
connections between hosts which is called state table. Those packets are
rejected by the firewall, which do not belong to an active connection or is not
a connection request. A packet belonging to an active connection is allowed
through bypassing the firewall rules and thus optimizing the investigation
process [11].

e Proxying: It is a mechanism that provides all internal hosts the untrusted
external network access while it appears that a single host is accessing outside.
Since all connections to the external network is made by a single host, deep
packet inspection can be done before passing packets to internal nodes.
Proxying inspects source address, destination address, protocol, source port
number, destination port number and payload of packets [12].

1.5.2 Intrusion Detection System

Intrusion detection system (IDS) is the second layer of the perimeter defence [13]. Its
purpose is to detect both external attacks and internal misuse of computer and
network resources. IDS protects the internal as well as external network from outside
attack .In physical analogy, an IDS is equivalent to a video camera and motion sensor
detecting unauthorized or suspicious activity and working with automated response
[14]. These devices like firewalls inspect incoming and outgoing network traffic.
Unlike firewalls they do not alter the traffic flow by dropping or passing certain
packets. In fact they look for malicious traffic indicating an attack. IDS can be
categorized into two general types known as anomaly detection and misuse detection.
The main challenge in intrusion detection is that of separating anomalous events from
normal events.

A perfect IDS must satisfy following two criteria:

e It must be able to identify intrusions correctly.



e It must not label legitimate action as an intrusion.

1.5.3 Honeypots

Honeypots [15] are highly flexible security tools with several applications. Honeypots
do not solve a specific problem unlike Firewalls or IDS. Instead, they have manifold
uses: prevention, detection and information collecting. Honeypots collect small data
sets having high value. Theoretically, they should see no traffic because it has no
legitimate activity. So is any interaction with a honeypot is most probably
unauthorized or malicious activity. Similarly, any connection attempts made to a
honeypot are mostly an attack or compromise. Honeypot is a security resource whose
importance lies in being attacked or compromised. Honeypots in a network should not
affect critical network services and applications. Those series of characteristics
distinguish honeypots clearly of other solutions of security. Honeypots only gather
bad activity. It is much easier to analyze the data a honeypots collects and even easier
to derive a value from it [16]. They are designed for:

e Diverting an attacker from accessing crucial systems.
e Capturing information about activity of the attacker’s.

e Encouraging the attacker to remain on the system long enough so that the

security managers can respond back.

1.5.4 Network-based Antivirus systems

Network-based antivirus [17] systems are solutions that are installed on a gateway
between two networks to prevent the spreading of viruses across the network. The
restraints of host-based antivirus software demonstrate the need for properly
implemented network-based antivirus systems that allow security managers to deploy
comprehensive antivirus protection faster. They also guard against the rise of threats
endangering the networks as they spread by exploiting known vulnerabilities.
Network-based antivirus systems are installed in the Demilitarized Zone (DMZ) in
order to capture incoming and outgoing packet and compare them with the contents to
a database of known virus signatures. Network-based antivirus systems have to
operate under much more difficult constraints in comparison to host-based antivirus
systems. Files are transported over networks in the payload portions of packets. Each

packet contains only a small part of the file. A characteristic packet payload on the
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Internet consists of approximately 1,500 bytes. Howsoever, many viruses are
substantially longer than 1500 bytes. They can exceed 100K bytes in length.
Therefore it is not sufficient for network-based antivirus systems to simply scan each
packet individually. A packet-by-packet scan will never detect it if a virus is longer
than 1500 bytes and the signature for the virus depend on patterns occurring in

portions of the packet that are separated by more than 1500 bytes.

1.6 Thesis Organisation

The first chapter briefly describes the background study and introduces the motivation

behind the proposition of system and organisation of whole thesis.

The second chapter describes the literature survey of the topic under consideration. It
deals with the basis of problem statement.

The third chapter defines the problem statement. It also analyses gaps present in the

existing systems.
The fourth chapter gives the problem solution. It gives details of the proposed
framework of Intrusion Detection System. A hybrid algorithm called k-means

clustering Support Vector Machine is also proposed in this chapter.

The fifth chapter deals with implementation and results. The algorithm proposed in

fourth chapter is implemented in this chapter. Its output is also provided.

The sixth chapter reflects upon the conclusion and future scope of the thesis report.
And at last, list of references and papers published is given.
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Chapter 2

Literature Survey

2.1 Intrusion Detection System

The propagation of e-commerce applications and the increasingly important role that
networks play in modern business, has given new stimulus to the search for
developing more secure systems. Assuring secure and reliable operation of networks
has become a priority research area these days because of ever growing dependency
on network technology. Intrusion detection products are gaining extensive recognition
as important tools for enhancing the security of a computer network. Although
firewalls have traditionally been seen as the “first line of defence” against would be
intruders, intrusion detection software is rapidly becoming popular as a novel but
effective approach for making networks more secure [50]. An IDS identifies patterns
of known intrusions (misuse detection) or differentiates anomalous network data from
normal data (anomaly detection Intrusion detection operates on the principle that any
attempt to penetrate your systems can be detected and the operator alerted - rather
than actually stopping them from happening. Breaking into a computer system is
more often a computer user’s hacker fantasy than a system administrator’s reality.
But, when asked, any system administrator will tell you that there’s always a lingering
uncertainty after all the security policies have been implemented and adhered to. So it
is critical to protect the networks from attackers and the intrusion detection
technology has become popular. Intrusion Detection System is a new safeguard
technology for system security after traditional technologies, such as firewall,
authentication, message encryption and so on. Intrusion detection is defined as the
processes to identify the internal or external users who intend to do something
unauthorized against the computer system. Intrusion detection also identifies the legal
connected users who intend to misuse their privileges. Intrusion detection system can
analyze and monitor customer and system activity, identify and reflect the activity
patterns attacks activity patterns that have known by Management personnel.
Intrusion detection systems (IDS) are based on the principle that malicious behaviours

on computer or network systems will be noticeably different from normal behaviours.
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The IDS receives and analyzes many data sources from computer systems or networks
to detect abnormal patterns generated by the intruders who intend to attack or
penetrate the computer and network system. The general IDSs should have the ability
to detect unauthorized access/modification of system or user information/files,
network component information and unauthorized use of system resources [18].
Intrusions in an information system are the activities that violate the security policy of
the system. Intrusion detection is the process used to identify those intrusions.
Intrusion detection has been studied for approximately twenty years. It is based on the
belief that an intruder’s behaviour will be noticeably different from that of a
legitimate user and that many unauthorized actions will be detectable [19]. There are
many reasons that make intrusion detection a necessary part of the entire defence
system. First, many traditional systems and applications were developed without
security in mind. In other cases, systems and applications were developed to work in a
different environment and may become vulnerable when deployed in the current
environment. For example, a system may be perfectly secure when it is isolated but
become vulnerable when it is connected to the Internet. Second, due to the limitations
of information security and software engineering practice, computer systems and
applications may have design flaws or bugs that could be used by an intruder to attack
the systems. As a consequence, some preventive mechanisms may not be as effective
as expected. Intrusion detection complements these protective mechanisms and
improves the system security [18].

Different IDS techniques and architectures have been developed. Most of the present
IDS are centralised. According to Jianxiao and Lijuan, the individual monitors send
intrusion data to the centralized controller component that performs analysis of the
information received from each of the monitors. The problem is that single host is
available to copy the collected information. So the monitored network is restricted
and lots of data collection can overload the network [41]. According to Huang,
Distributed Intrusion Detection System collects information on several key points of
the computer network or computer system and analyzes this information. Distributed
Intrusion Detection System based on multi-agent technology can effectively improve
the detection accuracy and detection speed, and enhance the system’'s own security
[42]. Li Tian made the system intelligent by gathering information using honeypot
network and information processing using mobile agent [43]. Zhang combined the
advantages of agent-based distributed analysis and clustering-based intrusion

12



detection technique. Reh"ak [44] introduced a prototype of agent-based IDS designed

for deployment on high-speed backbone networks.

2.2 Structure and architecture of IDS:

Various components of general IDS as shown in figure 2.1 are [20]:

2.2.1 Data gathering device

This device is responsible for capturing data from system under monitoring. It acts as
an agent continuously monitoring the network in real time. Inputs to a sensor are
network packets, system call traces and log files. Sensors gather and forward this

information to the analyzer.
2.2.2 Detector

Detector processes the data collected from sensors and identifies intrusive activities. It

uses a database of rules to generate alarms from security events received.
2.2.3 Knowledge base

This module contains information collected from sensors in pre processed format.
This kind of information is mostly provided by security experts. Database contains all
the information related to the signatures or patterns of attacks previously detected.
When the sensor detects some kind of malicious activity, it matches it with the current

database and reports to the attack response module.

2.2.4 Configuration device
Configuration device supplies information about the present state of the Intrusion

Detection System.

2.2.5 Response component

This component initiates actions when an intrusion is detected. These responses can
either be automated or involve human interaction. Based upon the type of
configuration the Response Module can either send an alarm or an email notification

to the administrator about the intrusion detected.
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Figure 2.1: Basic Architecture of IDS [20]

2.3 Types of IDS

Many classifications of intrusion detection methods have been proposed in the past

but no universally accepted taxonomy is available. A taxonomy [22] that is based on

the synthesis of a number of existing ones is summarized in Fig. 2.2. The first

criterion is information (data) source, which distinguishes IDSs based on the system

that is monitored, i.e. source of input information. The source information can be

audit trails (e.g. system logs) on a host,

network connections/packets,
application logs,

wireless network traffic or

Intrusion detection and/or sensor alerts produced by other intrusion detection

systems.
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Traditionally IDS is classified into Misuse and Anomaly IDS. However there are

other classifications as well.

2.3.1 Signature or Misuse detection

Misuse detection catches intrusions based on knowledge of known attack patterns,
while anomaly detection detects intrusion based on deviation from normal patterns.
They use patterns of already known attacks of the system to identify unknown
intrusions. They compare audit data to attack patterns learned from the training data
as shown in Figure 2.3. The observed data is considered intrusive if the sensor data

matches the pattern of some known attack data. Misuse models are typically obtained
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by training on a large set of data in which the attacks have been manually labelled.
This kind of data is very expensive to produce because each piece of data must be
labelled as either normal or some particular attack. Signature detection is the process
of looking into network traffic for malicious bytes or packet sequences. The main
advantage of this detection method is that signatures are easy to develop and
understand if the network behaviour which has to be identified is already known. For
instance, particular strings within an exploit payload to detect attacks that are
attempting to exploit particular buffer-overflow vulnerability. A signature based IDS
generate events which can communicate the cause of the alert. Pattern matching can
also be performed very quickly on modern systems so the amount of power needed to
perform these checks is very less for a confined rule set. Signature detection engines
also have some disadvantages. A signature must be created for every attack, and novel
attacks cannot be detected because they are able to detect known attacks only. While
signature engines can detect attacks with a fixed behavioural pattern, they do not work
well against the attack patterns created by a human or a worm with self-modifying
behavioural characteristics. Detection is made even harder by advancing exploit
technology that enables malicious users to hide their attacks behind nop generators,
encrypted data channels and payload encoders. Another disadvantage is that signature
engines often generate false positives since they are based on regular expressions and
string matching.

Modify existing rules

[

Audit Data > System Profile

Timing Information b

add new rules

Rule

Attack state

Match?

Figure2.3: Misuse Detection System [22]
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2.3.2 Anomaly detection

The anomaly detection technique works on the basis of concept of a baseline for
network behaviour. The baseline is description of accepted network behaviour learned
or specified by the network administrators. Anomaly detection algorithms model
normal behaviour. Anomaly detection models compare audit data to system profile
learned from the training data as shown in Figure 2.4. If the sensor data deviates from
normal behaviour, the anomaly detection model classifies the data as malicious.
Events in an anomaly detection engine are generated by behaviour falling outside that
predefined model of behaviour. One of the disadvantages of anomaly-detection
engines is the difficultly of defining rules. The protocol must be defined, executed and
tested for correctness. The process of rule development is further compounded by
differences in vendor implementations of the various protocols. Moreover, detailed
knowledge of normal network behaviour must be fed into the engine memory for
attacks to be detected correctly. But once a protocol has been built and the behaviour
has been defined, the engine can scale more quickly and easily than the signature-
based model. This is because a new signature need not be created for every attack and
potential variant. Another drawback of anomaly detection is that malicious activity
falling within normal usage patterns is not detected. For instance, an activity of
directory traversal on a targeted vulnerable server complying with network protocol
can easily go unnoticed. However, Anomaly detection techniques are effective against
unknown or novel attacks since no prior knowledge about specific intrusions is
required. Misuse detection model generates less false positive alarms and introduce
little overhead into the system by detecting only the intrusions having signatures.

Update Profile
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Figure2.4: Anomaly Detection System [22]
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2.3.3 Host based IDS

Host based IDS examines the data from a single host. Host based intrusion detection
tries to recognise unauthorized, illegitimate, and malicious behaviour on a specific
device. HIDS usually involves an agent installed on each system which monitors and
alerts on local OS and application activity. This installed agent uses signatures and
rules to discover unauthorized activity. Host IDS only collects, identifies and alerts
the system, so its role is only passive. Examples include ARMD, MIDAS, Tripwire
[22].

2.3.4 Network based IDS

Network based IDS scrutinize network traffic and data from the connected hosts.
Network based intrusion detection attempts to identify unauthorized, illegitimate and
malicious behaviour based solely on network traffic. A network ID, using either a
network Tap (Test Access Port), span port or hub collects packets that flow in a given
network. Using the gathered data, the IDS system processes and flags any suspicious
traffic. Examples include ASIM, Bro, CyberCop, EMERALD, GRIDS, INBOUNDS,
NADIR, RealSecure, UNICORN.

2.3.5 Off-line IDS

Offline IDS examines system logs at fixed time intervals and reports any suspicious
activity logged during inspection. It may not alert the administrator at the time of
attack but can prevent future attacks by updating the rules in database. Examples are
ASIM, NADIR, Stalker, Tripwire.

2.3.6 Real-time IDS

This type of IDS monitors the system continuously and reports suspicious activity as
soon as it is detected. Real-time alerts the administrator at the time of attack so that a
proper counter action can be taken. So it is beneficial than Offline IDS. Examples are
AAFID, ARMD, Bro, CMDS, CyberCop, DIDS, EMERALD, INBOUNDS, NIDES,
UNICORN.
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2.3.7 Centralized IDS

IDS is centralized if intrusion data is collected from different hosts or networks and is
passed on to a centralized controller component that scrutinise the information that it
receives from each of the monitors. All the data is shipped to a central location for
analysis. Examples are ARMD, Bro, CMDS, CSM, CyberCop, DIDS, NADIR,
NIDES, Stalker and UNICORN.

2.3.8 Distributed IDS

Most of the current IDSs used are distributed ones because Host-based or network-
based Intrusion Detection System is almost powerless for complex attacks. The main
issue of this kind of system is that it can’t identify novel attacks because it is signature
based IDS which can only identify well known attack patterns. Data mining methods
are used to automate the intrusion detection systems to identify novel attacks. Most
popular way to identify intrusions is by studying the audit data produced by Operating
System. Normal system activities are characterised with a profile, which is made by
applying mining algorithms to audit data. Abnormal intrusive activities are identified
by comparing the current activities with the profile. So another kind of IDS comes
into picture called Adaptive IDSs which are based on data mining algorithms.

2.4 Adaptive IDS

In today’s dynamic threat and networking environments, Signature based Intrusion
Detection/Prevention Systems are unable to protect against ever-changing attacks and
vulnerabilities. The reason is everyday new attacks are developed. We need to
develop the system in such a way that it can learn new attacks itself. We have
adaptive model for this purpose. It is a method for automatically building detection
models for data-mining based intrusion detection systems. This significantly reduces
the deployment cost of an intrusion detection system. In literature, a number of
anomaly detection systems are developed based on many different machine learning
techniques. For instance, some studies apply single learning techniques like neural
networks, genetic algorithms, support vector machines, etc. Some systems are based
on the combination of different learning techniques like hybrid or ensemble

techniques. These techniques are developed as classifiers, which are used to classify
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or identify whether the incoming Internet access is the normal access or an attack
[22].

2.4.1 Neural Networks

The Multilayer Perceptions neural networks have been very successful in a variety of
applications, producing results which often exceed other existing computational
learning models. They are capable of approximating any continuous function to
arbitrary precision, as long as they contain enough hidden units. This shows that such
models can form any classification decision boundary in feature space and can act as
non-linear discriminate function. When neural network is used for classification of
pattern, there is one input node for each element of the feature vector. There is usually
one output node for each class to which a feature may be assigned as shown in figure
2.5. The hidden nodes enable internal representation of the data to be developed by
the NN during learning [14].

Input Layer Hidden Layer Output Layer

Figure 2.5: Neural Network Structure [14]

2.4.2 Support Vector Machines

The original SVM algorithm was proposed by Boser, Guyon & Vapnik in 1992. The
present standard form (soft margin) was given by Vapnik and Corinna Cortes in 1995
[22].Support Vector Machines have become a very popular tool for machine learning
tasks of classification and regression. Machine learning is about learning structure

from data. Classifying data is a common task in machine learning. In machine
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learning, support vector machines are supervised learning models that analyse the
training data and recognize patterns and produces an inferred function known as
classifier (for discrete output) or regression function (for continuous output). The
basic SVM studies a set of input data and decides for each given input, which of two
possible classes forms the output, which makes it a non-probabilistic binary linear
classifier [22]. The classifier is a function which assigns labels to samples, even those
samples which are completely new to the algorithm. Algorithm feeds on previously
labelled samples and induces a classifier from them. The key idea in network security
is to find useful patterns or features describing user behaviour on a system and a set of
desired features to construct classifiers. These classifiers are then used to detect
anomalies and intrusions from the new coming network traffic. An SVM model is a
representation of the instances as points in space, mapped in such a way that the
examples of the distinct types are divided by a clear and a wide gap. Mapping of new
examples is done into that same space and they are predicted to belong to a category
based on which side of the gap they fall into. Support Vector Machines (SVMs)
construct a decision surface in the feature space. This feature space bisects the two
categories and maximizes the margin of separation between two classes of points. The
resulting decision surface can then be used as a basis for classifying points of
unknown class. For instance, some data points belonging to one of two classes is
given and the goal is to decide which class a new data point will belong to [23].

Support vector machines (SVM) [24] are the classifiers which were originally
designed for binary classification and can also be used to classify the attacks. An
SVM maps linear algorithms into non-linear space. It uses a feature called kernel
function for this mapping. Kernel functions like polynomial function are used to
divide the feature space by forming a hyper plane. The kernel functions can be used at
the time of training of the classifiers which selects support vectors along the surface
of this function. Support Vector machine classify data by using the support vectors
which outline the hyper plane in the feature space as shown in Fig 2.6 . This process
will involve a quadratic programming problem, and this will get a global optimal
solution. Suppose we have N training data points:

{(x1, y1), (x2,y2), (x3,y3), ....(xn, yn )},

where xi € R, d and yi € {+1,—1}.
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Consider a hyper-plane defined by (w, b), where w is a weight vector and b is a bias.
The basic idea is to seek classification surface, making the maximum margin of the
classification boundary.

(w.x)+b=0

where X is a multidimensional vector. The reciprocal of classification margin is
Y5 ||w|[%. So, the optimization problem is expressed as:

Min ¥ [|w|?

Optimal hyperplane H : y = (w.x)+b =0

Supporting hyperplanes shown as lines in Figure 2.6:
Hl:y=(wxXx)tbh=+1
H2:y=(Wwx)tbh=-1

Figure 2.6 Hyper Plane in SVM [51]

The quality of generalization and ease of training of SVM is way too better than the
traditional methods. SVM has a high generalisation accuracy but the response time of
SVM classifiers is still a concern when applied into network intrusion detection. Its

limitation is speed and size, both in training and testing [25].
Following are the steps of SVM Algorithm:

e Train SVM on new data set.
D={(ai , Ci)| a; € Rn , Ci€{-1,1}}mi:1
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where a;jis an n-dimensional real vector and cjis an indicator of the point
a; belongs to.
e Find the hyperplane separating negative and positive instances of dataset
wx-b=0
where w is a normal vector to the hyperplane.
Find shortest distance separating hyperplane to closest positive(negative) data
point.
e Find the margin of separating hyperplane
(d+d-)=2/||w||.
e To get highest confidence classification, maximize the margin. Formulate the
linear support vector problem as follows:
Max 1/]jw]>
s.tci(aiw-b) >=1 & i=[1,m]
e For separable case when positive and negative data points are linearly
separated, they satisfy the following constraints:
aw-b>=0, for c¢i=1,
aw-b<=0, for ci=-1
or they can be combined into one set of inequalities:
Ci( aiw-b)-1 >=0 for all i.

Solve for w and find the classification

2.4.2.1 Advantages of SVM

1. The quality of generalization and ease of training of SVM is far beyond the
capacities of these more traditional methods. Its generalisation ability is
controlled by changing the kernel. By developing a kernel specific to
application, its generalisation ability can be extended to wide range of
applications.

2. By choosing an appropriate generalization grade, SVMs can be robust, even
when the training sample has some bias.

3. SVM can model complex and real-world problems such as text and image

classification, network traffic analysis.

23



4.

SVM performs well on data sets having many attributes. There is no upper
limit on the number of attributes. The only constraints are those imposed by
hardware.

SVMs deliver a unique solution, since the optimality problem is convex. It is
formulated as quadratic programming problem, so there is global optimum
solution [38].

2.4.2.2 Disadvantages of SVM

1.

Because training of SVM is done by solving the associated dual problem, the
number of variables is equal to the number of training data. Thus for large
training data, solving the dual problem becomes difficult from both the
memory size and training size.

The biggest limitation of the support vector approach lies in choice of the
kernel.SVM classifiers have only one user-chosen parameter, once the kernel
is fixed. The best choice of kernel for a given problem is still a research issue
[25].

There is lack of transparency of results.

SVM uses direct decision functions. Thus an extension to multiclass problems
is not straight forward and there are several formulations.

A second limitation is speed and size, both in training and testing. Training for
very large datasets (millions of support vectors) is an unsolved problem.

The response time of SVM is still a problem when applied to real-time
business intelligence systems such as stock market surveillance and network

traffic analysis [27].

2.4.3 K-Means Algorithm

The term "k-means™ was first used by James MacQueen in 1967. The idea though

goes back to Hugo Steinhaus in 1957. The standard algorithm was first introduced by
Stuart Lloyd in 1957 but it wasn't published outside Bell labs until 1982 [27].

In data mining, k-means clustering is a method of cluster analysis which aims to

partition n observations into k clusters in which each observation belongs to the

cluster having the nearest mean. This process partitions the data space into VVoronoi

cells. In mathematics, a Voronoi diagram simply divides the space into a number of
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regions. The regions are called VVoronoi cells [31].Simply speaking it is an algorithm
to group your objects based on attributes/features into K number of groups. The
clustering is done by minimizing the sum of squares of distances between data and the
cluster centroids. Aim of K-mean clustering is simply to classify the data into k
different clusters through the iteration and to converge it to a local minimum. In this
process, data objects are grouped into disjoint clusters in such a way that the data in
the same cluster is similar and data belonging to a different cluster is different. So the
generated clusters are compact and independent. Euclidean distance is usually
considered to determine the distance between data object and the cluster centroids
[28].

Following steps shows the demonstration of k-means algorithm [29]:

e kinitial "means" are randomly generated within the data domain.

e Kk clusters are created by connecting every observation with the closest mean.

e The centroid of each cluster becomes the new mean.

e Steps 2 and 3 are repeated until centroids don’t change their position anymore.
This is a very simple and reasonably fast algorithm. It is also efficient in processing
large data sets like network traffic. The only difficulty is in comparing the quality of
the clusters produced. Another limitation of k-means is that k should be specified in
advance. But in Intrusion detection Kk is set to be two since there are two clusters for

normal and anomalous data.

2.4.3.1 The K-Means Algorithm Process

e The dataset is grouped into K clusters and the data points are randomly
associated to the clusters resulting in clusters having almost same number of
data points.

e [For each data point:

Find the distance between each data point and its respective cluster.
Leave the data point if it is nearest to its own cluster. Otherwise move it into
the closest cluster.

e Repeat the above step until centroids don’t change their position anymore and
no data point moving from one cluster to another. Now the clusters are stable
and it marks the end of clustering process.
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The choice of initial partitioning can greatly influence the final clusters that
result [35].

2.4.3.1 Advantages of k-means clustering algorithm:

This is a very simple algorithm.
It is reasonably fast algorithm although its “worst case” behavior is poor.
K-Means may form tighter clusters than hierarchical clustering, especially in

case of globular clusters are [34].

2.4.3.3 Disadvantages of k-means clustering:

1.

It is tough to compare the quality of the clusters produced. For instance, for
different initial partitions or different values of K affect the final outcome
[28].

Fixed number of clusters can make it problematic to predict the value of K.
The main limitation of k-means is its cluster model. This concept is based on
spherical clusters which are separable in such a way that the mean value
converges towards the center of cluster. The clusters are expected to be of
same size, so that their assignment to the nearest cluster center is the correct
assignment [34].

The k-means result depends upon the data set. It works fine on some data sets,

while fails on others [28].

Different initial clusters can result in different final clusters. The program
should be rerun using the same as well as different values of K to compare the

results achieved [35].

2.4.4 Comparison of SVM and K-means clustering algorithm:

In contrast to SVM there are no target output labels in training and testing
datasets in k means clustering. The machine simply receives inputs and the
task is to learn and differentiate them [36].

SVM is machine learning task of inferring a function from labelled training
data. In k means it is possible to find and learn the hidden structures inside the
unlabeled data [37].
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In SVM predetermined classes are provided. Machine learner’s task is to look
for patterns and construct mathematical models. Patterns are learnt from
training data to simulate given output. In k clustering, no classification is
provided. Machine learner’s task is to look for patterns in data and seek out
similarity between pieces of data in order to determine whether they can be

characterised as forming a group [39].
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Chapter 3

Problem Statement

During literature review, some research gaps have been encountered. A problem has

been formulated in an attempt to overcome some of those gaps.

3.1 Research Gaps
The research gaps observed during literature review are as follows:
e Most of the intrusion detection systems models are ineffective for novel
attacks.
e There is a problem of lack of transparency in results.
e Intrusion detection systems take a lot of time to identify attacks. Ample time is
not left in order to respond back.
e Most of the distributed intrusion detection systems are signature based. They

have to be made adaptive to novel attacks.

3.2 Problem Formulation

Due to recent advances in network technology, computer systems have become more
vulnerable to attacks. The growth of complex computer networks provides added
complicities for the intrusion detection problem. The ever growing connectivity of
systems gives more access to attackers and makes it even more difficult for security
analysts to protect their system. Our dependency on network based systems is
growing day by day, so does the threat. But protection techniques of such systems
have not kept up with the increasing threat. Traditional defence mechanisms such as
user authentication, data encryption, avoiding programming loopholes and firewalls
are used as the first line of defence against attacks. Till date, no combination of
technology is able to protect the system completely as systems are facing novel
attacks every other day.

Intrusion detection systems (IDS) are used as the last line of defence. IDS identifies
patterns of known intrusions (misuse detection) or differentiates anomalous network

data from normal data (anomaly detection). Intrusion detection is defined as the
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process of diagnosing the system for activities running without authorization and

those having legitimate access to the system but overstepping their privileges. The

existing counter measures have their own drawbacks, so assuring secure and reliable

operation of networks has become a priority research area. Efforts are being made to

improve the existing protection technology. The main objective of thesis is to provide

a framework for improved IDS, which will overcome the drawbacks of existing IDS.

3.3 Objectives of Thesis

To fulfil the above aim, the following goals are set for the thesis work:

To study the existing technology of Intrusion detection system and to discover
their drawbacks.

To propose a novel architecture for Intrusion Detection System based on
machine learning/adaptive module to detect novel attacks.

To implement the proposed algorithm in Java using Netbeans.

3.4 Methodology used in Proposed Solution

Following are the steps performed to implement the above objectives:

Literature Survey is carried out. Various Research papers referenced below are
explored to formulate a problem.

Hybrid Intrusion Detection System architecture is proposed.

A hybrid algorithm of SVM and k-means is proposed which couples the
benefits of both the algorithms.

The anomaly detection module of the proposed framework is implemented.
The presented algorithm is implemented in Java using Netbeans.

The packets which are used as input are captured using a sniffer called
Wireshark. These packets are stored in a dump file and passed to Java program
as an input.

The program is run to classify the traffic into normal and anomalous packets.
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Chapter 4

Proposed Solution

In this chapter, hybrid algorithm is presented along with its class diagram. The hybrid

framework and its UML diagrams are also provided.

4.1 Hybrid approach: K-means SVM (KMSVM) algorithm

As compared in literature survey, both k-means clustering and SVM have their own
advantages and drawbacks. In the proposed solution, a hybrid of both is used instead
of choosing one algorithm. It is a challenging task to improve the efficiency of the
clustering algorithm without reducing the generalization performance of Support
Vector Machine. To face this challenge, a new hybrid algorithm based on the
integration of SVM and k-means clustering is developed. Support vector machines
have been used to build classifiers that can help users make intelligent business
decisions. Despite high generalisation accuracy of SVM, their response time is still a
concern when applied into real-time business intelligence systems like stock market
surveillance and network traffic analysis. The K-means SVM shortens the response of
SVM classifiers by reducing the number of support vectors [39]. The KSVM
algorithm blends the k-means clustering technique with SVM and needs another input
parameter: the number of clusters. Response time of SVM classifiers can be
accelerated by lowering the number of support vectors. k-means clustering method is
used to gather a data set smaller than the original one to train SVM, which further
lowers the number of SVs while maintaining the training accuracy. With decrease in
the number of training examples, computational time of the algorithm falls greatly.
There are two approaches for taking advantage of k-means clustering algorithm to
reduce the number of support vectors used for training the support vector machine.
The first approach applies k—-means clustering to compose a dataset of much smaller
size than the actual one. The second approach lowers the number of support vectors
by which SVM classifier’s decision function is spanned through k —means clustering
[37].
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E[Pr(Error )]<= E[ number of support vectors]/number of training vectors ..... (1)

From inequality (1), it can be deduced that a small number of support vectors will
generate a small testing error and also leads to better generalization capability in SVM
[66].

Successful use of k-means requires a cautiously selected distance measure that
demonstrates the properties of the clustering task. Supervised data is used for training
k-means since designing this distance measure by hand is a tough job. SVM method
that finds a distance measure is used so that k-means generates the desired clustering,
given the training data sets with desired partitioning. Our approach couples the
benefits of both the algorithms. This is done by selecting the initial clusters with the
help of SVM which are otherwise generated randomly in k-means. This way, a more
precise result is obtained as it is a known fact that the end result of k-means depends

upon the initial clusters chosen [68].

4.2 Adaptive Distributed Intrusion Detection Algorithm based on
hybrid k-SVM clustering technique:

1. Gather Packets.
2. Apply Misuse Detection Algorithm at nodes.
3. Send remaining packets to centralised anomaly detection agent. Apply k-
means clustering Support Vector algorithm.
e Given atraining dataset D containing m data points:
D ={(a, c)|a€R", ci€{-1,1}}"i=1
where a; is an n-dimensional real vector and c; is an indicator of the class
where the point a; belongs to.
e Separate the dataset into positive (c=1) and negative (c=2) instances with a
hyperplane
wx-b=0,
where w is normal vector to the hyperplane, x is point of the
hyperplane,
b is real value, 1/|\w|| is perpendicular distance from hyperplane to

origin.
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For separable case when positive and negative data points are linearly
separated, they satisfy the following constraints:

aw-b>=0, for ci=1,

ajw-b<=0, for c;=-1

or they can be combined into one set of inequalities:
ci( aiw-b)-1 >=0 for all i.
Choose w and b to maximize the margin to get highest confidence
classification.
Formulate the linear support vector problem as follows:

Max 1/]jw||*

s.tci(aw-b) >=1 & i=[1,m]
The resulting two clusters will be assumed as the initial clusters of k
clustering algorithm.
Set k=2 (for normal and anomalous traffic in training data) initial cluster
centres.
Assign each packet x; € S to the group that has closest centroid
s.t || xi—cull<=[Ixi-cjl|. Assign X; to Cy.
To get optimum cluster, subset P of the set S should have maximal value
of total distance between all instances in the set S.
Recalculate the positions of k centroids.

Repeat steps 2 & 3 until centroids no longer move.

4. Nodes sending anomalous packets are informed by centralised node.

New anomalous information is updated in Rule Mining Agent which feeds

Misuse Detection Agent next time.

4.3 Framework of Adaptive Distributed Intrusion Detection System

The conventional approaches to intrusion detection involving a central unit to monitor

an entire system have several drawbacks. To overcome them research witnessed a

wealthy number of works heading towards a distributed framework of monitors that

carry out local detection and provide information to perform global detection of

intrusions. The volume of data acquisition is very enormous for the common intrusion

detection system. Only a small number of these data is meaningful for intrusion
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detection. It will be easy for powerful systems to use more of their computing
resources. But the common computers might not have sufficient resources to run the
system smoothly. Because of this, intrusion detecting system should have distributed
structure and characteristics so that different detecting programs at different levels can
run at different computers with different function. Only in this way, can computers
collaborate with each other and we can make use of computer resources reasonably,
and run detecting work efficiently. The individual monitors send intrusion data to the
centralized controller component that performs analysis of the information that it

receives from each of the monitors [40].

The main issues of this kind of existing centralized systems are [40]:

e The real-time of the intrusion detection and response is not good.

e Single host to copy with the collected information, it means that the monitored
network is restricted. Lots of data collection can overload the network.

e Add new hosts cause the load on the centralized controller to increase
significantly. As a result, it makes the IDS non-scalable.

e The flexibility of the system is not good and it lacks of dynamic configuration
ability.

e Lack of cooperation between different IDSs. It needs to use the combination
of Host-based IDS (HIDS) and Network-based IDS (NIDS).

So distributed system architecture is used in our approach. Most of the current
distributed IDSs are signature based. A major shortcoming of such IDSs is that they
can’t identify novel attacks but only well known attack patterns for which signatures
are available. To overcome this limitation, IDS is made capable of adapting to the
changing attack atmosphere. Data mining methods are used to automate the intrusion
detection systems making it anomaly based IDS as well [45]. Short-comings of
anomaly based IDS, namely a high false positive rate and the ability to be fooled by a
correctly delivered attack are overcome by signature based Distributed architecture
[46]. Feature of adaptation is introduced in Distributed IDS with the help of machine
learning algorithm. Two algorithms are compared: SVM and k-means clustering and a
hybrid of the two algorithms is used. A general framework for a hybrid IDS that is
both adaptive and distributed is also provided. A novel Intrusion Detection System

(IDS) architecture is proposed which includes both anomaly and misuse detection
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approaches. This hybrid Intrusion Detection System architecture consists of a
centralised anomaly detection module and distributed signature detection modules.
The proposed anomaly detection module uses hybrid machine learning algorithm
called k-support vector machine clustering (KSVM) [49]. This hybrid system couples
the benefits of low false-positive rate of signature-based intrusion detection system

and anomaly detection system’s ability to detect new unknown attacks.

The proposed framework is based on the network-based intrusion detection
techniques. It is extended from architecture of distributed and adaptive IDS. It is a
distributed IDS having sniffer agents and signature detection agents at nodes [47]. It
has a star type of architecture as shown in Figurel. The architecture proposed is
basically composed of five components: Sniffer Agent, Signature based Intrusion
Detection Agent, Anomaly based Intrusion Detection Agent, Rule Mining Agent,
Signature based Rules Database. Network traffic is captured from different nodes
using Sniffer agents such as Wireshark. These packets are then stored in a dump file
from where they can be passed onto Anomaly Detection Agent. The IDS is made
adaptive by adding a machine learning component at a centralized node. This
centralized node applies KSVM algorithm to the incoming packets. Signature based
intrusions are detected at nodes having Signature Detection Agent and rest of the
suspicious data is passed on to the centralized node having Anomaly Detection Agent.
This information is passed on to Signature based Intrusion Detection Agent which
matches the patterns with available rules in Signature based Rules Database. The
patterns which correspond to available signatures are declared as intrusion. So, all the
known attacks are detected at individual nodes itself. This reduces the burden on
centralised node which will now focus on detecting novel attacks. Any suspicious
data left is further passed on to centralised node’s Anomaly based Intrusion Detection
Agent. This agent applies KSVM algorithm which distributes the data into two
different clusters: normal and intrusion. The Rule Mining Agent summarises this
information of anomalous data declared by Anomaly Detection Agent and updates
Signature based Rules Database with profile of new encountered attack. Misuse
Detection Agent is fed from time to time by Signature Database with association rules
to update its signatures. If the same attack is faced in future, it will be detected by

Signature based Intrusion Detection Agent available at nodes. So, this architecture
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helps in reducing the burden of resources on one hand while identifying novel attacks

on the other.

Sniffer Agent | — | Dstaction agent
Anomsiy
‘Cantralissd Dstection Agant
Nodsd
" Signature
niffar sgent \
/ Fnifter agant
Neodda 4

Figure 4.2: Framework of Adaptive Distributed IDS
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Chapter 5

Implementation and Results

In this chapter packet capturing by Wireshark is shown. Packets are studied to explore
various fields. These packets are later used in implementation of KSVM algorithm.
Hybrid k-means Support Vector Machine is implemented in Java using Netbeans

Integrated Development Environment.

5.1 Implementation Setup

'.\ Intamel

Capiuring
Pagizs
Wireshark

—==—=. S C =

FaadDumg. bt

L

L4

RIS Algorthm
Impeamanted oy
oE Anamaly
Ceatecton Moduls)

Figure 5.1: Implementation Setup Diagram

5.2 Basic steps performed in implementation
1. First the network packets are captured using a GUI sniffer called Wireshark.
Various fields of packets are studied to choose one of them as an attribute to

be used in the algorithm. In this implementation, total length of the packet is

chosen.
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2. All the packets under study are stored in ReadDump.txt file. Respective length

of each packet is calculated in this step.

3. The input ReadDump.txt file is provided to the Java code of the k-means
Support Vector Machine. This algorithm divides the traffic into normal and
anomalous by clustering them into two. Output of anomalous packets is

provided so that we can discard them.

5.3 Capturing Packets

Every data transfer on the Internet involves packets. For instance, every Web page
received comes as a group of packets and every e-mail sent leaves as a cluster of
packets. The network breaks the message into bytes of certain size. These parts are
called packets. Each packet contains the information to reach its destination: the
sender IP address, the intended receiver IP address, frame number, length of packet,
version etc. The packets carry the data according to different protocols like TCP,
SSDP, ICMP etc. A typical packet contains perhaps 1,000 or 1,500 bytes. If it
contains data more than 1500 bytes it is considered suspicious. The frames may
belong to different protocols like TCP, SSDP, DHCP, ARP, HTTP. The snapshot 4.3
shows the TCP Frame. In similar fashion different types of frames are captured by
Wireshark.

Figure 5.2: Captured Frame
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http://computer.howstuffworks.com/internet/basics/question549.htm

= PPP-over-Ethernet Session
= Point-to-Point Protocol
= Internet Protocol Version 4, Src: 117.214.217.155 (117.214.217.155), Dst: 173.194.36.55 (173.194.36.55)
= Transmission Control Protocol, Src Port: 52454 (52454), Dst Port: http (80), Seq: 1137, Ack: 199, Len: 0
Source port: 52454 (52454)
Destination port: http (80)
[Stream index: 4]
Sequence number: 1137 (relative sequence number)
Acknowledgment number: 199 (relative ack number)
Header Tength: 32 bytes
= Flags: 0x010 (ACK)
Window size value: 4174
[Calculated window size: 16696]
[Window size scaling factor: 4]
@ Checksum: 0x4dd0 [validation disabled]
= 0ptions: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
m [SEQ/ACK analysis]

Figure 5.3: Different Fields of Frame

bit o 1 2 3 4 § § g ] § 0 #1172 B 4 15 #® ¥ # % 20 A 22 2B 24 25 ¥ ¥ B B

Source Port Destination Port

Sequence Number

Acknowledgement Number

u A P R H F
HLEN Reserved R[c|s |58 [v |1 Window
K H T N N
Checksum Urgent Pointer
Options (if any) Padding

Data

Figure 5.4: TCP Frame Format [57]

Network packets are captured using Wireshark as shown in Figure 2. Interface of
Wireshark shows the captured packets which can be displayed in decimal or
hexadecimal form. It displays destination host address, source host address, version,
total length, flags, time to live and other fields. Any of the above attributes of packets
can be extracted to use in KSVM algorithm. KSVM needs atleast one of these
attributes for comparison performed during clustering. For instance, total length of
packet is used in this implementation. A rule can be formed that packets having length
more than 1500 bytes is discarded. This type of rules can be applied to different

38



attributes of packets and a policy for Intrusion Detection System can be made in such

a way.

i T —
ﬂ Capturing from Microsoft: \Device\NPF_{6F707A42-AB01-48D9-B56A-8738C6E6F499]  [Wireshark 1.8.4 (SVN Rev 46250 from ftrunk-1.8)] -i&

1719 428.7545001117.214.217.155

1723 428. 774819174 125, 236.177

1721 AR QNSAATITA 128 22/ 177
e Frame 1722: 1482 bytes on wire (11856 bits), 1482 bytes captured (11856 bits) on interface 0
Interface id: 0
WTAP_ENCAP: 1
Arrival Time: Jul 8, 2013 18:01:46.686887000 India Standard Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1373286706.686887000 seconds
[Time delta from previous captured frame: 0.006305000 seconds]

74.125.236.177

117.214.217.155

117 714 217 1KK

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEueoe BEHXEE A¢cs T2 (@R QQaf dER % B

EI Expression...

Tcp

Tcp

uTTD

Filter: Clear Apply Save
No. Time Source Destination Protocol Length Info _ 4
1718 428.754395174.125.236.177 117.214.217.155 HTTP 266 HTTP/1.1 200 OK (JPEG JFIF image)

74 52478 > http [ACK] Seq=508 Ack=10049 Win=16896 Len=0 TSval=12967

1482 [TCP segment of a reassembled PDU]
1482 [TCP segment of a reassembled PDU]

1724 428.7751131117.214.217.155 74.125.236.177 TCP 74 52479 > http [ACK] Seq=383 Ack=2817 Win=16896 Len=0 TSval=129677:
1725 428.781873174.125.236.177 117.214.217.155 TCP 1482 [TCP segment of a reassembled PDU]

1726 428.788050174.125.236.177 117.214.217.155 TCP 1482 [TCP segment of a reassembled PDU]

1727 428.7882281117.214.217.155 74.125.236.177 TCP 74 52479 > http [ACK] Seq=383 Ack=5633 Win=16896 Len=0 TSval=129677
1728 428.794938174.125.236.177 117.214.217.155 TCP 1482 [TCP segment of a reassembled PDU]

1729 428.801545174.125.236.177 117.214.217.155 TCP 1482 [TCP segment of a reassembled PDU]

1730 428.8016771117.214.217.155 74.125.236.177 TCP 74 52479 > http [ACK] Seq=383 Ack=8449 Win=16896 Len=0 Tsval=129677 J

QA1 uTTo /1 1 20N Nk (IDEC IETE Amanal

E

0000 58 94 6b 8b 5b f4 00 30 88 13 fa 7e 88 64 11 00 X.k.[..0 ~.d. .
0010 23 55 05 b6 00 21 45 20 05 b4 9e 1 00 00 37 06 #U...!E ...... 7
0020 58 a2 4a 7d ec b1 75 d6 d9 9b 00 50 cc ff cc 48 X.1}..u. .P...H
0030 3d b0 07 68 01 ee 80 10 03 e0 c9 94 00 00 01 01 =..h.... ........
0040 08 0a 71 ¢3 59 68 00 13 9 6a 48 54 54 50 2f 31 ..q.Yh.. .jHTTP/1
0050 2e 31 20 32 30 30 20 4f 4b 0d 0a 43 6f 6e 74 65 .1 200 0 K..Conte
0060 6e 74 2d 54 79 70 65 3a 20 69I 6d 61 67 65 2f 6a nt-Type: imaglgéj_'

K@ & |Mirracnft- \ Nevire\NDF [RETNTALD-

A rr r7 oAl n__a__ra_an 4d £ 4 rn cc ro

Darkets: R0A0 Nicnlavad: R0A0 Marked: N Prafila: Nafanlt

Figure 5.5: Wireshark Interface

The packets captured by Wireshark are stored in a dump file and are used afterwards
at the time of implementation of clustering algorithm. The file called ReadDump.txt is
used as an input to the code. The code picks up the packets from the file shown in
Figure3. The ReadDump.txt file also stores the size of each packet along with each

packet. This total length attribute of the packet is used later at the time of clustering.

In general k-means clustering, initial clusters are created by randomly generated
kmeans. Here, the number of clusters is fixed to two, for normal and anomalous
packets. As we are using a hybrid algorithm in this paper, two initial clusters of
packets are generated using SVM instead of simply assuming them. The centroids of
these two clusters are the means for k clustering now. Clusters are created by
associating every observation with the nearest mean. The process of clustering is
repeated until convergence has been reached and centroids don’t change their position
anymore. In the end we get two clusters one for normal data and one for anomalous

data. As total length is the attribute used in k clustering, the packets showing

39



abnormal length are separated from the rest of the packets. Those are the anomalous

packets and can be discarded.

_ ewumptNotepo I T T T N N W -
File Edit Format View Help

777777777777777777777777 R

06 20:34, 109 370 ETHER

10 |00|27|19|1b|43|92|68|5d|43|61|46|5d|08|00|45IOOIOOIZB|23|f4|40|00|40|06|C0|20|c0|a8|01|06|c6|fc|ce|10|c1|81|00|50|24|9c|1&|95|
a9[41133[3e(50[11|10]e6]|66|af[00]00]

i »

———————————————————————— 4mmmmmmm—t
06 20:34, 437 782 ETHER

10 |68|5d|43|61|46|5d|00|27|19|1b|43|92|08|00|45|50|00|28|00|00|40|00|32|06|29|d0|c7|Sbl95ICEICO|a8|01|06|00|50|c1|70|07|5b|f4|4(]|
80]e6|c2(b2[50(10]00]3e|8F|f0[00]00]67]51]05]a2|01]01]

———————————————————————— Hmm et

06 20:34, 437 968  ETHER

10 |68|5d|43|61|46|Sd|00|27|19|1b|43|92|08|00|45|00|00|28|a2|e7|40|00|32|06|4f|2d|c6IfCIce|10|c0|a8|01|06|00|50|c1|81|a9|41|33|3d|
2419c|1e[95150(11]00]22|77[74]00]00|4e|c6[01]12]26]02]

———————————————————————— 4mmmmmmm—t

06 20:34, 438 041  ETHER

10 |00|27|19|1b|43|92|68|5d|43|61|46|5d|08|00|45|00|00|28|23|f5|40|00|40|06|C(]IlfICOIaB|01|06|C6|fC|ce|10|C1|81|00|50|24|9C|19|96|
a9(41[33(3e[50[10]10]e6|66|af[00[00]

———————————————————————— Hmm et

06 20:34 438 213 ETHER

10 |68|5d|43|61|46|Sd|00|27|19|1b|43|92|08|00|45|00|00|28|a2|e8|40|00|32|06|4f|2c|c6IfCIce|10|c0|a8|01|06|00|50|c1|81|a9|41|33|3e|
24]9c|1e[96(50(10100122|77|73]00]00|4e|c5]05]05]07[02]

———————————————————————— 4mmmmmmm—t

06 20:35, 974 044 ETHER

10 |33|BIOOIOIIOOI(B|4C|Gflﬁeleb|64|01|86|ddIBOIOOIOUIOOI(](]IlellllﬂllfeIBOI(](]ICI(]I(]OIO(]I00|00|9d|7d|0c|93|04|e(]|79|(]2|ff|02IOOI(](]I
00|00jo0[00[00[00]00]00[00[01]00]03[cc|5F|14]eb|00|1e|3d]44]e2[cc|00]00[00[01[00]00]00[00[00[00[04(77(70]161]164|00/00(01]00]01]
ffffffffffffffffffffffff 4ot

06 20:35 975 ,178  ETHER

10 I(]ll(](]lSEI(](]I(]Olfc|4C|0f|68|eb|64|01|08|00|45|0(]|(](]|32|3b|93|(](]I(]OI(]I|11|dhl7e|(0IAEIOIIUSIEOIUOIOUIfCIES|dd|14|eb|00|1€|a6|96|
e2|cc|00[00[00[01]00]00[00[00[00[00[04]77170]161|64|00[00]01]00]01]

———————————————————————— 4mmmmmmm—t

06 20:35, 976 566  ETHER

107 IFFIFFIFEIFFIFFIFFI4c|OF I6eleb|64]01108100145100101148]3019410010014011117¢I641c0|a8 101105 [ Ff IFFIFFIFFI00144100143101134190]54]

Figure 5.6 Dump File

5.4 Output
The output of the KSVM code is copied from the output screen of SVM.
run:

Total number of the packets 92

Initial clusters generated by SVM:

K1{ 54 54 42 54 42 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54
54 54 }

K2{ 60 60 60 84 64 342 84 64 109 60 92 87 124 379 87 124 192 66 66 66 66 417
1494 1051 91 60 91 91 66 60 84 64 342 84 64 92 92 91 92 91 91 60 91 60 60 60
60 60 60 60 60 1192 60 113 183 60 91 60 1194 95 60 109 202 60 109 }

At this step
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Value of clusters

K1{ 54 54 42 54 42 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54 54
54 54 }

K2{ 60 60 60 84 64 342 84 64 109 60 92 87 124 379 87 124 192 66 66 66 66 417
1494 1051 91 60 91 91 66 60 84 64 342 84 64 92 92 91 92 91 91 60 91 60 60 60
60 60 60 60 60 1192 60 113 183 60 91 60 1194 95 60 109 202 60 109 }

Value of m
m1=53.111111111111114 m2=171.73846153846154

At this step

Value of clusters

K1{ 54 60 60 54 60 84 64 84 64 109 42 60 54 92 42 87 87 66 66 54 66 54 66 54 54
91 54 60 91 54 91 66 60 54 84 64 84 64 92 92 91 92 91 54 91 60 91 54 60 54 54
60 60 54 54 60 54 60 54 54 54 60 60 60 60 54 60 54 54 91 54 60 95 60 109 54 60
109 }

K2{ 342 124 379 124 192 417 1494 1051 342 1192 113 183 1194 202 }

Value of m
m1=67.28205128205128 m2=524.9285714285714

At this step

Value of clusters

K1{ 54 60 60 54 60 84 64 84 64 109 42 60 54 92 42 87 124 87 124 192 66 66 54 66
54 66 54 54 91 54 60 91 54 91 66 60 54 84 64 84 64 92 92 91 92 91 54 91 60 91
54 60 54 54 60 60 54 54 60 54 60 54 54 54 60 60 60 60 113 183 54 60 54 54 91
54 60 95 60 109 202 54 60 109 }

K2{ 342 379 417 1494 1051 342 1192 1194 }

Value of m
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m1=73.64285714285714 m2=801.375

At this step

Value of clusters

K1{ 54 60 60 54 60 84 64 342 84 64 109 42 60 54 92 42 87 124 379 87 124 192 66
66 54 66 54 66 54 417 54 91 54 60 91 54 91 66 60 54 84 64 342 84 64 92 92 91
92 91 54 91 60 91 54 60 54 54 60 60 54 54 60 54 60 54 54 54 60 60 60 60 113
183 54 60 54 54 91 54 60 95 60 109 202 54 60 109 }

K2{ 1494 1051 1192 1194 }

Value of m
m1=87.11363636363636 m2=1232.75

At this step

Value of clusters

K1{ 54 60 60 54 60 84 64 342 84 64 109 42 60 54 92 42 87 124 379 87 124 192 66
66 54 66 54 66 54 417 54 91 54 60 91 54 91 66 60 54 84 64 342 84 64 92 92 91
92 91 54 91 60 91 54 60 54 54 60 60 54 54 60 54 60 54 54 54 60 60 60 60 113
183 54 60 54 54 91 54 60 95 60 109 202 54 60 109 }

K2{ 1494 1051 1192 1194 }

Value of m
m1=87.11363636363636 m2=1232.75

The Final Clusters By Kmeans are as follows:

K1 Normal data{ 54 60 60 54 60 84 64 342 84 64 109 42 60 54 92 42 87 124 379 87
124 192 66 66 54 66 54 66 54 417 54 91 54 60 91 54 91 66 60 54 84 64 342 84 64
92 92 91 92 91 54 91 60 91 54 60 54 54 60 60 54 54 60 54 60 54 54 54 60 60 60
60 113 183 54 60 54 54 91 54 60 95 60 109 202 54 60 109 }

K2 Anomalous data{ 1494 1051 1192 1194 }
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Enter the cluster number from which you want to retrieve packets.

2

Size of the list 4

Size of the final Packet list4

Packet: 68 5d 43 61 46 5d 00 27 19 1b 43 92 08 00 45 00 05 ¢8 57 1b 40 00 2f 06 6¢

62 cd fb 3 08 c0 a8 01 06 00 50 c1 c5 Of f7 ec d8 46 21 82 17 50 10 00 7f e8 9b
00 00 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d Oa 78 2d 61 6d 7a 2d 69 64
2d 32 3a 20 59 6¢ 6d 69 68 53 37 73 49 75 67 6f 37 6d 73 4d 67 74 47 4b 51 66
79 34 2f 45 52 59 4f 39 67 4c 4b 41 4b 6d 45 47 54 48 6e 33 34 32 78 65 65 44 6f
4352 45 66 70 59 53 76 76 46 53 51 61 68 6e 0d Oa 78 2d 61 6d 7a 2d 72 65 71
7565 73 74 2d 69 64 3a 20 32 35 38 42 38 42 32 36 34 43 30 42 36 36 36 43 0d
0a 44 61 74 65 3a 20 54 75 65 2¢ 20 30 32 20 4a 75 6¢ 20 32 30 31 33 20 30 36 3a
3230 3a 34 37 20 47 4d 54 0d Oa 4c 61 73 74 2d 4d 6f 64 69 66 69 65 64 3a 20 57
65 64 2¢ 20 32 36 20 53 65 70 20 32 30 31 32 20 31 39 3a 32 34 3a 30 37 20 47
4d 54 0d Oa 45 54 61 67 3a 20 22 35 62 32 34 36 38 66 34 38 36 61 62 32 66 33
32 64 33 66 36 38 30 31 32 66 33 62 65 30 36 65 66 22 0d Oa 41 63 63 65 70 74
2d 52 61 6e 67 65 73 3a 20 62 79 74 65 73 0d Oa 43 6f 6e 74 65 6e 74 2d 54 79 70
65 3a 20 69 6d 61 67 65 2f 70 6e 67 0d Oa 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74
68 3220 32 30 39 32 0d 0a 53 65 72 76 65 72 3a 20 41 6d 61 7a 6f 6e 53 33 0d Oa
0d Oa 89 50 4e 47 0d Oa 1a Oa 00 00 00 Od 49 48 44 52 00 00 00 18 00 00 00 18
08 06 00 00 00 e0 77 3d 8 00 00 00 19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41
64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 24 69 54 58
74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70
61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d
70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78
6d 70 6d 65 74 61 20 78 6d 6¢ 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65
74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72
65 20 35 2e 30 2d 63 30 36 31 20 36 34 2e 31 34 30 39 34 39 2¢ 20 32 30 31 30 2f
3132 2f 3037 2d 31 30 3a 35 37 3a 30 31 20 20 20 20 20 20 20 20 22 3e 20 3c 72
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64 66 3a 52 44 46 20 78 6d 6¢ 6e 73 3a 72 64 66 3d 22 68 74 74 70 3a 2f 2f 77 77
77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 30 32 2f 32 32 2d 72 64 66 2d 73 79 6e
74 61 78 2d 6e 73 23 22 3e 20 3¢ 72 64 66 3a 44 65 73 63 72 69 70 74 69 6f 6e 20
72 64 66 3a 61 62 6f 75 74 3d 22 22 20 78 6d 6¢ 66 73 32 78 6d 70 3d 22 68 74 74
70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 22 20
78 6d 6¢ 6e 73 3a 78 6d 70 4d 4d 3d 22 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62
65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 30 2f 6d 6d 2f 22 20 78 6d 6¢ 6e 73 3a 73 74
52 65 66 3d 22 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61
70 2f 31 2e 30 2f 73 54 79 70 65 2f 52 65 73 6f 75 72 63 65 52 65 66 23 22 20 78
6d 70 3a 43 72 65 61 74 6f 72 54 6f 6f 6¢ 3d 22 41 64 6f 62 65 20 50 68 6f 74 6f
73 68 6f 70 20 43 53 35 2e 31 20 4d 61 63 69 6e 74 6f 73 68 22 20 78 6d 70 4d 4d
3a 49 6e 73 74 61 6e 63 65 49 44 3d 22 78 6d 70 2e 69 69 64 3a 46 44 43 30 42
36 3743 30303241 313145324141 43 4245453241 41 46 33 37 32 38 45
4522 20 78 6d 70 4d 4d 3a 44 6f 63 75 6d 65 6e 74 49 44 3d 22 78 6d 70 2e 64 69
64 3a 46 44 43 30 42 36 37 44 30 30 3241 31 314532 41 41 43 42 4545 32 41
41 46 33 37 32 38 45 45 22 3e 20 3¢ 78 6d 70 4d 4d 3a 44 65 72 69 76 65 64 46
72 6f 6d 20 73 74 52 65 66 3a 69 6e 73 74 61 6e 63 65 49 44 3d 22 78 6d 70 2e 69
69 64 3a 37 37 39 44 45 38 36 31 30 30 32 41 31 3145 32 41 41 43 42 45 45 32
41 41 46 33 37 32 38 45 45 22 20 73 74 52 65 66 3a 64 6f 63 75 6d 65 6e 74 49
44 3d 22 78 6d 70 2e 64 69 64 3a 37 37 39 44 45 38 36 32 30 30 32 41 31 31 45
3241414342 4545324141 46 33 37 32 38 45 45 22 2f 3e 20 3c 2f 72 64 66 3a
44 65 73 63 72 69 70 74 69 6f 6e 3e 20 3c 2f 72 64 66 3a 52 44 46 3e 20 3c 2f 78
3a 78 6d 70 6d 65 74 61 3e 20 3¢ 3f 78 70 61 63 6b 65 74 20 65 6€ 64 3d 22 72 22
3f 3e 60 90 5f 2a 00 00 04 9e 49 44 41 54 78 da 7c 55 4d 68 54 57 14 fe ee 7d 6f
de 4c 66 a6 69 82 d5 26 12 88 c¢1 b4 38 ¢5 80 6d 1a 77 d5 55 37 d9 28 ba ca a2 a0
e2 20 8a d0 d0 d4 b6 9b 06 a4 Ob db d4 94 29 48 c0 a6 66 e7 36 98 8d eb 06 a9 48
€545 8818 29 8a 16 c4 84 a4 69 a2 99 cc cf fb bb fd ee 7d f3 67 32 f1 c1 7b f7 be
fb be fb 9d 73 be 7b ce 79 42 29 85 66 d7 e4 9f 57 Oe c1 52 d3 b0 ec 7b 10 d6 €9
eca7 2365bced5a78790871e213c9 7b b0 9c d3 78 3f 65 f0 76 53 f2 bb 3f
76 c3 c2 ef 68 71 7a 10 8a 3c 42 24 b9 bc b3 81 bf 97 bb 91 20 7e 77 6b 0f 02 99
87 57 c7 cb ed 9e ff e4 40 60 14 09 bb 1f 9¢ 40 21 97 ed 1f 59 db d9 3 55

Packet Size:1494
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Packet: 68 5d 43 61 46 5d 00 27 19 1b 43 92 08 00 45 00 04 0d 57 1c 40 00 2f 06 6e
1c cd fb £3 08 c0 a8 01 06 00 50 c1 c5 Of f7 f2 78 46 21 82 17 50 18 00 7f 43 be
00 00 87 91 8e 62 57 ba 1f d2 02 0d e4 fO 5e aa 86 b7 b7 c8 92 22 €9 45 c4 5 10
a5 01 fc 70 81 cb cb 93 f3 b9 5e 04 el Ob 84 aa 9c fd 64 a4 ae €9 c2 62 Oa 42 5e
44 9b 33 84 96 04 50 f0 88 17 cb f0 82 5e 94 fc 17 70 c3 b2 f8 ed ee 95 18 bd 14
50 a2 07 76 78 1d 31 fb 28 ef 88 40 53 85 21 47 b5 ¢6 9 Oc 37 df cf b6 7e 31 49
€9 04 7c e2 93 ¢l 75 b4 b6 1c 45 aa 85 5a 50 8¢ 80 58 2f a0 63 fe 1a a5 9d al f1
fb 64 52 63 84 ef 47 4c 64 €0 38 bd b0 64 44 5c b5 20 85 de dc 4e ef 4f d1 d0 00
44 f0 01 2¢c b1 1f 29 2b 83 b6 77 7a 11 77 1a fO 34 10 23 be 25 d1 4e 43 a7 10 a8
01 9b 22 1d 87 65 ed 43 2¢ 56 f7 5a 5f a2 f2d0 59 e6 07 7a 7c c9 f7 7924 c5 71
92 ee 43 3a cd 57 f1 26 5e 47 al 23 2e 96 b4 bc c4 cb 79 69 16 35 50 34 1c 86 a8
3d 22 03 3a 0a 21 6f 71 32 41 67 60 ce 47 ca 3a 58 54 6e 54 24 b5 35 c6 b9 05 e9
4c ¢8 6d 84 8d 73 33 15 91 b6 4a fc c5 97 ¢7 35 67 Oc al d8 b2 57 44 86 5d af 82
b7 1e db f4 ac 2e 05 b6 18 0a b9 16 50 1e 69 dd 46 28 6f 66 3f 1e f6 bl ba 1le 65
b7 39 7c 8d 6b 50 40 63 cb 94 c7 6a b9 8d 20 76 13 ef 4a 5f 1b 8 81 c0 Oe 7a d9
49 d0 67 04 7f c4 91 99 65 c2 f6 21 ed 69 7e 1f 36 e4 26 bl e3 c4 ab Oe 94 dc 08
6f db 11 5e 7b 2e 2d 1f 76 72 9a b5 30 ac ¢9 8d 9f 8d ad 62 72 6e bc 83 6e 75 11
c8 7a 40 3b b5 5f a4 al b9 ec cl1 2f 4b 4d 8b 2c bf 19 el e3 f1 14 a3 6d 67 7a 2f
32 3d e7 60 8b 52 d3 42 1b fa c3 d6 f1 77 33 fc 76 7a bf ¢6 90 19 33 da 70 10 4b
4d 0d 24 92 eb 90 aa 1b 9e af 9d 59 43 al 40 bc 68 43 3a 55 ¢3 d7 22 c8 8f e7 18
b2 ca 11 78 c2 18 8e d6 3d 1a 7b c4 f1 Oe 23 59 e4 b8 94 fe fa ab 29 b3 el b5 df
09 2b cc 31 ef 4f 50 22 bb 72 26 1e 8b ec 11 ¢7 3b 8c 84 78 b1 64 Oc e4 af fe ca
b3 08 67 a0 fc 41 93 86 ba a7 54 8b a2 aa a0 Oe 26 Oc 9f a7 2f 5d ea c1 ab d0 86
e5 cd 20 28 Oe 22 ce 16 el 54 8a 4d 3b a5 0d €9 03 2f b2 d7 79 fe 73 3b 7f 35 b7
9b ab 83 50 61 44 6e b2 6a 4b Ob 17 55 63 bc 5f f9 ¢4 d3 91 a0 1c 91 eb 3d aa ea
88 aa a4 aa 88 aa 3a f4 75 be a9 03 24 38 5¢ 6f 11 0d e4 8d 76 aa 1e 22 20 5e 1d
86 13 ab f6 a9 2d d1 aa ba 41 8e d4 3a b8 c0 97 23 06 23 e5 Oe e4 7a 43 85 2c 74
2f 0 71 c4 44 5a 6b 2f aa c1 50 a5 9a 03 df ¢8 6a 93 b4 8f 71 ec ad 5 11 03 6¢ 28
36 53 3c fe 13 36 2e dd ba 9f 32 15 3f 67 b3 db 8b 98 15 5 28 a3 b9 ac e3 cb 2e
b0 5e 78 82 52 40 bc 7a ca d3 ¢7 04 73 78 80 e8 63 a6 6b ca 86 le a4 5b af eb cf
b2 35 9f €3 fa 33 dd d4 el aa 2c a3 1e 80 f4 8e bl c8 da 8d 21 54 aa 7e b3 c8 ec
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2a ce a2 60 9d 83 2d 9f d1 71 25 36 ¢6 ¢6 05 37 ¢7 €9 55 17 bc 50 eb 3b ¢6 8f 19
66 40 11 c5 e0 32 b7 5e 4b 8f 7e b7 59 Ob 7f b5 28 e0 ¢8 38 ff 78 5d d8 70 0f 30
55 ¢7 90 8c 65 f0 9a ec 2b ee 65 4a 79 0d 99 ce cd 6d 75 60 6a el e7 5f ce f0 5f 7c
c3 e85d f4 a7 d8 7f ce a7 47 bf 71 77 fc 5d fe 57 3c 83 84 ba c1 dc 07 56 8a 53
70 ed f3 c8 ec 7a 03 5f 2f b4 b1 71 ca 83 59 ae f4 al e4 3d 20 f9 c9 4 7 df fe b3
23 f9 bf 9b 94 87 78 2b ec c3 ca c6 03 78 6 49 7c b8 67 1b de 6e c8 9a 02 7f 12
Of 79 fa 69 04 38 9b 1e 7d Ob b9 29 3c e2 5d f7 21 4a 85 34 ca e2 2c 32 7b 9a e2
ff 17 60 00 ba c0 09 c2 ce 7a 87 80 00 00 00 00 49 45 4e 44 ae 42 60 82

Packet Size:1051

Packet: 00 27 19 1b 43 92 68 5d 43 61 46 5d 08 00 45 00 04 9a 24 12 40 00 40 06
7e 8d c0 a8 01 06 4a 7d 87 93 c1 4f 01 bb 32 09 ce 41 5f 6a 58 a9 50 18 Of 6e 43
dc 00 00 17 03 01 04 6d c3 74 9f 8b b5 e4 e0 60 b0 ff ea 7b b9 a6 45 2a dd dd 28
52 fe 4f 1f 97 9a ¢5 8a 8e ac d2 72 64 1a fa 7f aa 60 62 dd 68 ab 72 8c €9 fc 14 c4
8f 66 21 4c Ob fa a8 03 bl ef 4b fd ea 08 58 14 5b 99 9a ce 09 38 f2 ¢8 21 11 d9
96 8d 71 ¢7 b2 ae 2c dc 53 35 d0 10 69 05 7d ¢3 d6 ¢8 f1 67 16 00 cf ac 09 01 cd
8f 08 19 47 ae 6f 6¢ 8b 13 Of 2f 2d 11 47 €0 2e 2b 6¢ 0a 8f 36 41 12 1f a5 92 55 f9
bd 15 71 6e 4e b8 2c 76 a4 aa ef 20 91 17 76 fO b4 59 ec 7 2e 2f 95 35 5d bc 38
e0 24 30 e6 46 b0 e7 a8 af d5 39 Of 33 7e 7 49 b7 88 f4 fb aa 60 db 57 5b 54 8a
33 ¢2 5¢ b1 06 20 fe 40 a3 94 86 15 80 4c 10 1f 5e 1e 90 5a fb Ob 76 ca 4f cb €6
dc 35 2e be bc 6f ec f0 1e 1b 0d 7d b9 6¢ 1d 01 cf 44 db f9 4b b7 5f 37 8e b7 ca
b4 a5 00 2f 27 07 9b e0 e7 €3 fb 87 01 81 al e3 3f b7 96 99 3e 28 d8 75 28 b2 dd
12 ad 9f a0 e7 3e 17 a1 59 e5 e5 55 3b c1 6b 32 0a dO fa a3 16 14 8 70 €9 90 a3
ce ab 30 45 20 2e 40 7c 11 04 4e 85 0b b1 ff fa 15 51 4f b4 36 ba 27 f1 f2 09 93
40 91 56 21 48 b6 7c 67 27 4f 32 d9 5 88 98 bf 1d f1 dc 73 ef eb ¢8 81 2f 2¢ 5
d6 78 b0 9¢ 06 00 45 Ob b4 e6 dc 14 7b ef 53 55 3b 5b be a8 ¢8 28 6f 27 ce 3d 46
a8 ac 6f 62 b3 07 ef 18 d4 35 db 72 Oc a7 57 d2 ba 86 03 1b 40 ff 07 61 c5 ce dc
2d 2c db 20 4c b5 d7 84 c9 26 eb fc 48 36 36 Oa bd 14 ed dc 05 f9 96 e6 aa 6b cl1
6b 2d e5 e5 bc af 6d 15 78 04 29 el f2 ac be 66 6f a0 2a 72 55 9e dd be 26 04 d5
01 5a 38 7f 9b 47 9b 84 3c 6e 70 8c 52 85 b8 cd a3 12 66 2d €9 5d 88 bb 16 95 f9
ceale5hb01e38ca88e282dd92 16 1d 7b 67 c8 92 61 4b 94 2d b6 55 91 bd 85
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6e Oa 00 8e 37 af f9 82 d2 69 51 4b 51 83 4e f1 05 69 17 70 el 84 09 ac 9b 85 c6
23 34 0f 3e c4 €9 a4 86 9f 56 4d 23 10 4d 54 c4 72 03 74 81 6e 65 10 9f e6 7c f4
db c1 84 14 29 dc 02 e9 a4 21 3a c4 91 8d 55 9 fe 95 39 86 7a 8c e9 el 4e 7d 40
dc 6¢ 4b e2 41 5d 8a ea 01 64 ba a0 5c¢ d6 93 29 4d 56 9c 52 63 bf cc 3f fe b2 7d
9d dd 2d f4 20 51 3a fa 90 dd 41 Oe 6e 6f 76 44 ee fd b7 Oa df 4f 49 4a 5e Ob 12 f7
58 8¢ 78 19 da 5e aa e7 65 28 9f 3b 3b el a3 3d 20 16 ee 50 88 f0 d6 6d 69 b2 85
01 a9 09 be fc 27 19 9b cd ee 34 8e 8c 19 cc d8 32 99 6e a6 61 1e da 8e 43 2e de
4c ac 73 16 df b3 fb 70 97 50 el c6 65 94 53 21 d2 ¢5 d0 67 e0 8a 95 d0 15 00 2d
7edl8aa3 cOee6101e0eleb9c4c8b8915dac3752c7f887284b37061
88 €9 47 57 5d e2 4d 88 ff 11 5e e8 35 73 37 af d3 49 84 cc c9 b4 2e 8b 33 39 fe
58 60 60 8e f4 cb 7f Ob fd b6 6b c9 fa 70 2b be 4c 9f cb 44 78 4a 30 €8 8 Ob b5 aa
28 42 1f 3e e2 28 10 8a 4c Oa b6 14 59 b6 bf b0 ac a6 94 cb 89 58 18 bl ca c9 2d
87 ae 57 b0 18 31 87 62 03 1f e7 ab d7 42 ab bb 4b 27 bf e4 1a 9d €9 5b 3d ca 21
82 db Oc 82 12 7d 48 b0 45 4c b0 a6 1a 99 8a 2e 1a 69 a9 4c 4d 33 35 69 08 19 08
al 6¢ d1 89 bf 27 7c 34 58 de c4 a3 b2 c2 ed 42 48 11 cc b5 c1 fe 39 6b 98 73 78
€7 95 6¢ bb 2f ed €6 54 ca 57 db cb 18 da db d8 49 63 12 76 d8 88 cd af c6 8d ab
fc 00 54 29 04 60 ff 92 e4 48 ad d2 1e 20 76 a9 €3 9a 95 1d b1 al 25 71 7e 6e 23
1c 31 d4 69 9a Of 46 a8 fe 81 5¢ 9d 75 c1 c0 6b 22 58 04 a4 11 4d 04 24 fd 81 10
00 63 db 25 b2 4d 7 2a 98 5¢ 85 38 89 3e ee bb 1f ab f6 a5 ef fa 39 bd 2f 7d c8 c6
91 e8 fd 97 94 18 c9 eb 8d 48 c3 8b 4c a4 c8 b5 73 18 65 1b 16 Oc fb e3 fc 12 e0
b9 6d b4 ba 8d ce 67 be d9 99 dd ff ef 23 7e 1d el af a2 8c ca 9e 29 f8 €3 82 cc cf
45 8d ea bb e4 5d 6 61 4d ae 21 al 1c 6¢ 95 92 16 61 65 2b 1f 4d 39 4f al a7 07
22 2e 97 9c df cf d2 a0 b7 3b 7c d7 35 Of e5 ce ae f1 a3 1d 17 d7 84 9e 8f 09 c9
64

Packet Size:1192

Packet: 00 27 19 1b 43 92 68 5d 43 61 46 5d 08 00 45 00 04 9c 24 17 40 00 40 06
7e 86 c0 a8 01 06 4a 7d 87 93 c1 4f 01 bb 32 09 d2 b3 5f 6a 59 65 50 18 10 c2 de
a8 00 00 17 03 01 04 6f d5 Oa Oa ea 98 56 a7 3f b3 7f 7c 7e a3 83 bd dc 35 ae ac
29 76 48 73 ed a9 a9 7a Oe a3 36 8f 1d 90 4c a9 19 ed d9 c4 fa cf bb 6 24 5a 40
da 7b be a4 08 65 35 08 53 62 2d €8 00 d0 91 97 80 db 64 1d b2 a6 46 ea ad 2 89
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7f 13 af f8 8b c1 3d 40 bc 40 c4 7b 3 ¢7 05 a7 02 80 ¢3 ab 5a ed d1 a5 38 cd fc
b8 6d e6 59 f8 c9 e5 45 2f c7 be 22 36 cf 08 09 e7 a0 63 2e c4 63 fd fc ¢8 78 dd
4e 71 8 cb 53 a4 c7 49 b5 bl ac 2b e5 c1 3b 14 2f fd fa f8 5¢ ea b4 02 c0 39 50 c6
8c el 69034119 8b 57 cc 1f el cf 28 53 24 1 20 b7 7d 98 bb 75 77 91 87 4a bl
ec 41 85dd a3 6a 14 71 58 24 47 7f ¢6 09 83 59 cc 23 db 3e 68 f5 36 ac 42 01 5e
€7 9c 2a 66 17 8b ab f1 52 3¢ 95 46 11 b0 ac 55 8d 13 74 92 €5 76 cc d3 37 ed 92
60 b1 4e 34 11 a5 7e 25 81 ab ab 6d ed 25 e3 62 91 c0 50 03 95 dO ff d2 49 d8 f4
22 d8 12 64 89 2f 6b e6 ff 27 21 0a 27 95 f7 31 48 f6 €3 b6 c0 e6 db ¢5 07 ba 40
ed 37 24 64 42 fe 8e d7 b8 a9 fa fb 7e ef 7e 76 7a 64 6f 2c 05 8d 22 57 42 ¢8 12
88 a4 c0 a8 b7 7f bd d2 f0 f0O 1d 2d ff 6f b5 ac 28 7f d3 54 60 99 98 64 93 66 15
0d b6 10 e8 ec 6f df 78 3d 1b 84 ad 15 43 8b de a5 19 a8 bl cd 1d 3f 14 65 03 35
7b 3331599 €8 d9 f9 c0 31 21 8b 44 71 8d 8b a4 d2 €9 4b 7d 38 ca 9c 1e 79 25
45 a6 e5 ec ee 87 b7 dd 1d 44 17 09 7e 97 f7 a6 32 31 68 c1 3d 00 53 4e 16 43 65
4c e5 af bd 29 b1 ce 90 04 d5 b7 20 00 df a4 99 86 95 27 ab e5 ca 01 dc d9 50 Oa
39 6b 0a 59 44 69 67 Ob c9 fa 20 81 40 0f 99 Of 1e 80 71 46 4c 68 46 2d 4f 2e cl
76 c3 68 4f ef 96 ee 03 cd 9e bd 9c 4d c1 01 91 1e 53 ab el 15 7d 63 d3 55 6b a8
d2 db 8e 23 46 90 c9 98 97 Ob 8c 2a ad 8e 9c 49 a6 €3 50 4e c6 fb 83 1d b4 Oe 02
74 51 ec dc 7f bf 3d 24 dd bd ec 7a cd 8d a9 4 7c Of 77 34 b4 fc ba 33 e6 4f 3b Oc
2b ce 4d 4b 50 59 4c b8 6f bc 9b Oc d3 03 dd ¢6 86 4c db 55 28 55 28 d7 93 6b d4
5f 92 1d ac d2 bd db 5d 2 bc 09 5b ¢3 e3 b4 al 4e 9a 87 eb ba 82 20 63 9b d3 5¢
e8 31 78 b2 92 85 b5 98 4d fa f2 23 12 04 72 ff 7d 9d 88 1c 75 2b 66 d2 09 09 56
5e 36 e1 8f b9 51 cd 99 e5 03 3c 68 1b 09 5d 18 16 50 4e e6 19 ff 35 f3 be 26 27
d3 30 6¢ b9 53 32 bf 32 bf al ff e0 1d 4a cb b8 ed 56 5a 1a fa 94 4e 90 d5 ba 13 4f
32 ¢1 86 de cb 37 b7 19 c2 5b 41 00 6a 28 €9 5a ea 76 58 93 66 9f 30 b7 85 25 fb
2d 95 5f 2b 51 al 19 4f al df ce 66 dc d3 fb d9 e3 d2 3b b2 68 3a 93 60 b9 5d 5d
de Of bb 88 ac d8 5f 2a al c6 5a 71 d1 87 21 49 41 3e 81 50 30 a2 Ob 6a 2f 30 fb
c9 82 df 37 ab 7f 75 03 f4 d1 e4 c3 b8 el 76 fh 9b 34 14 63 1d 09 ba 58 17 77 dO
6d c4 ca 10 cd b0 8b 6f 3f ca da 08 04 ee 7d c3 af 51 66 05 d7 16 €9 a9 2a 0d cf ce
7e 44 f0 95 d2 b8 68 f4 cb 0d 3c 6d 9a ca Oc 77 8d 08 ca 25 69 93 ad 5b 43 4f 80
bf bl 5d c1 2e d0 0a 45 €9 ce db 1d f1 17 e8 42 50 0 74 fd 59 1b f2 1b 15 7b 81
3a 3d 8d d3 9e 5f d8 ed ea 13 1a 23 04 0Oa c0 9c 4d 3d 50 cf Ob 23 5e 64 dc 50 9f
af 67 ec 60 22 3b 5d 03 6¢ 2d dc 9e dd fc cf c9 65 8e af c6 a8 89 c5 45 b4 fc 25 6¢
4c 2d 8¢ 0d a2 4c 6a 47 a1 89 23 d5 25 cb e7 18 69 e3 8¢ 01 €3 d0 eb db 92 01 ff
58 96 ae 07 05 Oc db 44 af 7d 90 26 bb dd 67 55 ae 7d 1c 8a 3a 14 4a e4 71 03 47
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55 7f 2c O0c 08 ba c1 98 af 66 1d 65 9d 05 ¢8 8f d9 Ob cb 89 9c dc 4d 29 35 48 42
b0 3f ba 04 b6 Oe 5e 10 4f 74 a9 69 72 ¢9 57 06 f8 51 50 02 a2 aa al 66 bd 78 a4
df ea 15 40 90 fe ca ba 15 09 67 d6 13 27 38 6b ba d4 b2 4e 8d 9e 2d 73 3c b3 17
d8 da 25 9 17 40 00 00 26 ae fb e0 32 7b 3b ef 22 c6 €8 f9 b5 23 18 85 52 a9 88
cc 1f 09 28 b9 65 eb f5 5d 4c 48 3 0f a7 16 10 b1l de 26 17 a9 f3 46 70 e4 ac df
1d 32 8a79

Packet Size:1194

BUILD SUCCESSFUL (total time: 9 seconds)

5.5 Result

The packets displayed in the K2 cluster are anomalous packets since they belong
to cluster two. They are the ones having total length greater than length set in the
policy for Intrusion Detection System. The module Anomaly Detection of
proposed IDS can identify anomalous data by classifying network traffic into two
groups: One having normal behaviour and the other diverting from expected

behaviour.

From the ninety two packets sent as input to the KSVM code, four are anomalous
packets, the ones diverting from normal behaviour. The result was checked by
giving different input packets and code was able to detect anomalous packets for
every input. There is no restraint on the size of packet or the number of packets to
be input.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

The objective of this thesis is to propose a novel hybrid approach for Intrusion
Detection System. To accomplish this objective, first the stages of an attack, types of
attacks are analyzed to understand at which stages an attack can be detected. Then
counter attack technologies such as firewall, network-based antivirus system are
examined to determine when, how and why they are used. Also, the limitations of
those technologies is defined which are the cause to the new IDS technology. Then a
detailed study on intrusion detection systems was carried out. Finally an adaptive and
distributed model for Intrusion Detection System is presented. The model uses the
data collected by the sniffer agents of host nodes to detect signature attacks. Novel
attacks are detected at the next level by anomaly based centralised node. For this
purpose different machine learning algorithms were compared and a hybrid algorithm
of the existing k-means and SVM is proposed. This hybrid machine learning
algorithm called KSVM makes the model adaptive. The algorithm clusters the
network traffic into normal and anomalous data. Compared with previous works, this
solution has several advantages. First and foremost, our model detects novel attacks.
Second, this model significantly reduces the overall load of an IDS system because it
distributes the load on different nodes. Lastly, high false negative rate of adaptive IDS

is taken care of by making the some components anomaly based.
6.2 Future Scope

In this thesis we showed an adaptive distributed IDS and its machine learning
algorithm. Although the system proposed has distributed architecture but task of
identifying attacks is confined to centre.

So our future direction will therefore focus on extending the anomaly based
component to individual nodes like the signature based agent. This will make the
system complex but will make the system respond in real time and independently.

There can be drawback of increased overhead and overuse of resources. In future, an
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approach can be devised which will control the load of resources as well as respond in
real time. Also a feature of exchanging suspicious activity among different nodes can

be devised so that they communicate directly instead of through centralised node.
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