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Abstract

Smart City is a new governance model that aims to efficiently manage the civic infras-
tructure and public services to enhance the city administration for overall benefit of
citizens. Smart cities use inter-disciplinary and complementary technologies, such as In-
ternet of Things (IoT), Big Data, Cloud Computing, and Edge Computing to address
urbanization challenges like accessible transportation systems, efficient energy supply,
insights-based urban planning, and so on. The synergistic integration of these technolo-
gies enable IoT-based data-driven intelligent smart city applications like smart traffic
systems, smart street lighting, smart governance, and many more to achieve sustainable

urban growth.

To enable IoT-based data-driven smart city applications, a comprehensive study of big
data management across several IoT applications is undertaken. The analysis of existing
literature led to two outcomes — a taxonomy of big data management in IoT and iden-
tification and definition of 13 V’s challenges for big data in IoT. Further, current status
of big data management in smart city frameworks is analyzed. The review of current
works reveal that the state-of-the-art research works analyze and manage only the IoT
big data, while geospatial data of a city is largely ignored. Since, multi-resolution geospa-
tial datasets of a city represent spatial regions at different managerial levels, hence, using
the geospatial data can lead to significant insights at spatial hierarchies for smart gover-
nance of the city. Therefore, this research undertakes to propose a cloud-based smart city
framework named as, Cloud4loTCity that considers the integration of city’s geospatial
datasets with IoT big data for smart governance. The proposed Cloud4loTCity frame-
work successfully analyzes the IoT big data, which is available as batch data to enable
smart governance applications in a request-response model. This proposed framework
is enhanced to accommodate the real-time smart city IoT applications that operate in
continuous sense-process-actuate control loop by utilizing edge computing layer. In this
regard, the optimal placement of application services among the three-tier loT-edge-cloud
architecture to minimize latency and satisfy application’s diverse resource requirements is
a major challenge, which is addressed in this work. In this regard, a Deep Reinforcement
Learning (DRL) model named as, UrbanEnQoSPlace is proposed that solves the optimal
service placement problem to minimize the overall latency and energy consumption for a
set of smart city applications, while satisfying application’s diverse resource requirements

in a smart city scenario.

Cloud4loTCity, a cloud-based framework that performs holistic big data management

vil



(i.e., store, process, analyze, visualize) and spatio-temporal analysis of IoT big data is
proposed. The Cloud4loTCity is designed to consider the fusion of IoT and geospatial
data of a smart city and enable spatio-temporal analysis (both, descriptive and predictive)
of fused urban data. Cloud4loTCity comprises of four layers: storage layer, processing
layer, service layer, and application layer. At first, the fusion of IoT big data with
city’s geospatial data is done to build the storage layer of the framework on the cloud
object store in the form of Delta Lake tables that are based on the recent Lakehouse
storage architecture. Then, processing layer comprises of a customized compute cluster
for distributed big spatial data processing of underlying fused data to support upper
layer services. The service layer offers various data engineering and data processing
services to the upper layer application. The data engineering service include, data fusion
to create storage layer, add new data, z-order data layout optimization, time travel
to a dataset version. Data processing services include spatio-temporal descriptive and
predictive analysis, and map-based visualization services. Finally, the application layer
features a cloud-based Software-as-a-Service (SaaS) application that enables end-users
i.e., smart city managers to run service layer services on the underlying data. Further, to
enable descriptive analysis in the form of spatio-temporal queries, a taxonomy of fifteen
spatio-temporal queries is proposed, which defines five spatial, four temporal, and six

spatio-temporal queries to understand urban dynamics from space-time dimensions.

Secondly, to validate the proposed framework, a case study on urban traffic analysis for
Dublin city is implemented that uses real IoT traffic dataset from Dublin. This [oT
dataset comprises of three years (2020-2023) hourly traffic readings from inductive-loop
sensors deployed at 500+ sites across the city. This [oT dataset is integrated with Dublin’s
three geospatial datasets — Dublin postal districts (small areas), Dublin administrative
areas (large admin zones) and Dublin city (entire city). Integration of IoT dataset with
geospatial datasets of the city enables the spatio-temporal analysis at multiple scales of
space-time resolutions. All the service layer services are implemented as PySpark scripts
on a customized compute cluster having Delta Lake, Apache Spark and Apache Sedona
software. The service layer services are accessible to end-users through the developed
cloud-based web application named as Urban Analytics. The framework is validated for
multi-resolution spatio-temporal descriptive analysis (query-based retrieval for proposed
fifteen spatio-temporal query types) and predictive analysis (site-level hourly or daily
traffic prediction). Experimental results show that distributed processing of queries re-
duces the average query runtime by 15.25% on a cluster with 4 worker nodes and by
28.12% on a cluster with 8 worker nodes as compared to a cluster with 1 worker node.
Experimental results show that employing the z-order data layout optimization on data

reduces the average query runtime by 34.12% as compared to the non z-ordered layout
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of data.

Finally, the second aspect for smart city enablement i.e., edge-based efficient service de-
livery for real-time IoT applications in a smart city is addressed. Among the various edge
computing paradigms, the Multi-access Edge Computing (MEC) has been considered in
this research as the telecommunication networks have matured over the years and are seen
widely deployed across every city. Further, this research considers federation of multiple
MEC providers in a city to enable service placement seamlessly across multiple MEC
vendors. To solve the service placement problem for a set of real-time smart city IoT ap-
plications in ‘Urban [oT - Federated MEC - Cloud’ architecture, UrbanEnQoSPlace DRL
model is proposed. The proposed model is derived from the Dueling Deep-Q-Network
to solve the placement problem by minimizing the overall latency and energy consump-
tion for all applications, while satisfying their IoT requirements (sensors/actuators type
and invoke-rate), resource requirement (cpu, memory) and per-flow latency, bandwidth
requirements. Further, to enable the satisfaction of IoT locality constraints (i.e., match
sensors, actuators capabilities), a novel model policy named as, e-greedy with mask is
proposed. The proposed policy adds a boolean mask on the standard e-greedy policy, such
that the valid placement nodes (model actions) for a sensing/actuating service are set to
true, while others are set to false. This policy satisfies the [oT constraints by masking in-
valid placement nodes, which enables UrbanEnQoSPlace to converge faster. Experiments
are conducted to validate the proposed UrbanEnQoSPlace DRL model against state-of-
the-art DRL algorithms. Experimental results for convergence analysis, reward analysis
show the superior performance of UrbanEnQoSPlace. Further, UrbanEnQoSPlace is also
validated for scalability by varying i) no. of applications ii) no. of application services and
iii) no. of placement nodes. Finally, experiments show that the proposed e-greedy with
mask policy results in 96.9% reduction in number of constraints violation as compared to
the standard e-greedy policy for solving the placement problem using UrbanEnQoSPlace

model.
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Chapter 1

Introduction

Urbanization is a global trend, as cities have become magjor hubs for economic growth,
generating more than 80% of the global Gross Domestic Product (GDP). In addition,
advanced education, modern healthcare, and better quality of life have always attracted
people worldwide to move from rural areas into urban cities. According to United Nations
Statistics, more than 50% of the world’s population (4.4 billion people) live in cities to-
day. With this urbanization trend, by 2050, more than 2/3rd of the world’s population
(6 billion people) is expected to live in cities. However, this rapid urbanization places
significant pressure on city governments to efficiently manage their civic infrastructure
and public services for a large population, such as accessible transportation systems, ef-
ficient energy supply, maintaining air and water quality, and inclusive governance for

sustainable urban growth.

To enable futuristic sustainable cities, contemporary technologies, such as the Internet
of Things (IoT) and Cloud Computing, are essential to provide data-driven intelligent
public services and insights-based urban planning, leading to smart cities. The success
of smart city applications hinges on the efficient management and analysis of urban big
data. Therefore, a framework based on IoT and cloud computing technologies is required
to manage (i.e., store, process, analyze, and visualize) smart city big data for efficient

service delivery of smart city applications.

This chapter provides an overview on smart cities, its enabling technologies, classification
of applications and deployment architectures for smart city applications. It outlines the
problem statement and research motivation to undertake research for this thesis. This

chapter concludes with thesis objectives, contributions, and its organization.



1.1 Smart Cities: an Overview

Smart cities use Information and Communication Technologies (ICT) to efficiently man-
age the public services and city administration. Smart cities involve synergistic integra-
tion of technology, people, and government, such that the technology enables digitized
city infrastructure operated by advanced technologies; the people are social and inno-
vative to create a sustainable learning society; and the government policies encourage
technology adoption, use of digitized urban data, and citizen engagement to enable an

intelligent and inclusive city [2].

Owing to the promising benefits of the smart city vision, governments across the globe
embraced this technical, social, and political innovation. The first smart city in literature
is Barcelona [3], and other notable examples include Europen Union (E.U.) cities [4],
Santander city of Spain [5], Padova city of Italy [6], 51 Chinese cities [7], 143 cities
among Europe and USA [8], 100 cities in India [9] and many others. In addition, I.T.
companies also start providing technical smart city solutions, such as IBM’s Smarter
Planet [10], Cisco’s Smart Connected Communities [11], and Microsoft’s CityNext [12].

Smart city use cases span all urban
life dimensions, including transportation,
healthcare, energy, waste management,
livable buildings, and environment for Envisrrc?:rr;tment
overall urban governance.  Figure 1.1

shows major smart city application do-

Smart

mains defined by [13]. Giffinger et al. [13] Mobility

evaluate smart city applications from 200
Smart

cities and enlists six characteristics to de- Governance

fine a smart city namely, smart economy,
smart people, smart mobility, smart gov- Figure 1.1: Smart City Application Domains
ernance, smart living, and smart environ-

ment.

1.1.1 Enabling Technologies for a Smart City

The practical realization of a smart city relies on a number of diverse, yet complementary

technologies:

i) Internet of Things: The Internet of Things (IoT) [14, 15] is a revolutionary tech-

nology that equips everyday things and items with sensing, identification, and wire-



ii)

iii)

less connectivity features such that the IoT-enabled ‘smart things’ can be sensed,
monitored, and controlled remotely. For enabling a smart city, the use of IoT im-
plies that city infrastructure, such as public street lights, garbage bins, traffic lights,
water pipes, and many others, should be equipped with appropriate sensors that
generate sensor-based urban data sent to the computing platforms across the inter-
net, where the acquired urban big data is analyzed for provisioning various smart

city applications [6].
Cloud Computing: According to NIST [16] cloud computing is defined as

“a model for enabling ubiquitous, convenient, on-demand network ac-
cess to a shared pool of configurable computing resources (e.g., networks,
storage, servers, applications, and services) that can be rapidly provi-
sioned and released with minimal management effort or service provider

interaction”.

This cloud model comprises of: i) five essential characteristics — on-demand self-
service, broad network access, resource pooling, rapid elasticity, and measured ser-
vice; ii) three service models — Infrastructure as a Service (laaS), Platform as a
Service (PaaS), and Software as a Service (SaaS); and iii) four deployment models

— private cloud, community cloud, public cloud, and hybrid cloud.

Although cloud computing is an independent and mature technology, it is a key
enabler to IoT technology. The resource-limited IoT devices depend on cloud com-
puting for offloading the IoT big data and its computation on the resource-rich
cloud platforms for provisioning cloud-based IoT services and applications. Jin et
al. [1] presents the cloud-centric vision of IoT, wherein cloud performs the IoT data

storage, analysis, and management to deliver IoT-based smart applications.

In addition to the cloud computing, novel computing paradigms, such as edge and
fog computing [17, 18] have emerged to enable low-latency IoT applications. These
computing paradigms work in collaboration with the cloud, such that the network
devices in the device-to-cloud continuum like routers, edge servers, and so on are
used as intermediate compute nodes, while the cloud is used as the ultimate compute
node. Such in-network data pre-processing reduces the overall latency and uplink

bandwidth for real-time IoT applications.

Big Data and Analytics: Big Data is popularly characterized by its 3 V’s -
Volume, Velocity, and Variety [19]. Big data comprises large collection of diverse
structured, semi-structured, and unstructured data that grows exponentially over

time. Smart cities generate heterogeneous big data, which includes IoT data from



numerous sensors deployed across the city, open data, historical data, and geospatial
data of the city. The real success of smart city applications hinges on the intelligent
analysis and efficient management of urban big data. Therefore, the heterogeneous
urban big data should be subject to efficient data storage, analysis and management
20, 21, 22].

In addition to big data technologies, an ubiquitous resource-rich and powerful in-
frastructure is required to store, process and analyze the big data in a distributed
and scalable manner. Hence, cloud computing offers its hardware, software and
compute resources for efficient management and analysis of big data on the cloud
[23]. The cloud-based big data management offers data-to-knowledge extraction
services, which comprise the business logic for data-driven intelligent smart city

applications.

1.1.2 Smart City Architecture

Jin et al. [1] propose an IoT and cloud-centric architecture for enabling a smart city as

shown in Figure 1.2. In the proposed smart city architecture, the bottom layer represents
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Figure 1.2: IoT and Cloud-Centric Architecture for Smart City [1]
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a smart city, which comprises of numerous IoT sensors and devices deployed across the

city that generate and transmit IoT big data to the internet, in turn, to an ubiquitous



cloud computing platform. At the cloud computing layer, the received smart city data
is subject to big data management and analysis technologies for urban data storage,
processing, and analysis. In other words, the cloud platforms enable data-to-knowledge
extraction for smart city data in order to deliver knowledge-based intelligent Software-
as-a-Service (SaaS) cloud applications. Cloud-based smart city applications span across
various application domains, such as smart governance, smart environment, smart trans-

portation, and many more.

1.1.3 Smart City Applications

Based on the application design, the smart city applications can be classified as things-
centric or user-centric applications. Among these, the things-centric applications can be
further classified as real-time IoT applications or the visualization-based city dashboards.
While the user-centric applications can be classified as government-centric or citizen-

centric applications, shown in Figure 1.3.

Real-Time
/ IoT Applications
Things-Centric \
City Dashboards
Smart City
Applications

Government-Centric

Applications
User-Centric
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Figure 1.3: Classification of Smart City Applications

i) Things-Centric Applications: The smart city applications, which involve real-
time data from IoT sensors deployed across the city fall into this category. These
applications involve either the real-time smart city [oT applications that use smart
actuators or city dashboards that use data visualization to show the city at a glance,

defined as follows:

a) Real-time IoT Applications: The smart city applications based on the
sense-process-actuate model are classified as real-time IoT applications. For

example, smart waste management [18], smart street lighting and smart traffic



management [24], and many others.

b) City Dashboards: The real-time IoT data, when subject to rich visual-
izations without any extensive storage, enable the development of city dash-
boards. These dashboards pull the real-time IoT data from their sources and
create interactive plots and visualizations to show the current status of moni-

tored IoT data and surveillance cameras. Examples include, the Dublin dash-
board [25], London dashboard [26], Hawaii and New York dashboards [27].

ii) User-Centric Applications: The smart city applications that respond to end-
user requests in a request-response manner through web or mobile applications fall
under this category. These applications involve urban big data analysis of IoT and
other historical urban data. These are further classified based on the type of user

as government (govt.)-centric or citizen-centric applications, defined as follows:

a) Government-Centric Applications: The smart city applications designed
for government users like smart city managers, administrative officers, policy
makers are categorized as government-centric applications. For example, urban

planning [28, 29, 30, 31] applications for smart governance.

b) Citizen-Centric Applications: The smart city applications designed for cit-
izens fall under citizen-centric smart city applications category. For example,
smart parking [32], smart tourism [33], citizen-centric air quality monitoring

[34], and many more.

1.1.4 Application Deployment Architectures

The smart city applications are deployed using the cloud-based architecture or the edge-
based architecture [35]. In cloud-based architecture, the resource-rich cloud platform
enables the data lifecycle management i.e., storage, processing, analysis, visualization,
and results retrieval to deliver smart city applications as cloud-based software-as-a-service
(SaaS) applications. For example, Jin et al. [1] analysed the urban IoT data from
noise sensors to deliver the urban noise mapping as a cloud-based SaaS application. In
addition, the cloud-based architecture offers scalability, elasticity, pay as-per use, and
security features favourable for smart city applications. In cloud-based architecture, the
smart city application deployment is managed by the Cloud Service Provider (CSP) on

its cloud infrastructure.

However, in the cloud-based architecture, the large number of network nodes between
sensing devices and the cloud increases the application latency, which degrades the Qual-

ity of Service (QoS) for critical real-time smart city applications (like transportation,



healthcare). Therefore, the edge-based architecture [17, 18], is recommended for such
applications. In edge-based architecture, the sensor data filtering, pre-processing, ag-
gregation is done by the network edge nodes while forwarding the resource-intensive
computation to the distant cloud. This results in reduced latency and reduced uplink
bandwidth for the edge-to-cloud backbone network, favourable for real-time applications.
In edge-based architecture, the smart city applications are deployed dynamically on the
three-tier IoT-edge-cloud architecture to optimize the application QoS (latency, energy,
cost, and so on) [36]. Thus, latency-critical real-time smart city IoT applications must

be deployed in an edge-based architecture.

1.2 Challenges of Smart City Applications

Smart city applications face numerous challenges [24, 35, 37] discussed as follows:

Challenge 1: Diverse Application Requirements

Smart city applications have diverse application requirements. The data-driven
smart city applications rely on big data analysis of [oT big data. Therefore, address-
ing the data management challenges [24, 35, 37, 38, 39| are the main requirements

for smart city applications.

In this context, leveraging the geospatial data along with IoT data is a new promis-
ing research direction for smart city applications [40, 41, 42, 43]. Furthermore,
integration of IoT and geospatial data makes it possible to analyse urban data
from spatial dimension, which can ultimately enable analysis from spatio-temporal

dimensions [44].

Challenge 2: Heterogeneity

A smart city comprises heterogeneous data from multi-source, multi-format urban
data, such as IoT data from urban sensors and geospatial data. Thus, the smart
city applications must consider the integration of heterogeneous urban data viz.
IoT big data and the geospatial data [24, 37, 45, 41, 42].

Challenge 3: Dynamic Environment
A city evolves over time and generates new loT data. Thus, the smart city appli-

cations must allow the addition and analysis of recent data.

Challenge 4: Scalability
A smart city comprises of large number of IoT devices that generate urban big data.

Thus, the smart city applications must perform scalable storage and processing for

urban big data [37, 44].



1.3 Problem Statement

Smart cities are seen as a promising vision by governments across the globe to ad-
dress urbanization challenges. However, enabling smart city applications involve inter-
disciplinary technologies and solutions from diverse areas including IoT, cloud providers,
network edge operators, data analysts, developers, researchers and many more. The

problem statement for enabling smart cities is defined as follows:

e Smart city applications involve use of diverse technologies, such as IoT, big data,
and cloud computing integrated in a systematic manner. Therefore, a smart city
framework based on these technologies is needed to efficiently manage i.e., store,

process, analyze, and visualize the smart city data.

e The historical data from IoT-based smart city applications is available as open
data. Moreover, a city is managed at several spatial levels like area, zone, and city,
for which geospatial datasets of corresponding spatial regions are also available.
However, these multi-source urban big data viz. [oT and geospatial datasets are
available in disparate formats. Therefore, systematic integration of IoT big data
with city’s geospatial datasets is needed in the smart city framework to analyze IoT
data with respect to multi-level spatial regions of the city to assist the smart city

managers in regional-level smart governance and urban planning.

e The real-time IoT applications in a smart city have strict Quality of Service (QoS)
requirements in terms of, latency and bandwidth [6]. To satisfy the QoS require-
ments for such applications, edge computing paradigms [17, 18] must be used, such
that selected application services run on the edge network nodes, while remaining
services run on the cloud computing nodes. The success of real-time IoT appli-
cations depends on the placement of services among edge computing and cloud
computing nodes. Further, a smart city can have multiple real-time IoT applica-
tions and multiple edge network providers. Thus, substantial research is needed in
the direction of optimal service placement for a set of real-time IoT applications in

the multi-tier smart city architecture.

1.4 Research Motivation

Research motivation of this work is to assist smart city governments, cloud vendors, edge
operators and research community for enabling a smart city. The research motivation for

this work is as follows:



e Success of IoT applications is limited by data related issues [24, 46, 47]. Thus, it

motivates the current research in the direction of IoT and big data integration.

e A city is managed and governed at multiple spatial hierarchies, such as area, zone,
and city. Therefore, geospatial datasets at multiple spatial resolutions can be inte-
grated with IoT big data for value-added analysis towards better governance and
growth of the city [41, 42], which is not considered in current smart city frameworks.
Further, this promising data integration will enable analysing city data from spatio-
temporal perspective, which is also not addressed yet [44]. These gaps motivate the
current research for integrating IoT big data with city’s geospatial dataset(s) and

to enable spatio-temporal urban data analysis.

e The real-time IoT applications in a smart city use edge computing to satisfy appli-
cation QoS (latency, bandwidth, cost, and so on) by deploying application services
in a multi-tier IoT-edge-cloud architecture [36]. This motivates the current re-
search in the direction of edge computing based service placement in the multi-tier

architecture for real-time smart city applications.

This thesis explores the question of how to design an IoT and cloud-based framework for
enablement of a smart city. Since, in a smart city both types of applications — cloud-
based analytical applications and edge-based real-time IoT applications co-exist. Thus,
enabling a smart city has two aspects: efficient big data management on the cloud and
efficient service delivery of real-time IoT applications in the edge-cloud collaboration.

The specific research questions are as:

RQ.1 How does the fusion of geospatial and IoT big data help the smart city managers

to perform spatio-temporal analysis of urban data?

RQ.2 How does edge computing supports efficient service delivery for real-time IoT ap-

plications in a smart city?

1.5 Thesis Objectives

The objectives of this thesis are as follows:

i) To explore and analyze existing Cloud computing and IoT techniques for enabling

smart city applications.

ii) To propose and design service-oriented cloud framework for urban data infrastruc-

ture to perform storage, indexing and retrieval of smart data.



iii) To design on-demand composition of software services for predictive analysis and

knowledge extraction of city-wide real time data.

iv) To verify and validate Cloud infrastructure management for efficient service deliv-
ery and enablement of sustainable smart city applications like energy, healthcare,

transportation etc.

1.6 Thesis Contributions

This thesis contributes to the body of existing knowledge as:

i) 13 V’s Challenges of Big Data in IoT: An extensive literature survey on smart
city enabling technologies is carried out. Existing literature on big data in IoT
is analyzed to understand the prevalent big data management approaches used in
[oT applications. Then, impact of IoT on big data is assessed to identify big data
challenges in IoT, which are expressed in the form of V’s terminology. The identified
13 V’s challenges for big data in [oT are Volume, Velocity, Variety, Veracity, Value,
Variability, Visualization, Validity, Vulnerability, Volatility, Venue, Vocabulary, and

Vagueness (section 2.1.4).

ii) Proposed Cloud4IoTCity Framework: Cloud4loTCity, a smart city framework
for efficient big data management and spatio-temporal analysis is proposed. The
proposed framework performs the fusion of IoT big data with the city’s geospatial
data to enable spatio-temporal analysis. The proposed framework supports both,
descriptive analysis (query-based retrieval of past data) and predictive analysis
(ML-based forecasting for future time) at multiple space-time scales. The fusion of
multi-resolution geospatial datasets enable the spatio-temporal analysis at multiple
spatial scales of the city, which is helpful for area/zone/city based analysis of smart

city data.

iii) Proposed Taxonomy of Spatio-Temporal Queries: A taxonomy of fifteen
spatio-temporal queries for smart city applications is proposed. The proposed tax-
onomy categorizes fifteen queries into three types: five spatial, four temporal, and
six spatio-temporal queries. The proposed taxonomy is used in the current research
as a baseline list of spatio-temporal queries to perform descriptive analysis of fused

urban data in the proposed Cloud4loTCity framework.

iv) Proposed UrbanEnQoSPlace Deep Reinforcement Learning (DRL) Model:
UrbanEnQoSPlace, a DRL model for optimally placing the application services of
real-time smart city IoT applications in the three-tier ‘Urban IoT - Federated Edge
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- Cloud’ architecture is proposed. The proposed DRL model solves the optimal
placement problem for real-time smart city [oT application services with an aim to
minimize both, latency and energy consumption for a set of IoT applications, while

satisfying their IoT, compute, and communicate resource requirements.

v) Proposed e-greedy with Mask Policy: A novel policy for UrbanEnQoSPlace
DRL model is proposed to satisfy the IoT constraints while solving the service place-
ment problem. The IoT locality constraints are defined as the type and invoke-rate
of sensor/actuator required by each sensing actuation service of an IoT application.
The proposed policy produces a boolean-mask that satisfies the loT-based locality
constraints by matching the sensor/actuator requirements of a service with poten-
tial placement nodes. The policy produces a boolean mask, such that the valid
placement nodes for sensing actuating services are set to true, while the remaining
invalid placement nodes are set to false. This boolean mask for an application is
used by the standard e-greedy policy to take placement actions as per the mask in
the UrbanEnQoSPlace DRL model.

1.7 Thesis Organization

The current Chapter 1 provides an introductory overview of this thesis, and the rest of

the thesis is organized as:

Chapter 2 Literature Survey: This chapter presents a survey of smart city enabling
technologies i.e., 10T, big data, and cloud computing. The outcomes of this extensive
survey are a taxonomy of big data management in IoT, identification of cloud services
of major public cloud vendors to support IoT and big data on their platforms, and
13 V’s challenges of big data in IoT. Then, this chapter reviews big data management
approaches for smart cities and identifies research gaps in big data management for smart
city. Further, this chapter examines the role of edge computing to support real-time smart
city applications. In this regard, various service placement research works from literature

are reviewed. Chapter 2 is partially derived from:

e Maggi Bansal, Inderveer Chana, and Siobhan Clarke, “A Survey on IoT Big
Data: Current Status, 13 V’s Challenges, and Future Directions”, ACM Computing
Surveys (CSUR), [ACM], vol. 53, no. 6, pp. 1-59, article no. 131, 2020. [SCI
Indexed, Impact Factor = 10.282] https://doi.org/10.1145/3419634 [Citations
= 104]

e Maggi Bansal, Inderveer Chana, and Siobhan Clarke, “Enablement of IoT based
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Context-Aware Smart Home with Fog Computing”, Journal of Cases on Informa-
tion Technology (JCIT), [IGI Global], vol. 19, no. 4, pp. 1-12, 2017. [Web of
Science ESCI and Scopus Indexed| https://doi.org/10.4018/JCIT.2017100101
[Citations = 21]

e Maggi Bansal, Inderveer Chana, and Siobhan Clarke, “Autonomic Occupancy De-
tection of an loT-Based Smart Building Using Deep Neural Network”, 2nd Interna-
tional Conference on Machine Intelligence for Research and Innovation (MAITRI
2024), Jammu & Kashmir, India, Proc. in [Springer] (Springer Nature), 2024.
[Scopus Indexed]

Chapter 3 Cloud/IoTCity: Proposed Smart City Framework: This chapter
proposes Cloud4loTCity smart city framework based on the fusion of IoT big data and
city’s geospatial data to enable spatio-temporal analysis of smart city IoT data. This
chapter describes the layered design of the proposed framework, which comprises of four
layers namely, storage layer, processing layer, analysis layer, and application layer. In
addition, this chapter also proposes a taxonomy of fifteen spatio-temporal queries for
smart city applications, which is used for descriptive analysis in the proposed framework.

Chapter 3 is partially derived from:

e Maggi Bansal, Inderveer Chana, and Siobhan Clarke, “Cloud4loTCity: A Cloud
Framework based on Fusion of Geospatial and IoT Big Data for Efficient Man-
agement and Spatio-Temporal Analysis of Smart City Data”, Information Fusion,
[Elsevier], [SCI Indexed, Impact Factor = 14.7, Under Review]

Chapter 4 Validation of the Proposed Framework: This chapter performs vali-
dation of the proposed framework by implementing it for a case study on Urban Traffic
Data Analysis for Dublin city. This chapter describes the layer-wise implementation of
the proposed framework for the undertaken case study and showcases map-based visu-
alization results for descriptive and predictive analysis services for the case study. This
chapter shows experiment results to validate the framework using query runtime results
for the fifteen spatio-temporal queries across different cluster sizes. Chapter 4 is partially

derived from:

e Maggi Bansal, Inderveer Chana, and Siobhan Clarke, “Cloud4loTCity: A Cloud
Framework based on Fusion of Geospatial and IoT Big Data for Efficient Man-
agement and Spatio-Temporal Analysis of Smart City Data”, Information Fusion,
[Elsevier], [SCI Indexed, Impact Factor = 14.7, Under Review]

Chapter 5 Efficient Service Delivery for Real-Time Smart City IoT Ap-
plications: This chapter proposes UrbanEnQoSPlace, a DRL-based service placement

12


https://doi.org/10.4018/JCIT.2017100101

model for real-time smart city [oT applications. The proposed service placement model
is developed from the Dueling Deep Q-Network model. This chapter describes the sys-
tem model for service placement, followed by proposed model and experimental results.

Chapter 5 is partially derived from:

e Maggi Bansal, Inderveer Chana, and Siobhan Clarke, ”UrbanEnQosPlace: A
Deep Reinforcement Learning Model for Service Placement of Real-Time Smart
City IoT Applications, IEEE Transactions on Services Computing, [IEEE], vol.
16, no. 4, pp. 3043-3060, 2023. [SCI Indexed, Impact factor = 5.5| https://doi.
org/10.1109/TSC.2022.3218044 [Citations = 11]

Chapter 6 Conclusions and Future Scope: This chapter concludes the research
work done and highlights its contributions to the research. This chapter also provides

valuable suggestions for future research in this direction.
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Chapter 2

Literature Survey

Previous chapter provides an overview of thesis. It discusses fundamental concepts re-
lated to Smart Cities. It discusses enabling technologies and challenges for smart city
applications. Henceforth, it describes research motivation, lays out research objectives

and concludes the chapter with thesis contributions and organization.

This chapter presents finding of an in-depth survey conducted on enabling technologies for
a smart city i.e., loT, big data, and cloud computing. This chapter presents key findings
of the undertaken study, which includes, a taxonomy for big data in IoT, cloud services
to support IoT and big data, 13 V’s challenges of big data in IoT. After surveying the en-
abling technologies, this chapter reviews the current literature on big data management for
smart cities and identifies research gaps in this direction. Finally, the role and research

works on edge-computing to support real-time smart city IoT applications are presented.

Chapter organization is as follows: Section 2.1 surveys enabling technologies for a smart
city. Then, Section 2.2 reviews state-of-the-art research works on big data management
for a smart city. Section 2.3 discusses the support of edge-computing to enable real-time

smart city ToT applications.
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2.1 Big Data Management in IoT

This section reviews the existing literature on big data management in IoT. The analysis
covers research works from various IoT domains, such as smart transport, smart city,

smart buildings, and many more.

e Smart Transport
The transport domain offers numerous IoT applications, such as real-time moni-
toring of a smart car [48], smart traffic light management [49], parking and traffic
prediction [50, 51, 52].

Husni et al. [48] performs real-time monitoring of a smart car using On-Board
Diagnostics (OBD) II system. The real-time vehicular data such as speed, engine
RPM, fuel level, and so on collected by the OBD system is sent to the driver’s
smartphone via Bluetooth, from where the data is forwarded to the IBM Bluemix

cloud platform for subsequent storage and visualization.

Térneberg et al. [49] regulates the red-green signals of the traffic light based on
real-time volume of traffic without violating the punctuality schedule of public
buses. The IoT data from in-road induction-loop sensors, vehicle GPS, public buses
schedule is sent to AWS IoT cloud platform for storage and processing. For data
processing both, stream processing using Kinesis and event-processing are applied.
Event processing is done using Lambda functions to determine traffic throughput

for regulating the smart traffic lights.

Zheng et al. [50] performs predictive analysis to predict availability of free parking
slots based on analysis of parking data available from two cities, Melbourne and
San Francisco. The authors find that regression tree gave better prediction accuracy

than neural networks and support vector regression

Lv et al. [51] performed short-term traffic prediction using Stacked Auto-Encoder
(SAE) deep learning model. The SAE model gave better prediction accuracy than

conventional Machine Learning (ML) models.

Wan et al. [52] uses Mobile CrowdSensing (MCS) data gathered by drivers, which
include real-time traffic data (such as mobilelD, speed, location etc.). This acquired
data is forwarded to the cloud platform for analysis. The analysis is performed by
creating a weighted traffic network and suggesting a shortest re-route to drivers, in

case a traffic congestion event is detected.

e Smart City

16



[oT enabled smart cities aim to improve the urban services provided to its citizens.
Nevertheless, the scope of data in a smart city is quite broad that comprises of
sensor data [29, 53|, open data [33], multimedia [54], social media [55], and mobile
Crowdsensing (MCS) [56, 57].

Rathore et al. [29] proposes a framework for smart city that includes both, real-
time and batch processing for city data. Real-time processing is done using Spark,
Storm S4, and VoltDB over Hadoop and batch processing is done using MapReduce.
Rathore et al. [53] proposes a smart city framework based on Hadoop ecosystem for
capturing and analyzing smart city data. The smart city system uses Spark over
Hadoop for real-time analysis and also, includes big graph processing using Giraph

over Hadoop for smart vehicular services.

Sun et al. [33] proposes TreSight, a context-aware system that uses data from het-
erogeneous sources- city sensors, hotspots, wearable bands, city’s open data etc. for
offering context-aware recommendations for smart tourism in a smart city. Usman
et al. [54] focuses on big multimedia data generated in smart city and discusses
various machine learning techniques and platforms for managing multimedia data

for smart cities.

Farajidavar et al. [55] applies multi-view deep learning for extracting city events
from twitter streams. Zarko et al. [56] extends openloT platform with publish-
subscribe module named, CUPUS that enables crowdsensed data acquisition via
mobile users in the city. The work was validated with mobile crowdsensing data
gathered for air quality monitoring in a smart city. Hromic et al. [57] used openloT
platform for real-time processing of sensor data streams at the edge nodes. The
mobile crowdsensed air quality data is analyzed at edge nodes for spatiotemporal

correlation analysis using data partitioning and event processing.

Different from aforementioned IP-based smart city frameworks, Piro et al. [58] pro-
poses Information Centric Network (ICN) based framework for smart city services.
The ICN network architecture uses content-based addressing, rather than IP-based

addressing, which enables receiver-driven data exchange.

Smart Buildings

IoT applications for smart buildings include, building automation [59, 60, 61, 62],
occupants behavioral analysis [63] and energy management in smart buildings [64].
The building automation use cases [59, 60, 61, 62] implemented gateway level archi-
tecture to connect the in-house locally connected sensors to the cloud. In particular,

Kasmi et al. [60] uses Raspberry Pi integrated with surveillance camera as the gate-
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way, while Mainetti et al. [61] uses GSN middleware for protocol translation from
6LoWPAN to IP and as gateway to cloud, and Plageras et al. [62] uses an edge

router as gateway to the cloud.

Fog-based smart home platforms include [59, 63]. Bansal et al. [59] proposes
ICON, a context-aware smart home framework, in which the smart home data such
is processed on the fog and cloud platforms based on user-defined rules and policies.
Yassine et al. [63] performs occupant’s behavioral analysis using frequent pattern
mining on the fog nodes, so as to discover the usage patterns of occupants’ for

different appliances with respect to time.

Derguech et al. [64] proposes an autonomic approach for predictive analysis that
involves dynamic source selection for selecting the source of open data based on
prediction error in previous analysis round. The predictive analysis was done using
various ML algorithms to predict the power usage for a smart building using the

smart meter data obtained from building and weather data from open sources.

Smart Living

[oT enables sensors to monitor wide range of phenomena such as environmental
monitoring [34, 65, 66], daily life activities [67, 68], and healthcare [69, 70] with an
aim to improve the well-being and overall quality of life of people. Garcia-de-Prado
et al. [34] proposed airdPeople, an [oT based context-aware system for real-time air
quality monitoring. Air4dPeople uses user’s current location, activity, nearby places,
personal illness, and weather as context parameters to provide personalized context-
aware notifications to citizens regarding the deteriorated air quality in their vicinity.
Jung et al. [65] proposed a system for air quality monitoring that uses both context-
aware and semantic processing techniques. The semantically represented sensor
data is subject to spatial-temporal aggregation followed by rule-based processing
to offer context-aware alerts for mitigating the air pollution. Trilles et al. [66]
proposed a broker-based framework for distributed processing of real-time sensor
streams from multiple sources and applied the cumulative sum (CUSUM) algorithm

for anomaly detection in environmental monitoring data streams.

Mulero et al. [67] proposed an elderly behavior monitoring system that uses IoT
and linked open data technologies. The proposed system captures personal data
such as daily activities, health, nutrition, mobility, memory etc. from elderly people
in cities and uses semantic abstractions and linked open data management system

to store and query the captured data via semantic query endpoints.

Yacchirema et al. [68] proposed a fog-cloud based system to detect sleep apnea
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and offer recommendations for least polluted areas to perform physical activity.
The proposed system collects sleep, activity, and physiological data and performs
real-time processing on the fog layer to send notifications to the caregivers upon
detection of sleep abnormality, followed by batch processing on the cloud to predict
the least polluted areas. Sandha et al. [69] implemented real-time processing of
health parameters (heart rate, BP etc.) using Kafka and Spark for predicting the
risk of heart attack and calculating the stress index. [70] propose smart health-
care monitoring system for elderly using wearable sensors. The proposed system
gathers real-time physiological data from wearable sensors and send it to cloud for

processing and any disorder in patient’s data is send to his doctor.

Miscellaneous

This section discusses those works from literature that are not domain-specific, but
report significant work regarding IoT big data management. These research works
are found across various data lifecycle stages: data acquisition [71, 72, 73, 74|, data
storage [75, 76, 77, 78, 79], processing [80, 81, 82, 83, 84, 85, 86, 87, 88|.

— Efficient Data Acquisition
The research works [71, 72, 73] related to data acquisition focused on achieving
energy efficiency while acquiring sensor data from battery-limited IoT devices.
For example, Alduais et al. [71] proposed selective forwarding of sensor data
from WSN sink node to cloud, only if the difference between current and pre-
vious sensor readings exceeds a pre-defined threshold. In this way, the number
of transmissions and energy of WSN network is conserved. Dinh et al. [72]
conserved the energy of sensor nodes by regulating the sleep cycle of physical
sensors and predicting the sensor value from their virtual representation on
the cloud. The sensor value prediction was done using internal and external
information correlation. Capponi et al. [73] proposed to achieve energy ef-
ficiency for opportunistic mobile Crowdsensing scenario. The proposed data
collection framework selects users for sending crowdsensed data, in such a way
to minimize the energy consumed in data collection and transmission while
maximizing the utility of data collection. Simmhan et al. [74] propose SAT-
VAM, a low-cost air pollution monitoring system for the cities of Delhi and
Mumbai that involves sensor data calibration to predict the variables from
raw signals. The data-driven calibration helps to use low-cost sensors in the

proposed system.

— IoT Data Storage

The research works related to IoT data storage improve storage efficiency ei-
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ther by addressing the heterogeneity of IoT data [75] or by proposing indexes
to ease the search and retrieval of massive loT data [76, 89, 77] or by hybrid
storage and management of real-time and batch IoT data [78]. Jiang et al. [75]
proposed a solution combining multiple databases with Hadoop to efficiently
store and process structured and unstructured IoT data and validated the
system with smart logistics use case. The proposed system features REST-
ful interfaces and multi-tenant support. Li et al. [76] proposed IoTMDB,
a NoSQL-based storage solution for IoT. The IoTMDB system implements
two-tier indexing for efficient space-time queries, proposes new query syntaxes
for IoT specific data retrieval and uses ontology for data sharing. Gauch et
al. [89] proposes a query expansion mechanism to enhance the retrieval effi-
ciency. This work proposes to automatically discover similar words from data
in databases and use the extracte tags to increase the search efficiency for
multiple databases. Perez et al. [77] proposed servloTicy, a cloud-based stor-
age platform for IoT data. The servloTicy uses CouchBase as the baseline
data store, and ElasticSearch as the serach and indexing engine to provide
scalable data retrieval via REST API. Wu et al. [78] proposed HSFRH-IoT,
a framework to store both real-time and batch data. HSFRH-IoT plugged
the real-time Redis database into HBase that manages the historical storage.
Singh et al. [79] propose a novel system based on electrocardiogram (ECG)
to distinguish among the healthy and heart-patients. The proposed system is

validated using a dataset and real human subjects.

IoT Data Processing

The research works dealing with [oT data processing are as: Xu et al. [80] pro-
posed an analytics approach for querying time-series databases via a pattern
matching query. The proposed work discretized time signals, compresses the
discrete segments and builds a two-layer index for fast querying of time-series
data. Yang et al. [81] proposed a cloud-based framework for IoT data curation
that applies on-cloud data cleaning and compression for IoT data. Peng et al.
[82] proposed iCloudFog, a system that integrates cloud and fog computing
for ToT data processing. Sharma et al. [83] proposed a system for collab-
orative [oT data processing among edge and cloud nodes. In the proposed
framework, the cloud computing layer guides the edge layer for real-time pro-
cessing. Tang et al. [84] enabled deep learning CNN model to process data on
[oT client by using vector quantization and building a deep learning model us-
ing the low-level compute library of ARM microprocessor (ACL). In addition,
Lambda Architecture (LA) [85, 86, 87] is a new trend for IoT data process-
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ing on the cloud, which uses pre-computed views to perform both batch and
stream (speed) analysis on the incoming data and sends the analysis results
to a serving layer for quick retrieval using queries. Yamato et al. [85] pro-
posed edge-cloud integrated lambda architecture for predictive maintenance
of industrial machines. The speed layer of lambda architecture executes on
the edge nodes for anomaly detection and forwards the anomaly data to the
cloud for batch processing. The batch layer performs failure detection using
rule processing and periodically updates the anomaly detection ML model of
the edge layer. Dissanayake et al. [86] proposed lambda-architecture enabled
by a multi-agent layer for IoT data processing. The agent layer contains dif-
ferent kinds of agents such as speed agent, batch agent, security agent etc. for
forwarding data from IoT devices to the lambda-architecture on cloud. The
proposed architecture employs two-layer batch processing along with index-
ing and replication in the serving layer for low-latency and reliable retrieval
of processed data. Diaz et al. [87] proposed the lambda-CoAP architecture
for IoT data processing on the cloud. The proposed work executes Lambda
Architecture on the cloud for combined stream and batch processing based
on pre-computed views. The architecture uses lightweight CoAP middleware
that enables it to be deployed in resource constrained devices and the architec-
ture provides interfaces to query the processed data. Igbal et al. [88] propose
a novel data model based on the computational intelligence technique that
involves biologically inspired evolutionary spatio-temporal state machine for

many use cases of smart city.

2.1.1 Taxonomy of Big Data in IoT

Following the analysis of state-of-the-art literature in the previous section, this section

proposes a classification of approaches applied for big data management in various IoT

applications with data-to-knowledge value chain. A taxonomy for big data management

in [oT is proposed by categorizing existing literature on loT big data management at four

data lifecycle stages: i) Data Acquisition and Communication ii) Data Storage iii) Data

Processing and iv) Data Retrieval. The proposed taxonomy of big data management in

[oT is shown in Figure 2.1 and is explained below.

i) Data Acquisition and Communication

The categorization of IoT data acquisition is done on the basis of two questions:

e How the IoT data is acquired? This includes both, the source of IoT data and

the communication protocol used to collect data for IoT applications.
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Figure 2.1: Taxonomy for Big Data Management in IoT

e What is the data sensing frequency or pattern?

Thus, data acquisition and communication stage is taxonomized on the basis of

three aspects: data sources, data communication protocol, and the nature of data

described as follows:

a) Data Sources: The most common source for IoT data acquisition includes

IoT-enabled smart devices that have embedded sensors or RFID technology

for autonomous data sensing. For example, embedded sensors in smart ther-

mostats, lights etc. in smart home [59], RFID-based cargo in smart logistics

[75], and smart traffic lights [49] etc. Another sensor-based source of IoT data

is WSN that involves the deployment of an array of sensors spread over a sens-

ing region. WSN is used to sense a region using large number of sensors dis-

tributed spatially for example smart university [61], environment monitoring

[65, 66] etc. Besides, multimedia is an important source of IoT data [33] espe-

cially for, surveillance, smart industry, and smart transport use cases. Open

data that may include weather data, maps, city information etc. is used as
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3rd party external resource to augment data for IoT applications [33, 64, 67].
Mobile Crowdsensing (MCS) is a novel source of IoT data [52, 56, 73] that
leverages built-in sensors in the user’s smartphone to participate in data ac-
quisition for IoT applications. Yet another important source of IoT data, is
social media. Some research works from literature integrate social media data

into IoT applications [55, 34].

Data Communication Protocols: The data generated by IoT devices needs
to be communicated to server side (very often, the cloud platform) for further
storage and processing of IoT data. In the analyzed IoT applications re-
searchers have used variety of protocols, which can be broadly classified into 4
categories as: i) PAN (Personal Area Network) protocols, which include proto-
cols like Bluetooth, ZigBee, 6LoWPAN (Low power Wireless PAN over IPv6),
BLE (Bluetooth Low Energy) etc. for short range low power communication
and are mostly used for indoor applications such as smart buildings, exam-
ples from literature include [68, 82, 83, 86|, ii) Middleware/Application Layer
protocols that define application level communication for IoT applications
such as Vehicular communication V2X (Vehicle-to-Anything) [52], resource-
constrained communication using CoAP (Constrained Application Protocol)
[33, 68, 72, 87], multimedia communication using IoMT (Internet of Multi-
media Things) [54] or Web of Things (application level communication us-
ing existing web standards such as HT'TP, REST APIs, social networks, web
sockets etc.) [59, 29, 53, 55, 57] and many more, iii) Pub/Sub protocols that
allow broker-based loosely coupled asynchronous communication between pub-
lisher and subscriber in two modes- a) pub/sub messages by using protocols
like MQTT (Message Queuing Telemetry Transport) [49, 63, 66, 77, 85, 90],
STOMP (Simple Text Oriented Messaging Protocol) [66, 77], NDN (Named
Data Networking) [58], b) as data stream based on pub/sub model by using
Kafka [66, 69, 90], or XMPP (Extensible Messaging and Presence Protocol
for streaming XML data) [57], iv) Device-to-Device communication, which in-
clude protocols like M2M (Machine-to-Machine) [63, 72, 91], OMA LwM2M
(Open Mobile Alliance Lightweight M2M) [92], and OPC UA (Open Platform
Communications Unified Architecture) [92] that communicate small payload
of data transferred directly by machines over any communication channel such
as serial communication, Power Line Connection (PLC), or wireless, these

protocols are often used in industrial automation to enable IToT (Industrial
IoT).
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ii)

iii)

¢) Nature of Data: The data sensing pattern is an important parameter re-
lated to IoT data acquisition, as it guides the further storage, recovery, and
processing of IoT data. The data sensing pattern determines the nature of
data and three common types for ‘nature of IoT data’ identified from liter-
ature are as: i) real-time stream data, which is acquired from sensor-based
[oT devices, WSN etc. in real-time, either as continuous stream of data or as
selective stream of data, ii) batch data, which is usually acquired from open
data, social media, 3rd party data sources, iii) ad-hoc data, wherein neither
the sender of data nor the sensing frequency is fixed, it involves opportunistic
sensing in MCS scenario where the IoT application dynamically recruits the
users to participate in data sensing on the basis of their battery and other
application requirements. Examples from literature for each type of sensing
pattern are as: real-time continuous streaming data [59, 48, 49, 33, 54| and
many more, real-time selective streaming data [71, 72], batch data [50, 51, 55]
and ad-hoc data [52, 56, 73]. The selective sensing of real-time stream is done
for conserving energy during data acquisition, though it might require cloud-
based data completion techniques for further storage and processing as per

application requirements.

Data Storage Common data storage techniques found from IoT literature include,
relational database [48, 60, 67], Hadoop-based storage [29, 53, 33, 68], NoSQL (Not
Only SQL) datastores [49, 76, 77], semantic storage [56, 57, 64, 65, 90], time-series
database [80], and hybrid storage [75, 78, 93].

Data Processing

The IoT data processing is categorized on the basis of two questions:

e What is the stage of data processing? It is characterized by the computing
infrastructure such as IoT client, edge/fog/cloud computing used to process
[oT data

e What technique or approach is used to process IoT data?

Thus, IoT data processing is taxonomized on the basis of two aspects: processing

stages and processing techniques as follows:

a) Processing stages: The most common computing infrastructure to process
IoT data includes the resource-rich remote cloud platform [48, 49, 50, 51, 52]
and many more. However, the recent trend is to move processing of IoT data
closer to the end-user such as, fog nodes that process data on any of the

network nodes in the user-to-cloud continuum [59, 63, 68, 82]; edge nodes that
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process data on the network node lying at exactly 1-hop from IoT client such
as the edge router or gateway [57, 83]; and recently, even on the IoT client
[84].

b) Processing Techniques: The type of processing technique applied to extract
data-driven knowledge is dictated by the end-user objectives for using an ap-
plication. The common IoT data processing techniques found from literature
include: Stream processing [57, 60, 77, 94], Time-series processing [48, 72, 80],
Rule-based processing [67, 95], Complex Event Processing (CEP) [52, 57, 66,
68, 69, 75], Context-aware processing [59, 65, 96], Semantic-based processing
[56], Lambda Architecture [85, 86, 87], Learning-based processing using ML
(Machine Learning) or DL (Deep Learning) [50, 51, 54, 64, 84, 97, 98, 99|,
and Hybrid processing such as, CEP + stream proc. [49], stream proc. +
MapReduce [29], and others include [53, 33, 55, 63, 34, 81, 90, 93].

iv) Data Retrieval

After processing, the data-driven knowledge is retrieved by IoT applications using
these data retrieval modes: i) visualization dashboards [48, 29, 55, 57, 60, 63, 64,
65], ii) query-based retrieval [67, 76, 78, 80, 95|, iii) subscription-based retrieval
[49, 56, 66, 68, 69, 77] using publish/subscribe model where the centralized data
publisher a.k.a broker provides data to the subscriber nodes, iv) URI (Uniform
Resource Identifier)-based retrieval such that every data resource is addressable
with unique URI, which is enabled either at application layer via RESTful web
services [48, 33, 34, 75, 93] or at network layer via Information-Centric Networking
(ICN) [58] or at device level via M2M resource tree [91, 92].

2.1.2 Cloud Services for IoT and Big Data

Since IoT devices are resource-constrained, hence, resource-rich cloud computing plat-
forms are used to augment the IoT technology. Thus, cloud providers start offering

various services to support IoT and IoT big data on their cloud platforms.

IoT Portfolio of Public Cloud Vendors

This section reviews the IoT portfolio of four major public cloud vendors namely, Google,
Amazon, Microsoft, and IBM. Cloud providers support IoT technology by offering cloud
services for all four data lifecycle stages — IoT data acquisition, data storage, data process-

ing, and knowledge delivery, summarized in Tables 2.1, 2.2, 2.3, and 2.4 respectively.

e Google Cloud Platform (GCP)
GCP offers these products for IoT: i) Google Cloud IoT — the IoT Paa$S to develop
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Table 2.1: Cloud Services for IoT Data Acquisition

Type of IoT Inte- | Google Cloud | Amazon Microsoft IBM Bluemix
gration Service Platform Web Services | Azure

(GCP) (AWS)
IoT Device Man- | Cloud IoT Core | Things Registry Azure IoT Hub | Device Schema
agement
Data  Integration | Cloud IoT Core | Device Gateway IoT Hub REST APIs

Service at Gateway

Custom Hardware

Edge TPU

AWS Button

IBM Power Sys-
tem AC 922

Service connecting
Gateway to Cloud
Native Services

Cloud Pub/Sub

Rules Engine

Azure IoT Hub

internally man-

aged by WIoTP

Table 2.2: Cloud Services for Big Data Storage

Type of Storage | Google Cloud | Amazon Microsoft IBM Bluemix
Service Platform Web Services | Azure

(GCP) (AWS)
Relational Cloud SQL, | Amazon  RDS, | Azure SQL | IBM Db2 on
Database (for | Cloud Spanner | Aurora Database cloud
Structured data)
Object Storage (for | Cloud Storage Amazon S3 Azure Blob | IBM Cloud Ob-
Unstructured data) Storage ject Storage
NoSQL Database | Cloud Bigtable | Amazon Dy- | Azure Cosmos | IBM Cloudant
(for Semi- namoDB DB

structured data)

Data Warehouse

BigQuery

Amazon Redshift

Azure Synapse

IBM DB2 Ware-
house on cloud

Data Lake

Cloud Storage

AWS Data Lake
on S3

Azure Data
Lake Storage

IBM Data Lake

Table 2.3: Cloud Services for Big Data Processing

Type of Process- | Google Cloud | Amazon Microsoft IBM Bluemix
ing Service Platform Web Services | Azure
(GCP) (AWS)

Stream Processing | Cloud Dataflow | Amazon Kinesis, | Azure Stream | IBM Streaming
(proprietary) AWS ToT Analyt- | Analytics Analytics

ics
Stream Processing | Cloud Dataproc | Amazon Elas- | Azure HD In- | IBM Analytics
(hadoop-based) tic  MapReduce | sight Engine

(EMR)

Batch Processing Cloud Dataflow | Amazon EMR Azure Batch IBM SPM
Batch Process-
ing

Function-as-a- Cloud Functions | AWS Lambda | Azure Functions | IBM Cloud

Service (FaaS) Functions Functions

ML/AT Analysis Google Cloud | Amazon  Sage- | Azure Machine | IBM Wat-

AT Platform Maker Learning son Machine
Learning, IBM

Watson Studio
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Table 2.4: Cloud Services for IoT Knowledge Delivery

Type of Knowl- | Google Cloud | Amazon Microsoft IBM Bluemix
edge Extraction | Platform Web Services | Azure

Service (GCP) (AWS)

Visualization Ser- | Cloud Data Stu- | Amazon Quick- | Microsoft Power | IBM cognos An-
vice dio Sight BI, Azure Time | alytics

Series Insights

Actuation/  Push | Cloud Pub/Sub | AWS IoT Events | Azure IoT Hub | IBM Cloud
Notification Service Push Notifi-

cations, IBM
WIoTP Trigger
Rules

and deploy IoT applications on GCP [100], ii) Android Things — the embedded OS
for running android on IoT devices [101] iii) Cloud IoT Edge — the edge platform
for ToT [102], iv) Edge TPU — the custom-built, application-specific hardware ac-
celerated chips for running pre-trained ML models at the edge in an energy-efficient
mode [103].

GCP offers the Cloud IoT Core service for registering and connecting IoT devices
to the Google Cloud [oT. This service also performs device management. Once, the
[oT data reaches GCP through this service, it can be further stored, processed and

analyzed using any of the GCP services.

Amazon Web Services (AWS)

AWS offers three products specific to IoT: i) AWS IoT Core — the IoT PaaS to
develop and deploy IoT applications on AWS [104], ii) AWS Button — a small
customized hardware device, whose buttons are pre-configured with the user’s IoT
application running on the AWS [105], iii) AWS Greengrass — lite-version software
that localizes AWS services to a local network of connected devices in order to deal

with intermittent internet connectivity [106].

The AWS IoT PaaS comprises of these four components — Device Gateway, Things
Registry, Device Shadow, and Rules Engine. The Device gateway allows the IoT
client devices to connect with AWS IoT. Once connected, the Things Registry
service registers and maintains the [oT devices metadata. The Rules Engine service
is used to route incoming IoT data to AWS native cloud endpoints and the Device

Shadow service is used to deal with intermittent connectivity.

Microsoft Azure
Azure offers these IoT specific products: i) Azure IoT Solutions Accelerator- the
IoT Paas$ [107] that offers three pre-configured solutions namely, remote monitoring,

predictive maintenance, and connected factory for quick application development
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by using these templates, ii) Azure IoT Central: the IoT SaaS by Azure [108], iii)
Azure IoT Edge: the edge SDK that extends Azure services to the edge gateway
[109], and iv) Windows 10 IoT: the embedded OS to run Windows 10 on IoT
devices[110].

Both, the IoT PaaS and SaaS i.e. the Azure IoT Suite and Microsoft IoT Central
use the IoT Hub service for connecting and registering the IoT devices to the Azure
cloud platform. Further the application development can be done using any of the

Azure services.

e IBM Bluemix WIoTP
IBM Bluemix supports IoT by IBM Watson IoT Platform (WIoTP), the cloud
service to develop and deploy IoT applications [111]. The WIoTP offers a GUI-
based toolkit for step-by-step IoT application development. The WIoTP platform
offers: real-time REST APIs for connecting IoT devices to WIoTP, device schema
for defining device metadata, if (condition) — then (action) analysis rules for cloud

analysis. The WIoTP GUI offers real-time visualization using cards and boards.

2.1.3 Big Data Challenges in IoT

The unique characteristics of IoT during data generation, transmission, and processing
stages pose several challenges for big data in IoT. This section performs the cause-effect
mapping of IoT Big Data (IoTBD) characteristics to the unique challenges they cause.
The IoT big data challenges are named using V’s terminology, analogous to V’s termi-
nology for 3 V’s challenges of traditional big data. The projected 13 V’s challenges of
big data in IoT are shown in Figure 2.2. The big data challenges encountered during

different IoT data lifecycle stages are as following;:

IoT Data Generation
The unique characteristics related to IoT data generation leads to the following cause

—effect challenges:

i) Large Number of Sensors —Billions of sensors create Voluminous sensor-based IoT
data.

ii) Continuous 24x7 Data Generation —data streams arrive at a very high Velocity.

iii) Heterogeneous multi-source data —data exhibits Variety due to dissimilar format,

structure, and data types.

iv) Lack of Trust in IoT Sources —creates uncertainty about the source of data, which

in turn, creates uncertainty about the truthfulness of acquired data i.e., the chal-

28



vi)

vii)

viii)

lenge of Veracity arises.

Weakly secured data at IoT client —makes data Vulnerable to security and privacy

attacks.

Dynamism in IoT —IoT data shows dynamic behavior either due to client mobility
across heterogeneous networks, or event-based dynamicity in sensor-data values.
Either of the dynamicity leads to Variability in IoT data.

Nature of Autonomous Sensor Data —the noisy and low-quality IoT data is often

inaccurate, which raises the issue of data Validity i.e., correctness of IoT data.

Multi-Source Data Generation —the issue of management of data from multiple

touch points is termed as Venue.

IoT Data Transmission

Data transmission in IoT experiences the following cause —effect challenges:

i)

ii)
iii)

v

~—

vi)

vii)

Voluminous data —saturates network bandwidth and multiple IoT applications

compete for bandwidth.
High Velocity data —arriving from multiple sources experiences high delay jitter.
Variety —variety of data makes application QoS hard to satisfy.

Increased Attack Surface —long multi-hop client-to-cloud network journey across
hierarchical, heterogeneous (non-IP and IP network) networks, exposes data at
multiple spots that represent the potential attack surface for data, which makes the

[oT data Vulnerable during the data transmission stage.

Dynamic [oT Devices —the migration of client’s data and the corresponding virtual
environment (containers, or VM) to manage mobility for dynamic IoT client results

in unforeseen Variability in sensor readings.

Prone to Re-Transmission Errors —in IoT ecosystem, the short-range non-IP net-
works suffers from intermittent network connectivity. Following this, the network’s
attempt to re-transmit the missing values often creates errors and makes the data

inaccurate, which is termed as, Validity.

In-network processing —intermediate processing of IoT data at edge routers, gate-
ways, fog nodes encompasses multiple Venues within the network where the data is
accessed and processed. The accounting and management of these heterogeneous

venues is a critical challenge in IoT.
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viii)

High Network Latency —the multi-hop client-to-cloud journey results in huge net-
work lag, which reduces the freshness and usefulness of received data for analysis in
time-critical applications. In other words, IoT data for strict real-time applications
is highly Volatile i.e., data has very short-term relevance for analysis. Volatility is

the issue that relates to temporal irrelevance of recent past data for analysis.

IoT Data Processing

The data processing encounters following cause —effect challenges in IoT:

i)

if)

iii)

iv)

vi)

Multi-venue data processing —the distributed processing of IoT data across the
client-to-cloud network nodes encompassing multiple Venues (such as edge/ fog
nodes, and cloud platforms) requires cloud co-ordination for efficient management
of partially-processed data, and management of multiple venues with regard to

per-use metering, billing, and QoS satisfaction for [oT applications.

Continuous Strict Real-time Analysis —strict real-time analysis demands extremely
latest data to be continuously available for analysis. The issue of determining what
quanta/time-frame of sensor readings is useful for analysis and making such data

continuously available is termed as data Volatility.

Meaningful Insights to be extracted —the efficacy of IoT applications lies in deriving

Value by data-driven analysis of raw sensory data.

Need for Semantic Processing —the challenge of creating, updating and managing

sensor ontologies, and vocabularies for semantic processing is termed as Vocabulary.

Incompleteness in Multi-Source Data —when multi-source IoT data is combined
together for meaningful analysis, there exists an incompleteness or inconsistency in
information termed as Vagueness i.e., the data ambiguity in combining multi-source
data.

Summarized Knowledge Representation —the challenge of presenting the summa-
rized knowledge to the end-user in a summarized and comprehensible manner is
termed as Visualization. Visualization is challenging in IoT due to high-dimensional

of data, continuous analysis loop, and varied types of data.

IoT Applications

The IoT applications pose following challenges:

i)

ii)

Continual data-driven knowledge: continuous analysis of IoT data is aimed to ex-

tract meaningful Value from IoT data.

Real-time Knowledge Representation: the extracted knowledge must be presented
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Figure 2.2: Challenges for Big Data in IoT
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to end-user by appropriate interactive Visualizations that are easy to comprehend

and demonstrate the real-time state of IoT devices.

2.1.4 Research Contribution: 13 V’s Challenges of Big Data in
IoT

Based on the identified 13 V’s challenges for big data in IoT, this section presents the
research contribution of this review study as 13V’s challenges for big data in IoT defined

as follows and shown in Figure 2.3.

Volume

This characteristic of Big Data denotes the colossal amount of data which makes the
Big Data- “Big”. The volume of IoT data is of the order of Zettabytes or even higher
magnitudes. Undoubtedly, such enormous data requires distributed solutions for storage
and processing. However, the existing distributed solutions suffer from scalability issue
especially for large-scale IoT applications that involve both, real-time and historical data
storage, and management. Further, high volume of IoT data strains the current network
bandwidth, thereby challenging the optimized use of available network bandwidth among

data-intensive applications of multiple stakeholders.

Variety

This characteristic refers to the heterogeneous formats of data including structured, semi-
structured and unstructured data. The issue of variety relates to efficient data modeling,
in order to store, query, process, and analyze the dissimilar formats data. Variety is
a common characteristic in [oTBD, as [oT applications often involve multi-source data
(examples, WSN, sensor-based IoT devices, multimedia, MCS, open data etc.), which is

often generated in disparate formats.

Velocity

Velocity refers to the speed at which data is ingested. This issue deals with the ability of
big data solutions to receive and process the rapidly arriving data. In IoT, the real-time
streaming data arrives the computing infrastructures at very high velocity. Moreover, the
data ingestion speed of multiple sources may vary, that demands flow control techniques

to regulate the data ingestion rate from multiple sources.

Veracity

Veracity is the issue of uncertainty about truthfulness of captured data due to lack of trust
in data source(s). In IoT, data inaccuracy is introduced at the data provenance level (i.e.,
data source level) due to several reasons such as, sensor malfunctioning owing to device

wear-and-tear, lack of trust and reliability of data sources, and in some IoT applications
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particularly relying on MCS people may intentionally provide false information for fun or
misguidance. Such data inaccuracy, right at the data origin stage, hampers the quality
of data, and hence, the overall value of analytics decisions based on such untruthful
data.
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Figure 2.3: 13 V’s Challenges of IoT Big Data

Value

Value implies the data-driven knowledge based on which, the intelligent actions/decisions
are taken on the connected loT devices. Knowledge extraction in IoT suffers from issues
such as, nature of data: real-time data, fine-granule, weak in semantics, and space-time
correlated; quality of data; and data processing required for both, real-time and historic
data. However, the quality of analysis can be improved by the optimizing several factors
such as choice of analysis algorithm, selection of data sample, by using clean and valid

data for analysis.

Variability

Variability is the issue of dynamicity associated with the data or data sources. In IoT,
dynamicity is introduced either due to mobility of IoT devices, or variability in sensor data
due to occurrence of event-of- interest in real-time. The quickly moving IoT devices may

suffer from intermittent data loss during frequent inter-network data migrations.

Visualization

Visualization is the issue of representing the summarized knowledge to the end-user in the
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form of interactive graphics or visuals. Visualization in IoT is challenging due to high-
dimensionality of data, visual inexpressiveness of some data formats (such as multimedia,

ontologies, social data etc.), and continuously changing real-time scenario.

Validity

Validity is the issue of uncertainty about data accuracy or cleanliness to carry out data
analysis. In IoT, the long multi-hop journey of data across heterogeneous networks affects
data accuracy by introduction of noisy, missing or redundant values. Similar to veracity,
validity also relates to the poor quality of IoT data and adversely impacts the value of
analytics decisions. However, unlike veracity, validity is the degradation of data after it
has been acquired i.e., mainly during data transmission, pre-processing and cloud storage

stages before carrying out the actual analysis of data.

Vulnerability

Vulnerability is the issue of insecure data that is susceptible to security and privacy
attacks. Ensuring data security and privacy in IoT is more complex due to several
factors such as, weakly secured IoT clients, data passage through multiple touch points,
increased attack surface owing to outsourced processing at edge/fog nodes, heterogeneous

IP and non-IP protocols.

Volatility

Volatility denotes the short-term freshness of IoT data. In other words, volatility is the
issue of the temporal irrelevance of past data for analysis, and deals with data concur-
rency, availability, and rapid retrieval. The real-time IoT data analysis involves only the
current and recent data values, while discarding the distant past data values. In this
regard, the issue of volatility relates to what quanta or time-frame of data to be used for

real-time analysis? and to continuously make such data available for analysis.

Venue

Venue is the issue of varying access rights, ownership (public/private/hybrid) and non-
interoperability of multiple venues used by data since its origin. In IoT, the data and
computation offloading on the intermediate edge, fog nodes necessitates monitoring, and

management of data across multiple heterogeneous venues.

Vocabulary is the issue of semantically representing data using ontologies, metadata,
hashtags, data handles, dictionaries etc. In IoT, the vocabulary relates to creation,
maintenance, and updating of standard cross-domain vocabulary for sensors, services,

applications, platforms to enable semantic processing of IoT data.

Vagueness

Vagueness refers to the data ambiguity and incompleteness when combining data from
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multiple sources or diverse paradigms. Diverse sources and paradigms vary in data mod-
eling and metadata management techniques resulting in disjoint pieces of information
while integrating multi-source data. The classic example of vagueness in IoT is seen
while integrating IoT data with social network data, as the two paradigms model data in

different ways viz. relationships between entities and device telemetry respectively.

2.2 Big Data Management in Smart City Frameworks

Previous section reviewed big data in IoT across several domains, however, this section
confines to big data management in smart city domain. This section reviews state-of-

the-art smart city frameworks and identifies research gaps in existing works.

2.2.1 State-of-the-Art Smart City Frameworks

This section reviews the current literature on big data management for smart cities.

Ramos et al. [112] propose a data lake based architecture for heterogeneous big data
management for smart cities. This work propose to integrate heterogeneous data from
different external databases, IoT sensors, stream data, data warehouses, and so on using
Apache NiFi into a Hadoop data lake. The data lake supports distributed query process-
ing and analysis ans uses a 3-rd party metadata management tool named as, HANDLE.
The proposed data lake architecture is validated for a case study on zip-code wise ge-
ographic distribution of no. of citizens using three different smart city applications of
Alagoas state, Brazil. The limitations of this work include, not a cloud-based architec-
ture, did not use IoT data, and no use of spatial processing rather the zip code values

column in application databases is used for querying the data.

Mete et al. [43] propose a framework for geospatial big data analysis for a smart city. This
work performs spatial join on city’s buildings energy-efficiency data with their geospa-
tial data to perform spatial clustering for region-level assessment of energy-efficiency
levels. This work compares the performance of Dask-GeoPandas vs. Apache Sedona
to perform spatial operations like join and clustering, wherein Sedona performs better
than Dask-GeoPandas. The limitations of this work include, non-IoT urban data, not a
cloud-based architecture, and compute-intensive addition of new data into the warehouse

storage.

Raif et al. [113] propose IISOBA, a big data architecture to integrate heterogeneous
IoT, and drones data for a smart city. In this work, Apache NiFi is used to flow data
from diverse sources to a Hadoop data lake, for which Apache Hive metastore is used for

metadata management and Apache HBase is used to support queries over the urban data.
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The limitations of this work include, lack of case study implementation and performance

evaluation results, and it is not a cloud-based architecture.

Riberio et al. [114] propose a smart city big data framework based on microservices ar-
chitecture. This work stores real-time data in Hadoop data lake with additional microser-
vices for metadata manager, authentication, data querying, and so on. The limitations of
this work include, not a cloud-based architecture, and lacks case study implementation

and experimental results.

Ordonez-Ante el al. [115] propose Explora to perform spatio-temporal querying of smart
city data. This work proposes two queries: snapshot temporal and historical spatial to
analyze air quality monitoring stream data for the city of Antwerp in Belgium. The
stream data summaries are continuously stored in a custom 3D cube data structure to
represent continuous data views. In addition, for persistent storage, this work considers
two implementations one using PostgreSQL as the spatial database approach and second
using Apache Kafka and RocksDB as the distributed stream processing approach. Exper-
imental results prove that distributed processing approach scales well as data grows rather
than spatial database approach. The limitations of this work include, not a cloud-based
architecture, limited analysis types, extensive storage space consumed for continuous and

persistent storage.

Santos et al. [116] propose a Spatial Online Analytical Processing (SOLAP) framework for
[oT data stream in a smart city. This work stores incoming data into HDF'S and processed
data into a spatial data warehouse. In addition, GeoSpark is used for spatial processing
in the form of three types of spatial queries: spatial join, k-nn, and containment query
followed by QGIS for visualization. The framework is validated for the traffic dataset for
Aarhus city, Denmark. The limitations of this work include, no support for predictive

analysis, limited types of spatial queries, ignored the temporal dimension.

Li et al. [117] propose JUST, a platform-level data engine for spatio-temporal analysis of
data. This work takes spatio-temporal data from external data sources or databases and
uses Apache Spark to perform three types of queries viz. spatial range, spatio-temporal
range, and k-nn. The limitations of this work include, non-IoT data, not a cloud-based

solution.

Alic et al. [118] propose BIGSEA, a platform for big data analysis of spatial trajectories
from public transportation system. This work stores data in Ophidia that stores multi-
dimensional data using a data cube abstraction and analyzes using Spark for entity
matching of spatial coordinates and crowdedness prediction. The framework is validated

using public transport trajectories from Brazil. The limitations of this work is that it is
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designed specific to undertaken use case and is not adaptable for other smart city use

cases, based on non-IoT data.

Anejionu et al. [119] propose SUDS, a cloud-based spatial big data processing system for
open government data across major cities of U.K. This work considers social and economic
data to propose urban metrics like transport availability, housing affordability, and so on.
This work uses both spatial and non-spatial (social, economic) data, such that spatial
data is stored using in data lake and spatial database PostGIS, while the non-spatial is
stored using Snowflake. Descriptive queries on warehouse storage are run to measure the
desined spatial urban metrics and geoserver is used for map-based visualizations. The
limitations of this work include, data storage in silos i.e., separate spatial and non-spatial

storage, and non-IoT data.

Osman et al. [120] propose Smart City Data Analytics Panel (SCDAP), a big data
platform for analyzing smart city data from multiple sources like IoT, social media,
Wireless Sensor Network (WSN). This platform stores data in multiple data-silos HDF'S,
NoSQL and SQL databases and then, process it using Apache Storm and Spark to analyze
both real-time and batch smart city data. The limitations of the proposed platform are
as non-cloud platform, siloed data storage, no visualization support, no proof-of-concept

implementation.

Rathore et el. [53] propose a system for smart city real-time analytics. The proposed
system uses Hadoop ecosystem, specially Spark over Hadoop to process smart city data
from various IoT datasets. This work performs graph processing using Giraph on Hadoop
for analyzing transport data. The limitations of this work include, non-cloud architecture,

no consideration of spatial data.

Silva et al. [39] propose an architecture for smart city IoT big data management. The
proposed architecture uses HDFS and Apache HBase for data storage, and uses MapRe-
duce for offline data processing and Spark for online data processing. The limitations of

this work include, non-cloud architecture, no fusion with non-lIoT data.

Lv et al. [121] proposes integration of Geographic Information System (GIS) with cloud
computing to perform 3D spatial processing of data using GIS-on-cloud to support various
smart city uses cases. The limitations of this work include, lack of practical case study

implementation, no big data handling, no IoT data used.

Bellini et al. [122] propose Sii-Mobility an architecture for smart city data management.
The proposed architecture integrates multi-source city data, such as static POI data,
real-time mobility data (bus tracking, mobility events, and so on) with Km4City smart

city ontology. This work stores data using HDFS, Apache HBase, Apache Pheonix over
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HBase, and Virtuoso (semantic data store) for semantic-based integration to produce
noSQL records of data. The data is retrieved through SPARQL queries or the REST
APIs to develop mobile, web applications for dashboards, city information systems. The
limitations of this work include, non-cloud architecture, data inconsistency when musing

multiple storage solutions.

Babar et al. [30] propose a three-layer big data management architecture for smart cities.
The proposed data management architecture is based on Hadoop ecosystem and processes
the data using MapReduce for analysing Aarhus city data. The limitations of this work
include, non-cloud architecture, does not consider spatial data, limited analytics using
MapReduce.

Negru et al. [123] propose a two-layer storage based architecture for managing hetero-
geneous smart city data. The proposed architecture ingests variety of data from IoT,
WSN, spatial data into Hadoop data lake as the bottom layer and maintains various
types of databases atop the data lake, such as Oracle spatio-temporal database, NoSQL
databases, document and tabular databases. The limitations of this work include, lack
of proof-of-concept implementation, no fusion of spatial and IoT data, two-layer storage

may lead to data inconsistencies.

Chen et al. [124] proposes VAUD for spatio-temporal analysis of urban data. This work
proposes to use multi-source urban data, such as spatial, POIs, GPS trajectories, and
so on for exploratory analysis i.e., which, when, where queries for urban data. This
work stores the spatio-temporal data using Space-Time-cube (ST cube) storage and runs
exploratory queries. The limitations of this work include, non-cloud architecture, did not
tap big data technologies, the cube-based data storage on single-node will face scalability

issues, and based on non-IoT data.

Rathore et al. [29] propose a four-tier architecture for smart city big data management.
The proposed architecture is based on Hadoop ecosystem that stores data in HDFS and
uses MapReduce, Spark, VoltDB, and Storm to analyze the urban IoT data. The limita-

tions of this work include, non-cloud architecture, does not consider spatial data.

Table 2.5 taxonomizes the reviewed smart city big data frameworks on the basis of frame-
work design and Table 2.6 taxonomizes the reviewed smart city big data frameworks on

the basis of data management.
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Table 2.5: Taxonomy of Smart City Big Data Frameworks Based on Framework Design

Author(s)

Nature of Data

IoT and Geospatial Fu-
sion

Distributed Han-
dling of Big Data

Implemented Case Study

Ramos et al.,
2023

[112]

IoT, external databases

X(used zip-code as textual
column in databases)

v

Zip-code wise analysis of no. of citizens using
3 different smart city apps for Alagoas state
(Brazil)

Mete et al., [43] 2023 open data (csv), geospatial data | v v Spatial analysis of Buildings Energy-efficiency
(geopackage) data for England and Wales

Raif et al., [113] 2022 IoT devices, drones, and video | X v None
cameras

Riberio et al. [114] | real-time data stream X v/ None

2021

Ordonez-Ante et al. | IoT data stream X v Air quality monitoring for Antwerp city in Bel-

[115] 2020 gium

Santos et al. [116] 2020 | IoT data stream, GIS spatial | X v Traffic data from Aarhus, Denmark
data

Li et al. [117] 2020 spatio-temporal dataset X v Logistics trajectory dataset analysis

Alic et al. [118] 2019 Public transport GTFS trajecto- | X v Public Transport Trajectories Analysis for
ries (non-IoT data) Brazil

Anejionu et al. [119] | Social, economic data X X Urban Metrics analysis for major cities of U.K.

2019

Osman et al. [120] | IoT, WSN, social media X v None

2019

Rathore et al. [53] | IoT, Graph data X 4 Graph processing of transport data using Gi-

2018 raph

Silva et al. [39] 2018 IoT X v Analysis of IoT datasets from Aarhus, Den-

mark
Bellini et al. [122] 2018 | Static POI data, real-time mo- | semantic-based fusion v Integration of Mobility trajectories, static

bility data, spatial data of city,
Km4City ontology

POIs, spatial data for the city of Flo-
rence/Tuscany area

Lv et al. [121] 2018 3D spatial data from GIS X not specified only theoretical use-cases, lacks practical im-
plementation
Babar et al. [30] 2017 | IoT X v Analysis of Aarhus city data
Negru et al. [123] 2017 | IoT, Spatial, WSN, external | X X None
APIs

Continued on next page
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Table 2.5 — Continued from previous page

Author(s)

Nature of Data

IoT and Geospatial Fu-
sion

Distributed Han-
dling of Big Data

Implemented Case Study

Chen et al. [124] 2017 | non-IoT  (GPS trajectories, | X X Analyzing traffic jam, find lost phone use cases
POIs, social media) for a city
Rathore et al. [29] | IoT X v Analysis of IoT datasets from several cities

2016

Table 2.6: Taxonomy of Smart City Big Data Frameworks Based on Holistic Big Data Management

Author(s) Data Storage Data Processing Data Visualiza- | Data Manage-
tion ment

Ramos et al.,, [112] | Hadoop Data Lake Descriptive Querying (PrestoDB, Tableau) Streamlit (map) HANDLE, a 3rd-

2023 party metadata

management tool

Mete et al., [43] 2023

Data Warehouse

Spatial ~ Clustering  (compared  Dask-

GeoPandas with Apache Sedona)

Datashader (map)

X

Raif et al., [113] 2022 | Hadoop Data Lake Descriptive Querying (Apache HBase) X Hive metastore for
metadata manage-
ment

Riberio et al. [114] | Hadoop Data lake Descriptive and Predictive (Apache kafka, | Apache Superset, | metadata catalog in

2021 Spark) Kibana NoSQL

Ordonez-Ante et al. | 3D space-time data structure, Post- | Descriptive Querying (Apache Kafka) Matplotlib X

[115] 2020 greSQL, RocksDB

Santos et al. [116] 2020 | Spatial Data warehouse Descriptive Spatial Querying (GeoSpark) QGIS X

Li et al. [117] 2020 HDFS, Hive, Apache HBase Descriptive Spatio-Temporal Querying | X metadata table in

(JustQL) MySQL

Alic et al. [118] 2019 Ophidia (data cube abstraction) Descriptive: trajectory matching, Predictive: | map X

crowdedness prediction (Apache Spark)

Anejionu et al. [119] | Data lake, PostGIS, Snowflake ware- | Descriptive BI Queries (Snowflake warehouse) | geoserver only for non-spatial

2019 house data

Osman et al. [120] | HDFS, Apache HBase, Kudu (NoSQL | Data Mining, Machine Learning X v

2019 databases)

Rathore et al. [53] | HDFS Spark over Hadoop, Giraph line plots, bar plots | X

2018

Continued on next page
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Table 2.6 — Continued from previous page

Author(s) Data Storage Data Processing Data Visualiza- | Data  Manage-
tion ment

Silva et al. [39] 2018 HDFS, Apache HBase Batch Processing (MapReduce), real-time | line and bar plots X
(Spark)

Bellini et al. [122] 2018 | HDFS, HBase, Pheonix, Virtuoso Queries (SPARQL), REST APIs X X

Lv et al. [121] 2018 Cloud storage 3D spatial processing GIS X

Babar et al. [30] 2017 | HDFS Batch Processing (MapReduce) line, bar plots X

Negru et al. [123] 2017 | two-layer:  multiple databases atop | Not specified X X

Hadoop data lake

Chen et al. [124] 2017 | Space-Time cube Exploratory queries (which, when, where, | map-based X
what)

Rathore et al. [29] | HDFS, HBase, Hive, SQL Batch (MapReduce), Real-Time (Spark, | line, bar plots X

2016

Storm)




2.2.2  Analysis of Smart City Frameworks

This section analyzes state-of-the-art smart city frameworks for big data management

from two aspects — framework design and data management approaches as follows:

e Framework Design
Smart city frameworks must be scalable to handle large scale urban data. Scalable
infrastructure and resources to manage the urban big data are provided by the
resource-rich cloud computing platforms. However, few works [115, 124, 122, 29,
53, 120, 39, 30, 114, 112] did not consider cloud-based architecture for their smart
city frameworks. In addition to scalable resources, the cloud computing also offers
fault-tolerance, security, and privacy features. Thus, an ideal smart city framework
must adopt cloud-based architecture for data-centric smart city applications. Next,
distributed storage and processing are recommended to address scalability [115,
125]. Single-node data storage approaches [119, 115, 124] will face issues like lack

of storage space and reduced processing speed as the data from smart city increases.

The second major design concern for smart city frameworks is the integration of
heterogeneous data. Some works [126, 127, 128, 122] consider semantic approaches
for integration of Points of Interest (POI) information with the IoT data. However,
the semantic approaches store data as Resource Description Framework (RDF)
triples and use semantic query language SPARQL for data retrieval. Semantics-
based for data integration is unsuitable for smart city applications, as SPARQL
retrieves data slower than curated databases, warehouses and do not support Ma-
chine Learning (ML) and Artificial Intelligence (AI) analysis unlike data lakes. On
the other side, if additional information (POI, and so on) is integrated during the
Extract, Transform, and Load (ETL) pipeline while storing the IoT data, it would
incur the processing latency only once, rather than impacting the latency for every
single retrieval query. Thus, novel approaches for heterogeneous data integration

at ETL level must be investigated.

e Data Management Approaches
Data management involves urban big data storage, processing, and management
for smart city applications. Current approaches to store smart city data can be
classified as database storage (NoSql [117, 39], spatial databases [119, 115], multiple
databases atop HDFS [123, 122, 120]); custom data structures [115, 124, 118]; data
warehouse [119, 116]; and hadoop-based data lakes [121, 116, 118, 29, 53, 123, 30,
114, 113, 112]. The database storage approach is limited by I/O bottlenecks, lack

of parallelism, and scalability issue for smart city applications [125]. Few works

42



[115, 124, 118] implemented custom data structure in the form of three-dimensional
cube for data storage and are limited by scalability, lack of open-source APIs and
cloud implementation. The data warehouse [119, 116] storage is optimized for
storing large scale structured big data that allows fast query retrieval. However, the
limitations of warehouse storage include lack of support for unstructured data and
poor retrieval performance for ML /AT workloads [129]. Such limitations i.e., ability
to store unstructured big data storage and optimized data retrieval for ML/AI
analytics are addressed in data lake storage. Data lakes store big data as distributed
part files either using the Hadoop File System (HDFS) or using the cloud-based
storage. However, data lakes do not address data quality and metadata management
issues. Nevertheless, a novel data storage framework — data lakehouse [130] is

emerging that combines the benefits of both data warehouse and data lakes.

Data lakehouse [130] is a recent data storage and management architecture that
offers reliable big data storage, high-performance retrieval, in-built metadata man-
agement, data quality and governance features. This recent data storage framework,
not implemented by existing works, is a promising direction for smart city big data
management. Table 2.7 provides a comparative analysis of traditional big data
management architectures i.e., data warehouses and data lakes with the lakehouse

architecture.

Data processing extracts valuable knowledge and insights from the stored urban
big data using various data analytics approaches. Data analytics approaches can
be classified into three types, descriptive, predictive, and prescriptive [44]. Descrip-
tive analytics derive summaries, extract hidden patterns, present visual reports for
answering ‘what happened in the past’ queries. Descriptive analytics approaches to
process the urban big data include, batch processing i.e. MapReduce [121, 123, 29,
30]; batch + stream processing [118, 120, 39, 53, 114]; data retrieval queries (spatial
[119, 116], spatio-temporal [115, 117, 124], others [122, 123, 118, 114, 113, 112]).
Predictive analytics learn hidden dynamics in large amount of historical data to
predict future events like ‘what will happen in the future’. Predictive analytics
include Machine Learning (ML) [120, 118, 114, 131, 132] and Deep Learning (DL)
[44, 133, 134, 135]. Prescriptive analytics suggests future decisions, such as ‘what
should be done to make this happen’. This type of analytics has not been under-
taken in existing works. The type of analytics in a smart city use case depends on
the nature of data and the underlying use case. Ideally, various kinds of analytics,
at least both descriptive and predictive analytics, should be seamlessly supported

within a single smart city framework. In addition, data management features, such
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as add and and analyze latest [oT data and data quality management are crucial

for smart city big data frameworks.

Table 2.7: Comparison of Traditional Data Management Architectures with the Lakehouse
Architecture

Features

Data Warehouse (DW)

Data Lake (DL)

Data Lakehouse (DLH)

Nature of Data

Structured data

Semi-structured, unstruc-

tured data

All: structured, semi-
structured, and structured
data

Data Quality

Highly curated, structured
data, reliable

Raw data in native formats,
not reliable

Raw and curated data in
open data formats, reliable

Type of Analytics

Querying, BI and reporting

Data Science: ML and Al

Both, querying and ML/AI

Support for ACID | Yes No Yes
transactions

Schema Schema-on-read Schema-on-write Schema-on-read
Cost High Low Low

Data governance and
metadata manage-
ment

Can be integrated in DW

Need to use 3rd party tools

In-built support for meta-
data handing and data gov-
ernance

Target Users

Enterprise users

Data scientists and engi-

Both, data engineers and

neers enterprise users

2.2.3 Research Gaps in Smart City Frameworks

From the state-of-the-art analysis of smart city frameworks for big data management,
following research gaps have been identified:

RG1 No Fusion of IoT data with City’s Geospatial Data: Integrating IoT big data
(spatio-temporal sensor data) with geospatial data (city locations and maps data) is
crucial in analyzing urban dynamics from space-time dimensions at multiple scales. Pre-
vious works did not embrace this promising integration and they consider only one type
of urban data in their work. For instance, [29, 53, 120, 39, 30, 114, 113, 112] consider
only ToT data without geospatial data, while [119, 117, 118, 124] consider only geospatial
data without IoT data. However, considering both types of urban data, as few works
[121, 116, 115, 123, 122] have started, is crucial for an ideal smart city framework.

RG2 Non-Cloud Architecture: Many works [115, 124, 122, 29, 53, 120, 39, 30, 114, 112]

did not consider cloud-based architecture for their smart city frameworks.

RG3 Scalability: Apparently, urban big data will pose scalability issue when it is stored
and analyzed using single-node technologies like using spatial databases or grid-based
custom data structures [119, 115, 124]. On the contrary, big data infrastructures based
on distributed storage and processing [115, 125] are recommended to address scalabil-
ity.

RG/ Inefficient Storage Architecture: Storage architectures in previous works include
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Hadoop-based data lake [121, 116, 118, 29, 53, 123, 30, 114, 113, 112]; Databases: NoSql
[117, 39|, spatial databases [119, 115], multiple databases atop HDFS [123, 122, 120];
Data Warehouse [119, 116]; and custom data structures [115, 124, 118]. However, novel
efficient storage architectures like the Lakehouse architecture [130] that features the com-
bined benefits of both, the data lake and data warehouse is not explored for smart city

frameworks yet.

RG5 Add/Store New Data: Smart cities will generate new data over time, which should
be efficiently cleaned, pre-processed and loaded into framework’s storage layer. None of

the previous works address this challenge.

RG6 Limited Analytics Types: Types of analytics in previous works include: Batch
processing i.e. MapReduce [121, 123, 29, 30]; Batch + Stream [118, 120, 39, 53, 114];
Retrieval queries: Spatial [119, 116], Spatio-Temporal [115, 117, 124], others [122, 123,
118, 114, 113, 112]; Machine Learning [120, 118, 114]. Ideally, various kinds of analytics

should be seamlessly supported within a single smart city framework.

RG7 Spatio-Temporal Perspective & Queries Tazonomy: As mentioned earlier, majority
of works neglected spatio-temporal analysis of urban big data. While few works [123, 124,
115, 117] consider spatio-temporal aspects of urban IoT data, they analyze the urban data
for a few, yet different queries. Nevertheless, there exist a knowledge gap in literature
for a standard taxonomy or list of baseline Spatio-Temporal (ST) queries for smart city

applications.

RG8 Multi-Resolution Analysis: Space and time information can be represented at mul-
tiple resolution scales. For example, space can have different scales like point (longitude-
latitude site), small area (neighborhood, postal district etc.), large area (zone, governance
area), and entire city and time can have different scales like hour, day, week, month, year
etc. The framework should be flexible enough to support analytics for varying space-
time scales. Only [115] considered multi-resolution analysis, however, this work store
aggregate data for each resolution scale, which limits number of resolution scales and is
inefficient. Rather, aggregates/ statistics for multiple resolutions can be computed upon

query demand to avoid lot of pre-computation and save extra storage.

RG9 Data Quality € Governance: Many works [121, 116, 115, 124, 123, 29, 53, 120, 39,
30] ignored data quality, metadata management and data governance challenges, which

must be addressed for an application like smart city.

RG10 Data Versioning € Time Travel: Smart Cities will generate new data over time,
which should be integrated into the smart city framework to support analytics on fresh as

well as any previous version of data selectively. Therefore, the framework should support
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schema validation while adding latest data, data versioning and time travel to different
data versions in order to effectively enable analytics for chosen version of data. None
of the previous works address the data versioning and time travel challenge, which is an

important requirement for smart city frameworks.

Table 2.8 provides a summary of identified research gaps in previous works on big data

management in smart city frameworks.
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Table 2.8: Research Gaps in Previous Works w.r.t Big Data Management in Smart City Frameworks

Elements | Research | Status of Previous Works Desired for Smart City Frameworks
of SC | Gaps
Frame-
work
Framework Nature of | Ignored either IoT or geospatial urban data: IoT data without | Both types of data, IoT and geospatial data
Design Data geospatial data [29, 53, 120, 39, 30, 114, 113, 112]; geospatial data | of the city are crucial for an ideal Smart City
without ToT data [119, 117, 118, 124]. Only few works consider both, | Framework
IoT and geospatial data [121, 116, 115, 123, 122]
Non Many works did not consider cloud-computing [115, 124, 122, 29, 53, | Ideally, the Smart City framework should fol-
Cloud Ar- | 120, 39, 30, 114, 112] low a cloud-based architecture [1, 38, 136,
chitecture 125]
Scalability | Few works [119, 124] did not adopt distributed processing to address | Distributed processing is recommended to
scalability address the scalability challenge [125, 115]
Data Inefficient | Storage architectures include: hadoop-based data lake [121, 116, 118, | Novel efficient storage architectures like the
Storage Storage 29, 53, 123, 30, 114, 113, 112]; Databases: NoSql [117, 39], spatial | Lakehouse architecture [130] that features
Architec- | databases [119, 115], multiple databases atop HDFS [123, 122, 120]; | the combined benefits of data lake and ware-
ture Data warehouse [119, 116]; custom data structures [115, 124, 118] house should be explored for Smart City
frameworks
Add/Store | None of the previous works address this challenge Smart Cities will generate new data over
New Data time.  Thus, the Smart City framework
should accommodate addition of latest data
Data Limited Analytics include: Batch Proc. (MapReduce) [121, 123, 29, 30]; | Various kinds of analytics should be seam-
Processing Analytics | Batch + Stream [118, 120, 39, 53, 114]; Retrieval queries: Spatial | lessly supported within a single Smart City
Types [119, 116], Spatio-Temporal [115, 117, 124], others [122, 123, 118, | framework

114, 113, 112]; Machine Learning [120, 118, 114]

Continued on next page
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Table 2.8 — Continued from previous page

Elements | Research | Status of Previous Works Desired for Smart City Framewoks

of SC | Gaps

Frame-

work
Spatio- Many works did not consider spatio-temporal analysis [29, 53, 39, | Analyzing urban data from spatio-temporal
Temporal | 120, 30, 113, 114]; only spatial analysis [122, 121, 119, 116, 112]. Few | perspective is crucial to derive useful data-
Perspec- exceptions are: [123, 124, 115, 117, 118] driven insights about urban phenomena.
tive & Moreover, there is a need to propose a taxon-
Queries omy of ST Queries for smart city applications
Taxon-
omy
Multi- Previous works neglected multiple space-time resolutions of data ex- | Multi-level urban decision making (opera-
Resolution | cept [115] tional, managerial, policy making etc.) re-
Analysis quires considering multiple space-time reso-

lutions for fine-grain to coarse-grain analysis
of data

Data Data Many works did not address data management at all: [121, 116, 115, | Efficient data management in a Smart City

Management| Quality 124, 123, 29, 53, 120, 39, 30]. While, few addressed as: data manage- | framework should include metadata manage-
& Gover- | ment [119]; metatdata management [117, 118, 114, 112]; data quality | ment alongwith data quality and governance
nance [122, 113]
Data Ver- | None of the previous works address the data versioning and time | Smart City framework should include new
sioning travel challenge data periodically over time. Thus, efficient
&  Time data versioning is crucial to enable time
Travel travel among different versions of urban data




The critical analysis of state-of-the-art smart city frameworks identifies these existing
research gaps, which must be addressed to design and develop an efficient smart city

framework.

2.3 Smart City: Edge Computing Support for Real-
Time IoT Applications

This section focuses on real-time smart city IoT applications. Such applications are
latency-critical, thus, to satisfy Quality of Service (QoS) criteria for such applications
edge and fog computing [137, 17, 18, 138, 139] are used, in collaboration with the cloud,
to run such applications in a multi-tier architecture. Research works on optimal service
placement for edge-based architecture are reviewed to enable real-time smart city IoT

applications.

2.3.1 State-of-the-art Service Placement in Edge-based Archi-

tecture

The things-centric smart city IoT applications should exploit edge-based architecture
for QoS-aware service delivery of real-time smart city IoT applications [17, 138]. The
Multi-access Edge Computing (MEC) paradigm uses its widespread mobile (i.e., cellular)
network, in collaboration with the remote cloud, to realize the low-latency and high-
bandwidth real-time IoT applications [138]. To do so, the Mobile Network Operators
(MNOs) provide access of their network devices (gateways, edge servers, and so on) to
the IoT applications for running suitable services on their infrastructure. Thus, the MEC-
cloud collaboration seems to be a promising solution for enabling real-time smart city loT
applications. However, the decisions for which service to place at which compute node
must be taken optimally to satisfy an optimization criteria (minimize latency, energy, and
so on) under given constraints (cpu, memory, and so on). Thus, the SPP is formulated
and solved as a mathematical optimization problem with optimization criteria and set of
constraints [36]. Reinforcement Learning (RL)-based approaches have been proposed in
literature to solve the SPP. The RL algorithms can be classified as meta-heuristics, Value-
Based (VB), Policy Gradient (PG), and model-based algorithms [140]. The meta-heuristic
SPP approaches [141, 142, 143, 144, 145, 146, 147] use a searching-based algorithm like
Particle swarm optimization (PSO), Ant Colony Optimization (ACO), Non-dominated
Sorted Genetic Algorithm-1I (NSGA-II), and so on to search the near-optimal solution
in the random search space for solving the placement problem. The searching-based

algorithms find the near-optimal solution but does not guarantee to find the optimal
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solution. However, the learning-based algorithms, such as VB, PG, and model-based RL

algorithms interact with the stochastic environment and learn from their experience to

provide an optimal solution to the placement problem. Furthermore, a recent paradigm

named as, Deep RL (DRL) algorithms has emerged that combine RL and Deep Learning

to solve the optimal decision-making for problems with large state-space and action-

space. Therefore, the service placement for smart city applications must also be solved

using DRL algorithms. Thus, many recent works consider learning-based DRL algorithms
as, VB DRL algorithms [148, 149, 150, 151, 152, 153, 154, 155], PG DRL algorithms

(156,
SPP.

157, 158, 159, 160, 161], and model-based DRL algorithms [162, 163] to solve the

e Meta-Heuristic Approaches for Service Placement

Deng et al. [141] places the services (i.e., tasks) of mobile users either locally on User
Equipment (UE) or the edge computational nodes. This approach assumes that
mobile users will pay for the consumed edge resources and proposes a service pricing
model. This work proposes 0-1 weights-based improved weighted PSO algorithm
to solve the SPP that minimizes latency, energy consumption and price for the
user. Ma et al. [142] performs service placement for dependent tasks of Directed
Acyclic Graph (DAG) applications in the three-tier user-MEC-cloud architecture.
This work proposes a queue-based improved multi-objective PSO that minimizes
task completion time and execution cost for multiple DAG applications. Peng
et al. [143] applies a Non-dominated Sorted Genetic Algorithm-II (NSGA-II) to
optimize energy and cost for workflow applications of mobile users. Xu et al. [144]
applies Ant Colony Optimization (ACO) for privacy-preserving service placement
in smart city by solving the trade-off between privacy entropy value and placement
performance i.e., time, energy consumption and load balance variance. In another
work, Xu et al. [145] performs trust-oriented service placement in smart city that
determines a privacy conflict set to represent non-trusted edge nodes for a given
service, and then, applies Strength Pareto Evolutionary Algorithm (SPEA2) to
solve the trade-off between privacy conflicts and various placement metrics. Dubey
et al. [146] combines Cuckoo Search Optimization (CSO) and PSO to solve the
SPP for fog-cloud environment to minimize application makespan, cost and energy
consumption. Jojoa et al. [147] proposes an ACO-based model — MAACO that
integrates mobility-awareness and application-priority to minimize latency while
dynamically placing services for mobile users running critical applications in a smart

city.

e Value-Based Approaches for Service Placement
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Xiong et al. [148] extends DQN with multiple buffers to optimize completion time
and resources requested for placing services of a single IoT application in a single-
server MEC. Ale et al. [149] applies DQN to determine the MEC placement server
and its cpu frequency to optimize energy consumption and no. of tasks completed
for multiple independent deadline-based tasks of many users. Gazori et al. [150]
proposes a Double DQN based algorithm for placing independent IoT tasks in a
hierarchical fog-cloud network to optimize delay and cost under the resource and
deadline constraints. Tang et al. [151] uses DQN for placing dependent services
of an application in edge computing to optimize transmission and computation
cost. Lu et al. [152] proposes a DQN with LSTM as the last layer to optimize
the energy consumption, cost and load balancing for mobile users in multi-server
MEC. Panda et al. [153] proposes a DRL based scheme to optimize the IoT devices’
energy consumption in edge computing. Chen et al. [154] proposes a Double DQN
based algorithm for placing services of mobile users to optimize execution time and
energy consumption. Wei et al. [155] uses DQN for placing single deadline-based
task from multiple mobile users in a single-server MEC to optimize latency and

energy computation.

Policy Gradient Approaches for Service Placement

Goudarzi et al. [156] uses distributed actors-learners by combining importance
weighted actor-learner architecture (IMPALA) with recurrent neural network (RNN)
to place dependent services of DAG applications in fog-cloud computing environ-
ment. Wang et al. [157] uses sequence-to-sequence neural network to represent
binary-offloading policy in MEC, which is trained using Proximal Policy Optimiza-
tion (PPO) to minimize total latency for all dependent tasks of mobile users. Zheng
et al. [158] applies the DQN, PPO and Deep Dterministic Policy Gradient (DDPG)
algorithms to minimize total delay and failure rate for placing independent, delay-
constrained services of mobile users in MEC and find that DQN outperforms both,
PPO and DDPG. Zhan et al. [159] applies PPO to determine sequence of placement
actions in vehicular edge computing to minimize latency and energy consumption.
Sadiki et al. [160] applies PPO to determine two continuous actions: cpu frequency
and user’s transmit power for minimizing power consumption and offloading delay
in multi-antenna MIMO MEC environment. Liu et al. [161] applies Actor-Critic for
placing multiple, independent services of a single mobile user in MEC to minimize

the latency and energy consumption.

Model-Based Approaches for Service Placement

Brogi et al. [162] uses Monte Carlo simulation to estimate QoS assurance under
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varying QoS of communication links to place services of a single IoT application in
QoS and cost-aware manner. Chen et al. [163] applies Monte Carlo Tree Search
(MCTS) to construct the environment model for SPP in MEC for multiple mobile
devices, which is then, solved by using DNN to optimize the latency and power

consumption.

2.3.2 Analysis of Service Placement in Edge-based Architec-

ture

Service placement using meta-heuristic algorithms generate a random set of policies and
determine the best and worst policy. Then, the algorithm converges to a (near) optimal
policy using advanced random search or evolutionary approaches. However, the major
drawback is that these approaches require the mathematical model of problem at hand,
which is not practical for the dynamic MEC environment, where channel conditions keep
on varying [149]. The searching-based meta-heuristic approaches assure to find good
near-optimal solutions, but the optimal solutions might not be explored in their search
strategy. Thus, searching-based meta-heuristic algorithms are not recommended to solve
the SPP for dynamic environments like MEC networks, and hence, the dynamic smart

city environment.

The VB and PG classes of RL algorithms are called as model-free algorithms, as they do
not require the model of environment in advance, rather they find the optimal solution by
learning from the experience gained by interacting with the stochastic environment. For
very large state-space and action-space, the Deep RL (DRL) variants of these algorithms
combine the Deep Neural Networks (DNN) with the RL algorithms. Among these, the
VB algorithms directly optimize the action-value Q-function i.e., obtain optimal Q*(s, a),
which indirectly optimize the agent policy. Whereas, the PG algorithms directly optimize
the policy using policy parameters, which indirectly optimizes the value function (Q-
function) [140]. Thus, model-free DRL algorithms (both, VB and PG) have the potential
to solve the SPP for smart city applications.

The model-based DRL algorithms operate on the model of environment i.e., either the
world dynamics are explicitly given, or they are obtained from outputs corresponding
to black-box interactions with the environment [140]. Therefore, the model-based ap-
proaches are suitable only for small-scale service placement. For large-scale service place-
ment scenario such as a smart city, these approaches tend to be highly compute intensive
in generating large number of diverse samples to simulate the model of the environment
with reasonable accuracy. Thus, model-based algorithms are not suitable for SPP for

smart city applications.
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2.4 Conclusion

This chapter provides an in-depth review of literature for smart city enablement. First,
big data management in IoT is reviewed across several application domains, followed
by cloud computing support for IoT and [oT big data management. Then, smart city
frameworks for big data management are reviewed and the existing smart city frameworks
are taxonomized on the basis of framework design and big data management approaches.
These smart city frameworks are analyzed to identify research gaps in existing smart city
frameworks. Finally, for enabling real-time smart city IoT applications, edge-computing

based service placement works from literature are reviewed.

Next chapter presents the design of the proposed smart city framework that considers

the integration of heterogeneous IoT and geospatial data of the city.
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Chapter 3

Cloud4loTCity: Proposed Smart City Frame-

work

The previous chapter reviews the existing literature on the subject under study i.e., tech-
nologies for enablement of smart city framework. It undertakes to study in detail the IoT,
cloud computing, and big data management approaches for handling smart city data. It
gave a chance to understand various aspects and issues of the current study. It facilitated
the identification of gaps in this research area, such as lack of data fusion approaches to
integrate IoT big data with geospatial data of the smart city, inability to accommodate
the latest urban data over time, lack of cloud computing technologies, not considering the
application requirements for spatio-temporal analysis of urban data, and so on. These

research gaps motivate the design of the proposed framework.

This chapter presents the proposed ‘Cloud{loTCity’ framework that addresses the identi-
fied research gaps for holistic big data management for a smart city. Cloud4loTCity is
a cloud framework based on the fusion of geospatial and IoT big data for spatio-temporal
analysis and efficient management of smart city data. CloudfloTCity is designed as a
layered framework that comprises of four layers namely, storage layer, processing layer,
service layer, and application layer. This work is novel and applicable to any smart city
IoT dataset, which has space-time qualified sensor readings and also provides the spatial

dataset comprising of (longitude, latitude) coordinates for sensor locations.

This chapter is organized as follows: Section 3.1 outlines major design features that
the proposed smart city framework must support. Based on these design features, the
proposed smart city framework is designed in Section 3.2. Then, Section 3.3 discusses
the significance of proposed framework to smart city managers. Section 3.4 discusses how
the framework addresses the research gaps. Section 3.5 proposes a taxonomy of spatio-
temporal queries supported by the proposed framework. Finally, Section 3.6 concludes the

chapter.
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3.1 Framework Design Features

This section outlines major design features that must be supported by a smart city big

data management framework:

Design Feature 1 (DF1): Integration of Heterogeneous Data

Smart cities generate heterogeneous data. An efficient framework for smart city big
data management must perform meaningful integration of multi-source heteroge-
neous urban data, such as [oT data with disparate urban data (example, geospatial

data) to enhance the value of insights drawn from data-driven analysis.

Design Feature 2 (DF2): Data Management Service to Add New Data
Smart cities generate new [oT data over time. The smart city frameworks should

allow the addition and analysis of latest data, while ensuring data quality.

Design Feature 3 (DF3): Scalable Framework Design
Smart cities are large IoT environments with thousands of sensors generating IoT
big data. Thus, distributed big data storage and processing on the scalable cloud

infrastructure must be considered for scalable framework design.

Design Feature 4 (DF4): Spatio-Temporal Perspective for Urban Data

Smart city applications are classified into several types based on their applica-
tion design (Section 1.1.3). The smart city applications present diverse application
requirements. For example, government-centric analytics-driven urban planning
applications have requirements for urban data analysis in space and time dimen-
sions. Thus, the space-time information within IoT sensing data should be tapped

to enable spatio-temporal analysis of urban big data.

3.2 Cloud4loTCity: Framework Design

In this section, Cloud4loTCity, an IoT and cloud based smart city framework has been
proposed for holistic big data management of smart city data on a cloud platform. The
framework considers the integration of IoT big data with geospatial data of the city,
enables data analysis from spatio-temporal perspective, and supports design features
sketched in Section 3.1. The proposed Cloud4loTCity framework is shown in Figure
3.1. Cloud4loTCity is designed as a cloud-centric framework, which makes it accessible
across the internet for data ingestion from the smart city infrastructure layer and for
delivering knowledge-driven services to the user layer. The framework comprises of four

layers: storage layer, processing layer, service layer, and application layer on the cloud as
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discussed next.
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3.2.1 Storage Layer: Lakehouse Storage with Delta Tables

Storage layer in the proposed Cloud4loTCity framework is based on the recent data lake-
house architecture [130], which combines the benefits of both the data warehouses and
data lakes into a single storage architecture. Among data storage architectures, data
warehouses store curated and structured data into reliable warehouse storage, which is
optimized for structured queries and Business Intelligence (BI). The downside of ware-
house storage is that it is not suitable for ML/AI analysis due to lack of support for
semi-structured and unstructured big data. Henceforth, data lake storage architecture
emerged with the idea to store all sorts of structured, semi-structured, and unstructured
big data in their native formats as distributed files on either the cloud object store (eg.
AWS 83), or on hadoop file system. The downside of data lakes is that it looses data
quality and reliability, which necessitates the use of third-party metadata management
tools. Thanks to the recent research, the recent lakehouse storage architecture [130] has
emerged, which adds a metadata layer to the data lake storage, such that both heteroge-
neous data and its metadata are physically stored together as .parquet (an open format)

files and logically accessible as tabular storage.

In the proposed framework, storage layer is implemented using Delta Lake [164], which
implements the lakehouse storage architecture in the form of high-performance tables
that are stored on any cloud object store, such as AWS S3. Delta lake creates three
levels of structured tables — bronze, silver, and gold delta tables with increasing levels
of data quality and aggregation. Each delta table is physically stored as distributed
.parquet files on the underlying cloud storage. In addition, delta lake offers in-built
metadata management and data governance. To do so, it maintains transaction logs and
checkpoints, maintains dataset versions and updates table’s metadata whenever the delta

tables are written, overwritten, or appended.

The three types of delta tables are created by executing three ETL pipelines namely, raw-
to-bronze, bronze-to-silver, and silver-to-gold respectively, which are discussed ahead in
Section 3.2.3.

3.2.2 Processing Layer: Distributed and Parallel Processing on

Compute Cluster
Processing layer in the proposed Cloud4loTCity is based on a compute cluster that
follows the master-worker architecture to perform distributed processing of big data in

parallel over the worker machines. Apache Spark [165, 166], which is a high-performance

cluster-based big data processing engine is used for distributed processing in the proposed
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framework. In addition, delta lake supports integration with Spark, which enables the
spark cluster to directly access delta tables from the storage layer without any 3rd-party

data connectors.

However, spark does not provide native support for handling geospatial data, which is
available in spatial formats like .geojson, .shapefile, .kml, and so on. The geospatial
data encodes the (longitude, latitude) information in the form of spatial objects, such
as point, line, polygon, multi-polygon, and many more with geometry datatype. The
proposed framework relies on geospatial data of the smart city. Thus, a cluster-based
spatial processing engine is required that can be integrated with spark. Therefore, Apache
Sedona (formerly GeoSpark) [167, 168, 169], which is built on top of spark for distributed
spatial processing on a compute cluster is used by the proposed framework. Moreover, the
superior performance of Apache Sedona for spatial processing relative to its counterparts

is demonstrated experimentally in earlier works [170, 43].

To sum up, processing layer in the Cloud4loTCity framework comprises a compute cluster
with open-source softwares: Delta Lake, Apache Spark, and Apache Sedona (abbreviated
as DSS cluster in rest of the text). The DSS cluster is able to directly access the delta
tables of the storage layer, which store the raw and fused geospatial and IoT big data
of the smart city to perform big data and spatial processing using Spark and Sedona

APIs.

3.2.3 Service Layer: Data Engineering and Data Processing

Services
Service layer in the proposed framework implements two kinds of data services:

i) Data Engineering Services (DES): these services deal with creation, updation, gover-
nance and management of storage layer data. DES services include data fusion, add new

data, optimize data layout, and dataset versioning for time travel

ii) Data Processing Services: these services deal with analysis and visualization of the
data. These include spatio-temporal descriptive analysis, predictive analysis, and map-

based visualization.

Data Engineering Services
These services are implemented as ETL pipelines to create, update, manage and govern
the data in storage layer of the framework. The proposed framework provides four DES

services as follows:

e DESI: Fusion of Geospatial and IoT Big Data into Structured Delta Lake Tables

59



e DES2: Add New IoT Data
e DES3: Data Layout Optimization
e DES4: Dataset Versioning and Time Travel

DES1: Fusion of Geospatial and IoT Big Data into Structured Delta Lake
Tables

This service takes as input the raw heterogeneous geospatial and IoT data to create
the storage layer delta tables. For creating the bronze, silver, and gold delta tables,
three ETL pipelines, namely, raw-to-bronze, bronze-to-silver, and silver-to-gold are used

respectively.

The raw-to-bronze pipeline reads each type of urban data, i.e., the geospatial and IoT
data in their native formats, such as .csv, .json, .geojson, .shapefile, and so on into Spark’s
Structured DataFrames and writes them as individual bronze delta tables without doing

any pre-processing or data cleaning.

The bronze-to-silver pipeline reads all the bronze delta tables to perform data clean-
ing, datatype transformation, co-ordinate system transformation, and performs spatial
and non-spatial data joins (spatial containment joins, joining non-spatial data with spa-
tial data) to write a single silver delta table, which is of high quality than the bronze
tables.

The silver-to-gold pipeline reads the silver delta table and performs data aggregation
based on common query columns to enable quick retrieval for most of the business queries.
In the proposed framework, the analysis will be done from spatio-temporal perspective.
Therefore, few commonly used pairs of space-time scales are used as aggregation columns
to write multiple space-time aggregated gold tables that represent high-quality aggregated

business data.

Note that, as part of in-built metadata management, delta lake assigns version num-
ber 0 to all three types of delta tables upon their successful creation using this DES1

service.

DES2: Add New Data

This service enables the proposed framework to add the recent smart city IoT data
generated over time. This service ensures that only quality data can be added into existing
storage layer tables by performing a schema validation test. The schema validation test
checks if the schema of the input file(s) (i.e., new data) matches with the schema of the
bronze table, only then does it proceed to apply the corresponding ETL steps to append

this new data into the three types of delta tables. Otherwise, it gives a schema mismatch
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error and does not update any of the delta tables.

Note that delta lake automatically updates the transaction log, delta tables’ versions
(previous version number + 1), and their metadata whenever new data is successfully
added to the delta tables.

DES3: Data Layout Optimization

This service optimizes the layout for a delta table, which is stored physically as distributed
.parquet files on the cloud storage. Delta lake supports z-ordering to optimize the layout
for a delta table by re-arranging its data within small .parquet files on the basis of
a specified z-ordering column. This layout optimization uses the value of z-ordering
column to pick up matching records from separate files and store them together in a

same file.

Z-ordering a given delta table is preferred for a column that has many distinct values and
occurs frequently in query predicates (for example, site_id for a sensor). For instance,
z-ordering on the site_id column will collect rows for site=1 distributed across several
small files and place them together into a file, and a similar re-arrangement is done for all
values of z-ordering column. This co-location of similar information enables data-skipping
algorithms to skip many (.parquet) files while searching for site_id value(s), which results
in faster query retrieval. This layout optimization service can be run after a write or an

append operation on delta tables, i.e., after DES1 or DES2.

DES4: Dataset Versioning and Time Travel

This service leverages delta lake’s in-built dataset versioning and time travel feature.
The write, append, and optimize operation on a delta table creates a new version of
the delta table. Thus, the services DES1, DES2, and DES3 create newer versions of
delta tables, which is reflected in their metadata. The versions’ metadata information
includes version_id, version_ timestamp, user metadata description, data operation, engine

information, and so on for all the versions of delta tables.

A read operation on the delta table retrieves its most recent version by default. However,
delta lake supports time travel to any specific version by specifying either the version_id
or version_timestamp. Time travel to a specified version enables the retrieval of an older
snapshot of urban data in the proposed framework. In the proposed framework, version-
specific data analysis services are supported that analyze data w.r.t retrieved snapshot
of the data.

Data Processing Services
These services perform data analysis and generate map-based visualization for analysis

results. The fusion of geospatial and IoT big data in the proposed framework enables
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data analysis from a spatio-temporal perspective. The proposed framework provides three

services for data analysis and visualization as follows:

e Descriptive Analysis Service
e Predictive Analysis Service
e Map-based Visualization Service

Descriptive Analysis Service

This service performs descriptive analysis of data in delta tables using structured queries
for retrieving urban attribute information from spatio-temporal perspective. In the pro-
posed framework, this service is named as Multi-Resolution Spatio-Temporal Query Pro-
cessing (MRST-QP). The MRST-QP service allows the end-user, i.e., smart city managers
to run fifteen types of spatio-temporal queries for urban data analysis. This taxonomy is

proposed in this work and is explained in detail in Section 3.5.

The choice for various space-time scales depends on the smallest scale of space-time in the
given smart city IoT dataset, as higher resolution space-time scales can be derived from
lower-resolution column values by applying suitable operations. For example, date, week,
month, and other higher time-scales can be derived from the datetimne (i.e., timestamp)
column. However, spatial resolutions depends on the available geospatial data resolu-
tions. For example, small area neighborhoods, large area admin zones, and entire city
represent three different resolutions on space scale. The spatial join functions, such as
ST_CONTAINS, ST_WITHIN from Sedona API can be used to map the sensor (longitude,
latitude) points with higher-resolution spatial areas. In this way, the proposed framework

generates multiple space-time scales from the given geospatial and IoT datasets.

Since delta lake stores the fused urban big data as structured delta tables, Spark SQL — the
distributed SQL Query Engine of Spark for structured data retrieval is used to implement
the descriptive analysis service in the proposed framework. A Spark SQL session on a
DSS (Delta Lake, Spark, Sedona)-enabled compute cluster can run Spark+Sedona SQL
queries on the delta tables. The DSS cluster distributes the delta table’s .parquet files
among its worker nodes for distributed query processing. Both Spark and Sedona offer
Python APIs, so PySpark script files are written to implement the business logic for
multi-resolution spatio-temporal queries for each of the fifteen queries for smart city

taxonomized in section 3.5.

Predictive Analysis Service
This service runs the ML models to predict the urban attribute for chosen spatial site(s)

for a futuristic time. Such a spatio-temporal predictive analysis is based on the ML
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models trained per-site for the urban data. In the proposed framework, this service is
named as Multi-Resolution Spatio-Temporal Machine Learning (MRST-ML) that allows
the end-user, i.e., smart city manager to run per-site trained ML models to predict the

urban phenomena for a future time.

The choice of space-time scales, whether fine-grained or coarse-grained scales to use for
prediction, depends on the nature of urban data i.e., the smart city use case. For instance,
fine-grained predictions, such as per-site hourly/ daily predictions, are suitable for highly
dynamic domains such as traffic data, and coarse-grained predictions, such as area-wise
monthly/quarterly predictions, are ideal for less dynamic domains such as air quality

monitoring data.

It is worth noting that training the ML models for all sites of the city is compute-intensive
compared to running the trained model for predictions. Thus, to train a large number of
ML models for per-site predictions, the training of ML models is done in a distributed
manner using Pandas User Defined Function (UDF). When the smart city manager user
uses this MRST-ML service to make predictions for the chosen sites, the corresponding
trained models of that site are loaded and run to give predictive analysis results to the

user.

Map-based Visualization Service

The proposed framework is designed for smart city domain, hence, the analysis results
for both, descriptive and predictive analysis are presented in the form of map-based
visualization. The proposed framework uses Plotly Express [171] python library to create
interactive map-based visualizations. These interactive maps support pan, zoom-in/out,

and save features.

In the proposed framework, scattered mapbox plots are used for site-level plotting to show
spatial points and choropleth plots are used for for area-level plotting to show spatial
polygons. The visualization service displays a single map-based plot for an instant of
time (any scale) and displays an animation of time frames for a range of time. When the
descriptive or predictive analysis, i.e., MRST-QP or MRST-ML services are ready with
their analysis results, they call this service to render the map-based plots along with the

textual-tables to present the analysis results to the user.

3.2.4 Application Layer: Urban Analytics SaaS Web App

Application layer of the proposed framework enables the development of applications for
spatio-temporal analysis of the urban data on the basis of services from the service layer.

The proposed framework proposes a cloud-based software-as-a-service (SaaS) application
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for smart city government managers, officials and policy makers to analyze the smart city
[oT data using MRST-QP service for spatio-temporal descriptive analysis and MRST-ML

service for spatio-temporal predictive analysis.

3.3 Significance of the Proposed Smart City Frame-

work

[oT-based smart city applications generate geolocated and timestamped sensor readings
for the measured urban attribute like traffic volume, air quality, noise levels, and many
more. Such smart city [oT data has space and time information, such that the sensor’s
(longitude, latitude) location is the spatial information and the timestamp of a reading is
the temporal information. Such spatio-temporal information about the measured urban

attribute paves the way for spatio-temporal analysis of smart city loT data.

Spatio-temporal analysis of smart city IoT data can unfold useful data-driven insights,
such as analyzing trends and behavior in urban data, detecting epicenters of certain
phenomena, observing spatial distribution of urban phenomena for a specific instant
or period of time, summarizing urban data over space-time horizon, predicting urban
phenomena for a site in futuristic time, and many others. Such spatio-temporal insights
are useful for smart city managers, government officials, city planners, and policymakers

for making policy design and urban planning decisions.

Next section discusses how the proposed framework outshines existing smart city frame-
works by addressing the research gaps found in current smart city frameworks for big

data management.

3.4 Mapping of the Designed Framework with Iden-
tified Research Gaps

The designed Cloud4loTCity smart city framework addresses the research gaps for smart
city big data management identified in the section 2.2.3 as follows:

RG1 No Fusion of IoT data with City’s Geospatial Data: The proposed framework con-
siders the fusion of smart city IoT data and the geospatial data of the city

RG2 Non-Cloud Architecture: Cloud4loTCity is designed and implemented as a cloud-
based framework

RG3 Scalability: The proposed framework performs distributed storage and distributed

processing in the cloud to address the scalability issue for urban big data
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RG4 Inefficient Storage Architecture: The proposed framework implements the efficient
Lakehouse architecture [130] for data storage, which offers the combined benefits of data
lakes and data warehouses with other add-on features

RG5 Add/Store New Data: New data can be easily added into our framework with
schema validation and data versioning

RG6 Limited Analytics Types: The proposed framework supports various analytics ser-
vices, such as data engineering service and data processing services. Among these, data
engineering comprises Extract-Transform-Load (ETL) pipelines for the framework’s in-
ternal tasks, such as storage layer creation and other data management features, while
data processing services include data-driven analysis and visualization services to support
application development. Data processing services in the proposed framework include:
descriptive analysis, predictive analysis, and visualization services.

RGT7 Spatio-Temporal Perspective € Queries Taxonomy: A taxonomy of 15 spatio-
temporal queries for smart city applications is proposed in section 3.5 and is used to
perform the descriptive analysis of urban IoT data from space-time perspective

RG8 Multi-Resolution Analysis: The proposed 15 spatio-temporal queries are imple-
mented for multiple space-time resolutions

RG9 Data Quality € Governance: Major advantange of lakehouse architecture over tra-
ditional data lakes is its built-in features for efficient metadata management and data
governance. The lakehouse architecture stores the transactional metadata along with the
large scale big data to ensure data quality, metadata management, and governance
RG10 Data Versioning € Time Travel: Data versioning and time travel is an impor-
tant feature offered by delta lake storage architecture [164], which is used by the proposed

framework for version-specific urban data analysis.

Next section presents the proposed taxonomy for spatio-temporal queries for smart city
applications. These queries are used by Cloud4loT City framework for descriptive analysis

of past urban data using query-based retrieval.

3.5 Proposed Taxonomy of Spatio-Temporal Queries

for Smart City Applications

A taxonomy of spatio-temporal queries for smart city applications is proposed in this
section, as there exist a knowledge gap in literature regarding standard list of baseline
spatio-temporal queries for smart city domain. The proposed taxonomy is adapted from
a taxonomy of eleven query types for spatio-temporal data retrieval given by Yuan et al.

[172]. This taxonomy [172] is for generic applications and does not consider the smart
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city analysis requirements. Hence, this taxonomy is enhanced with respect to smart
city managers analysis needs. Therefore, a novel taxonomy of fifteen spatio-temporal
queries for smart city applications is proposed and is shown in Figure 3.2. The proposed
taxonomy categorizes fifteen queries into three types: five spatial, four temporal, and six
spatio-temporal queries. Each of these query types with multi-resolution query examples

and their significance for smart city analytics are summarized in Table 3.1.

Taxonomy for Spatio-Tempaoral Queries for Smart City
Applications

l

Spatial Queries Temporal Queries [ Spatio— Temporal Queries J

|
= Spatial Simple —> Temporal Simple = Spatio-Temporal WHAT
= Spatial Simplewith = Temporal Range = Spatio-Temporal WHERE
Condition [WITHIN/k-NN)
Spatio-T | WHEN
: . —=  Temporal Relation OF-A ’ patio-iempora
= Spatial Range
. Temporal Relation OF- = Spatio-Temporal Range

= Spatial Relation WITHIN ” EACH

) Spatio-Temporal
__~! spatial Relation k-NN Behaviour AT TIME

Spatio-Tempaoral
Behaviour OVER-RANGE

Figure 3.2: Taxonomy for Spatio-Temporal Queries for Smart City Applications

3.5.1 Spatial Queries

Spatial queries apply spatial processing operations like spatial object (point, polygon,
and so on) retrieval, k-NN (k-nearest neighbor), spatial range, and many more. The
spatial queries for smart city domain include:

i) Spatial Simple: the basic address retrieval query to retrieve the points or polygon
spatial objects

ii) Spatial Simple with Condition: spatial objects retrieval based on evaluation of
a spatial-condition (WITHIN or k-NN). If the spatial condition is WITHIN then, retrieve
spatial points that are located WITHIN the selected polygon objects else, if the spatial
condition is k-NN then, retrieve 'k’ number of spatial points, which are nearest neighbors
of the input query point

iii) Spatial Range: retrieve aggregated attribute (e.g., traffic volume) information over
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spatial polygons to get the statistical overview over range of spatial addresses

iv) Spatial Relation WITHIN: retrieve attribute information for those spatial points,
which lie WITHIN selected polygon objects. This query involves solving the spatial con-
tainment join for getting the contained points and retrieving attribute information for
those points

v) Spatial Relation k-ININ: retrieve attribute information for those k spatial points,

which are closest neighbors of the input query point

To summarize, the first two query types help the smart city officials get information on
spatial addresses (points/polygons) responsible for generating data in their application;
then, the spatial range helps to get a statistical attribute summary over spatial polygons
helpful in making district or area-wise comparisons and decisions. Finally, the last two
spatial relation queries provide fine-grained per-site attribute information, either w.r.t
WITHIN relation, which is helpful for district/area managers to get per-site information
for their districts/areas, or w.r.t k-NN relation, which helps in querying the attribute

information closest to a hotspot or POI in the city.

3.5.2 Temporal Queries

Temporal queries analyze urban data from the temporal dimension without applying any
spatial processing functions. The temporal queries for smart city domain include:

i) Temporal Simple: the basic attribute retrieval for chosen spatial sites at any time
scale (temporal scales: datetime, date, week, month, quarter, year, all)

ii) Temporal Range: retrieve aggregated attribute information for spatial sites’ during
a range of time, wherein the querying user defines the time range on an hourly/ daily/
weekly/ monthly/ quarterly/ yearly basis to support multiple time resolutions. This
query captures the statistical attribute information for the spatial sites at each time
frame during the chosen range of time

iii) Temporal Relation OF-A: retrieve attribute information for spatial objects for a
range of time instances, which are part OF-A bigger time moment, for example, retrieve
attribute information for chosen spatial objects (points/ polygons) for 08:00 to 18:00
Hours OF-A Day 2020-12-30

iv) Temporal Relation OF-EACH: retrieve attribute information for spatial objects
for a range of time instances, which are part OF-EACH bigger time scale, for example,
retrieve attribute information for chosen spatial objects (points/ polygons) for Mon to
Fri OF-EACH Month

To summarize, the temporal queries enable smart city officials to analyze the temporal

dimension of urban data, such that the first query provides temporal snapshot of attribute
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information at any time resolution. In contrast, the range query displays an animation
of temporal snapshots for fine-grained site-level statistical attribute information. Fur-
thermore, the animation of temporal snapshots may involve heterogeneous time scales,
which implies solving the complex temporal relationships such as OF-A, OF-FACH in
choosing a smaller time slice taken from a bigger time slice, such as working hours (8
AM to 6 PM) of-a week, all weeks of-a quarter, weekends (Sat to Sun) of-each month,
and many more and that too for either fine-grained spatial sites or coarse-grained spatial
polygons. The last two temporal relation queries address such querying needs for urban

data analysis.

3.5.3 Spatio-Temporal Queries

Spatio-temporal queries analyze the urban data from spatial and temporal dimensions
with multiple resolution scales for both dimensions and may involve spatial processing.
These queries include:

i) Spatio-Temporal WHAT: basic attribute retrieval for spatial objects for temporal
value at any chosen space and time resolution

ii) Spatio-Temporal WHERE: retrieve spatial objects that satisfy the given temporal
and attribute conditional-threshold criteria. This query retrieves information about spa-
tial objects, i.e., WHERE (spatial scales: points/ polygons) the attribute value satisfies
the chosen threshold condition (>, >, <, <, =) for the chosen time scale

iii) Spatio-Temporal WHEN: retrieve time instances that satisfy the given spatial and
attribute conditional-threshold criteria. This query retrieves temporal information, i.e.,
WHEN (DateTime, date, week, month, quarter, year) the attribute value satisfies the
chosen threshold condition (>, >, <, <,=) for the chosen spatial scale

iv) Spatio-Temporal Range: retrieve aggregated attribute information over range of
both space and time i.e. get animation of statistical attribute information over time range
for chosen spatial polygons

v) Spatio-Temporal Behaviour AT-TIME: retrieve statistical attribute pattern for
spatial objects at chosen time for any space-time resolution

vi) Spatio-Temporal Behaviour OVER-RANGE: retrieve statistical attribute pat-

tern for spatial objects for a range of time for any space-time resolution

To summarize, the first three spatio-temporal queries enable the smart city officials to
query the attribute (what) information, location information where the attribute satisfies
the threshold condition, and time information when, the attribute satisfies the thresh-
old condition, respectively. Next, the spatio-temporal range query provides a temporal

animation of spatial polygons, which is quite helpful in assessing district or area-wise
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policies/decisions over a range of time. Finally, the last two behavior queries summa-
rize the urban dynamics (attribute), either as a temporal snapshot (AT-TIME) or as an
animation of temporal snapshots (OVER-RANGE).

These 15 taxonomized queries form the basis for multi-resolution spatio-temporal queries
for descriptive analysis in the proposed Cloud4loTCity framework. Each of these fifteen
query types with multi-resolution query examples and their significance for smart city

analytics are summarized in Table 3.1.
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Table 3.1: Description of Proposed Spatio-Temporal Queries for Smart City Data Analysis

Query Description Multi-Resolution Query Examples Significance for Smart
Type City Analytics
Spatial Multi-resolution Spatial Location(s) (Points, or Polygons | 1. Get sl, s210, s450 Sites Know the sensor locations
Simple spatial objects) Information 2. Get D1, D2, D6 Districts in the city or the city’s
Points: Sites 3. Get North West, Central, and South East Areas spatial areas
Polygons: District/ Area/ City 4. Get ALL Areas
Spatial Spatial Point(s) information either WITHIN spatial poly- | Within: 1. Get Sites WITHIN D2, D6, D6W districts IoT Devices/ Sensors’
Simple gons or NEAREST to a point-of-interest (POI) in the city | 2. Get Sites WITHIN Central, South Central Areas Spatial ~Sites Informa-
with Con- | Polygon: District/ Area/ Clity 3. Get Sites WITHIN City tion based on a spatial
dition POI: (long,lat) k-NN: 1. Get 10 Nearest Neighbour Sites from (-6.2341, | condition
53.3124)
Spatial Statistical attribute (eg. Traffic) summary over spatial | 1. Get agg. traffic for D2, D5, D6W Districts at 2020-12-25 | Spatial Distribution anal-
Range polygon(s) at given timestamp (datetime) 12:00:00 time ysis of urban phenom-
2. Get agg. traffic for ALL AREAS at 2021-01-01 09:00:00 | ena (i.e., the attribute eg.
time traffic volume) for area-
3. Get agg. traffic for city at 2022-04-05 20:00:00 time wise evaluations and com-
parisons
Spatial Fine-grained attribute information for sites WITHIN poly- | 1. Get traffic for sites WITHIN D8 district at 2020-12-25 | District/ Area/ City man-
Relation gon(s) for any time scale (datetime, date, week, month, | date agers get fine-grained Per-
WITHIN quarter, year etc.) 2. Get traffic for sites WITHIN North Central Area for the | Site Attribute information
week 2022-W52 for Sites in their domain
3. Get traffic for sites WITHIN ALL districts for the month
2022-12
Spatial Attribute information for sites nearest to a POI in the city | 1. Get traffic for 20 nearest neighbour sites from (-6.4356, | Attribute Information
Relation for any time scale (datetime, date, week, month, quarter, | 53.3214) at 2020-12-25 date Spread for k Nearest Sites
k-NN year etc.) 2. Get traffic for 8 nearest neighbour sites from (-6.3214, | from a POI
53.3124) for the week 2022-W52
Temporal Fine-grained Attribute Information Snapshot for Site(s) for | 1. Get traffic for site s110 at 2020-12-25 09:00:00 time Temporal Snapshot for
Simple any time scale (datetime, date, week, month, quarter, year | 2. Get traffic for sites 243, 343, s540 for the date 2022- | Fine-grained Sites at cho-

etc.)

02-28
3. Get traffic for ALL sites for the quarter 2022-Q3

sen time

Continued on next page
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Table 3.1 — Continued from previous page

Query Description Multi-Resolution Query Examples Significance for Smart
Type City Analytics
Temporal Summarized Attribute information (sum, avg, min, max) | 1. Get traffic for site s110 from 2020-12-25 08:00:00 to 2020- | Temporal Snapshots An-
Range for Site(s) at time instants over range of time 12-25 06:00:00 imation for site-level At-

Time Range Scales: datetime, date, week, month, quarter, | 2. Get traffic for sites s243, s546 from 2022-01-01 to 2022- | tribute Summaries over

year 01-15 Range of Time

3. Get traffic for ALL sites from 2021-W40 to 2021-W52

Temporal Attribute information for selected spatial object(s) involv- | 1. Get traffic for sites s220, s532 for 08:00 to 10:00 (morn- | Temporal Snapshots for a
Relation ing heterogeneous time scales such as, smaller time slice | ing) Hours OF-A day 2022-12-25 smaller scale time slice ’of
OF-A OF-A bigger time instant 2. Get traffic for D2,D6,D6W districts for Monday to Fri- | a’ bigger scale temporal

1. HOURS OF-A Day/ Week/ Month/ Quarter/ Year day Days OF-A Quarter 2021-Q3 value

2. DAYS OF-A Week/ Month/ Quarter/ Year 3. Get traffic for ALL Areas for Weekdays Week OF-A

3. WEEKS OF-A Month/ Quarter/ Year Quarter 2020-Q4

4. MONTHS OF-A Quarter/ Year 4. Get traffic for ALL Sites for All Weeks OF-A Month

5. QUARTERS OF-A Year 2020-02

5. Get traffic for City for ALL Quarters OF-A Year 2021

Temporal Attribute information for selected spatial object(s) involv- | 1. Get traffic for sites s220, s532 for 08:00 to 10:00 (morn- | Temporal Snapshots for a
Relation ing heterogeneous time scales such as, smaller time slice | ing) Hours OF-EACH day smaller scale time slice ’of
OF-EACH | OF-EACH bigger time scale 2. Get traffic for D2, D6, D6W districts for Monday to | each’ bigger time scale

1. HOURS OF-EACH Day/ Week/ Month/ Quarter/ Year | Friday Days OF-EACH Quarter

2. DAYS OF-EACH Week/ Month/ Quarter/ Year 3. Get traffic for ALL Areas for Weekdays Week OF-EACH

3. WEEKS OF-EACH Month/ Quarter/ Year Quarter

4. MONTHS OF-EACH Quarter/ Year 4. Get traffic for ALL Sites for All Weeks OF-EACH Month

5. QUARTERS OF-EACH Year 5. Get traffic for City for ALL Quarters OF-EACH Year
Spatio- Multi-resolution space-time attribute (e.g. traffic) informa- | 1. Get traffic for sites 24, s67, s156 at 2020-12-25 15:00:00 | Fine-to-Coarse  grained
Temporal tion time WHAT information i.e.,
WHAT Space scales: Site/ District/ Area / City 2. Get traffic for All sites for 2022-06-30 date attribute information

Time scales: Datetime, Date, Week, Month, Quarter, Year, | 3. Get traffic for D2, D6, D8 districts for week 2021-W34 | for chosen spatial and

All 4. Get traffic for City for all time temporal values
Spatio- Retrieve WHERE i.e., Spatial object(s) (Points, or | 1. Get sites with traffic < 1000 at time 2020-12-15 09:00:00 | Get Spatial Hotspots in
Temporal Polygons) based on attribute threshold condition (<,<,> | 2. Get districts with traffic > 50000 for date 2022-01-01 the City based on At-
WHERE ,>,==) for chosen temporal value 3. Get areas with traffic == 8000000 for week 2021-W52 tribute Intensity Condi-

Time Scales: Datetime, Date, Week, Month, Quarter, Year

tion at the chosen time
value

Continued on next page
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Table 3.1 — Continued from previous page

Query Description Multi-Resolution Query Examples Significance for Smart
Type City Analytics
Spatio- Retrieve WHEN i.e., Temporal instants (for chosen time | 1. Get datetimes when was traffic < 1000 at sites s13, s456 | Get Important Time In-
Temporal scale) that satisfy an attribute threshold condition criteria | 2. Get dates with traffic > 50000 for districts D1, D6, D9 | stances when the At-
WHEN (<, <, >, >,==) for given spatial object(s) 3. Get weeks with traffic == 8000000 for areas Central, | tribute Threshold Condi-
South East tion is satisfied at chosen
4. Get months with traffic >= 1500000 for City spatial objects
Spatio- Summarized aggregate (avg, sum, min, max) attribute in- | 1. Get traffic for districts D2, D6, D8 from 2020-12-25 | Coarse-grained Temporal
Temporal formation for range of both, space and time 08:00:00 to 2020-12-25 06:00:00 Snapshots Animation of
Range Space Scales: Polygons (District/ Area/ City) 2. Get traffic for ALL districts from 2022-01-01 to 2022-01- | Attribute Summaries for
Time Scales: Datetime, Date, Week, Month, Quarter, | 15 Spatial ~ Polygons over
Year, ALL 3. Get traffic for ALL areas from 2021-W40 to 2021-W52 | range of time
Spatio- Attribute summary i.e., behaviour for chosen spatial ob- | 1. Get traffic behaviour for ALL sites for the week 2022- | Fine-to-Coarse  grained
Temporal | ject(s) at chosen time instance W03 Attribute Summary
Behaviour 2. Get traffic behaviour for D1,D5,D7 districts for date | Statistics for  Spatial
AT-TIME 2021-10-30 Objects at Point of Time
3. Get traffic behaviour for Central area for the month
2020-11
4. Get traffic behaviour for City for the quarter 2021-Q4
Spatio- Attribute summary i.e., behaviour for chosen spatial ob- | 1. Get traffic behaviour for ALL sites during the weeks | Fine-to-Coarse  grained
Temporal | ject(s) over range of time 2022-W03 to 2022 W15 Attribute Summary
Behaviour 2. Get traffic behaviour for D1, D5, D7 districts during the | Statistics for  Spatial
OVER- days 2021-10-10 to 2021-10-30 Objects over Range of
RANGE 3. Get traffic behaviour for Central area during the months | Time

2020-05 to 2020-11
4. Get traffic behaviour for City during the quarters 2021-
Q2 to 2021-Q4




3.6 Conclusion

This chapter presents Cloud4loTCity, a cloud based framework for IoT big data manage-
ment for a smart city. The proposed framework considers the integration of heterogeneous
urban data viz. IoT big data and multi-resolution geospatial datasets of the city. The
proposed framework provides data engineering services namely, data fusion, add new
data, data layout optimization, and time travel for efficient management of the urban
big data. In addition, the framework provides data processing services namely, descrip-
tive analysis, predictive analysis and map-based visualization for developing user-centric

applications based on the framework.

The next chapter discusses the implementation and validation of the proposed framework
through a case study on Urban Traffic Analysis for Dublin City. The case study uses real
[oT dataset from Dublin along with multiple geospatial datasets of the city to facilitate

their integration towards multi-resolution spatio-temporal analysis of IoT data.
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Chapter 4

Validation of the Proposed Framework

Previous chapter presented design of Cloud4loTCity smart city framework. The proposed
framework will assist the smart city government users in policy making and urban plan-
ning based on insights drawn by multi-resolution spatio-temporal analysis of the urban
data. It also presented a taxonomy of spatio-temporal queries that is used for descrip-
tive analysis by the proposed framework. The proposed framework and queries tazonomy
are used as a basis for implementation and validation of the proposed framework in this

chapter.

This chapter validates the proposed framework through a Case Study. The case study uses
traffic volume data from sensors for Dublin city. The case study implementation fuses
the IoT traffic volume data with Dublin’s geospatial data at multiple spatial resolutions
that are Dublin Districts (small postal areas), Dublin Admin Areas (city administrative
zones), and Dublin city to enable multi-resolution spatio-temporal analysis, whose map-
based results are presented in this chapter. This chapter also presents experimental results
regarding distributed processing and z-order indexing for all queries across different clus-

ter sizes.

Chapter organizations is as: Section 4.1 describes about implementation of the proposed
framework through case study with details on datasets. Section 4.2 discusses implementa-
tion of each layer of the proposed framework and Section 4.3 presents experiment results

for framework validation and finally, Section 4.4 concludes the chapter.
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4.1 Framework Implementation through Case Study

This chapter implements the proposed Cloud4loTCity framework through a case study

on urban traffic analysis for Dublin city. The details of the case study are as follows:

4.1.1 Datasets Used

Following datasets are used to implement the undertaken case study on Urban Traffic
Analytics for Dublin City:

i)

ii)

iii)

IoT Dataset: this work uses the SCATS Traffic Volumes data from Dublin City
(173, 174]. The Sydney Coordinated Adaptive Traffic System (SCATS) is an intel-
ligent transportation system for intelligent traffic light management implemented
in Dublin. The SCATS technology installs inductive-loop vehicle sensors embedded
in-roads to detect vehicle presence at more than 500 sites in the city. The SCATS
system pre-processes the obtained sensor readings to hourly readings for traffic vol-
ume across all sites and publishes the dataset as open data on the government
portals [173, 174]. The SCATS IoT data for each month is available as a structured
.csv file containing spatio-temporal sensor reading (i.e., site_id of the sensor, hourly
timestamp, traffic volume value). Traffic volume data from 2020 onwards is used
to implement the case study. Specifically, three years of data from Jan 2020 to Dec
2022 is used for DESI service to create the initial Delta Lake tables. Later, as new
data for the year 2023 was available, it was gradually added the incremental urban

data using the DES2 service, creating newer versions of Delta Lake tables.

IoT Sensors’ Location Dataset: This dataset gives the spatial geometry (longi-
tude, latitude) points for sensors’ locations. This spatial dataset for SCATS sensor
locations is available in many formats: .csv, .geojson, and .kml [175]. The site_id,
site_address_description, (longitude, latitude) geometry attributes in this locations
dataset identify a sensor location. In this case study, the .geojson spatial format is

used to work with the geometry datatype in spatial formats.

Geospatial Datasets of the Smart City: The fusion of city geospatial datasets
with IoT data widens the scope of spatial dimension for spatio-temporal urban
data analysis. Usually, the target city can provide the geospatial data at multiple
spatial scales, such as small area neighborhoods, large area admin zones, and the
entire city. For Dublin city, multiple spatial scales considered are as i) Dublin’s
Postal Districts, which represent small area neighborhoods for the city and follow

an Eircode-based addressing system for the city’s postal service, such as Dublinl
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(D1), Dublin2 (D2), up to Dublin 24 (D24) [176], ii) Dublin Administrative Areas
represent the five large area zones for city that the city government defines for
city administrative purposes [177], and iii) the entire city for city-level analysis.
The Dublin’s Postal District geospatial dataset in shapefile format at [178] and the
Dublin Administrative Areas geojson dataset provided by the Dublin city council
at [179] were available for use in the case study. However, the spatial dataset for
Dublin city could not be found, so this work applies the spatial union function
of Sedona ST_-UNION on the five admin areas in geojson [179] to get the spatial
polygon geometry to represent the entire Dublin city. Thus, this case study offers
four scales for the spatial dimension of the city: (longitude, latitude) points as sensor
sites, Dublin Postal Districts, Dublin Admin Areas, and the entire Dublin city for

multi-resolution spatio-temporal urban analysis in the undertaken case study.

4.2 Implementation of the Case Study

This section discusses the layer-wise implementation of the proposed Cloud4loTCity

framework for the undertaken case study.

4.2.1 Cloud4loTCity Storage Layer: Fusion of Geospatial and
IoT Data into Delta Lake Tables

The DESI service implements the framework storage layer by fusing the geospatial and
IoT big data to create Delta Lake tables on the cloud object store (AWS S3). The DES1
service comprises three ETL pipelines: raw-to-bronze, bronze-to-silver, and silver-to-gold,
which run on the DSS cluster. Figure 4.1 shows the detailed steps in these three ETL
pipelines for the case study on Urban Traffic Analysis for Dublin City.

As shown in Figure 4.1, in the raw-to-bronze pipeline, the non-spatial urban traffic
[oT dataset is loaded into a structured spark dataframe. After that, the Sedona spatial
format readers are used to load Dublin’s spatial data, i.e., traffic sensor locations, Dublin
Postal Districts, and Dublin Admin Areas, into spark dataframes. Next, the delta-spark
integration enables writing each spark dataframe as a bronze delta table. Note that the
path of the AWS S3 bucket is specified to store the delta tables on the cloud.

Then, in the bronze-to-silver pipeline, the bronze delta tables are loaded into the DSS
spark session and perform data pre-processing, enrichment, and fusion of spatial data with
non-spatial data to save the resulting processed data as a single silver delta table. As

shown in Figure 4.1, step 2 of this ETL performs data cleaning to remove unwanted rows/
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month year.csv

Feb 2020.csv Spatial Formats .geojson, shapefile etc.
Jan 2020.csv

shapefile

loT Data Sensor Locations Geospatial Geospatial Geospatial
Spatial Data Resolution 1 Resolution2 ... Resolutionn
Traffic Volume Data.csv Sensor Locations.geojson Dublin Postal Dublin Admin
(multiplefiles) Districts Shapefile Areas.geojson
Spark Reader APls J/ Sedona Reader APIs

1. Read Each Raw data into Spark Dataframes:

';aw'm' 1a. Read Non-Spatial data using Spark APIs : spark.read. format (‘csv’) .load (path)
E?L":: 1b. Read GeoSpatial data using Sedona APls: GeoJsonReader, ShapefileReader read spatial data and
DSS Sedona-Spark APIs enable writing Spatial Data into Spark Dataframe
Cluster 2. Write Each Spark Dataframe as individual Bronze Delta Table: df .write. format ( ‘delta’) .save (path)
\L Delta-Spark Writer APIs J/ J/ J/
BronzeTables A Traffic_Data.delta Sensor_Locations.delta Dublin_Postal_Districts.delta Dublin_Admin_Areas.delta
J/Delta-Spark Reader APIs \J/ \J/ ‘l/

1. Load Each Bronze Delta Table into Spark Dataframe: spark.read.format (‘delta’) . load (path) as
individual spark Dataframes, suchas traffic df, sensors df, postal df, areas df

2. Data Cleaning (remove unwanted rows/columns, duplicate rows, and rows with NULL)
B'::_ZE' 3. Data Transformation (Spatial Co-ordinate System Transformation, and Data type transformation)
silver 4. Data Enrichment (Derive and Add Columns for higher-scale of time dimension)
ETEon 5. Spatial Joins (Sedona Spatial Containment Joins using ST _CONTATNS to derive higher-scale spatial columns, derive

DSS higher-scale of spatial dimension from lower i.e., derive city spatial geometry using ST _UNTON on city admin areas)
Cluster Non-spatial Data with Spatial Data Join (Dataframe join of traffic data with all spatial data)
Write Silver Delta Table (save the joined Dataframe as Silver Delta table partitioned by year )
8. Apply Z-order Data Layout Optimization (z-order the silver table for optimized data layout)

y

Silver Tables A Traffic_Silver_Table.delta

\

1. Load Silver Delta Table into Spark Dataframe : spark.read. format (‘delta’) .load (path) as

N o

silver- traffic df
to-Gold 2. Create various aggregated partitions of data on space-time scales for commonly queried ST scales ( we chose 15
ETLon scales example, 1. site,date 2.site,week 3.site,month 4.dist,hour 5.dist,date 6.dist,week 7.dist,month 8.area,hour
DSS 9.area,date 10.area,week 11.area,month 12.city,hour 13.city,date 14.city,week 15.city,month )
Bk 3. Write Gold Delta Tables for each aggregated partitioned data (save each of the ST-scale aggregated Dataframe as
Gold Delta table)
v v \ s
Gold Tables A Site_Date_Agg.delta Site_Week_Agg.delta City_Month_Agg.delta

Figure 4.1: Fusion of Geospatial and IoT Big Data of a Smart City to Create Delta Lake
Tables

columns, followed by datatypes and coordinate system transformation in step 3. After
that, step 4 enriches the traffic dataframe from time-dimension by adding higher-scale
temporal columns: date, week (ISO format), month, quarter, and year derived from the
hourly timestamp in the traffic dataframe. Then, step 5 derives the city dataframe by the
spatial union on Dublin Admin Areas and performs spatial containment joins on pairwise
spatial dataframes (sensor locations with Dublin Postal Districts followed by Dublin
Admin Areas, followed by Dublin city) to create the enriched spatial dataframe with all

spatial-scale columns. Then, step 6 joins the enriched non-spatial traffic dataframe with
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the enriched spatial dataframe on the sensor_id column. The joined dataframe contains
columns for all space-time scales representing overall processed data, which is saved as a
silver delta table (step 7). Then, z-ordering is applied to optimize the data layout of the
silver traffic delta table (step 8).

Finally, the silver-to-gold pipeline aggregates data w.r.t fifteen commonly space-time
column pairs to serve as gold delta tables. Note that all these ETL pipelines are written

as Pyspark scripts to run on DSS compute cluster.

4.2.2 Cloud4loTCity Processing Layer: Compute Cluster for

Distributed Processing

The processing layer is implemented as a DSS compute cluster — Delta Lake, Spark,
Sedona cluster to perform distributed big data and spatial processing of the service layer
Pyspark scripts. The AWS cloud platform offers the AWS Elastic Map Reduce (EMR)
service to create and launch customized compute clusters for big data workloads. These
clusters spun on the AWS infrastructure allow the developer to customize the software
installation and configuration for these clusters. To implement the case study, the AWS
EMR Clusters were created using the EMR 6.10.1 Release, which installs Spark 3.3.1 and
Hadoop 3.3.3, and a custom bootstrap script was written to install other softwares and
libraries namely, geopandas, shapely, attrs, fsspec, s3fs, Apache Sedona 1.3.1, and Delta
Spark 2.2.0 on all nodes of the EMR cluster.

4.2.3 Cloud4loTCity Service Layer: Data Engineering and Data

Processing Services
The service layer of the Cloud4loTCity is in the form of Pyspark script files.

For the DES1 service, three Pyspark scripts implement raw-to-bronze, bronze-to-silver,
and silver-to-gold ETL pipelines to create the Bronze, Silver, and Gold Delta Lake tables,
respectively (refer to Section 4.2.1).

The DES2 service appends the city’s latest IoT data (traffic data in undertaken case
study) into the existing Delta tables subject to the schema validation check to ensure
the data quality of Delta tables. This schema validation check is done automatically
by the Delta Lake tables. It appends the new data into the Bronze traffic table only if
the schema of new traffic data matches the Bronze Table schema. Otherwise, it gives
a schema mismatch error and does not append the given set of records into the bronze

delta table. Suppose the new data is appended to bronze tables successfully upon schema
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validation. In that case, DES2 proceeds to append this new data into silver and gold

tables by following the steps in bronze-to-silver and silver-to-gold pipelines.

The DES3 service performs z-ordering on the silver delta table to optimize the data layout
w.r.t commonly queried column(s). In the case study, to implement spatio-temporal
analysis, so the temporal column ‘year’ was chosen as the partitioning column and the
spatial column ‘site_id’ as the z-ordering column to optimize the silver table’s layout in
space and time dimensions. Partitioning the silver table w.r.t year distributes the table’s
parquet files among different directories identified by the value of the year column, and
z-ordering w.r.t site_id column enables co-locating records within parquet files for the

same value of site_id.

The DES4 service allows time travel to a specific version by specifying version number
or version timestamp. It is known from Section 3.2.3 that a successful write, append,
or optimize operation on Delta tables, i.e., DES1, DES2, or DES3 services, creates a
newer version of Delta Lake tables. In this case study, the Delta Lake’s time travel
feature is used to analyze urban traffic data for the chosen version of Delta Lake tables.
The implemented case study enables time travel to a specific version for descriptive and
predictive analysis. Maintaining dataset versions and analyzing urban data for chosen

dataset version is a novel and valuable feature for smart city frameworks.

The data processing services namely, descriptive analysis and predictive analysis are
implemented following a Multi-Resolution spatio-temporal (MRST) perspective. In this
regard, the four spatial resolutions and seven temporal resolution are considered for
descriptive analysis. The four spatial resolutions are as: i) sensor sites i.e., (longitude,
latitude) points for traffic sensor locations, ii) small area polygons for Dublin Postal
Districts, iii) large area polygons for Dublin Admin Areas, and iv) the complete city
polygon. The seven temporal resolutions are as: i) hour (datetime), ii) date, iii) week,
iv) month, v) quarter, vi) year, and vii) all. The descriptive analysis service implements
the fifteen taxonomized spatio-temporal urban queries (Section 3.5) in fifteen Pyspark
script files containing the business logic for each query type to run Spark+Sedona SQL

query on the silver delta table w.r.t the chosen space-time scales.

For predictive analysis service, the site is considered for spatial scale, and hour and date
are considered as two temporal scales for traffic prediction in the case study. Since traffic
data is highly dynamic, which often requires predictions at fine-granular space-time scales,
such as hourly or daily traffic prediction for chosen sites, thus we considered only these
scales. Next, Prophet time-series forecasting ML model [180] is used to implement the per-
site hourly and daily ML models for traffic prediction in Dublin. The Prophet is chosen as

the baseline ML model in this case study because the Prophet allows to consider holidays,
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both the country’s (Ireland in the undertaken case study) public holidays and custom-
specified date ranges for holidays while fitting the time-series forecasting model. This case
study data for urban traffic (2020-2022) includes the COVID-19 pandemic lockdowns,
which exhibit an entirely different traffic pattern for the city. Such circumstances as
public holidays and government-announced holidays or severe lockdowns happen in smart
cities, affecting urban phenomena such as traffic. Therefore, the ML model for predicting
urban phenomena shall allow configuring city holidays and lockdowns while fitting the ML
model to urban data. So, the traffic prediction is implemented by configuring Ireland’s
public holidays and pandemic lockdowns as holidays in the Prophet-based per-site hourly
and daily urban traffic prediction ML models.

A visualization service is implemented for this case study using the Plotly Express [171]
Python package. As the analysis services receive the descriptive or predictive analysis
results dataframe, they call the visualization services to plot the results visually on city
maps. While creating map plots, the size and color is kept proportional to traffic mag-
nitude at displayed sites and provide additional data as hover text in the maps. For the
descriptive analysis queries involving time range, an animation of maps over the duration

is displayed with play and pause controls for the running animation.

4.2.4 Cloud4loTCity Application Layer: ‘Urban Ananlytics’ SaaS
Web App on AWS

To implement the framework’s application layer, a SaaS web application named ‘Urban
Analytics’ is developed to enable authorized city managers and analysts to perform ur-
ban traffic analysis for Dublin City through the web app deployed on the AWS cloud.
This work uses Flask [181] (web-app development framework in python) and HTML5
to develop the web application. The Flask application launches the DSS cluster’s spark
session to enable the running of service layer Pyspark scripts, which comprise the applica-
tion’s business logic for distributed spatio-temporal urban analysis on Delta Lake tables
supported with map-based visuals obtained from the visualization service. To deploy
the web application on the AWS cloud, an AWS EC2 (Elastic Compute Cloud) instance
is spinned and deployed the ‘Urban Analytics’ Flask application on that EC2 instance.
Figures 4.2 and 4.3 shows screenshots from the developed web app. Figure 4.2 shows
an application snapshot while configuring the descriptive query and Figure 4.3 shows an

application snapshot displaying descriptive analysis query results.
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Figure 4.2: Query Configuration for Descriptive Analysis in Urban Analytics App
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Figure 4.3: Descriptive Analysis Results in Urban Analytics App

4.3 Experimental Results for Cloud4IoTCity Valida-

tion

To carry out the experiments for framework validation, the AWS Elastic MapReduce

(EMR) service is used to create custom DSS cluster with supporting libraries.

technical specifications along with its versions are given in Table 4.1. The AWS EMR
service provide compute cluster for distributed processing of the big data in a master-

worker architecture. To conduct the experiments, EMR 6.10.1 release is used that comes
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with Spark 3.3.1 and Hadoop 3.3.3. To this cluster, Delta Spark 2.2.0,Apache Sedona
1.3.1, and supporting libraries geopandas, shapely, attrs, s3fs, and fsspec are installed
during the cluster bootstrap. Further, to assess the results for distributed processing for
different cluster sizes, three cluster configurations are created with the number of worker
nodes as 1, 4, and 8, respectively. Each cluster node is a mb.xlarge instance in each
cluster configuration. The mb.xlarge AWS instance has four virtual cpus (vepus), which
enables four executors per worker node. Using the mb.xlarge instance for each node in
a cluster implies that the total number of executors available for distributed processing
in a cluster configuration is four times the number of worker nodes in that configuration.

Cloud4loTCity is validated in subsequent sections as follows:

Table 4.1: Technical Specifications for Experimental Testbed

Technical Specification Version/ Remarks

AWS EMR 6.10.1 (Spark 3.3.1 and Hadoop
3.3.3 pre-installed)

Delta Spark 2.2.0

Apache Sedona 1.3.1

geopandas, shapely, attrs pre-requisite libraries for Apache
Sedona

s3fs, fsspec libraries required for accessing
AWS S3 files

mb.xlarge AWS VM Type with 4 vcpus for
cluster nodes (both, master and
worker)

Cluster Size three configurations with no. of
worker nodes as 1, 4, and 8

Test Case 1: Multi-Resolution Spatio-Temporal Descriptive Analysis (Section 4.5.1)
Test Case 2: Multi-Resolution Spatio-Temporal Predictive Analysis (Section 4.5.2)

Test Case 3: Add and Analyze Newly Data while ensuring Data Quality (Section 4.3.3)
Test Case 4: Impact on Query Runtime by Distributed Processing of the Queries (Section

4.3.4)
Test Case 5: Impact on Query Runtime by Optimizing Data Layout. (Section 4.3.5)

4.3.1 Cloud4loTCity Validation for Multi-Resolution Spatio-

Temporal Descriptive Analysis

This section validates the Cloud4loTCity framework for descriptive analysis based on the
fifteen spatio-temporal queries. To perform multi-resolution spatio-temporal descriptive
analysis, the end user can choose among four spatial resolutions — sensor sites, Dublin
postal districts, Dublin admin areas, Dublin city; and seven temporal resolutions — hour,

date, week, month, quarter, year, and all through the developed Urban Analytics web
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app.

The Urban Analytics app offers the MRST-QP service to the city managers to perform
multi-resolution spatio-temporal descriptive analysis in three steps:

i) select query type

ii) choose space and time scales

iii) configure query parameters

The developed app enables users to select single, multiple, or ALL values for the spatial

parameter w.r.t the spatial scale while configuring the query.

Each of the fifteen descriptive queries is run three times, selecting different space-time
scales with varying numbers of spatial parameters (single/ multiple/ ALL). Note that
selecting different space-time scale combinations can configure many queries. However,
three examples per query are shown here for conciseness while demonstrating the variety
of space-time scales and spatial parameter plurality for enabling fine-granular to coarse-

granular urban data analysis.

Table 4.2 shows the configured queries and their visualization results for the three ex-
amples of each query type. The map-based results for descriptive queries in Table 4.2
validate the framework’s MRST-QP service for multi-resolution spatio-temporal descrip-

tive analysis of urban data, enabled by geospatial and urban IoT data fusion.
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Table 4.2: Multi-Resolution Spatio-Temporal Query Processing Results for the Case Study on Urban Traffic Analysis for Dublin City

Query | Example 1 Example 2 Example 3
Type
e postcodes Name
o W Co. Dublin W NORTH WEST
.—I:g . - C " 7 W Dublin 1 B NORTH CENTRA
: f emy fa, M Dublin 10 B SOUTH EAST
o i g W Oublin 11 B SOUTH CENTRA
il | Oublin 12 CENTRAL
. W Dublin 13
"'7<m W Dublin 14
Dublin 13
/R Duhl{n 16
o 7 Dublin 17
- : B Dublin 18
W Dublin 2
Dublin 20
e : = ,
Spatial
Simple | Description: Get selected spatial addresses (sensor | Get (ALL) Postal Districts of Dublin city Get (ALL) Admin Areas of the city
points or city polygons)
Get (ALL) Sites for IoT sensor locations
pnf“'(‘f?}%ﬁ Admin_Area
B » CENTRAL
pus = NORTH CENTRAL
- o
QuerPrRoint
- -
-
Trmnity College
le Dublinm
o
Spatial
Simple | Description: Spatial object retrieval based on | Condition: get sites WITHIN polygon Condition: find k-NN sites
with WITHIN or k-nn Condition Get sites WITHIN (multiple) selected Areas of | Get (k=8) nearest Sites from the input query point
Condi- | Get sites WITHIN (ALL) Districts of city city (long, lat)= (-6.2564,53.3487)
tion

Continued on next page
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Table 4.2 — Continued from previous page

Query | Example 1 Example 2 Example 3
Type
Avg_Traffic| Avg_Traffi
500
360
M 450
Dw =l 400
350
Li ] 0 00
Spatial I »
Range Attribute summary over spatial polygons for a | Get traffic summary for (ALL) Districts at 2023- | Get traffic summary for (ALL) Areas at 2023-12-
datetime 12-25 18:00 25 18:00
Get traffic summary for (multiple) selected
Districts at 2023-12-25 18:00
S Y Traffic_volurne_wete] T Yo Dy (] " : :‘. Traffic_Volume_Hou
e i §AG N :
% e &. .' w“-® B o0k 4H ...‘ i
( ...‘I_.- - i - ) ] T-7—ﬁ - .'\ "'f‘ »
- - o 0 ) ¥
L,,v'&’ ‘L“"—'-mfﬁj-——tq\_\_’_ﬂﬂ 0 4 o M !"z.' ol i
.‘.t:- DT i 'u"'ﬁ * ,‘j‘ o=
oo " £ ...'?,"'-.',.“,' ; 0
L ol T e ey ;
. sok: . ," § " '; ...‘..‘ . 0
Spatial ° ‘ o e
Re- Description: Attribute info. for Sites WITHIN | Get traffic for Sites WITHIN Areas (multiple) | Get traffic for sites WITHIN City (Dublin) at
lation Polygons at any temporal scale selected for the Quarter 2020-Q4 Datetime 2021-04-05 17:00
WITHIN| Get traffic for Sites WITHIN District (single)

D1 for the Week 2023-W10

Continued on next page
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Table 4.2 — Continued from previous page

Query | Example 1 Example 2 Example 3
Type
Dublin i
m?ﬁgm qu::r?&om; QuariiFoir
Spatial 2 2 =
Rela- Description: Attribute info. for k-nn sites from | Get traffic for (k=7) nearest sites from query | Get traffic for (k=5) nearest sites from query
tion query pt at any temporal scale point= (-6.23,53.35) for Date 2022-02-28 point= (-6.27,53.41) for the Month 2020-01
k-NN Get traffic for (k=10) nearest sites from query
point= (-6.2534,53.3421) at Datetime 2022-01-01
13:00
Traffic_Volume_Wee Traffic_Volume_Hour| Traffic_Volume_Day
26,4394} i i "
L]
28.43024 * 5 1500 L sok
Duigin 28.439k » f%lﬂ i
e
26.4268K L _
o 28.4386k o I o
Tempora
Simple | Description: Attribute snapshot for chosen site(s) | Get traffic for Sites (multiple) selected at Date- | Get traffic for Sites (ALL) for the Date 2020-07-

at any temporal scale
Get traffic for Sites (single) sitel for the Week
2021-Wo04

time 2022-12-25 19:00

04

Continued on next page
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Table 4.2 — Continued from previous page

Query | Example 1 Example 2 Example 3
Type
2 . 1500 2000 Dullin I“
Duw 1000
A |=::- 0 I‘ 0 180
Tempora o i o v et WO12B MRS AN NN ANAX NW2N NA2A 0R0101 02352
Range Description: Attribute info for sites for the range | Get traffic for Sites (ALL) for the Date range | Get traffic for Sites (single) sitel for the Week
of time defined at any temporal scale from 2020-12-25 to 2021-01-01 range from 2023-W48 to 2023-W52
Get traffic for Sites (multiple) selected for
the Datetime range from 2023-12-01 08:00 to
2023-12-01 20:00
Duhhn. J i *gmin Wi =
r 0 S 0
Tempora = Hon Toe Wed Thu Fi 2020-Woi 2020-W03 2020-W03 2020-W07 H20-We 2020-w1l 2020-w13
Rela- Description: Attribute info at any spatial scale for | Get traffic for (multiple) selected Districts for | Get traffic for (ALL) Areas for WEEKS OF-A
tion smaller time range OF-A bigger temporal value DAYS OF-A MONTH for Mon to Fri Days | QUARTER for all Weeks of-a Quarter 2020-Q1
OF-A Get traffic for (multiple) selected Sites for | of-a Month 2022-06

HOURS OF-A WEEK for 08:00 to 18:00 Hours
of-a Week 2023-W50

Continued on next page
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Query | Example 1 Example 2 Example 3
Type

Traffc_Velume_Quarter

Dutlin I-,,:-
5 o W
Tempora 2020 08:00:00 2020 10:00:00 2021 08:00:00 2022 06:00:00 2022 10:00:00 2023 09:00:00 2_\23?2‘:'_. o :}::‘:f\-‘_: i i s o ‘_;"“;:-25-;;: g _ -U;;: . i i i it st
Rela- Description: Attribute info at any spatial scale | Get traffic for (single) selected Site for (ALL) | Get traffic for City (Dublin city) for (ALL)
tion for smaller time range OF-EACH bigger temporal | MONTHS OF EACH QUARTER QAURTERS OF EACH YEAR
OF- value

EACH | Get traffic for (multiple) selected Districts for
08:00 to 10:00 Morning Hours HOURS OF

68

FACH YEAR
Traffic_Volume_Day Traffic_Volume_Quarter Traffic_Volume._Hour
= i 564.3144k
e |
564.3142k
.' Dubltn - Dublin 564,314k
Sk - 564.3138k
WM i
0 0 0 564.3136k
Spatio-
Temporal Description: Attribute info for any spatial and | Get traffic for (ALL) Districts for the Quarter | Get traffic for City (Dublin city) for the Datetime
WHAT | temporal scales 2021-Q2 2023-12-12 19:00

Get traffic for (multiple) selected Sites for the
Date 2023-12-25

Continued on next page
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Table 4.2 — Continued from previous page

Query | Example 1 Example 2 Example 3
Type
Traffic_Volume_Houfr Traffic_Volume_Ddy Traffic_Velume_Day
3400 :
3200 L
Qublin . Dublin
o 0
Spatio- o 2
Temporal Description: Find spatial locations of any scale | Get Districts WHERE traffic is (> 10000) for | Get Areas WHERE traffic is (> 80000) for Date
WHERE| where the attribute meets specified threshold | Date 2020-02-05 2023-07-04
condition for any temporal scale
Get Sites WHERE traffic is (> 2500) at Datetime
2023-12-31 20:00
T pa—— Traffic_Volume_Mon|
f.rj 04
Dublin i um A o o &
5500
0 (i} 0 G ]
Spatio- 2000-01-02 2020-08-28 2021-07-20 20211202 02-05-03 2022-09-05 NTA1-06 2023-05-08 2023-09-02 2020-W0L 2020 zn 031 05 2L 220 LIS WLDS W0 2205 20234
Temporal Description: Get times of any scale WHEN the | Get Weeks WHEN traffic (> 80000) for (single) | Get Months WHEN traffic (> 1000000) for the
WHEN | attribute meets specified threshold condition at | D1 District (multiple) selected Areas

any spatial scale
Get Dates WHEN traffic (> 5000) for (single)
sitel Site

Continued on next page
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Table 4.2 — Continued from previous page

Query | Example 1 Example 2 Example 3
Type
~ 450 -75.‘.1
D(W_M )
0 0 o ) N 0 0 40
Spatio— 0 it = 2824 W0 i L CA & -12-04 Z-‘.\ZB-I:!-]E 2:22-‘;:-:-: 02312407 20231208 1-321-‘:2:1 2020-q1 020-Q2 @ ZQQw 2021-Q!
Temporal Description: — Attribute summary over spatial | Get traffic summary over spatial sites of (ALL) | Get traffic summary over spatial sites of City
Range polygons for time range at any temporal scale Areas for the time range over Dates from | (Dublin) for the time range over Quarters from
Get traffic summary over spatial sites of (multiple) | 2023-12-01 to 2023-12-10 2020-Q1 to 2021-Q1
selected Districts for the time range over Weeks
from 2021-WO01 to 2021-W08
Avg_Traffic Avg_Traffic Avg_Traffic
1500
600 Wi 683.6
m‘ | .
683.4
™ DuRln L 000
putyf®
400
683 o 500
0 0 b b
Spatio- e
Temporal Description: Attribute behavior AT-TIME for any | Get traffic behavior for (single) Central Area for | Get traffic behavior for (multiple) selected Sites
Be- spatial and temporal scales the Month 2023-07 for the Quarter 2020-Q1
haviour | Get traffic behavior for (ALL) Districts for the
AT- Date 2023-12-31
TIME

Continued on next page
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Table 4.2 — Continued from previous page

Query | Example 1 Example 2 Example 3
Type
% Dubtn I Om I Dublin I
500 [ L] ‘ 500

0 0 i 0
Spatio— m e w0 g ogs R AnQ 02104 020 021 e
Tempora] Description: Attribute behavior OVER-RANGE | Get traffic behavior for (single) D1 District for | Get traffic behavior for (multiple) selected Sites
Be- of time for any spatial and temporal scales the time range over Quarters from 2020-Q1 to | for the time range over Years from 2020 to 2022
haviour | Get traffic behavior for (multiple) selected Sites | 2021-Q4
OVER- | for the time range over Months from 2023-01 to
RANGE | 2023-06




4.3.2 Cloud4loTCity Validation for Multi-Resolution Spatio-

Temporal Predictive Analysis

This section presents the results for MRST-ML service to perform predictive analysis
of urban data. In the undertaken case study, traffic prediction is implemented at finer
space-time resolutions (refer 4.2.3) to enable per-site hourly or daily traffic prediction.
Since traffic is a highly dynamic urban attribute, it is recommended to train ML models
at the site level for spatial scale to get fine-granular traffic predictions for selected sites.
Higher spatial scales are not favorable for an urban attribute like traffic because, within
an area, different sites experience different patterns of traffic. Therefore, the sensor’s site
is considered for spatial scale, while hour and date are two temporal scales for urban

traffic prediction.

Figures 4.4, 4.5, 4.6, and 4.7 shows the visualization results for site-level hourly and daily
traffic prediction. Furthermore, the Urban Analytics app enables city managers to predict
traffic either for a single site or multiple sites. From the visualization results in Figures
4.4, 4.5, 4.6, and 4.7, it is concluded that the MRST-ML service enables multi-resolution

spatio-temporal predictive analysis by predicting hourly or daily traffic for selected sites.

Predicted Traffic

389.4

Dulgin
388.8
388.6
0

Figure 4.4: Hourly Traffic Prediction for Single Site (site=1 hour=2024-07-04 17:00)

The results of MRST-ML analysis service in Figures 4.4, 4.5, 4.6, and 4.7 validates the
Cloud4loTCity framework for enabling spatio-temporal predictive analysis at multiple

scales, such as hourly and daily temporal scales for traffic prediction in the city.
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Predicted Traffic

1500

-

Figure 4.7: Daily Traffic Prediction for Multiple Sites (sites=1,2,3,4,5 date=2024-07-04)
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4.3.3 Cloud4loTCity Validation for Addition and Analysis of
Latest IoT Data

This section validates the Cloud4loTCity framework for adding and analyzing the latest
IoT data. The web app allows the end-user to upload single or multiple .csv files (as the
SCATS traffic data is in .csv) for adding the uploaded recent data to the storage layer,
the webpage shown in Figure 4.8 below.

~ & urbananalytics > -+

< c (o]

AL veann anaivrics

My Actions

localhost:8080/addnewdata

Prafile — Urban Analytics Contact Us

Dataset Actions ™ About App

Home iy

Add New Files to the Dataset

Upload file(s) for adding inte the dataset

Choose Files Mo file chosen

MMetadata Description

Perform Z-order layout of data?

It takes same time and can be done later an fram the Dataset Actions menu

ol\!cl

Yes

Submit Files

Figure 4.8: Add New Data in Urban Analytics app

Dataset Versions and Time Travel

Currently, loaded dataset version is: 9

Dataset Version ~ Created at time Operation  User Metadata Engine Info Time Travel

9 2024-02-22 18:40:35.788  WRITE December 2023 data Apache-Spark/3.3.1 Delta-Lake/2.2.0  Time Travel to this version for Query Processing
8 2024-02-21 16:32:47.276  OPTIMIZE  Creating Z-order layout of previous data  Apache-Spark/3.3.1 Delta-Lake/22.0  Time Travel to this version for Query Processing
7 2024-01-23 124745548  WRITE April 2023-Nov 2023 data Apache-Spark/3.3 1 Delta-Lake/l22.0  Time Travel to this version for Query Processing
6 2024-01-1512:17:50.731  OPTIMIZE  Creating Z-order layout of previous data ~ Apache-Spark/3.3.1 Delta-Lake/2.2.0  Time Travel to this version for Query Processing
5 2024-01-1512:12.18227  WRITE March2023 Apache-Spark/3.3.1 Delta-Lake/22.0  Time Travel to this version for Query Processing
4 2024-01-1219:47:05.834  OPTIMIZE  Creating Z-order layout of previous data  Apache-Sparki3.3.1 Delta-Lake22.0  Time Travel to this version for Query Processing
3 2024-01-12 194137435 WRITE February 2023 data Apache-Sparki3.3 1 Delta-Lake220  Time Trave! fo this version for Query Processing
2 2024-01-1219:37:03.300 WRITE January 2023 data Apache-Spark/3.3.1 Delta-Lake/2.2.0  Time Travel to this version for Query Processing
1 2023-07-1214:22:19.145  OPTIMIZE ~ Creating Z-order layout of previous data ~ Apache-Sparki3.3.1Delta-Lake/22.0  Time Travel to this version for Query Processing
0 2023-07-1214:06:35.29¢  WRITE Jan2020-Dec2022 complete traffic data  Apache-Spark/3.3. 1 Delta-Lake/22.0  Time Travel to this version for Query Processing

Figure 4.9: Dataset Versions created by successful addition of new data from time to time

Delta Lake performs a schema validation check, allowing only quality data to be writ-

95



ten/appended to the delta tables. Suppose the uploaded file(s) schema matches the
bronze delta table (traffic bronze table). In that case, it appends the latest IoT data
from .csv files to the bronze table and runs bronze-to-silver and silver-to-gold pipelines
to append the latest data to silver and gold delta tables. This step creates a new dataset
version for the delta tables. Figure 4.9 shows the newer dataset versions in app created
upon successfully adding new SCATS data to the storage layer, while the figures 4.10 and
4.11 show the failure for bad writes. These results from the app answer the first part of
second validation feature, that the framework allows the addition of the latest smart city

[oT data while ensuring data quality.

Add New Files to the Dataset

Upload file(s) for adding into the dataset

Choose Files SCATS_schema_edited.csv

Metadata Description

File with schema mnsmatc'r'i

Perform Z-order layout of data?

e e D ey e g ] T T e [P P oo T N ftoacot At oy P =g M
5 50 e rme ana C4d o gone (ale r crne LAatasel ACliorns re

O hNo Yes

Submit Files Cancel

Figure 4.10: Attempt to add data bad data, whose schema do not match

Now, the second part of validation test i.e., to analyze newly added data is presented. The
proposed framework leverages the time travel feature of Delta Lake to facilitate analysis

of the newly added data by time travel to the most recent version of the delta table.

Both MRST-QP and MRST-ML services in the proposed framework support version-
specific urban data analysis. By default, the MRST-QP service reads the most recent
version of delta tables. The MRST-QP service allows time travel to any version by
clicking the ‘time travel’ link for a version from the ‘Dataset versions and Time Travel’
webpage (refer Figure 4.12; which reads the delta table for the chosen version and now
the user proceeds to run descriptive queries. After selecting the query type and choosing
space-time scales for the query, the user configures space-time parameters, wherein the
temporal parameter picker (calendar) allows the choice of a time value within the min-

max time range of the chosen dataset version. For example, Figure 4.12 selects time travel
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Schema Mismatch: No, of fields in input data does NOT match with Bronze Table Schema

Add New Files to the Dataset

Upload file(s) for adding into the dataset

Choose Files  No file chosen

Metadata Description

Perform Z-order layout of data?

It takes some time and can be done later an from the Dataset Actions menu

0 No Yes

Submit Files

Figure 4.11: Schema mismatch error returned to end-user ensuring Data Quality

to version 5, which added March 2023 data, and Figure 4.13 shows subsequent querying
for the chosen version 5, allowing the max time range up to March 2023. However,
the later data exists in storage layer delta tables added by subsequent versions. Figure
4.14 shows time travel again to the most recent version 9, which allows the selection of
temporal values corresponding to this version up to Dec 2023. These results validate that

the MRST-QP service enables analyzing newly added data or any previous snapshot of

data by using data versioning and time travel features.
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Figure 4.12: Time Travelling to version 5, which added March 2023 data (css color change on
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Figure 4.13: Querying on version 5 does not allow to pick a time beyond its version i.e.,
March 2023
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Figure 4.14: Querying on latest version 9 allows to pick a time w.r.t. version 9 i.e., upto Dec
2023

The MRST-ML service also allows predictive analysis by considering the latest data added
to the delta tables. The MRST-ML service also enables version-specific analysis corre-
sponding to a selected data version. This service trains ML models w.r.t. a chosen version
and, while running the trained models for analysis, enables users to select the underlying
version for the ML models. The version-specific per-site hourly and daily trained ML

models follow a naming convention, such as ‘hourly_sitel_ver(’, ‘daily_site2_ver9’, and so
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on, for allowing the selection of the ML model w.r.t dataset version used for training
the model. Figures 4.15 and 4.16 show the results of hourly prediction for a site using
version 0 and version 9, respectively, then figures 4.17 and 4.18 show the results of daily
prediction for multiple sites using version 0 and version 9, respectively. Thus, both scales
for prediction hourly and daily have their models trained w.r.t dataset version, allowing
the user to train models for newer versions as well. Therefore, the proposed framework
supports predictive analysis over multiple versions of data. These results validate the

framework’s MRST-ML service for enabling analysis by considering the latest [oT data.

Predicted Traffic

562.8

Dulglin
562.4
[ ] 562

Figure 4.15: Hourly Traffic Prediction for Single Site for Version 0 (ML model trained on
3-year data from 2020-2022)

Predicted Traffic
380.4
Dulgin
388.8
388.6
0

Figure 4.16: Hourly Traffic Prediction for Single Site for Version 9 (ML model training
included 4-year data from 2020-2023)

The results in this subsection answer the later part of validation test case 3 that the
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Figure 4.17: Daily Traffic Prediction for Multiple Sites for Version 0 (all models trained on
3-year data)
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Figure 4.18: Daily Traffic Prediction for Multiple Sites for Version 9 (all models training
included 4-year data)

proposed framework allows adding new data successfully and avoids bad writes to ensure
data quality. In addition, the proposed framework supports the analysis of newly added

data for both descriptive and predictive analysis.

4.3.4 Cloud4loTCity Validation for Distributed Data Process-
ing

This section evaluates the impact of distributed query processing on the query runtime.

To obtain experiment results, each of the fifteen taxonomized spatio-temporal descriptive

analysis queries are run in a distributed manner. Each query is run ten times on the

three cluster configurations to avoid the bias effect of selecting space-time scales and
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their parameter values. For each query type on a given cluster size,the average runtime is
computed for ten iterations as the average query runtime. The query runtime results for
each category of queries viz. Spatial Queries, Temporal Queries, and Spatio-Temporal

Queries are shown in Figures 4.19, 4.20, and 4.21 respectively.
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Figure 4.19: Average Query Runtime (millisec) for Spatial Queries

From Figure 4.19, it is inferred that the proposed Cloud4loTCity framework is efficiently
able to process the Spatial Queries on Urban Big Data in distributed manner as for each
spatial query the average query runtime decreases with increasing no. of worker nodes
in the cluster. As expected, this observed trend is attributed to high data parallelism in
cluster configurations with a higher number of worker nodes, wherein the higher number of
executors (4 times the worker nodes) are processing the query in parallel and distributed

manner resulting in lesser query runtime.

Secondly, the query runtime for each spatial query varies w.r.t query complexity. It is
observed that the simplest filtering-based where clause queries (S. Simple, S. Simple with
Condition) run fastest, followed by aggregation-based groupby, aggregation queries (S.
Relation WITHIN;, S. Range), followed by the in place spatial processing spatial distance
computation (S. Relation k-NN) query. On a further note, within the first filtering-based
category (S. Simple, S. Simple with Condition), the S. Simple with Condition query
gives slightly higher runtime due to involvement of expensive spatial distance process-
ing function ST_DISTANCE when the randomly selected condition for an iteration is
k-NN instead of WITHIN condition; in the second aggregation-based category (S. Re-
lation WITHIN, S. Range), the S. Range query gives slightly higher runtime due to
additional data shuffling across cluster executors involved in collecting the per-executor
group aggregates (avg, sum, min, max) from all executors and reducing these per-executor

group aggregates to single-valued group aggregates; finally, the third in place spatial pro-

101



cessing category (S. Relation k-NN) results in highest query runtime as it applies the
ST_DISTANCE Spatial function at runtime to compute the spatial distance between the
query point’s (longitude, latitude) and each site’s (longitude,latitude) point for finding the
k-nearest neighbouring points (sites). However, the other spatial queries did not involve
any spatial processing at runtime within the query as the spatial containment functions
(ST_.CONTAINS) and both spatial, and non-spatial data joins were already computed in

pre-processing steps of data engineering while creating the Silver Delta Tables.
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Figure 4.20: Average Query Runtime (millisec) for Temporal Queries

Next, Figure 4.20 showcases the efficacy of Cloud4loTCity framework for distributed
processing of Temporal Queries on Urban Big Data. From Figure 4.20, it is seen that
for each temporal query the average query runtime decreases with an increase in no. of
worker nodes due to high data parallelism achieved with higher no. of workers that leads

to reduced query runtime.

Secondly, the query runtime for each temporal query varies w.r.t. query complexity.
Interestingly, all four queries are aggregation-based queries that group data based on
both spatial and temporal columns. Among these, the simple grouping-on-filtered-records
without any aggregates (T. Simple) runs fastest, followed by group-aggregation queries
(T. Range, T. Relation OF-A, T. Relation OF-EACH) that involve data (partial results’)
shuffling across cluster executors to collect per-executor group aggregates and reduce them
to single-valued group aggregates. Furthermore, among the group-aggregation queries,
the large number of records filtered before grouping and lesser no. of group aggregate
functions to compute in T. Relation queries (only sum function) resulted in T. Relation
queries experiencing lesser runtime as compared to the T. Range query (computing avg,

sum, min, max functions).

From Figure 4.21, it is seen that Cloud4loTCity efficiently processes each spatio-temporal
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query in a distributed manner as the average query runtime decreases with an increase
in no. of worker nodes due to high data parallelism achieved with higher no. of workers

leading to reduced query runtime.

Secondly, the single-function (sum) group-aggregation queries (ST. WHAT, ST. WHERE,
ST. WHEN) runs faster as compared to the multiple-functions (sum, avg, min, max)
group-aggregation queries (ST. Range, ST. Behaviour AT-TIME, ST. Behaviour OVER-
RANGE). Besides the number of aggregate functions to compute, the number of records
filtered before grouping also impacts the query runtime, as for ST. WHAT and ST.
WHERE queries, temporal filtering reduced a much larger number of records than in ST.
WHEN query that could only do spatial and threshold filtering without temporal filtering
(as time info is to be retrieved); similarly, temporal filtering for a specific time in ST.

Behaviour AT-TIME query reduced much larger number of records than in range-based
temporal filtering in ST. Behaviour OVER-RANGE and ST. Range queries.

These results answer third validation feature that distributed processing positively im-
pacts query runtime. Results demonstrate that the query runtime reduces as the cluster
size increases, as data gets distributed among more executors in larger clusters, and

parallel query processing on all executors results in lesser query runtime.
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Figure 4.21: Average Query Runtime (millisec) for Spatio-Temporal Queries

4.3.5 Cloud4loTCity Validation for Efficient Data Layout

This section evaluates the impact of optimized data layout on query runtime. For this,
each query is run ten times on each cluster configuration, once for z-ordered data and
once for non-z-ordered data, to obtain their query runtimes. Figures 4.22, 4.23, and

4.24 show the query response time results for the three types of queries, comparing the
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z-order optimized data layout vs. without z-ordered data layout. Each of these plots
shows reduced query response time for z-order optimized data layout compared to when
the data storage is without z-order layout optimization. These results answer the fourth
validation feature that z-ordering delta tables to optimize the data layout proves beneficial

as it results in reduced query runtime.

No. of Worker Nodes 1 No. of Worker Nodes 4 No. of Worker Nodes 8
338

Average Query Runtime (ms)
-
5

= = . 0 0 =
S. Simple . Simple  S. Range  S. Relation S. Relation S. Simple . Simple lation S. Simple . Simple 5. Range  S. Relation S. Relation
with WITHIN kNN with WITHIN kNN with WITHIN kNN
Condition Condition Condition

Z-Order Data Layout Optimization  [z] Without Z-Order Data Layout Optimization ‘

Figure 4.22: Comparison of Data Layout Efficiency for Spatial Queries
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Figure 4.23: Comparison of Data Layout Efficiency for Temporal Queries

4.4 Conclusion

This chapter implements a case study on urban traffic analysis for Dublin city to vali-
date the proposed Cloud4loTCity framework. The proposed framework provides multi-
resolution spatio-temporal descriptive and predictive analysis services that can be ac-
cessed through application layer of the framework. For the undertaken case study, a web

application named as, ‘Urban Analytics’ is developed that allows users to access the app
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Figure 4.24: Comparison of Data Layout Efficiency for Spatio-Temporal Queries

in a two-tier client-server manner. The case study undertaken in this chapter demon-
strates the analysis of smart city [oT data, which is an open data available as batch
dataset on Dublin city portal [174].

Next chapter presents efficient service delivery for real-time smart city IoT applications.
As, in a two-tier IoT-cloud architecture, real-time applications face unbearable round-
trip network latency during uplink and downlink communication between IoT devices
and the cloud. Therefore, recent research addresses this issue by using edge comput-
ing, which proposes to run suitable application services on edge compute nodes while
communicating with the remote cloud, thereby resulting in reduced overall latency for
real-time [oT applications [138]. Thus, for efficient service delivery of real-time smart city
IoT applications, suitable services of the applications must run on network edge layer to
reduce latency i.e., improve application QoS. Therefore, optimal decisions must be taken
regarding which service to place at which compute node in the three-tier loT-edge-cloud
architecture to minimize latency and other parameters (example, energy, cost, and so

on), which is undertaken in the next chapter.
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Chapter 5

Efficient Service Delivery for Real-Time Smart

City IoT Applications

Previous chapter validates the proposed framework through a case study on traffic data
analysis for Dublin city. The case study uses offline loT data, so the two-tier client-
server architecture is sufficient as there is no incoming data in real-time that could be
processed on edge compute nodes. However, real-time smart city IoT applications that
operate in a continuous ‘sense-process-actuate’ control loop must leverage edge compute
nodes to run selected services within network edge in order to satisfy latency constraints.
Thus, efficient service delivery for such applications empowered with edge computing is

undertaken in this chapter.

Efficient service delivery for IoT applications must consider placing application services
i a three-tier IoT-edge-cloud architecture in an optimal manner, such that the objective
criteria (such as, minimize latency, energy) is achieved, while satisfying resource require-
ment constraints. Thus, the Service Placement Problem (SPP) reduces to a mathematical
optimization problem. This chapter formulates the SPP specifically from smart city per-
spective, by modeling urban IoT-tier, modeling per-flow latency/bandwidth network con-
straints, considering federation of multiple telecommunication operators in a smart city.
This chapter undertakes to solve the SPP for a set of real-time smart city loT applica-
tions with an aim to minimize both, latency and energy consumption, while satisfying
resource, per-flow network, and IoT locality requirements of application services. A Deep
Reinforcement Learning (DRL) model is proposed in this chapter to solve the SPP for

smart city IoT applications.

The chapter is organized as follows: Section 5.1 presents the system model for service
placement in a smart city. Section 5.2 presents the problem formulation. Section 5.3
introduces the proposed DRL model to solve the formulated placement problem and Section

5.4 discusses the experimental results. Finally, Section 5.5 concludes the chapter.
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5.1 System Model: Service Placement in a Smart

City Scenario

This section describes the system model for service placement in a smart city scenario.
Following points shed light on the undertaken SPP for a smart city. Figure 5.1 shows a
sample 0T application based on the sense-process-actuate model with diverse application

requirements.

RC: 1000 cpu cycles, 1 cpu core,
200 MB RAM, 500 MB Storage

LC: type= street-light-sensor,

invoke-rate= 1 invoke/minute RC: 5000 cpu RC: 2000 cpu
cycles, 1 cpu cycles, 1 cpu
o - core, 400 MB core, 500 MB

2
8. 300 - RAM, 1000 MB RAM, 500 MB
A 01 Mbps) Stora ge Stgrage

3 MB, (160 ms, 1.5 Mbps) 2 MB, (100 ms, 0.5 Mbps)
pl ™| p2 >

RC: 1200 cpu cycles, 1 cpu cores,
500 MB RAM, 500 MB Storage

s2
LC: type= street-light-actuator,

invoke-rate= 1 invoke/minute
RC: 1600 cpu cycles, 1cpu cores,

400 MB RAM, 1000 MB Storage RC: Resource Constraints for each service

LC: Locality Constraints for SAS services
LC: type= street-light-sensor Network Constraints: labelled on each flow in brackets (latency, bandwidth)

invoke-rate= 2 invokes/minute

Figure 5.1: A sample sense-process-actuate IoT application

i) This work considers the problem of optimally placing application services of real-
time smart city IoT applications. Such applications operate in a sense-process-
actuate control loop. A small example of smart city IoT application is shown in
Figure 5.1. There are two types of services: i) Sensing and Actuation Services
(SAS), shown in diamond shape, these services can only be placed in the IoT-tier,
ii) processing services, shown in circular shape, these services can be placed on any

node in the three-tier architecture.

ii) The smart city applications have three types of constraints: resource constraints
(RC in terms of, cpu, memory), network constraints (NC in terms of, per-flow
latency, bandwidth), and IoT Locality constraints (LC in terms of, type and invoke

rate of sensor/actuator) (all three labelled in Figure 5.1)
iii) This work considers placing services for multiple IoT applications

iv) This work considers the the Multi-access Edge Computing (MEC) [138] as the edge
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computing paradigm among the various edge computing paradigms [17]. Because
the telecommunication networks have matured over the years and are seen widely

deployed across every city.

v) This work consider three-tier IoT-edge-cloud architecture, wherein federation of
multiple MEC operators in a city is envisioned. Multiple telecommunications vendor

federate with each other to allow cross-operator service placement

vi) This work models the urban IoT-tier comprising of Urban Smart Things (USTSs) in

a smart city.

To formulate and solve the placement problem, the system model is presented in the next

section.

5.1.1 Architecture Model: The ‘Urban IoT -Federated MEC -

Cloud’ architecture
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Figure 5.2: System Model for the ‘Urban IoT - Federated MEC - Cloud’ architecture

The placement nodes in the Urban IoT-Federated MEC-Cloud architecture are math-
ematically modelled by their respective sets as: set of USTs as U = {1,2,...,U}, the
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set of GWs as V = {1,2,...,V}, the set of federated multi-domain MEC edge servers
as &€ = {1,2,..., E}, and the cloud server as cloud. The overall set of placement nodes
is collectively denoted as KX = {0, 1,2, ..., K} where, the index k£ = 0 denotes the cloud
server and index k € {1,2,..., K} represents the MEC hosts for placement in urban
[oT and federated MEC tiers i.e., W UV U E. The placement server k is defined as,
servery, = (typey, idg, NFV** Ry.), which specify type of server, index in its respective
category set UorVor€orcloud, no. of services currently placed and available compute re-
sources for server k respectively. Here, the available compute resources for the server k
are defined as, Ry, = (1" u=freq primeores pram stora9¢) “which specify cpu clock frequency,

no. of cpu cores, available ram, and available storage respectively.

To model the IoT resources i.e., sensing/actuating capability of USTs (denoted by
set U), it is assumed that a single UST device can host multiple sensors/actuators.
Thus, the device profile of a UST is mathematically modelled as v € U as, dev, =
(sens,, srates,, act,, arates,, ), which specify list of sensors, list of corresponding sensing
rates, list of actuators, and list of corresponding actuating rates respectively. In addition,
the wireless connectivity of USTs to GWs is defined by the matrix GW of size UxV | such
that GW,, = 1 specifies that the UST wu is connected to the GW v. Also, b, bPE
denote the uplink (UL) and downlink (DL) bandwidth for the wireless link between UST
u and the GW v respectively. The GWs connect to the MEC system using wired com-
munication links. For wireless-to-wired (or vice-versa) communication, 7 represents the
propagation delay. Further, for modeling the energy consumed in wireless transmission,
PTX PRX are defined as the transmit and receive power of the UST u, and PT*,  PRX

as the transmit and receive power of the GW v.

5.1.2 Application Model: Real-time Smart City IoT Applica-

tions with Resource, Network, and Locality Constraints

The set of smart city IoT applications, received by the CFS portal for placement is
denoted as N = {1,2,...,N}. The placement request of application n is defined as
APP, = M, RR,,,F,,SAS,), which specify the set of constituent services, matrix of
resource constraints, matrix of communication flows between services with their network
constraints, set of SAS services with their locality constraints for the application n re-
spectively. For the sake of simplicity, it is assumed the set of applications have same

number of services M in each placement request AP P, and the set of services is denoted
as M, = {1,2,...M}.

The matrix RR,, specify resource constraints for all M services of application n. The

ith

. .. _cuel _ ¢
i'" row in the matrix is defined as RR,; = (rr o=@ ppBUmeores ppram ppora9€) o

ni ’ ni ) ni ni
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specify no. of cpu cycles, no. of cpu cores, ram, and storage needed for the service 7 of

application n.

The F,, is a matrix of inter-service communication flows for the application n, such that
each J,,;; entry is either 0 or f,,;; = (®nij, Bnij, nij) t0 respectively indicate the absence or
presence of a communication flow from service 4 to service j. The non-zero f,;; entries in
F, specify the per-flow network constraints, where o, Bnij, Tni; Tespectively denote
the amount of data to be transferred (in bytes), the minimum required bandwidth (in
Mbps), and the maximum tolerable latency (in msec) for the uplink communication from

service ¢ to j for application n.

The set of all SAS services for application n is defined as, SAS,, = {sas?, sasy, ...sas}, ..., sas} },

I"" SAS service in this set defined as, sas!" = (id?", typel, sensy, sratel, act}, aratel),

where the
which specify index in set M,,, type of service as sensing or actuating, type of sen-
sor needed, required sensor rate, type of actuator needed, and required actuation rate
respectively. The sens], srate]’, act], arate} values for a SAS service [ specify its lo-
cality constraints for its placement among appropriate UST u € U. For example,
sas? = (1,sensing, LightSensor,2, None,0) represents a sensing service with locality
constraints as “light sensor with atleast 2 invokes/min sensing rate”, similarly, sas} =
(9, actuating, None, 0, Street Light Actuator, 1) represents an actuating service with lo-

cality constraints as “street light actuator at a rate of 1 invoke/min”.

The key notations used in the system model are given in Table 5.1. It should be noted
that for placing the M, services of application n, the resource constraints RR,;, the
per-flow network constraints f,;; € JF,, and locality constraints for SAS, should be
satisfied for all Vi,j € M,,. To simultaneously place all services of an application in a
decision-step, the multi-action service placement decision for application n is defined as,
an, = {an1, Gnay ... Qpg, -..appr } corresponding to its M services. Note that each a,; € K
and value for i** placement decision a,; = k represents that server k is chosen for placing

the service 7 of application n.
Table 5.1: Key Notations in the System Model

Symbol(s) | Meaning
u, U, U index, cardinality, and the Set of USTs (Urban Smart Things) in the city
v,V,V index, cardinality, and the Set of GWs (Gateways) in the city
e, B, €& index, cardinality, and the Set of MEC edge servers of the federated MEC

network

Continued on next page
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Symbol(s)

Meaning

cloud the cloud server
k, K +1,X | index, cardinality, and the Set of overall placement servers such that
K=UUVUEU cloud
servery, the placement server k defined as, servery = (typey, idx, Nljemices, Ry,), specify
type of server, index in its respective category set UorVor€orcloud, no. of
services currently placed and available resources for server k respectively
Ry, available resources of placement server k defined as, Ry =
(rr u=freq poeores pram, r,‘:,tomge> represent cpu clock frequency, no.  of
cpu cores, available ram, and available storage respectively
devy, device profile of UST u defined as, dev,, = (sens,, srates,, act,,, arates,,) spec-
ify list of sensors, list of corresponding sensing rates, list of actuators, and list
of corresponding actuating rates respectively
PIX PRX | transmitting and recieving power of the UST u
PIX| PRX | transmitting and recieving power of the GW v
GW matrix of UST-to-GW connectivity where, GW,,, = 1 specifies that the UST
u is connected to the GW v
bUL. pDL uplink and downlink bandwidth for the wireless link between UST w and the
GW wv respectively
C}éﬁv, Crll)ile uplink and downlink wireless data transfer rate between the UST u and the
GW v for communicating the data of n** application’s service 7, which is placed
on the UST u
T propagation delay for the wired communication
n, N,N index, cardinality, and the Set of urban IoT Applications for placement
m, M, M, | index, cardinality, and the Set of constituent services in n*" IoT application
APP, placement request of application n defined as, APP,, = (M, RR,,, F,,, SAS,,)
specifies set of constituent services, matrix of resource requirements, matrix
of communication flows between services, set of sensing-actuating services for
the application n respectively
Fn matrix of communication flows directed from service i to service j for nt*
application, such that J,;; is either 0 or f;;
Jnij a communication flow for application n directed from service i to service j

defined as, fnij = (@nij, Bnij, Tnij) specify amount of data to transfer, min.
bandwidth network-constraint, and the max. latency network-constraint for

the flow f,;; respectively

Continued on next page
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Symbol(s) | Meaning

SAS, set of all Sensing Actuating Services for application n defined as, SAS, =

{sas?, sasy,...sas}, ..., sas’ }

sasy Ith SAS service for application n  defined as, sasjy =
(id}', type}', sensy', srate]’, act]', arate}’) specify index in set M,, type of
service as sensing or actuating, type of sensor needed, required sensor rate,

type of actuator needed, and required actuation rate respectively

RR, matrix of resource requirements for all the M services of application n, the i*?
. cpu—cycles cpu—cores storage .
row is defined as RR,; = (rrio"~ Y rrt ,rrram oy 279€) specify no.

of cpu cycles, no. of cpu cores, ram, and storage needed for the service i of

application n

an the multi-action service placement decision for the application n, taken simul-

taneously for all M services defined as, a, = {an1, an2, ---Gni, ---anpr}

Qni service placement decision for a given service i of application n such that
Qi € X
an; = k represents that server k is chosen for placing the service i of application

n

T, E, latency and energy consumption for the application n corresponding to the

placement action a,,

TnC;;’mm per-flow communication latency for the flow f;;

Egz‘;mm per-flow energy consumption for the flow f;;

Eper bit energy consumed per-bit for wired communication in the core and cloud net-
work

A \e scalar weights for latency and energy consumption respectively

5.2 Problem Formulation

5.2.1 Latency Model for an IoT Application

The total latency 7}, for the nt"* IoT application is summation of latency incurred during

communication and computation, as follows:
Tn _ TnComm + TnComp (1)

The communication latency for the application n, TC°™™ is calculated by summation of
TComm

each per-flow latency 77;7"™ for all 4, j pairs of communicating services fn;; € F,, as

follows:
TEomm =N N TS Vi, j € M, if 3y € F (2)
i J
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TComm

nij

link between the placement servers k and k’, where the communicating services i and j

The per-flow latency in the above equation depends on the type of communication

are placed respectively. Given, a,; = k,a,; = k' there are four cases corresponding to
the type of communication i) end-to-end wireless i.e., k, k' € U UV connected to the
same gateway v ii) the k-to-GW uplink wireless and GW-to-k" wired communication

iii) the k-to-GW wired and GW-to-k" downlink wireless communication iv) k, k" is the

same server. Thus, to calculate the latency T.59™™ first the uplink wireless latency

nij
TUL—WS

i and downlink wireless latency T25"W5 for the flow fnij are defined. For

njk'v
wireless communication the servers k, k' € U UV are connected to the gateway v and
depending upon whether k € W or k € V and k' € U or k' € 'V, there are two cases for

each UL-WS latency and DL-WS latency as follows:

FEGWy (K €UNidy =u
TUL-Ws _ ) O, ( k ) (3)

nikv ggzg GW,, (k; eVAid, = U)

nivv

ov/Dnli,j GWu’U (k/ < u A\ de/ = ’U/)
TDL-WS _ Criuto n

njk’v .
’ S GW,, (K €V Ady = v)

njvv

In eq. (3) case 1, CUL "denotes the uplink wireless data transfer rate between UST u and

the GW v for sending data from service ¢ of application n application placed on the UST

u, and it is calculated as:

TX UL
Pu huv

CUL = bUllogy(1 +
wo

niuv v

) (5)

Similarly, in eq. (4) case 1, the C’fjﬁ,v denotes the downlink wireless data transfer rate
between GW v and the UST «’ for receiving data for service j of application n application
placed on the UST «/, and it is calculated as:

TX p,DL

P
DL _ ;DL v
Crijure = by logs(1 + o

) (6)

In eqs. (5) and (6), hYL hBL denote the channel gain for the uplink (UST u to GW
v) and downlink (GW v to UST «’) connections respectively, and wy is the white noise
power. Other notations in these equations for bandwidth and transmit power are already
defined in subsection 5.1.1. Considering the case 2 in egs. (3) and (4) i.e., when the
sending service ¢ is placed on GW v, i.e., id; = v, then the uplink v-to-v data rate is
OYLnjvv = 400, and if the receiving service j is placed on GW v i.e., idy = v, then the

downlink rate from v-to-v is CPtnjvv = +o00.
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TComm

nij

k, k" is calculated as follows:

Now, per-flow latency based on four types of communication links between servers

TUL=WS Tﬁ.ﬁ,_vws (k, k' € UUY)
[ Comm _ TV WS 4r (k € UUVAK' € €U cloud) -
" T+ T e (k€ €U cloud NK € UUV)
0 (k=Fk)

Now, the computation latency T¢°™ from equation (1) is modelled, which is calculated as
a summation of compute-latency Tgomp for each service i € M, for the given application

n, as follows:
TS =N T Vie M, (8)

The compute-latency for i" service TS depends on two factors: cpu cycles requested
cpu—cycles

ng

the shared placement server k& denoted as rzgz_cydes. Given that an; = k, the TS is

by that service rr , and the fraction of cpu cycles allocated to the service ¢ on

calculated as:
rrcpufcycles

Comp __ ni
Tni ~ cpu—cycles (9)
T ik
_cycles - s _
where, 70”4 is calculated by dividing the cpu frequency of the shared server r"* freq

by no. of services placed on it N as follows:

cpu— freq
cpu—cycles Tk (10)

r_. = -
nik services
Ny

After modeling the overall latency for an IoT application (eqs 1-10), now an application’s

energy consumption is modelled.

5.2.2 Energy Consumption Model for an IoT Application

The total energy-consumption £, for the n'” IoT application is a summation of energy

consumed during communication and computation, as follows:
En — Egomm + ESomp (11)

The EY°™™ energy consumption during communication for the application n is calcu-

lated by summation of each per-flow energy consumption EC9™™ for all i,j pairs of

nij

communicating services fy;; € F, as follows:

EJomm = "N T EST™ Vi, j € My, if 3fn; € F (12)
i
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The per-flow energy consumption E'Sfj’mm in the above equation depends on the type of

communication link between servers k and k', where the communicating services ¢ and
j are placed respectively. There are the same have four cases as eq. (7) corresponding
to various type of communication links between placement servers. Given that a,; =

k and a,; = k', the per-flow energy consumption Eggmm is calculated as follows:

UL-WS DL-WS
Enikv + Enjkv

kK euuv)

ke UUVAK €&Ucloud)
ke&Ucloud Nk e UUYV)
k=Fk)

UL-WS wired
EC.o.mm _ nikv + Enij
nij

Ewired 4 EDL*WS (13)

nij njkv

0

o~ o~ o~ —~

where, the EVL-"WS and EPL-WS respectively denote the UL-WS and DL-WS energy-

nikv njk'v
consumption for the access rjletwork communication, and E%Ted is the energy consumed
in wired backbone network. As per [182], the energy-consumption for access network
and wired backbone network communication are respectively calculated by time-based
model and flow-based model. First, the UL-WS and DL-WS energy consumption are

calculated using time-based model. Since, from eq.(3) the time (latency) for UL-WS

communication 792" = 0 for case 2 i.e., when idy = v and from eq.(4) DL-WS
latency Tﬁi,;ws = 0 for case 2 when id, = v, so will be the corresponding UL-WS and

DL-WS energy-consumption, which is defined as follows:

EUL-WS _ PEXTgiizTWS + PI{%XTZEJWS (k € UNidy = u) (14)
ke 0 (k €V Aidy =)

EPL-WS _ PEXTnDji;WS+PUI‘%XTnDj£;WS (K € UNid, =u') (15)
nikv 0 (k' € V Aidy, =)

In egs. (14) and (15) PTX, PRX PTX PRX are the transmit and receive powers of UST
u and GW v respectively. Now, E;"i"j”d, the energy consumed in the wired network for
the communication flow f,;; is calculated, as follows:

EXt = ey it (tnij * 8) (16)
where, E,e, it is the energy consumed per-bit in the shared transport and cloud networks,
and ov,;; is multiplied with 8 for bytes-to-bits conversion. The per-bit energy is calculated
as Eper pit = heEedge +eEecore + Ecent._cioud, Where he, h. respectively denote the no. of edge
and core routers, and Feqge, Feore; Ecent cloud Tespectively denote the energy consumed per-
edge element, per-core element, and for the centralized cloud. As per [182], h, = 3, h. =
5, Eedge = 3TnJ/bit, Ecore = 12.6nJ/bit, andEcept cioua = 20pJ/bit in both, uplink (i.e.,

edge-to-cloud) and downlink (i.e., cloud-to-edge) directions.
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Now, the computation energy consumption ES°™ from equation (11) is modelled, which
is calculated as summation of energy consumed in computing ES°™ for each service

1 € M, for the given application n, as follows:

EJom =Y B Vie M, (17)

The compute-energy for i service ES”™ depends on two factors: cpu cycles requested by

cpu—cycles

that service rr,; , and the server characteristic py for the k' server, where service

i is placed. Thus, given that a,; = k, the ES™ is calculated as:

Com, cpu—cycles
Eni P __ P Y

= PRTT (18)
where, pi represents the energy consumed per cpu cycle by the placement server k, and
pr = 10726 (P 7e0)2 [149]

After modeling the overall energy consumption for an IoT application (equations 11-18),
now the service placement optimization problem for a set of IoT applications with relevant

constraints is formulated.

5.2.3 The Service Placement Optimization Problem

The SPP is formulated as a multi-objective latency and energy minimization problem

over a given set of IoT applications N with relevant constraints as follows:

N N
min \ Y T+ XD E, (19)
" n=1 n=1
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S't' C1:R, > RR,  (VieM,)
C2a T50™™ < Ynij  (Vfuij € Fn)
O2b:CUL > Bii (Vfnij € Fu,if k € W)
C2c:C20 > By (Vfnij € Fn i K € W)
C3 :apm =u (Vsas; € SAS,,id} = m3u € U)
s.t. if type;’ = sensing, then ,3x s.t.
sens; = sens,[z] and srate]' < srates,|z]
else, type; = actuating, then , 3z s.t.
act] = act,|z] and arate] < arates,|x]
Ca:X4+X =1
ap = {an1, Ana, -..apprlan; € K, 1 <i < M,n € N}

where, a,, represents the multiple decision variables — one for each of the M services of
the application n. In this way, the optimization problem for one application is solved
in each decision step. In eq. 19, the constraint C'1 specifies resource constraints, while
C2a,C2b, C2c denote the per-flow network constraints for latency, uplink and downlink
bandwidth respectively, and the constraint C'3 denotes satisfaction of locality constraints
for all SAS services for their placement among appropriate UST subject to validation for
type and traffic-rate criteria. In addition, C'4 constraints the sum of relative weights for
latency and energy-consumption objectives (A*, A°) to be 1. The goal of the formulated
optimization problem is to solve the placement for a set of applications with the objective
to minimize the weighted sum of latency and energy consumption while satisfying the

specified constraints for all applications.

To solve a stochastic optimization decision-problem using the DRL framework, the under-
lying optimization problem should be formulated as a Markov Decision Process (MDP).
Therefore, the SPP in eq. 19 is formulated as a MDP named as, UrbanEnQoSMDP that

is presented in the next section.

5.2.4 Proposed MDP Formulation: UrbanEnQoSMDP

A MDP [183] is defined as 5-tuple < S, A, T,R,~ > discrete time stochastic control
process, where S is the state-space, A is the action-space, T is the transition probability
p(s'|s,a,) that is unknown for model-free DRL agents, R is the reward function that
outputs immediate scalar reward r; (on the basis of current state s;, action taken ay,

and the next state s;;1), and v € [0,1) is the discount factor to assess the present value
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of future rewards. Note that the concept of discount-factor enables the DRL models
to maximize the agent reward in the long-term as it guides the DRL model to select
an optimized action in each timestep — the action with maximum value of discounted-
reward. This maximization of discounted-reward per timestep enables the DRL model to
achieve the maximum total reward for the episode. The DRL models solve the MDP by
solving the Bellman’s-optimality equation for the optimal action-value function Q*(s,a)
[184] defined as:

Q"(s,a) = Eg[r +ymax Q"(s', ') s, d] (20)

where, r is the immediate reward, v is the discount factor, s, a denote the current state

and current action, and s’,a’ denote the next state and next optimal action.

The SPP in eq. (19) is formulated as an episodic MDP, named as UrbanEnQoS-
MDP, whose objective is to maximize the total reward (i.e., minimize the latency and
energy-consumption) it receives during an episode. An episodic MDP is a MDP with
two additions: the terminal state that marks the end of episode and the episode length
T that defines the no. of discrete decision timesteps for each episode. In each timestep
t € {1,2,...,T} the DRL agent is in current state s, takes action a;, then receives reward
r, and reaches in the next state s, 1. In the SPP (eq. 19) the placement problem is solved
for one application in one decision-step for a total of N applications. Thus, in the pro-
posed UrbanEnQoSMDP, the episode length is set as " = N, such that the DRL model
solves for the application n = ¢t in the t** timestep. Further, the episode termination
is defined as successful termination when the episode ends after N timesteps by solving
for N applications, or failure termination when at any timestep ¢t € T' the chosen action
a; leads to any of the constraints violation (C1 to C4 eq. 19) for the current application

n.

UrbanEnQoSMDP is defined as 6-tuple: (S8, A, N,r,~,s;), where 8 is the state-space,
A is action-space, N is the episode length, r is the reward function, v is the discount-

factor and s; is the initial state. The state-space 8, action-space A, and reward function
r for the proposed UrbanEnQoSMDP are defined as follows.

State Space §: During each timestep ¢, the primary domain MEO observes the ‘Ur-
ban IoT-Federated MEC-Cloud’ environment as o; and constructs mask, (detailed in
algo. 5.1) to form the current state s; = (o;, mask;). The current observation of the
(multi-tier placement) environment o; includes: i) the application index n, which is
n =t that represents the application to be solved for placement in the current timestep
ii) the placement request of the current urban IoT application n, defined as APP, =
(M., RR,,, F,,, SAS,,) iii) the current information about the ‘Urban loT-Federated MEC-
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Cloud’ architecture i.e., placement servers and connectivity information i.e., network, =
(K, U, V, &, cloud, GW,bUL bPL) . Thus, the current observation o; is defined as:

oy = (n, APP,, network;) (21)
and current state s; for timestep ¢ as:
s¢ = (o4, masky) (22)
The state-space over the episode of length N is defined as:
8 = {si|t =nVn € N} (23)

Action Space A: From the SPP eq. 19, the placement solution at each decision-step is a
multi-action decision to simultaneously place all the M services of the current application

n. Thus, in timestep ¢, the current action a, is defined as:
ay = ap = {ap1, @pa, ..., apprlan; € K, 1 <1< M} (24)

The DRL model calculates MxK + 1 values for ((s,a) estimates over the action-space
X for each of the M services of application undertaken in the current timestep and
chooses one optimal placement action out of K + 1 possible actions as — the action with
maximum value of Q-function estimate (max@*(s,a)) for each of M services. In this
way, the DRL model simultaneously solve the placement for all application services and
outputs M optimal placement actions, one for each service. Recall, that for the sake of
simplicity, it is assumed to have the same no. of services per application as M, however,
this assumption can be easily generalized for varying no. of services per application by
adding dummy actions for applications with lesser no. of services. The action-space over
the episode of length N is defined as:

A ={a|t = nV¥n € N} (25)

Reward Function r: The reward function r defines the immediate reward r; that
the DRL model receives in the current timestep, in response to the action a; taken
by the DRL model for the current state s;. Since, the DRL models solve the MDP,
which is a reward maximization problem whereas, the objectives latency and energy-
consumption in eq. 19 are of minimization type. Thus, the negative of eq. 19 is taken
as the immediate reward for an intermediate timestep (¢ < N) if the current action a;

does not result in any constraints violation, i.e. when t < N A done = False A violate =
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False. Here, done represents episode termination, which is set to True when the current
episode terminates either with success after solving the last timestep or with failure at
any timestep (last/intermediate). For the terminal state (when done = True), the ry is
defined as a huge +ve reward r; = 50N when the current episode terminates with success
after solving the placement for NV episodes without incurring constraints violation, or r;
is set as a huge -ve penalty as r, = —50N when the episode terminates with failure i.e,
encountered constraints violation in current timestep. Thus, the reward for the current

timestep r; is defined as:

50N (t = N A done = True A violate = False) (26)

—(0.5T, + 0.5E,) (t < N Adone = False A violate = False)
Ty =
—(50N) (t < N Adone = True A violate = True)

Performance Measure: The DRL algorithms optimize discounted reward at each
timestep to maximize the cumulative reward (i.e., total reward) for an episode, which
is also known as return G = ZtT:l 7741 [183]. The DRL algorithms are evaluated either
at episodic-level to evaluate the amount of reward it receives (i.e., cumulative
reward for an episode) or at timestep-level to evaluate how good a policy it finds
(i.e., average cumulative reward) [185]. For the UrbanEnQoSMDP, the Average Cumu-
lative Reward (ACR) i.e., accumulated reward per timestep is used, which clearly shows
the value of policy learned and whether the algorithm has stopped learning (i.e., con-
verged when ACR is flat). The average cumulative reward is calculated by dividing the

cumulative reward by episode length N:

: _ Zi; Ve
Avg.Cumulative Reward(ACR) = =N (27)

5.3 Proposed DRL Model: UrbanEnQoSPlace

The key ideology of dueling DQN to separately estimate the state-value function V' (s),
so as to avoid the exhaustive exploration of the action-space for lesser valuable states re-
sulting in faster training and better convergence [186], motivates the design of proposed
UrbanEnQoSPlace DRL model. Because, in the urban placement scenario it would be
helpful to have an estimate of lesser valuable state(s) as when there are insufficient re-
sources for a service, then all placement actions in the action-space except the cloud are
meaningless, in such case, using the dueling architecture avoids exhaustive exploration
based on its learning that the current state is less valuable. Standard DQN [184] does not
have this feature and so it takes longer to converge. The Dueling DQN [186] is discussed
in brief before describing the proposed UrbanEnQoSPlace model.
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Dueling Deep Q-Networks: The dueling DQN estimates Q(s, a) values as per eq. 28
[186] based on two separate functions: the action-independent state-value function V(s)
that indicates the value of a state, and the action-dependent advantage function A(s,a)
that estimates the advantage of choosing an action relative to all other actions in that
state. To implement eq. 28, the dueling architecture first splits its deep network into
two branches of Fully Connected Layers (FCL) that separately estimate V' (s) and A(s, a)
respectively, then a forward-pass in the advantage module subtracts the mean of the ad-
vantage function from each A(s,a) value, which is then aggregated with V(s) to output
Q(s,a) estimates for all actions in the action-space A for the given input state s.

Qs a0, 0, 8) = V(s; 0, ) + (A(s,a; 6,0) — \Tll ZA(S,a';@,a)) (28)
where, 6, a, 8 denote the parameters for convolutional layers, advantage function FCLs,
and value function FCLs respectively and |A| denotes the dimensionality of action-space.
Based on dueling DQN, the UrbanEnQoSPlace DRL model is proposed for solving the
formulated UrbanEnQoSMDP.

5.3.1 UrbanEnQoSPlace DRL Model: Proposed Deep Network
Architecture for Multiple Actions

This section describes the proposed UrbanEnQoSPlace DRL model with customized deep
network architecture to support multi-actions output. Then, in next section (section
5.3.2) a customized mask-based policy: “e-greedy with mask” is proposed, which will
be used by the proposed DRL model. Then, the optimal service placement done by the
proposed UrbanEnQoSPlace DRL model is discussed in detail (section 5.3.3).

The architecture of the UrbanEn(QoSPlace model shown in Figure 5.3, comprises three key
components: i) Main Dueling Deep Q-Network (MDDQN), ii) Experience Replay Buffer,
and iii) Target Dueling Deep Q-Network (TDDQN). For MDDQN;, to output Q(s,a)
estimates simultaneously for M number of actions {ai,as, ...,ay}, the deep network’s
advantage module is constructed with M independent streams parameterized by their
respective weights w1, wy, ...wy; — such that each of the i*" advantage stream A(s, a;; w;)
outputs advantage-function estimates over its action-space X for placing the " service
of the current application n inferred from the input state. Since the value-function V(s)
is independent of actions, it is constructed as an independent single stream of FCL
layers with weights wg. As the SPP has no image features, the convolutional layers
from the standard dueling architecture are omitted. The Q-estimates for placing ‘"

service are obtained by aggregating V'(s,wy) with mean-adjusted A(s,a;;w;) to output

122



miask; o Palicy - € - greedy with mask
0y §
g i ;
| 3.3 Als 3, w)
—+ i — i — Quiput u Q(z, 2, wy, W)
2 ',||'.rl Mean ilrﬁtmt';ﬂ n ‘a TakE@ h. B
g Als,ay; wy) ® acion 3, |=
Eig—is—hg — Output Qs a,wewy) :& @ E
- B :
E IINE '-1|inu|£-u|.t-.--. : E. Obaerve "E U
My 5,
:; Als, '. - E _Hs. d = g
E Q—FE —+ Output " Qa, 2y, Wy, Wyy)
k. o
MODQN WM haun ssberici @ Selecta,
Y
= '@ "(§) Sanple Mnibatch o
s Store g¥perience
\ ™,
Gradient Descent .’"d; Qs , a; wo, Wy, Wy, WM] (5, 3udler 501
i .,
@ﬁ! o /@T"IpmI
Lozs function . E © Sample—
Liwg, wy, wy Wyl E "“'\-.@ ot -__ll_f_fl,'mi'ﬂiill:h
h""-\.\.‘ ‘__.-'
= ™~ 1oDQN
V= +Y I'Eillﬂlit Qsie , Bt s W, Wiy Wy ey Wiy}
I

Figure 5.3: The Proposed UrbanEnQoSPlace DRL Model

Q(s, a;; wo, w;) over the action-space K. The architecture of the target network TDDQN

is exactly the same as the main network MDDQN and the role of experience replay is

elaborated in the training phase for the proposed DRL model.

5.3.2 UrbanEnQoSPlace:

Masking

This section presents the proposed novel policy “e-greedy with mask” given in Algo-
rithm 5.2 that integrates a boolean action mask with the popularly used e-greedy policy,
such that the True, False values in the mask respectively correspond to valid, invalid

placement actions as per locality constraints for SAS services. To better appreciate the
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proposed policy, first the construction of action-mask by the primary domain’s MEO
presented in Algorithm 5.1 is discussed. During each timestep ¢, the UrbanEnQoSPlace
model solves the placement problem for one application n = ¢ so, the MEO takes as input
the current timestamp ¢, the current application APP;, and the set of USTs U to deter-
mine the action-mask mask; (line 1). The mask; is a boolean matrix of size MxK + 1,
where rows and columns represent application services and placement servers respectively.
During each timestep, the mask, is initialized as False for all rows and columns (lines
3-4) and then it is updated (row-wise) for each service such that if the service i is a
non-SAS service (line 5), then all servers are valid as-per locality constraints, hence, all
columns (placement servers) for that row (service) are set to True (line 6). However, if
the service 7 is a SAS-service (line 7), then the MEO iterates over the set of USTs (line 8)
to find those valid USTs u € U (where idy = u) that satisfy the senor/actuator type and
traffic-rate criteria for the given SAS service i (lines 10, 13) to unmask the server k for
service i by setting the column k for row ¢ in mask; as True (lines 11, 14). Note that the
servers (columns) that do not match the locality criteria are already masked for the SAS
service i, as the mask; matrix already holds the value False for them. After evaluating
the valid servers for all services, the MEO returns the mask; to the policy implementa-
tion module (line 21). Note that, only the locality constraints could be integrated into
the model policy, since they specify static information, whereas the resource and network
constraints specify dynamic information, so those constraints must be handled during

model training.

Now, the proposed policy “e-greedy with mask” is discussed, which takes as input the cur-
rent state s; = (o, masky;) (eq. 22) that includes current system state o, and the mask for
the current application mask; and outputs simultaneous multiple actions {a, as, ...ay}
for placing M services of the current application. In lines 4-10, the mask; is pro-
cessed for each service i to determine the set of candidate-servers-per-service, denoted
by cand_server,; by adding the valid server k if mask;[i][k] = True. Clearly, for a SAS
service 1, the cand_server,; C XK, thus, it reduces the search-space for corresponding
placement actions, and also ensures the apriori satisfaction of locality constraints. Now,
the policy solves the explore-exploit dilemma as: with € probability random action(s) are
explored for placing all M services (lines 12-15), while with probability 1 — e the current
best action is exploited for all M actions by taking arg max operator over Q-values of
only cand_servers,; (lines 16-20). Finally, the policy outputs the action to be taken in

the current timestep for the application n as: a; = {ay, as, ...,ap } (line 21).
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Algorithm 5.1 Construction of the Action Mask by the Primary MEC Domain’s MEO

1: function ENV_CALC_MASK(t,APP;,U)

2: Initialization: Initialize application index to solve in current_timestamp as: n = t; Extract
SAS,, = SAS; from APP;; Initialize a boolean matrix mask; with M rows and (K + 1)
columns

3: for i < 1to M do

4: mask[i][0 : K] < False

5. if Vsas} € SAS,, id]' # i then

6: mask[1][0 : K| < True

7. else if Jsas} € SAS, s.t. id} =i then

8: forue UA (Fk e XK |idy =u) do

9: if type;' = sensing, Jx then
10: if sens] = sens,[x] A srate]’ < srates,[z] then
11: mask[i][k] < True
12: else if type;' = actuating, Jx. then
13: if act} = act,[z] A arate} < arates,[z] then
14: mask.[i][k] < True
15: end if

16: end if {\\End of line 12 else-if block}
17: end if {\\End of line 9 if-elseif block}
18: end for {\\End of line 8 for block}
19: end if {\\End of line 5 if- elseif block}
20: end for {\\End of line 3 for block}

21: return mask:
22: end function

5.3.3 UrbanEnQoSPlace: Optimal Service Placement

The placement process initiates when the primary domain MEO receives the request for
placing a set of applications from the CFS portal. Practically, for service placement in
the real MEC system, the MEC operator would first need to train the UrbanEnQoSPlace
DRL model by implementing Algorithm 5.3 on its MEO, so that the model learns by
taking actions in the MEC operator’s real network environment and adjusts the model
parameters (weights and biases of the deep network) accordingly. Then, after training
when the model has converged, it needs to be saved with its weights (either as a full
tensorflow model, or only the weights in numpy /HDF5) to load the trained model with the
updated weights into the MEO for making optimized placement decisions that maximize
reward (i.e., minimize latency and energy-consumption) for the target MEC operator.
The training procedure for the UrbanEnQoSPlace model, outlined in algorithm 5.3 is as
follows: first, the MDDQN weights are initialized randomly and TDDQN weights are
copied from MDDQN, the experience replay buffer D with capacity C' is initialized, and
the episode length is set as N (line 1). Then in each training iteration, the model first
gathers the current state s; from MEO (line 3), which also involves a call to algo. 5.1 to

get the mask mask; for the current (1st) application. The current state in its raw-form
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Algorithm 5.2 Algorithm for the Proposed “e-greedy with mask” Policy

1: Input: current state: s; < (oy, mask;), where mask; < ENV_CALC_MASK(t, APP;,U)
is obtained from algo. 5.1; o; is observed by the MEO, and € € [0, 1]
Output: current policy: m(a¢|s¢; wo, wi,...wpr) = w(a;|se, 1 < i < M and Va; € K)
Initialization: Initialize current_app n = ¢; initialize M sets to store candidate/unmasked
servers for each service i denoted as, cand_server,; = {}
for i <+ 1 to M do
for £+ 0 to K do
if mask;[i][k] = True then
add server k to the candidate set for service 7 as, cand_server,; < cand_server,; Uk
end if
end for
10: end for
11: Choose a random number r € [0, 1]
12: if r < € then
13: fori¢ <+ 1to M do

14: a; < random k chosen from € cand_servery,;

15:  end for

16: else

17 for i<+ 1to M do

18: k< arg HbaxQ(st, aj; Wo, Wi, ..., War|a;€Ecand_servery;)
19: end for l

20: end if

21: return {ay,ag,...ap} < m(a;|st, 1 < i < M) the derived e-greedy policy with mask;

is not suitable for stable learning, so linear-normalization pre-processing is applied, and
also the mask mask; is input to the policy module (algo. 5.2) to get the current policy,
which specifies the chosen simultaneous multiple actions for the current state (line 4).
For each timestep ¢, the composite action a; obtained from policy is implemented in the
environment and the resulting reward and next state are observed (lines 6-7). The next
state is then pre-processed (line 8) and the experience tuple (s, a;, ¢, S¢41) is stored into
the experience replay buffer D (line 9). These steps are repeated many times, until the
buffer has atleast D, (batch size) number of samples for each timestep for further training.
The model then sends a uniformly sampled minibatch I, from the replay buffer to both
networks TDDQN and MDDQN (line 11) that respectively calculates the target y“

and predicted 7" Q-values for each i"" experience tuple T; € D), as per eq. 29 and
30:

T if episode terminates at timestep ¢ + 1
?arget — (29)
! ri +ymazQ(Siy1, Git1, Wy , W , ..., W,,) otherwise
a
pred
yi = Q84 as, wo, wr, . .., War) (30)

pred

The goal of training is to make MDDQN predictions y;

. as close as possible to the
target

real values obtained from environment v,

i . In other words, the loss-function should be
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Algorithm 5.3 Optimal Service Placement by the Proposed UrbanEnQoSPlace DRL Model
1: Initialization: Initialize replay memory I with capacity C; MDDQN parameters

wp, w1, Ws, ..., wy with random weights; TDDQN parameters as: w, = wg, w; = wi,
wy = wy, ...,w,; = wyy; episode length as IV; no. of training episodes as num_episodes
2: for episode < 1 to num_episodes do
3:  Get Initial state from environment s +— (01, maski), which internally calls algo. 5.1 to
get mask,
4:  Pre-process initial state: ¢1 < ¢(s1) and derive the policy “e-greedy with mask” using
algo. 5.2
5:  for timestep t < 1 to N do
6: Choose an action a; as per proposed policy (algo. 5.2)
7: Execute action a; in the environment and observe reward r; and next state s;11
8: Pre-process next state: ¢;1(si4+1) < @(St+1)
9: Store the experience tuple (¢y, as, r¢, ¢y41) into the replay buffer D
10: Uniformly sample a random minibatch Dy, of tuples (¢;, a;, i, ¢ir1) from D
11: Use TDDQN and MDDQN to calculate the target and predicted Q-value respectively
for each sample in I, as per eq. 29 and 30
12: Perform a Gradient descent on Loss function L(wg, w1, w2, ...,wpr) (defined in eq. 31)
and update all weights of MDDQN as per eq. 32
13: Every Tj steps update weights of TDDQN as: w, = wp, w; = wi, wy = wa, ..., wy; =
wnp
14: Store reward, latency and energy-consumption for current timestep
15:  end for
16:  Calculate and store the average cumulative scores for reward, latency and energy-
consumption for the current episode
17: end for

18: return The trained DRL network MDDQN with its weights wg, w1, wo, ..., was

minimized, which represents the Mean-Squared Error (MSE) between the two values over
the minibatch (eq. 31). For this, the TD-error for each i* experience tuple is defined as

8; =y — 47" and the MSE over batch is taken to define the loss function as:

Dy

1
L =— ) (§) 31

(wo, wr, wa, ... war) D, ;( ) (31)
As the loss-function is parameterized by M + 1 weights, gradient descent on the loss-
function w.r.t each of these network weights w;Vl € {0,1,2,..., M} is applied and the
Adam optimizer is used to update all the M + 1 weights of MDDQN network (line 12)

as eq. 32:
wy = w; + Vo, L(wg, wy, we, ..wp) V€ {0,1,2,..., M} (32)

where, a is the learning rate and V,,, denotes the partial derivative w.r.t ['" weight. The
weights of MDDQN are updated instantly, while the weights of TDDQN are copied peri-
odically from MDDQN after every Ty steps (line 13). The metrics (reward, latency, and
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energy-consumption) are recorded during each timestep (line 14) and the average cumu-
lative score for each of them for each episode (line 16) is calculated. After completing the
training for num_episodes, the MDDQN with its current weights is now a learned DRL
model that can be used to output optimal service placement actions for the UrbanEn-

QoSMDP that maximize reward (i.e., minimize latency and energy-consumption).

5.4 Experimental Results

The performance of the proposed UrbanEnQoSPlace DRL model is analyzed from var-
ious aspects - performance of the DRL model, scalability of the model, and efficacy of
the model policy (e-greedy with mask). Python and Tensorforce [187] are used for carry-
ing out experiments. Tensorforce is an open-source DRL framework built on the top of
Google’s Tensorflow and allows to built custom RL environments quite similar to openAl
Gym. All experiments are done on a Dell laptop with intel i3 processor operating at
2.30 GHz with 4 GB ram and windows 10 operating system. First simulation and hyper-
parameter settings are described and then, the results obtained for each experiment are

discussed.

5.4.1 Simulation and Hyperparameter Settings

A custom RL environment is developed in Tensorforce to model the UrbanEnQoSMDP
simulation scenario comprising of: i) K + 1 placement servers (one cloud server and rest
K servers as sum of ESs, USTs, APs), ii) N number of urban IoT applications with each
application having M constituent services. The values N = 10, M =5 and K = 20 are
set and also the proposed UrbanEnQoSPlace DRL model is implemented. The details
for various MDP entities and proposed model are as follows:

Placement Servers

The compute resources for cloud server are set as (1000G H z, 8, 256G B, 1000G B) and the
K servers for [oT-MEC tiers are randomly partitioned into 4 heterogeneous categories as:
tiny (0.3GHz,1,2GB,20GB), small (0.5Ghz,1,4GB,40GB), medium (0.7GHz,2,8GB,80GB),
and large (1GHz,4,16GB, 160G B) [162]. Further, %K servers are chosen randomly from
the set of tiny U small Umedium to denote USTs and APs (GWs) and remaining servers
denote the MEC edge servers. To model the urban IoT access network enabled by public
WiFi, the chosen USTs are randomly distributed in two groups- near-to-AP and far-
from-AP, such that the bandwidth (both, UL and DL) and latency between each UST
and the AP is randomly assigned in the range of [15,20] Mbps and [1,5] msec for group
1; and [8,12] Mbps and[8, 12] msec for group 2 respectively. In addition, each UST is
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modelled with 5 sensors and 3 actuators. The other parameters for wireless access net-
work are as: the transmit and receive powers for USTs P/ = PFX = 100 mW, for
APs P = P = 25 mW, channel gain 4 dBi, white noise power wy = —100 dBm,
round-trip propagation delay 15 msec [155]. The weights are set as: A* = X\ = 0.5
Urban IoT Applications

For each application, its application graph is manually designed based on the sense-
process-actuate model (refer Figure 5.1 for a small example) with a total of M ser-
vices. The resource demands for each service are generated randomly in the range of
[1000, 10000] cpu-cycles, [1,4] cores, [50,500] MB ram, and [200,8000] MB storage re-
spectively. And, the per-flow communication parameters are set randomly in the given
ranges as: amount of data a,;; = [2,6] MB, bandwidth constraint f3,,;; = [0.1, 1.0] Mbps,
and latency constraint ,;; = [100, 1000] msec [162]. Similarly, for SAS services the traffic
rates are chosen randomly in the range [1,3] invoke/min.

Hyperparameters for UrbanEnQoSPlace DRL Model

The UrbanEnQoSPlace DRL model comprises M + 1 streams — M streams for the ad-
vantage module and one stream for value module for both the networks ie., MDDQN
and TDDQN. Each stream in the neural network comprises of 2 FCLs with 64 neurons
each and tanh activation. The capacity of replay memory is set as 10000, no. of training
episodes as 3000, and episode length (max. episode timesteps) as N. According to [148],

various DRL hyperparameters are set as given in table 5.2 below.

Table 5.2: DRL Hyperparameters

Hyperparameter Value
Discount factor ~ 0.99
Optimizer Adam
Learning rate « 0.001
Batch Size D 64
Update Frequency for target network Tg 16

5.4.2 Performance Analysis

In this section, the results for performance analysis of UrbanEnQoSPlace are analyzed

against the following state-of-the-art DRL algorithms:

i) Value Based DRL Algorithms: These include the standard Deep Q-Network
(DQN) [184] and Double DQN [188] algorithms. The UrbanEnQoSPlace model,
based on Dueling DQN [186] also falls in this category. Service placement works
that use VB DRL algorithms include [148, 152, 153, 150, 154, 149, 151, 155, 158|.
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ii) Policy Gradient DRL Algorithms: The algorithms PPO [189], Trust Region
Policy Optimization (TRPO)[190], and Advantage Actor-Critic (A2C)[191] are cho-
sen for performance comparison. Service placement works that use PG DRL algo-
rithms include [157, 158, 159, 160, 161, 156].

iii) Random Heuristic: In this approach, the placement servers are assigned ran-
domly to the services from the action-space. Numerous works [141, 144, 150, 159,

160, 163] compare their work with random heuristic.

Note that the results of proposed DRL model could not be reported against any specific
research work due to underlying differences in application, network, or system models.
Thus, the most commonly used DRL algorithms for SPP from literature are enlisted
and the performance of the proposed model is compared against those standard DRL
algorithms in solving the formulated placement MDP, the UrbanEnQoSMDP. Also, note
that for performance evaluation, the multi-action output and action-masking features are
implemented in all these baseline algorithms for fairness and also, similar to [152] the

model hyperparameters are kept same for all baselines to ensure fairness of results.

Convergence Analysis
The convergence performance of the UrbanEnQoSPlace model against the VB DRL algo-
rithms is shown in figure 5.4. Recall that a DRL agent receives a huge negative/positive
reward as penalty/reward when the episode terminates with failure/success respectively.
As it is known that DRL algorithms learn by experience, so during the initial episodes
when the DRL agent knows nothing it is expected to have huge negative rewards and
slowly as the DRL agent undergoes learning the algorithm converges towards successive
positive rewards. From the results, it is inferred that all the VB algorithms confirm to
such a trend — initially huge negative penalties followed by successive positive rewards
upon convergence after few hundred episodes. And the occasional dips upon convergence
are due to the random exploration done by the DRL agent to balance the explore-exploit
dilemma for solving RL problems. Additionally, as far as the performance of our model
relative to DQN and Double DQN is concerned, it is inferred from the results that Ur-
banFEnQoSPlace performs superior to both, DQN and Double DQN as it exhibits quicker
convergence and stable training (i.e., less exploration upon convergence) as compared to
the other two VB algorithms.

Next, the convergence performance of UrbanEnQoSPlace against the PG DRL algo-
rithms is shown in figure 5.5. From the results, it is inferred that UrbanEnQoSPlace

outperforms all the chosen PG algorithms as it converges after few hundred episodes
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with continuous higher positive rewards, while the PG algorithms keep oscillating be-
tween negative and positive rewards throughout the entire training process and could
not lead to continuous positive rewards even until the end of experiment. Hence, it is
concluded that the PG DRL algorithms could not converge/learn an optimal placement
policy for solving the placement MDP. However, among the PG algorithms, the A2C
rewards are less negative (slightly better) than the PPO rewards, which are less negative
than TRPO rewards. One plausible reason for the poor performance of PG class of al-
gorithms is that they are well suited for RL problems with continuous actions, while the
UrbanEnQoSMDP problem comprises discrete actions for which the VB class of algo-
rithms outperform the PG class of algorithms. Finally, figure 5.6 shows the convergence

performance of the learning-based UrbanEnQoSPlace model against the random heuris-
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tic that does not undergo any learning. The obtained results clearly indicate the quicker

convergence of UrbanEnQoSPlace in comparison to the random heuristic .

Note that due to the significantly poor performance of the chosen PG and random algo-
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Figure 5.6: UrbanEnQoSPlace vs. Random Heuristic

rithms, these algorithms are excluded from further analysis in subsequent sections.

Reward Analysis

The rewards obtained in terms of, average cumulative reward (eq. 27) by the proposed
UrbanEnQoSPlace model relative to DQN, and Double DQN algorithms in solving the
placement MDP are shown in figure 5.7. From the results, it is inferred that the Ur-
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Figure 5.7: Reward Analysis

banEnQoSPlace model consistently achieves the highest reward and stable training with

132



lesser exploration as compared to the DQN and double DQN algorithms. Secondly, the
performance of DQN is better than the Double DQN with higher rewards.

Runtime Analysis

The results for runtime analysis of UrbanEnQoSPlace model relative to DQN and Double
DQN are shown in figure 5.8. In this experiment, each model’s runtime for both the
training and testing phases is analyzed. In the training phase, the underlying DRL model
undergoes learning to update the model weights, while the testing phase uses the trained
model without any weights’ updation. The training process is run for 3000 episodes and
testing process for 500 episodes for each DRL model. Each experiment is repeated five
times to obtain the average training and testing times. From the results, it is inferred that
UrbanEnQoSPlace incurs the minimum average training and testing times as compared
to the DQN and Double DQN algorithms. Note that the drastic variation in training and
testing times is due to the fact that the model training involves the compute-intensive
gradient calculation and weights updating steps during each episode, which, of course,

are not performed in the testing phase.
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Figure 5.8: DRL Models Runtime Analysis

5.4.3 Scalability Analysis

In this set of experiments, performance of the proposed UrbanEnQoSPlace model is

evaluated against VB algorithms at different scales of the placement problem.

Impact of Number of Applications (V)
In this section, the impact of no. of applications N on the obtained reward is analyzed

by varying N from 10 to 50 applications, increased by 10 in each experiment. As a higher
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no. of applications will require more servers and USTSs, servers are set K = 60 and no. of

USTs %K with the remaining simulation settings unchanged. Figure 5.9 shows the reward
for the UrbanEnQoSPlace model and the chosen VB algorithms across different numbers
of applications. It is found that (i) UrbanEnQoSPlace consistently outperforms DQN
and double DQN at all scales of application number; (ii) double DQN achieves higher re-

wards than DQN at larger scales — as it uses double estimates to overcome overestimation

problem of DQN, however, it cannot perform better than UrbanEnQoSPlace; (iii) Urba-

nEnQoSPlace performs far better when the application number increases. This is due to
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the fact that with an increase in N, the no. of states in the underlying MDP (UrbanEn-

QoSMDP) also increases and the dueling approach for separate estimation of state-value
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function V(s) and action-value function A(s,a) in the UrbanEnQoSPlace results in bet-
ter performance i.e., stable training and higher rewards than DQN and double DQN as
both of these lack the state-value separation mechanism that could limit unnecessary

exploration for lesser valuable states.

Impact of Number of Application Services (M)

In this section, the impact of the number of application services M on the achieved re-
ward is analyzed by varying M from 5 to 13, increased by 2 in each experiment. The
values N = 10, K = 60, no. of USTs %K are set; with the remaining simulation set-
tings unchanged. Figure 5.10 shows the rewards obtained for UrbanEnQoSPlace and VB
algorithms across different scales of M. It is inferred that (i) UrbanEnQoSPlace out-
performs both DQN and Double DQN at all scales of M; (ii) there is negligible difference
in the performance of double DQN and DQN, however DQN exhibits less exploration
and stable training; (iii) the converged value of the reward metric is gradually decreasing
with increasing values of M for all the approaches. Specifically, the converged value of
the reward metric dropped from 35 for M = 5 to 10 for M = 13. This is because with
increasing M, the application becomes more complex i.e., resource intensive in terms of
compute, communicate and [oT resources that leads to an increase in total latency and
energy-consumption at the application-level by the large no. of application services. In
the nutshell, an application with large no. of services will incur higher latency and en-
ergy consumption and lower rewards as reward is inversely related to the weighted sum

of latency and energy consumption.

Impact of Number of Placement Servers (K)

In this section, the impact of varying no. of placement servers K from 20 to 100 is
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analyzed, increased by 20 in each experiment. Figure 5.11 shows the reward for Urba-
nEnQoSPlace and the VB algorithms across different values of K. From the results, it is
inferred that (i) UrbanEnQoSPlace outperforms both DQN and Double DQN across
all scales of K; (ii) all the approaches experience faster convergence at higher scales of K.
This is because with an increase in K the action-space for each of multiple actions also
increases and all the DRL agents efficiently estimate the action-value function Q(s,a)

that leads to less exploration and quick convergence.

5.4.4 Policy Evaluation

In this section, the efficacy of the proposed “e-greedy with mask policy” is evaluated
against the widely used e-greedy policy that works without any action-mask. In this
experiment, each DRL model is run five times using these two policies. In each exper-
iment, how many times the episode terminate with a failure on account of any of the
constraints violation (C1 to C3 eq. 19) is counted out of 3000 training episodes and
then, the average value over five such runs is computed to denote the average number of
constraints violation. The results obtained for average number of constraints violation

for each model by using each policy are shown in Figure 5.12. As expected, a significant
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Figure 5.12: Policy Evaluation

lesser no. of constraint violations are observed for the proposed e-greedy with mask policy
as compared to the standard e-greedy policy for each DRL model. This is due to fact
that using the proposed policy the underlying DRL model encounters only two types of
constraint violations — insufficient compute or communicate resources as the IoT resource
satisfaction is guaranteed by the policy by means of the mask it uses, on the other hand

for e-greedy policy the DRL model encounters all three types of constraint violations —
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insufficient compute, communicate and IoT resources.

Additionally, the policy-wise results for different DRL models indicate that i) using the
standard e-greedy policy, none of the DRL models converge to an optimal placement pol-
icy as they keep on encountering constraint violation in each of the 3000 training episodes;
ii) using the proposed policy over different DRL models our proposed UrbanEnQoSPlace
DRL model outperforms both DQN and Double DQN in terms of average number of con-
straint violations. Thus, both, the proposed DRL model and the proposed policy are the
most efficient in achieving the optimal placement solution with highest reward incurring

minimum number of constraint violations.

5.5 Conclusion

This chapter proposes UrbanEnQoSPlace, a novel DRL model that minimizes latency
and energy consumption for optimal service placement of application services from mul-
tiple smart city IoT applications while satisfying their compute, communicate, and IoT
resource requirements in an ‘Urban IoT - Federated MEC - Cloud’ architecture. The
proposed DRL model runs on the MEC edge orchestrator to make optimal placement
decisions with respect to both, latency and energy consumption for a set of smart city
applications. The experiment results demonstrate the efficacy of proposed DRL model
against state-of-the-art DRL models. In addition, a masking-based model policy e-greedy
with mask is proposed for the DRL model that ensures satifaction of IoT constraints and

enables the model to converge faster as compared to the standard e-greedy policy.

The next chapter concludes the entire thesis with directions for future work.
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Chapter 6

Conclusions and Future Scope

Previous chapter addresses the enablement of efficient service delivery for real-time IoT
applications. In this regard, a Deep RL model named as, UrbanEnQoSPlace is proposed
along with a model policy named as, e-greedy with mask, in order to place application
services in the multi-tier placement architecture byb minimizing latency and energy con-
sumption, while satisfying diverse resource requirements of a set of loT applications in a

smart city.

This chapter concludes the entire thesis and proposes future directions to extend this
work. Section 6.1 concludes the research work presented in this thesis by highlighting
the main contributions. Section 6.2 presents fulure directions for extending this research

work.
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6.1 Conclusions

The objective of this research work is to develop an IoT and cloud based framework for
enabling a smart city. Smart city enablement involves two aspects: cloud-based urban big
data management for analytical applications and edge-based service delivery for real-time

[oT applications. The key findings of this research work are discussed below:

This thesis begins with an introduction on smart cities in Chapter 1 that provides
an overview of smart cities, its enabling technologies, application design, deployment
architectures and challenges. It presents the problem statement, research motivation and
objectives to pursue research in the area of smart cities. At last, the chapter discusses

contributions of the research done and organization of the rest of this thesis.

Chapter 2 provides literature survey of various smart city enabling technologies. Firstly,
big data management in IoT are analyzed across several IoT domains that classified
prevalent big data management techniques in IoT and identified 13 V’s challenges for
big data in IoT. Secondly, big data management specific to smart city frameworks are
analyzed that identified research gaps in existing smart city frameworks for urban big data
management. Third, edge computing support for real-time applications are analyzed that
identified research gaps for deploying real-time smart city applications in the IoT-edge-

cloud multi-tier architecture.

In Chapter 3, an IoT and cloud based smart city framework named as, Cloud4loTCity
is proposed. The framework is designed to support the fusion of IoT big data with
geospatial dataset(s) of the city to perform multi-resolution spatio-temporal analysis of
[oT data. Cloud4loTCity is designed as a cloud-based layered framework that comprises
of four layers namely, storage layer, processing layer, service layer, and application layer.
The storage layer stores the fused IoT and geospatial data in Delta Lake tables on the
cloud object store (AWS S3). The processing layer uses a customized compute cluster for
distributed big data and spatial processing. The service layer provides two types of ser-
vices: 1) data engineering services - for efficient data management and ii) data processing
services - for spatio-temporal analysis (both, descriptive and predictive) and visualiza-
tion of urban data. The application layer allows end users (smart city managers) to
interact through the developed application to run various data management and analysis

services.

Further, to enable descriptive analysis of smart city IoT data in the form of space-
time queries, a taxonomy of fifteen spatio-temporal queries is proposed. The proposed

taxonomy comprises of five spatial queries, four temporal queries and six spatio-temporal
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queries. These queries enable query-based retrieval for descriptive analysis service in
the proposed Cloud4loTCity framework, which assist smart city managers in analyzing
the urban attribute (measured as IoT readings) from space-time dimensions for smart

governance purposes.

In Chapter 4, the proposed framework is validated through a case study on urban traffic
analysis for Dublin city. The case study is implemented for a real IoT-based smart city
dataset ‘SCATS Traffic Volumes Dataset for Dublin’, which contains hourly sensor read-
ings for traffic volume at more than 500+ sites across the city. This dataset is generated
by in-road inductive-loop sensors implemented under smart traffic management system.
The spatial (longitude, latitude) information of sensors is also provided along with traf-
fic readings. Further, geospatial datasets of Dublin city at three spatial resolutions: i)
Dublin Postal districts ii) Dublin Administrative Areas and iii) Dublin city are obtained
and integrated with the SCATS traffic dataset for implementing the framework’s stor-
age layer. Then, the compute cluster of processing layer is used to implement various
data engineering services: add new data, optimize data layout, and time travel. Various
data processing services: descriptive analysis using proposed taxonomy of spatio-temporal
queries, predictive analysis for per-site hourly and daily traffic prediction, and map-based
visualization for analysis services are implemented. Experimental results show that dis-
tributed processing of queries reduces the average query runtime by 15.25% on a cluster
with 4 worker nodes and by 28.12% on a cluster with 8 worker nodes as compared to a
cluster with 1 worker node. Experimental results show that employing the z-order data
layout optimization on data reduces the average query runtime by 34.12% as compared

to the non z-ordered layout of data.

In Chapter 5, second aspect of smart city enablement i.e., edge-based efficient service de-
livery for real-time applications in a smart city is presented. In this chapter, an Al-based
DRL model named as, UrbanEnQoSPlace is proposed that solves the optimal service
placement problem for a set of IoT applications in a smart city. The proposed DRL
model optimally places application services among the three-tier ‘Urban IoT - Federated
MEC - Cloud’ architecture, with an aim to optimize (minimize) both, latency and en-
ergy consumption for the set of IoT applications while satisfying IoT resource, compute
resource, and per-flow latency, bandwidth requirements of the application services. The
proposed DRL model is adapted from the Dueling Deep-Q Network to output multiple
actions simultaneously, unlike the original Dueling DQN that outputs one action at a

time.

Further, a novel policy named as, ‘e-greedy with mask’ is proposed for use by the DRL

model while solving the placement problem. The proposed policy adds a boolean mask on
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the standard e-greedy policy, such that the valid placement nodes (model actions) for a
sensing/actuating service are set to true, while others are set to false. This policy satisfies
the IoT constraints by masking invalid placement nodes, which enables UrbanEnQoSPlace
to converge faster. The DRL model uses the proposed policy to ensure the satisfaction
of IoT locality constraints, which leads to lesser constraints violations and faster model
convergence. Experimental results show that the proposed DRL model achieves faster
convergence than state-of-the-art DRL algorithms and achieves higher rewards. Further,
experiments are carried out to assess the scalability of the proposed model by varying
i) no. of applications ii) no. of application services and iii) no. of placement servers.
Finally, experiments show that the proposed e-greedy with mask policy results in 96.9%
reduction in number of constraints violation as compared to the standard e-greedy policy

for solving the placement problem using UrbanEnQoSPlace model.

6.2 Future Directions

The contributions of this thesis leads to new research in enabling smart cities which
can be extended by further research. Following future directions are suggested for the

research community:

i) The proposed Cloud4loTCity framework can be extended to develop new applica-
tions in the application layer. For instance, a mobile app for daily traffic prediction
for citizens can be developed by using the predictive analysis services from the

framework’s service layer.

ii) The proposed Cloud4loTCity framework is implemented and validated using the
traffic data from Dublin city, which is available periodically as a batch dataset.
The proposed framework can be extended to enable ingestion, analysis and overall

management for real-time data as well.

iii) The proposed framework is implemented for [oT data from a single domain. The

framework can be extended to acquire and manage data from multiple IoT domains.

iv) New Al-based approaches can be proposed to enhance the proposed service place-
ment DRL model.
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