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CHAPTER 1

Introduction

This chapter provides a general overview of data grids and a detailed discussion
on the issues and challenges in data replications. Data replication is a well-known
technique and has been realized and extensively used within the context of dis-
tributed data-intensive paradigms such as the World Wide Web, Peer-to-Peer file
sharing networks, and distributed grid environment. This chapter discusses var-
tous replica management strategies, and address the similarities and difference
between data grid replica management. This chapter ends with a discussion on

various replica management issues and the organization of the thesis.

1.1 Overview

In today's scenario network application technologies and computing infrastructure
need effective management of large data stored at distributed locations. Tech-
nology has evolved from monolithic to open and then to distributed systems [1].
Sharing of data in such environment leads to various design issues such as security;,
access permissions, consistencies etc. One of the effective measure for accessing
the distributed data is replication. It is the most commonly used phenomena in
distributed environment. According to S. goel and R. Buyya the architectural
differences in distributed environment helps in classification of various data inten-
sive system where the data is being stored [2]. The classification of data intensive
system for existing distributed environment is shown in Figure 1.1. A distributed
database (DDB) is a logically organized collection of data stored at different sites
of a computer network. Each site has a degree of autonomy and thus is capa-
ble of executing local applications, and also participates in the execution of a
global application (the DDB management system). In distributed database, cen-
tral management policies for replica management are adopted as the replicas are in
possession of single owner. Due to single point management, distributed database

are tightly coupled. As the whole system is tightly coupled and integrated, the
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design choices get affected as they rely on one another. A well defined data access
patterns and interfaces are provided in this environment. Additionally, the up-
date mechanism in distributed database can be handled easily due to centralized
control of the system.

Alternatively, in Peer-to-Peer (P2P) systems, no central policy is followed as the
replicas are distributed at various nodes and is treated equally, unlike client server
scenario. P2P systems are self-governing, as there is no dependence between dis-
tributed sites. The design choices of each site are autonomous and evolve without
any intervention. The asynchronous behaviour and decentralized management of
P2P systems causes monitoring issues such as update, create, delete etc. in such
systems.

To increase access performance in the web, web documents can be cached on the
clients, using either proxies or the servers directly Client side caching can be ac-
complished in two ways; either by using a browsers caching facility, or via a web
proxy. Upon visiting a website, the clients browser retains a local copy of the
page visited in its cache. The page can be loaded directly from the local browsers
cache, if it is requested again.

A Content Delivery Network (CDN) consists of a collection of servers that attempt
to speed up the delivery of web content and reduce the load on origin servers as
well as the network generally. That is, within a CDN, client requests are satisfied
from other servers distributed around the Internet (also called edge servers) that

cache the content stored at the origin server. A client request is redirected from



the origin server to an available server close to the client that is likely to host the
content required. If the selected server does not have the requested data then it is
retrieved from the origin server or another edge server. The content is replicated
either on-demand when users request it, or it can be replicated beforehand, by

pushing the content to the content servers.

In grid environment, the replicas are formed at a central location and hierarchically
distributed to various sites. A typical characteristic of grid system is that the sites
always operate in a trusted environment even though they are independent of each
other. In grid systems, applications are primarily dealing with read-only queries,
as a result update performance is not well studied and understood. But, with
progression in technology, applications will need to update stored data in grids
as well. Grid systems, so far, have mainly focused on read-only queries, but the

importance of write queries is also being realized and is attracting research interest.

1.2 Grid Computing

Recent trends in various scientific studies show a shift towards applications in-
volving multi-administrative domains which are geographically dispersed. Scien-
tific applications such as weather forecast, computation chemistry, multi-physics,
tele-medicine and other scientific applications produce huge amount of data [3].
This data is then accessible to the scientific communities whose storage and com-
putational devices are distributed all over the world. Grid technology seems to
be a rational choice for all the data generated by these simulations and experi-
ments. The term “Grid Computing” is a coalition of several computer resources
from multiple organization put together to achieve a common goal. A typical grid
system can be perceived as a distributed system with non-interactive workloads
involving a large number of files. Grid computing is different from other existing
high performance computing system such as cluster computing as it is heteroge-
neous, geographically distributed and is loosely coupled [47 |.

According to Tan Foster and Kessleman, Grid Computing is a growing technol-
ogy that facilitates the execution of large scale resource intensive application on
geographically distributed computing resources. Grid provides an infrastructure
that facilitates cooperative problem solving by collaborative use of heterogeneous

resources in distributed environment [1]. Various characteristics that are defined



by Ian Foster and Kessleman to form a grid are:

« Coordination of resources are not under centralized control: The resources on
a grid are owned and managed by different institutes or companies but the
grid must manage access to them and deal with issues of security, payment,
agreements with local policies etc.

. Usage of standard, open, general purpose interfaces and protocols: The pro-
tocols and interfaces on a grid must be standardised and accepted by all.
The standards and protocols must be extensible, portable and interoperable
in grid environment.

« Delivery of significant quality of service (QoS): The grid must ensure the
required level of resource availability, security, throughput and response time
for the users to maximize the utility of the whole system rather than part

of system.

While these three characteristics can certainly define some grids, especially scien-
tific grids, they can be a little too restrictive or too vague for those in industry
wishing to exploit grid technologies [5]. For example, some grids may need some
centralised control to deliver the desired quality of service and requiring open
standards is a business model feature rather than a technological aspect of grid
architecture. In summary, the definition of a grid is still not entirely agreed upon.
Although, there is no overriding definition that fits all cases yet there are certain

benefits that are provided by grid and are discussed in next section.

1.2.1 Benefits of Grid

« Exploits under utilized resources: There are at least two prerequisites for this
scenario. First, the application must be executable remotely and without
undue overhead. Second, the remote machine must meet any special hard-
ware, software, or resource requirements imposed by the application. For
example, a batch job that spends a significant amount of time processing a
set of input data to produce an output data set is perhaps the most ideal and
simple use case for a grid. If the quantities of input and output are large,
more thought and planning might be required to efficiently use the grid for
such a job. Often machines may have huge unused disk drive capacity, on

the top of that all available processing resources may also be under utilized.



Grid computing (more specifically, data grid) can be used to aggregate this
unused storage into a much larger virtual data storage thereby achieving
improved performance and reliability over single machine.

Resource balancing: For grid enabled applications, grid computing can offer
a resource balancing effect by scheduling grid jobs on machines with low
utilization. This feature can prove invaluable for handling occasional peak
loads of activity in parts of a larger organization. This can happen in two
ways:

(i) An unexpected peak can be routed to relatively idle machines in the
grid.

(ii) If the grid is already fully utilized, the lowest priority task being per-
formed on the grid can be temporarily suspended or even cancelled and
performed again later to make room for the higher priority work.

Virtualize resources across an enterprise: In case of multiple organizations

with different policies, user of the grid can be organized dynamically into
a number of virtual organizations, each with different policy requirements.
These virtual organizations can share their resources collectively as a larger
grid while still operating under their individual policy framework. A data
grid can expand data capabilities in several ways thereby enabling data shar-
ing in the form of files or databases. Files or databases can span many
systems and thus have larger capacities than on any single system. Such
spanning can improve data transfer rates through the use of striping tech-
niques. Data can be replicated throughout the grid to serve as a backup. It
can also be hosted on or near the machines most likely to need the data in
conjunction with advanced scheduling techniques. It not only enables shar-
ing of file but other resources such as services, software, specialized devices
and so on. These resources are virtualized to give them a more uniform
interoperability among heterogeneous grid participants.

Enable collaboration for virtual organization: Collaboration is the key to ef-
fectiveness in the virtual organization. The collaboration is done for sharing
resources among multi-dimensional virtual organizations having different ar-
chitecture and policies. The collaboration is not limited to exchange of file
only, rather access to computing resources are also provided. The resources

shared among various virtual organizations includes hardware, special soft-



ware, data files, processing capacity, dissemination of information regarding
other resources in grid. The collaboration among virtual resources helps in
hiding the complexity of grid system from the user and provides virtulization

of heterogeneous grid resources.

Grids are designed by considering the requirement of specified problems like data
intensive, computation intensive etc. There exists various kind of grid topologies
and architecture which offer solution to various user, business and scientific prob-
lems. Grids are categorized based on the services provided by them to the various

users, scientific or business requirements.

1.3 Types of Grid

For the effective measures, different grids have been taken into considerations and
are categorized as Computational Grids, Service Grids, Network Grids, Collabo-
ration Grids and Data Grids.

. Computational Grid: Computation Grid is a federation of hardware and
software infrastructure. It offers pervasive, consistent, dependable and inex-
pensive access to high-end computational capabilities [1]. Tt aims to provide
a secure access to large number of shared processing power for compute
intensive computing.

. Service Grid: A Service Grid provides an infrastructure to support the
services provided by the grid suitable for the efficient execution of the request
made by some application, resource or user. The services offered are special
equipments, software, computation cycle and more. User has to enter their
data and requirement to the machine offering service and receive the desired
result.

. Network Grid: A high performance and fault tolerant communication
service is provided by the Network Grid. Each participating node acts as a
router among communicating nodes. Nodes also offers data caching facilities
to speed up data communication between two active nodes.

. Collaboration Grid: Increasing usage on internet over a period of time
leads for better collaboration among various entities. Grid facilitates such
advance collaborations between entities. For instance, users from multi-

organization domain can use different modules of a project without disclosing



components or technologies used.

Data Grid: It is an infrastructure that support storage, discovery, handling,
publication, manipulation etc. of large volumes of dataset located at various
heterogeneous databases and file systems [6]. Distributed data give rise to
many design issues like access permissions, consistency, robustness, security;,
maintainability, reliability etc. A Data Grid provides transparent secure
access to data stored across geographically distributed heterogeneous storage
resources whilst fulfilling the three characteristics as described earlier in

section 1.2.1.

The next section discusses the data grid in more details.

1.4 Data Grid

Data grid is a specialization of a grid that is very commonly used within scientific

computing, focused on processing large datasets. It offers a solution for collabo-

ration and sharing of huge amount of data in distributed grid environment. Many

scientific disciplines have started generating datasets from the scale of gigabytes

to tera-bytes. The amount of data and the geographical distributed datasets have

significantly increased causing a demand for new grid data management solutions.

A. Chervenak et al. has suggested four principles for successful management of
data in data grid [7]:

(4)

(iid)

Mechanism Neutrality: The data grid architecture should not be depen-
dent on low level mechanism which is used for data transfer, storing data and
metadata etc. Keeping data management architecture as neutral as possible
of low-level mechanics such as data transfer, metadata storage and any other

interfaces which deal with handling data on a lower level.

Policy Neutrality: In data grid, the design decisions with significant per-
formance implication are exposed to user rather than encapsulated in black
box implementation. Policy neutrality means that design decisions such as
replication policies are kept open to users for substitution via application

specific code. However, defaults policies should still be provided.

Compatibility with Grid Infrastructure: This simplifies implementa-

tion of strategies and provides compatibility of specialized data grid tools
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Figure 1.2: Major Components and Structure of Data Grid Architecture [7]

with lower level grid mechanism. Many tools are available for grid comput-
ing. The most well-known is the Globus Toolkit [8], used for authentication.
A new data management system should use these tools to ease integration

of new solutions into the existing system.

(7v) Uniformity of Information: Uniform and convenient access to informa-
tion about resource structure and state is emphasized as a mean of enabling
runtime adaptation to system condition. A new data management solu-
tion should use existing information systems to detect system and resource

status.

The four principles lead in developing a layered architecture as shown in Figure
1.2. The lowest level provides high performance access without enforcing specific
usage policies. The high level component provides the replica management and
services with policies.

Data grid architecture focuses on the policy independent mechanism allowing un-
limited implementation of a range of applications. It provides services that fa-
cilitate discovery, transfer, creation, management of large distributed data sets
[9]. One of the principal goal of data grid is to provide easy access of globally
distributed data. Due to the distributed nature of the grid, there are several is-
sues that need to be addressed carefully in order to achieve this goal, the most

important are:



. optimised access to data over the wide area to avoid large penalties on access
performance
. the need for a solid, highly extensible and well-performing security

. access policy framework

Optimisation of data access can be achieved via data replication, whereby identical
copies of data are generated and stored at various globally distributed sites. The

overview of data replication is discussed in forthcoming section.

1.5 Data Replication

Grids have large amount of datasets which are distributed at various sites. The
huge volume of data and calculations involved, create new problems regarding data
access, processing and distribution [10]. Data grid provides an efficient solution
for data-oriented applications that need to manage and process large data sets
located at geographically distributed storage resources. It relies on replication
to enhance the performance and the efficiency of the system. Replication is the
process of creating and sharing multiple occurrences of particular file and places
them at various locations. Multiple copies meet the requirement for better access
of datasets, user collaboration, scalability and availability of data where failures
are more likely to occur [11]. In case requested file is not available, the available
replica of the file can be accessed to execute the request. Data replication can be
optimized by two ways:(i) short term optimization and (ii) long term optimization

12].

« Short term optimization can be achieved through static replication. In static
replication, management of replica such as creation, deletion, placement etc.
are decided at the time of grid set-up, and never changes. Static replication
is simple to implement and has advantage of less overhead. Despite the
advantages of static replication the main drawback is that it does not adapt
to the dynamic nature of grid [13].

« Long term optimization is attained by dynamic replication which aims at
reducing average job execution time in data grids [14]. Dynamic replication
is adaptive to the changing nature of the grids during the course of time
to guarantee benefits of replication [15]. Dynamic replication takes advan-

tage of file access patterns, making realistic storage assumptions, managing



available storage space in the nodes, and calculating costs of replication for
providing better access[16]. Dynamic replication can adapt changes based
on user requests, storage capacity and bandwidth [17]. Dynamic replication
schemes are capable of making intelligent decisions to place data in the grid
based on storage capacity and node availability. Multiple replicated copies
of the data sets on distributed nodes need to be kept consistent when one
or more copies are modified [18]. When dealing with read-only data sets,
the problem of managing the replicated data is reduced as no modification
has been done on the data sets. The situation is more complex when data
set contents are required to be updated over time. In this case, the updates

performed on one replicated copy must be propagated to other replicas.

If replica copies are not managed properly, the incoming updates applied on dif-
ferent replicas could result in inconsistency of data which could lead to wrong
results for the requests made by clients. Maintenance of data consistency is the
principal problem of replica management of updatable data sets. Consistency of
data sets can be achieved by updating all the copies of data set. Based on the
update technique dynamic replication is further classified as: (i) Synchronous and
(ii) Asynchronous.

Synchronous Replication is also known as Eager replication which keeps all the
replicas updated all the time. The operation of updating replica is not consid-
ered until both the primary and secondary site confirm the completion of oper-
ation [19]. The updating of all replicas is considered as one atomic transaction
[20].  Synchronous replication guarantees data set consistency at all times. In
synchronous replication, the replication technique increases transaction response
time. It has the advantage of reduced overhead and high degree of consistency
but at the cost of performance. Synchronous replications are not achievable when
replicas are subject to failures, connected through unreliable links or having low
latency links. The update propagation has to delay the update of a replica, and,
even worse, could be blocked indefinitely or rejected in case of network partitions.
Moreover, the performance of synchronous replication decreases when the number
of replicas is high and updates are frequent [21]. Synchronous replication technique
is also known as aggressive synchronization or pessimistic approach. Pessimistic
approach is frequently used in replicated databases, in order to provide single-

copy consistency [22]. Advantages of synchronous replication are (i) it guarantees
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data set consistency all the time (ii) there is no data conflict. Disadvantages of
synchronous replication are (i) this replication technique increases transaction re-
sponse time, (ii) it is not suitable for mobile nodes and (iii) the primary system
has to wait for all the other replicas to be updated.

Asynchronous replication does not rely on the acknowledgement from primary and
secondary node. Synchronization takes place after small intervals. The duration
of interval is dependent on the speed of network link and database server load.
For the majority of tasks, short-term occurrence of stale data on distant servers
is acceptable but access to replica is not blocked. Postponing the propagation of
update phase benefits to speed up the write access equally when there are slow
and unreliable links. For asynchronous replication, however, the total performance
declines when all the replicas are writable, and write operations are frequent. The
synonyms for this replication technique are lazy synchronization, optimistic or
relaxed consistency [23]. Reliability and performance are the reasons why asyn-
chronous approach is often preferred in most of the distributed applications.
Asynchronous dynamic replication has more overhead as compared to synchronous
replication, as the replicas are updated with time and cost of replication is more
than static replication strategy. Indeed, for any dynamic replication strategy, ben-
efits of replication should always outweigh the overhead. Although the usefulness
of replication in data grid systems is evident, it entails a number of maintenance
issues such as replica creation, placement, resource discovery, selection of suitable
replicas, the impact of replication on the performance of job scheduling, replica
consistency maintenance, conflict resolution and so on. The issues of replication
can be dealt with the help of replica management system (RMS). Appropriate
replica management helps in optimizing data access in distributed grid environ-
ment. RMS deal with various replication issues throughout their life span i.e from
the time they are created till they are deleted. Various issues that exists during

data replication are presented in Figure 1.3 and are discussed in next section.

1.6 Challenges of Data Replication

Dynamic replication is an optimisation technique which aims to increase network
bandwidth and availability of data and reduce total access time by considering
different issues such as replica creation, placement, selection, consistency, conflicts

etc. These issue are challenging and mostly considered for current research as
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described below.

1.6.1 Replica Creation

Data replication is the key technique to manage large data in distributed environ-
ments such as grids. It is the process that deals with creating the identical copies
or replicas of the file and store them at various distributed locations. The replicas
are linked to their original file through some well defined mechanism|[24]. The data
replication technique allows the system in achieving its goals such as availability,
access time, fault tolerance etc. Due to distribution of various files at multiple
locations, a client request is routed to the replica in its vicinity, hence reducing the
access time of the file. Moreover, the file requested by the client is available in the
system as long as at least one replica is accessible. This increases the availability
of the file and deals with the fault tolerance in grid environment. Replication also
helps in load balancing and reducing the latency by creating multiple copies of
same data [13].

Replication of data is bounded by two factors: (i) the size of storage available at
various nodes and (ii) the bandwidth between these nodes [25]. Nodes have lim-
ited storage space and cannot accommodate replicas of every data file on the grid,
while network have limited capacity for transferring them. A grid must therefore
have a replica management system that manages the data files in grid environment
with the aim to optimize the performance of the grid[24]. In order to obtain the
maximum gain of replication, a strategic mechanism for replica management is

desired. The mechanism must resolve the following problems of replication:

() Which metrics should be considered to take replication decision?

12



(¢4) Which file to be replicated?
(741) How many copies of file is required?

The selection of metrics, number of replicas and file for replication helps in op-
timization of replicas. As discussed earlier, the optimization of replicas are cate-
gorised as: short term optimization and long term optimization. The short term
optimization is concerned with reducing the transfer time of data in distributed
grid environment whereas, long-term optimization aims at reducing the network
traffic in the grid by deciding which files should be replicated and where to place
those replicas [26].

Though, replication is one of the key optimization techniques that supports high
data availability, increased fault tolerance, improved scalability and low band-
width consumption, the problem of replica placement has not been well studied

for large-scale data grid environments.

1.6.2 Replica Placement

Although a substantial amount of work has been done on data replication in grid
systems, most of it has focused on infrastructure for replication and mechanisms
for creating and deleting replicas [27]. In grids, where operational control is decen-
tralized and resources are managed by their local administrative domains, placing
the replicas of a file is crucial. The placement of replica at appropriate location
ensure improved scalability and reliability of the system. Replicating highly ac-
cessed files or replicas near to the clients can yield better results. However, to
obtain the maximum benefit from replication, a strategic placement of replicas is
done by considering factors such as quality of service (QoS), workload capacity, ac-
cess frequency etc. The QoS requirements can be imposed by data requesters and
grid infrastructure [28]. Grid computing infrastructure usually consists of various
types of resources and the performance of these resources can be quite diverse.
Moreover, different sites may have different service quality requirements as per
the the system performance of the sites. Base quality of service requirements can
be specified such as general distance metric or access time deadlines by users, and
the system must ensure that there exists a replica within that quality range to an-
swer the request. Another constraint is workload capacity of the servers that must

be considered while placing a replica and is bounded by the bandwidth capacity
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of a link. The average number of requests serviced by a replica server directly
affects the average response time of the requesting sites due to queuing delays and
network congestion. Thus, placement of replica near to the client reduce network
delay, access time, response time, throughput etc.

Placement of replica is carried out either statically or adaptively. The static place-
ment strategy of replicas is not suitable for dynamic environment like grids. Dy-
namic placement has several issues such as (i) load is dynamically changing on
a node, (ii) the request for replica is quiet unpredictable [29]. Experiments have
shown that dynamic placement responds better to changing data access patterns
and provide better performance [30]. Replicas should be adjusted to the appro-
priate locations that are closer to the computing devices in order to adapt the
current network environment, to reduce the access or response time as well as
to maintain optimal performance of the grid environment. In addition to replica
placement strategy another issue that is handled by replica management system
is to schedule the request to the best replica which further enhances the system

performance and provide better execution of job.

1.6.3 Replica Selection

Replication in data grids reduces access latency and bandwidth consumption.
When different sites hold replica of datasets, there is a significant benefit realized
by selecting the “best replica”. Replicas are selected among the pool of available
copies of file during replica selection process. By selecting the best replica, the
access latency can be minimized. It provides an application with certain char-
acteristics that optimize desired performance parameters, such as cost, speed,
accessibility or security.

Replica selection mechanism is a challenging problem where multiple objectives
play an important role during the selection process of a file. One of the major
objective in optimizing the selection process in data grid is to reduce the response
time of the system. In order to achieve the optimization, the available bandwidth
between the storage elements that hold replicas and the requesting computing el-
ements is examined. In this case, the node which require minimum transfer time
to transport the requested site is selected. This can be challenging as bandwidth
quality can be unpredictable due to dynamic nature of grids.

Although, network bandwidth plays a vital role during the selection of best replica,
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other factors includes access time, access frequency, load balancing, job execution
time, response time and stale data [31]. The access time and access frequency
helps in predicting the best replica based on the historical logs that contain the
information regarding the requested file. If replicas selected for the execution of
request is not proper then the computational resources will be wasted. Replica
selection is closely related to load balancing. It is concerned with all techniques
allowing an evenly distribution of the workload among the available resources in
a system [32]. The main objective of a load balancing is primarily to optimize
the average response time of the currently executing applications, which can be
achieved with suitable replica selection.

Moreover, to improve the overall performance of the system, replica selection
policy should be such that it always select the consistent copy of the file. The
distributed files and their replicas can be updated at any location in grid system
which lead to the inconsistent copies at various location. Consistency maintenance

is also a crucial problem in data grids and is discussed in next section.

1.6.4 Replica Consistency and Conflict Resolution

Consistency and synchronization problems associated with replication in data grid
systems are not well addressed in the existing research with files often being re-
garded as read-only. However, as grid solutions are increasingly used by a range of
applications, requirements will arise for mechanisms that maintain the consistency
of replicated data that can change over time. Replica consistency assures that two
or more replicas have the same data value. Replica synchronisation is used for
establishing consistency. Replica consistency is a traditional issue in distributed
systems, but it introduces new problems in data grid systems. Traditional consis-
tency maintenance techniques such as invalidation protocols, distributed locking
mechanisms, atomic operations and two-phase commit protocols [21] are not nec-
essarily suitable for data grid environments because of the long delays introduced
by the use of a wide-area network and the high degree of autonomy of data grid re-
sources [33]. For example, in a data grid, the replicas for a file may be distributed
over different countries. So, if one node which holds a replica is not available when
the update operation is underway, the whole update process could fail.

Replica consistency can be achieved using pessimistic or optimistic approaches in

distributed environment like data grids[34]. In pessimistic replication approach,
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consistency of data sets are guaranteed at all times. Pessimistic replication has
high degree of consistency and less overhead but at the cost of performance. In
optimistic replication approach consistency takes place with some delay. The du-
ration of interval is dependent on the speed of network link and database server
load. With increasing dimensions of data grids, if replica consistency policies of
data files are inadequate, some replica updates may not be distributed timely and
thus inconsistency may occur among the primary copies of a file and its replicas.
This can have an evident consequence on the results of users and the problem will
become worse as the magnitude of data grid grows.

In optimistic replication approach, consistency can be delayed by allowing execu-
tion of update operation on a single node before coordinating with other replicas.
Temporary inconsistency leads to certain issues: (i) possibility of reading stale
data and (ii) the risk of executing conflicting updates on different nodes or re-
gions. Optimistic approach must follow certain mechanism so that it can detect
and resolve the conflicts among the various copies of file. Conflicts can be detected
using various techniques like logical timestamping, version vector and semantic
conflict detection. Logical timestamping follows happen-before relation among
various events of distributed grids. This relationship is used to detect the update
conflicts using logical clock or Lamport clocks. The extension of logical times-
tamping is version vector, which helps in detecting the replica conflicts. Replica
conflict can be detected by comparing the version vectors of two replicas of same
file. If the version vector of any replica dominates the other, the related replica is
strictly newer than or equally new as the other replica. If neither version vector
dominates, a replica conflict has been detected. Semantic conflict detection is an
application based detection mechanism, which can define and detect the conflicts
among the replicas. These conflicts are detected on the basis of operation pre-
conditions. For every operation that may potentially conflict with other replica,
applications must specify a precondition that must evaluate the operation to avoid
conflicts. Therefore, the key issues in data grids is how the file and its replicas can

be used efficiently and effectively to reduce inconsistencies and resolving conflicts.
Moreover the data replication strategies which address various issue discussed

in this section are influenced by several parameters like data access pattern, long

term stability, network variations, workload size etc. Replication strategies predict
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future data usage possibilities to perform improvement in data grids by analysing
the data access behaviour of users. Predictions are performed based on the tem-
poral locality, which is an assumption that an existing popular file has a higher
probability to be used more than the unpopular files. When the patterns are
analysed only few files have majority of access patterns as a result the number
of replications can be controlled. Only the files with more access patterns can
be replication. To check the long term stability of replica management system
number of simulations need to be run continuously, with varying network load
and resources. When the simulations are run for long time and the replication
strategy will start giving the results with less variations, only then the system can
achieve the long term stability. For achieving such stability system need to under-
stand varying patterns of jobs that are provided in the system. In addition to long
term stability, workload management of the system plays a vital role in enhancing
the performance of grid system. Scheduling is closely related to workload balanc-
ing and resource allocation. It is concerned with all techniques allowing an evenly
distribution of the workload among the available resources in a system [35]. The
access time depends on where a job is scheduled for execution of file. Therefore,
scheduling is important, which helps in assigning job to the node having replica.
If the jobs are not scheduled suitably, then the computational resources will be
wasted. This results in uneven distribution of resources in which some nodes are
overloaded and other nodes are under loaded. Thus, effective scheduling mea-
sures help in reducing overall access time through load balancing across multiple
nodes [35]. This section summarized the key issues of replica management in data
grid environment and various parameters that affect several replica management
strategies which handle these issues . The next section discusses about the agents

and their role in data grids.

1.7 Grid Standards

Standard organizations provide some defined set of rules or framework around
which developers can design their applications. The standard organization for grid
community is Grid Global Forum (GGF) [36], which provide the technical spec-
ifications and guidelines for grid technologies. Open Grid Service Architecture/
Infrastructure (OGSA/OGSI)[37] is well known standard by GGF, with the idea of

representing everything on the grid as a service. Organization which tries to drive
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the adoption of industrial, management and e-business standards are Enterprise
Grid Alliance, Distributed Management Task Force (DMTF) and Advancement of
Structured Information Standards (OASIS) respectively. Web Services Resource
Framework (WSRF) standard is published by OASIS, it provides a set of opera-
tions that can be used by web services to implement stateful communication with
resource services and allow data to be stored and retrieved. Standards bodies
which provide guidelines, developing specifications, tools and software for getting
the most out of the web are World Wide Web Consortium (W3C) and Internet
Engineering Task Force (IETF). Open Grid Forum (OGF), provides a standard
namely, GridRPC in order for clients to access remote servers with simplicity.
Grid Security Infrastructure (GSI) is another standard which is responsible for

secure communication between grid environment and software.

1.8 Grid Projects

Large number of projects are working on various aspects of grid such as build-
ing physical resources, creating applications or middlewares to support the grid.
In this section, various current and past grid projects are discussed. Globus is
an open source toolkit to build large grid testbed of European DataGrid which
assist resource discovery, monitoring, security and file management. Condor is an-
other grid project which deals with workload management and take into account
scheduling policies, job queue mechanism, priority schemes, resource management
and monitoring of networked system. Further, Condor-G system provides the
resource management by exploiting features of Condor and Globus. To form a
geographically distributed virtual computers Legion provides a meta-system of
high performance machines which are heterogeneous in nature. Grid offer solution
to high energy particle physics project as it produces enormous amount of data.
The requirement of high energy physics is met by connecting various projects
such as Grid Particle Physics (GridPP) [38], Grid Physics Network (GriPhyN)
[39], [40], Particle Physics Data Grid (PPDG)[38], Sequential Access to Metadata
(SAM-GRID)[41], LHC Computing Grid (LCG)[42], European DataGrid (EDG).
Information Power Grid (IPG) [43] project was developed by NASA for solving
huge compute intensive problems. Association of various distributed resources and
instruments with earthquake researchers is achieved by setting up the Network for

Earthquake Engineering Simulation Grid (NEESgrid) project [? |. Moreover, the
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Earth System Grid (ESG) [? ] evaluates huge data produced by various climate

researchers to predict weather conditions.

1.9 Agents and Data Grid

Proactive and autonomous sophisticated entities which can act on behalf of users
are defined as agent. They help in resolving complex problems and conflicts across
constantly changing grid environments [31]. An agent is a hardware or software
component that has capacity of taking intelligent decision to accomplish the goals
successfully on behalf of its user. Ferber proposed that an entity; physical or

virtual can be called an agent if it follows certain characteristics [44]

v An agent is able to act in an environment.

v An agent can communicate with other agents.

v An agent is driven by a group of tendencies.

v An agent has its own resources.

v An agent is able to perceive its environment.

v An agent has a partial representation of its surrounding environment.

v An agent has skills and offers services.

v An agent may be able to reproduce.

v An agent acts to satisfy its objectives, by taking account of the resources
and skills that it possesses. It perform according to its perception about the

environment and the communications that it receives from other entities.

Management of data grid resources manually is not an easy task, as it involves large
scale heterogeneous resource sharing and high performance computing. Based on
above mentioned characteristics, an agent based approach helps in solving data

grid challenges by providing following features

« Scalability: As the size of data grids increases, requirement for scalability
also increases. This can be achieved by decentralizing the services provided
by data grids. Agents help in achieving the decentralization of the services
in data grid environment.

« Efficiency: By efficiency, means that the data grid system should be able to
provide the output in less time.

« Adaptability: Availability of data resources distributed at various geograph-
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ical location keeps on changing due to dynamic nature of data grids. The
data grid system must adapt itself to the dynamic nature of grids. The
autonomous entity such as agents provide the solution to the changing na-
ture of grid. Using agents, the system is forced to perform independent
monitoring task to look for abnormal behaviour.

« Manageability: Managing data grid include various areas such as resource
management, replica management, performance analysis, fault tolerance etc.
This can be achieved through intelligent entities working together to achieve

a common goal but performing different management.

Agents facilitates various task in data grid environment for replica management.
Each agent can execute a specific task assigned to it independently and communi-
cate with other agents in the system to achieve a goal. Agents are assigned a role
based on its characteristics. In this current work, various agents helps in achieving

a consistent data located at appropriate locations.

1.10 Thesis Organization

The thesis is organized into seven chapters as discussed below:

Chapter 1: Introduction

The chapter starts with introduction to grid computing, and then describes how
it evolves from the various key computing technologies. Further, it presents the
essential characteristics, various types of grids. The chapter also introduces data
grid and their architectural overview in existing environment. Further, it elu-
cidates data replication challenges, objectives to be achieved, and thesis contri-
butions. The chapter concludes with organization of research work in different

chapters.

Chapter 2: Strategies for Replica Management and Consistency in Data
Grid-A Comprehensive Survey !
This chapter presents literature survey on replica management and their consis-

tency control in data grid. In this chapter, several asynchronous replica manage-

!Priyanka Vashisht, Rajesh Kumar, and Anju Sharma,” Strategies for replica consistency in
data grid —a comprehensive survey.” Concurrency and Computation: Practice and Experience,
26(4),2017. doi: 10.1002/cpe.3907
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ment approaches are classified and analysed based on various strategies such as
topology, level of abstraction, update propagation, and locality. Some other ap-
proaches are also discussed and analysed like adaptive consistency, quorum-based
consistency, load balancing, and agent-based, economical efficient, check-pointing,
fault tolerance, and conflict management. Parameters on which these strategies
are analysed are: type of methodology used, replication classification, consistency,
grid topology, environment, evaluation parameters, and performance.The chapter
concludes with problem formulation on the basis of findings of the available liter-

ature on replica management and consistency maintenance.

Chapter 3: Agent Based Optimized Model for Replica Management

This chapter presents the proposed approach for replica management and con-
sistency maintenance for efficient creation, placement, selection and maintaining
consistency of file. The approach is layered in nature. In addition to a brief
overview of all the four layers and their components, the chapter also presents
comparison of the hierarchical and centralized policy with state-of-the-art grid
model. The chapter also explains performance evaluation of the proposed ap-

proach on simulated environment.

Chapter 4: Agent based Replica Creation and Placement in Data Grids
This chapter starts with description of architecture of replica management for data
grids, followed by derivation of mathematical expressions for replication cost and
placement cost. The chapter also discusses how access frequencies helps in reduc-
ing execution time. Replica Creation and Placement (RCP) algorithm is employed
at two levels. At first level, RCP is applied to create replicas in a region. The
creation of replica is dependent on the popularity of the file. To make the sys-
tem more efficient in terms of storage consumption the number of replicas of a
particular file are also restricted for proposed grid environment. The replicas are
distributed uniformly among the regions, also the number of replica in the region
is limited which rely on the access frequencies of the file. At second level, RCP
decides the placement of replicas over various nodes within the region. Various
parameters such as processing capacity, latency, bandwidth etc. are considered
while placing the replicas at appropriate location. The chapter concludes with

performance evaluation of the proposed work.
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Chapter 5: Agent Based Replica Selection in Data Grids !

In this chapter an algorithm, namely, EDRA using agents for data grid, has been
proposed and implemented. EDRA consists of dynamic replication of hierarchical
structure taken into account for the selection of best replica. Decision for selecting
the best replica is based on scheduling parameters. The scheduling parameters are
bandwidth, load gauge, and computing capacity of the node. The scheduling in
data grid helps in reducing the data access time. The distribution of the load on
the nodes of data grid is done evenly by considering scheduling parameters. The
effective scheduling measures help in reducing overall access time through load
balancing across multiple nodes. The main objective of a load balancing is pri-
marily to optimize the average response time of the currently executing requests.
The proposed approach is implemented in simulated environment and compared

with existing state-of-the-art approaches.

Chapter 6: Agent based Replica Consistency and Conflict Resolution

The chapter presents an hybrid approach based consistency and conflict resolution
mechanism to address the problem of inconsistency in multi master environment.
The hybrid approach is used for maintaining the consistency at local and global
level. The local level consistency are checked either periodically or when any write
request is encountered. Additionally, a leader node is selected to propagate up-
dates by a head node of a region to maintain consistency locally. Moreover, for
global consistency master nodes are responsible for ensuring consistency among
various regions and resolving the conflicts between them. The conflicts are clas-
sified as replica conflict and update conflicts. To resolve the problem of update
conflicts, a logical time-stamping is used while the replica conflicts are taken care
by using version vectors. The simulated results depict that proposed work is bet-
ter than pessimistic and optimistic approaches when writeable requests are more

likely to occur.

Chapter 7: Conclusion and Future Work

!Priyanka Vashisht, Rajesh Kumar, and Anju Sharma, Efficient Dynamic Replication Algo-
rithm Using Agent for Data Grid, The Scientific World Journal, 2014(2014), Article ID 767016,
10 pages, 2014. doi:10.1155/2014/767016
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The thesis concludes with a brief overview of the proposed replica management
and consistency approach. This chapter also shed light on open issues and fu-
ture perspectives in replica management and their consistency maintenance. An
agent based efficient replica management and consistency maintenance approach
is proposed. The details of various layers and its components are also given. The
various components of different layers based on popularity are implemented for ef-
ficient replica management. Further, agent based replica creation and placement
approach is proposed that is based on replication and placement cost, latency etc.
Various factors are considered for reducing the execution time. The replacement
policy is also considered for proper storage utilization. To extend the features
of replica management an adaptive replica selection approach is also introduced.
The proposed approach considers the job scheduling policy the request to the most
appropriate location which improves the overall system performance. Further, the
replica management approach is extended to support the consistency maintenance
which has capability to deal with inconsistencies and conflicts. Finally, the chap-
ter concludes by highlighting the various open research issues in the field of replica

management and consistency resolution.

1.11 Objectives

The following objectives have been delineated to deal with the challenges associ-

ated with replica management in grid environment:
(i) To study and explore existing Replica Management System in Data Grids.
(ii) To analyse various Consistency Services and Replica selection scheme.
(iii To propose agent based Consistent Services and Replication method.

(iv) To validate the proposed method on a real or simulated Grid for variety of

Grid Service Management scenarios

1.12 Thesis Contributions

The key contributions of this thesis are:

(i) A taxonomy and comparison of the existing approaches related to replica

management and consistency management has been presented. An efficient
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(iv)

(vii)

(viii)

(xi)

(xii)

approach for replica management in data grid environment has been pro-

posed, and its different components have been elaborated. .

The prototype implementation of resource management and its various com-

ponents has been discussed.

A replica management and consistency component on Optorsim has been set-
up with 50 node to support the deployment and execution of heterogeneous

machines.

An agent based strategy is applied for efficient creation and placement of
replica. Placement cost, replication cost and access frequencies of the file

are used while creating or placing the replica.

Efficiency of the system is increased by considering the popularity and the

storage usage of the file.

The proposed Replica Creation and Placement (RCP) approach is compared
with the state of art replica creation and placement approaches in grid en-

vironment.

An adaptive replica selection approach is presented that can be tuned to

balance load, bandwidth and access frequencies of the file.

Various scheduling parameters such as bandwidth, load gauge, and comput-
ing capacity of the node are used to select the best replica of the file. The

scheduling in data grid helps in reducing the data access time.

The result shows the efficiency of Efficient Dynamic Replication using agents
(EDRA) in terms of mean job execution time, network usage, and storage

usage of node as compared to another existing approaches.

A novel two stage replica consistency and conflict resolution approach has
been proposed that take care of writeable replicas in multi-master environ-

ment.

An agent based optimistic approach is followed for maintaining the consis-

tency based on access frequencies of the file.

The conflicts are handled using agents at various regions in multi master
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environment. Performance analysis of proposed work is carried out in sim-

ulated environment and is compared with existing strategies.
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CHAPTER 2

Strategies for Replica Management and
Consistency Control in Data Grid A Comprehen-
sive Survey !

This chapter discusses various existing asynchronous replication strategies avail-
able in the literature. These strategies rationalize and investigate various param-
eters like bandwidth consumption, access cost, scalability, execution time, storage
consumption, staleness and freshness of replicas. In this chapter, several asyn-
chronous replica strategies are classified and analysed on the basis of various pa-
rameters such as topology, level of abstraction, update propagation and locality.
Some other strategies are also discussed and analysed like adaptive, quorum based
replica management, load balancing, and agent based economically efficient, check-
pointing, fault tolerance and conflict management. Parameters on which these
strategies are analysed are: methodology, replication classification, consistency,

grid topology, environment, evaluation parameters and performance.

2.1 Introduction

Data grid is an architecture for analysis and administration of massive scientific
datasets [7]. Tt offers facilities that enable detection, creation, migration, updation
and handling of huge data sets [9]. The main aim of replication is to optimize data
for ensuring robustness and efficient access so as to enhance the approachability of
data and to confine cost of accessing data [45]. Data grid relies on data replication

for better performance and to achieve reliability of the system [46]. The thumb

f (Number of read only query)
(Number of Update query)

rule for replica creation is: i > 1, only then replication is

advantageous, otherwise replication may cause problems. Despite advantages of

1Priyanka Vashisht, Rajesh Kumar, and Anju Sharma, ”Strategies for Replica Consistency in Data GridA
Comprehensive Survey”, Concurrency and Computation: Practice and Experience, 26(4), doi: 10.1002/cpe.3907
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replication in data grid, the main challenge is replica management and consistency
control of data. The Replica Management System (RMS) provides the ability to
access and manage data and data resources in the grid. It allows the users to
create, register, place, access and update the data sets.

As the number of request for accessing a file increases with time, file located at
single server leads to bottleneck in the system resulting in low throughput and
response time. Creating multiple replicas at multiple locations facilitate the ex-
ecution of the request in parallel with each replica providing better data access.
Replicas of a file located on geographically distributed locations speed up the ac-
cess of data which results in reduced execution time. Additionally, replicas also
save bandwidth between the sites thus avoiding the network congestion when a
sudden demand of frequently used data is made [47]. The RMS is guided by
some replica creation strategies that consider some parameters such as locality of
request, current and future demand of the file and storage capacity of the node
elements for better performance. The degree of replication is also handled by RMS
to provide the optimal number of replicas without reducing the performance of the
system. Although creating replicas increase the availably and performance of the
system but to maximize the gains of replication, strategic placement of replicas
are required.

The advantage of the replications can be increased manifolds by placing the repli-
cas at the suitable location. When a user generates a request for a file, large
amounts of bandwidth could be consumed to transfer the file from the server
to the user. Furthermore, the latency involved could be significant considering
the size of the files involved and the geographic distance between user and server.
Placing the file close to the user reduces the distance between user and file over the
grid, resulting lower response time and high performance. RMS should consider
certain placement strategies that are derived using parameters such as placement
cost, access frequency of the file, bandwidth, latency etc. to optimize the perfor-
mance of data grid.

Additionally, the replica selection strategy handled by RMS, should identify an
appropriate replica among the pool of replicas, that best matches the user require-
ment. The selection of replica is done for two purposes:(i) Selection of replica for
executing the job and (ii) selection of replica for deletion, during replica replace-

ment process. The selection of replica for executing a job is based on certain
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criteria such as bandwidth, popularity, latency, workload etc. Network bandwidth
plays a crucial role in selection process of replicas. Slow network access restricts
the effectiveness of system during file transfer irrespective of client-server imple-
mentation. Selection of best replica from different physical locations is optimized
by investigating the available bandwidth between the requesting user and various
storage nodes that hold replicas. The replica selected would be the one which
takes minimum transfer time for transferring the replica to the requested site.
At the time of replacement policy the selection of replica is done on the basis of
certain criteria such as Least Recently Used (LRU), Least Frequently used (LFU)
strategies, Exponential based Replica Replacement Strategy (ERRS) etc. [? |.
The main challenge of RMS system in data replication is consistency maintenance
or synchronization of data. The consistency is a process which deals in keeping
replicas of a file up-to-date, i.e. consistent [48]. In case the applications are al-
lowed to modify the data in an uncontrolled manner, the other replicas become
stale. In order to re-establish consistency among replicas, there is need to prop-
agate the modification done on the first replica to other copies of file, through a
process that is usually called update propagation.

According to G. Belalem, consistency is a relation between the copies of distributed
replica which defines the degree of similarity among them [49]. There exist many
models for consistency in the literature [50] such as synchronous replication and
asynchronous replication models [51, 52]. Synchronous replication require sophis-
ticated resources in terms of hardware and software. This model cannot tolerate
discrepancies among replicas at any instance of time. In asynchronous replication,
degree of consistency can be compromised for a particular time interval. This
boosts the replica access rates but discrepancies must be checked as the complex-
ity of maintaining the consistency among the replicas increases with increase in
number of update requests.

The main focus of this chapter is to provide a comprehensive survey for asyn-
chronous replica management and consistency control in data grid, which has been
classified and analysed, on the basis of various existing strategies. The next section

will discuss the advantages and disadvantages of asynchronous replication.
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2.2 Advantages and Disadvantages of Asynchronous

Replication

Asynchronous replication offer several benefits over more costly synchronous repli-

cation. The main advantages of asynchronous replication is discussed below.

2.2.1 Advantages of Asynchronous Replication

Asynchronous replication scores on synchronous replication and are widely used
strategy for grid environment. Main advantage of asynchronous replication is that
the application is unaware of any updates or replication taking place at some re-
mote location. Therefore, there is very less effect on overall performance of the
system.

When updates are propagated, the replicas of a file in data grid are allowed to be
accessible by the users. In case of failure of master replica other replicas are made
available in the system. Asynchronous replication ensures the availability of the
replicas all the time in spite of single server failure. This helps in stabilizing the
system.

The high availability of the data items helps in enhancing performance of the sys-
tem. When the request is made by any user, it will be fulfilled immediately due
to availability of the replica. This reduces the access time of the replica for execu-
tion and the total throughput of the system will increase. The scalability of the
system increases manifold in case of asynchronous replication, which also defers
the process of updating the replicas to some extent. When data is updated to a
site, these updates are propagated at scheduled intervals to all other replicas. This
method can work over longer distances as compared to synchronous replication,
thus increasing the scalability of the system. Asynchronous replication also known
as “store and forward” technique [53]. It buffers the updated data for an interval
before forwarding it to destined replica. The buffering process in asynchronous
replication significantly reduces bandwidth consumption and yields lower cost.
The key benefit of asynchronous replication is easy recovery from faults [31]. Dur-
ing update propagation, if the node where update is being sent fails, then it gets
stored in defer queue. When the failed node is alive again, the defer queue is

drained to update the failed node replica.
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Despite of various advantages, asynchronous replication has certain disadvantages.

2.2.2 Disadvantage of Asynchronous Replication

With the increasing number of computation intensive applications, there is a re-
quirement for increasing the accessibility of updated data in the distributed en-
vironment. During data replication, duplicate copies of data are kept at suitable
nodes and can be selected during job execution [31]. The placement and selec-
tion of replicas on these nodes play an essential role while getting update using
asynchronous strategy. Asynchronous replication , cannot provide any assurance
of consistent data all the time. It can guarantee that if no further updates are
made to a particular file, all the updates will be propagated eventually. The delay
between time when updates are propagated to all replicas and the changes are
made is known as replication latency [54].

Replication latency leads to the problem of data loss during node failure. Asyn-
chronous replication, rules out the possibility of node failure in the system. Rather,
it is expected that at some point of time all the updates might propagate to all the
replicas in future. These updates never make it to the destined node and results
in the loss of transaction.

Another issue of asynchronous replication is data conflict in multi-master systems.
Concurrent writes on different masters of the same data item located at different
replicas leads to data conflicts [55]. Concurrent writes need to be carefully man-
aged and possible conflicts must be resolved.

One more problem with asynchronous replication is determination of push interval
while propagating the updates. If the push intervals are short it subsequently leads
to excessive use of grid resources, resulting more overhead and weak performance.
If the push intervals are long, it will take long to propagate the updates which
cannot rule out the possibility of inconsistency. For optimal results push interval

must be determined optimally.

2.3 Asynchronous Replica Management

Strategies

The grid environment is dynamic and distributed in nature. For the reasons, such

as scalability, performance, efficiency etc. it is always preferred to keep data in
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distributed manner. As the replica occurs over long distance in grid environment,
asynchronous replication is the best choice. There exists various asynchronous
replica management strategies; in this article the classification of the strategies

are based on following questions.

« How the structure based asynchronous replica management is achieved? The
structured based management can be attained by using different topologies
in grid environment. The existing topologies are graph, free-scale, multi-tier,
tree, peer-to-peer and hybrid.

. What are the methods used for asynchronous replica management? This is
explained by describing the level of abstraction, by identifying the part of
the file for propagating the updates. The updates can be disseminated either
by sending the whole file or the fragment of the file which was modified.

. How the updates are propagated using asynchronous replica management?
The critical decision must be made while propagating the update. The
decisions are made based on, whether specific application is client based or
server based.

. How to ensure the consistency considering the location of replicas? By de-
termining the location of the replicas of a file, the updates can be propagated
efficiently. Researchers have classified locality as geographical, temporal and
spatial.

. What are properties or parameters considered while developing asynchronous
replica management? There are properties like adaptive, quorum based,
conflict management etc. and parameters like Quality of Service (QoS), cost,
space etc. being considered by various researchers. Quality of service (QoS)
for replica management is further achieved from factors such as number of
replicas, storage capacity, processor capacity, replica locality, cost, network

bandwidth and number of hops towards root of tree [9, 56].

The detailed answers to the following questions are explained beneath.

2.3.1 Grid Topologies

The topology defines the basic layout of the data grid and relationship between
various entities. A data grid consists of number of geographically distributed

nodes which requires some arrangement for management of data grid nodes. The
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Figure 2.1: Classification of Replication Topology in Data Grid

management specifies how these nodes interact with each other. The performance
of replica management and its consistency depends on various topologies that are
supported by the grid environment. Grid can have any of the following topologies:
free scale [57, 58], graph [59, 60], hierarchical [61, 62|, peer to peer [63-65] and
hybrid [66] as illustrated in Figure 2.1. These topologies can employ either a
centralizedor decentralized approach. Centralized approaches, are employed in

[67, 68] whereas, decentralized approaches are employed in [69].

2.3.1.1 Strategies Based on Graph Topology

X.F. Meng et al. proposed a concept of spanning graph, in which a node can share
the update route information by using clone, variation and crossover processes for
the update routes so as to decrease the redundant propagations of the update
messages [70]. The time complexity of proposed algorithm is O(d), where d repre-
sents average number of parent nodes for each child. However, this strategy needs
a delayed period to conduct a crossover operation, and it is difficult to predict the
length of a delayed period in a specific P2P network.

M. Tu et al. proposed two layered Peer-to-Peer grid topology for analysing the
problem of allocating sensitive data objects [59]. For accomplishing enhanced data
access, survivability and security, data partitioning scheme is pooled with dynamic
data replication. The proposed method assumes a two-fold layered topology. The
topmost layer represents networks topology using general graph, whereas, the

topology within each cluster is characterized using Directed Acyclic Graph (DAG).
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For achieving enhanced scalability, solution to the replica allocation is divided into
two sub parts: Optimal Inter cluster Resident Set Problem (OIRSP) decides which
cluster needs to hold the shared replicas. Optimal Intra-cluster Share Allocation
Problem (OISAP) decides the necessary amount of shared replicas required within
a cluster and their locations. The OIRSP can be discovered using Minimal Span-
ning Tree (MST). Marginal communication cost can be achieved by determining
the total number of replicas to be positioned in a node. Experimental results il-
lustrate that the suggested heuristic algorithm achieved improved performance by
reducing communication cost and the results are in proximity to optimal solution.
The placement issue can be improved by authors using multiple objectives like

security, availability and performance.

2.3.1.2 Strategies Based on Free-Scale Topology

OptorSim is a grid simulator used in European Union (EU) data grid project,
provides replication policies such as placement of replica, scheduling, consistency
maintenance and selection [57, 58]. A new Replica Creation (RC) strategy has
been introduced which reduces the storage usage as compared with EcoModel,
EcoModel-Zipf and AlwaysReplicate. The RC effectively reduces storage con-
sumption and data access ovearhead. But, it is very difficult to write configuration
files and modify other parameters used in the simulation using Optorsim.

D. Chen et al. proposed a node selection model which is constructed on the de-
gree of distribution of freescale complex networks, rather than simple network
[71].  Author defined two candidate replica nodes: a frequency-based candidate
pool and a degree-based candidate pool. In view of the free-scale network, the
data is replicated in the node with least possible local cost. The high degree and
high frequency nodes are placed in degree-based-candidate-pool and the frequency-
based-candidate-pool, respectively. The selection of a node for replica creation is
based on the availability of node in both the pools stated above. If there is no
suitable node found in the pool then the least cost of the node is calculated by
summating the storage and file transfer cost. Authors have implemented Dynamic
Multi-Replica Creation (DMRC) algorithm for creation of replicas on the selected
node. Simulation results determine that the suggested strategy has reduced the
data storage consumption and make span. The algorithm can be further investi-

gated using consistency so that the effect of conflict can be studied among replicas
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in data grid. The computational complexity for DMRC is O(n?), where n is the

number of nodes.

2.3.1.3 Strategies Based on Hierarchical Topology

In this topology, node in the data grid are connected in parent /child or client /server
fashion. There exist multiple levels in the data grid. The node at the top is treated
as parent or server which is responsible for management of all the nodes beneath
the root node. The advantage of this hierarchical structure is efficient usage of
bandwidth, effective workload management and scalable management of datasets
and user [72]. The problem with such topology is that there is direct communi-
cation only between the child and its immediate parent. This topology does not
support any changes made in the grid.

The hierarchical topology can further be divided as; Single master and Multi-
master. In single master hierarchical topology, single replica server is maintained
where all the replica updates are posted [23]. Here, updates are made only on the
server node located on the root of the tree, whereas all the leaf nodes have read
only replicas. One central entity manages and propagates updates to all client
nodes at lower level. This topology is simple to implement but has a disadvantage
of single point failure [73].

In multi-master topology, a client server system can have one or more server nodes.
In extreme cases, all the nodes are treated as server node [68]. In such system,
updates can be done on any node hence it is very difficult to maintain the con-
sistency in all the replicas, though it is possible to manage multiple versions of a
file. This topology can withstand the single point failure but with an overhead of

maintaining multiple replicas.

2.3.1.4 Strategies Using Multi-tier Topology
C. Yang et al. [74] have proposed a technique called One-way Replica Consistency

using synchronous and asynchronous approach. In this method there are three
types of nodes: super node (SN), master node (MN), and a child node (CN). SN
can hold original data only, which can be replicated to MN called master replica.
The CN can hold replicas based on two factors: access frequency of file and storage
capacity. The files are automatically updated from SN to MN and from MN to
CN. Updates can be made only on original data as the files in MN and CN are read
only. ORCS considered two issues (i) check the storage capacity of the replicas and
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(ii) find the access frequency of the replicas. The result shows remarkable balance
between the performance of the system and maintaining consistency between the
files.

In addition to ORCS, authors provide a Dynamic Maintenance Service (DMS) for
maintaining replicas [18]. The DMS dynamically replicates, migrates and deletes
file from the node according to variant parameters. Files are replicated if value on
access frequency exceeds access rate of a file and sufficient storage space is avail-
able on the node. To avoid generation of excessive replicas, the files are migrated
from one place to another depending on the requirement of the file. Finally, file is
deleted if the access rate of file is less than minimum access rate and other replica
of file exist on another node. The results are evaluated with other techniques such
as Least frequently Used (LFU), Least Recently Used (LRU) and Bandwidth Hi-
erarchy Replication (BHR). The ORCS and DMS performed more efficiently than
other existing strategies and make efficient usage of storage element.

G. Belalem et al. [75] have presented hybrid approach for consistency management
based on hierarchical model with three levels. At layer 0, the storage elements are
kept which give physical support to replica. At upper layer 1, each node gathers
the elementary element of layer 0. Each node is responsible for intra node consis-
tency and co-operates with other node for inter node consistency at layer 2. The
upper most layers has intelligent module, which takes decision for resolution of
conflicts not resolved at layer 1. This approach uses multi-master hierarchical ap-

proach which combines optimistic and pessimistic approach for replica consistency.

2.3.1.5 Strategies Using Tree Topology

H. E. Ahangaran and A. M. Rahmani [45], addresses the issue of coherence while
maintaining the replicas. A tree-Based clustering was used to characterize the
communication capability of replicas, and reduce average response time. The
clustering not only categorizes replicas having resemblance in “demand number”
within clusters, but also tries to choose the shortest link. Results demonstrate
that the proposed model can efficiently moderate the total transfer rate of data
over data grid. Hence the data transferred in contrast to One-way method for
write requests of final users is improved due to controlled solitary editable replica.
Wolfson and Milo have developed a novel method for completely connected, tree

and ring networks. The processor constructs a minimum spanning tree for write
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operation and propagates data to its node in a balanced way. For the determina-
tion of optimal residence set in completely connected and ring network, authors
suggested constant time algorithm. In the tree network, determination of optimal
residence is done with linear time algorithm. The optimal residence set determined
by the algorithm improves the communication cost by using multicast algorithm.
Computation complexity for the cost of residence set is O(n), where n is number
of nodes of residence set. The proposed algorithm can be further investigated on
other existing network topologies. Moreover, bounded error approximations for
general graphs can be analysed.

Perez et al. have offered a Branch Replication Scheme (BRS) which enhances
the performance, scalability and fault tolerance of the system [76]. The topol-
ogy is constructed by producing sub-replicas, which are placed such that no two
sub-replicas can overlap each other. The consistency of the replicas and their sub-
replicas can be achieved by using parallel propagation of update message. The
update request is processed only at master node and then is propagated to other
nodes. BRS reduces the accessing time of a file in read and write operations which,
in turns, help in enhancing the overall performance of system compared with
Hierarchical Replication Scheme (HRS) and Server-Directed Replication Scheme
(SDRS).

2.3.1.6 Strategies Based on Peer to Peer Topology

This topology is an alternative to client server topology, which allows two nodes
to maintain and update the replicas on their own, without the help of any special
node like parent node. In P2P topology when the request is made for a particu-
lar file, any peer in the network can fulfil the request that has the replica of the
file. In P2P topology, the requests do not rely on central server to get fulfilled.
P2P topology is further classified as:  Unstructured and Structured. Unstructured
peer-to-peer topology is designed by nodes that unsystematically form networks
with each other [77]. Unstructured P2P is easy to build as there is no formal
structure imposed while making the data grid. The primary drawback of unstruc-
tured P2P is that if request for a file or a replica is made, messages will be flooded
which creates congestion in the network. Gnutella [78], Kazaa [79] are examples
of unstructured P2P protocols.

In structured peer-to-peer network topology nodes are arranged in a systematic

37



manner. In case, any request is made for a file or replica the search is done very
efficiently. The commonly used structured P2P networks implement a Distributed
Hash Table [80]. Structured peer-to-peer topology, such as Chord [68] and is fab-
ricated based on certain rules. There exists an index node that has good grasp of
the locations of a file's replicas, which helps in easy maintenance of replica con-
sistency in structured P2P networks. SCOPE [65] obtains location of each replica
associated with a file by building the replica partition trees with the aid of hashing
function. Other example of structured P2P is WOW [81].

X. Meng and C. Zhang [82] proposed a replica maintenance strategy employing
an ant colony model in unstructured P2P topology. Their main focus is to make
the best use of the ant colony model for resolving the replica consistency main-
tenance problem. In unstructured P2P topology several definitions, such as the
structure of an ant, the action of an ant and the state of an ant are provided.
These definitions contribute to the design of the replica consistency maintenance
strategy. The algorithm for ant creation, sending, processing and returning is
based on pheromone update which ensures complete replica consistency mainte-
nance strategy. Since, churn is a basic and inherent problem in P2P topology; this
strategy takes churn problem into account to design the ant returning process so
as to reduce the impact of churn on the update of file's pheromone. Simulation
results showed that this strategy maintained a higher success rate with high speed

and less message propagation while updating file.

2.3.1.7 Strategies Using Hybrid Topology

Grid system has complex organization that is not controlled by any simple topol-
ogy. In real world various topologies are combined with each other into one system
making a hybrid topology. In present scenarios, most of the times, hierarchical
and peer to peer topologies are combined to get the benefits of both. By combin-
ing the topologies, researchers are able to optimize the desired results.

Choi et al. [66] proposed Dynamic Hybrid protocol for replication in data grid.
The physical structure meritoriously combines tree and grid topology, which flexi-
bly adjust parameters like: tree height, number of child nodes and grid depth. The
values of parameters depend on the target performance measure. Improved read
availability is achieved by reducing number of child nodes and height of tree while

the depth of grid needs to be increased. Enhanced write availability is achieved by
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reducing the depth of grid and height of tree, whereas the number of child node
needs to be increased. This protocol exploits the benefits of tree and grid configu-
ration to ensure minimum cost for operations and provide high accessibility. The
throughput of protocol declines due to increase in queue length when the arrival
rate for read operation becomes high. The protocol can be further investigated

with some load balancing mechanism for optimizing the results.

2.3.2 Level of Abstraction

Level of abstraction defines the degrees of replication and also if any update is
made on the file, which part of the file will be sent to propagate the updates. The
highest level signifies that all the files are replicated on all the available nodes and
for update propagation whole file is sent to the destination. The next level would
be partial, where file are replicated on few nodes and only updated fragment of
file is directed to the destined replica. Strict or no replication is defined as lowest
level entity, which does not allow any replication. The file is stored on a single
source for the execution of job. The classification for different level of abstraction

is illustrated in Figure 2.2.

2.3.2.1 Strategies Using Strict Replication

In this strategy there exists one primary copy of a file and no replica. The primary
copy is the only source of information that exists for a particular file. This strategy
is also known as No Replication. Dirk Dullmann et al. [48] proposed a high-level
replica consistency service, called Grid Consistency Service (GCS). The study

offered some levels of consistency ranging from tightly synchronized to loosely
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synchronized data based on the knowledge about data and use cases. Several
consistency levels have been offered to grid user with different level of guarantee
for consistency and their impact on implementation. Grid users can dynamically
select any consistency services by regulating replica consistency level. Level-0
is not used for database controlled files as they provide a snapshot view of the
system. Level-1 is not used for most applications. Level-2 is managed at local
level, here remote level consistency is not provided. Level-3 also called “replicated

federation” and can be used for distributed databases.

2.3.2.2 Strategies Using Partial Replication

The partial replications means that the whole file is not replicated rather a part of
the file is replicated. The partial replication can be done at two levels: (i) Object
and (ii) Fragment level. Objects are any piece of data that is being shared. Logical
connection between two objects of a file gets lost by replicating individual sets of
objects in a file [49]. Consistency between replicas of an object can be maintained
by optimistic replication algorithms, but not between objects [83]. Fragment level
replication means any part of file can be replicated as per the requirement. In
this type of replication only the necessary fragment of a file is replicated and is
transferred for modification. Spigot [84] framework is one example of fragment
level consistency.

J.M. Perez and F.G. Carballeira [76] have addressed the problem of scalability
and replica alteration in data grid by studying the use of a novel data replication
method, called Branch Replication Scheme (BRS). In BRS, replicas are composed
as a set of sub-replicas, structured as hierarchical tree topology. These sub-replicas
do not overlap and the unification of the set of sub-replicas is complete replica.
This model is suitable for applying parallel I/O techniques and offers an effective
approach for updating data replicas, which results in replication and update of the
replication tree efficiently. The update on the replica is made at leaf node only
and is propagated immediately to the upper node. Only the part of the file is sent
for the update. The results of the model illustrate that BRS enhances the data

access performance for read and write processes with different file size.
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2.3.2.3 Strategies Using Full Replication

In full replication, the whole file or metadata is replicated. Most of the researchers
have considered the full replication of file. Main disadvantage of full replication
as compared to partial replication is the overhead of transferring whole file, which
consumes lot of bandwidth while transferring the file.

A.S. Syed et al. [85] have developed an algorithm which collectively use data
partitioning schemes with dynamic replication. There are four modules involved

in this algorithm:

(i) Network Module, which provides client server architecture
(ii) Dynamic randomization process ensures delivery of packet to next hop
(iii) Secure data share which provide optimal and secure allocation of sensitive
data
(iv) Replication data grid offers sharing and coordination between various grid

resources.

The algorithm developed assigns correlated data shares in large-scale peer-to-peer
data grid by partitioning them at fragment level and encoding the fragment while
transferring to attain data survivability, security, and access performance in data
grid. Replicating data share may enhance the performance of the system but
security is compromised. The study can be elaborated by considering optimal
placement of data share using multiple factors.

P. Xu et al. [86], proposed metadata management algorithms which ensure the
retrieval of up to date dataset by users. The approach added two components,
namely, Operation Broker and Mapping Keeper in the original data access frame-
work. The communication is divided into three phases: Phase one is requesting
phase where a client interacts with the metadata server to acquire a lease lock for
desired operation and select a nearby data server containing updated replica for a
requested transaction. Then in the second phase, the client directly communicates
with the selected data server to carry out the transaction. When the transaction
is accomplished, the data server sends a close report to the metadata server to
release the lock in third phase. This strategy ensures metadata level consistency.
The simulated results have revealed the proposed scheme achieve performance

gain up to 3.3 times for write intensive jobs compared with WriteMaster scheme.
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2.3.3 Update Propagation Mechanism

Whenever, write operation is performed on any copy of file or data, it must be
propagated to all existing replicas. This helps in ensuring the consistent data on
the data grid. In update propagation, primary node contains all the files where up-
dates can be done and communicates with other nodes so as to make two replicas
consistent by transferring the changes quickly [87]. One of the desirable properties
here is epidemic propagation [88]. Any node can transfer its own updates and can
receive it from other replicas also. This helps in attaining eventual consistency
irrespective of the network topology conditions, including poor or incomplete net-
work connectivity, as in Usenet [89]. It is robust when communication links change
or when nodes fail. To propagate the updates across all the replicas of grid, two

approaches are used i.e. push and pull as illustrated in Figure 2.3.

2.3.3.1 Strategies Using Push Mechanism

Push based approach is used when all the updates are propagated from the server
to the clients. Servers are participating very actively to keep all the replicas identi-
cal [87]. This approach is useful when there is a large number of reads and updates
of the file. In push based approach, if updates are being pushed then response
time for client will be negligible. Main disadvantage of Push mechanism is that
no updates will be performed if the server is down.

In Aggressive Update Propagation (AUP) approach [83], also mentioned as Push

protocols, updates are propagated to all replicas even when they are not requested
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by the nodes. Aggressive protocol is functional when replicas need to sustain a
fairly high degree of consistency. The read to update ratio of AUP is relatively
higher than pull replication. They need to keep all the replicas identical.

Flooding is a breadth-first replica consistency maintenance approach that for-
wards an update message to all the nodes in the network [90]. It ensures the
replica consistency of a file, but pushes large number of update messages and thus
the network bandwidth is wasted. Also, a great number of redundant update mes-
sages are produced in the network; node may receive multiple duplicated update

messages.

2.3.3.2 Strategies Using Pull Mechanism

The pull based approach is client based scenario which means the client will initiate
the changes by pulling the data from the server [877 ]. When there are less number
of updates as compared to the reads of file by client, pull based approach can be

used. The updates are made on the stable storage [88].

2.3.3.3 Strategies Using Hybrid Mechanism

In hybrid approach both pull and push mechanism are combined together.
Gossip [91] based replica consistency maintenance is the push and pull combined
algorithm, namely, Balanced Consistency Maintenance (BCoM), in which an up-
date message is pushed to the replica nodes actively by the node which creates
the update message and in pull approach replica node sends query messages to
obtain the current updated replica. Though the push approach ensures the update
message to be received by the replica nodes, it cannot make the update message
arrive at all the replica nodes in the P2P topology with high churn rates. Also,
the pull approach may result into an update message not being received by all
the replica nodes in time. BCoM enhances the availability by lowering the discard
rate of files from almost 100% to 5% but at the cost of latency.

K. Xie et al. [92] makes an improvement on the gossip based replica consistency
maintenance approach, which records the information of nodes and update mes-
sage passed through, i.e. the so-called trace label is stored in the header of the
update message to avoid forwarding the update message to the same node multi-
ple times. Moreover, it adopts Bloom filter algorithm to denote the trace label in
an update message to reduce the consumption of network bandwidth. However,

since this approach could only make the trace label in an update message shared
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and transferred in a single propagation path, its ability to decrease the redundant
propagations of the update messages is greatly limited.

[AUP is the modified version of traditional AUP [83]. IAUP has two steps, one at
the master node where master pushes the message to replicas if update is done at
any node. At second step, the secondary replica nodes, where message is received
by the replica, check the timestamp of received message with the local replica
time-stamp. If the difference between the two values is 1, the node will send the
message to pull the information from the server. The simulation result shows that
this technique improves the reliability with high degree of consistency without

affecting performance of the system.

2.3.4 Locality

The locations where the replicas are placed affect the efficiency of replica man-
agement strategy. Locality plays vital role during replication, which helps in im-
proving the overall access time and availability of update data in grid environment
[34]. In data grid environment the locality is primarily divided into three parts
i.e. geographical, spatial and temporal locality as illustrated in Figure 2.4.
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2.3.4.1 Strategies Using Temporal Locality

Temporal constraint of consistency is specified in terms of time intervals. Temporal
constraints can be classified as events and time interval [56]. The event indicates
a method to check if replica management or update is required to maintain the
consistency. The time interval indicates the duration when creation, placement,
selection or update is initiated by the system.

J. Chen and Y. Yang [93] have investigated well-defined conventional consistency
and inconsistency conditions and the run-time ambiguity of task completion period
in work-flow systems of grid. They have presented four situations to a fixed-time
constraint i.e. weak consistency, strong consistency, weak inconsistency and strong
inconsistency. A temporal verification is set periodically that is conducted on built
time, at the time of initialization as well as at execution time to identify any vi-
olation, and change any strong and weak inconsistencies to strong and weak con-
sistencies, respectively. If during the verification process, the previous fixed time
constraint is of strong consistency then no modification is required. Moreover,
for weak consistency, they have established a technique which uses mean activity
time redundancy and temporal dependency between fixed-time constraints consis-
tently.

OptorSim [57, 94] uses a prediction function based on temporal and spatial lo-
cality irrespective of the cost of accessing data on grid. The prediction function
helps in maintaining the replicas based on the popularity of the file. The files are
created or deleted depending on the access frequency of the file. Moreover, the job
is scheduled based on various scheduling strategies such as Random, Sequential,
Zipf etc.

2.3.4.2 Strategies Using Geographical Locality

Ranganathan et al. [95] have proposed a hierarchical framework in which different
replication approaches are assessed using three different access patterns. Access
patterns for various files can exhibit different localities i.e. temporal, geograph-
ical and spatial locality. Temporal locality specifies that prospects for accessing
a recently accessed file are more likely. Geographical locality is formed on the
perception that a file accessed by a node is expected to be accessed by its neigh-
bouring node. The spatial locality specifies the files in the vicinity of recently

accessed file have high probability to be accessed. The simulation was done using
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six strategies, namely, best client, cascading replication, caching, plain caching,
caching plus cascading replication and fast spread with three access patterns i.e.
P-random, P1,P2. Fast spread saves 25% bandwidth consumption compared with
caching. On the other hand, the storage utilization of the caching is reduced up to
50%. Results show that if access pattern contains smaller degree of geographical
locality then average response time and bandwidth consumption can be reduced.
Also, results indicate that depending on various requirement of grid scenario the
different replication strategy is selected.

H. Shen et al. [96] introduced a poll-based distributed file consistency maintenance
method called Geographically Aware Wave (GeWave). GeWave ensures reliabil-
ity of data consistency with high scalability and low overhead. In GeWave nodes
are organized in a hierarchical manner based on their time to refresh (TTR) value
and location. Relying on the adaptive decentralized polling method, where replica
node elects another node with an updated file for ensuring the consistency of its
replica. Polling is conducted within the nodes which have close proximity that
dramatically enhances the efficiency of consistence maintenance. Experimental
results show that GeWave performs better than other consistency maintenance
schemes with respect to effectiveness, scalability and churn resilience. The exper-
iment is performed on real world PlanetLab testbed and proved the effectiveness
of GeWave has increased 44.5% to 53.5% compared with SCOPE, UMPT and
Push/Pull method. The major disadvantage is that authors do not consider any

failure recovery mechanism during node failure.

2.3.4.3 Strategies Using Spatial Locality

The spatial constraints of consistency describes coherence predicate [91] that in-
dicates the degree of replica consistency to the primary copy. Consistent coherent
predicate means that replica should have full degree of consistency with primary
copy. The weak consistency means that a certain degree of inconsistency with
primary copy can be tolerated. No requirement predicate means that multiple
versions of data can exist at a time.

P. Zhang et al. [97] used a decentralized swarm intelligence based approach for
replication using agents in data grid. Agent find the location of the node and also
compute “degree of heat” to create a new replica. The access information along

with the neighbour's information of the node helps in determining the workload of
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the node. The workload will be migrated to other nodes with the help of agents.
Agent also helps to find the fittest node where the file should be migrated or repli-
cated. Simulation results validates that the approach outperforms No replication
and Economic model in terms of execution time but the storage space utilization
is marginal with respect to the economic model.

In view of spatial locality, Predictive Hierarchical Fast Spread (PHFS) [15] at-
tempts to forecast forthcoming requirements and pre-replicates data in hierarchi-
cal structure to enhance area of vicinity in accesses. The algorithm collects the
data of accesses from whole system and generates access log files by means of data
mining techniques; it finds the association between files for forthcoming forecasts.
The nodes at higher levels have supplementary computational power and storage
capacity, and consequently, the algorithm replicates more replicas at higher levels
and only replicas with high priority are replicated at lower levels. The simulated
results show that PHFS showed improvement of 22% compared with Common Fast
Spread (CFS) in terms of performance and latency. The results can be optimized

more by considering the storage space for evaluating the priorities.

2.4 Other Strategies Used For Replica

Management and Consistency Control

2.4.1 Adaptive Replica Management and Consistency
Control Strategies

Due to the dynamic nature of data grid environment number of users varies over a
duration of time. The approaches for replication management should be adaptive
in nature to the changing size of the grid to provide optimized results. IDEA [98]
is a self-managed middleware that adaptively satisfies system's requirements, and
it is based on the continuous consistency model provided by H. Yu and A. Vahdat
[98].

R. Chang and J.S. Chang [99] proposed Adaptable Replica Consistency Service
(ARCS), which uses access weight in order to accomplish effective load balancing
and replica consistency in data grids. The access weight indicates the average rate

of recurrence to access secondary replica within a node. Partial consistency service
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is applied on secondary replica with infrequent access for saving network band-
width. Whereas, full consistency service is well-designed for a secondary replica
having high access probability in order to decrease the delay while accessing the
replica. The experimental simulation leads to the conclusion that ARCS outper-
forms Lazy and Aggressive protocols in terms of total job time and average file
access delay.

J.S. Chang and R.S. Chang [100] have advocated a novel Replica Consistency De-
cision Model with Naive Bayesian Classifier (RCDM-NBC) which addresses the
replica consistency decision problem. Here, replicas are categorized as: a master
replica and numerous secondary replicas. They have considered the system as
multi-master model. All RRAs (Regional Replica Agents) know the whereabouts
of additional master replicas in order to deliver strong consistency service over
all master replicas. The modification of data at one master replica is propagated
immediately to other master replicas. This ensures that a master replica in a re-
gion constantly hold up-to-date data. When an update is requested by secondary
replica, it first points to intra-region communication, if the region has a master
replica. Otherwise, a master replica in the upstream for the secondary replica is
there and is named as a source master replica. RRA ensures the consistency of
the replicas within a region. RRA performs two processes, i.e., a training and a
periodic decision process. The training process evaluates the likelihood from the
training samples and accurate priori probability, so that RRA acquires the most
specific statistics about the average arrival rate of request for accessing the repli-
cas. The Naive Bayesian Classifier in decision process helps in determining the
category of consistency service for each secondary replica. The simulated results
demonstrate that RCDM-NBC is more compliant to a dynamic nature of the grid
by taking into account flexibility and adaptability as compared with other models.
H. E. Chihoub [101] proposed three fold method for managing cost effective con-
sistency in cloud computing. First, a self-adaptive approach namely, Harmony,
dynamically adjusts the level of consistency at runtime to enhance the perfor-
mance of system and availability of replicated data. Second, a consistency-cost
efficiency metric is introduced which reduces the overall cost based on relative
calculations of expected cost and probabilistic estimation of consistency, without
violating the consistency requirement of the user. Third, a behaviour modelling

method is introduced that dynamically evaluates the application and obtains its
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consistency requirements. The overall system performance has improved by main-
taining desired consistency while reducing monetary cost for user. The result
shows that Harmony reduces the read of stale data by almost 80% and through-
put is increased by 45% as compared with weak and strong consistency.

T. Kraska et al. [102] suggested a consistency management that dynamically guar-
antees the consistency by rationalizing data, which helps in optimizing the cost of
system. The data can be divided into three data categories i.e. A, B, C. The A
category represents the data having high level of consistency or strong consistency.
Category C' contains the data with weak consistency, whereas, B category is the
mixes of strong and weak consistency. B data dynamically chooses the consistency
level according to the calculated threshold value. The threshold value is dependent
on the probability of number of update conflicts happens during transaction and
the monetary cost of pending operations in update queue. This approach ignores
the staleness of data in eventual consistency model as well as the storage cost of
the replicas.

X. Wang et al. [103] proposed a centralized structure based adaptive consistency
mechanism. Various applications require different level of consistency. In this
paper, the consistency is divided into four categories “C” and is associated with
numeric value. C'=1 is considered when number of read operation are more than
number of update operations. Strong consistency protocols are applied to this cat-
egory. C=2, here, number of read and write operations are high. The application
can choose between consistency and its cost, to maximize the benefit of both. C=3
means number of read operations are less than number of write operations. Weak
consistency model is preferred, otherwise the overhead of updating all the replicas
immediately, will result in high cost. C'=4 represents the situation where number
of reads and writes are low. It follows the mixes of second and third consistency
category. The result depicts number of transaction decreases significantly while
the consistency requirement is fulfilled.

J. Liao et al. [104] proposed a file system namely Gmei, which provisions lazy and
adaptive replica synchronization mechanism between storage servers (SSs) in geo-
graphically distributed environment to enhance the I/O performance without the
intervention from the metadata server (MDS). It updates only the chunk list data
structure and delays update of all appropriate chunk replicas which benefits in

reducing write latency. The chunk replicas are updated only when storage servers
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have to handle huge amount of concurrent requests for a specific replica. Experi-
mental results show that the proposed mechanism has enhanced 1/O performance
by reducing the synchronization overhead in particular application context. Au-
thors can enhance the performance of their algorithm by reducing synchronization

cost and also robustness of chunk list should be improved.

2.4.2 Strategies Using Quorum Based Consistency

Control

Quorum or voting based protocols deals with the failures of components in dis-
tributed systems. Every replica is assigned a non-negative vote (quorum) and the
threshold value for read and write operations [105, 106]. When a read operation is
to be performed, the replica system must collect the votes from other participants.
The operation is executed if the collected votes exceed the defined read threshold,
“R”. Similarly, the threshold for write operation “W” must be reached when an
update transaction is invoked. The obligatory conditions for the quorum system

are as follows [107]

« The sum of read and write threshold for each replica is larger than the sum
of all the votes of participants i.e. R+ W > sum of votes.
« The write threshold W must satisfy that 2W is larger than the overall

number of participant votes.

J. Abawajay and M. M. Derris [108] proposed a new quorum based data replica-
tion protocol which aims to, providing high availability, reduce update cost and
maintain consistency of data. In this paper, a replica placement policy had de-
termined how many replicas to create and where these replicas would be placed.
Replication maintains equilibrium between the load of data and requests inside
the system, both on the host and network levels. This was achieved by involving
smaller number of nodes in the execution of both read and write requests which
have low response time followed by a replica consistency control policy, which
determines the level of consistency among replicas. The load balancing helps in
enhancing the system reliability as well. The proposed approach was compared
with read-one-write-all (ROWA) and grid structured protocol (GS) by means of
data availability, response time, communication costs and data consistency.

S. Goel et al. [109] discusses that the synchronization protocols used in homo-
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geneous systems which cannot be implemented in a heterogeneous grid environ-
ment and proposed a synchronization protocol for heterogeneous grid architecture
based on a quorum system, able to handle multiple networks partitioning using
time stamp. There are many other quorum based protocols mainly for database

systems which are discussed by various researchers [110-116].

2.4.3 Strategies Using Load Balancing for Replica

Management and Consistency Control

The main objective of a load balancing is primarily to optimize the average re-
sponse time of the currently executing applications [14]. When combined with
consistency it increases the reliability of the system.

I. Frain et al. [117] proposed a dynamic consistency based protocol called elemen-
tary protocol. Nodes are arranged in a tree based coterie structure. A permutation
operation is applied to achieve a new coterie with lesser load. This can be done by
swapping of two selected nodes (parent and its son) in a tree, where load of son is
always lesser than father's load. The load of quorum “Q” is defined as maximum
number of loads of all the processors “P” of nodes, in the route from root to leaf.
The overall load of the coterie is calculated by summating overall loads of all the
quorums. The simulation results show a significant improvement when number of
processors are limited with high number of request results in better throughput.
The system throughput is increased between 20%-50%, in best case the efficiency
is increased to 50%. Due to elementary permutation large number reconfigura-
tions of coterie happens which results in poor scalability.

A quorum based consistency protocol has been proposed which uses load balancing
for logical organization of grid nodes, using structured tree (coterie) [118]. Grid
nodes of tree have three characteristics (N, S, V), where N represents the node
which modifies or create this version, S symbolizes stamp which represent time
instance for creating or modify the version of replica and V is the value of replica.
A node is defined in n versions and can acquire three states i.e. free, occupied and
blocked. Free states means that all the available version of replicas of node are
released, Occupied state guarantees that at least one version of replica is released
and the Blocked state represents blockage of all versions of replicas The quorum

is constructed from the root to a leaf node of the tree using load balancing strat-
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egy. Access frequency is the key parameter to calculate load on the node. The
load balancing strategy has three states of load which are associated with numeric
value. These are defined as: (i) Under loaded if the node is in passive state,(ii)
Medium when the load of node is midway (iii) Up loaded when nodes are over-
loaded. Reconfiguring the coterie provides better workload balance in order to
increase access performance . The result depicts that the consistency of replicas
is dynamically balanced by following the state of individual node of the coterie.
The communication cost of read and write operations as well as load of coteries
are reduced by reconfiguring the coterie. Some of load balancing solutions have

been proposed in the literature [19, 58].

2.4.4 Strategies Using Agent Based Replica Management

and Consistency Control

Author uses multi-agent based strategy for accomplishing replica management
consistency control goals between the replicas of file by efficiently propagating the
newest updates judiciously [119]. The proposed agent based replication strategy
with fault tolerance comprises two modules: (i) replication architecture and (ii)
agent based replication method. Replication architecture provides an arrange-
ment for refining data availability with the help of three types of agents, namely,
base station agent (BS agent), node agent (N-agent) and update agent (U-agent).
BS agent keep the system stable by performing various function like expansion,
contraction, fault tolerance, whereas, N-agent is accountable to mobile agents and
U-agent is responsible for maintaining consistency between nodes. Replication
system is separated into two levels: base station and mobile node. Replication
method propagates the updates to various replicas stored on nodes of replication
architecture. Hybrid approach for replication used by the authors lead to data
conflicts, which can be detected and resolved by using proposed multi-agent based
dynamic replication strategy. The optimal number of node selection during replica
placement enhances the overall proficiency of the system in terms of storage cost,
consistency maintenance, update propagation and communication cost.

H.M. Lee and C.H. Yang [120] proposed agent based consistency service. The
agent assists Grid Consistency Service Module (GCSM) and Grid Transaction
Module (GTM). GCSM keep track of storage space of the node and on-line avail-

ability of the replicas during execution whereas, GTM take care of consistency and

52



integrity of the replicas. GCSM and GTM coordinate with each other to make

consistency and backup of a node more convenient and secure.

2.4.5 Strategies Using Economically Efficient Replica

Management and Consistency Control

G. Belalem [121] proposed model for replica consistency management in data grid,
which combines both pessimistic and optimistic approach together in economic
model. Pessimistic approach helps in supporting quality of service in the model.
The performance is improved in the consistency model by optimistic approach.
At level 0 the local consistency is controlled and managed whereas at level 1 there
exists virtual nodes which are used to represent nodes at level 0. This is an eco-
nomic model that uses Dutch and English auctions to resolve the conflicts in the
replicas. Economic model is compared with hybrid and optimistic approach and
outperforms them in terms of number of divergence and average response time.

I. Fetai and S. Heiko [122] introduced a dynamic and adaptive cost based con-
currency approach (C3) which uses both weak and strong consistency according
to different application scenarios in cloud environment. The model uses multi-
master approach. The C3 approach is three-fold. First, it dynamically evaluates
the cost based on weak and strong consistency strategy; second, the set of rules
are provided for best possible consistency level with minimum cost; third, it pro-
vides a procedure that assures the adaptive adjustment to the level of consistency
at runtime in the transaction mixes supported by C3. The C3 protocol is in-
dependent of organization of a specific service provider. The evaluation of C3
demonstrates that transactions in adaptive manner outperform the transactions

which have static mode in terms of cost and performance.

2.4.6 Strategies Using Check Pointing Technique for

Consistency Control

Check pointing is the process of saving the state of replica consistency at a par-
ticular instance of time. In grid environment if any replica has failed during
transaction, the request can be migrated to other replica where the transaction
can be executed from a checkpoint. For ensuring the consistent recovery of replica

failure an efficient and scalable check pointing mechanism for concurrent and inter
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communicating process are required whose states must be synchronized. Synchro-
nization is needed as the concurrent process while passing the message can change
their internal state. Three check pointing strategies were described for concurrent

processes [123]

. Co-ordinated check-pointing: The checkpoints are always synchronized by
the inter-communicating processes to ensure the consistency. While initiat-
ing the check-pointing operation, the transit of all the messages take into
account by the processes. During synchronization the Co-ordinated check-
pointing blocks the processes, which degrades the system performance in the
grid environment.

« Uncoordinated check-pointing: The checkpoint operation in this scenario is
initiated at any time without considering the message transit. One major
problem with Uncoordinated check-pointing is domino's effect. The domino
effect can cause repeated and unnecessary roll-backs by the process. The
Uncoordinated check-pointing is combined with message logging to avoid the
domino's effect and overcome the drawback of Co-ordinated check pointing.
In message logging the information of message is stored at secondary media.
During recovery phase, the message is accessed from the storage media rather
than initiating roll-back to know the previous consistent state [124].

« Communication-induced check-pointing: Some selected checkpoints are con-
sidered for synchronization. For large-scale environments like distributed

grid environment this check-pointing is not appropriate [125].

Large cluster environments using check pointing were stated in the Legion [126],
Cactus [127, 128] and in Condor [129]

2.4.7 Strategies Using Fault Tolerance with Replica

Management and Consistency

In grid environment maintaining replicas with regular asynchronous insertions
is a critical problem that involves judicious management and balance between
availability and consistency. Several efficient approaches to maintain replica con-
sistency have been proposed over a period of time.

Lau and Madden [130], proposed a methodology to restore a failure node by using
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data replication in case of machine failure in a distributed environment. Their
approach called HARBOR, uses timestamps to determine the recovery process by
copying or updating record required by the process. On three node distribution
database the HARBOR is evaluated on runtime with two other approaches and
offers an efficient recover performance. HARBOR provides high availability of
data and recovery from crash in an optimal way. It reduces the complexity cost
by the factor of 2, compared with traditional on-disk log.

J. Gracia and C. Ordones [131], proposed new algorithms which efficiently repair
and measure replica consistency in distributed databases. The algorithm is divided
into two parts: first it is suggested when number of update operations is less; it
can continuously update the large number of records on multiple sites. In second
case, when number of operations increases; to optimize the results large sets of
data records are not updated immediately but few foreign keys are responsible
for update. In former case large sets of records are reconciled with data itself,
whereas, the latter case suggests the reconciliation of summarized set of records.
This approach is applicable when symmetric size difference of set of records is small
as well as network speed is slow. The results are compared with pf-comparator
which is based on checksum, and depicts the effectiveness of the approach. These
algorithms also decrease the prerequisite of tracking database insertions and dele-
tions with temporary tables or explicit indexes.

H. Yu and A. Vahdat [132, 133] proposed numerous metrics to calculate the ex-
cellence of replicated services. A middleware layer manages consistency restraints
between replicas and permitting applications to adaptively employ synchronization
for better results based on certain parameters like network, request characteristics
and current service. The protocol applies consistency and the failure character-
istics of the original network to evaluate the metrics. The evaluation parameters

are only the access of data rather than the quality of replication.

2.4.8 Strategies Using Conflict Management in Replica

Consistency

As discussed in one of the previous sections, multi-master systems can improve the
performance of both read and write operations. However, they must be carefully

planned in order to avoid conflicts between concurrent writes on the same data
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item done at different replicas. An update conflict happens when two users update
the same data item at different master replicas. Conflict management is an appli-
cation specific topic, and can be dealt in different ways: (i) conflict avoidance, (ii)
conflict detecting and (iii) conflict resolving [52].

Conflict avoidance can be obtained with pessimistic and optimistic replication.
Pessimistic replication approach is similar to synchronous locking techniques. In
optimistic replication, when locking is not used, conflicts may happen and need
to be detected and resolved. Different solutions that are used to avoid the conflict
are straightforward solution, procedure codes etc. [134].

Conflict detection is obtained with the method named vector clocks [52]. A vector
clock is a data structure that is used to propagate synchronized information in a
distributed environment. It is usually implemented as an array of “M” elements,
where “M” is the number of master replicas. The array contains timestamp values;

has the timestamp value “a” in the “j**” element of its vector clock.

@
1

when node
It means that, it has received all the updates from node “j” with timestamp up
to “a”. The size of this data structure is the main concern when vector clocks are
used in environments with many replicas, and can impose a limit on the system
scalability.

After detection, conflict must be resolved. Different mechanisms that exist for
the resolution are manual and automatic. Manual conflict resolution detects the
conflicts and it provides two versions of the data to the user. The conflict can be
resolved either by merging the content of the new versions or discarding one of
them by the user. Automatic conflict resolution is performed by specific proce-
dure that is applications specific. In replicated file systems different procedures
are used to resolve conflicts depending on the type of file that experienced the
conflict timestamp. For example, when the file is a compiled file, the conflict can
be resolved by recompiling it again from its source. After resolving the conflicts,
the RMS will decide which particular replica should be selected for modification.
G. Belalem and B. Yagoubi [55] proposed model for consistency management of
replicas in data grid, which combines both pessimistic and optimistic approach to-
gether. Pessimistic approach helps in supporting quality of service in the model.
The performance is improved in the consistency model by optimistic approach.
Authors have implemented their approach in Globus project which aims to re-

solve conflicts between the replicas by using collaborative negotiation between
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representatives of nodes in data grid. Here data grid consists of two levels. At
level 0 the replica is managed with the help of replica manager using uni-master
and multi-master as well. At level 1 there exist virtual nodes which are used to
represent nodes at level 0. This is an economic model used to resolve the conflicts
in the replicas. Load balancing factor is also included in the model which helps in

reducing the number of divergence and conflicts between replicas.

2.5 Conclusion

This study presents a survey on replica management and consistency strategies for
dynamic data grid environment. Replica consistency is summarized based on cer-
tain parameters, namely, (i) Replication Classification,(ii) Consistency, (iii) Grid
Topology, (iv) Simulator Used, (v) Evaluation Parameter and (vi)Performance
and is tabulated in Table ??. Various asynchronous approaches have been consid-
ered by researchers to accomplish goals efficiently even when replicas are subject
to failures or connected through unreliable or low latency links. The proposed
methods available in the literature address one or more of the following issues:
reliability, scalability, fault tolerance and load balancing etc. These strategies try
to improve certain parameters like: freshness, make-span, communication cost,
update cost, response time, bandwidth consumption, access latency, load balanc-
ing, maintenance cost, job execution time, fault tolerance and strategic replica
placement. Majority of replica consistency or synchronization strategies aim to
achieve the correctness and quality of service (QoS) of replica. Future scope of
asynchronous replication is to include higher flexibility of swapping and choos-
ing replica strategies to optimally adapt the dynamic nature of grid environment.
Various strategies have been proposed to manage the large number of replica and
their consistency in existing grid environment. Most of the proposed strategies
are based on simulation and not on real environment. Employing these replication
strategies in real environment, testing and evaluating the actual efficiency are still
an open area and are of high interest. Moreover, the strategies or techniques have
not proven to be consistent enough to take care of heterogeneous and dynamic
nature of grids. Most of the techniques do not include multi-master approach
which leads to a problem of data conflict. Conflict resolution is another critical
issue which is augmented by a few replication techniques. Consistency and con-

flict management in multi-master environment is an open research question for
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writeable data. Storage issue is another research area where existing strategies
need some attention as most of the existing strategy assumes unlimited storage
space. Though, most of the previous work uses same metrics for all applications
but there is need to develop application specific asynchronous strategy, where each

application has different degree of requirement.
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Table 2.1 Replica Management Strategies Analysis

Methodology

Classification Consistency Topology

Simulator

Parameter

Performance

QoS aware data repli-
cation based on data
importance [9]
Consistency

Tree-Based Cluster-

Using

ing [45]

Replica Consistency
Service [46]

Efficient Dynamic
Replica  Algorithm
[14]

Replica Consistency

Service [48]

Load Balancing for

achieving Consis-
tency [49]
Relaxed  Currency

and Consistency [51]

Centralized

Distributed

Centralized

Decentralized

Distributed

Distributed

Centralized

N

Y

Y

N

Hierarchical

Client-server

Hierarchical
Multi- mas-
ter

Flat Single
master

Hierarchical

Hierarchical

Hierarchical

Mid-tier

database

Not mentioned

Optorsim

Optorsim

Optorsim

Not required

Optorsim

DBMS

backend server

and

Number of nodes
Selected, Mean Po-
sition, Cost

Average response
time, total data
transferred

Conflict/ retired re-
quest rate

Execution time,
storage and band-

width

Consistency

Load balancing, re-

sponse time

Timeline con-
sistency , finer-
granularity consis-

tency

outperforms Greedy Algo-

rithm.

outperforms One-way and

Simple approach.

Various consistency mod-
els are presented.
Outperforms LRU and
BHR.

Old replica consistency
model is enhanced theo-
retically.

Advantages  of  both
synchronous and asyn-
chronous consistency.

Not mentioned.
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Methodology

Classification Consistency Topology

Simulator

Table 2.1 — continued from previous page

Parameter

Performance

Replica Consistency

Service [21]

Constanza [23]

Replica
Strategies [57]

Optorsim [58]

Secure Data Object

Replication [59]

Replica creation in

complex network [71]

Placement

Centralized

Centralized

Distributed

Distributed

Distributed

Distributed

Y

Hierarchical
Single mas-

ter

Hierarchical
Single mas-
ter

Free-scale

Free-scale

Graph

Free-scale

Real Environ-

ment

Real world use
case like LCG
and EGEE
Optorsim

Optorsim

Optorsim

Optorsim

Database Schema,
Initial Database
Population, Num-
ber  of
Database

Load

logical

Balancing,

Fault tolerance

Processing  time,
storage consump-
tion

Job time, Simula-
tion time, Job ac-
cess pattern
Communication

cost

Makespan, storage

consumption

Not mentioned.

Not mentioned.

Replica  creation
rithm based on
ability is made.

Economic model

algo-

social

shows

improved market perfor-

mance.

Outperforms K replica-

tion, No replication, com-

plete replication.

Outperforms Alwaysrepli-

cate, EcoModel
EcoModel-zif.

and
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
Distributed concur- Distributed Y Wait-for- real Message overhead Better than serialization
rency control [60] graphs graphs approach.
DUP [61] Distributed Y Peer-to-Peer  Not mentioned Query latency, Outperforms PCX and
query cost CUP.
Consistent Hashing Distributed Y Tree Theoretic ally Latency, Swamp- Caching protocol.
and Random Tree proven ing, Storage
62]
Updates in unreliable  Distributed Y Peer-to-Peer  Analytically Message overhead, Robust algorithm and can
system [63] proven scalability be applied to unreliable
networks.
CUP [64] Distributed Y Peer-to-Peer  Stanford Narses Latency and cost Outperforms PCX.
Simulator
Content-Addressable  Distributed N Hierarchical — ns simulator Scalability, robust- Multiple dimensions are
network [67] ness, latency introduced.
Chord [68] Distributed Y Peer-to-Peer  Iterative met Scalability, commu- Not mentioned.
nication cost
Hybrid  replication Centralized Y Hybrid SimJava Throughput, re- Outperforms Logarithmic

Grid topology [66]

sponse time, cost
of communication
for read/write

operation

and Tree protocol
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance

Decentralized file Distributed N Peer-to-Peer ~ Own Simulation Storage, file avail- HAF, Random and Group

replication [69] environment ability algorithms are compared.

An optimized Distributed Y Peer-to-Peer ~ Own simulator Number of redun- Hybrid Push-Pull achieves

stratergy  for up- dant message high fidelity.

date path selection

[70]

Automatic data  Distributed N Free-scale Own modular Load balancing, re- Better performance than

placement and simulator sponse time, mnet- Random data placement

replication [72] work bandwidth and Threshold based algo-
rithm.

Decentralized repli- Distributed N Peer-to-Peer ~ Own data grid Response time, Path and requester and

cation Strategies for number of hops, N hop distance placement

P2P based scientific bandwidth con- strategies are introduced.

Data Grid [? ] sumption

One-way File Repli- Centralized Y Hierarchical ~ OptorSim Number of reads Better than LFU,LRU

cation [74] / writes, file size, and BHR.

threshold, replica-

tion frequency
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
Consistency manage- Distributed Y Hierarchical ~ Optorsim Communication Better than economical
ment approach [75] cost, number of di- approach.
vergence, response
time, number of
conflicts
Hybrid approach for Distributed Y Hierarchical =~ Not mentioned Communication Not mentioned.
consistency manage- cost, adaptively,
ment [75] consistency
Branch Replication Distributed Y Hierarchical ~ Omnet++ Bandwidth ~ Con- 7Improved data access
[76] sumption, performance  than  hi-
erarchical ~(HRS) and
server-directed (SDRS).”
Structuring Unstruc- Distributed N Peer-to-Peer  Custella Search  efficiency, Better than Gnutella-like

tured Peer to Peer
network [77]
Efficient load balance
with partial knowl-
edge of system [80]
WOW [81]

Distributed N

Distributed N

Peer-to-Peer

Peer-to-Peer

Not Mentioned

WOW

message size

Load balancing

Latency, through-

put, connectivity

strategy and random walk
strategy.

Not mentioned.

Provides platform for var-

ious applications.
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
SCOPE [65] Distributed Peer-to-Peer  Not mentioned  Fault tolerance, Not mentioned.
maintenance cost,
operation effective-
ness, scalability
Ant colony model Distributed Peer-to-Peer  Peersim Higher update suc- Resolves the problem of
based replica consis- cess rate with high  churn.
tency  maintenance update speed, less
strategy [82] update messages
Improved Aggressive Distributed Hierarchical =~ Discrete event Number of inconsis- Outperforms LUP and
Update Propagation simulator  has tent reads, average AUP.
Technique in Cloud been developed response time
Data Storage [83] using a C++
Spigot [84] Centralized Client- NIST Net Turnaround time, Not mentioned
Server v2.0.12 storage space,
bandwidth
Data Grid concepts Distributed Peer-to-Peer  Not mentioned Data security, Not mentioned.

for data security in
distributed comput-
ing [85]

data  availability,

response time
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
Optimizing write op- Centralized Y Client- OptorSim Latency, through- Better performance than
eration on replica in Server put, performance Write master.

Data Grid [86] gain, read ratio

Epidemic algo- Centralized Y Hierarchical =~ Not mentioned Response time, Outperforms ROWA.
rithms for replicated commit ratio

databases [88]

Analysis  of  dis- Distributed Y Graph based Theoretical Data matching, Not mentioned.

tributed multi- on architec- analysis Queue size, consis-

periodic systems to ture of the tency

achieve consistent application

data matching [90]

A balanced consis- Distributed Y Peer-to-Peer  P2PSim Availability, la-  Outperforms SCOPE
tency  maintenance tency, scalability from almost 100% to 5%
protocol for struc-

tured P2P systems

1]

A Trace Label based Distributed Y Peer to Peer  Gnutella Network band- Better than flooding, can
consistency mainte- width, reduced be applied to ad-hoc and
nance algorithm in message sensor networks.

unstructured P2P

systems [92]
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance

Optimal placement Centralized N Hierarchical =~ Not mentioned Workload balance, Theoretically proved bet-

of replicas with lo- number of replicas  ter than QoS aware data

cality assurance |[? placement.

]

Identifying Dynamic Distributed N Multi-tier PARSE Tool Bandwidth con- For getting faster response

replication strategies sumption, Re- time Cascading is best.

[95] sponse time

A replication strat- Distributed N Hierarchical ~ Optorsim Storage space, Outperforms economic

egy based on Swarm number of jobs model.

intelligence in spatial

Data Grid [97]

PHFS [15] Centralized N Hierarchical =~ Not mentioned  Latency Better performance than
CFS.

Multiple states based Not men- Y Not men- Not mentioned Cost conventional work is out-

Temporal consis-  tioned tioned performed by mean WC

tency for dynamic number N and mean WI

verification of Fixed-
Time constraints
in Grid workflow

systems [93]

number M.
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
Optorsim [5] Distributed Y Hierarchical ~ Optorsim Access time, Based on JavaSim.
throughput, band-
width, latency
Adaptive consistency Distributed Y Hierarchical =~ Planet-Lab Delay, communica- Evaluated the adaptabil-
guarantee for large- tion overhead ity and performance of
scale replicated ser- IDEA.
vice [135]
Adaptive replica  Distributed Y Master- Optorsim Load balancing, Better than Aggressive
consistency  service Secondary network band- and Lazy protocols.
(ACRS) [99] replicas width, access delay
Replica consistency Distributed Y Hierarchical — Data Grid execution time of Outperforms Lazy, Ag-
model in Data grids Multi- simulator an ex- jobs, flexibility, gressive and ARCS proto-
[100] master tended module adaptability col.
based on NDHU
Grid client
Harmony [101] Specific  to Y Specific  to Amazon Elastic Cost of consistency, Performed better by al-
application application Cloud Compute number of stale most 80% than weak con-

(EC2) , and the
French cloud
and grid test

bed Grid5000

reads

sistency and by 45% than
strong consistency model

in Cassandra.
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
Consistency ra- Distributed Y Hierarchical =~ TPCW bench- Response time, Not mentioned.

tioning in the Cloud mark cost, threshold

[102]

Adaptive replica con-  Centralized Y Hierarchical ~ OptorSim Amount of opera- Better than strong and

sistency for Cloud
storage [103]
Adaptive replica syn-
chronization for dis-
tributed file systems
[104]

Weighted voting for

replicated data [107]

Quorum-based data
replication protocol
with data consis-

tency [112]

Distributed Y

Distributed Y

Distributed Y

Peer-to-Peer

Hierarchical

Peer-to-Peer

Gmei file system
in C, Linux en-

vironment

Violet

GridSim

tion , consistency

Write latency,

Throughput

Number of read and

write, round trip
delay

Response time,
data  consistency,
data availability
communication

costs

eventual consistency.

Improves I/O data band-
width dynamically with
minimum synchronization
overhead.

Not mentioned.

Outperforms ROWA and
GS protocol.
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance

An efficient repli- Distributed Y Box shaped Proved by theo- High availability, Compared with grid con-
cated data access grid rems low communication figuration and tree quo-
approach for large- cost, fault tolerance rum.

scale distributed

systems [110]

Managing data using Distributed N Hierarchical =~ Not mentioned Storage capacity, Not mentioned.
neighbour replication high  availability,

on a Triangular-Grid fault tolerance

structure [111]

Group protocol for Dependent Y Dependent Proven by theo- Communication Not mentioned.
Quorum-Based repli- on applica- over applica- rems cost,

cation [113] tion tion

Dual-Quorum repli- Distributed Y Peer-to-Peer ~ Emulab Availability, re- Outperforms ROWA and
cation system for sponse time, and ROWA-A.

Edge services [114] consistency

Hybrid quorum pro- Distributed Y Client server  Emulab Communication Better than BFT and Q/U
tocol for Byzantine cost, access time analytically and experi-
fault tolerance [115] mentally.

Dynamic reconfigu- Centralized Y Hierarchical =~ Neko Throughput, scala- Not mentioned.

ration of a coterie

[117)

bility
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance
Replica consistency Centralized Hierarchical =~ Gridsim Load balancing, Not mentioned.
maintenance us- cost of communica-
ing load balancing tion, consistency
strategy [118]
Multi-agent  based Distributed Graph/Tree Update propaga- Fault tolerance is incorpo-
data replication [119] tion,  consistency, rated.

storage and com-

munication cost
Distributed Backup Distributed Free-scale Security, available, The agent make accessi-
Agent Based on Grid storage space bility more convenient and
Computing Architec- secure.
ture [120]
Economic model for Distributed Hierarchical =~ Optorsim Number of diver- Outperforms optimistic
consistency manage- gence, response and pessimistic approach.
ment [121] time
Capability and capa- Centralized Modular Ethernet  net- Latency, Fault fre- Outperforms Pessimistic,
bility computing in work quency Optimistic and Message

Legion [126]

logging protocol.
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Table 2.1 — continued from previous page

Methodology Classification Consistency Topology Simulator Parameter Performance

Efficiently = Repair- Distributed Y Relational Syentic and real — Access of data Faster than previous state

ing and measuring database database of algorithm.

replica consistency in

distributed database

[131]

Design and evalua- Application Y Application TACT Numerical  error, A new layer is intro-

tion [132] Specific Specific order error and duced in existing consis-

Staleness tency middleware.

Cost and limit of Distributed Y Hierarchical ~ Event-Driven Availability, fault- Outperforms voting and

availability for repli- simulator load aggressive protocol.

cated services [133]

HARBOR [130] Distributed Y Not men- Javas TCP Runtime overhead, Outperforms ARIES and
tioned socket, SQL recovery 2PC.

Conflict  resolution Distributed Y Hierarchical  Simulator in Load balancing, Not mentioned.

using  collaborative Java QoS

negotiations [55]
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CHAPTER 3

Agent Based Efficient Model for Replica

Management

This chapter outlines an agent based efficient Replica Management (RMM) Model
to address the problems of replica management in large-scale data grids. Manage-
ment of replica in distributed grid environment helps in improving the performance
of data grid system while ensuring efficient use of both computational and storage
resources. This chapter describes various strategies that support RMM model for
managing distributed data in grid environment. An overview of layered approach
of the model along with use cases of proposed strategies: Replica Creation and
Placement (RCP), Efficient Dynamic Replication (EDRA) and Replica Consis-
tency and Conflict Resolution (RCCR) are also discussed. A simulation is done
to justify the choice of topology for RMM model based on two parameters: work-
load and impact of topology on availability. The experimental results shows that
choosing a hierarchical topology helps in balancing the system load and increases
the availability of file.

3.1 Introduction

In today's scenario the implementation of actual data grid which can be used to
their complete degree of utilization as a part of day to day scientific work is very
difficult and expensive. Moreover, the possibility to evaluate various grid scenarios,
optimization strategies, user patterns and topologies in repeated and controlled
manner is nearly nil. In order to test the effectiveness of grid, simulation provides
a cost effective solution for modelling data grid environment. The simulation en-
vironment provides an opportunity to test various strategies and implementation
paradigms as well as their effectiveness before deploying on actual network. Sim-

ulation has the ability to execute multiple tests and models with varying system
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parameters and experimental set-up with little overhead. These features of simu-
lation attracted various researchers in simulating data grid environment including
data replication protocols and techniques to support development of data grid
middleware.

Often, the feasibility for evaluating the complex scenarios using real grid environ-
ment is not possible with various issues like scalability, availability, dynamic nature
and cost. Because of dynamic nature of the grid it is hard to do the performance
evaluation in controlled and repeatable manner. As a result, grid testbeds are
limited, moreover, constructing an adequate sized testbed is time consuming and
as well as expensive. Additionally, the testbeds require handling different policies
at various resources. The extensive use of simulation is done for evaluation and
modelling of real world environment, for factory assembly line, business process to
computer system design. Subsequently, the simulation and modelling has emerged
as an important discipline.

Consequently, in complex environment like grids many application specific tech-
nologies, tools and standards have been introduced for handling large volume of
data. These include application specific simulation like network simulator (N.S2)
[136] simulation environment such as Parsec [137], simulation languages like Sim-
script and simulation environment such as SimJava [138]. There exists number
of tools for simulation for various applications, but very few are well-maintained
tools that are available for simulation in data grid environment. GangSim [139],
developed at the University of Chicago, is a set of Perl modules which is built
on top of Ganglia distributed framework. GangSim was developed for studying
different scheduling strategies in grid environments, while focus is on exploring the
communication between local and various virtual organization having different re-
source allocation policies. The SimGrid toolkit [140] is developed in C language at
the University of California at San Diego (UCSD) for the simulating application
scheduling. The resources are modelled that are time-shared and the network load
is introduced for real traces of grid environment. SimGrid is a powerful system
that allows creation of tasks in terms of their execution time and resources, with
respect to a standard machine capability. GridSim [141] was developed at the
University of Melbourne, which supports simulation of various types of grids and
application model scheduling.

A data grid simulator namely, OptorSim [58] has been developed and is written in
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Java. OptorSim was developed as part of European DataGrid project to check the
credibility of optimization strategies used in replica optimisation services. Optor-
Sim simulates grid topologies, set of jobs, resources and data movement around the
grid using various parameters to evaluate the performance of optimization strat-
egy. Optimized RMM model is developed on the top of Optorsim. The domain

analysis of RMM model is provided in next section.

3.2 Domain Analysis for RMM Model

RMM model is designed to perform two-stage efficiency through replica manage-
ment and consistency control. Replica management takes the replica placement
at distinct grid nodes while considering actual network load. Moreover, this stage
of optimization uses replica creation and deletion process to reflect changing con-
ditions of dynamic grid environment. Additionally, an effective replica selection
strategy has proposed which selects the best replica on the basis of current status
of the network. During the second stage, the consistency among the replicas of
a file is maintained for writable replicas. Consistency mechanism in RMM model
helps in providing the up-to-date results. The RMM model provides transparent
access to the grid system and various strategies that support the replica manage-
ment in data grid. This model has full control on all the files that exists in the
system, which allow it to manage the files efficiently. The management of the
replicas are done either by creating, deleting, placing or updating the files. This
requires a close interaction among various components of the proposed system.
There are certain parameters such as access frequency, processing capacity, stor-
age capacity etc. that affects various proposed strategies, namely, Replica Creation
and Placement (RCP), Efficient Dynamic Replication (EDRA) and Replica Con-
sistency and Conflict Resolution (RCCR). Different components of RMM model

from user prospective is shown in Figure 3.1
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Figure 3.1: Components of Replica Management Model from User Prospective

The main functionality of RMM model is replica management, by creation, placing
and cataloguing the replicas, which is supported by RCP strategy and is discussed
in Chapter 4. RCP is an adaptive strategy which takes the decisions for replica-
tion and placement based on the access frequency of the file.

When user submit any request for execution to RMM model, the EDRA helps
in selecting the best replica such that the execution time is reduced and network
resources are used effectively. EDRA strategy is elaborated in Chapter 5. When
ever a write request is submitted by the user, it modify a file or its replica which
leads all the copies of file in inconsistent state. The consistency of the file and its
replica is maintained by proposed RCCR strategy and is discussed in Chapter 6.
A good replica creation strategy will offer faster access to data files with minimum
access cost and maximum availability. An efficient scheduling strategy leads to
best replica selection with less job completion time. Strategically placed replica
helps in optimizing the overall performance of the system. At the end, the consis-
tency ensures availability of up to date file at all the time.

A high level view of RMM model and interaction of its various system components
are shown in Figure 3.2. The components of RMM model are elaborated in the

forthcoming sections.
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Figure 3.2: High Level View of RMM Model and its Interaction with Various
System Components

3.3 System Components of Efficient RMM Model

Components of proposed RMM Model built on top of OptorSim is discussed below.

3.3.1 Grid User

An application or a broker that submit jobs on to grid resources is considered as a
grid user. This component is able to query/request dataset transfers, submit jobs
and register for events. Within OptorSim, it has been implemented by creating a

specific data grid user object for a particular application or scenario.

3.3.2 Workload Management System (WMS)

Workload Management System (WMS) has the responsibility of mapping replicas
resources to jobs in such a way that the resources can be used efficiently and usage
limits cannot be exceeded. WMS also submits and monitors jobs via interactions
with the CE and maintains a persistent database of job information to enable re-
covery in the case of job failure. WMS interacts with several other grid middleware
components such as the Information System, the Data Management Services and

the CE as shown in Figure 3.2. For a user, however this is all transparent process.
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They supply the description of the job and its requirements in Job Description
Language (JDL) to the user interface component of the WMS and the interactions
between other services deal with the WMS itself.

3.3.3 Resource Broker(RB)

Resource Broker (RB) act as an agent and is the main component of Workload
Management System (WMS). The WMS communicate with various components of
grid such as Information System, Data Management Service, CE [5]. Information
System provides information regarding the currently available grid nodes and their
characteristics. Data Management Service gathers information regarding location
of the data or file that is needed for the completion of the submitted job. The
Computing Element (CE) monitors the authentication and authorisation of the
submitted job. The RB component is the intelligent agent of the WMS, which is
responsible for the optimization of the resources. The resources are matched with
the submitted job based on the ranking provided by the RB. The ranking of the
resources are obtained on certain factors such as access frequency, current load on
the node, scheduling strategy etc. After the mapping of resources and jobs, jobs

are forwarded to the chosen CE.

3.3.4 Grid Node

The grid environment consist of number of nodes. Node is the lowest level entity

in data grids. Each node has three main components i.e.

« Computing Element (CE)
. Storage Element(SE)
. Replica Manager (RM)

A node can have zero or more computing elements and storage elements. Some
special nodes can have one Replica Manager (RM). The pictorial representation

of the grid node is depicted in Figure 3.3.
3.3.4.1 Replica Manager (RM)

RM is the single point logical entry for the user to submit a request in data grids.

The RM component manages communication between various components of the
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Figure 3.3: The Grid Node

system. RM interacts with other services through intelligent agent (RB) to obtain
the complete information about the resources like location of file, access frequency
of a file, optimization strategy etc. The choice of various service components are
done by specifying them in configuration files of Optorsim. A particular compo-
nent is made available at the time of execution by exploiting Java dynamic class
loading feature. Replica Manager can interact with external services in addition
to obtain the location of a file. Replica manager uses GridF'TP protocol for the

transportation of the file.

3.3.4.2 Computing Elenemt(CE)

The computing element serves as a computational resource for the execution of
the jobs by using data which is kept on storage resources. CE has two main

components:

(1) Gatekeeper: 1t provides a channel to establish communication between grid

and non-grid users.

(ii) Job Scheduler: It is an interface between the request made by the user and
Replica Manager (RM).

The structure of CE is shown in Figure 3.4. At local level RM take cares of
the request submission and also handles the monitoring information during the
lifetime of the request. The request submitted to the Gatekeeper is checked for
authorization using Local Centre Authorisation Service (LCAS). If the submitted
request has privilege to use the resource according to predefined policy, then the

request is mapped to the local resource using Local Credentials Mapping Service
(LCMAPS).
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3.3.4.3 Storage Element (SE)

The storage element offers storage resources for storing data for fulfilling the re-
quirement of the submitted jobs. The Storage Resource Manager (SRM) [142]
helps in providing the transparent access to the stored data at various distributed
storage systems using uniform interface [142]. The SE is a layer between the stor-
age and grid middleware service, but cannot store file itself [5]. When a request
is made for a file or its replica, SE returns the Transport URL used for accessing
the file based on specific transport protocol such as GridFTP. In addition, SE also
caches the requested file. SE can add or access files from mass storage and also

support third party transfer of files between two SEs.

3.3.5 Metadata

This provides the basic information and properties of all other data. In proposed

replica management model various kind of data need to be dealt with.

. Filename meta-data: 1t provides physical characteristics of a file as ac-
counted by the Storage Element.

« Logical filename meta-data: It permits user to store and identify the logical
file name. In addition, it also include the overall lifetime of a files and its
alias, security data, provenance data.

« Provenance meta-data: It provide the time and location for the origin of
data and by whom it was generated.

« Security meta-data: It records all information related to authorization and
authentication such as user name, passwords etc.

« Secretarial meta-data: It keep track of logs, job monitoring and accounting.
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3.3.6 Replica Location Service

Replication facilitates the global access to geographically distributed data which
leads to better system scalability, robustness and reduced access latency. However,
number of replicas of a file at various locations in a system introduces additional
issues, such as they must be located at places which can be accessed easily, must be
consistent and their lifetime can be managed. The Replica Location Service(RLS)
is a system that provides and maintains access to information about the physi-
cal location of file and its replicas [143]. The RLS system contain two types of

components:

(i) Replica Location Index (RLI): The RLI maintains information of replicas at
single storage resource, thus containing up to date and reliable information

about independent local state [5].

(ii) Local Replica Catalogue (LRC): The LRC maintains the soft state collective

information obtained from any number of LRCs [5].

Each data file on the grid is provided with Globally Unique Identifier (GUID)
based on Universally Unique Identifiers (UUID). In LRC each GUID is mapped to
one or more physical file names, which represents the physical location of the each
replica of the data. The RLI contains mapping of LRCs and the GUIDs. When a
request for replica is made, at first client queries RLI to find out which LRC holds
the mapping for given GUID. At second stage, the identified LRCs are queried to
find the actual physical location of file or its replica. At the time of deployment
the LRC is configured to construct RLIs. List of GUIDs which are maintained by
the LRCs to maintain RLIs are published periodically. The periodic information
send to RLIs in compressed using bloom filter object [5]. The operational RLS

architecture is shown in Figure 3.5.

3.3.7 Agents in RMM Model

For managing and creating the agents, Java Agent Development Framework (JADE)
has been used. Every agent is associated with a container that executes inside its
JVM. RMM model contains main agent and child agents, which are located at
master node and head node respectively. The main agent has additional proper-

ties for handling child agent. Basic structure of communication among agents is
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shown in Figure 3.6. The main agent located at master node has additional agents:
Master Node Analyser (MA), Request Scheduler (RS), Request Allocator (RA),
Access Information Database (AID) and Global Information Collector (GIC). The
head node contains child agent with additional agents: Information Probe (IP)
and Local Node Controller (LNC). These agents are running to manage replicas
and their files, handling request and provide interaction among different regions.
All the message exchange between these agents is controlled by Agent Communi-
cation Channel which is JADE's message transport system.

For optimising the communication among the agents JADE-MTP is used. It uses
existing connections instead of creating new one each time when request is trans-
ported to remote site. The communication between main and child agent follows
push-pull mechanism. The master node can ask the status of any region or sub-
region by requesting the head node at any instance of time. Consequently, if any
update is made at master node it pushes the information to head node and can

pull information from the logs of head node after specific time interval.

3.4 System Software Stack for RMM Model

Agent based RMM model architecture identifies the basic components of the sys-
tem. The architecture defines the purpose and functions of its components, while

indicating how these components interact with each other. Each layer shares the
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behaviour of the underlying component layers. The software stack diagram de-
scribes functioning of each component in the layer from bottom to top layer as

shown in 3.7. The contribution of each layer is as follows.

« Bottom layer : It links the nodes to the fabric layer in the grid so that
middleware can have the knowledge of the available resources which can
be used by grid jobs. Major components of bottom layer are Information
Provider (IP) and Local Resource Manager (LRM). IP provides informa-
tion at two levels, one at machine level other at network level. The machine
level information include number of processors and their processing capacity;,
availability, storage space, load of the node etc. Network bandwidth between
the node and latency between each link are provided by network level in-
formation. Job Manager provides the interface between grid and non-grid
components through LRM. The resource manager provides the monitoring
information during the lifetime of the node such as its configuration, current
status, logs etc.

« Middle layer : The physical computing resources are clustered together to
form a region. The application jobs running on grid having different con-
straints is handled by Workload Management System (WMS), whose re-
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Figure 3.7: System Software Stack

sponsibility is to map resources to jobs in an effective manner. The Re-
source Broker (RB) is the integral part of the WMS, which optimize the
mapping process of resource and job by obtaining information of all possi-
ble resources which can satisfy the requirements of the job. The resources
are ranked according to certain criteria such as time to access a file, data

required for execution of job or some scheduling strategy that can be easily

interchangeable by the RB.

Top Layer : The Components in this layer are strategies and applications.
This is the single entry point for the user to interact with the grid sys-

tem. User can easily manage the grid environment with the help of strate-
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gies through applications. Strategies namely, Efficient Dynamic Replication
(EDRA), Replica Creation and Placement (RCP) and Replica Consistency
and Conflict Resolution (RCCR) are incorporated in RMM model. Services
take information from the bottom layers to gather records and provide a

interface for user to interact with the system.

3.5 Parameters and Access Patterns for RMM
Model

A choice of parameters can be varied for simulating various grid scenario, which
might affect the results obtained from the simulation. OptorSim provides three

configuration files for varying input parameters. They are:
(i) Grid configuration file.

(ii) Job configuration file.

(iii) Parameter configuration file.

The grid configuration file helps in deciding the network topology in OptorSim. It
offers range of network topologies from flat, centralized, peer to peer to hierarchi-
cal structure. The structure of the overall grid is greatly affected by the network
topology used, while creating a grid. During the simulation of the proposed work,
the CMS (Compact Muon Solenoid) testbed hierarchical layout has been adopted.
In addition to that some more characteristics can be defined in this configuration
file such as network connection between grid sites and their bandwidth, number
of storage elements and their storage capacity, computing element and their pro-
cessing capacity.

Job configuration file helps in defining the jobs which are being executed on the
CEs and the file stored on the node during simulation. The jobtable parameter in
job configuration file consist of job name and the file needed for the completion
of the job. Moreover, the job is defined as the collection of data files it need to
analyse. It also includes reference for each logical file and a scheduling table. The
scheduling table contains information about the CE and the jobs it can run. Every
job has certain probability of being selected to run on the grid which is declared

in jobselectionprbability parameter table. In this work, the selection probability of
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each job is equal and is defined in job configuration file.

In parameter configuration file various parameters for simulation can be specified.
This contains number of jobs for execution, time required for processing a file,
limit of waiting queue for each CE, delay between job submission and access pat-
tern used. The jobs are submitted to the Resource Broker which act as a meta
scheduler. It schedules the job to the appropriate node containing the requested
file. The selection of the CE is done from the pool of nodes which are offering re-
quested file. Access pattern is the key parameter to determine the order in which
files can be requested. Various access patterns are used during the simulation.

These are:

« Sequential: The order for accessing the file is same as stated in job config-
uration file.

« Random: The files are accessed in random fashion from the group of files
with uniform probability distribution.

o Unitary Random Walk: The file is accessed in the neighbourhood of previ-
ously accessed file but the direction of selection is random.

« Gaussian Random Walk: The files are selected as in Unitary random walk
but the selection uses Gaussian distribution around the previous file request.

. Zipf : A Zipf like distribution is an inverse power law distribution [5], which

is represented as:

pi=— (3.1)

Z’s
where, P, is the frequency of occurrence of the i* ranked item and K is
popularity index of file which is more likely to be accessed and s determines
the shape of distribution. Zipf indicates that some files are likely to be

accessed more while others have less probability to get accessed.

For sequential access pattern every file assigned to a job will be accessed in the
order they are described during job description process. The occurrence of ac-
cessing the file for remaining access patterns can be zero or more. Though the
number of occurrence of a file depends on the number of file request made in job
configuration file. The Gaussian and Zipf distribution for accessing files shows
similar behaviour as of real world applications which uses data grids.

In this work, the optimizer class of OptorSim is extended for the implementation
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of RCP and EDRA strategies. The Resource Broker uses information of each re-
source on the grid and schedules the job to the best node. The resource broker
decision is affected by various factors like the heterogeneity of the node, access
cost, availability, network bandwidth etc. In addition, to the scheduling of the
job sometimes there is a need to replicate the data file so as to get the better
output. Again, Optimizer class has been extended through ReplicatingOptimizer
class. The decision for replication is made based on popularity or availability of
file. The file is either replicated on the local storage or it must be fetched from re-
mote node. After creating replicas of a file they are placed at appropriate location.
In this work, the placement of the replicas are based on placement cost, access fre-
quency, storage etc., which is implemented by overriding the assignFilesTosites()
method in JobConfFileReader class.

3.6 Functional Architecture of RMM Model

Various terminologies used in this thesis

3.6.1 Common Terminologies used in this Work

« Master Node: It facilitates data submission with an interface and helps in
scheduling and monitoring of the job. Master node contains the global view
of all the regions in the data grid. Master node is shown in Figure 3.11.

« Head Node: The head node has the local information of the region which
helps in executing and scheduling the request at region level as shown in
Figure 3.11. The master node and head node in data grid uses RM compo-
nent of data grid node. Rest of the data grid nodes use only storage and
computing element.

« Sub Region: Number of grid nodes collectively form one sub region as shown
in Figure 3.11.

« Region: Collection of sub regions creates a region as shown in Figure 3.11.

. Load gauge: It is the length of the queue at master node and head node
where jobs are waiting to get executed.

o Availability: This parameter is to check whether a node is available at the
time of execution of request or not.

. Access Frequency: It is the measure of number of file requests made by users
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Figure 3.8: Functional View of RMM Model

running on the nodes in the region [144]. Access frequency helps in deciding
the popularity of the file based on the access history. Higher access frequency
of a file on a node means that the file is very popular.

« Computing Capacity: This helps in scheduling the jobs to the node having

maximum computing power, which results in faster execution of job.
3.6.2 Functional View of RMM Model

While initializing the simulator, the master files are distributed randomly on the
various storage elements. The Replica Catalogue (RC) registers the distributed
files. The jobs are submitted by user and is picked by the Resource Broker as shown
in Figure 3.8. The Resource Broker is responsible for scheduling the jobs to the
node which contains desired file. The files can be accessed locally or remotely by
various jobs using its logical filename (LFN). Logical filename is name given to a file

for the reference of the client irrespective of its physical location. Physical filename
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(PEFN) represents specific file with respect to its physical location. The LFN are
mapped to its respective PEN by Replica Location Service (RLS). There can exists
multiple physical location of a logical file. To acquire the exact physical location
of a file, Replica Manager (RM) is consulted by the CE. The RM, in turn, consults
the Replica Catalogue (RC) for acquiring the information regarding the physical
location of the file. In general, the selection of the best replica of a file relies
on the minimum transfer time with some network constraints such as bandwidth,
latency etc. The bandwidth in RMM model is fixed at each level during the setup.
Bandwidth with in the sub-region is highest. Bandwidth among the sub-regions
of a region is slightly less than the inter sub-region. Inter region bandwidth is the
lowest. Additionally, the available bandwidth can also be determined by knowing
the minimum available bandwidth between the interconnection of two nodes. The
request is forwarded to the appropriate region from higher level to lower level,
where the nodes are identified at local level, which contain file for execution.

Due to dynamic nature of the grid, sometime the files or nodes are busy or not
available. To overcome this problem new replication strategy is introduced which
will optimize the data grid system. The optimization of replication strategy is
supported by replica manager through optimizer and is performed at two phases.
In first phase, the optimizer chooses the CE on the node where the job should
execute. To reach the desired CE a proper scheduling strategy is required. Various
scheduling strategies that are offered by OptorSim and is used for comparative

analysis in this work are:

« Random Scheduling: In Random scheduling selection of the CE for the ex-
ecution of the job is done from the pool of available CEs which fulfils the
request requirement of the job. Every CE has same probability to get se-
lected for the execution of the job.

« Shortest Queue Scheduling: In this policy, the node containing minimum
number of jobs in waiting queue is selected for running the job. In shortest
queue scheduling every CE get an equal number of jobs.

o Job Access Cost scheduling: Job access cost is an estimated time and is
calculated based on current network configuration and time to attain all the
required file for complete execution of job. The node having the minimum
job access cost is selected for the submission of the job.

o Queue Access Cost Scheduling: The queue access cost is calculated as sum
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of the access costs for all the jobs in the queue of a specific node. Minimum
access cost is the deriving factor for the selection of a node containing the
CE.

In this work, a new scheduling policy the scheduling policy, namely, Hybrid Schedul-
ing (HS) policy that take advantage of both shortest queue scheduling and job
access cost scheduling. It is a two level scheduling policy. At first level, selection
of region is done that has the minimum placement cost and appropriate storage
capacity to store the replicas. In the second level, each node of the region is eval-
uated and the replica is placed on the node with minimum job access cost. The
job access cost is based on the access frequency of the file accessed by the job.
Additionally, the replica selection policy is optimized dynamically during the run
time of the job. Moreover, the new replicas can be created which are prompted
by replica placement algorithm. In this thesis, an optimization of replica selection
and scheduling is done by proposing and implementing an agent based strategy
namely, EDRA. The automatic creation and placement optimization is achieved
by proposing and implementing an agent based novel strategy namely, Replica
Creation and Placement (RCP). Additionally, the consistency mechanism is also
extended on the top of OptorSim based on logical clock of the transactions and
version of the file . The Replica Manager handles the consistency mechanism, it
also keep track of conflicts among the data files in multi-master environment. If
any update is required on the file, it must be propagated using proposed hybrid
strategy namely, Replica Consistency and Conflict Resolution (RCCR). Once the
file is updated, it must inform the replica manager at head node and master node,
so that updates are propagated to the entire system and in case any conflicts are
encountered that must be taken care by master node. The consistency of a file
and its replicas are maintained so as to ensure the efficiency and effectiveness of

the entire system.

3.7 Simulation Testbed for Functional Architec-
ture of RMM model

For the simulation of RMM Model, first step is to choose the simulation tool.

There exist varitey of tool for the simulation of the grid such as OptorSim, Sim-

90



4500 —
4000
3500

3000

2500 —-
2000 —-
1500 —-
1000 —
500 —-
. |

Central RC Central Node Region 1 Region 2 Region 3

Number of request

Replica Catlogue Name
Figure 3.9: Comparison of Centralized and Hierarchical Model

Grid, DataGrid, GridSimetc. Optorsim has been chosen as it provide all the
functionalities that can be used for replica management system. OptorSim offers
two simulation testbeds namely, EU DataGrid and EDG testbed [58] with two
different topologies. EU DataGrid follows hierarchical topologye whereas EDG
testbed follows centralized topology. The evaluation for selecting the topology has
been done on the basis of two parameters i.e. workload and availability. For initial
simulation 250 users are considered. Initially, 10 random users start submitting
the job after every 5 minutes, afterwards the arrival of users are controlled us-
ing Random Distributed. 40 to 150 jobs can be requested by each user at same
amount of time. There are 100 types of data intensive jobs. For execution, each
job require 10-15 files each. Total 2000 files are used during simulation. Average

size for each file is 1 GB. Files are accessed using Zipf access pattern.

3.7.1 Workload

During evaluation, the comparison of centralized and hierarchical model has been
done. Figure 3.9 depicts that in hierarchical topology number of request are
distributed at each region where as in centralized model the requests are handled

by central entity. The experiment results shows that load in the hierarchical model

91



D.? T T T T T I T

Region 1 —*—
?L Region 2 ===-8-=--
0.6 3635 Fegion 3 --omeeee |

05 L : 2
0.4 |
03

0.2 r

Data Availability { MB /seci

0 50 100 150 200 250 300 350 400
Time (Seconds)

Figure 3.10: Average Availability in Time for Three Regions

decreases as compared to centralized model. It is evident that there is significant
reduction in job processing in hierarchical model. The results clearly demonstrates
that the selection of hierarchical model is more appropriate than centralized model
in grid environment, where more jobs are likely to occur. To justify the selection

of hierarchical model one more parameter has been considered and is discussed

below.

3.7.2  Availability

The availability of the files can be obtained as amount of data required by the job
upon the time needed by the job to get that data.

Reqfile
me

avail =

(3.2)

The availability of the data depends on the network condition and replication
frequency of the file as they changes over a period of time. Figure 3.10 shows the

availability of different regions vary over a period of time. Availability depends
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on network status so centralized model is not considered due to high workload at
central node. In hierarchical model nodes are distributed in three regions each
contain certain replicas of file and hence increases its availability. The results
demonstrate the consideration of hierarchical model for replica management in
distributed environment.

These two parameters helps in deciding that topology used in EU DataGrid will

provide more efficient results.

EU DataGrid has been constructed for LHC experiment, where huge volume of
data is produced and are read only. This model maintains a single source for
data but the data is distributed across the world for collaborations. For exam-
ple, the MONARC (Models of Networked Analysis at Regional Centres) group
within CERN has proposed a tiered infrastructure model for data distribution.

This model is presented in Figure 3.11 and specifies requirements for transfer of
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data from CERN to various groups of physicists around the world. The first tier
is the compute and storage farm at CERN which stores the data generated from
the detector. This data is then distributed to Regional Centers (RCs) located
around the world. From the RCs, the data is then passed downstream to the
national and institutional centers and finally onto the physicists working on the
data. The massive amounts of data generated in these experiments motivate the
need for a robust data distribution mechanism. Also, researchers at participating
institutions may be interested only in subsets of the entire dataset that may be
identified by querying using metadata. One advantage of this model is that main-
taining consistency is much simpler as there is only one source for the data.

The choice for selecting the best place in such cases is critical decision. Placement
of data at different region should be such that it can be accessed in a minimum
time. In this work, RCP strategy is responsible for the placing the replica at
appropriate place. After placing the replica, the selection of best replica is taken
care by proposed EDRA strategy which is very effective on EU DataGrid environ-

ment.

3.8 Use Cases for Different Strategies in RMM
Model

The Use Cases for proposed strategies that are used in RMM model is described
in this section. The working of the strategies are given in forthcoming chapters.
Use Case 1: Replication of a file to another grid location (RCP)

. t =to: The master node specifies a unique logical file name for the file (LFN)
to be replicated at the destination SE,

. t =t1: The RMS queries the metadata service to obtain a list of all replicas
LFNs of the file,

« t =t1: The RMS gets a list of all extant replicas for each LFN in the dataset
from the RLS,

. t =ty: The RMS calculates the total space needed for the file and reserves
sufficient space on the destination SE,

. t =t3: The RMS determines the best replica to use on the basis of access

frequency. This is calculated using the replica optimisation component of
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the RMS which provides average access frequency of the file by given SE.
The file will not necessarily be located on the same SE, or at the same region,
. t =t4: The RMS copies all files in the dataset to the specified destination
SE,
« t =t5: The Replica Location Service (RLS) is updated with information
about the new replicas,

. t =t5: The user is notified of termination of job.

Figure 4.6 shows a sequence diagram for this use case. Errors may occur in the
case where the destination SE does not have enough space for the dataset to be
replicated. In such a case, the SE, in conjunction with the RMS, must decide how

to proceed. Possible options include:

. t =tg: RMS returns an error stating that the job cannot be completed due
to lack of resources on the specified destination SE

« t =tg: SE is identified that satisfies the job requirements.

Use case 2: Selection of Replica (EDRA)
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t = to: User submits a job to execute read or write request,
t = t;: The RB determines the best CE from the list of candidate CEs
with respect to physical locations, network traffic and access frequency of
the data,
t = to: The RB reserves space on an SE for the jobs output data,
t = t3: The RB determines the best CE based upon the network costs
returned by the RMS for each candidate CE and schedules the job on the
best CE,

= t4: The job queries the application metadata managed by the RMS to
extract a list of LFNs that match the requirements,
t = t5: The job calls the RMS interface to determine the corresponding SFNs
to access,
t = tg: The job reads and processes the data,
t = t7: The job writes the output dataset to the output SE,
t = tg: The job registers the output dataset with the RMS,
t = tg9: The job updates the metadata service for the output dataset

| - User | ‘ - resourceBroker

CE:
computingElement

: replicaManagement - metaData
Service Service

- Job
stomge Eemeni

| submitJob() |

notify job finished

getAccessCost( LFN [],CE )
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Figure 3.13: Sequence Diagram for Selecting “Best Replica”

96



Use case 3: Consistency Maintenance of the file (RCCR)
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. t =tg: A write request is submitted to be executed,

« t = t1: The RB determines the CE from the list of candidate CEs with
respect to request made by the user,

« t = t3: The RB schedules the job to CE,

. t = t3: Job is executed,

. t = t4: The RB determines the best CE to be elected as “leader node” based
upon the version vector and vector clock in a region |,

« t = t5: The job queries the application metadata managed by the RMS of
head node to extract the list of LFNs that matches the requirements,

« t =1¢: The job calls the RMS interface to determine the corresponding SFNs
to access within the region,

. t = t7: The job propagates the update on each SE containing replica within

the region,

97



« t = tg: The job writes the updated dataset to the output SEs of the region,

« t = tg: The job registers the updates with the RMS of region,

« t = t10: The job updates the metadata service for the updated dataset in
the region

« t = ty11: The step t3 to t19: are repeated for inter-region updates.

3.9 Conclusion

The aim of this chapter is to demonstrate architecture and functionality of RMM
model which helps in optimizing the replica management issues in grid environ-
ment. An agent based replica management model namely, RMM has been pro-
posed to address the problems of replica management in data grid. This model
offers an automatic creation, placement, selection of replicas. RMM model also
support consistency maintenance mechanism for replicas as per the requirement
of data grid system.

The domain analysis for RMM model with its main component from user prospec-
tive is also provided. Working of the RMM model in the hierarchical structure is
discussed. Moreover, use cases for strategies namely i.e. RCP, EDRA and RCCP
are also presented. These strategies assist RMM model while replica management.
A system software stack is presented in RMM model which defines the basic func-
tionality of various components and their interaction at different grid layers.
Various scheduling strategies and input parameters are also elaborated. A sim-
ulation testbed is provided to check the feasibility of RMM model in terms of
workload and availability. The results depicts that the hierarchical topology pro-
vide more flexibility and scalability by distributing the jobs at various regions.

The availability helps in improving the efficiency of the RMM Model.
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CHAPTER 4

Agent Based Replica Creation and Placement in

Data Grids

Data grid is emerging as a key technology to support data intensive applications.
Grids rely on data replication to enhance the performance of the system. Main-
taining replicas is the primary concern of replica management in data grid envi-
ronments. This chapter addresses replica management issues such as availability
of replica, creation of replica and their placement at appropriate location, which in
turn enhances the availability and accessibility of replicated data in a grid environ-
ment. An agent based strategy namely, Replica Creation and Placement (RCP) is
proposed and implemented for optimized RMM model. A popularity driven policy
s adapted by RCP, which dynamically creates an optimal number of replicas and
places them on nodes with minimum placement cost. Access frequency of a file is
the key parameter for computing number of replicas, placement cost and replication
cost. The proposed strateqy is implemented on Optorsim simulator and the results
are compared with existing approaches to judge its effectiveness in data grids. The
simulation results shows significant benefits of proposed RCP strategy in terms of
a job execution time, storage utilization, effective network utilization and number

of replicas created.

4.1 Introduction

Data grids aim to combine with high-performance networking, high-end comput-
ing technologies and wide-area storage management techniques. It allows grid
users to discover distributed datasets in collaboration with these high end devices,
technologies or intelligent replication techniques for faster access of desired files.
Efficient access and availability of files are the crucial requirement of data intensive
jobs. Replication of file at distributed locations is an efficient method for achieving

high network performance in data grids. In addition to achieving efficient access
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and availability, data replication can also be used to improve data locality and
increase scalability and efficiency of the system. Additionally, replication helps in
balancing the workload across multiple locations across the grid. The frequency of
the replicating a data is limited by available storage capacity of the node, available
bandwidth between the nodes and the access location of the file. To maximize the
gains of replication, strategic placement of replica is essential. The replica place-
ment helps in selecting the appropriate node for placing the replica. Locating a
node for placement depends on several parameters such as high bandwidth, less
transfer time, network latency, size of file etc.

In this chapter, an agent based RCP strategy is discussed which provides an effi-
cient replica management for the data grid. RCP dynamically creates and places
the replica on optimal nodes adaptively. The strategy systematically organizes
the grid nodes into discrete regions. Grid nodes are selected for optimal place-
ment of replicas. RCP allocate file to the request in accordance with their access

frequency. The main contributions of the current study are as follows:

(i) RCP presents replica creation strategy on the basis of popularity of the file,
which is further dependent on average access frequency of the file. To save
storage space on a grid node, numbers of replica are restricted by considering

replication cost and access frequency of file.

(ii) Replica placement issue is also addressed in RCP, which considers parame-
ters such as; replication cost, placement cost, latency, processing capacity of

the node etc., which helps in enhancing the overall system performance.

(iii) Investigating various trade-off in terms of mean job execution time, percent-
age of storage usage, effective network utilization and number of replicas

created.

4.2 Replica Creation and Placement (RCP) Strag-

egy
To enhance the utility of the RMM model, RCP strategy has been implemented
in the Optimizer class of OptorSim. The RCP helps in optimizing the replica

management process in simulated data grid environment. Various components

100



that are used by the RCP strategy are discussed in next section.

4.2.1 Components Used in RCP Strategy

Master Node: Global view of the entire system is kept by the master node
with the help of an agent and stores it in the global database (GDB).
Master Node Analyzer (MA): It analyses the request based on the access
frequency of the file and maps them to different regions.

Request Scheduler (RS): It generates a schedule for request to be executed.
Request Allocator (RA): Helps in allocating region to the request based on
the access frequency of the file.

Global Information Collector (GIC): It receives data from information probe
(IP) of every region and stores it in the global database (GDB).

Global Database (GDB): It contains the physical and logical mapping of the
files in different regions for future request allocation.

Access Information Database (AID): It stores information associated with
each request

Head Node: An agent on head node facilitates collection and management
of information of nodes on Information Probe (IP).

Information Probe (IP): It monitors resource utilization like number and
names of files, storage space, the processing capacity of node in a region and
observed data is stored at the local database (LDB).

Local Database (LDB): It keeps updated status of all nodes in a region.
Local Node Controller (LNC): An agent on the head node which analysis
the request scheduled by a master node and map it to the resource.

Agent: Software entity which manages and manipulates information intelli-

gently.

RCP is a centralized approach, the decision to place replicas are handled by mas-

ter node. The front end server stores the request requirements on master node

for analysing, scheduling, and allocation of file resources. Master node analyser

(MA), an agent on master node analyses the request depending upon access fre-

quency of files and then map it to an appropriate region. A counter, namely, enu

is incremented by one whenever a request is made for replica, as it keeps track of

the access frequency of the file. An agent called request allocator (RA) coordi-
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nates with global database (GDB) to map the request with an appropriate region.
Requests are then scheduled to head node of the allocated region based on the
information collected by request allocator (RA). Once the request is deployed on
a particular grid node by the head node, its resource utilization is monitored by
IP after every fixed interval and observed information is stored in LDB.

In case, a resource is not available for the request on scheduled resource due to
dynamic nature of data grids. The request is migrated to one of the neighbour-
ing node containing replica. After rescheduling the request available number of
replica are checked in the region. If number of replicas on the region is less than
the required replicas, new replicas are created. Once the decision to create replica
has been made, determining place for data replica is the prime concern. Opti-
mal placement of data is achieved by acquiring the current status of the system.
The replica placement algorithm selects the node with lower replication cost. On
occasion, it is not feasible to replicate a file on node due to insufficient available
free resources, then old file are replaced using Least Recently Used (LRU) algo-
rithm [27]. In LRU, files which are not being accessed for quite some time will be

replaced to accommodate the newly generated replica.
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4.3 System Model for RCP Strategy

While developing a replica management strategy, significant decisions are to be
made such as determination of the number of replicas required for effective usage
of system and identification of a node where the replica will be placed in order
to accomplish the aims of data replication. To address the above issues a strat-
egy namely, Replica Creation and Placement (RCP), has been proposed, which

comprises of following steps:
(i) Data grid regions are created where replicas should be placed.
(ii) Creation of replicas: This step is achieved by calculating:

e Number of replicas needed for the entire data grid.

e Establish number of replicas required for the region in data grid.

(iii) Determine a node in data grid for placing the replica. This is attained by

calculating the placement cost of replica and processing speed of node.

4.3.1 System Model

The data grid D considered here, is a set comprised of discrete nodes D =
{ni1,n9,...,m} and data user U = {uy,us,...,u,} connected by some commu-
nication link. Initially, data files f = {fi, fo,..., fx} can be produced at any
node and replica of the file R = {ry,rq,...,r,} can also be stored at any node
n; € D. f,,where{i = 1,2,...,n}, is a primary copy of each file. Each node
has the following characteristics: n; € D (Peyp, RC;, S;) where, P, is the pro-
cessing capacity of the node, RC; is name of replica catalogue to which node n;
is connected and S; is total storage capacity of the node. Number of grid nodes
in a group form one region as shown in Figure 3.11. The data nodes are clustered
together based on the physical proximity of nodes to form a region. In all there
are N regions whose nodes are partitioned into several non-overlapping regions,
Reg = {Regy, Regs, . .., Regy} such that, Reg = {Reg; N Rega N ... Regy = 0}.
The nodes are connected to each other directly or indirectly through some com-
munication link. Nodes within a region have low latency and maximum band-
width. One node in a region is called head node comprising of replica catalogue
RC = {RC4, RCs, ..., RCy}, which provides the mapping of file and its physical

location locally. The local replica catalogue is connected to global level replica
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catalogue such that GRC' = {RC; U RCy U ... U RCy}, which offers global view

of data grid at master node.

4.3.2 Replica Creation
Replica improves the reliability and availability of the grid system. The proposed

RCP strategy, divides the replica creation process into two sub parts:

(i) Determining the number of replicas required for the executing a job in entire

data grid system.
(ii) Calculating number of replicas in a region.

However, finding the optimal number of replicas (Numy,) of a file (f;) for a set
of regions {Regy, Regs, ..., Regy € D} is a distinguished problem for discovering
Numy, combinations which is a complex combinatorial optimization problem. In
this chapter, number of replicas of a file depends on the access frequency which can
be obtained from the log history (H) stored at their respective replica catalogue
(RC;,i=1,2,...,N). The average access frequency F'req(f;) of a file (f;) in data
grid D is calculated as [? |:

L- T
Freq(f)) = Zn_o(af? x 280 (4.1)

where, L, is number of the passed time interval, a, is the number of calls for
replica r; in period 7 and 22(7) is weight based on access frequency of a replica
r; during the period 7. In fact, af;) has tight relationship to the value in log
history (H) stored at their respective replica catalogue (RC;). The average access
frequency Freq(f) of all existing files that are requested by the user is calculated

as [?7 ]:

2 i (Freq(fi) (4.2)

Freg(f) = =21

where, F},,,, is sum of all files that have been requested. The number of replicas

(Numy,) required for a file (f;) in data grid D is calculated as [? ]

| Frreq(f3)
Numy, = {—Freq(f)w (4.3)
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After calculating the number of replicas (Numy,) required for the data grid (D)
in order to make the system more sustainable, the number of replicas (Numpeg,)

needed within a region (Reg;) is determined. This can be calculated as:

Num(f;) " F'reqreg, (fi)
N FTQQRegi (f)

Numpey, = (4.4)

where, Freqpe,,(fi) is average access frequency of a file (f;) in region (Reg;),
Freqpeg, (f) is average access frequency of all files in region (Reg;), N is total
number of regions. Replica creation increases system performance in terms of
reliability and availability. In contrary, creating and maintaining large amount of
replicas in the system reduces the effectiveness and efficiency of the system many
folds. Restricting the number of in a system helps in reducing the overhead of
maintaining large amount of replicas in a system. For optimizing the replication
process further, an appropriate location for replica should also be determined
for enhancing the overall system performance. In the next section, the replica

placement algorithm has been discussed.

4.3.3 Replica Placement

Replicas should be placed at appropriate location so as to reduce the access cost
of replica effectively. The precondition for placing the replica is to calculate place-

ment cost (P, ) of replica (r;), and is calculated as:

ar XS
Pcosti:%

cap;

X Repeost, (4.5)

where, ay; is number of times the request for replica (r; € Reg;) is made by user,
Sy is the size of file, P,,,,is the processing capacity of node (n;) containing replica
(r; € f;) and Repeost; is the replication cost. Further, replication cost is governed
mainly by two factors i.e. communication cost and the accessing cost of storage

media. The communication cost (Cepst) is determined by:
§

k
Ccost - Z Z Cij + Pnetwork (46)

i=1 j=1
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where, Cj; is communication cost between two node n; to n; such that n;, # n;
but are connected to each other via some communication link in the network, , §
is number of nodes holding the replica of file and £ is number of nodes connecting
link between n; and n; and Peupork 1s the propagation delay of network. The

access cost of storage media Cstorage is calculated as:

Sy
DRate

Cstorage = + Lgtorage (4.7)
where, Dpggte is the transfer rate of storage media and Lgorqge is the storage me-
dia latency. Storage media latency occurs due to reading and writing to and
from different blocks of memory. Consequently, the comprehensive replication
cost (Repeost;) of file (f;) can be formulated as storage access cost (Ciiorage) Of a
file and communication cost (Ceos) during the transfer of file from one node to

another. Hence, the replication cost (Repeost;) is determined as:

Repcosti = Clost + Cstorage (48)

Placement of replica on a node is done if it has minimum placement cost and suf-
ficient storage capacity is available. After calculating placement cost, the storage
capacity of the node is also investigated. The available storage capacity Avaly,

on a node is calculated as:

Avalstr - Stotal - Susage (49)

where Sy is the total storage capacity of a node and Syqg is storage space
consumed by the node. If available storage space (Avalg,.) of the node is less than
the size of file (Sf), then replacement algorithm namely, Least Recently Used
(LRU) algorithm is used [? |. LRU strategy compares size of file to be replicated
with the available space on the selected node, if sufficient space is not available
then oldest file is deleted. However, if the deleted file is less in size than the

required space, the second oldest file is deleted and so on.
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4.3.4 Algorithms for RCP Strategy
The pseudo code for RCP strategy is elaborated in Algorithm 4.1, is composed of

two phases namely; replica creation and replica placement. As discussed earlier
RCP strategy at first level is applied to schedule the request for a region and at

second level the desired file is allocated to the request made by the user. An effi-

Algorithm 4.1 Pseudocode of RCP strategy

1: procedure RCP

2 inatialization

3 while not Termination Condition do
4 Schedule Request

5: Replica Creation and Placement

6 end while

7. return(New Replicas)

8: end procedure

cient scheduling of a request in RCP strategy is determined by selecting the most
appropriate region and node respectively. An appropriate region is the one which
is close to the user and holds the most of the requested files which considerably
reduces the transfer time. To resolute which region contains most of requested file
a record is being kept by a counter (enu) for read request as shown in Algorithm

4.2. The given pseudo code can be easily modified for the write request to keep

Algorithm 4.2 Pseudocode for Scheduling Request to the node

1: procedure [Initialization (Request for file)
2: [enu] < 0

3: if read request received then

4:  [enu| + [enu] + 1

5. end if

6: if r; exists on scheduled n; of Reg; then
7:  process request;

8: else

9:  reschedule request to nearest replica
10: replica creation and placement

11: end if

track of access frequency of a file. In the replica creation and placement phase as

shown in Algorithm 4.3, the new replicas are produced and every region provides
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some nodes for the replica placement. As discussed in previous section a replica
is created based on the access frequency of a file and the appropriate location is
chosen on the basis of placement cost. N,., represents number of regions in data
grid, Numpe,, is total number of replicas in a region and n;; represent it" node
and j'" region. Placement cost refres to the transfer cost of a file from one location
to another. Low transfer cost of a file means that the node on which replica is
to be created is in the vicinity of the primary file. Low cost uses less resources
and hence improve the system performance. The GridF'TP() function, copies the
contents of primary file to the destined node. Afterwards, the location of newly
placed replicas is updated by using updateLocation() function. The complexity of
the replica creation and placement algorithm is n;; Nlog(n;; N ) where n;; is number

of nodes processed for placing replica and N is total number of regions.

4.4 Evaluation Parameters and Experimental Re-

sults
The RCP strategy has been evaluated using OptorSim simulator [58]. For RCP,

European Data Grid EU testbed architecture has been considered [57]. There are
total 52 nodes in experimental setup out of which two are considered as master
nodes, where the initial requests are being made. These two nodes support each
other by sharing workload. Additionally in case one master node crashes another
will take the responsibility. Remaining nodes are divided into 7 regions where
nodes are distributed randomly. Requests are processed on nodes having storage
and computing elements. The storage capacity of master nodes are 10PB each
and storage capacity of all other nodes are 100 GB. The size of the file varies
from 10 MB-1GB. Maximum number of requests generated and executed by each
node is 100, which require file ranging from 1-10 in number. The router helps in
routing the request to the appropriate location in the grid environment. Network
latency varies between 10ms-20ms whereas, storage media latency of the nodes are
2ms-5ms. To replicate real world grid environment, background traffic is intro-
duced which generate random traffic patterns in simulated environment. Various
simulation parameters are used for execution of requests are shown in Table 4.1.
The grid topology used for proposed algorithm is specified in grid configuration

file of Optorsim. Various parameters, such as access pattern of jobs, number of job
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Algorithm 4.3 Pseudocode for Replica Creation and Placement

1: procedure replica creation and placement
2: input: node id (n;;), primary file( f,;) and region (N)
3: Evaluate :

Num(f;) " Freqpeg, (fi)

Numpeg, = N Freqneg (1) VReg; € Reg

4: if Numpey = Sum of required replicas then

5:  do nothing

6: else

7. for Ng,, =1to N do

8: for n;; = 1 to Nump,,, do

9: Evaluate: 0 x S

fi f
Pcosti - Tam X Repcosti

10: Arrange list in ascending order of placement cost
11: if Availy, > Sy then

12: for each selected node do

13: Nij < GT”LdFTP(pr)

14: GRC;j < updateLocation( fpi, ni;)

15: RC;; < updateLocation( fp, nij)

16: end for

17: else

18: if Availy, < Sy then

19: delete another replica using LRU
20: end if
21: end if
22: end for
23:  end for
24: end if

25: end procedure
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Table 4.1: Parameters Used in Simulation

Parameter Value

File size 10 MB - 1GB
Number of files 1000

Number of jobs 100

Network latency 10ms-20ms
Storage media latency 2ms-5ms
Transfer rate 50 Mb/s
Storage capacity 10PB

Table 4.2: Performance Metrics Used in Simulation

Performance Metrics Description

Totalexecutiontime+T otalW aitingtime
Numbero fcompletedrequests

Effective Network Usage FEstimates the efficiency of network resources
Number of Replicas Specifies number of replicas produced using RCP

Mean Execution Time

etc. are set in parameter configuration file. The background traffic is introduced
generated using bandwidth configuration file. Various performance metrics for the
evaluation are presented in Table 4.2.

The efficiency of RCP strategy is evaluated by considering various scheduling
and replication strategies. Five scheduling strategies,namely, Random, Shortest
Queue, Access Cost, Queue Access Cost and HS have been considered for evalu-
ation. Detailed description of these scheduling policies were discussed in Chapter
3. Moreover six replication strategies have also been considered for evaluation.

These replication strategies are:

« Least Recently Used (LRU): In this strategy, replications always take place
at the node where the execution of job is done. If the available space for the
new replica is not sufficient, the oldest file is removed from the SE.

« Least Frequently Used (LFU): In this strategy, replications always take place
at the node where the execution of job is done. If the available space for
the new replica is not sufficient, the file with minimum access frequency is
removed from the SE.

« Bandwidth Hierarchy Replication (BHR): In this strategy, the files having
the high probability to be requested in near future. The replicas are stored
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within the region having high bandwidth.

« Modified BHR: In Modified BHR, replication of file is dependent on the
access frequency of the file.

« 3-Level Hierarchical (3LHA): This strategy considers hierarchical structure
with three levels. Bandwidth of the file plays a vital role while selection and
deletion.

« Replica Creation and Placement (RCP): In RCP strategy the replicas are
placed at appropriate nodes with highest access frequency of the file. This
strategy reduces the average access latency of the file by selecting the best
node for placing the replica considering the access frequency, storage and

transfer time.

Next section will discusses the experimental results for RCP strategy with var-
ious parameters such as Average Execution Time, Effective Network Usage and

Number of Replications.

4.4.1 Average Execution Time

The average execution time is calculated as ratio of time taken for complete ex-
ecution of a request, time spent by the request in waiting queue and amount of
requests. For evaluating the mean job execution time three scenarios are consid-

ered:

4.4.1.1 Mean Job Execution Time using Various Replication and Schedul-
ing Strategies

Figure 4.2 represents that No replication has performed worst. The results pre-
dicts that LRU and LFU strategies have almost the same execution time. Both
strategies performed better than No Replication but there execution time is very
high as compared to other strategies. BHR algorithm performed better than LRU
and LFU. By avoiding the network congestion in data grid BHR is able to reduce
the data access time. The performance of 3LHA is further improved as it considers
the variation in inter and intra region communication. RCP performed best in the
scenario as it considers the access frequency, waiting time, replication cost and
placement cost for creating and placing the replicas on a node.

In Random scheduling the mean job execution time increases because it does not
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Figure 4.2: Mean Job Execution Time using Various Replication and Scheduling
Strategies

consider any factors. In Shortest Job Queue Scheduling each CE receives approx-
imately the same number of jobs. If CEs have low network bandwidth, then file
transfer time will be high and overall job execution time will increase. Access
Cost Scheduling selects a CE based on its access cost. CEs with lower access cost
may receive large number of jobs to execute. So, overall performance is decreased.
The Queue Access Cost considers not only shortest job queue but also access cost.
Therefore, the Queue Access Cost decreases total job execution time. Finally, HS
is the best job scheduling algorithm for the large number of jobs because it sched-
ules jobs close to the data whilst ensuring sites with high network connectivity
are not overloaded and sites with poor connectivity are not left idle. It also takes

into account hierarchical grid structure and considers computational capability.

4.4.1.2 Mean Job Execution Time using Various Access Patterns

Figure 4.3 shows that RCP has the least value of mean job execution time in
all the experiment and all of file access patterns. Obviously, the No Replication
strategy has the worst performance as all the files requested by jobs have to be
transferred from master node. The Random access patterns comprises Random,
Unitary random walk and Gaussian random walk, where a certain set of files is
more likely to be requested by grid nodes, so a large percentage of requested
files have been replicated before. Therefore, RCP strategy and also all the other

strategies have more improvement for random file access patterns.

112



L FU

N LRU

B BHR

[ IModified BHR
B 3LHR

I RCP

Mean Job time (Sec)
2
8
l

Sequential Access Random Walk Unitary Access Random Walk Gaussian

Figure 4.3: Mean Job Execution Time using Various Access Patterns

4.4.1.3 Mean Job Execution Time with Various Number of Jobs
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Figure 4.4: Mean Job Execution Time using Various Number of Jobs
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Figure 4.4 displays the mean job time based on changing number of jobs for seven
algorithms. It is clear that as the job number increases, RCP is able to process
the jobs in the lowest mean time in comparison with other methods. It is similar

to a real grid environment where a lot of jobs should be executed.

4.4.2 Effective Network Usage (ENU)
The ENU is used for estimating the efficiency of network resources. The ENU is

dependent on the access frequency of the file locally and remotely and the number
of times replicas of the file is created. This gives the ratio of files transferred
across the network to total files requested. For a given network topology, a lower
effective network usage indicates the optimisation strategy is better at replicating
files to the suitable location. The effective network usage (ENU) is defined as [5]:

Nrem + Nrep

ENU =
Ntoc

(4.10)

where N,.p, is number of access times file is read from remote site, N, is number
of times the file is replicated and Ny, is total number of files requested by all
CEs.

0.7

Effective Network Usage

0.0

A 2 Z . Z . 7 Wz
LRU LFU BHR Modified BHR 3LHA RCP

Figure 4.5: Effective Network Usage for Various Strategies
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Figure 4.5 depicts the comparison of effective network usage with various replica-
tion strategy. The RCP utilizes the network resources most efficiently. The No
Replication uses maximum number of network resources, results in poor perfor-
mance. As compared to BHR and modified BHR the performance of 3LHA has
improved. LRU has the least job execution time and highest effective network

usage, showing that it is poor at making replication decisions.

4.4.3 Number of Replication

Large number of replications shows that large numbers of files were not stored
locally at the time of execution, so replication was needed in order to access the
required file. As it is obvious in Figure 4.6, RCP performs better in compari-
son with other algorithms and the total number of replications decreases in this
method. The reason is that in this strategy, access frequency of the file helps in
determining the future needs of grid sites and pre-fetches the replica at local site.
Therefore more numbers of files are stored locally at the time of execution, de-
creasing total number of replications remarkably. As it can be seen in Figure 4.6,
LRU and LFU create large number of replica, this indicates that sufficient number

of the replicas were not stored locally at the time of execution of a job.
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[ IModified BHR
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Figure 4.6: Number of Replications Vs Access Pattern
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4.5 Conclusions

In this chapter, a popularity-driven replica creation and placement (RCP) strategy
is discussed. The proposed RCP strategy have significant benefits. First, RCP
is based on distributed and decentralized model; and second it can dynamically
adapt to change to both network and user behaviour while improving the perfor-
mance of the overall system. RCP strategy is divided in two phases. First replicas
are created for the frequently accessed file by calculating the access frequency of
the file. Secondly, the newly placed replicas are placed at appropriate location
based on minimum placement cost.

The proposed strategy increases the data availability by creating the replicas dy-
namically. It also reduces the unnecessary replication by restricting number of
replicas in a region. It places the replica at an appropriate location so as to re-
duce the placement cost. A comparative study of various existing strategies has
been done to evaluate the performance of the RCP by considering various access
patterns and strategies. RCP outperforms other existing strategies in terms of ef-

fective network usage, mean job execution time and number of replicas produced.
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CHAPTER 5

Agent Based Replica Selection in Data Grids ?

A replica selection strategy discovers the optimized replicas from the pool of repli-
cas. An optimized selection strategy always select the best replica that fulfils the
requirement of the user. In this chapter, an agent based optimized replica selec-
tion strategy, namely, Efficient Dynamic Replication using Agent (EDRA) has
been proposed and implemented. To evaluate the impact of proposed optimisation
EDRA strategy, simulation of the grid environment has been done to achieve im-
portant performance results before any strateqy is deployed on the data grid. In this
chapter, the effects of several scheduling and replica selection strategies are com-
pared in different grid scenarios using various performance metrics. The results
depicts that scheduling algorithms which take into account parameters namely, the
workload of computing resources, network bandwidth, availability, computing ca-
pacity and file access cost of jobs are the most effective parameters at optimising
grid resources as well as improving the job throughput. The results depicts that, in
most scenarios, the EDRA strategy helps in enhancing the performance of system

under different network loads.

5.1 Introduction

Replica selection problem has been explored by many researchers who considered
response time as the only criterion for the selection process. Earlier studies focuses
on binding a client to its nearest replica on the basis of some static parameters
such as the topological distance in number of hops and geographical distance in
miles. However, several experimental work shows, that the static metrics are not
good predictors for the expected response time of client requests [? |. The main
drawback of topological and geographical network parameter is that they ignore

the dynamic conditions of network parameter. The objective in data grids is to

2Priyanka Vashisht, Rajesh Kumar, and Anju Sharma, ”Strategies for Replica Consistency in Data GridA
Comprehensive Survey”, Concurrency and Computation: Practice and Experience, 26(4), doi: 10.1002/cpe.3907
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reduce access time and transfer latencies of a data file, as well as to avoid single
site congestion by the numerous requesters. To facilitate access and transfer of
the data, the files of the data grid are distributed across the multiple sites. The
effectiveness of a replica selection strategy in data grids depends on its ability to
serve the requirement posed by the user's request. Most requests are required to
be executed at a specific execution time. Total execution time needs to factor
latencies due to search of location of file and network transfer rates. Network
resources affect the speed of moving the required data files and searching methods
can reduce scope for replica selection. The purpose of replica selection is to select
a replica among the sites that constitute a data grid [? ]. The criteria of selection
depends on characteristics of the application. Replica selection is important for
the data-intensive applications as it can provide location transparency. When a
user requests a data set, the system determines an appropriate way to deliver the
replica to the user. Another issue concerning replica selection is the prediction
of the transfer time, which involves the inspection of many characteristics and is
a complex piece of work. In situations, where replicas are to be selected based
on access time, grid information services can provide information about network
performance and perhaps the ability to reserve network bandwidth, whereas the
metadata repository can provide information about the size of the file. Based
on this, the optimizer can rank all of the existing replicas to determine which
one will yield the fastest data access time. Alternatively, the optimizer can con-
sult the same information sources to determine whether there is a storage system
that would result in better performance if a replica was created on it. In data
grids, data replication provides a solution for managing data files efficiently. The
data replication helps in enhancing the data availability which reduces the overall
access time of the file. In this chapter, an optimized strategy, namely, EDRA
(Efficient Dynamic Replication using Agents) for data grid has been proposed and
implemented, which is an extension of BHR (Bandwidth Hierarchy Replication)
strategy. EDRA consists of dynamic replication of hierarchical structure that take
into account dynamic parameters such as network load, node availability, band-
width etc. for the selection of best replica. Decision for selecting best replica
is based on certain scheduling parameters. The scheduling parameters are: net-
work bandwidth, load gauge, access frequency, availability, storage capacity and

computing capacity of the node. The scheduling in data grid helps in reducing
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the data access time. The distribution of the load on the nodes of data grid is
done evenly by considering scheduling parameters [? |. The EDRA strategy is
compared with Binary Hierarchy Replication (BHR) strategy. There are certain
issues with BHR that are addressed in EDRA

(i) BHR strategy rely on one replica within a region.

(ii) Dynamic nature of the grid is ignored and assumption is that all the replicas

are available throughout.

(iii) There is no scheduling strategy considered for load balancing.

5.2 Efficient Dynamic Replication (EDRA)

Strategy

In this chapter, two stage optimization is provided which aims to increase network
bandwidth, availability of data, and reduce total access time. Whenever, a request

is submitted to optimizer, the following process happen:

« Replication Decision: In EDRA, if file is not available at the time of execu-
tion of job then replica of file is created as discussed in Chapter 4 so that
grid can adapt according to its dynamic nature.

« Replica Selection: In this process best replica is selected locally among the
pool of available replicas. The criterion for selecting the best replica in
EDRA is based on the parameters such as, workload of the node, availability
status, available bandwidth, access frequency of file and computing capacity
of the node.

« Replica Replacement: When the replication decision is made the amount of
storage space should be taken into account. If less storage space is available
then there should be some replacement strategy involved such as Least Fre-
quently Used (LFU), Least Recently Used (LRU), Exponential based Replica
Replacement Strategy (ERRS) [? |. In EDRA, LRU is used for file replace-
ment where the available storage space is checked before replacing the file.
File having less access frequency is replaced when the replica of the file which

is being requested.

EDRA strategy is divided into two parts i.e. region optimizer and sub region opti-
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mizer. Region optimizer is executed at the master node of the data grid where, the
agent helps in scheduling the job to the region for the execution. The node con-

taining the required replica is selected on the basis of following parameters:

« Network Bandwidth This is one of the most significant data grid parameter as
the files in data grid environments are usually large in size and distributed
in nature. In order to relocate file from one location to another, transfer
times plays a vital role and are tightly dependent on network bandwidth
situations.

o Load Gauge: 1t is the length of the queue at master node and head node

where jobs are waiting to get executed.

Region optimizer helps in getting the global view of all the regions in the data
grid. At the second stage, the sub-region optimizer is invoked by master node on
the basis of information gathered by agents at master node to get the best replica.
The sub-region optimizer at head node of the region has the local view of all the

sub regions in that region. The local information includes:

« Awvailability: This parameter is to check whether a node is available at the
time of execution of request or not.

o Access Frequency: This parameter is the measure of number of file requests
made by users running on the nodes in the region [144]. Access frequency
helps in deciding the popularity of the file based on the access history. Higher
the access frequency of a file on a node, more popular the file is.

« Computing Capacity: This helps in scheduling the jobs to the node hav-
ing more computing power. The value of available computing capacity is

calculated using equation 5.1.

Above mentioned parameters helps in scheduling the job to the destined node
containing the file/replica in the region by efficient usage of the resources. The
optimisation of replicas are performed in a distributed manner by number of replica
optimisation agents, one for each grid region. An agent at sub-region performs lo-
cal replica optimisation whose aim is to achieve global optimisation as the emergent

result of local optimisation and every optimiser therefore has two main goals:

« To minimise a job execution cost: Users want their jobs to get executed at

minimum cost; an optimiser therefore aims to minimise the execution cost
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of every job that is run on grid node. In this chapter, the cost of executing
a job is derived as the total running time of the job.

« To maximise the usefulness of locally stored files: Efficient utilisation of
available data grid resources is another goal of optimisation. An optimiser
should also, therefore, aim to keep locally those files that are most useful for
jobs and are executed either locally or at neighbouring sub-region or region
with maximum network connectivity. This also reduces the execution time

and hence the performance of the grid system.

Algorithm 5.1 Pseudocode for Region Optimizer

1: procedurenput(Grid Topology, Bandwidth and Storage Space, Load gauge)

job is submitted to master node of grid by the agents/user

master node has the global view of all regions in the grid

do

send request to head nodes asking for (available bandwidth, load gauge)
end;

find maximum available bandwidth and minimum load gauge

rank the job according to maximum bandwidth and minimum load gauge in
descending order

9: schedule job to region with highest rank

10: call optimizer for sub region to get best replica

11: execute all the jobs

12: optimizer(sub region)

5.3 Algorithms for EDRA Strategy

In EDRA, the request is submitted by the agent to the master node, where an-
other agent is placed having the global view of the whole data grid. The jobs are
submitted randomly. The agent located at master node schedules the job submit-
ted by agent to the regions, where the replica/file has been stored with the goal of
improving the overall throughput of grid. The available bandwidth between the
master and head node of region and the load gauge of the head node is checked.
The load gauge is a pointer to the waiting queue of head node which tells the
number of jobs waiting for their turn to get executed. Available bandwidth and
network gauge decides on which region the job is to be scheduled. This also helps

master node to balance the load on the regions. The head node located in regions

121



Algorithm 5.2 Pseudocode for Sub-Region Optimizer

1:

— =

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

Agent at head node of each region keeps track of stored files, availability status,
and computing capacity of node and access frequency with in region.

if file exist then
process job;
terminate optimizer
else
if request file is not available in local sub region then
fetch from nearby sub region
proceed to execute the job with replica
create new replica on node where it was initiated
end if
. end if
. if free space available in SE of the node where request was initially scheduled,

store new replica then
store data
else
check free space in SE of nearby node within in sub region and replicate
end if
if (lenough free space with the sub region) then
sort file in least frequently accessed order
for each file in sorted list do
if access frequency of new replica > access frequency of the old file then
delete old file
if enough free space then
store new replica
end if
end if
end for
end if
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is responsible for scheduling the jobs to the nodes where the replica is placed.
An agent is placed on each head node of the region, which keeps information of
the nodes located in the sub-regions. The information stored on the head nodes
is local to the region like availability of the node, access frequency, computing
capacity of node etc. within region. The replica is placed on the nodes based
on two factors:(i) high data access frequency and (ii) sufficient storage capacity.
The high access frequency shows the popularity of the file based on the access
history stored at head node. The popularity of the file can be decided by number
of request made for the file during the job runs on the nodes within the region.
The available storage capacity in EDRA is based on the storage usage of the node.
The available storage capacity Avalg, on a node is calculated in equation 4.9. If
the available storage space has more capacity than the size of the file, the replica
is placed on the node. At the time of selection of the replica, the agent also
checks the current available status of the node, computing capacity of the node
for execution of request and maximum available bandwidth and load gauge. The
computing capacity of the node is the factor which decides how fast a job can be
processed by that node. The available computing capacity Aval.,, of the node is
calculated as:

Avaleqp = Comppoge — CoOmpysage (5.1)

where C'omp,,q. is the CPU total computing capacity of the node and is measured
in (MHz) and Compysege is the CPU capacity utilized by the node. If file is
available in the sub-region, the job is processed otherwise agent sends the job to
the neighbouring sub-region. After scheduling the request to the neighbouring
sub-region, the job is processed on node containing replica. The information of
replica in replica catalogue at head node is updated by the agent of that head node.
After processing the job on neighbouring sub-region, a new replica of the file is
created on the node where initially the job was scheduled. The replica catalogue is
updated and the file is made available for executing the jobs. Though the number
of replica of the file has been increased within a region by the EDRA algorithm but
this consumes more storage space as compared to BHR. By increasing the number
of replicas of the file, the availability of the file has been increased which helps in
reducing the data access time of the file. There is always a trade off between the

storage and the access time.

123



5.4 Evaluation Parameters and Experimental Re-

sults

The efficiency of EDRA is calculated on the basis of six parameters i.e. Mean Job
Execution Time, Effective Network Usage, Storage Usage, Computing Usage, Hit
Ratio and Transfer Time of the nodes. EDRA is compared with three other dy-
namic replication strategies i.e. BHR, No Replication and LRU on the Optorsim
simulator using the above mentioned parameters. At the time of simulation, the
complete data is available at the root of the hierarchy in No Replication strat-
egy. In case of LRU, file is replicated when it is needed. BHR algorithm is the
enhancement of Least Recently Used (LRU) algorithm. BHR algorithm follows
hierarchical topology where nodes are positioned closely within a region having
maximum bandwidth by taking advantage of “Network level locality” [144]. First
the file is searched within the region, if the requested file is situated in the same
region, less amount of time will be used for fetching the file. BHR expands ex-
isting site-level replica optimization to more scalable way by taking advantage of
network-level locality. In BHR, there exists only one replica in a region on the
basis of the popularity of the file. In EDRA, the number of replicas is decided
dynamically based on the access frequency and degree of availability of file. Com-
parative Analysis of LRU, BHR, No Replication and EDRA is discussed in next

section.

5.4.1 Mean Job Execution Time (MJET)

The mean job execution time is calculated as time to execute a file, the time
spend by a job in waiting queue divided by number of jobs completed. It can be

represented as: ’
Z:zzl i + Wi
n

MJET = (5.2)

where n is the number of jobs processed by the system, T; is time to execute the
i'" job and W; is waiting time of i’* job that has been spent in the queue. The
EDRA along with LRU, No replication and BHR were tested using different job
numbers of 100, 200, 300, 400 and 500 jobs. The job execution time for Random

Zipf Access Pattern Generator is shown in Figure 5.1. It is evident that as the
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number of jobs increases, EDRA is able to process the job in the lowest mean
execution time as shown in Figure 5.1. EDRA is able to access the file in less
time, which reduces the waiting time and increases the availability. Moreover, the
scheduling strategy used is able to process the work load in less amount of time.
The No replication strategy performs worse in all the cases. BHR performs better
than LRU and No Replication.
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Figure 5.1: Mean Job Execution Time for Varying Number of Jobs

5.4.2 Effect of Background Traffic

In the previous evaluation, grid background traffic was not included in the grid
model. In this experiment, the effect of network traffic was included to get its
effect on execution time and network usage. A comparison of the results with
and without background traffic is shown in Figure 5.2 and Figure 5.3. As would
be expected, there is a large increase in mean job time when we simulate the
background network traffic. For all the optimisation strategies, this increase is

around a factor of 3.
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Figure 5.3: Effective Network Usage with Network Traffic

outperforms all the available scheduling strategies.

5.4.3 Storage Used (SU)

The percentage of storage used (SU) by files in MB is specified by storage used

within region under this strategy. This can be calculated as:

n
o Stotal - Zizl Avalstr

x 100 5.3
Stotal ( )

SU
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where Siq 1S total storage capacity of a region and Avalg, is calculated from

equation 4.9.
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Figure 5.4: Comparison of Storage Usage

The storage used in No Replication strategy is best as no replica is created. EDRA
performance is worst as the number of replicas has increased. The LRU and BHR

strategy uses moderate storage space. The results are depicted in Figure 5.4.

5.4.4 Computing Usage

Monitoring the usage of computing power of data grid resources is a valuable
source of information. This can be defined as the percentage of time the computing

element is active or executing a job. The total computation power is derived as:

_ Compnode — Y iy Aval gy
Compnode

cU x 100 (5.4)

More computational usage indicates that the uniform distribution of jobs among
the regions, reduces the execution time of the job. The computing usage is com-
pared with three optimizing strategies; BHR, LRU, and EDRA.
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Figure 5.5: Comparison of Effective Network Usage

Figure 5.5 shows that the scheduling strategy mainly Access Cost Scheduling has
lowest computing usage as in this strategy jobs are scheduled to regions with high
network bandwidth. In case of HS scheduling strategy, the jobs are scheduled to
the regions with high network bandwidth and lower load gauge, which helps in
ensuring the uniform distribution of the job in the existing system. The Random
and Shortest Queue strategies show similar behaviour and perform better than

Access Cost Scheduling but HS strategy performed best.

5.4.5 Hit Ratio

In order to evaluate hit ratio, the numbers of local and remote file accesses of each
strategy for different access patterns are considered. The hit ratio is dependent
on the total number of replications. More number of replication indicates that
the file is not available locally for execution. If number of replications are large,
hit ratio of the file is less which indicates for executing the job, file are accessed
remotely. No Replication strategy has very few files located locally, resulting in
lower hit rate. Figure 5.6 shows the hit ratio evaluation for the five strategies. It
is observed that our strategy has the highest value of hit ratio for almost all access

patterns.
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5.4.6 Transfer Rate

Transfer rate is measured from the time when the file starts transferring from
one node to another till the time when all transmission of files are finished. In
this section, the data transfer time of the EDRA strategy from the data site to
the requesting site is compared with LRU, BHR, and No Replication strategies.
The data transfer rate is calculated by finding the time required for transferring
the number of bytes sets from one site to another site. Figure 5.7 shows the
comparison of mean data transfer rate. The mean data transfer rate was reduced
in case of EDRA, as the files are located very close to the client. No Replication
Strategy perform worst, whereas, LRU and BHR take more time to transfer files
than EDRA.
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5.5 Conclusion

In this chapter, an optimised EDRA strategy has been proposed and implemented.
This work shows that Hybrid Scheduling (HS), a scheduling strategy take into
account both the file access cost and workload of computing resources, which
effectively optimizes the resources usage and reduces the executing time of the job.
Moreover, the suitable choices for selecting replica can improve the performance of
grid system. The EDRA strategy has shown significant results particularly when
large number of jobs are to be executed. Moreover, EDRA perform better with
or without the presence of network traffic.

The EDRA (Efficient Dynamic Replication using Agent) is used for optimization
of replication in grid environment. In this work, the issues of BHR algorithm
have been addressed. EDRA uses RCP strategy to create number of replicas
which increases number of replicas within a region. The number of replicas is
increased at the cost of storage capacity. In the previous works based on BHR,
the assumption was that all the nodes are available all the time. Due to dynamic
nature of grid this assumption is not appropriate. The proposed algorithm checks
the availability status of particular node within region and takes the decision

accordingly. To increase the performance of EDRA, two fold scheduling policy
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has been adapted first at master node and second at head node. The scheduling

has incorporated load balancing factor which results in better execution of jobs.
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CHAPTER 6

Agent Based Replica Consistency and Conflict

Resolution

Data replication is widely used mechanism aiming at ensuring efficient access, im-
proving performance and providing quality data in data grids. The properties of file
and their replicas can vary with time resulting to inconsistency. In this chapter, an
agent based replica consistency approach, namely, Replica Consistency and Con-
flict Resolution (RCCR) has been proposed to improve the efficiency of the system.
RCCR 1is hybrid approach which is used to address the problem of inconsistency in
multi master environment. Additionally, the conflict resolution approach is intro-
duced based on vector clock and version of the replica. Finally, simulated results are
presented and compared with existing consistency approaches such as Pessimistic,
Optimistic and One-way Replica Consistency (ORCS). The simulated results de-
picts that proposed RCCR approach performs better when writeable replicas are

more likely to occur.

6.1 Introduction

In recent years, data-intensive applications and their management in distributed
environment has become crucial task in order to enhance the performance, through-
put and fast access to data. Distributed environment like data grid rely on sharing
data and resources between various scientists and researchers to execute common
tasks [? ]. Scientific applications such as high energy physics, data mining, satellite
images processing, and climate simulation, generates large amounts of data which
is stored and managed by data grids. The management and access to huge volume
of data located at various distributed locations across the data grid, degrades due
to certain network restrictions. Replication helps in maintaining and optimizing
access time and the availability of data in distributed environment. Replication

provides a means for allocating similar data at various distributed locations in
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data grid. Despite advantages of data replication technique, the main challenging
issues are consistency maintenance and conflict resolution of geographically dis-
tributed data. Replica consistency can be achieved using pessimistic or optimistic
approaches in distributed environment.[34]. Pessimistic technique provides single
copy serialization for achieving consistency in datasets. One copy serialization
uses locking technique for propagating updates across distributed files, as a result
large number of replication and frequent updates decreases the performance of
pessimistic approach. This is the reason why pessimistic technique is not suitable
in distributed environments such as grids and clouds. In optimistic replication
technique, relaxed approach is used for propagating the updates to replicas. De-
layed updates propagation helps in improving the write access even in the presence
of unreliable network link. In optimistic replication the performance of the sys-
tem decreases when frequency of the write request is very high and problem will
worsen as the magnitude of data grid grow. Moreover, if the updates are made
concurrently in multi-master environment, issue of conflict arises among the repli-
cas. There exists two methods for resolving conflicts i.e. backward and forward
conflict resolution. If the divergence among replicas is small backward conflict res-
olution method is used, in which request is simply rolled back and the client that
submitted the request is notified of the result. The client may then resubmit the
request for execution. In forward conflict resolution method, the difference among
stale data and latest data find a way of merging conflicting replicas to make all
replica in consistent state. The forward resolution method is more suitable for real
time systems such as grids since such systems must interact with a continuously
evolving environment. Roll backing to an older state is counter intuitive in dy-
namic systems like data grids and may cause transactions to miss their deadlines.
Therefore, the key issues in data grids is how the file and its replicas can be used
efficiently and effectively to reduce inconsistencies and resolving conflicts.

Main contribution of this work consists of proposal of consistency management
approach in large scale distributed system, which uses hybrid approach to take
advantage of both optimistic and pessimistic approach. The optimistic approach
enhance the performance of the system whereas the quality of service is assured
by pessimistic approach. The contribution of this research has two essential as-

pects:

(i) an agent based hybrid approach is followed for maintaining the consistency
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(i)

among replicas, which rely on access frequencies of the file.

the conflicts are handled using agents at various regions in multi master

environment.

6.2 Replica Consistency and Conflict Resolution

(RCCR) Strategy

The main goal of proposed approach is to provide efficient results by handling

inconsistencies and resolving conflicts among replicas. The proposed RCCR ap-

proach follows the steps mentioned below during the execution of the request made
by the client.

(i)

(i)

(iii)

(iv)

Request: A client submits a request for a file f;;. Request can be either

read only or write anywhere.

Execution: Request is initially handled at local level. Once the request is
deployed on a particular node, its resource utilization is monitored by IP
after every fixed interval and observed information is stored in LDB of the
head node.

Response: After execution of the request, the node provides response to
the client.

Coordination and Agreement: In this step, an agent on the head node
will update the corresponding information and propagates the results to the
other nodes containing replicas of the same file. During this phase, the
operation is scheduled for execution at all relevant nodes within the region,
and same is updated with the master node. The head node will ensure if
there is any inconsistency with in a region, it will propagate the updates to
corresponding replicas by electing leader node of the region. A node with
highest number of updates and latest timestamp is elected as a leader. After
maintaining the consistency at regional level. The information regarding the
replicas is propagated to the master node of the network. Master node is
responsible to maintaining consistency across the a single networks and also

among the masters of another network. It will check whether the all the
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Figure 6.1: High Level View of RCCR Strategy

replicas within the network are convergent, divergent or there exists some
conflicts. Convergence indicates that two replicas are in consistent state,
divergence signifies that two replicas are different by only one component.
Two replicas are in conflicting state, if at least two or more components of

a file are different.

(v) Conflict handling: If no conflicts are detected during the coordination
and agreement step, updates are integrated permanently into the GIC and
changes are made in GDB as well. If conflicts are detected, they must be

handled mutually by exchanging information among various master nodes.

6.3 Working of RCCR Strategy

A hierarchical network structure has been implemented which offers the system
with flexibility, scalability and tolerance of certain faults. The work is divided
into two parts, first the local level consistency is maintained at region and sub-
region using head node. Secondly, the conflicts and consistencies are checked
among multi-masters of various regions to ensure global consistency. A two level
architectural view of RCCR strategy is presented in Figure 6.1 and the functional
view of RCCR strategy is presented in Figure 6.2.

At Level 0: group of nodes form a region or sub-region. FEach node contains
number of replicas of several files. Each replica at level 0 contains some additional
information such as (V'Vi;, , timestamp;j, , repiq) where, V'V —is a vector for
storing version of replica p of file k located at node i of region j, timestampy;, , is

timestamp for recent update to keep track of local update and ;4 is Id of replica.
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At level 0 the consistency with in the region or local consistency is achieved. To

achieve the local consistency following steps are needed:

(i) Collection of Information: The agents on the head node start collecting
the information of all the node that belongs to a region. The collected

information are:

« Number of replicas of a file f; in the region.
« Number of requests for a file f; in the region.
. Latest version (Refyy) and timestamp (Re fiime) associated with each

replica ry, of a file f; that exist in the region.
(ii) Selection of Leader Node::

. Leader node is selected by analysing the information collected in the
previous step.
. Replica having the latest version (Refyy) and timestamp (Re fiime) is

elected as the leader node.
(iii) Propagating the Updates in the Region:

« The elected leader node is responsible for propagating the updates to

other replicas of same file in the region.
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(iv)

« The updated replicas are added to the list of leader and start propa-
gating the updates to other replicas of the sub-region of same region.

« When all replicas in the sub-region is updated, then the leader nodes
propagate updates to remaining sub-regions of the region. The multi-
ple leader nodes propagate the updates in parallel, hence reducing the

update time.

After updating all the replicas in a region the information is send to the

master node of the network, so as to propagate the updates in entire network.

At Level 1, master node acts as a representative for that network. The master

node ensure consistency at two levels. Firstly, it is responsible for converging all

the replicas to a consistent state in the entire network. Secondly, the consistency is

achieved among several networks. The global consistency among the regions uses

optimistic approach where as the local consistency at head node follows pessimistic

approach. To achieve the consistency globally across the grid system, following

steps are needed:

Case [
[ ]
[ ]
[ ]

Case 11

()
(i)
(iii)

Consistency maintenance by a single master in its network

If Divergence is there in version and timestamp between two regions.
Identify the missing operation.

Propagate the updates for missing operations to the head node region.
Master node will maintain the consistency among various regions as dis-
cussed above.

Consistency maintenance among various master nodes

If Conflict occur among replicas of a file at are located in different networks.
Selection of Representative: A master node is selected among the pool of
available master nodes on the basis of maximum number of updates.
Collaboration: A representative master node will collaborate with other
master nodes for propagating the updates of the replica.

Detection and Resolution of Conflicts: Here, divergent and conflict are two
cases for representing the inconsistencies. If the amount of inconsistency
among two replicas is small then it is divergent else there exist certain con-
flicts among two replicas of different regions. Mutual exchange of informa-

tion is done by selecting representative at global level.
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6.4 Algorithms for RCCR Strategy

The user input requests to grid system. Once the request is deployed on a par-
ticular node, its resource utilization is monitored by IP after every fixed interval
and observed information is stored in LDB. Moreover the reference vector version
Refyy and reference timestamp Refi;. is also updated as shown in Algorithm

6.1. The request is executed and results are send back to client.

Algorithm 6.1 Pseudo code for Consistency Maintenance

procedure Consistency maintenance
input: Replica Location
Refyy < ¢
Reftime — ¢
if read/write request received then
[enu] < [enu] + 1
execute operation on n;;
if read operation then
return (result)
else
Re fyy < VVijkp
Re ftime < timestamp;j,
13:  end if
14: end if

— = =
T s

For dealing with inconsistency at local level the head node will elect a leader
node as depicted in Algorithm 6.2. The leader node is selected on the basis of
latest timestamping and vector version of the file and is depicted in Algorithm
6.3. The leader node propagate its update to other replicas within a region. The
updates are propagated among regions with leader nodes. Local level consistency
follows optimistic strategy so that no divergence or inconsistency exists among

replicas.

After that information is sent to the master node to achieve global consistency.
Master node analyser (MA), an agent on master node analyses the request and
then map it to an appropriate region. An agent called request allocator (RA)
coordinates with global database (GDB) to map the request with an appropriate
region. Requests are then scheduled to head node of the allocated region based on

the information collected by request allocator (RA). Due to multi-master approach
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Algorithm 6.2 Pseudocode for electing leader node

nodej.q < 0
for all n;; in the region do
if (VVi;,, = Refyv)V (timestamp; = Refiime) then
nodejeq < nij
end if
V‘/;;jkp < V‘/;jkp U RGfVV
timestamp;j, < timestampy;, U Re ftimestamp
nodeeq + +
end for
return(consistent replicas)
: end procedure

— =
—= O

the client can make request to any master which may lead to have conflicts at
global level. If conflicts are detected, then the conflict resolution mechanism is
invoked. In this work, the conflicts are categorized as Replica Conflict and Update
Conflict.

Two updates u and u to a file f; are in conflict, if they are performed concurrently
on a replica 7;; located on some nodes. There is an update conflict state if neither
of the update has observed the effects of the other before executing. The update
conflict has a consequence which results into replica conflict. If the updates are
applied to different replicas r;;, r;, of a single file f;, they will represent different
versions of f;. This make replicas 7;; and 7, in conflict state after the updates
have been applied.

However, when a single update u is applied to a replica r;; of file f; , it does not
lead replicas in conflicting state. Though the state of r;; differs from the state
of another replica r;, until update u has been applied to r;,. As in optimistic
approach the state of two replicas can vary upto a certain time but eventually
achieve consistency with due course of time. To resolve the problem of update
conflicts a logical time-stamping is used, while the replica conflicts are taken care

by using version vectors and is depicted in Algorithm 6.3.

The complexity of the replica creation and placement algorithm is n;; Nlog(n;; N )
where n;; is number of nodes processed for placing replica and N is total number

of regions.
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Algorithm 6.3 Pseudocode for removing conflicts
1: Multicast(Refyv, Re frime)
2: if Convergence((V'Vi;, , Refyv) V (timestamp;;, Re fiim.) then
3:  convergence, no propagation

4: else

5. if Divergence((V'Vij,,, Refvv) V (timestampij, Re fiime) then
6: Divergence <— missing operations

7 V‘/ijkp — V‘/;;jk‘p U Refvv

8: timestamp;j, < timestampg;, U Re ftimestamp

9: else

10: if Conflict((V'Vy,,, Refyv) V (timestampy;, Re fiime) then
11: Mutual exchange of information by selecting leaders at global level
12: end if

13:  end if

14: end if

15: return(consistent replicas)
16: end procedure

6.5 Evaluation Parameters and Experimental

Results

The efficiency of RCCR is considered based on six performance metrics i.e. access
cost of read and write operation, percentage of accessing consistent data, amount
of update transaction, retired request rate , conflict rate and mean job execution
time. RCCR is compared with optimistic, pessimistic and ORCS approaches on
OptorSim using performance metrics mentioned in Table 6.2 with varying param-
eters as shown in Table 6.1. During simulation pessimistic approach keeps entire
replicas consistent all the times. In optimistic approach, consistency takes place
after a small interval. ORCS follows hierarchical structure where data is stored
primarily at root node and is automatically replicated to various leave nodes. Up-
dates can be made only on original data as the files at other hierarchical level are
read only. ORCS considered two issues (i) check the storage capacity of the repli-
cas and (ii) find the access frequency of the replicas. OCRS follows asynchronous
replication whereas in RCCR hybrid approach for maintaining the consistency
among the replicas is used. RCCR take advantage of both pessimistic and opti-

mistic approach. Pessimistic approach helps in ensuring consistency of the files all
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Table 6.1: Parameters Used in Simulation

Parameter Value

File size 10 MB - 1GB
Number of files 1000

Number of jobs 100

Network latency 10ms-20ms
Storage media latency 2ms-5ms
Transfer rate 50 Mb/s
Storage capacity 10PB

Table 6.2: Performance Metrics used for Simulation

Performance Metrics

Description

Access Cost
Percentage of Accessing Consistent Data
Amount of Update Transaction

Mean Execution Time
Retired Request Rate

Conflict Rate

Specifies cost for read and write operation based

on access frequency, size of file and communication cost
Specifies percentage of consistent replicas of files

at specific time interval

Number of write request performed on a file at

some time interval
Totalexecutiontime+T otal W aitingtime
Numberofcompletedrequests

Specifies the number of reissued request due to
failure or conflict

Specifies the number of times stale data is
encountered

the time whereas optimistic approach improves the system performance.

6.5.1 Percentage of Accessing Consistent Data

As compared to the Pessimistic consistency approach, during propagation phase,

the number of update message decreases considerably in proposed approach. When

RCCR strategy is implemented, the performance of the system increases signifi-

cantly. The update actions on replicas are not frequent due to hybrid approach

followed in RCCR. The replica consistency approach is applied from time to time

so that the probability of inconsistent consequences can be dealt. Consequently,

system attains a balance between consistency, performance, and availability. The
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Figure 6.3: Percentage of Accessing Consistent Data

percentage of accessing consistent data is calculated as:

Numeon,
P.ons = — x 100 6.1
Numy, 8 (6.1)

where Num,,, represents number of consistent replicas of file f; at time 7 and
Numy, is total number of replicas of file f; at time 7. Figure 6.3 shows the evalu-
ation of the percentage of reading up-to-date data at each predefined checkpoint
time interval 7 between Pessimistic, Optimistic, ORCS and RCCR consistency
approaches. Pessimistic approach almost guarantees that every single request for
read is satisfied by accessing the updated data. Optimistic and ORCS approaches
guarantee weaker consistency, so the percentage of accessing updated data is lower
than Pessimistic approach. In RCCR strategy the guarantee for consistency is
better than Optimistic strategy whereas, ORCS is marginal with Synchronous

consistency strategy.
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6.5.2 Amount of Update Transactions

In RCCR algorithm, number of update transaction decreases significantly as com-
pared to Pessimistic consistency. The number of operations for data update has
reduced, consequently enhances the performance of the system considerably. The

amount of update transaction is calculated by:
U P,,qns = number of write request executed for replicar; € f; at time 7 (6.2)

In Figure 6.4, comparison of total amount of updates for Pessimistic, Optimistic
and proposed RCCR approach has been done. As time goes by, a number of
transactions for Pessimistic consistency approach increases rapidly, whereas, in
Optimistic consistency approach, the volume of transactions increases gradually. A
number of transactions for proposed RCCR algorithm exceed the total transactions
for Optimistic approach marginally. As compare to Pessimistic consistency, the
number of transactions for RCCR algorithm reduces significantly. Also, the RCCR
consistency approach decreases cost of update transaction significantly, while the
requirements of application for consistency are fulfilled. Moreover, RCCR con-
sistency approach assures higher level of consistency than Optimistic consistency
while the transaction cost increases marginally. Consequently, a better balance

between consistency, availability, and performance is achieved.
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6.5.3 Average Execution time

Average Execution Time is calculated as ratio of time taken for complete execution
of a request, time spent by the request in waiting queue and the total amount of

requests. It can be represented as:

Zi:l(ﬂ + W)
n

Average Execution Time = (6.3)
where, n is number of requests processed by the system, 7T; is time to execute
the i request and W; is time spent by " request in waiting queue. The RCCR
along with Pessimistic and Optimistic approach was tested using 100, 200, 300,
400 and 500 numbers of requests. The comparative analysis of RCCR, Pessimistic,
Optimistic and ORCS is presented in Figure 6.5. It is apparent that execution
time of RCCR is lowest as the number of requests increases. The access time of
the file has reduced in RCCR, which moderates the waiting time. The Pessimistic
approach performs worst in all the cases whereas, RCCR performs better than

Optimistic and ORCS approaches.
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6.5.4 Access Cost

The access cost for read and write operation is dependent on number of times
request for read are made for the file f; , number of bytes processed by the request
i.e the size of the file and their communication cost. The access cost of read and

write request is defined as :

Aread =T X Sf X Ccost (64)
§ k

Awrite = Wk X Sf X Ccost + Z Z Cij (65)
i=1 j=1

where 7, is a number of read requests performed on the data file f;, wy represents
number of write requests performed on the data file f;, 0 is number of nodes
holding the replica of file and £ is number of nodes connecting link between n;

and n;. The communication cost (Ceos) is determined by:

1) k
C(cost - Z Z Cij + Pnetwork (66)

i=1 j=1

where, C; is communication cost between two node n; to n; such that n;, # n;
but are connected to each other via some communication link in the network, ¢ is
number of nodes holding the replica of file and £ is number of nodes connecting
link between n; and n;, and P,cuwork is the propagation delay of network. Figure
6.6 and 6.7 shows the comparisons of access cost for read and write operations
with various numbers of requests. When the number of read requests is more than
the write requests than Pessimistic consistency approach outperforms RCCR ap-
proach. With time when the number of write requests increases then, pessimistic
consistency approach performs worst. In proposed approach, the number of repli-
cas is limited and the updates are propagated only after a certain period of time.
This helps in limiting the use of bandwidth required to propagate updates of

replicas. Henceforth, the overall performance of the system increases.
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6.5.5 Retired Request Rate

Retired Request rate is defined as number of requests than have been reissued due
to conflict upon the total number of requests made for the file. As compared to
Optimistic approach the proposed RCCR approach has shown an improvement,
whereas, the results are marginal to Pessimistic approach. The Retired Request
rate Retgrp is calculated as:

Retpp = %@;q (6.7)
where, R,.; is defined as amount of reissued requests after failure and T'otal,, is
the total number of requests made by the client for a file. However, Total,., is
calculated as

Total,eq = i + W (6.8)

Figure 6.8 shows the evaluation of the retired request rate with respect to various
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write probability of the file. For the simplicity, an assumption has been made that
all files have same write probability. The simulation is done in batches, each batch
having different write probability. Pessimistic consistency approach guarantees
that the Retrp of each request is minimum. The number of retired requests rate
increases as the number of write request for a file increases. The proposed RCCR
approach shows a significant improvement by lowering the number of reissued
requests as compared to Optimistic approach. Retirement rate of the request is
not increasing much with respect to amount of write requests. It provides better

handling of retired requests as compared to Optimistic approach.

6.5.6 Conflicts Rate

The parameter is defined as number of time stale data of a file come across when
the update requests is made over a period of time. The conflict rate is calculated

as:
Confnum

ConfRate -
Wiep

(6.9)

where, Con fpu, is number of conflicts and W,., is number of write request of a
replica over a period of time. W,,, is calculated as:

Total,eq — Tk

Wrep - (610)

.
Figure 6.9 shows the comparison of conflict rate of replicas. The results depict the
conflict rate RCCR performed better than Optimistic approach, as the number
of write/update request increases over a period of time. As RCCR uses hybrid
approach which ensure that the performance of the system is maintained by taking
advantage of both Pessimistic and Optimistic approaches. Pessimistic approach

is not considered as there does not exist any conflict.

6.6 Conclusion

In this strategy a hybrid approach namely, RCCR is proposed and implemented
for maintaining consistency and resolving conflicts in multi-master grid environ-
ment, which take advantage of both optimistic and pessimistic approaches. The

pessimistic approach assures the quality of service and the optimistic approach
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is responsible for enhancing performance of the system. The contribution of this
work, aims to resolve conflicts through forward conflict resolution, which means
that conflicting updates are merged rather than rolled back and re-executed. The
forward resolution generates a new consistent state which is more suitable for dy-
namic environments like data grids.

The RCCR is compared with well known approaches such as Optimistic, Pes-
simistic and ORCS. Various Parameters has been considered such as percentage
of accessing consistent data, amount of update transactions, average execution
time, access cost, retired request rate and conflict rate. The results shows that
proposed RCCR approach assures consistency of replica while maintaining effi-

ciency of the system.
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CHAPTER 7

Conclusion and Future Scope

This chapter presents concluding remarks on the thesis by highlighting the principal
contributions of this research study. Referable to the potential involvement of ex-
tremely large numbers of files and their replicas located at distributed nodes, replica
management remains to be a major challenge for grid computing. A number of
issues related to it have been identified and addressed. This thesis focuses upon
replica creation, placement, selection and consistency maintenance in distributed
grid environment. To address the problem, an agent based Replica Management
Model (RMM) for efficient management of replicas has been presented. Further,
various agent based replica creation, replica placement, replica selection and replica
consistency maintenance strategies have been designed and implemented to support
RMM model. This chapter concludes the thesis by highlighting the main contribu-
tions of this research work. This chapter presents the outcome of each chapter and
then discusses the contributions of the RMM for grids. Subsequently, it focuses
upon the future scope of the study.

7.1 Conclusion

With the proliferation of scientific data, the management and access to huge data
sets at geographically distributed location become slow due to several network re-
strictions. To increase the availability of data, various data grid service providers
has increased the storage and computing resources in their data centres in order
to accommodate the user demands. The data is replicated on distributed stor-
age resources to enhance the availability data and minimize the access rate. A
crucial challenge of data grids is how to optimize the replica management issues
using available resources. Replica management in large scale distributed system
like grids is one of the most challenging and popular research topic. In this the-

sis, several replica management issues such as creation, placement, selection and

151



consistency maintenances are tackled. The major contributions of this thesis are

achieved in phases. The brief summary of each phase is as follows:

(i)

(iii)

In the initial phase, in depth review and analysis of existing research in
the area of replica management, and consistency maintenance in data grids
has been carried out as detailed in Chapter 2. The classification of related
work on various factors is also presented. More specifically, various types
of asynchronous replication strategies have been presented. This chapter
helped to identify the open challenges in the area of replica management and
consistency control in large distributed system and helps in defining research
directions. The existing literature analysis helped to identify research gaps
and challenges in the area of large and distributed datasets, and clearly

defines the research path followed in this thesis.

An optimised Replica Management (RMM) model for efficient management
of replication and consistency management is designed and developed as dis-
cussed in Chapter 3. The RMM model is layered in nature. The layered ap-
proach provides the flexibility and increase the scalability of the system. The
proposed RMM model has been devised and implemented in simulated grid
environment based on Optorsim. The RMM model support various replica
management strategies, namely, Replica Creation and Placement (RCP), Ef-
ficient Dynamic Replication (EDRA) and Replica Consistency and Conflict
Resolution (RCCR). Different use cases for each strategy is also elaborated
in Chapter 3.

An agent based efficient Replica Creation and Placement (RCP) strategy
is presented in Chapter 4. A popularity driven dynamic replica creation
and placement is developed to increase the access rate of file. The idea
behind RCP strategy is to create replicas dynamically and placing them
close to the users that frequently make requests for a particular file. The
number of replicas are restricted in each region to optimize the usage of
storage resources. The optimization of network resources such as network
bandwidth, computational and storage capacity are also provided. The RCP
strategy helps in determining the appropriate number of replicas and place
them at suitable locations. The goal of the strategy is to minimize the

replication cost, placement cost, execution time of the job and effective usage
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of network resources.

Beside creating and placing replicas efficiently, the selection of appropriate
replica is other critical issue resolved in this work. As replica selection in
data grid is an optimization problem itself. Two level replica selection strat-
egy using agents is presented in Chapter 5. The strategy is to choose the
best replica from multiple replicas with minimum cost. A replica selection
strategy based on the replica response time was presented to select the best
replica. The selection is done on the basis of certain scheduling parame-
ters such as network bandwidth, queue length, computing capacity, access
frequency etc. These parameters helps in maximising the usefulness of grid
resources. The two fold scheduling policy is also presented done first at mas-
ter node and secondly at head node. This helps in distributing the workload

among various regions of the system in a very effective manner.

The replica management strategies presented in Chapter 4 and Chapter 5
considers read only files, where no modification is done. The issue is resolved
by extending the RMM model with RCCR strategy, which allows the write
operations on the files as detailed in Chapter 6. The RCCR strategy has
been introduced to provide the consistency among the replicas of same file
distributed across the grid system. The consistency maintenance is carried
out at two levels: The strategy determine three data flow steps to manage
the consistency among replicas: (i) At first, the optimistic approach is used
for attaining the consistencies among subregions. The head node in the re-
gion need to collect information about the existing replicas locally. Then,
leader node is elected which exchange updated information among replicas
of a region to allow all the replicas converge to a coherent state. (ii) In the
second flow, every head node at upper layer will interact with their corre-
sponding head node of the region to exchange the updated information. The
information provides the global view about the replicas in the region. (iii)
The last flow consist in exchanging updated information among several mas-
ter nodes. The global consistency of the grid will be achieved after mutual
exchange of information. A hybrid approach is used to take advantage of
both optimistic and pessimistic approach. The RCCR strategy reduces the

execution time while providing the updated replicas with marginal update
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operations. Moreover the conflicts are handled very efficiently.

7.2 Scope and Future Work

The work presented in this thesis relates to replica management and consistency
control in data grids. The aim is to optimally handle the distributed replicas
and their consistencies in order to improve system efficiency. The centralized
popularity-driven replica placement (RCP) and selection (EDRA) strategies and
its adaptive in nature which aims to balance the storage utilization and access
latency trade-off by determining the frequency and degree of replication in chang-
ing grid conditions. The simplicity of the approach makes it easy to deploy on a
large number of nodes. The data in this scenario is read-only and so there are no
consistency issues. This assumption holds at least reasonably for grid applications
where data updates are expected to be infrequent.

Another important aspect of replication-based systems is the protocol used to
maintain consistency among replicas. The updates are delivered from the orig-
inal copy to all replicas, in which each head node receives the updates from its
parent and is responsible for further distributing the updates to its children. The
main issue in such systems is maintaining scalability with large numbers of repli-
cas distributed over the grid while maintaining the same view of all replicas (i.e.
consistency). It is assumed that in grid applications, updates to the data are
infrequent and that the consistency can be more relaxed than in, for example,
high-performance commercial databases.

Moreover, in this work hierarchical structure is used. Not all potential applications
fit this sort of data model. In some cases, data can be collected at multiple sites,
replicated to other locations, and then shared among collaborators. This type of
replication scenario can be found, for example, still within the E-science domain
in the gravitational wave community, where there are multiple detectors (two in
the US and two in Europe) [39]. This proposed replication scheme can be fit into
a peer-to-peer organization model as other non-E-science applications (e.g. media
content distribution). Further this can be extended to resolve the replica man-
agement problem and consistency maintenance in distributed environment such
as smart grid, Internet of Things (IoT) etc.

With growing alternative energy resources and poorly evolved power delivery in-
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frastructure, smart grid are emerging as a feasible alternative. A smart grid is
an electrical grid which includes a variety of operational and energy measures in-
cluding smart meters, smart appliances, renewable energy resources, and energy
efficient resources [145]. The dynamic resources and the distributed architecture
offers processing of huge volume of data at several locations. The management and
processing of large data is a crucial problem in distributed environment. Repli-
cation provide solution for managing large data produced by placing at different
locations and processing them parallel at various locations. The Internet of Things
(IoT) is a networking paradigm where interconnected, smart objects continuously
generate huge volume of data and transmit it over the Internet. The Internet
of Things presents a new set of challenges for database management systems,
such as absorbing large volumes of data in real time or near real time, processing
events as they flow rather than on a schedule of fixed intervals and dealing with
significantly larger volumes of data than those often encountered in enterprise ap-
plications [146]. An IoT database should be fault tolerant and highly available. If
an object in the database cluster is down, the database service should still be able
to accept read and write requests. Distributed databases make copies, or replicas,
of data and write them to multiple servers. In the case of the failure of one of
the servers that stores a particular dataset, then one of the other servers storing
a replica of this dataset can respond to a read query. Regarding write requests,
if the server that would normally accept a request is down, another node in the
server cluster can accept the request and forward it to the target server when it

is back to an operational status.
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