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Abstract

Network Security is becoming an important issue for all the organizations, and with the
increase in knowledge of hackers and intruders they have made many successful
attempts

to bring down high-profile company networks and web services. With the recent
advances in the field of network security a technique called Intrusion Detection System
are develop to further enhance and make your network secure. It is a way by which we
can protect our internal network from outside attack, and can take appropriate action if
needed. Using intrusion detection methods, information can be collected from known
types of attack and can be used to detect if someone is trying to attack the network.
Both open source and commercial tools are available for detecting intrusion in a
network, many vulnerability assessment tools are also available in the market. Many
techniques are there to detect intrusion in a network like signature matching, anomaly

based and others.

The thesis starts with the introductive study of various kinds of attacks in the network
and then different tools to protect network from various malicious activities are studied.
Then the detailed analysis of IDS is carried out. IDS components, types were studied
based upon different factors. After that Snort network based intrusion detection is
studied and analyzed. Its rule making process is discussed. In the end live traffic is
captured using Snort itself and using wireshark also and the traffic is analyzed with the
help of Snort. Rules are created in Snort. Finally a front end is created to implement

Snort in a GUI based environment. The front end is used in the live environment.
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Chapter 1

Introduction

1.1 Introduction to network security
With the introduction of the computer, the need for protecting files and other information
stored on the computer became evident. This is especially the case of shared system, such
as time sharing system, and the need is even more acute for systems that can be accessed
over a public telephone network, data network, or the Internet.
Nowadays, security is considered as one of the most critical parameter for the acceptance
of any networking technology. Information in transit must be protected from
unauthorized release and modification, and the connection itself must be established and
maintained securely. Detection of illegitimate traffic is one of the goals of
communication security and seeks to prevent an eavesdropper from gaining any
meaningful information about network users’ behavior or objectives by observing the
legitimate traffic on the network.
To protect the enterprise, security managers have deployed a variety of technologies.
While these technologies are useful for defending corporate assets, they have limitations.
For example, firewalls may be configured to block certain types of traffic, but attackers
still find ways to exploit legitimate traffic types to mount their attacks. To ensure the
security of network, the following major security objectives of any application have
paramount importance [1].
e Confidentiality: It means that certain information is only accessible to those who
have been authorized to access it.
e Integrity: Integrity guarantees that a message being transferred is never
corrupted.
e Availability: Availability ensures the survivability of network services despite
denial of service (DoS) attacks.
e Authenticity: Authenticity is essentially assurance that participants in

communication are genuine and not impersonators.



e Non-repudiation: Non-repudiation ensures that the sender and the receiver of a
message cannot deny that they have ever sent or received such a message.

e Authorization: Authorization is a process in which an entity is issued a credential
by the trusted certificate authority.

e Anonymity: Anonymity means that all the information that can be used to
identify the owner or the current user entity should be kept private and not

distributed to other communicating parties.

1.2 Attacks in network

A useful means of classifying security attacks, used both in X800 and RFC2828, is in
terms of passive attacks [2] and active attacks [2].

1.2.1 Passive attacks

Passive attacks [2] are in the nature of eavesdropping on, or monitoring of, transmissions.
The goal of the opponent is to obtain information that is being transmitted. Two types of
passive attacks are release of message contents and traffic analysis.

The release of message contents is easily understood. A telephone conversation, an
electronic email message and a transferred file may contain sensitive or confidential
information. One would like to prevent an opponent from learning the contents of these
transmissions.

A second type of passive attack, traffic analysis is subtler. Suppose that there is a way of
masking the contents of messages or other information traffic, so that opponents, even if
they captured the message, could not extract the information from the message. The
common technique for masking contents is encryption. If one had encryption protection
in place, an opponent might still be able to observe the pattern of this message. The
opponent could determine the location and identity of communicating hosts and could
observe the frequency and length of messages being exchanged. The information might
be useful in guessing the nature of the communication that was taking place.

Passive attacks are very difficult to detect because they do not involve any alteration of
the data. Typically, the message traffic is not sent and received in an apparently normal
fashion and the sender nor receiver is aware that a third party has read the message or

observed the traffic pattern. However, is feasible to prevent the success of the attacks,



usually by means of encryption. Thus, the emphasis in dealing with passive attacks is on

prevention rather than detection.
1.2.2 Active attacks
Active attacks [2] involve some modification of data stream or the creation of a false

stream and can be subdivided into four categories:

Masquerade: A masquerade takes place when one entity pretends to be a
different entity. A masquerade attacks usually includes one of the other forms of
active attacks. For example, authentication sequences can be captured and
replayed after a valid authentication sequence has taken place, thus enabling an
authorized entity with few privileges to obtain extra privileges by impersonating
an entity that has those privileges.

Replay: Replay involves the passive capture of a data unit and its subsequent
retransmission to produce an unauthorized effect.

Modification of messages: Modification of messages simply means that some
portion of a legitimate message is altered or that messages are delayed or
reordered, to produce an unauthorized effect. For example, a message meaning
“Allow John Smith to read confidential files account” is modified to mean “Allow
Fred Brown to read confidential file accounts”.

Denial of service: The denial of service prevents or inhibits the normal use of
management of communications facilities. This attack may have a specific target,
for example, an entity may suppress all messages directed to a particular
destination (e.g. the security audit service). Another form of service denial
disruption of an entire network, either by disabling the network or by overloading

it with messages so as to degrade the performance.

1.3 Types of attacks

In terms of the relation intruder-victim, attacks are, internal, coming from own

enterprise’s employees or their business partners or customers and External, coming from

outside, frequently via the internet.

SYN flooding: “SYN flood” attack is a denial-of-service attack by sending a

large amount of SYN packets to a network or a server [3]. The attack packets



usually have spoofed source addresses to hide the real attacking sources and
also make defense much harder. For simplicity, from now on we call the victim
of a SYN flood attack as a server. It is relatively easy to detect whether or not a
server is under SYN flood DDoS attack by observing the existence of excessive
amount of 1/2 open transmission control protocol (TCP) connections. However,
filtering SYN attack packets is very hard: a filtering-based defense system must
be able to detect individual incoming SYN attack packet based only on its
packet header, even though all fields in the packet header can be arbitrarily
modified by attackers.

e  Packet sniffers: Packet sniffing [4] is a method of tapping each packet as it
flows across the network; i.e., it is a technique in which a user sniffs data
belonging to other users of the network. Packet sniffers can operate as an
administrative tool or for malicious purposes. It depends on the user’s intent.
Network administrators use them for monitoring and validating network traffic.

e Viruses: A small piece of software that replicates itself on real programs and
runs every time a program runs .Most can reproduce and attack other programs.
Trojan horses: A computer program that contains hidden functions that can
exploit the privileges of the user running the program . Can erase the disk,
send your credit card numbers, and password to the hackers.

e Spyware: Spyware is a new type of potentially unwanted programs the goal of
which is to monitor users’ online behaviors without user consent [5]. Users
infected with spyware commonly experience severely degraded reliability and
performance such as increased boot time, sluggish feel, and frequent application

crashes.

1.4 Phases of attacks

A professional attacker will thoroughly investigate the target systems, and ensure that
everything is safe for the attack without being detected. Then they attack in a very
structured manner while consistently monitoring the effect.

All successful intrusions share the following characteristic phases [6]:

¢ Reconnaissance, Assessment and Strategy



e Exploitation and Invasion
e Maintaining Access
e Operations

» Reconnaissance, Assessment and Strategy: Reconnaissance, or Recon, is the act
of scoping out a target. This information gathering stage is the most important
step an attacker takes, and all key information is considered. The Assessment and
Strategy stage is the sorting of the gathered data to piece together an idea of what
the hacker is attacking. Recon can go undetected for considerable lengths of time
and the Assessment and Strategy stage is often completely undetectable, as it is
usually done without contact with the target. These two stages are assessed
together because Recon is the part of the act that involves interaction of some sort
with the target, and the Assessment and Strategy stage is usually done remotely
by reviewing the gathered data. To launch successful attacks, attackers need
information about the topology of the network, about accessible network services,
about software versions, about valid user/password credentials, and about
anything else that will help them succeed in their effort.

» Exploitation and Invasion: Once an attacker has gathered enough information
and has pieced together a reasonable amount of information about the network or
system they are attacking, and have devised an initial plan of attack, it is then
possible to begin the Exploitation and Invasion stage. At this point, the attacker
uses the gathered knowledge and attempts to access the server through the
channels that were found open. In this phase, the intruder has gained access to
desired system facilities. Penetration and exploitation create a spiral of increasing
intruder authority and a widening circle of compromise. For example, penetration
at the user level is typically a means to find root-level vulnerabilities. User-level
authorization is then employed to exploit those vulnerabilities to achieve root-
level privileges. Finally, compromise of the weakest host in a networked system
allows that host to be used as a stepping-stone to compromise other more
protected hosts. The success of this stage is mainly depends on the time spend on

the recon stage and the experience of the attacker in well assigning the target host.



» Maintaining Access: Once an attacker has penetrated the network (or if the
attack is an inside job) steps are usually taken to make future accesses easier to
conduct. This often includes installing a back-door program, but sometimes may
be something as simple as setting up a home base under a seldom-used account
name or identifying a mis-configured user account with suitable permissions to
use to regain entry. Attackers install tools and manipulate existing software on a
system to maintain access to the machine on their own terms. They install
backdoors, apply “rootkits” (the process of substituting binary executables with
nasty variations), and sometimes even manipulate the underlying kernel itself to
hide their evil deeds. Attackers also cover their tracks by hiding files, sniffers,
network usage, and running processes. Finally, attackers often alter system logs,
all in an attempt to make the compromised system appear normal.

» Operations: This is the most dangerous part of a penetration; the attacker has all
the access required to carry out his/her plan. If it is a spy operation, data could be
sent to a remote collection repository. While this process does not give a concrete
damage, it can damage the trust on the organization, and this will be reflected to
the finance of that organization. Sometimes, this financial effect could be so
harmful that it could lead to the bankruptcy of that organization. If the attack is a
system-mapping reconnaissance mission, existing levels of access may be used to
compromise more systems on the network. This mapping process can be used to
find out the weaknesses of the systems to gain access to them. Then, those
compromised systems, then, can be used to create a distributed denial of service
(DDoS) attack. Or, that attack may be the first step for a spy operation and the
compromised system could be used to gain access to more important systems on
the network that could not be directly accessed. Understanding the stages of
attack process is central to effective defense. In fact, security administrators can
take advantage of inherent flaws in the attack process to actually prevent attacks
before they reach to its target. Just as attackers exploit vulnerabilities in the
network to mount attacks, security administrators can exploit vulnerabilities in the

attack process to protect themselves.



1.5 Network security tools

Similar to physical security, information security managers have utilized multiple
technologies to keep their network safe. However, as an effect of the improvements in
technology, networks are now connected to one or more outside networks — including, of

course, the Internet. Hence, the corporations face with a wide range of threats. So,

security managers are under a lot of pressure to prevent any penetration to the network
perimeter. Similar to the physical security, there are numerous security tools to
help security managers in setting up complex protection strategy plans for their
computer systems. Mostly common ones are commented subsequently.

1.5.1 Firewalls

Firewall [7] is a hardware or software solution implemented within the network to
enforce security policies by controlling network access. The traditional function of
firewalls has evolved from the original function of protecting a network from
unauthorized external access. Today's firewalls inspect and filter traffic arriving or
departing a network by comparing packets to a set of rules and performing the matching
rule action, which is accept or deny. In general, firewalls can offer data privacy
(confidentiality), integrity, and availability.

A firewall is often seen as the first step toward a network security solution. Firewalls
must be installed at the choke points to control network traffic and implement network
security policy of the organization for its external network connections, especially for the
Internet. Because many Internet-based services are inherently insecure, a firewall must
help an organization to disable some services and restrict others according to the
organizational security policy.

As it can be seen from Figure 1.1, firewall can act as a wall between the two networks.
The person want access to the either network has to pass this wall before entering. A
firewall is a system that is set up to control traffic flow between two networks. Firewall

prevents what IDS detect



Firewall The Internet 2 \
Firewalls are most effective when closely _
managed and in a multi-layered config-
uration similar to that depicted here,
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& S

A
Workstabons

Fig 1.1: Firewall [7]

There are various firewall products but they are grouped into three major types based on
their mechanisms: packet filtering, stateful inspection, and proxying.

e Packet filtering: Packet filtering is a mechanism that control which packets can
go to and come from a network by examining their headers. There are no
content-based decisions. The decision is solely based on the packet headers
which include source address, destination address, type of traffic (such as TCP,
UDP, ICMP), and characteristics of the transport layer communications sessions
(such as source and destination ports). Packet filters are associated with
interfaces therefore, the interface that the packet comes from or will go through
can be restricted. Packet filter firewall can have rules such as; letting some hosts
send email via SMTP (Simple Mail Transfer Protocol) or not letting any outside
host connect to an internal host using Telnet.

e Stateful inspection: Another technology, stateful inspection, evolved from the
need to accommodate certain features of the TCP/IP protocol suite. In essence,

stateful inspection firewalls are packet filter firewalls with the connection status



awareness capability. This awareness is done by making a dynamic list of active
connections between hosts, called state table. A packet that does not belong to
an active connection and is not a connection request is refused by the firewall. A
packet that belongs to an active connection is allowed through, bypasses the
firewall rules, therefore optimizing the inspection process.

e Proxying: Proxying is a mechanism that provides all internal hosts the external
(untrusted) network access while appearing that a single host accessing the
outside. Since all connection to the external network be done by a single host,
deep packet inspection is possible before passing packets to internal hosts.
Proxying examines source address, destination address, protocol used, source
port, destination port and also payload (content) of packets.

The advantages and disadvantages of firewall are given below:
» Advantages of Firewalls: Following are the advantages of Firewalls:
i.  Firewalls can stop non-legitimate traffic at first point.
ii.  Firewalls can filter protocols and services that are either not necessary or
that cannot be adequately secured from exploitation.
iii. A firewall can “hide” names of internal systems and internal network
schema, thereby revealing less information to outside hosts.
iv.  Firewalls can concentrate extended logging of network traffic on one
system.
» Disadvantages of Firewalls: Following are the disadvantages of Firewalls:
i.  Firewalls utilize manually configured set of rules to differentiate legitimate
traffic from non-legitimate traffic,
ii.  Once a static policy is defined, the firewall can’t react to a network attack —
nor can it initiate effective counter-measures [8].
iii.  Most firewalls do not analyze the contents of the data packets that make up
network traffic.
iv.  Firewalls cannot prevent attacks coming from Intranet [8].
v.  Filtering rules of the firewall are usually very simple, so firewall cannot

prevent attack coming from application layer, and cannot prevent virus also

[8].



1.5.2 Intrusion Detection System
A second layer in the perimeter defense is intrusion detection systems [9]. The purpose of
an Intrusion Detection System is to detect both external attacks and internal misuse of
computer and network resources or information residing in these resources. As it can be
seen from Figure 1.2 below IDS protects the internal as well as external network from
outside attack .In the physical analogy, an Intrusion detection system is equivalent to a
video camera and motion sensor detecting unauthorized or suspicious activity and
working with automated response. These devices, similar to firewalls, inspect incoming
and outgoing network traffic. Unlike firewalls, however, they do not alter the traffic flow
by dropping or passing certain packets. Rather, they look for malicious traffic that may be
indicative of an attack or other misuse and log an alarm with specific data for
administrative review. IDS can be divided into two general types known as anomaly
detection and misuse detection [10]. The main challenge in intrusion detection is that of
separating anomalous events from normal events.
An ideal Intrusion Detection System needs to satisfy two criteria:

e It must be able to correctly identify intrusions

e It must not identify legitimate action in a system environment as an intrusion.

Intrusion detection | IE i
| ‘=—-ﬁ_—..--
WWW server o
Deskiop
g:;l\%ork Internal
Illter'matLj Network
Firewall Firewall
]
DINS server

Fig 1.2: Intrusion Detection System [11]
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The advantages and disadvantages of IDS are as follows:

» Advantages of IDS :Intrusion detection systems are advantages because of the

following:

The deployment of network-based IDSs has little performance impact upon
an existing network,

Host-based IDSs are able to monitor events local to a host.

IDSs can allow security managers, regardless of their level of security
expertise, to track security problems on their systems, initiating incident

handling procedures.

> Disadvantages of IDS: Intrusion detection systems are disadvantageous because of

the following reasons.

Vi.

Vii.

IDSs have a tendency to generate “false positives”. That is, they frequently
generate alerts about an attack when none is taking place,

The only way to eliminate false positives would be to tune the system down
to the point where it would also ignore real attacks — yielding “false
negatives” — an obviously unacceptable approach.

IDS must be closely monitored and continually fine-tuned to the usage
patterns and vulnerabilities discovered in its deployed environment. Such
maintenance typically consumes a fair amount of administrative resources
and effort,

A substantial amount of time may pass between the attack and the
remediation, allowing the attacker to do irreversible damage in the
meantime,

Any IDS system that relies exclusively on documented attack profiles will
be vulnerable to new, as-yet-undocumented attacks.

IDS is passive and reactive, its main goal is to detect attack actions, not to
prevent them [8].

There are higher misinformation rate, it is difficult to make the detector and

access control policy more exact and effective [8].
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1.5.3 Honeypots
Honeypots [12] are highly flexible security tools with different applications for
security. Unlike Firewalls or IDS, Honeypots do not solve a specific problem. Instead,
they have multiple uses, such as prevention, detection, or information gathering.
Honeypots only capture bad activity; any interaction with a honeypot is most
likely unauthorized or malicious activity. Thus, honeypots collect small data sets having
high value, as the data set contains only the attacks. This means it’s much easier to
analyze the data a honeypots collects and derives value from it. Honeypots are designed
to:

e Divert an attacker from accessing critical systems.

e Collect information about the attacker’s activity.

e Encourage the attacker to stay on the system long enough for security managers

to respond.
Honeypots are highly flexible security tools with different applications for security.
Unlike firewalls or IDSs, honeypots do not solve a specific problem. Instead, they have
multiple uses, such as prevention, detection, or information gathering. There are various
implementations but they all share the same concept: a security resource that should not
have any production or authorized activity. Theoretically, a honeypot should see no
traffic because it has no legitimate activity. This means any interaction with a honeypot is
most likely unauthorized or malicious activity. Any connection attempts to a honeypot
are most likely a probe, attack, or compromise. This is what a honeypot is, it is a security
resource whose value lies in being probed, attacked, or compromised. Honeypots in a
network should not affect critical network services and applications. Those series of
characteristics distinguish honeypots clearly of other solutions of security.
Honeypots only capture bad activity; any interaction with a honeypot is most likely
unauthorized or malicious activity. Thus, honeypots collect small data sets having high
value, as the data set contains only the attacks. This means it’s much easier (and cheaper)
to analyze the data a honeypot collects and derives value from it
Honeypots can be divided into two types:
e Production honeypots: The purpose of production honeypots is to protect the

organization; they directly increase resource security. Research honeypots, on the
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other hand, have a primary purpose of gathering information on attackers. This
information indirectly helps secure a network. In general, deploying production
honeypots is easier and entails less risk, but such honeypots also capture less
information about their attackers. Production honeypots help secure organizations
in one of three ways—preventing, detecting, or helping them respond to attacks.

e Research honeypots: Research Honeypot is run by a volunteer who gathers
information about the motives and tactics of intruders and attackers. It is used to
research the threats organizations face, and to learn how to better protect against
those threats. Research Honeypot is more complex to deploy and maintain,
capture extensive information, and is used primarily by research, military, or
government organizations. That information can be used in early warning and
prediction, law enforcement or understanding trends in attacker activity. [12]
Some of the advantages and disadvantages associates to them are described as:

» Advantages of Honeypots: Various advantages of Honeypots are as the following:

i.  Honeypots lure attackers by presenting a more visible and apparently
vulnerable resource than the enterprise network itself. Thus, they distract
attackers from more valuable hosts on the network.

ii.  Honeypots are useful for detecting attacks, since they provide a single point
for security managers to monitor for evidence of anomalous activity.

iii.  Honeypots are useful for forensics, since they can be specifically designed
to retain data pertaining to an attack.

iv.  Honeypots allow in-depth examination of attacks during and after
exploitation of the targets.

v.  Unlike most security technologies (such as IDS systems) honeypots work
fine in encrypted or IPv6 environments.

vi.  Honeypots can provide early warning about new attack and exploitation
trends.
» Disadvantages of Honeypots: Various disadvantages of Honeypots are as the
following:
i.  Honeypots can only track and capture activity that directly interacts with

them.
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ii.  They have limited view field, they capture activity which is directed
towards them [13].
iii.  Honeypots are not especially effective at attack prevention.
iv.  Honeypots have the risk of being taken over by the attackers and being
used to harm other systems.
v. A honeypot may offer as its highest value nothing more than a learning
experience (that is, you may not catch any attackers).
vi.  Honeypots are not able to prevent new attacks [13].
1.5.4 Network-based Antivirus systems
Fourth security technology being used by many organizations is network-based antivirus
systems. Network-based antivirus [14] systems are solutions that are installed on a
gateway between two networks to prevent the spreading of viruses across the network.
The limitations of host-based antivirus software demonstrate the need for properly
implemented network-based antivirus systems that allow security managers to deploy
comprehensive antivirus protection faster, and guard against the rise of threats that
endanger networks as they spread by exploiting known vulnerabilities.
Network-based antivirus systems are installed in the DMZ (Demilitarized Zone) in order
to capture and compare incoming and outgoing packet contents to a database of known
virus signatures. Unfortunately, network-based antivirus systems have to operate under
much more difficult constraints than host-based antivirus systems have to. Files are
transported over networks in the payload portions of packets, each containing a small
chunk of the file. A typical packet payload on the Internet is approximately 1,500 bytes in
length. However, many viruses are substantially longer than 1,500 bytes, and can exceed
100K bytes in length. As a result, it is not sufficient for network-based antivirus systems
to simply scan each packet individually. If a virus is longer than 1,500 bytes, and the
signature for the virus relies on patterns that occur in portions of the packet that are
separated by more than 1,500 bytes, then a packet-by-packet scan will never detect it.
Therefore, several methods are used to detect viruses:
e Signature-based: Signatures are patterns of bytes that are unigue to a particular
virus. Signature-based antivirus products are composed of two key elements: a

database that contains the signatures for known viruses, and a scanning engine
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that compares files under investigation with the signatures in the database to
detect a match indicating the presence of a virus. However, virus codes can be
encrypted, which randomizes the code and makes it much harder to develop a
signature. Moreover, there are polymorphic viruses, which actually modify
themselves slightly at each replication, further complicating, and in some cases
defeating the ability of antivirus vendors to develop signatures.

e Heuristic scanning: Heuristic scanning looks for patterns of known bad
behavior, rather than looking for a specific virus signature. For example, some
viruses read and write certain files or execute certain operations in a way that
would never be found in legitimate programs. The sequences of operations that
constitute these behaviors can also be used to develop so-called heuristic
signatures, which enable antivirus engines to detect some viruses without an
explicit signature.

The advantages and disadvantages of network-based antivirus systems are
summarized below:
» Advantages of network-based Antivirus systems: Advantages of Network
based Antivirus systems are:

i.  Network-based antivirus systems provide a single barrier behind which
all hosts are protected.

ii. A single update of the signature database or scanning algorithms on the
network-based antivirus gateway protects all of the systems on either
side from viruses flowing in either direction.

iii.  Network-based antivirus systems greatly reduce the risk that an
unprotected host will be compromised, and mitigate the risk of memory-
resident and other viruses that are a challenge for host-based antivirus
systems.

iv.  Network-based antivirus systems reduce the load on email servers by
eliminating infected emails before they reach the servers,

v.  Network-based antivirus systems are well positioned in the network to
scan Web and other traffic that tends to bypass conventional host-based

antivirus systems.
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» Disadvantages of network-based Antivirus systems: Disadvantages of Network
based Antivirus systems are:
I.  For a typical file, many millions of comparisons may be required to
determine if it is free from infection.
ii.  Larger signature databases and longer, more complex signatures require
more time for an antivirus system to scan and reduce the performance.
iii.  Network-based antivirus systems have to scan packets after
reassembling them in buffers that can cause the drop of packets when
the buffer is full.
iv.  Network-based antivirus systems typically employ dedicated platforms

that have their own vulnerabilities.

In this chapter various types of attacks are studied, a brief study of “how a professional
attacker attacks on network” is carried out. Different types of network security tools are

discussed with their advantages and disadvantages.

In the next chapter the detail of one of the network security tool called “Intrusion
Detection System” is given. The structure of IDS, its functions, IDS classifications and its

limitations are discussed.
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Chapter 2

Detail of Literature Survey

2.1 Introduction to IDS

This section is the output of the literature survey on Intrusion Detection Systems. The
goal is to give details about IDS and their types how IDS works and its architecture.
Intrusion Detection can be defined as the act of detecting actions that attempt to
compromise the confidentiality, integrity or availability of a resource. More specifically,
the goal of intrusion detection is to identify entities attempting to subvert in-place

security controls.

2.2 Structure and architecture of I1DS: Various components of IDS can be seen
from figure 2.1. IDS components [15] are explained as:

e Data gathering device: Responsible for collecting data from the monitored
system. Act as an agent who continuously watches or monitors the network in
real time. Example types of input to a sensor are network packets, log files, and
system call traces. Sensors collect and forward this information to the analyzer.

e Detector: Processes the data collected from sensors to identify intrusive
activities and uses a system of rules to generate alarms from security events
received.

e Knowledge base: Contains information collected by the sensors but in
preprocessed format (e.g. knowledge base of attacks and their signatures,
filtered data, data profiles, etc.). This information is usually provided by
network and security experts. In database all the information about the attack
signatures or pattern should be present that are previously detected. When the
sensor detects some kind of malicious activity or signature it matches it with the
current database, and report to attack response module.

e Configuration device: Provides information about the current state of the

Intrusion Detection System.
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e Response component: Initiates actions when an intrusion is detected. These
responses can either be automated or involve human interaction. Based upon the
type of configuration the Response Module can either send an alarm or an email
notification about the intrusion detected to the administrator

Knowledge base Configuration [« o o0
State
Swystem State -
i Response
Detector — ID Engine : > . P
Alarms Component

f E~ents 1

Data gathering (sensors)

|
|
1
I
' Raw data ‘

Information Source - Monitored System

Fig 2.1: IDS Architecture [15]

2.3 Functions of IDS

The purpose of an Intrusion Detection System (IDS) is to detect both external attacks on
and internal misuse of computer and network resources or information residing in these
resources. The main challenge in intrusion detection is that of separating anomalous
events from normal events. Anomalous events can include actual attacks against a
computer system or more subtle and hence difficult to detect, probes that are aimed at
information reconnaissance. Another challenge in ID is that of false positives. False
positives in ID occur when an IDS reports an intrusion as occurring when in fact it has
not. It has been argued that it is actually this false alarm rate that is the limiting factor in a
IDSs performance. The intent of a network IDS is to guide the analyst towards network-
events that are malicious. Following are some of the functions an IDS provides [16]:

e Monitoring and analysis of user and system activity.

e Auditing of system configurations and vulnerabilities.

e Assessing the integrity of critical system and data files.
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Recognition of activity patterns reflecting known attacks.

Statistical analysis for abnormal activity patterns.

Operating system audit trail management, with recognition of user activity
reflecting policy violations.

Some systems provide additional features, including: Automatic installation of
vendor-provided software patches.

Installation and operation of decoy servers to record information about

intruders.

2.4 Reasons to acquire and use IDS

IDS have gained acceptance as a necessary addition to every organization’s security

infrastructure. Since they are first put on the security market, those organizations have

several compelling reasons to acquire and use IDSs. Some of them are listed below:

To prevent problematic behaviors by increasing the perceived risk of discovery
and punishment for those who would attack or otherwise abuse the system.

To detect attacks and other security violations that is not prevented by other
security measures.

To detect and deal with the preambles to attacks (commonly experienced as
network probes and other reconnaissance activities).

To document the existing threat to an organization.

To act as quality control tool for security design and administration, especially
for large and complex enterprises.

To provide useful information about intrusions that take place, allowing detailed

analysis, recovery, and correction of causative factors.

2.5 Taxonomy of IDS:

A taxonomy presented below discusses the intrusion detection methods on the basis of

six criteria to classify IDS. Figure 2.2 presents the taxonomy of Intrusion Detection

System on the bases of six different criteria. Intrusion Detection Systems can be

classified on the basis of data source, processing, time of detection, environment,

architecture, and reaction which are shown in figure 2.2.
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The criteria for discussing various types of Intrusion Detection Systems are discussed in

detail as following:

Data source: IDSs typically perform extensive logging of data that is related to
detected events. These data can be used to confirm the validity of alerts, investigate
incidents, and correlate events between the IDS and other logging sources. On the
basis of data source IDS can be of following types:

Host-Based IDS: HIDS shown in figure 2.3 is an intrusion detection system which
monitors the characteristics of a single host and the events occurring within that host,
for suspicious activity. Host intrusion detection systems are installed locally on host
machines making it a very versatile system compared to NIDS. HIDS can be
installed on many different types of machines namely servers, workstations and
notebook computers. Examples of HIDS include OSSEC [17] and Tripwire [18].

Computenr

Fig 2.3: HIDS [16]

Network-Based IDS: NIDS shown in figure 2.4 is an intrusion detection system
that applies a network based approach towards an intrusion [19]. In this system
we assign a server node for a part of the network. Now if we need to send some
data to any node of that specific part of the network, then we send it to the server
and then the server redirects the data to its original destination. The server has the
system installed in it to detect an intrusion. So, the server detects it and discards
the data if it is an intrusion. Otherwise it sends the verified data to the destination

node. Example includes Snort [27] and Bro [20]
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Fig 2.4: NIDS [16]
iii.  Hybrid: Hybrid intrusion detection systems are the systems in which both host
based and network based intrusion detection systems can be used simultaneously.

e Processing: Once required data collected, an IDS analysis engine processes these
data in order to identify intrusive activities. On the basis of processing of data
Intrusion Detection Systems are of following types:

i.  Misuse detection: The main object of misuse detection [21] focuses to use an expert
system to identify intrusions based on a predetermined knowledge base. Misuse
detection can be performed with following methods:

a) Signature based: Matching available signatures in its database with collected
data from activities for identifying intrusions.

b) Rule based: Rule based system [22] uses a set of “if-then” implication rules to
characterize computer attacks.

c) State transition: In this approach IDSs try to indentify intrusion by using a
finite state machine that deduced from network. IDS states correspond to

different states of the network and an event make transit in this finite state
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machine. An activity identifies intrusion if state transitions in the finite state
machine of network reflect to sequel state.
Stateful protocol analysis: This method compares predetermined profiles of
generally accepted definitions of benign protocol activity for each protocol state
against observed events to identify deviations.
Anomaly detection: This method works by using the definition “anomalies are not
normal”. There are many anomaly detection that proposed algorithms with
differences in the information used for analysis and according to methods that are
employed to detect deviations from normal behavior. But the most important object
is the anomaly detector that must be able to distinguish between the anomaly and
normal behavior properly.

a) Statistical based methods: Statistical methods monitor the user/network
behavior by measuring certain variables statistics over time

b) Distance based methods: These methods try to overcome limitations of
statistical outlier detection approach when the data are difficult to estimate in
the multidimensional distributions.

c) Rule based: In rule based systems, IDSs have defined the knowledge of
normal behavior of user/network and identified intrusion by comparison this
predefined normal behavior with user/network current activities.

d) Profile based methods: This method is similar to rule based method but in this
type, profile of normal behavior is built for different types of network traffics,
users, and all devices and deviance from these profiles means intrusion.

e) Model based methods: Other approaches based on deviance normal and
abnormal behavior is modeling them but without creating several profile for
them. In model based methods, researchers attempt to model the normal
and/or abnormal behaviors and deviation from this model means intrusion.

Time: In time aspect consideration, IDSs have two main groups: online IDS that tries
to detect intrusion in real time (or near real-time) as when the live network traffic
coming over network and off-line IDS that performs post-analysis data for detecting

intrusions means the data is first collected and then analysis is performed.
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Environment: Easy accessibility condition in this kind of networks causes their
vulnerability against wired networks to high. The level of vulnerability has made it
necessary to consider security issues in wireless networks more than before and
nowadays new group added to IDS categories for Wireless networks that named
WIDS (Wireless Intrusion Detection System). WIDS which monitors wireless
network traffics and analyze them to identify suspicious activity involving the
wireless networking protocols. Wireless network have two main groups: with
infrastructure (e.g. WLAN) and without infrastructure (e.g. Adhoc). Intrusion
Detection in wireless networks with infrastructure is similar to regular IDS that exist
in wired network. But in wireless network without infrastructure has different
situation for performing security issues, because in these types of wireless networks
there are specific protocols used in them that challenge regular 1DS to work properly
in networks with these protocols. In this kind of wireless networks, detecting
intrusion differ from wireless networks with infrastructure because tasks perform
distributed frequently and necessary to improve regular IDS methods for these types
of wireless networks.

Architecture: Most intrusion detection systems are centralized architecture and
detect intrusions that occur in a single monitored system/network. But nowadays
several attacks appear that have distributed architecture and centralized processors are
not able to process collected data from massive network or distributed attacks
(e.g.DDo0S). In centralized IDS, the analysis of data is performed on a fixed number
of locations. But in distributed IDS (DIDS) the analysis of data is performed on a
number of locations that is commensurate to number of available systems in network.
In wireless network without infrastructure one force to use DIDS because one can’t
set a fixed location/host for using centralized IDS. Recently, New methods appear in
distributed IDS categories with name GIDS (Grid Intrusion Detection system), which
uses Grid computing resources to detect intrusion packets.

Reaction: Regularly, IDSs react against attacks passively [24]. IDSs have passive
reaction and simply inform administrator of a malicious event, without any
countermeasure. In passive reaction, the most important issue is the speed of

notification when attacks occur in network [25]. IDSs also beget an active reaction
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when attacks occur and response to critical events. But active IDSs generally don’t
act perfect countermeasure against intrusion because with doing that, IDSs need more
process resources and concentrate on detecting and counter measuring capabilities in

one system that is not recommended at all.

2.6 Possible results of IDS

Various types of IDS products have the same critical job of being accurate enough to
differentiate between the good and bad traffic that gets into the network. The following
are all possible results of intrusion detection [26]:

e Undetected bad traffic (false negative)

e Detected bad traffic (true negative)

e (Good traffic that the system thinks is bad (false positive — false alarm)

e Good traffic that the system identifies as good (true positive)

» Undetected bad traffic: Failure to identify malicious traffic as an attack. This is the
worst thing that can happen, because it means the IDS failed to do its job. Failing to
detect an attack can occur when an IDS does not have adequate or comprehensive
intrusion detection mechanisms in place. It also occurs when new attacks are created
and then missed by poorly implemented detection mechanisms .While it is virtually
impossible to detect every attack, the goal of any system should be to minimize the
number of undetected attacks.

» Detected bad traffic: Identifying “real attacks” as an attack. This is the ideal result
of IDS. The ability to detect bad traffic with speed and reliability is referred to as
intrusion detection accuracy. All other functions of the system hinge on this
capability. The more accurate the system, the more you can trust its abilities. A
system must have proven accuracy before enabling it to take the necessary actions
(such as dropping the connection) to secure the network.

» Good traffic that the system thinks is bad: False alarm or false positive. This is the
most troublesome and time-consuming aspect of IDS solutions. It occurs when the
IDS sees something in legitimate and benign traffic that makes it believe there is an
attack. It is detrimental because each and every alarm needs to be investigated in

order to determine whether an attack was successful and assess any resulting damage.
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Every moment spent investigating a false positive reduces the time available to

investigate real threats. The result is that false positives can erode trust in the product;

sometimes causing real attack alarms to be overlooked.

» Good traffic that the system identifies as good: An ideal result of intrusion

detection mechanisms, identifying good traffic for what it is — good traffic

2.7 IDS limitations

Although Intrusion detection system helps in securing our network from various attacks

and viruses, but there is certain limitation of these systems as discussed below:

IDS are not an alternative for a weak identification and authentication
mechanisms.

They are unable to conduct monitoring or to investigate attack without human
intervention.

They are unable to deal with problem with integrity and quality of information
provided by the system.

They are unable to analyze all the traffic on a busy network.

They cannot always deal with problems involving packet-level attacks.

False negative occurs when the IDS fail to identify an intrusion when one has in
fact occurred.

False positive occurs when the IDS incorrectly identifies an intrusion when
none has occurred.

IDS is passive and reactive, its main goal is to detect attack actions, not to
prevent them [8].

There are higher misinformation rate, it is difficult to make the detector and

access control policy more exact and effective [8].

In this chapter Intrusion Detection System is discussed with its architecture, its functions,

classifications and limitations. Now in the next chapter one of the network based

Intrusion Detection System called Snort will be discussed in detail.
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Chapter 3
Snort NIDS

3.1 Introduction to Snort

Snort [27] is a small, lightweight open source IDS written by Martin Roesch which has
become the most widely used IDS. Snort is an open source Intrusion Detection System,
which may also be configured as an Intrusion Prevention system [28] for monitoring and
prevention of security attacks on networks. It is a cross-platform, lightweight network
intrusion detection tool that can be deployed to monitor small TCP/IP networks and
detect a wide variety of suspicious network traffic as well as outright attack. Snort
performs protocol analysis, and content searching/matching, it is commonly used to
actively block or passively detect a variety of attacks and probes, such as buffer
overflows, stealth port scans, web application attacks, SMB probes, and OS

fingerprinting attempts, amongst other features.

3.2 Snort components
Snort is developed with the performance, simplicity, and flexibility in mind. Snort is
logically divided into multiple components. These components work together to detect
various attacks and to generate output in a required format. These components ride on top
of the Libpcap or WinPcap promiscuous packet capturing library, which provides a
portable packet sniffing and filtering capability. Snort consists of the following major
components [29] shown in figure 3.1.
e Packet capture block: This module is used for capturing the packets and
passing the packets to other modules. It uses Libpcap [30], Winpcap [31] or
iptables [32].
e Decoder: It is the module responsible to perform the syntax analysis at layer 2,
3 and 4 of the IP packet (MAC, IP and TCP/UDP layer).
e Preprocessors: It is the block where multiple preprocessors can be loaded at
boot time to analyze protocols of layers above the TCP/UDP one with custom

made C/C++ programs.
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e Detection engine: It is the block where signatures and rules are checked to

analyze protocols of layers above the TCP/UDP one.

e Logging & Alerting module: It is the block managing the log output. The

output log is configurable depending on user needs. Alerting based on the rules

are also generated by this component.

Detection | |Logaing &

Pcap || Decoding 4‘F'reprr;:-c;esasirlg S Bngne [ Akring

Fig 3.1: Snort Components [33]

The components along with their function and description are shown in Table 3.1 below.

Component Name

Description

Packet Capture block

Captures packets using Libpcap or Winpcap.

Decoder

Prepares packet before sending to detection engine.

Preprocessors

Arrange or modify data packets, can rearrange packets if
needed.

Detection Engine

Detect any activity against the rules.

Logging & Alerting Module

Provides the output

Table 3.1: Snort Components [29]

3.3 Snort key features

The basic features of snort includes packet capturing, logging, performing real time
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analysis, content searching and matching and detecting attacks which are explained in

detail as:

e Packet capturing and logging: Snort captures the packets using Libpcap or
Winpcap to capture the packets coming on an interface.

e Real time traffic analysis: Snort is capable of performing the analysis on real
time packets on the network. Although it is also capable of performing analysis
on captured packets which can be captured using various tools like Wireshark.

e Content searching/matching: Snort performs the content searching of the
packet’s content against the rules in the rules file.

e Block or passively detect a variety of attacks and probes: Snort can block the
packets over the network when it is operating in inline mode. It is able to detect

malicious activities over the network.

3.4 Writing snort rules
Snort uses a simple, lightweight rules description language that is flexible and quite
powerful. There are a number of simple guidelines to remember when developing Snort
rules. Snort rules have the following parts:

e Rule Header

e Rule options
Alert tcp SHOME_NET any -> any 80 (msg: “GET Match”; content: “|47 45 54|” ;)

|
|

Rule Header Rule options

3.4.1 Rule header

The rule header [34] contains the information that defines the who, where, and what part
of a packet, as well as what to do in the event that a packet with all the attributes
indicated in the rule should show up. Rule header in a Snort contains all those portions

which are the compulsory part. It includes following parts:
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Rule Actions: The rule action tells Snort what to do when it finds a packet that
matches the rule criteria. There are 5 available default actions in Snort:
i.  alert: Generate an alert using the selected alert method, and then log the
packet
ii.  log: Log the packet
iii.  pass: Ignore the packet
iv.  activate: Alert and then turn on another dynamic rule
v. dynamic: Remain idle until activated by an activate rule, then act as a
log rule
vi. drop: Make iptables drop the packet and log the packet
vii.  reject: Make iptables drop the packet, log it, and then send a TCP reset
if the protocol is TCP or an ICMP port unreachable message if the
protocol is UDP.
viii.  sdrop: Make iptables drop the packet but does not log it.
Protocol: The next field in a rule is the protocol. There are four protocols that
Snort currently analyzes for suspicious behavior— TCP, UDP, ICMP, and IP.
IP Addresses: The keyword any may be used to define any address. The
addresses are formed by a straight numeric IP address and a CIDR block. The
CIDR block indicates the netmask that should be applied to the rule’s address
and any incoming packets that are tested against the rule. Source IP and
Destination IP are written in the rule header.
Port Numbers: Port numbers may be specified in a number of ways, including
any ports, static port definitions, ranges, and by negation. Any ports are a
wildcard value, meaning literally any port. Static ports are indicated by a single
port number, such as 111 for portmapper, 23 for telnet, or 80 for http, etc. Port
ranges are indicated with the range operator:. Port negation is indicated by using
the negation operator (). Both source and destination ports are required in rule.
The keyword any may be required to use any port number.
The Direction operator: The direction operator -> indicates the orientation, or
direction, of the traffic that the rule applies to. The IP address and port numbers

on the left side of the direction operator is considered to be the traffic coming
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from the source host, and the address and port information on the right side of
the operator is the destination host. There is also a bidirectional operator, which
is indicated with a <> symbol. This tells Snort to consider the address/port pairs
in either the source or destination orientation.
3.4.2 Rule options:
Rule options [34] form the heart of Snort’s intrusion detection engine, combining ease Of
use with power and flexibility. All Snort rule options are separated from each other using
the semicolon (;) character. Rule option keywords are separated from their arguments
with a colon (:) character. There are four major categories of rule options.
e General rule options
e Payload detection rule options
e Non-payload detection rule options
e Post-detection rule options
» General rule options: These options provide information about the rule but do not
have any affect during detection. Table 3.2 shows the attributes in general rule

options:

Attribute | Description

msg Tells the logging and alerting engine the message to print along

with a packet dump or to an alert.

reference Allows rules to include references to external attack identification

systems.

gid Used to identify what part of Snort generates the event when a

particular rule fires.

sid The sid keyword is used to uniquely identify Snort rules

rev Used to uniquely identify revisions of Snort rules. Revisions,

along with Snort rule id’s, allow signatures and descriptions to be

defined and replaced with updated information.
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classtype Used to categorize a rule as detecting an attack that is part of a
more general type of attack class.

priority The priority tag assigns a severity level to rules.

metadata The metadata tag allows a rule writer to embed additional
information about the rule, typically in a key-value format.

Table 3.2: General rule options [34]

» Payload detection rule options: These options all look for data inside the packet

payload and can be inter-related. Table 3.3 shows the attributes in payload

detection rule options.

Attribute Description
content Allows the user to set rules that search for specific content in
the packet payload and trigger response based on that data.
rawbytes Allows rules to look at the raw packet data, ignoring any
decoding that was done by preprocessors.
depth Allows the rule writer to specify how far into a packet Snort
should search for the specified pattern.
offset Allows the rule writer to specify where to start searching for a
pattern within a packet.
distance Allows the rule writer to specify how far into a packet Snort
should ignore before starting to search for the specified pattern
relative to the end of the previous pattern match.
within It is a content modifier that makes sure that at most N bytes are
between pattern matches using the content keyword.
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uricontent It searches the normalized request URI field.
isdaat Verifies that the payload has data at a specified location.
pcre Allows rules to be written using perl compatible regular
expressions.
byte test Tests a byte field against a specific value (with operator).
bytejump Allows rules to read the length of a portion of data, then skip
that far forward in the packet.
ftpbounce Detects FTP bounce attacks.
asnl Decodes a packet or a portion of a packet, and looks for various
malicious encodings.
Ccvs Detects invalid entry strings.

Table 3.3: Payload detection rule options [34]

» Non-Payload detection rule options: These options look for non-payload data.

Table 3.4 shows the attributes in non-payload detection rule options.

Attribute Values
fragoffset Allows one to compare the IP fragment offset field against a
decimal value.

ttl Used to check the IP time-to-live value.

tos Used to check the IP TOS field for a specific value.

id Used to check the IP ID field for a specific value.

ipopts Used to check if a specific IP option is present.

fragbits Used to check if fragmentation and reserved bits are set in the
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IP header.

dsize Used to test the packet payload size.

flags Used to check if specific TCP flag bits are present.

flow Allows rules to only apply to certain directions of the traffic
flow.

flowbits Allows rules to track states during a transport protocol session.

seq Used to check for a specific TCP sequence number.

ack Used to check for a specific TCP acknowledge number.

window Used to check for a specific TCP window size.

itype Used to check for a specific ICMP type value.

icode Used to check for a specific ICMP code value.

icmp id Used to check for a specific ICMP ID value.

icmp seq Used to check for a specific ICMP sequence value.

rpc Used to check for a RPC application, version, and procedure
numbers in SUNRPC CALL requests.

ip proto Allows checks against the IP protocol header.

sameip Allows rules to check if the source ip is the same as the
destination IP.

logto The logto keyword tells Snort to log all packets that trigger this
rule to a special output log file.

Table 3.4: Non-payload detection rule options [34]

» Post-detection rule options: These options are rule specific triggers that happen

after a rule has “fired”. Table 3.5 shows the attributes in post- detection rule

options.

Attribute

Description
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session Extract user data from TCP Sessions.

resp Attempt to close sessions when an alert is triggered.

react Implements ability for users to react to traffic that matches a
Snort rule by closing connection and sending a notice.

aag Allow rules to log more than just the single packet that triggered
the rule.

activates Allows the rule writer to specify a rule to add when a specific
network event occurs.

activated Allows the rule writer to dynamically enable a rule when a

by specific activate rule is triggered.

Count It must be used in combination with the activated by keyword. It
allows the rule writer to specify how many packets to leave the
rule enabled for after it is activated.

replace Replace the prior matching content with the given string of the
same length. Available in inline mode only.

detection Track by source or destination IP address and if the rule

filter otherwise matches more than the configured rate it will fire.

Table 3.5: Post-detection rule options [34]

3.5 Snort rules classification
The rules in Snort are able to perform the analysis on network data on different criteria.

The multi-rule search engine is broken into three distinct searches based on unique Snort

rule properties:

e Protocol field search

e Generic content search

e Packet anomaly search

i.  Protocol field search: The protocol field search allows a rule to specify a value in a

particular protocol field to search for.
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alert tcp $SHOME_NET any -> $EXTERNAL_NET any (msg: "TCP packets are
detected on our network"; sid: 1000003 ;)

The rule looks for any tcp packet on the network and display the message “packets
are detected on our network” whenever finds any tcp packet over network.

Generic content search: The generic content search allows a rule to specify a byte
string to match against anywhere in the packet including the payload data.

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 (msg:"WEB-IIS cmd.exe
access”; flags: A+; content:"cmd.exe"; nocase; classtype:web-application-attack;
sid:1002; rev:2;)

The rule [35] looks for the “NIMDA” worm [36] over network and displays the
message “WEB-IIS cmd.exe access” if the worm is detected over network.

Packet anomaly search: The packet anomaly search allows a rule to specify
characteristics of a packet or packet header that is cause for alarm. Many attacks use
buffer overflow vulnerabilities by sending large size packets. Using the ‘dsize’
keyword in the rule, one can find out if a packet contains data of a length larger than,
smaller than, or equal to a certain number.

alert ip any any -> 192.168.1.0/24 any (dsize: > 6000; msg: "Large size IP packet
detected™;)

The rule [35] generates an alert if the data size of an IP packet is larger than 6000
bytes.

3.6 Operation modes of snort: Snort runs in different operational modes which are
as follows [35]:

e Sniffer Mode: Simply reads the packet off the network and displays them in a
continuous stream on the console.
Command: ./snort —[option]
Options to run in a sniffer mode are:
i.  v: The command prints the TCP/IP header on the screen.
ii.  vd: The command prints the application data too.

iii.  vde: The command prints the data link layer contents as well.
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Packet Logger Mode: Logs the packets to the disk. Options to run snort in
sniffer mode are:
i.  ./snort —dev —I ./log : The command logs the packets to the directory
specified).
ii.  ./snort—l./log—b :The command performs the binary log, binary file
may be read back using —r switch).
Network Intrusion Detection Mode (NIDS): Most complex and configurable
mode. It allows Snort to analyze network traffic against a user defined rule set
and performs actions based on detections.
Command: ./snort — [option] —c snort.conf :
There are number of ways to configure snort output in NIDS mode. There are
total 7 alert modes out of which six modes can be used with -A option. Options

to run snort in NIDS mode are shown in table 3.6.

Option Description

-A fast Writes the alert in a simple format with a timestamp,

alert message, source and destination IPs/ports.

-A full This is the default alert mode and will be used

automatically if you do not specify a mode.

-A unsock Sends alerts to a UNIX socket that another program can
listen on.

-A none Turns of alerting.

-A console Sends “fast-style” alerts to the console

-Acmg Generates “cmg style” alerts.

Table 3.6: Configure Snort outputs in NIDS mode [34]
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e Inline Mode: Obtains packets from Iptables instead of the libpcap or Winpcap

and then causes iptables to drop or pass packets based on snort rules that use

inline-specific rule types. (drop, reject, sdrop options). This is the mode used

when Snort is to act as an IPS.

Table 3.7 showing different operation modes of Snort:

Mode

Description

Sniffer Mode

Simply reads the packet and displays them in a continuous

stream on the console.

Packet Logger Mode

Logs the packets to the disk.

NIDS Mode It allows Snort to analyze network traffic against a user defined
rule set and performs actions
Inline Mode Act as intrusion prevention and performs dropping or rejecting

the packet.

Table 3.7: Snort operation modes [35]

3.7 A Brief study of Snort

Table 3.8 shows all the information about Snort in short form.

Attribute

Value

System name

Snort

Type NIDS/NIPS (Network intrusion detection/Prevention
systems)

IDS/IPS IDS and IPS Both(IPS in Inline Mode)

Approach Mainly Signature based but also able to check for

anomalies.
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License Open Source
Sniffer version released in 1998
IDS version release in 2003

Engine Uses human readable flexible Pearl Compatible
Regular Expression (PCRE) engine

Developer Martin Roesch

Source http://www.snort.org

Platforms Linux, FreeBSD and Windows.

Standard De-facto

Packet analysis

Real time, on captured packets.

Modes

e Sniffer Mode
e Packet logger Mode
e NIDS Mode

e Inline Mode

Output formats

e Binary
e Libpcap
e ASCII [37]

Threats handled

e buffer overflows

e stealth port scans

e CGl scans

e SMB probes

e NetBIOS queries

e DDoS attacks [38]

e Trojan horse attacks

e Other types of viruses and worms.
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Key features

Packet capturing and logging

Real time traffic analysis

Content searching/matching

Block or passively detect a variety of attacks and

probes.

Advantages

Light weight intrusion detection
Portability and flexibility
Human readable format logging
Different output modes support
Works also as Tcpdump [39]
Simple rule creation

Efficient rule matching

Open source

GUI support available

Disadvantages

Work for few protocols only

High packet missing rate compared to others.
Performance decrease as number of rules
increase.

Demands more CPU time.

Table 3.8: Snort Brief Study.
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Chapter 4

Problem Statement

With the increasing demand of network and advances in the field of network, now a days

each organization wants to have their own network and furthermore they want to connect

or interact with each other in a reliable way. So network security is becoming more and

more important and also getting more complicated issue with recent advances and with
increasing demand.

To protect the enterprise, security managers have deployed a variety of technologies
including honeypots, firewalls, and intrusion detection/prevention systems. In the thesis
the topic under concern is Intrusion Detection System. Intrusion Detection Systems is a
device or software application that monitors network and/or system activities for
malicious activities or policy violations and produces reports to a Management Station.
One of the examples of an intrusion detection system is Snort. Snort is a small,
lightweight open source IDS which has become the most widely used IDS. Snort can also
be configured as an Intrusion Prevention system.

The objectives of the thesis includes following:

e Our objective is to study and explore a network based intrusion detection system
Snort. To perform detailed analysis on working of Snort on two different
platforms.

e Install it on both the platforms i.e. on Ubuntu which is a Linux based platform and
on Windows?7.

e Live traffic will be captured and based upon our own set of signatures we will
explore the tool in that traffic to detect intrusions in a network. To create rules in
Snort based upon the following criteria:

i. Based on protocol.
ii. Based on content.

iii. Based on port number.

41



To run Snort in all the modes as an Intrusion Detection System i.e.

I.  Sniffer mode

ii. Packet logger mode

iii.  NIDS mode
One of the main objectives is to create a graphical user interface for Snort rule
creation and execution which will let it easy to make the rules in snort and
execute them in a simple and easy way. The purpose of graphical user interface is
to avoid learning the typical commands to run Snort and rule making process.
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Chapter 5

Implementation and Experimental Results

In this chapter configuration steps of Snort on Ubuntu and windows7 are explained.

Configuration steps of Mysql as a database in case of Snort are also explained.

5.1 Steps performed during configuration of Snort on Ubuntu

Configuration of Snort on Ubuntu involves the following steps:

Vi.
Vii.

viil.

Xi.
Xii.
xiii.
Xiv.

XV.

To establish a segregate network using virtualization. VMware Server Console is
used to establish a segregate network and Ubuntu 10.10 operating system is
installed on it.
Configuring Snort in Ubuntu 10.10 platform requires some packages. All the
dependant packages are grabbed from Synaptic i.e. System > Administration
>Synaptic Package .Manager Searches for the following packages were done if
not present were installed.

Libpcap0.8-dev

libmysqglclient15-dev

mysql-client-5.0

mysql-server-5.0

bison

flex

apache2

libapache2-mod-php5

php5-gd

php5-mysql

libphp-adodb

php-pear

libc6-dev

g++

gec
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e Snort was downloaded under root privileges from www.snort.org and installed by Tar

command “tar -xvzf /root/desktop/snort-2.7.0.tar.gz”.

e Configuration of Mysql with snort is done as follows:

Vi.

Changes to configuration file of Snort is done which is stored in /etc/snort
/snort.conf. "VAR HOME_NET any" is changed to "VAR HOME_NET
192.168.84.128/24”.

"VAR EXTERNAL_NET any" is changed to "VAR EXTERNAL_NET !$
HOME_NET".

"VAR RULE_PATH /rules” is changed to "VAR RULE_PATH /etc/snort/rules”
"# Output database: log, Mysql, user=""#" is removed from the front of this line.
Leave the "user=root", "password=password" is changed to "password=new
_root_ password", "dbname=snort".

Now we need to set up Mysql server log to Mysgl server with # Mysql -u root —
p.User name and password is entered. After logging you Mysql> password is set
for root@localhost=password="new _root password”.

Database snort is created in Mysql with “Create Database” snort command and
exit. Inbuilt database schema of Snort is extract to the Mysql database with
command “# Mysgl -D snort -u root -p < /root/snort-2.8.0/schemas/create_mysgl”
where snort-2.8.0 is the version of snort installed it can be different depending

upon which version to installed.

Now the Snort is ready to use and perform Experiments.

5.2 Steps performed during configuration of Snort on window?.

Installing the base Snort system requires two components: the WinPcap packet capture

library, and the Snort IDS program itself. In the following sections we configure and

install both WinPcap and Snort. For logging purpose Mysgl database has not been used.

So the window installation does not considering those steps.

Winpcap: To configure Winpcap do the following:
Download the latest installation file from

http://winpcap.polito.it/install/default.htm
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ii. Double-click the executable installation file and follow the prompts.
WinPcap installs itself where it belongs.
e Snort:
Snort.org distributes a convenient install package for Windows available at

its Web site: http://www.snort.org/dl/binaries/win32/

Vi.
Vii.

viil.

Download this package and perform the following steps to install Snort:
Double-click the executable installation file. The GNU Public License
appears.

Click the I Agree button. Installation Options window appears.

In the Installation Options dialog box, click the appropriate boxes to select
from among these options.

Click the Next button. The Choose Components window appears.

In the Choose Components window, select the components you want to
install ~ and then  click the Next button. The Install Location window
appears.

Choose a directory to install to.

Click the Install button.

When the installation is complete, click the Close button. An information
window appears.

Click the OK button.

You’re done! Now it’s time to move on to configuring your Snort system. A new Snort

installation requires a few configuration points. Conveniently, one file has all the

configuration settings required (Snortpath is the path to your Snort installation):

Snortpath/etc/snort.conf

When you’re ready to configure Snort, open snort.conf in a text editor which is shown

as in Snapshot 5.1.
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Snapshot 5.1: Snort.conf file

The following configuration options in the snort.conf file are essential to a properly
functioning Snort installation:

e Network settings: The network settings allow you to set Snort to monitor any
range of network IP addresses, from a single IP address, several IP addresses in
groups or individually, and entire IP subnets. You can configure the IP address
range and the subnet.

You can control the network range that Snort monitors by changing the var

HOME_NET setting in snort.conf. Your options are:

i.  Entire network: By default, snort.conf contains the following line, which
monitors the entire
Local network:
var HOME_NET any

46



Single IP address: To monitor a single IP or computer insert the IP address
range and the subnet of the network or host into snort.conf. To do this, replace
the existing

var HOME_NET configuration line with this form:

var HOME_NET IPAddressRange/Subnet

Multiple hosts: One can specify a number of hosts within the network space you
are monitoring by listing them in the var HOME_NET configuration statement.
The line takes this form:
var HOME_NET IPAddressRange/Subnet,IPAddressRange/Subnet.
Rules settings: So Snort can detect attacks and alert you when attacks occur,
Snort needs to know where its rulebase is (and you need to know it if you want to
write new rules). To set the rules path in the snort.conf file, replace the existing
var RULE_PATH line with this form (Snortpath is the location of the Snort
install): var RULE_PATH SnortPath\rules
Output settings: Output settings are very important in Snort, for they define how
Snort’s information will be presented to you.
Alert output
The alert output setting is added to the snort.conf configuration file. The
snort.conf file will also come in handy when we port that information into our
Mysql database. Follow these steps:
Find the output line that appears by default as:
# output log_tcpdump: tcpdump.log
Because the default line begins with the comment character (#), Snort ignores
it.
Change the preceding default output line to this:
output alert_fast: alert.ids
This setting creates a flat text file in the ‘log’ directory where Snort appends
each alert created when one of its rules fires on incoming network packets.
Include settings: Two standard Snort configuration files must be referenced for
Snort to properly classify and provide references to the alerts it generates:

classification.config and reference.config.
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classification.config: classification.config holds alert levels for the rules that

Snort monitors against network traffic. To set the classification.config file in

the snort.conf configuration file, follow these steps:

a)

b)

Find this default line in the snort.conf file:

Include classification.config

Insert the actual path for the classification.config file into the preceding
Include line, like this:

Include SnortPath\etc\classification.config

For example, the actual snort.conf file on our test system has this

line:

Include C:\Snort\etc\classification.config

reference.config: reference.config contains URLSs referenced in the rules that

provide more information about the alert event. To set the reference.config

file in the snort.conf file, follow these steps:

a)

b)

Find this default line in the snort.conf file:

Include reference.config

Insert the actual path for the reference.config file into the preceding
Include line, like this:

Include SnortPath\etc\reference.config

Now Snort is ready to work. Experimentation can be performed on Snort.

5.3 Milestones covered and Experimentation results

The section covers the milestones covered during entire thesis. Milestones are divided

into two parts. Some of the experimentation work will be shown using Ubuntu and rest of

the work on windows 7.

5.3.1 Milestones covered in Ubuntu

Various experiments performed on Ubuntu include the following.

Protocol, Content and Port based detection capabilities of Snort with a rule
driven language.
Snort is capable of signature, Protocol & Anomaly detection as well. At the heart

of all these detection lie the detection engine and the rules for identifying
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malicious traffic. The rule set of Snort is very powerful, flexible, and it is easy to
understand and construct new rules.
i.  Example of protocol detection rule:

Snort is provided with rule set for detecting protocols and suspicious behavior
of these protocols in use. Snort rules have the protocol field that allows the
detection of the protocol.
alert tcp $HOME_NET any -> SEXTERNAL NET any(msg:"TCP packets
detected”’; sid:10000017;)
Run snort using: snort —c snort.conf —A console —i ethO

Snapshot 5.2 shows the alerts when TCP packets are detected.

Using PCRE version: 8.62 2016-03-19

Rules Engine: SF SNORT DETECTION ENGINE Version 1,11 <Build 17>

Preprocessor Object: SF SSLPP Version 1.1 <Build 3> S

Preprocessor Object: SF FTPTELNET Version 1.2 <Buildg'12»

Preprocessor Object: SF DNS Version 1.1 <Build 3>

Preprocessor Object: SF SMTP Version 1.1 <Build 8>

Preprocessor Object: SF Dynamic Example Preprocessor Version 1.0 <Build 1>

Preprocessor Object: SF DCERPC2 Version 1.6 <Build 2>

Preprocessor Object: SF SSH Version 1.1 <Build 2>

Preprocessor Object: SF DCERPC Version 1.1 <Build 5>
Not Using PCAP FRAMES
P6/09-08:33:51.862166 [**) [1:10000017:0] TCP packets detected [**] [Priority: {TCP} 192.168.1
27:32931 -> 74.125.236.31:80
P6/69-08:33:51.920385 [**) [1:10000017:0] TCP packets detected [**] [Priority: {TCP} 74.125.23
5.31:80 -> 192,.168.1,2 2931
06/69-08:33:52.033736 *] [1:10000017:0] TCP packets detected [**] [Priority: {TCP} 74,125.23
5,31:80 -> 192.168,1.27:32931
06/09-08:33:52.033770 [**] [1:10000017:0] TCP packets detected [**] [Priority: 0] {TCP} 192.168.1
27:32931 -> 74,125.236.31:80
p6/09-68:33:52,677209 [**] [1:10000017:0] TCP packets detected [**] [Priority: 0] {TCP} 74.125.23
.31:80 -> 192.168.1.27:32931

6/09-08:33:52.677242 [**] [1:10000017:0] TCP packets detected [**] [Priority: {TCP} 192.168.1
27:32931 -> 74.125.236.31:80
P6/09-08:33:52.728608 [**] [1:10000017:0] TCP packets detected [**] [Priority: {TCP} 74.125.23
.31:80 -> 192.168.1,27:32931
P6/09-08:33:52.728641 [**] [1:10000017:0) TCP packets detected [**] [Priority: {TCP} 192.168.1
27:32931 -> 74.125.236.31:80
P6/09-08:33:52.780523 [**] [1:10000017:0] TCP packets detected [**] [Priority: {TCP} 74.125.23

Snapshot 5.2: Alerts for tcp packets
ii.  Example of content based detection rule:
Snort handles its signatures based detection with the rules created for it. In the
second half of 2001 new and powerful worms were found on the Net, such as
Code Red, Code Red Il and Nimda, sgl slammer worm. Example shows the

detection of slammer worm [40] over the network.

49



alert udp any any -> any any (content:"|04 01 01 01 01 01 01 01|";
msg:"**slammer worm detected **"; sid: 10000012;)

Snapshot 5.3 shows the packets which contain slammer worm opened using
Wireshark.

slammer.pcap - Wireshark

File Edit View Go Capture a&nalyze

& 2 MR CE AE=2IT L2 BE & A -
Filter: * Expression..| Clear | Apply
MHa. - Time Source Destination Protocol Infa

= Frame 1 (418 bytes on wire, 418 bytes captured) 2
QOEE @6 B9 B6 55 98 le 08 80 Bc 55 46 2¢ 68 B0 45 88  ...U.... .UF,..E.

BA16 B1 94 c5 43 08 60 71 11 fo bé d5 4c d4 16 41 a5 UL P | PR

Ba28 a7 36 4e &7 85 9a 01 B 54 65 B4 @1 @1 81 81 a1 N s Teae s

Bgo38 @1 81 @1 81 @1 @1 81 @1 @1 el 81 81 61 8l 81 a1 . =
) File: "fetc/snort/slammer,pcap™ 458 Packets: 1 Displayed: 1 Marked: 0 Profile: Default

Snapshot 5.3: Packet containing slammer worm
Run Snort using: Snort —A console —c snort.conf —r slammer.pcap

Where slammer.pcap is a file which contains captures worm. The alerts for

slammer worm result are shown in the Snapshot 5.4.
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--== Initialization Complete ==..

«*> Snort! <*-
Version 2.8.5.2 (Build 121)
By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-t

Copyright (C) 1998-2009 Sourcefire, Inc., et al.
Using PCRE version: 8.02 2010-03-19

Rules Engine: SF SNORT DETECTION ENGINE Version 1.11 <Build 17>
Preprocessor Object: SF SSLPP Version 1.1 <Build 3>

Preprocessor Object: SF FTPTELNET Version 1.2 <Build 12>
Preproceshor Object: SF DNS Version 1.1 <Build 3>

Preprocessor Object: SF SMTP Version 1.1 <Build 8>

Preprocessor Object: SF Dynamic Example Preprocessor Version 1.0 <B

Preprocessor Object: SF DCERPC2 Version 1.0 <Build 2>
Preprocessor Object: SF SSH Version 1.1 <Build 2>
Preprocessor Object: SF DCERPC Version 1.1 <Build 5>
Not Using PCAP FRAMES
10/11-03:32:49.239104 [**] [1:10000012:0] **slammer worm detected ** [**] [Prio
rity: 0] {UDP} 213.76.212.22:20199 -> 65.165.167.86:1434
Run time for packet processing was 0.2342 seconds

Snapshot 5.4: Alerts for slammer worm

iii.  Example of port based detection rule.
Snort is able to detect also on the basis of port number. Here in the example 21
is the port no for TCP protocol for FTP application. So the rule detects for any
FTP packet on network on TCP
Alert tcp $SHOME_NET 21 -> $EXTERNAL_NET any (msg:’fip packets
detected”; sid: 10000017 ;)
For capturing FTP packets vsftpd server is used where vsftpd, stands for
"Very Secure FTP Daemon”, is anFTPserver  for Unix-like systems,
including Linux.
Run Snort using: Snort —A console —c snort.conf —r ftp.pcap.
Where —r used for reading from a file and ftp.pcap file stores the captured FTP
packets. The alerts for FTP packets are shown in Snapshot 5.5.
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Initialization Complete

«*> Snort! <*.
Version 2.8.5.2 (Build 121)
By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-t

Copyright (C) 1998-2009 Sourcefire, Inc., et al.
Using PCRE version: 8.02 2010-03-19

Rules Engine: SF SNORT DETECTION ENGINE Version 1.11 <Build 17>
Preprocessor Object: SF SSLPP Version 1.1 <Build 3»
Preprocessor Object: SF FTPTELNET Version 1.2 <Build 12>

Preprocessor Object: SF DNS Version 1.1 <Build 3»
Preprocessor Object: SF SMTP Version 1.1 <Build 8>
Preprocessor Object: SF Dynamic Example Preprocessor Version 1.0 <B

Preprocessor Object: SF DCERPC2 Version 1.0 <Build 2>
Preprocessor Object: SF SSH Version 1.1 <Build 2>
Preprocessor Object: SF DCERPC Version 1.1 <Build 5>
jot Using PCAP FRAMES
05/08-13:46:09.454351 **] [1:10000017:0] FTP packets detected h*) [Priority:
0] {TCP)} 172.31.4.249: > 172.31.4.154:50358
05/08-13:46:09.461094 **] [1:10000017:0] FTP packets detected [**] [Priority:
] {TCP} 172.31.4.249: > 172.31.4.154:50358

Snapshot 5.5: Alerts for FTP packets

e Understanding Standard Alert Output
The alerts in Snort are in the following form. The components in the alert are
explained as:
[**] [1:123456:0] someone opened google website [* *]

i.  The first number is the Generator ID; this tells the user what component of
Snort generated this alert. Gid 1 is associated with the rules subsystem
and various gids over 100 are designated for specific preprocessors and
the decoder. See etc/generators in the source tree for the current generator
ids in use.

ii.  The second number is the Snort ID (sometimes referred to as Signature
ID). For a list of preprocessor SIDs, please see etc/gen-msg.map. Rule-
based SIDs are written directly into the rules with the sid option. In this
case 123456 is represented as a sid given by user to create the rule for

google.
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iii.  The third number is the revision ID. This number is primarily used when
writing signatures, as each rendition of the rule should increment this
number with the rev option. The rev keyword is used to uniquely identify
revisions of Snort rules. Revisions, along with Snort rule id’s, allow
signatures and descriptions to be refined and replaced with updated
information. This option should be used with the sid keyword.

5.3.2 Milestones covered on Window 7
Milestones covered in Window7 include running Snort in all its intrusion
detection modes. Snort is run in real time in all the modes. Various experiments
performed on Ubuntu include the following.
e Run Snort in all operation modes
Snort has basically four modes of operation but if Snort is operated in
intrusion detection mode it has three modes. When Snort works in an IDS mode,
it captures packets using Libpcap or Winpcap. Inline mode of the Snort does not
come as an intrusion detection system. It works as an intrusion prevention system.
It can also drop or reject the packets as per the requirement. It captures the
packets using iptables rather than using libpcap or Winpcap. Following are the
four operation modes supported by Snort.
i.  Sniffer mode
ii.  Packet logger mode
iii.  NIDS mode
iv.  Inline mode
All the modes are performed on Window?7 on real time traffic and also on
captured data and are shown with the help of the snapshots.

The modes are as shown with the experimental results as:
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i.  Experimenting with Sniffer mode: Simply reads the packet off the network
and displays them in a continuous stream on the console. Options to run in a
sniffer mode are:

e Case 1: If only the TCP/IP headers are to be printed on the console window
case 1 can be used.

a) Procedure: Open the command prompt in Windows and perform the
following steps in command prompt:
cd\
cd c:\etc\snort\bin
snort —v

b) Output: The output is shown in Snapshot 5.6:

Decoding Ethernet -

——== Initiali=zation Complete

- —=> Snoprt? =
o' > UVersion 2.2_2_3-0DBC-MySQL—WIN32 GRE <Build 285>
s By Martin Roesch & The Snort Team: http: ~wvwr.snort._.orgssnortssnort—t

e
Copyright <C> 1929820812 Sourcefire. Inc.. et al.
Using PCRE version: 8.18 20168—86-—-25
Using ZLIEB version: 1.2.3

Commencing packet processing (pid=4488
6-85—-23:11:-468.344628 ARP who—has 1%2. 168 187.2 tell 192 .168._167.1

6 085 —23:=11:=41 _362734 ARF who—has 192 _168_187_2 tell 192 4168 _1687_1
6-05—23:11:42_344685% ARF who—has 172.168.1807 .2 tell 1272 .168.187.1
6-85—-23:11:43.344718 ARF who—has 192.168.1687.2 tell 192 .168.1687.1

6-85—-23:11:-44_362824 ARPF who—has 192.168.1687.2 tell 192 .168.1868%7.1
6.-85—-23:11:45.34511%? ARF who—has 192.168.187.2 tell 192 .168.187.1
6-85—-23:11:-46.344814 ARF who—has 192.168.1687.2 tell 192.168.18687.1

m

6-85—-23:11:-47_.3629280 ARF who—has 192.168.1687.2 tell 192 .168.1687.1
6 085 —23:11:=48_344888 ARF who—has 122 .168.187_.2 tell 192 . 168._.1687.1
6~ 05—23:11:4?_.344911 ARF who—has 172.168.187_.2 tell 1?2 .168.187.1
6-85—-23:11:58.363831 ARF who—has 192.168.1687.2 tell 192 .168.1868%7.1
6 085—23:11:51 344972 ARF who—has 192 _168_187_2 tell 192 4168 _1687_1
6 085—23:11:52_345886 ARF who—has 1?72.168.187.2 tell 122 .168.187.1
6-85-23:11:53.363128 ARF who—has 192.168.1687.2 tell 192 .168.168%7.1
6-85—-23:11:54.345872 ARF who—has 192.168.1687.2 tell 192 .168.18687.1
6~ 85 —23:11:55.345118 ARFP who—has 122.168.187 .2 tell 122 . 168._.187.1
6-85—-23:11:56.363214 ARPF who—has 192.168.1687.2 tell 192 .168._.1687.1
6-85—-23:11:57.344168 ARF who—has 192.168.1687.2 tell 192 .168.1687.1
6 085 —23:11:=:58_344194 ARF who—has 122 .168._.187_.2 tell 122 . 168_1687.1

6-BA5—-23:12:893.136220 1972.168.187_.1:138 —> 122_168.187.255:138 L]
DF TTL:=128 TOS:-@x@ ID:=1896 IpLen:-28 DgmLen=-237
en: 2809

—t=t=d=d=d=d=d=d=d=dh=d=d=d=d=dF=d=F=F=F=d=d=d=d=d=d=d=d=d=d=d=d=d=d=d ===+

Snapshot 5.6: Packets containing TCP/IP header
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e Case 2: If the TCP/IP headers are to be printed along with the application data
the user need to follow the second case. The packets will be displayed on the
console.

a) Procedure: Open the command prompt in Windows and perform the
following steps in command prompt:
cd\
cd c:\etc\snort\bin

snort —vd

b) Output: The output is shown in Snapshot 5.7.

——== Initialization Complete ==——

- —x> Snort? L=
a' Uersion 2.9.2_.3-0DBC—MuySQL—WIN32 GRE <Build 285>
R By Martin Roesch & The Snort Team: http: 7w _snort . orgssnortssnopt—t

am
Copyright <C» 19982812 Sourcefire. Inc.. et al.
Using PCRE version: 8.160 20108625
Using ZLIB version: 1.2._.3

ommencing packet processing (pid=2552>
6-A5-23:-15:-87.568022 192 _.168.187.1:63846 —> 239 255 .255.258:19288
DP TTIL:1 TOS:8x@ ID:1938 IpLen:28 DgmLen:=161

D 2D 53 45 41 52 43 48 26 24 28 48 54 54 58 2ZF M-SEARCH = HTTP~
1 2E 31 BD Ba 48 6F 73 74 3A 32 33 39 2E 32 35 1.1..Host:=239.25
5 2E 32 35 3% 2E 32 35 38 3A 31 39 38 38 8D BA 5.255.2508:-1900..
3 54 30 5 72 6E 3A 7?3 63 68 65 6D 61 7?2 2D ?5  ETturncschemas—u
A 6E 78 2D 6F 72 67 3A 64 65 V6 69 63 65 FA 4? pnporg:device:l
E 74 65 V2 6E 65 74 47 61 V1 65 7Y 61 7?7 44 65 nternetGatewayDe
5]

3

62 63 65 2A 31 8D BA 4D 61 6E 3R 22 7?3 7?3 64 wvice:l..Man:'ssd
3Aa 64 62 7?3 62 6F V6 65 V2 22 AD BA 4D 58 3A podiscover'. _MH: —
ap aa @D an 3..-.

==t =F=F=d=F=F=d=Ft=Fd=d=d=F=d=d=d=d=d=F=F=F=d=d=F=d ===t =F=F=d=F=d=h=F=4=+

6A5—-23:15:-18.552515 192 .168.187.1:63846 —> 239 255 _255_.254:19488
DPF TTL:1 TOS:8:x8 ID:1939 IpLen:28 DgmLen:161

en= 133

D 2D 53 45 41 52 43 48 28 24 28 48 54 54 58 2F HM-SEARCH = HTTP~
1 2E 31 8D Ba 48 6F 73 Y4 3a 32 33 392 2E 32 35 1.1..Host:=239.25
5 2E 32 35 35 2E 32 35 38 3a 31 39 38 38 8D 8a 5.255.2568:19680.. | &
3 54 3Aa PS5 7?2 6E 3A 7?3 63 68 65 6D 61 7?3 2D ?5 ST:-urn:-schemas—u

B 6E 7?8 2D 6F 72 67 3A 64 65 76 69 63 65 3A 4?7 pnp-org:device:l

E 74 65 V2 6E 65 74 47 61 M1 65 7 61 PP 44 65 nternetGatewayDe
5]
3

m

67 63 65 3A 31 AD BA 4D 61 6E 2A 22 7?3 7?3 64 wvice:zl._Man:'s=d
3 64 62 7?3 63 6F 76 65 V2 22 AD BA 4D 58 3A podiscover'. _MX:
ap 8Aa ap an 3..-.

=t=d=d=d=d=d=d+=d=F+=d=d=F+=d=d=d=d=d=d=d=d=d=Fd=d=d=d=d=d=d=d=d=d=F=d=d=+=4=+

Caught Int—Signal

wn time for packet processing was 5?.168BH0 seconds

nort processed 2 packets.

nort ran for @ dayz @ hours B minutes 59 seconds
Pkts- sec: a

acket 1.0 Totals:

Receiwved: 2

Analyzed: 2 1808 ._ 08008 >

Dyropped: A a.800:: >

Filtered: A < B8.8408:)>
ntstanding:= B { O.800:x>

Injected 5}

Snapshot 5.7: Packets containing TCP/IP headers & application data
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e Case 3: If data link layer contents are to be printed along with the TCP/IP
headers and application data the user need to follow the third case. The packets
will be displayed on the console.

a) Procedure: Open the command prompt in Windows and perform the
following steps in command prompt
cd\
cd c:\etc\snort\bin

snort —vde

b) Output: The output is shown in Snapshot 5.8.

c:~Snort~bin>snort —vde
Running in packet dump mode

——== Initiali=ing Enort ==——
Initializing Output Pluglns’
pcap DAQ configured to passive.
The DAQ version does not support reload.
ggguiring netwvork traffic from ""Device~HMPF_{BCEEZB8Z24-576BE—471D—21E6—F3a4787A3AF
Decoding Ethernet

——== Initialization Complete

P —=r Snort? <<=
o' bl Version 2.92.2_3—-0DBC—HMuySqQL—UWIN3Z GRE <{Build 285>
R By Martin Roesch & The Snort Team: http: s wuw_snort._.orgssnortssnort—t

Copyuright <(C> 19928-2812 Sourcefire. Inc.. et al.
Using PCRE version: 8.10 28188625
Using ZLIB version: 1.2_.3

e am

Commencing packet processing Cpid=3448>
6-85—-23: 16 21 .582678 BA:58:56:=CA:80:88 —> B1:80:5E:=7F:FF:FA type:Bx888 len:8xAF

22_.168. 187 1:630846 —> 239.255.255.258:17600 UDF TTL:1 TOS:0x8 ID:1986 IpLen:z28 D

D 2D 53 45 441 52 43 48 268 2A 28 48 54 54 58 2ZF M-SEARCH = HTTP~
i 2E 31 @D BAa 48 &F 73 Y4 3a 32 33 39 2E 22 35 1.1._Host:239_25L
5 2E 32 35 35 2E 32 35 38 3a 31 39 38 38 @D 8a 5.255.2568:1968. .
3 54 34 ?5 7?2 6E 3A 7?3 63 68 65 6D 61 73 2D ?5 ET:urn:cschemas—u
B 6E 78 2D 6F 72 67 3A 64 65 76 69 63 65 3A 4?9 pnporgidevice:l
E 74 65 72 6E 65 V4 47 61 Y4 65 7 61 7? 44 65 nternetGatewayDe
5]
3

m

67 63 65 2A 21 8D BA 4D 61 6E 3A 22 73 Y3 64 vice:l..Man:"ssd
3A 64 62 73 63 6F 76 65 VY2 22 AD 8A 4D 58 3A piodiscowver'._MA:
ap 8Aa @D an F..-- e

=== =F=F=F=F=d=F=F=F=F=F=d=F=F=Ft=F === =d=F=F=F=t === =F=F === == =4
6~A5—-23:16:24 589693 OA:50:56:CO:00:88 —> B1:B0:5E:7?F:FF:FA type:Bx880 len:@xAF

22.168.187.1:-638A46 —> 239 _255.255.258:192688 UDPF TTL:=:1 TOS:8xA ID:=1987 IpLen:z268 D
mLenz161

D 2D 53 45 41 52 43 48 20 2a 28 48 54 54 58 ZF M-SEARCH = HTTP~
1 2E 31 8D 8a 48 6F V3 74 3A 32 33 39 2E 32 35 41.1._Host:239.25
5 2E 32 35 35 2ZE 32 35 38 3a 31 39 38 38 AD 8a 5.255.2560:19688._.
3 54 30 Y5 2 6E 3A Y3 63 68 65 6D 61 V3 2D ?5 ST:urn:schemas—u
Bd 6E 7?8 2D 6F 72 67 3A 64 65 V6 69 63 65 30 4?7 pnporgidevice:l
E 74 65 72 6E 65 74 47 61 74 65 77 61 7? 44 65 nternetGatewayDe
6 62 63 65 34 31 BD BA 4D 61 6E 3 22 73 73 64 uice:i--Han:"ssd
A 3A 64 69 V3 63 6F Y6 65 P2 22 dD BA 4D 58 3A pidiscover'._MH:
3 8p 8a 8D aA F..--

=== =d=F=F+=F=F=d=F=F=d=dk=F=d=d=d=d=F=d=d=F=F=d=h=d=d=F=F=F=F=h=F=F=4=+

. Snapshot 5.8: Packets containing TCP/IP headers, application data & data link

layer contents.
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ii.  Experimenting with Packet logger mode: Logs the packets to the specified
directory in disk. Options to run snort in packet logger mode are:
e Case: If one wants to log the packets in some directory for example in this case
the directory c:\snort\log one can use this case.
a) Procedure: Open the command prompt in Windows and perform the
following steps in command prompt:
cd\
cd c:\snort\bin
snort —dev —I c:\snort\log
To check the logged packets follow the procedure:
b) Procedure to check output: Open the command prompt in Windows and
perform the following steps in command prompt:
cd\
cd c:snort\log\dir
c) Output: The output is shown in Snapshot 5.9.

B C\Windows\system32\cmd.exe =[] "

Nreds

[

swed cisnorthdog
SAnortslogrdir

Uolume in drive C is WINDOWZ
Uolume Serial Mumber iz B8CF4-9FE?

Directory of C:“\Snort-loy

6s18-2012 12:4% PM <DIR>
br16-2012 12:4% PM <DIR>

bsBh-2012 B9:56 PM <DIR> 117.2685.48.79
b-@5-2012 B7:56 PH <DIR> 117.2065.54.13Q
bsBh-2012 B7:56 PM <DIR> 117.214.218.111
/17,2012 B4:17 PM A alerts.ids.txt
b/B6-2812 B1:84 PH 44 _818 snort.log.1338967724

bs1B-,2812 12:49 PM 2.156 snort.log.1339312%61
J Fileds) 46,974 hytes
5 Dirds) 16,.992.841.728 hytes free

SSnorts\logl

Snapshot 5.9: Check Snort\log Directory
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iii.  Experimenting with Network Intrusion Detection Mode (NIDS): Most
complex and configurable mode. It allows Snort to analyze network traffic
against a user defined rule set and performs actions based on detections.

e CASE: If one wants to display the alerts generated on console window if any
network activity matches against the rules defined in Snort.

a) Procedure: Open the command prompt in Windows and perform the
following steps in command prompt:
cd\
cd c:\etc\snort\bin
snort —A console — i2 -c c:\snort\etc\snort.conf —I c:\snort\log — K ascii
The procedure will display alerts on console and log packets in
c:\Snort\log.

b) Output: The output is shown in Snapshot 5.10.

ommencing packet processing (pid=566HA>

L/29-19:12:35.659418 [==] [1:10P0PB0A13:8]1 o «=TCP packets entering our networkx
0 [#*] [Priority: @1 {TCP¥} 117.285.52.85:50%2+ -+ 1w.r1.1.100.1432
L/29-19:12:41.659300 [==] [1:100000013:8]1 G==ICP packets entering our networks
i [s#¢] [Priority: @1 {TCP> 117.285.52.85:5@7%4 -> 18.1.1.155:1433
L/29-19:12:53.661688 [==] [1:100000013:8]1 G=*=ICP packets entering our networks
i [#%] [Priority: A1 {TCP} 117.2@5.52.85:5@755 -> GA.18._46_39:5R87
5/29-19:12:53.836769 [==] [1:100000B13:A1 o6**ICP packets entering our network
i [#%] [Priopity: @] {ICP» 117.205.52.85:587%6 —> 94.125.77.109:25

Caught Int-Signal

un time for packet processing was 28.21000 seconds
nort processed 17 packets.
nort ran for @ days B hours B minutes 2B seconds

Pktss/sec: a
acket I/0 Totals
Rarsinad: 17
Analyzed: 17 <108.088:>
Filtered: B¢ B.000%)
utstanding: A ¢ B.088:)>
Injected: A

Snapshot 5.10: Alert for TCP packets
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5.3.3

G-Snort
G-Snort is a graphical user interface for Snort rule creation and execution. It has
been created using .NET Window form application on Window 7. It helps the
user to use Snort in an easy way. It prevents user from using command line
interface and to write typical commands to make Snort work, rather it is
graphical user interface to work with Snort. In  G-Snort different operational
modes of Snort are provided. They can be run with an ease by just clicking on the
respective buttons provided in the application. It also provides different supports
like documentations which  make it easy to work with application also.
Following are the functionalities provided by G-Snort:
I.  User can create any rule according to the requirement.
ii.  Rule will be included in snort.conf file automatically after the rule is
created.
iii.  User can run Snort in all the possible modes just by clicking on few
buttons. Following modes are provided in G-Snort.
a) Sniffer mode.
b) Packet logger mode.
c) NIDS mode.
iv.  User can read various documents in G-Snort to have better understanding
about Snort and its rules.
v.  User can even read about how to use G-Snort.
The functionality of G-Snort is shown in with the help of snapshots in the

following pages.
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I.  G-Snort Home: Home page of snort graphical user interface is shown below in
snapshot 5.11. It contains following tabs:

a) Make rule: This tab brings us to the page where the snort rules can be
created.
b) Run Snort: To run the snort in different modes as described in section 3.5.
c) Read-me: The document page contains the following documents:
i.  The document for providing the information about various keywords
used in Snort rule making.
ii.  Some sample rules are provided to help the users to make rules.
iii.  The information about how to use the G-Snort front end application
document is provided.
iv.  The document for providing the information regarding the modes of
snort to help the user run the Snort.

rn;’Home l=|=] % |

Home lMake nle ;I Run Snott | Read Me | About |

Welcome To G-Snort

(an easy solution to make rule and execute).

Snapshot 5.11: G-Snort Home
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Make rule (Scenario 1): Snapshot 5.12 is showing the Snort rule making

window. Here all the options related to the Snort rules are provided.

a)

b)

User can select the option and can fill the desired value as per their
requirement.

Left hand side of the window shows the rule header part of the Snort rule all
of which are the mandatory field. If any of the field is left unfilled the rule
will not be created.

The window shows the following rule

alert tcp $HOME NET any -> $EXTERNAL NET any
(content:"google"; msg:"Some One Opens Google" ;

gid:116; sid:10000028;)

d) The message box in the snapshot is representing that the rule has been

successfully created. This screen will by default add rule named
“google.rules” in c:\snort\rules and will include the rule in
c:\snort\etc\snort.conf.

I . T ey N -

Home | Makende | Run Snort | Read Me | About

Snapshot 5.12: G-Snort Make-Rule (1)
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iii.  Make rule (Scenario 2): Snapshot 5.13 shows the window which shows the

error message when any of the header field is left unfilled.

a) Snort rules are divided into two parts: Snort header, Snort options.

b) Left hand side of the window shows the header part of the Snort rule and
right hand side is the option part.

c) All the components in the header part are mandatory. Snort is not able to
work if any of the field is missing.

d) The snapshot shows that user has not filled “rule name”, “type”, “protocol”,
in the rule making window, so the error message “All header fields are
required” is displayed be G-Snort.

e) However if only one field is missing still it will be an error.

Snapshot 5.13: G-Snort Make-Rule (2)
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iv.  Make rule (Scenario 3): Snapshot 5.14 shows the error message if user is trying

to create the rule which already exists.

a) User has tried to create the following Snort rule:
alert tcp $HOME NET any -> $EXTERNAL NET any
(content:"google"; msg:"Some One Opens Google" ;
gid:116,; sid:10000028;)

b) The user has created the same rule as created in the In the Make rule
(Scenario 2).

c) But G-Snort does not allows the user to create the rule which is having the
same name as that of some previous rule.

d) So in the following snapshot a message box is showing an error message “rule

already exists.” when user is trying to create the same rule.

Snapshot 5.14: G-Snort Make-Rule (3)
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.

V. Run Snort (scenario 1): Snapshot 5.15 shows various operational modes in

Snort:

a) Snort NIDS has three operation modes named “Sniffer mode”, “Packet logger
mode,”, “NIDS mode”.

b) Sniffer mode contains the dropdown list which contains options in Sniffer
mode

c) Dropdown list is provided for all the three modes which contains further
options in the modes.

d) The options can be selected using dropdown list.

e) After selecting an option and clicking on the respective buttons the results are
displayed on the output window given at top of the form.

f) The stop button is provided so as to stop the process.

g) If the user wants to move at any page from this page then the tabs on the top
off the page helps the user to move at any page.

i Home =B %

g — e Ty | e —— -
uakgm Run Srort

C:\Users\Radhe\Documents\visual Studio 2ees\Projects\WindowsApplicatione\WindowsApplications\bin\Debugscd'
C:\>cd cihsnortibiny
c:\Snort\bin>snort -v

Snapshot 5.15: G-Snort Run Snort (1)
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Vi.

Run Snort (scenario 2): Snapshot 5.16 is displaying the output of Snort :

a) The options in the sniffer mode “display TCP/ID header on the screen” is
selected from the dropdown list.

b) The sniffer mode button provided in the form is clicked.

c) The results of sniffer mode are shown in the rich textbox provided at the
bottom of the page.

d) TCP/IP headers of the packets coming on the network are shown in the output
window.

e) The packets can be stopped by clicking on the button “STOP” provided in the

middle of the form.

95/10-12:27:19.348935 192.168.107.1 -> 224.8.8.22
PROT0:@82 TTL:1 TOS:@x@ ID:2063 IpLen:24 Dgmlen:4d
1F Options (1) =» RTRALT

85/10-12:27:19.357493 192.168.107.1 -> 224.8.8.22
PROT0:@82 TTL:1 TOS:@x@ ID:2064 IpLen:24 Dgmlen:4d
1F Options (1) =» RTRALT

95/10-12:27:19.358848 192.168.107.1 -> 224.8.8.22
PROTO:@82 TTL:1 TOS:@x@ ID:2065 IpLen:24 DgmLen:4d
1Ir Options (1) => RTRALT

Snapshot 5.16: G-Snort Run Snort (2)
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vii.  Read-me: Snapshot 5.17 shows sample rules provided by G-Snort to help the

user to have understanding of rule:

a) G-Snort has an additional advantage that it provides the users an additional
information regarding snort. Following documents are provided in G-Snort :

b) Snort rule making guide which provides the rules and guidelines about the
rule making process.

c) Sample rules which provides the users to help the user to have better
understanding of the rule.

d) Snort modes information provides the information about the operational
modes of the Snort.

e) Application manual provides the guidelines for how to use the G-Snort

application.

0 Home TR @ W ﬁ = @ =
| Home | Make ne | Fun Snort | Read Me

Example of Detecting Code Red I

alert top any any -> any 80 {msg: "CodeRed|l root exe"; flags: A=, content:"root exe";
depth:624; classtype attempted-admin;)

Example of Anomaly Detection Rule:

Many attacks use buffer overflow vulnerabilties by sending large size packets. Using the

#dsize® kkeyword in the ule, one can find out if a packet contains data of a length larger I
than, smallerthan, or equal to a certain number. The folowing rule generates an alert if

the data size of an IP packet is larger than 6000 bytes.

glert ip any any -> 152.168.1.0/24 any (dsize: > 6000; msg: "Large size IP packet
detected";)

Snapshot 5.17: G-Snort Read Me

In this chapter Snort implementation has been discussed and also its rule making process.
Finally G-Snort is discussed which is a graphical user interface for Snort rule making and

execution.
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Chapter 6

Conclusion and Future Scope

6.1 Conclusion

The objective of this thesis is to analyze a network based intrusion detection called snort and
to make rules to detect any malicious activity.

To accomplish the objective, first the stages of an attack are analyzed to understand at
which stages an attack can be detected. Then firewall, network-based antivirus system and
honeypot technologies are examined to determine when, how and why they are used. Also,
the limitations of those technologies is defined which are the cause to the new IDS
technology. Then a detailed study on intrusion detection systems was carried out so that the
main task to explore the Snort which is an intrusion detection system can be better

understood.
Snort system’s detailed study is performed and then installed it on Ubuntu and Window?7.
Explored Snort by running it in different modes which includes sniffer mode, packet
logger mode, and network intrusion detection system mode. Where as one more mode of
Snort is there called inline mode but in this mode Snort does not work as an Intrusion
Detection System. So the work is done on the above three modes. Then rules were
created based on different options which includes ‘protocol’, ‘content’ and ‘port number’.
Finally a graphical user interface called G-Snort was created to make the rules and run
Snort in its different operation modes. The graphical user interface made it easy to make
rules in Snort. It also let us run Snort without remembering the typical commands. It was
designed by considering all the user requirements. It provides all kinds of documentation
support for the better understanding of user. G-Snort has the following advantages:
e Different documents are provided about Snort rules and Snort modes to help
users.
e Documents about using the front end application G-Snort is also provided for
help.

e An easy solution to Snort making and execution.
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6.2 Future Scope

In this thesis we showed the Snort NIDS and its rule making process. The rule is applied
on the interface traffic as well as the captured packets. As we have seen the rule making
and executing process requires a lot of manual tasks and time. So to avoid it a front end
for rule making is shown which minimizes lots of our tasks and very helpful also in the
situation where one has a limited amount of knowledge about snort rules.

Our future direction will therefore be to develop a more vast front end which may even
shows outputs in different formats, and may also applies statistics on the network data.
One of the future directions is to find out the signatures for new worms and virus and to
make signatures to detect those through Snort.

Snort can also act as an IPS when operated in inline mode. One of the future works can

be to make Snort run in IPS mode and prevent the intrusions in the system.
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